A4 xXa2aLb—23 DA ER—KMITH
AHR— bk

CarZ4Xal—ralrOAf R — MNEJAFR—MIONWT, 1 X—
C AL T A4FXal—vary TrANDITT AR—F, 2 N—

* HEIRETZ I AR— DR T P 2= 7, 4 2=

* BRETTAR— K U~ U FORE, 5 X—V

Car T4 Xal—vary TZrANDAL A=K, 6 X—T

a4 a2aLb—23 DA o R—MITORKR—FIZD
LT

Firepower 4100/9300 ¥ — Y OBl T RA AL T T v N7 4 —LDar 7 4 Fab— 3 ViiE
EEDLXML7 7 ANVE)E— NP =N AR—TH52 74 Fa2lb—2a DT AR—
MEREEEFHATEEd, TOar 74 Xal—r gy 77y A NVEHKTA L AR— bk LT Firepower
4100/9300 > ¥ —NCHEIC Iy 7 4 X a b—a VREZEHA L. K< bhro TWAHERRICE L
720, VAT AEENSEE STV T LI ENTEET,

HA RS54 2 EHIR

A T 4K 2l —Tary T A NVORNFIL, BEELRZNWTLLZEY, ary74Xalb—3
VITANANEEINSE, FOTrANEFAT AT 4 X2 —T g R — b
DR 2 A[REMER H U F 9,

CHERODa Ly 7 4 Fal— g VEREIL, a7 A FXFal— a3 I rAMIEENTWE
B, AEHOHRERa L T4 X2 l—a V28T, 77V 74— 3 U pieftd
5374 X2l —ralr RNyl T oY= NVEFEHATILNERNHY £,
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AT FIL—2 30D UR— NI RK—+ |

B -7 FaL—varvorqrozozf—t

* Firepower4100/9300 3 ¢ —3~D a7 f F o L— 3 DA R — MEE, Firepower 4100/9300
VX —VDTRNTORFOI T 4 Fab—ay GaBT A Ax2gTe) [THRS ., A
VR—=K 77 ANMCEENDS A T 4 Fab—a VICERICEZ BRI ONET,

*ay T4 Xalb—va T ANDxTY AR — kIt L[ U Firepower 4100/9300 ¥ ¥ — > 7217
Zar74Xalb—vary 7y ANVEAL R— T2 LaBREIOLET,

* A 2R — R D Firepower 4100/9300 > v —> DT T v v 74 —L VT b T N—T g
X, T AR—=FLIEEZLERUEARA—=TU g 025133 TY, BAR25813, 1R — Mg
TEORIDIIRFESNLET A, ¥ A2(X, Firepower 4100/9300 v —+ %7 v 77 L— K L7z
WED T L—=RLIEDT ORI I T v TREZTI AR— 52 Lo~ L%
R

* A 2 N— MSED Firepower 4100/9300 ¥ — 2 TlE, =7 AR —hF L7z ELFELAR Y MZ
FILAY hT—F FVa—LRA VA R—=LENTNWAEILERHD F9,

* A 2 "N— MSED Firepower4100/9300 > ¥ —> Tlidk, A VAR— T HZ T AR —F 77 A )VZ
EREINTVDLTRTORBAT NA R, ELWY T =T TFVr—vary f A=Y
WA UAN—= LI TNWDLLERDHY 7,

A UR—bFT DAL T4 Fal—ar T rAI, FOT SV r— gy Ra—W
TA U ARKE (EULA) BH LT A ANRGERLTNDLE, a7 4 Fa2lb—Ta
VEAVER—RNT DRI, £OT 7Y — 3 @ EULA 23 Firepower 4100/9300 > % — 3 C
ZITANONTWARERDHY £T, ZIT AN TWRWEAE, BEITRKRLET,

CTFEONRY I T v T T ANNEEESNDOEERET DT, Ny 7T v TERIERICT 7
ANZEEET DN, BIFEO7 7 A VEROEFTICa E— 1L T EE0,

aA74XFaAL—23 IT7A4ILOIY RAR—

&

T AH— N ERERE A L. Firepower4100/9300 3 % — L DFMBT NA AL T T T 4 —
LEREEEEL XML 77 A V&V E— b —"F =7 AR—FLET,

T AR— MEROHERICETZ2EERBFRICONVTIE., a7 4 Fa2b— 30D VKR—
Mo 7 AR —FZHONT] ZBRBLTLEEN,

FIE

AVT A Fab—Yary Ty ANE)E— b= AR = b BIE, ROBIEEITVE
—g—o

scopesystem
export-config URL enabled commit-buffer

WONTNLOELEEN L T2y AR — bS5 7 74440 URL ZHELET,
* ftp://username@hostnamel/path/image name

* scp://username@hostnamelpath/image _name
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AVIT4F¥aAL—2arvDA UvR— KNI AR—+

avrsFar—vavrrsrozszi—+ [l

« sftp://username@hostname/path/image_name

o tftp://hostname:port-num/path/image_name

G T ANGE G TV NABRETOIVLERHDET, 77 ANVAERELRNE,
B LT/ ACIHERT T 7 AIDME S E T,

51 -

Firepower-chassis# scope system

Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml

enabled

Firepower-chassis /system/export-config # commit-buffer

T AR—K AT DAT—H AR T DI F 2TV E T,

Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status

BEDO T 7 AR— | XA ZFRT DT FEITWET,

ATvT2
scopesystem
scope export-config hostname
show fsm status
i -
Firepower-chassis# scope system
Hostname: 192.168.1.2
FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Nop
Previous Status: Backup Success
Timestamp: 2016-01-03T15:32:08.636
Try: O
Progress (%): 100
Current Task:
ATvT3
scopesystem
show export-config
ATvT4

scopesystem
scope export-config hostname

BEFDT 7 AR— N X A7 B ERET DI TEITOET,

T AR—= b ZFATEZEFETLHITE, kOa~xy FaHLET,

+ {enable|disable}
* set description <description>
* set password <N AU — >
* set port <port>

* set protocol {ftp|scp|sftp|tftp}

* set remote-file path_and filename

* set user <user>
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ATYTE I AR— X A7 EHIRT DIEA FETVET,
scopesystem
delete export-config rostname

commit-buffer

BESRELYV RAR— DRy —1)0T

AV a— )V ENTeT s AR — MEREA ] L C. Firepower 4100/9300 > % — ¥ DFiELT /3 A A
LSSy N T — AR EEA ST XML 7 7 ANE Y E— kB NE Iy ZR—F LE
T, T AR— NI, BH, BE, FLE2EMIEICETEINDILICATFVa— N TEET,
REDT I AR— KL, ATrVa— N INlcxl AR — MERDBWOHENCRHENICHEIE, X
P a— Vo TITENET, 20D, HEXFHEITLDORFVa— NIz s AR —
R ASKIEF O 10:00pm (CHNZ 2 D56 AT AIH LT 7 2R — b Z K H O 10:00pm =
LB L £,

T AR— MEREOMEAICET AEERFRICOVTUL, 274 Fa2b—2arDf h—
Nl AR—KIDOWT] 2R LT 7EE,

FIE

ATV a— VI NI AR— N X AT BIERT HIZiE, kOXHICLFET,
a) R —RELXTT AR— T HHAEZHRELET,

scopeorg
scope cfg-export-policy default

b) =/ AR—F RV —E2FGHLET,
setadminstate enable

) VE—h h—NLDBETHHATLI T harziEE L7,
set protocol {ftp|scp|sftp|tftp}

) RNy IT T TrANERNT BBFORA M EIITIP T RLAERIELET, 3,
ARNL—=T T VLA, B—H)v KT AT, F721F Firepower 4100/9300 > ¥ — N F > R T —7
BHETT 7B A RBREEORARN [EZIABAT A TR EERETEET,

IP7 RLUATIEHRS AR M AT 25613, DNS P —_"EZRETD2MLERH D £,
sethostname /ostname

©) T 74N NUSNDOFR— NEHERT 56T, A— NETEHRELET,
setport port

) Ve—rH—Ni2ul A o350 —VLEHEELET, 7o ha/LRTFTP ORAE, =
D7 4 —/V FITEH S ERA,

setuser username
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AVIT4F¥aAL—2arvDA UvR— KNI AR—+

BREIVRR—F ULV EDERTE

2 VE— " —RO2—PFZDONRAT—RFEFEELET, 72 Fa/LRTETP DA,

NV REFEHSINERA,

setpassword password

DT 44—

hy 794N 52Ehar 74 FXal—ay 77 AN I AR— NTAEFO TV 2%
ELET, 77ANLEEETDHE, 27 AR—FFEICE ST, 77 A /VIZEAFINEID 4T

bIVET,

setremote-file path _and filename

) REZHBICT AR—=FFEA7Va— A2 ELET, i, R (Daly) 1. [5#

(Weekly) 1. F£721% [l (BiWeekly) ] DWW Tz TE £,

setschedule {daily|weekly|bi-weekly}

D o2 ar B AT AORTICKH L THRELET,

commit-buffer

&1 -

Firepower-chassis# scope org

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/org # scope cfg-export-policy default

/org/cfg-export-policy # set adminstate enable
/org/cfg-export-policy* # set protocol scp
/org/cfg-export-policy* # set hostname 192.168.1.2
/org/cfg-export-policy* # set remote-file /export/cfg-backup.xml
/org/cfg-export-policy* # set user userl

/org/cfg-export-policy* # set password

/org/cfg-export-policy* # set schedule weekly
/org/cfg-export-policy* # commit-buffer
/org/cfg-export-policy #
/org/cfg-export-policy # show detail

Config Export policy:

Name: default
Description:
Admin State:
Protocol: Scp

Hostname: 192.

User: userl
Remote File:

Configuration Export Policy
Enable

168.1.2

/export/cfg-backup.xml

Schedule: Weekly

Port: Default
Current Task:

N — °_ N > =JLr=o

RHELDRAR—F YA FDEXRTE
BRETLI AR— IPREDOHEFETIN TN EXICVAT AT — 2RI EDITE, =
TAR—FN U o XHRERFEALET,

FIE

BRELI AR— K VA U HEAERT HIZIFROLEIICLET,

scopeorg

scope cfg-export-reminder

set frequency days
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B -7 FaL—varvrrqrnsof—t+

set adminstate {enable|disable}

commit-buffer

i -

Firepower-chassis# scope org

Firepower-chassis /org # scope cfg-export-reminder
Firepower-chassis /org/cfg-export-reminder # set frequency 10
Firepower-chassis /org/cfg-export-reminder* # set adminstate enable
Firepower-chassis /org/cfg-export-reminder* # commit-buffer
Firepower-chassis /org/cfg-export-reminder # show detail

Config Export Reminder:
Config Export Reminder (Days): 10
AdminState: Enable

A4 FxX2aLb—23r T7A4ILDA R— bk

RIEDA RN — MMEREZ M L C. Firepower 4100/9300 ¥ v — 30257 AR — h L7 k% &
FHMATEET, ZOMRBEHERL T, BEAORIRERICE LD, v AT AEEEZRI LT
DTEET, AR — MEROHERICEAT sEERFERICONTL, T2 74 Falb—Ta
DA VR—NT 7 ZAR—=FIHONT] ZBR LT,

FIE

ARTYT1 av74FXal—varZryANEYE— R ="\ bHA UR— bT 200, ROBIEEITVE
j—O
scopesystem
import-config URL enabled

commit-buffer
RONWTNDORELZHEH L TA Vo R—FEND7 7A/0D URL Z48E L £,
* ftp://username@hostnamel/path/image name
* scp://username@hostnamelpath/image _name
* sftp://username@hostname/path/image_name

o tftp://hostname:port-num/path/image_name

i -

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl1@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot

Firepower-chassis /system/import-config # commit-buffer

ATVT2 AUKR—bF XRITDAT—H A% RERT HITITLL T 2TV ET,
scopesystem
scope import-config iostname
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show fsm status

i -

Firepower-chassis# scope system

Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status

Hostname: 192.168.1.2

FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Import Wait For Switch
Previous Status: Import Config Breakout
Timestamp: 2016-01-03T15:45:03.963
Try: O
Progress (%): 97
Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:
MgmtImporterImport:configBreakout)

ATYT3  BEFEOA VAR — N X R ZRRT DI T 2TV ET,
scopesystem
show import-config

ATYT4  BEFEOA VAR — N XA ZERT LTI T 2TV ET,
scopesystem
scope import-config hostname

AR — b FR7 ZEETHITIF, kOa~vy e LET,
+ {enable|disable}
* set description <description>
* set password </~ AU — >
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-file path_and_filename
* set user <user>
ATYTE A UR— R AT EAIRT DI FEITVET,

scopesystem
delete import-config sostname

commit-buffer
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