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Hit L 52 FEICRELED . BIIEDO Y AT AL FRT 5121, TR T+ % @ CLI =
<V REFEALCUVATLADOR Y NU—7 XA AL 7 ha) (NTP) ZRELET,

NTP OF%7EIL. Firepower 4100/9300 > ¥ — L 2 v — N2 VA b —/L SN TWVWARELT /S A X
MCcHBSMICRAP SN ET,

G¥)

Firepower 4100/9300 3~ v — /|Z Firepower Threat Defense 238 A9 5 &, A~v—hk 74 L AN
ELSHEREL., T/ ABERCHUI R Z A L AL T 2MelT % K 912 Firepower 4100/9300
Ty —UIINTP R ET HMENH Y £3, Firepower 4100/9300 ¥ — 3 & Firepower
Management Center |Z[f] U NTP $r— & HT 20BN H Y £7°,

NTP 92 &, [BEDKL] (Current Time) | ¥ 7 OEKRARFEM AT — X A2 FRTE F

T, F2iE, [FEZOIFEM (Time Synchronization) ] % 7 @ [NTP #—/% (NTP Server) | 7—7 /L
D [P—3DAT—H A (Server Status) | 7 4 —/V R&ERD L. REFHDE NTP H— DI[EH
AT —H A TR TEET, VAT LAPRFENTP b — LRI TEXRWGE, [P—DAT —
% A (Server Status) | DFEIZH DIEMT A 2N — Y NV EHbE D LiEMlEME T ET,
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ATw 1  FXOSCLIIZ##: LE7 (FXOSCLI~DT 7 & 2A%&HM) .
ATFvT2 BESNEFA L= EBFRTHIIE, kOa<vwy FEERLET,

Firepower-chassis# showtimezone

ATYT3  BREINAMERZERTTHI1F, kOa~vy e LET,

Firepower-chassis# showclock

ROFITIE, HESNTZHAL Y=V EBIEO VAT LARKERRT 5 HEEZRLTOVET,

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

BALT—2DEERTE
FIg

ATy Tl VAT AL E—FRICAD ET,
Firepower-chassis# scopesystem

ATYvT2 VATAHP—ERE—FIZAYET,
Firepower-chassis /system # scopeservices

RFYTB HALYT—VERELET,
Firepower-chassis /system/services # settimezone
ZORFET, Kb, B, BEOZA L V= HEBICHIST 2FFEATTHEITKkO LN E
T, Tur T NI LR EREA LET,
o —ya NEROBEEETTHE, Tur T IRERSN, ELWAA LY — U HFRPERE
SNTWOIDERT DL IRDONET, HERTDHAIELL (yes) AL, BlfFxFr ot
T55E1E2 (o) ZAILET,

ATYTE BRESNZHAL Y =0 EFRTDHE, ROavr REEHALET,

Firepower-chassis /system/services # top
Firepower-chassis# show timezone
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Wiz, KOELEEYERERELT 7 & Y — %

V= R OB AR LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set timezone
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

REL, PP T a U EREL,

54 L J—LOBE

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana

#2 49

Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)

21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska

23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#? 21
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The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/LosiAngeles (Pacific Time)
Firepower-chassis#

NTP Z{EA L =Bt &L FZIDEKTE

N

NTPZ#fEH L TR 2 — N AT LA FEB L, *v NU—7 VAT AR OB % E/EZ R
LET, 2O RHEEIX. CRLOWGER EEMR Y A LAY T eEielhan E, RZNEE
REMETCHEICARVET, FRKABDONIP bV —NR"E2RETXFET,

GE)

ATy I

ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

FXO0S 2.2(2) LABETIEINTP X"—V = > 3 2 L £,

FIE

VAT L E— RICAD £,
Firepower-chassis# scopesystem

VAT AP —E X ET—RIZAD ET,
Firepower-chassis /system # scopeservices

FELEARA M, IPvd £72131Pv6 7 RLATNIP b —RE2HHT 2 L9 AT L 5RELE
7,

Firepower-chassis /system/services # createntp-server {hostname | ip-addr | ip6-addr}
KT r v a vk AT AOBRECK LTHEELET,
Firepower-chassis /system/services # commit-buffer

T RTCOFREFE»NTP V— ORI AT —F 22 FRT51T1T. kO HIITLET,

Firepower-chassis /system/services # show ntp-server

FED NTP Y — " DE AT —F A2 FIRT HI121E, ROXHIZLET,
Firepower-chassis /system/services # scopentp-server {hostname | ip-addr | ip6-addr}
Firepower-chassis /system/services/ntp-server # show detail
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NP y—nodik [l

wIZ, IP 7 K1 A 192.168.200.101 ZEfDONTP Y —ZREL. T W7 v a  2MET 56
wRLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WIZ, IPv6 7 R LR 4001::6 ZFFONTP »—RERE L., b7V o v a  2HETHHIZRL
F9,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

NTP H—/\D &Il &

ATvT3

RTvT4

FIE

VAT A E—RIZAD FT,

Firepower-chassis# scopesystem

VAT AP —ERE—RICAD ET,
Firepower-chassis /system # scopeservices

FELEARA M, IPvd £72131Pv6 7 KL AD NTP — & HIR L £,

Firepower-chassis /system/services # deletentp-server {hostname | ip-addr | ip6-addr}

N oo va kv AT AOREICH L THEE L ET,
Firepower-chassis /system/services # commit-buffer

KIZ, TP T R LA 192.168.200.101 ZHFD NTP — &2 HIFR L, b7 P72 a » 2fEd 501
ZRLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WIZ, IPv6 7 K 1R 4001:6 ZFF O NTP —_ZHIEEL, P TV o v a v 2HETHHIZRL
ij‘o

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
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Bt EEFZIDFHTOEE

N

Z T TI&. Firepower ¥ ¥ — L CHAF LR 2 FEyCTRET D HESDWTHHALES, AT L7
0y OEFIIEBICKMmIET,

G¥)

ATy I

ATy T2

ATvT3

VAT L 70y 7 BNTP =L FEEPTHL5E1E. B LRz FEITRET S Z &1
TEEEA,

FIE

VAT AL E—RIZAD T,

Firepower-chassis# scopesystem

VAT L YP—ERE—RICAD ET,

Firepower-chassis /system # scopeservices

VAT A vy ERELET,

Firepower-chassis /system/services # set clock month day year hour min sec

month |[Z1%, A DL ORI 3 LFEMEH L ET, R 24 BN CTANT20ERH Y *
T TRIE 1912720 £,

VAT L 70y Y OEFFEBICKMENET, Ny T 7 2HETLOLEIIH Y A,

WIZ, VAT h vy 7 ZRET L0 RLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

Configuring SSH

ATvT1

ATy T2

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

WOFNETIX, Firepower & ¥ —~D SSH T 7 & A Z AN E 1213845 775, B L OFEX0S
VX —V%SSHY AT hELTHIZT D HECOWTHEHLET, SSHIZT 74+ /L R TH
N> TWET,

FIE

VAT A E—RIZAY FT,

Firepower-chassis #scope system

VAT AP —ERE—RICAD ET,
Firepower-chassis /system #scope services
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ATw 73 Firepower ¥ —3~DSSH 7 7 ¥ AZ R ETHIZIE, ROWTNNEFETLET,
* Firepower ¥ —3~0D SSH 7 7 ¥ A& FFA[ T 5121F, kD a~> REAHLET,
Firepower-chassis /system/services # enable ssh-server

* Firepower ¥ ¥ —3~0 SSH 7 7 B A ZEET 521X, ROa~v REAHLET,

Firepower-chassis /system/services # disable ssh-server

ATy T4 TPV arEVAT AORECK L THELET,
Firepower /system/services # commit-buffer

KIZ. Firepower ¥ ¥ —3Y~DSSHT 7 ¥ AZHFIMNI L, T oW 7 v a U EEET 2012~ L E

ﬁ‘o

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

Telnet D% E

WODOTFNEIL, Firepower ¥ ¥ — 3~ Telnet 7 7 ¥ A & H & F 713 Whic 35 HiEaRL TV E

Fo F7AA NTH, Telnet 137 4 £ —7 M7 TOET,

N

GE) BTE, Telnet (X CLI ZfHH L TOAFKETEET,

FIE

RATYT1 VAT AE—FRICALET,
Firepower-chassis #scope system

ATYT2 VATAH—ERE—RIZADET,
Firepower-chassis /system #scope services

AT w73 Firepower ¥ v —3~D Telnet 7 7 ¥ A ZRET HIZ1E. ROWTNNEFEITLET,
* Firepower 3 ¥ — 3 ~® Telnet 7 7 B A ZFF R[4 51213, kDa~ FE AN LET,
Firepower-chassis /system/services # enable telnet-server

* Firepower ¥ — 3 ~® Telnet 7 7 B A ZER T H121E, kDa~ FE AN LET,

Firepower-chassis /system/services # disable telnet-server

ATYvT4 TP varkEVAT AOREICK L THEELET,
Firepower /system/services # commit-buffer

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K
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Wiz, Telnet AL, T oV o7 g 2EETHH 2R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

Configuring SNMP

Z Z i, Firepower ¥ ¥ — I T® Simple Network Management Protocol (SNMP) DFREHiLIZD
WTHRH LR, FEIC OV TE, RO ME Yy 7 Z2ZRL TS,

SNMP DO#E

By hU—7FH T o hajsl (SNMP) X, SNMPvX—V ¥ txo—V = MEOBEH A »
=V T7r—~y bERMETS, TSV =Y a LAY T m b TT, SNMP T, Ry b
U= HADOT A ADTE=H ) 7 EEBICHEHAT A% L — 22U —7 L@ EEN RS
i‘j‘o

SNMP 7 L— AU —7 1% 3 SO TR SN E T,

*SNMP~3*—Y % : SNMPEZHERA L TRy NT—F TRALADT 7T 4 T 4 ZHIEI L., £
=HZ N T HAT A

*SNMP =—< = > | : Firepower D7 — X Z#fEFF L, SEITL L TEDT —H % SNMP ¥ 1 —
VXA T % Firepower vy —YIND Y 7 U =7 3 R—3 2 K, Firepower ¥ ¥ —(C
i, ==Yz b E—HOMBAEENTNET, SNMPT=—V x> FEFZIC L, v 5—
Cx b= MEOYU L—va vy P EAERT HITIL, Firepower Chassis Manager % 72
T FXOS CLI TSNMP Z A2 L, BEL £

c HHIEHRN—AZ (MIB) :SNMP=— = b EOBEBHMES T2/ bDaL s a,
Firepower > ¥ — /X, SNMPvl, SNMPv2c, 3L U'SNMPV3 Z %A — kL EF, SNMPvl L

SNMPv2ciZ&EBBH Y, a3 2= 4 _N—2 XX T s 2H LT, SNMPIZRD X S
ICERZRENTOET,

* RFC 3410 (http:/tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http:/tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http:/tools.ietf.org/html/rfc3415)
* RFC 3416 (http:/tools.ietf.org/html/rfc3416)

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
* RFC 3584 (http://tools.ietf.org/html/rfc3584)

SNMP ;& 4]

SNMP OEBE/LRHEHAED 1 SlF, SNMP = —V x> FOLBHA AR TXAZ LT, 250
FTIL, BRAZ SNMP v~ % — U O EETHLETH Y A, BT, AERZ—PERGE,
FRECE), BEGEOUIN, BRIV — & L OB OUIN, ZOMOEERA RN FEFRRLET,

Firepower ¥ — (%, FT7 v 7 F7213A 74— LT SNMP @A Z 4R L £, SNMP ~
X =T XL Ty TRAERICHEGRIGE 2 FE T, Firepower & ¥ — % b 7 v FINZE S
EIDEMHRTERWED, NI v 7OEEMEIEIA V74— XD BIELS RV ET, AT 4 —
LR ZZ(ETH SNMP v 12— ¥ L, SNMP 847w haj 5 —% 2= k (PDU) TAv
t— Y DOZAF EMERIGE LE T, Firepower v ¥ — TN PDU %5 L7aWGA, 41 v 74— ALH
KEFHETEET,

SNMP X2 1) 74 LANILELUHER

SNMPv1, SNMPv2c, EBILUSNMPV3IZZENENINDOEXF 2V T 0 ET A ERLET, X2V
T4 ETNEBIR LIS 2T 4 LoULOMBEDLEIZL Y, SNMP 2 v — OB PIZE
HENnNs2tX=2 07 40 A= RFED 7,

X2V T 4 LoV, SNMP R 7y FIZBEMIT TN D A v =V 2 RRT D72 0OITMNE
IRREERRE LE T, HRLUE, A v B—URBR SR K D R E TR O LR B
BMNEIMDERELET, PR—FEND2EXF2UT 4 L-ULT, X2 T 4 BETFLNHRES
NTODEMNZE-THRARED EF, SNMPEF =2 U T 4 LoyblE, ROMERD 1 DL EEHHR— b
LT,

* noAuthNoPriv : 8il72 L. {7z L

* authNoPriv : FBiEH V. K E{k7e L

° allthPI'iV FIALA uE&) D %'ﬂﬁ&) D
SNMPV3 Cit, Ex=2UT 4 ET/NEEF2 YT 4 LULOMEREHEEINTOHET, B2V
T4 ETNE, 2= B2 NRET I 0NV 2RTETHIRAESFXTT, EF=2U T4 LR
EE, BXF 2V T =T AVNTHAENDEF 2T DLV TT, X2V T 0270 E8

X2 VT 4 LYULOMABEDEIZE Y SNMP ATy MUEFICREA SN 28X 2T 0 A0
= ALDBIRED £,

SNMPzXa21) T4 ETILELRILDYR—FEINTWAHEAESHE

WDFEIZ, ExXF2 T4 TFTNLELLOMAGEDOEDOEKEZ R LET,
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B snwPB oy T i

RK1:SNMPEFX21) T4 ETLEITEFa) T4 LR

T3v b7+ —LOBRE

ETIL IK#EZR B g5 1t LEES
(Encryption)
vl noAuthNoPriv aAIa=F44AK|72L A3 a=FT4 Ak
Vs Uo7 ORE EAE
(Community HLUTRIEL =
string) D
v2c noAuthNoPriv a3a=F 44 AL 232=5 ¢ R}
Vs U7 ORE AL
(Community L CRERE L %
string) D
v3 noAuthNoPriv [—W4 oL a—HPLORE %
(Username) ] EALCERREL &
R
v3 authNoPriv HMAC-SHA 2L HMAC Secure Hash
Algorithm (SHA)
WDV CRRRE L
3w
v3 authPriv HMAC-SHA DES HMAC-SHA 7L
Y X LTHASN
THGFEL £
T — B2 W Bk
(DES) @ 56
By Mg, B
LU ST my s
4 (CBC) DES
(DES-56) fRYEIC
B W RHRE A
L E7,

SNMPv3 2 1) 7 1 ##8E

SNMPv3 1X, Xy NU—Z7RRAEAD 7 L—ADOEFELE S LEAEDELZ LI 2T, T34

A~DEX 2T T 7B AZFERLET, SNMPV3 I

B

Vv EXAE

L. SNMP A v —U%ZEE{LLET, SNMPV3 2—H_R—ZX X2 U5 1 EF/L (USM) 1%

SNMP A vtE—2 bbb tXa VT 4 25 L, ROV —ERERHELET,

[l Cisco FX0S 2.2(2) CLI o V74 FaL—2avHAFR

HHL—PIC LD EHEED B 2 7]
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A=V A v E—VUNRARERFIETERELIIMBEI N TV RWNT EZRIEL
FI, T, THX T UAR, BERETILOID LEWVHEE TEEI N TV RN

L RFEL £,
Ay b —URELOIE : ZIET —FE2RELA—FDOT AT T 4T 4 B SNIZZ
L RFEL £,

AoV OMEBEMEB L O R RERZ—Y, ToTF 4T 4. T A K L TCHERE
FIFHAMIZ LD R LWL DI LET,

SNMP H7R— k

Firepower ¥ % — /%, SNMP (2R DY KR — h Z#fk L 9,

MIB O HR— k
Firepower ¥ ¥ — 1%, MIB ~OFAR Y HEHT 7 8 A2 R—FLET,

SNMPv3 1 —H DR 7o ~bajL

Firepower ¥ % — /1%, SNMPv3 ==—+#® HMAC-SHA-96 (SHA) #8iE~7'm k2L &R — kL&
@—O

SNMPv3 1—H D AES TS5 4 /\>— JFO ko)L

Firepower ¥ ¥ — /&, SNMPV3 A v — VSt 774N — T m hard 12L& LT,
Advanced Encryption Standard (AES) ZffiH L. RFC 3826 (YL L £ 7,

TITAN—=NAT—FR (privA 7' a ) TiE, SNMPEFx = U7 5k NE& L TDES £
7213128 B h AEBS # IR TX £9, AES-128 DR EZ AN LT, SNMPV3 2—HHD 7 F A
N —INAT— REE®HDH &, Firepower v ¥ —NIZEDT T AN — XA T— R&EfEH L T128
vy b AES ¥ —Z 4 LE9, AESpriv /SA U — R, 8§ XFLLEIcLEd, XAT7L—X%7
U7 7HFANTRET 256, K64 LFaaETEET,

SNMP OEZEE KU SNMP T 0/3T 1 DERTE

FIE

ATYvIT1 EF=FVJ T EF—FICAD ET,

Firepower-chassis# scope monitoring

ATFvF2 SNMP EZAZNZLET,

Firepower-chassis /monitoring # enable snmp

ATY 73 snmpaIa=7 4 F—KICADET,
Firepower-chassis /monitoring # set snmp community

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B



I35y I+ —LOHE |
B swwe Sy Tk

setsnmp community 2~ RZ AT 5L, SNMP2I2=F7 4 2 ANTDH LI ITKRDLNET,

RTvT4 SNMPaa=7 &4 EELET, NAV—RELCala=T44&2FHLET, a32=7~«
AlE, R 32 LFOFEBF THRETE £,
Firepower-chassis /monitoring # Enter a snmp community: community-name

ATYT5  SNMP DY AT ALY FOEMKLELIEE L ET, VAT LHEFEOEKES (EFA—L T N

AR, AL EAEEF SR E) 1T K 255 LFOFEBFTHRETE £,
Firepower-chassis /monitoring # set snmp syscontact system-contact-name

ATvTFT6 SNMPxT—V =l b (=) BEFTTLRAMOHFEBELET, VAT L unr— a4
(T KR S12 LFORFT TIRETE 7,
Firepower-chassis /monitoring # set snmp syslocation system-location-name

ATYTT1 "IV IV arEVAT AOREIKH L THELET,
Firepower-chassis /monitoring # commit-buffer

WIZ, SNMP ZA7%5Z L, SnmpCommSystem2 & 9 4RO SNMP 21 2 = =7 4 2% E L,
contactperson & VN9 A4 HID AT MG 2 5% E L, systemlocation & VY 9 A RTOEE L 77— =
VEHREL, NI varvEaly MTARERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

ROEZE
SNMP 7 v 7B L a2 —HZ2Erk L £,

SNMP +5 v TD{ERK
FE

ATFYvT1 EF=ZJ T EF—FICAYET,

Firepower-chassis# scope monitoring

AFv T2 SNMPAELET,

Firepower-chassis /monitoring # enable snmp

ATYT3 HRELEKRA M, IPvAT RL A, E721EIPv6 7 RLATSNMP b7 v 7 E2ER L £,
Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

AT7Tv T4 SNMP 7 v FIEMT D SNMP 2 2 =7 (A &RELET,
Firepower-chassis /monitoring/snmp-trap # set community community-name

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

snvp Sy TR Il

SNMP k7 v AT 5 R —F&2fEELET,

Firepower-chassis /monitoring/snmp-trap # set port port-num

N7 o FIET 5 SNMP N—V 3 VBRI OETVEEELET,
Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2c | v3}

UEE) HETEH T TOEATHEELET,

Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
ZZICERENDEIFTKRDO E B T,

*RN—=U 3 0T V20 F 21T V3 ZBIRT S A 1 traps,

¢ N—T g T v2e ZIEIRT 555 1T informs,

GE) NR= g NI V2 BEBIR LB DR, A 7+ —hEHMEEETEE
hj‘o

EE) N—=Yar b L Tv32@RLEGEE. MT y FICHEEMNT DHREZRE L £,

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
ZZICERENDEIFTKRDOE LY T,

*[auth] : FBREH 0 | HF (b7 L

* [noauth] : FHFEZR L, HE5{k7e L

*[priv] : REDH D . BFFLH Y

KT r v a BV AT AOBREICK L THE LET,
Firepower-chassis /monitoring/snmp-trap # commit-buffer

WROFNE, SNMP ZfEH FIREIZ L, IPv4 7 R AZfEH L TSNMP 7 v 72k L, T v
AR — bk 2 T SnmpCommSystem2 = X = =7 4 2T 2 L9 EL., =T a3 & V3 ITRIE
L. @Y A 7% traps ICF%E L. V3 HERRZ priv ICRRE L., b T v ¥ v a v a2EELET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #

WROFNE, SNMP ZfEH FIREIZ L, IPv6 7 L A& LTSNMP 7 v 7 2fEk L. F7 v
2378 — b 2 C SnmpCommSystem3 = X = =7 4 ZfHT 5 L2 E L, N"—T 3 V& v3ITRE
L. @EH A 7% traps IZa%E L. V3 MERRZ priv ICRRTE L., h T v ¥ 7 v a v 2T LET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* # set port 2
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B swe sy JnsR

set version v3

set notificationtype traps
set v3privilege priv
commit-buffer

Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap #

#
#
#
#

SNMP 5 v T DOHIk

ATy

ATy T2

ATvT3

FIE

T ) F E— RICAD F1,

Firepower-chassis# scope monitoring

FRELZAA NERLILIP T RLAD SNMP b7 v 7 &#HIERL £,
Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}
NTUP T a BV AT AOREICH L THELET,
Firepower-chassis /monitoring # commit-buffer

WIZ, IP7 FL-A192.168.100.112 TSNMP +7 v 7 %HIE L, NIV 7 v a a2ETHH0%

RLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 1 —H D1ERL

ATy I

ATvT2

ATvT3

ATvT4

ATy TH

FIE

ET=X YT ET— RIZAD F1,

Firepower-chassis# scope monitoring

SNMP #HZZ L ET,

Firepower-chassis /monitoring # enable snmp

FEiE L7~ SNMPV3 = —H &2 ERk L £,

Firepower-chassis /monitoring # create snmp-user user-name

create snmp-user =~ REZ AJjT5 L NAU—FR2ANTHLIITKROLINET,
AES-128 Wi S b D 2 A 2h E 72 13T L £,

Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}

7 7 4V N Tlt, AES-128 BF S LIT SN 22 > TV E T,

2—HF FIANR— AT — REEELET,
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ATvT6

snvp3 1—vodik [l

Firepower-chassis /monitoring/snmp-user # set priv-password

set priv-password 2~ > REZANTHE, T4 N — RRATU—REA L, #ERETDHLIITK
DHIET,

NPT a VAT AOREICH L THEELET,
Firepower-chassis /monitoring/snmp-user # commit-buffer

WORFITIE, SNMP ZA%0E L, snmp-userl4 & 9 &R SNMPv3 = —H Z{ERk L, AES-128 I
BALEHL L, NAT— RBIORTFTA N — RRAT— R REHFEL., NG HFroar %o
Ty hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

SNMPv3 2 —H DAl

ATy T
ATvT2

ATvT3

HTTPS D

FIE

EF=HY 7 E—FICADET,

Firepower-chassis# scope monitoring

8 L7z SNMPV3 = — & HIBR L £,
Firepower-chassis /monitoring # delete snmp-user user-name
NI T v a BV AT AOBREICKH L THEELET,
Firepower-chassis /monitoring # commit-buffer

KIZ, snmp-userl4 &9 SNMPV3 = —H%HIfR L., NTo V7 v a v aiET sHl2rLET,
Firepower-chassis# scope monitoring
Firepower-chassis /monitoring # delete snmp-user snmp-userl4d

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

Z ZCIX, Firepower 4100/9300 > v —3 THTTPS # % ET 5 Hik&EilH L £,
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A

() Firepower Chassis Manager % 7213 FXOS CLI Z{ ] L T HTTPS A" — h 2 A H TX £§, o
HTTPS D137 T, FXOSCLI #ffl L TOHRETE ET,

iEAE. ¥— VY. FSRMRAUE

HTTPS 1X, AHF—A > T7 T AT 7F v (PKI) ZEHL T 747> D7 Z UYL Firepower
4mwmo/% VRED2ODT A AW TR 2 T RIEE AL LE T,

EEX—&X—1UY
B PKIT /3o AL, WNERF— U o 712 B D Rivest-Shamir-Adleman  (RSA) B 5% — D27 (1
DNETTARX—hr, H I 12EFRTV v 7) %1%1?#1/&?“ WITNNDF—TTHE LI A >
=, b HFOXF—TCHEE I TEET, b A ve—VERETLHE. EBES
358 DA F—Ch (b L., xm%i@a@w&# ZHEALTRA v =% 5L LET,
EEHIT. MAOWMBEX—THHEDO A v —V %L (B4 LLEINET) LTART—
DODITEEZIEAT 22T ET, ZEEDEYTLAMF— %ﬁ%bf%/ﬁ~9%EﬁK
BELTE DA, BEENMIGTIMEXF—ZHA L TWVDL I ENERAEINET, BExr—
@Eéiéiéifﬁm\L%@EéiSUt/F“@MSE/FT?O*&% 2. Hund— X
DHEENWF—DOFNEXF 271240 £9, FXOS Tl, MUIZ2048 By D F— T 2 &TT
AN EOF— VTR REENNET, LT, BMOX— VT EERTEET,

7T AGBPEESNIZY | GEHENBIREIIUC 720 LTEGA1E. 7740 bOF— Y 7
AEAE 2 FEVTHAER T 2BENDH Y £,

FEEAE (Certificates)

TR T RBEERERT DL, FT200T A ARENTNDT P HNVGEHEEZ L FT,
REEIL, T ZAD IDICHT 2 BAFAERE L BICT A AT —%2FT 7 7 A LT
T, Bt EINTZBEEZ YR — T 572012, T/ ATME DX — X7 LB O H B4 EH
BERAERTEET, VE— K 2 —VFRACEBLMRAZTLZIRRTH T3 RCERT 256, =—
FIETNA ADID ZFHHEICHRGET D2 Z N TET, 22—V D7 T U FIIRINCRIEICEE T 2 %%
ZFRRLET, T 740 FTIE FXOSIZIXT 7 4L bDF— U o I b DOARBF— %28 ek
AHDOBEBLAEHENE ENET,

FSA MRS E

FXOS (28 /) 72 iBGE 2RI 2 72012, T4 ADID 27EHT AEE T Y —2 (%0, b
FARRALR) DO —RR=FT 4GEAELREGEL, A VA=A T&EET, =K —F ¢
REREIX, BITE T A N AA U Ob— MNREER (CA) . [ CA, 723 — K CAIZD7%
MNHRTARNF 2= D—HERDNTARNT U H—DNTAN) Lo TELENET, HL
WRERAEZ ST 5121%, FXOS CRERAZERZAMR L, M T A N RA » MIEREZEET 4
ERHY ET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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BER

SFEEHEEIL, Base64 = 21— K X.509 (CER) 74—~y hTHAVENHY £7°,

X— )T DIER

&

ATy T2

ATvT3

RTv74

FXOS %, 774N E F— V7 %ED, mASHEOX— Vo T EYHR—FLET,

FIE

X2 VT 4 = FICADET,

Firepower-chassis #scope security

F— Vo7 aERR L. ARl £7,

Firepower-chassis # createkeyring keyring-name

SSL¥—mDty MREKELET,
Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}
N ¥rvavzELET,

Firepower-chassis # commit-buffer

WOFITIL, 1024 By bOF— YA XDF— U 7 E2/ER L ET,

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ROEXE
ZOx— U7 OFHETREERL T,

TIAHILE FT— 1) TDBER

ATy I

ATvT2

7T AZHPERINTZY . GEAENBIREOINIC R 5720 LEELAIE, 7740 boFxF— 1 7
AE &2 FEVCTHAENR T 2LENH Y £,

FIE

X2 VT4 B— FICAD F,

Firepower-chassis #scope security

TNV F—= VT TEF— D7 X274 T—RIIAYET,

Firepower-chassis /security # scopekeyring default

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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ATvT3

ATv74
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FEBAE ERDIER

FIHN N X— VT EHERLET,

Firepower-chassis /security/keyring # setregenerate yes

NZoH T v a v EEELET,

Firepower-chassis # commit-buffer

wiZ, T7 4N F— VT EHAERKRTDHIEZRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

F— )T DIAZERDIERK

BEXAToavtEnd— ) o OAEERDIER

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

FIE

X2V T 4 F— RITAD FT,

Firepower-chassis #scope security

F— Vs Dar74Xalb—ar ET—FCADET,
Firepower-chassis /security # scope keyring keyring-name

BESNIEIPVAETIZIPVG T RLVA, F03 777 w7 A —aRky NOA4RTEFEH LT
SERETR 2 1ERR L E 9, SEHEERONRZAT— REANT I LRk LNET,

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |subject-name name}

FNSoW o a s RHELET,

Firepower-chassis /security/keyring/certreq # commit-buffer

A —=LThrI AT =53RS E TR RRER FEE R 2R R L E T,

Firepower-chassis /security/keyring # show certreq

WOEITIE, BALT T a v ftxox— U o FIZoONTIPvET R U R TaFBETR %2 (ERk L TF
%Li—é‘o

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZ IThvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEGS5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/wQQMA6CBNNhbWMwNICECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyu4satpyiPqVVOviKZ+spvc6x5PWIcTWgHhHB8BimOb/00KuG8kwf IGGSEDIAV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

ROER

CEFHAEEROT ¥ A b & BEGIN BLXWEND{TA#EHTCat —L, 77 A /WEIELE T,
X— VT OfEAELZRET 5720, GEHEERZEL 77 A NVE NT AN T I—% T
ERREERICEE LET,

CEIA D HA Y BEMERL, FTR b T U h BRI B T b T X b O O
Fr—rERELET

HlA Toa v ftEDX— ) T DIRAEERDER
FIE

ATFYT1 X2V T 4 E—RNIAYET,

Firepower-chassis #scope security

ATFvT2 XF—=Vrr/0ar7 4 Fal—rarE—FRIIAYET,
Firepower-chassis /security # scope keyring keyring-name

ATYvT3  GEMIEEREFER L ET,

Firepower-chassis /security/keyring # createcertreq

ATy Ts SHRFEELTCWAEOEz— REEELET,

Firepower-chassis /security/keyring/certreq* # set country country name

ATvF5  ERICBEEMT bR FAA Y R—24 =3 (DNS) 7 FLREHELET,
Firepower-chassis /security/keyring/certreq* # set dns DNS Name

ATY 76 FEAFERICEEMNT ONTZE AL T RLAEZRELET,

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

ATw 1  Firepower 4100/9300 > v — D IP 7 KL AZIEEL T,
Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

ATV T8 FEEZIERL CWOERORENTFET 2T E T2 HEE L £7,

Cisco FX0S22(2) CLIa > T4 ¥aL—Sa Y HA K
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B = /nanEER0EH

ATvT9

ATv 710

ATvIN

ATv 12

ATy 713

ATV 714

ATv 715

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

AEAEZZR L CW D2 E L £

Firepower-chassis /security/keyring/certreq* # set org-name organization name

Mk = FEFREL 7,

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

SFRAEESRICET AL S a v DA T — REEELET,

Firepower-chassis /security/keyring/certreq* # set password certificate request password

FEHEZZR L TO D ORI FIET 2INE I TEIX S 2 E L ET,

Firepower-chassis /security/keyring/certreq* # set state state, province or county

Firepower 4100/9300 > ¥ — 3 OFEREM N A A VA5 FFEL ET,
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

rNooW s a o EHRELET,

Firepower-chassis /security/keyring/certreq # commit-buffer

A =L THrI7ADN T U —F TG RICAE TR Rt FEE R 2R R L E T,
Firepower-chassis /security/keyring # show certreq

WOFITIE, AT a o fTEDxF— U 12O TIPvA T R U A TIEEE R 2 ERk L TF

TLET,

Firepower-chassis# scope security

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Certificate request ip address:
Certificate request e-mail name:

/security # scope keyring kr220

/security/keyring # create

/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*

certreq

# set ip 192.168.200.123

# set subject-name sjc04
set country US

set dns bgl-samc-15A

set email test@cisco.com
set locality new york city
set org-name "Cisco Systems"
set org-unit-name Testing
set state new york
commit-buffer

= = S 3 S S 3 3

/security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request country name: US
State, province or county (full name): New York

Locality name (eg,

Organization name

Organization Unit name (eg, section): Testing

Request:

city): new york city
(eg, company): Cisco

192.168.200.123
test@cisco.com

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mM4ARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/wWQQOMA6CBNNhbWMwNICECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw5 6RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVOviKZ+spvc6x5PWIcTWgHhHE8BimOb/00KuG8kwf IGGSEDIAV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==
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Firepower-chassis /security/keyring/certreq #

RDIEZE

AEAAEFEROT $ X b & BEGIN KB X WEND T2 5O TCat—L, 77 A /MR TFELET,
X— VU OMAELRET L0, FAEEREZED 77 ANE NTAN T U I—F7
ITERFE RIS EE LET,

*rIFAMRA LV IEERL, FTARN T U AI—0ZITH-7- M7 A FOFFHAEDFFHE
Fr—rERELET,

FSR MRS FDIER

ATy T

ATvT2

ATvT3

RTv74

FIE

X2 UT 4 = RICADET,

Firepower-chassis #scope security

FIZARMRA P EERLET,

Firepower-chassis /security # createtrustpoint name

ZDORFALRA L FOGERAEERERRELET,

Firepower-chassis /security/trustpoint # setcertchain [ certchain ]

A~y FCREAFEBREZEE LRWGE, b— FRAER (CA) ~DOFBFEARAZERT H T A b
RA L FOY A PEZTREAFLZANT L L9k ET, ANRNEDRDITIZ, ENDOFBUF
EANLTHRTLET,

BE  GEWEIL. Base64d = 1— F X509 (CER) 74—~ v FTHLILENDHY %
‘dAO
NZUH T va BRELET,

Firepower-chassis /security/trustpoint # commit-buffer

WROBNE, BT A RA L FERER L, R T A b RA 2 MIGEAEZ R L £37,

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

v
1
1
1
1
1

w

=

@

it

2

(@]

5

H

H

]

g

H

=1
i
1
1
1
%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1Nj tcEMyZ+£7+3yh42

VVVVVVVYVVYVYV
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B = v /7~oamzosof—+t

1ido3n040XikdjBOMQswCQYDVQOQGEwWJVUZELMAKGA1UECBMCQOEXFDASBGNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ21luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWEB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5fKgGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

> === END CERTIFICATE-----

> ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

RDIEFE

IR LTI —FITEERER X — U U TREHEA RS L, F— VA AR — L E
D

VVVYVYVVYV

F— VT ADIEEDA LK— b

ATy T

ATvT2

ATvT3

ATvT4

ATvTH

IZC®HBHII
cXx— VU HFHEDHAEF 2 — L FE N P T A N RA U P ERELET,
*hF A T A F AR — U v VR EE B LT,

FIE

X2 U7 0 E—FICADET,

Firepower-chassis #scope security
EAEEZZTMAF— V7 Cary7 s Fal—rary = RICAVET,

Firepower-chassis /security # scopekeyring keyring-name

X— VU TRAEHEORSITO F T AN T oA —FIFERRERICR L T A R ARA U R EEEL
\i ﬁqo

Firepower-chassis /security/keyring # settrustpoint name

F— VU TAAEEZANLTCT v 77— RT5700X AT a7z LET,
Firepower-chassis /security/keyring # setcert
Tur7RT, bTA DT A= FTUTRERER N BT M IREEO T F A 205D 11T %
3, AEEDO%OFTIC ENDOFBUF & A/ LT, SEEDANEZZT LET,
EE  GEHEIT. Baseo4d =2 2 — F X509 (CER) 74—~y FThHLILENRDHY F

R
NV v a v ERELET,

Firepower-chassis /security/keyring # commit-buffer

WIZ, PTAPRA L PEEEL, GEHEEZX— U 70, Y AR—= M5Bl eR L ET,

Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F
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Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

\
!
1
1
1
|

o

=

@

H

4

Q

%

H

H

m

2

H

1
i
1
1
1

MIIB/zCCAWgCAQAwWgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1lR1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKOND1
GMbkPayV1QjbG4MD2dx2+HS8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkq
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqglzXcz75+VFj2I6rH9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3ochad=

VVVVVVYVYVYVYVYV

v
1
1
1
1
1

g

o

N

E

H

H

‘i

g

H

=1
1
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ROEXE
X— U T EHHLTHITPS Y—E 22 & ELET,

HTTPS D% TE

>

HTTPS THEAT R —hFex— VU T OEREZEGD, HTTPS DX ELE T L2k, + 7%
JarvEREERIZaIy AR ET I, BIEDOTXTO HTTP BLXRHTTPS v o 3
NFEELRLEALLNET,

FIE

ATY 1 VATLAE—FRICAD ET,
Firepower-chassis# scope system

ATvT2 VATAH—ERAE—FICADET,
Firepower-chassis /system # scope services

ATv7F3 HITPS V—EREZHZHITLET,
Firepower-chassis /system/services # enable https

ATv74 (E&) HTTPS #ki TEH SN o R — F&fE L £7,

Firepower-chassis /system/services # set https port port-num

ATy TH (F&) HTTPSIZx L TIER LI=F— U vV o4miaiEE L £,

Firepower-chassis /system/services # set https keyring keyring-name

ATvT6 (EE) FAACTHHSNDIESAA—F X2 T4 DL~V EEELET,

Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode (213, LA FOWTNODOF—T — REHFETEET,
* high-strength

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K
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ATvT1

ATvT8

ATy

HTTPS 7R—

ATy

ATy T2

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

* medium-strength

* low-strength

*custom : T— VP EFEDKF 5 A A — MO XFHZFEETE ET,

(&)  cipher-suite-mode 7% custom (ZF% & SN TWNWDGATR, RAAL T LT AFZ L L
NOBEEAL—F X2V T 4 2HEELET,
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string 1Z 5 K 256 LFTHEA TE £9, Z4UiX OpenSSL 55 A A — MMIARIZ HEHL
TOMENRDY £, WERE, AXN—ZAPRHECFIEH T EA, | (RER) | + (75

ZFHF) - (A7) L BEO: (mry)  FEMIZOWTIL, hitp:/httpd.apache.org/docs/2.0/

mod/mod_ssl.html#sslciphersuite 2/ LT < 72 &0,

72&z1E, T 740 b E L TFXOS MMEMAT 2 PgEAAE DO TFINILL T & 720 £97,
ALL:'ADH:'EXPORT56:!LOW:RC4+RSA:+HIGH: +MEDIUM:+EXP:+eNULL

GE) ZODOA T a i, cipher-suite-mode 7 [custom]custom LS TR E S LTV DG A TR
ESET,
(EE) FERELRZNY A MaEE, A EIFEDIC L ET,

setrevoke-policy { relaxed | strict }

RN a VAT AOBREICH L THEELET,
Firepower-chassis /system/services # commit-buffer

WOHITIE, HTTPS AL, A— FEBZ 443 ITHEL, F— U 74 % kring7984 (T34 7E
L. BEAAL—FDEX2YT 4 LLEEIKREL, FTv¥r7vavryazaly bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

FDERE

F 7 4/ kTl HTTPS — B A IR — F 443 THRIZ 2 > Tk, HTTPS Z Wi+ 5 = &
X T EHAN, HTITPS Bl 2R — MIEFE T £,

FIE

VAT A ET—FICAY ET,

Firepower-chassis #scope system

VAT AP —ERE—RIZAD ET,


http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite
http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite

| I5vtror—snomE

ATvT3

ATvT4

x—yrroie I

Firepower-chassis /system #scope services

HTTPS ##fcic T 2R — M EHELET,

Firepower-chassis /system/services # sethttpsport port-number

port-number (21X 1 ~ 65535 DFEAFEE L ET, HTTPS X, 7 7 4 /L F TiEAR— b 443 THEIC
o THNET,

N H T a2 AT AOREICKH LTHRELET,

Firepower /system/services # commit-buffer

HTTPS R — h&EH L7412, BUEOT R TOHTTPS By v a VML B ET, =—HIE,
WD X D IZH LR — b &4 L CHE Firepower Chassis Manager (22 7 A T 208N H D £
—éAO

https://<chassis_mgmt _ip address>:<chassis_mgmt_port>

Z ZC. <chassis_mgmt_ip_address> |3 WIFX ERFIZ AN J) L7z Firepower > ¥ —> D IP 7 KL A FE
7oA A N4, <chassis_mgmt port> IXEATNZEE L7z HTTPS 78— T,

WIZ, HTTPS R — b BEEHZ 443 IZREL. M TF o HF o v a v a2HET HHE2RLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

F—1) 2T DA

&

ATy T2

ATvT3

FIE

X2 VT4 T—FICAVET,

Firepower-chassis #scope security

ARt EOX— U T EHIBRLET,
Firepower-chassis /security # deletekeyring name

N ¥rvarEaly bLET,

Firepower-chassis /security # commit-buffer

ROBITIZ, F— V7 2HIBRLET,

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B



[ N AN
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ATvT1

ATy T2

ATvT3

[T L& BHIIC

TS5v b T+ —LOHRE

RFZARNKRA U IRF— D Tk THEASINTWRNWI E 2R LTI,

FIE

XU T 4 F— RITAD F,

Firepower-chassis# scopesecurity

FBELEZFT AN KRA Y FEHIBRLET,
Firepower-chassis /security # deletetrustpoint name

N Y s varyEaly FPLET,

Firepower-chassis /security # commit-buffer

WIZ, FTADRA L FEHIBRT 262~ LET,

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS D& 1L

&M

ATy T2

ATvT3

ATvT4

FIE

VAT AN E—RIZADET,
Firepower-chassis# scope system

VAT A Y —ER = FIZADET,
Firepower-chassis /system # scope services

HTTPS % —E X &I L £,

Firepower-chassis /system/services # disable https

NIV I a Y AT AOREICKH L THRELET,
Firepower-chassis /system/services # commit-buffer

WIZ. HTTPS Sz L., S rvavraly M A6ERLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F
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AAA O

manse W

Y

aX AE

TZTIX, REE,. B BEIOT AT T 4 ST OWTEHA L ET, FEMICOWTIZ, RO b
'y 7SR T EEN,

AAA [ZDILT

AAAIL, 2V Ba—Z )Y —2A~OT 7 AEHHTL2OD0—HOY—E AT, R —%&H#
AL, HERRREZFTML, Y—EAOSITHNEREREZBMELET, o507 oL, %)
B3y N BHBIOEF 2V T 410 TEEE ARSI THET,

=HE
ait\A

PREE L — YV ERET HHIETT, 727 BARFAINDIZE, =—VFIEE., Ao —04
EENRRAT = RBRMETT, AAAT—NFE, 2—FD7 LT vy b T —F_R— X RTF
SNTWHMOZ—F 7 LT oy e LET, 7T oY AR —ELEHAIL, 2—
FiExry hU— &m@?ﬁﬁx#ﬁTéniﬁo&VT//kwﬁ—ﬁL@wﬁAu\ﬁum%
L., 2y NU—7 TR RFHEEINET,

¥ — U ~OE B A RET D X 9 1T Firepower 4100/9300 > ¥ — ¥ AR ETCEX ET, i
I, WOty a ryBEEnET,

* HTTPS
» SSH

YT A —)L

e

FAEFERY o —Z2@EHT 702 T, EOLIRTIT 4T 4, U Y—A, P—E R (TN
THT VAT 22— RS> TWDEONEHW LET, =2—FREIEEND &, 20—
WBEFESERIATOT I BARLT 7T 4 T 4 ZRA[SNDEREMERH VY £,

FHho>T4>% (Accounting)

THOT 4 7VE, T RARCA—YRNEE L) V=22 [WELES, i, ¥ A7

LM EZITE v v a VI — RN EZE LT — 2B R ENEENET, THUV T 4T

WL, FFRIHIAE, BR4e. RLY RO, VY —REME, v v T4 ST =0T 0TI T4 E
SIERENDE Y v a OFFER EEARREHRO e 7 2@ TiThbihvET,

ELE N m._f 77]@)7__’{ )7FEH®*EE1’EFE

PRERZ T THEAT 228 b, BUBIOT AV T4 7L EBITHMTHZ LB TEET,
EINGE9A AN :L*—“fd)nhniihﬂifﬁ)] THATODREND D £, TAT T 4 7720 THERT
D28t WREBXUREE EBITHEHTLZ LB TEET,

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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B warJonsqs—oxE

AAAH—/N

AAAY— NI, 77 B AR S DRy T —27 = TY, BEET. 2 —F &L E
T AE, RBRESNIe A —FRT 7 v AT LARMERH D) V=R L —ERZRET LR
VR FELET, TAVCT 4 o 7E B LIS AR E T2 D) Y —2%iE
BRL £,

A—AL T—ER—ZAOYKR—k

Firepower > ¥ — 13, 2—¥ 7m0 77 A LV ERV AL LN TEDLIR— IV T —FRXR—RA %
HBLET, AAAV—ORDOVIZe—INV T =2 X=X FH LT, =—WGE, 80, 7Hhv
T4 T EREETLZEETEET,

LDAP 7 O/\f A —DHFE

LDAP 7 O/NA F—D 7 a/\T 1 DHTE

ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ZDFRYTRET DT ANRT 4N, ZOXATOTRTOT 0N X —EEGROT 7 4V &E
TY, lxDOF /N X —IZWT PO T B RT ¢ OFTENE LTV DA, Firepower eXtensible
Operating System CE DR ENMEH S, 7 7 4V Mk EIXEHE I E T,

Active Directory 2 LDAP ¥—/3& LTl L TWA5A 1L, Active Directory —/3C Firepower
eXtensible Operating System |Z/NA » R$ 52— 7o FEERLET, ZOT7 T ME
IE. BIBREIIIC R B WS A T — RERELET,

FIE

X2 UT 4 = FICADET,

Firepower-chassis# scope security

¥ =2 U7 ¢ LDAP E— RIZAY £7°,
Firepower-chassis /security # scope ldap

BELBMEELE L a— NI = X—2RREeWRELET,

Firepower-chassis /security/ldap # set attribute attribute

RE LA G L a— RCT — 2 R_X—2ARmEERELET,
Firepower-chassis /security/ldap # set basedn distinguished-name

BELIEZANZEELLa— N7 — 2 _X—2AmBERELET,
Firepower-chassis /security/ldap # set filter filter

VAT BIRY— N LY ARREL L CEATT DHIIC, LDAP ¥ — 305 DISE 2 151K % A [H]
MRasELEd,
Firepower-chassis /security/ldap # set timeout seconds

NG H Ty a iy AT AOREIKH L THELET,
Firepower-chassis /security/ldap # commit-buffer

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
B |
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A

wap 7onq 5—oie W

W OB, LDAP JEE% CiscoAvPair (2, ~— RilkRI4: &
[DC=cisco-firepower-aaa3,DC=qalab,DC=com] (I, 7 /L ¥ % sAMAccountName=$userid, % 1 A
TUMMEREZ SBICREL., TV a v EELET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

GE)

2—H 1 7' A X LDAP t—H ® userdn 78 255 LT A2 5 L RIL £,

RDIEZE
LDAP 7w/ A X —%ERE L E T,

LDAP 7 O/\A Z—DER

AT

ATy T2

ATvT3

ATvT4

Firepower eXtensible Operating System T, K 16 ® LDAP 7' a3 A X —%HR—FLE T,

[T L& BHIIC

Active Directory 2 LDAP ¥—/3& LTl L TV 5 5A 1%, Active Directory —/3"C Firepower
eXtensible Operating System |Z/3A  R§ 52— 7o FEERLET, ZOT7 T2 M
X, WIREIIC 2 BN R T — RERELET,

FIE

X2 UT 4 = FICADET,

Firepower-chassis# scope security

¥ =2 U7 ¢ LDAP E— RIZAY £7°,
Firepower-chassis /security # scope ldap

LDAP #—/8 f v 2 & v 2 & B L, E% =2V F 4 LDAP H— F— FIZAD £,
Firepower-chassis /security/ldap # create server server-name

SSL A H A[RED G E . server-name 1L, #8H IP 7 KL AEZIZFQDN & 720 LDAP ¥ — 1Dt
X2 U7 4EAEANOIESA (CN) & EMIC—BL TV ARERHY £3, IP7 RLABREES
NTNLEEERE, DNS V—R"ERET HMLERSH Y 7,

(EE) ==Y o lur—LOEERFT 5 LDAP EIEZRE L £7,

Firepower-chassis /security/ldap/server # set attribute attr-name

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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LDAP O/ A 5 —DE&E

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

ATy 710

ATy TN

ZOTuNT 41F, WD, LBIEMEORXT TRESNET, VAT AF, 2—HF La—KT,
D@L L — ﬁ#éﬁ%@*biﬁo

F 7 4L bOBMEN LDAP 7 a3 X —IZ% L THRESNTWARWEAIL, ZOENRMNETT,

EE) VE—bPax—¥FRal AL, VAT EARFOZ—FLIZHESNT—F D DN OEE
kb L EIT, =R A BT 5 LDAP BN OB EDOREM4 2% E L E T,

Firepower-chassis /security/ldap/server # set basedn basedn-name

~N—Z DN O X%, K 255 XF)> 5 CN=username D E S 5| W R SICRETH I ENTE
%9, username (2 & Y, LDAP §&FE% ] L T Firepower Chassis Manager % 7213 FXOS CL1 (27 7
TALEHIETDHVE—F =PI SN E T,

T 7 4/ EDX—2Z DN 73 LDAP 7' B /31 X —|Zk L TRE SN TWRWGEIL. ZOENLE
T,

(EE) _X—ADNODOTRCOAT V=7 MIKT DaesB 0 HElR & RFRMER%Z FF>, LDAP
T—H X=X T Ay NOiB4 (DN) ZRELET,

Firepower-chassis /security/ldap/server # set binddn binddn-name

PHR—bINDHA NI T OERKET 255 307 (ASCI) T,
(fEE) LDAPWE#% ., EREINTZTA4NEZ L —HTH2—TLIZHIBEL £,

Firepower-chassis /security/ldap/server # set filter filter-value

TI7HN DT 4 /VE P LDAP 70N X —IZEHE SN TWRWEEIR, ZOENPHLETT,

NA LV RDNIZHRE L2 LDAP 7 —H#RX—R TH T hDO/NAY— RERELET,
Firepower-chassis /security/ldap/server # set password

FEHE ASCI X Fa ASj T Ed, =720, 1§ (BrZvarvigs) o 2 G/ o T=
(7)) IMEHTEEEA,

INAT— RERET DI, setpassword 2~ RE AL, Yo7 hTH—fEEZ AL TH
% Enter ﬂ? gL Liﬁo

(f£#&) Firepower eXtensible Operating System CZ 0D 7 12 /31 X' — % 2 — W OFEFEIfHE 5 )E
FataELE3,

Firepower-chassis /security/ldap/server # set order order-num

(f£E) LDAP V— L D@EIERAT AR — b2 EELET, EHER— FESI1L 389 TI,

Firepower-chassis /security/ldap/server # set port port-num

LDAP H— N Li@ET % & & DI SALDOEN 2 AR £ 723N L £,

Firepower-chassis /security/ldap/server # set ssl {yes/no}

AT a FROEBY T,
AL LB TT, B ka2 v — hTERWEEIE BERICRBL £,
W5 biT iz ©9, RRAEEMIZZ VT 7HF A M E LTEEINET,

LDAP CIE STARTTLS MEA S ET, Zhick v B— |k 389 24 f L 7- k2L 2 A Al e
AN/ S
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ATV 712

ATy 713

ATy 714

ATv 715

wap 7onq 5—oie W

LDAP 57— Z RXR—=ZA~DMWEDLENZ A LT 7 T 5L TOREERELET,

Firepower-chassis /security/ldap/server # set timeout timeout-num

1~60DEEEANTITEHH, 0 (Er) Z AL TLDAP 7V A XA — 2% L THRE L/ n—
PNIVEAL LT MEZERALET, T 744 ME 30 TT,

LDAP 7' 0 A Z—F 73— DR A 1R DN X — 2R E L T,

Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
FFva IO LB TT,
*ms-ad : LDAP 7'&2 /31 4 —|% Microsoft Active Directory T,

* openldap : LDAP 7' 12 /34 X% —|X Microsoft Active Directory Tlxd ¥V £t A,

(FEE) FEELRR ) R M2z A LE T,

Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

GE) ZORREIL, SSLAERMEM TEETH 2 HBICOAFEHT
R

NTUY Iy a2y AT AOBREICKH L THELET,

Firepower-chassis /security/ldap/server # commit-buffer

WOBITIE, 10.193.169.246 & 1> 5 £ HiiD LDAP #—/3 f > 25 ZZAE L, /31 » KDN, /3
AT — R, JE/F, A=k, SSL, X F—BMEEZREL, TP I a v ERELET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server #

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

H= = S

WOBHTIE, 12:31:71:1231:45b1:0011:011:900 & V5 L ED LDAP ¥— 3 A L A X o A ZAERL L.
/XA Y RDN, /SATU—FK_ JlEFF, A—F, SSL, "X —@Ea%EL, F TV 7 v a a2k
Ebiﬁ‘o

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*

set order 1

set port 389

set ssl yes

set timeout 45
set vendor ms-ad

H= = o
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Firepower-chassis /security/ldap/server* # commit-buffer
Firepower-chassis /security/ldap/server #

LDAP 7' O/\41 & —DHEIkR

ATv 1

ATy T2

ATvT3

RTv74

FIE

X2 UT 4 = FICADET,

Firepower-chassis# scope security

X =27 ¢ LDAPE— RIZAD £7,
Firepower-chassis /security # scope ldap

RELLEY—zHIBRLET,

Firepower-chassis /security/ldap # delete server serv-name

KoY Iy a2y AT AOREICK L THRE L ET,
Firepower-chassis /security/ldap # commit-buffer

WIZ, ldapl &9 LDAP — ZHIBRL, FT7 oW 7 v a v z2EET 20 %2R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS 7O/ A —MDETF

RADIUS O/NA A —D T ANT 4 DETE

ATy T

ATvT2

ATvT3

ZDHAYTRETHTONRT 4B, ZOXATDTRCOT 0 A X =i DT 7 + /L MR E
TY, lHxDOF /g X—ZWT PO T B RT 4 OFTENE LTV DA, Firepower eXtensible
Operating System CE DR ENMEH S, 7 7 40 Mk EILEE I L E T,

FIE

X2 UT 4 = RICADET,

Firepower-chassis# scope security

¥ = U7 1 RADIUS E— FIZAD £7°,
Firepower-chassis /security # scope radius

(EE) Y—R"Z2X T REEE L CHEAT SRS RADIUS H— N & OE 2 BT 2 M%%
fBELET,

Firepower-chassis /security/radius # set retries retry-num
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ATvT4

ATy 75

raDIUS T7ong 4—nEE I}

EE) AT AN =X REEE L CHlAIT HEIIC. RADIUS 39— 305 OIS % Rk
T HREMMREEZRE L ET,

Firepower-chassis /security/radius # set timeout seconds

RN UP T a VAT AOREICH L THEELET,
Firepower-chassis /security/radius # commit-buffer

WOHNL, RADIUS OFRATEIENZ 4 IZREL. XA L7V MElEZ 30RIIREL. T 7
varikELET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

ROEXE
RADIUS 7' 1A Z—Z B LE T,

RADIUS 7O/ \14 & —D1ERL

&

ATv T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 71

Firepower eXtensible Operating System TlX, 5K 16 @ RADIUS 7' B /N1 X —% PR —F LET,

FIE

X2 U7 4 E—FICADET,

Firepower-chassis# scope security

¥ = U7 1 RADIUS E— FIZAD £7°,
Firepower-chassis /security # scope radius

RADIUS $r—/3 A 2 Z o Z%AFR L, t¥ =217 4 RADIUS H—/8 E— RICAD 7,
Firepower-chassis /security/radius # create server server-name

(f£E) RADIUS V—REDOEEIHEHATIZAR— T E2EELET,

Firepower-chassis /security/radius/server # set authport authport-num
RADIUS —/3 F—Z@&E L 7,
Firepower-chassis /security/radius/server # set key
—EEZRET DHITIE, setkey 2~ RE AL, 7o 7 FTHR—fEiEd AJ)LTH 5 Enter ¥ —
2L ET,

(EE) ZoV—DRITShDIRFZHEE L7,

Firepower-chassis /security/radius/server # set order order-num

(ERE)  H—/S% 4 0 RIE L L BT 512 RADIUS #—S & 0iffF & Fatf7 5 5 Bz
RELET

Firepower-chassis /security/radius/server # set retries retry-num
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B RrADUS TonsE—0BE

ATvT8

ATvT9

AT AN —RE X T REE L U CGRAIT AR, RADIUS H— 3005 OIS 5 2 > R
ZHEELET,

Firepower-chassis /security/radius/server # set timeout seconds

Ev b RADIUS V'R NA X —|C “HEERAEZIEIRT 525513, LVAEWY A AT U MEZERE
THIEERERLET,

NPT a2 AT AORTEICKH L THELET,

Firepower-chassis /security/radius/server # commit-buffer

OB, radiusserv’ &b\ﬁ%ﬁﬁ@‘ﬁ‘%/\‘%‘//’(?‘/x ZAERL L. FRFEA— b % 5858 1T E L.
X —% radiuskey321 I[ZEXE L, EFZ 2 ICRE L, HafTEEEZ 4 [BICERE L, 2 A LT 7 M &
30 L\—DX/:EL/\ —gﬁn@uﬁ%ﬁéﬁj L. NovH¥roarwras /}‘Lij—

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321

Firepower-chassis /security/radius/server* # set order 2
Firepower-chassis /security/radius/server* # set retries 4
Firepower-chassis /security/radius/server* # set timeout 30
Firepower-chassis /security/radius/server* # commit-buffer
Firepower-chassis /security/radius/server #

RADIUS 7O/ 4 & —D IR

ATy T2

ATvT3

ATvT4

FIE

X2 UTF 4 B— RIAY T,

Firepower-chassis# scope security

¥ = U7 ¢ RADIUS E— RIZA VY £9°,
Firepower-chassis /security # scope RADIUS

RELLEY—ZHIBRL £,

Firepower-chassis /security/radius # delete server serv-name

KTV 7y a &y AT AOBREICK LU THELET,
Firepower-chassis /security/radius # commit-buffer

®IZ, radiusl &5 RADIUS —ZHIBE L., b T oY a r 2HETHHEZRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F



| I5vtror—snomE

1acacs+ 7anq 5—nzE I}

TACACS+ 7O/ A —DEKE

TACACS+ ZO/NNA A —D TA/INNT 4 DEXRE

ATy I

ATy T2

ATvT3

ATvT4

ZOXATTRET DT ANRT 4R, ZOXATOTXRTOT a [ X —HGOT 7 4V bRE
TY, lx DT A X —=ZWT RO T BT o OFRENEENTODEA ., Firepower eXtensible
Operating System TE DR EDMEH S, 77 4 /0 PR EITEH I ET,

FIE

tx2UT 4 E—FIIADET,

Firepower-chassis# scope security

¥ =2 U7 4 TACACS+ E— RIZAD £7°,
Firepower-chassis /security # scope tacacs

(EE) VATIEINRY—REHE T ARREL U GERIIT DRI, TACACSt H— 35 DINE % 15
T ARFEIRIRAZRE L £9,

Firepower-chassis /security/tacacs # set timeout seconds

NI a B VAT AOBREICK L THEELET,
Firepower-chassis /security/tacacs # commit-buffer

WIZ, TACACS+ # A A7 v NEllgE 4S5 RICERE L, b T oY o v a v 2MET L0 Z2 R LE
j‘o

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

RDIEZE
TACACS+ 7' A X —EERR LT,

TACACS+ 7 O/\ A Z—MD1ERK

ATvT1

ATy T2

Firepower eXtensible Operating System TiX, K 16 ® TACACS+ 7' a2 XA X —%HR—FLET,

FIE
X2 VT4 = RICAD ET,
Firepower-chassis# scope security

¥ ¥ =2 U F ¢ TACACS+ E— FIZAY £,
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Firepower-chassis /security # scope tacacs

RATY T3 TACACS+ H—/ 3 A U AL U AEAERR L, £F =2 U T 1 TACACS+ H—/3 E— FIZAD 7,
Firepower-chassis /security/tacacs # create server server-name

ATY T4  TACACS+ I — " F—Z4EE L ET,
Firepower-chassis /security/tacacs/server # set key
F—HEZHET DI, setkey 2~ RE AL, v 7 FTxH—fEx AJ) L TH D5 Enter ¥ —
ELET,

ATvT5 EE) OV —"DBRITShDIEFZHEEL £,

Firepower-chassis /security/tacacs/server # set order order-num

ATYT6 VAT LANY—REXTRREL L CGRET DRI, TACACS+ B — 305 D& A 1+ 5 i
R EfEE L F9,

Firepower-chassis /security/tacacs/server # set timeout seconds

EY b TACACS+ 7oA X —Z ZEEHELZBINT H551F., LvEWE A LT 0 MEAZRR
ETHZ EAHERLET,
ATvT1 ({EE) TACACS+ H— L DOBEICHEHATLIAR—-MEHEELET,

Firepower-chassis /security/tacacs/server # set port port-num

ATFYT8 "IV I varEVAT AOREICKH L THELET,
Firepower-chassis /security/tacacs/server # commit-buffer

RIZ, tacacsserv680 &) A HTDH— 8 f L A X U A%AERK L, ¥ —% tacacskey321 IZF%E L,
N7 2 4 ICRRE L, RBREAR— F& 5859 IZREL, M T ¥ 7 var afET 202 R LET,
Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680

Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4

Firepower-chassis /security/tacacs/server* # set port 5859

Firepower-chassis /security/tacacs/server* # commit-buffer

Firepower-chassis /security/tacacs/server #

TACACS+ 7O/ 4 — D&

FIE

ATYvT1 X2V 7 4 E—RIADET,

Firepower-chassis# scope security

AT9TFT2  E&FX=2U7 1 TACACS+E— FIZAV £,
Firepower-chassis /security # scope tacacs

AT T3 FBELEV—_ZHIBRLET,
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ATvT4

Syslog D3

&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

Syslog MEXTE [ |

Firepower-chassis /security/tacacs # delete server serv-name

N H 7 a vk AT AOREICKH LTHEELET,
Firepower-chassis /security/tacacs # commit-buffer

Iz, tacacsl &9 TACACS+ —ZHIBRL., T oV 7 a v 2EET A0 27 LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

JL ==
X B

VAT A OuX TR, T AND syslog T —F U EEITTEY—RADA v =V EINET S
FETT, Hihsyslogh— "~ X 7%, B/ BXOT 7 — FOERMITENL L ET, syslogV—
A, WL T X2 —2ar Ty AL T, AvE—UEZELTT 7 A VIR
BT 50 WHLET, ZoRRouex o 73, e 7 HORESNTEMA ML —U 2 R4 L E
T BIE V=T DT TN a—T 4 U TBROA T v MO TR L T,

FIE

EFE=Z VT E—RICADET,
Firepower-chassis# scope monitoring

a2 —)b~D syslog DIEEZ AN ETITENIZ L ET,
Firepower-chassis /monitoring # {enable | disable} syslog console

(fEE) RARTOHAvE—VORMUANAVEZRRUET, syslogMEHAIRETH D556, VAT
DIZDOVL RNV EDRA =V ary Yy —WMIFRLET, LUV ATV g TR EMEORIA
TERRENET, T74NV DL [Z VT 4 Bv (Critical) |1 TY,

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

FRXRV—=T 4 T VAT MTE D syslog lGEHROE=F U T2 GhETITEDLET,
Firepower-chassis /monitoring # {enable | disable} syslog monitor

(EE) BRTHAvE—VORKLAVEBRLET, E=FDIRENARIOHRE. VAT A
XZDOLNWPEDA Y E—VERRLET, LUV AT Vg VIREMEORIE T ER RS
F9, TIANIDOLYUE[Z VT ¢ BV (Critical) ] T,
Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

GE) [Z7 VT 441V (Critical) ] X0 FTOL~LD A vE—1F, terminal monitor =~ K

AN LG BIZDOHUERE = HICRRSNET,

syslog 7 7 A L ~® syslog D EZ AL Z AN ETITEDIZ L ET,
Firepower-chassis /monitoring # {enable | disable} syslog file
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ATy 717

ATvT8

ATvT9

ATv 710

ATy TN

ATy 12

IS5y b Ir—LOBE |

AyB—UNRREKIND T 7 ANDOAHIEREELET, 77 A NAITI6LFETANTEET,

Firepower-chassis /monitoring # set syslog file name filename

EE) 77 ANRET DA v E—VORJKLVANVEZRINLET, 77 A VOREPAZ DY
By VAT ANIEOLASNVL ED A =T % syslog 7 7 A WVITEBRIELE T, LV AT v a v
EERAMEORIET TR RENET, T4V FDLULE[Z VT B (Critical) ] TJ,
Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

TE) K77 A VAR (A NHEAD) ZEELET, ZOVA X258, kbHW
AR —VEEHOA =Y TEEES LET, ARREIHIL 4096 ~ 4194304 /31 R TT,
Firepower-chassis /monitoring # set syslog file size filesize

K 3 B DIES syslog H—/3X~D syslog A v E—VDEEFEERELET,

a) K 3 B OIS syslog h—/3~D syslog A v —VDOREEZADE - ITEDLET,
Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b) (fEE) SMBuZIRFT DA v E— VORIV EBRIRLET, U E— Mk maic
o TNWDIGE, VAT AFZEDLANVL EORA vy =V BB —NICEELET, LUL
A7y a NIBRAMORIECERREINET, TIANVFOLVE[Z VT 4 L
(Critical) ] T,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

¢) FEELZY E— b syslog h— "DHRA MEIZIP T RLAZBELET, HA X256
XFETANTEET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 |server-2 | server-3} hostname
hostname

d (EE) HELLYUE— b syslog V—NZEFE S D syslog A v E—JIZEEND 7 7V
TA LIV ERIRELET,
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

H—ANVKREILERELE T, ANELREDNCT 20— Y =T LIRODA~x > Fae AT
L/i‘é—o

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
ROWFNNNTI2 Y £,
caudits : TRTCOEER Y A X bORX U T EHNEITINLET,
cevents : TXTDVAT A AR  OBRX U T EANEITEDCLET,
*faults : TRTDOY AT AREEO X 7 2R ETTMAIC L ET,
NTUY T a v EELET,

Firepower-chassis /monitoring # commit-buffer

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
[ 38 | |



| IS5y ror—so%E
ons y—noiE

WOFNE, a—hN 77 A NDsyslog A v =V DARL—VEEML, F TPy arE
EELET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* disable syslog monitor

Firepower-chassis /monitoring* enable syslog file

Firepower-chassis /monitoring* set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* set syslog file level notifications
Firepower-chassis /monitoring* set syslog file size 4194304
Firepower-chassis /monitoring* disable syslog remote-destination server-1
Firepower-chassis /monitoring* disable syslog remote-destination server-2
Firepower-chassis /monitoring* disable syslog remote-destination server-3
Firepower-chassis /monitoring* commit-buffer

Firepower-chassis /monitoring #

H o S S S 3

S AN SIL =
DNS H—/\D=XTE
VAT LTHEARNGDIPT KU ASOERPMERGAIL, DNSH—NZIEETHILERH D £
T, 72 & ZIE, DNSH— %5 E L TV WA TX, Firepower & ¥ — VT R EEAITH & &
12, www.cisco.com 72 FDOLRI#HHATEEFTA, V—DIPT FLAZEHTHZLERZHD F

T, ZAUTIE. IPVA EIE PV 7 RLZADW TN A TEE T, k45D DNS B— %
HETEET,

GE) HED DNS b —RERET LIRS, VAT LI LD —_OMRIEILZT 2 L2700 £,
oO—HNVEH I~ RN DNS —"OBBELEL T84, 3EBDDNS —Dh% T
ZUTIRBELET,

FIE

ATV Tl VAT LA E—FRIZADET,
Firepower-chassis #scope system

ATYT2 VAT AH—ERE-FIAYET,
Firepower-chassis /system #scope services

ATY T3 DNS P —NEAEREIZHIRT 5101, RO XS ICEa~r READLET,

CFREL7ZIPv4 F£7/21LIPv6 7 KL AD DNS — N2 fEHTDH LIV AT LEZHRTT HIZ
X, Roa~r ReffHLET,

Firepower-chassis /system/services # createdns {ip-addr | ip6-addr}

*FRE L7ZIPv4 £721LIPv6 7 KL AD DNS v —ZHIBRT A%, ROa~r REERALE
R

Firepower-chassis /system/services # deletedns {ip-addr | ip6-addr}

ATY T84 NIV I varEVAT AOREICKH L CHEELET,
Firepower /system/services # commit-buffer
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T3v b7+ —LOBRE

Iz, IPv4 7 K LA 192.168.200.105 @ DNS — %2R EL. " TV 7 v a U 2HEET 50 %

TLET,

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # create dns 192.168.200.105
/system/services* # commit-buffer
/system/services #

Iz, IPv6 7 R L A 2001:db8::22:F376:FF3B:AB3F @ DNS #—ZHEL. "TFo¥Fri g%
TeETHHE R LET,

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

WIZ, IP 7 R L% 192.168.200.105 @ DNS H— & Hil& L,

LEJ,

/system # scope services

/system/services # create dns 2001:db8::22:F376:FF3B:AB3F
/system/services* # commit-buffer

/system/services #

NI YT g UEEET DB E R

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # delete dns 192.168.200.105
/system/services* # commit-buffer
/system/services #
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