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Firepowerz X1 T4 7754 T7 o ADH
=

* Firepower X =2 U7 4 7774 T L AIZHONT, 1 ~N—Y

C U=V ANV ADE=RY S ] N

Firepower tX 21 1) 74 7 T34 7 RIZTDNT

~

Ty

Cisco Firepower4100/9300 ¥ —> X, v hI—7/BIPar 7oV X274 V) a—v3
Y OWRMAT T~ b7 4 —LTY, Firepower4100/9300 > v — (ZvAa 7SV r—va v
NI w7 A T7T7ART77F % (AC) EXa V74 VVa—Talro—{HThh, ik, —
EMobLHIE, v TNV ERBLT 50 S -, BICAH—T >, ok FxaT
7Ty N7k —LERAELET,

Firepower 4100/9300 > v — ¥ [ZR OFRE A #2HE L £ 57,

CEVaT Y=Y N—ADE X2 VT 4 VAT A @mWART kv A R A
. B I OIRRMEZ R L £,

* Firepower Chassis Manager : 77 7 4 JI)b 2—H L L X —T =2 f AIZL-T, BIFEO Y ¥ —
VAT = EAPPRESHRMNCETR SN, ¥y — VORI EICRETE £,

*FXOSCLI : #EEDBE., V¥ — LV AT —FADE=XZ Y7 BIOEGER N T Ty 22—
F 4V THEREA~DT VB AEITH AL RR—ADA VB —T = A% LET,

*FXOSRESTAPI : =a— ¥ N ¥y —2 270 /I 52 FEHLTHREL, EHTEXET,

UANILADEZAYY

show environment summary =~ > K% {# ] L T, Firepower4100/9300 3 ¥ — 3 ORI /2~ /L A
ZRTUTOFERER R TEET,
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Firepower £ X174 7754 7 VADHE |
B r—~rzxoe=4yry

&Rl /)i #E & (Total Power Consumption) : W& SN2 GEES (Vv ML)

HEtEN
SEWNIRE  (Inlet Temperature) : JAPH T 27 AEE (FERHEND) |

* CPU J&FE (CPU Temperature) : 7' u& v OiEE (FEKHAD

IR A 7 (Power Supply Type) : AC F721% DC,

HEWIRAT 7 4 — K A7 —% A (Power Supply Input Feed Status) : AJJ AT —H% &2 (E%, k&
%’) o

IR J) A7 — % A (Power Supply Output Status) : 12V ({27 —& 2 (IEH, EE)

BIRDOKe A AT —4 A (Power Supply Overall Status) : PSU OFREGHI 72~/ A (E{EFTEE,
B AL, REORE)

7 7 »HJE RPM (Fan Speed RPM) : 1 DD 7 7> L AIZHDHMITDT 7D ) bixbiE
V) RPM,

77 VRE AT —H A (Fan Speed Status) : 7 7 VlE (K#H, E%., mE., 2V 71h
) e

77 DA AT —H A (FanOverall Status) : 7 7 > OREEI 2~V A (BIERTHE, HLY 4k
LEH», IREORE)

7 L— NEEHEJIEE ® (Blade Total power consumption) : EX =2 U7 4 EVa— L/ Y
CCHEESNDEFET] (U y MEALD

7 — K 7ut v HiidE (Blade Processor Temperature) : E¥ = UT 4 EV a2 —/L/m Y
NHEHOT vy b OP TR EWVIRE (BREA) |

FIE

ATv7F1  FXOSCLLIZE LET (FXOSCLI~DT 7 & A, (14 X—V) Z5M]) .
ATvT2 vx—vE—FRICAVET,
Firepower-chassis# scopechassis1

ATYT3 U=V ONNVAOMEEFRT HITE, ROa~vy REANLET,

Firepower-chassis /chassis # show environment summary

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show environment summary

Chassis INFO :

Total Power Consumption: 638.000000

Inlet Temperature (C): 32.000000

CPU Temperature (C): 47.000000

Last updated Time: 2017-01-05T23:34:39.115

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
[ 2 |



Firepower t¥ 1) 74 7 TS5 4 7V RADOHE
ve—vanzne=49yry I}

Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable

FAN 1

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 2

Fan Speed RPM (RPM): 3388
Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 3212
Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:
Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000
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Firepower £ X174 7754 7 VADHE |
B > ~rzxoE=4y>y
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CLI D2

CEESRAT V= b, 5 Sy

s O  RE—R, 5 NV

* F 7V havrs R, 7 R—Y

* av Y FANDET, 9 N—=¥

* avwr NEEE, 9 ~N—v

* KPP Oavr Roa Iy b OBKE, R, 9 -V
* CLLICBAT 24> T A v~ LT, 10 _—Y

* CLIkvyva iR, 10 X—v

BEXNRA TV b

Firepower eXtensible Operating System (FXOS) IR AT V=2 b ETVEFEHALET, =
NoOF 7Yy M, BEARRRYBEI T 7 ¢ LR T 4 7 ¢ ZHSHICRBL L
~HLoTT, HEziE. Yy—v. BXaVTF 4 TV a—b, Ry NU—F FVa—b, F—
b, eyt BHMRA T Vs bELTERASNIYHEZ T 4T 4 TT, T/, 22—
P -7 Ty h 74 —ARY U—iF, FHEMGEA T V=7 FE LTRSS SmBLT T o
74 TY,

BRI SRA T 7 ML, REARER 1OU DT a 3T ¢ NEEMT SN A5A8083H 0 £,

- N N
O3k E—F
CLIDa<y RN E— RIPEEEEICe > TERY . EXECE— RRZOMEDOE FALE 720 £97,

FLoF—= FIFTLOT— RIZHKE L THWET, EZOT— K15 1 O TOE— FICBEITS
|21 create, enter,, scope =~ FZfEfHLE7T, E— FREET1 2 EALIZBEIT 51T exit =
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AR E—F

A

cuomE |

VY REMMLEY, £/, topa~r FEMEH L TE— FEEORK EALICBEIT5Z L b TE X
R

G¥)

ZEAEDa<w L R E— RIEEMNGEA T V7 MCEEMTOND 2D, DA T V=0
MIBHET 52— RICT 7|8 AT DL, ZORNS, ZOFT V=7 NEAEKRT 204N H Y
F9, T/ BATEE—FOEHENSRA TV =7 S EERT DI, create 35 L 1 enter =1~
U REMEHALET, scope 2~ NITEFEHINIRA TV =7 FPEERLERFA, ZOa~r R,
TTICEBERNRA T V=7 NRGIETDHE—RIZT 7 BATHEZTTT,

£ — RNIZiE, T—FRNTHEATE —HEoa~vy KRBV T, FE— R AT a~y
ROKFERA 1L, BETAEEGRA 7= 7 MR L TWET,

£E—RDOCLI 7u 7 ML, = FBEBIIBIT2HEDE— RO TN RARERINET,
TR, avw s RE—FEENTOREMNEZES BT ET, £/, T OHAEIIME
NEBEIT DB IEF IR B £,

WDFEE, THEpa~v L RE— R, £F— KR ~DT7 7 v AEHATHa~r R, BIOKEE—F
ZBhET A CLI a7 FERLTWVWET,

®1:FERATVKE—FETOVT R

T—F4 TORRIZERATHIARUE S=all = R 5
EXEC EEDE—RTtop 2~ K #

TH T EXEC E— K T scope adapter ==~ | | /adapter #

Bz EXEC “E— R C scope cabling =~ K | /cabling #

Uy —v EXEC & — R T scope chassis =~ . N | /chassis #

A —H%Fx v hH—s3 KX | EXEC E— K T scope eth-server =~ . | /eth-server #

A K (Zoa<vwr KEF0TXTOVT
o<y RiFBAFR— S TnEH
A)

A —% Ry T 7V 7 | EXECE— KT scopeeth-uplink =~ > | /eth-uplink #
.

777V w7 A H—ax | EXECE— KT scope fabric-interconnect | /fabric-interconnect #
A o< K

Ty —AhU=xT EXEC “&— K T scope firmware =~ > | /firmware #
s

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
[ 6 | |



CLI DREE

I/ ravok

E—F4 TOERIERYTSATUE E—rKJAVT+
BRARN A=W 3> kA2 |EXECE— FTscopehost-eth-if =~ > | /host-eth-if #
A =Tz AR F (ZDaxry Fez0d_XTOYT
a< 2 R, 2OV~ LTI R—k
INFEH A, /adapter # F— NTHRA
A —Hxry havr FEfEATEE
o)
FABUA EXEC &— KT scope license =~ > N | /license #
E=HV T EXEC *&— T scope monitoring =~ | /monitoring #
KR
FH EXEC “E— R C scope org 2~ > /org #

Sy R E T T

EXEC & — K T scope packet-capture =
<~ R

/packet-capture #

X274

EXEC & — R T scope security =~ > N

/security #

PN

EXEC &— K T scope server =< >~

/server #

P—t R a7 7 A

EXEC &— R T scope service-profile =
<R (=R T T NVEE
B, BE, RELBRNTIEIY, D
F D create, set, delete’/7 a2~ K
Ty bEEALZNTES N, )

/service-profile #

ssa EXEC E— N T scopessa 2~ N /ssa #
system EXEC “&E— KT scope system =~ > N | /system #
{42 HBA EXEC “E— RC scope vhba =~ > | /vhba #
(Zoavr FezodFXToOY 7=
<2 NFBEYFR— SR TnER
)
AR NIC EXEC & — KT scope vnic =~ K | /vnic #

AIJoxH hravw R

7V MEBEAIZA SO R a~ L FRH D 9,
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B +ovzsra=or

*create 77V =7 b
*delete 77 =7 bk
‘enter 77 =7 b

*scope 7= b

CLI OREE

scope v N, KA 7V =7 NOBE b2 —VF A A Z ATV =7 NOFEL, T
RTCOEFHRMRAT V=7 FTHAFETT, Zofoa~vy FaEldsL, a—¥F (24
VAMEA TV 2 7 FEERB L OEBTE T, 33T create object =~ 2 NIZIE, ®IGT 5
delete object 33 X (N enter object 21~ RN 97,

A=Y AU AZ LA A TV 27 FOFETIE, RORIZHAT D L2, A7V =7 FBMFEE

FTAMNEIMNC LTI NEDa~y ROBENRR:Y 9,

R2:. ATy FABEELLEWNEEDOT Y FOEIME

avU R

#iE

create 77 = 7 b

ATV NBMER S, N T LA FDa T 4 X2l —
Ta v '— FNRREBEINET,

delete 77 =7 k

TT— Ay —UPERSINET,

enter 77 =7 b

ATV = MRS, BETHHE, EOAT 4 Fal—
Tay E— RREBEINET,

scope A7 =7 b

TT— Ay E—URERIINET,

R3: AT MHAFETRHHEDIT Y FOEE

avwo kR

#iE

create 77 7 k

TT— Ay E—UPERINET,

delete 77> =7 b

F7 V=7 FHRHIBRSET,

enter 77 =7 k

WS APEL T2 DA T 4 X2l — g s E— R
MNEAHINET,

scope A7V k

FTV=I bDALT 4 X2 L —Tar B— RPRBIRE
D
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| cuom=

axvrAanoxT B

O RFAIDET

EEDE—RTTab ¥ —Z2EATH2L T, avr FANEZRETTEEY, a~r NAO—H%
AN LT Tab F—%f4 L, a~vr FEENERINDD, FRITHOF—U — R85l %2 A
NTHVERH AL E TR RINET,
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BENOWTNHOa~y REFHOETT I, BEZ 1 >THo0, Ao a~r REFW
FRLUTEnter ¥ — 247207 T, Zhicky, FEANDHEEELFELLIICa~wr FBRANE
NET, T2, a2 REFOERLEE., Enter ¥ — 424 Rlca~y RELFET L LT
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EZdopavwr RFOazy b, BE, RE

CLITaY 7 4FXalb—raravy N A5 L&, commit-buffer 2~ F2ATJF5ET
X, Foaxr FREHSNEEAL, 2y MHIOa T 4 X2 b—3 gy avy FEIREIREE
\Z272 0 | discard-buffer 2~ REZAS)T 52 L TCENEAWIETEET,

BEDa~ 2 FE— RTREPICR> TV OEEEREL E L DT, 1 DD commit-buffer =~ >
RT—H ELTEMATSZENTEET, (EED 2~ FE— KT show configuration pending = <
YREANTHE, BT Oav s REFRTEXET,
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HZ Y Z 7%, commit-buffer 2~ FEZASTBHEHEINET,

W2, avry Ry hPoFavxfizraer 7 w2362 LET,

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services
+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #
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~LET,

FIE

AT w1 Firepower 4100/9300 ¥ v —3 »N— Ko7 =7 2% E L %3 ( [Cisco Firepower Security Appliance
Hardware Installation Guide] %#Z M)

ATvT2  PWRREEZFETLET WIHEE, (123—) 22H]) .

ATvFT3  AREZRELET (HRKFORE, (1035—) 2ZH) .

ATy T4 DNSH—RZHEELET (DNS H—R0#E, (141 2—2) 25M) .,
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AT97T6 22—V EFRELET (=2—PEFH (User Management) , (31 2—) &) |
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carY— )L AR—IRara—FiERERITT Y = b= NIRRT ST
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*admin /XA U — K

* VA7 L4 (System name)

CEHAR—FDIPVE T RLRAEY TRy h<wR7 F2EIPV6 T FLALE T LT 4 v 7 %
CTIANNDT— T2 ADIPv4 T RLAEZILIPV6 7 R LA

*DNS #— "D [Pv4 7 KL AE T IPV6 T K LA

CTITHINVEDRAAL A

ey Ny T OMEEZHGE L, FEOHRTFLEHEAEITOHE T yes, By T v 7T U4 P —F%
RVELTHEDELEZIT I G lEno Z AT LET,

By N7y U4 = RO E LESIR LHEIE, DANC AT LIZER T >y aNIZR RS
£9, URNCAN L2 Z O F AT 55815, Enter 24 L 4,

WOBHITIE, IPVAEHT FLAZEA L TRELET,

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

WOHITIE, IPv6 FHT7 FLAEZFH L TRELET,

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [yl: n

Enter the password for "admin": adminpassword$%652

Confirm the password for "admin": adminpassword%652

Enter the system name: foo

Physical Switch Mgmt0O IP address : 2001::107

Physical Switch MgmtO IPv6 prefix: 64

IPv6 address of the default gateway: 2001::1

Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
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Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch MgmtO IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
Ipv6e value=1
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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SSH 11 7' A TIERILF L/ LFRXFI S E T,

Linux A HIZLL T SSH 2 H L £97,

* sshucs-auth-domain\\username@ { UCSM-ip-address|UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

* ssh -lucs-auth-domain\\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

* sshucs-auth-domain\\username@{ UCSM-ip-address|\UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1
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22V,
Telnet DFRE, (109 X—) L T XV,

* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

* telnetucs-{ UCSM-ip-address|\UCSM-ipv6-address } ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty 7 A4 7~ Firbid, ROFIEEZETLET,
* ucs-auth-domain\username T2 7 A > L ¥ 9,

Login as: ucs-example\jsmith

A

G®)  T7A4N b@nwmm%yv/v ICRREINTEY, 2 Y —/LF8GEA LDAP (2
REZIINTWBHEAIL. ucs-local\admin (admin (w7 — /L 7’77'7/ INZA:))
ZEHLCPutty 7 747 "7 7 7V v I A v —axy Min A v
T&EET,
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Center Configuration Guide] #Z M L T 72X\,
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* Firepower 4100/9300 > ¥ —Y DAV —hK TA B A YT T4 K b—ROFKE, 25 N—V
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Z Z ClE. Smart Software Licensing DFEREIZ DWW CRRBA L £ 97,

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B



ASADS ARl |
B ASAORRI—F YT RYIT SAEVIUY

A

GE) Z D& 7 v a &, Firepower 4100/9300 & ¢ — 3 LD ASA FREET A ZZDHEH LET,
Firepower Threat Defense i #7731 2D T A & ZDFHMIZ DUV TIE,  [Firepower Management
Center Configuration Guide] ZZ M L T 7231,
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CASAT U —ay T —ar DT RTDITA B ABKERELET,

Smart Software Manager & 7 Ao > k

TNAADI DU EDT A ZA&HEAT B55A1E. Cisco Smart Software Manager TEELL £ 7,
https://software.cisco.com/#module/SmartLicensing
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https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

ASADS ARl |
B A=tV Ir97 5S4t RDHA RS

T —LERBRLET, —HOTA B AFELTTR, TOHATHLAY—FNY 7 Tz
T IABVAT AT MZENLEZEBMTHLERNH D £,

VX —IUMITA B ARIREBETEDLIC, V= POEDA L E—Fy N T 7 EXA
F/-IXHTTP 7 u s 77 B A2 LET,

VXY=V NIA B ARFEROLARI I TE DL HIZ, DNSHT—N"ERHELET,
VY —VORLERELET,

*ASA T A & ARG EFRIET DHEIC, Firepower4100/9300 3 ¥ —Y CA~— kK Y7 hu =T
FABVAA VT ITAN T I T XY ERELET,

AR—bF VYT rDIT A CVADAARZA4 Y

TIANF—N—DFRBZ)TDI-ODASAHA K54 >

% Firepower 4100/9300 > v — 1%, FA B AFREERE 72TV T T4 b b—NITRE SN D0 E
NHYET, B XY 2=y MIBIEHER L THEHATEET, k714 B 22 FHT 5
X, Y=V T EIBEO T A B AREAT HLERSH Y 7,

AX—bFYIT DT A4 CADTIHILE

Firepower 4100/9300 & v — OF 7 4 b NXEICIE, T4 & ARILFO URL ZH5ET 5
[SLProf] & VY9 Smart Call Home D7 12 7 7 A VNG ENTWET,

scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService

N2y _ \ - ~ Lo, > =L

BEDAI—E VIO T7 54DV VITDETE
Cisco License Authority & BT 5728, MEIZ)L U THTTP 'R ¥ U %258 E TE £, License
Authority |28 T 221X, A~— b VYT b7 T4 AT H Y FBEAE LT Firepower
4100/9300 ¥ v —3 OXEkh—27 V ID Z AT HLERH Y 7,

FIE

ATvT1 ({£#&) HTTP 7u ¥ v ofdE, (23 3—Y) |
ATw 72  Firepower ¥¥x =2 VT 4 77T 47T AD License Authority ~D% &%k, (24 ~<—)

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
2 | |



ASADS At REHE

(F%) HTTP TOX L DF/E

(EE) HTTP 70X DERE

Fy NI = TCA B —Fy h T 7EBRZHTITP 7o XL 245848, Av—h Y7 U=
T IV THOTBX Y T RLABERETOIVLENHY ET, 2ok ld, — &I

)

Smart Call Home (Z b H S v E 7,

G¥)

&M

ATy T2

ATvT3

ATv74

SREEAER T A HTTP 7 e X 3R — SN EH A,

FIE

HTTP a2 HM L ET,

scope monitoring scope callhome set http-proxy-server-enable on

&1 -

scope monitoring
scope call-home
set http-proxy-server-enable on

7rF% L URL ZRELET,
set http-proxy-server-url URL

wll 7 m %y Y— 3O http £721F https 7 KL AT,

1 -

set http-proxy-server-url https://10.1.1.1

F—baRELET,
set http-proxy-server-port 7~ — h

51 -

set http-proxy-server-port 443

Ny 77 REELET,

commit-buffer

(4£2) Call Home URL D #IIf&

PIRTIZE% @ & 72 Call Home URL ZHIBRT 51213, WOFEEZFEITLET,
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ASADS Ao AER |
B Firepower ¥ 2 Y 71 7 754 7 2 A®D License Authority ~ 0 & §%

FIE

ATYvT1  E=XV U THEHBAEANLET,

scope monitoring

ATv 72  Call Home #ifAZ A/ L ET,
scope callhome

ATwv7F3  SLProfile ¥R L £,
scope profile SLProfile

ATyT4 skEFRLET,

show destination

151 -

SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

ATy 75 URL #HIFRLET,
delete destination SLDest

ATvT6 RNy TrEMELET,
commit-buffer

Firepower ¥ 21 ') 7« 7 754 7 > XD License Authority ~ D &£

Firepower4100/9300 > v —3 Z#8§%7 5 L. 71 & AFFERIZ L - T Firepower 4100/9300 3 —
T ETA AR & OROBEICEH S D ID GEENRITINET, £/, Firepower

4100/9300 > v — DNEUIR2ET Aoy MZEID Y THRET, @F,. ZOTFIEEZ 1 ERY O
AVABLATY, 2L, BEORMER EHEK T IDREHZEDO IR I 72355 1%. Firepower
4100/9300 > ¥ — OFRERNZ TREICRDGERH Y £7,

FIE

RATvT1 Smart Software Manager ¥ 72 1% Smart Software Manager Satellite T, Z ¢ Firepower 4100/9300 3 ¥ —
VOB LR DN—=F XV T AT hORGEN—7 VEERLTaE—LET,
AR—=RF Y7 0T vFX =T % BT T4 FERMENLTORER b —2 Z2ERT 5 HIEICHONT
#E L <X, [CiscoSmartSoftware Manager Satellite User Guide]  (http://www.cisco.com/web/software/
286285517/138897/Smart_Software Manager satellite 4.1.0 User Guide.pdf) Z#ZM L T 7Z 30,

RTw T2  Firepower 4100/9300 > v — TEEE b —27 E AT LET,
scope license register idtoken id-foken

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
2 |


http://www.cisco.com/web/software/286285517/138897/Smart_Software_Manager_satellite_4.1.0_User_Guide.pdf
http://www.cisco.com/web/software/286285517/138897/Smart_Software_Manager_satellite_4.1.0_User_Guide.pdf

| Asao51tozEm
Firepower 41009300 > v — > DRI — k S £ YR 45754 b 4—noBE I}

11 -

scope license

register idtoken ZGFmNWMSNjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZ]jIXNGQOLTEON]I2NDYx%0AMDIZNT
V8N3R0OdAXM1Z0ONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1
g3R3dvemRD$0AY29NQTO0%3D%0A

ATV T3 HBTT A AOBERERRT H1201E, kEATILET,
deregister
Firepower 4100/9300 ¥ ¥ —3 OXEERIRT H L, TV b OLT AL APRHIFRESET, &
HIZ, THAALEDTRTOT A o A G EFEFENHIRSNET, BEairs 52 & T,
7 A & A%&H L\ Firepower 4100/9300 > ¥ — > IZFHT A5 Z & TXx£J, £721%. Smart
Software Manager 7> 57 /3 A& HIfRT 52 L TEET,

ATy 74 IDIFEZEHL, TX3COEXF2 VT4 BV 2 —LOBKEEHTHI2IE, WEALET,

scope licdebug renew

F7 4L T, IDIFARIZOPH TS, TA B ABKIZI0H ZEICHBIMICER SN E T,
A H =%y T 7 EAOHMMPER LI TWSHEAEX, Smart Software Manager T7 A & A &2
ELIGEREE, 2NOL0BRGETECTEN T2 b TEET,

Firepower 4100/9300 & ¥ —> DAY — + A4 VXA U T
4 b H—/\DEKTE

2Av—hF T4V AYTTA b =% T D K5I Firepower 4100/9300 v — > Z iR ET
D&, RO FMAIZHENET,

IZ C®HBHIIZ
CAv— K YT b UxT T4 AOHHESM, (21 X—) IZEHEHOT X TCORREML &
7T MR H D F9,

*AV—FTIA LAY T T A FOVAT 7 A /L% Ciscocom2>H X 7 m— KL, VMwareESXi
PN VA P =B RIORE LET, FHMIZ OV TIE,  [Smart Software Manager satellite
Install Guide] ZZMH L T 7ZE VY,

CEET = R EERVES, KOFIREMA L TEREERLET
SR VU VEERLES (R ) /oM, (1195-2) )

CEDFX— VT OFEAEEREER LET AL TV a v ffEox— U 70N
EHESROMER, (120 =) )

X — UL I OFHEF = — 2P T 5720, ZORHAEERE T AN T U —
FITRFERICEE LE T,
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https://software.cisco.com/download/release.html?mdfid=286285506&flowid=74662&softwareid=286285517&os=Linux&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf

ASADS A £ REE |
B Firepower4100/9300 > ¥ — L DRI —F SAEVR YF 54 b H—\DRTE

FEAMZOWTIE, FEHE, ¥— V7, T ARKRAU N, 1183—Y) 2L T
él/\o

FIE

ATw 71 callhome DEEFEEE LTHT T4 b ="ty N T v 7 LET,
scopemonitoring

scopecall-home
scopeprofileSLProfile
scopedestinationSLDest

setaddresshttps://ip _address/Transportgateway/services/DeviceRequestHandler

ATYT2 HBHULWRTARNRA L MNEERLET,
Q) XU 4 T—FIZAY FET,

scopesecurity

b) T AR ARA P EAERLTARTZ ST ET,

createtrustpoint trustpoint_name

) NI A BN KRAY FOGEHEFEREZET L E T, FEAZEIX, Base64 = =2— K X.509 (CER)
T —~v FTRIFER LN Z LIZEE L TLEEN,
setcertchain certchain

certchain BENI1E. ZOFIEOFTHESRMA E L TER LIZEABICE EFN TV DIEHETF = —
THHREEHLET,

oy RCIEEFEREZREE L2 WEES, V— NEEER (CA) ~ORFENNAEZERTDH T
ARNBAL DY ANERFIEAEEZ AN TDHLIICKDOENET, ATTHNEDKRDITIZ,
ENDOFBUF & AL CHKT LET,

d) REZMELET,

commit-buffer

il -

firepower-chassis# scope security

firepower-chassis /security # create trustpoint tPointlO0
firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

————— BEGIN CERTIFICATE-----
MIIDMDCCApmgAwIBAgIBADANBgkghkiG9wOBAQQFADBOMQswCQYDVQQGEwWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
C1R1c3QgR3JvAXAXGTAXBgNVBAMTEHRL c3QuZXhhbXBszS53b20xHzAdBgkghkiG
9wOBCQEWEHVZZXJAZXhhbXBsZS55b20wgZ8wDQYJKoZ IhveNAQEBBQADgYOAMIGT
AOGBAMZw4nTepNIDhVzb0j722Je4xAG56zmSHRMQeOGHemdh66u2/XA0oLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINvIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QibG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJITATBgkg
hkiG9wOBCQcxFhMUQSBjaGEsbGVuz2UgcGEFzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJoJdaVMhzC190306Mg51zglzXcz75+VEj2I6rH9asckC1d3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvfhevskVv0j6
jtcEMyZ+£7+3yh4211do3n04MIGeBgNVHSMEgGZYwgZOAFLINjtcEMyZ+£7+3yh42
11do3n040XikdjBOMQOswCQYDVQQGEWJVUzZELMAKGALIUECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQKExJOdAWI2YSBTeXNOZW1zIE1uYy4xFDASBgNV

\%

VVVVVVVVVVVYVYV

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
[ % | |



| Asao51tozEm

ATvT3

K—zzxrts514to23808% I

BASTCOVUZ21uZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/zANBgkghkiGO9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £KgGQgXc
wR4pYi04z42/39Ijenh75tCKMhW51laz8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

————— END CERTIFICATE-----

> ENDOFBUF

firepower-chassis /security/trustpoint* # commit-buffer
firepower-chassis /security/trustpoint #

vV VVVYV

\

Firepower 4100/9300 ¥ v —3 % 7 A & AFFERICB &K L ET (Firepower £ ¥ =2 U7 1 777
A 7 AD License Authority ~D gk, (24 ~—) W) , Av—F T/ BV A vHx—T %
BT ITA NOBGFE =7 U EERL, a—FI3MENRNHDLZ LICEBRELTLIEEN,

IN—XR b T4V ATFHIDETE

Y

Firepower 4100/9300 > ¥ —NI/N—< R b TA B AZEID B THZ LN TEET, 2=
NP VTR TIE, T3 ATEIROKOEELZEHTE DL I1TRY £,

GE)

Smart Software Manager Tl T& 2 X 512, BHRANIC N—~R 2 b T4 B R 2 AT D4
ERHVET, TXTOTHT L FPNN— X F TA B ZADTRIZOWTERE S LT

LD TIEHY FH A, RELXIAT DRI Z OREIZOWT I R aDRENH 5 2 & 2R
LET,

IN—LRESAEVRADA VR =)L

&

ATy T2

ATvT3

LI FOFNEZ, Firepower 4100/9300 > ¥ — /38—~ x> b (kfe) 7414 2&E DY TH)
EERLTWET,

FIE

FXOSCLL 226, A B Z2DFHE2HIME L F7,

scope license

enable reservation

TA R ATRIZRIBL ST,
scope license

scope reservation

TRV 72X b a—FEERLET,
request universal

show license resvcode
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[ | (FB) /A=< RY b SAEURADERH

ATvT4

ATy 75

ATvT6

ATv 71

ATvT8

Cisco Smart Software Manager 7~ — % /L D Smart Software Manager { >~~~ U lEIZBE) LT, [7
4+t A (Licenses) JLicenses” 7% 7 U v 7 L$£9,
https://software.cisco.com/#SmartLicensing-Inventory

[Z7 &> A (Licenses) |Licenses? 7 (27 /17 MIHET AT XTOBIED T A B AN, 1E
EBEIONN—v2 hOWIT & bRREINET,

[Z A4 &> 2T (License Reservation) ]License Reservationz 2~ U v 7 LC, Ak THY 7
TA R a—KR&Ry 7 ZZATTLET,

[ZA L ADTH (Reserve License) JReserve Licensez 7 U v 7 LE79,

Smart Software Manager 23&i8 = — RA £ LET, a— R&F¥ v rue—RREREZ Y v 7R—F
IZab—T&FEd, ZORFSET, 742 AL, Smart Software Manager (2% > T F H T,
[7A4 &2 2FK (License Reservation) | R % L NFERENLWIEE, BEVWOT v hTlE
W= R F TA B ADTRIPABRENTWETA, ZOHE, X=X IS EL2DT
KEENZ L CTHEEDA~— FA LR a<y FEBANTLSLERH Y £,

FXOSCLI T, AR=a— R AT LET,

license smart reservation install code

Z LT Firepower 4100/9300 ¥ ¥ —IZIL PLR THEBIZT A B ADEHA S VE LT,
ASAGRERT A A THRED 7 A B AEKERIILET, 714 B ABKERNIT HITIE.
ASA A BV ADEESR LTI,

(EE) N—TR2 b 4122 ADREA]

&

ATy T2

ATvT3

N—w X b TA VU ANRREZ 2> 1286, Z OFIAT Smart Software Manager (2 1E 2R HA]
TOMENRDYET, TXTORAT v A ItbRneE, T4 AREANREBOE 2720, 7l
DOEFTTCHEATE £ A,

FIE

FXOSCLI 6, B a— REERLET,

license smart reservation return
7272512 Firepower 4100/9300 & ¥ — O T A B An7e <72V FHMIREICBIT L ET,

FXOS 2 =/3—H )L T 31 Zi5I+ (UDI) 28F/RE 5 DT, Smart Software Manager @ FXOS
AVAL U RAEROTET,

show license udi

Smart Software Manager 1 > X2~ U HFIZEE) L C, [fihA A ¥ X (Product
Instances) ]Product Instances” 7% 7 V) v 7 L ¥ 7,
https://software.cisco.com/#SmartLicensing-Inventory
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https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://software.cisco.com/#SmartLicensing-Inventory

| Asao51tozEm
22—t vIbmz7SatevivioE=4u7 I}

ATF9 T4 2= "—H L TN, ZFHGIF- (UDD) % f# ] LT Firepower 4100/9300 > ¥ — > Z R L £,

RT9TFS  [7Z7 =2 (Actions) ]Actions> [HIF% (Remove) JRemove®DJIEIZEIR L C, ARSI/ REY 22—
RERy 7 A ADLET,

ATv 76 [HihA A Z L ZDHIK (Remove Product Instance) JRemove Product Instance 7 U ~ 7 L £,
NRe X b TAV U ANMERMTRER T A B ADT—MZRENET,

_ \ = LSRR > —_ . »
AR—b VI T7 AR VIDEZZI DY
FTAV LV ADAT —H ARFRTHIZIE, ROa<wy RESRLTLTEEN,
* show license all
A<w— KNIV T 02T AU TDORE, A~v—h 2 —2 2 hDONRX—T 32 UDI
HH, Av—F ==Y FORRE, /a— L a T T4 T A AT —H A HERRA 5
AT —H A TGABUAGHERER, BIOAY— 22—V 2 N HRTDAF Y 2—)L
BFRRLET,

 show license status

* show license techsupport
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B A<tV r917 5142 20BE

ASADS At REE

AR— bV b+ 7 5S4 ADERE

H#HE42 (Feature Name) TS5y b B
TA—L)
J—Xx
Firepower 4100/9300 > ¥ — 3 [A]if > 2= 2 | LI(1) A<w—h VT T2T T4 RZEST, T4V

~—hVT7 I NT=2T TS

2HEBEAL, FAB L ADT— N EEHT L LNTE
9, Av—F T4 RFKEDO V) TNVEFIHE
WMo TnERTAL, 2=y FDITA B R F—
EEBTAMERL . T AL EICE AN E T ITHIBR
T&ET, A=V T V=T T4 AZFAHT
UX, T4 ARG E B2 O & B TR 5
ZEHLTEET, AV—F YT YT TAEBLVAD
FRIEIX, Firepower4100/9300 2 % — 3 A— 3 A 4 L &
Fa2 U7 4 EVa—LMETHEIESNET,

deregister. register idtoken, renew. scope callhome,
scope destination. scope licdebug. scope license. scope
monitoring. scope profile, set address. set
http-proxy-server-enable on. set http-proxy-server-url,
set http-proxy-server-port. show license all, show license
status, show license techsupport 3<% > RAEA I FE
L1
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5.

—H & (User Management)

=P T hTU N, 32 NV

A=Y TLOHA RTA 2, 33 X—=¥
INAT—=RIZETLHHA RTA L, 33 "=

VE— FREEDOH A KT A, 34 RX—

a—FOEE], 37 N—

0 — NGRS NI —F DAY — R Fa 7y A, 38 X—
T 7 F v FRBREY— B A DRER, 39 -

tyvary FALT YU NORE, 40 X—Y

fxtty v ay XA LT U FOKE, 41 X—V

JE—h a2—Foo—/L KR —ORE, 42 X—¥

H—ANVRBAEE e —F DAY — RORET = v 7 DFMME, 43 ~—
77 A RITORKREEORE, 44 ~—

2= ay I TN AT —HZADQERRBIOZ VT, 45 X—T
EREFRD/NAT — REFEO R RKEDORE, 45 ~—¥
WAVSAT— REF = v 7 OFGE, 46 X—

INAT — ROEFEILFRORE, 47 ~—

RAY— RIBRES 7> R OFRIE, 48 _—

a—H) a—% T hr NOERK, 48 N—

0—J b a—% 7T h 7 FOHIER 50 X—

R—)N 2= T AT DT 7T 4 TACETIIIET 7T 1 Tk, 51 =Y
2= NVRAE SN2 —FDONRAT — RERED 7 V7, 52 _X—
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a1—4EE (User Management) I
B v 7ayor

A=Y THhok

2—F T HTL NI, VATALCT I ERTAED uﬁméﬂiToﬁk%@DWﬁW3wﬁ
TV FNERETEET, Fa—F ThHhU v ML, — B2 —P L ERRAT— RPNET
_3‘0

EEETHhIOUE

BHETHT U NMIT 74N 2= T HT L FTHY, BRERCHIBRIITE E®A, ZOTHY
Y ME, VAT AERHEEIA—NR—a =T T HT L I THY, TRTOMHERNPEZ LN T
I, BEHET DU ML, T74V FORRAT—=RIED L TOHONFEEA, I RAT A
Ty N7 PRI RAY — REERINTALERNH Y £,

BHET AT MIWIZT 7T 4 718> TBY ., AHIR‘H Y A, EERET WV &
HT T4 TICRETE R A,

Aa— jJ}'/uL.nIEéhT~1 "j’?j]'j/l‘

H— ﬁ/bnunftéﬂﬁ_:'-*‘qj‘ THTMNI, Yy —U &R LTLEnuniEén Afi%%ﬁﬁiﬁ_
AAA FERD HAVTHECT O AL E T ITEN L CTEEd, v—h L a2—F T h v MBI
Hi, a—WiEIue s TEERA, TR FEDLEINT-E— DN 2—F T H T bD
WEDFEMEZHIRLERA, BSn—bH NV a—VThor VEFEGNITIE, THU v ME
=P/ ENRRT = REED, BEORETHART 77 4 71k 7,

U%_Fnunméhf_l -H-?j.]rb/"

VEe— FHEEENT 22— T 7 k&1L, LDAP. RADIUS., E 721X TACACS+ # il U CERIF X
Niza— 7o vz &ETY,

=R =N a—F T HT e VE— b 2= T h U M EFRRICRET 258, 2—
AN a—F T P TERSNr— AR E—F 2= THU L MRS h Iz BFE
ELET,

VE— FEIED T A KT A L OFEC, U E— MEIET 0 S X —DFR TR L OHIBRFIEIZ DN
Tk, O Py 7 E2BRLTLIIEEN,

cVE— F’RFHEDOH A RT A4, (34 —)
*LDAP 7 A X —DRE, (130 X—)
*RADIUS (X —pi#E, (134 2—3)

* TACACS+ 7 "4 X —DRE, (137 _—)

A—H T7hor bOBEHHR

=Y T h T M, FRNTER LERRICHE RIS X O ICRETE 7, AR
B2 5 L, a—V 7 h w7y MIERCR Y 9,

FTT7FNVETHEH, 2= T AU FOGHHRITIH Y ¥ A,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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| 1—4HEHE (User Management)
1—421zETsH1 r51> I

2= T hy L NMCAEDHIREZZRE L%, AR LICHRET S EITTEERA, 7
L. HATCEA2EFTOANHRAMTT DU FERETDHZ EILARETT,

A — W O — ~
A—HRICEATEHA FSA4
2 —H4 1%, Firepower Chassis Manager 33 X ONFXOSCLI ®r 2714 ID & LCHEHA I E T,
2= THUMIa AU IDEFHVYBTLHEXEX, ROTA R4 0 BLOHHIFHEEEE
LTLEE0,

*vr A4 DI, KEGDI~ROXLTEEDDLZENTETET,
AEE DT
ALE O T
o (TuvH—RAT)
- (Fyva)
°. (Fvh)

*n A IDIF—ETHIVNENDY £7,

‘nl A IDIE, LT THRGETILERD Y £3, BT T v F—RaT i EORKIT
MOIEDHZ LT TEEH AL

‘s A ID TIE, RKXFE/NLFERKFENET,
C T RTEFOu A IDIIERTE EH AL

=BT AT FOEREIE, A U IDEEETEERAL, 2= T AT a2
L. BilWwa—F 7 h o FNERT 20ERH Y £,

0 Sy o R— N
INAT—FIZEAT A4 K514 Y

0—HVBIES NI —F T H 7 MR T — RRLETT, admin £ 721X AAAMER 2 Ff>
2= FIZONTE, 2= P XAV — RFONRRAY — RBEF = v 7 2 FTT DL OISV AT bERH
ECEET, NAV—RFBEF = v 7 26N T 2561, 22—V R 20— FafEH]
TOULENHY £7,
Ba—PNRNIRNAT = RERETDHI L2 MELET, m— W ARRESNLca—H DAY —
RERIET = v 7 Z AT B & Firepower eXtensible Operating System (K DB 2§ 7= L CU 72
VWA — REFELELET,

‘8~ B0 LFDORITHDHZ L,
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a1—4EE (User Management) I
B = +ZF0HMKES1>

A

G¥) aOF IIAT VT EMICEIT D720, A7V a r TURT LDE/NL
ﬁﬁﬂ?@ﬁé@ﬂ%? REZRETEET, Mz VTIE, HK/VIA
FEF v 7 OFRE, @462—) ZBRLTIIEEN,

CTNT 7Ry FORXFELR &b 1 FET,

CTNT 7Ry PO F LR &b 1 UFE T,

C BTSN O (BESCTE) 20Ky 1 UTE T,

* aaabbb 7¢ L LT 3 M &2 Tl D ik 3SCF a3 £720,

* passwordABC X° password321 72 &' 3 D Oifsi L 720X Fa ED X ) RIEFTH-TH
EER,

s LR, EEE A R L b O TIEAL,

cNRRU—KR T4 vat) Fov I lEGKT5, 2k 2E, BEECREIN TV D IERERY

TREFEIZESS RAY = RERBETHZ LI TEEEA,
WO EEEER, $ (FARE) (2 (Bl | = (%5

o

)
cn—hNa—Y ThT B X Wadmin T 7 OBAITEEICT LRV,

'):E'—'f~munﬂkf>il4'f:fi’f_/

VAT L, BAR—FENTWE Y E— MR —EZ2DOWFNNIHETHHEIT. FOH—
l:“XFHforz/w ' —Z%AER% LT, Firepower 4100/9300 > ¥ —3 NZDL AT LA LEETE 5 X
T DMERDY £7, 2—VRFECET IEEFHIIKRO LBV TT,

DE— RV —ERQDI—HF TAHVUH

a—HF T H v X, Firepower4100/9300 > ¥ — 20— A VIZHFET D0, 7213 £ —
FRAEY —NITHET D Z &N TEET,

VE— MEEYV—EREZN LTI A LTWDE—F D72t v a %, Firepower
Chassis Manager % 721X FXOS CLI 6/ CTX £77,

JE—FREY—ERODI—H O—)L

UE— FRBREY—"Ta—W% T h U M EERT 561X, = —7 Firepower 4100/9300
TV —Y TEET DM ERa— L EZNLDT T MIEHLZ e, BLXOEN
HOr—/LOARHTE FXOS THEM SN2 4HTE —BRESEDL 2 EPNETT, v— R —
Lo TE, 2—FR e 7oA U TERWGEHmAI FHHER LM 5 SN2 0WIGE03 &
D ET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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nE—trRiE0A1 31>

JE—FRETONAEF—D1—FEH

RADIUS 3 £ O TACAS+ #§ CTid, ==—¥ 73 Firepower Chassis Manager % 721% FXOS CLI ~® &

TA AT 54V T — MFRAEY 731 X —T Firepower 4100/9300 > v — O — @it %

RETLHULENDHY ET, ZOa—FRMECIT, K —FIZEHV L ToNlor—L e rr—A)

GERTOET,

a—¥hn s A3 5L FXOS TREFATLET,

1 Ve— FEGEY— B RIZHWEDEET,

2 o—YEKRGELET,

3 a—FRKEEENDL E, TO—FILEVETHNATWbIr—Ltar—ALEF v 7 LE
R

WDOFKIL, FXOS THAHR—FLTWNB U E— MEET NS X —Da—FEEEFZE L2
DTI,

FEE O/ A— HRELEM A X —T DYLE B ID EH

LDAP F g ROWT N EFEITT | A2 LDAP DFEEE
HEIITEIRTEE TlX. Unicode # A 7
+. D JBMEDS BT,

* LDAP % % —— % | CiscoAVPair 77 A %
PR, Eipkg | BN T 256
TR OHf | 1 JBIEID & LT
oM AaeE L | 1.3.6.1.4.1.9.287247.1 %
7, FRHLET

*LDAP R % —— % | ROHT, 7L
JRIE L C. OID #/RLET,
CiscoAVPair 7 &
D—BEDLHITH
A5 L JEMEEVERL
LET,
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JE—FBEOAA FF1 >

a1—4'EIE (User Management) I

RELTANA F—

hRE LEH

AF—T DYLE

B ID E

RADIUS

F7a v

WOWT I HATT
5 X5 IR TE &
7+,

* RADIUS A% —~
LR,
Z il 7 T BEF DA
EHBEMEZHEH L
*7,

* RADIUS A F%—~
iR LT,
cisco-avpair 7¢ & D
—EDAHTTA A
2 LEMEZAER L
ESr AN

v A 22 X 5 RADIUS
DELEDR X —IDIX
009 TH Y, JE@rEo~
> A —1IDL 001 T,

RORESCHIE,
cisco-avpair J& ' & {ERK
TOLEITEE D2 —
te—rlar—1%
FRET D 7kzERLT
VT
shell:roles="adnin, aaa"
shell:locales="11, ",
BREOEEZXY) 5T
E, K1 e E LT
Hr= L ZHALE
R

TACAS

W78 (Required)

A¥—vEYLE L,
cisco-av-pair & V9 £ |l
DI AL L@t E VERL
TOHVENRDY T,

cisco-av-pair 44 %,
TACACS+ 7' /3o
Z—D @D Z 2t
2 3FHTY,

R ORESTHNE,
cisco-av-pair J& % & {EAK
T 5L EITHEE D —
Fe—rar—Lu
fBET D HEEZRLT
WET,
dsrarmirdellioles” sdan
aaa"
shell:locales*"L1l
abc", cisco-av-pair J&
MHAESLTT AZ Y R
(*) ZfEHTHE, =
T—IVINA T a vk
LCHREZN, LR
AI7a 7 7 A AE
TAEMDL R F g
A CTRAED KL Z B <
ZEMTEET, B
DfEZE X512, X
g1y e LTAAN—
AEEHLET,
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a—vorz Il

LDAP 1 —HEEDY > FIL 0ID
# A K I CiscoAVPair JEMEDH > 7 /L OID 1E. RO LY TF,

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAV Pair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration, CN=X

> 2JL o
A—H DRI
VAT AR, RO2—F a— A RHEINTWET,
EIEE (Administrator)

VAT AERICHT DGR EEXIALDOT VR AM, T 74/ FDadmin T U
YhME TIFARTIOa—RNEY L THN, BFIZTEEE A,

ALY FHA
VAT DREHT DA T 7 A, AT DREELE T HHERIIHY =
Ao

$#24E (Operations)
NTP OF%E. Smart Licensing ™72 % @ Smart Call Home DF%E, A7 A v (syslog —
N T —%25) [T 25AN0 EEZRALOT 78 A, VAT LDOFKY OFRIITHE
T HHAID T 7 ' AR,

AAA7 FSZR ML—4

a—H m—b, BEXWAAA BRTEIIKT DAY EEXIALDT 78 A, VAT LD
B OFERIFIKT DFAIN T 7 7 AR,
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A—ALRBIEESNz2—HFD/IRT—F FOI774)L

a1—4EI (User Management)

O—AIREESN-2a—FDNNRAT—K JAJ77M4)L

WNRAT—RDT a7 7AW

j: D“—ﬁ/vnunﬁénf;;“_ﬂ-j—/\‘(@/\xg

RIERERL/ X2 T —

RERMRE T a7 4 DEENET, =W VBRAESNTZ2—FDOENENIT R H/RAT—

a7y A NEE

NRD)—FBEHhI Y b

INAT— RERROT DMLY,
LARNWEIZTHZENTEET,
[ H—ﬁ/VuunEéﬂf_3~%ﬁ3

ETDHZ LI TEEEA,

=ut

‘_‘jj/l/uunﬁéﬂf_i‘_‘qj_ﬁ fTr%HL/\XU ]\%ﬁ%”ﬁﬁ
DT aIRT 4 PRE SN TWDHEE ., Firepower ¥ ¥ — 3
NETIHEM LI RISEDO/SAY — R fjfF L ET,

U— RO b O HEERFIOWNETHRM I, BIED T PR LEWVEIZELZSEAIC, &

H IV RY — N2z fR AT RE

BB /NA T — RONEFH FTEE
AT — R&ERk L“Uﬁfﬁﬁ‘éié?iﬂ
f:%/ﬁ\\ D"—‘j:’/l/mu uﬁéhf_:'-"—‘qj‘ 39 % E DINAT —

ZLET,

W72 BRI
DET, &R

AV — RFzHAHTE EEA,

57 /v h Tl
iz, 2—

INR T — FEEEE

SR — R0 ICRESNET,
FNOTHRIOSAT — FEflITE £,
LT, B H VRIES V2 —FIZONTARD — FIED 7> F 27 U7 L LA
NXU%%wﬁﬂm%4%

TMCTEET,

. =PI RNAT—=REREL 7 N TREINZ DR
\sz%hﬁfﬁi/%%8kmmb
RSEARREIAIIC 22 o 7212 £ T, B0

ZOEIE, BREOIT v ET 48—

IRAY — REBEMEIL. 0 — WA ES N2 — R EDORFMNIZITZ 573 A U — R B [AI%

INA

EFHIBTAHZENTEET, WOKRT, RATV—REEMRED 2 SOB/EFT T a NZHOWTEH
BLET,
GlEE YA EL:L 151

IRAYT — RAEEEE |

IOF T arERETDLHE, a—
HNFRGRES Nz —WL, /SR T—
R &85 L Ch BARE S A7z R
WIS AT — REEE T/
nET,

1 ~ 745 B D A8 B AL (1[5 FR % F5 7E
T&FEd, 774NV FTIE, AF
A1 EIRR 1T 24 BRI T,

feb ZIE, m— A NAFRES T —
P A8 BRI DR S A T — R &4
TERWVWEIIZTDHEG, RDED
IZRRE L £,
* [MFFEF DZH  (Change During
Interval) | ZME5hi23 5

* [Z£HE AR LR (No Change
Interval) | % 48 IZXET D
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FornrBEr—cz0ER |

fEIfR DR E

B

I

RS AT

EHEMBEAD/ AT —

ZOF T arid, a— AR
SN —FORAT — K& i
IZEFR SV RFRNICEE T 5
R EREELET,

EHRIRE A 1 ~ 745 BEE T, /%%
U — REEDORKEEZ 0~10 T
BETEET, 774/ N TlE
2 — B VERRE S LT — TR L
T, 48 WREBRAN Thek 2 Bl %
AT — REBERFSNET,

=& 21X, v — VGRS N —
PIRIRAT — REEW LT 24 B
MLINIZR K 1 [BIZD/SA T — K%
EHETEDLHEIITTHITIE, RO X
9 L—nX/'i? Li?

* Mk DZEHE  (Change During
Interval) ] AT 5

*[£H® A 7> b (Change
Count) | % 1 IZERET 5

* [Z R Mk (Change Interval) ]
24 \ITRET D

T 74 FEREEY—

E X DEIR

X2 U7 4 E—FICADET,

Firepower-chassis # scope security

TNV ORIEEF Y T4 = RICAY £,

Firepower-chassis /security # scopedefault-auth

T7H/V NOFFEERE LT,

Firepower-chassis /security/default-auth # set realm auth-type

2. ROWTNANDF—T — REHE
AL A E
0 — I VERAE R R E LET
B—H b 2= PFRRAY — RERFEETICe /4 o TELH L9
AEZFRE L £
TACACS+ iBiEa 45 E L £ 7

RADIUS

Liﬁﬁo
ELET

IZLET

(EE) B onie T o X — T V=T P EET D581E, O NV—T%2EELET,

Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name

FE
ATy T1
ATvT2
ATv73
auth-type \Z
*ldap : LDAP
* local :
° none :
* radius :
*® tacacs :
ATv74
ATvTH (&)

ZDRAA > D2—HPITFFA S D FHTERFERE O m KBz e L £,

Firepower-chassis /security/default-auth # set refresh-period seconds

Cisco FXO0S 2.2(2) CLI

avIq4FaL—arA4F i}



—+4'&I8 (User Management) |
B tviavsq1n79r08E

0~ 600 DFHNIZH HEBHAEFBE LET, T 74/ M 600 TY,

ZOREEIREEZEB AL, FXOSIZWebtE v a v a2 ET 7T 4 TR LETH, FOEvia
VEKRTIAZ LY AL

ATv 6 (1) FXOSHAWebt v arv & TLELERARTETO, BEOFEHERELI D DR KEE
e 2 e LE7,

Firepower-chassis /security/default-auth # set session-timeout seconds
0 ~ 600 DHFPANIZH LB AIRE L £, 77 4 /L ME 600 FHTH,

G¥) RADIUS F 721X TACACS+ LV ACK LT BEERRIEERET 25/, VE—F 22—
POREBEICHEET AN ER WL S, £y a vOEHFIHFHBLOCEYSavD4 4
LT MERZEST Z L2 RET L T &,

ATvIF1 (ER) BRESRZ VL AD TEFERFECRE L ET,
Firepower-chassis /security/default-auth # set use-2-factor yes

G¥) THIFEIERIL, RADIUS B L U TACACS+ LV AT WwWHINE
9,
ATvT8 rNSG oI a v AT ADORTEICH L TCHE LET,
commit-buffer

WOBFITIZ, 7740 FOFBFEZ RADIUS IZRRE L, 7 7 4V FOFBRET m A, Z— T )—T %
providerl IZFXE L, :%:%;gnﬁ%ﬁfjj L R A 300 B (549) IKekEL, By aro

ZA LT U MERRE 540 B (943) | L, “HEEEMEEDCLET, TOH%T, hF W%
Ja s ERELET,

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth¥* set use-2-factor yes
Firepower-chassis /security/default-auth* set refresh-period 300
Firepower-chassis /security/default-auth* set session-timeout 540
Firepower-chassis /security/default-auth* commit-buffer

Firepower-chassis /security/default-auth #

#
#
#
#

N 2N =JL ==
o a FALTIMDETE
FXOSCLIZfifdAZ LIk, 2=V T 77 4 T 4/ L CRIBFRERFE 2 s E T £,
Z ORF AR L7, Firepower 4100/9300 ¥ — I —H# v v a VAL ET, a0V —
Lty gl HITPS. SSH., BL U Telnet Ev g v & T, BAARERITHO LN TEFE
7,

A A LT T MIRETE DL, &K 3600 (604y) TI, T 74 /v MElX 600 7T,
REFMEINZT AT, By ary A LT 7 MEEZOIZHRELET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATy T

ATy T2

ATvT3

ATv74

ATy TH

ity yar a7y roie I

FIE

X2 VT4 F— RICAD FT,

Firepower-chassis # scope security

FIFN ORI EF 2T 4 T— NIZAY £9,
Firepower-chassis /security # scopedefault-auth

HTTPS. SSH., XU Telnett > a v D7 A RV XA LT 7 MaRELET,
Firepower-chassis /security/default-auth # set session-timeout seconds

ER) avy—ntyiardO7 A4 RV ELLT U MERELET,
Firepower-chassis /security/default-auth # set con-session-timeout seconds

(EE) ByvarBLOEdEyary A4 L7 7 FOBREEFRRLET,
Firepower-chassis /security/default-auth # show detail

11 :

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

ety a3y A LTI CDEE

AT

Firepower 4100/9300 < ¢ —AZI3HasctE v a v ZA4 L7 7 MRENRH V. & a O AR
PUZREfRZe <, Mty v ar A L7 0 MIMARRT A a—VF vy a iU onE
4, Okt Z A LT MEREIZ, U T3 —/b. SSH. HTTPS #5413 _RTOEXDOT
IR AK LT a— VA SN E T,

YT o=y a ittty gy AL LT MEENICHRETE ET,
IV, TR ==XEZHVI T ary =ttty vay XA LT T MIEHIT LR
Do, MOTEXDT 7/ AOE A LT T MIHEFTAIZENTEET,

W2 A LT 7 MEDT 7 4L ME 3600 % (604y) THV . FXOSCLI ZFEH L TEHETE £
T, ZOREEBNTHITE, Mkt yar X457 MEZ OIZRELET,

FIE

X2V T 4 F— RICAD F1,

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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B vz=—tax1—voo—LK)o—0EE

ATv T2

ATvT3

ATvT4

ATy 75

Firepower-chassis # scope security

T 74N hOFFEEFX 2 U T ¢ F— FICAD £7,
Firepower-chassis /security # scopedefault-auth

Wty alrr XA LT MERELET,

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

(EE) EoayYy—Ltyiary ZALALT 7 NERELET,

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

(EE) ByvarBIBdtEyyary AL LTU NORELZFRLET,

Firepower-chassis /security/default-auth # show detail

151 :

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

JE—FA—FDO—)LRY) O—DEKE

57 # /L k TiX. LDAP. RADIUS., F£7/2I1Z TACACS u ba L ZfHALCYE—k —n5
Firepower Chassis Manager % 721X FXOSCLI (21 74 > § 5T X TO2—WFIIHAD HHT 7 &
ZAMEPMTEESNET, EX 2V T4 EOHENS, Y. SN ca—Y m— I —ET 5 —HIT
T RALEGIRTHZENEELWGERH Y 7,

UE—h a—HFor—L R —i%, ROGETHETEET,
assign-default-role

a—YPRu s LS ELIEEIZY ET— FRRET m A F—DGEREE A & D2 — 1
n— VR Lol £Oa—PEEARY EHa—Y n—LTor 7oA LHEF
AENET,

ZHUET 7 AV b OEETT,

no-login

=R A LEHELEEIC) T MRIET v A X — 3R EEHE R & D2 —
n— L EZRE LR p oG AIR. T BEARELRSRET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
[ 2 |



| 1—HEIHE (User Management)

ATy T

ATy T2

ATvT3

A—pLRBESnt-a—H0RRT—ForEFzvo0adt |

FIE

X2 VT4 F— RICAD FT,

Firepower-chassis # scopesecurity

2 —W B — L2 F-S T Firepower Chassis Manager 33 . O FXOS CLI ~D = —W 7 7 & X Z il f}
THENEIMERELET,

Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}

NI r v a BV AT AOBREICK L THEELET,
Firepower-chassis /security # commit-buffer

iz, VE—ba—Hor—nLR ) —2REL, NT 7T a U EET LHHEZRLET,
Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login

Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

A—AIILRBAE SN2 —FDNRRD)—FDREF I VY

DAEME

ATy T

ATvT2

INAT — RORET = v 7 DA/ > TV D54, Firepower eXtensible Operating System C i,
AR NAT = ROHA RTA &Iz LTOWRWARRY — REZBIRTE EHA (RNAT—RIZ
o4 R7A4, B3~=V) 25H)

FIE

X2 VT 4 T FICADET,

Firepower-chassis # scopesecurity

INAT— ROBEF = v 7 ZHINTT D0, £ D02 ELET,

Firepower-chassis /security # set enforce-strong-password {yes | no}

WIZ, RAU—RKOBET = v 7 ZHMNITHHERLET,

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B
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B o/ osroskasngs

054 UEITORKEIBDHE

A

2y 77y M2 —FIZHFA SN0 7 A VRITORKREEEZEE LET, ZOREEZEZX S
& FBE U72WERE 7217 Firepower4100/9300 v —> /b2 7 70U RS D Z &l £9, 2—
Pk, RE LR ABLz Cn A 02373208, VAT a0bry 7 SEY, 22—
My 77y NENZZ EEARTRAEIRRISNEEAL, ZPEEL L, 2—FTRICr 7 A
EPAITTED LI E T, MESNIRFMIETHEST 20LENRDH D £,

n A CRATORKREERET HI2IE, ROFINEZFEITLET,

G¥)

&

ATy T2

ATvT3

ATvT4

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

CEDIATDA=YF THY L b TH-TH (FHEZEGD) | u /A ITORKEE
MR TR ERITT DL, VAT Aoy 7T RSk,

CRTEDLTA URITOT 7 4V FORKEEIZ0 T, 2—¥Re s A U iliT0Hk
KB EBRTZEZITVAT ARy T NENDT 7 44 FOFRIZ, 154 (1800
) <3,

YDy I T T NDAT—HAEFRL, 2—FDurv 77U MNREEZZUTT5
FEIZ-OWTIE, 2=V ry 7T N AT =X ZADERBIOZ VT, (453—) %
ZHRLTL &N,

IOFTvaF VAT LADIETLY T TAT VT RE~OUENETET 572 DI RIN DK
D12TT, FHFMIOWTE, EFXF2 VT AREILTTAT VA, (655—V) #BRLTL
72 &0,

FIE

FXOSCLI 5, X =2 U7 4 E— RIZAD £7,
scopesystem

scopesecurity

KcE om0 74 dfToRmBEZRELET,

setmax-login-attempts

max_login

max_login DAEIL, 0~ 10 OFFHN O LE 0L T,

n A CRITORESBEICELZE, 2R AT Ahbu vy 7 TU ISR (FPHALD
AIRELET,

setuser-account-unlock-time

unlock time
REZMEE LET

commit-buffer



| 1—HEIHE (User Management)

1—4¥0vs79 k2742208780207 |

A—HFAVvITIFRAT—RADREEEIVI VT

ATy I

ATy T2

ATvT3

EHE 22—, RIROEED (ke 71 R TEE (Maximum Number of Login Attempts) |
CLI RETHESNT- v 7 A VR KRITES A 8 2 7-1%. Firepower 4100/9300 ¥ — 3/ bH 1
IJT T RENTWSL—HFDOR YT U RNAT—HAZRRBLOTZ VT TEET, FHEMIZON
TiE, v 7 A AT ORKEEORE, @4 —2) 2ZRL TSN,

FIE

FXOSCLI 226, BF¥=2U T 1 F— RICAD £7,
scopesystem

scopesecurity

YT Loa—VFOa—PER (my 770 N AT =2 2%5T) ZIROEXIITFERLET,

Firepower-chassis /security # show local-user userdetail

51 -

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

(EE) 2—Vouy 77U s AT—=4 2% 27 VT LET,

Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

ZHEERDNRT— FEEDRRKBDHTE

&M

FIE

X2 UT 4 = FICADET,

Firepower-chassis # scopesecurity

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B
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B & xR7—FEFzvIOEE

ATvT2 RRU—=K 77y ®xa2VT 4 F—FIIADET,
Firepower-chassis /security # scope password-profile

ATFY T3 B HARIEE NI — P HEE SN RN T CE 532U — REE DR AHIR L £ 7,

Firepower-chassis /security/password-profile # set change-during-interval enable

ATYvT4 v AEGES o —F2, [EEME (Change Interval) JITHE SN 7-HIMIZA D/ XA T —
RZZERTEHRREEBEZHEELET,

Firepower-chassis /security/password-profile # set change-count pass-change-num

ZOfEIE, 0~ 10 OFPHTHBIZRETE £

ATwvF5  [EHEHTUL K (ChangeCount) |7 o —/b R THRIE L7z S A T — R [E1H0)56 F S 10D e KEFR
BarfREe LET,

Firepower-chassis /security/password-profile # set change-interval num-of-hours
O, 1~ 745 B OHEPHTHBICRE T £,

Tl ziE, TOT7 44—/ B RITHEES L, [EEH T~ (Change Count) ] 7 1 —/L K23 21
RESNTWDGE, B— W VRGES e —F L4 RN 2 (A A 2 /S A T — REH &
FITTDHZ LI TEEHA,

ATYT6 T FrvarEVAT AOREICK L THEELET,
Firepower-chassis /security/password-profile # commit-buffer

WOFNE, [MFEFHOZE (Change During Interval) |47 > a 2 AL, BEEEE SE], A
WEREE 72 BEREICERE L, M TV v a v EIET DB ERLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

= o > =L =
m/IMNNAT—FRFI VI DEE
RS AT = REF = 7 AN LG, BE LR/ N CFE2ERT 2320 — RE/ERk
THLERDY 9, =& 2L, min length 72 a & 15IZERE LGS, SAT—RIT 15
LU EEEH L TERTA2MLERH Y ET, ZOFTvaii, VATL20axr 753471
TRESDEEIDIZ D DD 1 ST, FFMIONTEL, ExX2 VT 4BEA LT ITAT R,
(65 ~—) ZZWLTIEIVY,

RPN AT = FRF = v 7 ZRET HITIE. ROFIEZETLET,

FIE

ATYvF1  FXOSCLInG, EXx=2UT 4 =KADY ET,
RXFw T2  scopesystem

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATvT3

ATv74

ATy Th

INA ) —

ATy I

ATvT2

ATvT3

ATvT4

ATy TH

1—4HEHE (User Management)

Kzo—rozEztRoz:E

scopesecurity

WNAT—=R7Fa7yA N X2l T 4 E— RICAD LT,
scopepassword-profile

NAT — ROR/PNORSEHRELET,
setmin-password-length min_length

RIEZMEE LET,

commit-buffer

FOERE I fRIRDEE
I8

X2 VT 4 T FICAYET,

Firepower-chassis # scopesecurity

NRAT—RK 77740 X207 0 T—FNIZADE7,
Firepower-chassis /security # scope password-profile

[ f DA A RE & AN L 4,

Firepower-chassis /security/password-profile # set change-during-interval disable

H— B AGERES e — A B L AR L T2/ SR Y — R ZHE§ AN 2 R/ Rz
fRELET,
Firepower-chassis /security/password-profile # set no-change-interval min-num-hours

ZOEIE, 1~ 745 RO CHBEICRETE E7,

Z oML, [MEFOZRE (Change During Interval) |7 12737 ¢ 23 [#£%) (Disable) ]IZF%E &4
TWARWGEITER S ET,

N H 7 a vk AT AOREICKH LTHEELET,
Firepower-chassis /security/password-profile # commit-buffer

wIZ, BT OER A7 > a a2 lhic L, ERARILRREZ 28EICREL, T Frvar
EHEET DPIZ R LET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B



a1—4EI (User Management) I

B <R7—FBENYY FOBE

INATD— FBREAD Y FDOERTE

ATvT1

ATy T2

ATvT3

ATvT4

FIE

X2 VT4 F— RICAD FT,

Firepower-chassis # scopesecurity

NRAT—=RTa7y AL tXxalT 0 = RICAYET,
Firepower-chassis /security # scope password-profile

72— R VERES Nz — Y DN LTV sRA T — REFFRIACE 5 £ Tlo, 1Ekd 5
VEND D —EDONAT — ROBEHEELET,
Firepower-chassis /security/password-profile # set history-count num-of-passwords

ZOfEIZ, 0~ 15 DEHFATHRICERETETET,

F 7 4V FTIE, [BRE HistoryCount) |7 4 —/L RIZOIWICRRESNE T, Zhicky, BELY
VNN BT, =PI O THUANIHEH L T e AT — REFRHTE 7,

N T a BV AT AOBREICK L THEE LET,
Firepower-chassis /security/password-profile # commit-buffer

WIZ, NAT—=RIEREA Y NeREL, VTP 7 va r aET D0 ZRLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

O—AhIL1A—YY 7ho2 FOER

ATy T

ATy T2

FIE

X2V TFT 4 F— RICAD FT,

Firepower-chassis# scope security

2= THT s MERRLET,

Firepower-chassis /security # create local-user local-user-name

Z I T local-user-name &, ZDT AU NIa T A THEXIMFEREINET AU NATT,
ZOARENE, EATHY, 2=V T AT "MOHTA KT A EHIRZMTZ L TWDUNERDH Y
¥4 @—YRIETLITA FTA2, B3~ =) 25H) ,

2—FEEMLT-HZIT, oA VIDEAECEEYA, 2—F T Hh U FEHIBREL, HFLV2—
P T T NEERTAMLERDH Y 7,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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| 1—4HEHE (User Management)
o—nna—s7avoronn [l

AT T3 =N a—YThor NEeRNTTH, BT A0 EREELET,

Firepower-chassis /security/local-user # set account-status {active| inactive}

RTYTE 2= THTL FONRAT— FEHRELET,
Firepower-chassis /security/local-user # set password

INAT—R&Z AT LET, password
INAT — REfER LET, password

NAT— RREF = v 7 2N LTEHEE, 22—V AU — RE@ER L DICT2H4ER’H D
%9, Firepower eXtensible Operating System ITBREF = 7 B A7 L TRV A T — R A4
BLET RNRT—=RIZET LA T4y, 33—=2) 258) .

ATv T8 (fEE) =—VoHZEELET,

Firepower-chassis /security/local-user # set firstname first-name

ATvT6 (fEE) =—VoziEELET,

Firepower-chassis /security/local-user # set lastname last-name

ATvT1 (EE) 22— Thv s FREIREINICZR D A Z2HE LT, month 518UX. A DIEL DA
D 3 LFTY,
Firepower-chassis /security/local-user # set expiration month day-of-month year

GE) 22— THU MIHDHIREZHRE L%, AWIRE LICHRET D2 L3 T
Hh, T2 L, BRATEAIRIOGIHBAMTT AU MERET D Z LITAEE
j‘o
ATvT8 EE) =—FDOEFA—NL T FLRAEZEELET,

Firepower-chassis /security/local-user # set email email-addr

ATv79 (EE) a—YVoEFEEFEHEELET,

Firepower-chassis /security/local-user # set phone phone-num

ATYvTI0  (EE) RRAU—=RLRAT7®RMHTSSSHF—2fHEL £,

Firepower-chassis /security/local-user # set sshkey ssh-key

ATYTN T RCO2—FETFT 7 4L T read-only 71— VIZEID B THN, ZOo—/LHIRTE £ A,
P ) YT BB DA 0K LT, B AT L E T

Firepower-chassis /security/local-user # create role role-name

T2 T role-name [, m—H T H YL MIEID YT R RT R T (2P ORE, (
37 ~—Y) BB ,
G a— ¥ o B L OHRO BT ERE DL —F 1 7 SRR 0 £, o
TH L R OF L — L OE D TR 1 — L OBIREAT S L & lca—Pn
JA L LTOBEE, TIT 4T v a LERID 0 — LR 5] X X ) L
\i—?—o
AFyTR Y ETERn—AEa— P L EIRT 5, MR 2T LT

Firepower-chassis /security/local-user # delete role role-name

GE) T RCOL—WILT 7 4V b T read-only 7 —/VIZE Y H{THIL, ZOwr—/LFHIERT
TEHEA,
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a1—4EI (User Management) I
B o »ra—¥7h90 r0lIR

ATFYT13 IV I g EEELET,

Firepower-chassis security/local-user # commit-buffer

WORFNL, kikipopo E VI ARIOZL—Y THT Y REERL, 2—F ThHou v hEFHL,
f0012345 |Z/N AT — REREL, BHa—YF o—LZ2EV YT, NS s g 2HELE
j‘o

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

WORFNE, lincey EWIARTOL—F Ty NafElkL, =2—F T Hho o REFHHIZL, /A
TJ—RL AT 7EAH® OpenSSH ¥ —Z % E L, AAABLOE2—HF v — 1 Z2H VYT, b
TV I a v EHELET,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAUOIVQ2CMWBIY/S1£30k1CWinV31gdXMzO0WU151iPw851kdQgap+NFuNmHcb4K
1aQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ugq51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDPD
m8HPh2L.OgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

WOHNE, jforlenz & W IARTOZ—F THo v FEERL, 2—F Th o AL, /]
AT—RLVATI7EZAHAOEF 27 SSHF—%2REL., FToPF o7y ar 2MELET,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CmWBIY9/S1£30k1CWinV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£f4VcOelBx1lsGk51lug51sloblVO
>IEWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> —--—-- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

O—Ah)L1A—Y 7Hho 2 FOHIEK
FIig

ATYvT1 X2V T 4 E—FICAD X7,
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1—HEIHE (User Management)

ATy T2

ATvT3

O—ALA—YFTADU DT T4 TILEREETI T4 TiE

Firepower-chassis# scope security

n—hra—Y T bEHIBRLET,

Firepower-chassis /security # delete local-user /ocal-user-name

RNy a vy AT AOREITH L THELET,
Firepower-chassis /security #commit-buffer

WIZ, foo EWH 22— TH o hEHIRL, TV 7 aBETDIHERLET,

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

A—ANNA—YFT7ho D7 T4 TILERIFFETY

T4 71

&M

ATy T2

ATvT3

H—N 2= T AT NaT 7T 4 TAETITET 7T 4 THETE HDIE, admin R E 7213

AAA HERRZFF D2 —HF DK T,

FIE

X2 UTF 4 B— RIAY ET,

Firepower-chassis# scope security

TIT 4 TICERZET VT4 7T o —Yor— L a—F X2 T 4 E—FNIADE

B

Firepower-chassis /security # scope local-user local-user-name

R—HN 2= T AT NeT 7T 4 TICT DT VT 4 T D ERELET,
Firepower-chassis /security/local-user # set account-status {active | inactive}
GE) admin =—% 7 U MIFIZT 77 4 TICRESNE T, BRI TEEYE
Ao

KIZ, accounting EWH u—H )V 22— T U NEFNIT A ERLET,

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active
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a1—4EI (User Management)

B - r@isnt-0—F0RRT—FBEDS U7

O—AILREESN=2—FDNNRT—KEEDY )7

ATvT1

ATy T2

ATvT3

RTvT4

FIE

X2 VT4 F— RICAD FT,

Firepower-chassis # scopesecurity

BELFra—F T7horrou—ha—HF X2 TF 0 F— RIZAY F9,

Firepower-chassis /security # scope local-user user-name

EELTa—F ThH T FORRT— RBEREEZ V7 LET,

Firepower-chassis /security/local-user # clear password-history

N T va kv AT AOREICK L THELET,
Firepower-chassis /security/local-user # commit-buffer

WIZ, NAU—R@REEZHEEL, N7y a v aET A0 %2R LET,

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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%6%

A A—CDEHE

C A A—VEHIZONT, 53 X—V
* Cisco.com MHDA A=V DA m— K, 54 _X—

* Firepower 4100/9300 >+ — 2 ~~® Firepower eXtensible Operating System @Y 7 h 7 =7 A
A—=VDHETa— R, 54 X—T

* A A=V DOEEMEOMERR, 55 X—V

* Firepower eXtensible Operating System 77 > N7 4 — L N RAVDT v 77 L— R, 56 ~—

* Firepower 4100/9300 ¥ ¥ — 3 ~DiaHT A ZADY 7 h T =T A A=V DH 7 ua— K,
57 _—Y

C BTN ADA A=Y RNR—=T g VOEE, 59 =Y

* 77 —AhUxT TyTTL—F, 60 ~—¥

A A—=—UFHE[ZDINT

Firepower 4100/9300 ¥ — 3 TIX2 DOFERZ A TOA A—VEMFEHL E7,

Y

G¥) TRTDOAA—DIWIZT VENVFLMTOI, X 27 77— Mo THRGEESNE T, FDOX
IRGES, AA—TVELEFELRNTLSESN, BHETLHE, MEET T —I1T2 D £7,

* 7Ty b7 4 —2IL N Kb Firepower 77 v b7 4 — A 282 RV, Firepower Supervisor
BE QNFirepower t X =2 V7 4 £V 22— )W/ VU TEET D, HEOMNL LA A=V D
£EYTT, T v N T+ —L X RILIX, Firepower eXtensible Operating System @ Y 7 |
VT RNy r—UTT,

TV —var T r—v a3y A A=, Firepower4100/9300 ¥y —L DEF 2 Y
TA R a— WD NIEATHY T NI =T A A=V T, 77V r—vary 4 A—
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1 r—soEE |
B Cisco.com M S5DA A—SDHA o O—F

E. Cisco Secure Package 7 7 f /L (CSP) & LTt 4, Zud. @ET A A{E
RIFIZE X 2V T o BV a— W DRSNS T (EIXLEORET A 2 {E
AT 2 T) A== A_APIRfFENET, RLT TV =g A A= XA TDE
D Fip B /3— g > % Firepower Supervisor (ZfR1FTE £7,

GE) T R T =L N RNV A A= 1D EOT TV — g A AXA—=V0OWGFET v
TL— R84, T 799y N7+ —L N RAET v F 7L —RTAHMLERHY F7,

Ciscocom ML DA A—TMAHO—FK

(X L& BHEIC
Cisco.com 7 7 7 > R DBMLETT,

FIE

ATYT1  Web7 7 UHZEMHLT, http://www.cisco.com/go/firepower9300-software & 7= I http://www.cisco.com/
go/firepower4100-software (27 7 2 A L £,
Firepower 4100/9300 ¥ —> DY 7 kU= 7 Xy rma— R X—URT7Z PR RINET,
ATYvT2 YU THY TR T A A—VERDIT T, n—barvba—Fic¥vru—RKLET,

Firepower 4100/9300 <+ — < ~ () Firepower eXtensible
Operating System DY J b7 A A—DA D O—
~

FXOS Y 7 h U =7 A A—% Firepower 4100/9300 ¥ v — 3/ {22 &°—7 5 (Z1%, FTP, SCP,
SFTP. *721% TFTP #ffifl Tx £,

[T L& BHIIC
AT 4 FXalb—vary TrANDA R MCBERROEREIE L £,
ARV DAE—TDY—NDIPT FLABIOEIEZ LT v b

*FXOS A A — 7 7 A VD52 ER/M4

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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| 1x—vozm
1r—soxastorz W

FIE

AT Try—AU=T T—RIZADET,

Firepower-chassis # scope firmware

ATFYT2 FXOSDY T =T A A—=VEFL T u—RLET,
Firepower-chassis /firmware # download image URL

RONWTINPOELLHHLTA U AR—FEND7 74 /LD URL Z4EE L E T,
* ftp://username@hostname/path/image_name
* scp://username@hostnamelpath/image _name
* sftp://username@hostname/path/image_name

o tftp://hostname:port-num/path/image_name

ATvT3 HFoyrn—R 7avREE=4T520F, kOoa~vy REFEHLET,

Firepower-chassis /firmware # show package image name detail

WOHITIE, SCP e harzZfFH LT A—VE2ar—LFET,

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

"f' c;l < ) <7:> 3E3:‘4:=.'|£15.(7:>;EHQEIDILA

A A=V DFEMIL, H LA A —78 Firepower 4100/9300 3 v — B S5 & HENIICHE
BENFET, LEREAIC, FHITA A—VOBAMEHRT D120, ROFIEELFETTEET,

FIE

ATvT1 FXOSCLIICHLET (FXOSCLI~DT 7 & A, (14<—) #&MR) .

AFvT2 Tr—isu=T E—FIADET,
Firepower-chassis# scopefirmware

ATYT3 A A—TEIVARNLET,

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K
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ATvT4

ATy Th

ATvT6

1 r—sngE |

Firepower eXtensible Operating System 5 v b 7+ —L NV KILOT7T v T L—F

Firepower-chassis /firmware # showpackage
A A=V aMERLET,
Firepower-chassis /firmware # verifyplatform-packversion version_number
version_number (%, WERT HFXOS 77 v N7 4 — LNy KLONA— 3 VFFTT (72 23,
1.1(2.51)) .
PUITE D DD AR O D Z NV AT M IV EEINET,
yes Z AN LT, MEROFNAITHET Z & 2B L4,
AA—TVHERD AT —F A LMERT HITIE, ROFNAELFATLET,

Firepower-chassis /firmware # showvalidate-task

Firepower eXtensible Operating System 75 v b 7+ — L
N RILDTvTIL—F

L& BHHIIZ

TT o "N T F =N ROV T v x=T A A—% CiscocomH A 7 — R LT (Cisco.com
MEDA A—=DDHE Y a— R, (54 —) ZBHR) | ZDA A—% Firepower 4100/9300
Vy—viZFvrua— RKLET (Firepower 4100/9300 ¥ ¥ — 3 ~DFHELT NA 2D Y 7 Ny =T
AA=VDOFTra—K, (57X=) 25]) ,

GE)

ATy T
ATy T2

Ty T b— R 7 ak A 20 ~ 30 5000 £,

AHB 2 RT v BT A R % FRATH O Firepower 9300 F 721X Firepower 4100 U — X &% =
VT4 TTIAT VAT v 7 7L —RLTWAHE, £id vy —v NI 7 AZ ZFE T
D Firepower9300 v X 2 V7 4 TS IA TV A% T v F 7L —FRLTWAHA, Ty 77—
RHIZIZ N T 7 4 v I DT, A& i@ L EE A,

Ty — MY T AZIZJET 5 Firepower 9300 F 72 1% Firepower 4100 >V — X X2 U7 ¢ 7
TIAT AT v I 7 L= LTV A%HaE, 7Ty 77— FPidd, 7y 77 L— FHRO
TNARE NT 7 4y 7 R@EBLERA, HEL, 72 TAZNOMDT SRAZATIEINT 7 4>
7 Hyimis LT £97,

FIE

FXOS CLI iIZ##t L £9 (FXOSCLI~D7 7 &%, (14<—2) #&H) .
Ty — AT T T— NITAY FT,

Firepower-chassis# scopefirmware
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A A—CDEE

ATvT3

ATv74

ATy TH

ATvT6

ATy FT17

Firepower 4100/9300 > v — 3 ~DREFNA ROV T bz 7 1 4 —nssro—F ||

H#hA > A F—/L F— RIZAY F9,

Firepower-chassis /firmware # scopeauto-install

FXOS 77 v F 74 —L Ny B EA VA =L LET,

Firepower-chassis /firmware/auto-install # installplatformplatform-vers version_number
version_number|%, £ A N—/VTHFXOS T T v M7 4 —L /N2 R)LDONA— 3 VFFTT (T2
EziE, 1.12.51) .

VAT AL, FTA A NANTEY TN 2T Ny r—UEMERLET, T LTHEAS A
F—LENTWET TV =g ERELEZFXOS 7T v F 74 —L VT b =T RNylr—
DO AN EZBHNLET, FTEEFOREy I a v 2R TTHILET v 7 L—RO—H &
LTV AT LR 7 — NTHVLERDD Z ENEEINET,

yes “ AJ LT, HERDOFIRICHET Z & 2R L E T,

AVA M= NVORATEMHET DIl yes &, A VA= NEF v BLTDHICEne Z AT LE

T
Firepower eXtensible Operating System 23 /3 RAVZfRIRL ., 2 R—X v " &7 v 77 L— RNl
TVe—RLET,

Ty T T L— R FavArE=FT51203. ROFIELXFEITLET,
a) scopefirmware = AJ) L £,

b) scopeauto-install 2 A JJ L 9,
¢) showfsmstatusexpand % AJ) L 7,

Firepower 4100/9300 > v — 3 ~DFHET/NA ADY 7 k
DIFTAA—DAHorO0—K

AT

WRERT NA ADY 7 N =T A A—T % Firepower 4100/9300 ¥ ¥ — 3/ |22 B —7 5 |ZI1%. FTP,
SCP, SFTP. F7-iX TFTP #fiH CT& £,

[ L& BRI

ar 74 Xal—vary Ty ANDA VR — MILBERROEREZIE L ET,
CAA=TOA—ILOY =D IP T FVABIORGREY VT ¥y b
VTN T A A=Y T 7 ANDEEEHAL

FIE

X2V T4 =R E—FIZADET,

Firepower-chassis # scopessa
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B Firepower 41009300 > ¥ — ¥ ADBRET NS ZADY T FH T A A—SDFHO— K

AFvT2 TFUHF—ar VT NTT E— RNICAD FET,

Firepower-chassis /ssa # scopeapp-software

RT9T3 GRETANAADY T MU =2T A A—VEXT A= FLET,
Firepower-chassis /ssa/app-software # download image URL

1 r—sngE |

RONWT PO LZEH LTS R—bSND7 740D URL ZfRELET,

* ftp://username@hostnamelpath
* scp://username@hostnamelpath
* sftp://username@hostnamel/path

« tftp://hostname:port-num/path

ATYvT4 Furu—R7abREE=XFT25I0%, ROavr REERLET,

Firepower-chassis /ssa/app-software # show download-task

ATvFTS Forua—RT77Vr—varw2FrT 5203, WOoa~vy REERLET,

Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

ATYT6 BEOT TV r—a  OFMEREFRT DI, kOa~r REFERALET,

Firepower-chassis /ssa # scope app application_type image version
Firepower-chassis /ssa/app # show expand

WOHITIE, SCP e ha LA LT A—VE2ar—LFET,

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol Server Userid State
cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F
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App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: 0
Firepower-chassis /ssa/app #

WET /NS ADA A= N—=D a3 VDEH

T /\

A

[T L& BHIIC

G¥)

Firepower Threat Defense i 7 /N A 2 DFIHIVERA# (21X, Firepower Threat Defense # &7 /N A
A % Firepower Chassis Manager ¥ 721X FXOSCLI #ffH L C7 v 77 L— K95 Z L idHY
¥ A, Firepower Threat Defense BT /S A 2% 7 » 77 L — K9 5IZ1%, Firepower Management
Center Z T2 LENH VY £4, FEMICHOWVWTIL, ROV A MZdH 5 FirePOWER & 2T A

DY Y —R ) — "SR L T IV, http://www.cisco.com/c/en/us/support/security/defense-center/
products-release-notes-list.html

& B2, Firepower Threat Defense i 7 /3 A A ~DH (T, Firepower Chassis Manager O [
7734 A (Logical Devices) ]> [#ifE (Edit) ] X—3 KO [ A7 L (System) > [HH

(Updates) ] ~—VIIIRRENLNZ LICHEE LTRSS, TRHDN—Y T, R
%H/3—3 =3 1%, Firepower Threat Defense iR 7 /A A ZVERRT Dz &=y 7 b
T N—=Tar (CSPA A—Y) ZaLET,

T N AT BT TV r—a v A A—T % Ciscocom P HZ 7 v— K LT (Cisco.com
MEDA A—T DX a— K, (545—) %BWR) | DA A—% Firepower 4100/9300
X —NIF v ra— RLUET (Firepower 4100/9300 > v — ¥ ~DOFR# T A ADY 7 hU =T
A A=VDFETrra—FR, (575=V) 258) .

TITY R T F—L R R A A= 1 DU EOT IV r— g A A—=0OWGET v 70
L—RTB5468, FT77 v b 74 —A NV RVET v 77— RTHMLERH D 7,

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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ATy T

ATy T2

ATvT3

FIE

X274 =R = FIZAY £,

Firepower-chassis # scopessa

B otx=2l7 4 TV 2—VORMERELET,
Firepower-chassis /ssa # scopeslot slot_number

BT 577V r—a OfIAERELET,

Firepower-chassis /ssa/slot # scopeapp-instance app _template

AL = T T R=a U EEFH LI A=V g VITRELET,
Firepower-chassis /ssa/slot/app-instance # setstartup-version version_number

REZMEE LET,

commit-buffer

N Y I a2l AT ARTIZaIy M LET, TV r—var A A—UNEHIN, T
Py —a A FHERLET,

wIZ, Ex 2T 4 FYa— L1 TEITLTVDEASADY 7 b x2T 4 A= 52 T+ 540%
RLFET, show 2~ REFHTLHE, BHAT—HX A2FRTEET,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version
asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version
asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

J7—L9O9xF7 7vITL—FK

WOTFNEEMH LT, Firepower 4100/9300 ¥ —> D7 7 — AU =T %7 v 77 L —RKLET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

ATvT8

J7—Lz77vI5L—F |}

FIE

Web 77 UH % H LT, http://www.cisco.com/go/firepower9300-software F 7= I http://www.cisco.com/
go/firepower4100-software (27 7 Z A L E 4,

Firepower 4100/9300 ¥ —> DY 7 k=7 Xy om— R X—URT 7P IR RINET,
Cisco.com Cil) 72 7 7 — LU =7 /X /r—% FB-OUF, Firepower4100/9300 & ¥ — > b7 7 &
AFREIR Y — NI T m— FLET,

Firepower 4100/9300 > ¥ —C, 77 —A V=7 E— RE AN LET,

Firepower-chassis # scopefirmware

FXOS 7 7 — AU =7 A A— % Firepower 4100/9300 > ¥ — ~X 7 m— R LET,
Firepower-chassis /firmware # download image URL

KONTNPOELEHH L TA o HR— ST 74 /LD URL ZfELET,
* ftp:// username@hostname / path
* scp:// username@hostname | path
« sftp:// username@hostname / path

o tftp:// hostname : port-num / path

Zyona—RK 7avRAEE=FT 5120, kOoa<wr REFEALET,

Firepower-chassis /firmware # show download task image name detail

Fra— FRET LD, KOavy FEASILTT 7= A0 =7 Ry r—VONFERFT
TET,

Firepower-chassis /firmware # show package image name expand

ROAy REANLTT 7 =L 0T Ny r—VDON—V 3 U FEEEFRRTEET,
Firepower-chassis /firmware # show package

o=V arEEIE UTOAT v T TCT 7 =0 =T Ny 7r =V VA=V T 5 L&
fEHSNET,

T T Ny =Tk A VA=A THHE

a) 77 —hU=T A A ML E=RIZADET,

Firepower-chassis /firmware # scope firmware-install

b) 7y =AU =T Ry =Tk A A= LET,
Firepower-chassis /firmware/firmware-install # install firmware pack-version version_number
VAT ALTT 7 =T =T Ny = UBNERE L, MR T R ANTE T 5 E TITESDD0 D
ZENHDHLBERMINET,

¢) Tyes) EAJIL., WEBAERATLET,
T AT =T RNy —DORERE. A VR b TR AN TS E TR D ATHE
MRHDHZ Ll YATLAPREHRFT oA T =D I EBEMESNET,
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1 r—sngE |

I27—LIzFT Ty ITTL—F

ATvT9

ATv 710

d) Tyes)] EASL, A VA= VEHITLET, 7 v 77 L— K 71t AH|ZFirepower4100/9300
T — ¥ OFEFREFHRALLRNTIZEN,

ToT 7= RT7ubRAEe®T=4T520F, ROFIHEFETLET,

Firepower-chassis /firmware/firmware-install # show detail

AVAR=ANET LIS, BUED T 7 — AU =7 N=Va VERRT DO, ROa~v R
EANNTHZEHTEET,

Firepower-chassis /firmware/firmware-install # top
Firepower-chassis # scope chassis 1

Firepower-chassis /firmware # show sup version

WKOFITIE, 77— 0T 23— 3 101007 vy 77— FRLET,

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/£fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1l.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1.0.10.SPA on primary(
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1l.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package

Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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Do you want to proceed? (yes/no):yes
Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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t':‘F':LU%’fn:L.\ iﬁﬂ

X2 VT ARBEALTTAT A, 65 N—V

* FIPS =— FOHRE, 66 ~—

C aAEFL I TAT VT E— ROFEHE, 67 N—
* SSHARA K F—0DAEpk, 68 ~—

* IPSec EFX 27 F ¥ RIVOKIE, 68 ~—

* FTARRA L FDAZT 47 CRL ORE, 73 ~—¥
¢ GEAERZDY A ROF = v ZIZONT, 74 N—Y
* CRLE#MZ v rm— ROEE, 80 ~N—

* NTP H— BERED AL, 81 ~_—

* LDAP ¥— U VREEDORHRE, 82 N—
*IPT /A URANDOHE, 83 X—

* T4 T v FEERRIEDO A ML, 84 N—T

t;h\‘l|)7__4nubs :/77’(7./;(

KEDE I EOFRERE L. KEPFRE B L O o —  LEEHRRIC L > T Shi-tX 2 U7 5L
WEIEO MR E Y 7 N = TR 2T 2 2 L2 ROLND5E5 1 H D 7, Firepower4100/9300
Yy —UE, INH0EF a2 )T 4 RAEEEO N ONITHERLL TV ET,

IO OIS DREL AN T D2AT v FIZHONTIE, RO PE Yy 7 2BZRLTES
Wy,

*FIPS € — ROAHME, (66 X—)
CaEL IVIAT VT T— FOAMME, (67 2—)
*IPSec THF =7 F ¥ R/LDOHIE, (68 2—)
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X)) T4 REER
FIPS E— FOEXE

*FIANKRA L NDAZT 47 CRL DF&E, (73 5—)
CFEAERZNY A ROF = v ZIZONT, (74 8—)

*CRL EiF 7 m— RO#EE, (80 4—)

*NTP —FZEEDO AL, (81 ~—)

*LDAP ¥— U v ZREHIFORE, (82 3—)

*IPT7 /A URBNDOHKE, (831—V)

* I IA T v MAEAEZRGEO A, (84 N—2)
CHNRAT— RETF = v 7 OFKGE, (46 ~—)

*u T A CRITORRKEBORE, (44X—)

Lo FOEE, (375—)

A

GE) ZNBH O b E w7 & Firepower 4100/9300 > v — 3 (235 1F DR EHEILO B NLIZ DV TD AL
L TWD Z TR L TL EEW, Firepower 4100/9300 3 v —3 T EMEILE AN LT
b, B INTEZHRELT AL RACETEOa LTI A4 T U ATHBMIZIE B I EE A,

FIPS E— FDOFE ML

Firepower 4100/9300 > — 3 C FIPS € — RZ AT H12iF,. WOFIAZETLET,

FIE

AFY 71 FXOSCLI b, EF =2V T 1 E— KAV ET,
scopesystem

scopesecurity

ATFw T2  FIPS E— NEEZNZLET,

enablefips-mode

ATvT3 BEEZMELET,
commit-buffer

ATv74 VAT LEHEELET,
connectlocal-mgmt

reboot
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axv 95477 =—roant I}

RDIEFE

FXOS U U —22.0.1 £V ELRTE, T35 ADHEAIORERHITIER L7- SSH A A b F—2% 1024

By MIN—RKa—RFRENLTWEL, FIPSBLOaTE 7747V 7 REEMHICHERLT AT
X, ZOHEWEA N F—FMIF L, SSH AR kN F—D4RK, (68 2—) TiEMaE#HBHTLIF
NEZEH L TH LWAA N F—24RTH20LERH Y 7, ZNDOBMPNEZFAT LRV E,
FIPSE— RZHMILTTNA A% Y 7 — K L7212, SSH ZfEH L TA— N1 PITEEHi T
72720 FF, FX0S2.0.1 LIFEZMEH L TR EZ T e S 1E, T LWARR b F—Z2 AT
LHRETIHY FH A,

A€ 92477 E— FOEIE

AT

ATy T2

ATvT3

ATvT4

Firepower 4100/9300 ¥ — ¥ ECa®y 7 747 V7 E— REHMNIT 5121, ROFIEEFAT
L/i—a—o

FIE

FXOSCLI 225, EFx =2 U7 4 F— FIZAD £,
scopesystem

scopesecurity

2EL I TAT VT BE— REAHICLET,
enablecc-mode

RIEEMEE LET

commit-buffer

VAT LEHEBLET,
connectlocal-mgmt

reboot

RDEE

FXOS U U —22.0.1 £V EETE, 735 ADRAIORERICIER L2 SSH A A b F—23 1024
By Min—R a—RFRE&RTWELE, FIPSBI=®Y 7 747 U 7TREEMHICHEILT 512
X, ZOHWARA RN F—%EFE L, SSHRR b F—0D4%ERK, (68 X—) TiEMZHAT LT
JEZERA L CTHLWEA N F—2AERT2LERHY T, ZNOLOBMTNEEZETLRVE,
aAFL I IATIVTE—REANNILTT A A% Y 7 — F L72%IC, SSHEEH L TA—/3N
A PFITHER i TE 72720 £9, FXO0S2.0.1 AEE A L T EZITo 2 Ha1E, FriLnd R
b X —ZERTHMETHD EHA,
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SSHRX b F—D AR

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

FXOS VU UV —22.0.1 XV LN, 731 ZAOPIIRRERFIZAER L 72BEFFD SSH AR A b %—731024
By Min—Ra—RERTWELE, FIPSBEORa® 7 947 U TREICHERT 51212, =
DHWEA N F—FWELTHLWOERA b F—Z2 AT 5 0ER’H Y £9, FEMIOVTIE,
FIPS E— FOFE, (66 2—) £ a®r 79447V 7 T— ROFERE, (67 2—)
EBZRMLTL I,

BOSSHAA b F—Z R L, 7 LOGEAEEIL Y — 2 A 5121, RO FIEZ EITLET,

FIE

FXOSCLI 226, #—E X E— RNIZAD £7,
scopesystem

scopeservices

SSH R A | S —&HIBRL £,
deletessh-serverhost-key
RIECHEE L ET,

commit-buffer

SSH R A b F—DH A X% 2048 £y MIRELET,
setssh-serverhost-keyrsa 2048
RIEZMEE L ET,

commit-buffer
BILWSSH AR b F—%AE L ET,
createssh-serverhost-key
commit-buffer

HLWERZA N F—DW A XZ2MRLET,

showssh-serverhost-key

RA B F—H A X 12048

IPSec X217 F¥ RILDEXE

Firepower 4100/9300 * % —3 E T IPSec #i%/E L C, T RY—= o ROT —HEE(LL, /X7
Uy 7 Fxy NI—=0NEBET L7 —% "7y MCHT RGN — A 2Rkt E4, 24
Trasid, VAT LAOATY 7547 )T BESOMERE PIGT DI DICTIR SN ED 15
T, FFIZOVWTIE, EX 2V T A RBELTIAT VA, (653—) #BRLTLEE
AN
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A

IPSec tx27 FrrLngE

G¥)

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

IKE #%6¢ & SA #EREOM T BT oM B —MEOHEMH 2R ET HH BT, KOLIICLET
(XD TFNAT sa-strength-enforcement % yes ([Zi%XE L ET) .

SA DiEM = HIMZT D56

IKEick W xradv=—FSnledF— A X
A, ESPICky ravm— Sz — WA
XX /NESWGE B L £,
IKEICL YW Iy —hENF— A X
N, BSPiIckyxradvz—hahizdF— A
REYREVDFELWGA, SAHEARAIZ
ALT, EFIRELET,

SA O il & Hshiz L7=56

SA EHMRAEIZ/SA L, BImE LET,

IPSec £F 27 F¥ XNERET HITIE. ROFIEEZFATLET,

FIE

FXOSCLI 225, X2 VT 4 E—KIZAD F9,

scopesystem

scopesecurity

F— VT afELET,
enterkeyringssp

!createcertreqsubject-name subject-nameip ip

P4 5 REA HESR A A LET

entercertreq

EzsELET,

setcountry country

DNS & E L £,
setdns dns

EFAA—NEHRELET,

sete-mail email

IP A RE LT
setfi-a-ip fi-a-ip
setfi-a-ipv6 fi-a-ipv6
setfi-b-ip fi-b-ip
setfi-b-ipv6 fi-b-ipv6
setipv6 ipv6
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IPSec tF 217 Fr RILDKRTE

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

ATy 713

ATV 714

ATvT15

ATv 716

ATy 11

ATv 718

ATv 719

ATy T2

n— VT 4 ZRELET,
setlocality /ocality
FREA 2R E L E T,

setorg-name org-name

Ffkr =y M ERELET,
setorg-unit-name org-unit-name
SAT— REBELET,
!setpassword

WEZBELET,

setstate state

certreq DY 7V =7 MMLERELET,
setsubject-name subject-name

“TLET,

exit

EVaTAERELET,
setmodulus modulus

AEAFESR OB ZRE L7,

setregenerate { yes | no }

N7 ARRA L FEHRELET,

settrustpointinterca

BTLES,

exit

BLAHER SN R T A MRS P2 A LET,

entertrustpointinterca

AEIHEE AL EORZ /B L £ 77,

setcertchain

MIIF3TCCA8WgAwIBAgIBADANBgkqhkiGIWOBAQsFADBwWMQswCQYDVQQGEwJVUZEL
MAKGATUECAWCQOExDDAKBgNVBAcMA INKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtzc3BAc3NwLmS5I1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzZENMAsG
ATUECWWEUIRCVTELMAKGA1TUEAwwWCQOExGjAYBgkghkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39Xc XA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYrI29yuyOrlqoi9k9gl./oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI13nSulLZm6ybmUKjTa+B4YuhDTz4hl/19x/J5nbGiab3vLDKss1nO
xP9+1+Lc690V18/mNPWdjCjDI+U/L9keYs/rbZdRSeXy9kMae42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAWWRGKkKpfDv3oH
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ATv7T2An

IPSec X217 F¥ RILDHXRTE

cMPgI2T9rCOD8NNcgPXjIPFK fexoGNGwWNTO85{K 3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9z0LpRsVqSfIsAuV1/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvdOgbORWb3 1H32ySI
[la6UTT9+vnND11838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RvNZJ52sUaD9C3UodTUCAWEAAaOBgTB/MC8GA 1UdHWQoMCYwJKAioCCG
HmhOdHAG6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UOAPk76pVIYQQSAWHWYDVROjBBgwFoAU7Jg01A74jpx8UO0APk76p VY QQSAwW
DAYDVROTBAUwAWEB/zANBgkqhkiGOWOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR31J/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z8ohWbL 15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggfMQTuNJQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5R 18n
BNXYHgxuoNMmgbS3KjCLXcH6xIN8t+Uk{fP89hv]t/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWeVGDf2roQW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmfthqqN/3f+sS1fM4qWORJIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj1oulk+/ZyPtBvFHUKFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCAS5CgAwIBAgIBBDANBgkqhkiGOWOBAQSFADBwWMQswCQYDVQQGEwJVUZEL
MAKGATUECAWCQOExDDAKBgNVBAcMAINKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtzc3BAc3NwLmS5I1
dDAeFwOxNJEyMTUyMTMONTRaFwOyNJEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEPMAOGA1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRlemOxLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiG9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWEF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5
4it]SOxy XFzPmeptG30XvNqCcsT+4BXI13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvK nUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stklluh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyoS5Y UaRIMak/t8kCqhtGXfuL 1l
E2AkxKXeeveRIn6cpQdSJiNzCT/AIIQL/T/CCqgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNXIolb96hHI7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6cbUQCjShSmk3StVQKglCjaujzS5TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhclIXRdIPMsTJ4yPGOBieuRwdOp
18w/rFwbHzv4CO9Fthw1JrRxH1yeHJHrL1ZgJ5txSaVUIgrgV Claf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMD8wDAYDVROT
BAUwWAWEB/zAvBgNVHRSEKDAmMMCSgIqAghh50dHRwOi8vM TkyLjE20C40L;I5L21u
dGVybS5jecmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OY WZSxkFRIiIErKdupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8SWKXmyf0jUtsnEQbDZb330VL7yXJk/AOSFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z101i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1TId7UxaqVd8CD5SW
ATjNs+ifkJSThSERxHjgcurZX OpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjz0OK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctn WyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED IrtUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8 WZ0dj TKFUM8uBO3f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qecwtcfUBYZ4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luqa

ENDOFBUF

REAEEAEREFRLET,
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X)) T4 REER

B Psec 27 FrrlogE

ATv722

ATvT23

ATvT24

ATvT25

AT v 726

ATv72

showcertreq

&1 -

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAWVTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
UlAwggEiIMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmvceZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR1
qiR4q7j1RmzVFxCDY3IVP/KDBo0a5SNyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGglzAIBgkqhkiGI9wOBCQ4xGDAWMBQGA1UdEQQNMAuCA INTUIcEwKgA
1jANBgkghkiGO9WOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
2L.2pjx5OHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCIP3CvkZdKUsJKkNO
m1Ye9dgz7MO/KEcosarmoMI9WBELIweVdtoycSdIzs9shOxwT6TAZPwL7gq/1ShF
RJIh6sq5WIp6E0Sj YefK62E7MatRjDjS8DXo0xj62fn9DgK 15iVpkK2QqT5rmeSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kX AVczmTxXEKIBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8R9IMcBQ==

IPSec E— FIZAD £97,

scopeipsec

BRIV ERELET,

setlog-level log level

IPSec #fi & fERL L. AL ETS

enterconnection connection_name

IPsec E— R%& F o RV U 7 ETIMMBEIEDT-DITHE L E T,
setmode funnel_or_transport

n—HNVIPT FLAZRELET,
setlocal-addr ip_address

UE—FIPT FLRAZRELET,
setremote-addr ip address

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F



ATvT28

ATvT29

ATv 730

ATy T3

ATv T3

ATy 733

ATy T34

ATv T 3B

ATv 736

ATv T3

ATv 738

ATv739

X T BEER
FSRERAVEDRET 4% CRLOKTE

oV E—REEHLTWLSEE, VE—F 7Ry FERELET,
setremote-subnet ip/mask

(EE) VE—FIDEZRELET,
setremote-ike-ident remote_identity name
TV THERELET,
setkeyring-name 4 Hif

EE) F—V 7 RAU—REBELET,

setkeyring-passwd passphrase

({EE) IKE-SA DA 2 /3y AL TRIE L £,
setike-rekey-time 77

minutes fEIZ 13, 60 ~ 1440 OHFPANDIEFE OB ZBETE 7,
(EE) 1O SA DA Z /37 HAL (30 ~ 480 77) TEEL£T,
setesp-rekey-time 77

minutes fEIZ1%. 30 ~ 480 DFEIFANDIEE DK R E T ET,
UER) WIS PICET T OHRGEY—Fr V ADESERELET,

setkeyringtries retry number

retry_number fEIZIEL, 1~ 5 OHIPFADEZE OB AFEETE £7,
(ER) GERFERD Y X Makz, AREITEN L ET,

setrevoke-policy { relaxed | strict }

iz AN LET,

setadmin-stateenable

FTARTOHERE Y n— FLET,

reload-conns

EE) BEfEDO N T A FRA v M4 % IPsec 12BN L £,

createauthority trustpoint_name

IKE #ft & SA Rt L DO, XET 5 sX—REOHEHAZEELET,

setsa-strength-enforcement yes or no

FSRAMRLAUEDRET 499 CRLDERTE

LR UTFEAE, FEHERZIY 2 b (CRL) TREfSNET, 79470 v T 7V r—ayr
IZ. CRLEZFEH L TH—OiExMR LET, =77V r—2 3 U CRL 2fEH L T,
BHEHEINGL o234 Ty N TV r—arnbD 7 7 ABRETFAEFIZES LE

B
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t¥ayFoBEER |

B aszExmIztoFzvsiconT

&

ATv T2

ATvT3

ATv74

ATy 75

ATvT6

AEBAELLNY A2 & (CRL) &% H L C. Firepower 4100/9300 > v — 23 "7 AEH 2 MiFE S
HZEICHRETEXET, 2OF T aviE, VATFLADIAEY V54T U T IRE~DUEE TG
TAEDICERTRENDLED 1 DTT, FHEMZONWTIE, EFXF 2V TF 4 RBEaLTIAT A, (
65 X—) ML TIZEN,

CRLIE#M AN L CETRENEZMEET 51213, ROFIHZFETLET,

FIE

FXOSCLI "6, X =2 UT7 4 E— RNIZAD £,
scopesecurity

FFARRA L b EF—RIZAD T,

scopetrustpoint trustname

BOHELE—FIZAD £9,

scoperevoke

CRL77ANVEF D m—RLET,
importerl protocol://user id@CA or CRL issuer IP/tmp/DoDCAICRLI.crl

(1) CRLIEHOA v H— k 7READ AT — & A& &R LET,
showimport-taskdetail

CRL S, REFAERY H L EeE L £T,

setcertrevokemethod{crl}

EEBAZELMU R FDF TV IIZDNT

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

SERAESCSY 2 kb (CRL) F= v 7 £— K%, IPSec. HTTPS B XU = 7 72 LDAP 454t Tlik
BEFITEMICRECXET,

HAF Iy o FEAZT 4w 27) CRLIFHRIL, X.509 FEED CDP fHF#2 HIUE S, 87
CRL [§#HZRLE T, A¥T 4 v 7 CRLIFHRIZ, VAT LAEFHIC I > CTFH Ty n— K&
. FXOS VAT LDua—H )V CRLIEHREZRLET, 1) v/ CRLIGHIL, FFHET =—
Y OBFEMEFOFERHEICH L TORLBEINET, AX¥T 27 CRLIZ, BT OFEFHET =—
vEKICEAINET,

% 27 72 IPSec, LDAP 35 KL ONHTTPS ##t DREHE RO F = v 7 G E 113N T 5 R
T FITDONWTIL, IPSec BFX =27 F ¥ RAVDOKE, (68 ~—) | LDAP 7' 131 X —DIEK,
(131 =) BLTHTTPS OFRE, (125 °—) 2L TEI 0,



tFa )T BEER

gnzsmI R roFzvoizont

CREAERGOT = v 7 F— ROVEHE
HEFz—2DOLLR 1L EDE ZIZORMEH I ET,

- 2Lt
CEXAE

SNTOVEHE, A¥T 4 v CRLIZETGE
(=& 213, CT A E

F =N — b CAFEAERB L UL — FCAIL L o TEA SN ETIERAEO LN G E

nTnsex, )

*IPSec \IZA X7 147 CRL %

RETDHEEIZIE, AV R—FENTZCRL 7 7 A /LT

[Authority Key Identifier (authkey)] 7 4 —/L KR FEL TWAMERSH D £, £ 5 TR
B, PSec 1T N &ML & e LET,

*AXT 4 w7 CRLIF, RILBITIEMNOLDLAFT Iy CRLEVERENET, BT FEH
EERGET 2 L &S, FUBITEOEN S QREFHD) AXT 4 v CRLAHIVX,
7 EEBEO CDP T EH SN E T,

WDOFRIL, FEAELDY A NDTF = 7D

‘j—o

WIE &

AEE DRREEIZ IS Ukt DR R 2R LTV E

R4 B (O—HILRE2T4 v CRLIEL) ITRELEAERMOF v Y E—F

O—AILARETA4vY
CRL% L

LDAP 5

IPSec &%

9547 MEERER
alk

T EFAEF = — D
Fzv 7

SERREHETF = —
NETT

SERREHETF = —
NETT

SERREHETF = —
NHETT

YT REAET = — D
CDP DF = v 7

SR BT = —
DB T

SERMIEAET = — >
BB

SR BT = —
DB T

BT EFHETF = — D
Jb— k~ CA FEHZE®D
CDP F =7

(¢]

N/A

(¢]

ET7HFHEF = — D
FEBHERRFEO VT U
DR

PRl 2 I (syslog
AvE—UHY)

PRl Z B (syslog
AvE—UHV)

PRl Z I (syslog
AvE—UHV)

ET7REEHEF =2 — D
WD IZh U T-GE
B

Bt 2 H B (syslog
AvE—UH0)

Bt 2 Jf (syslog
AvE—UH0)

Bt 2 J B (syslog
AvE—UH0)

120 CDP TY 7 iFH
EF 2 — U NRELT
WEJ

Pt l R (syslog
Ayt—TH0)

BT RERAE - BTk
B (syslog A v E—
o)

R CA : BEfR I R

Pt \ R (syslog
Avt—TH0)
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FEBAZERM IR FDF v V(22T

X)) T4 REER

O—AILRETA4YY
CRL#: L

LDAP 5

IPSec &%

D247 v MERAER
alk

HRh7e BT & BT RE
AEFz—2D1>D
CDP CRL 732 T

e )

e D)

Bt (R (syslog
Ay—=THV)

BT EFHETF = — D
CDPRZ v — KT
TEHA

PRl Z I (syslog
AvE—UHV)

ETREE - BT
e (syslog A v &—
HV)

i CA : BEfeic R

Al Z I (syslog
AvE—UHV)

AEAAEICCDPIZH Y F
T2, CDPH— "N HF
7L TWVWETS

Bt (R (syslog
Av—=THV)

BT REAE Bk
B (syslog A »vE—
H0)

HE] CA « Bl R AL

Bt (R (syslog
Av—=THV)

FEAEICCDP A H Y |
P NET Y T LTE
Y. CRL % CDP IZ&
D 375, CRLIZHEES)
RBAHNDY F3

Pl B (syslog
AvE—UHD)

BT RERE - BEIC R
B (syslog A »vE—
Ho)

RS CA @ Bt I K

Pl B (syslog
AvE—UHD)

K5 g (A—AILREFT4 v CRLHY) ICTHRELEIHAELHNOF T vY E—F

O—AJL A2F 4% CRL#% |LDAP IPSec &%

]

ETHRAEF = — L DF = v 7 | BRRIAAEF = — U BB T | 52RREAEF = — L NSET
Eh ER

BT AEHET = — 2 D CDP @ | B/t HET = — U VT | BERiEHET = — U B MET

Fzv7 7 4

ETREAEF = —oL— k|0 N/A

CAGFFHED CDP F = v 7

BT EFIHETF = — 2 ORI ER

RED T I DRAY

HY)

PEGE IR (syslog A v —

HY)

PEGE IR (syslog A v —

VT IEHET = — oW

DR LTFERE

HY)

BRI RIL (syslog 2 v&—

HY)

BTl RIL (syslog 2 v&—
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| ex2uF 2Bt
gnzsmI R roFzvoizont

O—AJL A2 4% CRL#% |LDAP $#: IPSec &%
]
1>® CDP TY T REAET = — | B kD) R A D)

UNKRELTWNET GERRE
Fr—1DL~YLiT 1)

ETAEAET = —2 D 120 | BEEICHK Hepel i)
CDP CRL 73229 (GEHE
Fr—rDL~ULE 1)

T EF = —2 0 CDP % | BHEIT Ak Hepil i)
Forn— RexEwA GEH
EF—rDLYLIT )

FERAEIZ CDP 3B 0 £33, | BERHITRE) BEfe Il kL
CDP H— &7 LTWE
T GEAEF = —2 DL ~L)T
1)

T
T

FEREIZ CDP b 0, T — 3 | BEEIC D Bl 2
X7 v 7L TEY, CDP ki
CRL 2% W £33, CRL (T
ieBL NSV 3 GEHE
Frx—rDL~YLT 1)

ETREAET = — D LULR | BRI AR (syslog A v & —3 | CDP L #lAEDLETHAT S
1 V@L< 2o TWVET &) Lo BRI LET

CDP 2372 F AU, el ik
L. syslog £ vEB—UNFRS
ET

R6:BM (O—AIL RET4vY CRLIEL) [CERELEIAZELHOF VY E—F

O—AIRET 1% | LDAP &G IPSec &t 954 7F7 > MERRESE
CRL% L i
ETREHEF = — O | BRRIEHETF = — | BRRGEHEF = — | BRI EF = —
Fxv7

ETREAET = — D | BERMHET = — | ZeRHETF = — v | BeREHETF = —
CDPDF = v
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FEBAZERM IR FDF v V(22T

X)) T4 REER

A—AIRET 1% | LDAP &G IPSec &t 9547 MEBRER
CRL% L H3

VT REAETF = — D | O N/A o

Jb— |k CA FEHIED

CDP F = v/

ETREAET = — O | Bl R (syslog Pt i R (syslog PelZ R (syslog
AEERGEOWT I | A v E—TH D) Avt—TH0) Avt—TH0)
DR

ETREET = — O | #EEITRAL (syslog Pl R (syslog Pl R (syslog
WTIDPDRNUIZEE | A v EB—TUHD) Avt—TH0) Avt—TH0)
S

1-2® CDP CTE 7 ZFHH

Rl 2 J M (syslog

HEF = —UBRELT AvtE—=UH0)
WET
ANRFLAT S BT RE | B TR LD TR LD

HEFz—1D 12D
CDP CRL 2822 ¢4

BT EFHEF = — D
CDPRF D> — KT
Y

SEAAEIZCDPIEH Y F
T3, CDPH— R34
7 L TCWET

FEAEICCDP A H Y |
PF—RET7T 7 LTE
». CDP ki CRL 28
&H Y E9, CRLIZHE
N7eBLNH Y 3

K7 %M (A—ALRET4v 7 CRLHY) ISRE LIZEEAZRMIDOF v E—F

O—AJ)L A2F 4% CRL#% | LDAP 8 IPSec &%
Y
ETIHFHEF 2 — 0 DF = vV | BERIEHETF =2 — TERRIEAEF = —
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| ex2uF 2Bt

SRAZELMI R FDF Vv IIZDONT

O—AIL RET 499 CRLH
Y

LDAP 5

IPSec &%

7 EHEIAESF = — 2D CDP O
Fzv7

FERRREAEF = —

FERRREAEF = —

TR EF = — D — K
CAGEBHED CDP F = v 7

N/A

VTR ET = — O AR
RED T I D KR

PEot R (syslog A v tE—
HY)

PEot R (syslog A v tE—
HY)

ETEFHEF = — 2 DUV
DIEH LT FFHE

PEGE IR (syslog A v —

PEGE IR (syslog A v —

1 >0 CDP CE 7 iR EF = —
URRELTWET GEAE
Fr—2DL~YLE 1)

ETEHFAEF = — D 1 DD
CDP CRL 2322 ¢4 (GERAZE
Fx—DLYLiE 1)

V7 EHFAESF = — 2D CDP %
o — RTExEHA GEA
EF—DLYLT )

&R Bl

&R Bl

FEBAEIZ CDP 8 Y £978,
CDP H— "3 Z 7 LTCTWE
T GEAEF = —r DL ~LT
1)

el Z )

el 2 )

SEAEIZ CDP 23 0, P —
X7 7L TEY, CDP LIz
CRL 2% W £33, CRL (I
NeBALAR DY £9 GEFAE
Fr—rDL~ULT 1)

cn

=

e )

cn

=

e )

T EEHEF = — O L ULN
1 X0 EL o TVET

PRl R (syslog A v —
HY)

CDP LifHAGE THEHT 2
L BRI L ET

CDP 237 1FhuiE, HEfelZ RI
L. syslog A vtE—UNRERS
NEJ
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X)) T4 REER

B ey o—ro®E

CRLEHIA Y O— FDEE

A

VAT A, CRL Z#EMMICA 7 a— LT, AEBZEORAEICH LW CRL % 1 ~ 24 i &
T 5L ICRETEET,

ZOBREL EBIZ, WOTr havtf B —T oA AEFHTEET,
« FTP
« SCP
« SFTP
« TFTP
« USB

GE)

A

*SCEP BLTROCSP i3 R —FEaNnEH A,
*CRL ZLIZZETXADIT 1 DOEMA T 2 — ROHLTT,
CRTAMKRAL NI EIZYER—FEINDDIX 15D CRL TY,

G¥)

&M

ATy T2

ATvT3

ATvT4

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

BRI 1 BRI CORRETE £

CRLEH A Vv — REaRET DI, ROFIEZETLET,

[F L& BRI

Firepower 4100/9300 > ¥ —<78, B 7 iEMEA (CRL) fFMAZMH L THRIET 2 X o IZRES N
TV Z e ZMBLET, SOV TIE, FTAMRA L FORZT 4 v 7 CRL OFE, (73
N—=V) ZZRLTIESN,

FIE

FXOSCLI 726, EFx =2V T 4 F— RIZAD £,
scopesecurity

FIARRA L M E—FIZAY ET,

scopetrustpoint

B LE— RIZAD T,
scoperevoke
HROHLBREZRE LT,
shconfig



| ex2uF 2Bt
NP —nBiEnasit [}

ATyT5  EEREEZRELET,

51

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

ATYT6 BRET7ANEKTLET,

exit

AT (fEE) BLWCRLAEZX U m— LT, HILWREEZTAFLET,
i -
Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

NTP H— \‘I;IL\DIEO)ﬁs‘jJ’“:

NTP H— FGEE AT Zi. Firepower 4100/9300 > v — 3 TR D FIAZE FEIT L 7,
A
GE) CAHZT D &, NTP B RRIIR EBE A DT X TOHF— T a— LHREL £,
* NTP H— 3GBFETIL SHAL OAHNY R — F EET,

 H— NEFIFTHICIE, F—ID EX—EAMETT, F—IDIX, AvE—V (V=
AbDaArCa—T 4 TR, HHATDIF—EE S TAT v b ET— O FITFER
THOIHEHEINET, F—flIE. ntp-keygen ZfHH L TEH I 2 EEM T,

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K
I



w2y FoBEEmR |
B Ay sEREORE

FIE

ATYT1 ntp428p8 EXvru—KRKLET,
ATw7F2 NTPH¥—,3%_ ntpdopenssl ZHZNILTA A b=/ LET,
ATvTF3 NIPF—ID &F—fHEERLET,

ntp-keygen-M

IRHDERESNTZF—IE, ROFINEIHEH L £,
ATvy7T4 FXOSCLI b, NTP #— &R L £ 7,

createntp-server server id

ATFvFE5  NIPHV—"ZANLET,

scopentp-server server_id
ATv76 SHAl ¥—ID#HELET,

setntp-shal-key-id key id
ATvT1  SHAl ¥—CFFNEHRELET,

setntp-shal-Kkey-string key string
ATYT7T8 NIPHFEEHFRCLET,

enablentp-authentication

— 8 > = 1

LDAP +— 1) V JIBAE DR TE
Firepower 4100/9300 > v — E CTLS #fia# VAR — b T 5, BEX=2TRLDAPZ 74 7 k %—
UL TREAEEZRETEET, ZOFTvaid, VAT LADITY 7 T4 T U T BE~DUERL
EESET DO RINLGED 1 DT, e >N, EXa V7 RBE=2 T T4 T
A, (65 X—) SR TIEEN,

A
GE) T I ITAT VT B— REFHNZTH5E1F. SSLBFDIR > TWAIHLENRH Y F7,
I x— VU THEHEERERT D702, V—DNSIEREMHERTI2XLENH Y £,

SSL % LDAP r— R = RV IZH L CTHEDCT D &, #HEROFREFCx— U o T ERP SR
SN THERSINET,

LDAP ¥ — fE#RIT, & =7 LDAP ##%: (SSLEHAAHE) M. CCE— KD DNSIH#HRTH D
VBN H Y FF,

Y ¥ 2T LDAP 7 7 AT hDF— U U TFEHELZRET HI21E. ROFEEZFEITLET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATy T

ATy T2

ATvT3

ATv74

ATy TH

P7oex Uz toBE I

FIE

FXOSCLI 2°H, EFx =2V 7 4 F— FIZAD £,
scopesecurity

LDAP E— RIZAY £7,
scopeldap

LDAP H— X F— RIZA D F,

enterserver {server_ip|server dns}
LDAP ¥— Vv 7 2R ELET,

setkeyring keyring name

REZMEE LET,

commit-buffer

P70t )R FDETE

ATv T

ATvT2

7 7 4 vk ClX, Firepower 4100/9300 ¥ ¥ — X1 —H /L Web Y — " ~DFTXTHOT 7 A%
BLET, PT7278AXA VA2, HIP TRy 7OFASNLIY—EADY A b2 L TRIE
TLOMENDY 7,

IP727&AVANMNI, kOFv harzydR—rLET,
« HTTPS
« SNMP
« SSH

IP7 RLA (v4 £72iEv6) DHET 1y 7 T, RS BORRLYT Xy baFI—EAITHL
TRETEET, Y Rxy 20, L7497 2% 0 LIEET DL, V—ERTERIRICT 7
TATED LT ET,

FIE

FXOSCLI 726, #—E X E— RNIZAD £7,
scopesystem

scopeservices
TIHATELEICTHI—ERDIP 71 v 7 2Bk L £,

IPv4 DA
createip-block ip prefix [0-32] [http | snmp | ssh]

IPv6 DIEFE

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B
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EFRADFEDLE

X2y FoREER |

createipv6-block ip prefix [0-28] [http | snmp | ssh]

IPv4 :

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipv6-block* # com
/system/services/ipv6-block # up
/system/services # create ipvé6-block 2014:
/system/services/ipv6-block* # com
/system/services/ipv6-block # up
/system/services # create ipvé-block 2014:
/system/services/ipv6-block* # com
/system/services/ipv6-block # up
/system/services # sh ipv6-block

:10:76:78:107 64 snmp

:10:76:78:107 64 https

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh

25472 FEBAZEFERERIO AL

A

HTTPS 7 7 ¥ A D2 —V %2 3BGET 5 728

I VAT AT T4 T v MiEHEZL LDAP & —fE I f#

As®25Z LM TEET, Firepowerd100/9300 > ¥ — ETOT 7 4 /L b OFBFERE L, b ~—

AT,

GE)

A

AEWT RN R A 1
FH A

muuﬁﬁ‘%iéb7fgbzﬁéﬁtl\ \—%L\iI{TTPS \—u$4T5§j17CU\%3M£ ODWDuEﬂ;Atffjf
. FX0S21.1 VUV —2D 7 F A 7 bEFAEZRGHERE

NI AR— IS Twn

ZOMRBEZMMT LI, 7747 FREHENROE 2o L TW L BERH Y £,

Ca—PARXS09 B[V T V= MREA

: B A—/L (Subject Alternative Name - Email) ]

WCEENTWEAIRLERH Y 7,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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547 riamERI0AENE I}

* U TAT v NEBIEL, ZOMBEE A= SNL P LD T A REA L RIS U E— LT
WHL— b CAICEY BASRTODLERD Y £,

FIE

ATv7F1  FEXOSCLInbH, y—ERAEF—FIZAD £,
scopesystem

scopesecurity

ATvT2 (&) HTTPS BAED AT v a v EFRLET,
sethttpsauth-type

i -
Firepower-chassis /system/services # set https auth-type

cert-auth Client certificate based authentication
cred-auth Credential based authentication

ATY 73 HITPSBILE V7 74T v hR—RITHRELET,
sethttpsauth-typecert-auth

ATv7T4 BEEMRELET,
commit-buffer

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K
I
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B /s 7. ramzaioamit

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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VAT LEH

* BHIP T FLADOEH, 87 X—v

TV =g VERIP OKH, 89 N—Y

* Firepower 4100/9300 > v — 3 ARTOEE, 91 ~—
* uJ A UHEiINT—, 92 RX—Y

* Firepower 4100/9300 > v — 3 O ELH), 94 ~—

* Firepower 4100/9300 > v — > O&ERA 7, 95 ~—

* NTZAMIDIFAED A VA F—JL, 95 X—

EEIP7FLADERE

(ZLC& BRI
FXOS CLI 7> Firepower 4100/9300 > ¥ — > OEFEHIP 7 RLAZ AL TE £,

)

GE) BELIP 7 RLAZER L%, #HLWWT KL X% H L T Firepower Chassis Manager % 7213
FXOS CLI ~D 5t & LT D M ENH Y £,

FIE

XTvF1  FXOSCLIIZHR LET FXOSCLI~DOT 7 A, (142—) &) |
ATv T2 IPAEPFLIP 7T L RAEZHRETHITIE, ROFIEEZFEITLET,

a) fabric-interconnecta O A I —F &R E L £,
Firepower-chassis# scopefabric-interconnecta

b) HAEDEHIP 7 FL AZFRT DI, koa~<wr RE A LET,

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K
I
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ATvT3

Firepower-chassis /fabric-interconnect # show

) kDaAvwy REANLT, HILOWEHIP 7 KL AL — by oA ZRELET,
Firepower-chassis /fabric-interconnect # setout-of-band staticip ip_addressnetmask network _maskgw
gateway ip_address

d) FIUHF I varEVAT AOBREICK LTHRELET.
Firepower-chassis /fabric-interconnect* # commit-buffer

IPv6 HERIP 7 RL AZRET HIZE. WOTFNEEZEITLET,

a) fabric-interconnecta D A a3 — 7 ZHELE7,
Firepower-chassis# scopefabric-interconnecta

b) EHLIPV6 R EDA T —T HRE L ET,
Firepower-chassis /fabric-interconnect # scopeipv6-config

C) BEDEHIPV6 7 L AEFRTHITIE, ROa~>r REANLET,

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d) koa<wr REANLT, HILOWEHIP 7 KLALF— by oA ZRELET,
Firepower-chassis /fabric-interconnect/ipv6-config # setout-of-band staticipv6 ipv6 _addressipv6-prefix
prefix_lengthipve-gw gateway address

) R H I av &I AT AOFEIIR L THRELET,
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

WOHITIE, IPVAFHA L —T oA AL T2 BHELET,

Firepower-chassis# scope fabric-interconnect a
Firepower—-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band static ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

OB TIL, IPV6 BEHA LV X —T 2 AL T — b U2 R ELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway
2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipvée 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

Cisco FX0S222)CLIa > T 4 ¥aL—> 3> A K
[ 88 | |



7Iur—vaverrozE |}

7IUr—LavERIPOLEE

N

FXOS CLI 2> Firepower 4100/9300 ¥ — U ZHe SNic 7 7V r—2 a VOEHIP 7 R L A%
ERTEET, TOEDITIE, FTFXOST 7y b 74 —A L-ULTIPIHERAEE L, RIZT T
Vr—3aly LNLVTIPEREERT HH0ENH Y 97,

G¥)

ATy I
ATy T2

ATvT3

Firepower Chassis Manager ZfEH L CZNHDEE Z1TEH 9 }: TAL, —E AN ENS
FREMENH D £, —EAXANHET DA REMZRET 572012, 26 OZEFE L, FXOS CLI
AL CETTOMLERHY £7,

FIE

FXOS CLIIZ#6: LE4, (FXOSCLI~DT 7t A, (14 ~<—3) %#&HR)
A Z BT NA A LET,

scopessa

scopelogical-device logical device name

HHZERT— ATy 7L, HILWEB T — AT v I NI A=2 2R ELET, HA
BITEWRSH D Z LITER LT EEN,
ASA FRBET NA AD AL R T 1 DFRE DR
a) MHELT N, REHT — N A RNT v T EADLET,
scopemgmt-bootstrap asa
b) 2y F&IPE—RIZLET,

scope ipv4_or 6 slot_number default

¢) (IPv4 DH) HLWIP T KL AEZFRELET,
setip ipv4_addressmask network_mask

d) (IPv6 DAH) FHLWIP T KL AZGEELET,
setip ipv6_addressprefix-length prefix length number

) ¥—hUxzA T RLRAZRELET,
setgateway gateway ip_address

) REEMELET,
commit-buffer

ASA FRERT SA ZAD 7 T AR ETE DA

a) JIALXEHT - NARNT T B AN LET,

scopecluster-bootstrap asa

b)  (IPv4 OFH) HLVMRABIP #Z/TELE T

setvirtualipv4 ip_addressmask network_mask

©)  (IPv6 DA) H LWMRAEIP Z3%E L £ 7,
setvirtualipv6 ipv6_addressprefix-length prefix length number

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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B 77073 8BP0EE

d) HFLNIP F— L EFELET,
setippool start_ip end ip

e) ¥—hU=zA T RLAZHZRELET,
setgateway gateway ip_address
) BREZHELET,

commit-buffer

Firepower Threat Defense D A X > K7 0 VEEB LY 7 A X REDLEE,

a) MET N, AFHT - AN T v T EADNLET,
scopemgmt-bootstrap fid

b) 2z y h& IPE— RIZLET,

scope ipv4_or 6 slot number firepower

) (IPv4 DH) HLWIPT RLAEZFHELET,
setip ipv4_addressmask network_mask

d) (IPv6 DAH) HLWIP T RLRAEZRELET,
setip ipv6_addressprefix-length prefix _length number

e) ¥—hrU=A T RLAZRELET,
setgateway gateway ip_address
f) REZMELET,
commit-buffer
GE) 7 T AR BREDYE . Firepower 4100/9300 v — NI SN TWAHT 7Y r— 3 v
TEIZHLWIP T FLRAZRET OMLENHY ET, Y — M7 7 AFEITHA
BEDEE, MDY ¥ —VTT TV r—2a T EICINDDAT v T o Kd 4
ERH Y ET,
ARTvFT4 TV r—rar Il LIUER T NA NI yTERE VT LET,
a) #iPHA ssaT— NIZLET,

scopessa

b) A A v M LET,

scopeslot slot_number

o) HHAET SV r— g AL AR A LET,

scopeapp-instance asa_or_fid

d EHT— R NT v TEREZ VT LET,

clearmgmt-bootstrap
) RELMELET,

commit-buffer

ATvITS  TFV =g BB LET,
disable

commit-buffer

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
[ %0 | |



ATvT6

Firepower 4100/9300 & v — > ZRIDEE

GE) 7 T AL EREDYE . Firepower4100/9300 & ¥ — U IZHE SN TWH T S r— 3
TLICEH T MA NI T EREZ VT L, BINCTAMERHY £, vy —M
7T AL ETIHAREDSG A, MFOY vy — TP 7 r—varTEIlZnbnR

Ty T aR ) BT BENH Y T,

TIVr—=2arNAET I T, ZAuy "PBEF T NI Rolce &I, 77V r—va

VEBEANILET,
a) FHAE ssaT— NICRELET,
scopessa

b) iHAZ A my M LT,
scopeslot slot_number

o) WA T S r— g AL AZ LA LET,
scopeapp-instance asa_or_fid

d 77V r—varzRmhicLET,
enable

e) MELMELET,

commit-buffer

GE) 7T ALREDYG. TIWHDAT v 7R LT, Firepower4100/9300 ¥ ¥ —
B SNTna47 7V r—ya v EBEANICLET, Yy — M7 TR EIX
HA REDYE, MDY ¥ =TT 7V r—2aryZEIlINbDAT v 72D K

THENRDH D £,

Firepower 4100/9300 > v — 3 GZHIDER

&
ATv T2

ATvT3

ATv74

ATvTH

(X L& BRI
Firepower 4100/9300 < v — A i+ 5 4471 % FXOS CLI 7 BT 45 Z LW TE £,

FIE

FXOS CLI IZ##: L7 (FXOS CLI~DOT 7t &, (14 <—) #ZH) |
VAT A ET—RIZAD FT,
Firepower-chassis-A# scopesystem

BUEDA R &2 Fmd 212013

Firepower-chassis-A /system # show

BLWARTZRES DI
Firepower-chassis-A /system # setname device name

N H T v a kv AT AREICHET HI2IT
Firepower-chassis-A /fabric-interconnect® # commit-buffer

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B
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vaFLEE |

ROBITIE, T AL ZERLET,

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

A5 4 DR/ F—

Q454 i/

&
ATy T2

ATvT73
ATv74

ATy TH

ATvT6

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

v 7 A UHIN =TI, — ) Firepower Chassis Manager |21 7 A > 5 & & AT AT/ F—
TXAIBERENET, 2=V R EARNRT = ROV AT L T 7 FOFNT, A v E—T O
HCIOK|Z 7 Vw7 T HMENRSYET, /A VRN —Z2FELRNVE, VAT AFa—F
ZENR2AT—RO7a 7 MO IR E T,
2—PNRFXOSCLIIZn 7 A T 5L, RESNTWIHAIET AT LABNRAT—RDT r
FNOFNZR A v N —TFTFANEFRLET,

\FT—DERK
FIE

FXOS CLI IZ#5#: L ¥ 7 (FXOS CLI~DOT 7 &, (14 <—) #ZH) |
X2 VT4 F— RICAD FT,

Firepower-chassis# scopesecurity

NRF—tX2UTF 4 F— RIAY FT,

Firepower-chassis /security # scopebanner

Woa~wy REANH LT, al A U ginnt—%2ERLET,

Firepower-chassis /security/banner # create pre-login-banner

Firepower Chassis Manager & 7213 FXOS CLI ~®D 1 7' A ViDL —|Z FXOS NERTDH A vt —
VEEELET,

Firepower-chassis /security/banner/pre-login-banner* # set message

BIAVHINT = Ry =V DT XA NEANT D DOXA T a7 EELET,

TarT T, oA RN Ay =V B AN LET, TOT 4 —/L FIZIE, EEED ASCII

WFHEANNTEET, BEITOTFA M2 AN TEETN, FITORKLFTEHIT 192 LFETT,
1TOXY]Y T Enter ¥—42# L £9,



VAT LERE

ATy 17

nyq1vtinr—ozE |l

ATINEDIRDITIZ ENDOFBUF & AJj L., Enter ¥—% L TR T LET,
[AvEB—VDOBRE (setmessage) | XA 7 27 %X ¥ BT 520, Cul+C F—2 L E7,

NPT a B VAT AOREICK L THEELET,
Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

WROBNE, v 7 A CEiANT =& L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

OJ4 VRINF—DER

&
ATy T2

ATvT3

ATvT4

ATy 75

ATvT6

ATvF1

FIE

FXOS CLI IZ##: L7 (FXOS CLI~DOT 7 &, (14 <—) #FH) |
X2 UTFT 4 F— RICAD FT,

Firepower-chassis# scopesecurity

NF—tF=2U7 4 F—FIADET,

Firepower-chassis /security # scopebanner

0 s A UHINF—=DARF— X2 VT 4 T— FICAY £,

Firepower-chassis /security/banner # scope pre-login-banner

Firepower Chassis Manager % 7213 FXOS CLI ~®D 1 7' A VD2 —H|Z FXOS NERTDH A vt —
VEEELET,

Firepower-chassis /security/banner/pre-login-banner # set message

RIAVHINT = A=V DT XA N ANTLOOLAT a7 EBLET,

T RNT, RIAVEINT— A=V E AN LET, ZOT 4 —/L NI, EHED ASCI
XFHEANTEET, BEITOTIFAMEANTEETN, BAITORKLTEIL 192 LFTT,
1TOXY]Y T Enter ¥—Z# L £9,

ATITNE DR DFTIZ ENDOFBUF & AJJ L., Enter ¥—Z# L THKTLET,

[AvEB—VDORE (setmessage) | ¥4 7 27 %X ¥ BT 520K, Cul+C F—%2 ML E7,

N H Iy a Y AT AOBREICK L THELET,
Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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WIZ, BT A CEINT—EERT 56 2R L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

074 DRI\ F—DHIE

&
ATv T2

ATvT3

ATv74

ATvTH

FIE

FXOS CLI IZ##: L7 (FXOS CLI~DOT 7t ., (14 <—) #ZH) |
X2 VT 4 T— FICAD ET,

Firepower-chassis# scopesecurity

NRF—tX2UF 4 F— RIZAY FT,

Firepower-chassis /security # scopebanner

VAT A bu A VRN FT—EEIBRE LT,

Firepower-chassis /security/banner # delete pre-login-banner

KNTUP T a BV AT AOREICH L THEELET,
Firepower-chassis /security/banner* # commit-buffer

WIZ, v 7 A CHIANT—ZHIBRT 62" LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 < ¥ — < (DB FLE]

FIE

Yy —v = FICAD T,

scope chassis 1

woa<wy FEANLT, Y vy—v %) T—FLET,

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F



Firepower 4100/9300 > v — > DEIRA 7 [ |

reboot [ [ ] [no-prompt]

G¥) [no-prompt] ¥ — 7V — RZHEHL7=HE, a~ 2 FEANTLEy—F 32y 77—

FLE7, [no-prompt] ¥—7V— FZEH LRWEE, A7 AT —173 commit-buffer
av U REANTHETI 77— MLERA,

VAT NFIEDVAT A ETHRSN TS TR TOMRET N, AL T L—AT7 W I Vv v b

v L, mERIIC EmmmeMMM/? COEREAZICUTHBET DN, EXF 2V T 4

TV 2— WV OERE RN ZLET, 20T atRIT15~20 50000 £,

ATvT3 VT FukREE=4THITT, ﬁ®$%%£ﬁbi¢
scope chassis 1
show fsm status

Firepower 4100/9300 < v — > DEIRA 7
FIE

ATYT1 vy —vE-RICAVET,
scope chassis 1

ATYvT2 RKOavwrREANLT, vry—v&&EERA7ICLET,
shutdown [ #H ] [no-prompt]

G¥) [no-prompt] ¥ — UV — REEH L7256, a~vr FeANTLL&yy—vi3d<icyryy
F#7 o LET, [no-prompt] ¥— U — REMH LRWGAE, VAT AT —FR
commit-buffer =~ > RZ AT HETTUr v hH T LERA,

VAT NIZDVAT A ETHBRENTOWD TR TORBT NS AL L—A 7 Uy vy v b4

AAONE-5 <Sii5]h F1repower4100/9300 VA —YDEREATICTHENS, BXa2 VT 4 TV a—

I DEWEERNI ILET, 207 e RZEFIM 15 ~205000 £, vry—v

DIEFIZY Y v b '7/‘?”%«;* VX —vDERa— l\é’%fﬁ%ﬁ’] W< ZEmTEET,

ATYT3 Uy vy MUY TREREE=ZT DT, WOFIEELFEITLET,

scope chassis 1
show fsm status

FSRXKMIDEERAZEDA VX F—IL

WK ER T, AT B4 SSL FEHE Firepower 4100/9300 3 v —3 Web 7 7 U 77— 3 o Tff
AT 270l snEdT, TOMHAEZTECEALA THLD, 2747 8 77 UFNREEIN
WEHETHZ L EHY A, LW T4 T k7 F 7% T Firepower 4100/9300 % — 3 Web
AVE =T oA AHDTT 7 EATHEXIZ, 77 UPFEXSSLELELZ A —L T, 2—¥NRN

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K
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VAT LER

B  r>xrpEBEE0rCR L

&M
ATy T2

ATvT3

ATvT4

ATy 75

ATvT6

ATvT1

ATvT8

Firepower 4100/9300 > ¥ — 3/ |27 7 ¥ A+ HANCGEHAELEZZITAND Z & 2R L9, FXOS
CLI i L CREFAEE4A K (CSR) Z /R L. Firepower 4100/9300 ¥ v — 3 Tl 7~ 5 fifi 5
D IDFEAFEEL A VA =T 212E, UTOFIEZEATEES, 2o DFERHFICLY, 77
ATV N T TN IEREEEL, BER L TWeb A > ¥ —T7 oA A EETEL LT F
R

FIE

FXOS CLI 2 L£ 4, (FXOSCLI~D7 7 ¥ 2, (142—) %#&HH) .
X2 VT4 B2V EASLET,

scopesecurity

F— V7 2E L £7

createkeyring keyring name

MEX—DFEV 2T A VA AEERELET,

setmodulus size

RIELAMEE LET,

commit-buffer

CSR 7 4 —/V RZERELET, EIAZEIX, AL T 3 (subject-name 72 &) ZFEE L THERL
TEET, EHIUEET, b —/L k7 OB a EAEICHAAT Z LN TE B34~
alrERETEET, CSR 74—V RERETDHA. VAT AMZEVGEAZE SR T — RO A
TIBRDENDZ EITHEBE LT EEN,

createcertreqcertreq subject name
password

setcountry country

setstate state

setlocality /ocality

setorg-name organization_name
setorg-unit-name organization_unit_name
setsubject-name subject name
RUEAHEE LT

commit-buffer

AFFICIEfET 5 CSR 2=/ AR —F LET,

a) 5E472 CSR # R LET,
showcertreq

MIIC6zCCAAMCAQAWdzELMAKGA1UEBhMCVVMxEzARBgNVBAgMCkNhbG1lmb3JuaWEx

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATvT9

ATv 710

ATvIN

ATvT12

ATy 713

ATy 714

rFSxrpiEBEN 2 =L

ETAPBgNVBACMCFEFNhbiBKb3N1IMRYWFAYDVQQOKDA1DaXNjbyBTeXNOZW1zMQwwCgYD
VQQOLDANUQUMxGJjAYBgNVBAMMEWZWNDEyMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9wOBAQEFAAOCAQS8AMIIBCgKCAQEAsOONSgagkfZz2fi4JVEANG+7YGgcHbnUt7LpV
yMChnKOPJjBwkUMNQAImMQsRQDcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/ax7TW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV1Ohhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVqg76mTm8BwYMgHbJEV4 Pmu
RIWE88YEVVWHTJTELj90vxbatjDjVSIHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBornyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQKkOMSAWHIACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDANBgkg
hkiGO9wOBAQsFAAOCAQEAZUfCbwx9vt5aVDcL+tATuUSXxFE3LA310ck6GI1INVEW/ 61
JBNLxusYilrzZcW+CgnvNs4ArqYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEJgKO0
zzyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C2Z2ng31
kKLfG1dxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8 zREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyuLpLwgkxBOgyaRdnea5RhiGjYQ21DXYDIEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==

————— END CERTIFICATE REQUEST-----

certreq E— FZ& T LET,

exit

F—U T E—REKRTLET,

exit

(GE) FXOSIZA AR — F T 25T _XTOFEHEIT, Baseo4ETRITNIX D FHA, BIER
#%%%Lkﬁ%iiti%:—yﬁﬂﬁﬁgﬁfkéﬁéﬂ\if%h%omﬁ&

D SSL Y — L2 L CEHT HNENHY 97,

AR E 7’“:~/%T%T%frézéﬁ H N7 R Mj4’ v hEERLET,

createtrustpoint trustpoint_name

EENTZCSRE N TANRA L FTERELET,

setcertchain

GE) PRFEFAE AT LR O%AaIE. — F EPMEFAE L 25 S 0LERH Y
EP, THRARNT 7 ANT, — FEHHEE —F LICR—A PL, ZRUSHENTTF =—
VINOEPEEHEEZ X=X N LET, ZOHAE. T3TD BEGIN CERTIFICATE 7 &
7'L END CERTIFICATE 7 7 7% & Fd, ZOEEKEDTIFAN Tuy %, N7 A

rRAY MZatbt— 7 R _X—Z2 LET,
B FRR SN DI i> T, FES Tt — L7~ "CSR A% AN LET,

11 :
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~“C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghkjOPQQDAjBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/ISZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwWNzI4MTc1NjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGQBGRYFbGYj YWWXGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcghk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRoqZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRJIJPg+mdrKcD1
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIKkwWEAYJKWYB
>BAGCNxXxUBBAMCAQAWCGYIKoOZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

REEMEELET,

commit-buffer

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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ATYT1 FTARRAV R E—REKTLET,

exit

AT T16 F—Vo 7 E—FIZAYET,

scopekeyring keyring name

ATV FT11 AT 913 TERENTZF T A RRA Y Mo, CSRICERR ENT-F—V 7B IT £9,

settrustpoint trustpoint_name

ATYT18 V—ROBELAHEIDAEHEEL AV R—FLET,

setcert

ATvT19 FiFRICE VSN IDFHEONEEZX—A F LET,

i -

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

>————- BEGIN CERTIFICATE-----
>MIIES8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQQDAIBT
>MRUWEwWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I4MTMw
>O0TUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUZETMBEGA1UECBMKQ2F's
>aWZvem5pYTERMASGA1UEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNpc2NVIFNSc3R1
>bXMxDDAKBgNVBAsSTA1RBQzEaMBgGA1UEAXMRZnAOMTIWLNnR1c3QubG9jYWwwggEi
>MAOGCSQGSIb3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ43mBqCRINnZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCROwW1ADWZCxXxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftg2MONVIkdkFRG0OJge/IG8a4s/9D82a
>/cujcb0hNssvmAhhlVql PGnodNR7MfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAgMB
>AAGjggJYMIICVDAcCBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVRO jBBgwFoAUy InbDHPrFWwEEBcbx
>GSgQW7pOVIkwgdwGA1UdHwSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ04 9bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4sREM9bG9jYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5ShYXVzdGluLERDPWxVY2F's
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1jZXJ0aWZpY2F0aWw9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWGMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCQGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/ALiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

S———-= END CERTIFICATE-----

>ENDOFBUF

AFyvT20 F—Vo T EF—FREKTLET,
exit

xj_—\y7021 ‘E-‘%’\';LU%/]) t— ]\‘\%%gTLiTO

exit

RTvT22 VAT AE—FIZADET,
scopesystem

ATFYT23 H—EREF—RIZADFET,

scopeservices

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F



ATV 24

ATvT25

ATv 726

ATy T2

rFSxrpiEBEN 2 =L

HLUWEFESFHT 5 L 91 FXOS Web —E X 2R ELFE T,

sethttpskeyring keyring name

BE 2 MeE LET,

commit-buffer

HTTPS — BT BN TWAHXF—U U 72 F R LET, ZHICIXZOFIEOFIE 3 TIERK
Lex— VU U T OLBINRKRE 5 Z 1270 £9, Wi CT 740 bOF—V o 720 ER
ENDHAITIE, HTTPS — N3 72, HrLWViEAERZ S AT 2 X ICEFH SN TVWERA,

showhttps

i -
fpdl120 /system/services # show https
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower cert

Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH:+MEDIUM: +EXP: +eNULL

A UR— P ENTFEHEONEEZ R R L, REHED AT —F A (Certificate Status) ]Certificate
StatusfE7S [A%) (Valid) [Valid: RRS 5D Z & 2R LET,

scopesecurity

showkeyring keyring namedetail

151 -

fp4120 /security # scope security

fp4120 /security # show keyring firepower cert detail

Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:

Version: 3 (0x2)

Serial Number:

45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
CN=naaustin-NAAUSTIN-PC-CA

Issuer: DC=local, DC=naaustin,
Validity

Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
L=San Jose, O=Cisco Systems, OU=TAC,

Subject: C=US, ST=California,
CN=fp4120.test.local
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:b3:43:8d:e6:06:
0d:1lb:ee:d8:1a:07:
al:9c:a3:8£:26:30:
50:0d:c6:c9:db:7d:
fc:27:30:bb:8a:dc:
d6:18:db:de:83:£5:
3a:dc:5b:2b:3d:c3:
al:b4:11:15:d7:48:
9e€:49:29:12:26:44:
20:de:47:££:50:45:
ae:d8:3b:28:a0:£5:

:91:f6:76:7e:2e:09:54:40:
:6e:75:2d:ec:ba:55:¢8:c0:

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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87:6c:91:2f:e0:f9:2€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:b4:26:a7:bf:20:6f:1la:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:bd:21:36:cb:2£:98:08:61:95:
5a:05:3c:69:e8:74:d4:7p:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services,CN=Configuration, DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%$20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:b1:2d:15:1b:£2:c6:39:10:
e3:£7:55:a3:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e:6e:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:bd:ed:ef:51:d5:1d:£f5:be:8a:d5:4c

MITE8DCCBJagAwIBAgITRQAAAATehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGOBGRYFbG9]YWwxGDAWBgoJkiadk/IsZAEZFghuYWF1c3Rp
bjEgMB4GAL1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4tUEMtQOEwWHhcNMTYwWNDI4AMTMw
OTUOWhcNMTgwNDI4AMTMwOTUOW)B3MOswCQYDVQQOGEWJVUZETMBEGALUECBMKQ2F's
aWZvcem5pYTERMASGALUEBXMIU2FulEpvc2UxFJAUBgGNVBAOTDUNPpc2NVIEFNS5c3R1
bXMxDDAKBgNVBASTA1RBQzEaMBgGALUEAXMRZNAOMTIWLNR1c3QubG9jYWwwggEL
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCROQwWIADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
RIHLPvIrHtYY296D9c/7N3Tee3gZczrclys9w+YDsTCCoNIuhKGOERXXSGF /343D
ikoJIn55JKRImMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRG0Jqe/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5gq9Tp3W0H2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQ4E
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROIBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSB1DCBOTCBzgCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUyMEN1cnZpY2VzLENOPVNl1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREMIbmFhdXN0aW4 sREM9bGOJYWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD91iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQCcBAQSBvzCBvDCBUQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdG1luLU5SB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTj10dWJIsaWMIMjBLZXk1MJBTZXJ2aWN1lcyxD
Tj1TZXJ2aWNlcyxDT]j1Db25maWdlcmF0aWOuLERDPWShYXVZzdGluLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWouQXvo
aG9yaXR5MCEGCSsGAQQBg] cUAGQUHhIAVWBLAGIAUWB1AHIAdgB1AHIWDGYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQObYHNUU/AIEA7UdOb1SIBG/PBZim
sgoIK60akbjotOTvUdUdIb6K1Uw=

————— END CERTIFICATE-----

Zeroized: No

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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AT L

B

A

rFSxrpiEBEN 2 =L

RDIEFE

BFLVMEH CE ZFEHENFEL TWVWD Z & 2R T DX, Web 77 DT KL A /S—|C
https://<FODN or IP>/ & AJJ1L . Firepower Chassis Manager {8 L &7,

G¥)

TIUPFIIELIT, T RVAAN=—DANHFICRE L GEHEOY 7V =7 M L E
o REFIENTEREM B AL AT LTHITSN TV DHE, 77 0P THED L DIIT 7
AT LRENRDHY ET, IPT FLAZEH LTI 78 X3 5L, BETE DFEAENEN S
NTWLELTH, Bl SSL =T — (@A N EL) R"An—shEd,
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%9%

T35y b I2A—LDETE

BEDEETE

HEFORRE, 103 ~—
Configuring SSH, 108 ~X—/
Telnet DFRE, 109 ~_—
Configuring SNMP, 110 ~=X—3
HTTPS OXE, 117 ~—
AAA DFE, 129 ~—
Syslog DE&E, 139 ~—

DNS — "D E, 141 ~—

HACHZZ2FEICRELEY ., BIIEO Y AT A2 FRT A2, T CHAT % o CLI =
<V REMEALTCUVATL2ORy hU—27 XA L7 v bhaji (NTP) ZRELET,

NTP O EIL, Firepower 4100/9300 ¥ ¥ — & ¥ ¥ —NZA VA h— /L ZN TN DT /3 A A
fcHBMICRBENET,

)

GE) Firepower 4100/9300 3 v — /(T Firepower Threat Defense # 5 AT 5 &, A~v— bk 74 AN

1E L < B

TN, ARG Y IR A A DA K T E T D L 91T Firepower 4100/9300

x —VICNTP % ET HHMENH VY £9°, Firepower 4100/9300 > ¥ — 3 & Firepower
Management Center (Z[f] U NTP $— & H$ 50BN H D £77,

NTP Z{EHT 5 &, [BAEDOKEZ (Current Time) | % 7 ORKRRFEI AT —H A2 FKRTEE
T, E2iE, [FFZI ORI (Time Synchronization) | 4 7' [NTP #—/3 (NTP Server) | 7—7 /L
D [P—"DAT—H A (Server Status) | 7 4 —/V R&EFHD L BEFRHDE NTP Y — DRI

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B
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AT —HABFRTEET, VAT LAPFENTP =N ELRTERWIES, [P—DAT—

A A (Server Status) | DFRICH DIHEWT A 2N Hh— I NVEHbED EFFEMEERTE £ T,

BRE SnfzBft EFRZIDRT

&
ATv T2

ATvT3

BALT—

ATy

ATy T2

ATvT3

ATv74

FIE

FXOS CLI IZ#5#: L ¥ 7 (FXOS CLI~DOT 7 &, (14 <—) &) |
BREINTAA L V=2 ERRTHITIE, RKOa~vr ReFEHLET,

Firepower-chassis# showtimezone

RE SN AT LR ARRT 2121E, ROa~y R LET,

Firepower-chassis# showclock

WOFITIE, BESNTEZZA LY = EBEOV AT A EZFRTAHELZRLTOET,

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

CDEETE
FIIE

VAT A ET—RFICAY ET,

Firepower-chassis# scopesystem

VAT AP —ERET—FIZADET,
Firepower-chassis /system # scopeservices

ZA L= ERELET,

Firepower-chassis /system/services # settimezone

ZORF T, KR, [H, BEIOX A LY = HRICHIET 2F 52 AT LI RO E

T, e bl EREAD LET,

o — g UEROIEERTETT AL, a7 IREREN, ELWEZA LY — U EWPRE
INTWEINERT DI Ok FET, HERTDHEEITL (yes) AL, BEEFT Y BV

T2HE1L2 (no) ZASLFET,
RESNTEFA L =0 BFRTDHIZEE, WOa~v» ReEFHLET,

Firepower-chassis /system/services # top
Firepower-chassis# show timezone

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F
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WA KPR IR I X A L Y — BB EL, RT3 a2 HEEL.

V= HRRT o L ET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set timezone
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

stralia 10)

rope
dian Ocean

vis

utch part)
ench part)
iquelon

bago

s Is

s (UK)
s (US)

Knox & Martin Counties

y

BALT—UDEE

HELTZZA L

Pacific Ocean

ic, Iron & Menominee Counties
y
y (except Mandan area)

y

avajo)

1) Africa 4) Arctic Ocean 7) Au
2) Americas 5) Asia 8) Eu
3) Antarctica 6) Atlantic Ocean 9) In
#2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico
12) Cayman Islands 39) St Barthelemy
13) Chile 40) St Kitts & Ne
14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (D
16) Cuba 43) St Martin (Fr
17) Curacao 44) St Pierre & M
18) Dominica 45) St Vincent
19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & To
21) El1 Salvador 48) Turks & Caico
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Island
26) Guatemala 53) Virgin Island
27) Guyana

#2 49

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations
3) Eastern Time - Kentucky - Louisville area
4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois,
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County
9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland Count
11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogeb
15) Central Time - North Dakota - Oliver Count
16) Central Time - North Dakota - Morton Count
17) Central Time - North Dakota - Mercer Count
18) Mountain Time

19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except N
21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

Cisco FX0S2.2(2)CLI O > D 4 ¥a L—

YarvAH4r IR
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29) Hawaii
#? 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/LosiAngeles (Pacific Time)
Firepower-chassis#

NTP Z{EA L =Bt &L FZIDEKTE

MY

NTP ZfEH L CREEI e — N U AT A& FEBLL, Ry T —7 T A7 AEOKREZ] % I [F 3
LET, 2O RFEEIX. CRLOWGE/R EIEMR X A LAY T Eieak E, RZNEE
REE KB £, IRK4BDONTP B —REHRETXET,

GE)

ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

FXO0S 2.2(2) LABETIEINTP X"—V = > 3 2 L £,

FIE

VAT L E— RICAD £,

Firepower-chassis# scopesystem

VAT AP —ERE—RICAD ET,

Firepower-chassis /system # scopeservices

fEE LA A M, TPv4 £720X1Pv6 7 KL ATNTP =% T 5 L5 v AT LAEHRELE
R

Firepower-chassis /system/services # createntp-server {hostname | ip-addr | ip6-addr}
KT ooy a kv AT AOBREICK L THEELET,
Firepower-chassis /system/services # commit-buffer

TRTCOREFE»NTP V— DR AT —F 22 FRT5I1T1T. RO HIITLET,

Firepower-chassis /system/services # show ntp-server

FrED NTP = RDRMIAT — & 223" 5120F, RO LI LET,
Firepower-chassis /system/services # scopentp-server {hostname | ip-addr | ip6-addr}
Firepower-chassis /system/services/ntp-server # show detail
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NP y—nodik [l

wIZ, IP 7 K1 A 192.168.200.101 ZEfDONTP Y —ZREL. T W7 v a  2MET 56
wRLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WIZ, IPv6 7 R LR 4001::6 ZFFONTP »—RERE L., b7V o v a  2HETHHIZRL
F9,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

NTP H—/\D &Il &

ATvT3

RTvT4

FIE

VAT A E—RIZAD FT,

Firepower-chassis# scopesystem

VAT AP —ERE—RICAD ET,
Firepower-chassis /system # scopeservices

FELEARA M, IPvd £72131Pv6 7 KL AD NTP — & HIR L £,

Firepower-chassis /system/services # deletentp-server {hostname | ip-addr | ip6-addr}

N oo va kv AT AOREICH L THEE L ET,
Firepower-chassis /system/services # commit-buffer

KIZ, TP T R LA 192.168.200.101 ZHFD NTP — &2 HIFR L, b7 P72 a » 2fEd 501
ZRLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WIZ, IPv6 7 K 1R 4001:6 ZFF O NTP —_ZHIEEL, P TV o v a v 2HETHHIZRL
ij‘o

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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Bt EEFZIDFHTOEE

N

Z T TI&. Firepower ¥ ¥ — L CHAF LR 2 FEyCTRET D HESDWTHHALES, AT L7
0y OEFIIEBICKMmIET,

G¥)

ATy I

ATy T2

ATvT3

VAT L 70y 7 BNTP =L FEEPTHL5E1E. B LRz FEITRET S Z &1
TEEEA,

FIE

VAT AL E—RIZAD T,

Firepower-chassis# scopesystem

VAT L YP—ERE—RICAD ET,

Firepower-chassis /system # scopeservices

VAT A vy ERELET,

Firepower-chassis /system/services # set clock month day year hour min sec

month |[Z1%, A DL ORI 3 LFEMEH L ET, R 24 BN CTANT20ERH Y *
T TRIE 1912720 £,

VAT L 70y Y OEFFEBICKMENET, Ny T 7 2HETLOLEIIH Y A,

WIZ, VAT h vy 7 ZRET L0 RLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

Configuring SSH

ATvT1

ATy T2

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

WOFNETIX, Firepower & ¥ —~D SSH T 7 & A Z AN E 1213845 775, B L OFEX0S
VX —V%SSHY AT hELTHIZT D HECOWTHEHLET, SSHIZT 74+ /L R TH
N> TWET,

FIE

VAT A E—RIZAY FT,

Firepower-chassis #scope system

VAT AP —ERE—RICAD ET,
Firepower-chassis /system #scope services
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Telnet DR 5E

ATw 73 Firepower ¥ —3~DSSH 7 7 ¥ AZ R ETHIZIE, ROWTNNEFETLET,
* Firepower ¥ —3~0D SSH 7 7 ¥ A& FFA[ T 5121F, kD a~> REAHLET,
Firepower-chassis /system/services # enable ssh-server

* Firepower ¥ ¥ —3~0 SSH 7 7 B A ZEET 521X, ROa~v REAHLET,

Firepower-chassis /system/services # disable ssh-server

ATy T4 TPV arEVAT AORECK L THELET,
Firepower /system/services # commit-buffer

KIZ. Firepower ¥ ¥ —3Y~DSSHT 7 ¥ AZHFIMNI L, T oW 7 v a U EEET 2012~ L E

ﬁ‘o

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

Telnet D% E

WODOTFNEIL, Firepower ¥ ¥ — 3~ Telnet 7 7 ¥ A & H & F 713 Whic 35 HiEaRL TV E

Fo F7AA NTH, Telnet 137 4 £ —7 M7 TOET,

N

GE) BTE, Telnet (X CLI ZfHH L TOAFKETEET,

FIE

RATYT1 VAT AE—FRICALET,
Firepower-chassis #scope system

ATYT2 VATAH—ERE—RIZADET,
Firepower-chassis /system #scope services

AT w73 Firepower ¥ v —3~D Telnet 7 7 ¥ A ZRET HIZ1E. ROWTNNEFEITLET,
* Firepower 3 ¥ — 3 ~® Telnet 7 7 B A ZFF R[4 51213, kDa~ FE AN LET,
Firepower-chassis /system/services # enable telnet-server

* Firepower ¥ — 3 ~® Telnet 7 7 B A ZER T H121E, kDa~ FE AN LET,

Firepower-chassis /system/services # disable telnet-server

ATYvT4 TP varkEVAT AOREICK L THEELET,
Firepower /system/services # commit-buffer

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K
I
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Wiz, Telnet AL, T oV o7 g 2EETHH 2R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

Configuring SNMP

Z Z i, Firepower ¥ ¥ — I T® Simple Network Management Protocol (SNMP) DFREHiLIZD
WTHRH LR, FEIC OV TE, RO ME Yy 7 Z2ZRL TS,

SNMP DO#E

By hU—7FH T o hajsl (SNMP) X, SNMPvX—V ¥ txo—V = MEOBEH A »
=V T7r—~y bERMETS, TSV =Y a LAY T m b TT, SNMP T, Ry b
U= HADOT A ADTE=H ) 7 EEBICHEHAT A% L — 22U —7 L@ EEN RS
i‘j‘o

SNMP 7 L— AU —7 1% 3 SO TR SN E T,

*SNMP~3*—Y % : SNMPEZHERA L TRy NT—F TRALADT 7T 4 T 4 ZHIEI L., £
=HZ N T HAT A

*SNMP =—< = > | : Firepower D7 — X Z#fEFF L, SEITL L TEDT —H % SNMP ¥ 1 —
VXA T % Firepower vy —YIND Y 7 U =7 3 R—3 2 K, Firepower ¥ ¥ —(C
i, ==Yz b E—HOMBAEENTNET, SNMPT=—V x> FEFZIC L, v 5—
Cx b= MEOYU L—va vy P EAERT HITIL, Firepower Chassis Manager % 72
T FXOS CLI TSNMP Z A2 L, BEL £

c HHIEHRN—AZ (MIB) :SNMP=— = b EOBEBHMES T2/ bDaL s a,
Firepower > ¥ — /X, SNMPvl, SNMPv2c, 3L U'SNMPV3 Z %A — kL EF, SNMPvl L

SNMPv2ciZ&EBBH Y, a3 2= 4 _N—2 XX T s 2H LT, SNMPIZRD X S
ICERZRENTOET,

* RFC 3410 (http:/tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http:/tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http:/tools.ietf.org/html/rfc3415)
* RFC 3416 (http:/tools.ietf.org/html/rfc3416)

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
* RFC 3584 (http://tools.ietf.org/html/rfc3584)

SNMP ;& 4]

SNMP OEBE/LRHEHAED 1 SlF, SNMP = —V x> FOLBHA AR TXAZ LT, 250
FTIL, BRAZ SNMP v~ % — U O EETHLETH Y A, BT, AERZ—PERGE,
FRECE), BEGEOUIN, BRIV — & L OB OUIN, ZOMOEERA RN FEFRRLET,

Firepower ¥ — (%, FT7 v 7 F7213A 74— LT SNMP @A Z 4R L £, SNMP ~
X =T XL Ty TRAERICHEGRIGE 2 FE T, Firepower & ¥ — % b 7 v FINZE S
EIDEMHRTERWED, NI v 7OEEMEIEIA V74— XD BIELS RV ET, AT 4 —
LR ZZ(ETH SNMP v 12— ¥ L, SNMP 847w haj 5 —% 2= k (PDU) TAv
t— Y DOZAF EMERIGE LE T, Firepower v ¥ — TN PDU %5 L7aWGA, 41 v 74— ALH
KEFHETEET,

SNMP X2 1) 74 LANILELUHER

SNMPv1, SNMPv2c, EBILUSNMPV3IZZENENINDOEXF 2V T 0 ET A ERLET, X2V
T4 ETNEBIR LIS 2T 4 LoULOMBEDLEIZL Y, SNMP 2 v — OB PIZE
HENnNs2tX=2 07 40 A= RFED 7,

X2V T 4 LoV, SNMP R 7y FIZBEMIT TN D A v =V 2 RRT D72 0OITMNE
IRREERRE LE T, HRLUE, A v B—URBR SR K D R E TR O LR B
BMNEIMDERELET, PR—FEND2EXF2UT 4 L-ULT, X2 T 4 BETFLNHRES
NTODEMNZE-THRARED EF, SNMPEF =2 U T 4 LoyblE, ROMERD 1 DL EEHHR— b
LT,

* noAuthNoPriv : 8il72 L. {7z L

* authNoPriv : FBiEH V. K E{k7e L

° allthPI'iV FIALA uE&) D %'ﬂﬁ&) D
SNMPV3 Cit, Ex=2UT 4 ET/NEEF2 YT 4 LULOMEREHEEINTOHET, B2V
T4 ETNE, 2= B2 NRET I 0NV 2RTETHIRAESFXTT, EF=2U T4 LR
EE, BXF 2V T =T AVNTHAENDEF 2T DLV TT, X2V T 0270 E8

X2 VT 4 LYULOMABEDEIZE Y SNMP ATy MUEFICREA SN 28X 2T 0 A0
= ALDBIRED £,

SNMPzXa21) T4 ETILELRILDYR—FEINTWAHEAESHE

WDFEIZ, ExXF2 T4 TFTNLELLOMAGEDOEDOEKEZ R LET,

Cisco FX0S22(2) CLIa > T4 ¥aL—Sa Y HA K
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B snwPB oy T i

R SNMPEFx1) T4 ETLEIUEFaU T4 LR

T3v b7+ —LOBRE

ETIL IK#EZR B g5 1t LEES
(Encryption)
vl noAuthNoPriv aAIa=F44AK|72L A3 a=FT4 Ak
Vs Uo7 ORE EAE
(Community HLUTRIEL =
string) D
v2c noAuthNoPriv a3a=F 44 AL 232=5 ¢ R}
Vs U7 ORE AL
(Community L CRERE L %
string) D
v3 noAuthNoPriv [—W4 oL a—HPLORE %
(Username) ] EALCERREL &
R
v3 authNoPriv HMAC-SHA 2L HMAC Secure Hash
Algorithm (SHA)
WDV CRRRE L
3w
v3 authPriv HMAC-SHA DES HMAC-SHA 7L
Y X LTHASN
THGFEL £
T — B2 W Bk
(DES) @ 56
By Mg, B
LU ST my s
4 (CBC) DES
(DES-56) fRYEIC
B W RHRE A
L E7,

SNMPv3 2 1) 7 1 ##8E

SNMPv3 1X, Xy NU—Z7RRAEAD 7 L—ADOEFELE S LEAEDELZ LI 2T, T34

A~DEX 2T T 7B AZFERLET, SNMPV3 I

B

Vv EXAE

L. SNMP A v —U%ZEE{LLET, SNMPV3 2—H_R—ZX X2 U5 1 EF/L (USM) 1%

SNMP A vtE—2 bbb tXa VT 4 25 L, ROV —ERERHELET,

[l Cisco FX0S 2.2(2) CLI o V74 FaL—2avHAFR

HHL—PIC LD EHEED B 2 7]
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A=V A v E—VUNRARERFIETERELIIMBEI N TV RWNT EZRIEL
FI, T, THX T UAR, BERETILOID LEWVHEE TEEI N TV RN

L RFEL £,
Ay b —URELOIE : ZIET —FE2RELA—FDOT AT T 4T 4 B SNIZZ
L RFEL £,

AoV OMEBEMEB L O R RERZ—Y, ToTF 4T 4. T A K L TCHERE
FIFHAMIZ LD R LWL DI LET,

SNMP H7R— k

Firepower ¥ % — /%, SNMP (2R DY KR — h Z#fk L 9,

MIB O HR— k
Firepower ¥ ¥ — 1%, MIB ~OFAR Y HEHT 7 8 A2 R—FLET,

SNMPv3 1 —H DR 7o ~bajL

Firepower ¥ % — /1%, SNMPv3 ==—+#® HMAC-SHA-96 (SHA) #8iE~7'm k2L &R — kL&
@—O

SNMPv3 1—H D AES TS5 4 /\>— JFO ko)L

Firepower ¥ ¥ — /&, SNMPV3 A v — VSt 774N — T m hard 12L& LT,
Advanced Encryption Standard (AES) ZffiH L. RFC 3826 (YL L £ 7,

TITAN—=NAT—FR (privA 7' a ) TiE, SNMPEFx = U7 5k NE& L TDES £
7213128 B h AEBS # IR TX £9, AES-128 DR EZ AN LT, SNMPV3 2—HHD 7 F A
N —INAT— REE®HDH &, Firepower v ¥ —NIZEDT T AN — XA T— R&EfEH L T128
vy b AES ¥ —Z 4 LE9, AESpriv /SA U — R, 8§ XFLLEIcLEd, XAT7L—X%7
U7 7HFANTRET 256, K64 LFaaETEET,

SNMP OEZEE KU SNMP T 0/3T 1 DERTE

FIE

ATYvIT1 EF=FVJ T EF—FICAD ET,

Firepower-chassis# scope monitoring

ATFvF2 SNMP EZAZNZLET,

Firepower-chassis /monitoring # enable snmp

ATY 73 snmpaIa=7 4 F—KICADET,
Firepower-chassis /monitoring # set snmp community

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B
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setsnmp community 2~ RZ AT 5L, SNMP2I2=F7 4 2 ANTDH LI ITKRDLNET,

RTvT4 SNMPaa=7 &4 EELET, NAV—RELCala=T44&2FHLET, a32=7~«
AlE, R 32 LFOFEBF THRETE £,
Firepower-chassis /monitoring # Enter a snmp community: community-name

ATYT5  SNMP DY AT ALY FOEMKLELIEE L ET, VAT LHEFEOEKES (EFA—L T N

AR, AL EAEEF SR E) 1T K 255 LFOFEBFTHRETE £,
Firepower-chassis /monitoring # set snmp syscontact system-contact-name

ATvTFT6 SNMPxT—V =l b (=) BEFTTLRAMOHFEBELET, VAT L unr— a4
(T KR S12 LFORFT TIRETE 7,
Firepower-chassis /monitoring # set snmp syslocation system-location-name

ATYTT1 "IV IV arEVAT AOREIKH L THELET,
Firepower-chassis /monitoring # commit-buffer

WIZ, SNMP ZA7%5Z L, SnmpCommSystem2 & 9 4RO SNMP 21 2 = =7 4 2% E L,
contactperson & VN9 A4 HID AT MG 2 5% E L, systemlocation & VY 9 A RTOEE L 77— =
VEHREL, NI varvEaly MTARERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

ROEZE
SNMP 7 v 7B L a2 —HZ2Erk L £,

SNMP +5 v TD{ERK
FE

ATFYvT1 EF=ZJ T EF—FICAYET,

Firepower-chassis# scope monitoring

AFv T2 SNMPAELET,

Firepower-chassis /monitoring # enable snmp

ATYT3 HRELEKRA M, IPvAT RL A, E721EIPv6 7 RLATSNMP b7 v 7 E2ER L £,
Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

AT7Tv T4 SNMP 7 v FIEMT D SNMP 2 2 =7 (A &RELET,
Firepower-chassis /monitoring/snmp-trap # set community community-name
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ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

snvp Sy TR Il

SNMP k7 v AT 5 R —F&2fEELET,

Firepower-chassis /monitoring/snmp-trap # set port port-num

N7 o FIET 5 SNMP N—V 3 VBRI OETVEEELET,
Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2c | v3}

UEE) HETEH T TOEATHEELET,

Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
ZZICERENDEIFTKRDO E B T,

*RN—=U 3 0T V20 F 21T V3 ZBIRT S A 1 traps,

¢ N—T g T v2e ZIEIRT 555 1T informs,

GE) NR= g NI V2 BEBIR LB DR, A 7+ —hEHMEEETEE
hj‘o

EE) N—=Yar b L Tv32@RLEGEE. MT y FICHEEMNT DHREZRE L £,

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
ZZICERENDEIFTKRDOE LY T,

*[auth] : FBREH 0 | HF (b7 L

* [noauth] : FHFEZR L, HE5{k7e L

*[priv] : REDH D . BFFLH Y

KT r v a BV AT AOBREICK L THE LET,
Firepower-chassis /monitoring/snmp-trap # commit-buffer

WROFNE, SNMP ZfEH FIREIZ L, IPv4 7 R AZfEH L TSNMP 7 v 72k L, T v
AR — bk 2 T SnmpCommSystem2 = X = =7 4 2T 2 L9 EL., =T a3 & V3 ITRIE
L. @Y A 7% traps ICF%E L. V3 HERRZ priv ICRRE L., b T v ¥ v a v a2EELET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #

WROFNE, SNMP ZfEH FIREIZ L, IPv6 7 L A& LTSNMP 7 v 7 2fEk L. F7 v
2378 — b 2 C SnmpCommSystem3 = X = =7 4 ZfHT 5 L2 E L, N"—T 3 V& v3ITRE
L. @EH A 7% traps IZa%E L. V3 MERRZ priv ICRRTE L., h T v ¥ 7 v a v 2T LET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* # set port 2
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set version v3

set notificationtype traps
set v3privilege priv
commit-buffer

Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap #

#
#
#
#

SNMP 5 v T DOHIk

ATy

ATy T2

ATvT3

FIE

T ) F E— RICAD F1,

Firepower-chassis# scope monitoring

FRELZAA NERLILIP T RLAD SNMP b7 v 7 &#HIERL £,
Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}
NTUP T a BV AT AOREICH L THELET,
Firepower-chassis /monitoring # commit-buffer

WIZ, IP7 FL-A192.168.100.112 TSNMP +7 v 7 %HIE L, NIV 7 v a a2ETHH0%

RLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 1 —H D1ERL

ATy I

ATvT2

ATvT3

ATvT4

ATy TH

FIE

ET=X YT ET— RIZAD F1,

Firepower-chassis# scope monitoring

SNMP #HZZ L ET,

Firepower-chassis /monitoring # enable snmp

FEiE L7~ SNMPV3 = —H &2 ERk L £,

Firepower-chassis /monitoring # create snmp-user user-name

create snmp-user =~ REZ AJjT5 L NAU—FR2ANTHLIITKROLINET,
AES-128 Wi S b D 2 A 2h E 72 13T L £,

Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}

7 7 4V N Tlt, AES-128 BF S LIT SN 22 > TV E T,

2—HF FIANR— AT — REEELET,

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F



| I5vtror—snomE

ATvT6

snvp3 1—vodik [l

Firepower-chassis /monitoring/snmp-user # set priv-password

set priv-password 2~ > REZANTHE, T4 N — RRATU—REA L, #ERETDHLIITK
DHIET,

NPT a VAT AOREICH L THEELET,
Firepower-chassis /monitoring/snmp-user # commit-buffer

WORFITIE, SNMP ZA%0E L, snmp-userl4 & 9 &R SNMPv3 = —H Z{ERk L, AES-128 I
BALEHL L, NAT— RBIORTFTA N — RRAT— R REHFEL., NG HFroar %o
Ty hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

SNMPv3 2 —H DAl

ATy T
ATvT2

ATvT3

HTTPS D

FIE

EF=HY 7 E—FICADET,

Firepower-chassis# scope monitoring

8 L7z SNMPV3 = — & HIBR L £,
Firepower-chassis /monitoring # delete snmp-user user-name
NI T v a BV AT AOBREICKH L THEELET,
Firepower-chassis /monitoring # commit-buffer

KIZ, snmp-userl4 &9 SNMPV3 = —H%HIfR L., NTo V7 v a v aiET sHl2rLET,
Firepower-chassis# scope monitoring
Firepower-chassis /monitoring # delete snmp-user snmp-userl4d

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

Z ZCIX, Firepower 4100/9300 > v —3 THTTPS # % ET 5 Hik&EilH L £,
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A

() Firepower Chassis Manager % 7213 FXOS CLI Z{ ] L T HTTPS A" — h 2 A H TX £§, o
HTTPS D137 T, FXOSCLI #ffl L TOHRETE ET,

iEAE. ¥— VY. FSRMRAUE

HTTPS 1X, AHF—A > T7 T AT 7F v (PKI) ZEHL T 747> D7 Z UYL Firepower
4mwmo/% VRED2ODT A AW TR 2 T RIEE AL LE T,

EEX—&X—1UY
B PKIT /3o AL, WNERF— U o 712 B D Rivest-Shamir-Adleman  (RSA) B 5% — D27 (1
DNETTARX—hr, H I 12EFRTV v 7) %1%1?#1/&?“ WITNNDF—TTHE LI A >
=, b HFOXF—TCHEE I TEET, b A ve—VERETLHE. EBES
358 DA F—Ch (b L., xm%i@a@w&# ZHEALTRA v =% 5L LET,
EEHIT. MAOWMBEX—THHEDO A v —V %L (B4 LLEINET) LTART—
DODITEEZIEAT 22T ET, ZEEDEYTLAMF— %ﬁ%bf%/ﬁ~9%EﬁK
BELTE DA, BEENMIGTIMEXF—ZHA L TWVDL I ENERAEINET, BExr—
@Eéiéiéifﬁm\L%@EéiSUt/F“@MSE/FT?O*&% 2. Hund— X
DHEENWF—DOFNEXF 271240 £9, FXOS Tl, MUIZ2048 By D F— T 2 &TT
AN EOF— VTR REENNET, LT, BMOX— VT EERTEET,

7T AGBPEESNIZY | GEHENBIREIIUC 720 LTEGA1E. 7740 bOF— Y 7
AEAE 2 FEVTHAER T 2BENDH Y £,

FEEAE (Certificates)

TR T RBEERERT DL, FT200T A ARENTNDT P HNVGEHEEZ L FT,
REEIL, T ZAD IDICHT 2 BAFAERE L BICT A AT —%2FT 7 7 A LT
T, Bt EINTZBEEZ YR — T 572012, T/ ATME DX — X7 LB O H B4 EH
BERAERTEET, VE— K 2 —VFRACEBLMRAZTLZIRRTH T3 RCERT 256, =—
FIETNA ADID ZFHHEICHRGET D2 Z N TET, 22—V D7 T U FIIRINCRIEICEE T 2 %%
ZFRRLET, T 740 FTIE FXOSIZIXT 7 4L bDF— U o I b DOARBF— %28 ek
AHDOBEBLAEHENE ENET,

FSA MRS E

FXOS (28 /) 72 iBGE 2RI 2 72012, T4 ADID 27EHT AEE T Y —2 (%0, b
FARRALR) DO —RR=FT 4GEAELREGEL, A VA=A T&EET, =K —F ¢
REREIX, BITE T A N AA U Ob— MNREER (CA) . [ CA, 723 — K CAIZD7%
MNHRTARNF 2= D—HERDNTARNT U H—DNTAN) Lo TELENET, HL
WRERAEZ ST 5121%, FXOS CRERAZERZAMR L, M T A N RA » MIEREZEET 4
ERHY ET,
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SFEEHEEIL, Base64 = 21— K X.509 (CER) 74—~y hTHAVENHY £7°,

X— )T DIER

&

ATy T2

ATvT3

RTv74

FXOS %, 774N E F— V7 %ED, mASHEOX— Vo T EYHR—FLET,

FIE

X2 VT 4 = FICADET,

Firepower-chassis #scope security

F— Vo7 aERR L. ARl £7,

Firepower-chassis # createkeyring keyring-name

SSL¥—mDty MREKELET,
Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}
N ¥rvavzELET,

Firepower-chassis # commit-buffer

WOFITIL, 1024 By bOF— YA XDF— U 7 E2/ER L ET,

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ROEXE
ZOx— U7 OFHETREERL T,

TIAHILE FT— 1) TDBER

ATy I

ATvT2

7T AZHPERINTZY . GEAENBIREOINIC R 5720 LEELAIE, 7740 boFxF— 1 7
AE &2 FEVCTHAENR T 2LENH Y £,

FIE

X2 VT4 B— FICAD F,

Firepower-chassis #scope security

TNV F—= VT TEF— D7 X274 T—RIIAYET,

Firepower-chassis /security # scopekeyring default
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FEBAE ERDIER

TN F— VT ERFAERLET,

Firepower-chassis /security/keyring # setregenerate yes

NZoH T v a v EEELET,

Firepower-chassis # commit-buffer

wiZ, T7 4N F— VT EHAERKRTDHIEZRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

F— )T DIAZERDIERK

BEXAToavtEnd— ) o OAEERDIER

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

FIE

X2V T 4 F— RITAD FT,

Firepower-chassis #scope security

F— Vs Dar74Xalb—ar ET—FCADET,
Firepower-chassis /security # scope keyring keyring-name

BESNIEIPVAETIZIPVG T RLVA, F03 777 w7 A —aRky NOA4RTEFEH LT
SERETR 2 1ERR L E 9, SEHEERONRZAT— REANT I LRk LNET,

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |subject-name name}

FNSoW o a s RHELET,

Firepower-chassis /security/keyring/certreq # commit-buffer

A —=LThrI AT =53RS E TR RRER FEE R 2R R L E T,

Firepower-chassis /security/keyring # show certreq

WOEITIE, BALT T a v ftxox— U o FIZoONTIPvET R U R TaFBETR %2 (ERk L TF
%Li—é‘o

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:
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State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZ IThvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEGS5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/wQQMA6CBNNhbWMwNICECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyu4satpyiPqVVOviKZ+spvc6x5PWIcTWgHhHB8BimOb/00KuG8kwf IGGSEDIAV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

ROER

CEFHAEEROT ¥ A b & BEGIN BLXWEND{TA#EHTCat —L, 77 A /WEIELE T,
X— VT OfEAELZRET 5720, GEHEERZEL 77 A NVE NT AN T I—% T
ERREERICEE LET,

CEIA D HA Y BEMERL, FTR b T U h BRI B T b T X b O O
Fr—rERELET

HlA Toa v ftEDX— ) T DIRAEERDER
FIE

ATFYT1 X2V T 4 E—RNIAYET,

Firepower-chassis #scope security

ATFvT2 XF—=Vrr/0ar7 4 Fal—rarE—FRIIAYET,
Firepower-chassis /security # scope keyring keyring-name

ATYvT3  GEMIEEREFER L ET,

Firepower-chassis /security/keyring # createcertreq

ATy Ts SHRFEELTCWAEOEz— REEELET,

Firepower-chassis /security/keyring/certreq* # set country country name

ATvF5  ERICBEEMT bR FAA Y R—24 =3 (DNS) 7 FLREHELET,
Firepower-chassis /security/keyring/certreq* # set dns DNS Name

ATY 76 FEAFERICEEMNT ONTZE AL T RLAEZRELET,

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

ATw 1  Firepower 4100/9300 > v — D IP 7 KL AZIEEL T,
Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

ATV T8 FEEZIERL CWOERORENTFET 2T E T2 HEE L £7,
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ATvT9

ATv 710

ATvIN

ATv 12

ATy 713

ATV 714

ATv 715

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

AEAEZZR L CW D2 E L £

Firepower-chassis /security/keyring/certreq* # set org-name organization name

Mk = FEFREL 7,

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

SFRAEESRICET AL S a v DA T — REEELET,

Firepower-chassis /security/keyring/certreq* # set password certificate request password

FEHEZZR L TO D ORI FIET 2INE I TEIX S 2 E L ET,

Firepower-chassis /security/keyring/certreq* # set state state, province or county

Firepower 4100/9300 > ¥ — 3 OFEREM N A A VA5 FFEL ET,
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

rNooW s a o EHRELET,

Firepower-chassis /security/keyring/certreq # commit-buffer

A =L THrI7ADN T U —F TG RICAE TR Rt FEE R 2R R L E T,
Firepower-chassis /security/keyring # show certreq

WOFITIE, AT a o fTEDxF— U 12O TIPvA T R U A TIEEE R 2 ERk L TF

TLET,

Firepower-chassis# scope security

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Certificate request ip address:
Certificate request e-mail name:

/security # scope keyring kr220

/security/keyring # create

/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*

certreq

# set ip 192.168.200.123

# set subject-name sjc04
set country US

set dns bgl-samc-15A

set email test@cisco.com
set locality new york city
set org-name "Cisco Systems"
set org-unit-name Testing
set state new york
commit-buffer

= = S 3 S S 3 3

/security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request country name: US
State, province or county (full name): New York

Locality name (eg,

Organization name

Organization Unit name (eg, section): Testing

Request:

city): new york city
(eg, company): Cisco

192.168.200.123
test@cisco.com

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mM4ARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/wWQQOMA6CBNNhbWMwNICECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw5 6RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVOviKZ+spvc6x5PWIcTWgHhHE8BimOb/00KuG8kwf IGGSEDIAV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==
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Firepower-chassis /security/keyring/certreq #

RDIEZE

AEAAEFEROT $ X b & BEGIN KB X WEND T2 5O TCat—L, 77 A /MR TFELET,
X— VU OMAELRET L0, FAEEREZED 77 ANE NTAN T U I—F7
ITERFE RIS EE LET,

*rIFAMRA LV IEERL, FTARN T U AI—0ZITH-7- M7 A FOFFHAEDFFHE
Fr—rERELET,

FSR MRS FDIER

ATy T

ATvT2

ATvT3

RTv74

FIE

X2 UT 4 = RICADET,

Firepower-chassis #scope security

FIZARMRA P EERLET,

Firepower-chassis /security # createtrustpoint name

ZDORFALRA L FOGERAEERERRELET,

Firepower-chassis /security/trustpoint # setcertchain [ certchain ]

A~y FCREAFEBREZEE LRWGE, b— FRAER (CA) ~DOFBFEARAZERT H T A b
RA L FOY A PEZTREAFLZANT L L9k ET, ANRNEDRDITIZ, ENDOFBUF
EANLTHRTLET,

BE  GEWEIL. Base64d = 1— F X509 (CER) 74—~ v FTHLILENDHY %
‘dAO
NZUH T va BRELET,

Firepower-chassis /security/trustpoint # commit-buffer

WROBNE, BT A RA L FERER L, R T A b RA 2 MIGEAEZ R L £37,

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

v
1
1
1
1
1

w

=

@

it

2

(@]

5

H

H

]

g

H

=1
i
1
1
1
%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1Nj tcEMyZ+£7+3yh42

VVVVVVVYVVYVYV
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B = v /7~oamzosof—+t

1ido3n040XikdjBOMQswCQYDVQOQGEwWJVUZELMAKGA1UECBMCQOEXFDASBGNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ21luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWEB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5fKgGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

> === END CERTIFICATE-----

> ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

RDIEFE

IR LTI —FITEERER X — U U TREHEA RS L, F— VA AR — L E
D

VVVYVYVVYV

F— VT ADIEEDA LK— b

ATy T

ATvT2

ATvT3

ATvT4

ATvTH

IZC®HBHII
cXx— VU HFHEDHAEF 2 — L FE N P T A N RA U P ERELET,
*hF A T A F AR — U v VR EE B LT,

FIE

X2 U7 0 E—FICADET,

Firepower-chassis #scope security
EAEEZZTMAF— V7 Cary7 s Fal—rary = RICAVET,

Firepower-chassis /security # scopekeyring keyring-name

X— VU TRAEHEORSITO F T AN T oA —FIFERRERICR L T A R ARA U R EEEL
\i ﬁqo

Firepower-chassis /security/keyring # settrustpoint name

F— VU TAAEEZANLTCT v 77— RT5700X AT a7z LET,
Firepower-chassis /security/keyring # setcert
Tur7RT, bTA DT A= FTUTRERER N BT M IREEO T F A 205D 11T %
3, AEEDO%OFTIC ENDOFBUF & A/ LT, SEEDANEZZT LET,
EE  GEHEIT. Baseo4d =2 2 — F X509 (CER) 74—~y FThHLILENRDHY F

R
NV v a v ERELET,

Firepower-chassis /security/keyring # commit-buffer

WIZ, PTAPRA L PEEEL, GEHEEZX— U 70, Y AR—= M5Bl eR L ET,

Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F
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Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

\
!
1
1
1
|

o

=

@

H

4

Q

%

H

H

m

2

H

1
i
1
1
1

MIIB/zCCAWgCAQAwWgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1lR1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKOND1
GMbkPayV1QjbG4MD2dx2+HS8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkq
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqglzXcz75+VFj2I6rH9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3ochad=

VVVVVVYVYVYVYVYV

v
1
1
1
1
1

g

o

N

E

H

H

‘i

g

H

=1
1
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ROEXE
X— U T EHHLTHITPS Y—E 22 & ELET,

HTTPS D% TE

>

HTTPS THEAT R —hFex— VU T OEREZEGD, HTTPS DX ELE T L2k, + 7%
JarvEREERIZaIy AR ET I, BIEDOTXTO HTTP BLXRHTTPS v o 3
NFEELRLEALLNET,

FIE

ATY 1 VATLAE—FRICAD ET,
Firepower-chassis# scope system

ATvT2 VATAH—ERAE—FICADET,
Firepower-chassis /system # scope services

ATv7F3 HITPS V—EREZHZHITLET,
Firepower-chassis /system/services # enable https

ATv74 (E&) HTTPS #ki TEH SN o R — F&fE L £7,

Firepower-chassis /system/services # set https port port-num

ATy TH (F&) HTTPSIZx L TIER LI=F— U vV o4miaiEE L £,

Firepower-chassis /system/services # set https keyring keyring-name

ATvT6 (EE) FAACTHHSNDIESAA—F X2 T4 DL~V EEELET,

Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode (213, LA FOWTNODOF—T — REHFETEET,
* high-strength

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K
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ATvT1

ATvT8

ATy

HTTPS 7R—

ATy

ATy T2

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F

* medium-strength

* low-strength

*custom : T— VP EFEDKF 5 A A — MO XFHZFEETE ET,

(&)  cipher-suite-mode 7% custom (ZF% & SN TWNWDGATR, RAAL T LT AFZ L L
NOBEEAL—F X2V T 4 2HEELET,
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string 1Z 5 K 256 LFTHEA TE £9, Z4UiX OpenSSL 55 A A — MMIARIZ HEHL
TOMENRDY £, WERE, AXN—ZAPRHECFIEH T EA, | (RER) | + (75

ZFHF) - (A7) L BEO: (mry)  FEMIZOWTIL, hitp:/httpd.apache.org/docs/2.0/

mod/mod_ssl.html#sslciphersuite 2/ LT < 72 &0,

72&z1E, T 740 b E L TFXOS MMEMAT 2 PgEAAE DO TFINILL T & 720 £97,
ALL:'ADH:'EXPORT56:!LOW:RC4+RSA:+HIGH: +MEDIUM:+EXP:+eNULL

GE) ZODOA T a i, cipher-suite-mode 7 [custom]custom LS TR E S LTV DG A TR
ESET,
(EE) FERELRZNY A MaEE, A EIFEDIC L ET,

setrevoke-policy { relaxed | strict }

RN a VAT AOBREICH L THEELET,
Firepower-chassis /system/services # commit-buffer

WOHITIE, HTTPS AL, A— FEBZ 443 ITHEL, F— U 74 % kring7984 (T34 7E
L. BEAAL—FDEX2YT 4 LLEEIKREL, FTv¥r7vavryazaly bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

FDERE

F 7 4/ kTl HTTPS — B A IR — F 443 THRIZ 2 > Tk, HTTPS Z Wi+ 5 = &
X T EHAN, HTITPS Bl 2R — MIEFE T £,

FIE

VAT A ET—FICAY ET,

Firepower-chassis #scope system

VAT AP —ERE—RIZAD ET,


http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite
http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite
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ATvT3

ATvT4

x—yrroie I

Firepower-chassis /system #scope services

HTTPS ##fcic T 2R — M EHELET,

Firepower-chassis /system/services # sethttpsport port-number

port-number (21X 1 ~ 65535 DFEAFEE L ET, HTTPS X, 7 7 4 /L F TiEAR— b 443 THEIC
o THNET,

N H T a2 AT AOREICKH LTHRELET,

Firepower /system/services # commit-buffer

HTTPS R — h&EH L7412, BUEOT R TOHTTPS By v a VML B ET, =—HIE,
WD X D IZH LR — b &4 L CHE Firepower Chassis Manager (22 7 A T 208N H D £
—éAO

https://<chassis_mgmt _ip address>:<chassis_mgmt_port>

Z ZC. <chassis_mgmt_ip_address> |3 WIFX ERFIZ AN J) L7z Firepower > ¥ —> D IP 7 KL A FE
7oA A N4, <chassis_mgmt port> IXEATNZEE L7z HTTPS 78— T,

WIZ, HTTPS R — b BEEHZ 443 IZREL. M TF o HF o v a v a2HET HHE2RLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

F—1) 2T DA

&

ATy T2

ATvT3

FIE

X2 VT4 T—FICAVET,

Firepower-chassis #scope security

ARt EOX— U T EHIBRLET,
Firepower-chassis /security # deletekeyring name

N ¥rvarEaly bLET,

Firepower-chassis /security # commit-buffer

ROBITIZ, F— V7 2HIBRLET,

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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SR kRS DI

ATvT1

ATy T2

ATvT3

[T L& BHIIC

TS5v b T+ —LOHRE

RFZARNKRA U IRF— D Tk THEASINTWRNWI E 2R LTI,

FIE

XU T 4 F— RITAD F,

Firepower-chassis# scopesecurity

FBELEZFT AN KRA Y FEHIBRLET,
Firepower-chassis /security # deletetrustpoint name

N Y s varyEaly FPLET,

Firepower-chassis /security # commit-buffer

WIZ, FTADRA L FEHIBRT 262~ LET,

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS D& 1L

&M

ATy T2

ATvT3

ATvT4

FIE

VAT AN E—RIZADET,
Firepower-chassis# scope system

VAT A Y —ER = FIZADET,
Firepower-chassis /system # scope services

HTTPS % —E X &I L £,

Firepower-chassis /system/services # disable https

NIV I a Y AT AOREICKH L THRELET,
Firepower-chassis /system/services # commit-buffer

WIZ. HTTPS Sz L., S rvavraly M A6ERLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F
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AAA O

manse W

Y

aX AE

TZTIX, REE,. B BEIOT AT T 4 ST OWTEHA L ET, FEMICOWTIZ, RO b
'y 7SR T EEN,

AAA [ZDILT

AAAIL, 2V Ba—Z )Y —2A~OT 7 AEHHTL2OD0—HOY—E AT, R —%&H#
AL, HERRREZFTML, Y—EAOSITHNEREREZBMELET, o507 oL, %)
B3y N BHBIOEF 2V T 410 TEEE ARSI THET,

=HE
ait\A

PREE L — YV ERET HHIETT, 727 BARFAINDIZE, =—VFIEE., Ao —04
EENRRAT = RBRMETT, AAAT—NFE, 2—FD7 LT vy b T —F_R— X RTF
SNTWHMOZ—F 7 LT oy e LET, 7T oY AR —ELEHAIL, 2—
FiExry hU— &m@?ﬁﬁx#ﬁTéniﬁo&VT//kwﬁ—ﬁL@wﬁAu\ﬁum%
L., 2y NU—7 TR RFHEEINET,

¥ — U ~OE B A RET D X 9 1T Firepower 4100/9300 > ¥ — ¥ AR ETCEX ET, i
I, WOty a ryBEEnET,

* HTTPS
» SSH

YT A —)L

e

FAEFERY o —Z2@EHT 702 T, EOLIRTIT 4T 4, U Y—A, P—E R (TN
THT VAT 22— RS> TWDEONEHW LET, =2—FREIEEND &, 20—
WBEFESERIATOT I BARLT 7T 4 T 4 ZRA[SNDEREMERH VY £,

FHho>T4>% (Accounting)

THOT 4 7VE, T RARCA—YRNEE L) V=22 [WELES, i, ¥ A7

LM EZITE v v a VI — RN EZE LT — 2B R ENEENET, THUV T 4T

WL, FFRIHIAE, BR4e. RLY RO, VY —REME, v v T4 ST =0T 0TI T4 E
SIERENDE Y v a OFFER EEARREHRO e 7 2@ TiThbihvET,

ELE N m._f 77]@)7__’{ )7FEH®*EE1’EFE

PRERZ T THEAT 228 b, BUBIOT AV T4 7L EBITHMTHZ LB TEET,
EINGE9A AN :L*—“fd)nhniihﬂifﬁ)] THATODREND D £, TAT T 4 7720 THERT
D28t WREBXUREE EBITHEHTLZ LB TEET,
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B warJonsqs—oxE

AAAH—/N

AAAY— NI, 77 B AR S DRy T —27 = TY, BEET. 2 —F &L E
T AE, RBRESNIe A —FRT 7 v AT LARMERH D) V=R L —ERZRET LR
VR FELET, TAVCT 4 o 7E B LIS AR E T2 D) Y —2%iE
BRL £,

A—AL T—ER—ZAOYKR—k

Firepower > ¥ — 13, 2—¥ 7m0 77 A LV ERV AL LN TEDLIR— IV T —FRXR—RA %
HBLET, AAAV—ORDOVIZe—INV T =2 X=X FH LT, =—WGE, 80, 7Hhv
T4 T EREETLZEETEET,

LDAP 7 O/\f A —DHFE

LDAP 7 O/NA F—D 7 a/\T 1 DHTE

ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ZDFRYTRET DT ANRT 4N, ZOXATOTRTOT 0N X —EEGROT 7 4V &E
TY, lxDOF /N X —IZWT PO T B RT ¢ OFTENE LTV DA, Firepower eXtensible
Operating System CE DR ENMEH S, 7 7 4V Mk EIXEHE I E T,

Active Directory 2 LDAP ¥—/3& LTl L TWA5A 1L, Active Directory —/3C Firepower
eXtensible Operating System |Z/NA » R$ 52— 7o FEERLET, ZOT7 T ME
IE. BIBREIIIC R B WS A T — RERELET,

FIE

X2 UT 4 = FICADET,

Firepower-chassis# scope security

¥ =2 U7 ¢ LDAP E— RIZAY £7°,
Firepower-chassis /security # scope ldap

BELBMEELE L a— NI = X—2RREeWRELET,

Firepower-chassis /security/ldap # set attribute attribute

RE LA G L a— RCT — 2 R_X—2ARmEERELET,
Firepower-chassis /security/ldap # set basedn distinguished-name

BELIEZANZEELLa— N7 — 2 _X—2AmBERELET,
Firepower-chassis /security/ldap # set filter filter

VAT BIRY— N LY ARREL L CEATT DHIIC, LDAP ¥ — 305 DISE 2 151K % A [H]
MRasELEd,
Firepower-chassis /security/ldap # set timeout seconds

NG H Ty a iy AT AOREIKH L THELET,
Firepower-chassis /security/ldap # commit-buffer

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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A

wap 7onq 5—oie W

W OB, LDAP JEE% CiscoAvPair (2, ~— RilkRI4: &
[DC=cisco-firepower-aaa3,DC=qalab,DC=com] (I, 7 /L ¥ % sAMAccountName=$userid, % 1 A
TUMMEREZ SBICREL., TV a v EELET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

GE)

2—H 1 7' A X LDAP t—H ® userdn 78 255 LT A2 5 L RIL £,

RDIEZE
LDAP 7w/ A X —%ERE L E T,

LDAP 7 O/\A Z—DER

AT

ATy T2

ATvT3

ATvT4

Firepower eXtensible Operating System T, K 16 ® LDAP 7' a3 A X —%HR—FLE T,

[T L& BHIIC

Active Directory 2 LDAP ¥—/3& LTl L TV 5 5A 1%, Active Directory —/3"C Firepower
eXtensible Operating System |Z/3A  R§ 52— 7o FEERLET, ZOT7 T2 M
X, WIREIIC 2 BN R T — RERELET,

FIE

X2 UT 4 = FICADET,

Firepower-chassis# scope security

¥ =2 U7 ¢ LDAP E— RIZAY £7°,
Firepower-chassis /security # scope ldap

LDAP #—/8 f v 2 & v 2 & B L, E% =2V F 4 LDAP H— F— FIZAD £,
Firepower-chassis /security/ldap # create server server-name

SSL A H A[RED G E . server-name 1L, #8H IP 7 KL AEZIZFQDN & 720 LDAP ¥ — 1Dt
X2 U7 4EAEANOIESA (CN) & EMIC—BL TV ARERHY £3, IP7 RLABREES
NTNLEEERE, DNS V—R"ERET HMLERSH Y 7,

(EE) ==Y o lur—LOEERFT 5 LDAP EIEZRE L £7,

Firepower-chassis /security/ldap/server # set attribute attr-name

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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LDAP O/ A 5 —DE&E

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

ATy 710

ATy TN

ZOTuNT 41F, WD, LBIEMEORXT TRESNET, VAT AF, 2—HF La—KT,
D@L L — ﬁ#éﬁ%@*biﬁo

F 7 4L bOBMEN LDAP 7 a3 X —IZ% L THRESNTWARWEAIL, ZOENRMNETT,

EE) VE—bPax—¥FRal AL, VAT EARFOZ—FLIZHESNT—F D DN OEE
kb L EIT, =R A BT 5 LDAP BN OB EDOREM4 2% E L E T,

Firepower-chassis /security/ldap/server # set basedn basedn-name

~N—Z DN O X%, K 255 XF)> 5 CN=username D E S 5| W R SICRETH I ENTE
%9, username (2 & Y, LDAP §&FE% ] L T Firepower Chassis Manager % 7213 FXOS CL1 (27 7
TALEHIETDHVE—F =PI SN E T,

T 7 4/ EDX—2Z DN 73 LDAP 7' B /31 X —|Zk L TRE SN TWRWGEIL. ZOENLE
T,

(EE) _X—ADNODOTRCOAT V=7 MIKT DaesB 0 HElR & RFRMER%Z FF>, LDAP
T—H X=X T Ay NOiB4 (DN) ZRELET,

Firepower-chassis /security/ldap/server # set binddn binddn-name

PHR—bINDHA NI T OERKET 255 307 (ASCI) T,
(fEE) LDAPWE#% ., EREINTZTA4NEZ L —HTH2—TLIZHIBEL £,

Firepower-chassis /security/ldap/server # set filter filter-value

TI7HN DT 4 /VE P LDAP 70N X —IZEHE SN TWRWEEIR, ZOENPHLETT,

NA LV RDNIZHRE L2 LDAP 7 —H#RX—R TH T hDO/NAY— RERELET,
Firepower-chassis /security/ldap/server # set password

FEHE ASCI X Fa ASj T Ed, =720, 1§ (BrZvarvigs) o 2 G/ o T=
(7)) IMEHTEEEA,

INAT— RERET DI, setpassword 2~ RE AL, Yo7 hTH—fEEZ AL TH
% Enter ﬂ? gL Liﬁo

(f£#&) Firepower eXtensible Operating System CZ 0D 7 12 /31 X' — % 2 — W OFEFEIfHE 5 )E
FataELE3,

Firepower-chassis /security/ldap/server # set order order-num

(f£E) LDAP V— L D@EIERAT AR — b2 EELET, EHER— FESI1L 389 TI,

Firepower-chassis /security/ldap/server # set port port-num

LDAP H— N Li@ET % & & DI SALDOEN 2 AR £ 723N L £,

Firepower-chassis /security/ldap/server # set ssl {yes/no}

AT a FROEBY T,
AL LB TT, B ka2 v — hTERWEEIE BERICRBL £,
W5 biT iz ©9, RRAEEMIZZ VT 7HF A M E LTEEINET,

LDAP CIE STARTTLS MEA S ET, Zhick v B— |k 389 24 f L 7- k2L 2 A Al e
AN/ S



TS99 b I+ —LOFRE

ATV 712

ATy 713

ATy 714

ATv 715

wap 7onq 5—oie W

LDAP 57— Z RXR—=ZA~DMWEDLENZ A LT 7 T 5L TOREERELET,

Firepower-chassis /security/ldap/server # set timeout timeout-num

1~60DEEEANTITEHH, 0 (Er) Z AL TLDAP 7V A XA — 2% L THRE L/ n—
PNIVEAL LT MEZERALET, T 744 ME 30 TT,

LDAP 7' 0 A Z—F 73— DR A 1R DN X — 2R E L T,

Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
FFva IO LB TT,
*ms-ad : LDAP 7'&2 /31 4 —|% Microsoft Active Directory T,

* openldap : LDAP 7' 12 /34 X% —|X Microsoft Active Directory Tlxd ¥V £t A,

(FEE) FEELRR ) R M2z A LE T,

Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

GE) ZORREIL, SSLAERMEM TEETH 2 HBICOAFEHT
R

NTUY Iy a2y AT AOBREICKH L THELET,

Firepower-chassis /security/ldap/server # commit-buffer

WOBITIE, 10.193.169.246 & 1> 5 £ HiiD LDAP #—/3 f > 25 ZZAE L, /31 » KDN, /3
AT — R, JE/F, A=k, SSL, X F—BMEEZREL, TP I a v ERELET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server #

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

H= = S

WOBHTIE, 12:31:71:1231:45b1:0011:011:900 & V5 L ED LDAP ¥— 3 A L A X o A ZAERL L.
/XA Y RDN, /SATU—FK_ JlEFF, A—F, SSL, "X —@Ea%EL, F TV 7 v a a2k
Ebiﬁ‘o

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*

set order 1

set port 389

set ssl yes

set timeout 45
set vendor ms-ad

H= = o
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Firepower-chassis /security/ldap/server* # commit-buffer
Firepower-chassis /security/ldap/server #

LDAP 7' O/\41 & —DHEIkR

ATv 1

ATy T2

ATvT3

RTv74

FIE

X2 UT 4 = FICADET,

Firepower-chassis# scope security

X =27 ¢ LDAPE— RIZAD £7,
Firepower-chassis /security # scope ldap

RELLEY—zHIBRLET,

Firepower-chassis /security/ldap # delete server serv-name

KoY Iy a2y AT AOREICK L THRE L ET,
Firepower-chassis /security/ldap # commit-buffer

WIZ, ldapl &9 LDAP — ZHIBRL, FT7 oW 7 v a v z2EET 20 %2R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS 7O/ A —MDETF

RADIUS O/NA A —D T ANT 4 DETE

ATy T

ATvT2

ATvT3

ZDHAYTRETHTONRT 4B, ZOXATDTRCOT 0 A X =i DT 7 + /L MR E
TY, lHxDOF /g X—ZWT PO T B RT 4 OFTENE LTV DA, Firepower eXtensible
Operating System CE DR ENMEH S, 7 7 40 Mk EILEE I L E T,

FIE

X2 UT 4 = RICADET,

Firepower-chassis# scope security

¥ = U7 1 RADIUS E— FIZAD £7°,
Firepower-chassis /security # scope radius

(EE) Y—R"Z2X T REEE L CHEAT SRS RADIUS H— N & OE 2 BT 2 M%%
fBELET,

Firepower-chassis /security/radius # set retries retry-num

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATvT4

ATy 75

raDIUS T7ong 4—nEE I}

EE) AT AN =X REEE L CHlAIT HEIIC. RADIUS 39— 305 OIS % Rk
T HREMMREEZRE L ET,

Firepower-chassis /security/radius # set timeout seconds

RN UP T a VAT AOREICH L THEELET,
Firepower-chassis /security/radius # commit-buffer

WOHNL, RADIUS OFRATEIENZ 4 IZREL. XA L7V MElEZ 30RIIREL. T 7
varikELET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

ROEXE
RADIUS 7' 1A Z—Z B LE T,

RADIUS 7O/ \14 & —D1ERL

&

ATv T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 71

Firepower eXtensible Operating System TlX, 5K 16 @ RADIUS 7' B /N1 X —% PR —F LET,

FIE

X2 U7 4 E—FICADET,

Firepower-chassis# scope security

¥ = U7 1 RADIUS E— FIZAD £7°,
Firepower-chassis /security # scope radius

RADIUS $r—/3 A 2 Z o Z%AFR L, t¥ =217 4 RADIUS H—/8 E— RICAD 7,
Firepower-chassis /security/radius # create server server-name

(f£E) RADIUS V—REDOEEIHEHATIZAR— T E2EELET,

Firepower-chassis /security/radius/server # set authport authport-num
RADIUS —/3 F—Z@&E L 7,
Firepower-chassis /security/radius/server # set key
—EEZRET DHITIE, setkey 2~ RE AL, 7o 7 FTHR—fEiEd AJ)LTH 5 Enter ¥ —
2L ET,

(EE) ZoV—DRITShDIRFZHEE L7,

Firepower-chassis /security/radius/server # set order order-num

(ERE)  H—/S% 4 0 RIE L L BT 512 RADIUS #—S & 0iffF & Fatf7 5 5 Bz
RELET

Firepower-chassis /security/radius/server # set retries retry-num
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B RrADUS TonsE—0BE

ATvT8

ATvT9

AT AN —RE X T REE L U CGRAIT AR, RADIUS H— 3005 OIS 5 2 > R
ZHEELET,

Firepower-chassis /security/radius/server # set timeout seconds

Ev b RADIUS V'R NA X —|C “HEERAEZIEIRT 525513, LVAEWY A AT U MEZERE
THIEERERLET,

NPT a2 AT AORTEICKH L THELET,

Firepower-chassis /security/radius/server # commit-buffer

OB, radiusserv’ &b\ﬁ%ﬁﬁ@‘ﬁ‘%/\‘%‘//’(?‘/x ZAERL L. FRFEA— b % 5858 1T E L.
X —% radiuskey321 I[ZEXE L, EFZ 2 ICRE L, HafTEEEZ 4 [BICERE L, 2 A LT 7 M &
30 L\—DX/:EL/\ —gﬁn@uﬁ%ﬁéﬁj L. NovH¥roarwras /}‘Lij—

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321

Firepower-chassis /security/radius/server* # set order 2
Firepower-chassis /security/radius/server* # set retries 4
Firepower-chassis /security/radius/server* # set timeout 30
Firepower-chassis /security/radius/server* # commit-buffer
Firepower-chassis /security/radius/server #

RADIUS 7O/ 4 & —D IR

ATy T2

ATvT3

ATvT4

FIE

X2 UTF 4 B— RIAY T,

Firepower-chassis# scope security

¥ = U7 ¢ RADIUS E— RIZA VY £9°,
Firepower-chassis /security # scope RADIUS

RELLEY—ZHIBRL £,

Firepower-chassis /security/radius # delete server serv-name

KTV 7y a &y AT AOBREICK LU THELET,
Firepower-chassis /security/radius # commit-buffer

®IZ, radiusl &5 RADIUS —ZHIBE L., b T oY a r 2HETHHEZRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #
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1acacs+ 7anq 5—nzE I}

TACACS+ 7O/ A —DEKE

TACACS+ ZO/NNA A —D TA/INNT 4 DEXRE

ATy I

ATy T2

ATvT3

ATvT4

ZOXATTRET DT ANRT 4R, ZOXATOTXRTOT a [ X —HGOT 7 4V bRE
TY, lx DT A X —=ZWT RO T BT o OFRENEENTODEA ., Firepower eXtensible
Operating System TE DR EDMEH S, 77 4 /0 PR EITEH I ET,

FIE

tx2UT 4 E—FIIADET,

Firepower-chassis# scope security

¥ =2 U7 4 TACACS+ E— RIZAD £7°,
Firepower-chassis /security # scope tacacs

(EE) VATIEINRY—REHE T ARREL U GERIIT DRI, TACACSt H— 35 DINE % 15
T ARFEIRIRAZRE L £9,

Firepower-chassis /security/tacacs # set timeout seconds

NI a B VAT AOBREICK L THEELET,
Firepower-chassis /security/tacacs # commit-buffer

WIZ, TACACS+ # A A7 v NEllgE 4S5 RICERE L, b T oY o v a v 2MET L0 Z2 R LE
j‘o

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

RDIEZE
TACACS+ 7' A X —EERR LT,

TACACS+ 7 O/\ A Z—MD1ERK

ATvT1

ATy T2

Firepower eXtensible Operating System TiX, K 16 ® TACACS+ 7' a2 XA X —%HR—FLET,

FIE
X2 VT4 = RICAD ET,
Firepower-chassis# scope security

¥ ¥ =2 U F ¢ TACACS+ E— FIZAY £,
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Firepower-chassis /security # scope tacacs

RATY T3 TACACS+ H—/ 3 A U AL U AEAERR L, £F =2 U T 1 TACACS+ H—/3 E— FIZAD 7,
Firepower-chassis /security/tacacs # create server server-name

ATY T4  TACACS+ I — " F—Z4EE L ET,
Firepower-chassis /security/tacacs/server # set key
F—HEZHET DI, setkey 2~ RE AL, v 7 FTxH—fEx AJ) L TH D5 Enter ¥ —
ELET,

ATvT5 EE) OV —"DBRITShDIEFZHEEL £,

Firepower-chassis /security/tacacs/server # set order order-num

ATYT6 VAT LANY—REXTRREL L CGRET DRI, TACACS+ B — 305 D& A 1+ 5 i
R EfEE L F9,

Firepower-chassis /security/tacacs/server # set timeout seconds

EY b TACACS+ 7oA X —Z ZEEHELZBINT H551F., LvEWE A LT 0 MEAZRR
ETHZ EAHERLET,
ATvT1 ({EE) TACACS+ H— L DOBEICHEHATLIAR—-MEHEELET,

Firepower-chassis /security/tacacs/server # set port port-num

ATFYT8 "IV I varEVAT AOREICKH L THELET,
Firepower-chassis /security/tacacs/server # commit-buffer

RIZ, tacacsserv680 &) A HTDH— 8 f L A X U A%AERK L, ¥ —% tacacskey321 IZF%E L,
N7 2 4 ICRRE L, RBREAR— F& 5859 IZREL, M T ¥ 7 var afET 202 R LET,
Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680

Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4

Firepower-chassis /security/tacacs/server* # set port 5859

Firepower-chassis /security/tacacs/server* # commit-buffer

Firepower-chassis /security/tacacs/server #

TACACS+ 7O/ 4 — D&

FIE

ATYvT1 X2V 7 4 E—RIADET,

Firepower-chassis# scope security

AT9TFT2  E&FX=2U7 1 TACACS+E— FIZAV £,
Firepower-chassis /security # scope tacacs

AT T3 FBELEV—_ZHIBRLET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATvT4

Syslog D3

&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

Syslog MEXTE [ |

Firepower-chassis /security/tacacs # delete server serv-name

N H 7 a vk AT AOREICKH LTHEELET,
Firepower-chassis /security/tacacs # commit-buffer

Iz, tacacsl &9 TACACS+ —ZHIBRL., T oV 7 a v 2EET A0 27 LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

JL ==
X B

VAT A OuX TR, T AND syslog T —F U EEITTEY—RADA v =V EINET S
FETT, Hihsyslogh— "~ X 7%, B/ BXOT 7 — FOERMITENL L ET, syslogV—
A, WL T X2 —2ar Ty AL T, AvE—UEZELTT 7 A VIR
BT 50 WHLET, ZoRRouex o 73, e 7 HORESNTEMA ML —U 2 R4 L E
T BIE V=T DT TN a—T 4 U TBROA T v MO TR L T,

FIE

EFE=Z VT E—RICADET,
Firepower-chassis# scope monitoring

a2 —)b~D syslog DIEEZ AN ETITENIZ L ET,
Firepower-chassis /monitoring # {enable | disable} syslog console

(fEE) RARTOHAvE—VORMUANAVEZRRUET, syslogMEHAIRETH D556, VAT
DIZDOVL RNV EDRA =V ary Yy —WMIFRLET, LUV ATV g TR EMEORIA
TERRENET, T74NV DL [Z VT 4 Bv (Critical) |1 TY,

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

FRXRV—=T 4 T VAT MTE D syslog lGEHROE=F U T2 GhETITEDLET,
Firepower-chassis /monitoring # {enable | disable} syslog monitor

(EE) BRTHAvE—VORKLAVEBRLET, E=FDIRENARIOHRE. VAT A
XZDOLNWPEDA Y E—VERRLET, LUV AT Vg VIREMEORIE T ER RS
F9, TIANIDOLYUE[Z VT ¢ BV (Critical) ] T,
Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

GE) [Z7 VT 441V (Critical) ] X0 FTOL~LD A vE—1F, terminal monitor =~ K

AN LG BIZDOHUERE = HICRRSNET,

syslog 7 7 A L ~® syslog D EZ AL Z AN ETITEDIZ L ET,
Firepower-chassis /monitoring # {enable | disable} syslog file
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ATy 717

ATvT8

ATvT9

ATv 710

ATy TN

ATy 12

IS5y b Ir—LOBE |

AyB—UNRREKIND T 7 ANDOAHIEREELET, 77 A NAITI6LFETANTEET,

Firepower-chassis /monitoring # set syslog file name filename

EE) 77 ANRET DA v E—VORJKLVANVEZRINLET, 77 A VOREPAZ DY
By VAT ANIEOLASNVL ED A =T % syslog 7 7 A WVITEBRIELE T, LV AT v a v
EERAMEORIET TR RENET, T4V FDLULE[Z VT B (Critical) ] TJ,
Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

TE) K77 A VAR (A NHEAD) ZEELET, ZOVA X258, kbHW
AR —VEEHOA =Y TEEES LET, ARREIHIL 4096 ~ 4194304 /31 R TT,
Firepower-chassis /monitoring # set syslog file size filesize

K 3 B DIES syslog H—/3X~D syslog A v E—VDEEFEERELET,

a) K 3 B OIS syslog h—/3~D syslog A v —VDOREEZADE - ITEDLET,
Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b) (fEE) SMBuZIRFT DA v E— VORIV EBRIRLET, U E— Mk maic
o TNWDIGE, VAT AFZEDLANVL EORA vy =V BB —NICEELET, LUL
A7y a NIBRAMORIECERREINET, TIANVFOLVE[Z VT 4 L
(Critical) ] T,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

¢) FEELZY E— b syslog h— "DHRA MEIZIP T RLAZBELET, HA X256
XFETANTEET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 |server-2 | server-3} hostname
hostname

d (EE) HELLYUE— b syslog V—NZEFE S D syslog A v E—JIZEEND 7 7V
TA LIV ERIRELET,
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

H—ANVKREILERELE T, ANELREDNCT 20— Y =T LIRODA~x > Fae AT
L/i‘é—o

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
ROWFNNNTI2 Y £,
caudits : TRTCOEER Y A X bORX U T EHNEITINLET,
cevents : TXTDVAT A AR  OBRX U T EANEITEDCLET,
*faults : TRTDOY AT AREEO X 7 2R ETTMAIC L ET,
NTUY T a v EELET,

Firepower-chassis /monitoring # commit-buffer

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ons y—noiE

WOFNE, a—hN 77 A NDsyslog A v =V DARL—VEEML, F TPy arE
EELET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* disable syslog monitor

Firepower-chassis /monitoring* enable syslog file

Firepower-chassis /monitoring* set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* set syslog file level notifications
Firepower-chassis /monitoring* set syslog file size 4194304
Firepower-chassis /monitoring* disable syslog remote-destination server-1
Firepower-chassis /monitoring* disable syslog remote-destination server-2
Firepower-chassis /monitoring* disable syslog remote-destination server-3
Firepower-chassis /monitoring* commit-buffer

Firepower-chassis /monitoring #

H o S S S 3

S AN SIL =
DNS H—/\D=XTE
VAT LTHEARNGDIPT KU ASOERPMERGAIL, DNSH—NZIEETHILERH D £
T, 72 & ZIE, DNSH— %5 E L TV WA TX, Firepower & ¥ — VT R EEAITH & &
12, www.cisco.com 72 FDOLRI#HHATEEFTA, V—DIPT FLAZEHTHZLERZHD F

T, ZAUTIE. IPVA EIE PV 7 RLZADW TN A TEE T, k45D DNS B— %
HETEET,

GE) HED DNS b —RERET LIRS, VAT LI LD —_OMRIEILZT 2 L2700 £,
oO—HNVEH I~ RN DNS —"OBBELEL T84, 3EBDDNS —Dh% T
ZUTIRBELET,

FIE

ATV Tl VAT LA E—FRIZADET,
Firepower-chassis #scope system

ATYT2 VAT AH—ERE-FIAYET,
Firepower-chassis /system #scope services

ATY T3 DNS P —NEAEREIZHIRT 5101, RO XS ICEa~r READLET,

CFREL7ZIPv4 F£7/21LIPv6 7 KL AD DNS — N2 fEHTDH LIV AT LEZHRTT HIZ
X, Roa~r ReffHLET,

Firepower-chassis /system/services # createdns {ip-addr | ip6-addr}

*FRE L7ZIPv4 £721LIPv6 7 KL AD DNS v —ZHIBRT A%, ROa~r REERALE
R

Firepower-chassis /system/services # deletedns {ip-addr | ip6-addr}

ATY T84 NIV I varEVAT AOREICKH L CHEELET,
Firepower /system/services # commit-buffer
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DNS H—/\DE&E

T3v b7+ —LOBRE

Iz, IPv4 7 K LA 192.168.200.105 @ DNS — %2R EL. " TV 7 v a U 2HEET 50 %

TLET,

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # create dns 192.168.200.105
/system/services* # commit-buffer
/system/services #

Iz, IPv6 7 R L A 2001:db8::22:F376:FF3B:AB3F @ DNS #—ZHEL. "TFo¥Fri g%
TeETHHE R LET,

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

WIZ, IP 7 R L% 192.168.200.105 @ DNS H— & Hil& L,

LEJ,

/system # scope services

/system/services # create dns 2001:db8::22:F376:FF3B:AB3F
/system/services* # commit-buffer

/system/services #

NI YT g UEEET DB E R

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # delete dns 192.168.200.105
/system/services* # commit-buffer
/system/services #
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* Firepower EX =2 VT 4 TTTAT UV A A H—T x4 AZDONT, 143 _X—¥
C A UB—T A R TONT DL, 146 X—

* K= b F ¥ RVDERR, 147 _—Y

* TVL—UT Uk —TIVDORE, 148 X—

C ALV AR—AENTNAEL X —T = f ADFER, 149 ~—

Firepower ¥ X1 )54 7754 T7VR A3 —TxA
A[ZDWT

Firepower 4100/9300 > v —< |%, EtherChannel (7R— K F ¥ /L) DA o Z—T = A AT T
<, B—DA & —T7 x4 AR — K LET, EtherChannel DA % —7 = A AZiE, FLH
ATDANA U Z =T =2 AR TI6HEDD Z LN TEET,

AR —T A RBAT

B B —T oA AL WROWNT DD X A 12720 F9,
*Data (T 741V 1K) :T—H A F—T A A TiHET A AW TEETEEHA,

* Management : ‘FHA 7 — 7 = A RTF@ET A AW THATE ET, ST 1 R
I, BHA VA —T oA A% | DT EV LB CHZ ENTEET,

Firepower Threat Defense 7 7"V 77— 3 > Cld, WHENREHA V¥ —7 = A AL, Wi
BA P —T oA RLEHGRBA Z—T oA AFTHE SNE T, FHHHEA X —T =
A RET A ZADMDA L Z—T 2 A ADHEI D BES LTV E T, Firepower Management
CenterlZ7 /A AZFE L, BT D70 SE T, Bl SSH — STEEL, MHE
DOu—NGRFE, IPT VA, BEXOAZT 4 v 7 v—T 4 7 ZMEH L E T, configure
network =~ > RZ&ff ] L C CLI Ci&E A MR T &, Management Center O [7 /34 A
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1va—Tr42EE |
B —roz7 52 R7

(Devices) ]>[7 /31 A& H (Device Management) ]>[7 /34 A (Devices) |>[EH
(Management) | fHI&2 5 IP 7 RV AZEFTTHZ L HTEET,

WA X — T 2 A RFTIRD DT —H A B —T = A AL L 1T, Management Center
[T /34 A (Devices) 1> [7 /3 A& (Device Management) ]>[A > & —7 = A A
(Interfaces) | M CHERK CEX ET, BMiA v ¥ —7 = A4 ADFEHIZA TV 2 T, W
AB=T 2 A RET—H L F =T =4 ATIL, umpitiRMmm%Bmﬁ%ﬁTT
XET, THAH =T AATSSHT 7 BAZFFA L2 AI1E, 72& 21, SSH T
IR ADBWA v H—T = A AT D Z k%f%iﬁowm4/& 7 = A ALEE b
T4 DRHEHFTL, FT T4y 7 DAVL—ITFFAILER A,

Firepower-eventing : Z DA > &% —7 = A A[X Firepower Threat Defense 7 /XA A D& H &Y
A L B—=T 2 A ATT, ZOA U F—T A ZA%2MWHT HITIE, FlrepowerThreatDefense
CLITIPT RV ARREDNT A= Z2BET 2HERHY £, 72& 2T, A<k (Web
AR N E) POEBRNT T 4w 0 BSHTEET, FlrepowerManagement Center =<
K U 77 L2 AO configure network =~ > RESZM L T ZX0,

Cluster : 7 7 A XL SNTGwBET A RAMEHT 245072 A 2 —T 2 A A XA T TT, Z
DEAT DA HE—Tx2ARAX, 2=y N7 ZAZRBEHO 7 7 A ZHEY > 72 BEH)
WZE Y ToNET, T7ANRTIEH, 7T AZGY > 7 13K — N F v 1L 48 [ZHEN
WAERL S IVE T,

() Firepower Management Center ¥ 7 (% Firepower Threat Defense CLI ZfffH L C, A > 74 v X7
22007 IV T TvAZT UM FRFT—FR— b A F =T =2 AERETE
FT, 20DR—b A TA LY RXTICRETDHE, 1 DOHE—DA U Z—T oA AL LTH
RELET, ZOREIL, FXOS vy — il s E T,

A TA 2 NTIFROHIRFENH D Z LITERE LTI ZEN,

2ODHR—h AV H—T oA RAI—BTHOIMLERHVET, 1 DDA T4 XTIZ
ZMNTDHE, FOR—=EIMBBIDOAL T A2 RTIESMTHILIETEERA,

TNV IIR—b, T—ER—=hr, TLAITT I ER—=bDIBA L TA L XTITHKE
TEFET,

FEABIZ DWW TIX,  [Firepower Management Center Configuration Guide] @ [Configure an Inline
Set of IPS-Only Interfaces] @ M &> 7 2SR L TS0,

IN—FKD T T INAINART

Firepower Threat Defense Tid, Firepower 9300 33 N 4100 > U —XDFFEDA X —T = A A &
Va—NVEEATHIET, N—RU =T NARZXERRERICTEEST, N Ry =T A

RNRANT, FEERZ N T 74 I RA L TA L A B —T = A 2 XTI THlAUET 2 2 & % b

LET, 2oL, Y7 by =7 £330 — R = TEFEORAERFIR Y U — 7 B & feRr
THEDIHHATEET,
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AVA—T (A REHR
svvfL—nvfi—+t W

W= R 2T NANZAEREIE, N— R =T N XA T TV r—va VNTRESNET, =
NEDA LV E—T A A N—FRT 2T NANRAXT L L THATALEELY A, Zh
5%, ASA & Firepower Threat Defense 7 7' U 77— a VOl FIZOWTEBHE DA F—T7 = A A
ELTHATEET, "= R0 =T XA RZAKEDA v Z—T 2 A A% T L—7 T T~ RA—F
MICRETHZ LIETERVWEDERL T EIWN, "= RU =7 N2 ERREEHT 51
L. AR— K% EtherChannel & L TRXE L2V TL Z3V, £ 95 TRWGRIE, ZThbDA ¥ —
T A ATBEDA L HZ—T 2 A A F— KD EtherChannel X > NE LTEDAHZ ENTEET,

Firepower Threat Defense |Z. LA FDETF/LDRED Ry NV —2 TV a—NLDA B —T = A A
NTTAN=RT=T SA SR &Y R— b LET,

* Firepower 9300

* Firepower 4100 > J — X
INHDETNALTHR—=RINTNDE N—RT =T NARRA Ry hT—2 FY 2 — VT TOD
LB TT,

* Firepower 6 "— F IGSXFTW % v h U —2 £V 2—/L 3 7L T4 R (FPR-NM-6X1SX-F)

* Firepower 6 /"— k 10G SRFTW X U —2 £V a—/L 7NV TUA R
(FPR-NM-6X10SR-F)

* Firepower 6 78— K 10GLRFTW X NU—27 £V a—/)L VI NVTA R
(FPR-NM-6X10LR-F)

* Firepower2 "— k 40GSRFTW % v kU —2 £V 2—/L ¥ 7 LU A F (FPR-NM-2X40G-F)
* Firepower 8 K — [ 1G Copper FTW R hU—27 EV a2 — /L Y 7NV TUA R
(FPR-NM-8X1G-F)
N= R 2T NANRATIELUFDOR— b X7 OMEHATEET,

*1kBEU2

*3kBLUV4

*5kEU6

*TEREV8

xR JL—LYR—Fk

Firepower 4100/9300 v —31%, T 74/ F THNI > TWEY v R 7 L—A&EWPHR—FL
F 9, Firepower 4100/9300 > ¥ — N2 A VA b=V INTHFEDRET NA ZADT ¥ R 7 L—
I Y R— R EADNCT DL, BT A ADA 2 —T = A AT MTU O E 2R
HVENRDHY ET,

Firepower4100/9300 & v —< D7 7V /r—3 2 L THHE— K STV HEEKMTU IE, 9184 T3,

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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AR —T 4R TANT 1 DIRE

ATvT1

ATy T2

ATvT3

ATvT4

ATvTH

FIE

A B =Tz A AFT—RICADET,
scopeeth-uplink
scope fabric a

AE—=T 2 RN LET,
enterinterface interface_id
enable

151 -

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

GE) FTTIER=FF XY RNDALNTHDLA o F—T7 A ZIEBNEETE EEA, K—
N F ¥ RNVDALINTHDHA X —7 = A AT enter interface & 72X scope interface =
~VREMERTLE, ATV MBEELRNWZ L E2RT =T — 22T £77,
A— K F v F/UIZIEBMT HHEIIC, enter interface 2~ REHHLTA ¥ —T =1 X
ERET DMENH Y £7,

LE) A v F—T AR B THBRELET,

setport-type {data | firepower-eventing | mgmt | cluster}

1 -

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data X — T — KR T 74 /L DX A 7 TT, custer ¥ — VU — RIZBIN L RN TLEEW,
EE) A v F—T A ADHEELERELET,

setadmin-speed {10gbps | 1gbps}

51 -

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

BRE 2 MeEE LET,

commit-buffer

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
[ 146 | |



A8 —TJ14 REHE

Ff—rFrrrorr

R— b F v RILDIER

&

ATy T2

ATvT3

EtherChannel (342N — FF v 1) 1E, WLHATORKI6 DALN A F—=T = A%ED
HZENTEET,

Firepower 4100/9300 <~ — -7’ EtherChannel % £ 3% & | EtherChannel (3 [ {51k (Suspended) ]
WhBIZZe . WY VI RT v 7T L TCHMBEET N RZEID Y THETEDOE I 7,
EtherChannel [ZIK D KL 95 7RI T Z D [—KefE 1k (Suspended) ]HRREIZZ2 D 97,

* EtherChannel 282 % > R 7 B VEaHLT A ADT — X £-I3E KR — M L TEMENTZ

* EtherChannell 37 7 A X D—E3CTH HinHT A ADEHEIZICCLA—FE LTEMEN
7z

* EtherChannell 237 — X X7 T A X D—ETH HimET A ADT—H R—h & LTHEMNE
W, Flebnltb 120X a2 VT4 FEVa— AR TAZIIBMLTND

EtherChannel |ZFGEET /S AIZE Y B CTHETEHEL RV LEIZHEE L TL 72 &V, EtherChannel
DFRELT NA A B HIBR ST ACRELT N A ADHIBR S 72354 1%, EtherChannel 78 [— ¢
1 (Suspended) ]IRREBIZERE Y 7,

[T L& BHEIIC

Firepower 4100/9300 2 v — /1%, Active Link Aggregation Control Protocol (LACP) E&— K®D
EtherChannel D7 % %Ak — s L ¥, IR AHMELFD 12010, #AA v F K= 2777 4
7B NIRET LI LR LET,

FIE

A B =T = A FT=RIZADET,
scopeeth-uplink
scope fabric a

A= F v X VEERLET,
createport-channel id
enable

AUNA L H—=T 2 ZA%E) B TET,

createmember-port interface id

51 -

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
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Firepower /eth-uplink/fabric/port-channel/member-port* # exit

LR A ¥ —T=A RS TERELET,
setport-type {data | mgmt | cluster}

&1 -

Firepower /eth-uplink/fabric/port-channel # set port-type mgmt

data ¥ — U — KB FT 74V DX AT T, ZOR—FF¥ XN ET T 5V NTIERLS I TAH
BIAY 7 & UTHEAT AEALISNE, cluster F— T — RZBEIR L ARNTL &0,

(FEB) R—=FFx XNDTRXRTDALADA B —T = ARELZRELET,
setspeed {10gbps | 1gbps}

51

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

BE & MEE LET,

commit-buffer

TJL—972 b 7—JILDERE

ATy I

Firepower 4100/9300 > v — > CHAT 257 L —2 7 v b —7 V2R ET 5121, ROFNEIHE
WET, TL—I T TR =T NEFEATSLE 1 DD 40 Gbps AR— F DV IZ 45D 10 Gbps
N— MR FRETEET,

[F L& BRI

IN= R 2T NARZRNEDA o Z =T 2 A R%TL—7 70 N A= MRICRETHZ LIET
T EHEA,

FIE

FHLWT L—r T MEERT DT, ROoa<xy REERLET,
a) F—7 VBT — NICAD £97,

scopecabling
scope fabric a

b) 7L —2r 7T FEMERLET,

createbreakout network _module_slot port

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATy T2

AR b=LEnTVESv8—Tx120F%x I

i -
Firepower /cabling/fabric/ # create breakout 2 1

BE 2 MEE L ET,

commit-buffer

T, HEWIICEHEBI LET, HHOTL—2r T U N ERET S-S, commit-buffer =~
REZIITTHENCEN ST RTEAERT D2LENH Y £,

TL—=27 0 W= P AMEELIIRET DT, kOa~v > FaERLET,

a)

b)

A H =T AFE—KRIZAD ET,
scopeeth-uplink

scopefabrica

scopeaggr-interface network_module_slot port

GE) TTIZAR— N FXYRNVDALNRNTHDLA L HZ—T oA AIERNCETTE EHA,
A=K F¥RNVDRALNTHDHA X —7 = A AT enter interface F 7213 scope
interface =~ F&2EHT L, A7 V27 FOMFELRWI L2 RT 2T —%%
JED £9, R—F F v R/UIZBMT SHIIC, enterinterface =~ R&fH L CTA
YE=T 2 A R eETOMERDH Y £,

set I REFHLT, A2 —T oA ABELER—F XA TEFELET,
enable £7-|% disable =~ > FZFHL T, /1 ¥ —7 = ADOEFREEZRE L ET,
REXMEELET,

commit-buffer

AAR=ILENTWDS 2 —T 24 ADKRTR

T —INIA VA NI ENTWAAL LB —T 24 ADAT—R AT RTHOIZIEL, ROFIE
WZHEWE T,

&

ATy T2

FIE

A F =T = A F—FIZAD X7,

scopeeth-uplink
scope fabric a

DX —INIA VA=A ENTWVWABAL L F—T =2 A FRLET,

showinterface

G¥) = F¥FNVOR—FE L THET 24 =T A AF, 2OV X MIFRSH

A,
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AR E=LENTWEAS VA —T 4 ADERTK

Firepower /eth-uplink/fabric # show interface

Interface:

Port Name

Ethernetl/1
Ethernetl/2

not-connected

Ethernetl/3
Ethernetl/4
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet3/2
Ethernet3/4

Port Type

Mgmt
Data

Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data

Admin State Oper State

Enabled
Enabled

Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Up

Link Down

Up

Sfp Not
Sfp Not
Sfp Not

Present
Present
Present
Present

A3 —TJ x4 REE

State Reason

Link failure

Unknown
Unknown
Unknown
Unknown



R
)

11.

SMIET N R

s FMEET A RIZONWT, 151 =Y

* RZ Y RTaURBET A ADIERR, 152 NX—
U TAXDRER, 159 N—Y

* H—b A Fx—= FTOHKE, 187 ~—

* FMERT NA ADEHEE, 195 X—

RET /N RX[ZDUVT

FRELT A A &AERT D & Firepower 4100/9300 ¥ ¥ — 3 A —/S— A PIIFRE SN2 N—T 3
YOV T RNy =T EAE—RL, BESNEXF 2V T4 BV 2Ty (U —U N
7T 2K DOEEVL. Firepower ¥ ¥ —NZA VA M= L EINTZTRTOEF 2V T 4 YV 2—/L)
W7 —RMANT T arv 74 FXalb—vabEHA X —T oA ADHREE T v adTH L
T T A AZERLET,

FRERT NA AFIRD 2 DD XA T ONT NN EAER TE ET,

*[A#Z > R7 vl (Standalone) ] : Firepower > ¥ — IRV 7K EX2 VT 4 £V a2—
T DT, RS RT 0 G T S A E T E £,

‘[T A% (Cluster) |: 77 AZ Y 7HHHATLE, BEOEX2VT 4 TV 2a—LVET
N—T LTI ODOMET NARAETHIENTEET, VTR, B—T A ADFT X
TOFMEME (B, xRy NI =7 ~OE) %2 55T, BET A AL > THENA
N—"7"y NBXOLEMZ R L £, Firepower9300 72 & OBEEDE T 2 — /L T /31 AN,
VX —YWNITALZ) T Y R— RN LET,

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K
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BTN R
B A2 F70 RETALROER

A

() HHEOEX=2VUT 4 EYa2—/LEFR— K7 2 Firepower4100/9300 > ¥ — > Tlid, 1 DD XA
TOWBT NA ADIH (AX Y RT a3 7 TAK) ZERTEET, 2F0, 350k
X2l T4 BEVa—ARA A= LEINTHEHEETH, 120X U7 4 EVa2—/b
TAL Y RT7 0 Vg T NA AR L, 0 2 ODMHET A A& L T7 7 A4 &Rk
5, EWVWoltZ EILTEERA,

6= AP RT Ay ORET NA RERET HHEIE, ALY 7 =7 24T % v —ND
TRTCDEY 22— VA VA N—ATHEUERHY £, ZORETIR, B2 47DV 7
Ry =27 AR—= N TWETA, T2 UWIKEDT A A XA TORLH =g
VEFATTEETN, I RXTCOEV 22— NERIUX A TOHRMET NS, AL LTHET DHLEN
HHZEITEELTIEZN,

AR R7AVHET/INA ADIER

Firepower ¥ ¥ —VIZIRO T 728X 2V 7 4 BV a— /= VU, AZ R0
TNA A ETE £,

A2 RF70O2 ASASRET/NA RDERK

Firepower4100/9300 > ¥ — (A Y A M=V SN EZNENDEXF 2V T 4 BTV a— VTV
\CAH » RT 0 U mBh T S A& BT & £, FirePOWER 930072 & DB DEY 2 —/LDF N
AATIE, 7T AZEZHRELTODEEITAZ Y RT7 0 U iml T A AR TE £/ A, AH
VRT Y FAL RAERETIRNCT T AXZHIRTAMLERDH Y £4,

GE) BT, X207 4 V22— LD ASA 77 A 7 U4+ —/LORNIEE S5 DDoS f#itik &
OEfMY—E R E LT, ¥— F%—F 1 Radware H DefensePro DIRAE 7T v h 7 4 — L%
AVARN=LTEFET (=R Fxz—2ZHONT, (187 —) #5M) .

GE) VX —VDTRTDEV 22— NWIRLY 7 NI x=T XA TH2A A N—NTILENRDY F
T, BBy 7 b =T XA TIFBREVR—- SR TOERA, TY 22— VIIFFEDT A
ABATDRIRDN=D g VEFTTEETH, TXTCOEV2—NVERLXA T OmET
NARAELE L TCRERETDHILERHD Z LITHERE LTI,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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BTN R

ATv T

ATy T2

ATvT3

ATvT4

ATy TH

z2av k7o asAmBET A 20EE

[T L& BHIIC

EHT R, AT AEX 2T 4 BV a— T U, TTCICHET AN, AR E
INTWEEEIE., STEEFEORET NS X ZHIERL T 72 &V GaElT N1 2DHIEE,  (
196 X—) &) .

BT XA AHERT AT TV r— 3 A4 A—T% Ciscocom H A a—RKLT
(Cisco.com MBHDA A=V DH T — R, (54 =) #HM) | T A—T%
Firepower 4100/9300 ¥ v — 32X v > — R LE7 (Firepower 4100/9300 ¥ ¥ — 3 ~Dif
TNRAADY T NG =T A A—TVDOX 7 ra—K, (57 —) 258) ,

BT S ATHATHEEA L F—T oA AERELET,

* Firepower 4100/9300 ¥ —> D/ —7 > K 77 A4 7 U4 —)L E— N ASA DA EZEATEE
—g—O

FIE

X2 UTF 4 —ERE—RFNIZAY ET,

Firepower# scopessa

T /S AZARL £ T

Firepower /ssa # createlogical-device device nameasa slot_idstandalone

WMELT NA ZDHHEATI LET,

Firepower /ssa/logical-device* # setdescription "logical device description”

MREET NA ZNEHA VB =T 2 A ABLOT =5 A o F =T = A& Y TES,
Firepower /ssa/logical-device* # createexternal-port-link name interface idasa

Firepower-chassis /ssa/logical-device/external-port-link™* # exit

name %, Firepower4100/9300 3 v —3 A— = N_A Pz Lo TEHINET, ik, Bx=V
TAEY 2= VORETHHNT M =T 2 AL TED Y T, KA F—7 A RTH
LT, FlAZ#YVIRLET,

ERT— M AT vy IERERELET,

a) 7—hANT T ATVl MEERLET,

Firepower /ssa/logical-device* # createmgmt-bootstrapasa

b) 4 X—T N NAT— REAERLET,
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD

¢) NAU— NMEEZHRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # setvalue
Value: password

d) RRAU—FREAI—T 2T LET,
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

e) BHIPT7T RLAEZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot _iddefault
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f) P—bo=dg 7 RLAEZRELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setgateway gateway address

8 IPT RLALTAZERELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # setip ip_addressmask network _mask

h) EHIPRERAT—TEK T LET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

) HFHT— MR Ty TREAT—TEHKTLET,
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

BEZHEE LE T

commit-buffer

"W a Bl ATARTIZaI Yy FLET,

1

Firepower# scope ssa
Firepower /ssa # create logical-device MyDevicel asa 1 standalone
Firepower /ssa/logical-device* # set description "logical device description"
Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: <password>
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 1.1.1.254
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 1.1.1.1 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* # show configuration pending
+enter logical-device MyDevicel asa 1 standalone
enter external-port-link inside Ethernetl/l asa
set decorator ""
set description "inside link"
exit
enter external-port-link management Ethernetl/7 asa
set decorator ""
set description "management link"
exit
enter external-port-link outside Ethernetl/2 asa
set decorator ""
set description "external link"
exit
enter mgmt-bootstrap asa
enter bootstrap-key-secret PASSWORD
set value
exit
enter ipv4 1 default
set gateway 1.1.1.254
set ip 1.1.1.1 mask 255.255.255.0
exit

R e T T T T T St S S
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+ exit
+ set description "logical device description"
texit

Firepower /ssa/logical-device* # commit-buffer

EZRIZKT AHEHBAODAE Y K7 VERET/NA ADER

Firepower4100/9300 > ¥ — (A Y A M=V ENTENENDEXF 2V T 4 BTV a— VTV
WZAZ Y RT 0 Uil T S AZAERRCE £9°, FirePOWER9300 72 K OB DE Y = — /L DT
AATIHE, 7 TAZERELTVWDEEIFAZ V RT 0 Vil T A AEERTE /A, A
YRT By TR, RAERETDHRNCT TAX EZHIRTLIMLERH Y 7,

LB T, BX = U7 4 £ =2 —/LD Firepower Threat Defense fiEE7 /N4 A DRIIZHEE S D
DDoS BB L O%EfI—E 2 & LT, ¥— K 3%—7F ¢ Radware B DefensePro DA T
N7 =25 AL AM—LTEXFET (F—ERXF—22o0T, (187%—) 25H) .

G¥)

ATy

ATy T2

=Y DITRCOEY 22— VIR 7 "o =T XA T oA AN—)LTEHELERHD F
T, BB 7 =T XA TRBEYFR— SN TWERA, BV 2= VFFEEDT A
ABATDRIRDN—=Ta VEFITTEETH, IRXRTOEYa—NVERLCFA T OmMET
NARAELE L TCRERETDHILERHD Z EITHERE LTI EIN,

[T L& BHIIC

RN AEAT R X2 U T 4 BV a— U DD, T CICHRBLT S AR E
ENTWEEHEE, TTEFEOREET NA AZHIBRL T3 GRET A 2DHIF,  (
196 X—2) =HMH) |

BT R, AHERT AT SV r— 3 A4 A—T% Ciscocom nH XA a—RKLT
(Ciscocom MHEDA A=V DF T —R, (543—=) 28R) | TOA A—T%
Firepower 4100/9300 * % — 2 # 7 — K LET (Firepower 4100/9300 & % — 3 ~D
TAADY T T =T A A=VDFra—R, (57X—=2) 2] ,

BT AL A THHTHEHA LA —T oA AZRELET, £, DR EH 1507 —
BRI B —T 2 A RAERET DMHENHY T, LEILUT, TXTOAXRX D T
7427 (WebA X K l) %iES firepower-eventing f > % —7 = A AHL{ERTE £,

FIE

X2V T4 =R E—FIZADET,

Firepower# scopessa

BT N A BB L ET,

Firepower /ssa # createlogical-device device nameftd slot_idstandalone

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B



#HETNIR

BRISHT AHEAORE > K7 OVRET/ A RO

ATvT3

ATvT4

device_name %, Firepower4100/9300 > v —3 A— "N A PREHREZITH> TS v F—T =1 A
EEOYCTHEDIHEHALET, ZEEX2 VT 4 EVa— RETHEHSNDL TN, A4 T
THH EXEA,

BT AN R V=T 2 A ABIOT —F A v Z =T = A A%EED Y TET,
Firepower /ssa/logical-device* # createexternal-port-link name interface idftd

Firepower-chassis /ssa/logical-device/external-port-link™* # exit

name 1%, Firepower4100/9300 > ¥ —3 A—X—N_A FIZ Lo THEHINET, 2L, E%=2V
T4 EY 2= VORETHEMNT 24 0 F =T = A AATEDY FEA, KA F—7 = A ATKE
LT, FEZ#HVIRLET,
BT — b AT T ONRTA—FEFZELET,
a) 7—hMNANT T ATV MEEKRLET,

Firepower /ssa/logical-device* # createmgmt-bootstrapftd

b) EHHID Firepower Management Center O IP 7 KL A &5 E L £,
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREPOWER_MANAGER _IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value IP_address

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
©) BT NA ABEMET HE— REBELET b—7T >y RERII T AXT LU M)

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value firewall mode

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
d) 5,34 R & Firepower Management Center & D] THAT X —%2FFEL £7,

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretREGISTRATION _KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

fiE : registration_key
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
e) BT NA ATHAT LAV — REHEE LET,

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: password
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
) SRELT NA ADTEREMA A M ERE L ET,

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value fgdn

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

8) BT NA ABMEMAT 2 DNS h— OB v KBV DU A NEFEELET,
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyDNS _SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value dns_servers

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

h) BHBEFT AL ZADBBRAAL DI ~KGV DY 2 NEEELET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keySEARCH_DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search_domains

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
) WAL —T oA AERELET,
IPv4 EEA L F =T 2 A A ATV 27 FEAERT DITIE, ROFIEEZFTLET,
1 EHA LA —T AR LTV NEERRLET,
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot_idfirepower
2 =0 T RLVAZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setgateway gateway address
3 IPTRLAL~AZEFRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # setip ip_addressmask network _mask
4 BHIPHREAT—TEKTLET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

IPv6 HEA L H =T 2 A A ATV =7 FEAELT D123, ROFIRZFATLET,
1 BHA X —T 2 A AT TVl PEERRLET,
Firepower /ssa/logical-device/mgmt-bootstrap* # createipvé slot_idfirepower
2 =Tz T RLVAEZHRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # setgateway gateway address
3 IPTRLARLTLT 47 RAERELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # set ip ip_addressprefix-length prefix
4 FRIPRERATI—TE2HKTLET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # exit
) EBT— M ANT T E—REKTLET,
Firepower /ssa/logical-device/mgmt-bootstrap* #exit
Ty Ra—H T4 ABKEICRELET,
a) Firepower /ssa/logical-device* # exit

b) Firepower /ssa* #show app-instance
Firepower Threat Defense 7 7' U 77— 2 DONN—2a 2R LET,

c) Firepower /ssa* #scope app ftd application_version
d) Firepower /ssa/app* #show license-agreement

e) Firepower /ssa/app* #accept-license-agreement

f) Firepower /ssa/app* #exit

({£%&) Radware DefensePro DA V' AXR L A A A M—/L LE7,
Firepower /ssa* # scope slot slot id

Firepower/ssa/slot* # createapp-instance vdp
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NHYFET, AX L N7 OfmEET /S A TO Radware DefensePro —E &2 F = — U DR E,

(189 =—) OFNa%E, FlE4NHHL T 7ZEV, Firepower4110 3 L 1VV4120 TliE, iw#lT
NA AREEETDANC, TTVr—va vy A VAR AEERTDLERH Y £,

ATyTT1  REEMELET,

commit-buffer

cNZoY I a Bl AT AREIZaAIy FLET,

1

Firepower# scope ssa

Firepower /ssa ficreate logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* # exit

Firepower /ssa* # scope app ftd 6.0.0.837

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer
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A= R TF YRR RLDZ T ZA N, RESNTWOX—T T IAT A F =L
XTI £EA,

* Supervisor 2T EtherChannel Tl&, 7 7 4 /L F D/~ v 2 flfZ 70 3 Y XA TSR T3, VSS

BHTOINH N T 7 4 v 7 BRET DL, 7 TAY TR, ARG INTNDER— T v
FNTONY 2 TAI) XAEEEICEELET,

router(config)# port-channel idhash-distributionfixed

TN AL Ta—rVIIERELRWTLEE, VSSET U7zt LT saf 7 v
FY X LEFHTEET,

v —IMY 5 AX4A 1) 2 D EtherChannel

* A4 v FREFIC, EtherChannel ®— K& 7 77 4 JICRELET, 7 T ALY 7 T
&> TH, Firepower 4100/9300 v — 3 ClIA > E— RV A — S EHA,



METNAR
VeV DPUIN Y P PO |

* FXOS EtherChannel (2137 7 4 /b T [#E4E (normal) ]IZRE STV % LACP L — F23dH
DET, TORETIEHR— K F¥ R/ AL NON KT 30 BLLENT S LD ICRETE
FIN, CHCEV I TR 2= N T TRAEDANVAT = 7R, 2=y MR7
TALDBHIBREND Z ENH Y £9, LACP L— M [l (fast) JICEET 5 Z L & HfElE
LET, &iZ, [F740 1 D) lacp R —%2EHT 52 RLET,

firepower# scope org

firepower /org # scope lacppolicy default
firepower /org/lacppolicy# set lacp-rate fast
firepower /org* # commit-buffer

)

GE) Nexus ¥ =X Y~ DOAA v FTliE, A VY —ER I T T=2T Tv7
71— R (ISSU) #FEITTAHBIZLACPEEH L — FABP R — b ERRNT=8,
AR 7 TISSU AT 2 2 LidfEI L ET A,

15.1(1)S2 X Y fij® Catalyst 3750-X CiscolOS V7 h 7 =7 N—T 3 U ClX, V7 AX 2=
MEIAA v F A% v 712 EtherChannel 45t 4 5 Z & AP R— L TWERATLZ, 7
T AN NDAAL v FRIETIX, 77 AH 2= | EtherChannel 737 1 A A X v 7 |THii S
NTWDHEE, YAZ— AL v FOERPA 78D L, RO DAL v FITERHIS N TND
EtherChannel (38N L £ A, A#MZED 5729, stack-mac pers1stent timer =~ K%
ELT, to72)u— RERZMER CTEXHRERME, 722184, 0 (IEHIRR) 72 K &5%
ELET, F20E, 151272, IVEELEAAL T VY7 b7 N—=Va T v
I L—RT&EET,

* A% K EtherChannel & 7 /31 A & —77 /L EtherChannel D 27 4 F a2 L —3/3 L ANV
K EtherChannel & 5 /XA A 1@ — 71/ EtherChannel {Z%f L CAA v F Z@IIIHE L £,

° 2,3 K EtherChannel : 7 7 A% = k A3 K EtherChannel (7 7 A% D3 XTD

AUNIEN D) OEAIE, BEDOA v 2 —T =2 A ADPFEEENTAAL v F LOHE—D
EtherChannel & 72V £9°, KA L X —T = A ANPAAL v F EOFRLF ¥ FL 7 N—TN
WD MR LT IEIN,

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B



REFNIR |

B /5x2u 5@ 2H1 K50

RIGHT —7 WRONG

VLAN 101 | | Spanned Data lfc ppy b Y Spanned Data Ife pp
port-chi port-ch 3 port-chi

N\ _enin B

A
[

M ..

Eth1/1

° 7 /3A A 1 —7# /)L EtherChannel : 7 7 A% .=+ k 7 /A A & —71 )L EtherChannel (7
ALY 7 FHIZERE S 47z EtherChannel & ZUIZ&E £ ET) 13, 2 Fhgsr
L7z EtherChannel & L CTAA v F ETHREL TLZEWN, A vF ETHEHD Y T 2%
= b EtherChannel Z %54 L C 1 ©2® EtherChannel & L2V TL 720y,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
| 168 | |



| #mEFNcz

v3z28yv50772+0

Switch Switch

RIGHT WRONG

“VLAN 101|| Cluster Control Link Cluster Gontrol Link

port-chi || port-ch4B FP1 port-chd =
N\ /~\ Ethi /~\ EthiA
[ ) ENE | | Ethiee
Ly S W

port-che || port-ch48

7\ Ethi/d
{ ] NERE
Ly Mt Y A
port-cha || Port-ch48
/7 Ethi/d
| ] | | Ethi1/2 e

ri-ch48
| N EthiA
[ ] | ] Ethi/2 =y

S e

port-chads
£~ Ethin
| ] Ethie
o

FOMOHA KS4 >
CMEMER-E 5720, VSS F721% vPC IZ EtherChannel Z 842 Z & ZHERE L £,

VX —YNTHE, AF4 U RT7ur = RT Oy —v ¥Fa T TVa—LET T
AELL, MDOEF 2V T 4 TV a— L EFEITTHZLETEEA, 7 TAFZRNCTT
DEXFa2 VT 4 FEVa—VEZEOARLERHY 7,

HDSRBR)TDTIHILE

I AZEIY IR — N Fe 48 HEALET,

ASA U SRR 1) VT DERTE

25 A 4%, Firepower 4100/9300 3 v — 3 A — S P S EHHICEMCX 3, TCOHH
RENFL=y PRHICHBVERSNE T, ¥y —VMZ 7AF VTR v —vahlxic

Cisco FX0S22(2) CLIa > T4 ¥aL—Sa Y HA K
I
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B mssavssz5Uvv08E

&

ATy T2

ATvT3

ATvT4

ATy TH

[l Cisco FX0S 2.2(2) CLI o V74 FaL—2avHAFR

BELET, BEHEZAZICTATEDIZ, 19OV vy —II 7 FAXFREEL, 0%, RO
VA —IMHBIRDY =N T = AN Ty T a7 4 Fal—varEab—T&xEd,

(F L& BRI

CEV a2 VHA A PV ERTNRNEE T, Firepower 9300 ¥ ¢ — 0 3 OF T
EVa— NV ARy NCIITRAZV T ERGMNITLHMLERHY T, 32T XTOEY 22—
NWEFEL TN WL 772X ITHEEL $H A,

‘(M #—7x AR (Interfaces) | ¥ 7T, "= K F ¥ XNV TAZ XA T DAL HZ—T =
ARE, AR UH =T oA AVREFEENTWRWEGEIX, [BIfERRE (Operation State) %
[RL (failed) | &EFRLET, vy —v NI T AX Y T DA, Z O EtherChannel IX A
NAVE—=T oA AZMEL LW, ZOBMEREITESR L THEOEEA,

* Firepower 4100/9300 > ¥ — O A—T v K 77 A T U4 —/L E— KD ASA 7 T AKX D&
BEANTEET,

FIE

7T AL ERET AN, | DL DT —H% X A4 T DA H—T A AF 721 EtherChannel (7R—
vy EBEND) Z2RELET, A— b F ¥ 2VOER, (1473—2) /2034 2 —
T A A TaT 4 OFRE, (146 2—) 2SR LTI EV,

T4 ERTIE, TR_XTOA B —T 2 A ANRNTTAXIZEDVYToNET, £/, 5—F A4
H—T 2 A AT TAXEREM LB TH, £0O7 TAXIZBMTEET,

=M I AZN T TIE, BT F A B —T 2 A AT DULEDA RN B —T = A
A %5 EtherChannel TH A MR H Y F9°, 4% v — 1T EtherChannel 2381 L £9°,
BWHAA T DA v H—T = A AFE 21T EtherChannel 3B L E4, R— FF v 2LDOERL, (147
R—=) FHFA L HE—T A A T aRXT 4 OFRE, (146 X—) 2L T 7ZE0,

W= PN F ¥ RZNARIL T T AXHIE) 7 L L TTFRHINET, Yy —YM 77 AKX Y 7T,
A—hF FrxV Il DUEDAS v F—T =2 A ZBMLET,

X274 =X ET=FICAD £,

scopessa

51 -

Firepower # scope ssa
Firepower /ssa #

VA = (o5 A U e

enter logical-device device nameasa ""1,2,3" clustered

&1 -

Firepower /ssa # enter logical-device ASAl asa "1,2,3" clustered
Firepower /ssa/logical-device* #



WET/NA R

ATvT6

ATy T17

ATvT8

ATvT9

asassz4ayviniE IR

device name %, Firepower4100/9300 3 ¥ —3 A— SNA BRI FAZ Y U ZERELTA v X —

T A AZBN B CHEDIHEALET, ZidexF2) T TV 22— LR ETHEHEND T

AL TR ETA, FENA—F T 2T A LA =L LTWRWNEATH, 32T _RTDOE

X2 T 4 BV a2 VERETOILERDH Y £7,

GE) TV NABA VAR LEN T REWEATH, Vry—vD3D2T N TOEY 2—/b
Ay NCOZTAZN U TEHENCTIHLERHD T, 32T R TOEY 22— L EH
ELTWRNE, 772X 3HELEE A,

PIAR NG A—=HEHRELET,

enter cluster-bootstrap

1 -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT 4 BV AHETY TAL INN—THERELET,
set service-type cluster name

&1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

BT 1~ 38 XFD ASCI XFHTH D Z L BNLETT,
JTGAR A H—T 2 AT —RERELET,

set mode spanned-etherchannel

&1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

PR— FINTWBE— FiL. A% K EtherChannel &— RO AL T,

BFEIP 7 FLATHFRAERELET,
ZOEHRIZ. EX 2V T 4 BV 2 VRECEHA VA —T oA AERETHDIEREINE
7
Q) B—HANVIPT RLADT—NEFRELET, ZOT RLAD 1B, ZOA X —T AR
K7 FAZ 2=y MNZEIV Y TonET,
set ipv4 pool start ip end ip
set ipv6 pool start_ip end ip

HIETH, 7 I7AFZNO2=y MIRERICHDOT FUARGEND LI LTI EE W,

Firepower 9300 DA, T _XTHEY 2 —/L Ay hBRHESTHARNWELTH, Yy —2 2
LIZ3ODT RV AEEDINERH D Z LITHERE LTI, 77 AXEIET D TED
BalE, TR AZBPOLET, BUEOEENMBEMIZET 2B 7 LA (AL 27T
ZHZIPT RLAREIEEIND) X, ZOT—AO—ETEHY F¥A, L, FALEy hT—

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B



B mssavssz5Uvv08E

TJDIPT RVAD1DEAAL L JTAZIPT RLUARITHEREL TLZE W, IPvdT FL & &

IPv6 7 KL R (EBSh—0bH) 2HATEET,

b) BHA L H =T 2 A ADAL L JFGALZDIPT RLAEZFEELET,
set virtual ipv4 ip _addressmask mask

set virtual ipvé ip_addressprefix-length prefix

A

aff

HF/)NA R

IDIPT RLVRE, 7I9RAZ =) T RLALEICHR Yy bU—7 RFICHEEL T ALERD

DETH, 7—=CHFENTHTIRY ¥ A,

©) Xy hI—2 F— b+ Tz T RLAZANLET,
set ipv4 gateway ip address

set ipv6 gateway ip address

11 -

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*

Firepower /ssa/logical-device/cluster-bootstrap*

set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27

#
#
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
#
#

Firepower /ssa/logical-device/cluster-bootstrap*
255.255.255.0

set ipv6 pool 2001:DB8::11 2001:DB8::27
set virtual ipv4 10.1.1.1 mask

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length

64
ATYTI0 vrv—vIDERELET,
set chassis-id id

I TGAZDEY ¥ —NI—ED ID NLETT,

51 -

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

ATYTN YA I TAZY o TOHE, VA4 FIDIX1 ~8 OFPHTRELET,

set site-id number

&1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

RTYT12 7 IAZHY > 7 ORI ST 7 4 v 7 HORFEXF—E2RE L ET
set key

51

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs
Firepower /ssa/logical-device/cluster-bootstrap* #

IEWMEZANTLHE O ITKROONET,

[l Cisco FX0S 2.2(2) CLI o V74 FaL—2avHAFR
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ATv 713

ATy 714

ATvT15

asassz4ayviniE IR

HHEWEIL, 1 ~ 63 XFD ASCIH XFHITH, LFMEIZ, F—%24LERTH-OEHINE
T, TDFTaiE, T—HRA ST T 4T (BEHRRET v 75— FRotiREsns 37 v b
2E) IR BELERAL, T—2 R MT 74y 2%, WIZZIVT 7R LTHEESNE
j‘o

PIAR T—h AT 7 = R RBIOHETANA A ET—REETLET,

exit

exit

EHAEERY 7 b =T N=Varzedfor L, HHTLINA=Yare@ELET,
a) fEHATRERN—Y a v ERRLET,

show app
i
/ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
asa 9.4.2 N/A cisco Native Application No
asa 9.5.2.1 N/A cisco Native Application No

b) T A= g DT AV r— gy B— REANLET,

scope app asa version_number

Q) ZDONR—=VarET 74 hELTRELET,
set-default

d 7PV r—v a3y T—FREKTLET,

exit

51 -

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

REEMEELET,
commit-buffer

Firepower4100/9300 3 ¢ — 3 A= SXNNAHL, T 74NV OEXF 2T 4 FEVa2— /LY T U=
T NR=VagriEAyra— R, X274 EV2— NI TAE T— A NIy TS av
T4 X2l =g EEHA U H—T 2 A AREE T v aTBHIET, JIAXERERALET,

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B



ASA Y SRB) VYT DERTE

ATv 716

ATV T

site-id %
LET,
ERHMEAN X2 )T B a— W IEEE LTI TAZ Y 5

VY —31:

scope eth-uplink
scope fabric a
enter port-channel 1

set port-type data

enable

enter member-port Ethernetl/1
exit

enter member-port Ethernetl/2
exit

exit

enter port-channel 2

set port-type data

enable

enter member-port Ethernetl/3
exit

enter member-port Ethernetl/4
exit

exit

enter port-channel 3

set port-type data

enable

enter member-port Ethernetl/5
exit

enter member-port Ethernetl/6
exit

exit

enter port-channel 4

set port-type mgmt

enable

enter member-port Ethernet2/1
exit

enter member-port Ethernet2/2
exit

exit

enter port-channel 48

set port-type cluster

enable

enter member-port Ethernet2/3
exit

exit

exit
commit-buffer
scope ssa

enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap

set chassis-id 1
set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::27

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

[l Cisco FX0S 2.2(2) CLI o V74 FaL—2avHAFR

BTN R

KEHE AT A A LET,

I TABIH DY X = EBINT 512X, ZOFMEAZBY KL ET 23, EAH O chassis-id & 1E L
RETAVENSALEEILREL., O TRWESIIm O vy — TRILEREZHH
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asassz4ayviniE IR

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipv6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

VX — 2

scope eth-uplink
scope fabric a
create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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B Firepower Threat Defense 7 5 X % 1) > DR E

set-default
exit
commit-buffer

Firepower Threat Defense 7 5 X 2 ') > J MDERTE

&

ATy T2

ATvT3

ATvT4

ATvTH

25 A 4%, Firepower 4100/9300 3 v — 3 A — S P SIHHICEMCX 3, TCOHH
RENST=y NAICHBVAEKR SNET, vy —VMZ FAZ Y TR, Ky — v ERIXIC
RELET, BHEBDICTAH0IC, 1 ODY vy —I7 FAZERL, D%, KD
VX —IMHBIRDY Y= T = A NT T 2T 4 Fa2lb—varEab—T&ET,

[T L& BHIIC

CEVa— R A AR IR TWRNEGA T, Firepower 9300 ¥ — 2 3 DF T D
TV ARy NTITRZY T EENTDRLERDHY £, 35T XTHOEY 2—
NEBRELTHRWE 7T 2AZTIHELEEA,

‘(A H—T7 A A (Interfaces) | ¥ 7T, "= KN F ¥ RXNVA8 T TAZ XA T DA L H—T =
AR F, AN U H =T oA ANEENTORWEGA L, [EfEIREE (Operation State) | %
(K (failed) 1 &ERARLET, V¥ —T NI T AKX Y T DA, Z O EtherChannel 1% A
NAVE =T oA R BL Lo, ZOBEREBIZELR L THVEEA,

FIE

7 7 AL FRERTHENC, 12 DT =2 A ¥ —7 = A A F 721X EtherChannel (5|4 R —
b Fr ) BEERELET, A— b F ¥ RUVOERK, (147 =) FLiFA 2 F—T A AT
TN OFRtE, (146 X—2) ZZBL T &N,

Flo, T—HF A E—T oA RFTIV TAZEZREMLIEEZTH, £TO7 T AZTEMTEET,
VXY=V TALZY U TTIR, BT A A A =T oA AT OULEDA N A A —T = A
A % F§-D EtherChannel TH D ME R H Y £§, £ ¥ — I EtherChannel Z3B/1 L F 7,

UEE) 7 7 A% % BT DRIl Firepower-eventing ¥ { 7D A VX —T = A AR ELET, A
YH =T X TuRT 4 Ofitk, (146 ~—) ZZRLTIZEN,
ZDA B —7 A A, Firepower Threat Defense 7 /34 ADEH X VEBRA 2 —T = A A
TY, ZDOA LV H—T A A&MHT 51X, Firepower Threat Defense CLI TIP 7 KL A7 £
WNIA—=BEBETLUENRSY ET, 7L xIE, AU (Web A X2 h2E) PHERLT
T 4 v B CX £, Firepower Management Center 2~ > K U 77 7 L2 A D configure network
A REZRLTIESN,

BWEHE A T DA o Z—T = A AF721F EtherChannel # B L £4, R— hF v x/LDOERL, (147
R—=) FFA L HE—T A A T aRXT 4 OFRE, (146 X—) 2L T 7EE0,
A=K F v X483 7 T AXHIEY 7 L LTTFRENET, v —TRZ 72X 7T,
R—=F Fr Il DU LEDOA v —T = AZBIMLET,

X274 =R E—RIZADET,

scopessa

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
[ 176 | |
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ATvT6

ATy 17

Firepower Threat Defense 7 5 X % 1) > 5 DR E [ |

11 -

Firepower # scope ssa
Firepower /ssa #

77 AR B L ET,

enter logical-device device nameftd "1,2,3" clustered

&1 -

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name %, Firepower4100/9300 > ¥ —3 A— SNA BRI FGAZ ) U T HRELTA v X —
T ABN LB TCHEDIHERALET, ZdeFa2) T BV 2 LR ETHERAEIND T
AL T A,
G¥) EVa—NANA AR =L EINTWVRNGAETH, Y —YD3DTXTOEY 2 —/b
Ay NCIZTAZ Y TEBENCTDILERHY T, 3 OTXTOEY 22— /VEFH
ELTWRNE, 7T 22X IEEELEE A,
PIAR T—KhART T DRI A—HERELET,
Q) VIAE T—h AT T ATV FEERLET,
enter cluster-bootstrap

b) >y — D AEHELET,
set chassis-id id
T TARDEY ¥ =T —E D ID BLETT,

) tXa T (4 BEVa—NABEDITAY X—5BELET,
set key
HEHEWMELZANTDH L IR ENFET,
HHREIL, 1 ~ 63 LT ASCI XFHITT, HAMEIX, F—%2ERTH-0IHEHEN
T, ZOFTvalE, TR NT T4y T (BERRET v ST — MOHERE S NH N
Ty M) IEEEBELERYA, T—HRRA ST T 47, WD T THRANELTE
a7,

d) 7 7AH A HZ—T 2 AFT—RERELET,

set mode spanned-etherchannel
HFHR—FENTWVWABE— RN|E. A% R EtherChannel E— RDHTF,

e EXalT 4 EVa—AVRECTI TAY IN—THERELET,
set service-type cluster name

AENE 1~ 38 3LFD ASCI LFHTHDH Z & NLETT,
) 7928 T— 2T 7 E—FEKTLET,

exit

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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11 -

WET/NAR

Firepower /ssa/logical-device* # enter cluster-bootstrap

Firepower /ssa/logical-device/cluster-bootstrap*

Firepower /ssa/logical-device/cluster-bootstrap*
Key: fQarscape

Firepower /ssa/logical-device/cluster-bootstrap*

Firepower /ssa/logical-device/cluster-bootstrap*

set chassis-id 1
set key

set mode spanned-etherchannel
set service-type clusterl

ATvT8

Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BT AN T TORTA—ZERELET,

a)

b)

d)

2)

h)

BHT— MRy TV =7 FERAERLET,
entermgmt-bootstrapftd

B Firepower Management Center D IP 7 KL AZETE L £,
enterbootstrap-keyFIREPOWER_MANAGER_IP

setvalue /P_address

exit

WMERT AN AREET D REHELET Ob—7 v RERIFF T AT L)

enterbootstrap-keyFIREWALL_MODE
setvalue firewall mode

exit

7 /3A A & Firepower Management Center & O] CIATH2F—2HEL 7,

enterbootstrap-key-secretREGISTRATION_KEY
setvalue

registration_key

exit

BT S ACTHRT 5/ SA T — FEiRiE LET
enterbootstrap-key-secretPASSWORD

setvalue

password

exit

BT SN ZADTEREMIRA M ERELET,
enterbootstrap-keyFQDN

setvalue fqdn

exit

FELT N ZADRMEH T H DNS r— DB o~ XYY DY A M EfRELET,
enterbootstrap-keyDNS SERVERS

setvalue dns_servers

exit

BT AR ZOBMBRAAL L OH <RIV DY 2 NEIRELET,

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F
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)

i)

Firepower Threat Defense 7 5 X % 1) > 5 DR E [ |

enterbootstrap-keySEARCH_DOMAINS

setvalue search_domains

exit

I TALNDOFKEEF2 YT 4 TV a—LOFHIP T FLAZHELET,

GE) Firepower 9300 DA, TV 2 — B A VA F— L ENTWRWEATEH, vy —
DIDTRTDEY2—/L Ay FTIPT FLAZRETOHILERHY £7, 3
TARTOEY 2= VERELTWRNE, 7T ZAFTHERELEE A,

IPv4 FHA L H =T =2 AA A ATV =7 bEAEKRT 21213, ROFIAZFETLET,

1 BEHA X —T 2 AT TPy PEERLET,

enteripv4 slot_idfirepower

2 =0 T RLRAEZRELET,

setgateway gateway address

3 IP7TRLALSRAZEZRELET,

setip ip_addressmask network _mask

4 FEIPE—RFERTLET,

exit

5 2% —20BYVOEY2a—MI L TFIELEVIELET,

IPv6 HERA LB —T 2 A A AT V=7 MEAERRT 511X, ROFIEEFATLET,
1 BHA X —T oA AL TPy bEERLET,
enteripv6 slot_idfirepower
2 =0 T RLVRAERELET,
setgateway gateway address
3 IP7TRLALT LT 4w AEZRELET,
set ip ip_addressprefix-length prefix
4 BHIPE—REHLTLET,
exit
5 vy —vDEYVDOEY 2 — /UK L CRIEZMVEL T,
FEMT—PMANT T E—REKTLET,

exit

51 -

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggy$tardust
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: $pidersfrommars
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

BT AL A T— REKTLET,

exit

EMAARER Y 7 b =T N=Va v z2FnL, T I A—Va v aRELET,

a) fEHATRERNN—Y a VB FRLET,
show app

51

/ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
ftd 6.0.1.37 N/A cisco Native Application Yes
ftd 6.1.0.11 N/A cisco Native Application No
ftd 6.1.0.21 N/A cisco Native Application No

b) i+ A= a o7 AV r— gy E—Re AN LET,

scope app ftd version_number

Q) ZDONR—=VarET 74 FELTRELET,
set-default

d ZoN—varozy Fa—% 74 2BKEICRBELET,
accept-license-agreement

) T —varyE'T—REKTLET,

exit

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
[ 180 | |



WET/NA R

ATy N

ATV 712

ATy 713

Firepower Threat Defense 7 5 X % 1) > 5 DR E [ |

51 -

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default

/ssa/app* # accept-license-agreement
/ssa/app* # exit

/ssa* #

REZMEELET,

commit-buffer

Firepower4100/9300 > ¥ — A—"NAHF(X, T 74V bOEF2 VT4 EV2a— VYT hUx
TNR=VarkAra—KL, X274 EV2— NI TAX T— AT T 3
T4 X2l —a B AT 2 A AREE T v aTHIET, VIR EZRERMLET,

7T AZNIRND Y ¥ — T &BINT 51T, ’®$J@%ﬁ’*§%@i&biﬁ‘7ﬁ§\ &5 @ chassis-id 35 X OV

HOEHIPT KL A% ﬁ?éﬁ%#%é HEL, €9 TRWEEEmMGTOY v — T
CkiEZEHLET,

X2 VT 4 BV a—vE, FEIPT FL A% 7 % Firepower Management Center (2381 L

Trb, Web AV Z—T A ATY T AZI|Z 7/1/_7ﬂﬁbiT

TR_RCHY 7 AH = X, Firepower Management Center |Z1BN19 2RI, FXOS TIEH 727

KDV FAZNIAFLEL TV DRERDH Y 7,

1

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
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exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

VY —T 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
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create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster_ key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
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enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

YA LY SRR 2T D

WOFITIE, YAR—FEND7 TAXEAZRLET,

A /\> K EtherChannel FS5 VAR7ZLU M E—F /—XRYHRX Y4 FEDOH

ROFITIE, WEHL—F LBV —2OMICiRESNZ (/=AY T RHFEAN) 2007 —F &
B—DENENNI2DDT TAZ AN =—RNooHL5%R LET, 7T AKX A "—X, DCI#
HOZ ZAZEIY 7 IC L s THRINTOWET, £V A hOr T A% 2" —F, NEB X
O D % 2% | EtherChannels Z il L Tu—A /L 24 v FI124% L £7. 4 EtherChannel 13,
T IFABZNDTRTOY ¥ —VICANR U SNET,

BT =L X —DNEIN—Z LAERL—HIZOSPE #fEf L, T AT L | ASA % @i
LEJ, MAC LiFfiARY, AV —FDIPIXT_RTCOL—HFT—ETT, DCIIZEH I A M L— %
BB CTHZLICTED, BFEDYA P TTRTDI TAF AUNR=RNE T LIRVRD, bT

T4 KT 2 A —NICHER SN E T, 7 7 A X PIEFR OB 2R T 57289, ASA
T 52K A ho— M, KV A FTRILZ Y v ZA—T7 2/l 208N/ H D £7,
1 ODOY A DT RXTDT FTAE AUN—IZEENRBELLLSGS, N7 74 v 7138 NV—20 5
DCI f&H DA hD7 T AR A= kbR ET,

BV A FDAAL v FDFELE RO DEEDLH T ENTEET,

* YA R VSSAPC : 2DV FH VA TR, 7— XU H—1IZ1EBEDAAL vT AL A=)
L., 7—ZEB o Z—=2120DOAL vFo A A =L LET, 1 o2DF T a2 LT, %
T H— @&5x&n:/%in~wwx4/%ﬁ 2Bt L. VSSWPC b T 7 4 v

JIIDCIZRALET, ZOHRE, HEHDOIZEAEDHSZIIFET -2 Z— Ik LT —
T IATHERF S IVE T, ﬁ7/a/&bf DCIINRDIR NT 7 4 v 7 &EHUBLTE D55
Fax=y N DCIEHTHEH T DAL v FIZHERTEET, 205G, N7 71 v 735D
T—=H X END T2, DCI ZIEFITERIZT 5 72 DIZII R R T,

KV A DO —HIL VSSNPC : AL v FOTLEMEZEDHIZIL, A M2 o025
VSSWPC X7 %A VA R—NT&Ed, ZOHFE, 7T AKX 2=y MNE, liOou—nh1
AL FIETFICEER SN T =222 — 10OV y—vBIOIRbDOE—HIL AL v FIT
VNl —2 o2 —2 D v —3 XA R EtherChannel 2 L £ 423, 23
R EtherChannel I3 EANIC T438E] L TWES, £ —H/L VSSAPC I, AN R
EtherChannel %1 k1 —%/L® EtherChannel & L CTidik L £,
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f L
! Irternet f
HUUEE.----""'"_-- e
.__J/f R ~Higher cost route Spanned
% | EtherChannel
=T Dutside '
| Data Center
il Interconnect
.'II
iy Spanned !
X g EtherChannel =% e
", o W gt
Higher cost route Hgher cost rouls
=
Router Router g
Data Center 1 Data Center 2

A/\> K EtherChannel F 5 VART7 LYK E—KRKA—X DT RX ~ YA FEIOH

WDOBITIE, VA FDOTF— T2 —FHE2O0ONEFR Y NU—27 (77U r—var Ry
FI—27 DBy hU—7) MICEESNE (A —A T =X NMFA) 2007 =X 2 —D
ENENINZ2DODT TAR AUNR=RNooGEERLET, 7T AKX AL 3—F, DCIKHDZ
TAAEEHY 7 Ko TH RSN TWET, &V A hDT T AE A o3— %, Wik L USNB
DT IV r—vary Xy NU—27 L DBFy bU—27 Offi 512 A7 K EtherChannels Z{# i L T
0—N v AL v FIZHEHE L 9, £ EtherChannel |X, 7 7 AXNDTRTHOY v —U|Z AR &
nET,

YA FDOF = T =A L—HF X, HSRP 72 & D FHRP Z{Ef LT, &Y A b T UsaseDAd
MACT RL R EIP 7 RLRAZRELET, THHEOLOMACT RLADT 7 v B 7 &S 572
OITHELE XU CTU D H41L. mac-address-table static outside_interface mac_address =1~ > R Z{#
LT, = VA —FDEEEDMAC T KL A% ASAMAC 7 KL A 7 — 7 )UIZERIIZEN
TH5ZETT, oo MIBRBRWE, YA M1 OF— R U= A RN A 20— 7= A
LHBETOLAIC. EDONT T4y VR ASA TR LT, WA v Z—T A AnbHA F21Z
BIFEL XD LT, MERRETDIHREENAHY £, 7—% VLANIL, F——1L A FT LR
A— MABE (OTV) (F72EREO D) ZHEH L THA MEICIERSWE T, N T 71 v7
DT —=FT oA N—F5TTHLILGEITNT 7 4 v 7 3DClZ i L TV A MIEE S
WEDIZT DI, T4 FEZBEBMTILERHY T, 1 2OV A hOF— T A L—2N
BERBRICR ST A. N7 74 v 2BV A FOT— MY =AM IZEEINDE T4 H
ZHIBRT 2 MERH Y £7,
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Internet R
e A
| ; Gateway Router: - _6./'/ \“\ Gateway Router: e
E [~ a Virtual MACs and IPs L : Virtual MACs and IPs -:.’.7‘1|
(FHRP) —
aa Spanned EtherChannel s
|_ _pljnne_ erChanne o | I |
spanned EtherChann
ASA Cluster
; ASAZ
1 : " | Cluster
: : ;. |Control ] N
. T s ______ Spanned EtherChannel i e = -
II1 \ spanned EtherChanne
il Data Center s
= i it d — |
3 S "‘I"\_/—’/ App MW | 5
B
Data Center 1 Data Center 2

vPC/VSS A7+ a3 2D\ TCld, A3 R EtherChannel 7 > AT L hE—FK /J—AHP 7 X
HA NEOH,

(184 ~—3) BBBL T EEW,

DRI DERE

WHe® (FeatureName) | 75w b | #EEIHRIR
I+ —L
)=
CiscoASA D> v — N | 111 Firepower 9300 ¥ — Y INOT X TOASAEF 2 VT 4 EVa— V&I T AXL
0 TAZY T TELLHITRDE LK,
enter cluster-bootstrap. enter logical-device clustered. set chassis-id. setipv4
gateway. setipv4 pool. setipv6 gateway. setipvé pool. set key. set mode
spanned-etherchannel. set port-type cluster. setservice-type. setvirtualipv4. set
virtual ipv6 =~ > RZE AL E L7
62D ASA EV2—/L | 113 ASADY Yy —U M7 TAZ Y TRFEHISNE LT, RR6DODY ¥ —UITHRA
DY —VHT T AL 6 ODDETV2a—NVEEHDHIENTEET,
Vs
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Y—EXRFI—=VUJDHRTE

WHe® (FeatureName) | 75w b | HEEEIEHR
T4 —L
)1)—2
Firepower 9300 1.1.4 Firepower 9300 7% Firepower Threat Defense 7 7" U 77— 2 > TV v —NZ T A
Firepower Threat Defense Yo TV R— T AL ELE,
SDY Y —Y 7 A o

; D j; W -jji7]\7 WD~y RPEASIILE L7z, enter mgmt-bootstrap ftd. enter bootstrap-key
FIREPOWER_MANAGER_IP. enter bootstrap-key FIREWALL_MODE. enter
bootstrap-key-secret REGISTRATION_KEY. enter bootstrap-key-secret
PASSWORD. enter bootstrap-key FQDN. enter bootstrap-key DNS_SERVERS,
enter bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower. enter ipvé
firepower. set value, set gateway. setip. accept-license-agreement

Firepower 4100/9300 2.1.1 ASA 7 T AX EJREIT D L. ZHE D Firepower 4100/9300 ¥ ¥ — DH A k

Y —v LD ASA DY IDZRETEEY, LANTASAT 7Y r—a VNTY A FIDEZRET D 4E

A M7 ZAZ) T MY E LI, ZOHLUWEKREIT, FIMIEAZMEICLET, ASAHKRANTY A

DYLE FID ZRETERS RO I EITERELTLIEE W, £z, %A M7 T A%
Vo7 DR E D DTOIT, BEMLENT +—~  ACET 28 HOSGE
NEEND ASAT() BELOFX0S2.1.1 17 v 77 L —R+5Z L a2H#EL £
—a_o
setsite-id 2~ RAZEHINE LT

6 @ Firepower Threat |2.1.1 Firepower Threat Defense D v — 17 T A4 U o FIREHINE LT, &K6

Defense £ = —/L D
VXY=V T ALY
N

ODY X —UNIREKR 6 DODDEY a— L EEDH T ENTEET,

ENY _ -_— N Enl I_l_l
Y—EXFI—ZUJDETE
Cisco Firepower 4100/9300 > v — 3%, H—7 L — R CHEHEDOV—E R (T AT U4 —/b, H—

RKX—=F 4D DDoS 77V r—va iy 29 AR—FrT&FEd, 2NHOT TV r—v gt
HP—ERF, Vo7 ENT, =R F=z—0ERLET,

H—EXFIz—2IZDNT

BEY—EASNTWAY—EA Fx—r ar 74 Xal—a T, ¥— =7 o
Radware DefensePro fRA8 75 ~ N 74— L% ASA 7 7 A4 7 U+ — /LD FHi, %7z Firepower Threat
Defense D FaITHRITT D XL HIZA A h—/LTX £9, RadwareDefensePro /%, Firepower4100/9300
¥ — VIS HI Y — e 2% (DDoS) D L ARFIBKRE 2 12 (4 5 KVM R—ZA DA T T »
k7 #— 2T, Firepower 4100/9300 ¥ ¥ —> CH—E R F=—WHENMIRDE, Fv hT—

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B



REFNIR |
B vy—cxF—=-rommEsEHs

TINGD NT 7 4w 713 FEE 7 ASA F 7213 Firepower Threat Defense 7 7 A 7 U 4 —/VIZEIFET 5
AillZ DefensePro (RAR 77 » N 7 4 — L& T HMLENH Y £,

Radware DefensePro K48~ 7 » b 7 #— A, Radware vDP ({ifE DefensePro) . £7/-1iv 7L
IZvDP RIS Z &3 Y £9°, Radware DefensePro KRBT v b7 +—ALl, Vo7 5o
L—& LI AZ b H 0 F9,

H—EX Fz—Z2J DaHREH

Radware DefensePro % Firepower 4100/9300 3 ¥ — I ZE AT B HIIZ, ete/UTC ¥ A LY — 2 TNTP
P—REfEHT % KL 9 IZ Firepower 4100/9300 > v — > A& D L E2 B D £, Firepower
4100/9300 > v — O A fF EREL OFRE OFEMIZOWTIX, HEFOZE, (103 X—) 2B L
TLIEEY,

HY—EXFz—25DHA KSA Y

ETIL

* Radware DefensePro "7 v k7 4 — A%, Firepower 9300 E X2 U T 4 77574 7 L ADH
THR—FSNET,

* Radware DefensePro 77 v b 7 +— AL, IkDEx =2 U T 4 777 A7 2 A O Firepower Threat
Defense THAR— I E T,

o Firepower 9300

° Firepower 4110 : 3BT A A L RIIFIZCT 2 L—H ZEATAHMLERH D 9, T34
AT TR T NA ARRESNTHET, 7aAb—FEA A=A THTLIITE
FH A,

° Firepower 4120 : F@BR7 A R LRIRHZT a L —F 2B AT LMLERH Y £3, 731
AT TITGRET A ANRESNHET, 7aL—F A A=V T5HTLIFTTE
FH A,

o Firepower 4140
o Firepower 4150

ZOMDHA K514

cH—tERFr— i, VX —IVHNITRAX AT 4 X2 b—Ta T R— P EnER
Ao 1272 L. Radware DefensePro 7 7'V 7r— g ., Vv —YWNI TARAZ U F UADAH
VRTur ary7 4 Xalb— g VTEATEET,

*DefensePro 7 7 U r—>a VIR KR3IODOEX 2T 4 FVa—LOEBIDA VAKX AL
LCEfECEET,
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ARV RT7OYOMET /N A X TO Radware DefensePro —E X F = — 2 DR E [ |

2B F7OVNDHET/INA X TOHRadwareDefenseProty—E XF = —

Y DERTE

&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

A K R7 1 ASA F 721X Firepower Threat Defense #ELT /A A DRI EH HHE—DH—E A
- = — /|2 Radware DefensePro % 1 A h—/L 3 2%121F, RO FIAIZHENE T,

[F L& BRI

*vDP A A—% Cisco.com B X 72— KL T (Ciscocom DA A—TDH 71—
K, (54 —) &) | FDA A—T% Firepower 4100/9300 & v — X v m— KL
3 (Firepower4100/9300 > ¥ — ¥ ~DFRHELT NA ADY T "N =T A A=Y DX o a—
K, (57 =) 2&M]) |,

* Radware DefensePro 7 7'V r—>a v %, Uy —YWNI TAX FEORZ L RT7 0o MRk CiE
ATEFET, VY —WNIZTAZY U TIZHONWTL, v — Y T A H D Radware DefensePro
Y= A Fz—rDO%E, (191 =) 2BRL T &,

FIE

VDP THIDEHA 7 —T = A 2T 25813, A v F—7 =A 2 70T 1 OfE, (146
NR=V) IS TA LV F =T =AM AZHDITL, ZDOZA TZ mgmt [IZREL T EE, HD
WX, T = a VEEA A =T o A AEIFTEET,

A K v KT v R C ASA F 7213 Firepower Threat Defense i 7 /3 A ZERR L ET (A X K
T ASAGRERT NA ZADAERL, (152 =) £LBEEISGT LU ORZ o R 7 v i
BT S ZADERK, (155%—37) &5M) , Firepower4110 £721341208 X%V F7 4 77547
VARIZA A=V HA VA M= AT DG, REEZ 2 I v MDA, vDP % Firepower Threat
Defense f A= & & HIZA VA =T HMBENDHLH T EITTERLTIZEN,

X2 VT4 =R E—FIZADET,

Firepower# scopessa

Radware vDP A A% > 2 ZER L £ 97,
Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # createapp-instance vdp
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot/* # exit

ROEETE LT

commit-buffer

X274 FEVa2a—VDVDPOREL T n Y a =0 TR LET,
Firepower /ssa # show app-instance
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ATy T17

ATvT8

ATvT9

ATv 710

ATvIN

ATy 12

i -
Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

VDP 7 U r—>a U NA T4 REBIC AR~ 2%, BT A AT 78 A LET,
Firepower /ssa # scopelogical-device device_name

VDP IZEHRA 2 —T = A A%EHIVYTET, BT A ADLD LR UYEA v H—T = A X
EERTLZES, DA =T = AT LB TEET,

Firepower /ssa/logical-device # enterexternal-port-link nameinterface_idvdp
Firepower /ssa/logical-device/external-port-link™® # exit

VDP OIMBEFLA v F—7 = f AREZEHRELE T,

a) 7— AT T ATV MEERLET,

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp

b) HHIP 7 FLAEZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap* #createipv4 slot_iddefault

O F—hU=A T RLRAERELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #setgateway gateway address

A IP7 RLRLES AT EZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* #setip ip_addressmask network _mask

e) BHIPREAA—TEMKTLET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* #exit

) HHT— AT v TRER AT EHKTLET,
Firepower /ssa/logical-device/mgmt-bootstrap* #exit

ASA F 7213 Firepower Threat Defense 7 2 — DRI vDP #BliET 57 — X A 2 —7 = A A%
£LET,

Firepower /ssa/logical-device* # scopeexternal-port-link name

AU H—T oA A% FRART HIZIL, show external-port-link =~ > REZ AT LET,

FMERT N A A2 VvDP AL E 7,
Firepower /ssa/logical-device/external-port-link* # setdecorator vdp

VvDP il 24 v 4 —T7 =24 AT LICFEEBE VIR L £,
Y= RKR—=F DT TV = a N F—T oA ATEESINTWNDEZ L E2ERLET,

Firepower /ssa/logical-device/external-port-link™* # show detail

51 -

Firepower /ssa/logical-device/external-port-link # show detail

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ATy 713

% —L WY 5 R4 0 Radware DefensePro ¥ —EX Fr—r 0T I

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

REEMEELET,

commit-buffer

v —Y WY 5 X2 D Radware DefensePro Y —EX F T — U DERE

&M

ATy T2

ATvT3

ATv74

ATy 75

[T L& BHIIC

*VDP A A— % Cisco.com 2254 7> v — K LT (Ciscocom DA A=V DX /1 —
R, (54 =) &) | DA A—T % Firepower 4100/9300 + ¥ —NIX 7 m— R L
F 9 (Firepower4100/9300 & ¥ — 3 ~DFGHT A AD Y T NI =T A A=Y DH 71—
K, (37=—=) &) .

FIE

VvDP THIDEBA v H—T = A AEHEHATIE/IE, A X —T =4 A 7T a"T7 ¢ Oftk, (146
NR=D) I TA LV F—T oA AN, TOFA T Z mgmt IZHELTLLEE, D
W, 7V r—va VEBA VX —T oA A TEET,

ASA > —Y NI TAH (ASA V7 T AKX TORE, (169 2—) &#HM) F721L Firepower
Threat Defense v — W27 5 A& (Firepower Threat Defense 7 7 A X U > 7 OE, (176 ~<—
V) #l) ARELET,

W& (7472 FMAl) AR— k% Radware DefensePro T7 =2 L— ks L E9,
enter external-port-link name interface_name { asa | ftd}

% iE decoratorvdp

7% 7 description""'

exit

IMELT NA ZADIEIRR— b E2FID Y TETS,

enter external-port-link { mgm¢ asa | mgmt ftd } interface id { asa | ftd }
7% € decorator""

%7€ description""

exit

DefensePro DM E BLAR— M Z2HD 24 TE,

enter external-port-linkmgmt_vdp interface_name { asa | ftd }

7% 7E decorator'""
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v — A 5 R4S O Radware DefensePro —EX F T —2DRTE

ATvT6

ATvT1

ATvT8

ATvT9

ATv 710

ATvIN

F%E description'""

7 TAL K—=F FypNERELET,
enter external-port-link port-channel48 Port-channel48 { asa | fid }

7% 7€ decorator'"

7% 7 description""

exit

DefensePro ® 3 DT _XTDA LV ALV ADER T — AT v F2RELET,
enter mgmt-bootstrapvdp

enter ipv4 slot_iddefault

setgateway gateway address

setip ip_addressmask network _mask

exit

&1 -

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default

set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

FHT7T— MR N7 v I REGHEET LET,
exit

AL =T L—RT, FEHIPEZREL, 7 I7RAZV T 2AHLET,
deviceclusteringmanagement-channelip

deviceclusteringmasterset management-channel ip
deviceclusteringstatesetenable

REZMEE LET,

commit-buffer

GE) ZOFNEESET Lz 5., DefensePro A » AX LV ANT T AZIZKESILTWNEME H h

R T DM DD T,
LTFOWTF O FFIET,  Tprimary] & [secondary] @ DefensePro A > A%V AN EHNTH 5 H
T LE T,
a) DefensePro A > X % > ZD#iH Z45E L, DefensePro D7 7'V r—3 a VEIEDHZ KR L%
D
scopessa

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F
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% —L WY 5 R4 0 Radware DefensePro ¥ —EX Fr—r 0T I

scope slot_number
scopeapp-instancevdp

showapp-attri

b) 2o FOHFHEIEE L. DefensePro { v A X ADEHEMAER R LEST, ZO7 Fu—FT
X, ZAa v b EOGEET AL ZREVDP W F DT SV r—ay A LV AE AEFERNEREN
EC

scopessa
scope slot_number

showapp-instance expand detail

DefensePro 77U 77— a VA T4 TH YT T AKX SN TOWARWESIX. CLIIZKRD L)
WCFERENET,

App Attribute:

App Attribute Key: cluster-role
Value: unknown

Z® lunknown| fENFRSNTZHAIE, VDP 7 7 A X ZVERT 572912, DefensePro 7 7'V /r—
varEANLTCYRAZ—IPT RLRERET HLLERH Y 7,

DefensePro 7 7V r—a VINA U T A T T A LI TWAEEIEL, CLLIZKD X H 123k
RENET,

App Attribute:

App Attribute Key: cluster-role
Value: primary/secondary

1

scope ssa
enter logical-device 1d asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4d 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description ""
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/1 vdp
set decorator ""
set description ""
exit
enter external-port-link port-channeld48 Port-channel48 asa

wn
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B uoPTCP K— A —T 2 & vDP Web —E ZDHZHIE

set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

UDP/TCP ;R— DA —T > & vDP Web —E XD EMIE

Radware APSolute Vision Manager { > % —7 = A A%, X F X F72 UDP/TCP R— &M L C
RadwarevDP 7 7'V r—v a3 v Ei@fE LET, vDP DT 7' U r—3 3 7 /3 APSolute Vision Manager
LHBET DI, TNHDR— IR T VERAARETHY 77 AT U — Mo TTrRY 7 S
NN EEERLET, =7 TR EDOR— FOFEMIZ OV TiX, APSolute Vision == — ¥
HTA RORDERESZHRL T IZE,

* Ports for APSolute Vision Server-WBM Communication and Operating System
e Communication Ports for APSolute Vision Server with Radware Devices

Radware APSolute Vision T FXO0S ¥ v — v WIZldE X415 Virtual DefensePro 7 7'V r—3v 3 U %
BT 57212, FXOS CLI 2 LT vDP Web — E 2 AN T A MENH Y £3,

FIE

ATYT1 FXOSCLI/NH, VDPDOT TV r—ray A L AX L AT L £9,
connect module s/otconsole

connect vdp

ATwFS2 VvDPWeb P —tEREHEML £,

manage secure-web status set enable

RAFYTF3 VDPTFUr—arDar ) —nLwT LTFX0S Y a—/LCLLICREY £9,
Ctrl |

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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| #mEFNcz
nET rz2ngE ]

RIEBETNAADER

LTSN ZEHIR LY, ASAZ R T UANT LU R E—RICEHLTZD, AV F—T oA R
a7 4 X2 b=V arEERELEY, FOMDOE R EEORET AL A TEITTLHILEN
T&EFET,

7)) 5r—oa FEHIETFar—420a Y —IL~ADEL
WOFINEZH -~ TCT TV r—varEidsal—2oary ) —Vil#ER LET,

)

GE) L= ~DT 7w ATHENRAET 5581, BIOSSH 7 747 > F&#d ), SSH 7
TAT U REH LWAR—=U g T v 77— RTHZ L2 #5E L9,

FIE

RT9T1 TV r—varFEnidrab—Zoar Y — VRT3, ROFIEEZFEITLET,

a) FXOSCLI 726, EF a7 4 EVa— /L= VUl LET,
Firepower-chassis # connectmodule s/ot_numberconsole
GE) BEOEX2VT 4 EV2a—VEYR—FLBRVWT AL ZADEF2 )T 4 =P

WZHERET A ITIX, slot number & LT 1 2BEHALET,

X2V T4 BV a— /WM TR 5 &, FXOS EY2— /L CLIICT 7B ALET,

b) YAV r—varEIFT AL — 2T R T HI2E, TS A LIz av s FEALE
R

Firepower-module1>connect asa

Firepower-module1>connect ftd

Firepower-module1>connect vdp

FXOSCLI DA — "N A F Lot X a2 U T 4 T a— LT P ~DLUEORE T,
X2 VT4 BV a— WUV OSICHET 78 ALET,

ATy T2 EE) Cul-A-DEAAL, 77U r— gy ary ) — L& T LTFX0S EY=—/LCLLIZ

BEILET,
Cul-]- L AL, Tab—% ar Y — %% T LTFX0S £Y2— /L CLLICBEI L £,

NS TNy a—F 4 v T DEDIZFXOS T 2 — LD CLIWCT 72 ATAHEBARNH Y 7,

ZAFw T3 FXOSCLI DA — 334 LoULIZEY $97,
A ¥XalVT g ®Va— VTP ary—LERTTHIE, ~ AN LET,
Telnet 7 7V 7 —3 3 810 Bip v £,

Cisco FX0S22(2) CLIa > T4 ¥aL—Sa Y HA K
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b) Telnet 7 7"V r— a 2K T4 51213, ROXITAHLET,

telnet>quit

1

WIZ, BX 2T 0 B 2—/L1DASAIZEEHE L TH 5, FXOSCLI DA —/03 1 L~ULIZ R
HHE R LUET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~
telnet> quit

Connection closed.
Firepower#

PEET /N1 R DHIBR
FIR

ATYT1 X274 P—ERE—RICADET,

Firepower# scopessa

ATvT2 U — v EORBET AL AOFEMEREL T LET,
Firepower /ssa # showlogical-device

ATV T3 HIBRTDMEET NS AT LI, kOa~vr REANLET,

Firepower /ssa # deletelogical-device device name

ATV T8 RHT AL AL A=V ENTWET Z I r—y g VOMEREFRLET,
Firepower /ssa # showapp-instance

ATFY TS HIRTHET TV r—ail, ROavy ReE AN LET,
a) Firepower /ssa # scopeslot slot_number

b) Firepower /ssa/slot # deleteapp-instance application_name
c) Firepower /ssa/slot # exit

ATvT6  REEMELET,

commit-buffer

FZUV I g EVATAREIZTI Yy FLET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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RETAS RCEERTORTOELNT TUr—var o4V Z0lE I

1

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State Template Name
FTD 1,2,3 Clustered Ok ftd
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

HMEBTNA RIZEEMTONATUWVEWNWZ T S—S 304 VD REF VR

D HIIFR

ATy T
ATvT2

ATvT3

ATvT4

BT S ZBHIRT D L. FORBT AL ZADOT Y r—a VREGHIRT 5008 5 0w
RENET, 77V r—va VREEZHIRLRWEA, TOT7 7V r—va v A AZ L ANY|
RENDET, o7 FVr—v a2 EALCGGRET SA AEZERTHZEIETEEFA, &
X2 VT 4 BV 2 WUV UNRELT N, A LT TIZEEM T STV RWEGEAIX, T
F—valr A VAR AERIRT HTOICULTORIREZFEHATE T,

FIE

X2 VT 4 =R E—FRIADET,

Firepower# scopessa

A VARN—NVERT TV r—va rOFEMERRLET,
Firepower /ssa # showapp-instance

HIBR 287 7V r—va i, koa~vy REALET,
a) Firepower /ssa # scopeslot slot_number

b) Firepower /ssa/slot # deleteapp-instance application_name
c) Firepower /ssa/slot # exit

HEEMELET,

commit-buffer
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B Firepower Threat Defense (#I2 7 /X1 ADA VA —T 24 ADER

cNZoY I a B AT AREIZaAIy FLET,

1

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

Firepower Threat Defense SRIE T /N1 ADA VA —T 21 RDER

Firepower Threat Defense i T /XA A TlL, A > X —7 = A ZADE| Y YTOE 0 24 CTigbk, %17
9 EMNTEET, £DI%, Firepower Management Center TA ¥ —7 = A AR EXFIH T F
T

[T L& BHIIC

A UH =T oA AT ORT  OFE, (1462—) BLOR— b F ¥ 2 VO1ERR, (147 32—
D) W TA v 2 —T = A A% TE L., EtherChannel #1B/L £ 9,

CEMERT NA AT AR 5.2 % Z L 72 < | Firepower Management Center C O [AIH & /2 & 137
12, FIV 24T HA7- BtherChannel 0D A L /83—y T EFFETE E7,

CTTIZEI D Y THNTWD A ¥ —7 = A A% EtherChannel [ZiBMT 5121% (=& 21X, 7
TANETETRTOA S Z =T A AN TAZIZE DY THNES) | ETWmET A A
MoA B =Tz A ADFN B TEMER L, KT EtherChannel |21 > % —7 = A A& BT
HEEN I Y EF, H LU EtherChannel D56, % D% TF 734 AT EtherChannel & # V) 4
THIENRTEET,

CEHA U H—T oA AFE T L Firepower f N2~ A U —T o 4 A% EE X DI, Firepower
Chassis Manager Zfi 132 M H Y £, CLIIZZOEREZ R —F L THWEEA,

AR v TREm A AYED = 91Z1E, Firepower Management Center Cak & % [RIH#1 3~ 2 A,
MFT_XTDOa=y N CTA U F =T A AZBIMETZTAIFRL T EI WV, FHLnA v F—
T A AFER XY LR TENEND D, A 02 —T oA AFT=F ) U 7T
ZRIEERNZ SICTHEELTLIEE N,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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ASA

FINA R

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6
ATy 17

ATvT8

ATvT9

MR

asapEF NI RS 5—T7z420%E [

FIE

X2 UT 4 =R = FIZAY £,

Firepower# scopessa

BT N Az fRE L E T,

Firepower /ssa # scopelogical-device device name

BT ANA ANDA B =T = A ZADEND B TERRLET,

Firepower /ssa/logical-device # deleteexternal-port-link name

A B —T oA A& FT 51T, show external-port-link =~ > K& A L FE9,
BT A RITH LA v =T = 258D S TET,

Firepower /ssa/logical-device* # createexternal-port-link name interface idftd

RIE Z e LETS

commit-buffer

oY T varey AT AREICTI Yy FLET,

Firepower Management Center (22 271 L £ 7,

[T /34 A (Devices) 1>[7 /3 A& H (Device Management) | % 34R L. #1925 Firepower Threat

Defense 7 /3 ADfRET A 2 (&) 227 Vv 7 LET, 774NV ITA L F—T AR
(Interfaces) | % 7 BRI TWVET,

[f > %—7=xAA (Interfaces) | ¥ 7D LIZHD [T /A A A X —T A A%[EH (Sync
Interfaces from device) | HRZ %27V v 7 LET,

[fR1F (Save) 127 Vw7 LET,
INT, BB (Deploy) 127U v 2 L, DY TET A AKRY —2BETEET, £H
i3, EBMCEMT S E TAEMMEERER A,

\AMADAVE—TTARADER

ASAGRELT NS 2 TlX, BHA L H—T oA ZADOENV YT, B0 Y TR, E-13E &z 217
FZENTEET, ASDM L, HTLWWA v ¥ —T = A4 A ZHEHITHE L E T,

I C®HBHIIZ

A UH =T oA AT aNRT  OfE, (146 —) BLOKR— b F v xVOIERL, (147 32—
V) W T, A HF—T = A A%EFHTE L, EtherChannel Z B/ L FE 7,

CTRERT NA R A 5 2902, E V) YT 57z EtherChannel D A L N—3 v FAFRETE
i‘g‘o

CTTIZEID B THNTWD A » H—7 = A A% EtherChannel (ZIBINT 5121% (=& 21X, 7
THNV R TEITRTCDOAS U HF =T 2 ANT TAXIZED Y TOHNET) | TTHIELT A R

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B



wEF AR

B ASABRETAARDAVE— T ROEE

&

ATy T2

ATvT3

ATvT4

ATy TH

WAV H—T A ZADENY YT EAMERR L, KIZ EtherChannel (24 > % —7 = A A& BT
HRENRHY F£7, #H LV EtherChannel DIGHE . & Dtk TT 731 AT EtherChannel % %] 1) ¥4
THILENTEET,

CTTGARBEN L TRT 2 — A= —TE, LA H—T o ANEHEX D LT REE
TEMENADT, A F—Tx2ARAFT=F Y L TICEBEZRIFLER AL

FIE

X274 =X ET=FICAD ET,

Firepower# scopessa

BT NA A& MRE L ET,

Firepower /ssa # scopelogical-device device_name

MBI R AN A B —T oA ZADEY B TEMEELET,

Firepower /ssa/logical-device # deleteexternal-port-link name

A B =T 2 A A% T HIZIE, show external-port-link =~ > K& A ) LE7,

WA 2 —T oA ADEE, FILWEHLAS X —7 = A AZBIMT LA, BUEDA V¥ —7 =
A Z%HIER L. commit-buffer =~ > REHFHL CEEEZ2I v FLET,

T SR ZNTHE LA A —T = A AHE) Y TE T,

Firepower /ssa/logical-device* # createexternal-port-link name interface idasa
RIEEMEELET,
commit-buffer

oI a B AT ARTEICZI Yy FLET,

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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gy

a2 74XaLb—23> DA R—KNITY
AHR— k

a7 4 X2l —ra DA A= MNTTAR— RIOWNWT, 201 X—
* OV T 4 FXal—ay TrANDTT AR— K, 202 =

* HEREZZ AR— DA Va—Y 7, 204 X—

* RETZT AR— K V~A U HFOERE, 205 _X—

C OV 4 Fal—ar T ANDA UR—, 206 X—

aA274F%a2aLb—230DA R—MITORXRKR—FIZD
LT

Firepower 4100/9300 > v — Y OBl T NA AL 7T N7 4 —LDaLr 7 4 X ab— 3 ViXiE
EEDRXML7 7 A NVED)E— =2/ AR— TE5a07 4 FXal—va L DIJ AR—
MERZFEHNTEEd, Toar 7 Falb—var 77 A V&% TA R — k LT Firepower
4100/9300 > ¥ —UNTHEIC A 7 4 X2 b—ia VREZEMA L., K< bhro TWARERICE L
720, VAT AEENGEE ISV TH5ZENTEET,

A FSA 2 EHIR

A T A K2l —valry T A NVORNRIF, BELRNTLLEIVY, a7 4Fa2lb—3
VITANANNEREINSE, FOTrANEFEHAT AT 4 X2l —T gy 4R — b
DRECT 2 [ REMERH Y F 7,

CHER Do 7 4 X2l — a3 VREIE., a7 4 FXFal— a3 77 AMIEENTWE
Hhe FHBRIORTERLa L 7 4 Fal—a 2T HI123. 77U r—3 g Ui
537 4FX2b—alr Nyl T vl Y=L EEHTOILERH Y 7,

CiscoFX0S22(2)CLIa> T4 ¥alL—2 3y HA K B



AT FIL—2 30D UR— NI RK—+ |

B -7 FaL—varvorqrozozf—t

* Firepower4100/9300 3 ¢ —3~D a7 f F o L— 3 DA R — MEE, Firepower 4100/9300
VX —VDTRNTORFOI T 4 Fab—ay GaBT A Ax2gTe) [THRS ., A
VR—=K 77 ANMCEENDS A T 4 Fab—a VICERICEZ BRI ONET,

*ay T4 Xalb—va T ANDxTY AR — kIt L[ U Firepower 4100/9300 ¥ ¥ — > 7217
Zar74Xalb—vary 7y ANVEAL R— T2 LaBREIOLET,

* A 2R — R D Firepower 4100/9300 > v —> DT T v v 74 —L VT b T N—T g
X, T AR—=FLIEEZLERUEARA—=TU g 025133 TY, BAR25813, 1R — Mg
TEORIDIIRFESNLET A, ¥ A2(X, Firepower 4100/9300 v —+ %7 v 77 L— K L7z
WED T L—=RLIEDT ORI I T v TREZTI AR— 52 Lo~ L%
R

* A 2 N— MSED Firepower 4100/9300 ¥ — 2 TlE, =7 AR —hF L7z ELFELAR Y MZ
FILAY hT—F FVa—LRA VA R—=LENTNWAEILERHD F9,

* A 2 "N— MSED Firepower4100/9300 > ¥ —> Tlidk, A VAR— T HZ T AR —F 77 A )VZ
EREINTVDLTRTORBAT NA R, ELWY T =T TFVr—vary f A=Y
WA UAN—= LI TNWDLLERDHY 7,

A UR—bFT DAL T4 Fal—ar T rAI, FOT SV r— gy Ra—W
TA U ARKE (EULA) BH LT A ANRGERLTNDLE, a7 4 Fa2lb—Ta
VEAVER—RNT DRI, £OT 7Y — 3 @ EULA 23 Firepower 4100/9300 > % — 3 C
ZITANONTWARERDHY £T, ZIT AN TWRWEAE, BEITRKRLET,

CTFEONRY I T v T T ANNEEESNDOEERET DT, Ny 7T v TERIERICT 7
ANZEEET DN, BIFEO7 7 A VEROEFTICa E— 1L T EE0,

aA74XFaAL—23 IT7A4ILOIY RAR—

&

T AH— N ERERE A L. Firepower4100/9300 3 % — L DFMBT NA AL T T T 4 —
LEREEEEL XML 77 A V&V E— b —"F =7 AR—FLET,

T AR— MEROHERICETZ2EERBFRICONVTIE., a7 4 Fa2b— 30D VKR—
Mo 7 AR —FZHONT] ZBRBLTLEEN,

FIE

AVT A Fab—Yary Ty ANE)E— b= AR = b BIE, ROBIEEITVE
—g—o

scopesystem
export-config URL enabled commit-buffer

WONTNLOELEEN L T2y AR — bS5 7 74440 URL ZHELET,
* ftp://username@hostnamel/path/image name

* scp://username@hostnamelpath/image _name

i Cisco FX0S22(2)CLI o> T « FalL—2arvhAqA4F



AVIT4F¥aAL—2arvDA UvR— KNI AR—+

avrsFar—vavrrsrozszi—+ [l

« sftp://username@hostname/path/image_name

o tftp://hostname:port-num/path/image_name

G T ANGE G TV NABRETOIVLERHDET, 77 ANVAERELRNE,
B LT/ ACIHERT T 7 AIDME S E T,

51 -

Firepower-chassis# scope system

Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml

enabled

Firepower-chassis /system/export-config # commit-buffer

T AR—K AT DAT—H AR T DI F 2TV E T,

Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status

BEDO T 7 AR— | XA ZFRT DT FEITWET,

ATvT2
scopesystem
scope export-config hostname
show fsm status
i -
Firepower-chassis# scope system
Hostname: 192.168.1.2
FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Nop
Previous Status: Backup Success
Timestamp: 2016-01-03T15:32:08.636
Try: O
Progress (%): 100
Current Task:
ATvT3
scopesystem
show export-config
ATvT4

scopesystem
scope export-config hostname

BEFDT 7 AR— N X A7 B ERET DI TEITOET,

T AR—= b ZFATEZEFETLHITE, kOa~xy FaHLET,

+ {enable|disable}
* set description <description>
* set password <N AU — >
* set port <port>

* set protocol {ftp|scp|sftp|tftp}

* set remote-file path_and filename

* set user <user>

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B



AT FIL—2 30D UR— NI RK—+ |
| L ET R P SN S EE DY

ATYTE I AR— X A7 EHIRT DIEA FETVET,
scopesystem
delete export-config rostname

commit-buffer

BESRELYV RAR— DRy —1)0T

AV a— )V ENTeT s AR — MEREA ] L C. Firepower 4100/9300 > % — ¥ DFiELT /3 A A
LSSy N T — AR EEA ST XML 7 7 ANE Y E— kB NE Iy ZR—F LE
T, T AR— NI, BH, BE, FLE2EMIEICETEINDILICATFVa— N TEET,
REDT I AR— KL, ATrVa— N INlcxl AR — MERDBWOHENCRHENICHEIE, X
P a— Vo TITENET, 20D, HEXFHEITLDORFVa— NIz s AR —
R ASKIEF O 10:00pm (CHNZ 2 D56 AT AIH LT 7 2R — b Z K H O 10:00pm =
LB L £,

T AR— MEREOMEAICET AEERFRICOVTUL, 274 Fa2b—2arDf h—
Nl AR—KIDOWT] 2R LT 7EE,

FIE

ATV a— VI NI AR— N X AT BIERT HIZiE, kOXHICLFET,
a) R —RELXTT AR— T HHAEZHRELET,

scopeorg
scope cfg-export-policy default

b) =/ AR—F RV —E2FGHLET,
setadminstate enable

) VE—h h—NLDBETHHATLI T harziEE L7,
set protocol {ftp|scp|sftp|tftp}

) RNy IT T TrANERNT BBFORA M EIITIP T RLAERIELET, 3,
ARNL—=T T VLA, B—H)v KT AT, F721F Firepower 4100/9300 > ¥ — N F > R T —7
BHETT 7B A RBREEORARN [EZIABAT A TR EERETEET,

IP7 RLUATIEHRS AR M AT 25613, DNS P —_"EZRETD2MLERH D £,
sethostname /ostname

©) T 74N NUSNDOFR— NEHERT 56T, A— NETEHRELET,
setport port

) Ve—rH—Ni2ul A o350 —VLEHEELET, 7o ha/LRTFTP ORAE, =
D7 4 —/V FITEH S ERA,

setuser username
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BREIVRR—F ULV EDERTE

2 VE— " —RO2—PFZDONRAT—RFEFEELET, 72 Fa/LRTETP DA,

NV REFEHSINERA,

setpassword password

DT 44—

hy 794N 52Ehar 74 FXal—ay 77 AN I AR— NTAEFO TV 2%
ELET, 77ANLEEETDHE, 27 AR—FFEICE ST, 77 A /VIZEAFINEID 4T

bIVET,

setremote-file path _and filename

) REZHBICT AR—=FFEA7Va— A2 ELET, i, R (Daly) 1. [5#

(Weekly) 1. F£721% [l (BiWeekly) ] DWW Tz TE £,

setschedule {daily|weekly|bi-weekly}

D o2 ar B AT AORTICKH L THRELET,

commit-buffer

&1 -

Firepower-chassis# scope org

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/org # scope cfg-export-policy default

/org/cfg-export-policy # set adminstate enable
/org/cfg-export-policy* # set protocol scp
/org/cfg-export-policy* # set hostname 192.168.1.2
/org/cfg-export-policy* # set remote-file /export/cfg-backup.xml
/org/cfg-export-policy* # set user userl

/org/cfg-export-policy* # set password

/org/cfg-export-policy* # set schedule weekly
/org/cfg-export-policy* # commit-buffer
/org/cfg-export-policy #
/org/cfg-export-policy # show detail

Config Export policy:

Name: default
Description:
Admin State:
Protocol: Scp

Hostname: 192.

User: userl
Remote File:

Configuration Export Policy
Enable

168.1.2

/export/cfg-backup.xml

Schedule: Weekly

Port: Default
Current Task:

N — °_ N > =JLr=o

RHELDRAR—F YA FDEXRTE
BRETLI AR— IPREDOHEFETIN TN EXICVAT AT — 2RI EDITE, =
TAR—FN U o XHRERFEALET,

FIE

BRELI AR— K VA U HEAERT HIZIFROLEIICLET,

scopeorg

scope cfg-export-reminder

set frequency days
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B -7 FaL—varvrrqrnsof—t+

set adminstate {enable|disable}

commit-buffer

i -

Firepower-chassis# scope org

Firepower-chassis /org # scope cfg-export-reminder
Firepower-chassis /org/cfg-export-reminder # set frequency 10
Firepower-chassis /org/cfg-export-reminder* # set adminstate enable
Firepower-chassis /org/cfg-export-reminder* # commit-buffer
Firepower-chassis /org/cfg-export-reminder # show detail

Config Export Reminder:
Config Export Reminder (Days): 10
AdminState: Enable

A4 FxX2aLb—23r T7A4ILDA R— bk

RIEDA RN — MMEREZ M L C. Firepower 4100/9300 ¥ v — 30257 AR — h L7 k% &
FHMATEET, ZOMRBEHERL T, BEAORIRERICE LD, v AT AEEEZRI LT
DTEET, AR — MEROHERICEAT sEERFERICONTL, T2 74 Falb—Ta
DA VR—NT 7 ZAR—=FIHONT] ZBR LT,

FIE

ARTYT1 av74FXal—varZryANEYE— R ="\ bHA UR— bT 200, ROBIEEITVE
j—O
scopesystem
import-config URL enabled

commit-buffer
RONWTNDORELZHEH L TA Vo R—FEND7 7A/0D URL Z48E L £,
* ftp://username@hostnamel/path/image name
* scp://username@hostnamelpath/image _name
* sftp://username@hostname/path/image_name

o tftp://hostname:port-num/path/image_name

i -

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl1@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot

Firepower-chassis /system/import-config # commit-buffer

ATVT2 AUKR—bF XRITDAT—H A% RERT HITITLL T 2TV ET,
scopesystem
scope import-config iostname

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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show fsm status

i -

Firepower-chassis# scope system

Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status

Hostname: 192.168.1.2

FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Import Wait For Switch
Previous Status: Import Config Breakout
Timestamp: 2016-01-03T15:45:03.963
Try: O
Progress (%): 97
Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:
MgmtImporterImport:configBreakout)

ATYT3  BEFEOA VAR — N X R ZRRT DI T 2TV ET,
scopesystem
show import-config

ATYT4  BEFEOA VAR — N XA ZERT LTI T 2TV ET,
scopesystem
scope import-config hostname

AR — b FR7 ZEETHITIF, kOa~vy e LET,
+ {enable|disable}
* set description <description>
* set password </~ AU — >
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-file path_and_filename
* set user <user>
ATYTE A UR— R AT EAIRT DI FEITVET,

scopesystem
delete import-config sostname

commit-buffer
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oy

kST a—FTa Y

* Ry b RN TFo, 209 =

* Xy NI HEHROT AR, 216 RX—V

* R— K F xR AT —H ADHER, 218 ~—
V7 MU= TEENDORE, 220 NX—

C BT AN AT ADEIE, 225 X—

O O
INTY N FX TFv

RNy b FYTF v YL, R EREDORBEDT Ny 7R, Firepower 4100/9300 3 v — 3 %
WRT D774y 7Tu—0BFIERTE AMESHEETT, STy b XX T Ty V—
NEFEHTD L, FEOBEEM DR — b F 721X Firepower 4100/9300 & v —3 DT 7 ir—3 9
A= Z2HWEETL T 74 v 7oV Tr 7 EREkTEET,

BEDONRry xRy T Fr ey va U EFERL, Sy a VTEHEOR—- N NI T 4 v I &
XY ST TEET, Xy b XTI TFr ey aiZEENLSEAR— NHIZ, @RIy b
Xy 7F ¥ (PCAP) 7 7 A DMERSET,

Ny TJ—riR—rIvEVY
Firepower 4100/9300 ¥ ¥ — > TiX, W v 7 7L —r R— MIRDO~ v B 7 R— &R L

ij‘o
t¥a)T4 EV2 - R—bk<vEYY &5 EA
X2 VU5 4 FY=2—/L 1/ |Ethernetl/9 Internal-Data0/0

X2 UT 4 oo

X2 U5 4 Y =2—/ 1/ | Ethernetl/10 Internal-Data0/1
Xa2UT 4 oo
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FSTLYa—Fav5 |
B robrxvTFy

t¥al)T4 EVa L R—btvvEVY BLL

X2 YF 4 T a—2 Ethernetl/11 Internal-Data0/0
XL VF T a—L2 Ethernet1/12 Internal-Data0/1
X2 UT 4 EV2—13 Ethernetl/13 Internal-Data0/0
X2 T 4 E2—3 Ethernetl/14 Internal-Data0/1
ARFBIALHINEIE

Ny N Xy Ty = UZid, ROFIRFEENRH D £,
* X ¥ 7T ¥ TEDHDITHEAK 100 Mbps £ TTT,
Ny XY TTFr vy a rOFERICEATER T RREEN R TH, Ny PRy
TFx by varEERTEET, Xy b ¥y I F vy vy a U EBBT RN, #H
AREZR T RN D Z L AR T AMLERH Y £,
CBEOT VT4 TRy ¥y T F v Eyia I AR—FEREE AL
WAL v TFDATIDERETOARX Y F v INET,
CWERAAL w TN TE WA Ty b (X2 VT4 IN—T HT Ry hU—7 H—t
ANy B—= Ry ") [T A NVZOBERH Y XA,
cHZ LTV R—FENFEEAL (R—F Fyrp, $—ER F=2—0R L) .

A

G¥) A=K F¥RXNVD LT T 4T DXXY T F XL AR—FINTOEFAN,
Ry b Fx7F v By a ARl — b Fy xBTS HE L DA N
R=FEEOLIENTEEST, Xy XX 7T v V—E, AN F—
LBy b ¥ TF v T A NVEERLET,

Xy T TF vy By alrNT I T 4 TRENX, PCAP 7 7 AV EaAE—1L7=), =J AFR—|
TxFH A,

Ry Xy TTFY EyrvarrHlRTALE, FOy v a IEET AT ITONRT Y
My 7TF v 77 A BHIBRINET,
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Ky kxrIFeeyviavokmst-ae I

Ny XY TFvYy i avDERTIZESE

ATvT1

ATy T2

ATvT3

ATvT4

ATy 75

ATvT6

FIE

Ry b ¥ TFF¥ T—FICADET,

Firepower-chassis # scope packet-capture

HLWATy b ¥y T TFy By da CEERTDITE. ROFIEZFEITLET,

Firepower-chassis /packet-capture # create session session_name

BEEONry N Fx7F v Lo araET 1005 ROFIEL2FEITLET,

Firepower-chassis /packet-capture # enter session session_name

Oy XY TTFy By vaERAT ANy Ty A XEEELET,

Firepower-chassis /packet-capture/session # set session-memory-usage session_size_in_megabytes

FBETH Ry 77 A X131 ~2048 MB IZTAMLERHY £9°,
Oy N Xy T Ty By va TR T TF X THNy FOEIERRTELET,

Firepower-chassis /packet-capture/session # set session-pcap-snaplength session _snap length_in_bytes
ATy TORERIE. 64 ~ 9006 A FOFHNICT H2LENHY £, Eyiary ATy TR
ERELBRWGEOT 740 bOF v 7 F v Fix, 1518 341 ST,

ZONRTy b XY T Ty a GO LIMNERHLR— M RELE T, HEOFR— b
XX 7Ty L0, BEUAR— T TV r—va A= RO FNLRIC ATy b F X T Ty
o a IR LEY TEET, HlONT Yy bR T Ty Ty ARty a VITEEND
FAR— PR S ET,
GE) Nry hFxy T FrtyraryhbR— MEHIBRT 512X, RITRT 2~ 2 KT ereate
DRV IZ delete ZfEH L E9,
a) FAFEMOR— N ZBIMNT 5121, ROTFIEEZFATLET,
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port name
phy-port TlX., port name OFECIX Ethernet<slot id>/<port id> F 7213 Port-Channel<number>
T9, 7L—2 T vk r—7)L (phy-aggr-port) TlX, port name DI LI
Ethernet<slot id>/<port_id>/<breakout port id> T,

b) 7FV r—vay R b EBINT 512, ROFIEEZFATLET,
Firepower-chassis /packet-capture/session™ # create app_port security module_slot id link name
interface_name app_name

©) MESUTEROAT v a2V IK L THERR— M2BMLET,

XX ST LT N T 74w 7T 4V F YT HITE, ROFIEEZFEITLET,

Nry "Xy T F oy ra  lEGENDIA L E—T oA ADWVWT NI T 4 V2 A TEE
T, T A NEDERFIEZOWTIE, X7y b Xy T F X DImdD T 4 VX ORE, (213 =—
V) BERLTLITEE N,

a) T4 NVEEFERTAA L Z—T A4 ZADOHFMEATILET,
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REY XY TFr vy avDERERITRESE

ATy FT17

ATvT8

Firepower-chassis /packet-capture/session* # scope {phy-port | phy-aggr-port} port name

scope phy-port Ethernet<slot id>/<port id>

or

scope phy-aggr-port Ethernet<slot id>/<port id>/<breakout port id>

or

scope <security module slot id> <link name> <interface name> <app name>

b) HIO 7 4 V2w AT 2121, ROBIEEZITNET,
Firepower-chassis /packet-capture/session/ {phy-port|phy-aggr-portlapp-port} * # set {source-filter}
filtername

Gx) R—= M B 7 4V ZHIERT HIT1E. set source-filter """ Z{#FH L £
7,

C) BMDOT 4 NHFEWHEATHICIE, VESCTCEROAT v 72D LET,
Nry b XX 7Ty ByrvarE2T BT IINE. ROFIEEZFETLET,

Firepower-chassis /packet-capture/session* # enable

BLUIERR LTe Ty Ry 7 Fxtya 37 740 FTREDICR>THET, By
CETRIICEINCT S L, BENAIy PENEETy bRy T Fr ey iarny s
TATWERVET, MOy a BT TIIT 77T 4 71losTWAHEE, By va v EaHRIC
THEZT—PERSINET, Tty a rEERCTIHRNC, TTIET 2T 47737 b
Y TTFy by va rBENITOILENRDHY T,

UV a BV AT AOBREICH LTHEE LET,

Firepower-chassis /packet-capture/session* # commit-buffer

Ny b FxTFry by a2 {GONCTLE VAT ATy FOF Y T F ¥ 2B LE
T By a b PCAP 7V 7 A VEHF T — RT LRI, ¥v 7T v &2EIETH0ERS Y

3279‘*0

Firepower-chassis# scope packet-capture

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

packet-capture # create session asalinside

packet-capture/session # set session-memory-usage 256
packet-capture/session* # create phy-port Ethernet3/1
packet-capture/session* # create phy-aggr-port Ethernet2/1/1
packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
packet-capture/session* # create filter interfacelvlanl00

packet-capture/filter* # set ivlan 100
packet-capture/filter* # set srcIP 6.6.6.6
packet-capture/filter* # set srcPort 80
packet-capture/filter* # set destIP 10.10.10.10
packet-capture/filter* # set destPort 5050
packet-capture/filter* # exit

packet-capture/session* # scope phy-port Ethernet3/1
packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
packet-capture/session/phy-port* # exit

packet-capture/session* # scope app-port 1 linkl Ethernetl/1 asa
packet-capture/session/app-port* # set src-filter interfacelvlanlO00
packet-capture/session/app-port* # exit

packet-capture/session* # enable

packet-capture/session* # commit-buffer

packet-capture/session #
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| rSoLva—F104

Ky ke I7Fent=607404508%F I

NTY X TFDREHDT 4 ILEDETE

)

Nro bhFx7Fr o a ilE&FEND T 74 v 7 ZHIRT DD T ANV BERTE F
T, Ny b Xy T TFr By a VOERFPICEDS VX —T o ADNEFEED T VX AT
DHNEIBINCE FT,

G¥)

&M

ATy T2

ATvT3

WAEEITTONRry b ¥ 7 F ¥ o a CEAINTWE T VX 2R E-13HIBRT
LA, TDE YT a VEENC L TCHLEEANNCT S ETIIEITSRET A,

FIE

Ry k¥ FF v T— FAD ET,

Firepower-chassis # scope packet-capture

LA Ty N Fxy T Ty T4 FEERT IR, ROFIREZETLET,
Firepower-chassis /packet-capture # create filter filter name
BEFEONT y b FXx T F v T4V Z BT DI ROFIREZFETLET,
Firepower-chassis /packet-capture # enter filter filter name
BEFDONRT s N Fx 7 Fxv 74V EZHIRT 2I120E, ROFIEEZFEITLET,
Firepower-chassis /packet-capture # delete filter filter name
1O EDT 4G TanT 4 ZRETDHILICE T, 74 VX OFFMEEELET,
Firepower-chassis /packet-capture/filter* # set <filterprop filterprop value
GH) IPv4 721X 1Pv6 7 RLAZEH L CTT7 4 V2V 7 TEETH, WLy b ¥y 7
Fy tyarTOMHBIZEDL 742 ) ZIETEEE A,

K9 HR—bEhBT0IIL% TONRT

ivlan B VLANID (AR — N ADFFD T > b D
VLAN)

ovlan A VLANID  (Firepower 4100/9300 3 v —/1Z
Lo TEME 7z VLAN)

sreip EEITLIP 7 KL A (IPv4)

destip 85 IP 7 KL A (IPv4)

srcipv6 EETLIP T R A (IPv6)

destipv6 S4e IP 7 KL A (IPv6)
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B 7o rFrdFr vl arnBlassUEL

FSINSa—TFay

srcport EEITR— FNEE

destport AR — N &

A=l =% IP 7 b2 JANAIWC K> CTEZESINS 10
RO a k= )UfH)

ethertype A —Yxy b7ararLiyzilr JANAIZ L -
TEZIND 10 ERRXDA —V %y 7 b
o)L B AT, 7o & zIE. IPv4=2048, IPv6=
34525. ARP=2054. SGT =35081)

srcmac EEILMAC 7 RL&

destmac 55 MAC 7 R L&

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create filter interfacelvlanl00

Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*

#
#
#
#
#
#

set ivlan 100

set srcip 6.6.6.6

set srcport 80

set destip 10.10.10.10
set destport 5050
commit-buffer

NTY XY TFry v aVORBEIUVEL

ATy I

ATvT2

ATvT3

ATv74

FIE

RTy XY TTF v T—RNIZADET,

Firepower-chassis # scope packet-capture

PEIEEIFBBT 237y b Fx T F ¥ By a ro@Me A LES,

Firepower-chassis /packet-capture # enter session session_name

NTry b FXTFy by var2BRT I3 ROFIEZETLET,

Firepower-chassis /packet-capture/session* # enable [append | overwrite]

G¥) oty arOFETHIE, Xy Xy IF vy by arEBTEEY

/\/o

Ry b Fd Y F v By arOFETHE. P T 7497 %2F% Y 7T F ¥4 51200 Tl % DPCAP

T7ANDT 7 AN FAZXPEMLES, Ny T 7OV A ZHIRISEST D L VAT ABAT

FOBEEABBL, BEIT R 74— FOMEREML £9,
Nroy ¥ 7F¥ Byiara2EIET A0, ROFIEEZETLET,
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ATvTH

RrybkxveIdFzre a7 08y 0n—F |}

Firepower-chassis /packet-capture/session* # disable

RN H Ty ar iy AT AOREICKH L THE LET,

Firepower-chassis /packet-capture/session* # commit-buffer

Rry hFXT7Fr ey rarZAcTde, EyvaAilEEnbs A ¥ —T =4 ADPCAP
TrANRIT T 47 OREEZFBLET, ByvarvdPbyrary—2&% EEEXTHL9
ICHESN TV A, BEIFO PCAP 7 =X THESNET, £ 9 TRVWER, 7213 (bL
biuE) BFEO7 7 A TBEMSIVET,

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

NTYy X TFv D74 ILDEHA—FK

tyvarpbur =N artva—2ry F vy 7 Fyv (PCAP) 77 A NVaH U rm—F
TEET, INTHRY M= Xy N TFHFIAFEFEHLTOITEHE512720 £7,
PCAP 7 7 A /WX workspace://packet-capture 7 4 L7 h VIZRIESNTEY . IO
AHHNZER L 9,

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap

FIE

Firepower 4100/9300 > ¥ —/725 PCAP 7 7 A /b & 2 B —F 5(21d, IROBIEEITWVET,

G¥) Ty a B PCAP 77 AN E XU — RTLHNCA Ty b ¥ T F v Eyia
VEEIETDMERDH Y ET,

a) m—hVEBICHERLET,

Firepower-chassis # connect localmgmt

b) PCAP 7 7 A V& ' — LT,
# copy pcap_file copy_destination

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/

NTy X TFY £y a U DHIER

xR ry hFxTTFrtyadi, BEFETLTCWRTIIHIRTEET, 77747
Ny NI TFr BEyia i, WTRbHIRTE E T,
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FIE

AT9FT1 ATy b FxTFy T—FIAYET,

Firepower-chassis # scope packet-capture

AF9T2 REOST Y bRy TFx vy a s wEIRT5ICE, KOFIEEFITLET,

Firepower-chassis /packet-capture # delete session session_name

ATFYT3  FRCOITIT 4T Ny Xy 7TF ¥ By arZHIBRTHICE. ROLIITLET,

Firepower-chassis /packet-capture # delete-all-sessions

ATV T84 NIV I arEVAT AOREICKH L CHELET,
Firepower-chassis /packet-capture* # commit-buffer

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # delete session asalinside
Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

2y RID—0EGOTR L

[T L& BHIIC

BRIy NI =Dkt a T A T H5HT, Xy bV —7 EORIOT A ZADHRA MM E T
1L IPv4 7 R L A%~ T ping ZFE(T3 HI21F, ping =2~ FEFEHLEST, x> hU—27 ED
MOTSA ZDRA MMLETZNLIPV6 7 R L2 %A~ T ping 21779 5121E, ping6 2~ & fl
ﬁHl—/ij‘O

2y MU= LOROT AL AZEDLNV— e, TORA M EIZIPE T R A& ThH
L — A4 51214, traceroute 2~ REERALET, Fv FT—27 EDORIOT /SIS ZZES)L— b
., FORANGEIZIPV6 T RLA%ZF ST hL—AF 521, traceroute6 =~ RAfEH L
9,

*ping =~ NI LV pingé =~ > NI, 1ocal-mgmt E— R CTHEMFEETT,
*F7-. ping =1~ Ri% module ®— R CTHHEHTE 7,
* traceroute =~ N3 X O traceroute6 =~ > NiX, local-mgnt T— N THEHFEE T,

* £7-. traceroute 2~ N module E— N THHEHTE £,

FIE

ATy 71 WO~y ROWTNN1DEATTDHI EIZED ., local-mgnt T— RFE 1L module F— RIZHE
wLET,

* connect local-mgmt

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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* connect module module-ID {console | telnet}

i -
FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

ARy VU= i 7T A M T H2HMT, Xy MY =7 LORIOTNA ZADBRZ ML ET-
X IPv4 7 R L A &Afi - T ping & EITT D120 :

ping {hostname | IPv4_address} [count number packets | | [deadline seconds | | [interval seconds ] |
[packet-size bytes |

&1 -
SOPIE. v FU—2 EORIOF AL A LT ping $EEE 12 METT 5 HEETLCOE
R

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 ethO: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seqg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp_seg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seqg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp_seq=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seqg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp seg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms
rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A (local-mgmt) #

Py hT—7 EORIDOTNSA AZELN—bE, TORAMELIZIPVE T RLRAEFSTH
L— 29 B2

traceroute {hostname | IPv4_address}

&1 -

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets
1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

FP9300-A (local-mgmt) #

(EE) local-mgmt B— REK T L TR ENLE— RIZEDIZIL. exit Z AJLET,
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B A rFrrL T4 R0O%R

R— bk FYRIL AT—R ADFESR

&

ATvT3

BEERSN TSRk FXRVDAT =X 25T 51013, ROFIAEFITLET

FIE

WD a< K& ANJJ LT /eth-uplink/fabric E— NZBHA L £9,
* connect eth-uplink

* scope fabric {a | b}

i :

FP9300-A# connect eth-uplink

FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

BHEDOR—F Fr 2Lt ENETNOERAT —X AL I OEERED Y A N 2FKRT 5
show port-channel =~ > K& AJJ L E9,

51 -

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell? Data Disab
led Admin Down Administratively down

48 Port-channel4s8 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

il % DFR— K Fr 32N LR— MIHETHEREEZ T DT, koa<w P2 ANLT
/port-channel T— R&BAIE L £ 9,

* scope port-channel /D

i -

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.
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Fi—r Frrrzr—s2o0ER I

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

RELIEAR = FrRNVDRAT —=Z AEREFRT HI2IE, show 2~ FaAHLET,

151 -

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channellO Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

A=K F¥ RTNVDRA L IN— K= FDRAT—X XEREF T HIZ1E. show member-port =< >
KEZAHLET,

51

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

A= b Fr R, RET A ACED S THNDETRERSNARNT LICEE LTS
Ve b F R RIS R S BIBR S N B A RREET A A SIS N A,
A b Ty R IERIEIC R D £,

BIMOR—F F ¥ 2B L LACP fFHREFRT HI12F, RO FEANTLHILITLD,
/eth-uplink/fabric/port-channel &— F%%@T L T fxos E— RNIZAD jf’?’*o
* top

e connect fxos

il
BIEDOR— kN F¥ xNOY~< UIEHEZ R RT 5IZ1EL, show port-channel summary =~ > K% A
HLET,

i -
FP9300-A (fxos)# show port-channel summary
Flags: - Down P - Up in port-channel (members)

D
I - Individual H - Hot-standby (LACP only)
s — Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B



FSTLYa—Fav5 |
B otoz7rREr>ORSE

Group Port- Type Protocol Member Ports

Channel
10 Polo(sD)  Eth LACE Eth2/3(s)  Eth2/4(s)
11 Poll (SD) Eth LACP Eth2/1(s) Eth2/2(s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5(D)
48 Po48 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)

fxos B— R TIE, & 51T show port-channel =~ > N3 L Nshowlacp =~ > F&MH I T& £9,
Ihboavy ReflTE BE, VT 70y, hvry ARG E, SEIE A —
P FrRNVBIOLACP A FIRTHZ LN TEET,

RDIEZE
R— b F ¥ FNADIERFHECONWTL, A= FF ¥ 1A OER, (1473—) 2ZRLTEE
W,

Y7 bz T7EENSDEE

[T L& BHIIC

VAT ANEFIZT— M TERNWY 7 b = TREENEA LZEAIT. LTOFIEEZFETLT,
V7N 2TOFRN—Ya 27— CEET, 2OTRERAEETTHICIE, Fv I RAE—
NAA—THETFTP 77— L., FHV AT AL ~RZ—V vy A A=V AT — R L., FiFAa
A—=VHEFEHALTT— T H0ERNHY 7,

BEED FXOS NX—2 g DY N £ A—=UE, LTFToWnWTnnoar— g @ Cisco.com />
BAPRTEET,

* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252& flowid=77282&softwareid=286287263

* Firepower 4100 U — Xhttps://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

UBANY A A—=DITIT, 3DODERRLT7ANADBEENET, 72L& 21F. FX0S2.1.1.64 DHIED
UBHNRY A A=V TIORLET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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SIS a—TFTaVT

ATy T

ATy T2

FIE

ROMMON (27 7 A LET,
a) Y —)LiR— ML ET,
by 25 r%) T —FLET.

vrrwzrREN>OEE

VAT AT —RERBL, FOTavARIIT S NE O XA ~v—%FRLET,
C) Iy k&7 Iz Bse F—%& 9L, ROMMON £— RIZAY £,

i -

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRIK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

Xy I ALK —K A A—% TFTP 77— F LET,

a) BHIIP T FL A, BHER Y h~RA7, = T2 IPT7T FLARELLEESRLTWSZ &
ERHRLET, ThoOfE, set 3wy F&HALTERATEET, ping 23~ FEMHT

% &, TFTP ¥r— S~ 7 A hTE £,
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) Xy 7 AH— 1 A A—IL, Firepower 4100/9300 > ¥ — )57 7 & Aw[fE72 TFTP 7 4 L 7

FUICaE—LET,

GEx) YT AF =R A A=V D=V g UFEFIL, N RLVOR—=T g VFEFIZEL
FHA, FXOSRX—T g bXx oy I AX—1 f A= L OO Z RTIEHRIL.
Ciscocom DY 7 b =7 X yrma— R _X=JiIZH F£7,
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VI b TEEMNM DOEE

ATvT3

c) 7—h awr R&EfEHA LT, ROMMON 7254 A—2 %27 —FLET,

boot tftp://<IP address>/<path to image>

GE) & 512, Firepower 4100/9300 > ¥ —> D7 12 k /X3 )UZH D USB A1 v MIHHA
L72USB AT 47 T34 ZA&MHL T, ROMMON 2>5% v 7 AX — &7 — K9
HZ b TEET, VAT LAOBITIZUSBT N AZHHA LA, USBT A
A B ST DIIEIT AT LA HESTILERH Y £9,

VAT AE, AATVEZITRSOTXF Yy I AZ— A A=k — K752 LERT, —EHD

#EFRLET,

1 -

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

igddssasisssasidssasiidsaaiiiisaaiiidasaiiisaasisdissaniiissasiiiasariiisantis;
FHEFAFH R AR AR R R R R R R R R R R R R R
igadsaasissssasisisaasiiiasasiisansiiasasiisasniiisantiiaantiisRntttsstni

File reception completed.

Firepower 4100/9300 > ¥ — UIZHEANC R — R L7zF v 7V AX—h A A= L —FT DV HNY &

AT BT —=TV XY A A=V EL T = RFLET,

) VBN VAT LEXR—=V Y A A=V EXTn—FT52E, HHIPT FLALS— |
VA ZRETOIMLENDHYET, TNOEDA A—VF, USBEMHEHLTH Y n—FRT52
LT EEA,
switch (boot)# config terminal
switch (boot) (config)# interface mgmt 0O

switch (boot)

(

( config-if)# ip address <ip address> <netmask>
switch (boot)

(

(

config-if) # no shutdown
switch (boot)
switch (boot)

(
(
(config-if) # exit
(

config) # ip default-gateway <gateway>



| rsInva—F404
vrrwzrREN>OEE

switch (boot) (config)# exit

b) UBANY VAT REYI—Vy A A—Vh, VE—F P —A"0LT =TTy vallat—
l-/\gz—g—O
switch(boot)# copy URL bootflash:

KONTNPOELEHH L TA o HR—FSND7 7LD URL ZHELET,
* ftp://username@hostnamelpath/image _name
* scp://username@hostnamelpath/image_name
* sftp://username@hostnamel/path/image_name

« tftp://hostname/path/image name

1

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

) Firepower 4100/9300 ¥ ¥ — 24 A —VNIEFIZa—&niz b,
nuova-sim-mgmt-nsg.0.1.0.001.bin 725~ F— % A A —~O symlink Z1EfK L E9, 2DV
Y, B RTLYR—V ¥y A A=V % — K AN AL RLET, symlink 4413,
2—RLEIELTNDA A—VIZERZ <, #IZ nuova-sim-mgmt-nsg.0.1.0.001.bin & 7§25 %
ERbD £7,

switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

11 :
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful
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Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

HAflcA oo — RLEVATF A A A=V — RLET,

switch (boot)# load bootflash:<system-image>

i -
switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

UANY f A—=VURa—REnzs, UFoa<vr RE AN LT, VAT LANRHEA A=V —
LWL icLET,
GE) ZOFET., VAINY L A—TDur— FOBEBICETTALERH D F

‘j‘o

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

Firepower 4100/9300 ' ¥ — Y CHEHT 57T v 74 —L NV KLV A A=V kX —RLT
AL A M=V LET, FEHICOWTIE, A A—VOEFHE, (53 2—) 2BHL TSN,

£ :
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #
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w77 L vzxro0Ed

WEI74IL ORTLOMAEIE

IZC®H5HII

A=A FOF LV HR—=R 7T adBBE L, VAT ADBEFIZHGETE R ko2 5E81T.
WOFEZFEA L T AT LAZEETCEEY, 2070 AE2ETTBHITNE, Fv T AZX—F A
A—=VHTFTP 7— L, 79 v vat®W 74—~y bL, FH VAT LLRX—TUy f A=
A a—RL, FIHRAA—VEFEH LT — b 20ERH Y 7,

G¥)

&M

COFEIZIK, VAT AT T v vaDOF T r—~vy MRGENLTWET, ZORE, FIER
WXV AT A EERIIHERETHDLERH Y £77,

BEED FXOS N—2 a3 DY XY 4 A=, LFOWThoa -7 — g @ Cisco.com 7>
BARTEET,

* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286287252& flowid=77282&softwareid=286287263

* Firepower 4100 U — Xhttps://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286305187&flowid=79423 &softwareid=286287263

UHNRY L A=DIZE, 3O00RRZ 77 AANEENET, 72& 21E. FXO0S2.1.1.64 DE[1E A
A=V HEUTIORLET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

FIE

ROMMON (27 7 A2 LE9,
a) Y —L R— MIERE L E T,
b) A7 L%V T—FLET
VAT AIe—RERRBEL, FOTRR AR N XA v—FFKRLET,

C) Uy kX 7z Ese F—%& 4L, ROMMON £— RIZAY £,

i -

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO

Last reset cause: LocalSoft
DIMM Slot O : Present
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DIMM Slot 1 : Present
No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

ATYT2 FvIARAH—F A A=V % TFTP 7— b L %7,

a) HEIP T FL A, Xy h~227 F—FT = IPT FLARELLREENTNDHZ &
AHEALET, TROOMIE, set 1~ REMHLCTERTEET, ping 2~ REMHEHAT
% &, TFTP — " ~Dfia 7 A N TE £,
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) v/ A H— T A A—=E, Firepower 4100/9300 > ¥ — 37357 7 & AT fE/R TETP 5 4 L 7
rizav—L%ET,
(G¥) XY I AF— N A A=TDONR—=Ta rEHE, N RVONR—=TV g VEBIC L
FHA, FXOS X—T a3 tF v 7 AL — |k A 2= L OO Z R TIFRIT,

Ciscocom DY 7 b7 Xoyra— R X=JZH £4,
) 7—h a<wr KR&HEHALT, ROMMON 226 A A—V %7 — M LET,

boot tftp://<IP address>/<path to image>

GE) X 51T, Firepower4100/9300 v — D7 1> h X )LIZ&H 5 USB A1 v MIFFEA
L72USB AT 47 T34 ZA%&MHL T, ROMMON 2>5% v 7 A4 — &7 — k9
HZEHLTEET, VAT LAOBETIZUSBT /S A& A LT2A. USBT /3 A
AR I DIV AT AEFHEETILERH Y F7,

VAT AEI, AA—TVEZITRSOTXF Yy VAL — b A A=k — K752 LERT, —HD
#ERRLET,

11

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
EE |
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rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2
rrrrrrrrnt

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

iiddssasisiasasisisaasiiisaatiiiaaatiiiasasiisaaniiissaniiisaniiiasaRiiisantid;
FHEAAFH A AR R R R R R R R R R R R R
FHEHHFH AR R R R R R R R

File reception completed.

Xy I AL~ A A—=Thua—RKL7DL, initsystem 2~ FEFH L CT7 T v v a2 2H 74—
~v hLET,

init system =~ FZETT5L, VAT ALK B— RSN TWAHATRTOY 7 vy =T A
A—VRVAT ADTRTOREEEGD, 77 v Va2 OAFIXHEESNET, a~v 2 RBRETT
% E TR 20 ~ 30 5300 £9,

51 -

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

U J33Y A A—T % Firepower 4100/9300 > ¥ —> ~F 7o — KL %7,

CiscoFX0S22(2)CLIa> T4 ¥aL—23a v HA K B
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a) UBNY A A=V EFZTa— RT51I00E, BHIPT RLRAEF— MY oA ZRET DN
BHVET, ZNHEDA A=V, USBEEHLTH Yo r—RT5Z LIITEEEA,
switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)

switch (boot)

(
(
(

(config-if)# ip address <ip address> <netmask>
(
switch (boot) (config-if)# exit
(
(

config-if) # no shutdown

switch (boot)
switch (boot)

config)# ip default-gateway <gateway>
config)# exit

b) VE—h = NH T~ 7T all3 0T R_RTOYIANY 4 A—Thkabt'—LET,
switch(boot)# copy URL bootflash:

WOWT IO L LTI LTA R —FEND7 7 A /0D URL Z4EE L £7,
* ftp://username@hostnamelpath/image _name
* scp://username@hostnamel/path/image _name
« sftp://username@hostnamelpath/image _name

« tftp://hostname/path/image name

151 -

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

) Firepower 4100/9300 > ¥ —1NZA A=V NIEFICaE—SNz b,
nuova-sim-mgmt-nsg.0.1.0.001.bin /5~ % — ¥ A A—T~OD symlink Z1EFR L ET, 2DV
YIF, = RTAHEYFR =Ty A A=V % — K AD=ALHERLE T, symlink 41,
27— RFLEDELTNDA A—=VICERKRZ <, #IZ nuova-sim-mgmt-nsg.0.1.0.001.bin & 7§~ % %
b £7,

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

i -
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config)# ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

( ) (
( ) (
( ) (
switch (boot) (config-if)# exit
( ) (
( ) (
(

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...
switch (boot) #

ATFYTFS  AAfvFEIVn—FLET,

switch (boot)# reload

1 -
switch (boot)# reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot O : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'

Or can not find correct boot string !!
rommon 1 >

ATYTE6 FvIAI—F A RXA—VBIOVAT AL A=Y NHT—FLET,

rommon 1 > boot <kickstart-image> <system-image>

GE) VAT LA A= OE— R, ARV A TEF =YD T— A v B—URFERI
NHEZERBVFET, ZOLHI A vE—VIFEEL THWEEA,

Cisco FX0S22(2) CLIa > T4 ¥aL—Sa Y HA K
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i -
rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096
01/01/12 12:33a <DIR> 4,096 ..
01/01/12 12:16a <DIR> 16,384 lost+found
01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1 Kickstart Image verified successfully 1

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
S10mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome..

Mounting /callhome..

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to ‘nohup.out'

--—- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.
Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):
RATYT1 A A—VOu—RKBETTDHE, VAT ALV PIIIREREEEZ AT 2 L ko b ET,
FEICOWTIE, MIIERE, (12°—2) 2ZRL TSV,

AT w78  Firepower4100/9300 > v — > CTHHATH T T v F 74 —L R RV A A=V EF Dy a—RLE
To TV M TH—L N RV ARA—=V D=V a 0%, VAT LAOBREIHEHT 54 A—T 8

Cisco FX0S222) CLIa > T 4 ¥alL—Sa Y H4 K
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HIGLTWDORENRDH Y £, SOV TR, A A—VOFH, (53 ~—) 2ZRL T
éb\o

51 -

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

TTy N T F—L RN RANREFICF 7 a— REnizb, h CTUVATLAEZR— RT5 L &EICE
ATEDLI, IV T AX— P A A=V ELAT AL AT ETEINCTT 7T 4 72T HHLEN
HVET, FTHFON—T g VERERINDAX = T v T N—=Ta R T B0, R
L7c7 7 AN VAT ADLOBRIERNZZ OFIEEZHEAT 55 5121E, BEI7T 77 X—T 3 %
FITESNEHA,

a) fabric-interconnecta D A I — 7%/ E L F9,

FP9300-A# scope fabric-interconnect a

b) ETH DN — N NR—=V g L EFETHDOL AT A=V g U EFRRT HITIE. showversion =
< REMEHLET, A XA—VET7T7 0 72T 5208, ROXTFHNEFEHLET,

FP9300-A /fabric-interconnect # show version

©) DAL FEANILT, A A=V&T 77 4 7IZLET,
FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer

GF) P NDAT—H AT TR L7 « A7 (DiskFailed) | ICERINDGERH Y
FT, TOAyE—VIFEELL I LETRL, FEAHITTEET,
d) 24— F T v I N=Va U PELLEESNTWDZEZHERL, A A—VDT 7T 4 T{LA
TR AT =X T 521X, show version 2~ REEH L F7,
BE RAT7—HANB 777 4712LTWET (Activating) | 7225 [F4TAHE (Ready) |
IZEDDET, WORT v FIUTHEE RN T I,

FP9300-A /fabric-interconnect # show version

1 :
FP9300-A /firmware # top
FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0
(

3)N2(4.11.69)
Running-Sys-Vers: 5.0 (3)N

(
3)N2(4.11.69)
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BRI 74/ X TLDEIE

Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status:
Act-Sys-Status:
Bootloader-Vers:

Ready
Ready

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)

Warning: When committed this command will reset the end-point

FP9300-A /fabric-interconnect* # commit-buffer

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:

Running-Kern-Vers: 5. O(3)N2(4 11.69)

Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5. O(3)N2(4 11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating

Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5. O(3)N2(4 11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5. O(3)N2(4 11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

VAT AEHEEESLET,

i -

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

¥ AT A Firepower 4100/9300 > v — > D &R % F i H9IZ
F2VT g4 BV a— WP OEREAZICLET,
o

VAT ADAT =R A=K LET, =D RAT—Z A X T (Discovery) | 7% [HEk

LT HEERT LS, K1
_@7utx 1355 ~ 10 3000 F

(Config) | . AMHITIE TOK) ~EEDY £,
i -
FP9300-A# show server status
Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status
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Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

WA AT —2 2N TOK) 22T, AT AFEELEZZ SR 1, 3l&kx, ¥
VTG4 TTI9AT A (FABVAREEZET) ZHRTE L, BT A ABRHIVTFHIERT
VNGBV FT, FEHICOWTIE, WESHRLTLIIEEN,

* Firepower 9300 D 7 A v 27 A% — K HA R : http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 D227 4 ¥ =2 L—3 3 7 A R : http://www.cisco.com/go/firepower9300-config
* Firepower4100 > U — XD 7 A > 7 AX— K 774 K : http://www.cisco.com/go/firepower4 100-quick

* Firepower 4100 > UV — XD a7 4 X2 L—3 3 > HA R : http://www.cisco.com/go/
firepower4100-config
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A

AAA 130,131,134, 135, 136, 137, 138
LDAP 7' & /N1 #— 130,131,134
RADIUS 7' &2 /3 A 4 — 134,135,136
TACACS+ 7' 1 /3A 4 — 137,138
asa 165

7T A LA DOVER 165
ASA 59,152, 169, 195, 196, 197

TV =gy A AZ L ADHIR 197
A A=Y R—=T g VOEH 59
7 7 A X DIERL 169
AH v RT v ASA FRELT /NA ZADVERL 152
Ffoe 195
B DR T 195
FRELT XA ADHIFR 196
ASA A A—3 53,54,51
Cisco.com MHDH 71— K 54
Firepower EX = U7 4 77 TF3A TV A~DHF T a—
K 57
WEEE 53

authNoPriv 111
authPriv 111

banner 92, 93, 94
pre-login 92,93, 94

c

call home 23
HTTP 7' & % v OE 23
certificate 118

B 118
Cisco Secure Package 53, 54, 57

Cisco.com N HD X 71— K 54

Cisco Secure Package (%t &)
Firepower X = U7 4 77 TF3A TV A~DHF T 0 —
K 57
BEEL 53
CLI &> a VIR 10
CLID, 2 a~vr RIAf v A v F—T AR
console 40, 41
ZA LT TN 40,4
CSP, ZMRJE . Cisco Secure Package

D
DNS 141

F

Firepower eXtensible OS 56
Ty N T =L N RLDT T T L— K 56
Firepower Threat Defense, ZHSE @ B3 5 Bt
Firepower > ¥ —3/ 1,12,94,95
NILADE=F
FHECE) 94
WIRE 12
HEILA T 95
Firepower ¥ ¥ — > DEJRA 7 95
Firepower EX =2 U7 4 77747 A 1
B 1
Firepower 77 » F 7 #+—. /3 )L 53,54, 55, 56
Cisco.com NHD X 7 a— K 54
Firepower EX = U7 4 77 TA TV ANDH T 0 —
K 54
T w77 L—F 56
B2 53
FBAMEDOMER. 55
fpga 60
Ty L— R 60
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ftd, ZME ¢ threat defense

FXO0S ¥ ¥ —3, &M Firepower & ¥ —¥

H

HTTP 2 ¥ 23
RE 23

HTTPS 40, 41, 119, 120, 121, 123, 124, 125, 126, 128
*— U OHEARK 19
*— U7 OER 19
A LT T L 40,4
N7 AKNKA b 123
AN— hDOZETH 126
SEAED A AR — b 124
REBIEZEIR 120,121
FXIE 125
f5hib. 128

interfaces 146
TasxT 4 146
FIE 146

L

LDAP 130,131, 134
LDAP 7 1/ 3A % — 131,134
YERK 131
HIBR 134

noAuthNoPriv 111
NTP 103, 106, 107

HIFR 107
XE 103,106
Bhn 106

P

PCAP, BRI . "o b v I Fy
PCAP 7 7 1)L 215
Eooa—R 215

[l Cisco FX0S 2.2(2) CLI o V74 FaL—2avHAFR

ping 216
PKI 118

RADIUS 134,135,136

RADIUS 7 & /3 % — 135,136
YERL 135
HIB® 136

rommon 60
Ty L— R 60
RSA 118

S

smart call home 23
HTTP 7' 2 % v O E 23
SNMP 110, 111, 112, 113, 114, 116, 117
community 113
traps 114,116

YERK 114
HIBR 116
YR — K 110,113
TX=2U7 40 LN
N=Tar3Dvxa VT HEEE 112
Z—3 116,117
TERL 116
HIBR 17
BEZE 110
FEMR 111
B 1M
Hak 13
SNMPv3 112
X2 VT o HRE 112
SSH 40, 41,108
A LT TR 40,8
FXTE 108
syslog 139
UE— NEIEDORIE 139
0 — I VEESEDFRE 139
a2 —J1 VIE(EILDFXE 139
system 12
MW E 12

T
TACACS+ 137,138
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TACACS+ 71 /34 4 — 131,138 F— U7 (Hix)
YER% 137 EERHED A v R— |k 124
HIIER 138 FERAEER 120,121

Telnet 40, 41,109
ZALT TR 40,0

XTE 109 <
traceroute 216
BT A b 216 7 5 A% 159,165,169, 176
traps 111,114,116 HESE 159
BEE 11 1ER% 165,169, 176
fERk 114 VERR B DT 7 L - 169
HIBR 116 75 A% Y 7 160,161, 164, 166, 168
spanning-tree portfast 166
77 ZLZHIEY 2 160,161
% size 160
TLEME 161
T 717 b 38,45, 41, 48,52 VTN =2T DT v T L—FK 164
1 — 7 JVREAE S AL 38, 45, 47,48, 52 V7 Ny = T EM 164

7 /3A A 11— /L EtherChannel, A1 » F CTi&X/E 168
A L N— i 164
Ly EEE 161
. X v hU—7 161
A A—73’ 53,54,55,56,57
Firepower eXtensible Operating System 77 » k7 4 — A
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