T5v b+ —LEE

* HRFORE, 1 ~—Y

* SSH Of%iE, 4 ~—¥

* Telnet DFRE, 6 ~X—

* SNMP OFE, 7 ~—
* HTTPS O E, 14 ~—
* AAA DFRGE, 25 N—V
* Syslog DFXIE, 35 ~—¥

* DNS — D% E, 39 ~N—
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Aft LA A2 FEyCRE LD, BUEDO VAT AR 2 FoR T 5121%, T T3 % [NTP] = —
D VAT DRy NT—2 XA L Fua =z (NTP) #RELET,

NTP OF%7EIL. Firepower 4100/9300 > ¥ — L 2 v — N2 VA b —/L SN TWVWARELT /S A X
MCcHEMICFE SN ET,

G¥)

Firepower 4100/9300 3~ v — /|Z Firepower Threat Defense 238 A9 5 &, A~v—hk 74 L AN
ELSHEREL., T/ ABERCHUI R Z A L AL T 2MelT % K 912 Firepower 4100/9300
Ty —UIINTP R ET HMENH Y £3, Firepower 4100/9300 ¥ — 3 & Firepower
Management Center |Z[f] U NTP $r— & HT 20BN H Y £7°,

NTP Zffi 9% & | [Current Time] % 7 DRARH R AT —F A% FRC&E £9, £720, [Time
Synchronization] % 7 @ [NTP Server] 7—=7 /L@ [Server Status] 7 4 —/L R& W5 & BREFADH
NTP — DA T —H R FTIRTEET, VAT LANKED NTP — LR TE 2V
A, [Server Status] DEEIZ S HIEWMT A 2N — I NV EHbE 5 L EMAHRTE £,
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[Platform Settings] > [NTP] % 3&IR L £ 7,
[Current Time] ¥ 7% 27 U v 7 LEJ,
VAT A, TAAL RATRESNIZAA, R, AL Y= ERRLET,

NTP ZfiH L CTW 555, [Current Time] % 7 ISR AHIREMAT —F A2 R RTHZ L b TEE
T, REFHDK NTP — DR AT — & X%, [Time Synchronization] % 72 % % NTP $—/
7 —7 VD [Server Status] 7 4 —/V R&Z R CHEGRTE 9, AT LADRED NTP $— 3 & [FH]
TE 724, [Server Status] DRRICH DIERT A AN H— I NV EHOED LHFEMEKR TEE
R

VDERTE
FE
[Platform Settings] > [NTP] Z 4R L £ 9,

[Current Time] # 7% 27 U v 7 LET,
[TimeZone] Kv w7 & 7> U A Mhvis, Firepower v % — 2 DGR X A LV — 2 BRI L ET,

NTP 2R L =BT & BHRNDETE
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[Platform Settings] > [NTP] Z 4R L 7,
[Time Synchronization] % 7% 7 U » 7 L £,
[Set Time Source] C, [Use NTP Server] 27 U > 7 L£7,

BT 2 NTPH—N (K4 B) JT&IZ, TNENDOIPT KL AL T HR A M % [NTP Server]
74—V RIZASL, [Add] 227 VU v 7 Liﬂ‘o

[Save] #7 U > 7 LET,

Firepower ¥ ¥ — 23, fHE L7 NTP — \HFR CRE SN E T,

B — RORPAA T —H AL, NTP ¥—,3 57— LD [Server Status] 7  —/L K& [ CHER TX
F9, VAT LADBFFEDNTP — &R TE 2054, [Server Status) DREIZH HIEH T A =2
WZH— I NVEHbED LM ERRTEET,

GE) VAT LA DOEEIZ 107U B D & BEIIZ = 777 0k Z41, Firepower Chassis
Manager ~D -1 7 A VNI F97,

NTP H—/\D &Il &

ATy
ATy T2
ATvT3

ATvT4

FHYTOELN
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[Platform Settings] > [NTP] Z &R L £,
[Time Synchronization] % 7% 7 U » 7 L £,

HIBRT 54 NTP % — 2k LT, NTP % — R T —T N TEZDH— 30 [Delete] 714 2> %7 U v
7 LET,

[Save] #27 U v 7 LET,

ERFRIDERTE

Z T T, Firepower ¥ v — 3 THAF & A A FE) CRIET D HEIZHOWTHHA L ET,
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[Platform Settings] > [NTP] Z #4R L 9,

[Time Synchronization] % 7% 7 U » 7 L £,

[Set Time Source] C [Set Time Manually] #2 U v 27 LE 7,

[Date] Ry 727 VA RE7 U w7 LCHLVU A —%EK R, WL A —CEficasay

fr— L Zfio THMEZRELET,

K. 7. BEOPAMPM OZNEND Ky 72T X ML TRRAZEEL ET,

B>k [GetSystem Time] %7 YV v~ 45 & Firepower Chassis Manager ~® eI L T
HYAT LAORECGOETCHMNEMLERET D LN TEET,

[Save] 7 U » 7 LE7,

FEE L7z B & REZIAS Firepower ¥ ¥ — IRE SNVE T,

G¥) VAT KRR OEFINZ 10 53 LA B D & BENNIZE 777w ~ &Fu, Firepower Chassis
Manager ~DF 1 7 A VINBEIZ/2 D 7,

SSH DERE
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[Platform Settings] > [SSH] > [SSH Server] Z @8R L 7,

Firepower ¥ ¥ — 3 ~0D SSH T 7 B XA Z [ 4{t. 3 511X, [Enable SSH] F = v 7 R v 7 A% F /1
L9, SSHT 7 BRA%ET 4 &—7/MIT A, [Enable SSH] F = v 7Ry 7 A% 472 L%
7

B —/3® [Encryption Algorithm] {IZ DWW T, FFA SN DM bT VA ALTEIZTF =y IRy 7

AEFATLET,

GE) IE 7 TA47 VT TlE3des-cbe Y AR—FINLTWWERA, FXOSV ¥ —3 Taty
74T VT B— KA eGE, BE{k7 /13U XA & LT 3des-cbe T 5 2
LiIFTEER A,

#—/30 [Key Exchange Algorithm] (2D T, FFA[ 3415 Diffie-Hellman (DH) F—43#aZ & (T

Frxy IRy 7 A%A AT LET, DHF—ZZHUE, W no S 538 B CIIkE T & R

MEZRMIELET, F—RMITIBL EFA N F—FMAEDE AR MNRGEEZREELET, 2D
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B —/30 [Mac Algorithm] IZDOWT, FFAISNDEAMET VA AL LI F =y IRy 7 A% F
TLET,

H— 30D [Host Key] IZDWT, RSAF— XTDEV 2T A VA X2 AN LET,

EV2TAME (Ey MHEAD 1E 1024 ~ 2048 OFEIFHNG 8 O TY, HHIET 2 F—REDO Y
AZXANRKEWVTE, RSA F— XT OERICONDHEERITEL 720 £97, EIX2048(12FT5H 2 L&
BEIDLET,

B —/30 [Volume Rekey Limit] |2, FXOS 23t v > a3 v ZUIMi+ 2 £ ClICZ o THEITIND b
774 vV D% KB HALTHELET,

H— /30 [Time Rekey Limit] IZ DWW T, FXOS v a v 2035 ETIZSSHE Yy a N7
A RVTHDZENTE DEMZ B TRELET,

[Save] 27 U v 7 LET,

[SSHClient] # 7% 7 U » 27 LT, FXOS ¥ ¥ —YDSSHZ 7A T N DAZ~<A X LET,

[Strict Host Keycheck] (Z-DUV T, [enable], [disable], F 721X [prompt] Z &R L T, SSHAR A k F—
Fxy 7 EHIELES,

* [enable] : FXOS 3 F8ik T 2R A N 7 7 A MZEDHRA N F—=NWELFEL2WGE . Ht
FHELGENET, FXOSCLI TV AT A Aa—7F7- TP —E A X2 — 7O enter ssh-host
o< REHEHALT, FEITRA M2 BMT20ER™HD F9,

*prompt : V¥ —UVIZEERIFEINTWRNAR M —Z2 £35S T2 L2 12kd o
i—é—o

*disable : (T 7/ F) ¥ —iF WARIE SN2 Z N7V R A N — 2 HEIROICER AT
Liﬂ‘o

277 AT » b ® [Encryption Algorithm] IZ- DWW T, FFR[ SN LM ST VT ALTLIZF = v 7

Ry 7 Aed AT LET,

GE) aIE 7 T4 7 VT Tld3des-cbe Y AR—FILTWWEHA, FXOSV ¥ —3 TaEr
74T VT B FBANREE, Wse7 /L= X4 E LT 3des-cbe 245 2
LiIxTEEEA,

27 7 A7 > h® [Key Exchange Algorithm] (2D T, §F ] &1 5 Diffie-Hellman (DH) F—72#i =

ST =y IRy 7 A A AT LET, DHF =T, WInso Y FEEMTIIRETE 20

WHMEZRIELET, F—HUIBL LAA N F—2lAGDETHX MR RME L £7,
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ZOF—AHFRUZ LY, R — SFRRENATRE & 22 0 37, DH & — 25O 5 kD
FEHICOW T, RFC4253 2B ML T2 &0,
7 F A7 v h®[Mac Algorithm] (ZDWT, A SNAEEET VI XA LIZTF v IRy
Az A AT LET,
7 A 7 b ® [Volume Rekey Limit] (2, FXOS 28 v 3 3 > & UK 2R E O TRl &
H 87747 OB KB B THELET,
2 747 > @ [Time Rekey Limit] IZ-DW T, FXOSHA kv a  ZHIKT5FE TIZSSHEY 3
YT A RVTHDZ LN TE LM E BN TRELET,
[Save] 7 U v 7 LET,

Telnet D& E

MY

WO FNETIX, Firepower ¥ ¥ —3~®D Telnet 7 7 ¥ A 2L 72137 « £ —7 WM T D FHIEIC
DWTEI LE T, Telnet 137 7 4/ N TF 4 E—7 LT,

G¥)

ATv T

ATy T2

ATvT3

ATvT4

BIAEIZ. CLI Zf#H L7~ Telnet 3% & DA ATHE T,

FIE

VAT N E'T—FIZAD T,

Firepower-chassis #scope system

VAT ALY —EX = FEMMBLET,
Firepower-chassis /system #scope services

Firepower ¥ ¥ — 3 ~® Telnet 7 7 £ A Z 5% ET HITIL, ROWTNNEZFATLET,
* Firepower 3 ¥ — 3~ Telnet 77 ¥ A& FFa] 3 5121%, kOa~>r REANLET,
Firepower-chassis /system/services # enable telnet-server

* Firepower > ¥ — 3~ Telnet 7 7 ¥ A &2 1EF 5 |2i1%, koa~<> RE AN LET,

Firepower-chassis /system/services # disable telnet-server

NI H T va BV AT AREICAI Yy FLET,
Firepower /system/services # commit-buffer

Wiz, Telnet #HEMZL, "IV rvavmzaly b 50257 0FE7,

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
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Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

JU ==
X JE

Firepower ¥ ¥ —VIZfliig v N —27&# 7 a F 2/l (SNMP) %3 ET DX, [SNMP] ~<—
VEMERLES, FEMICOWVWTIE, RO FE Y 7 E2ZRL TSIV,

SNMP DO#E

SRy hU—27&F 7o b (SNMP) 1d. SNMP~(—Y v bx—T =0 MEOBERA v
Y- T —~y bRt E, TSV AY P b3 Td, SNMP TR, Ry b
U= HADOT A ADTE=H ) T EEBICHEHAT A% L — a2 U —7 L@ EES RS
i‘j‘o

SNMP 7 L— AU —7 %3 SO TR SN E T,

*SNMP~3*—Y % : SNMPEZHERA L TRy NT—F TRALADT 7T 4T 4 ZHIEI L., £
=SV TTHYAT A

*SNMP —=—3 x> b : Firepower ¥ —TND Y 7 N7 =7 2 R"—F> h T, Firepower
VXV DT =R EMEF L, BEIS U TEDT —F % SNMP v X — VX ITEELET,
Firepower ¥ ¥ — 2L, =—Y = FE—HO MIB AEENTWET, SNMP =— =
FEAEMEICL Ty Rx—V v o —V = MEDO Y b—v 3 vy TRERT DI,
Firepower Chassis Manager ¥ 721X FXOS CLI T SNMP Z A%t L CZE L £7°,

s BHIEHN—AZ (MIB) :SNMP=— = b EOBEBHMEF T2/ bDaL s a,
Firepower > ¥ —/1X, SNMPvl, SNMPv2c, 3L U'SNMPV3 Z %A — kL EF, SNMPvl 5L

SNMPv2c i EBE LY, 23 a=F 4 R—AFKROEXF 2T s 2HEHLET, SNMPIZKD X D
ICERZRENTOET,

* RFC 3410 (http:/tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http:/tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http:/tools.ietf.org/html/rfc3415)
* RFC 3416 (http:/tools.ietf.org/html/rfc3416)
* RFC 3417 (http:/tools.ietf.org/html/rfc3417)
* RFC 3418 (http:/tools.ietf.org/html/rfc3418)
* RFC 3584 (http://tools.ietf.org/html/rfc3584)
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KREFETEET,
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SNMPv1l, SNMPv2c., BILXUSNMPV3iZZNnENDEX=2 VT ETAERELET, X2
T4 ETTMI, BRLIEEX2 T 0 LoULEFER ESIL, SNMP A vt — U OB ZE A S
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HMEIMERELET, FR—FENDEF2UT 4 L-ULT, BF 2T 4 BEFANHKES
NTNDEMNCES>TRAEDET, SNMP X2 U T 4 LoULid, IROHERD 1 DL EE P HR— K
LET,

* noAuthNoPriv : RFE7e L., BEE{k7s L

* authNoPriv : RFEH Y . {72 L

*authPriv : 38FEH VD . BF5{LdH Y
SNMPV3 Cit, EXx=2UT 4 ET/NEEF2 YT 4 LULOMER RSN THET, EXx=2 Y
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SNMPtEX2 )T 4 ETILELRNILDYR—FENTVWSHAEDHE
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EM L CRBREL £
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v3 authNoPriv HMAC-SHA L HMAC Secure Hash
Algorithm (SHA)
g/)l/ /C [T DEE l/
i K
v3 authPriv HMAC-SHA DES HMAC-SHA 7 /L
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THREEL £,
T &HEI fﬁfg

(DES) @ 56
vy Mgk, B
BQONiEE= =
H4H (CBC) DES
(DES-56) fEHEIZ
FEOW TR 12
it E4,
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SNMP A v =YL~ EXa VT s 25, ROV —ERZRUEL 9,
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Ry —UOMEBEEB YO R RER—Y, =T 4T 4. Tk A K L TCHERE
FIFHAMIZ LD R LWL DI LET,

SNMP H7R— k

Firepower ¥ % — /(% SNMP DR DY KR — b 2k L 9,

MIB O+ 7R— b
Firepower ¥ ¥ — L MIB ~OFHARY GFHT 7 B AZ Y R— M LET,

SNMPv3 1 —H DR 7o ~bajL

Firepower ¥ % — /1%, SNMPv3 ==—#® HMAC-SHA-96 (SHA) §8iE~7'm k2L &R — kL&
@—O

SNMPv3 1—+H'®D AES TS5 4 /\>— JO k2L
Firepower ¥ ¥ — /&, SNMPV3 A v =Vl S b O T T A4 "o —TFr hard 1 2L LT
Advanced Encryption Standard (AES) %A ffiH L, RFC 3826 I[ZHE#LL TWE T,

TIAN—= NAT—FR (privA 7 a ) THE, SNMPtEFx= U7 st AL L TDES &
721X 128 B N AES 2R T& £9°, AES-128 D% EE AN L T, SNMPv3 2—H D7 T A
V= RNATU— REEWD & Firepower ¥ ¥ — XX DT T A N — AT — R&EMH LT 128
By M AES ¥—%4R LET, AES 7T A N— NRATU— NIR/NT8 LFETT, NATL—
Rz V7 TXANTHRET D56, K64 LFEHRETETET,

SNMP ) 1 +—JIJLIEE LUV SNMP 7'O/3F 1 DEXIE
FIg
ATw 71 [Platform Settings] > [SNMP] % &R L £,

ATv 72  [SNMP] Ik T, kD7 4 — L RIZASLET,
£ i i BA

[Admin State] = » 7 7R v 7 A | SNMP 3 HZMEIT 4 B—T Vi, & AT LT SNMP H— 3L
DEEDEENLBHANCTET O — 2% A4 2 —T VI LE
R
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[Port] 7 4 —/L K

Firepower > ¥ — /73 SNMP 5 A h LiBIET B2 DA — b,
T 74Nk R—MIEETETEEA,

[Community/Username] 7 o —/V

K

SNMP vl BLUIV2 DR—V U T 5a3 2 =5 ¢ 0%
5,

ZDT 4=V FIESNMPV3IZITEH Sz LiciEE L TL
&,

|~ LFOFHTLTFINEANNLET, @ (Ty h~—7) |
\ (N7 RATy =) " (TESIHAR) 2 GERFF) 72X
ZEAN—ZIHEH L 72N TL7ZE W, 7 7 4/ MM public T
?—o

[Community/Username] 7 o —/L R3¢ TR E SN TV H5H
2217 4 —)b ROBEMOT F A ML [Set: Yes] Z i M D Z LT
HEELTLZ &V, [Community/Username] 7 « —/v RIZIEN A
ANENTWRWGE, ZEAT 4=V ROLROT F A M [Set:
No] Z @A £7°,

[System Administrator Name]
74—V K

SNMP FEEEDFH Y 3 D ERS L,

WA=/ T RUA, 44|, BaETey, 255 LFETDOX
FHE AT LET,

[Location] 7 4 —/L K

SNMP =— = >k (—) NEITTDHH A NOHAT,
K 510 LFOIH T LTI e A LET,

ATv 73 [Save]l 27 U v 7 LET,

RDIEFE

SNMP b7 v 7B IO —VZ2ERE L £,

SNMP +5 v TD1ERK

FIE

ATw 71 [Platform Settings] > [SNMP] %R L £,
ATw 72 [SNMP Traps] fEik C, [Add] &2 Vv 7 LET,
RAT9F3  [AddSNMP Trap] ¥ A 72 7Ry 7 AT, IROT 4 —)V RIZEEADLET,
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Firepower ' ¥ — 3 MMH D 7 v 7 %5579 %5 SNMP 75 A kD
RARNGEITZIPT FLA,

[Community/Username] ~7 -f —/V
K

Firepower ¥ ¥ — /7% SNMP 5 A2 MZEET D T v 7ICED
5 SNMPvl £721Ev2 2 2 =7 4 45 DV I SNMP V3 = —
£, TR, SNMP—ERICRESNTZaI2=7 4 F/21E
=YL LRI THIMLERH D F7°,

I ~RLFOFHFXLFINEANLET, @ (Ty b~w—7) |
\ Ny I RATyva) " (CEAIAM) (2 (BRI 72X
ZERHA R — AT L2 TLE &0,

[Port] 7 4 —/V

Firepower > ¥ — 328 SNMP /R X h & D F T v 7 O8{E 12

T5HR— b,
1 ~ 65535 DFEHE AT LET,

[Version] 7 4 —/L K

Fo o IR END SNMP X— 3 U BXRET L, KON
TN £,

Vi1
V2
* V3

[Type] 7 4 —/V K

N=T g LT [V2] £ [V3] 2 @IR LGB, RET
BRI oTDOXAT, WOWTINIZRY ET,
* Traps

* nforms

[v3 Privilege] 7 4 —/V K

N—=T g & LTV ZRIRLIZ5E k7w I BEEAT T

DHERR, IROWNTINNITRD £7,

* [Auth] : FBAEH Y | BFAfL2 L
FREZR L, WEE{bZe L
Tk v

&7-
=~

* [Noauth] :

* [Priv] DR HE&) D

ATvT4
ATy TH

[OK] %7 U v 27 LT,
[Save] 227 U v 7 LET,

[Add SNMP Trap] # A4 7 7R v 7 A% H L £,
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L/\i‘a_O

SNMPv3 1 —H D1ERK

FIE

AT w71 [Platform Settings] > [SNMP] Zi&R L £,
ATvF2 [SNMP Users] fHIKC, [Add] %2 UV v 7 LET,
ATY 73  [AddSNMP User] ¥4 7Ry 7 AT, IROT 4 —/L RIZEEASLET,

E=10]

BLL]

[Name] 7 4 —/V K

SNMP =—F|ZE| ) 4T HNnb2—H4,

RNXFETOXLFELIIBEFEANLET, NI FTHE
LDMENRHY, (T Hx—RaT7) . (EUFR) @ (T
F~—=7) - 0 47Y) bIRETEET,

[Auth Type] 7 1 —/V K

#rl % 4 7 : [SHAL

[Use AES-128] F = v 7 AR v 7
A

FATT B L, ZOa—WIT AES-128 B A b ME S x4,

[Password] 7 1 —/L R

ZD—FDOIRAT— K,

[Confirm Password] 7 4 —/L K

HEEBD T DD I/RAT— ROFH AT,

[Privacy Password] 7 4 —/L

D= DTT AN — RAT— R,

[Confirm Privacy Password]
T A=)V R

HERDIZDDT T A /N — RAT— FOFE AT,

Cisco FXOS Firepower Chassis Manager22(1) 3> 74 ¥al—>arv 54 F i



IS5y kot—LEE |

B svwrs 1 —voHk

ATvT4
ATvT5

[OK] %7 U~ 27 L<C. [AddSNMP User] ¥ A 7 11 7R v 7 2 &F U £,
[Save] 27 U v 7 LET,

SNMPv3 1 —H5 D HIFx

ATvT1
ATy T2

HTTPS O

A

=

FIE

[Platform Settings] > [SNMP] % &R L £ 7,
[SNMP Users] fEIKC, HIBRT 22—k D7 —7 /L0170 [Delete] 7 A 22 %7 Vw7 L
\i j—O

TE

Z ZClX. Firepower 4100/9300 ¥ —3 THTTPS & & 5 HikaiiH L £,

XNd

G¥)

Firepower Chassis Manager % 721X FXOS CLI Z 4/l L T HTTPS R— F A A H TE £ 7, o
HTTPS D137 T, FXOS CLI 2l L TOHRETE £,

sERE. ¥— VYU FSRMRAUE

|| Cisco FXOS Firepower Chassis Manager2.2(1) 3> J 4 ¥aL—>3 > A4 K

HTTPS %, AFF—A > 7T A N7 7 Fx (PKI) ZHEHLTY 747 D7 Z 74 & Firepower
4100/9300 > ¥ — R ED 2 ODTNA A TR 2 T RBEEMSL LET,

EEX—&X—1UVY

ZPKIT N AL, NEpx— U o ZIZFERFRD Rivest-Shamir-Adleman (RSA) 5% —0~X7 (1
DT TARX=F, I 12TV 7)) ZRFLET, WITNUDhOF—TH 5Lz Ay
=V, b HOXF—THEBLTEET, BbEShic A v -V %2 RET LG, FEH
ITZEHEOAHF—TH L, ZEHIEAOWMEX—ZMHH L TA v —V2 R L ET,
EEHEIT, MAOWEX—CBEHMDO A vE—V %KL ( (B4 ELMINET) LTART—
DODFIEELZEHATHI L TEET, ZEHEVPEYTHAMF—Z2HFHL TA v E—VEIERIC
HEALTE DA, BHEEDHIETIMEF—FZFHAL TWVDL I ENEHENET, % —
DEIFSEFEETHY, BEOEIZSI2E Y h ~2048 B N TY, —fUIZ, FHOF—X
DHEVWF—DOLFNEXR2 T80 £9, FXOS T, &UIZ2048 Y FDOF— T 2E&TT
AN EOF— VTR REENET, LT, BMOX— U TEERTEET,



T3 b —LERE

x—yviotr I

7 I AZKPELI NI GEAENHIREINIC RS20 LEEHEIE, 7740 0F— 1 7
AEAEZ FEICHART OLERDH Y £9,

FEAE

TR 2 T REEERERT DI, FT200T AL ARENETNDOT VX INVGEHEE S FT,
REREIL, T ZAD IDICHT 2 BAFAERE & BICT A ZADRHF—2ET 7 7 A LT
T, BB LENTEBEEY R — T 572012, T30 ATMEO X — X7 LMHOH CE4GEHA
EEARTEET, VE— b 2—VRALBLAUMRAZEZIRRT 5T 3 AT 256, =—
FIET AL ADID ZHHEITRAET D Z N TE T, 22—V 07 T 7 WITRYNCHEIECEE T %5
ZFRRFLET, T 740 F Tl FXOSIZIET 7 4L D F%— U L 7B OB — %2 & Tl
AR HCEBLAGEAENE ENET,

FSA MRS E

FXOS (T8 /) 72 fBiE 2 2l T2 7212, T34 A0 ID 5T 2 EH T 5 Y —A (DFED, b
FZANRA LB DOY—FA=T (GERELRFL, A A P—ATEET, = F—TF
REREIX. BITE T A N AA U~ Ob— MREER (CA) . [ CA, £72iIv— K CAIZD7%
MOERNTARNF 2= D—EERDINTARNT U I—DNTND) ICL-oTELESNET, HL
WREFAEZ BS 3 5121%, FXOS CRERAZZERZAMR L, N T A b RA» MIERZEET 4
ERH £,

EE  GEAEIL., Base6d = a— K X509 (CER) 74—~ v FTHINLENRH Y £,

F— )T DIERK

&

ATy T2

ATvT3

ATvT4

FXOS %, 774/ b F— Vo7 %G, HRKSEOXF— V7Y HR—LET,

FIE

X2 U7 4 E—FERBLES,

Firepower-chassis #scope security

F— VU7 a2ER L. ARiefT£7,

Firepower-chassis # createkeyring keyring-name

SSL ¥ —0D bty hRZFELET,
Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}

N rvarvEaly FLET,

Firepower-chassis # commit-buffer

Cisco FXO0S Firepower Chassis Manager2.2(1) 3> J 4 ¥ L—> 3> A4 K [ |



B 7o+trrx—Ur0EER

WOFNE, 1024 B FOF— YA XDF— U o ZEAFRLET,
Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ROEXE
ZOx— U7 OFEHEEREERL T,

TIAHILE FT— 1) TDBER

TS5y kT +—LEE

7T AZAPERINTY | GEERHIROINICR 720 LT2GEIE, 7740 ox— U 7

AEEZ FEVCTHAERT OMLERDH Y £7,

FIE

ATYT1 X2V T 0 BE—FERKLET,

Firepower-chassis #scope security

RT9T2 FTIFNLE XV THEF— VT X2 VT 0 = RICAD £,
Firepower-chassis /security # scopekeyring default

ATFvT3 TN F— VT EHERLET,

Firepower-chassis /security/keyring # setregenerate yes

ATv74 I ¥rvarEaIy FLET,
Firepower-chassis # commit-buffer

W, T7HN b F— Vo T elmERT L6042~ LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

F— )T DIAZERDIERK

ERFToavitEnd— 1) o7 DHEERDER
FIE

ATYT1 X2V T 0 BE—FERKLET,

Firepower-chassis #scope security
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T3 b —LERE

ATy T2

ATvT3

RTv74

ATy TH

*—yviroianzERots I

F— U/ Dar7 s ¥al—varyET—RNIAVET,
Firepower-chassis /security # scope keyring keyring-name

BESNEIPVAETIZIPVG6 T RLA, F3 777V v 7 A2 —axy NOLRTEEHLT
SEARESR 2R LET, GEEERONNAT— RE2ANTAH L IITROLNET,

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |[subject-name name}

N varEaly bLET,

Firepower-chassis /security/keyring/certreq # commit-buffer

A —=LThrT7A N7 U —FGRERICEE WRERFEHFEER R R L ET,

Firepower-chassis /security/keyring # show certreq

WOHEITIL, AT T a i ftxnx— 10 o FI2ONTIPvE T R LA TaRFEER A ER L TF*
ARLUFET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQ8wWDQYDVQODEWZzYW1 jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGQILKFXQQc2c8b/viW2rnRF8OPhKbhghLALIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEB/wQQOMA6CBNNhbWMwNICECSE1XjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZzHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

ROEE

AEAAEFEROT X b & BEGIN B X WEND T2 EHTCat—L, 77 A VIR FELET,
X— VU OHEEZRET A2, iEHEEREZEL 77 A NVE NT AN T U —%7
IXRGERICEE L E T,

*rITAMRA U IEERL, FTARN T U I—0ZITH-7- F 7 X FOFFHAEDGEHE
Frxz—rERELET,
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T3y b T+ —LEE

B = /nanEER0EH

HEAToavtEDT— ) T DIAEERDIER

ATy T

ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATvF1

ATvT8

ATvT9

ATy 710

ATvIN

ATv7T12

ATv 713

ATV 714

ATv 15

FIE

X2 UT 4 B— REHBLET,

Firepower-chassis #scope security
¥— U roary4Xalb—varET—FIADET,
Firepower-chassis /security # scope keyring keyring-name

AEEER 2R L 97,

Firepower-chassis /security/keyring # createcertreq

SHPFEL TV D EDEa— REHEELET,

Firepower-chassis /security/keyring/certreq* # set country country name

BURIZBEETT e RAAL » R—25 B =3 (DNS) 7 FLAZFREL £,

Firepower-chassis /security/keyring/certreq* # set dns DNS Name

AEAEESRICEEM T OB T A=V 7 FLAZEELET,

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Firepower 4100/9300 ¥ —> D IP 7 L A& E L £,
Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

AEE A ZOR LTV 2 2O ARENFET 5 i £ 72T 2 fE L £ 97,

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

AEAEZZR L TV DM ZFEE L £,

Firepower-chassis /security/keyring/certreq* # set org-name organization name

ffk = FEFREL 7,

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

SFRAEESRICEAT AL S a v D AT — REEELET,

Firepower-chassis /security/keyring/certreq* # set password certificate request password

FEEZER L TV D SEOAREDFIET 2INE I TERIX S 2 E L £7,

Firepower-chassis /security/keyring/certreq* # set state state, province or county

Firepower 4100/9300 > ¥ — 3 OFEREMi A A VA %EFEL ET,
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

N varEaly bLET,

Firepower-chassis /security/keyring/certreq # commit-buffer

At =L ThT7A L 7 h =3RRI MG AT REARREAEER 2R R L ET,

Firepower-chassis /security/keyring # show certreq
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T3 b —LERE

W’ OHITIL,
~LET,

Firepower-chassis# scope security
/security # scope keyring kr220

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/keyring # create
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreg*

FSR RS2 OFER

AT a AT EDOF—Y T ONWTIPVAT R U A TR EE R 2 ER L T

certreq

# set ip 192.168.200.123

# set subject-name sjc04
set country US

set dns bgl-samc-15A

set email test@cisco.com
set locality new york city
set org-name "Cisco Systems"
set org-unit-name Testing
set state new york
commit-buffer

H= = 3 S S 3

/security/keyring/certreq # show certreq

Certificate request subject name: sjc04
Certificate request ip address: 192.168.200.123
Certificate request e-mail name: test@cisco.com
Certificate request country name: US

State, province or county (full name): New York
Locality name (eg, city): new york city
Organization name (eg, company): Cisco
Organization Unit name (eg, section): Testing

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQ8wDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mz ) 6CAUVAGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEBR/WQQOMA6CBNNhbWMwNICECSE1XJAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

RDOIEXE

AEAAEFELROT $ 2 b & BEGIN B X WEND T2 GO Cat—L, 77 A /MR FELET,
X— VU OHRHEEZRET B2, iEREEREZEL 77 ANVE NI AN T U —%72
IXERGERICEE L ET,
*hITAMRALVIEERL, FTARN T U AI—0ZITH-7- M T X FOFFAEDGFEHE
%I“—y%%ﬁg L\i‘a—o

FSR MRS FDIER

&

ATv T2

FIE

X2 U7 4 E—FEBBLES,

Firepower-chassis #scope security

N7 ARRA L FEAERLET,

Firepower-chassis /security # createtrustpoint name

Cisco FXO0S Firepower Chassis Manager2.2(1) 3> J 4 ¥ L—> 3> A4 K [ |



F— VI I~DFRRAEDA vR—+

ATvT3

ATvT4

ZORTANRA L FOFEAFEEREFELET,
Firepower-chassis /security/trustpoint # setcertchain [ certchain ]

vy FCREAEHHRAIEE L2WGE. Lv— FERER (CA) ~ORRFAENAZERTH T A B

T3y b T+ —LEE

A bDOY A MERITREAFEZ AT L LT RObNES, ATABEDRDITIZ, ENDOFBUF

EADNLTHRTLET,

EE  GEUEIL. Base64 =2 21— N X509 (CER) 74—~ FTHOLMLENRHY F

7,
N rvarvEaly FLET,

Firepower-chassis /security/trustpoint # commit-buffer

WROBNE, BT AL RA L FERERL, BT A b RA 2 MIGEAEZ 2L 3,

Firepower-chassis# scope security
Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

\
1
1
1
1
|

o}

=

(7]

H

-4

Q

o

H

H

m

g

H

o5
|
1
1
1
%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1NjtcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/zANBgkghk iGO9w0BAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQOgXc
wR4pYiO4z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVVYVYVVYVYV

v
1
1
1
1
1

g

O

(@]

;

=

H

]

g

H

o
1
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

RDIEE

FNTADL T A—FERERN L X — U U TREHEEZRS L, ¥ — V7 R — b LE

B

F— ) UTADIRED A LA— k

[T L& BHIIC

* X — VU UREHEOEHETF = — 2B N T A MRS U FERELET,

*FIAN T U —F TR D X — U U JREHEEZ RS L
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T3y bI4—4

ATy T

ATy T2

ATvT3

ATvT4

ATvTH

RE

*—yri~oiangnsor—+ Il

FIE

X274 T— FEBBLET,

Firepower-chassis #scope security

SEHEASZITRAF— VS TCary 74 F¥al—vary B— RIZAY 1,

Firepower-chassis /security # scopekeyring keyring-name

F— VU VREAEORBTO N T AN T oA —FITFRRERICH L T A R RA v M EEEL
=7,

Firepower-chassis /security/keyring # settrustpoint name

F— VU THHEEZANLCT v 7 e — 1570044 T s EZELET,

Firepower-chassis /security/keyring # setcert

TarFRT, NIRRT U A—FRIEEREER» B2 T W FiEHED T 2 &R 1T F
9, FFAAEDORDITIZ ENDOFBUF & A7 LT, FEBHEDOATIZET LE T,

EE  GEPIEIL. Base6d = 71— F X509 (CER) 74—~ v FChHLILERHV F
D
N ¥rvarEaly bLET,

Firepower-chassis /security/keyring # commit-buffer

WRIZ, PTAMRA U MEREL, iEAEZS— V7 A UAR— T 242~ LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:
%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

VVVVVVYVYVVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDIEZE
X— U T EFEHLTHITPS Y— 2 2R ELET,
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I3y bIr—LBE |
B urrrsosE

FE HITPS CHEATAR—hEX— U7 OEEEE®, HTTPS DRELX T T Liztk. F T %
JiarvEREERIZaIy A LTI, BEOTNTO HTTP BLOHTTPS v > =
NFEELERLHEULNET,

FIE

RTYvT1 VAT AE—FRICAVET,
Firepower-chassis# scope system

ATFvFT2 VAT AY—ERET—FRERHBLET,
Firepower-chassis /system # scope services

ATYyFT3 HITPS y—EAZHHLET,
Firepower-chassis /system/services # enable https

ATv74 (L&) HTTPS #fw CHM SN LA — b &2fE L £,

Firepower-chassis /system/services # set https port port-num

ATy Th ({EE) HTTPSIZx L TIER L% — U vV O4Ri#HRE L £,

Firepower-chassis /system/services # set https keyring keyring-name
ATvT6 (fEE) FRAAUTHASINDEZAA—F EF2 T DLV ERELET,
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode \Z1%, LLFOWT IO F—T — REFETEET,
* high-strength
* medium-strength

* low-strength

* custom : T— P EFDOKF 5 A A — MO XFH ZFEETE ET,

ATvT1 (fE&) cipher-suite-mode 7% custom (ZF%E SN TWNWDGETR, RAAL T LT A L L
LVOBEEAAL— b tXa VT 4 2EELET,
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string
cipher-suite-spec-string 1Zi K 256 LFCTHERK TX £9°, Z4Ui3 OpenSSL K75 A A — MMEARIZHEH#L
TOMENRDY T, RERE, AXR—ARRBRCFIIMEN TE A, | (RS | + (5T
AFHT) v - (N T7Y) [ BRO: (mry)  FEMIZOWTIR, http://httpd.apache.org/docs/2.0/
mod/mod_ssl.html#sslciphersuite 22/ LT < 72 &0,
Tzl ZE, FXOS 37 7 4 /b b & L THEMT 2 ol EEAAROSTFINTRO L 91270 ) £ ¢
ALL:'ADH:!EXPORTS56:!LOW:RC4+RSA:+HIGH:+MEDIUM:+EXP:+eNULL

GE) Z DA T a iE, cipher-suite-mode 73 [custom]custom A/ ZFRE S LTV B A 1L
S ET,

|| Cisco FXOS Firepower Chassis Manager2.2(1) 3> J 4 ¥aL—>3 > A4 K
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| I35y ror—smE

ATvT8

ATvT9

HTTPS 7R—

AT
ATv T2

ATvT3

wres +— rozE [l

(EE) REAERZNY A Mtz AEITEICL 3,
setrevoke-policy { relaxed | strict }

NP I va BV AT AREICAI Yy FLET,
Firepower-chassis /system/services # commit-buffer

ROFITIZ, HTTPS A 1 —7 /ML, A— "ESE 443 IZRE L, ¥— U > 74 % kring7984
WCREL, BEAAL—FDOEX 2T 4 L% [high IZREL, hT7vHFriarzaly b
LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

FDERE

HTTPS —E AL, T 7 4/L hTHR— b443 THEMLIZA2 D £, HTTPS 2T 4 E—TMIZT 5
ZEITEERAN, HTITPS I TH R — MIZEFETEE9,

FIE

[Platform Settings] > [HTTPS] Z &R L £ 9,

HTTPS #&fel 32— M % [Port] 7 4 — /L RICATI LET, 1~65535 DA IEEL 7,
DOV —E R, TT7 4N BFTHR—F 443 T X —T M7 0 97,

[Save] #7 U > 7 LET,

Fe7E L7z HTTPS 7R — b 73 Firepower ¥ ¥ — IR E SN E T,

HTTPS R— h2ZEHT 5L, BEOTXTOHTTPS By a VAL ONET, = —HFix, &k
D L HIZH LA — b & L CFE Firepower Chassis Manager |22 74 > T30 E R H D 5,

https://<chassis_mgmt_ip address>:<chassis_mgmt_port>

<chassis_mgmt_ip_address> 1%, WIWIEXERIZAT) L7z Firepower & ¥ — @ IP 7 K L A £ 72138
A 4T, <chassis_mgmt_port> [Xi% EN5E T LI HTTPS A"— kT,
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B =y rour

F—1) U5 DOHIK

ATv T

ATy T2

ATvT3

FIE

X2V T 40 BE— RERBLET

Firepower-chassis #scope security

LZEiIffEDOX— VU T EHIBRLET,
Firepower-chassis /security # deletekeyring name

NIV araEaly PLET,

Firepower-chassis /security # commit-buffer

WO TIL, *— Vo7 E2HIRLET,

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

SR b ARA D FDHAIBR

&M

ATy T2

ATvT3

[T L& BHIIC

T3y b T+ —LEE

AN KRA L IR F—= VU TICETHEAIN TN EE2HERL T ZEN,

FIE

X2 UTF 1 B— FICAD F9,

Firepower-chassis# scopesecurity

FRELIZFT AN AL FEHIBRLET,

Firepower-chassis /security # deletetrustpoint name

N varEaly bLET,

Firepower-chassis /security # commit-buffer

WIZ, FTA D RA L FEHIBRT 2612~ LET,

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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wrres oEmit i

HTTPS M1k

ATvT1

ATy T2

ATvT3

ATv74

FIE

VAT L E— RIZAD T,
Firepower-chassis# scope system

VAT AP —ERET— RERRBLET,

Firepower-chassis /system # scope services

HTTPS ¥— b 2 Z#4hic L £ 4,

Firepower-chassis /system/services # disable https

NPT a B AT AREICAI Y PLET,
Firepower-chassis /system/services # commit-buffer

WIZ, HTITPS 7 4 B—7 Wiz L, "7 ¥ o v arz2aly bTa0ERLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

AAA DERTE

T ICE, FEE, B THIT 4 IOV TEBLET, MOV TIE. RO RE v
EBRBLTLLEE N,

AAA [ZDLILNT

AAAIX, a2 Ea—F UV —2~OT7 7 EAOHIE, AV —oiEH., FEARROFMT 5 Z &
TH—EADBSITHEREFRERMT D, —HOY—EATT, ZNOOMNHL, ZhERMexR Y
N — @B LIOEX2 ) T 412> TEHEETY,

FRELE

PREF =V 2 RFET D HIETT, 77 8ARFAIENDIE, 2—F i@, A —94
EBNRNRAT — RPMETT, AAAT—F, T —FRX—R IR FEN T Lo —F 7 L
T UV Ve = OFGEERIERE KR LET, 7 LT vy AR T A GE. 2—WFiEx
NI =7 ~DT 7B ANHFAIENET, ZLT ooy AN —ELARWES, BikdkelL., *y
NO—2 TR RAFEGEINET,

Firepower 4100/9300 >+ —3 Tlid, DB a v 2EGT v v — 3 ~OEBEEHZRIET 5 XL 9
WICRRIET HZ ENTEET,
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LDAP O/ A 5 —DE&E

*« HTTPS
« SSH

TN oY —)

n%.]\n
WANERY =% fHT A7 e R TT, LI %7 77408874, U YV—R P—ERITKt

TL7 7 e AF A=Y RR> T L2002l LEY, 2—VR@litchs e, £Oo2—%
BEESERIATOT 7 RART 77T 4 €T 4 W SND AR H Y £

I

Accounting

THOT 4T, T EARICZ—FNEE L) Y —AZ/ELET, £2IiE, VAT

LA ERITEy v a VI — R EZE LT — X B EREENET, 7’77'7/74’/7

. FFAHIEL BRE. FLr RO VY =R Ry R T 4 I =T DT 0T 4B
AIER SN DY > a OREHER S ERRUEROR 728 L TiThbhvET,

ui]n ui‘?\E.r 71"7)7’4 DﬁFﬂE]@*EEVFFﬁ

WREETTHEMT 22 b, BATBROT IV Ty o7 bl T b TEET, R
TS, 22— .ﬁiﬂﬁifﬁﬂ CHEANTOVORERD VIS, ThU T 4 72T THEMT
28, WRERBLUORWE L BIHENTLHZ LB TEET,

AAA Servers

AAA Y —NF, 778 R arbo—Wflsnsd Ry Y —7 $—TF, FEEL, 2—%
Zanl UET, BAld, BEES N2 —FRNT 7 v X T L ARMAH DY Y =R LY — A &R
ETHRY /—%iﬁbiﬁ‘o THYT 47, ReEITIER SN DR E T —2 D)
V=R zBH L ET,

A—AI T—ER—ZADHYR—

Firepower ¥ ¥ —d, =2 —HF 7B 77 A LVERV AL Z LN TEHr—H)L T —FX— R %]
FLET, AAAY—"ORDVIZe—I VT —=Z =2 %A LT, =—¥BIE, Br, 7H v
T4 TR b TEET,

LDAP 7O/ B —MDERE
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LDAP 7O/ Z—D 7 O/\T 1 DEFE

ZDH AT TR E#é7nﬂv4@ ZDEATDTRTOT aNA F—HDT 7 4/ FaRE
T9, Hlx DT B NS Z— 2T NDND T TRT f ORENE EFILTVDHYA . Firepower eXtensible
Operating System C% D% 71575 MEH S, 7740 MREITEHSNET,



T3 b —LERE

&
ATvT2
AFvT3

ATvT4

war 7aniq5—0zE I

Active Directory 2 LDAP ¥—/3& LT L TWBE5A1E. Active Directory —/3C Firepower
eXtensible Operating System |Z/3A o R$ 52— 7 o> FEERLET, ZOT7 T2 MZ
IE. WIREIAIC AR D RS A T — RERELET,

FIE

[Platform Settings] > [AAA] Z &R L £ 7,
[LDAP] # 7% 7 U w7 LET,
[Properties] fEI T, D7 4 —/L RIZlmEZ A LET,

£l &5 A
[Timeout] 7 4 —/L K LDAP 7 —# RX—=Z~DWGDLERZ A L T 7 N T HETD
L,

1 ~60 BOEHEAZANLET, 774/ MEIZT30HTT, Z
DT TRT 4 [ TMIATT,

[Attribute] 7 ¢ —/L K a—HFur—tal—LOEERET S LDAP B, Z07 e
RT R W, ARTEEORT TREINET, VAT LI,
a—% La—RNT, ZORMESE BT 2EEMRELET,

[Base DN] 7 ¢ —/L N VE—ha—¥FRar/Af L, VAT LARZEDZ—FLHITHES
WT2—H% D DN OESGERAD & X2, — DB LE LG
9% LDAP BEENOFFE D4, ~X—A DN OE S, K
255 LT B CN=Suserid DR X # 5| W ESITHET H 2 &N
T&E9, Suserid |2 X V., LDAP F8FE% i fH L C Firepower
VX —VITIEALL S ETBYE— b —FRHEHIEINE
7

ZOTaRT L IIMEATT, ZOX T TX—ZDN ZHEELAR
WS, EFRT D LDAP 7 e A A X —T L2 1 DT OEET S
MERH Y F5,

[Filter] 7 4 —/V K LDAP #iFRI%, ER LT 4 NVH L —ET D2 —PLICIRE S
WET,

COTaNRT L IFZMETT, TOXTTT A NEERRE LR
BE. BFRTDLDAP 7u A X =112 1 T ORET I
EWRnHY £,

[Save] #7 U > 7 LET,
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B warJonsqs—oxE

ROE%E
LDAP 7' u/NA Z—EER L E T,

LDAP 7 O/\1 Z—DERK

Firepower eXtensible Operating System T, K 16 @ LDAP 7' 1 /34 X —R3H R — F & ET,

(F L& BRI

Active Directory % LDAP ¥— 3 & LTl L TV 5841, Active Directory ¥-—/3C Firepower
eXtensible Operating System (Z/34 > KT 52— 7 hH 7 M EERLET, ZOTH T M
X, BIREIAIC R B2 VWA — RERE L E T,

FIE

AT w71 [Platform Settings] > [AAA] Z &R L £,
ATFwvFT2 [LDAP| X7 %27V v LET,
AT9 73 BITDHLDAP Y u A X =T, ROTFIEEEITLET,
a) [LDAP Providers] fE1C, [Add] %727 VU v 7 L £,
b) [Add LDAP Provider] # A 7 0 7R v 7 AT, IRDT 4 —/L RIZEEZ AT LET,

£l EREA

[Hostname/FDQN (or IP LDAP 7' A X —DHRA ML ETILIP T FLUA, SSL A1

Address)] 7 4 —/V K FZ—=TINDEPE. ZDT 4 —/L KiL, LDAP ¥ — & X— D
X2 VT 4 AEAENOEFES (CN) L ERIC—HELTND
VERHY FT,

[Order] 7 1 —/V N Firepower eXtensible Operating System CTZ D7/ 1/ A X —%

A — Y OFRREIAE T 2 IEFF

1~ 16 DFaFHOELZ ANJ) L E 9, £72I%. Firepower Chassis
Manager F 72/ZFXOSCLI TER SN TN DD T a3 A X —
IZHASWT, RITEEH T & DIEfF % Firepower eXtensible
Operating System T HBIHYIZE] D 24 T 5HIZ1E, lowest-available
FoiZo (BEm) AN LET,

[Bind DN] 7 4 —/V K NR—=ZDN DT RTCDOAFT Y =7 MR DFHAEY HEMR &
MRBHEIRZFFD, LDAP 7 — % X—A 7 H v v h OifHl4
(DN) .

PRER—FEND AR o OEEKREIT 255 LF (ASCID) T
ﬁ—o
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war 7aniq5—0zE I

=10

B

[Base DN] 7 1 —/L

VE—ha—¥FRarf L, VAT LEBZEDL—FHITHE
SNT2—H D DN ORfFERA D & X2, h— DK E
Biisd 5 LDAP BEE N OFFE D4, ~_—ADNDE X3,
B K 255 3CF0y B CN=Suserid D S 5|\ R SIZHRET S
TN TEET, Suserid T LY. LDAP FEIAEAEA LT
Firepower Chassis Manager ¥ 721X FXOSCLIIZT 7 &AL L 9
ETHVE— b =PRI ET,

T 7 # )b h DX—Z DN /38 [LDAP] ¥ 7 Ci% & AL TV R0
Bald, ZOMENLETT,

[Port] 7 4 —/L

Firepower Chassis Manager & 7213 FXOS CLI 7% LDAP 7 — %
N—RLEET LD SN LR — b, BEER— NS
I3 389 T,

[Enable SSL] = v 7 R v 7 &

TDOF IRy I AEF N THE, LDAP F—H _X— X
EDOBEICHF ARSIV ET, ZOF v IRy 7 A
EAZICTHE, BIEERIZIZVT TEX NTEEINE
TO

LDAP TiX STARTTLS BMEHINET, ZHhicky, F—h
389 M LM A LBIE N THEIZ 2 D £97,

[Filter] 7 4 —/L F

LDAP ML, EFR LI T 4 NVE & —HT Do —V L4 ICRE
ShET,

T 7 F IV RO T 4 VN [LDAP] ¥ 7 CTiRE STV 72N
HlE. ZOMEBLETT,

[Attribute] 7 4 —/L K

a—Ha—éalr—LOMERET S LDAP B, 07
28T 4%, B, AETEEOST THRESNET, VAT
AE, 2—F La— KT, ZoO@EELE T HEEREL
i—a—o

77 4V DJBYEMR [LDAP] ¥ 7 Ci%E STV WA T,
ZDERLETT,

[Key] 7 4 —/V

[Bind DN] 7 4 —/L R THEE L7 LDAP 7 — 4 X—R 7T 7
¥ RDORAT— R, fEAEASCH L TFAE AN TEET, 72720,
g1 (Bzvavigs) . T GGEs) . =) (%5)
IXbRE £,

[Confirm Key] 7 4 —/V R

R DT D LDAP F— &% _— 2 /R AT — ROFA,
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T3y b T+ —LEE
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[Timeout] 7 4 —/L K

LDAP 7 — X RX—=ZX~DNEOENRF A LT MTDHET
DI,

1~ 60 DEES 2 NS94 57, 0 (Er) &AL T[LDAP]
AT THELEZa— VA2 A LT MaxERLEST, 7
7 AV NI 30 T,

[Vendor] 7 4 —/V K

ZOBPUZ LY | LDAP 7' m A X —F 23— O &
T o R =R S E T,

* LDAP 7' 1 /3 A X —7)3 Microsoft Active Directory D355
I, [MS AD] &R L £,

* LDAP 7' 12 /31 % — 73 Microsoft Active Directory C72\
A%, [Open LDAP] %K L £,

77 %L ;% [Open LDAP] T,

¢) [OK] %27 U > LT,
ATy T4 [Savel®7 U w7 LET,

[Add LDAP Provider] # A4 70 7R v 7 2% L £,

ATY T8 (EE) FEAFERDY X MaEZ AR L X3,

Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

GE) ZORREIL, SSL B MEH ATRE TH DL B IO AELNT

R

LDAP 7' O/\1 & —DHlER

FIE

AT w71 [Platform Settings] > [AAA] Z &R L £,

ATv T2 [LDAP1 ¥ 7 %7V v 7 LET,
ATw 73 [LDAP Providers] fH3 T, HIF&3 2% LDAP 7' 2/ 31 X —ZkfIGd 2T —7 /L DT [Delete] 74 =

a7V 7 LET,
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raDIUS T7ong 4—nEE I}

RADIUS 7 O/\A4 #—MDEKTE

RADIUS ZO/NA & —®D T AT 14 DERTE

ZOXATTRET DT ANRT 4R, ZOXATOTXRTOT a [ X —HGOT 7 4V bRE
TY, lx DT A X —=ZWT RO T BT o OFRENEENTODEA ., Firepower eXtensible
Operating System TE DR EDMEH S, 77 4 /0 PR EITEH I ET,

FE
AT w71 [Platform Settings] > [AAA] Z R L £,

ATFwF2 [RADIUS] # 7% 27V v/ LET,
ATw7F3  [Properties] SEIk T, KD 7 4 —/L RIZfEEZ AT LET,

£l &5 A
[Timeout] 7 4 —/L K RADIUS 7 —# R—=ZA~OMWHGOENRL A LT 7 N T5HFET
DIEL,

1 ~60 0K ANDLET, T 74/ MEIXSBTT,
DT aT 1FMNETT,

[Retries] 7 - —/L I BURMMKM L7z & R S £ oD BRI T DR,

ATy T4 [Savel 227 U w7 LET,

ROIEXE
RADIUS 7' 1A Z—Z Bk L £,

RADIUS 7' O0/\1 & —D1ERL
Firepower eXtensible Operating System Cl&, K 16 @ RADIUS 7' 2 /3 A X —3 41— F ZIvET,

FIE

AT w71 [Platform Settings] > [AAA] %R L £,

ATFwF2 [RADIUS]# 7 %27V v LET,

ATv 73 BT S RADIUS 7u (X —Z L2, WOFEEZFEITLET,
a) [RADIUS Providers] {3k T, [Add] %27 V v 27 LET,
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T3y b T+ —LEE

b) [Add RADIUS Provider] #A 72 7R v 7 AT, DT 4 —/V RIZEE AT LET,

=10

B

[Hostname/FDQN (or IP
Address)] 7 4 —/V K

RADIUS 7' B \A X —RFHET DHFTORA ML E72XIP T
]\‘\ I/Xo

[Order] 7 4 —/V K

Firepower eXtensible Operating System CZ D 7 2 /3 A X — %
22— ORRFEIAEH T DA,

1~ 16 O#EIHOFEELE A NJ) LET, £721X. Firepower Chassis
Manager ¥ 721X FXOSCLI CEFK SN TN HMD 7 B /3o 4 —
IZHSWT, WITHEH T & 5IEfF % Firepower eXtensible
Operating System CHBAIZEI Y 24T HITIX, lowest-available
F77120 (o) A LET,

[Key] 7 4 —/V

F— S = 2D SSL I ¥ —,

[Confirm Key] 7 4 —/L

TR D= D SSL iEZ % —DF A1),

[Authorization Port] 7 4 —/L R

Firepower Chassis Manager ¥ 7213 FXOS CLI 73 RADIUS 7 — %
N=Z2 LBETHEOIEI SN —F, ARh7RHEHIT 1
~ 65535 T, fFEUER— FEZIL 1700 TT,

[Timeout] 7 4 —/L K

RADIUS 7 —# R—A~DWEDLENRZA LT U 5%
TOREL,

1 ~60#Es = AT 50, 0 (Fa) # AJJLT[RADIUS]
AT THRELEZ 0=V ZA LT MEERERLEST, 7
7 4V M S TT,

[Retries] 7 1 —/L K

BURDNVREL L 72 & 7 S % % TOHER O HRRIT ORI,

MBIZISCT, 0~ 5 0BEEAD LEY, HefFE L2
%56, Firepower Chassis Manager (% [RADIUS] # 7 IZH67E L 7=
EZmH L ET,

¢) [OK] %7 VU w2 LT, [Add RADIUS Provider] # A 7 1 7R 7 ZAZH L £,

ATy 74 [Savel &7 U w7 LET,
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1acacs+ 7anq 5—nzE I}

RADIUS 7' O/\4 & —DHIB&
FIIE

AT w71 [Platform Settings] > [AAA] Z &R L 9,

ATv 72 [RADIUS|# 7 %7 U v/ L%,
ATw 73 [RADIUS Providers] 815 C, HIERd % RADIUS 7' 2 /NA X —(Zxtind 5 T — 7 /L DITD [Delete]

TAarezrs )y 7 LET,

TACACS+ 7 O/\14 A —DNXE

AL

TACACS+ 7 0O/NA & —®D T 0/\T 14 DERTE
DR AT TR E¢é7uA74ﬂ DAL TDTRTCOT O, X =8 DT 7 )V % iE

==

T, lHx DTN F—ZWTNNOT 13T 4 OFRENE LN TWDHEA . FirepowereXtensible
Operating System CTE DR EDEH I, 77 4 /0 PR EITEH I ET,

FIE

AT w71 [Platform Settings] > [AAA] Z R L 9,

ATFv T2 [TACACS| %7 %7V w7 LET,

AT v T3 [Properties] Ik T, KD 7 4 —/L NIz AT LET,

&R0 B

B A LT T M5 ETTACACS T —H _— 2 L ORGSR
Y AWAY 7 &

1~ 60 DELHEATILES, 774/ MEZSHTT,

ZDOT T A IFMHATT,

[Timeout] 7 4 —/L K

ATy 74 [SavelEZ7 U v 7 LET,

ROEXE
TACACS+ 7' /3" A X —Z{ER L F T,
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TACACS+ 7 0/3 1 #—D1ERKL
Firepower eXtensible Operating System TlE, K 16 O TACACS+ 7' /31 X —3 4R — N S E

ATv 1
ATy T2
ATvT3

D

FIE

T3y b T+ —LEE

[Platform Settings] > [AAA] Z R L 9,

[TACACS] # 7% 7 Vv 7 LET,

BT 5 TACACSt 7 a4 X —Z4L |2, ROFIEEZFETLET,
a) [TACACS Providers] fHIk T, [Add] %7 VU v 7 LET,
b) [Add TACACS Provider] ¥4 72 7Ry 7 AT, IRDT 4 —/L RIZlEEZ AT LET,

E=10]

B

[Hostname/FDQN (or IP
Address)] 7 4 —/V N

TACACS+ 7' A X —NHEET DHTORA NG E I IP
7 RL A,

[Order] 7 4 —/V K

Firepower eXtensible Operating System CZ (D 7 12 /3 A X — %
22— P ORFEIAEH T DA,

1~ 16 O#EIFHDOHEELE A NJ) LET, £721X. Firepower Chassis
Manager & 721X FXOS CLI C/EFR STV HMD 7 a3 A 4 —
IZHSWT, WITHEH T & 7% Firepower eXtensible
Operating System CHB)AYIZEI Y 24T HITIL, lowest-available
F7130 (Fu) ZAHDLET,

[Key] 74—/ F

T =S =20 SSL K5 ¥ —,

[Confirm Key] 7 4 —/L

TR D= D SSL EZ % —DE A1,

[Port] 7 4 —/V R

Firepower Chassis Manager ¥ 7213 FXOS CLI % TACACS+ 7 —
A= LBETHOIERT o8R— |,

1~ 65535 DEBKEANNNLET, 774/ F R—HT49 T
ﬁqo

[Timeout] 7 « —/L K

B A LT M5 FE T TACACSt 7 — & RX— R L O
BN D,

1~ 60 DHEEE NS+ 50, 0 (Er) ZAHLT
[TACACS+] # 7 CHRE LI a—rVL XA AT U MaZH
ALET, T 74V MISBHTT,
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Syslog MEXTE [ |

¢) [OK] %7 VU w2 LT, [Add TACACS Provider] ¥4 7 2 7R v 7 A% U £,
ATy T4 [Savel 7 Vv LET,

TACACS+ 7 O0/N4 4 —DIk:

FIE

AT w71 [Platform Settings] > [AAA] Z IR L £ 7,

ATwv T2 [TACACS| ¥ 7 %7V v7 LET,

RTwF3  [TACACS Providers] fEik T, HIBR9 % TACACS+ 7' 2 /34 X —|Zxtind % 7 — 7 /L DT [Delete]
TAarxzrs Vv 7 LET,

Syslog DX E
VAT L OXNE, T, ADD syslog T —E LV EFEITTDHY—ARADRA v =V EINET S
FETT, FRO syslog br—~"~a X 7%, n 7 BL0T 7— FOERITELHL £ T, syslog
P—bERL, TN a4 X2l —va Iy A NS T, AvE—VEZELTT A
JNRIFT D0, O LET, ZoEXouX U 713, SN ERNR RS 2 a 7124
LET, vZF V—F U T TN a—T 4 IR0 Ty MUEOW S THELH E
kR

FIE

AT w71 [Platform Settings] > [Syslog] % &R L £,
ATFwT2 w— NG EHRELET,
a) [Local Destinations] # 7% 27 U v 27 LE7,
b) [Local Destinations] % 7 C, (RO 7 ( —/L KIZlE AT LET,

=10 A

[Console] 7 ¥ 3 >
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TS5y kT +—LEE

=10

B

[Admin State] 7  —/V

Firepower ¥/ ¥ —3 T2 Y —/ LT syslog A v — U NERS
NDIE D,

syslog Ayb—Tamu BT 5720 TR, arYy—u

ICHFERTHEAIL, [Enable] T = v 7Ry 7 A& AL
F9, [Enable] T = v/ Ry 7 A%A 72925 L&, syslog A v
=V GBS RETR, ar Y —WEERRESNE
A,

[Level] 7 4 —/L R

[Console Admin State] @ [Enable] = v 7 R v 7 A% F 1T
L72GEIE, 2 Y —IUIERTAHERA v =V BIEV L
’\/V%@?ﬁ L %7, Firepower > ¥ —3 D2 Y —)LIZIEZE D
VAL ED A =V RFIRENET, ROWVT AT
DET,

» Emergencies
* Alerts

¢ Critical

[Monitor] 2 3 3 &~

[Admin State] 7 4 —/LV N

Firepower ¥ ¥ — 3 TE=H (Tsyslog A v E— IV RERREND
ME DD,

syslog A v —2 %0 ZIGEMNT 57217 T2, =412
FRT BE5AIL, [Enable] T = v 7R v 7 A& A2 LET,

[Enable] F = v 7 R v 7 A% A 71235 L, syslog A vt—
Er ZIEMSETR, E=XITERTIENETA,

[Level] RKmy 7 & o U X K

[Monitor Admin State] @ [Enable] F = > 7R v 7 A% F 1
L72HEE, TE=ZICRRTHA v E—V DR BE N L1
%@mbifo%M&ki%®VAwui@x/t%vb%
RENET, ROWVTINTRY £T,

* Emergencies
* Alerts

* Critical

o T ? —

* Warnings

* Notifications
* Information

* Debugging

|| Cisco FXOS Firepower Chassis Manager2.2(1) 3> J 4 ¥aL—>3 > A4 K



| I35y ror—smE
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©) [Save] 7 Vv 7 LET,
ATvT3 UE— MEEEHELET,

a) [Remote Destinations] % 7% 7 U v 7 L&,

b) [Remote Destinations] % 7 G, Firepower > ¥ —IZ L > THERSINTZA v =V ZRFTE D
RK 3 DDA 7IZHONWT, IROT 4=V RIZAHLET,
syslog A v&—T% U E— MMELIZEGFT D 2 & T, SN syslog — NTHRIFRIEE/R T 4+ A2
BIIIE L TA v =27 =4 7L, RFRICRF 7 T=H 2 BIETEET, i x
X, FFEX A 7D syslog A v E—URa ZIZEERINTZY, v b7 —2BHisnhTLr
R—NHDBID T 7 A MZEDOFLEDMRITEINTZD . HDNNIVA NEFDOAZ VT N &
U CREEHERIEB SN2 LIZGAIS, FllRT 7o a UREITEND LD ITHETE £

bg‘o
Z2X:1] £ EA
[Admin State] 7 4 —/L K syslog A v &=V ZVE—bF vV 77 A NVIRFET 256

%, [Enable] F=v 7Ry 7 At 2 LET,

[Level] Fry 7 X7 VAR | VAT DRFT DA v E— VDR BEND LV Z BN L E
T, VE— L7 7 A MIZEDLLLLED A v — VP RAT
INET, ROVWTIMNITRY T,

* Emergencies
* Alerts

* Critical

o T ? —

* Warnings

* Notifications
* Information

* Debugging

[Hostname/IP Address] 7 4 —/V | UE—h B 77 A VDFETDHHRA M EIZIP T R L
]\\‘ X o

GX) IP7 FLATIHARLS AR N EFERT 551,
DNS #—NZRETILERDH Y £7,

Cisco FXO0S Firepower Chassis Manager2.2(1) 3> J 4 ¥ L—> 3> A4 K [ |



= IS5y b Ir—LEE |
Syslog NDEXE

£l s BA
[Facility] Ky 7H o VA | 774 A v—VD_R—R L L THHT S syslog —/30D
~ VAT LR THERBBERIRLET, ROWTILNITRY £,

* local0
* locall
* local2
* local3
* local4
* local5
* local6

« local7

©) [Save] 7 Vv 7 LET,
ATy T4 o—HLVEETERELET,

a) [Local Sources]| ¥ 7 &7 U v 7 LET,

b) [Local Sources] # 7 C, IRDT7 4 —/L RIZEEZ AN LET,
20 £ EA
[Faults Admin State] 7 4 —/V K | VAT AEEn X 72 H3bT 5028 9Dy, [Enable] F = v
IRy 7 A%A T 5D & Firepower ¥ % — LT X TD Y
AT LEEEZ D 7SR LET,

[Audits Admin State] 7 4 —/V | B ¥ 72 HE6T 5L 9D [Enable] F = v 7Ry
N J RAEANTT B & Firepower ¥ ¥ — NI TR TOKEE R 7
AR Men ZICEskLET,

[Events Admin State] 7 4 —/V | VAT A A X2 b XU T E2FH LT D E 50>, [Enable]
N Frxv IRy AkA 2T 5 L, Firepower ¥ ¥ — (33~
TDOYVAT ARy N 71Tk LET,

©) [Save] 7 Vv 7 LET,
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DNS Y —

ons H—noEE [l

NOE 3

VAT ATHEARNGDIPT KU ASOFRP LIRS AIL, DNSY—NEZIEET HMLENRH Y F
T, 72& ZUE, DNS = "Z5E L TR E F1repower T — U TRIEERITD & XD,
www.cisco.com 72 FDOE I A TEEFTA, Y—DIP T L AZEHTAZLENDH D | [Pv4

FXIPVE6 T FLADOWTN AT %4, K4 EBDDNS B —R"EZRETEET,

G¥)

ATy I
ATy T2
ATvT3

ATvT4

D DNS b —RERETIHE, VAT ALYV —"OBBRIEILT 2220 £,
n—HNVEH O~ RN DNS —_"OMBEVIEL T 5558, 35D DNS — DLk T
LMIMBELET,

FIE

[Platform Settings] > [DNS] Z#R L £,
[Enable DNS Server] = v 7 Ry 7 A& AN LET,

B DNS —% (k4 6) Lo, TNZENOIP 7 KL 2% [DNS Server] 7 4 —/L KiZ
AN, [Add] 227V v 7 LET,

[Save] 227 U v 7 LET,
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