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D HSRPMAC 7 RV AZEHIMAC 7 RLAT—7 Y L LT, BigEL—XT

HSRP MEH & 5854, HSRPIP T RLA%ECD FT 7 4 v 7 [FHSRPMAC 7 KL A |Z
BEINETH, V= T 74 v VIEREDODN—Z DA U H—T 2 ADMACT R
LAMNBHSRP T TEEENET, LEN-T, MACT RL AT —7 ) LTi@% ., HSRP
IP7 RLA®D ARP 7—7 Vx> b U BHIREIAIZZ2 0 | 2% ARP ZRZ15(F L ULE A
ZELEGEICOREHINET, O ARP 7T —7 =2 hUIXT 7 4 /b kT 14400 1%
WCHARRBIALIZ 22 0 928, MAC T RLAT—7 x> b UIET 7 4/ kT 300 B I H#
[BEINIZ2 572, MACT RLAZT—7LOHIBYIN T 7 4 v 7 O Ra v 72kt
HI-DIZHHFIMAC 7 FL 2y h U SLBETF,

A% K EtherChannel Z{£fl L7=/V—FT v R E— R TlX, 14 FEADMACT FL 2%
HELET, OTVELIFFAKEOLOZFEHA L THA FERIZT —% VLAN ZHER L £,
7 —/N)VMACT RV ARSETD N7 7 4 v 7 5 DCLFRHE T O A MIEFE IRV X
ANZTBICIE, Z7ANVZEERTILERSY T, 7 T7AXB1 OOV A h TEEARRE
o2 E. NI 749 7MY A hDY TAK ) — RIZEFICEETEL LI
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B /5250954 r5q v enmEm

T ANEEBHIRTAMLENDY £, XA FI v I V=T 471, VA MEZ T REZN
WHEE AL D77 —A R Ry P L—F L L THETAHEAS I R— RS EEA,

ZOMDHA K514

c2=y NEBFOV FAZZBEBMLIZEER0, 2=y M2 Ur— RLEE X, —FY

W2, REMZ2 7y M Ka vy 7RRELET, ZIUIEEESRBY OEETT, HE
WX T, Fey 7 &Nl y MREERTERNS AN 7352 ER8b0ET, 2L X
X, FTP 86t FINACK /N7y b3 Ru vy 7 Ensd &, FIPZ A4 7 EBANV T LE
T, ZOLEIE. FTP #i 2 BT O LERH D £,

« AsX> R EtherChannel A % — 7 = A A|ZHzfE S 4172 Windows 2003 Server ZfEH L T\
D56, syslog —/NAR— kR X 7 LTz & T — PR ICMP =7 — X v & — 2 &2 il
Liane, ZHDICMP A vt —Y N7 FAXZERFESNDLZ LIV ETd, 2oL H7%
AyvE—=VIZLY, 7T ARZO—FHDa=y FTCPUMHERNES R N7+ —~<
ANBET LR H Y 3, ICMP =T — A v —U AT L2 HRE L ET,
 LEMERI-E A7, VSS. vPC. StackWise. F 7213 StackWise Virtual {2 EtherChannel
BT A L EHEREL I,

LR —VNTHE, RSV RTEY B KOOV v — Y X ) T BV AR
TR, MDOEXF 2V T 4 BTV 2=V EFATT LI LI TEERA, 7T AFANICT
RCOEF2YT 4 FEL2—NLEEOLIVLERNH Y FT,

« 85 SN TLS/SSLEER DA, A REBIZRM ST, it — T —ICEENEET S
L BESNTERN ) By havET, BTl =y h~OF LW 2 LT D % E
Db ET, HEIhTWWERw (B LAanwr— i —8) BIE8s%073, ELL
BRI ET,

FI4I bk

¢« VG RABDA VA F = FTHEBEIZ. T 7 4 R TENCR Y . A—L REEIZ3 M T,
FIZFNVIETHEH, TR_RTOA L H—T 2 A ATA L H—FR Y h ~VARAET=F Y TRE
7> TWET,

RIGLTer AR 7 D7 T A2 HEFESIIEEREIS, 5 4R CEEHIRICITS U
LEDITHRESNET,

R LTIET =4 A =T = 2D 7 T AZ AFBSIEREIL, 50% L. 2ITRESH
T CAFF T3 ERITShE T,

*HTTP F7 7 4 v 7 TlX, 5 WROERMEELEIEN T 7 4L E THIZ > TOET,
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zavrravars g zoemn |

AR R7RAVRET/INA ADEM

AE Y

25 KT BRI A AR E A TR TEY T 4 2z y e LCHIITE &
Fo A TN TEY T OBRROFMIZ AT, Ao TS, T E Y7 1 T Dithl
(64~<—2) BBBLTL S0,

K7 0> ASA O3B

AH L RT B OET N, AT, HMEII NS TRA T8V T 0 XTCTEELET, #
Boex=2 VT FY 2— /L E# 7 5 Firepower 9300 Tix, 7 FAX E2FAX L KT mr v
TNRAADNT N ERHATEET, JI7AXEITRTOEY 22—V EFHATILERDH DT
W, 2L ZIE 2F V2=V I TRABLE DAL KT 0T, Zh ) ELMAHBEDED
ZEIETEERA,

Firepower4100/9300 > ¥ — 03/ —7 > RELII N T VAT LV R 77 A T U4 —/LE—
N ASA Z R TE £,

YNTF AT HANE— FOLEE, BOICGHEET A AR L TG, ASAT 7 U r— =
YTCRNTFT aArTHxRARN T REAENCTHMERDH Y £7,

1R BRI

e TRHET NN RMEHTHT TV r—va v A4 A—T % CiscocomMbH XU a— LT,
% DA A— % Firepower 4100/9300 > v — 3 [Z¥ 7> u— KL E T,

\}

(GE)  Firepower 9300 DIGH, /2 p 7 SV r—r a2 47 (ASA B
LXOFTD) 3% —3HNOELAx DEY 2 — A v A R—)LTX
EFT, MMEDEY 2—VTlEL, B \—Varo7 7Y r—
YAV ALVAR AR THEITTEET,

CFMEETNA ATHHTLEHA =T A AERELET, FHA L F—T = A AN
TCTT, ZOFHA I =T AL, V¥ —VOBEHOHMHIND v v — T EH
AR—=FEEUTIEHY £FEA (FXOS TiL, MGMT, management0 ® X 9 724 H THR RS
WET) .

s RDIEHREHBELET,
CIDTNAADA U H—T A A 1d
EHA LA —T 2 A AIPT RLRERXYy VU= RS

e = A IPT KL R
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FIE

RFYT1 EX2UF 4 —E R E— REBEHBLET,
scope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

ARTFYT2 TV Ir—ar A VAR ADA A= "= g VBB ELET,
a) fHREERA A—VEFRLET, AT HINN—Va v BEE2EZIHDET,

show app

51

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) EX2VT 4 EVa— NPy Zny MIHEHHEZRELET,
scope slot dot_ID
dot_id /%, Firepower 4100 D& L% (2 1. Firepower 9300 DAL 1, 2. £721%3 TT,
1 -

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

o) TV r—vary A AU AEERLET,
enter app-instance asa device_name

Device nameld, 1 ~ 64 XFOFHTHETEET, ZOA VAKX U ADRBT A 2 %
BT B & &I, ZOT A ZRLEHHALET,

&1

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) ASAAA—UN—=U g ERIRLET,

set startup-version version
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1 :

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) Ay hE—FREKTLET,
exit

1 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) T L Tssa®t— RiZLET,
exit

51 -

Firepower /ssa/slot* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

AT9 T3 RET AL AEERR L E T,
enter logical-device device_name asa dlot_id standalone
BNBML7=7 7V r—a v A v A% & LR Udevice nameZ (i L £,
£

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

ATV T BHALHE—T 2 A RET—HF A B —T oA ABHHT AL RZEID Y TES, KA X —
Tz A AR LT, PIEZEY KL ET,

create external-port-link name interface id asa
set description description
exit

e name : = O44 L Firepower 4100/9300 ¢ — 3 A—/S— A P2 Lo THEH SN E T,
THULASA ORETHAT DA v X —T = A AL TIEH Y THA,

e description : 7 L—X &SI HF (") THA, AX—2AZBIMLET,
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ATy T5

RETACZ |

BHA L H—T A A \Vk%vﬁﬁf%ﬁkiﬁﬁwi?<ﬁA®f%54V?*7I
A 2ZEBTHMNILTHEELET, ZHU2iE, IPT RFLADOERELEENET,

1 -

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

BHT— M AT v ERERELET,

a)

b)

<)

T—RANT T F Tl NEfERRLET,
create mgmt-bootstrap asa

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= E—R (=T y R FIX T AT LU b)) 2ELE
ﬂ—o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—=RTIE, 71 AFIRy NT—=INOL—F Ky T LRI SnET,
TAVTETIRA VB =T oA RFE R LY TRy b EICHY 9, —FH, FT AR
TV N 7747 U4 —/E, [BumplInThe Wire] £721L (AT VA 77 AT 04—

V] DEIITHERETALA Y277 AT U4 —LTHY ., BEHINTZT A A~D)L—H
/—\1:‘)7D<E LT n:u;&éhjz'ﬁ-/\/

T AT AV E— RIIPHRERICOARELET, 7— MR N7 v 7 ORE % HiE
AT 28546, ZoOREIXMEHINLERTA,
1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

admin & A F—T )N RRAT— REHEELFT,
create bootstrap-key-secret PASSWORD

set value

B #ETsqr




WETINAR

d)

z2avr7ovasanen [

EDANJJ : password

EDHERR : password

exit

1 -

FHRRE STV D ASA FHE 22— B LS 2 —T /L NAT— R/ A T — RO

RN D £, FXOS T 7 B AN TE D56, BHE 21— AU FaEhiz L &I
Uty hT&EET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EBA B —T = A ADBREEATOETS
create ipv4 dot_id default

set ip ip_address mask network _mask

set gateway gateway address

exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HHA VX —T =2 A AERELET,
create ipv6 dot_id default

set ip ip_address prefix-length prefix

set gateway gateway address

exit

51 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipvé6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #
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ATy IT1

) BHEHT—MANT T E—RERTLET,
exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERFELET,
commit-buffer

Yy —viE, BELLEY 7 MU T A=V arEFyra—RL, TS ar A VA
VAWLT = RA NGy TRELERA AT 2 A AREE T v 2T HIET, BT A
A%B AL ET, showapp-instance =~ REEH LT, BEOAT —X A %R LE T,
[Admin State (‘Z"¥RIRTE) ]72° [Enabled (%) ]C. [OperState] 25 [Online] D355, 77V 7r—
VaY A VAL CAFFATRTHY | EHTE HREIC/m o TOETS

% -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

X2 VT4 R —OREEMET DL, TASAFREN A K] 28R LT IEEN,

1

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
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FMCDR%Z >

mcozs> k7orFonen [

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

7 02 FTD MiEN

AL RT 0y O T S A%, M E IS TRA TV T 0 AT CTEELEYT, ¥
Botx =2V T TV a—/VEHEHT D Firepower 9300 Tlx, 7 7 AX £/ IZAL L RT R Y
TNRAZADNWTNNERBTEET, 7 I7AXFITRTCOEY 22—V EFHTILERDH DT
O, 22X 2FVa— NI TRAALEE-DRAZ L RT TR 2% ) L MBEDED
ZEETEEE A,

—HDEL 2= NV THEAT A TAVAZ L AEHA L, TOMOEY 22— Tar st A&
HURAEBFERTEET,
1R BHEIIZ

BT S, AERT AT TV r—2 g v f A=V % Ciscocom N H A7 ra—RKLT,
Z DA A— % Firepower 4100/9300 > v — ([ZX 7 —RKLET,

N

(GE)  Firepower 9300 DA, R HT7 SV r—ra 247 (ASA K
LOFTD) 3% —3HNOMA DEY 2 —Af VA F—/LTX
F79, BEOEY 2— Tk, Bedb A \—Ta 077 r—
VAV AVARUA RS THFEITTEET,

WERT NA A THHT 2HHA v F =T 2 A AZRELE T, BEHA v F—T = A 2D
BT, ZOEHA U F—T = A, Yy —VOFERORIMHEND > v — R
AR—hrEFELCTIEHY £EA (FXOS TiL, MGMT. management0 ® X 9 724 R THRR S
nNET) .

BT =2 A F =T A APOLEBEFGHCTEES, 2EL, T FEHEERICL
TR THEHAT LI PENRVGETH, BHA UV H—T oA ZAimBlT /A AZED 4 TH
VERH Y 9, FFEMICHOWTIEL, FTD =2~ KU 7 7 L A® configure network
management-data-interface =~ > RZZB L T LIy,

cF R LB I ODTF =R EATDA LB —T 2 A AELRETAHALERHY FT., 4
TS LT, §XTCOARCEIDIT T 47 (Web A X hpd) ZiES
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wETNIZ |
B coxs> rro mooem

firepower-eventing f % —7 = A A H{ERRCE ¥, MO OWVWTX, F ¥ —T7 = A
AZAT ] ZBRLTITZEN,

e AVTFAUALZURIKI LT, TIAN DT T s ANEERLRWNESIX, 2T
FAUAB LR YA T T A NEBINIES T Y —A T a7 v A )L EBMLE

kR

s AL T A UARUADIGE, O T T A VAR A A A M= T BRI,
TAARAIBIELWT A —<y MIRDHIHICEXF2 VT 4 BV 2V VY ZHEY)
LT 2HERH Y 7, BEFOWREET A ZFHIBRENTH LT S AL LTHA >
A R—=LENDTZD, B—HADT TV r—a VRERTRTRbNET, XA T 47
AVABZ U AZ AT FTA VAL ATEEWZ DGEIE, WICAAT A TA AL A
ZHIRT AMERH D T, RAT A TA LV AZ L Ry T A o AX 2 A HEIIC
BATTHZ LT TEEHA, IOV TL, X2V T 4 BV 22—/ ¥ U ORH)
Wb EZRL T EEn,

cROEHRAEHRELET,
cZDTNRAADA B —T = A A 1d
CEHALH =T A AIPT RLAERYy NU—F v R
e —hFTUxAIPT7T FL R
* FMC R L 7= IP 7 R L A/NAT ID
«DNS H—"DIP 7 KL %

* Firepower Threat Defense 78 A2 b 44 & R A A 4

FIE

ATFYT1 EXa2 VT4 —E R ET— REELET,
SCope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

AT w72 4% Firepower Threat Defense /X\—3 5 > DTy Ra—W—F o 2K EICFRE L E
T ZOFIEEZFATTLHMNERH DD, %4 T 53— 2 VOEULAIZEEZFE L TR0
a DB TT,
a) EHFRERAA—VERRLET, AT OINN—Va VB FE2EIRHOET,
show app

1 -
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WETINAR

b)

d)

mcozs> k7orFonen [

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

HHEA A=V R—=D g VIHRELET,
scope app ftd application_version

51

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

T4 AT ELET,
accept-license-agreement

1

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

REZRIFLET,

commit-buffer

1 :

Firepower /ssa/app* # commit-buffer
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Firepower /ssa/app #

e) KTLTEX2 T4 —ERE—FREBMBLET,
exit

51

Firepower /ssa/app # exit
Firepower /ssa #

AFYT3 TV =g AV ABANTGA—=F (A A= "= g 0 %Et) ZRELET,

a)

b)

B #ETsqr

aVThA AL ADEAE, HHWRERY YA T u T AV EFRLET, T
T ANEBINTEEAIE, VT T A AKX R V=R T a T A )VEIBIN RS
LT &N,

show resource-profile
HRT27a 7y ANAEEZREDET,
fi

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

X2V T BV WYy Any MIHEBHEZERELET,
scope slot dlot_ID

dot_id X, Firepower 4100 DAL T 1, Firepower 9300 DAL 1, 2, F7/21L3 T
R

1

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TV r—ay A RE A EERR LE T,
enter app-instance ftd device_name

Device namelx, 1~ 64 LFOFIFATIHETEE T, ZTOA U AX U ADOFHHT N A A
AR T DL XL, ZOTFT A AL EHERLET,

1

Firepower /ssa/slot # enter app-instance ftd FTDI1
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d)

2)

mcozs> k7orFonen [

Firepower /ssa/slot/app-instance* #

ATFTAVAZ U ADGET, AT T IV = a AV ARB AR T R
RUELET,
set deploy-type container

AVTFA VAR VATIE, BXa2 VT4 BV 2= VDY = ADY Ty
MRt A, EEROaTFA VAR A EA VA= LTEET, IAT 4T
A VABZ AT EF 2T 4 B2/ DT RTHY V—RX (CPU, RAM,
BLOT A AVERE) 2HEHT L0, XA T AT AL AZ U AZ 1 DDHRA VA R—
ILTEET,

WMEDRTFHRIZ, A VAZ LV ASALTEERFTHZLIITEEYAL, T2V NEAT
1% native T,

1

Firepower /ssa/slot/app-instance* # set deploy-type container

AT AVAZ U ADERE, VYA T T A VERELET,
set resource-profile-name name
DT Ty A NAIETT TITHFEL TV DORERH Y £,

BCSIEISERYV Y —RAT T 7 ANEENDYUTHE, A A ANRT B— RI{L,
ZOBMEIZHKIS DD T ERH Y FT, LS, TRA T YT 4 T OAE
W2y B A ADY )—A T a7 7 A NEEDETHEET, TRXTDOA DY A
ANFELTHHI L ETELHRETRHERLTIEIN,

1

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

Firepower Threat Defense 4 A —/"\—2 3 VARE L ET,

set startup-version version

EULA IC[AIET 5 & I ERROFIRTAE LIZN—Va VB EE AT LET,
fi

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

ATF A VAZ L ADEEIX, TLSHSLT 78T L —va a4 X —T )V E T
F4—T M LET,

enter hw-crypto

set admin-state {enabled | disabled}

exit

#ET 12 |}
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ZOREIZEY, "= R =T DOTLSKELT 77 L—2a UREITR D, FFEH
ATDRNT T4 w7 ONRT =< ANMELET, ZOKIEXT 74V T, F—7
Mo TWET, BF a2V T 4 ED2a— LT EITHRR 16 DA A X ZIZHONT
TLSK LT 72T L —va U EZADNITEET, ZOWETRA T AT A AX A
TV AR—FENTHERFA, _0)/( VABRUAIZEID B THR TV AN R = TR
LV Y —ADEIG &2 FRT HITE, show hw-crypto =2~ RE AT LET, N—T 3
2 L0, FXOS27UBETHAESNA TLSH ST 787 L —a v XA 7L T
3

1

Firepower /ssa/slot/app-instance* # enter hw-crypto
Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit
Firepower /ssa/slot/app-instance* # commit-buffer
Firepower /ssa/slot/app-instance # show hw-crypto
Hardware Crypto:
Admin State Hardware Crypto Size Hardware Crypto Version

A2y b = RFEETLET,
exit

1 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(fE&) Firepower 4110 F 7213 4120 ® Radware DefensePro 1 > A % > A B L £ 7,
DD, BT AN ADIERANC T 7V r—va v A VAR R EERT D LR
BZH Y F9 (RadwareDefensePro (Z 2> 7 A LV AX LV ATHR—FSINTWERFA)

enter app-instance vdp devicename

exit

FlrepowerThreat Defense 7 7"V r—va A VAZ L AZ—FT D K 512 device_ name &
RELET, @7 A ADOFKEETET L6, %l T Firepower Threat Defense iR

/\4’ A& LT, ¥—EAF = — 2 WNIZ Radware DefensePro 7 = L' — X X ET D &

ENHDET, AZ L RT7arOiuET /N A TO Radware DefensePro D% E (104 ~<—
V) &, FlE4 DL LT ZEN,

1 -

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

BT L Tssa®t— NIZLET,

exit
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1

Firepower /ssa/slot* # exit
Firepower /ssa* #

51

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

IMELT N A R EAERL L E T,

enter logical-device device_name ftd slot_id standalone

BNZBML7=7 7V r—a v A v A% % LA Udevice nameZ i L £,
11 -

Firepower /ssa # enter logical-device FTD1l ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LA =T oA AT —H A HZ—T 2 RAEFHET A AZEY B TET, KA F—
T oA RIx LT, FIRZ#EVIELET,

create external-port-link name interface id ftd
set description description
exit
« name : Z D44 |illE Firepower 4100/9300 > ¢ — 3 A —/N— A F|IZ Lo THEH I E T,
Z UL Firepower Threat Defense DX E CHEMT o4 L F—T7 =4 AL TIEH Y £H A,

e description : 7 L— X% 5| fF (") THHA, AX—RZBIMLET,

BEA LA —T oA AF, Y —VEHR—-FEFRRYES, BT, FMCTT—4 A V4 —
T A ZAEAMILTHRELET, ZHIZIFXIP T RLRADOERELEENE T,

AVTF A VAR VAT LR RI0DT—HEFA U H—T 2 A REEID B THZLENTE
¥, ¥, KT HEEAN X =T oA RT, AR GEOa T 4 AKX AIZEID Y
THZLENTEET,

&1

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd

#ET 12 |}
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Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

U7 REDORBz AL ET,
set link state sync enabled

v —3 TlX, Firepower Threat Defense BIfEY > VIRfEAE T — 4 A L 2 —T = A4 ADYELY
JRIELFWITE L LI/ F Lz, BfE, FXOSEELRIEN T v 7 C, WY 7 RERN
Ty T THLHRY, A HF—T A AXT v IRREIZ/ Y £, Firepower Threat Defense 7 7
Vor—yarv A4 ¥ —"7xA ADOEBRBIIZE SN EH A, Firepower Threat Defense 7> & D
RN 22 WEE X, 72 & 21X, Firepower ThreatDefense 7 7° VU 77— a VR RIIA T A
WZIRDENS, T—HA B2 —T A APRYERIZT v T IREEIZ/2 5720 | Firepower Threat
Defense D v v MU UBIEHE G LIXS < OIET » 7IREBO E 225 ATtk dH v E
To ATAEY FOBRE, ZOREBOR—FITEIV ATy R Rr Yy TENDLZLBHY
£9, ZAUL. Firepower Threat Defense 23LEECX 5 X 91272 D ATIZANHE/L—H 2% Firepower
Threat Defense ~D N7 7 v 7 OFEEEBT D ENBH DD TT,

ZOMREIXT 7 4V FTENIZ /o TRV FXOS OfEET NA AT LA TEET, =
DOHEREIL, BHSCV TRAA R EDIET —H A v F—T A ATITHELEFE A,

Firepower Threat Defense D U & 7 ARBED R ZHNT 5 &L, FXOS DA »F—T = A AD
[— B RJARFE (Service State) ] 73 Firepower Threat Defense D Z DA ¥ — 7 = A4 ADEFELR
el snEd, 7=& xIX. Firepower Threat Defense TA ¥ —7 = A A% ¥ v hE T
T 5L, —E RREBIL [#S) (Disabled) ] & #&/RSHE 7, Firepower Threat Defense 7 7 U
r—varivxy MU UTHE TRTOAL 2 —T = A AN [ (Disabled) ] &R
ENFEFT, "N—RU=T NS RAR A H—T A ADYA . Firepower Threat Defense T >/
A =T 2 A A EREORWNTY vy N T T25 & —E XREED [#%) (Disabled) ] 12
BREXNFET, 7272 L. Firepower Threat Defense 77U 77— a > Dy % v kX 07 L fthd
V=V LSOV Yy MDY (BRATRE) TE A F =T = A ARTIIHEDRIRGE
ZAHERFL 7

Firepower Threat Defense D U > 7 IREED R 2 Whic 35 &, b —ERREIZFEIZ [BERD
(Enabled) | & RSN ET,

GE) ZOMRRIL, 7 TAZ VT aryT A AKX A F21% Radware vDP T =
L—& Z{iH9° % Firepower Threat Defense Tix ¥4 — h I EH A, ASA TixH
R—hSNTWERA,

A H =T oA ADBEDF—ERIREE L DX v OB %K/~ 5121%, showinterface
expand detail =~ K& AL ET,

1 -

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink

Firepower /eth-uplink* # scope fabric a

Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

B #ETsqr
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Port Name: Ethernetl/2
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Up
State Reason:
flow control policy: default
Auto negotiation: Yes
Admin Speed: 1 Gbps
Oper Speed: 1 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Service State: Enabled
Last Service State Down Reason: None
Allowed Vlan: All
Network Control Policy: default
Current Task:
<. o>

EHT = AT T RIA—FEHRHELET,

INHOREIT. MIHEARN, £33 7 4 RFZ U A ANY T, @Eo@EATIE, BT
TV — a3 CCLIREDIFLEAEDEELEETXET,

a) T— b ARNT T AT PEERLET,
create mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) RATATALAZLADEG, v R—V %% FMC IZRE L E T,
enter bootstrap-key MANAGEMENT_TYPE
set value FMC
exit

FIAT A TA VAR AL, v F =% ELTOFDM b AR— L TWET, @wmET
NARERB LRI X =V A T HEETH LI TEETA,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value FMC
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

¢c) FMC%EHTHIPT FLA, RA M, F7ZIINATID ZfRE L £,
WONWT NN ERELET,

LESACES
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« enter bootstrap-key FIREPOWER_MANAGER_IP
set value IP_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
« enter bootstrap-key NAT_ID
set value nat_id
exit
BHEIL, V=T 4 7 EFEOW GO R THE G OIP T R A Bk —fF&) PHE
THo FMC AT /S ADIP T RVAZIEEL, T7/3 ADFMC D IP 7 K L 2 &2 4]5E
LET, 27ZL, IPT FLAD 1 DDHB D> TWDGE Ob—T 4 7 BRI &/
FR) X, wAIOEERICEEE M. L CIE LW — 2 RBT 572012, #Eom
N~ DO NATID ZHEET 2 4EHH Y £9, NATID & LT, 1~37 LFOEEDT

XA MLTFINEZIRECTEET, FMCE LT A AT, PIHIGEOFRGE L KGR EIT D
72012, BEEF—BLXONATID (IP 7 FLATiEA<) ZEHLET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

FIREPOWER MANAGER IP

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7ATUA—NLVE—F (V=T ) FX TFF AT LU b)) 2HEELE
‘g‘o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—=FTIEZ, T RERy NT—=TNOL—F Ky T ERBENET,
N—=T 4 TEATORA L E—T = A ATR R DY 72y P EZHVET, —FH, b7
VAT LN 77 AT U4 —E, [BumpIn The Wire] 721X (AT VA 7747
TA—I] DEIHEETDLA Y2 T 7 AT 7 4—NAThY ., BERSNET A 2~
DN—2 Ry 7 ELTUIRRE SN ET A,

T7AT U —E— FIIWHREFFICOARELET, 77— b A N7 v TORELFH
AT 256, ZORETEHIIEE A,

fi
Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
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Firepower /ssa/logical-device/mgmt-bootstrap* #

TNAZEFMC L ORI THET DX —2HELET, ZOF—DNATL—XE, 1~
37 CFOHIPH TEINTE £, Firepower Threat Defensez 18195 & &2, FMCIZ[R ©
F—2 AN LET,

create bootstrap-key-secret REGISTRATION_KEY
set value

D ATT : registration_key

EDRER : registration_key

exit

fAi :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

BHIEDNRAT — REEELET, 202U — RKit, B#Ha—PF—0 CLI 7 7 & A2
EHINET,

create bootstrap-key-secret PASSWORD
set value

fEDANJ) : password

fEOHEE : password

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FEREMARA M EBELET,
create bootstrap-key FQDN

set value fqdn

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdl.cisco.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS #—="—Dh < XEY U X b ZiHEL £,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

7o & 21X, FMCOKR A N ZHET 5854, Firepower Threat Defenseld DNS Z i ] L &
TO

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

MR RAAL DI~ KGN VX FEHELET,
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

EE) v 7T A AZ ATk LT, Firepower Threat Defense SSH & v ¥ 3 > Cx
FANR—FE—FZHFALET, THXFANA—FE—FTIE, GERIN T T 2—T 4
> 7'IZ Firepower Threat Defense v = V67 7 B A TX £ T,

create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit
eyes : SSHE v a b ZDar7hA UV AZ LV RAZEET 7 EAT Ha—P—
N, TFAN—NE— REBHTEXET,

eno: FXOSCLI MO Ay T A VAR L ALT VB AT Ha—F —DH)N, =F A
N—hE— RF&fthc&E ¥ T,
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T7ANETIR AT IA L RZ L ADEE, X ANR—FE-REHEHTE 5003
FXOS CLI 2> Firepower Threat Defense CLI |27 7 E A § 52— —7217 T3, Z Dl
BRIZ, A AL AMOREEERECT G, 2T T A U AS L ADRITHEA ShE
T ~=a T VOFIETRD b7c%E . F 7213 Cisco Technical Assistance Center 7> & 3K
DONTEHEDHR, =X AN—F T—RF2EHLET, Z0F— FE2mT 51213,
Firepower Threat Defense CLI C expert 2~ R&fEH L £,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key
PERMIT_ EXPERT_ MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 FHA VB —T 2 f ADFREEITVET,
create ipv4 dot_id firepower

set ip ip_address mask network mask

set gateway gateway address

exit

fi

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4d 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HERA L H—T =2 A AERELET,
create ipv6 dot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BT — R NA NG ET— RERTLET,
exit

1

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

RIEERIFLETS,

commit-buffer

Yy —UE, BELEY 7 by 2T RA=VarEFyrn— KL, T r—var A AH
VAT = FARNT O TRELEHA LA —T A AREE TS v aTHI LT, TS
A &AL E9, showapp-instance =~ > R&EMH LT, BOAT—X AR LET,
[Admin State (G5PRIRAE) 173 [Enabled (%) ] . [Oper State] 23 [Online] DIGE., 77U &r—
arvAVAZRTETHTHY, FHTEOREIZRSoTWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

Firepower Threat Defense Z & X R T /A4 2L LTEML, EX =2V T 4 R > —OfKE % B
T AL, FMC 2y 7 4 X al—vay A REZRLTIZEN,

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container

Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

B #ETsqr
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Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

FDMDODX%2 2 F7RAVFID ZEMLET,

FDMZAAT A TA LV AZ L ATHERATEET, a0 T F AV AZ A FTHAR—FEIRTW
FH A, AF LV RT O OMET S, AL, BMEIEIANAS TXA T80T 0 X7 TEIEL
i‘ﬂ‘o

1R BHHIIZ

CERERT N AR T AT SV r—va A A—T % Ciscocom N H A 7 — K LT,
Z DA A— % Firepower 4100/9300 > v — ([ZF¥ 7o — RKLET,

)

(GE)  Firepower 9300 DIGE, B2 p 7 SV r—T a2 47 (ASA B
LS OFTD) Z3 v —YHNOlA DFEY 22—/l Af VA h—/LT&
7, BEOEY 2—VTlX, BEdr\—Ta o777 r—
YAV ALVAR LA XA THEITTEET,

FRERT N, ATHHATAEEA A —T 2 A AERELET, BHA LA —T = A ADW
BT, ZTOFHA X —T A AF, Vr—VOEBRORMFEHIND Vr—EH

RET/NA R
|
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B ovoxssrroomEemLES.

A—RrEELUTEHY FHA (FXOS TiL, MGMT, management0 ® X 9 724 R THR RS
WET)

cFEl, MR EB 1 DODT—F XA TDOA B —T 2 A AERET LLERDHY £7,
c KOEREHABE L LT,

c ZDTNRAADA v E—T 2 A A1d

EHA LA —T 2 A AIPT RLAL Ry NU—T <R

= VA IPT RL A

«DNS H— "D IP 7 KL %

*FID R A MG & RAAL U4

FIE

ATFY Tl EXx2 VT4 — R E— REEBELET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

AT w72 4% Firepower Threat Defense /X—3 3 DTy Ra—W—F o 28K EIZFRE L £
To TOFIEEZETTDLERDHLDIT, FZET 53— a VOEULAICEZRE L T

BaDHRTT,

a) MEHARERAA—VEFRRLET, BT —Va B SLEIHOET,
show app
11

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #iHEA A —UN—Va VIIRELET,
scope app ftd application_version

&1
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Firepower /ssa # scope app ftd 6.5.0
Firepower /ssa/app #

o) TAEBUVAENICFELET,
accept-license-agreement

51

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]
Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #
d) REZRMFLET,
commit-buffer

1

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) MTLTEX=2UT 4P —ERE—REHIBELET,
exit

1 -

Firepower /ssa/app # exit
Firepower /ssa #

ATFYT3 TV Ir— g AV ABLADA A= N—= g VEARELET,
a) X2 VT4 BV a— /Yy Any MIRHEZRELET,
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b)

d)

scope slot dlot_ID
slot_id i%, Firepower 4100 DHA 1T H 12 1, Firepower 9300 A1 1, 2, £721X3 T,
11

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TFVr—var A AR AR LET,
enter app-instance ftd device_name

Device nameid, 1 ~ 64 XFOFHTHETEET, ZOA VAKX LV ADRBT A 2 %
BT D L &I, ZOT A 2L EHHLET,

&1

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

2L

Firepower Threat Defense £ A —/\—Y 3 VARELET,

set startup-version version

EULA IZ[FET 2 L S ERROFIETAELIEANA—Va v FEEE AN LET,
1 -

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

Avy M E—REKRTLET,
exit

51 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

({L:&) Firepower 4110 F 7213 4120 @ Radware DefensePro f » A ¥ > A ZBAEK LET, &
DT=DOIZIE, BT A AMERROFNZT TV r—a v A VAX U ABRERT 20BN B
DET,
enter app-instance vdp devicename
exit

Firepower Threat Defense 7 7' ) 77— 3 A VA X A Z—8F 5 &L 9 IZ device_name % 7%
ELET, BT NA ZAOREXT T Lo, KW T Firepower Threat Defense fmB7 /3 A
A&EH LT, ¥—EAF = — > NIZ Radware DefensePro 7 2 L' — ¥ Z iR ET DML E N H
DEJ, AX L KT a il /S A A TO Radware DefensePro DR E (104 2—20) %
FIE4 P LTITES N,

i
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Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) T L Tssa®t— RiZLET,
exit

51

Firepower /ssa/slot* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.5.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

LT N A 2 BB L E T,

enter logical-device device_name ftd dot_id standalone

PIENCBM L7277V r—3a A v A X A LA Ldevice nameZ il L £,
1

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LI —T oA AT =AU H—T 2 ABHET NA ZZEY Y TET, KA F—
Tz A RIR LT, PIEZEYIELET,

create external-port-link name interface _id ftd
set description description
exit

* name : Z O£ Hi[IX Firepower 4100/9300 > ¥ — 3 A —/S— A FIZ Lo THEHINE T,
Z AU Firepower Threat Defense DR E CTHEMT 514 o Z—T = A AL TIEH Y £H A,

« description : 7 L —XZ 5| fF (") THA, AX—A&ZBMLET,

BEA LA —T 2 AL, VU —VEBIR— R TR ET, 5T, FDMTTF—4 A L ¥ —
T oA AZBHILTRELET, ZHUTIIP T FLADORELEENET,

1 :

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd

#ET 12 |}
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Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

U7 REDORB AL ET,
set link state sync enabled

VX —3TlX, FIDEMEYD v 7 REEEZ T — 4 A VA —T = A4 ADWEY 7 IREEL R TE 5
X970 £ L=, BIfE, FXOS BHEURIEENT v 7T, WHELY 7 IRENT v 7 THDHIRD |
AH =T 2 A REIT v TREIZRVEST, FIDT 7V r—var 40 F—T x4 ADEH
REEIBE SN ETA, FID ORIV WAL, 722X, FID 77V 7r—va Ui
SERICA L TA VNTIRDAENT, T—H A L H—T = A ANWEINCT » IRRBIZ /25720 |

FIDDO Y ¥ v N0 UBEHND LIRS OMIET v REO E F I b7 geEnH v £,
A T4y hOBFE, ZOREOR—KIZEIV X ry "R Rey7InNsZ 30 £
T ZHUL, T AP TE D LD IR DRI —FZ BNFTD T /XA A~D 8T 7 (v
I ORGEERMTHZENHHTZHTT,

ZOMREIXT 7 4V FTENIZ /o TRV FXOS OfET A A Z LA TEET, =
DOEREIX, BHESV TAX R EDIET —H A U H—T oA AT ELEEA,

FID DV > 7 IREDRAZGINCT D L. FXOSDA ¥ —T = A AD[H—E AKEE (Service
State) ] FTD DZ DA ¥ —7 = A4 ZAOFIRE L AB S E T, 72& 21X FID TA ~
B =T oA A yy N TLE F—ERREIX [ (Disabled) | & RS E T,
FIDT 7V r—ara vy MU THE TRTOAL o F—7 = A A% (Disabled) ]
CERENET, N—FRU 2T NS RAAL L H =T 2 A ADEA, FID T X —T = A A
EEBEOHMTY Yy MU T5 8, —ERRIEN M%) (Disabled) JIZFRE SAVET,
72120, FIDT7 U —var Oy xy MU Moy — L-_vDy v v XD (B
BATRE) T, A v X —T =2 A AXT XA RIREEHERF L F7,

FTID ® VU > 7 RIED R A2 N T 5 & —ERRIBILFIZ (%) (Enabled) ] & RRSH
£7,

GE) COEEIX, FIoARZ ) VT ar Tl A AKX A, F£7213 Radware vDP T
L—& Z T 5 FTD Tl — b SivEH A, ASA TlEHAR— S TnER
/\Jo

AU B =T oA ADBEOY —E IR L FBED X T OB A2 FRT 5121%. showinterface
expand detail =~ > R& AT LET,

1 -

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a
Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

Port Name: Ethernetl/2

B #ETsqr
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User Label:

Port Type: Data

Admin State: Enabled

Oper State: Up

State Reason:

flow control policy: default

Auto negotiation: Yes

Admin Speed: 1 Gbps

Oper Speed: 1 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex

Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:

Service State: Enabled

Last Service State Down Reason: None
Allowed Vlan: All

Network Control Policy: default
Current Task:

>

EHT = AT T RIA—FEHFHELET,

INHOREIT. MIHEARN, £33 F 4 RFZ U AANY T, @Eo@EATIE, BT
TV — g3 CCLIREDIFLEAEDEELEETXET,

a)

b)

T— b AT T FT =7 NEERLET,
create mgmt-bootstrap ftd

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

FATATA AL ADE SR, v 32—V v &2 FDMICREL £,

enter bootstrap-key MANAGEMENT _TYPE

set value LOCALLY_MANAGED

exit

RATATAVAZ LA, v 2=V ¥ L LTOFMC 948 — L TWET, FT A
ARAEREBLIZRICY R =V AT EEETHI LITTEERA,

15'] .

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BIEDNAT — REBELET, ZO/NRATU— FiE, FHa—WF—0CLIT 7 & A2
Hanxd,

create bootstrap-key-secret PASSWORD

#ET 12 |}
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d)

set value

fED AT : password
EDOHERS. : password
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

SEREMAA MM ATRELET,
create bootstrap-key FQDN

set value fqdn

exit

B -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS == B o~V U 2 MERELET,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

MR NAL DI ~KEIY U A MERELET,
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value

B #ETsqr
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cisco.com,example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

g) IPVAEHA X —T =2 A ADFEZITVET,
create ipv4 dot_id firepower
set ip ip_address mask network mask
set gateway gateway address
exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

h) IPV6 EHA X —T oA AEFHELET,
create ipv6 dot_id firepower
set ip ip_address prefix-length prefix
set gateway gateway address
exit

1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) BHIT7— P AT T E—RERTLET,
exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERGTLET,

commit-buffer

VXY=, BELEY 7 b T A=V arEFyra— KL, TV r—var A VARH
VAWLT = FA NG TRIEEEERA A —T oA AREE T v aTHI LT, BT A
AZEANLE9, showapp-instance =2~ > REHEH LT, BEOAT —X AR LET,

#ET 12 |}
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[Admin State (& BLIKAE) ]7% [Enabled (%)) ]1°C. [OperState] 2% [Online] D3GE, 77V 7 —
A AVARZ L RTFEITHTHY, FHTEDREIZ > TWET,

1 :

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

X2 VT 4R —OREEMHDDHITIE, FDMDO a7 4 Fab—v gy 4 RS L
T<fiéb\0

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.5.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

Cisco Defense Orchestratordd X 2 > K7 O U Z BB EI0D 1B

IATATA VAR AL AT F AU AZ L ZADOMFTCDO A TEET, 22V KT
02 OFET NA A E, BMEZEIANAAL T T8V T 0 XTTEMELET,

1R BHHEIIZ

CERERT N AT AT SV r—v a3 A A—T % Ciscocom N H A 7 a— KLT,
Z DA A— % Firepower 4100/9300 > v — ([Z¥ 7o —RKLET,

)

(GE)  Firepower 9300 DIGE, B2 n 7 SV r—r a2 47 (ASA B
FOFID) 23 % —3NOfx DEY 22— v A R—)LTX
9, BEOEY 22— TlX, BEdr\—Ta o7 7)) r—
VAV ALUAR LA AL THEITTEET,

cTREET NN, ATHEHATIEHRA VA —T oA AERELET, BEHA X —T oA ADL
EHCTT, ZOFHA =T oA RF, V=V OFEHROLIMEHEIND > v — U F B
A—hrERUTIEHY A (FXOS TiX, MGMT, management0 D L 5 724 Al CHR S
nNEI) .

cFl, AR EB I DDT—F XA TDA B =T 2 A AERET DLERHY 7,
*CDO TFTD 73 A% A v R— RTHLERHY 7,
c KOEREHABE L ET,

DT NAADA L HZ—T = A A 1d

A H =T 2 A AIPT KL ARy NT—I <R

e S—hrUx=AIPT FLR

«DNS H— "D IP 7 R L %

e Threat Defense DR A 44 & R A A U4

« CDO A > 7R — R3LFF|

*FID AR A b & RAA 4

RET/NA R
|
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FIE

X2 VT4 —E R E— FEFBLET,

scope ssa

1 :

Firepower# scope ssa
Firepower /ssa #

X2V T4 BVa— Yy Any MIHEHZRELET,
scope slot dot_ID

1 :
51

Firepower /ssa # scope slot 1
TFVr—var AR AEBERR L ET,
enter app-instance ftd device_name

Device namel, 1 ~ 64 XFOFFATHEETEET, ZOA LV AX U ADGRET N A 2B/
THLEIL, ZOTNAA AL EHEHLET,

51

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

AT T AVREADERIE, AT FET TV = ar A VAL R I T RREL
E

set deploy-type container

AT FAVAE VAT, X2 VT AT 2/ DY I —ADY Ty EE
AT 2720, #5OarTFHA L AZ L AEA VA RN—VTEET, FAT A TALVAX LA
X2 )T 42—/ DD T_RTHOY J—A (CPU, RAM, BXUT 4 A7 FE)
EHHT DD, FAT 4 TA VAL AR 1 DA VA =L TEET,

HEDRIFZRIZ, AV AX LA BATEERTHEILTEETA, T 74NV A TIT
native T,

% -

Firepower /ssa/slot/app-instance* # set deploy-type container

ALTTA ARG ADERIZ, VY AT T s A Ve fRELET,

set resource-profile-name name

B #ETsqr
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T T 7 ANBITT TIIFAEL TV DARERH Y 7,

BCSEIERVY—AT 0T 7 ANEENVETHE, AV AX AR B— I, ZOH:
TEIZRI S 3mmBZ ENH Y £, BLENTNA TXATEVT 4 XY ERITT TAEZD
BAIT, BB ARADY V=2 T 077 A NEEVYTHLE X, TRXTOALANDHA X
MNEICTHAHZ LETEARITRLHERLTLIIEEIN,

1 -

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

2y b E—REKTLET,
exit

1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

AP T NA R EARRR L ET,

enter logical-device device_name ftd slot_id standalone

VRN L 727 7V r—a v A v A% % L [Al Udevice nameZ (i L £,
1

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

BPHA LA —T oA AT =B A B —T oA REHRET AL AZEN Y TEF, KA F—
T oA AR LT, FIRZEVIELET,

create external-port-link name interface _id ftd
set description description
exit
« name : Z D44 #ilE Firepower 4100/9300 > ¢ — ¥ A —/N— A F|Z X o THEH I ET,
Z#Uid Firepower Threat Defense DR E THEMT 514 o Z—T = A AL TIEH Y £H A,

e description : 7 L— X &5 ifF (") T, AN—ZAZBINLET,
AUTFA VAR AT EIIRRI0DT—2IHEAL L H—T oA A%EIVYTHIENTE

4, £ HETFT—FEEA X —T A AT BRAEOa T F A AR ATEID Y
THIENTEET,

1

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

LESACES
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Firepower
Firepower
Firepower
Firepower
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/ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
/ssa/logical-device/external-port-link* # set description "management link"

/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
/ssa/logical-device/external-port-link* # set description "external link"

/ssa/logical-device/external-port-link* # exit

ATvT9 FBHIT— AT T NRT A= EHELET,

INHORE

TV — g9 CCLIREDIFEAEDEALEHETEXET,
Q) T—hMRLNTI TS FTV=r FEERLET,

create mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) DNSHV—NR—Dhr~XPY YR FEHRELET,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

X, WIHRE AR, 237 P RZ VANV PTY, @EOEN T, %BTT

72 & 21X CDO DR A "4, &+ ET D35 A . Firepower Threat Defense (% DNS % L &

7,
1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) MBRALLOHL~EUID U R MEREELET,
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

B #ETsqr
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T7A T —NLE—FK (=T K| FHE T T AT LU ) 2FEELE
ﬁ—c

create bootstrap-key FIREWALL_MODE
set value {routed | transparent}
exit

N—T v RE—RTIH, TAREIHXy NI NONL—F Ry T LR SET,
N—T A TETOIEA L E—T oA AFRR DY TRy bRIZHV EF, —TF, bT
VART LN T AT A —/E, BumpInThe Wire] £721% TAT VA 75747
A= DEIHETHLATY2 77 AT U=V THY, #EHINTZT N A
DN—H Ry 7 e L TUIRBEINEEA,

TrAT T F == FIIMHRHARFICOZLRELES, 7—FA NI vy 7ORELF
BT 2%6. ZOREIHEA SN EE A,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

EE) 27T A AZ ATk LT, Firepower Threat Defense SSH & v ¥ 3 > Cx
FAN— RN E—REHFALET, THFAAA— N E—RTE, BERNT T A a—T 4
> 7'IZ Firepower Threat Defense v = V67 7B A TXET,
create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit

syes:SSHE Y a b IlDary T F A VARV RAIZERET 78 AT 52— —
B, THFANR—FE— REHBTEET,

eno: FXOSCLI MO Ay T A VAR LA T VB AT Ha—F —DRH)pN, =F A
N—hE— &b c&E ¥ T,

T74NETIE, 2T FAVAZ L ADEE, X A= FE— REFEHTE 501
FXOS CLI 2> Firepower Threat Defense CLI (27 7 £ 2§~ 52— —7213 TF, Z Dl
RiZ, A AZ L ARDOGEEE T HE, 20T T AV AZ L ADOHITHEH S E
T, v=a2 T AVOFIETRD LA, F 7213 Cisco Technical Assistance Center 7)> 5 3K
HDoNTGEDH, THXFAN—F =R LET, Z0F— FE2BHBT 2103,
Firepower Threat Defense CLI C expert =~ > RK&fiH L £,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

PERMIT EXPERT MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap* #

FAT A TA VAL ADEE, v F—Y v % CDO IZRELET,

enter bootstrap-key MANAGEMENT _TYPE

set value CDO

exit

AT ATAVAZ L RT, 32—V ELTDOCDO b AR—FLTWET, T
NAALRB LRI R =V AA THELET L LIETEEREA,

fl

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value CDO

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TRA XL CDO D TEAET LF—2HELET,
create bootstrap-key-secret CDO_ONBOARD

set value

F—D A7 : registration_key

X — O : registration_key

exit

fi

Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
CDO_ONBOARD

Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap/bootstrap-key* #

Enter a value: configure manager add cisco-sapphire.app.staging.cdo.cisco.com
TuNDBm6peReVDbUkOpZCgtIJ1GGWKbD30 09B064UXEwWmr3AYAEpuflf4qE2E3JKYS
cisco-sapphire.app.staging.cdo.cisco.com

Confirm the value: configure manager add cisco-sapphire.app.staging.cdo.cisco.com
TuNDBm6peReVDbUkOpZCgtJ1GgWKbD30 09B064UXEwmr3AYAEpuflf4qE2E3JKYS

cisco-sapphire.app.staging.cdo.cisco.com
Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

GE) FID&Z A4 AR —FRK4+5&, CDOIEIF v AR—F 47 a~vwy RXFHEAER L
£, FOXLFHEZaL — LT, [lEOAIHEHL £,

LD RAT— REEBELET, Z20ORAU— RN, B#Ha—YF—0CLI T 2 ¥ A2
RSN ET,

create bootstrap-key-secret PASSWORD
set value
EDANT) : password

EOMETR : password
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exit
1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

i) IPVAEFRA L H—T oA ADREEZITVET,
create ipv4 dot_id firepower
set ip ip_address mask network mask
set gateway gateway address
exit
i
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4d 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

) EHEHIT—-RMARNTI T E—FEKTLET,
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

RIEERIFLET,

commit-buffer

VxY—UiE, BELEY 7 N7 R—VarvEXyrar—RL, TV S—var A UARH
YARLT =P A NI TRELEEA V=T 2 A AREE T v 2T H I LT, T
A %A LE9, showapp-instance =~ > R&EMHA LT, BADOAT—X AR LET,
[Admin State (G5PRIRAE) 173 [Enabled (%) ] . [OperState] 23 [Online] DIGE, 77V &r—
Var A VAZ U RTFETHRTHY HEHTEDREIZRSTWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

#ET 12 |}
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asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 7.3.0 7.3.0

Container Default-Small Not Applicable None

X2 VT 4RY —DORELIBD HITIE, CDORENA P2 LTI IZE W,

N TRASEY T4 RT7DEN

ATy T
ATvT2

ATv73
ATvT4

FTD 7213 ASANA TRAFGE VT 4 (72— A — =L LI NET) 1L, FXOS TiE
BTV —a VNTRESNET, 2L, "M TAFEUT 4DV — Z T
HI2iE, WOFIEEZSREL TLEIWN,

theb BHEIIZ
AT RAZ VT 4 OB ERHERMSE (18 X—) 2L TIEEN,

FIE

BT N A/~ DA v H—T = A AZEY Y TET,

TV =R YT L 2AT— N VU ZIZ 1 DFRIE20DT =4 AV H—T = A A% E|
DBTET,

INEDA L E =T oA AE 20D =YD TAAT_ATENT 4 vTT 407 %R9
DEY LET, MEEINET - A==V 7 X7 —F V7121, 10GB DT —X
AVE—T oA AEFEHT L EEHLELET, EHARERA VX —T A AR DHGAE. B
D7 z2—NF ==V T AT — K VI 2FERTEEST, A7 — K U7 NEIIEDO K
YL LET, To— A== VI FREIAT— N VT IZEBIA TDA 2 H—
T A RAEFATHZLITTEERA, ARy hNU—T BT A N ECHMOT RA A% T = —
NF—N—f o HF—T A AL LTHEAETIZ, Uy —VBITAAS v FE2EHT L 28
OLET,

AVTFFA VAR ADRE, T NF == I HOTF—E A B —T = A FH
AR—hFETWERAL, #HA ¥ —7 A XAFE7IXEtherChannel TY 7 A X —7 = A A% 4{E
L, KA LV AZ L ADY T A B =T 2 AZEIVYBTT, 7o—bA == 7L 1T
AT 2RO LET, RUBOTRXTOY TS X —T 2 A% 7 2 —)LF——1
YL LTHERTALERSDZ LICEBR LT EIY, DY TS 4 —T 2 A% T = —
N ==V o7 L LTHERT 5T, o742 —T A4 X (F3BIA v ¥—T <
AR) BBRFEDOT—H AL H—T2A AL L THATAHZEIITEETA,

BT NA AT, TRAFZEY T EANNLET,
NATRATEVT A ZHNILTEBRTA v F—T = A AEETHLERD L5511, A
AR U NAEBTELEEZFITL D, 777 4 THEETERLZFEITLET,
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N—=TFT D, ¥ Xx—VWNIFRAXY T EYR—bLET, BHEOVYy—vEELDHTY
W=D, =R TRAZY T BEHATEET, vy —TMZ T AZ Y T

Firepower 4100 'V — X772 PO —F TV 2 — )L T A AOW—D AT > 9 L TT,

GE)

s5z240em |

ASA DA, FXOS TA v 4 —7 oA AZHIRT D E (mtziE, *v bU—7
FY 2 —/LOHIEE, EtherChannel DHIER, F721% EtherChannel ~DA > ¥ —7 = A
ADFEIN YT E) | NERHEEZITO ZLNTEL LT, ASARETITILD
gy RBMEREEESNE T, BRENDA U F—T oA ZAZHIRT D L IEEVEEEN
H2AEEMERH D 9, ASAOS DWW A ¥ —T = A4 AFEILTENCHIBR T &
7

Firepower 4100/9300 > v+ —> DI S XA 1) U JIZDULNT

Firepower 4100/9300 > ¥ — 3 |27 T A X ZJEBBT 5 & ITORENEITINET,

CFRATATAVABLADT ZARY L TORE 2=y MIWERDO 7 7 2 ZHIEY
7 (T 74NV FOFR—FF ¥R 48) ZER L ET,

VINVNFA AR AT TAEZY T DS 1 DU DY T A K % A 7D Etherchannel T
YT H—T 2 AEFRRETDLENHY F9, HA LV AX AT, MEDI
AZHIEY 7 DEETT,

X —YWNT T AHZY 7 TiE (Firepower 93000 %) . Z DV 7%, 7T A X iE

I

Iz

il

Firepower 9300 /N 7 7' L— 2 i L £ 77,

VXY —vBI T AZY T TIE. vy —ME(EAIZ Z @ EtherChannel (ZWH A X —
T oA A FETED Y CTHLENRDY 7,

TV —alNOITAE T— AN Ty T a7 4 Xalb—arBERLET,
IJIARERTDE, 7IARFL, JTAXZGE) I A F—T 24 A, BLORED
MDY FAFREEGLR/NBEDT —NA N T v T a7 4 Falb—valrRNyry—v
A=A PN F o=y M LTy E8NET, 7 I9RAZ) LV TRES D AR~
ARXTHBE, 7— ATy T ar74Xal—aro—8L, 77V 75— a N
Ta—VNRRETEET,

ARV RA A =T 2 A AL LT, VITARRIT—EZ A H—T A A%EIN Y TET,
VX —INI TFAZY T TR, ANV RA B =T oA RF, VX — VI TRAZ Y
2D X 5 |Z EtherChannel |ZfilfR SAVE A, Firepower 9300 A —/S— 3 HIFIF A L 7 —
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VTVATF AYTRA L T REAMCT HBERD Y T
1R SR

FHERT N AT BT SV r—va A A—T% Ciscocom B HX U a— RKLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— KL ET,

s RDIEHRERABELET,
A LA —T A AID, IPT RLABLOXR Y hNTU—T <R
oS —hT A IPT KL R

Fig

Ao B =T 2 ALHRTELET,

X2V T4 =R E—RFREFBLET,
SCope ssa

1 -
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Firepower# scope ssa
Firepower /ssa #

AFYT3 THFUr—2 g ALV RAE ARG A=K ([ A= "= g v adte) 2RELET,
a) HHARERA A—VEFRLET, EHTINN—Va v EBFE2EIHOET,

show app

1 -

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #HZA A =T N—Ta VIIRELET,
scope app asa application_version

1 -

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

Q) TONR—=VarETFTIHNMMNELTRELET,
set-default

% -

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d) ETLTssa®T—RIZLET,
exit

51

Firepower /ssa/app* # exit
Firepower /ssa* #

1 :

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

#ET 12 |}
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ATV T 75 AXEERLET,

enter logical-device device_name asa slots clustered

ATy TH

HEF AR

« device_name : Firepower4100/9300 3 ¢ — 3 A — SA WR 7 G2 Z Y U T HRELTA

F=T A AZFID L THLEOIHEALET, ZOA4FNT, EX=2V T«

EY a2 — )LRTE

THEREND 7 TAZLTEDHY T, EFEN—FV 2T Z2A A F—/L L TWRNY
BTH, 30T RTCOEX2 VT 4 EVa— VEHBETHLENDHY £7,

e Ay MU=V EVa— V&7 T AZITEHIY Y TET, Firepower4100 DI5GH1EL, 1%
8 LE 9, Firepower 9300 ODHAIE, 123 ZHELET, TV 2 —/ABA A F—L &

1 -

NTW7RWEAETYH, Firepower 9300 ¥ — 3D 3 DT X TDEY 2 —/)b

Auy NTT T

2B T EAEINCT DHDHENH Y T, 30T RTCOEI 2—/LERELTWRNE

77 AZIIHERE L £ A

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

PIGAR T—=RMANT o TORTA—=HERELET,

INOORGEIL, YIHEEATHH, 237422 VAN TE, @EOE

Y — a3 CCLIREDIZFEAEDEEALERE TEXFE 4,

a)

b)

d)

JIGAL T—=RhARNT T F TV FERAERLET,

enter cluster-bootstrap

51

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

vy —VIDERELET,

set chassis-id id

U T AREDHY X —UVE—ED ID BLETT,

YA M2 TAZY) T OEE, A FIDIX 1~ 8 OHFPHTHREL £,
set site-id number.

PA b ID ZHIBRT D213, HE 0 ICREL £,

i -

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

ARG 7 OHIE ST T 4 > 7 OFBIEF—ERELET,
set key

B #ETsqr
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2)

asa s 525206k

1 :

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

EWEZ AT L LI ITKROONET,

HWEIL, 1 ~633LFDASCIH LFH T, WHMEIT, *—2ERT LD S
NET, 247y aid, T—HRANTT v 7 BEFIRET v 7T — MRk S
B2y IR E) WITREELEYRA, T—H X T 74w 7F, FIZZ VT TF A b
LLTEEEINET,

JITAB A B —T 2 A E—RERELET,

set mode spanned-etherchannel

HHR—F XN TWVBE— KL, A% K EtherChannel &=— KD T9,

&1

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT4 BV a2 ARETY TAY IN—THEHFRELET,

set service-type cluster_name

AANE 1~ 38 3CFD ASCH XFHITH D Z & BB T,

il -

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

({£&) Cluster Control Link IP v FU—7 R E L F7,

set cluster-control-link network a.b.0.0

7 AREIEY 7 DOF 7 40 FTIH127.2.00/16 %y NU—7 MERENET, 7277 L.
—H DXy FU—Z BT, 12720016 T 7 4 v ZIINRATE AL, ZOHRE, 7
FAXDEBEFRY NU—=TIEED /16 %y NI —27 T RLAZRETE £,

cab00:FED/I6 %y NT—27 T RLAZEELET (b—7F "y 7 (127.0.0.0/8)
BLO=/LFFv 2+ (224.0004) OF7 RL2AZEKRL) , H%0.000ICHKETS L,
FTT7F/NVEDOFy FU—7 (1272.0.0) BNMERAINET,

Yy —UiE, Yx¥—vID &Au v hID (abchassis iddot id) (ZFESNWT, F=v K
DY FZAZEIHY > 7 L F—=T A ADIPT RLAZBHEAERLET,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0
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HEF AR

h)y HFIP 7 FLRAERERELET,
COFERIT, EX 2V T4 BV 2 VRECTEIA VA —T 2 AERET DO
SNFET,

1.

1 -

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*

0B—HNWVIPT RVADT =N ERELET, ZOT RLAD1OB, f X —T A
AHDOEK T FALZ 2=y MZEID Y THNET,

set ipv4 pool start_ip end_ip

set ipv6 pool start_ipend_ip

KIEKTH, 7I9AXNO2=y MEERICEDOT RLANREENDLHICLTLIEE
VY, Firepower 9300 DA, T XTCHOET a— /L Ay MR ESTWRNE LT,
VX =V EIZ3ODT RLAEEDDIMLERH D Z LITHEBRELTLIEE N, 7T X
ZEPBET DT EOHEX, 7 FLRAEZECLET, BUEOf#El=y MIET 2K
BIPT RLA (AA VT TAXIPT RLREMIND) 1. 2O —LO—#TlE
BV FEFA, L. FLRY RT—ZDIPT RLAD I DEAAL LI FAZPT KR
V2ARICHER LT ZE& W, IPvAT RL AL IPv6e T RL 2 (EBL 66— HT]) Zff
HTx%d,

BEA L H—T 2 A ADAA LT TAZIPT RLAZHELET,

set virtual ipv4 ip_address mask mask

set virtual ipv6 ip_address prefix-length prefix

TOIPT RLVAZ, 7I7AX FT—L T RLALFELRXY hU—2 FITFELTWD
WER D) £, T—= B ENTH TR £HA,

Xy NIV—=7 F—=hUxAf T RLAZANLET,

set ipv4 gateway ip_address

set ipv6 gateway ip_address

set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

#
#
#
# set ipv6 pool 2001:DB8::11

2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé6 2001:DB8::1
prefix-length 64

i) 7I7AX T—F AT T E—RERTLET,

exit

1 -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

B #ETsqr
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Key: fQarscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BHT— R MARNT T NTA—=FERELET,
INDHORET, PIEAEH, 73T 0P AZ U AR HTY, @FOEHTIE, % TT
TV —va vy CCLIREDIZEAEDEEERTEET,
a) BHT—F ATy T AT V=27 FEAERLET,
enter mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) admin & A F—T I RNATU— RERELET,
create bootstrap-key-secret PASSWORD
set value
EDANTJ : password
TEDOHERE : password
exit
i -
FHRRE SN TND ASA FHEHE - B LA X—T )L /RAT — RI2T — RO[EE
RFCBILBEY, FXOS 77 B AR TE 256, FHEA—F "AU—FaEhic e i
Uty hTEET,
15'] .

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) 77ATUA—INE—F (=T R FHET ThTFAXT VL)) ZEELE
—é‘o

create bootstrap-key FIREWALL_MODE
set value {routed | transparent}
exit

—TF v RE—RTiX, A RFIXy NU—FTRNONL—F Ry T LR ENET, L—
TA T EITIRA v HE—T 2 A AFE LD T2y FEIZHVET, —FH, FT AR
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ATvT1

ATvT8

RETACZ |

TV N T77AT U4 =L, [BumpInThe Wire] £721L (AT VA 77 AT 04—
WV DEIHERET DL AT 277 AT U= N THY, BRI NIZT A A~D)—H
Ry 7 LTS EE A,

T AT U4 —F— FIIHWREARKICOARFELET, 77— A NT v T ORRE % 51
T 2556, ZOREIMEHINEEA,

11 -
Firepower
Firepower

Firepower
Firepower

/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* #

d) BHIT— AT T E—FRERTLET,

exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

RIEERIFLETS

commit-buffer

Uy —UE, BELEY 7 b T A=V ar kA ra—RL, T r—var AR
VAT = RA NG TEREEEBA LV H =T oA AERTEE T v aTHI LT, wmdllT A
A zHEALE7, showapp-instance =~ > KA LT, BADOAT—X A& MERLET,
[Admin State (‘ZFRIRHE) ]72° [Enabled (F5%h) ] C. [OperState] 25 [Online] D355, 77U 7r—
VarAVAZ L RTFTRTHY  HHTEDREIZRSTWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State
Version Deploy Type Profile Name Cluster State Cluster Role

Running Version Startup

ftd clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node

ftd clusterl 2 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Control Node

ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

7T ARIZHDY ¥ — BBt A8A81E. ZOFIEXEYIRLUETH, EAD chassis-id &
ELWsite-id 2R ETD2MENH Y £, TNLUSNOHEIL, WHDO Y v — TR Uik E &
ﬁH L\i—g—O

WETNAR
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AH =T oA AL T A X2 —valrPBH LYy —T ERIUTHDLI 2R LET,
FXOS v % —VHELZTZ I AR—FBLOAS VFR—F L, ZOT2 B RAEZRHITTHIENT
xFET,

ATv T Hfilffla=y F ASAIZHER LT, JITRX YV ITREEDAT~A A LET,

1

Uy —T1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1

#ET 12 |}



B ssavsz506m

ex
scop
se
ex

set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::27

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64

exit

it

e app asa 9.5.2.1
t-default

it

commit-buffer

VXY — 2

scope
scop
cr

cr

cr

cr

cr

ex
exit
commit

B #ETsqr

eth-uplink

e fabric a

eate port-channel 1

set port-type data

enable

create member-port Ethernetl/1
exit

create member-port Ethernetl/2
exit

exit

eate port-channel 2

set port-type data

enable

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit

eate port-channel 3

set port-type data

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

eate port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

create member-port Ethernet2/2
exit

exit

eate port-channel 48

set port-type cluster

enable

create member-port Ethernet2/3
exit

exit

it

-buffer

RETACZ |
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scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

HDISAR A INDIENM
ASA 7 T AZ AU NN—ZBNELITEEHZ 1,

\}

CE)  ZoFIEZL, vr—vOBMEFERICOERSNES, 77 A% ) v 7RI TITAERIC
725 TN % Firepower 9300 |[ZE Y =2 — V2B E L IXERT 256, €Y 2 — VITHBEIMIZE
mEE7d,

IR B
EFED T TR, ZOHFHLWAUAFHOEIIP T RLAT—)LNTHSRIPT KL A
DEN B THENTVDEIICLTLTEE N, ZNLSADEEIT. ZOH LW X o3& B1
THHENC, Fv—L LOBAFED I FAR T— AT v PRECTRETHIVLENH Y £
T, ZOEFILVRET AL ANHEE L EI,
A B—T oA ADERTEIT. FLOI ¥ —L TORELF L THLILENH Y £4, FXOS
X —VREERT I AR—IBIOAUR—FL, TOTO B RAERSHITTHIENTE
\i—a—(}
e NF aVTHFARNE—RTIE, PIDT TAZ AINOASAT 7V r— 3 TvIb
T arTERAN B REABILES, BMOT T AL AL NEI~ T 2T FA R
T— FRTE 2 HBAICHRA L £,

FIE

ATy F1 [OK]Z27 V7 LET,

RET/NA R
|
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B mosszs08m

ATV T2 7T AZIIHNDY v — & BINT E5E1E, ASA 7 7 A X OER (70 2—) OFEE#Y
WLUFETH., —ED chassis-id kELb\sﬂe idZRETHLENDHY £9, TNLSOHAIT
LWy =R UREEFEHLET,

FTID 7 S5 X Z MiENN

XA T 4 7F— K BIHO Firepower 9300 ¥ —> % > ¥ —L N7 T AKX L LCEINTAHZ &
b, BHEOVYy—VE VYV TAZY U ICEINT A LB TEET,

CNFA VAR AE—R Uy —V N T AKX L L TH—O Firepower 9300 ¥ ¥ — 2 1D
FRIEHDO 7 FTAZEZBNTEET (BT 2—IA LV AZ A EEDHLENH Y £
T) . F0E Y=V TAXY T DEDITEEDO Y X — 1O ED T T AKX BB
mcxEd,

V?*VW??X&)VﬁTi B —VEPLICERELET, 10Dy =TT AL
PENMLES, ROy —IZIERUREEX A LET,

FTID ¥ 5 X 2 MDYERK

7 F AH %, Firepower4100/9300 3 v — 3 A— S, FINLHHEICEHTE £, 7 XTHH]
HERENS 2=y FAICABERSIVET,

VXV TAZY T, FY v EHIAICRELE T, BAZELITT HDIC
1 OO =V TAZEZHAL, £D%., RHOT ¥ —DHROY ¥ —UIT— A B
Ty arZ4Xal—rvarkat—CcxET,

Firepower 9300 > ¥ — 3 Tl&, EV a2 —ANA VA =L SN TWRWEETH, 3 203
THOEVa—)b, F1EFIATTA AL A, ATy bD1ODALTF A AL AT
IITGABZN T EHNITHDMERNHY T, 32T X TOEV2—/LEHRELTNRNE,
7T ARITHERELEEA,

4R8O HREIIC

cFHFLT A RTERT AT SV r— g A A—T % Ciscocom B A 71— RLT,
Z DA A— % Firepower 4100/9300 > v — IZ7 v 7 — KL ET,

e AVTFAUARZRIK LT, TIANIDOT O T A NEERALRNEEIT. T
FA AL AN )= AT T 7 A NNEBINIESTY V=270 7 7 A VEBMLE
KR

AT F A URARE L ADEE, BN AT T A AR R A A F—LT BRI,
FTAAITNELWT —<v MZRLEIC8X2 )T 4 TV 2— VT Pv FFHEY)
LT 2 MERH Y £, BFOGREET A ZATHIBRSNTH LWT SA AL LTHA
A R—ENDTD, B—HADOT Y r— 3 VEREETRThRbRET, XA T 47
AVAB U A AT FIA VAR U AZEERZDGEIT. WA T A TA L AZ A
%mﬁﬁé%gﬁ&DiTo*4%474/x&/x%:/?%4yx&yxmﬁﬁﬁm
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ATy 1
2ATFw T2

ATvT3

o s 5 2508 ]

BATTDZ L Ta i, MOV THE, EXa2 VT 4 TV a— /T PO
HbEZZH L T EE N,

c KOEREHABE L LT,
EHALH =Tz AAID, IPT RLVA, BLORY NT—F <R
e S~ AIPT FL XA
« FMC 4R L 72 IP 7 F L A/NAT ID
«DNS H— "D P 7 R L %
*FTD R A M & R AL 4

FIE

A B =T ABFEELET,
X2 VT4 —E R E— REEBELET,

SCOpe ssa

51

Firepower# scope ssa
Firepower /ssa #

fEF9" % Firepower Threat Defense /13— 5 DTy Ra—H—TF 4 v AR EICFRE L F
To ZOFIMEZETTDLERH LD, FZHT 53— a3 VOEULAICEEZRE L TR0
BB DHTT,
a) FEHWRERAA—VERRLET, HT LI A=V a v B 52 EIHEOET,

show app

B -

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #PHEZA A==V g NTEELET,
scope app ftd application_version

1
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c)

d)

51
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Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

FTA B AEIZFEE L ET,
accept-license-agreement

51

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

RECHRFLET,

commit-buffer

1

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

BT L Tssa®t— RIZLET,
exit

1 -

Firepower /ssa/app* # exit
Firepower /ssa* #

Firepower /ssa # scope app ftd 6.3.0.21




WETINAR

ATvT4

o o525 0t ||

Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # exit
Firepower /ssa* #

FTFVr—ar A VAB ARG A=K (A= "= g v uEt) ZRELET,

a)

b)

¢)

d)

AT FA AR ADEEIL, FRATRER Y Y —A T a 7 A LV EFRLET, S
T ANEBINTAEAIT. 20T A AL ACY) Y —=ATa T 7 A )V EBIN 2SS
HBLTLIEEN,

show resource-profile
RS 27 077 AN ESEOET,
fi

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

X2 VT4 BV 2Ty Ay MNIEBHERELET,
scope slot slot_ID

dot_id X, Firepower 4100 DIGA 1L 1T 1, Firepower 9300 DG 1EL 1, 2, £721L3 T
ﬁ—o

1

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TN r—vay A AR AERERLET,
enter app-instance ftd device_name

Device namelx, 1~ 64 LTFOHKBTIHETETET, TOA VAKX U ADFHRET /N A A
EERRT D L X, ZOT A A4 EHEHLET,

1

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

ALTFTAVAZ U ADGET, AT T IV = a A VRS A B T R
RUELET,
set deploy-type container
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HEF AR

AT T AVAZ AT, B2V T4 BV 2D Y —ADY Ty
N5, EEOa LTI AV AZ L AEA VA RN—LTEET, RAT 4T
A VABZ AT EF 2T 4 B2/ DT RTHY V—RZ (CPU, RAM,
BT 4 AV FE) 2HEAT L0, XA T AT AVAZ L AE 1 DODOHRA VA h—
ITEET,

HEDRIGRIC, A VAR AR T HERTH LixTEEthA, 774NV EEAT
1% native T,

1

Firepower /ssa/slot/app-instance* # set deploy-type container

ATFTAVRAZADGRIFE, VY AT T s A VERELET,
set resource-profile-name name
0T T A NLIFTTIFEEL TV DILERH Y £17,

BCSEISERYV Y —RATa T 7 ANEENDYETHE, A A ANRY B— RI{L,
ZOBEIZKIS D ZEMH N FT, MELSNTNA TXA TV T 4 XT 70T
I T AZDBE, BIRDYA XDV Y —A T a7 7 A )LEENYTHLEEIE, T
DAUNRDYFAZXPRE L THDH I EETELRETRLSMER LTI IEEN,

1 -

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

AA=TUNR—=Ua v ERELET,

set startup-version version
ZOFETAELIEN—Va v EBEEATILET,
fl

Firepower /ssa/slot/app-instance* # set startup-version 6.6.0

HEE) avTFHA AL AOBERIT, TLSK LT 78I L —a A Xx—T7 )b
FIT 4 E—7 M LET,

enter hw-crypto

set admin-state {enabled | disabled}

exit

COREIZEY, "= R =T DOTLSKELT 7T L—2a URAENTR D, FFEX
ATDRNT T 47 DONNT 3 —< AN ELET, ZOWEIZT 74V FTA3—7
Mo TWET, BF a2V T 4 ED2a— LT EICHRRI6 DA A Z L ZIZHONT
TLSHEEALT 78T L —2a VRN TEET, ZOMEIZRAT AT AV AX A
TV FR—FENTVEREA, TOA L AZ L ARZED B TENTNDNAN—RT = T
LV Y —ADEIE &2 FKRT HITIE, show hw-crypto =2~ RE AT LET, N—T 3
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U2 EiE. FXOS2 7 UBETHAINA TLSIE T 78T L —ya v 24 7&2FELTH
jﬁ?—o

1

Firepower /ssa/slot/app-instance* # enter hw-crypto
Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit
Firepower /ssa/slot/app-instance* # commit-buffer
Firepower /ssa/slot/app-instance # show hw-crypto
Hardware Crypto:
Admin State Hardware Crypto Size Hardware Crypto Version

Ay h EBE—REKTLET,
exit

1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

Firepower 9300 D 2 7 F A L A X U ZADGEIT, THWODFEEZHED KL THEEFX 2
VF 4V a—Mlars A A2 AeERLET,

T L Tssa®t— RIZLET,

exit

1

Firepower /ssa/slot* # exit
Firepower /ssa* #

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa # scope slot 2

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa # scope slot 3

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0

#ET 12 |}
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Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* # exit
Firepower /ssa* #

77 AL R L ET,

enter logical-device device_name ftd dots clustered

« device name : LIRCBIN L7277 U r—3a v A v AKX & LA L device_name &l L

£,

HEF AR

c ATy MUY=V EVa—VEYT T AZIZEY ECTET, Firepower4l00 DAL, 1%

FEE L E 9, Firepower 9300 DE1E, 123 #HELE T, TV a2 —»A
NTW7eWGAETH, Firepower 9300 ¥ — D 3 DT X TDEY 22—/ &

VAR E
By hCT7 7

2B T EFENCTAVLERHDET, 39T _XTOEIS 2 —LEHRELTWVRNE,

77 AZITHEREL £ A,

51

Firepower /ssa # enter logical-device FTD1 ftd 1,2,3 clustered
Firepower /ssa/logical-device* #

JFGAL T—=RART T ONTFA=ZERELET,

INHORENT., PIHEAERRH, £ 5 4 VA2 VAN HATT, @ OEH
TV — a3 CCLIREDIFLEAEDEELEETXE T,

)

b)

d)

VITAR T— R NANT T ATV FEeERLET,
enter cluster-bootstrap

B -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

XY —vIDARELET,

set chassis-id id

7 TABDEY v — U —EO ID BLETT,

FA M7 22V DA, A FIDIE 1 ~ 8 OHEIPHTHREL 7,
set site-id number.

YA b ID ZHIFRT HI1CiE, HZ 01
il -

ELET,

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

JSAREIRNY DB NS T 4w 7 OFREEF—EHTELET,

B #ETsqr

T, &TT
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set key
1

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

IEWEZ AT L LI ITKROBNET,

HAABEIL, 1~ 633XFD ASCIH LFHITY, MAEMEIL, F—2EWRT D70 S
NET, ZOFTvaid, THRANT T 4 w7 (BERIRET v 7T — RO SR
LNy N E) WIFEBE LERAL, T—FNA NTT7 49 71%, WIZZ VT TFA D
LLTHfEENET,

PITAR A H—T 2 A A= RERELET,

set mode spanned-etherchannel

PAR— F SN TVWDE— FiZ, A3 | EtherChannel £ — FD AT,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT4 FEVa—ARETY TAY IN—ThEFELET,
set service-type cluster_name

AL 1~ 38 3LFD ASCIL LFHTh D Z & BMETT,

£

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(f£E) Cluster Control Link IP % v U —27 3 E L 7,
set cluster-control-link network a.b.0.0

75 ZZEEHY 7 OF 7 40 FTIH1272.00/16 %y N — 7 MERENET, 777 L.
—H DXy FhU—Z7 BT, 12720016 T 7 4 v ZIINRNATE £ AL, ZOBRE, 7
FAZDEBFERY NU—=TIEED /16 %y FTU—27 T RLAZRETE £,

cab00: [ EED/N6FRy NU—Z T RLAZEBELET Ob—7 3y 27 (127.0.0.0/8)
BIO=LF v 2 (224.0004) OF7 FL2AZEL) . HE0.000ICHETSH L,
TNV EIOFRy NU—7 (127.2.0.0) BMEH S ET,

Yy —UiE, Y¥—vID & Av v hID (abchassis iddot id) (2HESNT, F=v k
DY FTAZGIHY > 7 A F—=T A ADIPT RLAZBHEAERLET,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network

#ET 12 |}
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10.10.0.0

hy 7724 7= ATy 7 EF—FER&TLET,

exit
B -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: fQarscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BT —NANT T NRNFGA—FERELET,
INOOREIL, IHEATH, 7237 4 XX VAN HTY, @EOEHATIEZ, & TT
TU =2 ay CCLIREDIFEALDEEERETEET,
a) BEHIT—RFNALNT T ATV T NEEKRLET,
enter mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FMCZEHTHIPT RLA, RAMAEIEINATID ZHEL £,
WONWTNPERELET,
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value |P_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
* enter bootstrap-key NAT_ID
set value nat_id
exit
WL, V=T 4 7 IO S OB THE GDIPT FL A CBREk¥ —fF&) 2
TYdo FMCXTAA ZDIP T RLUAZIREL, 73 AR FMC D IP 7 F L A Z4RE

LET, 727ZL. IPT RLAD 1 DDA DLI> TWDIEE Ob—7 4 7 HEIOF/N
BLE) 1, EMIOWBERICEBELZMENY. L CIELWEREGES —Z2HMETAH7-012, #iomm

RET/NAR
88
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Nz —E DO NATID 2fETHMLELH Y 7, NATID & LT, 1~37 LFDEEDT
XA NXFINERETEET, FMCBIOT A 2T, IHIBEOZEFE L KERE21T 9
7212, BEEF—BLIONATID (IP 7 LA TIEAL) 2L E T,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key NAT ID
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value scOrpiusl5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= NVE—F (V=T ) FIX TRIF AT LU M) 2EELE
R

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—FRTIX, A REIHx Y NT—TAONL—H Ry T ERRSNET,
N—TFT 4 THEATOIBA =T 2 A ATEZ R LY Ty P RIZHVES, —FH. T
VAT LN 77 AT U4 =X, [BumpInThe Wire] 721X (AT VA 7747

TA—] DEXIITHERETDHLA Y277 AT UA—NTHY, EFRINTZTNA A~
DON—HF Rmy e L TUIR#BEINEE A,

T7AT VAT REIMHRERRICOZHELEYS, 77— AT v TORELH
BT %6, ZOREFHEHASHEE A,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

TNA AL FMC L OB THEAT ¥ —2RELET,
enter bootstrap-key-secret REGISTRATION_KEY

set value

D ATT : registration_key

EOMERR : registration_key

exit

ZOF—ZE 1 ~3TXFOEEDT F A FLFHNE@ENTE ET, FMCEZIBINT S &
X|Z, Firepower Threat Defense!Z[F] U —% A1 L £,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

#ET 12 |}
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Confirm the value: gratuitousapples
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

CLI 7 7 & A® Firepower Threat Defense’& Bl —H D/ XA T — REZfFE L £,
enter bootstrap-key-secret PASSWORD

set value

DA77 password
EDOHERE : password
exit

fi

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FTEREMIARA M EEELET,

enter bootstrap-key FQDN

set value fqdn

exit

BNRLFIE a—zDXF, 09T, Fy b () ~M72 () T, KX
FHIE 253 T

i) :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdclusterl.example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS —R_—DAh <X U A NEHRELET,
enter bootstrap-key DNS_SERVERS

set value dns_servers

exit

=& 21X, FMCOFR R N &2 TEET 535G, Firepower Threat Defenseld DNS # ] L &
7

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
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10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

BB AL DD~ XKUY U A MEfEELET,

enter bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

{5

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

EE) a7 F A AZ ATk LT, Firepower Threat Defense SSH & v ¥ 3 > Cx
FAN— FE— FEFALET, TF AR~ FNE— Rl BER NI TNV a—T 4
> 7\Z Firepower Threat Defense > = /L1657 7 B ATE £,
create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit

syes:SSHE v avhbZDarsr AV AY VAZEHET VAT H2—9—
B, TFAN— NE— RZHHTEET,

eno: FXOSCLI MO Ay T A LV AX L ALT VAT Ha—F —DRH)N, =F A
N—hE— &b c& ¥ T,

TN TR, a7 T AV AZ U ADGE, X ANR— M E— FEEHATE 5013
FXOS CLI 2>% Firepower Threat Defense CLI (27 7 © A3 5 2—H =721 T3, Z Dl
RIZ, A AZ L ARDOGEEZ T HE, 20T T AV AZ U AOHIHET EE
9, v =2 T VOFIETRD NTZHE . F 721X Cisco Technical Assistance Center 7> 53K
DOENTGEDH, TX A= T— REFHALES, Z0F— REHBET DI,
Firepower Threat Defense CLI C expert =~ > R&fiH L £,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

PERMIT EXPERT MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TS AANDOEEF2)F 4 TP a—LOBEHIP T FLAZRELET,

#ET 12 |}
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GE) Firepower 9300 DA, TV 2 — /LN A VA P =L ENTWARNVWEASTY,
X —VDIOTARNTDEY2—/b ZAny FTIPT RLAZRET DHLE
DHVET, 39T _RTOEY2a—LERELTWVARNE, 7T A X |THRE
LEHEA,

IPV4 EHA =T 2 A A F TV =7 MERAERT D121, ROFIEZFATLET,

1. BEHALVHE—T oA AFTT V=7 FEERLET,

enter ipv4 dot_id firepower

2. =R UxAT RLRAZHELET,

set gateway gateway address

3. IPT RLREVAIERELET,

set ip ip_address mask network mask

4. FHIPE—FREKTLET,

exit

5 vy —10EVOEY 22— I LTFIELEYIRLFET,

IPv6 BHA L X —T 2 A A LTV MEAERT HI21E,. ROFIEEZETLET,
1. WAL E—T oA ALTT V7 NEERLET,

enter ipv6 dot_id firepower

2. F—=rUxAT FLAZHRELET,

set gateway gateway address

3. PTRVALET VLT 4w I AEFRELET,
set ip ip_address prefix-length prefix

4, BHIPE— FEERTLET,

exit
5, Y% —1OEVOEIa— I L TFIELZHEVIELET,
1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.35 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.36 mask
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255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3211
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3212
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BT — ATy E—RFEKTLET,
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggy$tardust
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: $pidersfrommars
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

RE R LET,

commit-buffer

VY=V, BELEY 7 =T NNV arEFyra— KL, TV r—var A AL
VAT = AT TREELEERA LA —T oA AREE T v aTHI LT, T A
A %E AL ET, showapp-instance =~ REEH LT, BEOAT —X 2 %R LET,
[Admin State (FEL{RHEE) ]7% [Enabled (5%h) ]C. [OperState] 23 [Online] DA, 77V r—
VAU A ARG RAFETTTHY, HHTE DRBIZR>TOET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node

ftd clusterl 2 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Control Node

ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

7 ARIZHDOY v —FBINT AT, TOFIEEZEY IR LFETH, FHA D chassis-id,
HOBEHIPT FL A, BIOELWSite-idEaRETHAIMLENH Y 7, £ 9 TRWEGAITWE S
DY —vTCRIUEREEFEHLET,

AHE—T 2 A AL T A FX2b—alrPH LNy —T ERIUTHDII 2R LET,
FXOS v % —YBELZ T IV AR—IBIOAVFR—FL, 2O A2 EKFHITTHLENT
xFT,

BWHIPT FLAZMEHA LT, FMCIZHIfl~= FaBIL £,

TRCOY T AKX 2=y b, FMCITEMT DI, FXOS TE#FREXD I T 2 X NIZTF
HELTWAHLERDHY £,

FMC 357 —%z2=v b HEBICBRHE LE T,

B #ETsqr
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scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
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set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_ DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
set-default
exit
commit-buffer

VXY — 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit

B #ETsqr
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exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit

#ET 12 |}
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exit

scope app ftd 6.0.0.837
set-default
accept-license-agreement
exit

commit-buffer

RILFAVRBR VR S REY) VT 0OH

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1

enter app-instance ftd FTD1

set deploy-type container

set resource-profile-name medium

set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container

set resource-profile-name medium

set startup-version 6.6.0
exit

exit

enter app-instance ftd FTD1
set deploy-type container

set resource-profile-name medium

set startup-version 6.6.0

HEF AR
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exit
exit

enter logical-device FTD1 ftd "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit

enter mgmt-bootstrap ftd

enter bootstrap-key FIREPOWER MANAGER IP

set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit

enter bootstrap-key-secret REGISTRATION KEY

set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer

VY —T 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable

o o525 0t ||
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create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
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exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer
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N

GE) Zo7ar—UxIlBIFH5FXOSOFIAZ, HrLW vy —vOBMOREHINET, 77
AB Y TR TITAT 2 > TS Firepower 9300 [IZH LWEY = — /L& BINT 5546, €
Va—/VIHBMISEIN SN ET,

1R BHHIIZ

EBEWZ DAL, FMCOOHWI T 2% ) — REHIRT HLERHY £9, HLwn —
RiZiE &z 5L, FMC LOFH L WT A AL Bl EnET,

RET/NA R
|



wETFTAIZ |
. Radware DefensePro M z% &

A UB—T oA ADERTEX. FLO ¥ —L TOREELF L THLILENH Y £3, FXOS
VY —VBREET I AR IFBIUOA UAR—F L, 2O RERBICTAHIENTE
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Radware DefensePro % Firepower 4100/9300 3 ¥ — I/ IZE AT A HEIIZ, etc/lUTC XA LY —2 T
NTP H—/ 3% 9% & 5 |Z Firepower4100/9300 * % — > Z 4Rk 9~ 5 3 &V £3°, Firepower
4100/9300 > ¥ — D AT ERFZI DR E DFEAIZONWTIEL, HIFOREZZHR L T ZE N,

Y—EXFI—2DHA KSA4 Y

ETIL

» ASA : Radware DefensePro (vDP) 7’7 v h 7 —Ald, IROET /LD ASA THHR—F &
nNTHET,

* Firepower 9300
* Firepower 4110
* Firepower 4115
* Firepower 4120
* Firepower 4125
* Firepower 4140
* Firepower 4145

* Firepower 4150

 FTD : Radware DefensePro 77 v b 7 4 — A%, IRDOET /LD Firepower Threat Defense T
PR—=—FEHLTVET,

* Firepower 9300

* Firepower 4110 : G 7 N\A A L RRFICT 2 L— X BB AT HLERNH Y £3, T
A RZT TITRELT N ANRREINTZEZT, 7aLb—FE A A=V T5HZ LT
T&EHA,

* Firepower 4112
* Firepower 4115

* Firepower 4120 : fRElT NA X LRFFICT 2 L— X 2 EATHILERHY 5, T/
A RZT TICERET NA ADRESINTHE T, 7aAL—FE2A A=A THZ LIF
TEEHA,

* Firepower 4125
* Firepower 4140
* Firepower 4145
* Firepower 4150
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HETNAZ |
. 22 F7OVDHET/NA X TO Radware DefensePro D& E

ZOMDHA FS 4 >

=R F =, VYV TAZ 2T 4 F a2 — g TEAR—FENT
WEH A, 7272 L. RadwareDefensePro (vDP) 77U/ — g i, ¥ —T NI T RAHZ
FVADAZ R TRy AT 4 Fab— g SCEATEET,

2B RF7OVNDHET/INA X TO Radware DefensePro D% E

A& R7r ASA £721% Firepower Threat Defense faBh7 /S A ADHIIZH D H—D P —E R
7 = — | Radware DefensePro & 1 > A h—/L 3 5121%, IROFIEIZHENE T,

48 HHEIIZ

* VDP A A — % Ciscocom /B X 71— R LT (CiscocomMBHDA A—T DX T 1—
REZBM) | ZDA A— % Firepower4100/9300 + ¥ — 12X 7o m— R LEF (Firepower
4100/9300 > ¥ — ¥ ~DFHET N, AD Y T T 2T A A=V DX u— Ke5MR) |,

e Radware DefensePro 7 7'V r—> a3 Uik, VY —YWNI TAXDAH L KT a MR CE
ATEFES, V¥ —YHNIZIFTAEZY 2O TIE, ¥ — N7 T A XD Radware
DefensePro & E (107 X—) #HML T Z &V,

FIE

ATv 71 VDPTHIOERA V=7 = A AT 25813, WA 7 —7 = AOFREIHE>TA
VHE—T 2 A AEHPIIL, TOXZA TR mgmt IZ2DH L IITREL TSIV, HDHWIE,
TV = a VEEA =T oA A A TEET,

ATw T2 AXURTBUFEETASA £721% Firepower Threat Defense i 7 /3 A A Z{ER L 9 (A #
Y R7 8y ASA DM (27 X—Y) FIELFMC O AKX K7 a2 FTD OB (33 ~—
V) &M , Firepower4110 £72134120 B X 2 VT 4 T T TA T UV ACA A=V kA VA
=T 25E81F, &EE 2 v T HHINIC. vDP % Firepower Threat Defense 4 A —3 & &
BIZA VA M= VT DRENRH L Z LICERE LTSN,

ATvT3 kX2 U7q =R E—FEHBLET,

Firepower# scope ssa
ATw 74 Radware VDP A > A X AEAER L £T,
Firepower /ssa # scope slot dot_id
Firepower /ssa/slot # create app-instance vdp logical_device identifier
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* # exit
ATvTs HEEZaIIv FLET,

commit-buffer
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WETINAR

ATvT6

ATy T1

ATvT8

ARV R70OVDHmET/INA X TO Radware DefensePro D& E .

X2V T 4 EVa— VO VDP DFEE TR Y a = T EERLET,
Firepower /ssa # show app-instance

&1

Firepower /ssa # show app-instance

App Name Slot ID Admin State Oper State Running Version Startup Version Cluster
State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not

Applicable None

vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

(F7vary) PR—FSNTODLFIHARERY V=R T 07 7 A NV ZeRKRT 520
Firepower /ssa/app # show resource-profile system

1

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model
Count RAM Size (MB) Default Profile Profile Type Description

CPU Logical Core

DEFAULT-4110-RESOURCE
vdp 8.13.01.09-2 No
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPRY9K-SM-56, FPRO9K-SM-44,
FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

FPR4K-SM-12

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,
FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,

FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System

(A7 ar) BIOFEOHEMAER T 7 7 A VD102 LT, VY —2ATFa7r AL
ERELET,
a) #iHEZAT Y M1ITLET :
Firepower /ssa*# scope slot 1
b) DefensePro 77V r—a v f VAR AEATILET,
Firepower /ssa/slot* # enter app-instance vdp
) VY—ATuT7ryANVERELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource _profile_name

d ®EZaIv FLET,

#ET 12 |}
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Firepower /ssa/slot/app-instance* # commit-buffer

ATFYT9 VvDPT IV —a DAL A M=V ENTZL, BT AL AT 78X LET,

Firepower /ssa # scope logical-device device_name

ATYT0 VDPICEHA L F—T = A%EV Y TET, flET A ZAOLDLFECHEA 7 —T =4
AEMEAT L, JIOA v ¥ =T oA AEFERT L LB TEET,

Firepower /ssa/logical-device # enter external-port-link name interface_id vdp

Firepower /ssa/logical-device/external-port-link* # exit

RFw TN vDP DANEEHA X — T = AR EERE L ET,
Q) T hANT T ATV NEERLET,

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
b) HFEHIPT FLAZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap* #create ipv4 slot_id default
o) F—bU=A T RLAZFRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set gateway gateway address
d) IP7T RLRLSRITEZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network_mask
e) BWHIPHREATI—TEKTLET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
f) BEHT—FALT vy TREAT—TE2KTLET,

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

AT w712 ASA F 721 Firepower Threat Defense 7 2 —DRiIZ vDP ZlLET DT — 4 A VX —T = A{ A%
e L E7,

Firepower /ssa/logical-device* # scope external-port-link name
show external-port-link =~ RZ AN LT, £ X —T oA A4 EFRLET,
ATY T3 FEETNA AT VDP ZiBML £,

Firepower /ssa/logical-device/external-port-link* # set decorator vdp
VDP 21T %A 2 —7 = A AT LICFIREEV IR L £,
(H) B SNIZVDP A X —7 = A A% ASA THITHITIE, vDP A X —T = A A
ZBIMETITHIBR LIZZICASA Z Y n— RTH0ERH Y £,
ATvI REEZAIYFLET,

commit-buffer

ATFYTNE J—FRX—=F DT TNV r—2arPA A =T 2 ATRESNTNWD I EEHERLET,

B #ETsqr
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Firepower /ssa/logical-device/external-port-link* # show detail

&1

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

RDBRY

DefensePro 7 7' U 77— a VDN AT— RERELET, NATV—RERETLHETIE, 77
UVr—2a A3dr T4 2R BRN 2 EICER LTI ZE W, MOV T, cisco.com
WHE ST\ 5 [Radware DefensePro DDoS Mitigation User Guidel] ZZ ML T 72 &0,

v — N9 S5 R4 D Radware DefensePro 0% E
Y

GE) H—rRFz—2iF, V¥—IHNITFTRAZ a7 4 X2 — g T R—FENTHE
A, 7272 L. RadwareDefensePro 7 7' U r—> g id, v —Y NI TAX FUADAHF
VRT7mry a7 4 F¥al— g CEBATEET,

4a & SRS

e vDP A A —% Cisco.com”HZ 71— KL T (CiscocomMbHDA A—T DX 7 ma—
K&EZR) | DA A— % Firepower4100/9300 > v — X 7> — KL %7 (Firepower
4100/9300 > ¥ — ¥ ~DFET NSA AD Y T NI 2T A A—=VDE T u— REBH)

FIE

ATYF1 VDPTHIOEEA ¥ —7 = A ZA%EMT L25E1E, WA 2 —7 = AOREILNESTA
VHE—T A AEHPIL, TOXA TR mgmt 122D KX OICRELTLEIV, HDHWIE,
TIVr—raERA =T oA AEHETEET,

ATY T2 ASAT Y —IWNI T ZE (ASA 7 T AL DIERL (10 2—) %#%M) . £721 Firepower
Threat Defense > ¥ — W7 7 A% (FID 7 7 A X OERL (80 X—) &) #F/RELF
R

ATwF3 A (7T A7 MMl A— k% Radware DefensePro T7 2 L— h LE T,

enter external-port-link name interface_name { asa | ftd }

& v I decorator vdp

RET/NA R
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ATvT4

ATvTh

ATvT6

ATy T17

& > I description

exit

FRERT A ZADHNBE AR — FEFID M TET,
enter external-port-link { mgmt_asa | mgmt_ftd } interface id{ asa| ftd }

& v K decorator

& > | description

exit

DefensePro OAMHVER RN — M2 E Y Y CTE -,

enter external-port-link mgmt_vdp interface name { asa | ftd }

= v b decorator

& > | description

HEF AR

(A7 ay) PR—FENTWBFRIARBERY V=R T a7 7 A VEFRRTDHITIL

show resource-profile system

&1

Firepower /ssa # show resource-profile system

Profile Name

Count RAM Size (MB)

App Name

App Version

Is In Use
Default Profile Profile Type Description

Security Model

CPU Logical Core

DEFAULT-4110-RESOURCE

vdp
4 16384 Yes
DEFAULT-RESOURCE vdp

FPR9K-SM-36, FPRO9K-SM-24,
6 24576 Yes

VDP-10-CORES vdp

FPR9K-SM-36, FPRO9K-SM-24,

10 40960 No
VDP-2-CORES vdp
2 8192 No
VDP-4-CORES vdp
4 16384 No

VDP-8-CORES
FPROK-SM-36,

vdp
FPR9K-SM-24,

8 32768 No

8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
System
8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System

FPR4K-SM-12
FPROK-SM-56,

FPR4K-SM-24

FPROK-SM-56,

FPR4K-SM-24

all

all

FPROK-SM-56,
FPR4K-SM-24

FPRIK-SM-44,

FPROK-SM-44,

FPRIK-SM-44,

(A7 ay) BiOFNEOHERAAGERT e 7 7 A AD1OEFERALT, V=R T 77 AL

ERELET,
GE)

a) #HEAv Y M1IZLET:

Firepower /ssa*# scope slot 1

WETNAR

COEFEaIy T 5HE, FXOS vy —UNHEEEN L £,
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b) DefensePro 7 /U r—a s A VAX A AN LET,

Firepower /ssa/slot* # enter app-instance vdp
) VV—=ATuT77 A NVERELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile_name
d &EZ=aIv FLET,

Firepower /ssa/slot/app-instance* # commit-buffer

ATVT8 I IFAZKR—FFrRVERELET,
enter external-port-link port-channel48 Port-channel48 { asa | ftd }

& v |k decorator

% | description

exit

ATw T  DefensePro D3 ODFTXTCDA LV AKX ADEHRT — AT v TERELET,
enter mgmt-bootstrap vdp
enter ipv4 slot_id default
set gateway gateway address
set ip ip_address mask network mask
exit

51

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

ATYvTIN0 FEHT— R NT v TRERAZE T LET,
exit

ATy TN #lfE7 L — KT DefensePro 7 7V r—a v A VAKX A ANTTLET,
connect module slot console

connect vdp

RET/NA R
|
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AT T12

ATy 713

ATy 714

ATy 715

ATv 716

ATV T

ATy 718

ATv 719

HE 7 L — KT, BHEHIP Z&ELET,

device clustering management-channel ip

AIOAT v 7 CHERLEZIP Z#EHA LT, P 2% ELET,

device clustering master set management-channel ip

77 AL EAMELET,

device clustering state set enable

TV —vay aryy—VEKTLTFX0OS Y a2—/LCLIWZREYD £,
Ctrl ]
AT w710, 12, 13, 14 ZEVIELTCAT v 7 11 CHEBLEHEZ L —RKOIP T KL A%
REL, T V=R T7FVr—2ar AV AX VAR LTI TAX /ML £9,
BEEZAI v FLET,
commit-buffer
GE) COFNEETET LIZO, DefenseProf v AZ U ANT T ARITEREIN TNHANY
9 73%’6%:@@’644%75)3?) ) 35—9)—0
DefensePro 7 7V 77— a VDT RXRTNIZ T AZIZSHIM L TWAZ L H2ERLET,
device cluster show
AT DN N0 J515 T, Tprimary] & [secondary] @ DefensePro A > A% A3 LT
LHnhER L ET,

a) DefensePro A > A X  AD#iPH A F§E L, DefensePro D7 7'V r—3 a vV EMEDH % F£oR
LET,

scope ssa
scope slot slot_number
scope app-instance vdp
show app-attri

b) Ay FO#HPHEZFEE L. DefensePro £ » AX L ZADFMAFR R LET, 207 Fa—F
TiX, Avy b EOFRET ANA AL VDP W TOT 7V r—a v f VAR AFERPE
RENET,

SCope ssa

scope slot_number

show app-instance Z¢:l & & BH

DefensePro 7 7V r—a UNA LT A4 o TH Y T AZLENTWARWEAIL, CLIICKRD &
INZERENFET,

B #ETsqr
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App Attribute:
App Attribute Key: cluster-role
Value: unknown

Z @ Tunknown| ENFERINT-HEEIE. vDP 7 T 2 X 2{EEKT 57212, DefensePro 7 7V
=2 arvEANLTHIZ L—ROIP T RLRAEZRETHLENDH Y £,

DefensePro 7 7’V r— a VAL T A4 T T AFENTWAEEAIL, CLIIZKRD L 91T
FrEINFET,

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

1

scope ssa
enter logical-device 1ld asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description
exit
enter external-port-link port-channeld48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn
wn
wn

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

#ET 12 |}




UDP/TCP 7R—

&

ATy T2

ATvT3

HEF AR

UDP/TCP — kDA — 7> & vDP Web 4 — E R DAL

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

RDEZRY

DefensePro 7 7' U 77— a VDO/RAT—REFRELET, WAU—REHRETDHETIE. 77
Vor—a it o4 02602 EIZEB LT EEV, 3z DWW TiE, cisco.com
WICHE & T35 [Radware DefensePro DDoS Mitigation User Guidel] % & L T< 72 &0,

fDA—T 2 & vDP Web H—E XD EME

Radware APSolute Vision Manager f > % —7 = A AlL, X F X E/2 UDP/TCP AR— hZEH LT
Radware vVDP O 7 7'V r— a2 o Ei@fE LE T, vDP O 7 7' U r—/ 2 > 7% APSolute Vision
Manager L BET D7D, TNOHDR— BT 7 EARETHY 77 A4 T V4 —MIE-T
Tyl IRRNZ EEMEELET, AT T AREDR— FOFEMIZ OV T, APSolute
Vision = —% A RORDEESH LTI ZI0,

* Ports for APSolute Vision Server-WBM Communication and Operating System
« Communication Ports for APSolute Vision Server with Radware Devices

Radware APSolute Vision T FXOS > v — YNIZHELE X5 Virtual DefensePro 7 7'V 77— 3
ZEET 572012, FXOS CLI Zf£/f L C vDP Web —E 2R &2 H T HLENH Y £9°,

FIE

FXOSCLI 725, vVDP DT IV r—va v 4 VAZ L AZEER LET,
connect module slot console

connect vdp

vDP Web % — b 2 2 H%1Mb L £,

manage secure-web status set enable

VvVDP 7 U r—varday—Lu#T7T L TFX0S €Y a2—/L CLIWCREY £,
Ctrl ]

B #ETsqr
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TLS

nswet7s 51— 300%% |

BT 05 L—2 3 VDEE

WD RNy 7 TIETLS BEbT7T 78I L —2ar 280 LET, $7-. FMCAHERALT, 2
DHEREZ HIN T B HIERAT —H AR FRm+ 5 HIEICHOWTEHA L 97,

R DFRIL, Firepower Threat Defense 35 X N FXOS N—V 3  EMER TSLIE 5O~ v &
‘(“jqo

\}

GE)  FX0S2.6.1 % FXOS2.7x IEIcT v 77 L— R LT84 . FID 6.4 13 TLS B8k & A #aE A

7226, FTD 6.4 T 5L HEIRICHE N2 0 8 A,

FTD FX0S Crypto

6.4 2.6 1O TFA VAKX AD
BDOYVR—hK (7=2—X1)

6.4 2.7 IR NA

6.5 LA 2.7 DIR% BRI6DaALTF AL ALY
ADPHR—K (7=—X2)

About TLS B St 7V 5 L—T 3>

Firepower 4100/9300 (& Transport Layer Security K5 5{b7 77 L —y a V&2 R—F L TWE
9, Z#UE, Transport Layer Security/Secure Sockets Layer (TLS/SSL) D51k & 5% ~—
RO =7 CHEITTLHHDOT, TRV ROEmFEEZEBL £,

* TLS/SSL I 5{bds L OME 51k
« VPN (TLS/SSL 3 L O IPsec & & ¢e)
TLSHE ST 78T L — g VERA T 4 T A LV AX L ATHEBICAEZNC R Y | BT 5

TLIITEERA, TISERET 72— aridtXa Vs o D /fEYa—1 Tk
WK I6FID2 Y TF A VAL L ATHNITHZ EHTEET,

TISHEE77t5L—avVICB35hH4 Fo4 U EHIREIE

Firepower Threat Defense C TLS B§ 5L 7 7 &7 L—y a > AN/ > TV DAL, RO
FICHEBE LT EE N,
IVOUEBEA ARG Y3y

A VART gy DUV UG EEFET AL OICRESINLTWVWT, A VAT g
CUMTHETRILIEGEIE. U U RNFEEBESNSETTLS/SSL N7 74 v 7 iE Re y
TENET,

#ET 12 |}
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B rsesrre50—vavicle 44 KSq UL HBSBE

Z OEIEIT Firepower Threat Defense =~ > R configure snort preserve-connection {enable | disable}
WZE o THI SN E T,

HTTP DHD/INT+—T R

N7 4w 7 EEELRWEFIDa T F A VAR A TILS ST 7T L —3 9 0 &2f#
HAtsE, RT3 —~ L RHBEEZ L2 03H0VET, TLS/SSL T 7 4 v 7 2B ET 5
FIDZ > FF A VAR A TTLS B EAbT 785 L —ay OLEMCT A L2880 L
F7,

Federal Information Processing Standards (FIPS)

TLSH 5L T 78T L—1 a v EERERAEEYE (FIPS) AW 5 & BN > TWBEGAE
X, ROFT > a OERFNPRIL £7,

o« B KA 2048 /34 B AT D RSA F—

* Rivest i 77 4 (RC4)

« BT — XIS LR NERRS (Bl DES)

« Merkle-Damgard 5 (MD5)

* SSL v3
Y& o) T 4 BEEE— FTEIET S K 9 IC FMC & Firepower Threat Defense & #% &1 5
&L FIPSHANZZ2 0 £, ZOF—FTEEL T\ D & ST AFF AT 51213, FTD=

FTFA AR LA TTLS BT 78T L — a3y 2T 50, LTt
TarvERHATAILIICWeD T ERELET

FEAICOWTIR, EZBR LT E I,

s AEL I TATUT,

SAHEME HA) &E035REYVY5

FRTAME (HA) 72137 7 A Z {3417 Firepower Threat Defense 238 5354 1%, Firepower
Threat Defense = S IZ TLS K 5L T 72T L—a v AT H20ERNHY £3, 1 >DOT
NAZDTLSHESALT 78 T L —2 3 UHEIE, HAXRT 72037 T A Z OO T A 2 LT
HHINEE A,

TS /N\—FE—F

—HRDT 7V r—3 3 U TlE, RFC6520 TEF STV 5 Transport Layer Security (TLS) 3 &
U\ Datagram Transport Layer Security (DTLS) 7'® h 2/LZxf L C, TLS/»— hE— | =7 27
YarpMEHSE T, TLS/— hE— hE, ERBETEANTH D Z L 2B 5 k%
BUELET, 77470 FERIIP =B ESINTAS MIOT—F ZEF L, IWEEIRT
EOITHFIZERLET, TP LT2GE1E, B b7 — 2Nk E S ET,

TLS K 5AbT 78T L—a sy AT/ >TND FMCIZ X > TEELEIL TS Firepower
Threat Defense 25, TLS N— hE—h =7 X5 2 g U EFEAT 537 v R 2B L7254,

B #ETsqr


https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/common-criteria.html
https://tools.ietf.org/html/rfc6520
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NSES7 €5 L—>avicBle a4 51 v espsm

Firepower Threat Defense % SSL R U > —® [ ARA[DT 7 3 5 > (Undecryptable Actions) ]
T [ 51k F — (Decryption Errors) ] ® FMC i E CHRESINT=T 7 v a v =FITLET,

« 71w (Block)
e Uty hLT7m w7 (Block with reset)
TV r—a IR TLS N—FE— FEHH L TWENE D 2R T 5121%. [ Firepower

Management Center # %% 4 KJ O TLS/SSL h 7 7Ny a—F 4 7 N— )L OEEZZMHL TL
TEEWN,

TLSHEZALT 7T L— a VINFID2 VT A U AX A TENI /> TV AI5A1L. FMC
DF v T =27 58K Y >— (NAP) @ [k~ — b ' — ;& (MaxHeartbeat Length) ] % % /&
T5&, TLS "— hbE— F O LA ETE £,

TLS /»— h B — FOFEMIZ OV Tk, [ Firepower Management Center ##7% 7 K ] @ TLS/SSL
NGTNY a—F 4 T N—ADEEZBRLTLLIEEN,
TLS/SSLA—/"—HTRHU 1y T3y

TLYSS. A—/N—H%T A7 JF i 3 &%, Firepower Threat Defense 7% TLS/SSL b5 7 1 v 7
WLV IBARIZ/2 > TWAHIREE T, Firepower Threat Defense ¢ TLS/SSL A —/N—47 2 7
U7y a U RRAETLRRENRDH Y ET, TLSHES T 78T L—var 2 FA— 15
Firepower Threat Defense CORMBE 1L Z#RETE £,

TLSE;HALT 72T L— a3 v AN/ > TWB FMCIZ L » TEEL X415 Firepower Threat
Defense 234 —/"—H T X7 F 4 T Ii-%4 . Firepower Threat Defense (2 - T35 XL b

N ROPNIE, SSLARY —@ [EHAF DT 7 23 > (Undecryptable Actions) 128 5

[/~ R = A 7 =5 — (Handshake Errors) | DX EICHEVE T,

T 7 AN KTV v a &K T 5 (Inherit default action)

* Do not decrypt

« 71 v (Block)

« Uty FLTT7m v (Block with reset)
SSL AR Y v —D [HEALARR DT 27 3 a > (Undecryptable Actions) | D [N R¥=A 7 =T —

(Handshake Errors) ] D% EDS [ 75 L 72\ (Do Notdecrypt) | T, Bh&EfTIT N7 7 A

Ay b=V R) =BT 7 4 v 7 ERETLHEIICRESNTWDIHEE, A A
YarMribhEd, BRI TbEE A,
KEOA—N—=BT 27 VT a U PRELTHDHEE. KOETvarBdb £,

» TLS/SSL DALBERE S A3V Firepower Threat Defense (27 v 77 L— R L7,

*SSLAV —%ZEW LT, BEOELIAM 2 &< 720 N F 7+~ 27 FIZ [Do Not Decrypt]

— L EBIL £,

TLS A— =BT 27 ) 7L a OFEMIZHOWTIL, [ Firepower Management Center 1% 7 A
RJ ®TLS/SSL T TNy a—T 4 V7 —LDEEBB LTI ZEN,

#ET 12 |}
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B -7 oz r0nsEBE7 €5 L—2 3 v oEMIE

NI ITBELEVA T4y TORERFYR—FShTOWERA,

TLS B BAbT 78T L— 9 v DA > TWDEA, TLS/SSL F T 7 4 v 7138w o7
FIA U TAVE I TREDA LV E—T oA ATIIESTEEEA,

AVTFAVAREZVADTISEBEEIET7 oS L—2 a3 v OERIE

FMC DA %Z 2 R7a L FTD OB (33 2—) THHEINTWA L2, @Bl v AH v
ARERTDHE, TLSEE{LT 78T L— 3 v REHBRICEDNCAR Y £,

TLS B EAbT 78T 1L —2a v TR_RTDRAT 4 TA VAZ L ATHNIRY , BT 5H
ZEiFTEEEAL

TISKES7tE5L—Ya3a DRART—2ADEKRTR

TORNEY T TIE, TLSHEEALT 78T L —2 a U BENNCR S TWANE I N EFERT A
BEIZHOWTHIALET,

FMC TIROIEFREZFATLET,
FIE
ATV 1 FMCica /A4 v LET,
AT9 T2 [T/N4 R (Devices) 1>[T/31 REH (Device Management) ] %27 U v 7 L%,

ATYT3 27V v 7 LT, BHHRT A ZEfmELET,

ATY T8 [T34 A (Device) "=V %27 Vw7 LET, TLSHE LT 78T L— 3 AT —H AN
[&f% (General) | &7 v a i rEanEd,

nHHI - {’r X@%IE

PN, AEHIEELTZY . ASA R RTLUART LY N B— R LD, f X —T =
A AT 4 FXalb—alBBELEY, ZOMOX AT ZEEFOMRBET N A TEITT D
EnTEET,

FIYHr—S3o0ary—ILADES

TV r—varoayy— VIR T IR, ROFIEEFHLET,

FIE

ATy Tl ary— £ Telnet B 2 L C, £ 2—/V CLLICE L £,

B #ETsqr
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ATy T2

ATvT3

ATy T4

7Ir—varoavy—n~nis |

connect module slot_number {console | telnet}

BEEDOEX2 VT 4 TV a2a—NEYR—FLBWT A AD®F2 T 4 TV
5HIZi%, dot_number & LTC1E&MEHLET,

Telnet ##5t 2 9 2 F51E, TY 2 — /VICRBHIERO® v v a U2 RE T, H0EEN
WD & T,

1 -

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV —=varoaryy—VIERLET, T A0 ha~v L REALET,
connect asa name
connect ftd name

connect vdp name
A VAL AR FRT DT, AT TICavr RE AN LET,
1 -

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

1 -

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

TIVr—vay ary—LEET L TFX0S €Y a—/L CLLICBE L7,

+ASA : Ctrl-a,d & A1 L,
«FTD : Tlexit] E AL FE T
«vDP : Ctrl-],. £ AJ)

FXOS CLI DA — 334 B L~YLIZRY F9,
aAVY—LERTLET,

#ET 12 |}
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a) ~&AJ)
Telnet 77"V r—3 g UV bV £9,
b) Telnet 7 7 U —a bz T3 5100, REANLET,

telnet>quit

Telnet vy avE8TLET,
a) Ctrl-],. X AJ]

il

WIZ, BExXx 2T 4 BV 2—/L 1O ASAICHEE: LTH 5, FXOSCLI DA — 34
VUL R B2~ LET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~
telnet> quit

Connection closed.
Firepower#

I T /N A DHIER

FIE

AT ¥X2 V74— 2T RKERMBLET,
Firepower# scope ssa
AT T2 v —v EOWRIET A AOFEMAER R LET,
Firepower /ssa # show logical-device
ATv T3 HIRTMBEET A, AT LI, kDa<wr REATTLET,
Firepower /ssa # delete logical-device device_name
ATV T8 GRET AL AL VA=V ENTWET T r—va Otz R L £,

Firepower /ssa # show app-instance

B #ETsqr
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ATy TH

ATvT6

s52481=v totik [

HibR T 27 7Y r—ra 28, ROavry REATTLET,
a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application_name

¢) Firepower /ssa/slot # exit

AXEZREE LET,
commit-buffer

NV I a vl AT AREIZAIy FLET,

1

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:

Name Description Slot ID Operational State

FTD 1,2,3 Clustered Ok
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State
Startup Version Cluster Oper State

ftd 1 Disabled Stopping
6.0.0.837 Not Applicable

ftd 2 Disabled Offline
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

DS RF21=v FDHEIK

T, 2=y bEIT T AZDL RIS, FIIKBRICHIBRT D FIEICOW T L E

B

— BB 72 HIBR

Template Name

6.0.0.837

6.0.0.837

Tz, N—RU =T ERERy NV DOEENRNT, 77 AFa=y NIV T AHZI)N
SHBIICHIBRS N E T, ZOHIBRIZ, RMEMEESNLIETORNRLDTHDLD, 7
FALIIHEBMTEET, $lo, FEITI/ IAZ Y 72BN TH LB TEET,

#ET 12 |}
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F R
A
77

HEF AR

A ANBIEY T A ZRNITAFAET 2 08T 5121, Firepower Chassis Manager [FEE7 /31
Logical Devices) ]-*—"C, show cluster info =< > REFEH LT AUV r—ra v HO
AR AT —H AR LET,

ciscoasa# show cluster info

Clus

tering is not enabled

FMC Z 4[]l L7ZFTD Ti&, FMC7/3A AU A MITNA Z%ZFE L, 7 T AZ Y 7 e |ER

)

B #ETsqr

LB TIRTOMEZHMA TE DX ICTIHENHY £,

TFVr—a Ty IAZ) T OEY 7Y r—a U CLIZfER LT 7 X
2T RERZT S Z LN TE EJ, cluster removeunitname =~ > R&Z AL T, &
JAL L LTS =y NUSDT_RTCOa2=y FEHIBLES, 77— A TFvF ar
T4 FXalb—raFEEInT, flfflz=y b2 bRZICEAMI SN2 7 4 FaL—
varbZtoEETHLHOT, ar74Xal—varEhkbPIcgcErna=y M H
EBMTEEd, filflla=y F2HIBRT H-OICT—F 2=y hTZDa~vr RE AL
THEEE, L=y FBRESINET,

TNRAANKET VT 4TI bE, TRXRTCODT—H AL H—T 2 ANV Yy hE T X
nNEd, BHEERHA X —T oA ADBN ST T 4 v 7 BkZGETEET, VT 7407
Tu—%FTHICIE, FIRZ Y T EBEANCLET, BHA VX —T oA X
ZTDa=y NINT—RhANT v 75 iﬁ%xfﬁotWTLVZ%ﬁﬁbf%%ﬁ%%
BREL 720 9, 727ZL, Vr—RLTba=y MBI FRAXNTELET 77 4 7 T
WA, BHEA U H—T oA RTET Y F9,

7 Z AR T EHEAZT DX, ASA T cluster group name & A /) L TH 5 enable
EANLET, 7T7A%2 ) 7 E#HEANTT 521X, FTD T cluster enable = AJ) L &
R

TV r—vay AR ADEY{L : FXOSCLI T, OB SR L TS0,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

BEANCT 2123, KOFIRZFEITLET,

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

X2 VT4 B2/ VY DYy v NF 7 Firepower Chassis Manager O [
X2 T 42—/ (Security Module/Engine) ] X—C, [EIRA~ (Power
Off) 174 2% 27V v 7 LET, FXOSCLI T, ROHIZBHL T 7ZE0N,

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down



| #7142

RET A REEA R TOENT FUr—vas 1oz 2w 20kE [

Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

BRZHREAT LI, ROFIEELFATLET,

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

V¥ — DYy v hF T Firepower Chassis Manager® [#£3 (Overview) ]X— T,
[y hZ D2 (ShutDown) |74 2% 27 Vw27 LET, FXOSCLI T, KDOH|% SR
LTLIEENY,

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

ST AR
ROFEEMH LT, 77 AF AUNEZFRICHIRTE £75,

FMC #{# A L7= FTD OFE. Vv —Y T TAX YV U T HENI L% T2=> % FMC
FNRAAZAY A EMNBHIEEL T ZEW,

ST A ZOYIER : FXOS CLI T, ROBIZSER LT &V,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

s —EANPLDOT Y=V FERITEX 2V T 4 BV 2 VDI B EANLT NS R
IR+ 28481, KBAN—RT 2T 275 RAFZOHFLNA A= L TEMNMTXET,

HMEBTNA RIZEEMTONTWVEWZ T 5— 3 AV REF VR

D HIIFR

ATy T

BT S AEHIBRT D & ZTOMBT AL AT TV r—v g VERELHIRT D00 E 5 s
SFRONET, 77V r—a VREEZHIRL2WEESE, TOT7 7V r—valr f VAX R
DHIBRSNADET, BT 7V r—va U2 H L CGREET SA AZERTH 2 EIETEEH
Mo BX2 VT 4 B 22— VTV DU DRBLT A A LT TICEEA T BT 0nGA TR,
TV = ary AV AZ U AERRIRT HT2OICLLTOFIEEMHTE 7,

FIE

X2 VT4 =R E— FEZBLET,

#ET 12 |}
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ATvT2

ATvT3

ATy T4

Firepower# scope ssa

AVAN=NWERT TV r—va rOEfliEFR R LE T,

Firepower /ssa # show app-instance

HIBR9 27 7V r—va 2Ll koa~vy RE A LET,
a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application_name

¢) Firepower /ssa/slot # exit

REEMEELET,
commit-buffer

Moo W I a B ATARTIZaI Yy FLET,

il

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

FIDRETNAADA 2V EA—T A ADERE

Firepower Threat Defense i@EElT /XA A TIL, A >V F —7 = A ZADEY K TRLHI D Y TR 21T
FZENTEET, D%, FMC £721Z FDM TA VX —7 = A AREEREHTE £,

LA F =T = ZZBINMLTZY | RERADOA »F =7 = AZHIRLIZD LTH,
Firepower Threat Defense DX E (252 5 58T/ MR TT, 72720, EX=2UT 4RY —T
RSN TS =T = AZHIRT DL, RECEELZLEZET, A F—T A X
X, 77 8A L—)L NAT, SSL. 7A 77 47 4 Jb—/L, VPN, DHCP #—\72 &
Firepower Threat Defense DF% EIZH T 5% < OLGFT CHEHBESRIN TV A AHEMERH Y 77,
X2 VT4 V= EBRTDORY U TEE T ET A, Flo. WMET NS RTEEE 5

B #ETsqr
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ATy T

ATvT2 i

ATvT3

ATvT4

ATy TH

FID #2713 20128 —7 11 20ZE [

Z3. 7D FMC % 721X FDM TR 2 M3 L9712, #IY 24T 57z EtherChannel D A
Ny TERETEET,

FMC D& : A VX —T =2 A AEHIRTBHE, TOA ¥ —7 = A AZHEEMT LTS
BRIENT R THIBRES I ET,

FDM DA - A v 2 —T7 = A AZHIRT DHT, DA X —T oA ADBHDA X —
T oA AIHEEBIT T ET,
1R BHEIIZ

s MBA K — 71/]’7\0) R E R L OEtherChannel (ZRK— k F¥ %/L) OBIMIHE-> TA ~
H—T7 A A%FE L. EtherChannel ZiB L £ 9,

c TTIZEID B THNTWDA ' H—7 = A A% EtherChannel 21BN 5 121 (th
TIFINVETTRTCDA U H—T oA ANT TAZZED Y THRET) | ETA
AANBA L H—T A4 ADOEY Y TEARER L, WKIZ EtherChannel |24 > % — 7::/1’7\7%
BT 2 0EENH Y F3, H L1 EtherChannel D355, % D% TT 734 A|Z EtherChannel
EREIDYTHZENTEET,

s JTGREN U TRNAT ATV T 4 D72, FMC %7213 FDM TR E % #1351
W2, TR_RCO2=y b TA L H =T oA AZBMETIFHIRL WD Z & 2R L TL 72
IV, PN T —HI AR R 2=y hTA UV H—T oA AEEFE LT, §ilf/ 7 7
TAT 2=y NCEFETLZEE2BEBD LET, LA v — 7m4xi%ﬂiﬁvy
L7ZIREETEMEND 72D, A v F—T 2 A RAF=X ) U TICEBERITIRNZ &I
BELTLIEEN,

FIE

tX2UTF 4 —E R E— FERHBLET,

Firepower# scope ssa

BFNA A EfmELET,

Firepower /ssa # scope logical-device device_name

FREET NA RZH LN,V F—T oA AEE Y B TET,

Firepower /ssa/logical-device* # create external-port-link name interface_id ftd
FREAE =T A ZAEHRLRNTIEE N,

RIEZEE LETS

commit-buffer

FNIUW T a BV ATAREICAI Yy FLET,

FMC CA v ¥ —7 oA AZRPLET,

a) FMClzunZ A4 LET,

#ET 12 |}


b_CLI_ConfigGuide_FXOS_2120_chapter10.pdf#nameddest=unique_197
b_CLI_ConfigGuide_FXOS_2120_chapter10.pdf#nameddest=unique_199

HEF AR

B mosEs < zor8—Tz1z20%E

b)

2)
h)

[T/314 R (Devices) 1>[T/\1 A& (Device Management) ] %R L, Firepower Threat
Defense7 XA A&7V v 7 LEY, [ F—T A A (Interfaces) | Z 7 NT 7 4/ F T
EIRENET,

[ % —7 AR (Interfaces) | ¥ 7D EIZH D [T 34 AD[RIH (Sync Device) |74 %
a7y LET,

EEBBRHEND E, A X —T oA AREVPERINTZZ & 2R TREADNSFT =0 [A
v —7 x4 A (Interfaces) | X—VIZRKRINET, [7 Vv 7 LTHEMARTR (Click to
knowmore) |V 27 %27 Vv LTA v X —T =2 ADERENFERRTLET,

A H =T =2 ZAEHIRT D5 A U E =T = ADRDFH LA U F—T = A A
WA F =T 2 A AREZ FEITEHELET,

A H =T 2 A AFTELEHIFRL T W), BFORELSZRTEET, HdnA 27—
Tz A AR L TIRGEZ FFFEIT LI S, SOICRELEET S0 H 0 £9, HKEE
HFETTDHE, WA E =T oA ADRETEH SN TN DT X TOEHBERRINE
D

[ OfMFE (Validate Changes) 1227 U v 7 L, AV H—T 2 A ANRERINTHARY
VR L TWD 2 E 2R LET,

TIT=NhbLHGEIE. R v—2ZH L THGECRD LERH D £,

[Save (RTF) 127Uy 7 LET,

TN AR LT BB (Deploy) 147 U v 2 L, BI04 THRET /A RCHKY v—
ARELET, BHIEHEY 2 HATHETHMAR D A,

ATV T6 FDMTA v EZ—T oA ZAZEFRMLTBITLET,

a)
b)

<)
d)

FDM iz 274 v L$7,
[7/34 2 (Device) 1%7 Vv 27 LThb, [4 22— 4R (Interfaces) ]~ Y —IZ
HDH[TRTDOA X —T oA A%FER (View All Interfaces) (V7% 71U v 7 LET,

Interfaces

Enabled 3 of 13

View All Interfaces >

[f & —T7xA A (Interfaces) | 7 A 2% 27V v 7 LET,
AVE—=T 2 A ANAFT Y UV ENLHDEFF>ThbH, [OK]Z27 Uy 7 LET,
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e)

2)

FID #2713 20128 —7 11 20ZE [

Scan Interfaces X

@ Interface scan completed.

Added (3) Removed (0)

unnamed

Port-channel?

unnamed

unnamed
Ethernet1/5

HLWA L E—T oA AL IPT RLAREEZHRELET,

IR 5 A > 2 —7 = A ZAOPAFDIP T R LA L 42 EAT 25803, HFLoA v 2 —
T2A ATINOOREEHEATELLIIC, WA X —T oA RA%EX I —DL4RATE P
7 RUATHBKETDHILENRHD £,

WA X =T 2 f ABH LWV, X —T = f ATEEHZ DL, HWNA X —T = A
A0 [iE#: (Replace) ] 74 2> %27 Vw7 LET,

[E#: (Replace) |74 3>

OB RCL ST, A F—T A AR LTI TRTORET, HnA o Z—
T AADRFT LN, VB —T o ATBEXHBZI ONFET,

[ZHaF A > % —7 =4 A (Replacement Interface) |1: K2 v 7 H 2 URARNLH LUVA
VH—T oA AEEINLET,

wET 12 I}
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B roses s zorvs—oz1z20%E

outside (GigabitEthernet0/0)

Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemet0/4) -

Create new Subinterface

h) [ X —7xAA (Interfaces) | X—IIZA v b=V NFREINET, AvE—VHNDY
YOIV LET,

to migrate an interface was created. b4

Open the task list.

i) [#AZUAL (TaskList) | ZH~XT, BITHARII L Z L 2R LET,

Task List
8 total 0 running 7 completed 1 failures Dests sl inthod B

Start

Name Time EndTime Status Actions

Config migration from source interface outside to 06 Jun 06 Jun

destination interface outside_2 2019 2019 9 Migration is
12:37 12:37  successful

PM PM

AT w71 FXOS T, fllT NA ZAnbA B —T = A ADEID 4 TEMERLET,
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link 2~ > RZ AN LT, £ v F—T oA A EZERRLET,
ATY T8 REXEMELET,
commit-buffer
NI Y T a BV AT AREICAI Yy FLET,

RTINS R
[ 125 | |
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ASARET A 21 v —T 14 20EE [

ATv 79 FMC £721ZFDM CTA v X —7 = A A& HERBAL F9,
H6:FDMIZ&BAV3—T A ADAFY Y

Scan Interfaces P

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2

ASAGRIBTNARADA U E—T A ADER

ASAGHIRT RA ZTIL, BHA L H —T oA ZADEIN YT B0 Y TR, F-3@EEHz %
1TH2ENTEET, ASDM L, HrLWwA X —T oA 2AHZHEMICHRE L ET,

LA v E—T oA AEBMLTED, RMEHOA F—T7 =4 ZZHIFRLZD LTH, ASA
DFREIG- 2 HEEITR/RTT, 72720, FXOS THEIV Y ToHnl-A v H—7 = A A& HIR

TEHEE (Ry U= T 2—/LOHIBR, EtherChannel DHIKR. BI04 ToHNizA v F—

7 = A A® EtherChannel ~DFEH VY TRE) | TDOA L F—T A ANREX2 YT 4R

TSNS L. HIBRITZASA OREICHEEZ G2 E T, ZOHE, ASARETIIILD =

~ U RDMRFFESND T2, BERFEZITO M TEET, ASAOSDHWA v F—T = A
ARETTECHIBRCX £,

\)

GE)  FRETAS RCEELZ 5 22, B0 Y THNT- EtherChannel D A 8 —3 y FafRETE £
?‘O

1R8O BRI

cWEA B —T = A4 ADIREP L UEtherChannel (AR— ~ F ¥ /L) OBINIHES T, A
VHE—T 2 A A% E L., EtherChannel Z BN L £,

e TTIZEI D B THNTWDA X —T = A A% EtherChannel {ZIBMNT 5121 (72 & 2 1F

T TN ETTRTCDA U E—T oA AN TAXZEHD LY TORET) . £ iEET/\
AAPBA B —T A ZADEY Y TEMFR L, KIZEtherChannel (14 % —7 = A A%
BT AMLENSH Y £9, #H LU EtherChannel D54, % D% TF /34 A|Z EtherChannel
BRIV Y THZENTEET,

SRET/ANA R .
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wETFTAIZ |
B =7 x0x=5uy

I TAB VT ERIXT = — VA —N"—%BNTD5H, TXTO2=y h kDA Z—
T2 A ADOHIBREHB LET, mHNZT —H/AZ L NAf 2=y N CAVH—T =2 A%
EHEL D, #7774 7 2=y NCEETLHZEABEOLET, LA U Z—
Tz A AIEREX D LIZRETEBNEIND T, A VX —T 2 A RAE=X VU TITE
BAERKFILERA,

FIE

RT9T1 BX2 VT4 =R E—REZHHALET,
Firepower# scope ssa
ATV T2 BT N, AERELET,
Firepower /ssa # scope logical-device device_name
ATV T3 T ANAADBA L E—T 2 A ADFND B TEMRLET,
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link 2~> RZ AN LT, £ X —T oA A4 %EFRrLET,
BHA L H—T 2 A ADPE HILWEBA ¥ —7 = ZR&BMT DRI, BUEDA ¥ —
7z A A&HIR L. commit-buffer =~ REFEMALTELEFEE2aI v FLET,
ATV T8 GHET AL RZH LA U H—T oA AEE) Y TET,
Firepower /ssa/logical-device* # create external-port-link name interface id asa
ATY TS RELEMELET,
commit-buffer

cNFZoY I a Bl AT AREIZAIy FLET,

HRIBTINARADE=_AY Y

* show app

EHRERA A=V TR LET,

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.10.1 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes
ftd 6.2.3 cisco Native Application Yes

B #ETsqr



HET /AR
wE7rirzox=2u>5 |

vdp 8.13.01.09-2 radware vm Application Yes

« show app-instance

TV r—ay A VARV ADAT— A AL EREFERLET,

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd LD1 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD2 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD3 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD4 1 Enabled Online 6.4.0.10353
6.4.0.1056 Container Default-Small Not Applicable None

show logical-device

AT S ZADFEM e FR LET,

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Oper State Template
Name

asal 1 Standalone Ok asa

show resource-profile system

VDP DY YV —RX Fu 77 A VEFRRrLET,

Firepower# scope ssa

Firepower /ssa # show resource-profile system

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPRO9K-SM-56, FPRO9K-SM-44,

FPRIK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,
FPROK-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all

2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all

#ET 12 |}
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B v moszxs5u 06

4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,
FPR9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24
8 32768 No System
« show resource-profile user-defined
AT A VAR LADY Y =R TR Ty A NVEID Y TERRLET,

Firepower# scope ssa
Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 8 mid-level

« show resource detail

TV —2 g AV ABZ L ADY ) —RE )Y CEERLET,

Firepower# scope ssa
Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

Y4 FEY SRR DT D

ROPITIZ, YR—hSND7 TAZHEANZRLET,

4 FEEDOMACT KLR 7 KLRXZ{ERALT=-X/%> K EtherChannel
IL—Tv K E—FDH

WO TIE, A b OF— b= —F EWNEFy NU—7BICEE ST (f—A b
Tz ANMEAN) 200T =X LU H—DENTIUI2DODT T AL AU N—=NhHDHGEERL
FT, 7 TAZ A R—F, DCIREOZ FAZH@Y) 71l Lo THERINTWET, &4
A NDTTFAE X RN—X, WEBXOINSE ST O > U —271Z%F L A/3 K EtherChannel
HEAHL T =/ AL v FIZ8EE LE T, £ EtherChannellX, 7 7 AZNDT XTDHOY ¥ —
NCANRENET,

5 —X% VLAN I%, A ——L A +T7 v AR— ML (OTV) (EREFEEOL D) 2 #EH
LT A MEICHBEENE T, T T4 v I NI TAZGETTHEIBREICNT 7 4 v 7 BDCI
I LTV A MIBEEINZ2WVWE DT HITE, Ze— UL MACT RLAZT oy s
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H4 REEDMACT KL R 7 KL £ LIRS K EtherChannel L—F v K E— Fohl [

THT 4 NEEEBNTHLERHYET, 1 DOV A FOT T AKX ) — RPREFEREICR ST
e, NI 74 v MOV A b DI T ALK ) —RIGEESND LT 4 VX EHIBRT D4
ENRHDFET, VaclZHH LT, 7o —S)LOMACT RLVADT 4 VE U T T 50ERH
DET, . T ARPA VAT g VEEZI L TLIEE N,

TIGARE, NEARy NT—27 D7 — b= L L THRELE T, TXCDHIT T AX ) — R
THEEIND 72— VMR MAC I, N7y NaZETLORTIMEHINES, BE
Ny MEL ADC 7 TZAZNLDY A MEFDO MAC T RLAZMEHLET, ZOEEIC X
D, AA v TFN2ODERLLHHR—NTHEOYA FGRIT 72— MAC T R L A% 5E
LTLESDEBHWTWET, MAC 77 v B B EALARNE D, 1 B MACT KL &
DIHHEFHEHLET,

COREDOTFT I FFKDOLERBY T,

« I TAZMBIEESNDTNTOHN ATy ME, A FOMACT FLAZEMA L,
T —Ta— T4 AINET,

e VT ARZDTXTDOANSIN >y M, 72— UL MACT FLAZHERHLTEEINS
72, WOV A MZHDEED ) — R TZETEET, OTVO T 4 VZIZE-T, T—
Y B—ND T T 4y IR —"T74 RENET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center :
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

A /\> K EtherChannel FS5 2 AXR7LU N E—F /J—XYHRX YA

~ fE D451

WOHITIE, WEL—& LA — % ORJICEE Sz (/—AV T AFHAN) 2507 —4% &
VA—DEFENFRNIZ2OD T TAE AU ANR—RNHABRAERLET, 75 AX AL —T,
DCIRH D7 FZAZHIY 7 IC Ko THH SN TWET, YA FDTTFAZ X —[F,
R L OWNER D A 23 K EtherChannels ZfEf L T —Hh /L0 XA v FIZEER L E T, &
EtherChannel X, 27 7 AZNDOTXTDY ¥ —UIANRSIIET,

KT —H B A —DNERIL—H LA —Z X OSPF L., FT7 2 AT Lk ASA %
WL ET, MAC L1XEARY, V—FDIP X TR TONL—F T—ETYT, DCLIZFE=2 A b
N—hZEDBTHZLIZLY, FFEDOVA N TTRTDI TAZ AU N—=]NZ 7 LIV [R
D, NI 74w 23K T—FEr X —NICHERR SN E T, 7 72X BIEFE O & HEFF T
L7, ASA AT AT A FOL— NI, EYA FTRILTZ Y v ¥ T A—7 %Kl 5
VENHDFET, 1DODFA FDOTRTDT T AHF A UN—IEENRE LGS, N T 740w
TIIHEN—2 D DCIRRBE TV A DT T AKX A= ZkbET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

BV A NDOAAL v FOEEZIE, WOLDOEZDHIENTEXET,

o 1 M VSS. VvPC. StackWise. StackWise Virtual : 2D+ U A TlE, T—F o ¥ —
LI BDAL v TF oA A= 1L, T—HBHZ—=2ZDAL v TF oA A F—)b
LET, 1o0F T ar LT, T —FbrZ— @7?x&/~Fin—ﬁwx4w
FIEFICERE L, TEAA /7‘]\774’ v 7 IIDCIZ R LET, ZOHA. HEiolz L
N EDEFIRT — X B X —IZxt LT = VMR SN E T, DCIBRDIRNT 7 4 v
7 EMPET X DA, RIS LT, 4/ — REZDCIRRHTH DAL v FICHERi T £
T ZOWA. N T T4 v 7 IFEEOT -2t X E N5 72, DCI & FEEITE
BT BT OIIE R AT R T,

KV A b —H/L VSS, vPC, StackWise, StackWise Virtual : A A v FDILEMZ & D
HIZIE, BV A NMC2ODERBRDTEAL v TFXT A VA M=V TEET, ZOHA.
JTAL ) — R, MiFOa—NVAL v FEFICERIN T X —1Dv v —
V. BIOENRLDOR—INVAL yTFICER SN T —F B X =20 ¥ — T TEAN
> K EtherChannel ZffH L £ 95, A3 K EtherChannel I1ZFEAHIZ [458E] L TWE
T, K —BIIREAA v FiL, A3 K EtherChannel Z %A b & — /L ® EtherChannel
ELTRERLET,

—_T e

C Internet

Router — ~——__ Router

/ \"_“Higher cost route Spanned Higher cost route —/ N—
EtherChannel \

[ﬂ@de

[ Om::ﬁ.|

/dode 3
Data Center ‘.

GH

SPF PASSTHROUGH

Interconnect |
| ——— Illlll
m Cluster
Inside t
Spanned
EtherChannel
el F
Higher cost route e
Router Router
Data Center 1 Data Center 2
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B = < FEtherchannel F5 VAT LU R E— KA —R kYR kA FRAOH

A /\> K EtherChannel FS5 2V AXR7LU N E—FA—XFJTRF

B4 FREADB

WOFITIE, FVA MDODF = U= V—FL2OONE Ry NT—27 (77U r—vav
Fy hU—=27 L DB Xy FU—7) BUIEE SN (A —A RV A MEAN) 20057 —4+&
VHE—DENENIZ2DODT TAR AUNR=RNhLGEERLET, 7T AKX AL —(%,
DCIRHD 7 Z AZHY > 7 IC L > THER SN TWET, & A DT T AKX AL R—F,
WNEHBLWIMNEOT 7V r—v g Xy bU—27 L DB %y hU—7 DEHFIZAN R
EtherChannels ZfEfH L Cr— /L A A v FIZ#HH L E T, £ EtherChannel (X, 7 7 A X ND
TRTOY ¥ —VIZANRNINET,

EYA FDF = T A L—Z %, HSRP 72 XD FHRP 2l L T, &% 4 b TR U5k
FEMACT FL A LIPT RLAZRMLET, MACT RLADTFHERT T v B T AR
% 7=, mac-address-table static outside interfacemac_addressz~ > R&ZHLC, ¥—hU =
AN—HDEED MAC T L A% ASAMAC 7 RL AT —7 VICEEBINT 5 2 & 2558
OLET, ooz MIBRRNWE, YA M1OF— U2 A BT A F2DF = T =A &
WETHEHEIC, TEONT 7 4 v 7N ASA ZEB LT, WA > Z—7 A4 A0nBH A K2
WCEREL LS & LT, BENRAETIAREENRSY £, 7 —F VLAN X, A——1L A |
T U AR— ML (OTV) (F7EFREEOL D) ZEHLTHA MRS ET, b7
T4 INBNT— R U A V—F5TTHLIGAEITNT 7 4 v 75 DCI Zi@iwm L o1 k
WCIEEEN2VWE T DL, 74 NMEEZBMTHLERHY T, 1 OOV A FOF— |
VA = ZRREARICRSTGE. NI T 4 v VPOV A FOT— h U = A ITIE[E S
HEINCT 4 NEEHIRT DLENRNH Y FT,

e T—
' ™
. Y
[ Internet J
J

o —

o) o) o

\E.,_k___,‘ Gateway Router:
o Virtual MACs and IPs

(FHRP)

Gateway Router:
Virtual MACs and IPs &=
(FHRP)

Spanned EtherChannel

Spanned EtherChannel

Cluster ;@7 ;@7
Node 3 & Node 4 E====
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BT /N ADERE

HaE
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HEEEHR

FID 7 9 AXZND 16 D
J—FROYR—FK,

2.12.1

1 ODOFID 7 T AZITIHRK16 D) —FEFEHTE5X51C0 £ LT,
GE) FTD 7.2 N/ TY,

Firepower Threat Defense
E{EY o 7 dRAE L Wt
U v 7 RAEED R

2.9.1

¥ ¢ —3 Tl&, Firepower Threat Defense BifE U » 7 WKL T —4 A L F—T = A
ADYIY 7 IRIEL R TE L X 012720 £ L, BUE, FXOSEHILREENT
T, MY I RENT v T THDHRY A U F =T oA ZIT v FIRREIT
W E£4, Firepower Threat Defense 7 7'V 7 —3 a3 o A U F —7 = A ZADOEBRIRRE
LB S EH A, Firepower Threat Defense 7> b D [RIHIN 72 G5 1E, 72 & 21X,
Firepower Threat Defense 7 7"V 77— a3 U BNERICA VT A VTR DRI, T—
DA B—=T A APYERRNTT v 7IRRBIZ72 572V . Firepower Threat Defense
DY x v METUBIEEND LIES K ORIET v IREO F FI22 5 /iR &
NET, 1Ty FOBE, ZOREBOAR—BIZLV ATy PR e YT
INBZENHY EJ, ik, Firepower Threat Defense 23LBLCTX 5 L H 1272
BHENZHM L— 2 B3 Firepower Threat Defense ~0 k7 7 ¢ v 7 OE(E Z BIGT 5
ZERBHDDTT, ZOWREIZT 7 40 P TELICR > TH Y . FXOS D
THRARAZT LA TEET,

GE) COREIE, 2 TALY T AT A ALY A ETZIT Radware
vDP 7 =t L—# %Z{i {9 % Firepower Threat Defense TiXH R~ — k &L
FH A, ASA TIEHAR—FShTVEEA,

HTH/Z8 5 X 37z Firepower Chassis Manager [H[fi : [Logical Devices] > [Enable Link
State]

PIF/ET XN 72 FX0S =2+ K : setlink-state-sync enabled, show interface expand
detail

AT FIAAE A
A5 O FMC & L 7=
Firepower Threat Defense
WIEDNNy 7T v T &
#oo

29.1

Firepower Threat Defense =2 7 F A » A X L AT FMC N> 7 7 v F/HE LY — /b
M TELXL 2120 E LT

HHVZEE S 7~ FMC B - [ A7 & (System) ]>[Y—/b (Tools) 1> [/3v 7
7 v 7/t (Backup/Restore) |> [EEEXIRT /SA 2D /3y 77 7 (Managed
Device Backup) ]

B/ W X7z Firepower Threat Defense CLI =2~ > R : restore
PR —hENDT T >~ b7 F—2 : Firepower 4100/9300
CGE) Firepower 6.7 23 AEE T,

#ET 12 |}
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TA4—L
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AR

INTARE R
T AL

2.8.1

AT FIA VAR REFER LTI TAZEERTEDL LT LT,
Firepower 9300 TlL, 7 ZAXNDEKEEY 22— /U1 DDA T FA VAKX A
EEODDLVERDET, X2 VT 4 VRV 2 VD BB T
FA VAR L AT FARGEMT DI LIXTEERA, VITRAXA VAKX R
TR X 2V T AV a— A EF Yy — VT ARSI S 2 L AR
LET, 2720, REISLT, WAL7 T AFZNITEZ S Firepower 9300 & % =
UT 4 Y 2—/V XA T FE] L Firepower 4100 ET VDAL TF A VAL A%
BESHE, —HSE5Z2 R TEET, RIL Y T ZXHZNT Firepower 9300 & 4100
DAVAR LV ABRESEDLZ LITTEEEA,

/A E S fza~ 2 R @ set port-type cluster
GE) Firepower 6.6 LARE S 02 T9,

FDM T® Firepower
Threat Defense @ 78—
~

2.7.1

%A 7 4 7 Firepower Threat Defense f > A ¥ A% L, FDM & &2 FE T
XHLHRVELE, 2T T A AZ LV RAFYR— PSR THWERA,

HH/ZEE Sz~ R enter bootstrap-key MANAGEMENT _TYPE. setvalue
LOCALLY_MANAGED

G¥) Firepower Threat Defense 6.5 LA 234022 CT 9,

HoarsF AR
2 AD TLS Kb T
7T L— g

2.7.1

Firepower 4100/9300 ¥ ¥ — 3 EOEH D a v TF A v A X A (kK 16 i) T
TLS B BALT 7T L—ya By AR—hSnb L9270 £ Lz, LA, £
Va—Ntxa T 4TIl o0ar Tl A AR AZK LTDOR
TLS B EALT 78T L—2a v 2 /AMNCTHIENTEE LI,

BLNA AL AT, ZOBRERT 7 4V P THRIC 2> TWET, 72721,
Tyl T —RZLoTHEGFEOA VAR L ADT 78T L—2a UBEINIRD
ZEiEHn A, VT, enter hw-crypto K IZ set admin-state enabled FXOS
av REFEHLET,

LU FXOS CLI =+ > K : enter hw-crypto, set admin-state
HIFR & 4172 FXOS CLI =< > K : show hwCrypto, config hwCrypto
HIB% X417z Firepower Threat Defense CLI =~ > K : show crypto accelerator status

GE) Firepower Threat Defense 6.5 LARE S BT,

Firepower 4115, 4125,
L4145

2.6.1

Firepower 4115, 4125, B X 4145 A SVE L7z,

GE) ASA 9.12(1) B HEETT, Firepower 6.4.0 121X FX0S 2.6.1.157 23 L8 T

‘j_o

ERINTcavr NEIbo £8A,
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HRER TIv b | BEEIEER
T+—L
)1)—2
Firepower 9300 SM-40, |2.6.1 300X T 4 TV 2— b, SM-40, SM-48, FLUNSM-56 2NEA S E L
SM-48, I XU SM-56 7o
OYR=k GE) SM-40 5 1 1Y SM-48 1Z1% ASA 9.12(1) A4 E T, SM-56 121%, ASA
9.12(2) B L UFXO0S 2.6.1.157 B ETT,
T R_RTOEY =—/WZiL, Firepower Threat Defense 6.4 35 . T8 FXOS
2.6.1.157 BMLE T,
EoREIN-a~<r NIdbo £HiA,
ASA B L Firepower |2.6.1 ASA 3 X OF Firepower Threat Defense #7731 A % [ U Firepower 9300 - C /&b
Threat Defense % [7] U TELEOIEE L,
i I
Firepower 9300 DHI0>F GE) ASA 9.12(1) S4BT, Firepower 6.4.0 12 1% FXOS 2.6.1.157 28 4B T
Va— )L TCTHAR— kK
R
EEasnza<ry Kb £8A,
Firepower Threat Defense | 2.6.1 Firepower Chassis Manager C FMC NAT ID # & ECTZ 25 L 9127e 0 £ L7z, LAAl
T—=hA LT v TRE IZ. FXOS CLI % 7z1% Firepower Threat Defense CLI PN T 7 NAT ID % #% & T&
(22T, Firepower F L, BHIT, V=T 4 V7 ERIEOR T OB TH GO IP 7 K LA (R
Chassis Manager 'C FMC F—ft&) BDUETT, FMCHNT XA ADIPT RLAZIBEL., 7731 AHNFMC
DNATID ZRETE D DIPT RLVAZRELET, 7270, IPT RLAD 1 2OH B> TWDHGE
Loy LT, (V=T 4 > T HOR/NERE) 1%, A OIBIE A2 AL L CIE LV Vg
F— R T D0, HEHROMMIC—EDONATID ZHET 24 ELH Y £,
FMC 36 X O A 2Tl WIHIBEROFGE L KRB EZT O 72DIZ, BErF—FB LW
NATID (IP 7 FL A TiE7e<) A LET,
B LV R S L2 HEE
[Logical Devices] > [Add Device] > [Settings] > [Firepower Management Center NAT
ID] 7 4 —/V R
EVa—lEFa)  |261 INT, BEVa2—WEXFa T4 2P O0NTNNOILT T AV AKX R

T T DNTI
7@ Firepower Threat
Defense = > 7 F A A
K ATPH SSL /~v— R
7 T L—
va ¥ R—k

WKL TCSSLAN— R =7 72787 Lb—2a v Z2HNcT 2L TE5L91C
ROFELE, oar T A AX AR LTSSLAN— Ry =27 7787 L—
a TN IR S TWETH, XA T 4 T A U AZ L RZIFADITIe>TVE
9, FEAMZ DWW TIE,  [FMC Configuration Guide] ZZ R L T 72 &0,

B/EFE Sz 2~ > K config hwCrypto enable, show hwCrypto

#ET 12 |}
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HEF AR

Hhe4 TIv b | BEEIEER
T+—L
Jy—=x
Firepower Threat Defense | 2.4.1 H—DtXa VT 4= VU ERITEY 22—, FE L Firepower Threat

D<IVTA L AHE A
Hne

Defense 2T F A VAKX VARG DEBOGGET NA ARERTEX 5 X 512720
F Lz, DT, DX T4 T T 7V r—vab A VARV AEREBATE S
Tl RAT AT AL AZ A G &EfETR— NS TWET, Firepower
9300 DA, —HBDEY 2— IV THRKAT AT A VAR RAEFHL, tOEY 22—
NTEHar T A VAR AERERATLZ N TEET,

FHR I BEA X — T = A ADOMEHEFHREIC T 5728, FXOS T VLAN 71 >
H—T oA ZAENER L. BEHDOA LV AZ AT v B —T oA A5 HT 52
ENTEES, av T AVRZ U AERRBTL5A. B0 Y Tohiviz CPU =
T OEFRET HHLENRSH Y £9, RAM T2 7 OEITHE-> TERJIZEID 4T 5
N, TAATVEREIIA LV AZ AT LIZAGBICRESNET, Z0) YV —2E
HAEFHATDLE, BA VAR ADNRT p—< AEEE D AL~ A X TEET,

2ODEBD Y v —TaArTF A VAZ U AEFEHL TN, TXA TV T ¢
EHERATLZENTEET, ZEXE 10HOA L AZ L RAEFRFOV Y — V% 2
SFEHATLHEIE, 100N, TXA TV T 4 XTEERTEET, 7T R
ZY T IFR— FERERE A

GE) NITFA AL ARGREIT, IR £T ASAS LT Ay
TEXARN T—RIZBPTOET, v F a2 TFA N = RTiE, B
—DT TV =2 a v A AR ARNR=T 4 a ALSIVE T,
VILTFA AR ARERETIL, ML LTy T A AR R B
TEET, arTFA U AZUATIE, ~N—RU V=205, @5l
OREFREEL, R0 Y o— R EROY 7 s =TT v T TF— B
& O Firepower Threat Defense D 7 WERED VAR — N3 AIHETT, ~ /b
FarsFx¥AME—RFNTIE, EHY Y —RAOEBNT T, FFEOTT v
N7+ —ALTEVZDarTx* A MW AR— K TEET, Firepower
Threat Defense TliE~/LF a7 F A M E— RIFEHTE EHA,

GE) Firepower Threat Defense 73— 3 > 6.3 LIRS BT,

HH/ZE T & 7= FXOS =< > K : connect Firepower Threat Defense name, connect
module telnet, create bootstrap-key PERMIT_EXPERT _MODE.
createresource-profile, create subinterface. scope auto-macpool. setcpu-core-count,
set deploy-type. set port-type data-sharing. set prefix. set resource-profile-name.
set vlan, scope app-instance Firepower Threat Defense name, show cgroups
container, show interface. show mac-address. show subinterface. show tech-support
module app-instance, show version

PR/ Sz FMC B

[T/31 X (Devices) ]> [T/ 4 REH (Device Management) ]>[#®& (Edit) ]
TAary>[A4vB8—T 4R (Interfaces) 1 ¥ 7

B #ETsqr



| #7142

we7r 1 20BE [

HEEA TS5y b | #EEER
TA4—L
J1y—=
ASA FHEET XA AD b |24.1 ASAZETHEXIC, hT VAT LU MNERIILN—T v RE— FEIRETX
SUART LYk E— HEHTHEYEL,
FREAOY = b HR/EH S -2~ R : enter bootstrap-key FIREWALL_MODE, set value
routed, set value transparent
7T ABEIY 7o 241 JIAZEIEY 7 DF 7 0 FTIE1272.00/16 %y T — 7 BMERENET,
H A K< A XA[BE/R IP ZITFXOS T/ I AXERHATAHALEIIRAY NY—V ERETEET, Vv —
7 RL A I, Yy —yIDBLRZr v MD (127.2.chassis id.dot_id) (ZHESWT, K=
= NI TAFRIEY 7 A B —T oA APT RLAZHEVERKRLET,
2770, —Eoxy FU—ZREBETIL, 12720016 N T 7 4 v 7 IINRNATEEY
o ZD=H, V—T3v 7 (127.0.0.0/8) BLUP</LFF+¥ A b (224.0.0.0/4)
7 KLU R&ERE, FXOSIZZ T AZHMHY 7 DI AZ K/16D T F v b EERKT
XHLIITFE L,
HH/EE SN2~ K : setcluster-control-link network
Firepower Threat Defense | 2.4.1 FXOS CLIT FMCNATID g% & T& 5 L 912720 £ L7z, LIAE, Firepower

T—h A NT v TREE
IZ2OWTClE, FXOS CLI
T FMC @ NAT ID %%
ETEDLHLOITRD F
L7,

Threat Defense CLIIN TD A NAT ID % E C& £ L7z, WX, v—7 4 7&
PREDH T ORI TH GO IP 7 R A CBgkF—f1 %) BMETT, FMC 37
INAAZADIPT RLUAZEFREL, 7A4xﬂmMC®m7va%?EbiT 7
FL.IPT RLAD 1 DOHBROI->TWNAE (w%74/&ﬁm@md£
) 1%, &API0EEHH _hﬁ%%ibeLm%ﬁ% ERGRT D20, Bt
DN —FE DO NATID {5 ETH0EEH Y £9, FMC B LOT /31 XA Tl
WP ER DFEGE & AREAT 5 72D, BEF—B X ONATID (IP 7 KL A TiX
7<) HEHLET,

PH/ETE Sz~ K @ enter bootstrap-key NAT_ID

ASA DY A ~E T T A
&) 7ok

2.1(1)

ASA 7 ZAZ T 5 & EHEID Firepower 4100/9300 > ¥ — > DA |
IDZRECEET, UNNLASAT 7Y 7 —2 a3 YNTHA MDD ZikiET D
BV E LI, ZOFH LWHEREIL, #IHPEAZBEIZLE T, ASAHRN TYA
FDZERETEX R o Z LITHEBRELTLLEEY, ¥, 1 MEAIZ TR XY
VT EOHBMNEEED DT DIT, BEME T 4 —~ U AT DO EN
GENDHASALTI() BLUFX0S2.1.1IC7 v F 7L —RT5 2 L A#HELET,

setsite-id 2~ RORLEEENFE L

Firepower 9300 £ 6 &
@ Firepower Threat
Defense &3 = — /LD
Yy —VRZ T ALY
N4

2.1.1

Firepower 9300 C Firepower Threat Defense D> ¥ —[6] 7 7 2% U 7 % Mk
TEET, RR6ODOEFV2a— Lzl T5IENTEET, LLAFE 620D
VXV TIODEY 2= VEMEMALIZD, 300V x =V T2ODEY2—/b
EEHLT, ‘K6 DOEY 2—NVEMAGDOEDLZENTEET,

#ET 12 |}
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74 —L
)1)—2
Firepower 4100 T 2.1.1 Firepower Threat Defense 77 7 A % TR 6 HDO Y v — % 7 7 A X TEET,

Firepower Threat Defense
7T ALY T DY
A=k

ASA 7 F AZ TP 161#
@ Firepower 4100 > % —

2.0(1)

ASA 7 S AZTERNI6HOY ¥y — %7 5 A TEXET,

Y OY R — b

Firepower 4100 T? ASA | 1.1.4 ASA 7 T AXTIRRK 6O v —2 %7 T AXTEET,

7 IAEY T DY

A—h

Firepower 9300 0 1.1.4 Firepower 9300 7% Firepower Threat Defense 77U 77— 3 Ty vy —Y N7 7 A

Firepower Threat Defense
TOYY—v NI T
27 HAR—R

ZV TP R—bTHLIICDEL,

WD a~<y FREHEASINE L7z, enter mgmt-bootstrap Firepower Threat Defense.
enter bootstrap-key FIREPOWER_MANAGER_IP. enter bootstrap-key
FIREWALL_MODE. enter bootstrap-key-secret REGISTRATION_KEY . enter
bootstrap-key-secret PASSWORD. enter bootstrap-key FQDN. enter bootstrap-key
DNS_SERVERS. enter bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower.
enter ipv6 firepower. set value. set gateway. setip. accept-license-agreement

Firepower 9300 L@ 16

fEd> ASAEY =2 — D
D G A )

7

1.1.3

ASA DY —U 7 T ARV IPEBLSNE LT, HK16 DEY 22— L&
WTHENMTEET, 2213, 16D ¥ —3 TIODEY2—LE2HEH L
D, 82DV ¥ —TT2ODEYVa—/VEMHALT, &K16 DEFY 22— /L&A
BPOEDLZENTEET,

Firepower 9300 [~ ASA
DYx—TNTTAH
vy

1.1.1

Firepower 9300 > ¥ — WO TXTDOASA X =2 VT 4 EVa2—V%E T T AKXk
TELE I ELL,

enter cluster-bootstrap. enter logical-device clustered. set chassis-id. setipv4
gateway. setipv4 pool. setipv6 gateway. setipv6 pool. set key. set mode
spanned-etherchannel. set port-type cluster. set service-type. set virtual ipv4. set
virtual ipvé =~ RZEALE L7z
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