B3 —TJ 14 RE

11l

s AU B =T A AZONT (1 =)

e A UH—T A AT HEBRFHELHOEFE 21 =)
A UH =T 2 ADHE (24 X—)
cE=H YT A A =T A A (35 3—2)

A H =T 2 A AD T TNV a—T 47 (38 2—)
e AU H—T A4 ADBIFE (45 =2—)

A 23— x4 XRIZDT

Firepower 4100/9300 > v — 3 (%, MBA L X —T = A A, 2T F 4 L AX 2 AHD VLAN
YT A2 —T 2 A A, BELWEtherChannel (ZR— h F ¥ R/) 4 F—T A A%&HHR—F
L E 9, EtherChannel DA > #—7 = A AZIX, RILFZA T DAL NA L EZ—T 2 A4 AEHK
Tl6fHED D EMTEET,

UNY—VEBAUA—TM R
VX —VEBA 2 —T = A XX, SSH F 72 1% Firepower Chassis Manager (Z 2 > T, FXOS
Uy —VOEBIERAINE T, 2O H =T oA AX, TV r—va VEBEORET N
A AZED Y TEHEBRIATDA L —T 2 A ANLSHES N THET,
ZDA =T 2 AD/NTA—=ZZFET HIZIE, CLINLEREICT HLENDHY £,
FIPT RLADEFHLBRL T EEN, ZOA 2 H— :ﬁ:4x¥fNVC®M$%meCH
TERRT DI, v — W VERICER L, BEA— MR LET,

FirePOWER connect local-mgmt

firepower(local-mgmt) # show mgmt-port

WP — 7 )V E 1213 SFP £ ¥ 2 — VD Sk STV 2 5550 mgmt-port shut =2~ & RA3E
ﬁéﬂfwé%éf% Ty —VEBA U — 7:4xi%@h EDFEETHDHRITERELT

AVE—TJ A4 REHE .
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B s—oz12547

\)

GE) VY —VEHA =T 2 A ATV AR T L= E T R— R L TWER A,

AR —T A RBALT

WA LB —T A A, AT FA L AZLADVLAN Y T A o2 —T 24 2 BIO
EtherChannel (AR— FF ¥ %/L) £ Z—T A XL, IROWNTNHIDZ A ST F4,

eData : BHEDT —HIMHHLET, T—H A X —T A A&iwilT A AR THAET S
ZlFTEERA, T, WMET AL AN N I T L= FS LT ORREET XA AT
WETHZLEFITEERA, T—F AL EF—T A AD T T 4 v 7 DFAH. TTO k
T 74w 7 IR OMET A ACRGET DI, HEA L H—T 2 ATy —V %K
JHL, BIOA 2 —T 2 A ATRAHAVLERDHY £9°,

» Data-sharing : #H OT — X IEHLET, 20T FA LV AX U ATORYR— S, =
NoDT—2A B —T A AF 1 DETIFEBORET A R/2 T FA VAR R
( Firepower Threat DefenseFMC /) THAETExET, KarTFH AU AZ AT, =
DALVE—T oA ZAELETAHMOTRTOAL L AR AL Ny 7 P L— R CilE
TEET, HA X —T oA RF, BRIV T T AV AX U AOEITHET S Z
EVRHVFET, WHA L X =T 2 AT, TV P TN—TF A NR—= A H—T = R
(FZoAXT LU hE—REREFNV—T v RE—F) . T4y b, RNy TA
VEHE—=T 2 A A, JTGARE FF T =A== I TIEYAR—FENFEHA,

m@m:77U7%V§V4VX$VX@&@:E%Li?O:m6@4V& T xA A
X, AR A MZT 7B AT 720121 DEIFEROGET XA ATHETEET, @
BT RA AN, ZDA o H— 7:41% LT, AV Z—T A ZA&HTHh0HET
NARLBETHZEIEITEETA, KT A AL, BHA VX —T oA A% 1D
PTEIDYTHENTEET, 77V r—va EERICL T, T —4% 1>
B =T A ANLEBRERNITEET, L, T—FEHEENNC LR THEHATS
TENZNGETYH, A VX —T oA R imBlT A AZH VY THLERH D F
7

)

CE) BEHALVH—T oA RAEERTLH L, WMBLT A ANFEE L E
T, 72 20, el/l 226 el ICIAIEE TS &, HET A AR
FRES L THLWVEENEH S ET,

* Eventing : FMC 7 /31 A Zffi[f} L 7= Firepower Threat Defense D& 71 > & U EBA L & —
TxARAELELTHEHLET, ZOA ¥ —T =4 AEHEHTHITIE, Firepower Threat
Defense CLI TIP 7 RL AR EDNRT A —=Z 2B ETLHMERHY £F, T2& 21X, 4
Y (WebA N R E) InBEILNT T 4 v T w5 ﬁf%iﬁoﬁm_owfi\ﬁﬁ
JZ‘/5’—T%EE77°/I) FEZZH LT 7EEW, Bventing £ ¥ —7 = A AL, INBARA MZ
JBAT DD 1 O EITEEOF @7%421#ﬁfgifomﬁ?ﬂ4xi*®4
V5H714X%ﬁbf4/& T2 A AT HMOMET SA A LWETH I LIX

. AUB—T A REE
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TXFHA, BOBEHHAOT—FA L X —T oA AERETIHELSIT. MDA AV
H—T 2 AEFHTEEEA,

\}

GE) K77V Tr—var AVABADA A M=)V, AEA —
PRy P A =T =2A ZAREND B THONES, 77V r— 3
YIIANY M A E =T 2 A R LGS, RBEA U F—
T A AFEHEL T ORRERIZR Y £,

Firepower # show interface Vethernet775
Firepower # Vethernet775 is down (Administratively down)

Bound Interface is Ethernetl/10
Port description is server 1/1, VNIC ext-mgmt-nic5

 Cluster : 7 7 AXALENTZMGEET A AD T FAXGHIEHY 7 L LTHERLES, 774
JVRTIE, 7T AZHIEY 71248 FDOR— M F v 3L BICHBIWICER S ET, 7
F AKX A 71X, EtherChannel f > % —7 = A ADHLTHR—NENET, w/ILF A%
BRI FGARY U TDOYE, TNAABTY TAZZAATDA B —T A A [T
HZEIETEERA, K7 TAXNIEDO 7 ZAXEHNIHAY 7 2 FERATTEH LT, 7
< A 4 EtherChannel {Z VLAN "7 A #—T =24 A% BINTE&ET, FTARAFA L H—
T2 A AIYTA L H—T oA ZAEBINMLIESGE, TOA LA —T 2 ZAEFAT 4TV
FAZIIEATEEFEA, FDMBLOCDO L7 T AZ Y v TR R—F L TWEHE
Mg

\}

GE) ZOETIE, FXOSVLAN 7 A v H —T 2 f ATOWTORHHALES, FID T 7 U & —
valrNTHT A ¥ —T =24 ZAEEBNERTE 9, sEMIZ OV, FXOS A 4 —
T2 ARET TV r—ar A B —TxA X (53—=2) #BBLTLITEEXN,

AL RTRUERE T TAZERMTCOFIDBIPNASAT 7V r—yav D X —T A
AZA T OHR— MIOWNTIE, ROXEZSRLTIZIN,

AVE—T (A REE .
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FI)r—ay F—A T—4: |T—42H% |FT—4H EHE ARV | 9ZRE | UFR
HIJ4>Y | F BT: 497 (Eventing) (BhaChamd | &2 - YT
82—z 18— D#H) 18—
4R T4 R T4 R
FTD b S < I — — — =t it >t it — —
TRy R
AT 47
A LAK
VA
22K |t it i it i it I it i it I — —
Tnay a
T A
VAR
A
7T A% |5t — — — it hits *it Iits *it Iits —
XA T4 .
N (v —
Zﬁ;x P
- = 5 B
D
FheChame)
7T AL | R — — — >t it >t it >t it >t i
TTT | (s
f;xa P
- 2 2 i ff]
)
FhaChand)
ASA 2R K| Xt — — — >t hi — >t hi —
TRY R
AT 47
AL AK
VA
75 AR |/ — — — X I — X I —
AT 4 (25—
ZJ;Z LT
A K BLH
D
BhaChannd))

| IR APERS i
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FX0S 1 > 2 —

XOS A v 8—JxAREFTUr—vav1v8—7242 ||

TJIARETT)r—23 o403 —T(4 R

Firepower4100/9300 1%, A v X —T = A A, T F A L AZ L ADVLANY 7 A X —
7 x4 A, ¥ LW EtherChannel (AR— hF ¥ R /V) A F—T = A4 ALK A —HF v K
REXERLES, 77V r—2aNT, KVEWVWLRLVOREELITWVET, 72L& 21X
FXOS Tl Etherchannel DA % {EX CX F£3, =7ZL, 77V —Ta v HNOD EtherChannel Iz
IP7 RLAZED Y THZENTEET,

B a LTI, AV E—T oA ADFXOS T 7V r—=3 g9 U OHEHEIZ DWW TEA L
F9,

VIANHY TA 8 —T (R

FTRCO/ITANA AT, 77TV r—2a VI VLAN Y 7 A v 2 —T = A4 ZA%{ERT& £
7,

AR RTRE—RDaAL T A VAR ADYRADH, FXOS TVLANY 7 A & —7 =
AREERTHZELTEET, SATA LV AZ AT TRAZX, VTAZEZAL T DA H—
T2 A AERNT, FXOSDY T A v Z—T =2 A% Y R—bhLEHA, 7TV r—3a U iE
OV T A B —T A AL, FXOSHIRORIRIZIT e A, VYT F—T A A%AE
BT AN —T 4 T VAT LOHERIE, Ry NT—ZBABIOEAREICL > TERARD
FT, LEZE VTA U E—T oA ABLAETHITIE, FXOS TH T A ¥ —T =4 2% AE
T oM NH Y £, FXOSH T A v Z—T 2 A ZAZBETHE 9 1 oD F U ATiE, |1
DDA B =T 2 A A LDHOY T A BZ—T 2 A AT N—TEHEDA L AK AT Jwé
TEd, 2218, AV AF L ZAATVLAN2-11 &, A AZX 2 AB TVLAN 1221 &, A
» AH A C T VLAN 22-31 Zf#H L Port-Channell 25 & LEd, 77V r—ra W
TINGLDOHTA L Z—T A AZERT 256, FXOSWTHEIA v & —T7 = A A& HHFLE
T, ZhEBEO LETA, 2O F U FEEIT H300FEICONTIEL, RO E SR
LTLEE,

AVE—T (A REE .
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B osqos—ozaze7T7ur—vavq08—924%

1:FXOSDVIAN E QY TFTFA VREVADT FYr—ay

Scenario 1 (recommended)

Port-channeli

FXOS 22

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 2 (not recommended, worse performance)

Port-channeli
Data-sharing

FXO0s
Application

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 211 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 3 (recommended, but lacks EtherChannel redundancy)

Etherneti/1 Etherneti/2 Ethernet1/3
Data Data Data

FX0s
Application ‘ | ‘

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

U=V ET TV — 3 DEIT LA VB2 —T T4 ADIREE

BHE =TTV = a Dl T, A =T oA A AIBIOESICTEE
T AV H—T A AZEEIEDITE, WTOARXVL—T 4 VT VAT AT, /X —T=x
A AEHINTHEUNERHGDET, A X —T oA ZAOREIZFEBNCHIEI SN A8, v —
VET TV = a Y OBTAR—ENRET LR 7,

TV r—a b NOA B —T 2 A ADT T 5 )V FOWREEIX, A v Z—T 2 A ADZA TSI

Lo THRARYET, 21T, WA X —7 A A 7L EtherChannellX, 77V 7r—33

. AB—D A RAEH
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IN—FKHO T 7 INLINARTF .

YINTIET 74V BTN > TWETR, T A X —T A AET 7 4V N THEIZ
o TWET,

IN—FKOT T INANNARF

Firepower Threat Defense T, Firepower 9300 35 X 1V4100 > U —XDFFEDA 4 —T = A A
EVa—VEFEHTLHZET "= R0 =7 N RZRERBEAHICTEET, N—Rov=T
NANRZNI AFERFC N T T4 v VA TA 2 A B =T = A A XTRTHNSET D Z &
iR LET, ZOMRRIL. V7 MU= T ERIEIANA— RU = T REORAERIIR Yy NU— T H
AR DI TE £,

IN= R =T A XA EREIL, Firepower ThreatDefense 7 7'V 77— a VIN TR E S NLE T,

INHEDA U H =T 2 A A% N—R7x2T NANZAXT L LU THAT2LETH A,

ZH 6L, ASA & Firepower Threat Defense 7 7'V 77— 3 U O FIZHOWTHETE DA > & —
T2 AL L THEHATEEST, "RV =T7 XA ARNRAFEDOA L E—T oA AT V—I 7
7 h A= FMHICRETDHZEIETERNWZOFERELTLSEIN, N— R =T /A3 BhE
AT 512X, AA— b % EtherChannel & L TRRE L2V TLIZEV, £ 9 TRWEEIEX, 2
NHEDA L H—T oA ZALBEDA H—T = A A F— KO EtherChannel A > /3L LTEH D
TEBTEET,

N R =T NARZPA U TA T THN 2o T 5E. AL v FONA RANR R
MZRITSINE T, AA v T O T —BRRE TAA RARENKIE LTZGETX, B S A X2
MWHEIZ2D £,

\ )

6=

NEEA,

N— R = T84 XA (FTW) 1, VDP/Radware 72 & DY— KX—F 4 7 7Y fr— 3 0%
FHLIEY—ERXF = A =2 7121 A h—/L &7z Firepower Threat Defense TILH A — h S

\)

GE)

LRV TLZE N,

FCA T4y MIHLT AR =27 N RRABIOY 7 27— FOIREZ AT

Firepower Threat Defense (3. A FDOEFALDREEDFR v hT—7 T2 — DA L H—T = A
ARTTNAN—RT 2T NANZ FYR—FLET,

* Firepower 9300

» Firepower 4100 > J — X
INHDETATER—=FINTWVDN=RT =T NANZA Xy NT—2 TV 2 — VI
DERY T,

* Firepower 6 7"— h IGSXFTW R hU—2 £V a— /L U7 NVUA R
(FPR-NM-6X1SX-F)

AVE—T (A REE .
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« Firepower 6 78— h 10G SRFTW X NV —7 £V a—/L 7NV TUA R
(FPR-NM-6X10SR-F)

« Firepower 6 78— F 10GLRFTW X NU—27 £V a— /L VTV TA K
(FPR-NM-6X10LR-F)

* Firepower 2 78— ~ 40G SRFTW v U —27 £V a—/L U 7N T A K
(FPR-NM-2X40G-F)

* Firepower 8 "— bk 1G Copper FTW % v h U —2 EV a2 —)L VIV TA K
(FPR-NM-8X1G-F)

N= R =T AL SR TR TFOKR— b X7 OREHTE £,
c1BLU2
S3BLU4
S5B L6
cTBLUS

xRk JL—L HiER—Fk

Firepower4100/9300 % — 1%, 77 4/ h CHMC > TND P v v B 7 L— Ak HHE— b
L E7, Firepower4100/9300 > ¥ — NI A V' A M=V ENTRHFEDIHEET A AD Y v LR 7
L— A B R— hEFINCT DT, GREET A ADA V¥ — T = A A58 MTU OF%E %
MR DR H D £,

Firepower 4100/9300 > ¥ —> D7 U r—3 a3 » THER— F SN TWAERKMTU IZ, 9184 T
‘dAO

)

GE) Vx—UVEBA AT oA AF T X AR T L— L EYR—F L TVERA,

HEA 3 —D 24 ADHLRME

A VAR VRE, TEIEFEEATDA =T oA A G TEET, ZOMEEZFEHL
T, WA 2 —T oA ADHHREZHI L, FReRxy NUV—7 OBAZYAR—FTEE
T, A F—T a2 A AEHETLLE Vr—VIFBOMACT FLAZMEHL T, ELWVA
VAR LA N T T 4w 0 EREEELET, 2L, A X —T 24 AT, Yy —THIC
TNA o NRBURKEIZRDTD, RET—TNANRKELLREZIENHVET (T
DA VAB AN, RILA L H—T 2 A A ETHEOMTITOL U AF A LERFETE
HRERHVET) , TOD, WHETEXBEA 2 H—T =4 ZAOFIZITHIRRH Y £,

BT —7 I T, %Y =L VLAN V7 A X —7 = f ADHEXEHAIZ VLAN 7 v—7
F—T IR LFET, HAKS00EDO VLAN 7 A v F—T = f AR{ERRTE F 9,

. AVA—T A RAEHE
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HA =T = ZDOEID B TIZROHREZZIR L T IZE 0,

Max. 10 shared interfaces per instance
Ethin1 12 13 14 115 16 1/7 1/8 19 110

| Max. 14 instances
B per shared interface

Instance 1

HEL A —T A ADRRA K+ TS5 F4 R

BRI T — 7 NV OIEEME Z EIZ T 512X, £BETHA v F—T =4 ADEETEBHRY V7L<
LET, bz, 1 >FI3EEOWEEA 2 —7 = A ATHK 500 fED VLAN %7 A >
BR—T oA ZAEER L, 2T F A L AZ AT VLAN 295ETx$9,

A B =T A A HHTLGEIE, PLRIEDOE NS DD BAR S DDNEICIR O FNEZ 1T L
£7,

1. il B —OBHOTOV T A =T oA AEEF L, A VAX AT N—T LRV T
AV E—T A 2Dy R LET,

el 2, RCHEDOA 2 —T = A A% T TN RNV 272D O KB 72 EtherChannel
% {ER L. Port-Channel2, Port-Channel3. Port-Channel4 D3>V {2, % @ EtherChannel ™
Y748 —7xAA (Port-Channell.2, 3, 4) A LET, H—DBOY T 12—
7z A FTHGE . WHE/EtherChannel A % —7 = A AL -3 HR OB D=5
TA B =T 2 A AEHETH L ED VLAN 7 V—7 7 — 7 )V OJEIRMEITER ST — 7 L
XU HENLTVET,

AVE—T (A REE .



1v8—Tz42EE |
B 25 25-—7z120~2r 759712

H2:5E: BE—DEDYTAVE—T A RTIL—T&HE

Best
Port-channeli
Data
Subint. group 1
Data-sharing
VLAN 2-4
Subint. group 1 Subint. group 1 Subint. group 1
VLAN 2-4 VLAN 2-4 VLAN 2-4
Instance 1 Instance 2 Instance 3

A VAR AT N—TF LRIV T A v Z—T oA 2Dt v A LWL, (VLAN
ITN—780%) L0 DY YV —REZRETHERTEZ LICRBAEEELRH Y £4, 7=
L 213, Port-Channell2 BL N3 ZA L AZ LA 1 BLR2 LFT AL L HIT

Port-Channell3 B L N4 2 A L AZ A3 LHEFTEH (250 VLAN Zv—7) O TIE7A
<. Port-Channell.2, 3. BLXW4 %A 2Z 21, 2. BLO3 L4H (150D VLAN Y

/1/‘_70) L/ij—o
3:BIF: B—OHROEBDY TA U E—T A AT IN—T&HE

Good (uses more resources)

Port-channeld
Data

Data-sharing
VLAN 2-4

Subint. group 1 Subint. group 1 Subint. group 2
VLAN 2-3 VLAN 2-3 VLAN 3-4
Instance 1 Instance 2 Instance 3

2. W@ BOBTYH IS L —T oA A EHELET,

7= & 21X, Port-Channel2. Port-Channel4, 35 JTFPort-Channel4 Ti72 <, Port-Channell.2.
Port-Channel2.3. 35 J OF Port-Channel3.4 Z3:F LE9, ZOFERAFIEERR CEOY T 1
B —T oA ADRHELATH LY HLRITH Y T, VLAN Zv—752FHA LT E

TO

. AUB—T A REE
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510 9—71 20ER%R05 [

4:%8E: EROBRDOY TS 2—T (A REHE

Fair
Port-channeld Port-channel2 Port-channel3
Data Data Data
Data-sharing )
VLAN 2 Data-sharing Data-sharing
— VLAN 3 VLA_[\_I___4__

Instance 1 Instance 2 Instance 3

3 E fHx0fA 2 —7 24 (WFLE 721X EtherChannel) Z3FH L £,
ZOHEE, BLEL OEBET T o N BEHRALET,
R5RE - BAVI—TzAR&HE

Worst
Ethernet1/1 Etherneti/2 Ethernet1/3
Dala-sharing Data-sharing Data-sharing
Instance 1 Instance 2 Instance 3

KBEA 3 —T A AQOERRRDHI

A Z =T =2 A ADHAT LILRMEDHNZHSONT, UTFORZSZRL T ESW, BLFDvFY
HE, TR_RTDOA L AX A THEINTHWDLEERHAD 1 >O¥E/EtherChannel 1 > % —
TxARE M TXATEVT 4 THEHTLIEHOY A =T A 252585 15D
¥)¥/EtherChannel f > ¥ —7 = A4 AZHEHLTWAH Z & &RFfEE LTWET,

e & 2:3 DD SM-44 % Aifi 2.7 Firepower 9300 DY) B/EtherChannel A &4 —7 = A A & A
AH A (12 %—)

« & 3:3 D0 SM-44 % i 2 7= Firepower 9300 LD 1 DOBDOY T A L HZ—T =2 f AL A
AL A (14 =)

* & 4:1 20D SM-44 % ifi 2.7 Firepower 9300 DY) B/EtherChannel f &4 —7 = A A & A
AB A (16 =)

« &£ 5:1 20 SM-44 % ifi 2. 7= Firepower 9300 LD 1 DOBLOY T A L X —T =2 f AL AV
ABZ A (18 =)

AVE—T (A REE .
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3 D SM-44 & firepower 9300

18—/ REE |

WDFIL, MFLA v Z— 7 = A A F 7213 Etherchannel O Z & il L TV 5 9300 D SM-44 7 & =
V7r 4 &V a—VZEHEINET, Y TA =T oA ARRTNIE, 1 X —T =1 2Dk
KEDBHIRENET, S50, BEROWMIEA 4 —T7 = A A2 LEFTHITE, BEOYT A~
B =T A ZAEFHTHED EELOEET—T NV VY —REFHLET,

ESMA44ET a2 —E, KR4 DAV AZ L AV R—FTEET, 4V AX AL, HIR
WIZIN D A MBS U TE Y 2 — LRI TR S E T,

% 2:3 D0 SM-44 % {i Z 1= Firepower 9300 ) #)32/EtherChannel 4 3 — 27 T A REA VA RA VR

BERAUA—Tx | HEAVE—T x4 |41 VREVAH EET—JILOFERE
4R 3 (%)
32: 0 4 16 %
<8 A AB A
*8 A UAH LR
-8 A VAHLURS
-8 C AV AB LR 4
30: 0 2: 14%
.15 A VAL VAL
.15 Y )
14 : 1 14 : 46 %
<14 (1) A VARB AL A R
XA 14
33: 3: 33: 98%
<11 (% 1) ° 1 A VAB U AL-A A
<11 (% 1) o1 Aol
. A VAR A2 A
<11 (% 1) ! igyi; 121~
A AR LA A
A KA 33

. AUB—T A REE
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BERAA—DJz | HEAVE—T 4 (A VAREZ VA EET—JIILDFERE
4R x (%)
33: 3: 34 - 102 %
<11 (%1 °1 e A VAR AL-A A |FFA L2
A
<11 (% 1) 1 Fer
o1 A VAE AL
12 (3% 1) AHM AR 22
e A UAR L RA23- A
A B A 34
30: 1 6: 25 %
+30 (% 1) A UVARFUAL-A A
B A6
30: 3: 6 23 %
+10 (% 5) o1 e A VAB AL VA
)
<10 (%5) -1 e
el A VAB U A2 AR
10 (% 5) B4
A VAB LRS- AR
B A6
30: 2 5: 28%
*30 (£%6) e A VARV AL-A VA
HARS
30: 4 . 5: 26 %
12 (% 6) °2 A VABRUARL-A VA
)
‘18 (% 6) -2 e
A VAR LA AR
HARS

AVE—T (A REE .
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BERAA—DJz | HBEAVE—T A4 (A VAREZ VA ERET—JILDFERER
4R x (%)
24 7 4 44 %
°6 A UAR R ]
*6 A VRB D
*6 W FT
"6 e A UARK A4
24 - 14 : 4: 41%
12 (% 6) °7 A VAELAL-A VA
)
‘12 (%6) .7 e
A VAR A A VA
B A4

WDFEIT, B—OHWEA L X —T 2 A ALETH T A X —T = ZA&EHL TS 9300 E
DI3IODOSM-44EF 2V T 4 V2R ENET, =2, FUEBEOA ¥ —7 <
A AT T RTANY RT3 720 KEFLZ: EtherChannel Z {ERK L. EtherChannel D47 A o Z# —
TxA A LET, BROWEA L F—T oA 2T DT, ROV T A H—

TxA AT L0 bZ L OWET =TV U Y =X EEHLET,

% SM-44 EV 2 — LT, K14 DA LV AZ L AP R—FTEXET, 42X AT, HIRE
PICIND BB U CTEY 2 — A CHEl S E 1,

% 3:3D0) SM-44 % {#% Z 1= Firepower 9300 £ D 1 DDEDH TA VB —T A REAVAB VR

BERY IS 89— | EEYTA 42— A VARB VAR kT —JILDERER
JxA4R JzA4R (%)
168 : 0 42 - 33%
« 168 (4ea.) A LABR AL VA
A 42
224 - 0 14 : 27 %
«224 (16ea.) A LVAB VA VA
B 14
14 - 1 14 : 46 %
14 (% 1) e A UABR U AL-A VA
oA 14

. AB—D A RAEH
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510 9—71 20ER%R05 [

BERY A 8— BTS04 — A VRE VAR kT —JILDFERE
JxM4 R JxM4R (%)
33: 3: 33: 98%
o1l (% 1) 1 e AVAR AL -A VR
&A1
<11 (% 1) * 1
.1 A VAR LA A
& AR R
A VAR UAD A
AN A 33
70 : 1 14 : 46 %
+70 (5ea.) A VAR UAL-A VA
H oA 14
165 : 3: 33 : 98%
«55 (5¢ea.) 1 e AUVAR AL -A R
A1
+55 (5ea.) 1
55 (5 ea) .1 A ARB A2
ca. AH A2
e A VAR AR A
ALK A 33
70 : 2 14 : 46 %
«70 (5ea.) A LABR VAL VA
A 14
165 : 6: 33: 98%
«55 (5¢a.) °2 A VAB LA -A VA
o Z 11
+55 (5ea.) *2
55 (5 ca) .2 A VABLARI2-A v
ca. X& 2 22
e A VAR A2
AK A 3]
70 : 10 14 : 46 %
+70 (5ea.) A UVARU AL A VR

B 14

AVE—TJ A4 REHE .
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HERYIJA 2 — | B TA 02— AVRZ VR g T—JILDERE
TJxA4R JxMR (%)
165 : 30: 33: 102 %

+55 (5ea.) 10 e A VAB L AL-A VAR LR

55 (5ea) - 10 Forn

.55 (5ea) <10 A VABURI2-A

AL A 22

e A UARLRA23- A
A K A 33

1 D@ SM 44 % fig % 1= Firepower 9300

WDFKIT, WA X —7 = A A F 213 Etherchannel DAz L T 5 150 SM-44 i 2.
7= Firepower 9300 (2 SN E T, T A v F =T = A ANRTHIE, 4 ¥ —T = 2Dk
KEDBHIBSNET, SO, HEOWEA ¥ —T oA A2HETHITT, ROV T 1
B —T A ZMHTEHE0 B EL DEET—T LV V=22 A LET,

1 S0 SM-44 % i 2. 7= Firepower 9300 |%, K 14 DA L AZ U A Y R—FTEET,

& 4:1 D0 SM-44 % {i Z 1= Firepower 9300 D ¥)32 /EtherChannel £ 3 —J T A REA VXA VR

BERAUA—Tx | XAV —T x4 |41 VREIVAH EET—IJILDFERE
4R 2 (%)
32: 0 4: 16 %
.8 e M UAHF A ]
*8 WY )
"8 C A VRE LR
"8 cfLREL RS
30: 0 2: 14%
<15 c A VAFUA]
.15 WY )
14 1 14 : 46 %
<14 (1) A VARB AL A R

A A 14

. AVA—T A RAEHE
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FRAUA—D | HEAVE—T 14 |41V REVAH Bk T— JILDERE
1R A (%)
14 - 2: 14 : 37 %
<7 (% 1) -1 A URB AL A R
7 1) "1 FeAT
A VAR LA A VR
KA 14
32: 1 4: 21 %
*8 A AT A
-8 c A AB R
"8 c A VAHLRAS
"8 CAUREL RS
32: 2 4: 20 %
«16 (% 8) A VABUAL-A VA
<16 (% 8) (e
A VAR UARZA VR
B A4
32: 2 4: 25 %
*8 A ARB A
*8 A AB LR
"8 c A VAHLURS
'8 e A VARH U4
32: 4: 4 - 24 %
<16 (% 8) *2 A LAB LA A
<16 (% 8) °2 (e

A LVABRUAZ A VA
H R4

AVE—T (A REE .
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BERAVA—DJz | HBEA V=T |41 VRAVRH kT —JILDFERE
4R x (%)
24 - 8 3: 37 %
8 e VAK VAL
°8 e A VAB VA2
°8 e fLVAHLR]
10 : 10 5: 69%
« 10 (% 2) A VAEUAL-A VA
HARS
10 : 20 : 5: 59%
+6 (%2) + 10 A VAB A -A VA
HAR3
4 (%2) * 10
A VAR AL- AR
HARS
14 - 10 7: 109%
<12 (2e€a) e A VAB L AL-A VA |FFAI L2

BT

WOFIT, H—OFYEA L H—T 2 A A LTHTA L E =T 2 Z%EFEHLTND 1 DD
SM-44 % fifi 2 7= Firepower 4150 \Zi#EH S E T, 72 & 21X, RUEBEDOA » F—T7 = A A %T
TNy RVT 5 728 O KR 7 EtherChannel % {Ef% L. EtherChannel D% 7' A 4 —7 = A
AEHEAELET, BHROWHEA V¥ —T oA AEHET DI, BROV T v H—T =
EHEAT2L0 2L OERET—T7 N0 UV Y —RAEFHLET,

1 >? SM-44 % 2 7= Firepower 9300 |, fx K 14 DA L AZ L AP R—FTEET,

%= 5:1 D0 SM-44 %1 % 1= Firepower 9300 ED 1 DDHED Y TA VB3 —T 1A REAVARB VR

BERAY A 8— BT 04— A REVRAH kT —JILDFERE
JxM4 R JxM4R (%)
112 : 0 14 - 17%

¢ 112 (£ 8) A VAR AL -A VR

H A 14

. A B—D A RER
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510 9—71 20ER%R05 [

BERY A 8— BTS04 — A VRE VAR kT —JILDFERE
JxM4 R JxM4R (%)
224 - 0 14 : 17%
+224 (16¢a.) A VABRUARL-A VA
KA 14
14 - 1 14 - 46 %
14 (£ 1) A VABRLUAL-A VA
2 A 14
14 : 2 14 - 37 %
<7 (% 1) °1 A VAR AR
. BT
e7 (% 1) !
e A VAR LA A VA
2 A 14
112 : 1 14 : 46 %
« 112 (£%°8) A LVARB VAL VA
B 14
112 : 2. 14 : 37 %
«56 (% 8) .1 A VAR AL AR
. BT
.56 (% 8) !
A VAB LA A A
B 14
112 : 2 14 : 46 %
¢ 112 (%% 8) A VABR LA -A VA
KA 14
112 : 4 14 - 37 %
«56 (4% 8) °2 e A VAR AL -A R
B RT
«56 (% 8) *2
A VAR LA AR
H A 14

AVE—TJ A4 REHE .
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BERY IS U — | HEY T 42— A RBEVAH EET—JIILDFERE
JxM4 R JxM4R (%)
140 : 10 14 : 46 %
+ 140 (% 10) A VAR LA AR
H A 14
140 : 20 : 14 - 37 %
+70 (% 10) * 10 e AUVAR AL VR
VAT
<70 (% 10) * 10 e

e A VAR AL A VA
A 14

KBEAE—T AR )V—ADKRT

HRi& T —7 /L & VLAN 7L — 7 O Rt 2 F£R" 3 5121, Tshowdetail =~ > R& AL
scope fabric-interconnect £ 3, WIZfilZ R L ET,

Firepower# scope fabric-interconnect

Firepower /fabric-interconnect # show detail

Fabric Interconnect:

ID: A

Product Name: Cisco FPRI9K-SUP
PID: FPRY9K-SUP

VID: V02

Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision:

Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14

OOB Gateway: 10.10.5.1

OOB Netmask: 255.255.255.0
OOB IPv6 Address: ::

OOB
Prefix: 64

IPv6 Gateway: ::

Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:

FIDDA V540 vy b)Yy XAT—MrEYR—F

ATy MIUVALS Y EDRUCTDIIIZEMEL, 2004 2 F—T = A A% kT A
YRLU. BfEOXR Yy FU—Z 1A E T, ZOHREIC L > T, BiET 232y T —27 T
A ADEENRL TH, fEEDOR Y NTV—V BBV AT LAEAA VA= NVTHIENTEE

. AVA—T A RAEHE
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T, A TAAVH =T oA ATTRXRCD N T T 4 v 7 BEEFFICZELETE, 26D
AVHE =T 2 A ATZEEINTZTRTO NI 7 v 7, HRMIZ N vy 7EINRWED, A
YIA Yy FOAERICEEE SNET,

Firepower Threat Defense 7 7'V 7 — g CA T4 vy hEREL, V7 AT — M
BT B &, Firepower ThreatDefense |31 T4 > & v b A /_3—3 o 7% FX0S ¥ v —
VICHELET, Vo7 AT —MEZED, A T7A4 0 By bDA =T 2 ZAD 1D
PMEIELTESGA, Y —VIE AV FA L AV E—T A AXTDO2EBDA L F—T = A
A2H HECIEIE LET, EIELaA v F—T oA ARFHOEE T L, 2EHDOA V4 —T =
AZALHBWICEEBILES, 2FED, 1 OO F—T A ADY 7 A7 — MPELT D
L. VX —UIREOERIERIIL, EDOBICEDE THOA =T =2 ZADY 7 AT —
FEEHLET, 2L, Y —v0b U 7 A7 — FOEEPMMEREIND E THRRA4DD )
DET, EEREBORY NV TAAL 2T TENT 74 v 7 ZBERICHL—T 4 7T
LEIN—ERRESNTZETNOENF Y NT—ZBRETIE, V7 27— MafEidrc
T,

Y

GE) FCAYvIAEY MTH LT A—RT 27 SR BLRNY 7 27— NDOIGEEZ B
LN TL7E X0,

vE—7 14 RITHET HEFEFHELEFNER

VIANH IS A2 —T 4R

e RETII, FXOSVLAN 7' A v Z—T = A ZIZOWTORMHALET, FID T 7 U &7 —
varNTHTA U Z—T oA AEEBN/ERTE 7, FEMIZ OV TIX, FXOS 1 >
H—=T 2 f AT TNV =g =T A (53=) ZBRLTLIEEN,

cHTA U H—T A A (BIOBIA L E—T A R) ZarTFH AL AF L AIZOREND
BTHZEMNTEET,

A\

GE) avTF AL ARBURTHA L H—T oA ZAZE0 Y THEA.
277 L (JEVLAN) 774927 DH%EELET, #7721 b
T4 EBETVENIRVRD  BA =T oA AEEID Y
THRWTLTEEN, IITRAALALTDA L —T = A ADEE,
BALH—T oA REFHATHEITTEEREA,

HTAH =T 2 RIT = FEIT =G I TDA =T = X, BIOY F

ABBA T DA F— 71/1’Xf4j‘1‘°>*béihi*f JIGAZAL o H =T A ANZYTA
YH—=T A REBIMULTGE, EDA L F—T 2 AA AERAT 4727 7 AZIHMEMNT
T EHEA

AVE—TJ A4 REHE .
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B sz xcEysrssmELsnsn

CINTFA ARG LAY GAZN T DA, TS A F—T A X LD FX0S %7 A
VHE—T 2 AFY RN ENERA, 2L, ZTAXEEY T TR T A o H—
T2 A AMPR—FENTWDEED, 7T AXHENY 712135 H O EtherChannel 7213
EtherChannel DV 7 A VX —7 = A AZMHHTEET, 7TV r—va VEROY T A
B =T A AT, T—HALHE—T A ATHFR—FSINTNDHILIZERLTLES
AN

« %K 500 8> VLAN ID Z{ERK T £,

TS AT T Y =y a Y NCOROHREAETER L, A >4 —7 = A A0HE Y %4
THRFET BRI LT S0,

» Firepower Threat Defense f > 7 A > v MZ, 3T A ¥ —T =4 AL L
THITA L E—T 2 A AT HZ LT TEERA,

« T2 NF—NR—= YT ITK L TH TS v Z—T oA AT LG, FOHICH
HIRCOVTA L E—T 2 A AEFAERD T =— A — "=V 7 L L TOFHMN
HIREHEST, MOV TA v F—T 2 AT 2=V A== 7 L LT, —H
FREDT—HAA A =T A AL LTHERTAZ EITTEEREA,

T—AHEFALA I —T MR
AT AT AVARZLVATIET—FIEHA =T oA ZABFEHTHZ LIXTEER A,

HEHEA LT 2 A AT EDERKA LV AZ L ZE 14, T2 & 2 1F. Instancel ~ Instancel4
|2 Ethernetl/1 Z&|V ¥ CTHZ LN TEET,

AV AR AT EDRRKIEEA L F—T = 2% 10 72 & 21E. Ethernetl/1.10 /L T
Instancel (Z Ethernetl/1.1 ZE| D ¥ THZ LN TEET,

. AUB—T A REE
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Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
per shared interface

Instance 1

IV TARABTRT =2 HBFA L X —T oA REFHTHZ LIXTEERA,

T /S AT 7Y r— 3 Y NTORDBIRFHEHER L, A > 5 —7 = A 2OH Y 4
THFHET B PBCEEE LTS,

e hIUART LU N T AT U=V ET— RTINS, AT —FILHEA L F—T = A
AT A LT TEERAL

» Firepower ThreatDefense f > 7 A4 > v N CEIFAv T A X —T 2 AL LT
T—EIHA B =T A RAEERTHLIXTEERA,

T2 NA—=N= Y U I LT —ZWHA =T oA AEEHT 22 LIETE
A,

RIZHT B4 254ty LFID

A =T A A (BENOT VLA T 7 hAR— ) & Etherchannel D YR — ~, H
TA U H =T A AT HR—FINFEHA,

s VU AT — FOBEFR—FENET,

cFUAYTA Y MIH LT A= RY =7 XA RNZXABLIRY 7 27— NOEEEA
T L2 WTL P&,

AUB—T A REE .
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IN—FEHTF7 INL/ R

» Firepower Threat Defense % 7"— K, ASA DEFE DA L Z—T = A AL L THEHTEE
‘a‘o

« Firepower Threat Defense (31 > 7 A & &> N TOHN—RT =7 NA N ZHR—FL
ETO

e N— R T NANRNAHIGDA L H—T oA A% T L —7 T h "= NHICERETDHZ
LIITEEREA,

e N—RT =T NAINRA A H—T xA A% EtherChannel IZE D=V, "— KK =7 /A
SNRA AT 5 Z 13 T& £ A, EtherChannel Ti@H, DA X —7 = A AL LM
TEET,

e AN R T S SR R AT R R SR A,

cF/LAVTA Y MIH LT ARy 2T XA RZABIRNY 7 AT — NDIREERH
T L72WTL P&,

T4 EOMACT FLR

RAT4TAVREVRAIT

TT7HNVEDMACT RLADEIDYTX, A v F—T oA ADZA ST > THERY ET,
cWEA B —T 2 A A WA ¥ — T = A AL Burned-In MAC Address &AL 7,

« EtherChannel : EtherChannel D3E& 1%, TDF ¥ RV I NN—TIZEGFEND TR TDOAL X —
T2 A ANRFELEMACT FL2ZA LTS, ZOREIZ X - T, EtherChannel I3 > k
TD— 77V r—varta—WFH L TR I AT LY MIRVET, Xy hU—7
TTV = arRa—Ynb R 50131 SOmEEROLTHY, HrxDY 7Dz
LT LW T, R—h F¥ RV A F—T oA AL, T—IADHDO—FED
MACT RLAZBERALET, /X —Tx2A ADA L N—2 v 71X, MACT FLRIZiIE
WELEEA,

AVTFAVRZ D RAIT

T RTDOA L HE—T A ADMACT RLZAIEIMAC T RL A F—AnbBESNET,
P TA B =T 2 AT, MAC 7 RLAZFETRETHHE. DENELLThbh
HE91, MUHA VA —T =2 A LOTRXRTOY T A v H—T =2 AT—EDMAC T
FLAZEHLEST, avTF AL AR AL A —T oA ZAOHBMACT FL X %
ZHRLTLLIEEN,

T4 ADETE

T 7 AN NTIE, WA X —T oA R TBEHZ oo TWVET, A X —T oA AEHFHIZ
L. EtherChannels Z B LT, VLANY 7 A X —T = A4 ZZBIML, A X —T A X T
0T 4 BRE, TL—20 T N R—bERETEET,

—J 1M REHE
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\)

6=

MIBAL A —T 4 ADEKTE

A VB =T oA AEYHEOICEDB LI OESICT 2L, BIOAS v Z—T oA ADHE L
TaT VLI AERTETDHDIENTEET, A VX —T x4 AEFERTAHITNE, A ¥ —T =
A A& FXOS THHFRICE N L., 77— a U CiHBEMICENCT A LERH Y 7,

)

() QSFPH40G-CUXxM DA, HEI R I = —3 3 (3T 7 4/ F THICEICR > THE Y | )
IZT 52 LiFTEERA,

1R BHHIIZ

« §°CIZ EtherChannel D A L N—THH A U H—7 = A AIEAINEHE TE FH A,
EtherChannel {ZiBINT 2 H1IZ, BREZIT- T XV,

FIE

AT TN A H—T oA ZAF— FIZAD £7,
scope eth-uplink
scopefabrica

ATV T2 A H—T oA ABHAMMLET,
enter interface interface id

enable
B -

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

(G¥) TTCTICAR—= T ¥ RNVDALNTHDA L H—T = AIMERNZEFE T EHA,
K= FX¥XNDALNR—=ThHDHA X —T A AT enter interface 2~ NE 7=
% scopeinterface 2~ > REMHATLHE, A7 V27 MRFHELRWI EERTT
T—%ZTWY £3, F— b F ¥ RMTBINT SHAE1IC, enter interface =~ > K%
HHLTA v F—T = A ZREmET DLENH Y 7,

ATvT3 (LE) TV ARREZRELET,
set debounce-time 5000 {Enter a value between 0-15000 milli-seconds}

AVE—TJ A4 REHE .
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B 2= 5—oz1z08%

ATy T4

ATy TH

ATvT6

ATy T17

ATy T8

ATvT9

1 -

Firepower /eth-uplink/fabric/interface # set debounce-time 5000
(FTvay) AVE—TaAA AL THERELET,

set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

1 :

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data¥¥— "7 — KRBT 74+ /L hDOX A 7 TH, datasharing % 1 7i&, 27 FA L AX AT
DHYR—FINET, custer F—T— RITRIRLZ2NWTLZE, 774/ Tl 77 A
ZHHHY 73R — BT Rov 48 I HENIICAER S I E T,

AVH =T 2 ATHR—FINTWBEHEE, BHEixI vz — g U E2HMEEZITEEL
ij‘o

set auto-negotiation {on | off}

&1

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

A B —T oA ADRELEZRELET,
set admin-speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps| 100gbps}
£

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

AN B—=T 2 A ADT a7 Ly I AE—RERELET,
set admin-duplex {fullduplex | halfduplex}
£

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

T 74N OT7a—HlIRY —ERE LG AIR, A =T A AT TITEA STy
F9, FTLWRY O —Z2ER LTS E81E. FOR)V—2 A B2 —T o4 @A LET, 7
o —ffERY —DRE 33—) ZEMLTLIEEN,

set flow-control-policy name

&1

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

RIEERIFLET,

. AUB—T A REE
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EtherChannel (7R— k F v /L) DB .

commit-buffer

&1

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

EtherChannel (7R— k F %JL) DB

EtherChannel (AR— hF v R /L& BTN D) 1L, RICAT 4 T XA T EREEORKI16HD 2
VN B =T 2 A AT FHR I ENTE, RAICEELT 27 Ly 7 RACHET HLERH D
F4, AT 4T ZA FIIRIAS E721LSFPOWTNNTT, B2 47 @RELT7A47)
DSFPZIBESH L ZENTEET, FREOREWNWA U F—T oA ATHEZRIHET HZ
LIk TA v Z—T =2 ZDKE (IGBA Vv Z—T =2 AL 10GBA v X —T = A A7 Y)
RS ELZ LT TEEtA, Vo 7ENE#E~Y 2 a1 (LACP) Tik, 2203y hU—
7 TNA ARTY 7 BN e hav T —4% 2= k (LACPDU) #4AHd 52 Lizk-
T, A Z—T oA ARERNINET,

EtherChannel N D&Y PET — X £ 72137 — X HFA V4 —T oA AZ RO LI ITRETEET,

e TIT 47 LACPT v 75— b aeEEBL0ZIELET, 7277 7 EtherChannel (3,
T T 4 7 F£721%7%y 7 EtherChannel & #5i 2 WL CTX$£9, LACP b7 7 4 v 7 &
INCTBUENSDGEUINE. T2 747 T— FaERTILERDHY 7,

« > : EtherChannel (T IZA4 > TH Y. LACPIZfEHENEH A, [4 ] ® EtherChannel
X, Bl 4] @ EtherChannel D & B2t 2 ML TE £97,

N

G¥)  ®&— K% [On] 75 [Active] IZZEFE T 57, [Active] 2>5 [On] IZE ¥ 95 & EtherChannel 23 &)
TERBBICR D ETRR I BN D T ENH Y F7,

HTF =5 A VB =T 2 ADBRT I 7 4 7 T— FaPH—F LTOET,

LACP Tix, =—¥2 /- A L7 < Th. EtherChannel ~® Y > 7 O HENBINE K OHIBRAS K
ENFET, Fh, AT 4 X2 —Ta VORI, AN, U H—T = A AD
NIELWF ¥ RV T —F IR SN TWAZ RN F v ENEd, 4] £—FTIZ
AVE—T 2 AANT T LI EEZICT Y RNV TN—TNOARZ N, L H—T o A%
RTEY, #itar 7 FXal—varidFov 7z EhEtA,

Firepower 4100/9300 v — 73 EtherChannel % /£ 9 % & . EtherChannel % [ 2 1L
(Suspended) ]IRHE (Active LACP E— ROHE) F2iE [ 7 (Down) ]iKHE (On LACP
T— FOEA) 1220, WP N7 v 7L ThHmElT A RCEY Y THETEDEEIC
72 v ¥9°, EtherChannel |ZVR D X 5 7RI TZ @ [—K§fE1E (Suspended) ]IRBEIZ/2 D £,

* EtherChannel 28 2 % > R 7 2 VEHHEET S, ADT — X FI3EHA o X —T =4 AL LT
BinEhi

AVE—T (A REE .
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. EtherChannel (7R— k F v /L) D&M

ATy T

ATy T2

ATvT3

ATvT4

* EtherChannel 7287 7 A X D—F TH HimBT A ADEBE A ¥ —7 = A A F721Z Cluster
Control Link & L CiBIM&E 7=

s EtherChannel 287 7 A X D —i CTH DT NA ADT —H A L H—T = A A L LTEM
S, b1 oDy T T RIS LTWVWS

EtherChannel |ZFRFLT /XA R (2D éféif@ﬂ/ﬁbfib\ EIZHEE L TL 2 &V, EtherChannel
DFRELT A A B HIBR SN TCG G OB T A AR S V72551, EtherChannel 73 [—
REfE ik (Suspended) ] £/ [V (Down) 1IREEICE Y £7,

FIE

A B —T 2 A X F— REFIBLET,
scope eth-uplink

scopefabric a

R— FF ¥ X VEERLET,

create port-channéd ID

enable

AVNA VB =T oA ZA%ENY Y TET,
create member-port interface _id

FIUAT A THEATLXr T A TRRI6DA L EZ—T 2 A ZAHBMTEET, A 3—
AH—T oA AL, RICLHELT 27 Ly 7 RCRET HLERHY, ZOKR—FF ¥ RL
WCHELTEHELT 27 Ly 7 AL —HIHLIMERDY T, AT 4T XA T1ERI45 F7
1L SFP ODWTIINTT, BRDHEAT @EHT743) OSFPZRIESHEDLZ ENTEE
T BERORKEZNA U E—T oA ATHEZRSHEET LI LICLSTA U E—T = ZADE
B (IGBA v H—T A AL10GBA v H—T = A ARY) BIBESEDLZLITITEEEA,

1 -

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

ER) A F—TxzA AXATERELET,
set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}
1 -

. AUB—T A REE
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ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

EtherChannel (7R— k F v /L) DB .

Firepower /eth-uplink/fabric/port-channel # set port-type data

data¥— 7 — KRBT 74+ /L hDX A 7 TF, datasharing % 1 &, 27 FA L AZ AT
DHYR—bEINET, T74NVFORDVIZZOR— N TF ¥ %7 TAXEIFY) 7 L L
THEAT2HA LML, duster F—U— REBR LW TL &0,

= FX¥RNVDAN=TH LT v F—T oA AREERELET,
set speed {10mbps| 100mbps| 1gbps| 10gbps| 40gbps| 100gbps}

BELFEETCIERWA L NN—f X —T o f ZAEBINT5H L. B— FF ¥ R EFICSM
TExFEHA, 7 74/L M 10gbps T,

1 -

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

(EE) R=FF X RLDANR=CH LT 27 Ly 7 AR ELET,
set duplex {fullduplex | halfduplex}

BELET a2l YT ADA NN~ B —T oA ZAZBNTHE, B— N F ¥ XAVICERICS
mEnE9, 574/ b fullduplex T,

B -

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

AVH =T 2 ATHR—FINTWBEE, BHEixI vz — a 2 HMEERITEEL
ij‘o

set auto-negotiation {on | off}

B -

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

F—R L F— B U H—T 2 ZAD LACP R— bk F v R E— FERELET,
FT—FBLOET—FHHA =T = ADPE, T— RIXFICT 7T 4 7 TT,
set port-channel-mode {active | on}

1 -

Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

TN IO Ta—lflRY) —EMRE LG RIE, A VX —T oA AT TICEA ST
FT, HLWERY —%{ER LT EAIE. FOR) v —% A X —T o4 AZHEALET, 7
o —HERY —DRE 33 X—) ZHERELTLIIEEN,

set flow-control-policy name

AVE—T (A REE .
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B 77 or5cz0nanyTr0 58— 4 20EM

ATy 710

1 :

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

BEEZaAI v FLET,
commit-buffer

AVTFTFAVAZIVADVIAN Y T4 3 —TJ x4 XMDEM

ATy T

ATy T2

X — VIR K S0 DY T A v H—T 2 A AEBEMTEET,

NTFA AR AT TAEN L TDGE, VTR EATDOA L F—T oA AT A
B =T oA A BMNTHETTE, T—FA B —T 2 A A LDV T A B —T = A ZLY
R—hENFEHEA,

AVHE—T2AATEDOVLANID (F—ETHIVERDHV ET, a7 T AV AX L ANT
IZ. VLANIDIZEI D Y TOHNTZT R TCDOA v X —T 2 A ALK T—ETHILENDH Y £,
Bipbar T A 02— AZHEDETHNTHDHIREY, VLANID 2504 4 —7 =
AALETHFHATEET, ZEL, AUIDZEALTHNTH, V7 A ¥ —7 =4 AN
RO D MRG0 £,

AKETIEL, FXOSVLAN 7 A v F—T = A ZZHONWTORMBALET, FIDT 7Y r— 5
CNTH T A v B —T = A AEERNCAER TE £3,

FIE

fabrica E— RZBRIA L F 7,
scope eth-uplink
scopefabrica

1 -

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric #

PTG —=T = RTBMNT oA Z—T = A A AN LET,

enter {interface| port-channel} interface id

BB T ANA ZZED B THONTWDIWEA v H—T oA AT A X —T = A 2 %8
THIELEFTEERA, BOMOYTA L H—T A AREDETOHLNTWDEEE, £0BIA
YE=T 2 A ZAAERPED B TOENTOWRWIRYD  BILWYT A I =T = RAEBTE £
j‘o

. AVA—T A RAEHE
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ATvT3

ATvT4

ATy TH

ATvT6

307+ A VREVAOVANY T v a—T x4 20 [

Y TA L H =T oA AIT—HFEET X FEIATDA =T 2 A, BT T AH
BATDA B =T oA ATHR—FENET,

1 -

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface #

YT A H—T 2 ZAEER L £ T,
enter subinterfaceid

eid: 1 ~4294967295 TID #&E L £%, ZDID L. interface id.subinterface id @ X 9 (2
BA LI —T oA ADIDIZEBMENET, HEXE, VT4 ¥ —T7 x4 A% ID100 T
A—HFv M NIGEBNTE5HE, 2OV T A 2 —7 24 ZAID A —H %> b 1/1.100
W20 FET, FEEEZZBELTCHTHLIICHETDHIENTEETN, ZOIDIXE
VLANID £ RIUTIEH Y £ A,

1 -

Firepower /eth-uplink/fabric/interface # enter subinterface 100
Firepower /eth-uplink/fabric/interface/subinterface* #

[VLAN] &% E L E£7,
set vlan id
* [id] : 1 ~4095 O[T VLANID Z#%&E L £7°,

1 -

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 100

AVBE—T 2 A AL TERELET,
set port-type {data | data-sharing | cluster}
1 -

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data

F— B A B =T 2 A ARBI VT —FIHFAN L Z—T o ZADGEE XA T BA & —
T2 A ADZA TIHEIF LERA, 2T, T2 HEORET—F YT, F—T (R
ERETEET, 774/ bDH A 7L Dtata TY,

REERIELET,
commit-buffer

1 -

Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

AVE—T (A REE .
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Firepower

il

WIZ, A=Yy M1 EDO3OOVTA X —T A RAEAEKL, T—

/eth-uplink/fabric/interface/subinterface #

S =T 2 A AIRET DH 2R LET,

Firepower# scope eth-uplink

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

IL—9 Tk -

/eth-uplink # scope fabric a

/eth-uplink/fabric # enter interface Ethernetl/1
/eth-uplink/fabric/interface # enter subinterface 10
/eth-uplink/fabric/interface/subinterface* # set vlan 10
/eth-uplink/fabric/interface/subinterface* # set port-type
/eth-uplink/fabric/interface/subinterface* # exit
/eth-uplink/fabric/interface # enter subinterface 11
/eth-uplink/fabric/interface/subinterface* # set vlan 11
/eth-uplink/fabric/interface/subinterface* # set port-type
/eth-uplink/fabric/interface/subinterface* # exit
/eth-uplink/fabric/interface # enter subinterface 12
/eth-uplink/fabric/interface/subinterface* # set vlan 12
/eth-uplink/fabric/interface/subinterface* # set port-type
/eth-uplink/fabric/interface/subinterface* # commit-buffer
/eth-uplink/fabric/interface/subinterface #

TILDERTE

18—/ REE |

Vo

data-sharing

data-sharing

data-sharing

Firepower4100/9300 > v — > CEHT 27 L —2 7 U v 7 —T7 NV ERET HI21E, RO TFIAIC
PEWEd, TL—o0 TR =T NEENTSLE. 12D 40Gbps A— FORPDVIZ4-DD 10
Gbps "N — M A EILTE E£7,

1R BHHEIIZ

IN=RT =T RNANRZREDA B —T 2 A A% T L —2 T 7k R— NICHRETHZ LT
T&EHA,

FIE

ATV HLWTL—7 T FEERTDHICE, koavy RefALET,
a) — 7 NEEGTE— REBB L 9,

scope cabling

scopefabrica

b) TL—

770 bERERLET,

create breakout network_module_slot port

. AUB—T A REE
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1 :

Firepower /cabling/fabric/ # create breakout 2 1

) WEZaAIv hLET,
commit-buffer
ZHICEVEBY 7= RFEITEINET, HEOT L= T U N ERET H5E .
commit-buffer =<2 REFHITTDHRNZENOLTRTEERT LI LERHY £,
RT9T2 Tv—0T7 U A= eBAIMEEITHET DI, kKOoa~vr REERLET,
Q) A H—TxzAAE—REMRBLET,
scope eth-uplink
scopefabrica

scope aggr-inter face network_module_slot port
GE) FTTIECR=FTF XY RNVDALNTHHA U Z—T oA ATEHNAELE TE L
o R=FF ¥ HXNVDALN=THbHA 2 H—7xA AT enter interface 2~
v R¥E7zid scopeinterface 2~ > REFHTLH L, A7 2= 7 PRfFELRN
ZEERTET—HZITIY £7, A— M F v X LITBENT DA, enter
interface 2~ > REFEALTA v ¥ —T = A AEMRETHLERH Y 7,

b) AV X —Tx2 A AFEBIOR— b XA THRETHIZIE, st a~> REFEHLET,

A B —T 2 ZADEHIRIEEZHET HIZ1L, enable £/~ 1% disable =~ R&ZfEH L%
j—o

o) mEXAIv FLET,

commit-buffer

J0O0—#lEHAR) O—DEXTE

Ta—HffR Y —iE, A= FOZERy TRl XN ottt XL, A —V Ry bAER—
N2V IEEE 802.3x IR— A7 L — LB EZETINEIDERELET, ZNOLDOR—XT L —
L, Ny 77BN VT INDETORIVBH., EEAR— P07 —Z DFEEEIELT
HEICERLET, 7o —#ilflizT A A CTBEREICT 2123, T 5% E 7 e —
HIE T A =R @ HF DT /SN, ATHINZTDHHEND Y F7,

T 74N MR —id, EREOHBEAZENICL, HEIRI T —T g ERIRM 2 RE L
i‘j‘o

AVE—T (A REE .
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FIE

ATYT1 A=Y Ry Ty TV 7E2ANLTHEL, 7o—flil€— KE A LET,
scope eth-uplink
scope flow-control

&1

firepower-4110# scope eth-uplink
firepower-4110 /eth-uplink # scope flow-control
firepower-4110 /eth-uplink/flow-control #

ATwT2 7a—HflHRY o —EmEE L ITER L E T,
enter policy name
TN IR = aET 2% A, AN default AT LET,
i

firepower-4110 /eth-uplink/flow-control # enter policy default
firepower-4110 /eth-uplink/flow-control/policy* #

ATv T3 BEIBEMAZRELET,
set prio {auto|on}

BENEMIT, 2T — T ENE I, FRIZZDY I DOPPPEEINCT 200 E 5 hak
FELET,

&1

firepower-4110 /eth-uplink/flow-control/policy* # set prio on

ATv T4 7Ta—HfllZER - X e G EITEHICLET,
set receive {on | off}

eon : R—RBERIZHENET, X FUT—2 TR—ABERVPMVBEENEET, 20T v/
VoI AR—=FEDTRTORNT T 4 v 7 BMEIESNNET,

coff : Xy NI MEDOR—AERPVBHEHIN, T 74 v 7 70— XEEICFITINE
_a_o

1 -

firepower-4110 /eth-uplink/flow-control/policy* # set receive on

ATY TS5 Ta—HlEEER - R e G E L ITENC L ET,
set send {on | off}

. AUB—T A REE
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s [on] : HfE/Nry PL—FREL 2 DEE S L Firepower4100/9300 > 5 AR — XER R
=7 SNET, A—XIHI VAo, @FEOL~LZY Y &
nET,

« [off] : X FARICEFRARLS K= EDO T 7 4 v 7 RNEHE EB VN ET,

1

firepower-4110 /eth-uplink/flow-control/policy* # set send on

ATYT6 BREERGTFLET,
commit-buffer

1 -

firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

il
ROBITIE, 7o =R —2RELET,

firepower-4110# scope eth-uplink

firepower-4110 /eth-uplink # scope flow-control

firepower-4110 /eth-uplink/flow-control # enter policy FlowControlPolicy23
firepower-4110 /eth-uplink/flow-control/policy* # set prio auto
firepower-4110 /eth-uplink/flow-control/policy* # set receive on
firepower-4110 /eth-uplink/flow-control/policy* # set send on
firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

EZRYGA3—T (4R
N

(G¥)  Firepower Threat Defense/ASA THD 7 7 7 A>T —v 3 Ra vy Fl2L Y, FXOS & Firepower
Threat Defense/ASA DA v Z—7 = A ZAMFHRBIGEVWVRE L L ENHVEST, 757 AT —
vary Ku vy 7 %ERRT HITIL, Firepower Threat Defense/ASA @ show asp drop =~ K &
show fragment =~ > FEZZM LTI,

« show interface

A B =T 2 AAT—H AR R LET,

AVE—T (A REE .
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Y

G¥)

K= F¥FXNOR— & LTHIET 51 ¥ —7 =A AT,
DY A MIERISNEEA,

Firepower# scope

eth-uplink

Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show interface

Interface:
Port Name

Allowed Vlan

Port Type
State Reason

Admin State Oper State

Ethernetl/2
All
Ethernetl/4
All
Ethernetl/5
Untagged
Ethernetl/7
All
Ethernetl/8
Present All
Ethernet2/1
Present All
Ethernet2/2
Present All
Ethernet2/3
Present All
Ethernet2/4
Present All
Ethernet2/5
Present All
Ethernet2/6
Present All
Ethernet2/7
Present All
Ethernet2/8
Present All

Enabled

Enabled

Enabled

Firepower Eventing Enabled

Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Up
Up
Up
Up
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp

Sfp

Not

Not

Not

Not

Not

Not

Not

Not

Not

(v

« show port-channée

A= F¥XNVDAT —H AT RLET,

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name
Port Channel Mode Allowed Vlan State Reason

Port Type

Active
2

Active
48

| IR APERS i

Port-channell
Untagged
Port-channel?2
All
Port-channel48

Data

Cluster

18—/ REE |

Admin State Oper State

Enabled

Enabled
No operational members
Enabled

Up
Failed

Up
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Active All

« show detail
HTHA L H—T 2 ADHEET — 7 LB L VLAN ZL—7 O R E FR L ET,

Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPRY9K-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: 0
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:

« show subinterface

BWEDA LA —T 2 ADY T A L H—T =2 A%FRLET,

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface ethernetl/8
Firepower /eth-uplink/fabric/interface # show subinterface
Sub Interface:

Sub-If Id Sub-Interface Name VLAN Port Type
10 Ethernetl/8.10 11 Data
11 Ethernetl/8.11 12 Data

show mac-address

ATFTA VAR AAE =T 2 A ADMACT FLZADEIY Y TEHRRLET,

Firepower# scope ssa

Firepower /ssa # scope auto-macpool

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3

AVE—T (A REE .
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A2:46:C4:00:01:7C ftdl2 Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdl2 Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8

AR—TDIARAD STV a—FT a5

I5—: AAMYFDEENRIZ06DTY ) BHY ., 1028DHBEEZTHES, 15—
T4 RZEMTHHEEEF. RETNARIEVETOATVWSIHESN VI —T 1 ADH%E
BHITH, RETNARAEFANVE—T A RADEZRSTH., TEEFEESATOEWST
A=A REFERALET, YITA =T A RZHIKRTDE. ZDOAYE—UNERTE
ShEJI, Thid. HY DHEH [Switch Forwarding Path] T— J LRI E S & 5 ITHREL S
NGRSz TT, HIROFERGICET S ST a—T 4 VT BERICDOLTIE, FXOS
aV74F2L—2 32 4 FESBLTZEL, 'scopefabric-interconnect' 0 'show detail'
AL T. I|WED [Switch Forwarding Path Entry Count] ZRXRL £ T,

T NA AN T A X —T oA AEHIRLED L LT EXIZZO=T —RERIN
HHEAE, BrLOWRENEGEY T A X —T 2 AT D ZDHA KT A N> Tz
DTT, RLGHET A, ADITN—T LRI T A F—T oA ADEy bEERALET, 1
OOHET NA ANLIEFET T A 4 —T =2 ZA%HIBRT D L, SHI2%< D VLAN 71—
TERAERTE D700, Bk T — 7 NV OMEHZIEREMES 220 £9, 2 ORPUTTHLT S I1TIE,
CLIZBEH L THEY T A v ¥ —T = A AZRFHZEMB LOHIBR L, [ CigEhT A 2D 7
N—=TIWH LTCRICLY TS o F—T 2 ADEy bEHEFETOILERH Y 7,

FEMZOWTIE, OV TV FAEBRLTLLEEY, N6 F U AL, ROA v F—T =
A ALIPT N AMDSIEE Y F97,

cFUBITCHREINTILEY T4 Z—T A & : Port-Channel1.100 (VLAN 100) .
Port-Channel1.200 (VLAN 200) . Port-Channell.300 (VLAN 300)

o MElT XA 2 /' —7 . LD1, LD2. LD3, LD4
SFYAL: BBEYTAUE—T A RELDDHREBTNA AL SHEIKRT A, thDBET/N
ARIZEIYYTOEN-FFIZTS

Y TA A —T oA ATHIE LW TL RN, 7Y r— g UBRETCEIZT ATl
TLEEY, 2 TA v F—T oA ZAEHIRTH2LERNDH DEAT. RICEGE/ 7 —T oA
A2ADOEFS LT, BT —TNICNEL LT HLENRLY T4,

DI 2:1DDRBBT A AL EY FNHDTRTOYTA U2 —T 24 R%HIKRT S

. AVA—T A RAEHE
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CLI CHBLT A 2 bty hNOTRTCOV T A X —T = A ZAZHIER L%, RELIRLT
LT, HIBRNFERFICFEITSND KoL ET,

1. ZRAO VLAN JV—7%F R LET, ROHIITIE, 77— 1120%, 3 >0LFH 7
A B —T x4 A%FET VLAN 100, 200, 300 BEFNTWVET,

firepower# connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
ID Class ID Status INTF Vlan Status
1 1 configured
100 present
200 present
300 present
2048 512 configured
0 present
2049 511 configured
0 present
firepower (fxos) # exit
firepower#

2. BHETLmBET A RTHDETORTWLIAY T A v F—T = AE2FRLET,

firepower# scope ssa
firepower /ssa # scope logical-device LD1
firepower /ssa/logical-device # show external-port-link

External-Port Link:

Name Port or Port Channel Name Port Type App
Name Description

Ethernetld4 ftd Ethernetl/4 Mgmt ftd

PC1.100 ftd Port-channell.100 Data Sharing ftd

PC1.200 ftd Port-channell.200 Data Sharing ftd

PC1.300 ftd Port-channell.300 Data Sharing ftd

3. MET A AN TA L E—T oA ZAEHIR LR, REEZRGFLET,

firepower /ssa/logical-device # delete external-port-link PC1.100 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.200 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

BHRCREEZMET D E. 220 VLAN 7 —T RN FETHERICRD £, 2k
D, A v FHEENRA T —NREAL, REEZRFECTERLIBRDIGAENRDY T,
SFYA I TIL—THOITRTOBREBTNAANS 1D2DYTA 2 —T /4 XA%ZEIRT S

CLITIN—THNOTRXRCOGET N, ANBYT A o2 —T x4 AZHIRLIZ%., RTEHE
FL T, HIBRMNEEHCEITSND Lo I LET, wIChZRLET,

1. MO VLAN 7 Vv—7%F R LET, ROMTIE, Z7v—7112i%, 3507
A B —T A A%FET VLAN 100, 200. 300 BEFENTWET,

AVE—T (A REE .
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firepower# connect fxos

[..

-]

firepower (fxos) # show ingress-vlan-groups

ID Class ID Status INTF Vlan Status
1 1 configured

100 present

200 present

300 present
2048 512 configured

0 present
2049 511 configured

0 present

BEMBRT N ZZE D B THNTWAAL L E—T oA AhFKxr L,

128—7142E8 |

WOIAY T A

B —TxA RZFEHLTLZIWN, FUBA v F—T7 =4 A RIZHFET D56, Thbid
1 >0 VLAN 7 /v —7IZJg L, showingress-vlan-groups V A k & —EH L T\ AiE9 T,
Firepower Chassis Manager T, &EHFV T A ¥ —T = A R TH— Y NV EEbhET,

DU THENTNDEA UV AX L ALRERTEET,
B6:#HAVE—TIARTEDS VRE VR

CUBGIELETTS  Hardware Bypass

Interface Type Admin Speed
@] MGMT Management
d Iﬁ Port-channell data lgbps laop=
Port-channel1.100 data-sharing =
Port-channel1.200 data-sharing =
Port-channel1.300 data-sharing =&

@] Ethernet1/3

. E3
W Port-channel2 data lgbps 1gbps

Operational Speed

Instances VLAN
LD4... € 100
L
LD4... @ Interface is shared by 4 instanges:
14
LD4... 0102

LD3
LD2
LD1

CLI TiE, Bl MU THNIEA v F—T oA AZETeT X TCORBET A ZADOFME A FKRT

TET

firepower# scope ssa
firepower /ssa # show logical-device expand

Logical Device:
Name: LD1
Description:
Slot ID: 1
Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100 ftd
Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

| IR APERS i
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App Name: ftd
Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:25

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

[...]

Name: LD2
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld4 ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:28

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

[...]

Name: LD3
Description:
Slot ID: 1

AVE—T (A REE .
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Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:

Name: Ethernetld ftd
Port or Port Channel Name:
Port Type: Mgmt

App Name: ftd
Description:

Name: PC1.100_ ftd
Port or Port Channel Name:
Port Type: Data Sharing

App Name: ftd
Description:

Name: PC1.200_ ftd
Port or Port Channel Name:
Port Type: Data Sharing

App Name: ftd
Description:

System MAC address:

Mac Address

A2:F0:B0:00:00:2B

Name: PC1.300_ ftd
Port or Port Channel Name:
Port Type: Data Sharing

App Name: ftd
Description:

[...]

Name: LD4
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:

Name: Ethernetld ftd
Port or Port Channel Name:

Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd
Port or Port Channel Name:
Port Type: Data Sharing

App Name: ftd
Description:

Name: PC1.200_ ftd
Port or Port Channel Name:
Port Type: Data Sharing

App Name: ftd
Description:

System MAC address:

Mac Address

| IR APERS i

Ethernetl/4

Port-channell.100

Port-channell.200

Port-channell.300

Ethernetl/4

Port-channell.100

Port-channell.200
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A2:F0:B0:00:00:2E

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

3. HWMET NAANMBYTA L F—T = A A&HIR L%, REZRFLET,

firepower /ssa # scope logical device LD1

firepower /ssa/logical-device # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD2

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD3

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD4

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

BRCRELZMET D&, 2ODVLAN 7LV —FNFET AFERICRD £4, Z2hicky, &
A v THRIENA T —BREL, REEGRFTERLIRDIEBENDHY T,

OFF 41 DFERIFEROBETNARIZHTA VR —T A REEBMT S

CLITIN—7HNDOTRTCOWRBET N, AT A =T o AZBIML, ZO%., DA
MMNERHZ72 D KO ITREERELE T,

1 FETNA R TA o F—T oA ZZBML TG, REZIRFELET,

firepower# scope ssa

firepower /ssa # scope logical-device LD1

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD2

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD3

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD4

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # commit-buffer

firepower /ssa/logical-device/external-port-link #
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WP CTRELHET D L. 250 VLAN ZL—7RHET DRERICR D £9, Zhick
D, A v FEGENA 2T —=PRAEL, REZHRFTESRIRDIBENHY £,

2. Port-Channell.400 VLAN ID 73 VLAN Z/L— 7 1 [CIEBMENT-Z L 2R TEX E4,

firepower /ssa/logical-device/external-port-link # connect fxos

[...]

firepower (fxos) # show ingress-vlan-groups

ID Class ID Status INTF Vlan
1 1 configured
200
100
300
400
2048 512 configured
0
2049 511 configured
0

firepower (fxos) # exit

Status

present
present
present
present

present

present

firepower /ssa/logical-device/external-port-link #
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Firepower Threat Defense
B{EY o 7 dRiE L WPt
U > 7 dRRE D[R

29.1

¥ —3 TlL, Firepower Threat Defense BifEY 7 KfgA T — X A v X —T = A
ZOWEY 7 RELFMTE D L DICRD £ L7, BIfE, FXOSEHIRENRT v
7T WY 7 IRERT v T THDIRY | A F =T = A RLT TR
Y £, Firepower Threat Defense 7 7' U 7 —3a v A ¥ —7 = A AOEHIREE
IXEE S EH A, Firepower Threat Defense 7> 5 DRI WA 1R, 72 & 20,
Firepower Threat Defense 7 7'V 77— a3 VRERITA Y T A TR DAENS, T—
HAH—T A ARYEINCT v T IRBEIZ 72 > 72V . Firepower Threat Defense
Dy v bk ﬁ?yﬁﬁ%mgbi%<®ﬁi7/7ﬁ EDE FIT/R D TREMED &
VET, ATy FOBE, ZOREOARA—BIZL O ATy R Ry
SNBZERHY FET, ik, Firepower Threat Defense 23LFLTX 5 L H 27

DHNIHMNE LV —# 23 Firepower Threat Defense ~® ~ 7 7 4 v 7 OE{F &= HiGT 5
ZENRHDHDTT, ZOWRRILT 7 4L b TSI/ - TE Y | FXOS Dt
THRARAZEIZEHENZTEET,

CGE) COMREIX, VT TREZ VT arT A v AHK A T F Radware
vDP 7 =t L — % Z{# 19 % Firepower Threat Defense Tl&H R — F &h
FHA, ASA TIEIHFR—FSNTWERA,

FBL/ZS B X U7z Firepower Chassis Manager [H[
State]

[Logical Devices] > [Enable Link

BH/ET SN 72 FX0S 2~ K : st link-state-syncenabled, show interfaceexpand
detail

TIAREBAT A
H—T A ATD
VLAN %74 > & —
T2 A ADYER— b
(N FA VAR A
fifi | > )

2.8.1

TNTFALAB AT FGAZTHERAT DD, VITRZEZATDA L Z—T =
AAXATVLANY 7 A 2 =T 2 A AZAERLTEDL LTV E LT, K7 TAH
WZIE—BEDO 7 ZAXGIY) 7 BDUETH DD, VLANV T A o F—T = A R
X2 OB E T OOMBE R TR LE T, £, 77 RAX T LICE
JH® EtherChannel Z#| 0 4 THZ L T ET, HEDI TAX XA TOA X —
Tz A ABRFREND LR FE L,

HH/EE Sz~ F @ set port type cluster

500 Vlan ¥R — b
(RHIFREN 72\

&)

2.7.1

PIETE, BlA v 2 —T =2 A A0 EZFOMOBEADOPTEFIEIZISE L T, 250 5
500 D VLAN BH R — s SN TWE L7, T3THH7— AT 500 D VLAN % 1%
TX5X910ELA,
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HERE# TS5y b | #EEER
TA—LA
J1y—2=
aALTFF A AL R (241 TR ERA B — 7 = A ADfE % FTREIZT 5728, FXOS T VLAN %71 &
TEM &5 VLAN H—T A RN L, BEOA L AZ A TA V=T = A A LFT 52
TA B =T A A ENTEET,
GE) Firepower Threat Defense 73— 3 > 6.3 LARES BT,
/AR SN2~ R : createsubinterface, set vlian, show interface, show
subinterface
B/ 2T S 7z FMC i
[T/34 X (Devices) | > [T/ A4 REHE (DeviceManagement) ] > [#wsE (Edit) ]
TAary>[A 3 —7x4 R (Interfaces) | ¥ 7
arTF A AL A |24 TR A o H—T = A ADEMZ AR T D72, BEDOA A7 AT
DT —HIHA 2 H— AB=T2A AERHFTHLBRTEET,
7=AA GE) Firepower Threat Defense 73— =1 & 6.3 LIEA M T T,
HR/EF SN2~ F @ set port-type data-sharing. show interface
Fv E'—RFTOTF—% (241 T — 21 L O —# 34 EtherChannel 7 7 7 7 LACP £— R &£ 70134 v £—

EtherChannel @ 73— K

RICBRETE A L 91270 F L7z, Etherchannel DD X A F1XT7 75 4 7 F—
KoHZEHR—FLET,

Fll/AE Sjufza< 2 R @ set port-channel-mode

Firepower Threat Defense
£YT4 £y hTO
EtherChannel ® 748 — k

2.1(1)

Firepower Threat Defense 1 7 A & v kT EtherChannel Z i T& %5 X 9 1272
DE L7,

Firepower Threat Defense
DATA Yy MY
v AT — MiEY
A— b

2.0(1)

Firepower Threat Defense 7 7'V r—3a o CA VT4 By FEREL, Vo7
AT — MBEEZ AT D &, Firepower Threat Defense (51 > T4 > v b AV
W=y 7T ZFXOS vy —UIZEELES, Vo7 AT —MeEIZXY, A7
Ay bOAE—=T oA ZAD 1 OPELLIEHE, vy —ViE A T4
AVE—T 2 A AXRTD2ERDA L H—T = A 2 b HBWITEILL ET,

BT Sz a~ 2 R @ show fault [grep link-down, show inter face detail

N R =T A RR
* v RO —0 T a0—
JLDH R — | Firepower
Threat Defense

2.0(1)

IN=RT 2T RANRAE, BEFCN T T4 I DA T A H—T =2 A A
R M TRV D Z 2R LET, 2o, Y7 b7 F2F3—F
U= TREORAERIZR Yy N — B R T DI TEE T,
/A E Sz FMC HEif :

[T/31 X (Devices) 1> [T/31 RAEHE (Device Management) | >[4 2 —7J =
4 R (Interfaces) | > [¥MEBA 02 —T =4 AD#wE (Edit Physical Interface) ]

. AVA—T A RAEHE
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3
3
R

BE

TS5y bk
TA4—L
J1y—2

HEETEHR

Firepower Threat Defense
@ Firepower -f X2k Z
AT A H—=T AR

1.1.4

Firepower Threat Defense T /9% 72912, Firepower f N2 F & LTA ¥ —7 =
AAEBRECTEET, ZDOA ¥ —7 A AL, Firepower Threat Defense 7 /XA
ADEH L VEHAS L H =T 2 A ATT, ZOA L F—T oA A%[HEHTLIC
I%. Firepower Threat Defense CLI TIP 7 KL A2 ED/RT A —H ZiBET HMLHE
N ET, &2, A (WebA XU El) WoEHNT 7490 %
SHETEET, FMCHER T A ROV AT AREDCEICHD FHA 4 —T A
Al O arEERLTITEIN,

HR/ZEH &7 FXOS =2~ > R @ set port-typefirepower-eventing, show interface
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



