afran]n
CISCO.

o

:

%
£

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager 2.12(1)
aAVJ4FXalLb—varAHAF
AR : 2021459 A 28 H

VAAVATLREREM

T107-6227 HFUREBHER ARIKG-T-1 I R¥ Y « XU —
http://www.cisco.com/jp

BfWgbEE v 2aa 27 v F—
0120-092-255 (7 U —=a—/)L #E&: - PHSET2)

ERES AR - SE A 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



[EE) YRR ZCFERICASEIIZ, RE2EDTE (www.cisco.com/jp/go/safety warning/) & CHERLFEE W, AEE, kEYRAaARITH
F1AVMOBEMRTT, VUIERICOETELTE, BARBRBERAT. ZEBRICT Y TT—AHY. YD IREDR—UHBHERSL
TLWBEENHYETLETTRSCLESL, HLETLBZEMRELYFETOT, EXLBRBITOVTIEREY A O FFa A Y FESEE
S, T, ZHEDRICDONTIE, BT/ NA— bF—. F£rld, BHELEICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2021 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

i
ot

Firepower €¥ 2174 77547 ADBE 1
Firepower X =2 U7 4 7774 7 L A2 T 1
FERT S A XA DOEWESE © Firepower 1
YPR—=—bENDT TV r—var 2
Firepower Chassis Manager O#f % 3

T —Y AT —HADE=H YT 4

"
ot

ERY HHNC 7
Ay Ta— 1
IR E 8
Ay =) RN— a7 E 8
EHA— AL -y F TrEVa=r7 N
Firepower Chassis Manager D22 7' A >/ 77 7 | 15

FXOSCLI~®O7 7 & A 16

ASADTAEUREE 19
AR—K VYT b7 T4 B AZOWVWT 19

"
fo

ASA DAA~—K VT Ny=T T4 T7 20
Smart Software Manager & 7 7 7 > k20
FT7 T4 ER 2
KATA B ZADTH 2
VT4 K= 2
BARRT IO R EIZEBREINDTA B RET AL X 20

T AR 22

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager2.12(1) 2> 7 4 ¥aL—>3 > A4 K .



| EES

Smart Software Manager {5 22

TN ARG L b= n

T A & ARERER & OEHIEE 22

AT TAT U ARNIRE 23

Smart CallHome f 77 A N7 7 F % 23

Cisco Success Network 23

Cisco Success Network 7 L 2 h U 5 —% 24
Av—h YT =T T4 ADHHERIT 34
A—=hMYV T U=T TARADTA K74 35
Aw—=h YT =T TARSADT 7 H /L 3
WHEAS—Rh Y7 NU=T T8V T DORE 3B

(f£E) HTTP 72X Of%E 35

(f&) Call Home URL OHIFR 36

Firepower £ = U7 « 777 A 7 2 A®D License Authority ~D% 5% 36
Cisco Success Network DX ERDZE T 37
Firepower 4100/9300 ¥ —L D A~—h A4 A VT T4 b —1"DOFEE 38
W= X b TABUATRORE 39

NR—=<FZ L N ITABLADA VA —/L 39

(ER) N—==F b T4 B ZAOEA W
Av—=h YT =T T4 ADER 42

F4E A—HEE 45
a—HFThHT R 85
=YX T LA FT A 46
NAU—=RIZETLHA RT A4 a1
VE— FREEOHTA RT7 14 48
=P DEE 50
0—ANAVRREE N2 —FDONRAT— K Ta 77 (/L 5
2—YPREDHKE 52
Ty vay XA LT U NORE 56
Mkttt ray XA LT U FORE 51

. Cisco Firepower 4100/9300 FXO0S Firepower Chassis Manager2.12(1) 3> 7 4 ¥aL—3 3> A4 K



"
o

gx [

17 A AT ORKREFORE 58
BANRAT— REF =y 7 OFRGE 59

2= =% T h U NOIER 59

a—hN a—%F T hHu s OB 61

0= 2= THO N OT T 4 TALEITIIET 7T 4 7L 62
0— W NVRBIEENTZ2—F DAY — RO VT 62

A A—UEHE 65

A A—=VEBIZONT 65

Ciscocom WHDA A=Y DHX 7 v — R 66

Firepower X 2 U7 4 T T T7A TV A~DA A=V DT v 72— FK 66

A A=V OEGMEDHERE 61

Firepower eXtensible XL —F 4 VTV AT N T T 8T —L NV RADT w77 L—
~ 68

Firepower 4100/9300 > ¥ — 3 ~OiRET A ADY 7 N =27 A A=Y DX 7> ua—K 69

FMELT N, ADA A=Y N=Ta VOFEF N

Ty =T Ty TL—F 13

N= a3 201 U F~OFHF T 7 L—F 13

X )T AREER 15

"
o

XU T o ELEML 15

SSH 7R A b F—D4ApL 16

IPSec £ =27 F ¥ F/VDRE 11

NI ARNRA L NOAZT 47 CRL DFRE 83
SERAELGNY A hDOF = v ZI2oONT 84

CRL EMF U o — KOBE 88

LDAP & — UV Z3EBHEDORTE 90

VATLEE 9

foi

Y v g VERIZ LY Firepower Chassis Manager © v & a3 U U 554 93

BEHIP 7 KL ADZEHE 94

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager2.12(1) 2> 7 4 ¥aL—>3 > A4 K .



| EES

TV —a VEEIP OEE %
Firepower 4100/9300 > v — 44 D7 98
N7 A2 NIDFEBHEDA A h—/L 99
oA N — 106

7 A N —OFERK 106

07 A RN D 107

27 A RN —OHIER 108
Firepower 4100/9300 > v —3 OFECEH) 108
Firepower 4100/9300 > v — > OEFRA~ 109
THHFRED T 7 4L M EDE I 109

VAT L aIR—F 2 NOREREE 110

"
foi

Ty b T+ —LEE 13

ARFORRE 113
WIE SN B LR OFRR 18
S A L= DRRE 114
NTP Zffifl L7z B A+ & BRI DR E 115
NTP — "OHIFR 116
AfF &L OFE TORE 116

Configuring SSH 117

TLS OFXE 120

Telnet DFEE 121

SNMP D% iE 122
SNMP DML 122
SNMP j#%1 123
SNMP £ = U7 ¢ LoULds KOMERR 124
SNMP ¥ =2 VT 4 £EFT/NMELULDOHR— FENTVWHHRAEDE 124
SNMPv3 = = U 7 ¢ HEBE 125
SNMP 73— K 125
SNMP DAL L NSNMP 7 /37 ¢ DF%E 126
SNMP k7 v 7 DOERL 128

. Cisco Firepower 4100/9300 FXO0S Firepower Chassis Manager2.12(1) 3> 7 4 ¥aL—3 3> A4 K



SNMP k7 v 7 DHIER 129
SNMPv3 = —H DERK 130
SNMPv3 =—H DH|Fx 132
HTTPS O E 133
REAE, ¥— U7 FTIARMRA N 133
X— U7 Ok 134
T HI N = U T OHARK 136
XF— U7 OREFFEZROMER 135
EARF T a ft&ox— VY o 7 OFEHEEROER 135
FEIA T v a At EOF— U U T OFEAEEROER 137
FF Ak RA L FOVER 139
X— U T ~DOFEED A AR — 1~ 140
HTTPS OXE 142
HTTPS 7" — M DZEH 143
HTTPS O FEH) 144
F—U 7 OHIER 144
FZ A~ ARA 2 FOHIFR 145
HTTPS O 146
AAA DFXGE 146
AAA IZOWT 146
AAA DF%GE 148
LDAP 7' o /3 A X —DOfRGE 149
RADIUS 7' &34 X —DFE 153
TACACS+ 7' /3 A X —DFXE 156
Syslog D&% 158
DNS H— SO E 162
FIPS E— FOAHZME 163
a7 IA4T VT = ROAEE 163

P77 ERY A NDOEE 164

gx I}

MAC 7=V L7 4 w7 Z20BIMEaTF AV AZ AL Z—T 24 ADMACT R

L ADFK 165

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager2.12(1) 2> 7 4 ¥aL—>3 > A4 K .



| EES

i

foi

i

10

ok

QT FA AR LRI =R T a T 7 A VEBIN 166
Fy FU—ZHIEARY S —DRE 167

2% —3 URL OFEE 169

A=A REE M
Firepower A &% —7 = A ZIZHOWT 1M
Vy—VEHA VA —T 2 A 1N
AE—=T 2 A A ZAT 172
FXOS A v Z =T = A AT TV r—var A F—T=AA 1715
N R =T R RANT M
xR T L—h PR —K 118
HHA B —T = f ADYLHEME 178
WHA L HE =T 2 ADRA N FFTTF 4 A 119
WHA B —T = ZADOMERILOF 181
HHA L X =T 2 A A Y —ADET 190
Firepower Threat Defense DA >4 > &y b V7 A7 — MOIEE 190
Firepower A > % — 7 = A ZZEAT 2 FEEFH L FIFFHE 191
AV HE—T A ADHTE 194
A H =T = A ZDOFIMEE T IT RN 194
WMBRA B —T A ADFRIE 195
EtherChannel (A"— N F ¥ x/L) OiBENI 19
AT FAVAZ L ADVLAN W7 A U F—T = A ZADIE 198
TVL—=IT TN Tr—7/VOEE 199
EFE=H VT A UH—T A A 20
AVE—=T2AADKNT TN a—T 47 201

A B —T A ADNERE 208

BETFNARX M
FERT S ZZOWT 2
AH U RT O URELT S R &Y T AZCRELT A 2 212

FET NS ADT TNV r—ay A VAL A AT I ERAT 4T

. Cisco Firepower 4100/9300 FXO0S Firepower Chassis Manager2.12(1) 3> 7 4 ¥aL—3 3> A4 K

212



AT ST A VAR AL T =T = A U3
X —UNARTy b ESET L H5E 13
Sy¥ER 213
AVTFAVABE U ADH A — K 27
ROV A AL RRR] 218
AVTF A VAR LA HE =T oA AOHBMAC T KL A 219
ALTFAVAE L ADY Y —AER 220
SYINTFA AL AERED R T p— R A — U TR 220
AT T A VA ABIONA TRATETT 4 220
AT FIA VAR AR ZAZY T @
AP T NA A D LIRS 21
N=RU =T LY T Ny =T OMBEDEOEM L FITREE 21
7T ALY T OB LR 223
NAT XA ZEVT 0 O L iR 228
AT FA VAL ADOEM L RRRN 229
FERT NA AT D IEE S L FIE 230
— IR A KT A IR EIE 230
I TGAEN T HA RTA o EHIRFE 231
AL BT 0 BT A ZADIENN 236
AR KT mr ASA DB 237
FMC H{ A # > K7 1 > Firepower Threat Defense ™iE/)ll 240
FDM Ff 2 % o K7 1 Firepower Threat Defense OB/ 246
NA T RAZEYT 4 T OEM 251
7 7 AKX DB 252
Firepower 4100/9300 > v — D7 T AKX Y 72O T 252
TIA~) 2=y fevAUFY 2=y FOKEl 253
77 ALY 7 253
BHARY hU—7 255
A B —T A A 256
A /N2 R EtherChannel 256

YA K7 T AHZY T 25]

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager2.12(1) 2> 7 4 ¥aL—>3 > A4 K .



| EES

ASA 7 T AKX DIEJN 258
ASA 7 T A X DAFRL 258
T T AL AL NDEN 264
Firepower Threat Defense 77 7 A &% DiEf 266
Firepower Threat Defense 27 7 A % OERL 266
7T AL =y OB 217
Radware DefensePro D% & 279
Radware DefensePro (Z-DUNT 279
Radware DefensePro D RIHES{E 280
P—ERAF=2—DHA KT4 280
AL RT 1 v OBl T /A A TO Radware DefensePro D% & 281
¥ —v W7 T A% D Radware DefensePro D% E 283
UDP/TCP 7R— h DA —7"> & vDP Web h—E 2D H L. 285
TLS B b7 78T L— 9 VOFKE 285
About TLS B 5L 7 7 EF L— 3 286
TLSW ST 7T L—ya T LA KT A LlIRFIH 286
ATFTA AR ADTLS ST 787 L—3a »OfFRME 288
TLSK;H 7 787 b —a v DAT—HX ADEKR 289
U7 REDRBOAZNME 289
FRERT A ADEEL 291
TV r—varpary —~O 291
BT A ZDHIG 293
7T A=y FOHIR 293
FMELT AN A RZEEAHT G TV T T = a v f U AX L ADHEIER 294
Firepower Threat Defense f@#l 7 /XA ADA L H—T = A4 ADZEH 295
ASA FHLT S ADA L H—T = A ADZEE 300
BT AN, ADT— b ATy TRIEOER F/2IXEIE 302
[F@HT /A A (Logical Devices) ]<—3" 302
HA NHZTAZ Y T DB 306

YA NEH D MAC T RLA T RUAZfEH L7z A3 K EtherChannel /L —7 v K £—
Rof5] 305

. Cisco Firepower 4100/9300 FXO0S Firepower Chassis Manager2.12(1) 3> 7 4 ¥aL—3 3> A4 K




i

11

i

12

o

i

13

gx I}

2% K EtherChannel s VAT L b F— K J =2V 2 YA FEHOH| 307
AN K EtherChannel F 7 VAT L b F—R A —ZX 7 A K YA MEHOHF 309

ST A ZADJEEE 310

Xal)T4 FDaA-NWMTIODUERE 319
FXOStX=2VUT 4 Va2 tEFa T 0 2P0 T 319
X2 VT4V a—LOMHEILE 32
X2 YT 4B 2TV DHERIGE 322
X2V T4V 2 VT DU DBIRAVIA T 32
X2V T 4 B 2=V ORENEIE 323

Py NI =0 T 2= VDFTITAFERITA T A DU 324

aAY74F2aL—230DA UR—MIVRAKR—F 327
AT 4 X2l —va DA VR — NTZ AR— FMNIDOWNWT 327
AT 4 F¥al—va DA VR — N7 AR— NS X —ORE 328
FXOS a7 4 F¥al—vay 77 A /LDT AKR—F 329
HERETZZ AR—F DAY 22— 7 330
RETT AR—F U~A U ZOFRE 332

a7 4 F¥alb—ary TrANLDA R —F 332

ST a—FT42% 33
Ny b Fy 7T 335
Ny T L—r KR—h~vvbET 335
ANy b F ey TTFy OIEEFIHEB LOHIRFIE 336
Ry b ¥ T T x By va COEREIIRE 337
Ry N XX TTFXDIDDT 4 )VHDFETE 339
Nry hFx T TFx By a rOBBBIUOEIE 340
NRry b FxTTF¥ 774 VDF T n—R 34
Ny N Xy TTy By va rOHIR
Xy MU= HHREDOT A~ 342

P VB —T 2 f ADAT—HADNT TN a—T 47 344

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager2.12(1) 2> 7 4 ¥aL—>3 > A4 K .



| EES

=K~ Fx RV AT —FX ADfEE 304

Y7 MU =T EENSOMIE 347

i~ 7 A /v AT LAD[A{E 362

EEFNAT — PR RGEICBT D LIGHAREOT 7 4L M EDE T 362
NoZTNYa—T g 0l 74D 364

Firepower £ = —/L D a7 % T OHRML 365

) T VE S OERR Firepower 4100/9300 3 v —3 366

RAID (RAE K7 A 7 DO FHEEL 366

SSD ZfEH L T2 Ha ORI R E 368

. Cisco Firepower 4100/9300 FXO0S Firepower Chassis Manager2.12(1) 3> 7 4 ¥aL—3 3> A4 K



Irh-1 =
5 2

Firepower 2 X274 7 ITS3A T VRD
B

e Firepower E X 2 U7 ¢ 77T A4 7 L AZHONT (1 <—2)
* Firepower Chassis Manager O#f% (3 ~—73)
VXV AT —HADE=R YT (4 =)

Firepower EX 21174 7 T34 F7 2 RIZTDWT

Cisco Firepower4100/9300 ¥ — 3 {%, Xy NV—7 B QPar7oy X274 VU a—
a  OWRMIT T v b7 4 —25TF, Firepower4100/9300 2 ¥ — 1Ev A a 77— g
YRV NI I AT TANTIFx (ACD) X2 VT4 VU a—arOo—#HTHY,
JEnRME, —BMHOHLHIE, v TN RERE R T A DRI, BBTAH—T7
MOEXFaTRTTy N7 —LERELET,

Firepower 4100/9300 < ¥ — 3 |Xk OMSRE A 424E L 5,

cEV AT Iy —IR—2ADEF2 YT 4 VAT A BT v A AR AT
RE, BIOIEEMEEZIRIEL £,

« Firepower Chassis Manager : 277 7 4 i)V 2—W L L Z—T = 4 A|ZX->T, BIEDOT v —
VAT = ZAPNRBHARITE RSN, vy — T OBBBITMRICRETE X7,

«FXOSCLI : B¥REDRE. V¥ — Y AT —ZAZADEF=F V7 BIXOEERNTF T/
Va—TF 4 VTR~ DT VAT A R R_R—ADA VX —T oA AL E
TO

*FXOSREST APl : =2— ¥ N vy —2 270 /I L2 R L THEL, BHTEET,

FMIET /N1 ADENIMEF L : Firepower

Firepower %, Firepower eXtensible Operating System (FXOS) WO MBA DA XL —F 4 7
VAT D A=A Y ETEITLET, AR v 7 A Firepower Chassis Manager TlX, ¥
> V7R GUI R— A DOE BRI HE 2 B T X £ 97, Firepower Chassis Manager £ L T, /~—

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager2.12(1) 3> 7 4 ¥aL—> 3> A4 F .



Firepower ¥ )74 77547 RAOBE |
B sx—rznzrrur—oay

RO =27 A H—T A ADRE, AV— T4 (ASAFH) . BLOFofoHk
AR EE R T A —F e A=A P ETRELET,

BTN AT, 12907 SV r—ya AV AZ VAR NI 2OA4 T gy Tal—#
TNV r—arEFET L, VP AF -0 EERTEET, BT A RAEZEAT S L
A= SR PITEBIRENTZT TV r—va v A A—VEFyra— KL, T 74/ NRExE
SELET, FO%, TV A= arDF R —F 4 VT VAT ANTEF 2T 4 R —
EHRETETET,

FELT NA AIEWNCY —EAF == Z R TE T, Ny T —r %0 L CTHAEEFET
HZEFTEERA, BIOREET NA AZEFET H2OIC, TRXTORNT 7 4 v I B1DODA
VHE—=T 2 A A LDV = MNBEHT, BOA L F =T 2 AZRDMERH Y T, 2T
FA VAR LADYE, T—HAH—T oA AEEFTEET, ZOGEICOHR, HEOH
HFERAL ZABNRNy 7 P L— 2N L CEETXET,

YR—rENET7 TV r— 3y

ROT TV r—vay A4 TEERLT, Uy —VICRET A 2 RTE £,

Firepower Threat Defense

FID X, A7 — 7NV 77 AT U4 —)b, )b—F 17 VPN, Next-Generation Intrusion
Prevention System (NGIPS) . Application Visibility and Control (AVC) . URL 7 4 /L Z U 7|
EER~ LT =T (AMP) R EORMERT 7 AT U4 —L F—ERERA L ET,

FTDIZ., ROWTNNLD~F2—T v 2R L CTEHTE £,
cFMC : BIOH — N ETCEITENA TNVEEO LT T AL R w2 —T %,

» Firepower Device Manager (FDM) : 7 /34 ARG END ¥V TIVIRBEMODT /SA A~ 30—
T,

* Cisco Defense Orchestrator (CDO) : 7 77 RR—ZAD<ILF TN, A< H— ¥,

ASA

ASAE., BERAT— R NIN 77 AT T 4—/LE VPN Lty M L—&OHREE 1| DOEE
ICHAEDEZLDOTT, KOWTILOF2— v &AL TASA ZEFHTXET,

e ASDM : T A RIZEEND Y UV TIVBREMDOT AL A R —V %,
* CLI
» Cisco Defense Orchestrator (CDO) : 7 70 RR—ZAD< VT T I/INA AR —T %,

» Cisco Security Manager : BIOV — N ED< VT T NRA A w32 —T %,

Radware DefensePro (¥ L—%)

Radware DefensePro (vVDP) A > A h— L, T2l —&Z 77U 4— gL LTASA 7~
IXFTD O H ORI CTHEITT S Z LN T&£4, vDPIL, Firepower (25 HH Y — & 2 4% (DDoS)

. Cisco Firepower 4100/9300 FXO0S Firepower Chassis Manager2.12(1) 3> 7 4 ¥aL—3 3> A4 K



| Firepower t¥1UF 1 7 IS4 7V RAOBE
Firepower Chassis Manager D112 .

O & FFEFSERE A 2T B2 KVM R—2ADRAB 7T v b7 4 —ALTT, Xy hU—IMEH0
NZ77 4w 7%, ASA £72IXFTD (CEIFET HHIIC, 7 vDP 2@+ 24N H D £,

Firepower Chassis Manager D #1 &

FirepowereXtensible 7 XL —7 4 V7 VAT AE, T v M7+ —LEERA LV F—T oA R
DR, TNAADTrEYa=v7, BERVAT AAT—HZADET=FY 7 EfHICT
HWeb A F—=TxA AR LET, 2—F A F =T 2 A ZADO ERIZH LT ES =2
VR—EEHTHEROEEICT 7 EATEET,

o BEEE - (B3 (Overview) ]-3— 3 Cld. Firepower & ¥ — Y DA T —H A EfHHIZE=4 T
TET, IOV TIE, Yy =V AT —HADE=H YT (4X—) EBRLT
STEE,

e A B =Tz A R [ F—T AR (Interfaces) | X— T TiE, V¥ —IIZA A F—
NWESNTA B =T 2 A ADAT —H A RRLIZD, A U F—T A AT 0XT 1 %
LLTZD, A F—T oA REFHEITERH L2, R— b F v XVEERL LD T
TET, FEMICOVWTIL, A ¥ —T oA REH (171 ~—) ZZRLTIZIV,

» Logical Devices : [Logical Devices] ~~— 736, g7 /3 A Z{ERK, fRtE. HIFRTX &
T BEFFOGET NA ZADBUED AT —Z A% KR THZ LB TEET, FEMIZONT
X, BT AN R 21 RN—=Y) EBRL TSN,

X2 VT4 BV 2 EF 2 VT 2V [ VT BV 2R 2 Ty
T (Security Modules/Security Engine) | -<—Y 06, X =27 4 EV 2 —/L/T
VUDAT = AR L, BROBEA, BOEL, ERIGE, MR E0 S E I E R
BREA EITCEET, FEMICO VW, X2 VT 4 EVa— /T o DU (3195—
V) EZRLTLIEE N,

STy N T A —LFIE [T v T 4+ —L5KE (Platform Settings) ]-X—Y TiX, HfT &
REZ|, SSH., SNMP, HTTPS, AAA. syslog. DNSDO Y v — VB EEITH T EMNTEET,
FEIZOWTIL, Ty b7 —LgkE (1135—2) #ZRLTIZ3N,

« VAT LRE [V AT L (System) | A= — Tk, ROBEEZEHTEET,

¢« I AR [TA4 A (Licensing) ]— TlE, Smart Call Home %€ %177z
Y . Firepower ¥ ¥ —> % 7 A £ U ARGERICHEL L2V TEE 7, FEMIIOWTL,
ASA DT AU A (19 X—V) 2L TLIZEN,

o BT [EHr (Updates) ] X—T Tk, 7T v b 74— RN NARLT Y r— 3
> DA A—T % Firepower ¥ ¥ — NI 7 v 7 u— R T&ET, dFHIZOWTIX, A A—
VEMH (65 X—) ZZRLTIEEN,

o T —WEH  [—VEH (UserManagement) |X— 3 TliL, =2—VEREEIT-72V,
Firepower 4100/9300 > ¥ —3 O2—H 7T hH o e EFR LY T E4, FEMIlC
WL, 2—PEH (45 3—) 2BRLTIEE N,

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager2.12(1) 2> 7 4 ¥aL—>3 > A4 K .



Firepower ¥ )74 77547 RAOBE |
B x5—sz0E=5u>y

~ ~ — — . »
UN—V RAT—RADEZ=ZYYD
[Overview] ~S— 225 Firepower 4100/9300 & ¥ — 3 D AT — X A& fHICE =X TX F 7,
MEZ (Overview) | -X—UIiE, MOBERENFRRINET,

* [7 /3 Affi# (Device Information) ] : [BE22 (Overview) ]~~—? EFIZIL, Firepower
4100/9300 ~‘A¢~~‘/L:ob\fa>¥k®rﬁiﬁiz}ﬁﬁréniﬂ

e [> v —34 (Chassisname) | : #IHERERHZ S ¥ —UIZHEID B THONTARTZR R L
£,

«[IP 7 KL A (IP address) | : MG ERFIC Y ¥ —AZHID B ToHNIP T FL A%
FoRLET,

» [Model] : Firepower 4100/9300 > ¥ —3 OET N EFKRLET,
e [Version] : ¥ ¥ —3¥ ETEITENTWD FXOS D=V g VU ERLET,
o [E/EIRAE (Operational State) |: ¥ v — 3 OEMERHEA T — X 2 &R LET,

o [V — OB (Chassis uptime) | : ¥ AT AWERICTHEE) S TH D ORI
Rl 2 £~ LE T,

* [Shutdown] 78 % > : Firepower 4100/9300 ' ¥ —+ % 7 L —A 7 )L ¥ v "X DU LE
9 (Firepower 4100/9300 > v — Y O&EFRA 7 (109 <X—) #HMH)

\)

B [txXa2V T4 EVa— X2 )T oV
(Security Modules/Security Engine) ] -~<X— Y2026 &
Xall T4 EVa— VTP OEREL /T T
TEFET (BFX 2V T4 F V2P UDE
WA A7 (322 X—2) 25 |

o [FFI2E) (Reboot) ] 7R % > : Firepower 4100/9300 ¥ ¥ —> % 7' L—A 7 )L % v N
72 LET (Firepower 4100/9300 ¥ v — OFEH) (108 ~—) #HM)

s [Uptime Information] 74 2> : 7 A 2N — Y VEfFbEd &, Yy —TBLOA
VA=A EINTWDEFR2 VT 4 BTV 2TV OBREFHEFRRLET,

» [Visual Status Display] : [Device Information] =7 3 2 > ® FIZiZ Y ¥ — U BPHFEIICE R S
T, BHINTWD A R—=R U FEZNOLDOEHAT —F X% ~x LET, [Visual Status
Dlsplay] IRREINDR— NI —=I N EBGDLEDLE, AV F—T A A4, HE, A1
. EEREE, BIERER EOBIEERBFREINET, BHEOEX 2V T 4 EV 2L
%%ﬁ%?ﬂ/f . [Visual Status Display] {CE£RINLDOAR— M A=Y VEHFDEL L, T
INA ARG 7‘/7 L— h & A7 EEREE, BIERIEZR COBIEERNFR TR INET, M4
HeXa VT g %C}l**/VL:uHHﬁT/\/fxﬁﬁ/f VARV ENTVDEEIE, EHIP T
FLAL YT =T N=Var, 7 M A E—RFbFRRINET,
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| Firepower t¥1UF 1 7 IS4 7V RAOBE
vv—v 27—4820E=52y>5 |}

» Detailed Status Information : [Visual Status Display] ® FIZRREINDT—T LT, V¥ —
DFMIR AT —H AFEREGHET, AT —¥ AERIT, [BEE (Faults) ]\ [ ¥ —7 =
A A (Interfaces) ]. [T /34 A (Device) ]. [71 &> A (License) J. BLO[A >k
U (Inventory) 1D 52Dt 7 ¥ a Al TnET, ZhbDfktr va O %
T=TND IR RTEET, SOICHRT LHEROMEY T2 7 ) v I TDHLENE
NOFMAE R R TEET,

VAT AL, VX — VI OWTDORDFEMAT — X ATERERM L ET,

o [ (Faults) ]: AT LNTERSNEEELZ —RRRLET, Z0HOEEFIL,
[Critical], [Major], [Minor], [Warning], [Info] DEKEIZL->TY—raNFEd, —
RFORSNIBEE ZLICERNE, MEOHMA, R, AR, RI%A LRz
FRTEET, £, EEDPHEREINTOVEINE I LR TEET,

FEEIZOWTOBMERZR R LD WELHZET DI10E, BN TmEL2 Y v
7 LET, BHOBEELZHERT D10, ETLIEEEORICHLT =y 7Ry 7 R
AN LT, [Acknowledge] #7 U v 7 LET, BEOMEOERR & BPfEERE 31X
LYY FEZ BHI2IE. [Select All Faults] 28 4 > & [Cancel Selected Faults] 7~ % > % fifi
TEET,

A\

B EEORARKIIHLT D &, EOREEITIROF—
U ZHRIICY 2 RS HEIIZZ UV 7T SR E
T, FFEDREICRHLT 2546, BAELET TH
L2 EMBO—FIThbND KoL, ZOEEE
ERE AT DM TEET,

e [Interfaces] : ¥ AT HMIA VA=V ENTNDHA U FZ—T 2 A ANKRRINET,
[AllInterfaces] % 724 #—7 = A 24 EWEIREE, FEREE, =5 Lo 1 MK
EE LA MR FRENE T, IN—F2 7 IN( /3R] X 712i%, FTIDT 7V
r—=3alON—=RU T NARAEETHR—hENDA o F—T = ARXT 2
IRFEREINET, HTIZHONT, BIfRRERFR RSN E T (disabled : Z DT
TAN— R =7 NARZAFRERR S VT2, standby @ /N— R =7 23 XA [3HE
RENTWDD, BUET 77 4 7Tl bypass : N— R =7 NA/RATT 7
T47) .

[THRAABIOFR Y hT—T A AKX A (Devices & Network Instances) |: > AT
LIZRESN TV DT A A2 FRR L, FmBT A A (N—=EThH—INV%EE
PED) ICROFFMEREARUELET, T AL, AT —F A A A—=TUNR—T3
Y. BHEIPT FLRA BEO=a7H, ~—=YO T TIEIAN VLAN Zv—7x > k
UVEHELE AL v Tk XAy MU EHELMRTE 7,

s [License] : (ASAGREET /N\A ADYH) A~— K T4 B ABHEIMLIZ /2> TN B
E I MmEFR L, Firepower 7 A ¥ ADHBAEDBEEAT — X AB L OV v —2 DT
A ARWIHFRE R LET,

s [Inventory] : > ¥ —IZEHINTWHarF—3x b2 U X MERL, ZNHD =
VIR FOREER (2 R—x MM, a7 o, RES. IEAT—4
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Firepower ¥ )74 77547 RAOBE |
B x5—sz0E=5u>y

AL ERME, FyosvT 0 B BE, YU TS, BT VES ke, N
YHE=) BRLET,
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ERAT DHIIC

cHAY Tr— (1R—Y)

« IR E (8 X—2)

» Firepower Chassis Manager D12 7' A > /a7 7 7 b (15 _X—)
* FXOS CLI~DO7T 7 A (16 _X—)

AR JA—

ATy T

ATvT2
ATvT3

ATvT74
ATvTH
ATy 76
ATvI1
ATvT8
ATv79
ATv7T10
ATvIN

RIZ. Firepower4100/9300 ¥ ¥ — 3 R ET D FRIZFATT D MEN & D AR I & X 7 DFIA
L ET,

FIE

Firepower 4100/9300 > v —3 /~— R = 7 %5%E L £ 7 ( [Cisco Firepower Security Appliance
Hardware Installation Guide] #ZHR) .

MR EZ 7T LET (FIERE B =—=) 22H) .

Firepower Chassis Manager |22 7 > L £ (Firepower Chassis Manager O 7' A >/a 7' 7 7 |k
(15 ~X—) &M |

AREZERELET (HRFORE (113 X—) 25H) .

DNS #—NZHELET (DNS — O E (162 2—) #5H) |

LT A B 228 LET (ASADTA B AEH (19 %—V) 25#) ,
A—PERELET (2—FFH 453—) 22H)

MBEIZIGELTCY 7 MY 2T OEFHEFEITLET (1 A—VFH (653—) 2&8M])
BMOTT v b7 —LREEZETLET (FT7 v F74—L#%E (113—) 28H) |
A B =T 2 A AEBRELET (2 —T oA ZEH (171 =) 2FM]) ,

BT N REERR L ET GRElT A 2 Q211 =) #5]) |
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axX ;&

Mg
gl

VAT LDOFRE & B HIZ Firepower Chassis Manager ¥ 7213 FXOS CLI Zff 3 % 12i1%. #1HIC
WS OMDOFIIRRE S A7 B RITTLHHENH Y 9, HIFRECEIATI DT, 2 /—n
N— R ErLTT 78 AT HFXOSCLIZ AT 50, FHA— M2 LTT7 729 %SSH,
HTTPS, F7/ZIXRESTAPIZMH L ET (ZOFIEL, v—FvF Frbya=7 LT
ET) .

Y—IL iR— b =&AL =¥ E

FXOS CLI Z £ L T Firepower 4100/9300 v —IZHIDTT 7 AT H &, VAT LAORE
HEHTE ey b7 v T U P = FBRRRSNET,

A\

GB)  WHIRREZMR Y ZESIE, Roa<wy P2 L TRITFORELZT N THET 24ERH Y
—éqo

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

Firepower 4100/9300 & v — > O H—OEH AR — MIiX, 1 2OHDIPv4 T LA, F—hU =
A4, VTR h~R7, FHEF1ODHDOIPYV6T RLA, F—rUxAf, Xy bhU—2 F L
T4 I AERETHLERHY £9, FHR—FDIPT FL AIZx L TIPv4 £721XIPv6 7
RLADOWTNNERETEFET,

188 BRI
1. Firepower 4100/9300 3 % — 3 DR DY PREEE & Head L £ 37,
s Y— )L AR— IR a—FiERELITI Y= b= NITYERNZEE S

T35,
« 1Gbps A — Ry MEHR— FDPIEANT | A v F, T —FITERI AT
50

FEMIIZ OV TTIE,  [Cisco Firepower Security Appliance Hardware Installation Guide] % 2
LTLIEENY,

2. a Y —)LR—FIEEmL WD aryta—mR (i —L $—R) Tav
V=L IR—= K RTGA—=HZNRRDOEBY) THDHZ L EMERLET,

* 9600 K —
«8§F7—% Ew bk

NNUT 472 L
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| ®=m7 58
aAvV—)LR— b EERLEDMERE .

sl ARy T EY L

3. By N7y T AV YT NCHEATLHROERZNEL ET,
O LWEBE SN AT — R
cEHHIPT RLABLIOY TRy b wRA7
S —h Uz AIPT RL R
«HTTPS 8L WNSSH 77 B A&l 45 %7 % v b
s IRA MK E RAAL U4
«DNS — "D IP 7 KL %

FIE

ATy Tl vy —TOFEFREZANET,
ATFYT2 Z—IF N I L—FEFEHLT, U7 ary—)LR— NG LET,

Firepower (Z(%, RS-232-RJ-45 2V T3y —)ur—7 00t j@g L CoET, #E62IE,
Y= FR=F gD Y T -USB 7 —7 VB RBIZ R DGEANRH Y £4, ROV T 3
FA=REMBRALET,

* 9600 R —
8T —H v b
e NUT 472 L

1Ay 7 EYH

ATV T3 Tur T MIt> TV AT AREEITWVET,
G¥) MBS U T, IR ERICHERT Ny 7 A= —ZBEIL, vy b7 v 7RIEDT
Ny 7 BEOHIE, BV ATLAOHEEHZIT) ZENTEET, T A
Za =BT 50, Cul+CEMLET, 7y 7 A=a—%2KT7T 5%, Cul
+DE2EFLET, Cul+D A T 1EE L 2BEOMICAT LI OB H L5,
2D Ctrl+ D 24 L7 ICFEIT SN ET,

1 -

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration

and reboot system.
To back track or make modifications to already entered values,
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complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y
Enforce strong password? (yes/no) [yl: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]l: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y
Default domain name : cisco.com
Following configurations will be applied:
Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11

Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file - Ok
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Cisco FPR Series Security Appliance

firepower-9300 login: admin

Password: Farscapeé&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

[...1]

firepower-chassis#

EER—rMEFEARALEEA—42yF JAEYD3Z=VY

\}

Firepower 4100/9300 > v —3 OREIFICAX — T v 7 a7 4 Xal—Ta VRRONE
WG A. T AIr—F v F Ty a =7 F— RIZAY, Dynamic Host Control Protocol
(DHCP) $r— &L T, ZOEHEA X —T 2 A AIPEEALTAHO7— A T v
TaFRITLET, TO®R, BHA X —T = A A%&J L THHHEL T, SSH., HTTPS, 7zi
FXOSRESTAPI Z#fiH L TV AT AZBRETE ET,

G¥)

MR E e 0 IRTIIE, ko a~< > REEH L TEEFORELZ T X THETOILENRH D £
j—O

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

Firepower 4100/9300 > ¢ — ¥ DH—OEFEHAR— MIEX, 1 D2OHDIPvET NV A, F— U=
A, VTR h~<RAT, FRE120HDIPV6T RKLA, F—hUxAf, Xy hT—2 T
T4y I ABRETDOILENDHY £9, BHAR—FOIP T L Ak LTIPv4 £721XIPv6 7
RLZ2DOWTNNERETEET,
1R BHIIZ
vy NT v A7 VT N THEATAROEHREZINEL T,

s HTLWEHLE RAT— R

EHIPT FLABLOY TRy b &Y

e = Uz IPT KL A

«HTTPS BXWSSH 7 7/ A& F a4+ 5897 %> b

cHRA ML E RAL LA

«DNS H— "D IP 7 FL &
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FIE

AT w71 DHCP $— " %Z5%E LT, Firepower 4100/9300 > v —3 OFHR— MIIP 7 KL 2 ZE| D Y
TET,

Firepower 4100/9300 > v —< 775D DHCP 7 7 A 7 > MELRITIE, RO OB EZENET,
CEHA LU H—T A ADMAC T KL A,

« DHCP 473 2 > 60 (vendor-class-identifier) : [FPR9300] F7-1% TFPR4100] |ZF%E L
i‘j‘o

« DHCP 473 = 7 61 (dhcp-client-identifier) : Firepower 4100/9300 ¥ ¥ —3 O+ U 7 L%
FICHRELET, ZOVITAEZL, Py —TO5EHLY 7 THRRATE £,

AT w72 Firepower 4100/9300 > v — > DEF 2 AN E T,
VA —VDEEFICAY — T v T ar 7 4 X2 b=y a VRRONLRWEES, T3, AT
n—XyF ruaeva=rs E— RIADET,
ATY T3 HTTPS ZHEHA L CU AT LA ERET HITIX, ROTFIREFETLET,
a) VPAR—FENTWAETITUVFEMEHLT, 7 RLA N—ZIROURLZ A LET,
https://<ip_address>/api

Z Z T, <ip_address> (%, DHCP H— /3|2 Xk » TEIV 24T 517z Firepower 4100/9300 < v —
v OEBR—FDIP T KL AT,

() FAR-PSNLT7TUHOFEMIONTE, LTI A=Y a D))= /) — &2
LT Zsw

(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.htn
M)

b) VL ERRAT—-RKDANEZRDLNZL, T ingtall & <chassis serial_number>
AL Ca s A4 LET,
<chassis serial_number> (X, ¥ —> DX 7 EFHID LHERTEET,

c) Iy M-S TV AT AREZITVET,

s /NP RAT = RO@EHABRY v— GRIIBRRAT—= RO A KT A 20T,
a—F T hT b 453—) HEER) .

cadmin 77 FDOINAT— R,
s VAT LA,

e A= R R PEHDIPVET RLALH TRy b ~R7 F2FIPVv6 7T KL AR LT
L7 4T A,

e T I ANV KN F—=F T2 ADIPvAT RLUAEILIPv6 7 KL A,
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*SSHT7T 7 BEANHFRIENTWARA MNEry hT—27 T RLVABIORy bR 7/
V74T A,

«HTTPS 7 7 ¥ AN R EINDHKRA MNEX Y NU—I T RLVAL Xy h~AT /T VT 4w
7 AL

* DNS — 3D IPv4 £ 721X IPv6 7 KL A,

e T 74N RAAL 4,

d) [ (Submit) 1227V v 27 LET,
ATV T8 SSHEMEM LT AT LA ERET HI2IE, ROFIEELFETLET,
a) WOa<ry FEERLT, BHA— MR LET,
ssh install@<ip address>

Z Z T<ip_address> |3, DHCP #— /N & - TEIY 24T 547~ Firepower 4100/9300 3 v —
L OEHR—FDIPT RLATY,

b) NAU—ROANZRDBNIZH, Adminl23 = AjL T/ A4 LET,
) IuryUT M-S T AT AREEITVET,
GE) MEISEUT, PR ERICHERT Ny F A= —ZB8 L, By N7 v 7
DF N7 REOHIE, BEXO AT AOBEEINZIT) ZeNTEET, 7
Ny A=a—ZBET 5120, Cel+CEMLET, T 07 A=a—%KT
FTHIZIE, Cl+D Z 2| LEd, Cul+D Z # 1[mA & 2EEOMICASL
HORHAHEE. 2EIHO Cul+D 2 L-RICFEITENET,

&1

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]: n

Enter the password for "admin": Farscape&32

Confirm the password for "admin": Farscape&32

Enter the system name: firepower-9300

Supervisor Mgmt IP address : 10.80.6.12

Supervisor Mgmt IPv4 netmask : 255.255.255.0
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IPv4 address of the default gateway : 10.80.6.1

ERT 58 |

The system cannot be accessed via SSH if SSH Mgmt Access is not configured.

Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0

SSH Mgmt Access IPv4 netmask: 255.0.0.0

Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.

Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: ¥y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y

Default domain name : cisco.com
Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no):

Applying configuration. Please wait... Configuration file - Ok

Initial Setup complete, Terminating sessions
.Connection to <ip address> closed.

AT v 7T5 FXOSRESTAPI A L TV AT AZEETAHICIE. ROFNEE F(T

REST API 2] L T AT AARET DITIE, ROBIZHEHLET,
https://developer.cisco.com/site/ssp/firepower/ % ZH L T < 72 &\,

LET,
FEAIZ W T,

(G£)  dns. domain name, https net, https mask, ssh net, ssh mask D& EMEITA 7> 3 >~

T, RESTAPI REDLHAE. MOT X TOBEMEIISHLETT,

IPv4 REST API example:
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Firepower Chassis Manager DA %' 1 >/O %5 75 b .

"fxosBootstrap": {
"dns": "1.1.1.1",
"domain_ name": "cisco.com",
"mgmt gw": "192.168.0.1",
"mgmt_ ip": "192.168.93.3",
"mgmt mask": "255.255.0.0",

"passwordl": "adminl23",
"password2": "adminl23",

"strong password": "yes",
"system name": "firepower-9300",
"https_mask": "2",

"https _net": "::",

"ssh mask": "Q0",

"ssh net": "::"

IPV6 REST API example

{

"fxosBootstrap": {
"dns": "2001::3434:4343",
"domain name": "cisco.com",
"https_mask": "2",
"https_net": "::",
"mgmt gw": "2001::1",
"mgmt_ ip": "2001::2001",
"mgmt _mask": "64",
"passwordl": "adminl23",
"password2": "adminl23",
"ssh mask": "Q0",
"ssh net": "::",
"strong password": "yes",
"system name": "firepower-9300"

Firepower Chassis Manager DO 5 A4 >/OJ 7 k

Firepower Chassis Manager % fii | L C Firepower 4100/9300 ¥ v — 3 Z &% ET 212X, £ DR
. BRhipa—Y—THho s hEERL e 740 d 5 0ERNHY £9, 22— ThH U b
DFEAMCDONTIEL, —PEEH 45 3—) Z2ZRLTIES0,

*E%W btof%ﬁ#@% L. BBV AT Ao a 7y hSivEd, 7740
N T, 100MIChZ D BERITORWE BB 7T 7 N LET, 20X A LT U MRE
%WE¢5 E, By ar XA LT T RORE (56 3—) ZBRL TSN, i,
Ty a BT T4 T RGETH, —ERRORBRZICZ—TFE AT AL VT &
HETHKIZA LT T NEHRETHIEHLTEET, Mt A LT U NEERET HITIE, #
Sty ary XA LT T ROFRE (573—) 2L TN,
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VAT KAWL fESR, Firepower Chassis Manager 2> 5 HEIIZ 2 77 0 F S H5EHD—
BIZHOWTIE, By ia VAT LY Firepower Chassis Manager © v & 2 V3B U 5354 (93
N=V) EZRLTLIEIN,

)

CE)  $RELLEKHM T =PRI AT Ahbry 770 FENDHNT, 77 A T ORKERED
27l 95 K 9 1T Firepower Chassis Manager Z{LE TR E TX £9, iFMlc Wi, =
A AT ORRKEEORE (58 2—) 2ZRLTIZEW,

FIE

AT w71 Firepower Chassis Manager (22 7 A > 521X, ROTFNEEZFEITLE T,
a) PAR—FSINTWETTUHEEHLT, 7 RLVA NRN—IZIROURL # A LET,

https://<chassis _mgmt_ip address>

Z 2T, <chassis_ mgmt_ip_address> |%, #IHIEXERFIZ AT L 72 Firepower 4100/9300 > % —
YDOIPT FUAEIFARR M TT,

G PR=FENDT T UFOHEMIOWTL, FHL TV A=Y a0D) V—R ) — 43
LTS W
(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.htn
M)

b) Z—HFLLRRT—FE AN LET,
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DDOA—YH/ERA ML, [mZ T K (Logout) ] Z#ER L £,
Firepower Chassis Manager 2260 277 7 45 & v/ A VEHEICREY £,

FXOS CLIND7 VX

FXOSCLIIZIE, v Y —/b R— MIBEWEuREE-> T LET, 22—/ R— MIEE
L Wb aryta—4mRK (Fidar Y —L $—) Tary—pR_R—h XFA—F0
WRDOERBYTHDI EEMERLET,

* 9600 7~ —
87— v b
e NNUT 472 L

1Ay 7 EY b

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager2.12(1) 3> 7 4 ¥aL—2 3> A4 F


http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html

| ®meams
oscu~n7 stz [
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VAT A FEK 8 O SSH #Efi & [FIRF I Y AR — R & £ 9, SSH THHft 9 5 I21%, Firepower
4100/9300 > v —3 DARA ML EITIP T RUARMKETR Y £,

ROV By 7 ZADFONT I ZMHEH LT, SSH, Telnet, E72|%Putty T A > LET,

GE)  SSHmZA »TIERILFLNLFREBSNET,

Linux ¥R 7> HIFZLL RO SSH 2 H L £ 7,
» ssh ucs-auth-domain\ \ username@ {UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1
* ssh -| ucs-auth-domain\ \ username {UCSM-ip-address UCSM-ipv6-address UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11

ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -I
ucs-auth-domain\ \ username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

» ssh ucs-auth-domain\ \ username@ {UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1
Linux YA 2> HIZLL T D Telnet L £ 9,
“

GCE) T 74/ FTiL, TelnetiT 4 B—7 272> TWET, Telnet ZH %ML 2 FNEICOW T,
Telnet D& E (121 X—) 2SR LT ZE0,

« telnet ucs-UCSMI-host-name ucs-auth-domain\ user name

telnet ucs-gqa-10
login: ucs-ldap23\blradmin

« telnet ucs- {UCSM-ip-address| UCSM-ipv6-address} ucs-auth-domain\ username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ues-ldap23\blradmin

Putty 7 7 A4 7 b6

« ucs-auth-domain\username ¢ 7' A > L £,

Login as: ucs-example\jsmith
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Cisco Success Network (21X, ZA TRV 7 "7 3= g b 0no/2Y 7 by TIFHRIN
EXINFT, WEBIVE=FAHEOY 7 MU= TIHEREROFIIRLET,

R2:VITILITT7 N=230DTFLANY) T—4

TR RA b BB
2AT package version
Version 2.7(1.52)

ASA 7/84 RTF—4

Cisco Success Network (213, Firepower 4100/9300 ® ¥ = V7 4 EP a—)L/m Vv THE)
LTWD ASA T A AT 2 RAIESNET, INEBLBE=FHRD ASA T/ A X
H#AERDRITRLET,

RIASATINARTLAR)T—4

T—RRAU bk fE DB

ASA 7 /3A 2 PID FPRYK-SM-36

ASA T3, AET )L Cisco Adaptive Security Appliance
ASA TRA 2D T IVEE XDQ311841WA

B AT (AT 4 T EiFarT5) Native

X2 VT arTXARE—R (VT | T

FlzlE~LF)

ASADY T N =T N—=T g { ,
type: "asa version",
ersion: "9.13.1.5"
}

TIA AT R—=T D=V g {
type: "device mgr version",
version: "7.10.1"
}

BATOEH AT — FTA 2R (
"type": "Strong encryption",
"tag":

"regid.2016-05.com.cisco.ASA-GEN-STRONG-ENCRYPTION,
5.7 982308k4-74w2-5£38-64na-707999gl0cce",
"count": 1

}
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Cisco Success Network |Z1%. ASA T3, A[EH DO/ T —~< L AERNDINEINET, ZOF
WX, AT ABEEEE, CPUMHE, AT VHHE, 70 A7 FEOMHE, BI O
Mg ORI E ENET,
« CPU = : ia% 5 40M @ CPU =158
cAFRFEARAR : AT LDOEXAEY FHAEY, BLOEEATY
cTARVERE . T AT OEIRE, HHBAARE, BLXOGHAREOGEH
« DRTLOBEER o 2T LOBENEEHR
s TR ERKR : O A7 AHIREOFE AR (nameif 353X E SN2 TXTOA & —
7 A ANBHHER)
ZHIE. VAT AOBBERUBICZERBLIOREENZ1IRLZ0 0y b (F2E
NAN) OFGEHERE R L ET,
NEB L OE= 2R ROEREROFITRLET,

KA NRTF—IVAFLARYT—4

T—2 RS b Bl

W 5 3R 25 A CPU i & L.
“fiveSecondsPercentage”:0.2000000,
“oneMinutePercentage”: O,
“fiveMinutesPercentage”: 0
}

VAT A ATV fEHE {

“freeMemoryInBytes”:225854966384,
“usedMemoryInBytes”: 17798281616,
“totalMemoryInBytes”:243653248000

}

VAT LDT 4 AT FHR {
"freeGB": 21.237285,

"usedGB": 0.238805,
"totalGB": 21.476090

}

IS INGY ([ 99700000

AT I O AR L { ,
"receivedPktsPerSec": 3,
"receivedBytesPerSec": 212,

"transmittedPktsPerSec": 3,
"transmittedBytesPerSec": 399
}
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Cisco Success Network (21X, v —>D X2 VT 4 EVa— )W/ THEILTWD
ASAT NA ADKREAT — B A, 7T AL T x—)LA—s3— BIOR T A AFRMPIE S
NFET, ASAT A AFHRICEH L UREB LT SNAHEHEROEFIRLET,

FE5:FLA R F— 8 OEAE

T2 RA b

fEn!

HEREAR T — & A

[{
“name” :
“status”
}I

{
“name” :
“status”
}I

{

“name” :

“status”:

}H]

“cluster”,
: “enabled”

“webvpn”,
: “enabled”

“logging-buffered”,
“debugging”

7 7 RS NEH

{

"clusterGroupName": "asa-cluster",
"interfaceMode": "spanned",
"unitName": "unit-3-3",
"unitState": "SLAVE",
"otherMembers": {

"items":

{

"memberName": "unit-2-1",
"memberState": "MASTER",

"memberSerialNum": "DAK391674E"

}

}

[

]

7 = — )V — R —FHR

{
myRole:

peerRole: “Secondary”,

myState:

peerState: “standby”,
peerSerialNum:
“DAK39162B”

}

“Primary”,

“Yactive”,

a7 A R

{

"loginTimes": "1 times in last 1 days",
"lastSuccessfullogin": "12:25:36 PDT Mar 11

2019"
}

TLARY T74IL0DH

Firepower 4100/9300 > v —3 7 L' A MU MNFENTH U T A REEICH DT XTD ASA 7 /31
AMBEAG ENTeT — 2L, ¥ —VEADOFERLZOMD T 4 —/L B EHEK S TH S Cisco
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Cloud IZEfEENET, TV A NI T X 2FOT SV r—rarBWEETH, 7L A B
Vi vy —0E58 & & I Cisco Cloud I2EE SN E T,

PLATIE. Cisco Success Network 7 L A b U 7 7 A )L DFITT, TDT 7 A /LIZiE. Cisco Cloud
({224 S 7= Firepower 9300 D 2 50 ASA 7 /34 ZADIERBMEF SN TOET,

{

"version": "1.0",

"metadata": {
"topic": "ASA.telemetry",
"contentType": "application/json",

"msgID": "2227"
}I
"payload": {
"recordType": "CST ASA",
"recordVersion": "1.0",
"recordedAt": 1560868270055,
"FXOS": {
"FXOSdeviceInfo": {
"deviceModel": "Cisco Firepower FP9300 Security Appliance",
"serialNumber": "HNY4475P01K",
"smartLicenseProductInstanceIdentifier": "413509m0-£952-5822-7492-r62c0a5h4gf4",

"smartLicenseVirtualAccountName": "FXOS-general",
"systemUptime": 32115,
"udiProductIdentifier": "FPR-C9300-AC"
}I
"versions": {
"items": [
{
"type": "package version",
"version": "2.7(1.52)"

}

}I
"asaDevices": {
"items": [

{

"CPUUsage": {
"fiveMinutesPercentage": O,
"fiveSecondsPercentage": O,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": O,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {

"deploymentType": "Native",

"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",

"serialNumber": "ADG2158508T",

"systemUptime": 31084,

"udiProductIdentifier": "FPROK-SM-24"

}I

"diskUsage": {

"freeGB": 19.781810760498047,
"totalGB": 20.0009765625,
"usedGB": 0.21916580200195312

}I
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"featureStatus
"items": [
{

"name":

"status":

"name":
"status"

"name":
"status"

"name":
"status"

"name":
"status"

"name":

"status":

"name":
"status"

"name":
"status"

"name":
"status"

"name":
"status"

"name":

"status":

"name":
"status"

"name":
"status"

"name":
"status"

"name":
"status"

"name":

"o

"aaa-proxy-limit",
"enabled"

"firewall user authentication",
: "enabled"

"IKEv2 fragmentation",
: "enabled"

"inspection-dns",
: "enabled"

"inspection-esmtp",
: "enabled"

"inspection-ftp",
"enabled"

"inspection-hs232",
: "enabled"

"inspection-netbios",
: "enabled"

"inspection-rsh",
: "enabled"

"inspection-rtsp",
: "enabled"

"inspection-sip",
"enabled"

"inspection-skinny",
: "enabled"

"inspection-snmp",
: "enabled"

"inspection-sqglnet",
: "enabled"

"inspection-sunrpc",
: "enabled"

"inspection-tftp",

ASADS At RERE |



| AsADS 1t rEE

"status": "enabled"

"name": "inspection-xdmcp",
"status": "enabled"

"name": "management-mode",
"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic threat",
"status": "enabled"

"name": "threat detection stat access_list",
"status": "enabled"

1
}I
"licenseActivated": {
"items": []
}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:18 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226031548496,
"totalMemoryInBytes": 241583656960,
"usedMemoryInBytes": 15552108464
}I
"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"

TLARY
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"CPUUsage": {
"fiveMinutesPercentage": O,
"fiveSecondsPercentage": 0,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": O,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "RFL21764S1D",
"systemUptime": 31083,
"udiProductIdentifier": "FPROK-SM-24"
}I
"diskUsage": {

"freeGB": 19.781543731689453,

"totalGB": 20.0009765625,

"usedGB": 0.21943283081054688
}I

"featureStatus": {
"items": [

{
"name": "aaa-proxy-limit",
"status": "enabled"

}I

{
"name": "call-home",
"status": "enabled"

}I

{
"name": "crypto-ca-trustpoint-id-usage-ssl-ipsec"
"status": "enabled"

}I

{
"name": "firewall user authentication",
"status": "enabled"

}I

{
"name": "IKEv2 fragmentation",
"status": "enabled"

}I

{
"name": "inspection-dns",
"status": "enabled"

}I

{
"name": "inspection-esmtp",
"status": "enabled"

}I

{
"name": "inspection-ftp",
"status": "enabled"

}I

{
"name": "inspection-hs232",
"status": "enabled"
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"name": "inspection-netbios",
"status": "enabled"

"name": "inspection-rsh",
"status": "enabled"

"name": "inspection-rtsp",
"status": "enabled"

"name": "inspection-sip",
"status": "enabled"

"name": "inspection-skinny",
"status": "enabled"

"name": "inspection-snmp",
"status": "enabled"

"name": "inspection-sglnet",
"status": "enabled"

"name": "inspection-sunrpc",
"status": "enabled"

"name": "inspection-tftp",
"status": "enabled"

"name": "inspection-xdmcp",
"status": "enabled"

"name": "management-mode",
"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"
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"name": "threat detection basic_ threat",
"status": "enabled"
}I
{
"name": "threat detection stat access_ list",
"status": "enabled"
}
1
}I
"licenseActivated": {
"items": []
}I
"loginHistory": {
"lastSuccessfullLogin": "05:53:16 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"
}I
"memoryUsage": {

"freeMemoryInBytes": 226028740080,
"totalMemoryInBytes": 241581195264,
"usedMemoryInBytes": 15552455184

}I

"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"
}I
{
"type": "device mgr_version",
"version": "7.13(1)31"
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Configuration Guide] Z#ZM L T 72 &0,

« Cisco Smart Software Manager C~ A% — 7 17> M &{ERK L £7,
https://software.cisco.com/#module/SmartLicensing
ERETHO U N EBRLTROVEAIZ, 20V 7% 27 )y 7 LTHLWT AU b

Y N7 v LT L&V, Smart Software Manager Tl&, ffkDO~A X — T h o b &
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VY= URTA R ABEEBETE DL, Yy YDA =Ry FT 7R
FLTHTTP 7%y 77 B A MR LET,

VX —UNTA L ABEDO LRI R TE D L DT, DNS b—RE@&ELET,
« UX =D DR EZ R E L E T,

¢ ASA T A & ARG EFRTET HHIIC, Firepower4100/9300 > ¥ —L CAVw—h V7 h T =
T IARAALA T ITANT I F v meRELET,

AR—EYVYIEDIT7 SACVADHA KSA4 Y

TANF—IN—DSREAYGTD=HDASAHA K514 >

£ Firepower 4100/9300 3+ — /1%, License Authority £721XV%7 7 A b —NITEEEIN DN
ERbHOET, EAXY =y MIENERIE»NY £H A, K74 B A2 THT5
i, vy — v ZEIERDO T A AEEAT ZHLERSH D T,

AX—bFYIT DT A4 ADTIHILE

Firepower 4100/9300 > ¥ —< OF 7 # /b bR EICIL, 74 B ARFER D URL Z457ET 5
[SLProfile] & V9 Smart CallHome D7 2 7 7 A L& F TWET,

BEAI—NYIbIIT7 S48V VTDERTE
Cisco License Authority & 1857 5720, MEIZIS U THTTP 7' £ 23 E CTE £ 7, License

Authority |28 8T HI1TIF, Av— MY T vU =T T4 AT I M BEUE LT Firepower
4100/9300 > v — OXGk h—2 D # ATJT 20 RH D FT,

FIE

ATv 71 ({EE) HTTP 7 u XL OE (354—Y) ,
ATwF2 ({tE) CallHome URL OHIER (36 ~<—)
AT w T3 Firepower ¥x = VT 4 777 AT 2 AD License Authority ~D%dk (36 X—)

({E=) HTTP 70X DHETF

Iy NI =T TCA LV BZ—Fy h TZEBRZHTTP 7o X 2T 5845, A~—K VY7 1
72T TARUV U THOT XY T RUVAFRETALELNHY 4, 207 aFx
— %12 Smart Call Home (2 B S E 4,
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GE)  REAAZMFHT A HTTP X 3 R— SR EH A,

FIE

ATV T [VRATL (System) >[5 4 >R (Licensing) ]>[Call Home] Z3&R L £,

[Call Home] ~~—71T1&, License Authority D%8%:7 R A URL R ETH7 4 —/L N, BX
OHTTP 70X v 2RET D7 4 —/V FRFIRENET,

GE)  Cisco TAC 2>BDFERMNIRWVIRY | T4 B AFEFERO URL A8 E LW TL 72X
AN

RTY T2 [—OFE (ServerEnable) ] Kr v 7 X7 U R LD, [ (on) | ZRIRLET,
ATwF3 [H—/SURL (ServerURL) ] 7 4 —/L K& [Hh—s3AK—k (ServerPort) |7 4 —/L RiIZ7 1%
VIPT RLARER—bEANLET, 7o& 2E, HTTPS — DR — k443 AL ET,

ATy T4 [R17FE (Save) |27 U 27 LET,

({£%) Call Home URL D&%

PLRTIZERE &7z Call Home URL ZHIFRT 51213, WOTFEEZFEITLET,

FIE

ATY T [VRTL (System) 1>[F4 2R (Licensing) ]>[Call Home] Z3#R L £,
AT 72 [Call home Configuration] fH C, [Delete] Z 3R L £,

Firepower ¥ 21') 7« 7 754 7 > XD License Authority ~ D &£

Firepower 4100/9300 > v —3 Xk 5 &, T4 & AFRERIZ & - T Firepower 4100/9300
Ty —v LT A U ARGER & OB OB I éznzo ID GERENFITSNET, £z,
Firepower4100/9300 3 v — 3 3354 HARAAT I 7 > MZEID S THNET, #H. ZOFIHE
WX1ERY DA AL ATY, 72720, @E0RE 7‘; & DNEIK T ID GERIE O IR Gl 72
Y &i%. Firepower 4100/9300 v — 3 OFRERB LI/ D £,
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FIE

Smart Software Manager & 7213 Smart Software Manager Satellite T, Z ®DFirepower 4100/9300 > ¥ —
COBMELIRDN=F XNV T AU FORERN—7 U EERLTabr—LET,

A=K VT 02T X =V BT T4 P L TR F—27 L E2ERT D THIEON
T L <X, T[Cisco Smart Software Manager Satellite User Guide]  (https://www.cisco.com/c/en/
us/buy/smart-accounts/software-manager-satellite.html) ZZM L T 7230,

Firepower Chassis Manager T, [ X T4 (System) >[5 42X (Licensing) ]>[A<— k
4+t RX (Smart License) | DIEIZEIR L £,
[Enter Product Instance Registration Token] 7 4 —/V RiZ& &k h—27 &2 AT LET,

(f£&) Cisco Success Network #§AE % 5h12 95 121%. Enable Cisco Success Network = » 7
Ry 7 At 712 LET,

FEAIIZ DU TIX, Cisco Success Network (23 X—37) ML TL 72XV,

(8% (Register) 227 Vv 7 LET,
Firepower 4100/9300 ¥ ¥ — 23 T A & 2 AFRGER~DB&EHFEZFHIT L E T,
TS ADRERE RS D11, BEEER (Unregister) (%227 U v 7 LET,

Firepower4100/9300 > ¥ — > OBERAfEbRT 2 L. TH UV DT A APHIBRINET,
EBIL, TAAAEDTRTOTA & AEKLIEENSHIBR S E T, BEEMERTH &
T, 742 A%H L\ Firepower 4100/9300 > v — 3 ([ZFIHT 52 L b TE %9, 03,
Smart Software Manager 7> 57 /3 A& HIRT 5 Z &b TEET,

Cisco Success Network D Z i NLEEH

\}
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FIE
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[Cisco Success Network Preferences] O F T, ¥ A anbigt SN AEHMICH 28 L T2 5, [Click
here |27V v 7 LT, YAAIERBINDIT T NNT —F E2ERBLET,

[Enable Cisco Success Network] & &9 325702 Z @8I L, [Save] #7 U v 7 LET,
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M, HbH LW RAT — RELFHICHER Y] & 13 O)ESE T
ForEh, BEI O LEWVEIZEIET D &, Kb EHW
INAT — ROBPMEAFREIZ 72D £77,

ZOfEIF, 0~ 15 HLHBEICRETE T,

[History Count] 7 4 —/L R&Z OIZRXE L BRI DV N aT «
=TT HE 2—FIFLURIDONRAT — RZNDOTH
fEHTX £,

[Change During Interval] =7 1 —
i

‘_‘j]/l/ﬂthJ‘_Eéhf\_:L\_“‘j‘ﬁ)/\z ]7_ }\%m‘ﬁf% 5&/]) ~
YT EHELET, IR SNDEITRDOLEEBY TT,

s [Enable] : ©— I /VERGE S #U7z = —H X, [Change Interval]
¥ X U [Change Count] DR EIZIESNWT/RAT — R &4
HTxET,

s [Disable] : 7 —# /VERBGE X dL7z = — WX, [No Change
Interval] (ZF57E SNV WIIIZ N AT — R %”A{ET% FH
o

[Change Interval] 7 4 —/L K

[Change Count] 7 o —/L R CHEE L7c/SA U — RZEF A A5
&4 2 R

ZOMEIE. 1~ 745 BRI BHICRETE 9,

Tl ZIX, TDOT7 40—V KM 48 IZEXE S 41, [Change Count]
T AV B 2ICHES TV DA, B — U VRBRES Lz
T — XA FRILINIZ 2 [RIZ X H /XA T — REE 25477
L lFTEERA,

[Change Count] 77 1 —/L K

17— B VEBAE S 72— 3 [Change Interval] O [JZ H 43 D
IRAT — REERTE HRKEHL,

ZOfEIF, 0~ 10D HEARICRETE £,

[No Change Interval] ~7 1 — /L
s

7 — 7 LR uﬁéﬂfgl“‘qj_ﬁ‘ ?ﬁ' L< 'ﬁzﬁk L7ENAY— K%
UL e Y- (IS s AN T

ZOfEIZ, 1~ 745 REOFFH CHBEICRETE E7,

Z OfFFEIZ. [Change During Interval] 7" 2 237 ¢ 73 [Disable] (2
RESNTWRWEEITER S E T,

[Passphrase Expiration Days]
7 4 —)L R

HRHAREZ 1~9999 HOMTRELET, T 740 FTlE
BHNHARIZEENZ 72> T ET,
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B o sqa7yroms

ATvT4

vy

ATy I
ATy T2
ATvT3

ATvT4

Z2X:01 s BA

[Passphrase Expiration Warning | o /' VIFIZ/ S ZA U — ROERIHIE 2 = — W25+ 2 00T

Period] 7 .t —/L I AR O H T2 0~ 9999 DRI TEEE L £3, F7 40
RME. 14 AT,

[Expiration Grace Period] 7  — | A2V HIR DM H % & CTIC2— R A T — REL T 505

VR WD 0~9999 DRI THRELET, 774/ ME3 AT
ﬁ‘o

[Password Reuse Interval] 7 4 — | /S A U — ROBEF|HMNAJEEIZ /2D £ TOHEZ 1~365 DT
VR HELET, 774/ X 15 HTY, [History Count] &
[Password Reuse Interval] Dii 5 & G2 25E1L, WD
FREMIE L TCWARERSY £3, 22X, BELY
M3 ICREL, BRAMREEZ 10 FICRET D&, AT —
REZZFETE 501310 HERE L72#% T, NAY— R&3[H
ERLIZGAEICRONET,

[*1F (Save) 127V v LET,

BA LT FDEKRTE

FXOSCLIZMMT 2 2 LIckV, 2—W 777 4 ©7 ¢ 22 L CRIBATREZRIFH 28 E T & %

9, Z ORI ARE L7, Firepower4100/9300 > ¥ —ix—H¥ v a 2L ES, =

Y=ty ra sl HTTPS, SSH., BXOTelnetz v v a > & T, BARLIHELITO Z &

MNTEET,

&4A7?h&bf%m®(w 7)) UTOEAZRETEET, 7 740 M 600 5T,
DFEETIZT DI, By ar XA LT T MEZOIZRELET,

FIE

X2 UT 40 BE— REHBLET,

Firepower-chassis # scope security

5:“77]'/1/ ]\wquﬁZﬂ?ﬂ— )T/f £ — ]\%Fﬂlﬁﬁ'&bijﬂ

Firepower-chassis /security # scope default-auth

HTTPS., SSH., BL W TelnetEv > a v dF7 A KV ZA LT 7 NERELET,

Firepower-chassis /security/default-auth # set session-timeout seconds

EE) 2 V= kv arDT7 A KV EALLTT NERELET,

Firepower-chassis /security/default-auth # set con-session-timeout seconds
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ATy TH

ATvT6

wxityar aqL7y roEE |

o ¥rva a2y AT AREICTI Yy FLET,
Firepower-chassis /security/default-auth # commit-buffer

FEE) EyvarBIUHdtyyar A4 L7 7 FOREEF R LET,

Firepower-chassis /security/default-auth # show detail

1 -

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No

ety a3y A LT FDEE

ATy I

ATv T2

ATvT3

ATy T4

ATy TH

Firepower4100/9300 > ¥ — Zidffixtt v v a v XA AT U R ERH Y, Ly a O
RIUCBARRZR S, Mkt Yy a v A4 L7 7 MRIAKRERT L La—F By a IALS
NET, ZOHZ A L7 7 MEREIX, ~ U TV =Y —)b, SSH, HTTPS & ie 4 ~TD
FERoOT7 7R ZR LT/ r—ULZEASNET,

Mot Z A LT MEDT 7 0 MiZ 3600 (604y) THY., FXOSCLI ZfH L CTEH TE
T4, ZORTEEE DT AT, iy ar XA LT MEZOIZERELET,

FIE

X2 UT 4 B— REHBLET,

Firepower-chassis # scope secur ity

T AN NEIEEX 2 VT ¢ B— REBBLET,

Firepower-chassis /security # scope default-auth

Wty arr XA LT RERELET,

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

rFo W a B AT AHREIZTI Y FLET,

Firepower-chassis /security/default-auth # commit-buffer

(EE) ByvarBIBdttyyary A LT NORELZFRLET,
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Firepower-chassis /security/default-auth # show detail

&1

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

074 UERITORKEBDFHE

By 77U M= SN e /A UITORKEREZRELE T, ZoEKEBL
% & FBE L7-FEM 721 Firepower 4100/9300 v —> b v 7 77 hENb 2 LIk &
T, =Wk, RELEEKEEEBLZ T/ A 2817358, VAT Lanbry 7 &E
T, =Ry T SNl EERTHMIRRINETA, ZWBEZD L, 22—
FRIZE 7 A 2T TEDL L OICRDET, BESNTRFMIE KT ILERH Y £,

17 A AT ORRBEBET D123, ROFIEZETLET,

G¥)

&M

ATvT2

cEDZAT DA T I FThoThH (EHEZEGY) . n /A lfTORKEZE
ATuTA BT TLHE, VAT LRy 7T U FENET,

cRIETE 2 u A RITOT 7 40 b ORKREHEIT0TY, 22—V u s A ERITORK
BEBATZEEIZVAT Dby 77y bS5 T 740 FORIE, 3055 (1800F))
"C:\‘g—o

TOF TV alt, VAT LADITL I TAT ) TIRE~DUENE TG D72 DICEREND
B 1oTT, SO WTE, BX =2 U7 BB (75 3—) 22 LTEEN,

FIE

FXOSCLI 726, E¥ =2 V7 ¢ E— RIZAD T,
scope security

KTEom 7 A U RITOREEREZRELET,
set max-login-attempts num_attempts

num_attempts OfEIZ, 0 ~ 10 OFIPHN OATE DL TI,
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ATvT3

ATv74

BIMRT—FEFI VI DERE .

B A RITORESBEEICELEE, 2R AT Ahbuy 7 T U S LREH (E
i) ZfEELET,

set user-account-unlock-time
unlock_time
BEEXaAI Y FLET,

commit-buffer

H/INMNATD—FREF TV IDERE

ATy T

ATy T2

ATvT3

NS AT— RRTF = v 7 AN LIS HEE, BE LIck/ N Cr 2T 5320 — RafE
T HUENRHY £, 2L 21E, mnlenghd 7Y a V&2 1ISICRELTEHEE. 72T — i
15 XF L L2 L TERT 20 ERH D £3, 20Ty aid, YATLDIAEFS T T
AT VTBESOHERDIZDDEKD 1 2T, GEMICOWTE, EF= U7 (@REEL (75
N—=Y) ZZRLTLES N,

RNNAT = FRF = v 7 ZRET DI, ROFIEZETLET,

FIE

FXOSCLI 226, E¥ 2 U7 4 F— RIZAD £7,
scope security

NRAT— ROF/NORESERELET,

set min-passwor d-length min_length

REXAIy FLET,

commit-buffer

O—AhIL1A—YY 7ho2 FOERL

ATy I
ATv T2

FIE

[System] > [User Management] > Z 38R L £,
[Local Users] # 7% 27 VU v 7 LET,
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1—4ERE |

AT9F3 [2—FDBENM (AddUser) 127 U 7 LT [2—FDiEM (AddUser) | XA TRy 7 A

ZRE £

ATy T4 2—PICEHLCTEREINAEREZFHL T, RO7 4 — L RIZEEZ AN LET,

ARl

FiEA

[User Name] 7 . —/L K

DT AT NIu T A THEXIMHERENEZT I b
%, ZOAENX, BMATHY, 2—F T AT NADOTA R
T4 EHIRE T L TCWAMERHY £3 (=—H4ICH
THEHA RTA L (46 3—2) =5H) |

I—PEREFELBIE, 2 /A IDEEECTEER A, 22—

Ty hEHIBRL, iltnwa— T MEERT S
VN F9,

[First Name] 7 - —/V F

a—YPDL, ZTOT 44— NIZiE, 2 XFETOMEE AT
%iTO

[Last Name] 7 4 —/L N

=P, ZO7 —/ RIIE, 32 XFEETOEE AT
xF7,

[Email] 7 4 —/L K

2—YDEFA—/L T KL A,

[Phone Number] 7 4 —/L N

2 — P OB

[Password] 7 - —/L K

ZOTHY L MIEEMT O TSR AT — R, /NAT—
RERET = v 7 2N LIz 1E, =—% "2 U — Rk
E72 b DIZT HMENH Y £3, Firepower eXtensible 4 L-—
T AT VAT LITRETF = v 7 BT L TRV
TJ—REEGRLET (NRAT—RIZETHIHA RT14 2 (47
~N—=) M)

GE) RNAU—FRIQIKROFEZEEDDHL LI TEEY
oo $ (RAFE) 2 (BERIFR) . = (%5) . 2
ORI, /RAT— ROWBETF = v 7 DA /e -
TWBEDEI DI LTHEAINET,

[Confirm Password] 7 4 —/L

FEBD T DD IRA T — ROFAS,

[Account Status] ~7 4 —/L N

AT —HAN[T 7T 47 (Active) J[ICHEESNTWEEA,
2—WFZonr A4 ID /XA T — K& L T Firepower
Chassis Manager & FXOS CLIiZr 7 A > CXx£7,
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n—nra—+47hoe robik [

Bl

B

[User Role] U A k

A=Y T H T MTED Y TOHHERER T — (22— D
TEl (50 ~—) 2ZM)

TRCOZ—WIIT 7 4/ b TIEEFEHFE BEH o —/LnE Y
BTHNET, ZOr—/HIRIFR T ¥ A, EHOr—
NEEIDYTHITIL, Cerl 2 L-FEE, HHOr— L %E
Uy 7 LET,

GE) =2—Vo—nLzHRTLE. ZO2—FOIED
tyiarIDPRVEINET, 2FED, T
Da—W DT 7T 47w ar (CLLE Web D
W) Nl bIic) T LET,

[Account Expires] F = v 7 7R
7 A

FATTHE, ZOTH T MNIWIRYINIZZ2 Y | [Expiration

Date] 7 4 —/V NIZHRE L7 B UBRICEH TE <720 &

s

GE) 2=V Thur MIAEPHIREZHRE L%, TA%)
R L) ICHRETDHZ LIXTEERA, 72
L. i TCEEOADHIRAMSTT T M
BETHZ EIFARETT,

[Expiry Date] 7 4 —/L K

7 Ay RHIREIIC A S B, B ORI yyyy-mm-dd
<7,

DT 4=V RORIRCHDI IV E—T A ari s vy
THEIV X —=RERREN., FNEFEH L CHREA %2 3R
TEFET,

ATy 75 [Add] 27V v 7 LET,

O—AhJ)L 21— 7Ho U ~OHEIE

FIE

AT 71 [System] > [User Management] > % He4R L £,

AT w T2 [Local Users] ¥ 7% 27 U w7 LET,

RAT9 T3 HIRT22—% 7T H 7 FOITT, [HIBR (Delete) 127 Vv 27 LET,
ATw T4 [#EZR (Confirm) 1 XA TRy 7 AT, 1TV (Yes) 1227 U7 LET,
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a—vEE |
B o 7n9ro7s5q deEREETIT 4T

O—AILaA—Y7hHO9O O D7 T4 ILEITIETH
T4 71k
O—hNVa—WTho " e T 7T 4 TAbLERIZIET 7T 4 T TEADIL. adminbE[RE 7=

1T AAA MERR 2 FF D — Y DA TT,

FIE

AT w71 [System] > [User Management] > Z 34 L £,
AT w72 [Local Users] ¥ 7 &7 Y w7 LET,

ARTVT3 7O T4 TCEIIT 7T 4 7T 22— T AU FOITT, [k (Edit) ] EhET A
ay) 7V v LET,

ATY T4 [2—VOfFEE (EditUser) | ¥ A7 RITHRy 7 AT, ROWTNILDFIREEFETLET,

c2—W T HTL N NET 7T 0 7T BITIE, [Account Status] 7 o —/v KD [Active] A7
varRE L EI VI LEY, =Y T hH U NEET T 4 LT A, T AU b
DNRAT—=RZ2Vty FTOMLERHLOTHEREL T EENY,

ca2—Y T H L NEIET VT 4 T T DX, [Account Status] 7 o« —/L K@ [Inactive] 4
TrarREr e ) v LET,

admin =—%F 7 AU MIEIZT 77 4 TICRESNET, ERIITEEEA,

ATv TS5 [{RfE (Save) 1227 U w7 LET,
ATFYT6 PV I a BV ATAREICTI Y FLET,

Firepower-chassis /security/local-user # commit-buffer

H— jJ)lxn:unIEé?hT:l—"f@/\oZ'j— F\Eﬁo)b U 7

FIE

ATY Tl BXx2V T4 T—REfBLET,

Firepower-chassis # scope security

ART9T2 FHELa2—F T ML Te— I a—F X207 0 E— RERMBLET,

Firepower-chassis /security # scope local-user user-name

RT9T3 BELE2—YF TV hORRU—KNEREZ7 VT LET,
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Firepower-chassis /security/local-user # clear password-history
ARTYF4 NIV I a BV AT AREICAI Yy NLET,

Firepower-chassis /security/local-user # commit-buffer

1
WIZ, NAU—R@REEZHEEL, N7 va v aETHHE2RLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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A A—DFE

11l

o f A—=VEIIZONT (65 %—2)

s Ciscocom MHDA A=Y DXy a—K (66 X—)

« Firepower © X 2 VT 4 7T TA T UV ANDAA—=TDT v 71—k (66 2—)

o f A=V OEVEDOHEGR (67 ~—)

* Firepower eXtensible XL —7 4 VTV AT LT T N T — LN KAVDT v 77 L—
K (68 =—)

» Firepower 4100/9300 > v — 3 ~DiRBET A ZAD Y 7 "7 =T A A=Y DHF 7 a— K
(69 ~<—)

CTREET S ADA A= R=Va VOEH (71 =)

77 —AhUxT Ty T L—FK (13—Y)

e N—=Ta 201 L F~OFEHF T T L—F (713 —)

A A—DFHE[ZDOINT

Firepower 4100/9300 + ¥ —3 TIX 2 DDIEARZ A TDA A= 2 L3,

\}

GE) TRTCDOARA—DIWIT I ENAVBYLN T, EX a7 7— ML THRIESNET, Yok
REAb, AA—VEERLRNTLLEE N, BEIT L L, BMEFo 7 —I122 0 £,

« 77w N7 F—L /3 R Firepower 7 7 v b7 4 — A5 3 RV, Firepower Supervisor
B L OFirepower t ¥ = UV 7 f EV 2 — W/ VU TMET D, BEOMN LA A —
DEFV TT, 77 v N7 4 —L N KL, FirepowereXtensible 7L —7 ¢ > 7'/ &
TALADYT N T Nylr—UTT,

TN —vary TV —va A A=V, Firepower4100/9300 & ¥ — T DE X o
VT4 BTV a— VTP ATHANT LY T N =2T A A=V TY, TV r—varA
A—1X, Cisco Secure Package 7 7 /L (CSP) & LTk E 4, Zhid, s A
A ZMEEFFICEF 2V T 4 BV 2= WU D UICEBEND £ T (UK ORET
NA ZERITH R T) A== FIRFEINET, LT TV r—var A A=Y
XA T OEHD T % /3— 5 % Firepower Supervisor [ZfR77F TE 77,
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1 r—vER |
. Ciscocom A SDA A—TDE I O—F

A\

GE) TIT T —L R RV A RA= L 1 DOUEOT TV r—a v A A=W FE2T v
TV —FRT2568, T 779 b T3 —L NNV ET 7T L—RTHVLENRHY 7,

Y

(GE)  Firepower 73 ZIZASA T FV r—a kA A —1LT5581%, BEOT 7Y r—
22 Y FID DA A=V ZHIRTE £9, TOWLRKRTT, §XTOFID A A=Y ZHIkRL
X 5 tj—;:) <E\ /)\foﬁ< EH1ODA X **“/@ﬁ'”&%ﬁ\?ﬁééh\ [Tnvalid operation as no
default FTD/ASA APP will be left. Please select a new default FTD app)] Ew 533“—)( b4
T—UNRERRENET, TRXTOFID A A—VEHIBRT DL, 774V M A—=VET%
LT, ZOMDA A=V HHIBRL, BERIZT 74V b A=V 2HIBRT 2LENH Y £,

Cisco.com M S5NDA A—TDAEAHAO—FK

Download FXOS and application images from Cisco.com so you can upload them to the Firepower chassis.

188 BRI
Cisco.com 74 7 M DBMLEE T,

FIE

ATYT1 Web 77 U¥ &M LT, http://www.cisco.com/go/firepower9300-software ¥ 7= (%
http://www.cisco.com/go/firepowerd 100-software |27 7 & A L 7,
Firepower4100/9300 ¥ —> DY 7 by =7 X7 — R X—=UNT T UFICRRINET,
RTYT2 GhTLHY TP =T A A—VEROTT, n—Ah arya—FFyrun—RNLET,

Firepower t X2 ) 74 7T5AT VARANDA A—TD
7y JA—k

FXOSBLIOT IV r—va v A A=V Yy —IlT7 v a— R Tx £7,

18 HHIIZ
Tyl —RTE54 A=URa—hLarta—F THEAMETHD ZLE2MERL TLIES
Wy,
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| 1+—>cem

ATy

ATy T2
ATvT3

RTvT4

ATy TH

1 r—voratorz [

FIE

[ R T L (System) ] >[E# (Updates) ] Z&RL £,

[ HATREZ2 B8 (Available Updates) ] ~~— 12, ¥ % — ¥ Cfli H A[HE72 Firepower eXtensible

FRU—F 4T VAT AT Ty N T —LB Ny RADA A—DRT T r—2 3 DA A—
VDY A RNRERRINET,

[f A—2D7T v 7 u—FK (Uploadlmage) 1% 7 Vv 7 LT, [A A—YDT v 71— K (Upload
Image) | ¥ A 707 Ry 7 A%xHEET,

[7 7 A /L% (Choose File) 1527 U v 7 LTHED T 7 A NVICBEIL, 7y u—RT5%
ARA=TVEBERLET,

[Upload] #2 U v 7 LE T,

B L 7oA A — D3 Firepower4100/9300 & ¥ — 27 v 7 r— RENET, A A=V DT v
n— R, BT LETY vy 7 a— FOEG 2R~ BRI A —R RSN ET,

FEDY 7 R =T A A=VIZONWTE, A A—=VET vy 7 u—FLERIZE= Fa—% F
A ABRERRRENE T, VAT LAOTa T M- T2y Ra—PRHEICFEE L
£

A A= DESHEDHER

ATy I

ATy T2

A A=V DOFEMIT, H LA A — 73 Firepower4100/9300 & ¥ — BN &S5 & HEIRYIC
RENFET, RERGAHIC, FEITA A—VOESELZHRT 5121E, ROFIREZFITTX
£7

FIE

[RTL (System) ]1>[E#F (Updates) | # IR L £,

[ FHRTREZ2 B8 (Available Updates) ] ~<—1Z, ¥ ¥ — 3 Cffi Hl AIRE7R Firepower eXtensible
ARV =T 4 T VAT LT Ty N T =L N RAVDAA=DRT TN r—2a O A—
DY A NRFERINET,

MR B4 A= 0 [#R (Verify) | (Fxovr~—20 TA4ar) 270V w7 LET,

VAT BIA A=V OB AR L, [ A=V OREEM (Image Integrity) ] 7 4 —/L RITA
T2 AERRLET,
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. Firepower eXtensible 7 XL —F 4 V5 Y RTFL TS5y T +—L NV ELOTFT v FTFL—FK

Firepower eXtensible 7 RL—F7 4 V9 AT L TS v b
TJ+—LNVRLDTYvTITL—K

\}

1R BHEIIZ

TT RN T AL N RVDY T T xT A A—T % Ciscocom NH A 7 —RLT
(Cisco.comNBHDA A=Y DH T —F (662—) 2HMR) | TDA A— % Firepower
4100/9300 > ¥ — N7 v a— R LET (FirepowerE X =2 U7 4 T 7T AT UV ANDA A —
TOT v Tr—K (66 X—) L) .

GE)

ATvT1

ATy T2

ATvT3

Ty L— R Fuak R CIEE 20 ~ 30 500D F3,

ALy KT BT N A R % FATH O Firepower 9300 & 72 (X Firepower 4100 >V — X X =
VT4 TTIGAT o AET v 77— RLTWaA%HE., £3 vy —3v N7 72 Z2 237
D Firepower 9300t X = V7 4 T IAT U A% T v 77— FRLTWAELE, 7Ty 77 1L—
R b T 74 v 73T Az i@i| L E A,

VX —UM7 T AZIZJET 5 Firepower 9300 & 7213 Firepower4100 >V — X X a2 U7 ¢ 77

TAT AT v 77— FLTWSEA, 7y 77— Fhidid, 7y 77 b— Fdgo7

NARZ N T T4y 7 RE@LEEA, L, 77 AZNOMDTNAZATIEIN T 7 4 07
i Ui £

FIE

[ RT L (System) ] >[E# (Updates) ] Z&IRL £,

[ HATRE 72 8T (Available Updates) ] ~~— 12, ¥ % — 2 Cfli H AT HE72 Firepower eXtensible
FNRX—TFT 4 T VAT AT Ty N T =B N RADA A—=URT SV r—2a DA A—
TOYAMBERRINET,

Ty T T VL—RTBHFXOS 7T v 74 —L N KD [T v 77 L—FK (Upgrade) ] %7
Vw27 LET,

VATAE, FTA A N—NTBEY T Ny =T Ny b=V ERLET, £ LTHES R
=V ENTWDET TV r—2a  ERELEFXOS T Ty b7 4—L Y7 N7 =T Ry lr—
COMOIEEEEEZ BN LET, FEEFOE Yy v a v EK T THIET7 v L— RO—
WMELTUVATLE Y T — MNTHOMERHD Z ENEEINET,

A VAR —VOFATEMET HIZIT [TV (Yes) 1%, A VA R—/LEF v BT HIIE[W
Wz (No) 127U w27 LET,
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Firepower 4100/3300 &+ — & ~DREF A 2DV 7 bz 7 4 2—vngyva—k [

FirepowereXtensible XL —7 4 V' F VAT A NN RAVRRER L, 2> R—R 2 b aeT v
JL—REIFVe—FLET,

Firepower 4100/9300 > v — 3 ~DEHET /N1 ADY 7 k
DIT A A—TDFAorO—F

FTP. HTTP/HTTPS. SCP. SFTP. 721X TFTP #{HM L T, @HT A ZADY 7 v =T A
A — % Firepower 4100/9300 > v — 3 a2 B —Tx £ 7,
1R BHEIIC
AT A4 Xal—Tary TrANDA R — MILERROBFEREZIE L ET,
e A A=A —TDOY—NDIPT RLABIORIZ LT i v L

« VT NI T A A= T 7 A INDEEEML

Y

GE)  FXOS28.1LEDN—T a3 Tk, 7720 =zT7BLOT TV r—ya A A—VDF T
o — RHIZ HTTP/HTTPS 7' 12 h 2 A RHHE— F ST ET,

FIE

ATV T BXa2 VT 4 —bRE—REHBLET,
Firepower-chassis # scope ssa
RTFwT2 77V r—var V7 hu=eT =KADY £T,
Firepower-chassis /ssa # scope app-software
ATYT3 WBTNAADY T =T A A=V EF T u—RLET,
Firepower-chassis /ssa/app-software # download image URL
RONWTINNOEL LA L TA U AR—FEND7 74 /vO URL Z$EE L E T,
« ftp://user name@hostname/path
« http://user name@hostname/path
« https://username@hostname/path
* scp://user name@hostname/path
« sftp://user name@hostname/path
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ATvT4

ATy TH

ATvT6

« tftp://hostname:port-nunvpath

Fyra—R IR eEe=4T 5855

Firepower-chassis /ssa/app-software # show download-task

Foyrua— K77V r—varERrATDHIE, kOoa~vy R LET,
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

1 r—vER |

¥ D7 7Y r— a yOFMEREZFRTHI12F, ROoa~xr FeERLET,

Firepower-chassis /ssa # scope app application_type image_version

Firepower-chassis /ssa/app # show expand

151
WOHITIE, SCP e ha LA L TA A—VE2ar—LFE T,

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol Server Userid
cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user
Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes
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Fif 12

#EFAAZ0A A =2 n—aroEF [

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

TFINAADA A — IN—2 3 O DERH

ZOFEEEH LT, BLWA=Ta U CASAT IV r—var A A—V&T v 77 L—FR
9% 7>, Firepower Threat Defense 7 7'V 77— 5 v A A=V % T 4 FRAZ YUY U A
THHESNIHFLNWAZ = T v 7 N=Va MIRELET,

Firepower Chassis Manager & 7213 FXOS CLI % {# f L C Firepower Threat Defense f@#7 /N A A
TAL—= KT T NR=Va EEBELTYH, 77V 75— a3 A3 <ICH LV A= g 42
Ty T L= RENERA, BT NA A AX— T v /X— 3 L, Firepower Threat
Defense 37 4 AKX U BNY U FUATHA VA M= LEINDH/N—T 3 TF, FTDimEET
NA ZADOYMVERR % 21X, FTD il /3 A %, Firepower Chassis Manager ¥ 7= 1% FXOS CLI
EEALCT 7 7L —RT52L1EH Y XA, FIDMET A A%T v 77 L— KT 5|
I%. Firepower Management Center {3 2 L E1H D 9, FEMIZOVWTIE, ROV A MC
& % FitePOWER ¥ A7 LD Y J—Z ) — FZZM L T 723V, http://www.cisco.com/c/en/us/
support/security/defense-center/products-release-notes-list.html

X 5|2, FTD il T /34 A~DOHHE, Firepower Chassis Manager @ [5#E T /34 X (Logical
Devices) ] > [#R&E (Edit) | X—YBX [V RTL (System) |>[E#H (Updates) | ~—iC
FERBSNRNZ EICERLTLZED, ZhHDR—=UT, RENDHNN—V 3 I, FID
FRELT N ABAERT DDA ENTZY 7 by =T NX—=T a3 (CSPA A—Y) ZRL
£7,
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1 r—vER |

B sz 1201 x—2 n—-CaoEs

ATy T

ATy T2

ATvT3
ATy T4

ASAGRERT NA ATAZ = T o T RX=U g U EBEBRT 5L, ASAIZZDONN—=Ug 02T v
T — RSN, TRTORENELEINET, HEIISETASA AT — KT v R—T g
VEEETAHICE, ROT—7 7u—%EHLET,

ASANA TRAFTED T 1

1. RAFANS 2=y FCTHEET AL AL A=Y RXR=U g VEEFLET,

2. AAUNS, 2=y NET VT 47 LET,

3 Moo=y b TT I r— g N—=Ua UEERELET,

ASA X — [V T A% .
1 F—Fa=y b TAE— LT v FR—Va v ERLET,
2. F—Fa=y M=y MZLET,

3. moflEla=y b (ZZTEHT—Za=y ) TRI—= T v I N=Va 2 LHELE
R

B8 HHEIIZ

BT NA REAT DT TV r—a v 4 A—T % Ciscocom NH X 7 ma— RLT

(CiscocomNBHDA A=Y DH T va— R (662—) 2HM) | DA A— % Firepower
4100/9300 > ¥ — N7 v F'r— R LE T (Firepower X = U T 4 77T AT L ANDA A —
TOT v 7Tr—F (66 X—) M) .

TT R T A=A N RV A A=V N DU DT IV r—ar A A—=VOWF%ET v 7
TL—=FT5%56, $T7 7Y b 74— N NVET v 77 b= RTL0BERHY £,

FIE

[F@¥7 /N1 A (Logical Devices) | #i®&IR LT, [mPh7T /34 A (Logical Devices) |~— % B
ET,

[F@EET /31 A (Logical Devices) | X— 2, V¥ — VIR E SN TV EHET XA A D U R

FRFIRENFE T, WMELT A ARERESNTWVARWEAE, Zha@md s A ye—I0 K
bhlcrsnEd,

HHT DEmELT /S A A @ [Update Version] 227 U »» 7 LC, [Update Image Version] % 1 7 12 2

RNy 7 A& ET,

[New Version] Tl&, Y7 b =7 RN—=Ta VEERLET,

[OK] %27 Vv 7 LET,
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7719z 7 7y I7oL—F |

J7—L99xF7 F7vITL—FK

R\

/\

—oay

N

Firepower4100/9300 > ¥ — C7 7 — AU =T %7 v 77 L— FT 5 5{EIZO0TIL, [ Cisco
Firepower 410019300 FXOS 7 7 — A =7 7 v 7/ L— F #4 K] 2B LT S0,

201 LLTADFEFFTH T L—FK

X2 VT 4 ED 2= VICIMCA A=V FEITHY U7 L— KT 5121, RO CLIFJAIC
PEWNET,

GE)

ATy I

ATy T2

ZOFIEIX, N—Ta 211 UENGNR—T g 201 URTNICA T 7 L— KT ABMCER L
S

4O HREIIC

H T L— RGBT 7Y r—3 3 A A—V W Firepower4100/9300 > v — 3 IZX 7 v —
RENTWBZ LEEHERLET ( [CiscocomMbBDA A= DXy a—K (66—) |
F L [Firepower4100/9300 ¥ ¥ — ¥ ~DiGHlT NA ADY 7 N 2T A A=Y DH 7 a—
K (69 ~—) | #ZH) .

FIE

CIMC A A=V %X T L—RTDHEII, A A=V =T g Ol a B\ LET,

TIANNDT Ty N T —b A A= =T a VEEET HICE, ROBIOFNAIHE N F
B

51

firepower# scope org

firepower /org # scope fw-platform-pack default

firepower /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility
issue.

firepower /org/fw-platform-pack* # commit-buffer

firepower /org/fw-platform-pack #

FVa— NV A A=V EX T T L—RLET,
CIMC A A—V % EFETHITIE. OB O FNEZHENFE T,
51

firepower# scope server 1/1

firepower /chassis/server # scope cimc

firepower /chassis/server/cimc # update firmware <version num>
firepower /chassis/server/cimc* # activate firmware <version num>
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B —avnur~osmsyosi—k

firepower /chassis/server/cimc* # commit-buffer
firepower /chassis/server/cimc #

MOEY 22—V ETHTHITIE, LB L TIORIEEZBEY KL ET,
ATFYT3 HLW T 7 —A T TN RLEA AL LET,

B T L— R A=k A VA N—LT AT, ROFOFINEIZRENE T,

1 -

firepower# scope firmware

firepower /firmware # scope auto-install

firepower /firmware/auto-install # install platform platform-vers <version num>
The currently installed FXOS platform software package is <version num>

WARNING: If you proceed with the upgrade, the system will reboot.

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup
Do you want to proceed? (yes/no):

RDEZRY

firmware/auto-install E— KT show fsm statusexpand =~ > F&fEHTH L, 1 A b—)L
Tt AE=FTEET,
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i

X)) T 4 BEEN

X VT 0 WEMER (75—

«SSH A A b F—DARE (76 2—)

¢IPSec ¥ =27 F ¥ RXNLORE (77 —)

s NTARNKA L NDAZT 4 w7 CRLDEE (83 X—)
FERERZNY A ROF = v 72OV T (84 X—7)
CRLEMF U ru— RFORE B8 X—)

LDAP ¥— U » JREAEORE (90 <X—)

Xl T4 REEN

K EEE BRI, REPFRE B LN o — N LERERERIC Lo T S 2 ) T o
HUEZHE ORI E Y 7 N =2 T R EEAT I LA RO ONDGEMNH Y £9°, Firepower
4100/9300 > ¥ — 1L, ZNHDEFXF =2V T (FRFEERAEDO N ONIZHER L TV ET,

TS ORI THER T AEES B NCT A AT v AT ONTIE, RO MY 7 E2BRLTLTE
W,

« FIPS E— ROHME (163 =—)

T I TAT VT BT ROFME (163 2—)

«IPSec X =27 F¥ XNVORE (77 X—)

« NTANKA L NDAZT 47 CRL Di%E (83 <—2)
cFEERZNY A ROF = v ZIZONT (84 X—2)

« CRL EHiX 7o — ROGHEE (88 X—)

« NTP §8FEDFRE : NTP & L7= B & BRI O E (115 2—)
« LDAP ¥ — U U JREHFEDORE (90 ~—)

IPT 7 EAY A FOEE (164 <—)

e /INRAT— REF v 7 ORE (59 2—)
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\}

t¥a) T REER |

c v 7 A RITORKEEORE (58 ~—)

GE)

SSH7RX k

ATy T

ATvT2
ATvT3
ATy T4
ATvTH

ATvT6

ATy 71

ZH 5O b E w71 Firepower 4100/9300 & ¥ — 3 (28 MEEM®ﬁmm;owf®%m
LTS Z EICHEREL TN, mwwm4www0/y ¥ CEREMEILEZ AT
b, B SIZRET NS RACETEO LT T A4 T ALABNIC im%éﬂiﬁh

F—DERK

FXOS U U—220.1 £V LENE, T3 2AOWWERERIZIER L7287 SSH /R A kb F—0
1024 By Mn—FRa—FERTWE L, FIPSBLIOaty 7747 ) TREICHENNT 5
i, TOHWKRA N F—ZHHEL THLWARA b F—Z2 AR THHLERH D £, FEHIC
DWW TIE, FIPS E— FOFIME (163 X—) FhiFaxr 7747V 7 = ROFHL
(163 ~—) ZZHLTLIEIV,

WUV SSH AR A b F—Z g U, #57 LWGERIEERL Y — 2 T 5121, RO FIEZFATL E
7,

FIE

FXOSCLI 7*6, H—E R E—FIZAY £7,
scope system

scope services

SSH AR A b F—ZHIBRL £,

delete ssh-server host-key

RIELMEELET,

commit-buffer

SSHAR Ak F—DH A X% 2048 £ MIRELET,
set ssh-server host-key rsa 2048

MEZ2IIY PLET,

commit-buffer
HLWSSH A A b F—%{Ek LET,
create ssh-server host-key

commit-buffer

HLWERA N F—DH A iR LET,
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IPSec 17 FrxLoBE |

show ssh-server host-key
RA L F—H A X 2048

IPSec X217 FyYRILDETE

IPSec I Internet Engineering Task Force (IETF) TBAW SN i-A—7FHO 7L —LDU—2 T
T, PRy FU—7 &4 Uiz, BFES N EREEOEmWNE X 2 7 RBE A2 FEH L E7, IPSec
X2 VT 4P —ERIL, ROEREZRRHEL £,

e aRx 7 a L AROFEENE ZENT T4 v I PRERBEIN TN EERIELET,

TS REILORIE : T T 4 v I PNIELRYFEHFICL o THESND I EARIEL X

_a_o
fgEEM (L) 2D T T4 v IR EN TRV YFEFICL o TRESN
RN EERFELET,

« TR AR VY —ADOAREMHERGIEL T,

\}

(GE)  IPSec ###iti% FXOS 76 DO AP TE £9°, FXOS 137515 IPSec #fii R 2= 1 F AN EH A,

IPsec b2 /L Eid, FXOS ME T RNIHESL T2 SA Dy hOZ &L TT, SA &, HMET—
AT 270 har bt T3 ALERETHHOTHY . 7 BMEHT 55— B EH
HIELET, IPsecSA L, =—% F T 7 4 v 7 OEBEOGEEHIEIL T, SAIFHEAFRT
TN, BEXT GEFEEBE) CTHYINET,
Firepower Chassis Manager ® IPSec 2R D 2 DDE— R3H VD 77,
FSURR—F E—F

IP ~v&—, IPSec ~y X —, TCP~y & — F—4
oL E—F

FLWIP ~y & —_ IPSec ~v X —, JEDO P~y X — TCP ~v ¥ — T—X

IPSec DENMEIL, KD 5 DO FER AT v AT b ET,

1L +77 427 OEFER IPSec RNV V—Il—BTHRHB T 7 4 v 7 NIKE 71k 254
LET, 220, BHESFERA NP EREFIY 7Ry FEFERLT NI 7 4 v 7 )8
WTxET, £7-, admin 2~ FEHFHLTIKE 7utv 2% N H—F 52 LT F
‘é‘o

2. IKEZ7x—X1:IPSec ' 7 #WiEL, ExaT7RF v xLikty 7 v 7 L TIKE&ZH%E
Hz LET,

3 IKEZ7x—X2:SA%x=a=— KL TIPSec hox/Ety h7 v 7 LET, SAIL,
tXaUT 47V m— 3 (Security Association) DS THY, T—X b T T 4 v T %
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B orsec b7 ForromE

RH#ETH-OIERIND X2V T 4 —E A& T 5 IPSec =2 RARA > MO
%,

4. FHOEE T2y M SACRES TN A RT A— 4 L% — 2 LT,
R &, IPSec ~v X —Zh I EnET,

5. IPSec b F/LDKET  IPSec SA UL, HIBRE/LIZF A LT U ML THRTLET,
Firepower 4100/9300 v —3 LT 1IPSec #a%xE L C, =¥ RV —x v FOT— XI5, 7
TV Xy NI—IWNEBEIT LT —% "7y MIHT ARBGE —E A2 TE £ 7,

DX T aiE, VAT LADITL T TAT ) TRE~DHEIE TS T H7-DICRIND
B 1o5TT, GO VT, BX =2 VT BB (75 3—) 2R LTEEN,

\}

GE) *FIPS E— R TIPSec EXx =7 F¥ V&M H L CWB451L, IPSec 7 T RFC 7427 %
PR—=FLTCWAELERDHY £,

« IKE #f & SA #ft O T — B 25 F —mEOBEMH 2 ET 55513, KO LIITL
F79 (RO TFIAT sa-strength-enforcement % yes ([Zi%E L £7) .

SA O#ERE=HIT DEE IKEIZk W xdvz—hEn-F— A4 X
A, ESPICL Y radyz— hENTZF— W
A XX VI/INESWGE, IR L £,

IKE(ZE D xaym—hEnizFH—FA X
N, ESPIZkyxadvz=—FrENFEF— W
A Rk 0 K EUNIDVEE L/l/‘%/a\\ SA@)ﬂfﬁﬁ
[ZNA LT, #REsI L E7,

SA O ] & AN L e SAEMMAIZ S A L, Il L E7,

IPSec EX =27 F¥ RN ERTET DI, ROFMEEFEITLET,

FIE

ATFYF1 FXOSCLI D, ¥F%=2UT 4 £— RICAY £17,
scope security

ATFvT2 F— VT EERLET,
enter keyring ssp

I create certreq subject-name subject-nameip ip

ATv7T3 T LIEAEERERE A LET,

enter certreq
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ATvT4

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

ATv 714

ATy 715

ATy 716

ATV T

ATvT18

EZ&ELET,

set country country

DNS Z & L £,

set dnsdns

BT ANV ERELET,

set email T A —/L

P 1 R L

set ip ip-address

set ipv6 ipve

n—R VT 4 EHFEELET,
set locality locality

S R L E T

set org-name org-name

i =y MR RELET,
set org-unit-name org-unit-name
NAT— REFELET,

I set password
dRAE REE L E T

set state state

certreq DY 7V =V NAERELET,
set subj ect-name subject-name
MTLET,

exit

EFEVaTAEHRELET,

set modulus modulus
FEREEOROBFAREZRE L ET,
set regenerate{ yes| no}
NTZARKRA Y FERELET,
set trustpoint interca

“TLET,

exit

IPSec 17 FrxLoBE |
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ATvT19 FHLAMERESNTZNTARNKRA L MEADLET,

enter trustpoint interca

ATy T2 GEAEBELAEREERLET,
set certchain

1 -

MIIF3TCCASWgAwIBAZIBADANBgkqhkiGIWOBAQsFADBWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAwWCQOEXxDDAKBgNVBACMA INKQzZEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtzec3BAc3NwLmS51
dDAeFw0xNjEyMDgxOTMzNTJaFw0yNjEyMDYxOTMzNTJaMHAxCzAIJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMA0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
AIUECwwEUIRCVTELMAKGA 1UEAwwCQOEXGjAY BgkqhkiG9wOBCQEWC3NzcEBzc3Au
bmVOMIIC]jANBgkqhkiGI9wOBAQEFAAOCA g8 AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39XcXA1/x9THCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/IrAie7bNn3ZYrI29yuyOrlqoi9k9gL/oRBzH 1 8BwBwGHBOz3hGrSK

Y c2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/I9x/JSnbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdR SeXy9kMae42+4FIRHDIjPcSN
Yw1g/gcR2F7TQUKRygKckJKXDX2QIiGY SctlSHj1808705s/pmQAWWRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTO85K 3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMS1lvwb+vrSwE9HsAiMI8UuujmHgqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqStIsAuV1/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGIm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eY Dcxvd0gbORWb3 1H32ySI
[a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8uSB4VcLKIC
x0vkqjo6RVNZJ52sUaD9C3UodTUCAWEA AaOBgTB/MC8GA 1UdHWQoMCY wJKAioCCG
Hmh0dHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
ipx8UOAPK76pVTYQQ5AwHwWYDVROjBBgwFoAU7Jg01A74jpx8UOAPK76pVIY QQ5Aw
DAYDVROTBAUwAWEB/zANBgkqhkiGO9WOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3r)/X 1cRQj9+KidWWVxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ1qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbcSR 18n
BNXYHqxuoNMmgbS3KjCLXcH6XIN8t+Uk{P89hvIt/fluJ+s/VISVZWK4tAWVR 7wl
QngCKRIW6F YpzeyNBctiJ07wO+Wtde3KhIjIDYvA9hFixWeVGDR2r6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rJX8D9UmthqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue0ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj loulk+/ZyPtBvFHUkKFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFqDCCAS5CgAwIBAgIBBDANBgkqhkiG9wWOBAQsFADBwMQswCQYDVQQGEwJVUZEL
MAKGA1UECAwWCQOEXxDDAKBgNVBACMA INKQzZEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzec3BAc3NwLmS51
dDAeFw0xNjEyMTUyMTMONTRaFw0yNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA 1 UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJI1
MRMwEQYDVQQDDAppbnRlIemOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRlcmOxLWNh
QGludGVybTEtY 2EubmVOMIICjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyExSI14P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw 1 wSO4IBX5
4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvK nUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5YUaRIMak/t8kCqhtGXfuLll
E2AkxKXeeveRIn6cpQdSJiNzCT/t9IQL/T/CCqgMICRXLEFpLCS905S502B6QFgcTZ
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IPSec 17 FrxLoBE |

yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQFCj5hSmk3StVQK gICjaujz5STGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH 1yeHJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwAWEB/zAvBgNVHRSEKDAmMMCSglqAghh5SodHRwOi8vMTkyLjE20C40L;15L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiErK dupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8SWKXmyf0jUtsnEQbDZb330VL7yXJk/AOSFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CD5SW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3 f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3 WbfCue/qewtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

ATv7T2N GEPEBAEREFZLET,
show certreq
11 -

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):

ood

MIICwTCCAakCAQAWVTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
UlAwggEiMAOGCSqGSIb3DQEBAQUA A4IBDwAwggEK AolBAQDG292Rq3t0laoxPbfE
p/1ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKWTrmvcZjDjkMm2nDFsP1X9
39TYPItDkJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR 1
qiR4q7j1RmzVFxCDY3IVP/KDB0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONI;jd
K5TxAgMBAAGgJzAIBgkghkiGO9wOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUIcEwK gA
1rjANBgkqhkiGOWOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCgKttu3+Hc7UdyoRM
2L.2pjx50HbQICC+8NRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUsIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL7gq/1ShF
RJh6sq5SWIp6E0S) YefK62E7MatRjDjS8DXo0xj62fn9DgK 151VpkK2QqT5rmeSGj+
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ATvT 2

ATvT23

ATy 724

ATy T2

ATy T 26

ATy T21

ATy T28

ATvT29

ATy 730

ATy T3

ATy T3

ATv7T33

ATy T34

B orsec b7 ForromE

R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kX AVezmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

IPSec £— FIZAY £,
scope ipsec

2R LVIVERELET,
set log-level log_level

IPSec #Efe 2 1ERL L. AILET,
enter connection connection_name

IPSec T— K% b U U IR EDT-OICHE L E T,

set modetunnel_or_transport

o—HNVIPT FLAZRELET,
set local-addr ip_address

VE— NPT RLAZZELET,

set remote-addr ip_address

o T=FREEHLTHDSEE, VE—F 37Xy FERELET,
set remote-subnet ip/mask

(EE) VE—hIDZEZRELET,
set remote-ike-ident remote_identity name
X—V I HEFRELET,
set keyring-name name
UEE) =V 7 N2AU—RERELET,
set keyring-passwd passphrase
({ER) IKE-SA OA WM 2 /3 AL TROE L £97
set ike-rekey-time minutes

minutes fB1Z1E, 60 ~ 1440 OEFAN DL EOEHEZHRE T ET,

(EE) D SA OFHIH Z /3 HAL (30 ~ 480 57) TRIEL £
Set esp-rekey-time minutes

T, 30 ~ 480 DHEIPHNDIEZ DB AR ETE 7,
(EE) PIHEs T ICET T o/EE—7
set keyringtriesretry _number

31~ 5 DFEHADEEDOER ZFRETE T,

minutes i {

VADHFE S ERTELET,

retry_number fE1Z
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ATvT3H

AT v 736

ATv T3

ATv 738

ATy 739

FSR MRS rDRET 1 v CRLOBE |

(EE) FEAELZNY R Madid, A EIXESIC L ET,

set revoke-policy { relaxed | strict }

B rx Az LET,

set admin-state enable

Pz n—RLET,

reload-conns

VAT AITARCOEEGEEIEL, Ve—FRLET, X COEGOBEML A TINET,
(FEE) BEED N T A MARA > M4 % IPsec (2B L £,

create authority trustpoint_name

IKE #fi & SA R L OO, e T sX—REOHEHAEZHELET,

set sa-strength-enforcement yes or_no

FSRMRSAEDRET 4979 CRLDEETE

ATy T

ATy T2

ATvT3

ATv74

%ﬁbkﬁ%i . REBAELRGNY A b (CRL) CTRFfsnEzT, 7947 T 7V r—v s
NAEN am%ﬁ%bf%~mmmﬁ%ﬁ;Liﬁoﬁ—ﬂ77U7—vay@au%ﬁmL
T, BHEINARL o534 T N TV — g b0 T 78 ABERESH A E - I3EL
LET,

AERAELZNY 2 & (CRL) 15 H L C. Firepower 4100/9300 3 ¥ — A &° 7 LB & & MGl
ﬁéioiﬁﬁf%i?o:@ﬁ7/5/@ VAT LDAT T TAT I T RE~DIEILE
AT 27DITHRINDIED 1 DT, FBMICONTIE, X = U7 o fBEER (75 ~—
V) BEZRLTLIEIN,

CRLIEWAMEN L CETREAEFEZMGES 51213, ROFIHEZFTLET,

FIE

FXOSCLI 225, X2V T 4 T—RKIZAY £9,

scope security

FSARRA L M E—FIZAYET,

scopetrustpoint trustname

BOELE—FIZAD E9,

scoperevoke

CRL77ANV&EFyra—RLET,
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B avzsnuzrorzvsiconT

import crl protocol://user_id@CA _or_CRL_issuer_|P/tmp/DoDCAICRL1.crl

ATv 75 ({TE) CRLIEHRDOA VA — b TREADAT —H A% FK R LET,
show import-task detail

ATv 76 CRLHEMHD, GEAFRY L HiEERELET,
set certrevokemethod {crl}

EEBAZELMI R FDF v II2D0VT

FERAESZNY A b (CRL) Fx= v £— %, IPSec B L O 2 7 72 LDAP #%&% CHAE £7-
ITREFICRECTE £,

FXOS %, #72 CRLIEREZ RT XA FI v 7 GEAXT 4> 7)) CRLIEHZ, X.509 Ak
@ CDP [EHMNONELET, VAT LAEHIZL S TAXT ¢ v CRLIEWE FEICH 7
o— RLET, ZOEHIZ. FXOS VAT ADua—H L7 CRLIEHR %7 LET, FXOS Tl.
ZAF 2 v 7 CRLIEBITAEAET = — > W CHBIELEE T OFEAEICR L TOALIE I ET,
AZT 47 CRLIE, BT OFEHETF = —2ERICEH S NLET,

t % 2 772 LDAP 3 L OV IPSec #ft DREFAER IO T = v 7 2 BN E I3 T B AT v 7
WZDOWTI, IPSec X =27 F ¥ F/LORE (77 X—) BLULDAP 7' 1 /3 1 ¥ —DIERK
(150 *—) 2L TLIESV,

)

GE) FEHERIOT = v 7 T— RPBKICEESINTWDIEHA., AXT 4 v 27 CRLIZETIE
HEFz—r DLV RIUEDLEEICOAERINET (2L 2E, ETiEHEF = —
=M CAFEAERB L OV — b CAICk o CELA SNZETHEREOCLNE TN TV
HEx),

«IPSec IZXf L CAX T 4 v 7 CRL &% E L T\ 5HA . [Authority Key Identifier (authkey)]

T 4=V RIIA VAR —=FENZCRL 7 7 A NVIZTFEL TWAMLERH Y £, F 5 Th
WA, IPSec T+ N a 8D & R LE9,

« AXT 47 CRLIF, RIURITIENOLDZAF v CRL XL vELEhEd, FXOS T
ETAEHEEZRAET D & X2, R URITEORE . QREFHD) AXT 4 v 7 CRL N
biE, ET7EEAED CDP ITER I ET,

cWRDTFT VAT, T 74/ FTEHEZR CRL T = v 7 BEDI 2> THET,

s HT L AERR L7zt 2 772 LDAP 7' 1 3A X —8EfE, IPSec #5ft. F7/2137 747~
NRER#ET R Y

e HTLSBBILZFX0S v — v =3 —U % (FX0S23.1x LAED MMt/ —2 3 >
TRER)
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VPEIEN
S

gmEsnUR toFzvsizonT ||

FEHERD Y A FOF = v 7 ORGE & REAEFEOBGEIZ IS U7c Bkt O R 2R LT

K6 (O—DILRET4vY CRLIEL) ITERELEIAZEXRMDF v Y E—F

O—AIIL X2T4v% CRL%
L

LDAP #£#5:

IPSec 5%

ETHHEF = — DF = v
7

eI BT = — L ALE
53

SERRAER BT = — > HLE
<

CDP(ZH Y £7 725, CRLIZIE
i BLNHY FF

ETREAET = — 2 O CDP O | ERRFEHET = — U DBE | BRI ET = — D E

Fvy <7 T

BT REET =~ D— b o N/A

CA FEHI#ED CDP F = v 7

ETREAET = — OFREHE | ERITRIC (syslog A > — |5 (syslog A v &—

BRRED WD RAK TH) H0)

ETREHET = — 2 OV | BT RAL (syslog A v &— | BHEIZRAL (syslog A v &—

MORZN LT GEE UHY) HY)

BT AT = — > T CDP A% | BT AR (syslog A vE— | B 7 FEHIE : Hgc ik

1 DRELTWD TH0) (syslog A vE—TH 1)
R CA : BT k)

HNp B4 & BT REAE | (syslog A vt — | BEREICE)

F 2= D1 ODCDPCRLN | VH V)

2T

BT R E T = — 0 CDP A% | BT AR (syslog A v E— | B 7 FEBIE « Bl ik

Xyom— RRTEEREA THY) (syslog * vE&—TH 1)
W CA @ BT

AEBEIC CDP 1o 0 97725, [0 (syslog A v tE— | ETREHE « Bl RAR

CDPH— "R Z 7 LTCWE | UHD) (syslog A vE—TH 1)

T I CA : BEREIC A

AEAEIZCDP 23 ) . H— N | BRI AL (syslog A v — | BT REME « Bkl 0K

I7 7L TEY, CRL |[UHD) (syslog A vE—TH D)

i CA - BEeR TRk
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B avzsnuzrorzvsiconT

t¥a) T REER |

R7:BHE (O—DILRET49 7 CRLHY) IZRELIGEAZERDOF v E—F

A—AhJIL RE2T 497 CRLH
Y

LDAP 5

IPSec {5k

T AEF = — DOF = v
7

FERIRFEHET = — P
1Se2

FERIRFEET = — P
1Se2

7 EHFAESF = — D CDP ®
Fxv7

eI ET = —  LE
53

eI ET = —  LE
53

T IFAEF = — 2 D — b
CAGFFAED CDP F = v 7

(¢]

N/A

T FEAET = — v OFEHE

Bt l2 R (syslog A v & —

BRI R (syslog A vE—

1 ORELTWS GEAE
Fr—r LT 1)

FRALD W I DD I Thh) HY)
ETREAET = — DWW | EEITRI (syslog A > — | HEHHUTRRL (syslog A v E—
DDA L TRk CHb) Ho)

7 REET = — T CDP 78 | #5681 ikth PR D

ETEHFAEF = — D 1 oD
CDP CRL 7822 ¢4 (GEE
Fr—2 DL YT 1)

7 IFAEF = — 2 O CDP %
Hyroua— RTxFEHAL GE
BlEF = —> D L~ULT 1)

FAEIAFEIZ CDP 86 D 9778,
CDP H— 13X 7 LTWE
T GEHEFz—DL~UL
1)

AEAEICCDP 3 H Y . P—
X7 v LTEY, CRL A

CDPIZH YD £33, CRLIZHE
irEANHY £9 GEWE
Fr—rDLYLIT 1)

ET7IFAEF = — DL
N1EVEL o TWVET

et 2 Bl (syslog A v & —
TH)

CDP L fAGOETHEHT S
L BRI LET

CDP M7 iU, Bl
L. syslog A vE—UBRERS
WET
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gmEsnUR toFzvsizonT ||

REAMEM (O—HILRET 4y CRLIZL) IZERE LIEAERMOF v E—F

A—AJ)L A2 T« v % CRL7: | LDAP ##i IPSec 345

L

ETiEAET = — DT =y | BRRIEHET = — SERRFEHETF = —
7

V7 EF =« — N D CDP | 524 3 EF = — SERTRFEAET = —
DF =7

VT EAEF = —2 DL — | |0 N/A

CAFEBAED CDP F = v 7

7 REAET = — 2 OFEHE

Bt l2 R (syslog A v & —

PRI RAL (syslog A v &—

FRALD W T I DD I YY) HY)
ETREAET = — OV | FEIITR (syslog A > — | HEHHUTRRL (syslog A v E&—
DDA L TRk CHb) Ho)

7 REET = — T CDP 78 | #5682 ik th PR T

1 DRELTND

ETEHFAEF = — D 1 oD
CDP CRL 2322 C¢

7 FEBHESF = — 2 D CDP 2
Foyon— RTEERHAL

SEFHEIZ CDP 1L d D £33,
CDP r— "X 7 LTWE
ﬁ—

FEAEIZCDP A H D P—
X7 7L TED, CRLA
CDPZ&H V) £9°7%, CRLIZHE
NI BLNH Y FF

R9:BEM (A=A RET4vY CRLHY) IZRELIAHEEXRDOF VI E—F

O—hJL R85 1 v % CRL & | LDAP 4 IPSec i

Y

ETHHETF s — L DOF = v | AR ETF = — SERRFEAETS = —
Y

ETAEHESF = — 2 NO CDP | 2272 FEHEF = — TR ET = —

DF =7
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B cresmsyon—rozE

t¥a) T REER |

O—AhJ)L A2 T 4% CRL & | LDAP $£#5; IPSec {5k
v
ETIHEF = DL— b |0 N/A

CA GEBED CDP F = v 7

T REAET = — v DR EF

it l 2 B (syslog A v & —

Bl L (syslog A v &—v

FRREDUWNT D JPE TH0) HY)
ETREHAETF = — OV | BRI R (syslog A v — | BHGHI L (syslog A v —
MO LT FEHE ChH) HV)

7 EHEBEF = — 2 T CDP 2 | #5512 kD) BRI AL

1 O2KRELTWS GEAE
Fr—2 LULIT 1)

ETEFAEF = —2 D 1 DD
CDP CRL 2822 ¢4 (GEHHE
Fr—rDOL~ULE 1)

T EFHEF = — 2 D CDP %
Aoyrn—RcxEdA G
HEF =z —r DL ~ULT 1)

25 S|

25 S|

AEFAEIZCDP A3 H D 923, | BRI kT BTl Z B )
CDP r— X7 LTWE

T GEEF = —r D L1

1)

AEFAEIZCDP 288 0, — N | B I Ak BRI )

127 7L TED, CRL A
CDPZ&H Y £9°7%, CRLIZHE
NBLNHY £ GEE
Frx—rDL~YLT 1)

ETIFAEF = — DL
N1 EVELoTVET

Peigil 2 B (syslog A v & —
TH)

CDP L #iAGOETHAT S
L BERICERPILET

CDP 2721 AU, Bkl K
L. syslog # vE—URFRS
nET

CRLEfAX o >O0—FD

VAT A%, CRLZTEHICKY 7> r— RLT,

=L

X AE

LTS LD ICRETEET,

SEAAEOMEEIZHE LW CRL & 1 ~ 24 i =
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\}

crLegiryvo—rozz [

COMREL L bIZ, ROTm bani A =Tz AEMATEET,

* FTP
* SCP
» SFTP
* TFTP
+ USB

GE)

« SCEP B LXTNOCSP IZHR—FENFEHA,
cCRL ZLIZBETXADIL1 DOEMA 70— KOKLTT,

e T RAFRA U P LTV R—=FENDDIT 1 DD CRL T,

G¥)

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

BIFENZ 1 FFEMR COARETE E7,

CRL EMIZ D om— RERET HITIE, ROFIEZETLET,

188 BRI
Firepower 4100/9300 v — 7%, B 7 ERAEZ (CRL) {8 % 14 H

L TRREET D & D ICRE S

NTNWDZ EEMHRLET, IOV TIE, T ARMKRA L FDAXT v CRL DFRE

(83 X—v) ZZHL T EEN,

FIE

FXOSCLI 226, EFX =2 U7 4 £— RIZAD £7,
scope security

N7 A RKRA Y k= RIZAD T,

scope trustpoint

BOELE—RIZAD T,

scoperevoke

IMOELRELmEL LT,

sh config

BERELZRELET,

51
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B wrrx— o vamzomE

ATvT6

ATy 717

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

REZ 7 ANEKT LET,
exit
(fEE) BHILWCRLEZX U mn— LT, HILLWREEZT A FLET,
i
Firepower-chassis /security/trustpoint/revoke # sh import-task
Import task:
File Name Protocol Server 000 Userid 00

rootCA.crl Secp  182.23.33.113 0 MyName TJDownloading[’

LDAP — ') U JiIBRZNDHRTE

\}

Firepower 4100/9300 v —> L CTLS 4 VAR — 45, X 2T R LDAP 7 7147 |k
F— VT EERZHRETEET, TOFTva i, VATLOAETY I TA4T IV TRE
~OYELE BUGT D 7= DITHR SN LD 15T, FHHICHOWTIE, ¥ =2 U T ¢ FBEHEHL
(75 ~—=2) ZZMLTIZSV,

GE)

ATvT1

IE ITITAT VT BT— REEMNZTHHEIE. SSL BREMMIR > TVELERH D F7°,
SIHICH— VY U TEAEAENRT D72, Y— NDNSEREZFEHTILENHY £9,
SSL % LDAP ¥— " = F VI L CTAENCT D & #EROIKREHI S — U U 7 THERNA B
ShTRsnE 1,

LDAP V— 3 E#fi%, % =27 LDAP ##¢ (SSLAEFHAIRE) A, CCE— KD DNS F#RTH
DHENRH Y FT,

Y X 2T LDAP 7 7 AT hDF— U U TFEHELZRET DT, ROFIEEZFEITLET,

FIE

FXOSCLI 228, X =2V T 1 T— RICAD £,
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ATvT2

ATvT3

ATy T4

ATy TH

scope security

LDAP E— RIZAD £7°,

scope ldap

LDAP #— F— RICAD £7°,
enter server {server_ip|server_dns}
LDAP ¥— V> 7% E L E7,
set keyring keyring_name
WExX2IY PLET,

commit-buffer

LDAP ¥— 1) >4

anzoxz ]
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11l

VAT LEE

o a VATIZL Y Firepower Chassis Manager & > 3 2 U3 U A5G (93 X—)
EPRIP 7 RLADEHE (94 _—3)

T TV r—a VEEIP OEE (96 X—)

» Firepower 4100/9300 > ¥ — 4 DA (98 ~—)

e« NZAMIDFEAED A A F—1 (99 X—)

e 1A RN T— (105 N—)

* Firepower 4100/9300 > ¥ —3 O LE) (108 ~—)

« Firepower 4100/9300 > v — > O FER A7 (109 ~—)

o DGHAIREDT 7 4L RiREDEIL (109 ~—2)

c VAT A aAUR—F L FORERNE (110 X—)

t+ w3 UEREIZ K YFirepowerChassisManagert = < 3
N S =
UHEAL 5158
WKDOE I AT L EEFETH L, HEINIZ Firepower Chassis Manager 7> 512 77 7 h 35 1]
HEMEDS B 0 T,
10N EBR TY AT AL A LEE LI-BE,

* Firepower Chassis Manager &£ 721X FXOS CLI Zfi ]l L TV AT A& HiEEh E/-1dv v v b
2 LA,

* Firepower 4100/9300 v —3 E® FX0OS OD/X—V 3 %7 v /7 L — R LS,

cFIPS F/-13m 8 75 AT U7 E— REENEITEDNC L-EA,
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\}

DZSN & |

GE)

tﬁ®%EKMiT\*E%%Kbkofﬁ@ﬁﬁw%AiE%% VAT AINSBR T T TN
LET, 7744 Tl 1000IChz 0 BEZIThhnwE BEINICe 77 hLET, 20O
AT TG Tf%ﬁs’ﬁﬁﬁ"é I, By va XA LT T ROFRE (56 3—) #RRLT
KIS, Fo, By varBNT7 7740 7G5 TH, —ERHORB®ZICT—FE 2T A
ﬁ>%mﬂz‘7éﬁéiodﬁﬂ5’4i\7?b% XETHIEHTEET, ¥ A LTV N
WRETDHITNE, Mty ary XA LT T MORE (573—) 2B LTLIIEE,

SEIP7FLADERE

\}

188 BRI
FXOS CLI 7> Firepower 4100/9300 ~ ¥ — > OEFEIP 7 RLAZEH TEX £7,

G¥)

&M

BHIPT NLAZEE L7zt, HLWT FL A% L T Firepower Chassis Manager & 721
FXOS CLI ~D 5t & FHfENL T D MER DY £77,

FIE

FXOS CLIIZE:E L F 3 (FXOSCLI~DT 72 (16 2—) &) .

ATy T2 IPVAEHIP 7 FLAZRET DL, ROFNEAEZFITLET,

a) fabric-interconnecta M A 2 — 7 %% E L 7,
Firepower-chassis# scope fabric-interconnect a

b) BUEOEFEHIP 7 NLRAZRTRT HIIE, kOa~vr RFE A LET,
Firepower-chassis /fabric-interconnect # show

) DAL Fa AN LT, HILWEHIP T FLALES— b =A ZRELET,

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network_mask gw
gateway ip_address

d) FI7oH I valmEB AT AREICAIy FLET,

Firepower-chassis /fabric-interconnect* # commit-buffer

ATy T3 IPVOEHIP 7 RLAZRET DL, WOFINEEZEITLET,

a) fabric-interconnecta M A 21— 7 Z % E L £7°,

Firepower-chassis# scope fabric-interconnect a

b) FELIPV6 REDAA—THRELET,
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Firepower-chassis /fabric-interconnect # scope ipv6-config

¢) BUEDEHELIPV6 7 RL A EZFKIRT HITIE, kOa~vr REATJLET,

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d) kOaxry FaeANLT, HILWEHIP Y FLALE S = U =A ZRELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_addressipv6-pr efix
prefix_length ipv6-gw gateway address

GE) T —TDIPV6 EHT KL AL LTHR—FENDHDIL, IPv6 7/ 1 — 3L =
XY ANT RLADIKLTT,

e) hI7 VI ava v AT AREICaIy hLET,

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

151
WOFITIE, IPVAFHA L —T oA AL~ T2 ZHRELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0

64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

WOHITIE, IPV6 FHA L F—T oA AL — T2 EHELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvée-prefix 64 ipvée-gw 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #
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FINr—2a v ERIPOEE

FXOS CLI %> Firepower 4100/9300 > ¥ — AZ#e SN/ T 7Y r—a Y OEHIP 7 KL A
BEFETEET, 20O70I2E. FTFX0S 7T v h 74 —4L LULTIPIEREZEFE L, &
T TV r—ay LYULTIPIEME AR T AMLERD Y £9°,

Y

GE) 77V r—vaEHIPEEETLLE, Y= AOHERREL LT,

FIE

ATwF1 FXOSCLIIZH#i LET, (FXOSCLI~DT 7k (16 X—V) &)
ATY T2 WHEGRET NA AT LET,
scope ssa
scope logical-device logical_device name
ATY T3 @WHEEHET AT 7L, HILWEHRT = A NI v T RIA—FERELET, &
AMTEVRH D Z LIZEELTLEIN,
ASAGRELT NA AD AL KT v ORGE D5,
a) MEET N ADT— A RT v TICAD £,
scope mgmt-bootstrap asa
b) Arvy h&EIPE—RIZLET,
scopeipv4_or_6 slot_number default
) (IPv4d DH) HLWIPT RLAZRELET,
set ip ipv4_address mask network_mask
d) APv6 DH) HLWIP T FLAZRELET,
set ip ipv6_address prefix-length prefix_|length_number
e) Y= hU=A 7 RLAZHELET,
set gateway gateway ip_address
) FEEXaAIvILET,
commit-buffer
ASA FRELT INA AD T T A BB TE D,
a) JIAXEHRT—FNANTvTITADET,
scope cluster-bootstrap asa
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ATvT4

7Iusr—vareErozE |

b) (IPv4 OAH) FHLWVMEAEIP 25 E L 7,
set virtual ipv4 ip_address mask network_mask
c) (IPv6 dFH) FHLWAEIP 2R EL £,
set virtual ipv6 ipv6_address prefix-length prefix_length_number
d HLWIP 77— &R ELET,
set ip pool start_ipend_ip
e) F—hUxA T RLVAZERELET,
set gateway gateway _ip_address
f) RELII Yy FLET,
commit-buffer
Firepower Threat Defense DA % o R7 1 VREB LT 7 A X R EDE A,
a) BT NAADT = AT v FITAD ET,
scope mgmt-bootstrap ftd
b) Ay FEIPE—FRICLET,
scopeipv4_or_6 slot_number firepower
c) (IPv4 DH) HLWIP T KL AZRELET,
set ip ipv4_address mask network mask
d) APV6 DFH) HLWIP T RLAZRELET,
set ip ipv6_address prefix-length prefix_length_number
e) F—hUxA T RLVAZERELET,
set gateway gateway _ip_address
) REX=aIYFLET,
commit-buffer
GE) 7T AXREDYE . Firepower 4100/9300 & v — U NIHEE SN CWDT 7 r— 3
PIZEIHLWIP T RLAEZRETDMLERDHY £3, vy —UMIZ T AZE1T

HABREDHGE., WHTDY v+ —V TT 7V r—2a Tl NbDART v P&y
T BN H Y £,

TIV = a D EICEE T NA N TERE VT LET,
a) #iA% ssaE— RIZLET,

scope ssa

b) #ipHEZ AT Y MZLET,

scope slot slot_number
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c) ®MHET IV r—var AU AX A LET,
scope app-instance asa_or_ftd

d FHIT— AT TEREZ VT LET,
clear-mgmt-bootstrap

e) WREZMELET,
commit-buffer

ARTFYTS 7TV r—va a2 B\icLEd,
disable
commit-buffer

GE) 7T RAZFEDYA . Firepower4100/9300 & ¥ — NZHEHE SILTWEH T U r— 3
VIEIWEBT - NA NIy TERE VT L, BT HAXLERHD FT, vy —
VM7 F AL ETUTHAREDS A, WDy Y —Tr 7 ) r—var &t
DDAT v T HMOIRTLENH Y £7,

ATYT6 TV r—aBNA 7740 T, Ay "RFEEL T kol Xz, 77V r—
VaremEAMNILET,
a) #iH%E ssaT— RIZELE T,
scope ssa
b) #iPHAZ Ay MILET,
scope slot slot_number
) ®HET TV r—var AV AXLAIZLET,
scope app-instance asa_or_ftd
d) 77V r—varEFocLET,
enable
e) WEZMEELET,
commit-buffer
GE) I I7RAXZREOELH. THHDAT v 7 %KL T, Firepower4100/9300 ¥ ¥ —
IR SN TV LK T 7 r—va v aBEANILET, vy —VHZ T RS ET

WTHARTEDHA., MTO vy —2TT ) r—2a T EIINGDAT v T ki
DIRTHENH Y £,

Firepower 4100/9300 > ¥ — L B2 DE R

Firepower 4100/9300 ¥ — NI AT 54 Hi1% FXOSCLI b AEHE T 5 Z LN TEET,
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ATy
ATvT2

ATv73
ATv74

ATy TH

22X KID

F52 rDERED VR — [

FIE

FXOS CLI IZ#5%: L £1 (FXOSCLI~DOT 7t A (16 2—) &) .
VAT A ET— RIZAD ET,

Firepower-chassis-A# scope system

BHEDOAREZFR L ET,

Firepower-chassis-A /system # show

HLWARTERERR L £

Firepower-chassis-A /system # set name device_name
R I a vk VAT AREICAI Yy PLET,

Firepower-chassis-A /fabric-interconnect* # commit-buffer

il
ROBITIE, THAA AL EERLET,

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

REBAZEDA VX b—JL

IR EH I, H B4 SSL AFWEN Firepower 4100/9300 & v —3 Web 77U r—3 3 T
BT L7-DICAERSNET, TOIAFEITIACELTHLID, 7747 77 U¥NRA
ICEHET LI LTSV A, HLWY T4 7 b 77 U T Firepower 4100/9300 > v —
P Web A X —T A RAYIHDTT 7 BATHELE XL, 7T UPILSSLELEEZ 20— LT,
= —73 Firepower 4100/9300 > ¥ — 3 (27 7 ¥ 2+ HRNCGEHELZ T AND 2 L 2R L
F£9, FXOSCLI #fH L CREMEE4 Rk (CSR) &4 L. Firepower 4100/9300 > ¥ — 3/
THEHTLMRDOIDIENFELZ A A b—AT2121F, UTOFIRALFEHTEE£T, ZDOIDFE
HEICED, 29470 7703 EERL, BERLTWeb A ¥ —T7 oA A%
TELHEIITR FET,
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&M
2ATFw T2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T1

ATvT8

FIE

FXOSCLIIZHE LE T, (FXOSCLI~D7 7t % (16 2—) %&M) .
X2V T4 FEVa— N EATILET,

scope security

F—U 7 aERLET,
create keyring keyring_name
WEXF—DET 2T A A XERELET,
set modulus size
REZTI Y PLET,
commit-buffer
CSR 7 4 —/V R&ERELET, fEAEIX, BEARA 7T 2 (subject-name 72 &) ZH45E L TH
RTEET, SHIUEET, =7 —/L-0fik7e & OFMAFEFEICHAAT 2 L8 TE D56/
AT arERETEET, CSR7 4=V FERETLHE. VAT AL VGERESAT —
ROANNDBRDOHND Z LITHERELTLIEIN,
create certreq certreq subject name
password
set country country
set state state
set locality locality
set org-name organization_name
set org-unit-name organization_unit_name
set subject-name subject_name
REX2Iy FLET,
commit-buffer
FOREICHEMHET D CSR 27 AR — h LET, FAERIE CSR 2 L T ID GEF Z 1Rk L
£,
a) SERRCSREZRRLET,
show certreq

b)  [-----BEGIN CERTIFICATE REQUEST-----] 7% [-----END CERTIFICATE REQUEST-----]

&1

MIIC6zCCAAMCAQAWdzELMAkKGA1UEBhMCVVMxEzZARBgNVBAgMCkNhbG1lmb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWEFAYDVQQOKDAL1DaXNjbyBTeXNOZW1zMQwwCg¥YD
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ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

F52 rDERED VR — [

VQQLDANUQUMxGJjAYBgNVBAMMEWZWNDEyMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9wOBAQEFAAOCAQ8AMI IBCgKCAQFEASOONS5gagkfz2fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJJjBwkUMNQA1mMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV1Ohhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVq76mTm8BwYMgHbJEV4Pmu
RJWEB8YEVVWH7JTEL1]j90vxbatjDjVSJIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBOrnyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAwWHjACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDANBgkqg
hkiG9wOBAQsSFAAOCAQEAZULCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INV6OW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEJgKO0
z2zyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtvcQy55+/hDPD2Bv8pQ0C2Z2ng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8 zREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZYyUnMfUfCoyulLpLwgkxBOgyaRdnea5RhiGjYQ21DXYDIEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

certreq E— FZH& T LE T,

exit

F—U 7 E—FEKTLET,
exit

SRAFR OB 7 1 & RTHE > TRIFAIC CSR O N 2424t U k4, BRI+ 5 &, #iE

JAEZ D CA ODWMBEX—%2HH L CTF UV HNVEL SNZ IDEFAENSKRENET,

GE)  FXOSIZA v AR— bT259_ToID iFHEL, Base6d JEA TR ITFTNITZARY 8 A,
AR ZIE L ID i ETF = — L OANRSETHAESIT. T %
OpenSSL 72 &' SSL Y — /L& L CTEBT 2 LERH Y £,

ID REHET = — 2 REFTDHHL F T A ARA » M a2AERR L £7,

create trustpoint trustpoint_name

I DFERICUE> T FE 11 TRAER»H2ZE L2 IDREAEF = — 2 AN LET,

GE) HRERAEZFEH T 2GR OGEIL. — N EHRGEAZE L 2B E ST END
DET, 7F AN 77 AT, A— MEAEEZ —F EIZX—ZA ML, ZHUTHENT
F = NOKFRFEAEELZX—A N LET, ZOHA, 73TD BEGIN
CERTIFICATE 7 7 7' & END CERTIFICATE 7 7 7' %&£, ZOEEKDOT F Ak
Tuayl%, FTAMKA U MZabt—T L KRX—XNLET,

set certchain

1 -

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghkjOPQQODAjBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1lc3RpbjEg
>MB4GA1UEAxXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTc1NjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ ImiZ PyLGQBGRYFbG9j YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggqhk jOPOMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmqlubaDHPJ5TMGE£JQYszLBRIJPq+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
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ATy 714

ATy 715

ATv 716

ATv I

ATy 718

ATv 719

>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIkwEAYJKWYB
>BAGCNxUBBAMCAQAWCgYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lgy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

REZXAI Y FLET,

commit-buffer
FIZARMRA Y N BE—REKTLET,
exit

*—U 7 E—FIIADET,

scope keyring keyring_name

AT v T I3 TIERRENTZ T A FaRA > bE&, CSRIZIER Sz — U v 7\ BT £,

set trustpoint trustpoint_name

Y= OBLTE IDFEHEL A AR — P LET,

set cert

RAERIC L v ks ID FEFFEORNE L N—A M LET,
i -

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODAIBT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I 4MTMw
>O0TUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUZETMBEGA1UECBMKQ2F's
>aWZvcem5pYTERMASGALIUEBXMIU2FuIlEpvc2UxFjAUBgNVBAOTDUNpc2NvIFNS5c3R1
>bXMxDDAKBgNVBASTA1RBQzEaMBgGA1UEAXMRZNAOMT IwLnR1c3QubG9j YWwwggEL
>MAOGCSQGSIb3DQERAQUAAA4 IBDWAWGgEKAOIBAQCZQ43mBqCRINZ+Lg1lUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvIOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftg2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7TMEfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAGjggJYMIICVDAcCBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVR0jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1UdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>Y¥YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0aW4 sREM9bG9jYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5S5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWNlcyxDTjlDb25maWdlcmF0aWOuLERDPW5ShYXVzdGluLERDPWXVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXVvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUwWB1AHIAdgB1AHIWDgYDVROP
>AQH/BAQDAGWgMBMGA1UdJQOMMAOGCCSGAQUFBWMBMAOGCCQGSM4 9BAMCAOGAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUdIb6K1Uw=
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ATy T2

ATy

ATy T2

ATvT23

ATvT24

ATy T2

ATy T 26

ATy T21

F52 rDERED VR — [

>ENDOFBUF

=T E—FREKTLET,
exit

X VT 4 E—FREKRTLET,
exit

VAT L ET— RNIZAD ET,
scope system

F—E R E—RIZAD ET,

scope services

B UWVGERAEZ AT 5 X 912 FXOS Web 1 — B A2 E L £,
set https keyring keyring_name

BREEZaI v MLET,

commit-buffer

HTTPS —NIZBHEMS T b TWAF—V v 7 2R R LET, ZHNIZIEZOFEOFIES T
ERR L72F— U U T DABINKILE 52 L0 4, BmEcT 740 bodF—1 74
NERINDEAITIE, HTTPS — N3 F 72, HTLWVGEHZEZHHT 2 L) ICEFHF I TW
FHA,

show https
i -

fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite:
ALL: !ADH: 'EXPORT40: !EXPORT56: !LOW: !RC4: !MD5: ! IDEA: +HIGH: +MEDIUM: +EXP: +eNULL

A VR — R SN EONKEEZF R L, Certificate Statusfii23Valid & /xS D 2 & % s
LET,

scope security

show keyring keyring_name detail

ﬂm:

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:

RSA key modulus: Mod2048

Trustpoint CA: firepower chain
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Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b3:43:8d:e6:06:a20:91:£6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:e6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9e:49:29:12:26:44:¢c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:cd4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:£f5:6a:e£:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£f9:2€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:b4:26:a7:bf:20:6f:1la:e2:cf:£d:0f:
cd:%a:fd:cb:a3:71:bd:21:36:cb:2£:98:08:61:95:
5a:b5:3c:69:e8:74:d4:7b:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services,CN=Configuration, DC=naaustin,

DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint
Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services,CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:b1:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:a3:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e:6€:24:89:04:6£:¢cf£:05:98:e6:b2:0a:08:
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2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI 4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvcemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEiL
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOGAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

RDEZRY

FLUWVEH TE DEHENFIEL TWD Z L 2R T HITIE, Web 77 UH DT KR /S—
IZ https://<FQDN_or_IP>/ & A7) LT, Firepower Chassis Manager | &) L £,

GE)

TIUWIEEBIT, T RLAARN—DANNFICHRS L GEREOY 7V =7 M 2R L%
o REIENTEREM FA A CAITH L TREITSNTWDSLE, 77U THZEDOL T2
TATLOBENDHY £, IPT FLAZMEHNLTT 782425 L, FHTE 2REHAENHN S
NTNHELTS, JoSSL =7 — (G403 L) Ao —SnET,

A5 4 DR/ F—

0 7 A VRN —"TliL, —3 ) Firepower Chassis Manager (210 7' 95 & ¥ AT AN —
TERARINFEREINET, 2—PLLERRT—= ROV AT AT T OIS, A vE—V0
FET[OK] 227 U v 7T HMERHYET, v /A VAT —Z2RELRNE, VAT AIX
2—PHENRRT—FOT a7 M IR E T,
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V

2—HFNFXOSCLIWCR /A 258, REISNNTWVDAEARIET AT AN RAT— KD T a
7 rORfice A v RN P— TR A NERRILET,

0454 VRN FT—DER

FIE

AT w71 FXOSCLLIZ#HE L £7 (FXOSCLI~DT 7 A (16 <—) ZZH) |
RARTwT2 BXa2 074 E—FNEBBLET,
Firepower-chassis# scope security
ATYT3 NF—tFa2 U7 1 E—RIADET,
Firepower-chassis /security # scope banner
RT9 T4 ROa~vy REAHLT, al A Vit —%2ERLET,
Firepower-chassis /security/banner # create pre-login-banner
AT w 75 Firepower Chassis Manager ¥ 72 (% FXOS CLI ~®D 1 7 A VRO 2 — |2 FX0S BNERTDH A v
T—VEEELET.
Firepower-chassis /security/banner/pre-login-banner* # set message
BJA LRI A=V DT XA NEANT HIODOX AT a7 G LET,
ATYT6 TrrTNT, vl U= Ay =Y EASLET, ZOT7 40—/ FIZE, EED

ASCIL XFH AN TEET, BEITOTFA NEASTEETA, FITORKCTFEIL 192 3
FCT, {TOXYY T Enter ¥—Z L £,

ATINEBEDIRDITIZ ENDOFBUF & AfJ L. Enter F—Z2# L CTHK T LET,
[AvEB—VDOBRE (setmessage) | XA 7 27 %X ¥ BT 5120, Cerl+C F—%2 L &
7,

AFYvTT PV arEVATAREICaI Yy FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

451
WO, v 7 A RN T—E2ER L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance
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>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

OJ4 VHIINF—DEER

ATy T
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

FIE

FXOS CLIIZ#5t L £7 (FXOS CLI~D 7 7 £ A (16 ~—) ZZH)
X2 VT 0 = FEHBLET,

Firepower-chassis# scope security

NF—%F=2U7 4 FT—FICADET,

Firepower-chassis /security # scope banner

0y A Ui FT—DONRF— X2 YT 4 FT— FICAD £7,

Firepower-chassis /security/banner # scope pre-login-banner

Firepower Chassis Manager & 7212 FXOS CLI ~® 1 7 A ViD= —HIZ FX0S NEKFRTDH A v
T-UEREELET,

Firepower-chassis /security/banner/pre-login-banner # Set message

RIAVHINT = A=V DT XA NEANTLDOLAT a7 ZHBLET,
TarZ T, B VRN = Ay =V EANLET, ZOT 4 — RIZiE, EHED
ASCH XLFHE AN TEET, BETOT XA MEANTEETRN, BITORKICFHUT 192 L
FTCI, fTOXYIY T Enter ¥ — %ML E T,

ATINEBEDWDITIZ ENDOFBUF & ASJ L., Enter F—%2M L TR TLET,
[AvE—VDORE (setmessage) | XA 7 B %X ¥ LT 521, Cerl+Cc F—%2M L E
7

FIUH I a BV AT AREICI Y FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

1
WIZ, T A CHINT =2 ERT 56 2R L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
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Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

0454 R/ \F—DHIR

FIE

ATw 1 FXOSCLIIZHHi L £F (FXOSCLI~DT 7tk A (16 X—) ZZ5H)
ATYT2 EXa U7 = RFEBBLET,
Firepower-chassis# scope security
ATYT3I NF—tF2 U7 4 E—FIADET,
Firepower-chassis /security # scope banner
ATV T8 VAT ANLR T A RN T—EEIBRLET,
Firepower-chassis /security/banner # delete pre-login-banner
ATFYTS FTUF I va BV ATAREICAI Yy PLET,

Firepower-chassis /security/banner* # commit-buffer

1
W, v 7 A CEIANT—EHIERT 26 2R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 < ¥ — < (DB FLE]

FIE

ATy 1 [E (Overview) | ZiBIRL T, [ (Overview) | — T &R E £,

ATw 72 [ME (Overview) | _—Y D4 LMD [+ — U@ (Chassis Uptime) | DAfIZH 5 [V
7 — 1k (Reboot) %27V v7 LET,
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Firepower 4100/9300 & v — > O ERA 7 ]

AT9 73 [1TWv (Yes) 1227V » 27 LT, Firepower 4100/9300 > v — > &2 EIFA 71295 Z & &l L

S

VAT BFEDVAT L LTSN TS TXTOWmRBT N, 2 &2 7 L—2AT7 Wy v v b
A7 AN %%m’mmmwﬂmmmmy% y@$ﬁ%¢7 L CHBEIT 20N, ¥
V74 BV a—)V/xT oV DOEREENC CLET, 2o at R 15 ~ 20 45
N0 ET,

Firepower 4100/9300 < v — S DEIRA 7

FIE

AT w1 [Overview] Z#IR LT, [Overview] X— V% & £,
ATw T2 BE (Overview) |—TDf ERBO [ — B8R (Chassis Uptime) ] DOFEIZH D [2 v >

47 (Shutdown) 1% 27V v 27 LET,

ATFY T3 [T (Yes) 127 VU 27 LT, Firepower 4100/9300 > ¥ — > 2 EIRA 7124 D Z & 2R L

£,

VAT DIEDYVAT A ETHRSN TS TR TOGRBT N, A2 7 L—ZA T VIV ¥ v b
CAZAVAUNE: ; Jislhe F1repower4100/9300 U —VDEREATICTDHENS, X2V T4 F
Vo=V OB A ENC ILEY,

TIHHFREDOT 74U FERENDET

N

FXOS CLI Z £ f L T Firepower 4100/9300 < ¥ — > % TR DT 7 4 /L M EIZRE T Z &
MTEET,

G¥)

ATy T

IOTRBRIZEST, BT AL AREEEZLT R TO—VFREN Yy — I NDHESR
9, ZTOFIENPETLEZL, VAT LAEHRETHILERHY 7 (WHRHE (82—)
AL TLLTEEY)

FIE

(L&) eraseconfiguration =~ RiZv vy —v b A~v—h T4 B AFREZHIBRL 4
oo Av— b TA B AREGHIRT 25813 ROFIEELFITLET,

scope license

deregister
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ATy T2

ATvT3

ATvT4 i

Firepower4100/9300 > v — 3 DX EREMRIRT D& TA V2 FbT A APRHIRS L ET,
EHIC, TRALALEOTRTOITA B AGEK EAEHENRYIRINE T,

0— W VERRY = WCHEE LT,

connect local-mgmt

Firepower 4100/9300 > ¥ — b R TCO2—WRIEZIHEL, &HO LGHARFOT 7 41
FEEILY v — V&2 ETT 5121, koa~vr RE AN LET,

erase configuration

TRTCOL—PFRELZHET DN EIDEHRETHLIITKRDONET,

REDWEEEMRT DI, a~r F7Far 7 Mlyes EATILET,
T RTC O —WFHIE D Firepower4100/9300 & v — VI HiHE SN2k, VAT ANY 7 —hL
£75

VRATLAVKR—RY FDREGHEE

FXOS CLI Z{#ffl L C . Firepower 7 77 A T AD ALV R—F > N ZRICHETDLZ LN
TEET,

[THHFREOT 7 4L hFEOE L (109 <—) | THHASh TS X912, ease
configuration 2~ > RZFETTH L. ¥ = DT RTCOZ—VPREFHRVHIFRS . LHH
DT 7 )V FEREICR Y £,

grasesecure 2~ RIZE D, FRELTZT 7 I7A4 TV A a v R— v MINEARIC ﬁféhi?

DFEY, BICT—ZDPHIBREN D72 TR, MEAML—UN U7 GERIZHEE) &
NET, 2T, "—FRT7 =7 A L= aUR—X MPRERIET —ZROAE T2 RF L7
VARBE T, 7774 7 U ABIREE L IXRAT HBRICEE T,

GE)

ATy I

ATy T2

SEAMEPICT A, ZREREIILET, i, SSHEERES K T L2 2B LET, L
NoT, YITNharyy—Li— b EREN L CREHERZETTI L2880 LET,

FIE

0 —hVER Y = VTR L1,
connect local-mgmt
BELLET I IAT VA ayR—3xy N 2RIl ET 5I121E, RO eraseconfiguration =~
Y RowWTFnnE A LET,

a) eraseconfiguration chassis
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b)

va7Lhavk—xy rorents ||

'@‘“““COD?\ Bl A A—URKDIL, FETEX2WI L2BETIAvE—UNRERRE

BATT oM E D ORI RO NET, y & AS)T 25 L Firepower ¥ ¥ — T 2RN
ﬁé HEEINET, EX2 VT 4TV 2 ABRIICHESN., ZTOHBICA—I— 34
PRHEEINET,

THRARAEOTRTOT =2V 7 M7 PHEHEINDTZD, T34 AU A3 [ZTROM
EF=% (ROMMON) M5DHIFATTEET,
erase configuration security_module module_id

EFEVa— NV EDTRTOT—Z LA AU Kb, EETERWI L2EETLA Y
T=UNEREN, FATTDE0E D DOMERNRROONET, y2 ANNTHE, TV 2—
NVIMHESIVET,

(G¥)  decommission-secure =~ > ROETRERIL, AN Da~vy REETLES
HGLFELTYT,

X2V T 4BV 2—NEESIND &, HRINESNDETH U LCIRIEICAR D £7
(FTalyvvarEnizeYa— Ve .
erase configur ation supervisor

T&T@?‘ Bl A=UNRRDI, EHETCERWVWI LZEET LA vE—UNRERRS
*fﬁ??@qf) ME I MOMERDP RO HNET, y %7\7‘3?‘5 L. Firepower A —/3—/ 31
ﬁ‘ﬁ WICHESNET,

Z—=R= AP EDFTRTOF—F &V T T =T REEEND =D, TAA AT Y
IZ ROM E=% (ROMMON) MNDHDHEITTE ET,
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TS b7+ —LEE
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