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VAT LDOFRE & B HIZ Firepower Chassis Manager ¥ 7213 FXOS CLI Zff 3 % 12i1%. #1HIC
WS OMDOFIIRRE S A7 B RITTLHHENH Y 9, HIFRECEIATI DT, 2 /—n
N— R ErLTT 78 AT HFXOSCLIZ AT 50, FHA— M2 LTT7 729 %SSH,
HTTPS, F7/ZIXRESTAPIZMH L ET (ZOFIEL, v—FvF Frbya=7 LT
ET) .

AV —I)LR— ~EERL-MHERE

FXOS CLI Z £ L T Firepower 4100/9300 v —IZHIDTT 7 AT H &, VAT LAORE
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CE)  WIIRREZEMEV RS, ROa~y RN L TRIFORELZ T X THET 2LERH Y £
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Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt)# erase configuration

Firepower 4100/9300 & v — > O H—OEH AR — MIiX, 1 2OHDIPv4 T LA, F—hU =
A, TRy h~RART, FZ1D2OBDOIPv6 T KVA, F—bhU=A, Xy hU—27 T
T4 AERETHMENHY 9, BEHR—FDOIPT FL AT LTIPv4 £7-13IPv6 7
FLAOWThrzRETE £,

188 BRI
1. Firepower 4100/9300 3 % — 3 DR DY PREEE & Head L £ 37,
s Y— )L AR— IR a—FiERELITI Y= b= NITYERNZEE S
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« 1Gbps A — Ry MEHR— FDPIEANT | A v F, T —FITERI AT
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FEANZOWTIR, N R =TRETA FEZRL TSIV,

2. aVYV— ) R—RIEEL WA a—XiEEkK (F-dar Y — $—N) Tar
V=)L R =K RTRA—=EIRKRDOERBY) THDHZ L E2MERLET,
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NHDHEE. 2EEO Ctrl+D 2 LI-BICETINET,

51

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.
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You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [yl: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]l: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y
Default domain name : cisco.com
Following configurations will be applied:
Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11

Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin
Password: Farscape&32
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Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

[...]

firepower-chassis#

EER—rEFEARALEA—42yF JAED3Z=VY

Firepower 4100/9300 > ¥ —3 OEBEFICAZ — T v a7 4 XFab—a UREROMD
RONGE, T R FIr—F v F Tre Y a =2 F— NIZAY, Dynamic Host Control Protocol

(DHCP) H—"ZRHL T, TOEHA X —T A APPEEH L TCHHD T —hA LT v
TEFITLET, TO%, FEHA U F—T = A% L THHE LT, SSH, HTTPS, 7zl
FXOSRESTAPI (il L TV AT AEBRETE ET,

\)

GE)  WIHIBREZMR D ZFIT, ROa~<y FEEH L TRTFORELZ TN THET 2LERH Y F

KR

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt)# erase configuration

Firepower 4100/9300 & v — > O —OF A — ML, 1 2DHDIPvET LA F—F 7=
A, VTR b~AY, FEE1DOOHDIPV6 T RVA, F— b= A, Xy hU—F 7L
T4y I AERRETDHILENRDHY £9, HHEHA—FDIP T L A% LTIPv4 £721XIPv6 7
RLZ2DOWTFNNERETEET,
1R BHHEIIZ
vy N T A7 VT N THEATLIROEREZINEL T,

cHTLWEBE AT — |

EHIPT RLABLOY TRy b ~A&Y

e —hxzAIPT KL A

sHTTPS BLNSSH 7 7 B A& FHA[+T A% 7T % v K

CIRA NG E RAAL U4

¢«DNS #— "D IP 7 KL &
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FIE

AT w71 DHCP $— " %Z5%E LT, Firepower 4100/9300 > v —3 OFHR— MIIP 7 KL 2 ZE| D Y
TET,

Firepower 4100/9300 > v —< 775D DHCP 7 7 A 7 > MELRITIE, RO OB EZENET,
CEHA LU H—T A ADMAC T KL A,

« DHCP 473 2 > 60 (vendor-class-identifier) : [FPR9300] F7-1% TFPR4100] |ZF%E L
i‘j‘o

« DHCP 473 = 7 61 (dhcp-client-identifier) : Firepower 4100/9300 ¥ ¥ —3 O+ U 7 L%
FICHRELET, ZOVITAEZL, Py —TO5EHLY 7 THRRATE £,

AT w72 Firepower 4100/9300 > v — > DEF 2 AN E T,
VA —VDEEFICAY — T v T ar 7 4 X2 b=y a VRRONLRWEES, T3, AT
n—XyF ruaeva=rs E— RIADET,
ATY T3 HTTPS ZHEHA L CU AT LA ERET HITIX, ROTFIREFETLET,
a) VPAR—FENTWAETITUVFEMEHLT, 7 RLA N—ZIROURLZ A LET,
https://<ip_address>/api

Z Z T, <ip_address> (%, DHCP H— /3|2 Xk » TEIV 24T 517z Firepower 4100/9300 < v —
v OEBR—FDIP T KL AT,

G¥) PR—=FEINDT T IFOFEMZONTIE, FHLTWAAA—=Ya D)V —X J— %
LTSN

(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.1
=M

b) VL ERRAT—-RKDANEZRDLNZL, T ingtall & <chassis serial_number>
AL Ca s A4 LET,
<chassis serial_number> (X, ¥ —> DX 7 EFHID LHERTEET,

c) Iy M-S TV AT AREZITVET,

SRR RAT — ROWARY — (@N7RASRT— ROHA RTA 20T,
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cadmin 77 FDOINAT— R,
s VAT LA,

e A= R R PEHDIPVET RLALH TRy b ~R7 F2FIPVv6 7T KL AR LT
L7 4T A,
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V74T A,

«HTTPS 7 7 ¥ AN R EINDHKRA MNEX Y NU—I T RLVAL Xy h~AT /T VT 4w
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* DNS — 3D IPv4 £ 721X IPv6 7 KL A,

e T 74N RAAL 4,

d) [ (Submit) 1227V v 27 LET,
ATV T8 SSHEMEM LT AT LA ERET HI2IE, ROFIEELFETLET,
a) WOa<ry FEERLT, BHA— MR LET,
ssh install@<ip address>

Z Z T<ip_address> |3, DHCP #— /N & - TEIY 24T 547~ Firepower 4100/9300 3 v —
L OEHR—FDIPT RLATY,

b) NAU—ROANZRDBNIZH, Adminl23 = AjL T/ A4 LET,
) IuryUT M-S T AT AREEITVET,
() MENZR UC, MR ERCEERFT Ny V' A= — BB L, By N7 v 7R
EOT Ny 7 REOHIE, BLXOVAT AOFHEEZITH) Z LN TEET,
FRy T A= —IBET 5123, Cul+CEMLET, TR0 7 A=a—%
HBTT 510, Cal+DZ2EFLET, Cul+D % 9 1 [REIH & 20 H ORI
AN LTS D56, 2HHEO Crl+D 2 L7ZRICETINET,

&1

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]: n

Enter the password for "admin": Farscape&32

Confirm the password for "admin": Farscape&32

Enter the system name: firepower-9300

Supervisor Mgmt IP address : 10.80.6.12

Supervisor Mgmt IPv4 netmask : 255.255.255.0
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IPv4 address of the default gateway : 10.80.6.1

The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y

SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0

SSH Mgmt Access IPv4 netmask: 255.0.0.0

Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.

Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: ¥y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y

Default domain name : cisco.com
Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no):

Applying configuration. Please wait... Configuration file - Ok

Initial Setup complete, Terminating sessions
.Connection to <ip address> closed.

ATv 75 FXOSRESTAPI #FEH L TV AT LZRETHIZIE. ROFEEZFITLET,

RESTAPI (] L TV AT A& RET DL, WROBIZHEH L ET, FHMIZOWTIE,
https://developer.cisco.com/site/ssp/firepower/ % ZH L T < 72 &\,

GE) dns. domain name, https net, https mask. ssh net, ssh mask D& JEMHITA 7T =
> T9, RESTAPIEHEDHE. tMOTXTORMEIZISLHATT,

IPv4 REST API example:

| e
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RS

Firepower Chassis Manager DA %' 1 >/O %5 75 b .

"fxosBootstrap": {
"dns": "1.1.1.1",
"domain_ name": "cisco.com",
"mgmt gw": "192.168.0.1",
"mgmt_ ip": "192.168.93.3",
"mgmt mask": "255.255.0.0",

"passwordl": "adminl23",
"password2": "adminl23",

"strong password": "yes",
"system name": "firepower-9300",
"https_mask": "2",

"https _net": "::",

"ssh mask": "Q0",

"ssh net": "::"

IPV6 REST API example

{

"fxosBootstrap": {
"dns": "2001::3434:4343",
"domain name": "cisco.com",
"https_mask": "2",
"https_net": "::",
"mgmt gw": "2001::1",
"mgmt_ ip": "2001::2001",
"mgmt _mask": "64",
"passwordl": "adminl23",
"password2": "adminl23",
"ssh mask": "Q0",
"ssh net": "::",
"strong password": "yes",
"system name": "firepower-9300"

Firepower Chassis Manager DO 5 A4 /O 7 k

Firepower Chassis Manager % {# f] L C Firepower 4100/9300 > ¥ — # 3% ET DX, £ Ol
W2, Bhea—Y—T Ao e L e A oA 0ERHY £9, 2—F THU U b
DFFAICONTIX, =2 — P —FHEZZHR L TIE &0,

*Eﬁﬁf’ﬁ bf_oﬂ’%{’ﬁﬁ#&b\ L. BBV AT Ao a 7y hSivEd, 7740
N T, 100MIChZ D BERITORWE BB 7T 7 N LET, 20X A LT U MRE
%WE?”ZD X, By a r FALT U MOREESRLTIEZEIY, F, By iarn
TIT 4 TG ETH, —ERROKRRZRICE—E AT Anbu VAT S L5 It
HALTYU MERETDHIELTEET, XA LT U NERET DI, Mttt yar
FALT T NOREESZRLTIEIN,
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VAT KAWL fESR, Firepower Chassis Manager 2> 5 HEIIZ 2 77 0 F S H5EHD—
BIZHOWTIE, By a VEEIZL Y Firepower Chassis Manager 7~ > a V3 L 55654525
RLTLZEN,

Y

GCE) HELEEM =N AT Ahbn vy 7Ty NENDHIC, a7 A BITORREZETD
B2 FF Rl 5 X 9 1T Firepower Chassis Manager Z#{LE TR ETX £9, iFMlc Wi, =
TA BITORREEOREEZSZRL T EIN,

FIE

AT w71 Firepower Chassis Manager (22 7 A > 521X, ROTFNEEZFEITLE T,
a) PR—=FSINTWETITUFEMEHLT, 7 RLA RN ZROURL AN LET,
https://<chassis _mgmt_ip address>

Z 2T, <chassis_ mgmt_ip_address> |%, #IHIEXERFIZ AT L 72 Firepower 4100/9300 > % —
YDOIPT FUAEIFARR M TT,

GE) PR—=bFENDET T UFOHEMZHOWTL, BHLTWAR—=Va D) —R J— 1%
LTS ZEWN

(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.]
=M

b) Z—HFLLRRT—FE AN LET,
) [m7 4y (Login) 1227 YUvy7 LET,
17 274 3 % & Firepower Chassis Manager 23 & . [#EZ (Overview) | X—UNERRINFET,

AT 72 Firepower Chassis Manager 7°5 12 77 7 b3 5121%, T/ —vay R—ZFRINTHDHH
DDOA—YH/ERA ML, [mZ T K (Logout) ] Z#ER L £,
Firepower Chassis Manager 2260 277 7 45 & v/ A VEHEICREY £,

FXOS CLIND7 VX

FXOSCLIIZIE, v Y —/b R— MIBEWEuREE-> T LET, 22—/ R— MIEE
L Wb aryta—4mRK (Fidar Y —L $—) Tary—pR_R—h XFA—F0
WRDOERBYTHDI EEMERLET,

* 9600 7~ —
87— v b
e NNUT 472 L

1Ay 7 EY b
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oscu~n7 stz [

SSH & Telnet # i L T FXOS CLIIZHERE T £9°, FXOS i35 K 8 D SSH i &[RRI
PAR— FT&F9, SSH THEHfc 3 511X, Firepower 4100/9300 > ¥ —3 DR A M4 £ 721X IP
T RUARMEIZRY 9,

ROV By 7 ZADFONT I ZMHEH LT, SSH, Telnet, E72|%Putty T A > LET,

\}

GE)  SSH v 7 A » TIERILFL/ANLCFR B SN ET,

Linux WK HIELL RO SSH #fEH L5,

» ssh ucs-auth-domain\ \ username@ {UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

* ssh -| ucs-auth-domain\ \ username {UCSM-ip-address UCSM-ipv6-address UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -I
ucs-auth-domain\ \ username
ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

+ ssh ucs-auth-domain\ \ username@ { UCSM-ip-address| UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1
Linux YA 2> HIZLL T D Telnet L £ 9,

\)

GE)  F 7 T TelnetldT 4 B—7 W72 > TWET, Telnet Z A2 T 5 FIEIZ DUV T,
Telnet DFETEE B L T IV,

« telnet ucs-UCSMI-host-name ucs-auth-domain\ user name

telnet ucs-gqa-10
login: ucs-ldap23\blradmin

« telnet ucs- {UCSM-ip-address| UCSM-ipv6-address} ucs-auth-domain\ username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ues-ldap23\blradmin

Putty 7 7 A4 7 b6

« ucs-auth-domain\username ¢ 7' A > L £,

Login as: ucs-example\jsmith
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\}

GE) TNV EORFENR R —HIVICRESNTEY, a2 Y — /L3
N LDAP IR ESINTWVWAEA1E., ues-localladmin (admin
Er = T AT NOATHD EZEH LT Putty 7 7 A 7 2 b
5777V A —axy MNIun A TEET,
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