ERAT DHIIC
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ATy T

ATvT2
ATvT3
ATvT4
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ATvT8
ATv79
ATy 710

RIZ. Firepower4100/9300 ¥ ¥ — ¥ & E T D BRIZFATT 2 MBS & % HARH) 10 2 2 7 DFIA
o LET,

FIE

Firepower 4100/9300 > ¥ —< »— Ko = 7 % E L £ 7 ( [Cisco Firepower Security Appliance
Hardware Installation Guidel] &) .

MR EZTET LET (WHlikE 2~—) 22H) |

ARFAZRELET (HREORE 25H)

DNSH—"ZFHELET (DNSH—OREEZH) |

WMETA B AEHELET (ASADT A B AEHESR) |
A—PERELET (2—VPEHEZSR)

WENIE U TY 7 MY =27 ORFEFEITLET (M A—VEHEZSZHR) |
BNMOTT v v 73 —LREEFETLET (T v N7+ —LHEESBH) |
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VAT LOFKTE & EELIC Firepower Chassis Manager & 7213 FXOS CLI # 3 5 12i%, #19HIZ
WS ONDOYIARES A7 ZFATTHHERH Y £9, WIMIREL EITTHI2EF, 2y —u
R—hEILTT 7 AT SHFEXOSCLI Z M3 %0, BHA— N2 LTT 27 &AT5HSSH,
HTTPS, £7I1XRESTAPI ZEHALET (ZOFIHIX, v—¥% v F Fueya=r7 LR
WET) .

OV —I)L i R— bEERLE-OHERE

FXOSCLI #f#i [ L T Firepower 4100/9300 ¥ ¥ —NIHIDTT 78 AT H L, VAT LAORE
WHEHATE 22y T v 7 v P — RRFERENET,

)

GE)  HIIRREZEREVRTIE, kOa<wy FEEH L TBFEOREZ T X THET 2LERH Y
B

Fi r epower - chassi s# connect | ocal - ngnt
firepower-chassis(local-nmgnt)# erase configuration

Firepower 4100/9300 ¥ ¥ — Y O HE—DEHR— ML, 1 2OHDIPVAT RL A, F— kT =
A4, TRy h <R, FRIEFTL1OOHDIPVET RLA, F— T =A, Xy NU—2 FL
T4y I ABRETDOLENHY £9, BHER—FDIPT FL AR LTIPVAE 721X IPv6 7
RLZDOWTFNnERETEET,

IR B I

1. Firepower 4100/9300 3 v — o DR DY HERE 2 FER L £37,

e Y — )L AR— IR a—FimRERLITI Y = b — NITEINZEE G S
TW5,

¢ 1GbpsA —H v NEBAR— FNNT, A v T, FFIN—FITEREINLTH
50

FEAMIZOWTCIE,  [Cisco Firepower Security Appliance Hardware Installation Guidel] % 2
LTL7EENY,

2. AV — L R— ML TWAa P a—2uR (Fnidar ) — $—n) Tayr
V=)L R —=h RTRA—=EINRKRDOERBY) THDHZ MR LET,

* 9600 7~ —
87 —X v b

e RUT 472 L
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http://www.cisco.com/go/firepower9300-install
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AVY—ILR— EEA LR E .

el ALy EY R

38 by 7Ty T A7 YT NTHMTLROEHRZINEL ET,

FIE

o BLWEHE 2T — R

EHIPT RLABLOY T Hy kv A7

e S — MU AIPT RL2A

cHTTPSEB X WSSH 77 Z XA &ZFHF T 5% 7 % v b
e IRA MU E RAAL A

eDNSH—DIPT FLX

ATV vy —vOEREANET,

ATFY T2 #—=IF N 232 Lb—FEMHFALT, YU T/ ary—LR— M MIERLET,
Firepower (2%, RS-232-RJ}45 2 U 7L Y — L —7 U3 JE LTV ET, BT,
P—=RR=F /D) TV -USB 7 —T I NBEICRLBENHY £+, RO T3
TA=ZEEHLET,

* 9600 A" —

87 —X v b

e RUTFT 472 L

1Ay T EY B

27y T3 TRV Mo TY AT AREEITOET,

GE)

1

MBI T, IR ERICHERT Ny 7 A= —IZBEIL, vy b7 v 7RIEDT
Ny 7 BEOHIE, BEIOWVATLAOFEEBZIT) ZENTEET, T3y 7 X
Za—IBET LI, Cl+CEMLES, Ty 7 A=a—%K T3 5I12i%, Cl
+D 2R LET, Crl+D % M 1LEIE & 2R HOMIZAN LT b DR B 554,
2EIH® Ctrl + D M L7222 FATSNE T,

- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system Only mnimal configuration including | P connectivity to
the FXOS Supervisor is perfornmed through these steps.

Type Ctrl-C at any tine for nore options or to abort configuration
and reboot system
To back track or make nodifications to already entered val ues,
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conplete input till end of section and answer no when pronpted
to apply configuration.

You have chosen to setup a new Security Appliance.
Conti nue? (yes/no): y
Enforce strong password? (yes/no) [y]: n
Enter the password for "adm n": Farscape&32
Confirmthe password for "adm n": Farscape&32
Enter the system nane: firepower-9300
Supervi sor Mgnt | P address : 10.80.6.12
Supervi sor Mgnt | Pv4 netnmask : 255.255.255.0
| Pv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgnt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [y]: vy
SSH Mgnt Access host/network address (1Pv4/1Pv6): 10.0.0.0
SSH Mgnt Access | Pv4 netnask: 255.0.0.0
Fi repower Chassi s Manager cannot be accessed if HTTPS Mgnt Access is not configured.
Do you want to configure HTTPS Mgnt Access? (yes/no) [y]: vy
HTTPS Mgnt Access host/network address (1Pv4/1Pv6): 10.0.0.0
HTTPS Mgnt Access | Pv4 netnask: 255.0.0.0
Configure the DNS Server |P address? (yes/no) [n]: vy
DNS | P address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y
Def ault donmin nane : cisco.com
Fol  owi ng configurations will be applied:
Swi tch Fabric=A
Syst em Nanme=fi r epower - 9300
Enforced Strong Password=no
Supervi sor Mgnt | P Address=10.89.5. 14
Supervi sor Mgnt | P Net mask=255. 255. 255. 192
Def aul t Gat eway=10.89.5.1
SSH Access Confi gured=yes
SSH | P Address=10.0.0.0
SSH | P Net mask=255.0.0.0
HTTPS Access Confi gured=yes
HTTPS | P Address=10.0.0.0
HTTPS | P Net nask=255.0.0.0
DNS Server=72.163.47.11

Domai n Nanme=ci sco. com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file — Ok
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Cisco FPR Series Security Appliance

firepower-9300 login: adnmn

Password: Far scape&32

Successful login attenpts for user "adnmn' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software
TAC support: http://ww.cisco.contac

Copyright (c) 2009-2019, Cisco Systens, Inc. Al rights reserved

[...]

firepower-chassis#

EER—rEFEARALEO—42yF JAED3Z=VY

Firepower 4100/9300 > ¥ — 3 OEEFICA Y — " T v 7 a7 4 Fab—a VBRRERONL
WS, TAA R Fue—F v TF TubYa=r7E— RIZAY, DynamicHost Control Protocol

(DHCP) #—_ZMHL T, ZOEHA V4 —T7 =24 AIPEFALTCHHED T — A T v
TEEITLET, TOH%, BHA X —T7 24 A% LTHEHE L T, SSH., HTTPS, %7-1%
FXOSRESTAPI Z I L TV AT AZRETE ET,

G¥)

=3

MR E e  IFIiE, ko a~< > REEH L TBEFORELZ T X THETOILENRH D £
R

Fi r epower - chassi s# connect | ocal - ngnt
firepower-chassis(local -ngnt)# erase configuration

Firepower 4100/9300 ¥ ¥ — Y O HE—DEHR — ML, 1 2DHDIPVAT RL A, #—h U=
A, TRy h~AT FIT1O0HDIPET LA, F— oA, Xy NTU—2T 7L
T4y T ABRETOILENHY £9, BHEHR—FDOIPT L AR LTIPVAE 721X IPv6 7
RLZ2DWTFNNERETEXET,
1R BHIIZ
vy NT v A7 VT N THEATAHROEHREZINEL T,

T LWEHHE AU — R

EHHIPT FLABIOYV TRy b w27

oS —FTxAIPT FL R

cHTTPSIHB L NSSH 7 7 ¥ X & FH a4 5% 7 % v |k

e IRA ML E RAAL U4

eDNSH— 1D IPT7 KL %
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FIE

AT YT 1 DHCP#— &% E L C, Firepower 4100/9300 > v — OEFHR— MIIPT KL A ZE| D Y4
TET,

Firepower 4100/9300 * ¥ — "6 D DHCP 7 A4 7 2 MERIZIE, ROLOBEENE T,
WA LA —T 2 A ADMACT RL &,

*« DHCP 47> 3 > 60 (vendor-class-identifier) : [FPR9300) F7-1% [FPR4100) (Zf%E L
\i‘g—(}

* DHCP 47> = 61 (dhcp-client-identifier) : Firepower 4100/9300 > ¥ —3 O U 7 V3%
FICRELET, ZOVITAEEE, Yry— OB EHLY 7 TR TEET,

AT w72 Firepower 4100/9300 ¥ ¥ — > O &R E AN E T,
VX —VOEBIFHIAZY = T T a7 4 X a b —a YRAORL WA, T3 A
n—%yF runeya=rr T—RIADET,
ATV T3 HTTPSZHEA L CU AT LAERET HITIX, ROTFIREZFETLET,
a YAR—FSNTWET IV EMHALT, 7 RLAN— 2RO URL ZAHLET,
https://<i p_address>/ api

Z Z T, <ip_address> (%, DHCPH—/ |2 X - TEIV 2T 517 Firepower 4100/9300 & v —
¥V OEBEAR—RINDIPT RLATY,

G¥) PR=FENDT T UFOFEMOWTIE, FHL WD A=Y gDV V—R ) — a3
LTS ZEn
(http://www.cisco.com/c/en/us/support/security/firepower-9000-seri es/products-rel ease-notes-list. htn
2 M)

b) =—VHLENRRAT—-FRDOANZRDLNTZE, T EHingall & <chassis serial_number>
EANHLTCe A LET,
<chassis serial_number> (%, ¥ — DX T EFRHD LR T ET,

Q) FHUT Mo TYRT ARELTVET,

c BI7RRATU = ROBHRY >— (BNRNRAT—=ROTA RTA A2 T,
:L"_"j: Yﬁ]?‘/ }\ %5%) o

cadmin 7 h U FDIIRAT — K,
e VAT N4,

e A—NR—=NRAPEHDIPVAT LAY TRy b~ £FIPET KL R ET
V74w A,

T I IV T —=FT A DIPVAT RLAEZILIPVG T KL A,
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e SSH T 7 EAMHAIINTWVWAERAMEXYy NU—7 T RLABIORRy bR 7
L7 4T AR,

cHTTPST7 7 B AN A ENDHKRAMEXy NU—I T RLAL Ry h~ATIT VT 4w
7 A,

e DNSH#—"D IPv4 7213 IPV6 77 R L A,

e T T HIN I RAAL 4,

d [EE (Submit) 1227V >»7 LET,
ATy T4 SSHEHFHA LTV AT LAEZRET DT, WOFIEEZEITLET,
a oo~y REHHALT, HHEFR— MM L £,

ssh instal |l @i p_address>

-
—

= C <ip_address> (., DHCP#— 32 L - C#IY 24T & 417~ Firepower 4100/9300 & v —

T OBEHA—TFDIPT RLATY,

b) RAT—KOANZERDLNTS, Adminl23Z AL Te /A LET,
0 TurUT ML TYAT LAREEZITVET,

(

F) O MEIZG U T, VIR ERHCHERFT Ny S A o —ZBE L, vy T v I RiE
DF Ry 7 BREOTIE, BXOV AT LAOBFREHZITI &N TEET, 7
Ny A=a—IBETAHICE, Crl+CEZMLET, TR T A=ma—%KT
T A%, Crl+D & 24 LFT, Cirl+D % 9 1[EH & 2[EHOMICATI L
HORHDHHEE. 2BHO Crl +D 2 L2 BICFEITSNET,

51

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system Only minimal configuration including | P connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any tine for nore options or to abort configuration
and reboot system
To back track or make nodifications to already entered val ues,

conplete input till end of section and answer no when pronpted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): vy

Enforce strong password? (yes/no) [y]: n

Enter the password for "adm n": Farscape&32

Confirmthe password for "adm n": Farscape&32

Enter the system nane: firepower-9300

Supervi sor Mgnt | P address : 10.80.6. 12

Supervi sor Mgnt | Pv4 netnmask : 255.255.255.0

IRy |
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| Pv4 address of the default gateway : 10.80.6.1

The system cannot be accessed via SSH if SSH Mgnt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [y]: vy

SSH Mgnt Access host/network address (1Pv4/1Pv6): 10.0.0.0

SSH Mgnt Access | Pv4 netnask: 255.0.0.0

Fi repower Chassi s Manager cannot be accessed if HTTPS Mynt Access is not configured.

Do you want to configure HTTPS Mgnt Access? (yes/no) [y]: vy
HTTPS Mgnt Access host/network address (1Pv4/1Pv6): 10.0.0.0
HTTPS Mgnt Access | Pv4 netnask: 255.0.0.0

Configure the DNS Server |P address? (yes/no) [n]: vy

DNS | P address : 10.164.47.13

Configure the default domain name? (yes/no) [n]: y

Default domain name : cisco.com

Fol  owi ng configurations will be applied:

Swi tch Fabric=A
Syst em Nanme=fi r epower - 9300
Enforced Strong Password=no
Supervi sor Mgnt | P Address=10.89.5. 14
Supervi sor Mgnt | P Net mask=255. 255. 255. 192
Def aul t Gat eway=10.89.5.1
SSH Access Confi gured=yes
SSH | P Address=10.0.0.0
SSH | P Net mask=255. 0. 0.0
HTTPS Access Confi gured=yes
HTTPS | P Address=10.0.0.0
HTTPS | P Net mask=255.0.0.0
DNS Server=72.163.47.11
Domai n Nanme=ci sco. com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no):

Appl ying configuration. Please wait... Configuration file — Ok

Initial Setup conplete, Terminating sessions

. Connection to <ip_address> cl osed.

ATy 7T5 FXOSRESTAPI ZHEH L TV AT LEZRETHIZIE., ROFEEZFEITLET,
RESTAPI #ffHH L TV AT A ERETDHITIE. OB EFEHLET,

https://devel oper.cisco.com/site/ssp/firepower/ 2 £ L T 72 &0,

ZEAZ DWW T,

(G¥)  dns, domain_name, https net, https mask, ssh net, ssh mask D& EMEIXA 7 v 3 >~

T, REST APl #EDHA., MOTXTORMEIFIHLETT,

| Pv4 REST APl exanpl e:

| e


https://developer.cisco.com/site/ssp/firepower/

RS

{
"fxosBootstrap": {
"dns": "1.1.1.1",
"domai n_nane": "cisco.conl,
"ngnt_gw': "192.168.0.1",
"mgnt _i p": "192.168.93. 3",
"mgnt _mask": "255.255.0.0",
"passwordl": "admi nl23",
"password2": "admi nl23",
"strong_password": "yes",
"system nane": "firepower-9300",
"https_mask": "2",
"https_net": "::",
"ssh_mask": "0",
"ssh_net": "::"
}
}

| PV6 REST APl exanple

{
"fxosBootstrap": {
"dns": "2001::3434:4343",
"domai n_nane": "cisco.conl,
"https_mask": "2",
"https_net": "::",
"nmgnt_gw': "2001::1",
"nmgnt _i p": "2001::2001",
"mgnt _mask": "64",
"passwordl": "admi nl23",
"password2": "admi nl23",
"ssh_mask": "0",
"ssh_net": "::",
"strong_password": "yes",
"system nanme": "firepower-9300"
}
}

FXOS CLIND7 7R

FXOSCLIZIE, v Y — L iRh— MIBWERREF o TR LET, av Y — LR R— NI
L TN A Pa—ZiRk (£ —L % —R) TarV—)LiR—h RT A=)

ROEBY THDLZ L ZMERLET,

* 9600 7~ —
+87—X4% Evw h
e RUTF 472 L

1Ay EY L

oscu~n7 stz [
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SSH & Telnet Z {1 L T% FXOSCLI IZ#&E T & £ 9, Firepower eXtensible 4~ L —7 1 7
VAT ITIK 8 D0 SSH Bt & [RIFFIC AR — b T& £ 3, SSH THE 9 HITi%. Firepower
4100/9300 > v —3 OARA A FEZIXIPT RLVARKE Y 77,

WDy By 7 ADFIONT I EHEH LT, SSH, Tenet, E7=idPutty T2/ A > LET,
N

GE)  SSH mZ A U CIERLF LTRSS NET,

Linux 5K 72> HIZLL N D SSH ZfEH L £ 7,
* ssh ucs-auth-domain\ \ username@ UCSM-ip-address| UCMS-ipv6-address}
ssh ucs-exanpl e\\jsm th@o2. 0. 20. 11
ssh ucs-exanpl e\\jsm th@001: : 1
* ssh -l ucs-auth-domain\ \ username { UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-exanple\\jsmth 192.0.20.11

ssh -1 ucs-exanple\\jsmth 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -|
ucs-auth-domain\ \ username

ssh 192.0.20.11 -1 ucs-exanple\\jsmith
ssh 2001::1 -1 ucs-exanple\\jsnmith
« ssh ucs-auth-domain\ \ username@ UCSM-ip-address| UCSM-ipv6-address}
ssh ucs-1dap23\\jsnmith@dog2.0.20.11
ssh ucs-1dap23\\jsm th@001::1

Linux SR 2> HI1ZLL R Telnet 2 H L £ 9,
A\

GE)  FT7#/FTH, TdnetidT 4 B—7 VI >TWET, Tdnet #4313 5 FINEIZOWTIEL,
Telnet ODFEEEZBL T IW,

* telnet ucs-UCSM-host-name ucs-auth-domain\ username

tel net ucs-ga-10
| ogi n: ucs-1dap23\ bl radmnin

« telnet ucs-{ UCSM-ip-address| UCSM-ipv6-address} ucs-auth-domain\ username

tel net 10.106.19.12 2052
ucs-qa-10- A I ogi n: ucs-1dap23\blradnin

Putty 7 247 2 FinG

* ucs-auth-domain\ username ¢u 7' A > L £,

Logi n as: ucs-exanple\jsmth

| e
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GE)  FI7H NV NOEIFNRE—HNVICRESNTEBY, 3V — )LV
25 LDAP ICRRE SN TV A A X, ucs-1ocal \admi n (admin
=2V 7Ty SO AR L TRty 7 A7 R
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