|
LRI

setav> K

» set absolute-session-timeout (4 ~X—1)
* set account-status (5 ~X—737)

* setaddress (6 ~X—7)

* set admin-state (7 ~<—17)

« set auth-server-group (8 ~—2)

» set authentication (9 ~X—1)

* set auto-negotiation (10 ~X—73")

ssetcert (11 X—7)

» set certchain (13 ~—73)

* set (certreq) (15 ~<X—73)

* set (cfg-export-policy) (18 ~X—737)

« set (cfg-export-reminder) (21 ~X—3)
eseteli (22 %—)

e setclock (24 =—7)

» set cluster-control-link network (25 ~X—71")
« set collection-interval (26 ~X—1)

» set con-absolute-session-timeout (28 ~X—1)
* set con-session-timeout (29 ~<X—71”)

* set cpu-core-count (30 ~X—3)

» set deploy-type (32 ~X—73)

s setdescr (34 ~X—7)

« set duplex (35 ~X—7)

e set email (36 ~—7)

» set enforce-strong-password (37 ~X—)

* set expiration (39 ~X—7)

» set (export-config) (40 ~X—7)

« set firstname (42 ~<X—77)

* set flow-control-policy (43 ~—1)

* set (flow-control policy) (44 ~<X—7)

setav K .



setav K |

* set frequency (46 ~—3)

« set http-proxy-server-enable (47 ~<X—1)
* set http-proxy-server-port (48 ~X—13°)
* set http-proxy-server-url (49 ~<X—7)
* set https (50 ~—2)

» set (interface) (53 ~X—7)

* set keyring-name (57 ~X—17)

* set lastname (58 ~X—73)

* set link-state-sync (59 ~—1)

* set local-address (60 ~X—13)

s set log-level (61 ~<—7)

* set max-login-attempts (62 ~X—13)

* set message (63 ~—73)

» set min-password-length (65 ~—1")
» setmode (66 ~—73)

* set modulus (67 ~X—7)

* set out-of-band (68 ~X—73)

» set password (70 ~X—7)

« set password-encryption-key (71 ~<—137)
« set (password-profile) (73 ~X—1)

* set phone (75 ~—)

* set (port-channel) (76 ~<—73)

* set port-channel-mode (80 ~X—73")

* set port-type (82 ~X—7)

* set port-type (aggr-interface) (87 ~<—73)
* set prefix (91 ~—3)

* set protocol (93 ~X—7)

s setrealm (95 ~X—7)

» set refresh-period (96 ~X—737)

» set regenerate (97 ~X—1)

* set remote-address (98 ~—1)

* set remote-ike-ident (99 ~X—737)

* set remote-subnet (100 ~<—13)

* set remote-user (101 ~X—7)

» set reporting-interval (102 ~X—73)

» set resource-profile-name (104 ~3—73)
* set session-timeout (106 ~X—)
esetsnmp (107 ~<—73)

* set (snmp-trap) (109 ~=X—3)

* set (snmp-user) (112 ~X—73)

+ setspeed (114 ~X—7)

. setav K



| seta<w>k

» set speed (aggr-interface) (116 ~<—737)

* set ssh-server (119 ~=X—3)

s set sshkey (120 ~<X—72)

* set startup-version (121 ~X—1)

s set timezone (122 ~X—7)

« set trustpoint (124 ~X—73)

* set use-2-factor (125 ~—3)

* set user-account-unlock-time (126 ~2—73")

s set user-label (127 ~X—3°)

» set value (create bootstrap-key FIREWALL MODE) (129 ~X—3")

« set value (create bootstrap-key MANAGEMENT TYPE) (131 ~<—)
« set value (create bootstrap-key PERMIT _EXPERT MODE) (132 ~<X—73)
ssetvlan (134 X—72)

I setav K .



setav >R |

. set absolute-session-timeout

set absolute-session-timeout

Wty ary XA LT T NERET HITIE, set absolute-session-timeout =~ > K& L
F7,

set absolute-session-timeout seconds

BX DA

AUk E—F

seconds Web., SSH., BL W Telnet v a v Difixtty v ay A4 LT W
o fHIZ0~3600 P THRETEET, ZDXA LT U M EEHIC
THITIE, EEOICRELET,

7 7 4V NIBGE (/security/default-auth) E— K

avy FERE

FEREDHA FS14 Y

J1)—=Xx EEAR
1.1(1) awr RPBENESNE L,

Yy g COERRICEGRR LS, FBELEZZA LT Y FMEARET S L. ey gy
HADLT U Mo Ta—F vy a i AUONET, Z0HNZX A LT 7 M, U T
oY —)b, SSH, HTTPS Z & T _XRCOERDOT 7 v Az LTl u— UWZmMA S nE
KR

il

WOBENEL, T 7/ bOFFEE— REBMB L, 7 XCTORy v a Ot Z A4 27 7
h& 4 0CRRET D HEE R L TOET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set absolute-session-timeout 240
FP9300-A /security/default-auth* # commit-buffer

FP9300-A /security/default-auth #

BEEavT YR

avw YR ERBA

set refresh-period Web v a CREFHIMARELET,

show detail BUEDE vy v a v BRIty a v A LT U MREEZFRL
£

. setav K



| seta<w>k

setaccount-status [}

set account-status

0=V 2= ThT L NeT 7T 4T T 20T 7T 4 7T 205 ET DHITIE, st
account-status 1< > K& L £,

set account-status {active|inactive}

X DA active nO—H) 2= ThT L FRANNCRD L HICHEELET,
inactive B—HN 2= T H T SR D K OICHRELET,
9T R E—F 1 —# /)L 22— (/security/local-user) E— F
av > FERE )1)—2 EENE
1.1(1) awr RPENESNE L,

EELEOHA KSqY SO~y REFHT 51203, admin £7213 AAAHERZFf o2 —F THLILERH Y £,
admin 2 —% 7 AT MIFIZT 77T 4 TICRESNET, ZHITTEEHA,

51
KOBNIL, m—H N a2—HFE—FREHBEL, a— V2= T N2IET 7T 4
T B EE R L COVET,

FP9300-A # scope security

FP9300-A /security # scope local-user test_user

FP9300-A /security/local-user # set account-status inactive
FP9300-A /security/local-user* # commit-buffer

FP9300-A /security/local-user #

BEa<v> KR avU R SR BA

set expiration =W T h v FRYIREIIUC R D A AR E L T,

setav K .



. set address

set address

setav >R |

Smart CallHome ¥ 7213 A~— K T4 B ADBHDODEF A —/NV T FLAEZIZURLT KL X
ZRETHITIE, setaddress 2~ FAEH L £,

set address address

BX DA

O R E—F

address Smart Call Home £7213A~—h T4 L ADBHRDEFA—L T
KL A F 7713 URL,

scope monitoring/scope callhome/scope profile/scope destination/

avy FERE

FEREDHA K542

)1)y—= EERNE
1.4(1) avy RPRBEMEE L,

£~ Firepower 4100/9300 > — /1, Smart Call Home 7 A € > AFRFERE2ITA~—F T4 &
VABTITA N Y= NIRETOIRNERNHYET, Zoavr REEHLT, EFA—NLE
721X HTTP/HTTPS ® URL 7 KL 2% T A4 B AD%EE L THELET,

5}4)ifl/;iamaEﬁ%ﬁﬂlhttps://tools.cisco.com/its/service/oddce/services/DDCEService

VAVAZE BN %%“‘/ﬁﬂm . https://ip address/Transportgateway/services/DeviceRequestHandler

151
WOFL, Smart Call Home DFE5c & {EK T 2 HikZ R L TWET,

firepower # scope monitoring

firepower /monitoring # scope callhome

firepower /monitoring/callhome # scope profile SLProfile

firepower /monitoring/callhome/profile # scope destination SLDest
firepower /monitoring/callhome/profile/destination # set address
https://tools.cisco.com/its/service/oddce/services/DDCEService
firepower /monitoring/callhome/profile/destination* # commit-buffer
firepower /monitoring/callhome/profile/destination #

EEav> R

av Uk B

create destination %1 L\ Smart Call Home D%65¢ % 1k L £ 9,

delete destination BETF D Smart Call Home 365G % Bk L £ 9,

set protocol Smart Call Home 56560 N5 v AR — |k 71 ha L xHELET,

. setav K
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set admin-state .

set admin-state

Smart Call Home 7~ U o — DOEBURIEZ %N F 72133 5 121E, set admin-state =~ N %
EALET,

set admin-state {disabled | enabled}

X DEREA disabled WY T —OFHRRE A NI E L E T,
enabled RY o —OFHIREBEHNRELET,
ATV R E—F scope monitoring/scope callhome/policy/
av Y RERE )= EEAE
1.1(1) a~wy RRBMEhE L,

FEEEDHA KSqy ZO0a~xr FEEALT, BEMT ONERRE —BT DEEEITT AT LA FEAE
L728&1C, CallHome R Y 2 —%& A F =7V KTI2IZT 4 =T /M LET,

51
wOFNE, link-down A X2 I L Call Home RV > —%BHtE L. 42— T 5
JiEERLUET,

firepower /monitoring/callhome # enter policy link-down
firepower /monitoring/callhome/policy* # set admin-state enabled
firepower /monitoring/callhome/policy* # commit-buffer

firepower /monitoring/callhome/policy #

EEav2 K avo kR BLL]
enter policy Smart Call Home AR U > —% AT LE T,
delete policy REAZ0 Smart Call Home 78V S — & Bl LE7,
scope policy Smart Call Home N U & —ZHZhZ L £,
show Call Home D% E F7213A Y —IZT 2 FH AR R L ET,

setav K
I



setav >R |
. set auth-server-group

set auth-server-group

T 7 4V N OFRFEY— N )V —T R FRET DX, set auth-server-group =~ > K& L £
R

set auth-server-group admin

KT DR admin RREY —/N T =T DA,
avyY R E—FK T 7 4V NRRFEE— R
av Y REE J1—2 EERNE
1.1(1) gy RBBIMSHE L,
451

KON, 77 4V FOFRFEY—N T NV—TZfRET D HEEZRLTHWET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set auth-server-group admin_server
FP9300-A /security/default-auth* # commit-buffer

FP9300-A /security/default-auth #

BEa<> R av R SR BA

set realm T 7 H N ORBFEY—EAETRELET,

. setav K



| seta<w>k

set authentication .

set authentication

0 s A4 T ABRBIRa Y — LR — MEE TFXOS CLLCEE T AR 2 — —DF 7 4 /L
NEREF R ARIET HI21E. set authentication =~ > R&fEH L E9,

set authentication

B DEREA

avU R E—F

Coaxy FIIBIEELETF—Y—FEdH Y £ A,

scope security

avy FERE

FEREDAA RZM4 Y

)1)—= EERNE
2.10(1) awr RPRBMEE L,

074 T ABRBIRNa Yy — LR — MEE TFXOS CLLIZEE T AR 2 —H —DF 7 5 /L
FEFEFXEHRETE ET,

1

WoOHIE, EXF=2V T 45— RERBL, T 740 FBREFRERET D HEEZRL
TWEJ,

firepower# scope security

firepower /security # set authentication
console Console authentication
default Default authentication

avw >R SR BA

show authentication MEFEORGFY—E A2 HF R LET,

setav K .



. set auto-negotiation

setav >R |

set auto-negotiation

AVE =T A ZAOHBR AT — a UEANELITENCT HIT1E, set auto-negotiation
a~vy REHLET,

set auto-negotiation {on | off}

BX DA

ATV R E—F

on EE) BExIL=— g RN e £94,
off EE) AfRI = — arBNAF 72k £9,

scope eth-uplink/scope fabric a/scope interface/

avy FERE

FEREDHA K42

J1y—=x TEAR
2.1.1 o=y RPMEBEMENE L,

ZOavy RIBEDR— KN A4 7O THERELET,

1
wROBNL, BER A= g AN EIIENCT 5 HGEE R L TOET,

Firepower-9300 # scope eth-uplink

Firepower-9300 /eth-uplink # scope fabric a

Firepower-9300 /eth-uplink #/fabric # scope interface Ethernet2/1
Firepower-9300 /eth-uplink/fabric/interface* # set auto-negotiation on
Firepower-9300 /eth-uplink/fabric/interface* # commit-buffer
Firepower-9300 /eth-uplink/fabric/interface #

BEav> R

avw > kR £ BA
scope inter face LB =T 2 A ADA —H Ty kA v B —T = A ZADW A FF L
i‘a—o

. setav K



| seta<w>k

set cert

RSA GFHZEZ X — U 72BN 212, setcert a~> REEAL £,

set cert

setcert [J]

BX DA

AU R E—F

Zoa<wy RIIBIEELITF—U— I T A,

¥F—U o7 E—F

avy FERE

FEREDAA RZM4 Y

)1y—2 FEAR
1.1(1) avy RBEMEE LT,

a<wy REANTHE, GFHEOTFRA M AT L RO ONET,
ENDOFBUF # A )T 5B NH Y £79,

151
wOFNL, IEHEOT XA M aeX—V VI ANTEHEEZRLTWVET,

FP9300-A /security/keyring # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

MITIFgDCCAS5CgAwIBAgIBBDANBgkghkiGIO9wOBAQsFADBWMQOswCQYDVQQGEwWJVUzZEL
MAkGA1UECAWCQOExDDAKBgNVBACMALINKQzEOMAWGA1UECgwEFQ21zY28xDTALBgNV
BAsMBEFNUQ1UxCzAJBgNVBAMMAKNBMROWGAYJKoZIhvcNAQkBEFgtzc3BAC3NwLmS1
dDAeFw0xNjEyMTUyMTMONTRaFw>0yNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTALVT
MQswCQYDVQQIDAJDQTEPMAOGA1IUECgwGbmV3c3RNMRAWDgYDVQQLDAduZXdzdGJ1l
MRMwEQYDVQQDDAppbnR1cm0xLWNhMSgwJgYJKoZIhveNAQkBFhlpbnR1cmOxLWNh
QG1ludGVybTEtY2EubmVOMIICIjANBgkghkiGIwOBAQEFAAOCAGS8AMIICCGKCAGEA
wLPpNNnyEx5I4P8uDOW>KWEF3IZsegjhLANsodxuAUmhmwKekd0OpZZxHMwlwSO4 IBX5
41tJS0xyXFzPmeptG30XvNgCcsT+4BX13DoGgPMULccc4NesHeg2z8+g3SPA6uZh
1seWNvKEnUjixbQEBtcrWBiSKnZuOzlcpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08Z2J309GW2j0eHIN84sgulEDL812R0OejQvpmEiqGUgllstkITuh+wB+V
VRhUBVG7p>V57I6DHeeRp6cDMLXaM3iMTelhdShyo5YUaRJIMak/t8kCghtGXfuLll
E2AkxKXeeveR9In6cpQd5JiNzCT/t9IQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50WNX101b96hHI7RPbG7TRXYgmcLiXY/d2j9/RuNoPJawl
hLkfhoIdPA28x1nfIBlazCmMmdPcBO6cbUQfC)5hSmk3StVQKgJICjaujz55TGGdL
G>jnxDMX9twwz 7Ee51895Xmtr24ggqaCXxJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
18w/ rFwbHzv4COFthwlJrRxHlyeHJHrL12gJ5txSavUIgrgVCJaf6/jrRRWoRJIwt
AzvnzYql2dZPCcEAYgP7JcaQpvdpuDgg++NgBtygigECAWEAAaNBMD8wWDAYDVROT
BAUWAWEB/zAvBgNVHRSEKDAMMCSgIgAghh50dHRwO1 8vMTkyLIE20C40L3I5>L21u
dGVybS57 cmwwDQYJKoZ IThvcNAQELBQADGGIBAG/Xuj Jh5G5UNo+cwTSitAezWoJA
h1dAiXZ/0YWZSxkFR1iErKdupLgLOThjnX/wRFfEXbrBQwm5kWAUUDr97D1Uz+2A
8LC5I8SWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFO0jihpPheMA+YRazalT9x]j 9KH
PE7nHCJIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgV>juaWyaWOc31Z2101
CC2tJvY3NnM567j5iesxUCeY/SZ2/ECXN7RRBViILHMA3gFKmWE 3xeNiKkxmJCxOaa
UWPC1x2V66I8DGouUz1Wyd7902dy52aAphAHC6hglzb6v+gwlT1d7UxagqVd8CD5W
ATjNs+ifkJS1h5ERxHjgcurZXOpR+NWpwEF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXaIcCcxGx71eRLpWPZFyE0i4N2NGEJOXR]z0>K/KERZgNhsIW3bQOMjcw3aX6
OXskEuKgsayctnWyxVgNngvpuz06kgyubh4+ZgGKZ5LNEXYmMGNz30EDIrUN636Tw
SJGAPHgeROzyTFDixCei6aR01GAP/Hwvb0/+uThIe89g8WZ0dj TKFUM8B8UBO3f+I1

Z DEREIZIE

setav K .



setav >R |

B setcen

/cbuyBO1+JrDMg8NkAjxK1J1lplc3WbfCue/qcwtcfUBYZ4153a56UNFSEf0rpy/8
B/+07Me/p2y9Luga

ENDOFBUF
FP9300-A /security/keyring* #

E&Ea< U F avo kR B
set modulus RSA F—f2# (SSLF¥—DR ) # bty MR THREL X,
set regenerate T4 K F— U T TRSA F—ZFHAERLET,
set trustpoint F—U U GEAEEHARTE DN E I DERELET,

. setav K



| seta<w>k
set certchain .

set certchain

BEDO N T A MRA L FPOFEHEDOY X b (F/215F =—>) ZAST5HI21E, set certchain
a<wr REFEHRALET,

set certchain [cert_chain]

WX DA cert_chain (1) RALRD S HUG LIFEREF = — 2,
COER BT L L, SEAFEREFHTANTLLIITRD S
NEJ,
AT R E—FR FIARRA N E—R
avy FERE 1)1y —2 TEAR
L1(1) Ay R BIMEE LT,

FEREDHA KSq > AEHFEIL Base6d = 73— N X509 (CER) 74—~ v b THLILENDHY £,

a<wy RCEETF = — V2B ELRWES, v— MNRIER (CA) ~DFBFEAEEERT D
FZARFAL FDOURNERITFEAEEZATIT L L RO ONET, ANETETTDHIZIE
ENDOFBUF & AJJ L FE T,

IEFEREZ OB IZ Wik, [CiscoFXOSCLI Configuration Guide] @ [ Certificates, Key Rings,
and Trusted Points| ZZ&M L T 72 &0,

il

WL, FILWFTARKRA L FEERLTAIIL, 2D FT7 R MRA > MZEEH
EF 2 — EAO T D HEERLTOVET,

FP9300-A # scope security

FP9300-A /security # enter trustpoint tPoint4

FP9300-A /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkqhkiG9OwOBAQQFADBOMOsSWCQYDVQQOGEWJIVUZEL
BxMMU2FulIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvdXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqhkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9asckC1d3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV

VVVVVVVVVYVVYVYV

setav K
I



. set certchain

vV V.V V V

>
>

BAsSTCOVuZ21luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWEB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

FP9300-A /security/trustpoint* # commit-buffer
FP9300-A /security/trustpoint #

setav >R |

2

EavwoR av R ERBH
enter trustpoint NTZAPMKRA L FEAILET,
show trustpoint BED RN T A RRA » MEREFRRLET,

. setav K



| seta<w>k
set (certreq) .

set (certreq)
F— U U TRABRNT A= F 2HET D120, BIEERE— FCsat a~ > FEfEH L £,
sat {country|dns|e-mail | fi-a-ip | fi-a-ipv6 | fi-b-ip | fi-b-ipv6 | ip| ipv6 | locality | org-name | org-unit-name |
password | state | subject-name}
BX DA country (R ZRI2XFOEA— FEHELET, XFITRLFTH
ETDMENRDY 7,
dns (IEE) Xy bU—ZIZEID S THND RALS 24 (FRTORX
Mgz dsm) AT L £, Zid subject-name Db Y T,
email (EF) BRICB#EMN T bNEE T A=V T FLAZIRELET,
fi-a-ip AR
fi-a-ipv6 A,
fi-b-ip KM, 777V v A8 —a%x7 FBIEHY EHA,
fi-b-ipv6 R, 777V v 7 A F—axs FBlEbY £HA,
ip (EE) T/A A RAL L DIPvA T KL AZFEELET,
ipv6 (EE) TXA A RALVDIPV6 T RLAZIRELET,
locality () FEAEZZR LTV D REOARMDAES DT R THT %
RELET,

K64 LFETANTETET, EEOXTF, BT, A=, B
FOMOR BRI FEEHNTEET ., (Ir~) . (EUFR) |
@ (Tyb~=7) "~ (FxT7yh) o (ESHEN () AL
B - Fyia) (TrF—2ar) |+ (FTRREE) |
(mmr) / (RTvva),

org-name (EE) FEEZFZER L TV Ok zEE L £,

K64 LFETANTEET, FREOXTFE, BT, A=, B
LT OO T EERCEET :, (Br~) .. (BUAR) |
@ (Tybh~v—27) A (FxT7ybh) . (EEEHEL L) AT
B . - Fyva) . (TryF—2xa7r) |+ (FT7ALE) .
(zmy) /| (ATvyva),

setav K
I



. set (certreq)

AR E—F

setav >R |

org-unit-name (EE) MEENOEMA 24E8E L E7,

K64 XLFETANTEET, LEOXTFE, BHF. A=, B
FORORFH TR TEET ., (=) L. (UL R) |
@ (Tyh~—2) ~(FxZv b)) (EHEEL ) FAC
) . - Fyvva) . (TyF—2ar) |+ (FTALE) |
(m2my) [/ (ATvva),

password (EE) ERDONAV =Rz AN L THER T2 L0 ICkobhE
ﬁ‘o

state (EE) FEHEZZR L TV 2RO AREDBFET DM E 723478
Koy afEELETS,

KR 64 L FETANTE IS, EEOXF, HF, A= B
FOROFHLFEMEHNTEES :, (Br~) . (EUFR) |
@ Ty hb=—2) AN EFxTy b)) (EHEFEL () AL
i) | - Fvva) o (TrFd—=Rar) [+ (FTALF)
() [/ (AT vva),

subject-name UEE) va—n 777V v L X —axy FOZEEERM KA
A ERELET,

scope security/enter keyring/scope certreq/

avy FNERE

EREDAARZA

)1)—= EERNE
1.1(1) aw s RpBMmEnE L,

POREELR 2B E T II AN LT RIE, ROF T v a U2 L TERICET IHEHREFE L £
R

1
ROBNZ, FBREERICET D MA R ET 2 HEEZR L TOVET,

firepower /security/keyring # enter certreq

firepower /security/keyring/certreq # set subject-name FP9300-1.testnet.com
firepower /security/keyring/certreg* # set password

Certificate request password:

Confirm certificate request password:

firepower /security/keyring/certreg* #

BEa<w> R

avy kR FREA
create certreq FLnx—V o VERREERZER L £,
delete certreq BEfFDx— Y » FRGEERZHIFR L £,

. setav K



| seta<w>k

set (certreq) .

avw vk Bl

enter certreq X—U U URRREERE A LET,

set (keyring) EVa— e NTARRA U e, =V v VHEEDOEFRE R E
L‘ij‘o

setav K .



setav >R |
. set (cfg-export-policy)

set (cfg-export-policy)

BEFEORET T AR — K R =07 XA =X EEEFIIRET 51213,
configuration-export-policy €— K Cset 2~ F&fMHL £,

set {adminstate| descr | hosthame| password | port | protocol | remote-file| schedule| user }

B DA adminstate RY L — WA AENEIZENC LET, BT S L, BED
{disable| enable N I T o TIWREY — AT a— s Ty AF— F SN FE

A,
descr description EE) REAT V=7 MIHBHAZBMTE £, FHBHIL 1 ~ 256

LFTHETEET, FoiaRT v —RAa70L)IciFEAL
DEFFHEMEHATEET, XFHOERRIZIE, EIavr, VUL
R OGRIERF) . B RO oGS 2 T £428, il
W I N6 XT2MDIATZ LT TEEHA,

hostname host_ID () BEDNSY I T v T Oy AF— N eThd ) E—hF—
NOIPT RUVAETITIHAA MAERRELET, ZOHRA ML,
P, AL =TT LA, B—hV RTALT, Flzldry FU—
JRRETT 7 B AAREREEOFARY [EZARAT 4 T2 E%
RETEET,

GE)  FEBROFRR MMM 51203, &RE S DNS $—A
DRHTTRETH HMERH Y £,

password (EE) VET— b= ~OFEGIERT 5 3AT—RERELE
Ty WAU—REAN L THERTHLIITRODENET,

port {number | default} (FE) VeE— bV —NLoBEIHEHINLIFA - E2EETEE
T, ZOF T arNEESHTWRWESIZ, a2 haros
TH b R— R MEA SN ET,

F 7 a lE, 0~ 4294967295 DF— K ID HFHTT, BIEO S 1
FaLvdF 7 3k R— ~iZ default T,

protocol name (L8 BT 57 74 M%7 R h a2 4eE LET, HHmRE
AT aiFROERY TT,

. ftp

. scp
* sftp
. tftp

. setav K



| seta<w>k
set (cfg-export-policy) .

remote-file name EEB) = AR—FENTREDT 7 AN EEGTe TNV A LR
TFLET, 1 ~128 XLFTHEETEE T,

schedule (EE) BRENHBMNIC= AR— SN DHEEFELET,
{ bi-weekly | daily | weekly} . . . . .
« bi-weekly : 2 Z &y AR— FRFEITENET,
edaily : HEHTZ 7 AR— FRFITINET,
eweekly : 1JERBIZ 1 [T 7 AR — FRFATINET,

user name UEE) VE— K FAMOERICERHIN 22— TH T b
MEEELET, 0~510 LFTHETXET,

Aa<vY R E—FK scope org/scope cfg-export-policy/
av Y RERE )= EERAE
1.1.1 awr RRNBIMShE L7
ﬁﬁﬁ.t@j]’l’ K54 > set adminstate % enable [IZE B L, commit-buffer v RETIIRITTHE, HEDOTY

AR=FIN I T—SNET,

il

KOFNL, T 74N FORELI AR—F R —FREL, R — T A—F%
MR 9 B HFiEERLTWVWET,

firepower # scope org
firepower /org # scope cfg-export-policy default
firepower /org/cfg-export-policy # set protocol scp
firepower /org/cfg-export-policy* # set hostname 192.168.1.2
firepower /org/cfg-export-policy* # set remote-file /export/cfg-backup.xml
firepower /org/cfg-export-policy* # set user userl
firepower /org/cfg-export-policy* # set password
Enter a password:
Confirm the password:
firepower /org/cfg-export-policy* # set schedule weekly
firepower /org/cfg-export-policy* # set adminstate enable
firepower /org/cfg-export-policy* # commit-buffer
firepower /org/cfg-export-policy # show detail
Config Export policy:

Name: default

Description: Configuration Export Policy

Admin State: Enable

Protocol: Scp

Hostname: 192.168.1.2

User: userl

Remote File: /export/cfg-backup.xml

Schedule: Weekly

Port: Default

Current Task:
firepower /org/cfg-export-policy #

setav K
I



setav >R |
. set (cfg-export-policy)

TEEEIS ST 35

export-config BEOVAT AFZREEZ)E— P —NIZXML 7 7 A V& LT2Y
AR—FLET, T AR—FREAT V=7 FEERLET,

import-config URHc= 7 AR —FL7=XML Ay 7 4 ¥alb—var 77 A L%
IOTIIAT AT ar—LE T,

st WED= 7 AR— MPCHERREN LT 2 L Xl s
password-encryption-key | e — 2 f55 | 4

. setav K



| seta<w>k
set (cfg-export-reminder) .

set (cfg-export-reminder)

RETY AR— NBHA T V=7 hO/RT A —Z BB EEZIIRET HITIL,
configuration-export-reminder £— K Csat =~ > RZHH L 9,

set {adminstate|frequency}

EXDERH adminstate T AR— FOBMEANELITEDCLET, BHTDH L, R
{disable| enable EDRY 7Ty FEME T —ERSNEE A,
frequency WiER Y7 T v T EPICRET S ARERELET, ZOMmER
number_of_days WiRT D&, VAT AL TRHT T —BERSNET, ZOfk

X 1~365 A CHETEET,

Qv YR E—F scope org/scope cfg-export-reminder/
AT @R )= EREAR
1.1.3 avy FRBIMEhE LT,

FEREDHA KS4q4 Y BHEPADIR>TOLHEIE. REDTZ AR— FBEESN-HEZTE 5L, %
TAZ R TET—=PAERSNET,

1

WROFNE, =7 AR—M@HNA TV =7 e AJLTHEIC L, Ny 7T v T & ELT
TOHELEE L, RELZRTTLOHELZRLTVET,

firepower # scope org

firepower /org # scope cfg-export-reminder

firepower /org/cfg-export-reminder # set adminstate enable
firepower /org/cfg-export-reminder* # set frequency 30
firepower /org/cfg-export-policy* # commit-buffer
firepower /org/cfg-export-reminder # show

Config Export Reminder:
Config Export Reminder (Days): 30
AdminState: Enable

firepower /org/cfg-export-reminder #

BEEavT R av R SR BA

scope cfg-export-policy | gtjE= s AR —h K —& AN LET,

show BET T AR— FOBHE— FTlL, BIEOBNA TV =7 FOR
ENFRRINET,

setav K
I



. set cli

set cli

setav >R |

B—IF N T4y RYDIRICE Y Lo a~wy FRHAT 20T EZI3W0EED 50 E 9
D T=TNNy B— R onE I, 2w NHAT =T 07 4 — /0 FEXKYIH 720
ZH =TI AR RN T 20 E D DEFET 2123, setcli a~v > FEEHLET,

set cli {suppress-field-spillover {off |on} | suppress-headers {off|on} |tablefield-delimiter {
commalnone} }

BXDEREA

aAavY R FI4ILk

AR E—F

suppress-field-spillover  off i+ 5L, ¥—IFL ¥4 Ry THITAIT VRS E
{off |on} +,

onEHATHE, 4=V T4y RUDHTHAITEZEI Y §

LNET,
suppress-headers off T 2L, T—T N ~uX—EFRLET,
{off lon}
onr fHT AL, T—T N ANy X —FIEERICLET,
table-field-delimiter commazfiHT 5L, a~r KT —T 107 4 — L KRB
{comma | none} ~ CKEI B E T
none i3T5 &, a~r REANT—T VDT £ —) KINAAL—
AT HINET,

H—3IF N4 RuTavy REAOITEIT VIR LET,
T—T NNy X FFRREINET,
av U N7 =7 ND7 4 — ) RERELHT-DIZAR—R2HH L ET,

EEDa~v s FE—F

avy FERE

FRLEDHA KSA Y

J1)—= ZHERNA
1.1(1) gl RGBS NE LTz,

Zoavwy REERATLHE, X—XF N U4 RUDIRIZAED X olca~y FEITEIT VK
FTEZFYIVEEDLINE I D, T—T N~ —FRomTDHNEI N, a~r REhT—T 0
DT 44—V RERYBT-0ICH v~ FTRIIAR—RBFHTE2NE I iR ETE £,

il
ROPNT, 2~ FHITHEIVFED LN XD ITHREL Tb, frvik$L o2y
Y TS HEERLTOET,

FP9300-A# set cli suppress-field-spillover on
FP9300-A# show fault

. setav K



| seta<w>k

setcli .

Severity Code Last Transition Time ID Description

Warning F16520 2010-01-21T18:33:22.065 5785755 [FSM:STAGE:RETRY:]: detect

mezz cards in 1/6 (FSM-STAGE:sam:dme:ComputeBladeDiscover:NicPresence)

Condition F77960 2010-01-21T18:32:31.255 1089623 [FSM:STAGE:REMOTE-ERROR]: R
esult: end-point-unavailable Code: unspecified Message: sendSamDmeAdapterInfo: i
dentify failed

FP9300-A# set cli suppress-field-spillover off

FP9300-A# show fault

Severity Code Last Transition Time ID Description

Warning F16520 2010-01-21T18:33:22.065 5785755 [FSM:STAGE:RETRY:]: detect
Condition F77960 2010-01-21T18:32:31.255 1089623 [FSM:STAGE:REMOTE-ERROR]: R

FP9300-A#
BEa<TR avw > kR SRBA
show cli HEDOCLIREEZERLET,
terminal H—=3IF 74 RUICERREINDITEB I OITOREZHE L F
7,

setav K .



setav >R |

. set clock

set clock

FXOS T/ 1 v 7 ZFETHRET DITIL, setclock =~ REMFHLET,

set clock
B DEREA set clock FXOS T/ v v 7 % Fli CiRET H729IZ setclock 2 H L £,
9wV R E—FR scope system/scope services
avy FERE )= EERNE
1.1(1) awy RPBMEE L,
1

ROBIE, FXOS T/ 1y 7 R ET D HiEE R L TWET,

firepower# scope system

firepower /system# scope services

firepower /system/services # set clock aug 23 2021 12 00 00
firepower /system/services* # commit

firepower /system/services # show clock

Tue Aug 24 12:00:02 UTC 2021

. setav K



| seta<w>k

set cluster-control-link network .

set cluster-control-link network

Threat Defense 3 NASA D7 TG AKX T— R NANT v TBRETY TAXEBY 7 IP X |
U — 7 BERET AHI21. sat cluster-control-link network =~ > R&Z#H L £,

set cluster-control-link network a.b.0.0

BX DA

AR TIFIE

AR E—F

a.b.0.0 N—TF 3y 7 (127.0.0.0/8) BLURALFF v A L (224.0.0.04) OF
KL IRV C, FEED/N6 %y hU—27 T RLAZEELET, A
20000 ETDHE, T74HN IOy U= (127.2.0.0) 2
Hanxd,

F7 N %y NU—213127.2.0.0 TT,

scope ssa/create logical-device/create cluster-bootstrap/

avy FERE

FEREDAHA RS2

J)1)—= EERNA
2.4(1) gy RANBIMEHE LT,

Yy —UiE, Yv—¥ID &Ary hID (abchassis iddot_id) (ZESWT, K=y hD Y
TFALHEY) 7 A B =T A ADIP T KL A& HEAER L ET,

T— A NI v TORET. VIHEAERH, £RI3T7 Y22 VA ARY BT, BEOEHT
X, 77V =2 a U CLIORETIEEAEDEEZERE TE F9,

il
WIZ, F—FEN—T v FICRET 02" LET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 clustered

Firepower /ssa/logical-device* # create cluster-bootstrap

firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

firepower /ssa/logical-device/cluster-bootstrap* #

avw >R SR BA

create logical-device PP N 2 BB L E T,

createcluster-bootstrap | 7 7> r—3 9Dy FAF T — AN v TREZERLET,

setav K .



setav >R |
. set collection-interval

set collection-interval

oA XROMGERZINET DL Z EFRT DI, set collection-interval =~ > K& fif ff]
L9,

set collection-interval interval

BX DA interval MrHERIERIR 2 E R 2 RHOR &, BHFREREIIRO &k
nTY,

* Iminute : 1 ﬁj\ﬁfﬁﬁl’%
* 2minutes : 2 %ﬁ@ﬁﬁ%
* 30seconds : 30 iyﬁfﬁﬁl’%

* Sminutes : 5 ﬁﬁﬂﬁl’%

a<vY R E—F scope monitoring/scope stats-collection-policy/
av Y FERE 1)) —2 TEAR
1.1(1) avy RBEMSVE LT,

EELEOHA K54 > setcollection-interval =~ > RAMEHA LT, HAHEFREZINET HHELERK L, st
reporting-interval =~ > RZEH LT, #HEHE@RAWMET H2HELZERLET, ZnbORRE
THAHERINER Y o —RNEHZESNET,

WG A o Z— SOV PCEB O T —F RA  PNNETE D L 910, HiEA v F— L3I
ETA L Z—ILED B ELS RV ET, ZHICXY ., BME, ReRE, SEMEAEHE L ClRET
LIyl T — 2 Rt S E 4,

FatfE#IL, Firepower ¥ A7 LD OEREFEE = & ITINE L THRE T2 2 &N TEET,
FEDOUWERY v —I27 7 AT %5I21E, scope stats-collection-policy =~ > RZEH L 9,

* Adapter : 7 & 7 X IZBE Lo HERHE .

* Chassis : 7 L— N ¥y — UICBE L 7 #EEHE #,

cFex : REINTT 77V v o =7 A7 &2\ Z B L= #EdHE .
cHost : ZORY V—ILHH IR — FINLIEROT L—AKRNLFTT,

cport : = NR—=F T TV T =Xy F A=, BEOT v FV 7 7741
T RV R— M EETeAR— MBI L7 f RS .

e server : P — NIZEHE U7 FEHEH,

. setav K



| seta<w>k
set collection-interval .

\)

GE) BTV 7 ZLICT 7 b MEEHERIEER Y =2 1 5T oHh Y £9, BINTHEHH
WINEER Y =2 B TE FH A, £o, BFOT 74V b AU —Z2HIFRTE £H A,
TI7HNE R =2 EET L LIZTNAETY,

il

OB, K= N OFFHERNERY > —2 AH L, WEMRZ 15ICBEL, LR—
FMERRAE 30 2CRREL. R Frvarikaly M 2HEERLTOET,

firepower # scope monitoring

firepower /monitoring # scope stats-collection-policy port

firepower /monitoring/stats-collection-policy # set collection-interval lminute
firepower /monitoring/stats-collection-policy* # set reporting-interval 30minute
firepower /monitoring/stats-collection-policy* # commit-buffer

firepower /monitoring/stats-collection-policy #

BEEavT R avw R SR BA

scope . . stats-collection-policy E— RZBAtE L 7, Z 2 Tk, #itEFHOIL
Stats-collection-policy | ¢ o it DRI Z B E T £

set reporting-interval HERHF R OGS 2 f5E L £,

setav K
I



setav >R |
. set con-absolute-session-timeout

set con-abhsolute-session-timeout

VUTN ar = LOfkttt v ar XA LT U NERTETDHIZ set
con-absolute-session-timeout =~ > F&HEH L E 3,

set con-absolute-session-timeout  seconds

X DA seconds UTLarY— Lottty ary ZA LTI M, fEIZ0~ 3600
WTHETEET, 20X A LT T MEEITHITIE, EE 01
RELET,
:?DF‘:E—P 7:7j‘/1/}‘wuuﬁ:&“—}$
av Yy RER Jy—x ERERE
L1(1) o< RBRBMENE L,

FEREDHA KSq4y YITHary— Ly raroffixttyrar 4570 Ma@jlickETCEET, OF
D, TR TRV YTV ary =Lty ay 24 L7707 MIESC LN, it
DIERDOT 78 A0t 2 A4 L7 7 MIMEFFT D2 LM TEET,

1

WOFNE, T 74V FORIEE— REZBBL, VT ary ) —)LOit 2 A LT 7
h%& 4 FCRRET B EE R LTHWET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set con-absolute-session-timeout 240
FP9300-A /security/default-auth* # commit-buffer

FP9300-A /security/default-auth #

BEITUFR avy kR A
set refresh-period Web &> a VIR ZRE LET,
show detail BIEOEy v a vyBIWEtE Yy a U XA LT U MREEZRRL
7,

. setav K



| seta<w>k
set con-session-timeout .

set con-session-timeout

VTN —=ADT A vy ars ZALT T MaeiRET HICIE, setcon-session-timeout
a<wr REFEHRALET,

set con-session-timeout  seconds

EX DA seconds UTNary I —ADTA RV ey gy ZALLT T R fHIZO
~3600 b TIEETXET, ZOXA LT 7 NEHENZTHITIE,
% 0ICRRELET,

ATV RE—FK 77 4 /v FRBREE— I
avy FERE 1)1)—=x EEAR
1.1(1) awr RPBMEiE L,

FEREDHA KSq4y O REHEHALT, YITharvy— Lty arO7 A4 Kbty vary XL LT Y
FEEELET,

il

WROBNE, 774N FOEFEE— REBBL, VTV aryY—LrD7 A KL ZA L
TU e dRICRET D TEEZRLTVET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set con-session-timeout 240
FP9300-A /security/default-auth* # commit-buffer

FP9300-A /security/default-auth #

BEa<v R avy kR &R
set refresh-period Web v a HEBHBIMZHRELET,
show detail BIEOEy v a Bty a U XA LT U MREZRRL
£7,

setav K
I



. set cpu-core-count

setav >R |

set cpu-core-count

ALTFF A VAE L ATMERTHY Y —A a7 7 A D CPU AT EERET HITIT, st
cpu-core-count =~ > R&fHA L £,

Set cpu-core-count cores

BX DA

aAvU R E—F

cores X =V LT, T rANDaTEE6~ KA (k) <
HELET, 8aTEEETHI LITTEERA,

scope ssa/create resource-profile/

avy FERE

EREDAARZA4

1)1)—=x FEAR
2.4(1) o RPEMSLE L,

AT FA VAR AT LY Y= AFHRERET HICE, 1 0FFEEOY Y —X T e
T ANEERLET, BT AR/ T TV r—yvar A VA ARERT S L&,
HAT2)Vy—2 7077 A VERELET, VY—A 7077 AT CPU T OEEREL
T, RAM I 7 OB THIMICEID Y CThh, T4 AZREIFA LV AZ AT LIZ40
GBIZRESINET,

s a7 OF/INEIE 6 T,
N7 —X%T 7 F¥I2LD8aT ZETAHILIZTTEETA,
e T BB (6. 10, 12, 1472F) TRANEETEHIVYTCHZ N TEET,

cFIAFEERRAKITEIZ., X2V T 4 FEVa— L/ —Y EFTINICL>TRRY F
ﬁqo

Uy —iZiE,  [Default-Small] &FHENDT 74V Y —2 T a7 7 A NEGEENTWNE
T, ZOarTHIIR/NTT, ZOFu T A VDEREEFE LD, FHHINTOARWESIC
IFHIBR T2 2L TEET, Yy —vEFUBr—KL, VAT AIMOT 17 7 A VBIFLE LR
WIEAIE. 207 a7 s A VMER SN E T,

POV Y =27 a7 7 A VOREEELTHZ LITTEETAL, TOV Y —AT 0T 74
NWEMBHLTOWDTXTOAS U AZ AP L ThE, VY —ATa Ty A VEERL,
BB, VAR AR FEEINCTDIVERNDH D £, LS, TXATEY T ¢ 2
THNOA VAR L ADYA REeBEETIHHE, TEXHRETELTRTOAUANEZR LY A X
TAHAVERHY 97,

Threat Defense { A % > A % Management Center |ZEM L7214(2Y VYV — R 707 7 A4 ViR TE
EHET 5HYA1L. [Devices| > [Device Management] > [Device] > [System] > [Inventory] %A 7
R Ry I ATEL=y hOA X M) ZEHFLET,

. setav K



| seta<w>k

il

WOHITIX, 350V V—

firepower# scope ssa

set cpu-core-count .

A TaZrANVEBMLET,

firepower /ssa # enter resource-profile basic

firepower /ssa/resource-profile* # set description "lowest level"
firepower /ssa/resource-profile* # set cpu-core-count 6

firepower /ssa/resource-profile* # exit

firepower /ssa # enter resource-profile standard

firepower /ssa/resource-profile* # set description "middle level"
firepower /ssa/resource-profile* # set cpu-core-count 10
firepower /ssa/resource-profile* # exit

firepower /ssa # enter resource-profile advanced

firepower /ssa/resource-profile* # set description "highest level"
firepower /ssa/resource-profile* # set cpu-core-count 12
firepower /ssa/resource-profile* # commit-buffer

firepower /ssa/resource-profile #

EEa<v> R

avU kR

BLL]

create resource-profile

AVTFALVARBUATHAT Y YA T a7 s A VEBML
£

set resour ce-profile-name

VI)—RX a7y ANNT TV r—vary f AR AZE DY
ThHhE L,

show monitor detail

X alFr g Ba— /Py Ay N Y —XEHRE
FrLET,

show resour ce detail

TFVr—ar A AR ADY I —RE) B TEERLET,

show resour ce-profile
user-defined

VY —Z2 a7y A LB Y TE2ERLET,

setav K .



. set deploy-type

set deploy-type

setav >R |

FAT 4 TERIT T FTONTNLDOT TV r— g AV AZ L ADRRA A TR ET

DI,

set deploy-type 2~ > R&EH L F9,

set deploy-type {native | container}

X NN container

TV =gy A VAR A aryTF A4 FITHRELET,

native

TIVr—2a v A VAR ABIAT AT XA TITERELET,

ARV R FI4INA L T TAHNFDF A T L native TY,

ATV R E—F scope ssa/scope slot/create app-instance/
av Y FERE 1)) —= ETEAR
2.4(1) Threat Defense (22~ RABMEINE L,

FEELEOHARSAY 77V r—var AV AZ U ATROERZ A 7 TEITLET,

XA T AT AVARE LA FAT 4T AL AR AT X2 )T 4 E 2— /TP
DFTXTHY Y —A (CPU, RAM, BXOT 4 AV F&E) #FEHT -0, %4747
AVAZ AR 1 DA VA=V TEET,

AT F A VAF VAR AT T A VAR VAT, EXR 2V T4V a2/
DY V=20V Ty bEEMNT LD, EHEOaLTF A AR A VA P—=LT
xFT, T A AKX ABEREIL, Threat Defense TOAHY R — h SN TWET, ASA
T AR—FENTWEEA,

\)

GE)

. setav K

NNTFA U RZ o ZARERRIL, PRI Y £, ASA
NF arTHRANET—RNIEPTWES, vLF a2 TFHX
ME—RTIL, B—DT7 UV r—a v f VAR APR—
T a AbENETN, AT A RE L AERETIZ,
SNLTEar TR AVAE UV ARAERERTEES, aryr A
VAR LATIE, N R U Y —2D55HE B ORERE B,
ERlOY a—F, ROV 7 v =TT v 7T —h, BIW
Threat Defense @ 7 /VESRED V7R — K3 B[EETY, ~ /LT =
YTXANE—RTE, EHY Y —Z2DOBNS T, FED
Ty R T+ —ALTEINVEL DAL THFA MY R—FTX
%, Threat Defense TlX~/LF T %2 hE— NiIfHE
TEERA




| seta<w>k
set deploy-type .

Firepower 9300 D55, —HOETY 2a— LV THRA T 4 T A L AZ U AZEH L, hoEY 22—
NTEaAr T AV A ARERT 22N TEET,

1

W OB, Threat Defense D7 7'V r—a v A UV AZ L AEBINL, a7 F #A
TR ET D HEERLTOET,

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

EEav2 K avok BLl]
show app-attri WEOCT ) r—yva v EtaRRrLET,
createresource-profile | 5 A L AX U ATHEHATAY V—RX a7 7 A VEER L
£75
show FIHTEERY V=2 T 77 A VEFRRLET,

resour ce-profile-name

setav K
I



. set descr

set descr

setav >R |

R— FF ¥ TV ZRET HITIE, setdescr 2=~ FEFEHLET,

set descr description

BX DA

AU FE—R

description (EE) FiH, 256 XFLLFCANLET,

scope eth-uplink/scope fabric a/port-channel/

2v L KRR

FEREDHA FS14 Y

Jiy—=x EERNR
2.0.1 o< RABEMEnE L,

DN A= FBECT, ERITARADRE TN TV DA, SHORIRICGIIFZAT 2
VENH Y £9, IR, show 2~ RHAA =V xR v FOGBAT 4 —/L FIZITFERS
FHEA,

1
wic, Sz BET 2H 2R LET,

firepower-9300 # scope eth-uplink

firepower-9300 /eth-uplink # scope fabric a

firepower-9300 /eth-uplink/fabric # create port-channel id
firepower-9300 /eth-uplink/fabric/port-channel* # enable
firepower-9300 /eth-uplink/fabric/port-channel* # set descr "link"
firepower-9300 /eth-uplink/fabric/port-channel* # commit-buffer
firepower-9300 /eth-uplink/fabric/port-channel #

avo R iER
show interface duplex XT A —Z &G4 H—T = A4 ADIFEREF TR LET,

. setav K



| seta<w>k
set duplex .

set duplex

A= FF Y FNDTRCDALNR—=DT 27 Ly 7 ARET DHICIE, setduplex 2~ K&
AL £,

set duplex {fullduplex | halfduplex}

DA fullduplex EE) a7V y 7 RAE—REeL2 HIIBEELET,
halfduplex EE) 727y 7 A E— REF_HIHEELET,
ATV R E—F scope eth-uplink/scope fabric a/port-channel/
avy FEE )1)—2 EENS
2.0.1 Ay FRBIMESNE L,

FEHEDAARSAY T2/ Vb7 AE—RERETHANERELZRET DLENDHY 7, F%ﬂoitimo
Mbps IZFEET H &L, A— N TIXE_HEE— REHEHAT 2 L ICHBIMNICERE S ILE T8,
THE-RERETHILELTEET, ¥HEY M A —H Ry MNIFEZEZITHE Efé‘i
T, FHEY bA—Y Ry MERIEIFHE Y b A —F Ry MIRE STV S 10/100/1000-Mbps
A= DT a7y I AE—RILFTETEHA,

1

WOBENE, £ F—T 2 A ADT 2T by I AT—RERETDHHEEZRLTWVE
7,

firepower-9300# scope eth-uplink

firepower-9300 /eth-uplink # scope fabric a

firepower-9300 /eth-uplink/fabric # create port-channel id
firepower-9300 /eth-uplink/fabric/port-channel* # enable

firepower-9300 /eth-uplink/fabric/port-channel* # set duplex halfduplex
firepower-9300 /eth-uplink/fabric/port-channel* # commit-buffer
firepower-9300 /eth-uplink/fabric/port-channel #

BEa<w > KR avw >R SR BA

show interface duplex XT A —ZEEA L H—T 24 ADIFEREF R LET,

setav K
I



setav >R |

. set email

set email
=P T NOBEELEES A=V T RLAEZRET DL, setemail a~> FEEHA L
£7,
set email email_address

*ﬁi@gﬁﬂﬂ email_address ;L»—-Ij- Th ]\)EHO) %)(\___/1/77}\1/} :%)(_/1/77]\\\1/}

AR R E—F

% user_name@domain_name &\ 9 B CTHRIE L £9°,

Callhome (/monitoring/callhome) E— K : CallHome X v &—IZEDHH T T A ~ U EEILDOE
FA—=NVT RLRAEZRELET,

m—# b 22— (/security/local-user) E— F : HAED 1 —H )L 2—F DEHELEE T A —L T
RLAZRELET,

avy FERE

FEREDHA FS1 Y

)1)—= EERNE
1.1(1) awr RPMENESNE L,

FBTA—I T RLARICH Oy vail) | A=A & (FU2%2 R) 72 EORBRSCFEN
GENTVEE, BTIA—IN P —RRNEFA—INL A vE—2F0T7 FLRICEETE 2N
TNV ET, RFC2821 B L URFC2822(ZHEMLL . 7> N ASCUXLF DA% B ieE T A —
NT RLVAEGHTHZ E2BEIDLET,

Callhome E— R TiX, BFA—/V 7T FL AIZEHEK 2083 XFHEEHTE £9,
TO—H) 2—F FT— RTlE, ELA—IN T FLRITHEKNSI0 XEZAFHATXET,

151
KOBNL, BIEOT—h L 2—YPDEF A=V T FRLAZET DL HEEZRLTWE
j_‘O

FP9300-A /security/local-user # set email admin@example.com
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

BEav> KR

avy kR FREA
create local-user FHoa—h)v 2= T hvr S EERLET,
set phone-contact Smart Call Home 7 % 7 o s OEFHHEMZEHE S 2 FHE L ET,

. setav K



| seta<w>k
set enforce-strong-password [

set enforce-strong-password

SRS 7e N AT — RO & AN E 721389 5 I2IE, set enforce-strong-password =~ > K%
AL ET,

set enforce-strong-password {no|yes}

BX DA no 58 )70 XA Y — RO & iz LE 9,
yes SRS NAT — RO E AN LET,
avU R E—F X274 TR
avy FERE 1)) —= EENE
1.1(1) avy RBEMSIVE LT,

FEEEDHA KSAy P—HARREESNEL—F TAT MINAY— FPSETY, admin HER E 7213 AAA HE
REFFO—PFIL, TXTOZ—HF NRATV—=RONRAT— FREF = v 7 2377 5L 91T
AT BEE ﬁf%if WA — RIREF = v 7 WA D & H—FNRI) RS AT —
REEHT 2 0ERHY £7,

Ba—VP NIRRT — RERETHIEEAHLELES, m— B E2—VFDONRRT—
LT = 7 BHINTT DL, FXOSITROBEHZRTZ L TR WARRT — REHEG LET,

8 ~80 LFTDREXTHDHI L, (setmin-password-length (65 =2—3) =z~ RZEMHHT
DL, MERER/NUTFRHERETEET, )

CcTNT 7Ry FORXFELIR &L 1 FET,
cTNT 7Ry FONLFEDIRLS &b 1 UFE T,

« BEFLSOF (BECE) 20 e 1 XFED

» aaabbb 72 L LT 3 [\l 2 T D IR SCFE2E R0,

« passwordABC <° password321 72 & D 3 DD L =T L T2 ED X ) RIEFTH - T
bHEER,

o« PR T PR BT LT b O TR,

« NAT— ]\747/57“) F v ZIZH/KT D, T2 21T, HERICTEKISh TV HEYE
7R BEEICEE S RA Y= RERETHZ LIXTE A,

s ROFEFEEER, § (KAGEE) | 2 (BRI | = (%5) ,
o—h)a—Y T h oy FBIWadmin 7T A U FOGEIIZERIZ LRV,

setav K
I



setav >R |
[l set enforce-strong-password

151
ROBNE, BF2VT 4 B— REBB L. 587752320 — ROJEf 2 60T 5 ik
ZRLTWET,

FP9300-A# scope security

FP9300-A /security # set enforce-strong-password yes
FP9300-A /security* # commit-buffer

FP9300-A /security #

BEEavTR av U R i AR

set min-password-length | <2 U — RO/ NOE S 2HELET,

. setav K



| seta<w>k
set expiration .

set expiration
a—AV =T a7 NOFGHIRERET HITIE, setexpiration 2~ RZEHLET,

set expiration {{apr|aug|dec|feb|jan|jul |jun|mar |may|nov|oct|sep} day year}

BX DA {apr |aug|dec| feb| 3 SLFD H 4 DR,
janijul [jun|mar |
may | nov |oct | sep}

day Ao BA &7 , A%h7efEiX1 ~31 T,

year HEMROFE (BF) o RKRMEIK 2037 T,
Aa<vY R E—F n—H) a—H% E—R :BEOT—NNL 2—FOEHYREEELET,
avy FER Jjy—= EHERNRE

1.1(1) avy RBEBMSIVE LT,

FERLEDHA KSq4Y 2=V ThUy MIAMIREZRE Lctk, AR L) ICHRETH 2 LIFTEiE
loo T2I2L. BIOFIRELEHN L TT AV FEBRETDHI LIFTEET,

1

ROBNE, X2V T4 F—FZBMBL, HriLve—Un 2—% 700 b a2/El
L. ZDOT7H 0 FOFIHIREIEET D HiEEZ R L TOET,

FP9300-A# scope security

FP9300-A /security # create local-user test user

FP9300-A /security/local-user* # set expiration dec 31 2019
FP9300-A /security/local-user* # commit-buffer

FP9300-A /security/local-user #

fEav> R avw Uk R BA
create local-user HHoOa—) a—F T h s NEERLET,
set password 2—F T HT L hDONRAT— REEELET,

setav K
I



setav >R |
. set (export-config)

set (export-config)

BEfF DT 7 AR — "REAT V=7 hD/NT A —H ZifftE T 5121, export-configuration & —
RTset a~vy FEMMALET,

set {descr | password | port | protocol | remote-file| user }

X D& descr description (ER) REAT V=7 MIBWZEBMTE £, BIE 1 ~ 256
XFTHETEET, a7 v d—AarnLiidial
DI TFEMENTE £, XFHORREIZIE, EI=zvr, VA
R (RIEFR) | d6 J ORISR 72 EOMRER A T E £, B
ICEINSOXFEMDIAL Z LIFTE A,

password (EE) VE— M= "D T 5/ AT — REEETE
F7T, NAUV—FEADNLTHRT DL I ITKROBNET,

port {number |default} (f£&) VE—F V= _LOWBEMTPONIR—F2EFTE %
T, A g i, 0~ 4294967295 DR— k ID FHH T, BIED
Za ba)vdOF 7 )bk AR— i default T,

protocol name FEE) REDANy I T v 7% ) T— kb —NTHEET DO
HAENB 77y A NEXT e ha s EFRCcxEd, AR
Ta Ik E B T,

. ftp
-mp
* Sftp
- tftp
remote-file name EE) N T7vTarz a4 Xal—rary 774 VOL4HITE

EHERTXFET, | ~ 128 LFTIHETXET,

user name UEE) VE— KN FAMOERICERHINI 22— T H T b
MEEETEET, 0~510 LETHRETEET,

Aa<vY R E—F scope system/scope export-config/
avr FERE )1)—=2 EEAR
1.1.3 avy FRBIMSNE LT,

FEREDHA RSAy ZOFTTareflLT, BFEOTI AR— VREAT V=7 hORNY I T v T AT ar
EEELET,

. setav K



| seta<w>k

set (export-config) .

BEORBT NA AL T T v N7 —LRED/ Ny 7 T v 7T export-config 2~ > K&FITT
LA, T AR— N NREA TV =7 MERRESIVE T, scopeexport-config Z# 1 H3% & |
ATV N AL, ZFONRTA—ZEfRETEET,

ROFITIEBE LTSSV,

¢ FX0S2.6.1 LM%, BEDT 7 AR— IR A T — RRZ DO - —7¢ K O H
LT AT A X —2IBETHALENH D £, REEL TV AR— T 50
12, NAT— RRFOMOEX—ZFTE L TR MLERZH D 9,

Fim, T ANN261 LVRETOFXOS VU —AMNDL T 7 A VINT 7 AR — b SRR
D, T AR—=FSNTREEZA VAR— T DEEICF—F Y NV AT LT, =7 AR—
MEZECF—2MEA SN LR ETA2MELHY 9, ZOHAE, ¥—F vy bR
T AF S X —%2TF v /T, A UR—FTEET,

e AT 4 X2l —Tary TrANVORARIL, BELZWVWTLZEIY, 237 4 Falb—
vary IrANDBERINDE, FOTrANEFRATI T 4 F a2 —Tary [
AR— bR RT D REMEDRH D £,

BEFEDONR I T T T ANNEEXINDDOEERET HIZME, =7 AR— MRERFIC
T ANLEERT LD, BEFEO 7 7 A NV ERIOHEFHICa E— LT ZE0,

1

ROFNL, BEFOT 7 AR— MREAT V=7 M ZBINT 5 HiEZ R L TWE
ﬁ—o

firepower # scope system

firepower /system # scope export-config 192.168.1.2

firepower /system/export-config # set descr one-time_back-up_be_ sure to_change file name
firepower /system/export-config* # commit-buffer

firepower /system/export-config #

avy kR Bl
cfg-export-policy REDTT AR—F R —&BELET,
export-config BHEOVATLAREEZVE— MNP —NIIXML 774V ELTY

AR—=FLEY, T/ AR—IREAFT V=7 FEELET,

impor t-config RN 7 AR —FLEXML a7 4 X2l —v gy 77 A L%
DT FIAT A —LET,

set WEDT 7 AR— FPICHERREE b2 & ITEHEND
passwor d-encryption-key | s — 2 ez | 4

setav K .



setav >R |
. set firstname

set firstname
O—H ) 22— EEET HITIT, setfirgname =z~ FEFEHLE T,

set firsthame name

X DERHA name 2—FDL, 0~32 LT THRETEET,
ARV R E—F A
avy FEE )1y—= EERNA

1.1(1) awr RPMEMNESNE L,

151

ROBNL, ExX2VT 4 T— Nl BrLuva—hb 2—% 77 b & Bk
L, Z0a—Fof EMEREST 572 RLTVET,

FP9300-A# scope security

FP9300-A /security # create local-user test user
FP9300-A /security/local-user* # set firstname john
FP9300-A /security/local-user* # set lastname doe
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

avy kR Bl
create local-user HHRoog—hn a—F T Hho s N EERLET,
set lastname n—N 2= THho NOERELET,

. setav K



| seta<w>k

set flow-control-policy .

set flow-control-policy

Tua—HERY) A =T oA AE IR — P F 3 CEID YT HITIE, st
flow-control-policy =~ > FafH L £,

set flow-control-policy name

BX DA

aAvU R E—F

name 7 a—HHR Y — D4R, K16 XTFTT,

scope eth-uplink/scope fabric a/scope interface/

scope eth-uplink/scope fabric a/scope port-channel/

avy RERE

EREDHA FS14 Y

Jiy—=x EZERNRE
2.0.1 o< RABEMEnE L,

LW 7o —HERY —%2ERkTo L, FTLWVWRY v—REFaIyv bESA TN &%
IRTT ALY A7 PP flow-control/policy E— R (eth-uplink/flow-control/policy) 7% H &hf¥)
Bt SNE T, AU =TT 4 fHEREL, HLWARY =3Iy FFLHIERTE
FT, 7u—HRY O—FER LT HBIE, RV —AEEET L LIETEEEA, R
U—ZHIBR L, LR Y = E AT 2 NERH Y T,

il
ROBNE, 7o —HlARY = A L F =T A ZZHID B TEHHEZRLTOVET,

firepower-9300 # scope eth-uplink

firepower-9300 /eth-uplink # scope fabric

firepower-9300 /eth-uplink #/fabric # scope interface Ethernetl/8

firepower-9300 /eth-uplink/fabric/interface* # set flow-control-policy ethl-8flowcontrol
firepower-9300 /eth-uplink/fabric/interface* # commit-buffer

firepower-9300 /eth-uplink/fabric/interface #

&Y

~

> >

avw R &5 EA

create policy (flow LW o —HERY o—Z2EfR L £,

control)

show interface AVE—T 2 ARART =B AR RLET, HESTA—FHLbHb
show port-channel =K Fx xIERERRLET,

setav K .



. set (flow-control policy)

setav >R |

set (flow-control policy)

BEAFED 7 a—HIAR Y o — 0T A—F I EE2IIWET S 120E,. 7 e —flE/RY o —t—
RCsat o~ Rl LET,

set {prio|receive|send}

X DR prio {auto|on 7 a—HIEERIEN A7y a v E2RELET,
cauto : TDOTNA ARERX Yy NU—I BN, ZDOT7 7TV v TR
A FY—=RA 7 a ban (PPP) MEA SN THEMNE
IMmEFRIE— R LET,
eon: D777 YU w7 TPPP RNAEDCARY £,
receive off Py NI = NHEDR—AERNIERIIL, P T 7007 70—N»N
WE BT a2 ELET,
send off|on 7 u—filfEENRT A= ERELET,
s off : 7y FAIZEHRZ2 T 7 4 v 7 B BE EB i E
7,
eon: EBERTY MY T RNSIFNNCR D E . TOTF A R
MER—=RFERNP™ Xy NT—=ZITEEEINET, A—X1., b
T4 I BPEEDLVVIRERSTWAHS, B U RIZAE
MOEFITRY FT,
ATV R E—F scope eth-uplink/scope flow-control/policy/
avy FERE )1)—X PSS
1.1.1 o< RABEIMESnE L,

FRLEDHA KS1 Y

ZOavwy REFEHLT, 7o—HlllZEL 7 a v EAELET, off #fiETHE. Ry
M= 0EOR—AERPIEEINT, bTF7 74y 7 7un—0nEBHEBYMELET, on
BHRTETDHE, F—XERIIEST, *y NI NFR—XEREWVIFETETTITO T
T4 INEDT v TV 7 R—=FTERESNET,

Coawry REFEALC, 7o—HERES T a v EEELET, off 2fiETHE, Ny
NERICERRSKAR— N EDO N T 7 4 v 7 BRBH EBVIRNET, onIZHETH &, EHlEN
v b b= b REFICE L R DEAIC, FX0S WAR—AEREZ Ry hU—ZICRELET,
AR VAR %, BEOL~LZ) By hEhET,

. setav K



| seta<w>k

il

set (flow-control policy) .

WL, 7o —#lEOLRITE R —Z2/ERk L., BBLTHE, R —R_F A—
B EBRETDHHEEZRLTHET,

firepower # scope eth-uplink

firepower /eth-uplink # scope flow-control

firepower /eth-uplink/flow-control # enter policy FCpolicyl
firepower /eth-uplink/flow-control/policy* # set prio auto
firepower /eth-uplink/flow-control/policy* # set send on
firepower /eth-uplink/flow-control/policy* # commit-buffer
firepower /eth-uplink/flow-control/policy #

avy R

BLL]

show policy

Zu—ifilfJ /R Y —— FTiE, BEO 7 e —HERY) v—n7
T A ERERINET,

7 o —iili#lEe— KTk, BEERINTWDTXTO 7 a—filfHR
Vo—D7 a7 4 ENREFRRINET,

setav K .



. set frequency

set frequency

REDT Y AR— FINFFED HEFATINRWIGEICE T — 24T 2121%. setfrequency =

<~ REFEALET,

set frequency days

setav >R |

BX DA

avY kK E—FK

days T AR— MNBHIOFE (HE),

scope org/scope cfg-export-reminder/

avy FERE

Jiy—=x EEARE
2.0.1 o=y RPBEMENE L,
151

ROBNL, =27 AR— MEMOREHED ARERET L HEEZ R L THET,

firepower-9300* # scope org

firepower-9300 /org* # scope cfg-export-reminder

firepower-9300 /org/scope cfg-export-reminder* # set frequency 2
firepower-9300 /org/scope cfg-export-reminder* # commit-buffer
firepower-9300 /org/scope cfg-export-reminder* # show detail
Config Export Reminder:

Config Export Reminder (Days): 10

AdminState: Enable

BEav> KR

avo R L]

set adminstate TJ AR— NMBEHOEHRELZTREEL £,

. setav K



| seta<w>k

set http-proxy-server-enable .

set http-proxy-server-enable

A<w—h V7 b =T T4 A L Smart Call Home ® HTTP/HTTPS 7' 12 &% 3 &% H%h %
TSN 5121, set http-proxy-server-enable =~ > K& H L £,

set http-proxy-server-enable {off|on}

BX DA

AR TIHIE

AUk E—F

FREDHA KS1 Y

off Smart Call Home ® HTTP/HTTPS 7' & % > 2 MEhc L £,

on Smart Call Home @ HTTP/HTTPS 7' 1 % ZHENZ LE T,

HTTP/HTTPS 7' 02 &1L 7 /L b CEENZ 72> TWET,
Callhome =— K
Iy NT—VTA v H—F%y N TZERZHITP 70X 52+ 58546. A~v—K V7 K

VT GA B ADT ORI EENILTT RLAZRETALERLYVET, 2o axs
1%, —f%|Z Smart Call Home 2 b A SN E T,

151
WO, HTTP 7 X 2 G T 5 HikE R L TWET,

FP9300-A# scope monitoring

FP9300-A /monitoring # scope callhome

FP9300-A /monitoring/callhome # set http-proxy-server-enable on
FP9300-A /monitoring/callhome #

BEa~v

~

-

K

avw vk i BA

set http-proxy-server-url | 7 & o % —,3 HTTP £ /21X HTTPS 7 KL ZA &R E L £,

set http-proxy-server-port | o & — NO@EER— F2REL T,

setav K .



setav >R |
. set http-proxy-server-port

set http-proxy-server-port

Aw—hF V7 b =T T4 % AE L Smart Call Home @ HTTP/HTTPS 7' 12 & 3 $—X
R— N ZFET DI, set http-proxy-server-port 2~ > K& H L F 9,

set http-proxy-server-port port_number

EX DA port_number HTTP £ 721X HTTPS 2 ¥ $— DR — bk, #iPHIL 1 ~ 65535
‘/C:‘—a_o

AT RFI4 )k  HITPHTTPS 7o U7 740 b TEMIC/R o THET, =T FLREKR—  ESTE
ANTHHENCT 0 XV 2 HNT DMERH Y T

aAv R E—F Callhome E— I

FERLEDHA KS4Y XY bPI—=2TAF =%y b 727 RRTHTTP 7o X 2+ 556, A~—F V7 b
VT IGA B ADT X VEENCILTT RLAEZRETALERHLYET, 20 ax
1Z. —#%IZ Smart Call Home (2 b5 S v E 4,

il

wOFIIL, HTTP/HTTPS 7 %3 $—_OR— hEFEZ AT HHEZRLTWE
7,

FP9300-A# scope monitoring

FP9300-A /monitoring # scope callhome

FP9300-A /monitoring/callhome # set http-proxy-server-port 443
FP9300-A /monitoring/callhome #

BEa<w> R avw > kR SR BA

set A—K V7 bUxT T4t AF L Smart Call Home @
http-proxy-server-enable | yTTp/HTTPS 7 11 % o % A4 £ 7= 130 L £,

set http-proxy-server-url | 7 &% 3 % —,30 HTTP/HTTPS 7 KL A & E L £,

. setav K



| seta<w>k
set http-proxy-server-url .

set http-proxy-server-url

Aw—hF V7 v =T FA% A L Smart Call Home @ HTTP/HTTPS 2 %o #— R 7
N LA ZRET HI2IE, set http-proxy-server-url =~ > R&2MH L £,

set http-proxy-server-url url

EX DA url Fu X — O HTTP £7-13 HTTPS 7 KL A, K 2083 3C°F
ZRETEET,

A9V R FI4) k HTITPHTTPS 72 U35 7 40 b TEMNIC 2> TOWET, =7 RLAEZ AT HRNC
TaX T EAEDNCTILENRHY T,

aAv R E—F Callhome E— I

FERLEDHA KS4Y XY bPI—=2TAF =%y b 727 RRTHTTP 7o ¥ 2+ 556, A~—F V7 b
VT IGABLAD TV EENCILTT RLAEZRETALERLYET, 20 ax
1Z. —#%IZ Smart Call Home (2 b S E 4,

1
KOFNL, HTTPS 7' u s H— 7 N A2 ANT 5 HiEE R L TOET,

FP9300-A# scope monitoring

FP9300-A /monitoring # scope callhome

FP9300-A /monitoring/callhome # set http-proxy-server-url https://209.165.201.10
FP9300-A /monitoring/callhome #

BEa<w> KR avw > kR SR BA

set 2Aw—hk V7 v uxT T4t AE L Smart Call Home @
http-proxy-server-enable | yTTp/HTTPS 7 11 % o % A4 £ 7= 1302 L £,

set http-proxy-server-port | 7 %> — RO@ER— MR ELET,

setav K
I



setav >R |
. set https

set https
HTTPS —E R /RT X=X ZfFET HITIL, sethttps 2~ FEEHLET,
set https {auth-type {cert-auth|cred-auth} |cipher-suite cipher_string| cipher-suite-mode

{custom | high-strength | low-strength | medium-strength} | crl-mode {relaxed | strict} |keyring
keyring_name| port port_number }

X DR auth-type ({EE) HTTPS 7 7 B A CHEAT 2GFEX A T H=HEE L £,

{cert-auth | cred-auth}
o cert-auth : HTTPS 7 7 E A D — W5 3IE+T A 7-012, 754
7V RREE L LDAP /&I EAT D K IV AT AERE
LET,

o cred-auth : HTTPS 77 © A2 LT ¥ ¥ L_"— A D 2—
uunE%'fﬁﬁﬁ‘d‘éi I /XTA%L’ Ebij_

cipher-suite cipher_string  ({£:&) # A % A cipher-suitemode T4 215 5 2 A — F DEFE
SCFHNERE L ET,

AR D SCFFN TR 256 3CFF THEH TE £9°7%, OpenSSLIF 5 A
A — MERRICHERL T 2L ERH Y £, ROGEZRE, AN—X
RFFRCFIEN TE EE A, | (R | + (7 XELE5) | -

NAT72)  BEU: (arY) o BEHINCOWTII,
http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite % 2 [
LTL7ZE0,

(GX)  cipher-suite-mode 7} custom (ZRRE STV DA 2 R
T, ZOXFINIWHINET,

. setav K


http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite

| seta<w>k

set https .
cipher-suite-mode (EE) AT EAAL—F X2 U T 4 DLV ERELE
{custom| high-strength| -
low-strength

« custom : cipher-suite 47" g VA LT, A X Ll A
A—brDEX 2T O FHNEERTEET,

* high-strength : ALL:!EDH-RSA-DES-CBC3-SHA:
IEDH-DSS-DES-CBC3-SHA: |DES-CBC3-SHA:!ADH:!3DES:
IEXPORT40:!EXPORT56:!LOW:!MEDIUM:!eNULL:!RC4:!MDS5:
IIDEA:+HIGH:+EXP

* low-strength : ALL:!EDH-RSA-DES-CBC3-SHA:
!IEDH-DSS-DES-CBC3-SHA: |DES-CBC3-SHA:!ADH:!3DES:
IEXPORT40:!EXPORT56:RC4+RSA:
IIDEA:+HIGH:+MEDIUM:+LOW:+EXP:+eNULL

» medium-strength : ALL:!EDH-RSA-DES-CBC3-SHA:
'EDH-DSS-DES-CBC3-SHA:
'DES-CBC3-SHA:!ADH:!3DES:!EXPORT40:!EXPORTS56:
ILOW:!RC4:!MDS5: ! IDEA:+HIGH:+*MEDIUM:+EXP:+eNULL

W, R IREITEX 2V T oDy b (EIERHE— A X)
IZHESNTWND ZENMFTEALET, low) (F128 By hMRNOE
*=2U7 4, Imedium) 13128 € b, Thigh) (X128 By M&H
25X VT 4 EZRLTVET,

crl-mode ({EE) HTTPSHEEOFEMIERE Y A b (CRL) F = v 7 D LUL
{relaxed | strict} FEFZLET,

erelaxed : FEFAEN CRLICY 2 FENTW T, fEHED Y 2

N2 U C HTTPS RRREDFF IR SN A G150 &
T, BAETHENELR A v —URNEERSNET, EANIC
X, CRL = v 7 #W5hic L ¥ 7,

e gtrict : CRL OFFHEORRANIAR L £3, BAET L2V
(G RX v — UG SN E T, 72, CRLITHKFTOIRIEIZ

HERTDRLERDHY £,
keyring keyring_name (fE&) HTTPS #4329 % RSA ¥— U v VY OA4 R ZEE L £
7,
port port_number (&) HTTPS B\l AR — F2FEELET, 1~65535T

HBECTEFET, 774/ I 443 TT,

a7 KF74 )L~ Firepower 4100/9300 o ¥ —3 ETDOF 7 4 /b s ® HTTPS S¥REREIL 7 LT ¥ % L _X— AT
—é—O

FI 4RO EAL — hDEF 2 U T 4 LT DM T,

ATV R E—F YoEA TR

setav K
I



setav >R |
. set https

av Yy FERE 1)1y —2 TEAR

1.1(1) awy RBBMsnE L,

FEREDHA K54y EHERENARD THL%5E. ZHUTHTTPS ICFFA & TV 2 ME— DRBREFATT,
ZOMRREMEATICE, 7747V FEEAENROBEH AT LTV DRLERDH Y £,
« L— 4 )% X509 &M [Subject Alternative Name - Email] (I3 N TWAMLERH Y 3,
« 7 TAT V REEIL, EOIMAEEZ A= N—= AP LD N T A RA 2 MIA A= B
LTWDHAL—hCAIZEDVBASINTWVWDORERHY 7,

A

AR INDLORENT A—FDORESr (FFIZ keyring, port, cipher-suite, custom
cipher-suite-mode) #2I v h 425 &, BUUEOT X TOHTTP B LOHTTIPS £ v v g 8
2 —PEER L TKRTLET,

451
WO, HTTPS 7 7 £ A DFEER— A DOFRFEE AT D HiEE R L TWET,

FP9300-A# scope system

FP9300-A /system # scope services

FP9300-A /system/services # set https auth-type cert-auth
FP9300-A /system/services* # commit-buffer

FP9300-A /system/services #

Ea<T R avw >R R BA
enable https HTTPS —E A& AN LE T,
show https BIAED HTTPS —E AR EELF R LET,

. setav K



| seta<w>k

set (interface)

AVHE =T 2 A ADNNT A —FEREFTITIEETHITIE, AV F—T 2 AFE— R Tsat 2

< REFEHALET,

set

set (interface) .

{admin-duplex | admin-speed | auto-negoatiation | descr | eth-link-prdfile| flow-contral-palicy | nw-ctrl-policy |

port-type| user-label }

BX DA

admin-duplex

{fullduplex | halfduplex}

AH =T 2 A ADT 2T by A ET—REERLET,
« fullduplex : X 51O ERE8E 258 L E T,
« halfduplex : —FmBfEAEEL £7,

admin-speed

{100gbps| 100mbps| 10gbps
10mbps| 1gbps| 40gbps}

AV B =T 2 A ADT —HHEREZHRELET,
« 100gbps : 100 ¥ &> KD,
+ 100mbps : 100 A H & v b,
+ 10gbps : 10 ¥4 M,
+ 10mbps : 10 A H v MED,
«1gbps : 1 ¥HE v b,
« 40gbps : 40 ¥ W E > M,

auto-negotiation
{no|yes}

HWE, T2y A Ta—ifililil L, RRMEIENRT A —H
ODHER I — g U EAEITENCLET,

eno : HEhx v o—3 g UAEIZLET,
eyes : HEIx v =—a VEANCLET,

descr description

A B =T oA AEHAEZBINTEET, PHIX0~ 256 XFTH
ETEET, FoiaRT oA —2ar7nkH2iFe L ossr
EEATEET, AX—RIMFHTEEREA, CFHIOKRRBITIEL,
tIlany, BUAR (REIERF) | B RO & Om)Fi R 2l
AT ETN, FRHIEINLOXFERDIALZ LIXTEEH
Mo

eth-link-profile name

AVE—=T 2 AR =Ry V7 Ta7r A VEE D ST
He, TaTrANNRIA=HIHSTA F—T oA A% HEHY
ICRETEET, 707 7 A VOLEIZHRELET, 4ANcITEK
16 LFOEETFAMEHTEET,

setav K .



setav >R |
. set (interface)

flow-control-policy name 7 o —f#lfiiR Y > —% A v ¥ —T = A AZEIV Y THZ LN TEE
To RV —HEWELET, KK 16 LFOFKTFEMEHTEE
7

nw-ctrl-policy name X FU—ZHIERY —F A v Z—T A AZED Y THZ LN
TEFET, RV —LZBELET, &K 16 LTFOHRET % H
Tx¥T,

port-type A VB =T 2 A ADEA T E-ITHEREEZFRE LT,

{duder | data| data-sharing| B .
firepover-eventing|mgmt} ~ *cluster : ZOA L H =T = A R& 7 T ALY 7 L LR
428560, custer Zf8E L 7,

sdata : BEDOT —HBEEIMEHLET, 0BT 74V DX
A 7T,

« data-sharing : W OT—XIEHLET, avT7F A A
VATORHRYR—MINET,

- firepower-eventing : Z ™A 4 — 7 = A A|X, Threat Defense
TNAADE L FVERA X —T 2 A AL LTHEHALE
7, firepower-eventing f > % —7 = A A&EHT 5 &,
firepower-eventing f > % —7 = A AL, T XTDOAL X FD |
Z77 47 (WebA Xy hpd) HERET,

emgmt : TV r—Ta A AX U ADEIICHER L £,
BEBLT S 221, BHA L H—T oA A& 1 DT EID Y

THZENTEET,
ZDawy ROFEMMIOWTIL, setport-type (82 ~X—3) &M
LTL7EEY,
user-label Iabel DA F =T 2 A AZFTHAT V2@ TE 4, 0~163LF
DEPTFEHEHTEET,
ATV R E—F scope eth-uplink/scope fabric a/interface/
av Yy FERE J1)—=x EERNE
2.4(1) data-sharing % f 7B & L E Lz,
L.1(4) firepower-eventing # 1 7 72NBIEE Lz,
1.1(1) awr RPRBEMEE L,

BRLEDHA RS A7 cluster 137 F ZAFLENIZFHILT AL ZBRT DHBIRA v H—T =2 ATT, =
DHATNE, 2=y NEID T T AXBERICT 7 AXEEY 7 ICHEBIRICE Y L THRE
T, TTFNDBNTIL, ZTAFHEIIY 71248 FDR— b F v %L FICBEWICIER SV E
7,

. setav K



| seta<w>k

set (interface) .

T A E =T oA ATRET A AMTHAETEEEA,

H A 7 data-sharing 32T T A VAZ UV ATOHYR—KE, 26D T—% 43/5“—
T A AL 1 DFEFRIFER ORI T A R/a T F A A X A (Threat Defense DFx) T
ETExFET, FarFF ALV AZ AL, 2O Z— 7:41%#\:7ﬁﬁ‘éﬂﬁ@ﬁ‘f\“(®4’/
AR AL Ny TL—UBHTEECTCEET, WHA VX —7 =1 A%, EBHARER=
TFALVARZ L ADBIIHKET L NSV ET, A X —T A RT, TV T T N—
TRAUNRAUHE =T 2 A (FTVAXT LY b= REREINAN—T v RE—R) | S 7
Ay b RV T A H—T A A, FHEFT 2N A== ) 7 TIEIVFR—FEZN
FH A,

firepower—eventing A + % — 7 = A AL Threat Defense T /XA ADEH &) EHA L H—
T2 A ATY, DA H =T = A% LI21E. Threat Defense CLI TIP 7 F L A72 &
DINT A =B EBRETHLERNHY ET, e 21X, A b (WebA X R d) InDEH
N7 7 4w 7 B TEET, [Management Center configuration guide] @ [System
Configuration] D FEIZ&H 5 [Management Interfaces] Ot 27 2 g > %7”%5@ L T<L 7Z &V, Firepower
AR MA U E =T 2 A AL, SNBE A MNCT 7B AT 572D 1 DE T ITEEOFGRIET A
xfiﬁf%iﬁo%@?N4xﬁ:®4y&~7m4x%ﬁbf4/& 7 oA AuIHT
DMMOMHET NA A LBET HZ LT TEEEA,

mgmt 1 ‘/57%7:4’7@‘%%% LCT 7V r—yar A VA ABEBRLET, SRR B
T 7B AT D701 DEIFEEORELT A ATHETEET, T A AT DA
y&~7;4x%ﬁbf AVHE—T oA AT HMOMET A A LBETDH EILT
TERA, BT AL AT, BEHA LA —T 2 A A5 1 OETEHV Y TCEHIENTEE
7

BETDHIA LA —T oA AREFA L H—T 2 A ATHERTHT 27 by 7 AE— NIEES
H2FET, ZODH, 727 by AE— RERETHANGHELZRET HHLERH Y 77,
A 10 721X 100 Mbps IZFEET D & A— N TIIE_EE— NE2FEHT 5 L5 ICHEIMIC
BRESNETHN, £EHE— REHEETH I EHTEET, 1000 Mbps (1 Gbps) LL Lo
WCERET D L, HEIcE —HE— RMMEHA SR E T,

TN OT7a—HlIRY —ERELTEGAIR A X —T oA AT TITHEA ST
9, HLWARY —ZER LT E8E, TRV —% A v 2 —T 2 A AZHHATE 1,

il

WOFNE, A v HF—T = A AHEE 10 Gbps ICHE L, R—h A TE2T—H 7%
TH5HEERLTWET,

firepower # scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # enter interface Ethernetl/8
firepower /eth-uplink/fabric/interface # enable

firepower /eth-uplink/fabric/interface* # set admin-speed 10gbps
firepower /eth-uplink/fabric/interface* # set port-type data
firepower /eth-uplink/fabric/interface* # commit-buffer
firepower /eth-uplink/fabric/interface

setav K .



setav >R |
. set (interface)

BEa<T R avw > R SR BA
enter interface A E—T oA ARELTREBLOEHETXL2 LA v EZ—T =
A RAEANNLET,
scope interface A H =T 2 A AREEHEERBIOEHE T/ v F—T =

ARAEHIMZLET,

show interface A B =T 2 ADFREEAT—Z ACHTAEREEZRLET,

. setav K



| seta<w>k

set keyring-name .

set keyring-name

IPSec il — U 7 Z2EID M THITIX, set keyring-name 2~ > REFHLET,

set keyring-name name

B DEREA

AR E—F

name IPSec #EFEIZEIV Y THX— Y 7 O4HT, K 16 3CF,

%t (/security/ipsec/connection) E— K

avy FERE

FEREDHA K42

J1)—=x EEAR
1.1(1) awr RPMEMNESNE L,

Zoawr REMEHALT, IPSec Hfeic ¥ —U 72 EBIML £,

151
WL, BAED IPSec BEftloF— Y U Z & BNt 5 HiEZ R L CWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn
FP9300-A /security/ipsec/connection # set keyring-name kr22
FP9300-A /security/ipsec/connection* # commit-buffer
FP9300-A /security/ipsec/connection #

avw > kR £ BA

create connection B LU IPSec Bl 2 1ERR L £,

set keyring-passwd IPSec HEH#ICEIDV U ToHNDF—Y T DONRRAT L —XER{ELE
—g—O

setav K .



setav >R |
. set lastname

set lasthame
o—H ) 22— EET A1, setlasthame =2~ REEH L ET,

set lastname name

X DERHA name 2—HFOrE, 0~32 LFTHRETEET,
ARV R E—F A
avy FEE )1y—= EERNA

1.1(1) awr RPMEMNESNE L,

151

ROBNL, ExX2VT 4 T— Nl BrLuva—hb 2—% 77 b & Bk
L, Z0a—Fof EMEREST 572 RLTVET,

FP9300-A# scope security

FP9300-A /security # create local-user test user
FP9300-A /security/local-user* # set firstname john
FP9300-A /security/local-user* # set lastname doe
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

avy kR Bl
create local-user HHRoog—hn a—F T Hho s N EERLET,
et firstname TO—H) 2—F T H T NOLEEELET,

. setav K



| seta<w>k
set link-state-sync .

set link-state-sync

PF—ERREEEA L TEMEY 7 IREBET —F A o F—T A ZADOWEY v 7 KB & A &
25121, setlink-statesync =~ > R&2MHL £,

set link-state-sync

X DA Zoa=wy FIEBIEELIIF—U—REH 0 £ A,
= 7~/ |~ E— I‘ SCOpC ssa
avy FEE 1)y—= EEAR

2.9(1) awr RPRBMEE L,

FEREDHA KSq4y ZO0axy REENT 5L, FIDEWED v 7 REET —F A v F—7 = 2O Y 7 IKHE
RS E Lz EnTEET,

£l
WORFNE, scope ssa E— RZBHAA L. link-state-sync Z &% ET 25 HikzE /R L TWET,

firepower# scope ssa
firepower /ssa # scope logical-device <logical device identifier>
firepower /ssa/logical-device # set link-state-sync ?

disabled Disabled

enabled Enabled

setav K
I



setav >R |
. set local-address

set local-address
IPSec Bt —H L IP 7 RL A ZFEET HICIL. setlocal-address =~ > RZHH L £,

set local-address ip_address

EX DA ip_address IPSec 555D IPv4 721X IPv6 B — BNV A — T = 7 KL A& A
NLET, &K510 XLF,

ATV R E—F Connection mode
av Yy FERE )1)—= EEANRE
1.1(1) awr RPRBMEE L,

ERLEDOHA KS4Y O~y e stremoteaddress =~ > R LT, IPSec B DT> RARA v FEEFRL
7

451
WOFNL, IPSec #HEfD T —HhH )L 7T RV AZRET B HiEZR L TWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn

FP9300-A /security/ipsec/connection # set local-address 209.165.201.12
FP9300-A /security/ipsec/connection* # commit-buffer

FP9300-A /security/ipsec/connection #

av Uk SRBA
create connection Hr LU IPSec Bt & ERL L £ 97,
set remote-addr IPSec #fc DV E— P 7 KL AZREL 7,

. setav K



| seta<w>k

set log-level .
set log-level
IPSec 2 X > 7 L~ULZIRET HI21E, setlogleve 2~ REMFHALET,
set log-level log_level
BX DA log_level 0~4DfEZ AT LT, IPSec 1 7 DFMAEISELET, T 7 4/b

M1 TT,

0:SA T v 7IH Y L7 EDRRN e B A .

1: =7 —Db 25— MRIZRHIE 7 = —F#,

2 0 TNy JIER EOFEMREIE 7 7 —{FH,

3iraw 7 —X% Z 7 (16 8) "EENET,
4:SAX—RE, T8 X UTITEEFRIEENET,

ATV R E—FK IPsec E— R
avy FERE )1)—= EEAR
1.1(1) awr RPMENMESNE L,

FERHEDHA KS4 > showipseclog =z~ R L TR 7 2F&RLET,

151
WOFNL, IPSec B X7 LLZ 2 IZRET D HEEZR L TWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # set log-level 2
FP9300-A /security/ipsec* # commit-buffer
FP9300-A /security/ipsec #

BEav> KR avy kR Bl
show ipsec-log IPSec 2 77 A NV EFRLET,

setav K
I



setav >R |
. set max-login-attempts

set max-login-attempts

77 A AT ORBDFFAT S D EKRIEH A FRE T H1TiX. setmax-login-attempts =~ & K%
AL ET,

set max-login-attempts max_attempts

EX DA max_attempts =PRIV AT ANy 7T U hENDHETICu /A VidiTa %
WTXAEE, IBETXAMEIZ0O~10TT, 74/ MI0TT,

aAav>v R E—F X274 F—F
avy RBE J1)—2 EEAE
1.1(1) awr RPMENESNE L,

EELEOHA RSqy =% (EHEE—FEED) NZor s A U dliThEEREBZ 5 &, 2—FIXv 2T L0
LRy T U NENDTEO, B A UBRFOFFEND E T, BE SN T 208N
HVFET, =Yooy T U NENEZ EERTBRATIERENLEY A,

il

KOFNL, ExXaVT 4 B— &ML, 18271 v ORRBITRRZRET 5 Hik%E
RLTWET,

FP9300-A# scope security

FP9300-A /security # set max-login-attempts 4
FP9300-A /security* # commit-buffer

FP9300-A /security #

BEav >k avv kR Hl:)z
clear lock-status a—HFOr Y I T N RAF—H A% YT LET,
set 07 A CRITORERBICE L%, 2—F BRI RT Ahbr v
user-account-unlock-time 5 vy . &, % B 4 478 L £ 7

. setav K



| seta<w>k
setmessage ]

set message

07 A VRN LTEREINDT A NOITHBMEZITE S Z H11F, set message =
~ U REMEHLUET,

set message
BX DA Zoa~xy N3 ELITF -V —FEH Y £ A,
AT R E—R scope security/scope banner/scope pre-login-banner/
av Y FERE Jyy—=x EENR

1.1(1) awr RPMENMESNE L,

FERHEDHA KSq4y I~V FEANTLE NT—=TFXFOITBEEANTLEIITROENAET, T —TF
A N T T 5121, BnporsuF (TXTCKILT) EANTHVLENHY £7,

N

GE) mJAUVEINT = ATV =7 FBRTTITHEL TV DLENRH Y £3, create
pre-login-bannerz Zf L T 72 &\,

1
WROBNE, v 7 A AN T =2 EB IO E L., 23y FBIUOFRRT D ikE R
L/\i—a—()

firepower # scope security

firepower /security # scope banner

firepower /security/banner # create pre-login-banner
firepower /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Firepower-9300-2

>Western Data Center

>ENDOFBUF

firepower /security/banner/pre-login-banner* # commit
firepower /security/banner/pre-login-banner # show

Pre login banner:
Message

Firepower-9300-2
Western Data Center

firepower /security/banner/pre-login-banner #

setav K
I


b_FXOS_CLI_reference_chapter5.pdf#nameddest=unique_71
b_FXOS_CLI_reference_chapter5.pdf#nameddest=unique_71

setav K |
. set message

BMEaTUR avy kR B

clear message BEfFow 7 A VRS =007 F X MR LET, EEREONF—
F7 V=7 FAFTHIERSNEEA,

create pre-login-banner | 2 ¢ LT ORI FR S AT —E AR LET, Mo ST —
FTY = MFIZETT,

. setav K



| seta<w>k

set min-password-length .

set min-password-length

2—H RAT — RO/ MNEEFEET HI2IE, set min-password-length =~ > R&H L £,

set min-password-length num chars

B DEREA

AR E—F

num_chars Z— RR T — RZ B 7B/ N, EO#FHIL 8 ~ 80 T,

¥ aUF 4 T—R

avy FERE

FEREDHA K42

J1)—=x EEAR
1.1(1) awr RPMEMNESNE L,

FINZ LTEGA . 2— VI E SN/ U8B EORAT — REERT 20BN H 0 &
7, 72& ZIE, num chars 3 15 ICRRE SN TV DA, NAT— ROE S 15 X7 ETHE
ETHUNENRDHY £77,

1

ROFNL, X2V 7 4 E—FEBaL., NAV— ROF/NNEE 15 LFITHET
TitEa R L TWET,

FP9300-A# scope security

FP9300-A /security # set min-password-length 15
FP9300-A /security* # commit-buffer

FP9300-A /security #

BEa~Y

vk

avw vk ]

=111}

set SRV IS AT — RO 2 AR E T EDIT L E T,
enforce-strong-passwor d

setav K .



. set mode

set mode

setav >R |

IPSec Bt & — REZIRET AL, st mode =~ > R&fEHA L £,

set mode {transport |tunnel}

B DEREA

AR E—F

transport PEiT— R % transport (2% E L E 7,

tunnel BT — R % tunnd IZRRE L £,

Connection mode

avy FERE

FEREDAARZM4 Y

J1)—=x EERNE
1.1(1) g RBEMSHE L,

hTr A= N B KT, Py FOAS B— ROLREELSRET, FriL E—
RCE, 7y FREAHBLSNET, W, T AK— b E— FETy FY—xr R
tyva SR, by E— RRMOTRTOERSA 7 (F— b o=z E) I
RS ET,

151
WOBNL, IPSec #EfiE— K& b RV TET D HIEZ R L TWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn
FP9300-A /security/ipsec/connection # set mode tunnel
FP9300-A /security/ipsec/connection* # commit-buffer
FP9300-A /security/ipsec/connection #

avy kR il

create connection Hr Ly IPSec £t 2 ERL L £97,

set local-addr IPSec #fi D — A1V IP 7 RLAZRELET,
set remote-addr IPSec #ft DV E— MIP 7 RLAEZRHELET,

. setav K



| seta<w>k
set modulus .

set modulus

RSA ¥ —f%¥ (SSLF¥—DEE) bty FHEMN THET 5121, set modulus =~ > F&{#H
LET,

set modulus {mod1536 | mod2048 | mod2560 | mod3072 | mod3584 | mod4096 }

BX DA vy MEALO RSA F— FAhleA 7 v a A3k LB TT,

BREC (SSL % —K) e mod1536 : 4RI 1536 £y kTF
+mod2048 : {R#IF 2048 £ FTH
+mod2560 : $R#I% 2560 £ KT
+mod3072 : #R¥I% 3072 £ FTH
+mod3584 : $R¥I% 3584 £ T

*mod4096 : AL 4096 £ T

av YR E—F F—Ur7E—F
av Y REE 1)1)—2 EREAR
1.1(1) awy RBBMEnE L,

EELOAA RS54y “Oavy FEAHEALT, *—J 70X —0RES2HELET,

451
wOWNL, F—V o7 DOF—DESL L T2048 vy NEfEET L HEEZTRLET,

FP9300-A# scope security

FP9300-A /security # scope keyring test-ring
FP9300-A /security/keyring # set modulus 2048
FP9300-A /security/keyring* # commit-buffer
switch-A /security/keyring #

EEa<v R avo kR BT
set cert F— V7 DORSAGEHEEZANLET,
set regenerate F7 4k F— UL TRSA F—ZFHERLET,
set trustpoint F— U U VRAEEFAERTEDLINE I DERELET,

setav K
I



setav K |
. set out-of-band

set out-of-band

FNRAAZADOEHIP 7 FLAEZZEFE T HI21%, setout-of-band =~ > FEFH L £,

IPv4 7 R L ADHE

set out-of-band {gw gateway address|ip ip_address| netmask network mask}

IPv6 7 RL ZADH4E

set out-of-band {ipv6 ipv6_address|ipv6-gw ipv6_gateway | ipv6-prefix ipve_prefix}

EX D3 gw gateway_address IPv4 57—+ =A 7 RLURAZATLET,
ip ip_address FNA AEET 7 ¥ AD IPvA T RLAZFELET,
netmask network mask  1pyy 7 L 2ok y bR 2 R E LET,

ipv6 ipv6_address FRAAERT 7 ADIPv6 T FLAREELET,
ipv6-gw ipv6_gateway  [pyg #— k7o 7 KL AEZ AN LET,
prefix ipv6_prefix IPV6 7 RLAD T L7 4 w7 ZABE2 AN LET,

GE) T —YOIPVOEET RL AL LTHR—FENDDIL,
IPv6 72— )L Z=F ¥ A N 7 RLADHTT,

AU KE—F IPv47 RLR: 777y f ¥ —axy hE—F

IPv6 7 R LA : IPv6 i & (fabric-interconnect/ipv6-config) E— K

avy RBE J1)—2 EEANE
1.1(1) awr RPMENESNE L,

ERLDAA ESq s HHEIPT RUAREE Lifh, HLOT KL A& L CEFEOMR % TS 5 LR b
ESE

bHaAv RIAUTIPT RLA XA T3 HO0F—T— FLEHEEROIEF TANTX
9, ROFZZRLTIIZEN,

\)

GE) T —TVDIPVOERT KL AL LTHR—bFENDDiE, IPv6 /1 — 3L =% v A |k
7 RLADIRTT,

. setav K



| seta<w>k
set out-of-band .

il

WOBNX, BEDOIPVAEEA L X —T 2 A ABI O~ U= T RLAZFRL,
BLWT RURZRET D2 HEEZRLTHWET,

FP9300-A # scope fabric-interconnect a
FP9300-A /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0

64 Operable

FP9300-A /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0 gw
192.0.2.1

Warning: When committed, this change may disconnect the current CLI session
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect #

WOBNL, BAEDIPV6EHA L ZF—T oA ZAB IO — T =A T RL2AZFERL,
FLWT RLUAZRET D HiEEZRLTWET,

FP9300-A # scope fabric-interconnect a
FP9300-A /fabric-interconnect # scope ipvé6-config
FP9300-A /fabric-interconnect/ipv6-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1

FP9300-A /fabric-interconnect/ipvé-config # set out-of-band ipvé 2001::8999 ipvé6-prefix
64 ipvé-gw 2001::1

FP9300-A /fabric-interconnect/ipv6-config* # commit-buffer

FP9300-A /fabric-interconnect/ipvé6-config #

av Uk Bl
show BIEDTNA ZEHIP 7 FLAZFERLET,
show ipv6-if BAEDT /SA ZEHIPv6 7 L AZF R LE T,

setav K
I



setav >R |
. set password

set password

S TH YL R DSRAY = REEET S0, st password 3 REMALET,

set password
EBX DA IOy RIFGIBELIF—U—RIb v £HA,
ATy R E—FK scope security/ : HEa 74 L TNBE2—HFDONRRAT—RREEFELET

scope security/scope local-user/ : BfED I —H )L 2 —PD/NRAT— REHEELET

av Y FRERE J1)y—=x EERNAE
1.1(1) awr RPMEMNESNE L,

FEHEEDHA KSq > setpassword 2~ R ANTH L, NAT—=ROAN EHERZRD LT 07 MRFIRSh
F9, BX2 VT 4 EOBEANS, AN LEART—=RECLLY 4 > RYIZEFRRESNER
/L/O

ZDONRAT — ROF/NCTFHIE 8 LF, HARCTHIT 80 LFTY, FEDR/N LT A ERR
F5IZI%, set min-password-length (65 ~—) ZAEHLET, [N AUV —F&4H
T HMENH HIZIL, set enforce-strong-password (37 ~X—7) EHHALET,

1

KOFNE, EX=2VT7 0 = REBBL, FriLvve—hL o2—% 7o h&ERK
L. ZOa2—VFDNRAT— RERET D HEEZRLTWET,

firepower# scope security

firepower /security # create local-user test user
firepower /security/local-user* # set password
Enter a password:

Confirm the password:

firepower /security/local-user* # commit-buffer
firepower /security/local-user #

avU kR ZREA
create local-user HHoa—hn a—F Thor FEERLET,
set expiration a—H T Hh U NBMIREINIC S B ERELE T,

. setav K



| seta<w>k

set password-encryption-key .

set password-encryption-key

REDT Y AR — MITHEFRERE ST 2 L XA SN F—2HET D121, st
password-encryption-key =~ RZ#H L £,

set passwor d-encryption-key

B DEREA

ARV R E—F

Zoavwy FIEBIBELTF -V —NIHY FHA, a~v 2 F2ANTLHE, ¥ —%
AN L THERT D LIk ET,

F—DEEIT4~40XFETT, AL =12 128 By hDOMD5 Ny ¥ 2@z 4tmk+ 572
OIS ET,

scope security/

avy NERE

FEREDAA RZA4 Y

Jiy—=x EERNRE
2.6.1 o=y RPMBEMEnE L,

RET T AR— MEREEM AT 5 L. Firepower 4100/9300 ¥ ¥ — ¥ DL T /N4 2L 7T > K
T — IR EEZEO XML 7 7 AV E Y E— F =N/ AR—FT&ET, ZDar
TA4FXa2lb—vay 77 ANVEH%TA AR — kLT Firepower 4100/9300 (& Gl (2 # k% iE &
WAL, BEROMERICR LY, VAT AEENOEEIELZV T2 N TEET,

FXOS2.6.1 LI, BRED T AR — MR T — RRZFDOMMOFE X — 70 & OB 2
FET AR T 2 —2EETAXERH Y £, RELXTZ AR— M 51T, /X%
U— ROZDOMOMEX—%2BEL CTEBLERNHY £7°,

Flo. T ANN261 VRO FX0S U U — 27%%774’/1/753‘3&7221‘3% I\éiftfcﬁlﬂﬁﬁ@\
T AR—=FSNTCREEZA Y R— T LHEF =Ty P VAT LT, =7 AR— MR
Cx—DEHEshD o1 _a&ﬁﬁéz%m@@it ZOBE. =Ty N VAT A :i/(/
N—hZFFA LET,

INAT — REF X —NREIND &, factory-reset T 7213 password-recovery & 31T L2 R Y |
EREIIHIRT 2 Z 13 TEX £ A, factory-reset F 7= (% password-recovery [ZF¥—% 27 U T
LT, F—DREINTORVIREBIZLET,

1

WOBNL, BIEORTEE T AR — N T BEIINAY — R SX—%2ET 5 HikE
AL TVWET,

firepower # scope security

firepower /security # set password-encryption-key

Enter a key:

Confirm the key:

Warning: Please make note of the encryption key configured. If you change the key,
importing configurations that were exported with the previous key will fail, because

setav K .



setav >R |
. set password-encryption-key

Import and Export requires the same encryption key on the system.
firepower /security* # commit-buffer
firepower /security #

BEavr R av Uk ER
cfg-export-policy T AR— K R o—5ERELET,
export-config BIEOV AT LAFEEZYE— M —NIZXML 7 7 A/ /LE LT

AR—FLET,

import-config URic= 7 AR —FL7=XMLa vy 74 ¥alb—ar 77 A L%
DT TIAT A —LET,

. setav K



| seta<w>k

set (password-profile)

set (password-profile) .

n—HNa—PF— RAT—=RT a7 7 A ) NNTRA—ZEREEIFIEETHIZE, AT —
K7a77A4LE—RTsat o~ R LET,

set  {change-count | change-during-interval | change-interval | history-count | no-change-interval }

X DR change-count count

=P —=RNHGDORAT— REERTE HiKBEL (st
change-interval THEE S L7 HIfH) o EIZ 0~ 10 TIRETE &
D

change-during-interval
{disable| enable}

0= VBFE SN2 — =R AT — R A CT& B Ik
DR A2 BN E I LET,

* disable : /NA U — REFERIBIZKT HHIRZ M LET,
s enable : /NA U — RATEEIZH T HHIBREZANZ L ET,
ZOF TV a i, =R RSN —FREHS DR T — R

EEETXHRKEABEIEEL, AU — FOEHEEE A FITTE
LI Z FRET DRNCANICT 2 HERH Y £,

change-interval interval

Z—HFORAT— REFEMFEIL, set change-count =~ > R THE
SNT-HKREEEZBEZRVEDICHEELET, FE#IL1 ~745 T
ETEET,

Z OFIR % fRE T D AEiIC set change-during-interval 7> a2 V&4
L THELSRERSH Y £7,

history-count count

12— B VERGE S Lz — =23 DARNZAER L7z /XA T — R % FEf
HATEL L2 bETIT, fERTDHZMERH DL —BDO/NAT—FR
DO, 0~ 15 DfEEEETEET,

T4V O count fHIZE a D=, NRAU— REREG T R
e . a—HPF—1ZURHEH LA A T — RE WO THLHRIHT
xFET,

no-change-interval hours

A—HP—=RNHGDO/NAY — R FEEE T RWOERR, 1~ 745 D
BEEfRETEET,

set change-during-interval 47> 2 >3, ZORRZHTET 2 E T
BN L TBBERHY £, £5 LARVnE, ZoEITEHRIN
£

ATV RE—F scope security/scope password-profile/

setav K .



setav >R |
. set (password-profile)

av Y KEE J1)—2 EERE
1.1(1) awy RBBEMEnE L,

FEHEDHA K54 > setchangeduring-interval 472 = i3, B—UAGERES NI —F—=NHHD/NAT—F
EHETELRREEZIHEL, AT — FOLREHZFEITTE DR ZfET DANCA IS
TOMLERDHY £,

7 7 4V b @ set history-count fEiX B D7z, NAT— RBEHD 7> MR EHIZR), 22—
P—ILAFIEA Lo AT — R2 WS THLHFIATE £7,

1

WOHIL, NAT—=R a7 74— REBKBL, SAU— REEOHIRZFRZ
LT, 22—V =48BI 2[BI7Z I H DA T — REEHETEH LR EL THh
5, BEOREEFR T DHHEEZRLTNET,

firepower # scope security

firepower /security # scope password-profile

firepower /security/password-profile # set change-during-interval enable
firepower /security/password-profile* # set change-count 2

firepower /security/password-profile* # set change-interval 48

firepower /security/password-profile* # commit-buffer

firepower /security/password-profile # show detail

Password profile:
Password history count: 5
No password changes allowed (in Hours): 24
Password change during interval: Enable
Password change interval (in Hours): 48
Password change count: 2

firepower /security/password-profile #

BEEavT R av R SR BA

show detail BREONRAT—RTFa 77 A ViREEFRLET,

. setav K
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set phone .

set phone

A=W T H T OEKSEEE A RET SIIE, setphone =~ FAMEH L £,

set phone tel_number

X DERHA tel_number 22— T H U b OEAE BT T, K 20 3CF,
avURE—F A
avy FEE )1y—= EERNA

1.1(1) awr RPMEMNESNE L,

151

ROBNL, BEO T =D 2= OEFHE S LIRET 2 HEELRLTVET,

FP9300-A /security/local-user # set phone +1-408-555-1212
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

EE]E:I?“/F :7": E‘H'.Eﬂ

create local-user HHRoa—hn a—F T Hho s M EERLET,

set phone-contact Smart Call Home 74 7 o b O@#EE L EZH S 2HBT L ET,

setav K .



. set (port-channel)

setav >R |

set (port-channel)

BEFEDOR— FF ¥ RNV DIRNT A= F B EETIIRET 2120, A— b F vy R/ £— KT st
o< FEFEHALET,

set {auto-negotiation | descr | duplex | flow-control-policy | lacp-policy-name| nw-ctrl-policy |
port-channel-mode| port-type| speed}

BXDEREA

auto-negotiation WE, T2 by A, 7a—iliJlin . —RRENRT A—H
{nojfyes} DODHEIR A T— g U EANEITESICLET,

eno : HEhx I o—3 g UAERNZ L ET,
eyes : HEhx v —v g VA LET,

descr  description R— hF v RVICHAZBMCE £9, ST 0~ 256 LT THE
TXET, FoiaRT o4 —2a7nLHcide A Lol s
HTEET, AN—RIMEHATE A, XFTFOKRREICIE. &
Ravy, BEUAR (KIER) | B X O & oa)Fia 2
TEETH, AN XTFEEDIATLZ LITTEERA,

duplex R—=h"TF¥YRNDT 2Ty I AE—REERLET,
{fullduplex | halfduplex} i

« fullduplex : W5 MO RIRFEE ZFEE L E 7,

- halfduplex : —FmBfELEEL £7,

flow-control-policy name 7 o —#IfHIAR Y o — %R — FF v FUZE VS THZ LR TXFE
T RY—HERELET, &K 16 LFOEBFEENTE £
—g—O

lacp-policy-name name [ACP R U > —& R — hF ¥ RMZE VY THZENTEET, &N
U —XEEELET, K16 LFEORKTFAHEHTE X7,

nw-ctrl-policy name ko hU— 2 HlHA Y L—E K R F X FATEY BTH LB T
xEF, KU o—AEBRELET, KK 16 LTEOEKTEHAT
%iﬁ—o

. setav K



| seta<w>k

set (port-channel) .

port-channel-mode R— R F ¥ RVOYRT —Z 12137 — 2 —T =4 ZAD
{active|on} E— REEHELET,

cactive : LACP7 v 77— haEERBIOZELET, 777 4
T HR—= N NF X XL, TITATERFIRNy T A= Fx
ANDNT N i A L CE 7, LACP N7 7 4 v 7 %
B/NCT DHEN S HGEUINE, 7277 47— REfHT
HUENHY ET, ZHIET 740 N TY,

eon : R— hF ¥ FUIFIZA > THY . LACPIIEH S EH
oo THY] BR=bF XML, BlO THr ] A—FFx L
& DPHGRO B AL TE ET,

HT—H A B =T A RIT VT 47 = RKDOHEVER—FL
F7,

port-type N—hF ¥R HATEIEREEZRELET,
{duder | data| data-sharing | . N _ ,
firepower-eventing | mgmt } »duster : ZOR— Ty R ET TAZGIAY 7 & LTH

TAHEEDOH, custer ZHEEL X7,

sdata : BEOT =X GEEIHHLET, 2B T 7L DX
A 7 TT,

e data-sharing : BHOT —XIHEHLE T, 207 F A A%
VATOHRYR—FINET,

- firepower-eventing : = 7R — kF v KL% Threat Defense 7 /3
AADED L VERA L H—T oA RE L THEALET,
firepower-eventing N — F F ¥ XV EFEHTH L, TXTOA X
YRDRTT 47 (WebA XU hpE) BEANET,

emgmt : TV r—va AV AX U AOEBICHERLET,
BB T NA AiE, BHA VX —T oA A& 1072 EID Y

THILEMWMTEET,
ZDaw s ROFEMIZOWTIE, setport-type (82 ~X—7) &5
LTL7EEN,
speed R— N F—HEREHEEZIEE L ET,

1100gbps| 100mbps| 10gbps| o
10mbps| 1gbps| 40gbps} ~ * 100gbps : 100 4 &> h/F,

+ 100mbps : 100 2 H &> NEb,
+ 10gbps : 10 ¥4 > MED,

+ 10mbps : 10 A H &> M,
«1gbps : 1 ¥4 &> hib,

* 40gbps : 40 XH & M,

setav K .



setav >R |
. set (port-channel)

AU R E—F scope eth-uplink/scope fabric a/port-channel/

avy RERE )1)—=x EERAE
2.4(1) data-sharing % 1 72BN S vE LT,
1.1(4) firepower-eventing % 1 7' 28BS vE L7z,
1.1(1) o<y RRBIEnE L,

FEREDHA KSq4y ZOaAXY R LTI A=FEZRET LN, A=A F—T oA XK — v
FRIAZEID B TET,

LACPR— +F ¥ XV E—RNIT—Z T —HILHEAN L X —T oA RAZDOHRBHINET, FE
F—XK if:&i#?*&i&tﬁ% VH—T A ZADPE . F— NIIHIT active TI,

H A7 cluster 137 T AXALENTZGGHT A RFER I 24858704 o 2 — 7:42T#o:
DEA X, 2=y IO T 2AZ@ERIC7 T AZHEY 7 ICHBRIZE D Y THNE
?o?7ﬁwbﬁﬁ\7?Z?ﬁ@9Vﬁ@%%@ﬁ~b??ZwL_§@% ERR S E
7,

TR A H =T oA AIHET A A TTEETEEEA,

H A 7 data-sharing 32T T A VAZ LV ATOHEYR—FEN., ZNEDTF—F 4 HF—
T A AT DFEITEBOFZT A, A/ T F A A X A (Threat Defense DJx) T
HCEET, KT T A VAZ L RE, ZOA v E—T oA R HETHHOTITOA v
AL AL Ny FL—UBRTEETEET, WA 7 —T7 =1 A%, EBHWRER=
TFA VAR ADRITEETHZ RV ES, HEA L F—T AR T, T v T —
TAUNRAUE =T 2 A (KT AXT LY N E—REREFINAN—T vy RE—R) | /7
Ay b, Rov T A F—Txf A, FHEFT 2= F ==V I TEIIR—-FEN
FH A,

firepower-eventing - o % — 7 = A A(% Threat Defense T /XA ADEH L Z V) EHA L H—
T2 A ATT, ZOAF—T 2 A A%&fEHT 5ITI1%, Threat Defense CLI CIP 7 KL A 7¢ &
DINT A =B EBRETHLERNHY T, 72L& 201X, A b (WebA X R d) nDEH
N7 7 4w 7 B TEEY, [Management Center configuration guide] @ [System
Configuration] D FEIZ# % [Management Interfaces] Ot 27 > 3 > %’f?"%ﬁ@ L CL 72 &V, Firepower
AR M AU HE =T 2 A AL, INBEA MNCT 7B AT 572D 1 DE L IFEEOFREET A
xfﬁﬁf%i#o%E?N4X@:@4V&—7I4x%ﬁbf4/5 7oA AuIHT
HMMOMGET NA A LBET HI LT TEERA,

mm4y5~7m42%ﬁmbf77)7H73V%VZ&VX%”@LiTO%%ﬁx%
W27 7B AT DO DETIFEBORET A ATHETEET, T A R T2 DA
VA — 7:41%ﬁbf AVE—T oA R ET HMOMET A R EBETDHZ LIELT
XFEH A, BT AL T, BHEA LI —T A A& 1O TFEV L TH LN TEE
E

FRETHA =T oA ZAREFIA L X —T 2 A ATHERT 727 Ly 7 2AE— N EL
HBxET, 20D, 727y 7 AE—RERET HANCHEZHRET HLERNH Y 7,
A 10 /21X 100 Mbps IZFEET D & A— N TIIE_EE— RE2HHT 5 L5 ICHEMIC

. setav K
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set (port-channel) .

RESNETN, &2 HET—FE2HEETDHZEHTEET, 1000 Mbps (1 Gbps) LA E
WCHRET AL, AEMICE EE— FAMEH SNLET,

T7 4N hOT7u—HIHRY) —ERELTZGAIE. A X —T7 oA RTTTITEA I TWY
FT, HLORY O —ZER LT8HA1E. TORY —%2R— b F ¥ 2UIEATE £4,

1

/<L =N

4ODAN— A B —T x4 ATR—FF¥ L1 2EKRKL, 214 7%

5 — Z |2 E L. EtherChannel # On E— RICERETAHEEZ L TWET,

firepower# scope eth-uplink

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

/eth-uplink # scope fabric a

/eth-uplink/fabric # create port-channel 1
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # set port-type data
/eth-uplink/fabric/port-channel* # set port-channel-mode on
/eth-uplink/fabric/port-channel* # commit-buffer
/eth-uplink/fabric/port-channel #

EEav> R

avw Uk Bl

create port-channel EtherChannel 1/ > % —7 = A AZBIML £9,

scope interface A H =T 2 A AREEREBIOEHRTE AL 121 v 7 —
TxA AE AN LET,

setav K .



. set port-channel-mode

setav >R |

set port-channel-mode

EtherChannel DR — kN F % /L E&— FEZEET ST, set port-channel-mode =2~ > K% {#
LET,

set port-channel-mode {active | on}

BX DA

ARV ETIANE

AR E—F

active EtherChannel NODA X —T = A A% T 7T 4 TITRELF T,

on EtherChannel NODA X —T = A4 A F VIR ELET, T—HXF
T =2 =T 2 ATOBRYR—FENET,

57 )V k F— KiX, active TI,

scope eth-uplink/scope fabric a/create port-channel/

av Y RERE

FEREDHA FS1 Y

J1)—=x EERNE
2.4(1) awr RPMENESNE L,

EtherChannel N D&Y ELT — X £ 72137 — X HHFA L 4 —T 2 A AZ RO LI IZTRETEET,

T IT 47 :LACPT v 75— b aeEEBL0%IELET, 7277 17 EtherChannel (3,
T T 4 7 F£721%7%y 7 EtherChannel & #5i 2 WL CTX £9, LACP b7 7 4 v 7 &
INCTBUENSDGEUINE. T2 747 T—FaEATILERDHY £7,

o 4> : EtherChannel IZ{§ 124 TH Y, LACPIXMEH S ¥ A, (4] O EtherChannel
X, Bl 4] @ EtherChannel D & £t ML T&E £97,

T —H AV BT = A ADBRT I F 4 7 = R hF—F LTHET,

il

WOFNL, 4 DDA N— A LB =T 24 ATR—FF 3L 1 ZBINL, A 7%
7 — 5LE§ETJ§L\ EtherChannel % On £— RIZERET D HiE&EZ /R~ L TWET,

firepower# scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # create port-channel 1

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # set port-type data

. setav K
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set port-channel-mode .

firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

EEav> R

avwo kR

BLl]

create port-channel

EtherChannel f > % —7 = A AZBIML £,

create member-port

EtherChannel |2 A >/ X— %% 24T E 9,

set port-type

A B =T 2 A A XA TEHRELET,

setav K .



setav >R |
B setporttype

set port-type
A VB —T 2 A ADKR— K XA THFETHITIL, setporttype 2~ REMFHLET,

set port-type {cluster |data|data-sharing| firepower-eventing | mgmt}

X DA cluster 7 T ABACES T GRELT NA ANEHT DR A v H—T = A A
ZATTT, ZOZATE, 2=y MlAD I T2 Z@ERIZZ T A
Y 7 ICHBICEI D Y ConEd, T4V RTE, 7T
ALHE Y > 7 1% 48 F DR — hF v v EIZHBIC/ERR S E
T, SIAFALREUARA T FZRAEN) T OEE . T AT
TABBAT DA LB =T 2 A R HHTHZ LT TEETA, &
I AZNBED Y T AZEEY oy BEHATTELL I, 7T
A 4 EtherChannel IZ VLAN Y7 A4 X —7 = A A% BINTE £,
JDITABA LV HE =T 2 AT A B —T 2 ZA%BMLTH
B EDAVH =T 2 A AEFAT 4TV TAXIIMERTE
/v, Device Manager CTl&7 7 AKX Y 73R — FSNERHA,

data T A =T oA ATRIETNA AFTHETEEEA,

data-sharing aArTF A VAR ATORYER—NEN, TRHDOT—H A
B —T 2 A AT DETITEROGGERT A X /aTF A RAF
A (Threat Defense ¥ ff]) THFCTxFzEd, FarvrfF A A%
VAL, DA H =T oA AEIETHMOTRTOAL AL
AL Ny FL—rRBTHETCEES, A X —T AR
X, BRI VT T A VAZ U ADBIZEET L EnNH F
T, WHA L H =T 2 RE, TV DT N—=T A R—f L H—
Tz A (FTUART LY b E—FRERIFNV—T v FE—K) |
oIy b, R TA L E—T A A VTFTAE, F-1X
T =V F— = 7 TP R— P ERER A,

firepower-eventing ZDA B —T x4 AL, Threat Defense 7 /3A ADEH &V E
HA L H =T A ATT, ZOA U FZ—7 = ZA&fEHT 51213,
Threat Defense CLI TIP 7 RV A2 EDIINTG A —H BiRET HMLE
N EFT, LEeIE, A F (WebA XU R L) nBEH
T7 4y 7 &G TEET, [Management Center configuration guide
® [SystemConfiguration] ?OF:(Z4 % [Management Interfaces| D&
7 varvEBRRLTLIEE, Firepower f X2 h f X —T = A
AL, AR A MZT 78 AT 57200 1 DE I IFEH ORI T A
AATHATEET, @7 A AIZDOA v F—T = 2% L
TAVE—T oA AT HMOMET A A LWETHZ LT
TEEHA,

. setav K



| seta<w>k

AR R TFI4ILE

aAvU R E—F

setport-type I

mgmt BHA =T oA AR LCT IV r—va AV AX L A
BELET, SRR MIT 7B AT 5720121 DE I3 EEOH
BTN ZATHETEET, TS RAFZDOA U H—T A R
EILTC, AU ¥ —T oA ZAET HMOMET A R LEET
HZEIITEERA, FmBET A AT, BEHA XY —T oA A
BE1OETEIVYTHZENTEET,

T 7 F )V kDH A 71 data T,

scope eth-uplink/scope fabric a/scope interface/
scope eth-uplink/scope fabric a/scope interface/create subinterface/
scope eth-uplink/scope fabric a/create port-channel/

scope eth-uplink/scope fabric a/create port-channel/create subinterface/

av Y FERE

FEREDHA K54

1)1)—=x FEAR

2.8(1) CNTFA AR AT FG ALY T THEATDHVLANY T A 2 —
TxAADduster ¥ A S ERETEET,

24D data-sharing % 1 7 28BN &4 E Lz,

1.1(4) firepower-eventing % 4 7’23 BIME N E L7z,

1.1(1) awr RPMENESNE L,

aVTF A AL AL, datasharing X A T DA X —T = A A TEET, T OBEEE
AL T, MRS 2 —T oA ADEHELHH L, FR2xy U —7 OFEANEYR— |
TEET, AV F—ToA RAEIETIHLE V=V BEOMACT RLAEZMHALT, IE
LWA P RARZ AN T T 4y 7 BEEELET, 722, A F—T A4 AT, v —
VHIZTNV Ay Vo R VR0, kT — T AN KELSRDIENHY T
(TARTCOA LV AF AN, AL HF—T oA ZAEHFGTIEOMTITOAL L RAH AL
WETELOMLERHYET) . TOd, WHTELA, U F—T =2 ZADOEITITHIRAH Y F
7

AT — 7 A T, v — UL VLAN 7 A v 2 — 7 = A ZD#EEMIZ VLAN 7 /Lv—7
F—TNAHRELET, Bl —T oA ZADEE FOMDEAPEIZIG U T, FAS500{HD
VLAN 7 A v 2 —T = A4 AEVERR TX F9,

HHA L Z =T = A ZDEID B TIZROHRZZI L T IZE W,

HBFALHE—T A AT DERA VAT AE 14, 72L& 2 1L, Instancel ~ Instancel4
|Z Ethernetl/1 ZEIV Y CTHZ ENTEET,

A VAR UAT L DEERIEA 2 —T 2 A Z¥ 10 7= & 21T, Ethernetl/1.10 4 L T
Instancel (Z Ethernetl/1.1 ZE| D ¥ TAHAZ LN TE £,

setav K .



setav >R |
B setporttype

AR RTRURERE I TAZERMTOFIDBIVNASAT 7V r—yav DA 2 —T A
AL A T DOHR— MIONTIE, RORESHRL T IEIN,

RIAMAVB—TIARBA TDYR—F

FIVr—vay F—4 T—R: |T—4H |T—42H% |EE Firepower |5 524 |95 R
HyIJ4Y |F H:497 AL | Eatend |42 - 50
A—Tx 43— NDH) 43—
4R JxM4 R JxM4 R
FTD 2Z R |5t — — — %t it %t it — —
V=V
AT 47
A ARHE
VA
AH R wths = s *F s = s = s = s — —
Tay 3
T A
VAR
z
7T AL | Wi — — — = its *F s *F s —
T e
5y A1
A 4 B
7
BhaChannd))
7T AL | Xt — — — *F s *F s *F s % it
=N
. (¥—
f;x& P
g = 4
)
BhaChannd))

. setav K




| seta<w>k

setport-type I

FrVr—ay

F—%

T—43
vk
A—Tx
4R

—_

T—aH
7 97
43—
T4 R

Firepower
oY

D5R%
(BhexChamnel
DH)

DI R

247
A3 —
24 R

ASA

AH R
Tay R
AT 47
A AH
A

xt i

xt i

xt i

7T AL
2A T A
7 AU A
H A

X It
(¥—
TR Z
2 HHH
%)
BhaChannd))

xt i

xt it

il

WOHNE, 4 DDA NR— A H—T 24 ATHR— T v 31 ZEBNL, A4 7%
F— Z |2 E L. EtherChannel  On E— RIZHRETAHEEZRLTWET,

firepower# scope eth-uplink
/eth-uplink # scope fabric a

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

/eth-uplink/fabric # create port-channel 1

/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # set port-type data
/eth-uplink/fabric/port-channel* # set port-channel-mode on

Ethernetl/1

Ethernetl/2

Ethernetl/3

Ethernetl/4

WOBNX, 35DV T A X2 —T A A%BML, R— K ¥ A 7% data-sharing |Z5X E
THHEERLTVET,

firepower# scope eth-uplink
/eth-uplink # scope fabric a
/eth-uplink/fabric # enter interface Ethernetl/1l
/eth-uplink/fabric/interface # enter subinterface 10
/eth-uplink/fabric/interface/subinterface* # set vlan 10
/eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
/eth-uplink/fabric/interface/subinterface* # exit
/eth-uplink/fabric/interface # enter subinterface 11
/eth-uplink/fabric/interface/subinterface* # set vlan 11
/eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
/eth-uplink/fabric/interface/subinterface* # exit

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

setav K .




setav >R |
B setporttype

firepower /eth-uplink/fabric/interface # enter subinterface 12

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

firepower /eth-uplink/fabric/interface/subinterface #

BEa<v KR avy kR &R
create port-channel EtherChannel f > % —7 = A A% B L £7,
scope interface AV H—T 2 A AREEREBLIOEETEX L L) 1WA ¥ —
T A A ANTTLET,

. setav K



| seta<w>k
set port-type (aggr-interface) .

set port-type (aggr-interface)
AUE—=T o2 ADKR— K A TEHET HITIL, setport-type 2~ REFHLET,

set port-type{data| data-sharing | mgmt | firepower-eventing | cluster }

X DERHA data (FFvay) F—F A2 —T A AFRBT A AMTHET
TEHA,
data-sharing (AT ay) avFF AL RAZATORYR—FSH, 20b

DF—=H A HZ—T = AT 1 DEIFEROHIT A A2
T A AR A (FIDEHH) CHETCEET, Karrh A4
AB AT, DA B —T oA AR ETHMOTTDOA R
BUARE RNyl FL—VREATERECTCEET, A/ ¥ —Tx
A Ak, BERAEESR AT T AV AZ L ADBICEET L L ND
DET, HEA L HX =T A RT, TV TN—T AN (v
=Tz A (FTFTUAXT LY N EB—RELIFL—T v K E—
R) . A48y b RNov T 0¥ =T AR, F20F
Tz—)vF—R_— Y7 T FR—FENEHA,

mgmt (FTvay) FHA X —T = AEFER LTSV r—ra v
AVAB U AEERLUES, MR A NMIT 7 ERAT 572021
FNTEBOGRET A A TIETEET, T A RXZ DA
VHE—=T 2 A AEN LT, A v E—T oA A HETHMOMET
NRAALBIETDHZ LT TEE A, BT A XTI, BA
VE—T 2 A A% 1 ODORETHOYTLHIENTEET,

firepower-eventing (AT ar) ZoA 2 —T A AE, FIDF /A ZADE I X
VEWHA L H—T 2 AT, 2O F—T oA ZA&MFHT LI
IZ. FIDCLI CTIP 7 RL AR ED /T A — X 2 HET HLEN
DEF, mEZE AN (Web ARV MR E) »OEHENT
74 v 7 &5 TE £9, Management Center {0 A RO AT
LREDEIZHD BHA L X —T A A OB a1
TL 2V, Firepower A X2 A H—T = A AE, IMBARA B
W27 7B AT DI DERITEROGwRET A A THEFTEE
To T NA RALZDA LV F—T =2 A R LTS U H—T = A
A BT HMOMET RA A EBETDHZ LITTEERA,

cluster (ATvav) 77 ALLENTZGRHET A AT 5551724
VE—=T A RABAT T, ZOXALTDOA L H— 7I4xi =
=y NI TRAZREBER D7 7 A2 HY > 7 1 AEIIZE Y 24T
6miﬁo?7¢w%f@\7§x&ﬁmu/7if%b%kzw
S ICHBIIITAERL S AL E T

a<vY R E—F scope cabling/scope fabric a/

setav K
I



setav >R |

. set port-type (aggr-interface)

avy FNERE

EREDAARZA4

)1)—=x EERAE

2.4(1) data-sharing % 1 72BN S vE LT,
1.1(4) firepower-eventing % 1 7' 28BS v L7z,
1.1(1) a~w s RpBMmEnE L,

T A AR AL, data-sharing ¥ A T DA L H—T = A AFTEET, T OWHKEE
EHERHLT, WA 2 —T7 oA AOERFELZEHHL, e xy N —27 OB AEHHR— |k
TEET, AVF—TaARZIETDE, P —VIF—EHOMACT RLREMEHLT, IE
LWA VAL AN T T4y 7 &EEELES, 2L, WA F—T 24 ATIEH, Vv —
VI TNV Ay 2 bR URMEL D720, kT —TNVNRKREL DI ENDY T
(TRCOA LV AZ AN, FAILA LV H—T oA AT HZOMTRTOAL L AX AL
WECTEXLAMERHVET) , TOd, WHTEDHA X —T oA AOEITITHIRRH Y F
D

1

WOFITIE, A v X2 —T 2 ADKR—F XA THREL, FIHAERa~ K& U R
B FEERLET,

firepower-9300* # scope cabling

firepower-9300 /cabling* # scope fabric a

firepower-9300 /cabling/fabric* # create breakout port breakout 2 1
firepower-9300 /cabling/fabric* # show config

scope fabric a
+ enter breakout 2 3
+ exit

exit

firepower-9300 /cabling/fabric* # exit

firepower-9300 /cabling* # exit

commit-buffer I REfFEHT 3 & N AT BNTEE L%,

firepower-9300* # scope eth-uplink
firepower-9300 /eth-uplink* # scope fabric a
firepower-9300 /eth-uplink/fabric* # show

Fabric:
Fabric ID

Afirepower-9300 /eth-uplink/fabric* # show

<CR>

> Redirect it to a file
>> Redirect it to a file in append mode
aggr-interface Aggregate Interface
detail Detail

event Event Management
expand Expand

fault Fault

fsm Fsm

interface Interface
port-channel Port Channel

stats statistics

setav K
88



| seta<w>k

set port-type (aggr-interface) .

| Pipe command output to filter

firepower-9300 /eth-uplink/fabric* # show aggr-interface expand
firepower-9300 /eth-uplink/fabric* # show aggr-interface

1-4 Slot

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

detail Detail

expand Expand

n/n Ethernet<Slot Id>/<Aggregate Port Id>

| Pipe command output to filter
firepower-9300 /eth-uplink/fabric* # show aggr-interface expand
firepower-9300 /eth-uplink/fabric* #

acknowledge Acknowledge

create Create managed objects
delete Delete managed objects
enter Enters a managed object
scope Changes the current mode
show Show system information

firepower-9300 /eth-uplink/fabric* # scope aggr-interface
1-4 Slot
n/n Ethernet<Slot Id>/<Aggregate Port Id>

firepower-9300 /eth-uplink/fabric* # scope port-channel 2
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface* # create member-port
Ethernet2/1/1
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* # show config
+enter member-port 2 1
+exit
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* #
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* # exit
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface* # exit
firepower-9300 /eth-uplink/fabric/port-channel* # show config
enter port-channel 2
enable
enter aggr-interface 2 1
enter member-port 2 1
exit
exit
enter member-port 1 6
enable
exit
set auto-negotiation no
set descr ""
set duplex fullduplex
set flow-control-policy default
set lacp-policy-name default
set nw-ctrl-policy default
set port-channel-mode active
set port-type data
set speed lgbps
exit

firepower-9300 /eth-uplink/fabric/port-channel* # set port-type

cluster Cluster

data Data

data-sharing Data Sharing
firepower-eventing Firepower Eventing
mgmt Mgmt

firepower-9300 /eth-uplink/fabric/port-channel* # set port-type cluster

setav K .



setav >R |
. set port-type (aggr-interface)

firepower-9300 /eth-uplink/fabric/port-channel* commit-buffer
firepower-9300 /eth-uplink/fabric/port-channel #

BEa< R avw ok &% EA
create port-channel EtherChannel A > % —7 = A A& BML £7
scope interface MPRA A —T oA AERELET,

. setav K



| seta<w>k

set prefix

set prefix .

AT FAVARZ AL E—T 24 ADOMACT R 2O HEVAKRHCHEH S 2 MAC T
RLRAFVT 47 AEFRETDHITIL, setprefix 2~ REfHALET,

set prefix prefix

BX DA

prefix 1 ~65535 D10 EHERELET, 2O VL7 4 v 7 AT 4HD
16 EEEICEHF SN, MACT RLZ2D—E L L THEHENET,

O R E—F

scope ssa/scope auto-macpool/

avy FERE

)1y—2 EENRE
2.4(1) avy RBNBMESE LT,

FEREDHA K542

FXOS > ¥ —id, ALV AXZ L ADIEFA L B —T 2 A AP—FD MAC 7 R A Z{FHT
HX9C, avTFF ALV ARE AL E—T oA ADMACT L 2 & BEWICAER L £,

TFVr—a NOEE A v Z—T A AITMAC T RLAZFETEIV Y TE L, FET
FO B THNTEMAC T RLAREHINE T, B TFEIMACT RLAZHIFRT S &, HE)
EREN=T RLABMERENE T, AR LIZMACT RLARR Yy NU—ZNDORIDOT Z A
NR—FMACT RLALBATAZENENICHY £9, ZOH/IE. 77V r—varNo
ALV A =T 2 A ZADMACT RLZAZFETHREL T IEEN,

HEVER ST FLRIZ A2 THEED7-0, TRLAREBETI I AR HDEZENHFH)
MAC 7 RL A% A2 ThE®HH Z LixTE 8 A,

\}

GE) MACT FLRAEZFETRETDHE, F 7 A2 —T oA ZABIEFLTORWEATYH.,

SENELIITbND LI, BUEHA v Z—T 2A A LOFTRTOY T A L F—T =
A AZAT—EBEDOMACT RLRAZHEHLET,

FXOS v ¥ — V%, WOBXEZHFEH L TMACT RLAEARK LT,
A2XX.Yyzz.72227

XXWIEZ—PERZDT VT 4 v 7 AFTNE VAT LAEED T VT 4 v I ATHY, zzzzls
VX —UDERLTEWNEA Y 2 TT, VAT LAEFRO S VT 4 v 7 AL, IDPROMIZ T BT
7 LA STV D Burned-in MAC 7 R LV ANDRHID MAC 7 RLAD T2 814 b —E L ZE
9, connect fxosz A L. WiZshowmoduleZ{#H L C, MACT RL A7 — L a2FKRLET,
72 2iE, BV 2= 1OV TRENTWVD MAC 7 R L ZAOHiPH2S b0aa.772f.f0b0 ~
b0aa.772f.00bf DA, VAT L T LT w7 AL b0 12720 £,

A—WEROT VT 4 v 7 AL, 16 EBICEREINIEHTT, 2—FERBOT VT 4 v T A
OFERFIEEZ R TBEZETET, L7497 AL LTTTREBETDE. Vv —U377% 16

setav K .



. set prefix

setav >R |

HEEE 004D (yyxx) ([CEHAL F4, MACT FLATHHT L, L7 4 v 7 RFdv—
FAT 4 7RI T DLW InET xyy) o

A24D.00zz.zzzz

VL7 4 w7 A1009 (03F1) DFE. MACT RLAIZRDO L H 12720 £9,

A2F1.032z.2zzzz

1

WOBITIE, MACT V7 4 v 7 A% 33ITREL TWVET,

firepower# scope ssa

firepower /ssa # scope auto-macpool
firepower /ssa/auto-macpool # set prefix 33
firepower /ssa/auto-macpool* # commit-buffer
firepower /ssa/auto-macpool

Bl

BEEav R av R
scope ssa

ssa B— R&ZBAGE L £9,

scope auto-macpool

auto-macpool E— K& Bsh L £7,

show mac-address

HBEESNTEMACT RLAZFRLET,

. setav K



| seta<w>k

set protocol

set protocol .

T AR—=F RV —DYE— K P—REBETIHEMEHINDLI T2 FavERET S
[0, setprotocol =2~ REMFHLET,

set protocol {ftp | scp | sftp | tfp}

BX DA

aAvU R E—F

ftp T ANEEERO 7 7 A NMEEET T han (FTP) #EELET,

scp Ty ANVEGEROEF 27 a™— 7o bzl (SCP) ZIEELE
K

sftp T ANEEROYF 27 77 A Vg7 m ha (SFTP) %45
L,:.E_‘L/i-é‘o

tfp 7 7 A NVERER O S 7 7 A Vinik~ e b as (TFTP) ##EEL

\i—a«l)

Ut

MEDT Y AR— K R Y T — (Jorg/cfg-export-policy)

avy FNERE

EREDAARSA

IJ IJ—X

EERE

2.0.1

o= RRBEMENE L,

Ioavwry REFERALT, Z7rA4MEET e ha L ERELET,

1

WOPNL, =7 AR—F RY o —DR— "EFEHRETDHHEEZTFLTWET,

firepower-9300* # scope org

firepower-9300 /org* # scope cfg-export-policy default
firepower-9300 /org/cfg-export-policy* # set protocol scp
firepower-9300 /org/cfg-export-policy* # commit-buffer
firepower-9300 /org/cfg-export-policy #

avyU kR

BLL]

set adminstate (/org)

T AR— R =AM LET,

set hostname (/org)

Ny P T T T A NVEENTIHTORA N ERELET,

set password (/org)

VE— K P—ROa2a—FLDORRT— REHFELET,

set port (/org)

N—rEFERELET,

set protocol (/org)

Ue—b Y=L D@ERICEMNT 270 harziE LEd,

setav K .



setav >R |
. set protocol

av Uk Bl

set remote-file (/org) TrANEEGaA L T4 Xab—vay Ty A VBT AR— |
THEETDO 7V NAERELET,

set schedule (/org) REXHBIMNICZ AR— T A7V a— VERELET,

set user (/org) VAT ANV E— M —R"aou A NMEHT O EDOH D —
PhERELET,

. setav K



| seta<w>k

set realm

set realm .

T 7 4V b ORFE—EAZFEET HIZIE, setream 2~ FE2EHLET,

set realm {ldap |local | none|radius|tacacs}

B DEREA

ARV R E—F

Idap LDAP iBFEZ R E L £ 77,

local a— VBRI ELE T,

none n—H) 22— IR — REfREETICn /4 T ET,
radius RADIUS BFEEZHE L £,

tacacs TACACS+ sRiEZ 5 LE 7,

F 7 F )V "NRIFE— R

vy RERE )1)—= EEANE
1.1(1) awr RPMEMNESNE L,
i
WORFNX, security/default-auth E— R ZBAtA L, 7 7 4 /L b OFRFEY — B A % Radius
WCRRET D HEZRLTWET,
FP9300-A# scope security
FP9300-A /security # scope default-auth
FP9300-A /security/default-auth # set realm radius
FP9300-A /security/default-auth* # commit-buffer
FP9300-A /security/default-auth #

EEav> R av YR Bl

set auth-server-group BT 23T B A, F— TN —T R ELET,

set use-2-factor FEF A Radius £ 7213 TACACS+ L/LAD “HHFEIBIFITHTE L
iﬁ‘o

setav K .



. set refresh-period

setav >R |

set refresh-period

Webt v &2 L OBHHIM (200 1A A 20— TR ST BRI OB AR 272
ETHITIE. set refresh-period =~ > &M L £,

set refresh-period  seconds

BX DA

O R E—F

seconds Webt v a v BNET 7T 4 7L RARENDETORME, HIZo~
3600 H 9, T 7 # /b ML 600 B TI,

77 4V NRFEE— R

avy FERE

FEREDHA FS1 Y

J1)—=x EEAR
1.1(1) awr RPMENESNE L,

CORERBHIREEZ S L, FXOSIZWeb v a v I ET 7T 4 T RRLETH, FOk Y
arvERKRTTAZ LTS FHA,

1

WOHNE, T 74V bOFRFEE— REBA L, By a v ORFRREZRET D ik
R L TWET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set refresh-period 800
FP9300-A /security/default-auth* # commit-buffer
FP9300-A /security/default-auth #

EEav> R

avw R SR BA
set ¥4 L7 7 ME set absolute-session-timeout, set con-absolute-session-timeout, set

con-session-timeout, 33 J 08 set session-timeout =< > K& L C
SFESERFALT U MEEHRELET,

. setav K



| seta<w>k

set regenerate
TI7ANEDOF—V U TRNOX—%FAERT HITIL, setregenerate 2~ > REFHLET,

set regenerate {no|yes}

set regenerate .

X DA no XF—EHEMRLEREA,
yes F—2HAERLET,
avY R E—F TV E-F
avy FER J1)—= EHEAR
1.1(1) a~wy RRBMEhE L,

FREDHA KSA Y

COa<w s REFEHALTC, T4 FOF—Y U THNORSA F—FHARKLET, Zoaw
YR, TN MOX—Y U NEFICEA SN E T,

il

KIZ, TN DOxF—V o THNOXF—52FEKRT HHEZRLET,

FP9300-A# scope security

FP9300-A /security # scope keyring default
FP9300-A /security/keyring # set regenerate yes
FP9300-A /security/keyring* # commit-buffer
switch-A /security/keyring #

BEav> K

avo R BT

set cert F— V7 DORSAGEHEEZASNLET,

set modulus RSA ¥ — %% (SSL¥—DREX) #vy ML THEELET,
set trustpoint F—U U TREAELBAENRTE DN E I NERELET,

setav K .



setav >R |
. set remote-address

set remote-address
IPSec#fiD ) E— R IP T RL AZIBET HI21L. setremote-address=~ > R&ZfEH L £ 7,

set remote-address ip_address

EX DA ip_address IPSec ¥555 D IPv4 721X IPv6 YU E—F ¥— Y= 7 KL A& A
HILEFT, K510 X,

ATV KR E—F $ft (/security/ipsec/connection) E— K
avy KEE DIENS EERE
1.1(1) g RASEBMEE LT,

FEELEOHA KS4>y Do~y e stlocal-address 1~ REA LT, IPSec#fe D= FARA v b AERL F
—é‘O

151
WOBNL, IPSec i D U E— K 7 RLRAZRETHHEEZRLTOET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn

FP9300-A /security/ipsec/connection # set local-address 209.165.202.129
FP9300-A /security/ipsec/connection* # commit-buffer

FP9300-A /security/ipsec/connection #

avw > R SR BA
create connection Hr LU IPSec B & ERL L £ 97,
set local-addr IPSec DT —H)LIP T RLAZHEELET,

. setav K



| seta<w>k
set remote-ike-ident .

set remote-ike-ident

IPSec b F NN Y E— ks BT IKEID #E T 5121E, setremote-ike-ident =~ > K& fi#
ALET,

set remote-ike-ident remote_|ID

X DA remote_|ID UE—h ET7DOIKEID, fK 510 35,
ATV KR E—F B¢ (/security/ipsec/connection) E— K
av Y FEE 1) —= EERNE

1.1(1) gy RAEMEHE Lz,

FEELEOHA KSq4> 0wy REMALT, IPSecHifiid U E— h E7DIKEID #HFE L £3, ZDIDIL, IKE
FAYT— g U POET OREECHE A SN ET,

51
WOFNL, IPSec #rD U E— M IKEID 2 ET 5 HFiEA R LTWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn

FP9300-A /security/ipsec/connection # set remote-ike-ident 203.0.113.12
FP9300-A /security/ipsec/connection* # commit-buffer

FP9300-A /security/ipsec/connection #

avw >R SR BA
create connection H LU IPSec #5652 ERR L £ 17,
set remote-addr IPSec ##t DY E— M IP 7 L AZHEELET,

setav K
I



. set remote-subnet

setav >R |

set remote-subnet

IPSec b RNV DO ) E— F 7 % v MERET HI21E. set remote-subnet =~ > K& i
LET,

set remote-subnet ip_address/mask _bits

BX DA

ip_address/mask_bits IPSec ¥ D IPv4 721X IPv6 U E— K BT % v N 7 RL R/~ A Y
EATILET, &K 510 L7,

aAvU R E—F

26t (/security/ipsec/connection) E— K

avy FERE

J1)—=x EEAR
1.1(1) awr RPMENESNE L,

FERHEDHA KSq4y O3~ FEMEHLT, IPSec #Hfi DY E—F ¥ 7Ry FOIPT FLA/~ A7 ZfEE L%

‘j—o

51
WOHIL, IPSec ¥ DV E— F 7 Ry hERETDHHIEEZRLTWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn

FP9300-A /security/ipsec/connection # set remote-subnet 209.165.202.128/27
FP9300-A /security/ipsec/connection* # commit-buffer

FP9300-A /security/ipsec/connection #

av U R SR BA
create connection H LU IPSec #5652 ERR L £,
set remote-addr IPSec ##t DY E— M IP 7 L AZHEELET,

. setav K



| seta<w>k
setremote-user [

set remote-user

s Eshi-a—Y o— il —HT 52— ~DOT 7 v XA ZHIRET 5I121%, setremoteuser =<
VREFEALET,

set remote-user default-role {assign-default-role|no-login}

BX DA assign-default-role D RO T A VARSI XD, U E— FNRIET T AL X
2=V ORFERE Gl —Y o — L AR L2V e | 22—
MY HEHa2—Y o= Tl T LNRTEET,

no-login =R A o ERBE X, UVE— FRAET BN X — R
A—PORHERE Glea—Y n— L 2Rt L e 7T 7R
EEINET,
avURE—FK X2V T7 4 E-F
av Yy FERE )1)y—= EERNE
1.1(1) awr RPMEMNESNE L,

EELEOHA K54 > assign-default-role 77 4 /b F DEIETT,

1

WKOBNL, EXx 2V T 40— RFRZ2HBL, 2—F o— LB EEShTnina—3o
T RAEEST D HEETRLTWET,

FP9300-A# scope security

FP9300-A /security # set remote-user default-role no-login
FP9300-A /security* # commit-buffer

FP9300-A /security #

BEEavT R av R SR BA

set authentication FI7 AN NOWIHY—EREEELET,

setav K
I



setav >R |
. set reporting-interval

set reporting-interval

=X RROFEHERZ HET DHE L EFKT DI, setreporting-interval =~ > R & H
LET,

set reporting-interval interval

BX DA interval Mt SRRz RS o RHOR S, BAREREITRD &k
nTY,

* 15minutes : 15 43 [Hf&

* 2hours : 2 IKFfH] (120 47) fHIFR

* 2minutes : 2 23 MHIFE

* 30minutes : 30 43 MFE

e dhours : 4 IKFfA] (240 43) [HIFR

s 60minutes : 60 43 (1 FEf#]) bR

* 8hours . 8 H#Fﬁﬁ (480 §U\> Fﬁ'ﬁﬁ%

9TV R E—F scope monitoring/scope stats-collection-policy/
av Y FERE )1)y—=R EEAR
1.1(1) awr RPENESNE L,

FEELEDOHA K54 > <setcollection-interval =~ > FAMEA LT, HAHEFREZIET HHELZEFR L., st
reporting-interval =~ > FZafi ] LT, #alHEHmEeMEToHEZERLE T, ZNOOME
THEHERIER Y = EZ SN E T,

WEA L F— LB OB T — 2 BA V FRIETE S L9510, A &2 — L3
EA A=V EDBELSRYET, ZHICXD ., BAME, BORfE, EWMEEFHRE L TG
Bl T —2 Nt s 4,

WAt E L, Firepower ¥ A7 ADROERETI Z L IZINE L THRE T2 Z &N TE LT, #
EDIVERY > —I27 7 B AF 5I21%, scope stats-collection-policy =~ > KZfEH L 9,

* Adapter : 7 & 7 ZZ B L 7o EHE R,

* Chassis : 7 L — N ¥ — B U 7 a5 i,

cFex I RESNTT 77V w7 =7 AT L ICBE L2 EHE
cHost : ZORY I—IAEHBY R — FSNDHHERED T L — AR /NLZTT,

. setav K



| seta<w>k
set reporting-interval .

sport : =K —h, TovFV 7 A=Y Ry hAR—bF BIOT vFV T 77 AN
F v R R— FEETeR— MR L - EHE R,

* Server . if**/§(Z5§E§l/ftﬁﬁgfﬁgiﬁo

\)

GE) BTV 7 ZLICT 7 A b MEEHERIEER Y =2 1 5T oH Y £9, BINTHEHH
WINEER Y =2 B T&E FH A, Fo, FOT 74V b AU —Z2HIFRTE £H A,
TN R =R EET L LIZTAAETY,

il

WROBNE, N— FOFHERIMNERY > —2 AH L, IERMBZ I 2ICREL, LAR—
MEBRZ 30 JICEREL. M rvarEdaly MO HEEZRLTHNET,

firepower # scope monitoring

firepower /monitoring # scope stats-collection-policy port

firepower /monitoring/stats-collection-policy # set collection-interval lminute
firepower /monitoring/stats-collection-policy* # set reporting-interval 30minute
firepower /monitoring/stats-collection-policy* # commit-buffer

firepower /monitoring/stats-collection-policy #

BEEavT R avw R SR BA

scope . . stats-collection-policy ©— R ZBRtA L £9°, Z 2 Tid, MHEHRDIL
Stats-collection-policy | ¢ o it DRI Z B E T £

set collection-interval | zhHE IO ILEBE & H7E L £,

setav K
I



. set resource-profile-name

setav >R |

set resource-profile-name

THVr—var A VAL ADY V=R I Ty A )VERKET DHICIL, st
resource-profilename =~ > R& A L £,

set resour ce-profile-name profile_name

BX DA

AR R E—F

profile_name IOT TV a A VAR ADY =R T a Ty ANV E
RELET,

scope ssa/scope slot/create app-instance/

av Y FNERE

EREDAA RZM4 Y

J1)y—2 EHERNRE
2.4(1) AVTF A VAR ATHATED L IR F LT,
L1(1) vDP T+ 2a~ RavEmMEnE Lz,

VvDP DA, VY —R 7a 77 A E, vDP A A—Y DX 7 — REFIZ FXOS 3% E TH Al
B SN E T, 2T F A U AZ U ADYA, createresource-profile=~ > KaEfFHLTY
V—A Tu7 7 A NVEERLET, showresource-profilesystem =~ R&fH L, A
BT 77 ANVERRLET,

ETHOT TV = a A VABADY A TR T A NEERTLE A AKX
AR LET,

151
WOHENL, vDP T SV r—2a v A VARV ADY) Y —A T a7 v A VERETHIT
HEERLTWET,

firepower# scope ssa
firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.10.1 cisco Native Application Yes

ftd 6.2.3 cisco Native Application Yes

vdp 8.13.01.09-2 radware Vm Application Yes

firepower /ssa # show resource-profile system
Profile Name App Name App Version 1Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,

. setav K



| seta<w>k

FPRO9K-SM-36,

6
VDP-10-CORES
FPRO9K-SM-36,

10
VDP-2-CORES
2
VDP-4-CORES
4
VDP-8-CORES
FPRO9K-SM-36,

8
firepower
firepower
firepower
firepower
firepower

451
WROHIE,

FPROK-SM-24

24576 Yes
vdp
FPRO9K-SM-24

40960 No
vdp

8192 No
vdp

16384 No
vdp

FPROK-SM-24

32768 No

’

’

’

FEERLTHNET,

firepower# scope ssa

/ssa/app # exit

/ssa # scope slot 1
/ssa/slot # create app-instance vdp VDP1
/ssa/slot/app-instance* # set resource-profile-name VDP-10-CORES
/ssa/slot/app-instance* #

FPR4K-SM-44,

FPR4K-SM-44,

FPR4K-SM-44,

FPR4K-SM-36

System
8.13.01.09-2 No
FPR4K-SM-36

System
8.13.01.09-2 No

System
8.13.01.09-2 No

System
8.13.01.09-2 No
FPR4K-SM-36

System

firepower /ssa # show resource-profile

Profile Name

App Name

App Version

, FPR4K-SM-24

FPRO9K-SM-56,

, FPR4K-SM-24

all

all

FPRO9K-SM-56,

, FPR4K-SM-24

set resource-profile-name .

FPRO9K-SM-44,

FPRO9K-SM-44,

Threat Defense I T F A VAR ADY VY —AX Fa 77 A )VERETSH

Is In Use

Security Model

Count RAM Size (MB) Default Profile Profile Type Description
bronze N/A N/A No all

6 N/A No Custom low end device
silver N/A N/A No all

8 N/A No Custom mid-level
firepower /ssa # scope slot 1
firepower /ssa/slot # create app-instance ftd FTD1
firepower /ssa/slot/app-instance* # set resource-profile-name silver
firepower /ssa/slot/app-instance* #

MEav2 R av YR Bl

show app-attri BEOT 7V r—ra vghasFRarLET,

create resour ce-profile

AT T ARG ATHMT D) Y =R T a7 7 A VL

£,

show
resour ce-profile-name

FIHARRER Y VY —R a7 7 A VEERLET,

setav K .

CPU Logical Core



. set session-timeout

set session-timeout

setav >R |

Web, SSH, BL U TelnetEv a7 A KLty gy XA LT U MERET DT,
set session-timeout =~ > K& L £,

set session-timeout seconds

X DA seconds Web., SSH, BX W Telnett >y a7 A4 Kty gy ZAL
Tk, flIZ 0~ 3600 ) TIHRETEET,
ATU R E—F T 7 AV FEEREE— R
vy FRERE J1)—=x EERNA
1.1(1) awr RPMENESNE L,

FEREDHA K54y O~y REMHALT, Web, SSH, BL O Telnet tv > a D7 A Lty vay ¥ A

LTV bEIRELET,

1

WOENEL, 77 /L bD

WAEE— RZBABL, 74 N kyiar AL LT U Ma4

ITRRET D71k E R L TOET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set session-timeout 240
FP9300-A /security/default-auth* # commit-buffer
FP9300-A /security/default-auth #

BEEav R avw R

Bl

set refresh-period

Web & v &g CHEFHIR 2R E LT,

show detail

BEOEya Bl a v A LT NREEFRL
F9,

. setav K



| seta<w>k

set snmp .

set snmp
Simple Network Management Protocol (SNMP) DFRE/NT A —H ZF%ET HITiE, set snmp =
~U REEEHLET,
set snmp  { community | syscontact | syslocation }

BX DA community Zoavwr REANTDE, 1~ 32 LFOWEMTO SNMP 2 X =

AU kFE—F

=T 4B ANNTDHEIICKROENET, AN LTzaIa=T44%
TR REINFEALD, EnterF—%4 L, Ny 7752233 v T
BVENHDL LRt T AZ Y AINTa T MNRRENET,

syscontact name ZDOVAT A LEOSNMPIZE L GEET DY FEDOL4RTZ AT LE
T, 0~ 255 LFDOFEBFEIBETEET,

syslocation location TDOVAT ADOEFEATILET, 0~ 510 LFEDOFEHFEFEET
xFEJ,

scope monitoring/

avy FERE

EREDAARZM4

Jjyy—= ETEAR
1.1.1 o< RNBIENE L,

2aTiE, MoORy NT—2 T XY r— g ORIV ICHERa S = —Y g
P—EREFEENCT DI 2R L TV ET,

ZDYAT LT SNMP Zi%ET SR SNMP =— = > | (enablesnmp) ZA#hZT 5 0%E
N ET,

set snmp community Z{EH LT, SNMP k7 v 7 D5EE~DT 72 A %7 Al 4 5 72 DI S
NHAJa2=7T4 T I7HAARN) T HIFEELET, SNMPv] £ 721% SNMPv2c 3 SNMP /N —
VarE L THRESNTWDLELAEIE, = : 2=T A4BBRaI 2 =T 4 AN 7 E LUTHEH
SNET, SNMPVIRRESINLTWOLSLEIE, a3 a=T 45 BR T v A v b—VE2KE
T 572D SNMP = —H— %kbf@%éni?o

SNMPa X 2 =5 44 %EETHE, SNMPUE— R~ —V ¥ 50O R—Y 7 ERICH L
TSNMP X—V = v 1 BEW 2 b HEIMICEZNZR Y 3,

N

GE)  SNMP N—T g 1 BIXU 21T, BERRBEMOEX 2T A BERHLOTHEELT

SIEEW, ZNHDNAR—=T g3 o TlE, TR TOFRBP L ENTICEEFESNET, 2
ME@/\‘—“‘/&? /"Cﬂ% @nLuE}F/JC& LT*)%% ?63\1:7‘4’7\FU‘/7%/E\iﬂi
7,

setav K .



. set snmp

setav >R |

I 2=T 44T 1O TE, 7272 L. set snmp community 2 L CEEE D4 RTE EEX
THIENRTEET, BFEOaI 2 =7 L ZHIRT 5121%, set snmpcommunity % A7) L &
T, 2L, a32a=T 4 ARV TIEATILRNTL S, 2F0, 9 —[ELEnter ¥—
%Tﬁﬂbiﬁ‘o Ny TZyhaly hThE, showsnmp DOHETIIT 15 Community Set: No LW I AT
WEENET,

1

WOBNL, T=4#V 7 T— REH L., SNMP AL EZBFHZL, SNMP 23 ==
T A LFHNE AT LR AREL, AR A2 v ML, showsnmp =2~ > R&ff
AL CERAZMRT D HEERLTWET,

firepower # scope monitoring
firepower /monitoring # enable snmp
firepower /monitoring* # set snmp community
Enter a snmp community:
firepower /monitoring* # set snmp syscontact R Admin
firepower /monitoring* # commit-buffer
firepower /monitoring # show snmp
Name: snmp

Admin State: Enabled

Port: 161

Is Community Set: Yes

Sys Contact: R Admin

Sys Location:
firepower /monitoring #

EEav> R

avw Uk =5 BA

disable snmp SNMP %5 4 E—7 /L LT,
enable snmp SNMP = 2z LE7,

show snmp BIfED SNMP it E & #rm LET,

. setav K



| seta<w>k

set (snmp-trap)

set (snmp-trap) .

Simple Network Management Protocol (SNMP) ~Z v 7 /35 A — & ZF8E T 512X, snmp-trap
EF—RCst a~v>y REFEMALET,

set  {community | notificationtype| port | v3privilege| version}

BXDEEA community

T T ORIA~DT 72 A T[T 5 T2 DI E R SNMPY1/v2e
A3 2=FT 4 AN T EEIESNMPV3 22—V L HFEE LT, =
Da<wry ReEANTEHE, ala=T A 4RRBRESNET, 4NE
K32 LFT, AN—RAIHEHTEEEA, AENFASLTHE
RENFER A,

notificationtype
{informs| traps}

D=V MTE>TAREINSD SNMPEIND X A T HETE L
ij‘o

sinforms: ZM 6L, BEEZRO—HLA X M e~ Xr—U ¥ IT
HENT D72 OIZEE SN DIHFEFHFRANTT, ZhHDA yE—
DIIHERISESNE T, ZOFF T 3 iE, version S ve2 12
RESNTWAEAICORMEFATE £,

straps: ZhHIE, EERR—NLA XY M RX— U [Z@A

THDITEE SN L HFEFEMTT, ZL6DA =
PISE SN ERE A,

port port_num

T—Y = FASNMPEREZZETHR— b2 LHETLHI121E, 20
awy REFHAVET, T 740 FOFR— ME 161 TT,

v3privilege
{auth | noauth | priv}

Zoavy REEH LT, XES7 SNMP 7 70 Simple
Network Management Protocol /X—3" = 3 (SNMPv3) &%= U 7 ¢
LAUL R E LET,
cauth : F—fF &y VoAl e LE T, HE{biXfEEL
FHA
e noauth : FEREE 71T S b2 E L EH A, TNERET S Z
I TEETAN, FXOSIEZSNMPV3 TZDOEFXF =2 U T 0 LU
EHAR—=RLTHRNZ EIZEREL TSN,
cpriv: F—ff& y v aflEiEl T — X OBt (77 A 30 —)
rHEELET,

setav K .



. set (snmp-trap)

aAvU R E—F

setav >R |

version {vl|vZe|v3}  }T o TEHERET DL SICEMNTHSNMP X U T ET L
EHETHICIE, Zoavy ReHLET,

evl:SNMP "— g 1 I EELET,

ev2c: SNMP N— 5 2c REEELET,

ev3:SNMP "— g v 3 2EELFET,

GE) SNMP RX—V a3 v 1 BLEO2c i, ERARFEMOEFX 2
Vo A BENDH 2O TEELTLEEY, Zhb5DN—
Va T, TRTCOEFERNBE LI NTICHESINE

T, TNHDON—T 3 o THE—ORFERA L L TERET
Hala=T 4 AN ITbEENET,

scope monitoring/snmp-trap

avy FERE

FEREDAHA RS2

J1)y—=x EHERNRE
1.1.1 o< RABEMEnE L,

SNMP (enablesnmp) A2 T 5I21E, SNMP b7 v 7 ZERR LTINS D/RT A —H ik
ETHENT, SNMP =23 = =5 ¢ (set snmp community) & 1ERT 2 %LERH Y F4,

BHLWSNMP F7 v 7 2ET 2 &, HILW T vy 7 BRELaIy FPSATHRVWI L Z2RT
7 ALY AT 3MFUNTZ monitoring/snmp-trap E— N3 B BRI S E T,

N\

GE) KR8 ODSNMP 7 v FAH{ERTE 7,

set version Z i il L C SNMPv1 % 7213 SNMPv2c 235% & STV 54, set community 51543
AIa2=T A ARV T ELTHERESRET, SNMPV3 BEE SN T LHAEIE, 051K
N, WA EETLEDOa—F—4 L LTHEAESNET,

SNMPv3 Tix, ~7 v 7@ v3privilege iR EA, BET 5 SNMPV3 2 —H—DtEFX =2 U7 1 L
X HEWER D HUENHY £9, 2F V., BHEMT LN —F—DEF 2 ) T 4 HE
X, D<K L b T TORELF L bWVWEXR 2T THLIMLENHY £7, 72L& 20E, %G
23 SNMPv3 o —H—|Zxk L THNZ e > TW D56 GEREIIATOND D, 77 A4 " —iEE1k
FTbieyy) | 22— —Dpriv-password (FFXESNFEH A, —F, TTANT—EFHMIL
T (DX, BEEP TN, TI7A RNV —lEbbiTbhd) Bz sET5561F, =—
W —® priv-password 23e%E ZAVE T, SNMPv3 = —H —|ZBEFIF e S2A T — Rk, b
7 v TR OB 2 — Y — 2 RAET DD I E T,

. setav K



| seta<w>k

il

/L=

set (snmp-trap) .

SNMP ZHZNZ L, IPv4 7 RL A &AL TSNMP 7 v 7 Z/ER L,

NR=T a0 VIICERTEL, VIHEBLAVLETTANR—IIREL, TP 7 va
vEaIy hLET,

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

# scope monitoring

/monitoring/ # enable snmp

/monitoring/ # create snmp-trap 192.168.100.112
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer
/monitoring/snmp-trap #

BEav> R

avyU kR

Bl

create snmp-trap HLWSNMP 7 v 75Ede 2 ERk L £,

enable snmp SNMP %A X—7 VI LET,

setav K .



. set (snmp-user)

setav >R |

set (snmp-user)

BEA7 D Simple Network Management Protocol (SNMP) v3 Z—H—D/ 37 X —X B fRET DI
I, snmp-user E— RKCsat <2 REfHALET,

set {aes-128|auth | password | priv-password }

BX DA

aes-128 {no|yes} Advanced Encryption Standard (AES) -128 K5kl i & 850 % 7=
IEENZLET, no £7201F yes ZASI L TL 72 &Y,

T 7 /L b TlX, AES-128 5 SARITMNIT 22 > TV E T,

auth sha HMAC Secure Hash Algorithm (SHA) (Z£:-35< SNMPv3 —H—0
AEEZ AN LET,

password DAY —DNRAT—RERELET, ZOavr KEANT5
L NAUY=ROAN LGB Z RO LD L D170 97,

priv-password S FI AN SAT— REEELET. COaw N
ANTBE, NAT—ROA EMRERDOND L H IR0 E
o ABS 7T A "YU — AT — RIS UFU L CTh 2 MLERH Y %

—a—o
ATV RE—F scope monitoring/snmp-user
avy FERE J)1)—x ZERNAE
1.1.1 o<y RPEBMENE L,

FREDHA FS1 Y

SNMP 22— —ZER L TCINH DT A —H ZFHET HENI. SNMP ZHEIZT 5 (enable
snmp) HERH D 9,

BLWSNMP 2 —H2AER T 5 L, HLWa—FREZa Iy hERTHWARNWI LE2RTT A
4 ) A7 B3 FUN 72 monitoring/snmp-user E— K725 HEICBRA S L E T,

TTAN—RAT— R (privd 7 ay) TiL, SNMPEF=U T ¢ k5{b =& L CDES
F7205 128 By b AES Z IR TE £9°, AES-128 DR EZ AN LT, SNMPv3 = —V HD
TTA N — RAT — REGHDH L&, Firepower ¥ v —UNEEDT T A Ny — RXAT— K&
FALTI128 Y b ABS F—ZA4 L 7,

451

ROFITIE, snmp-user1ia &V H ZHEITD SNMPv3 a—P—%E{Erk L. AES-128 21k
EAMEL, RAT—=RBLOT TA N —RAT—REHREL, bTo¥F 7
a3y MLET,

. setav K



| seta<w>k

firepower # scope monitoring

firepower /monitoring/ # enable snmp

firepower /monitoring/ # create snmp-user snmp-userl4d
Password:

firepower /monitoring/snmp-user* # set aes-128 yes
firepower /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

firepower /monitoring/snmp-user* # commit-buffer
firepower /monitoring/snmp-user #

set (snmp-user) .

av Uk ]
create snmp-user LU SNMPV3 2 — W —ZAERE L £,
enable snmp SNMP % A X —7 /LI LET,

setav K .



. set speed

set speed

setav >R |

AVE—T oA ADOWEEHET HITIL, setspeed 2~ FEEHLET,

N

G Zoa<wrRE, A= FTFrRLFHHTORAEHTE LT,

set speed { 10mbps| 100mbps| 1gbps| 10gbps| 40gbps| 100gbps}

B DEREA

AUk E—F

10mbps (fE&) #E % 10 Mbps ([Z7%E L £7,
100mbps (L&) %% 100 Mbps (R E L E7,
1gbps ({EE) #E% 1 Gbps ISR E L ET,

10gbps (L&) %4 10 Gbps TR E L £7,
40gbps (EE) W% 40 Gbps ICREL 7,
100gbps (L) HE % 100 Gbps % E L £,

scope eth-uplink/scope fabric a/port-channel/

avy FERE

EREDAARZA

J1)—=x EERNA
2.4.1(1) aw  RRNBIMENE LT,

BETDHIA A —T 2 A AREFIA =T =2 A ATHERTHT 27 by 7 AE— NI EE
HxFET, 20D, 727y I AE— RERET HANCHEZHRETHLERNH Y 7,
A 10 721X 100 Mbps IZFEET D & A— M T _EE— N2HHT 5 L H ICEEIMIC
RESNETHN, R EHE—FZHEETLHZLEHTEET, 1000 Mbps (1 Gbps) LA LDk E
WCERET D L, HEMICAE _HE— RMERA SR ET,

1
ROBNL, A F =T =2 ADREERET D THELZRLTOET,

firepower-9300 # scope eth-uplink

firepower-9300 /eth-uplink # scope fabric a

firepower-9300 /eth-uplink/fabric # create port-channel id
firepower-9300 /eth-uplink/fabric/port-channel* # enable
firepower-9300 /eth-uplink/fabric/port-channel* # set speed
firepower-9300 /eth-uplink/fabric/port-channel* # set speed lgbps
firepower-9300 /eth-uplink/fabric/port-channel* # commit-buffer
firepower-9300 /eth-uplink/fabric/port-channel #

. setav K



| seta<w>k
set speed .

BEa< kR avy kR &R
duplex Tal by AE—RER EHELIXY_EHIEELET,
show interface AVE—T 2 AARART =R AERRLET, HESTA—2tLbHb
T TRRLET,

setav K
I



setav >R |
. set speed (aggr-interface)

set speed (aggr-interface)
AVE—T oA ADOWEEHET HITIL, setspeed 2~ FEEHLET,

set speed {10mbps| 100mbps| 1gbps| 10gbps| 40gbps| 100gbps}

B DEREA 10mbps ({8) HE% 10 Mbps ICFRE L E T
100mbps (fE&) % 100 Mbps (% E L £,
1gbps (L&) A 1 Gbps [CRELE T,
10gbps (L&) #HE% 10 Gbps ICRE L £7,
40gbps (L&) HE% 40 Gbps [IZRRE L 7,
100gbps (L) #E% 100 Gbps [T E L E 7,

ATV R E—FR scope eth-uplink/scope fabric a/port-channel/

avy FERE )1)—= EENE
2.4.1(1) avy RBNBMESiVE L7,

FERHEDHA KSq4y HETDHIA L F—T oA AREIZA L Z =T =2 AA ATHMNT 2727 by 7 2AE— NITREE
H2FET, 20D, Ta7 by AE— RERETHANGHELZRET HLERH Y 77,
A 10 /21X 100 Mbps IZFEET A & A— N TIIE_EE— NE2HHT 5 L5 ICHEIMIC
RESNETHN, £ HE—REZHEETLHIILEHTEET, 1000 Mbps (1 Gbps) UL L
ICRET D L. HEICE  HEE— MR SR ET,

ROBNL, A H =T =2 ADREERET D HELZRLTOET,

firepower-9300* # scope cabling
firepower-9300 /cabling* # scope fabric a
firepower-9300 /cabling/fabric* # create breakout port breakout 2 1
firepower-9300 /cabling/fabric* # show config
scope fabric a
+ enter breakout 2 3
+ exit

exit

firepower-9300 /cabling/fabric* # exit
firepower-9300 /cabling* # exit
firepower-9300* # scope eth-uplink
firepower-9300 /eth-uplink* # scope fabric a
firepower-9300 /eth-uplink/fabric* # show

Fabric:
Fabric ID

firepower-9300 /eth-uplink/fabric* # show

. setav K



| seta<w>k

<CR>

>

>>
aggr-interface
detail

event

expand

fault

fsm
interface
port-channel
stats

set speed (aggr-interface) .

Redirect it to a file
Redirect it to a file in append mode
Aggregate Interface
Detail

Event Management
Expand

Fault

Fsm

Interface

Port Channel
statistics

| Pipe command output to filter

firepower-9300 /eth-uplink/fabric* # show aggr-interface expand
firepower-9300 /eth-uplink/fabric* # show aggr-interface

1-4 Slot

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

detail Detail

expand Expand

n/n Ethernet<Slot Id>/<Aggregate Port Id>

| Pipe command output to filter
firepower-9300 /eth-uplink/fabric* # show aggr-interface expand
firepower-9300 /eth-uplink/fabric* #

acknowledge Acknowledge

create Create managed objects
delete Delete managed objects
enter Enters a managed object
scope Changes the current mode
show Show system information

firepower-9300 /eth-uplink/fabric* # scope aggr-interface
1-4 Slot
n/n Ethernet<Slot Id>/<Aggregate Port Id>

firepower-9300 /eth-uplink/fabric* # scope port-channel 2
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface* # create member-port
Ethernet2/1/1
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* # show config
+enter member-port 2 1
+exit
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* # exit
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface* # exit
firepower-9300 /eth-uplink/fabric/port-channel* # show config
enter port-channel 2
enable
enter aggr-interface 2 1
enter member-port 2 1
exit
exit
enter member-port 1 6
enable
exit
set auto-negotiation no
set descr ""
set duplex fullduplex
set flow-control-policy default
set lacp-policy-name default
set nw-ctrl-policy default
set port-channel-mode active
set port-type data
set speed lgbps

setav K .



. set speed (aggr-interface)

exit

setav >R |

firepower-9300 /eth-uplink/fabric/port-channel* # set speed

100gbps
100mbps
10gbps
10mbps
lgbps
40gbps

100 Gbps
100 Mbps
10 Gbps
10 Mbps
1 Gbps

40 Gbps

firepower-9300 /eth-uplink/fabric/port-channel* # set speed lgbps
firepower-9300 /eth-uplink/fabric/port-channel* commit-buffer
firepower-9300 /eth-uplink/fabric/port-channel #

BEEavT R av R

BLL]

duplex

Tad by AE— FEREHELIPERHIHELET,

show interface

AVHE—T 2 A ART—HAEFRLET, WENRTA—2HLbb
TTCHRRLET,

. setav K



| seta<w>k
set ssh-server .

set ssh-server
SSHAHRA k F—DHV A ZLRETHITIE, satssh-server a2~ REfEHLE4,

set ssh-server host-key rsa key size

X DA rsa RAN X—DX A TEBELET,
key-size RA N F—=DH A X,

AU R E—F PoEA TR

avy FER J1)—= EHEAR
1.1(1) a~wy RRBMEhE L,

FEREDHA RSAY ZOa7r FefifILT, SSHARA b F—OH% A XaHELET,

151
WL, SSHARA N F—DV A X% 2048 ¥y MIRET D HEEZRLTWET,

FP9300-A # scope system

FP9300-A /system # scope services

FP9300-A /system/services # set ssh-server host-key rsa 2048
FP9300-A /system/services* # commit-buffer

FP9300-A /system/services #

EEav2 kR AU R Bl
create ssh-server FHLWSSH B — DA A N F—%ER LET.
delete ssh-server BEFD SSH AR A b F—ZHIR L £,
show ssh-server RAN =DV A KR LET,

setav K
I



setav >R |
. set sshkey

set sshkey

NAT—RRLOT 78 A%FFA[$ % SSH ¥ —% 4T T HI21E, setsshkey =2~ > REMHHL
£7,

set sshkey [none|user_ssh key]

X DA none (EE) 2—H D SSHAHF—% 27 U 79 521X, noneF—1U —
KEATTLET,
user_ssh_key (fF=E) =—% D SSH AR —% AN E /2180 i £,
avURE—FR R—AL =Y =R
av > FERE J1)—x FEAR
L1(1) g RBNBMENE L,

FEEEDHA KS4 > setsshkey DATI%IZ Enter F—Z2 5L SSHX—% 17T OANTLE T m 7 bR
FoREINFET, 52 T3 5I21%. ENDOFBUF & AN LET, FIET5IT1E, Ctrl-C F—Z4 L
ESc

51
wOFNL, BAEO T —hL 2—HF D SSH ABF— 2B ET HHEEZRLTWET,

FP9300-A /security/local-user # set sshkey
"ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATIEAUOIVQ2CMWBIY/S1£30k1CWinV31gdXMzO0WU151iPw851kdQgap+NFuNmHchb4K

1aQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1sGk51ug51s1oblVOIEwWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10op9LDpD
m8HPh2LOgyHTEi1IMI8="

FP9300-A /security/local-user* # commit-buffer

FP9300-A /security/local-user #

BEa<v R avy R 5 EA
create local-user HHOa— D)L 2—F T hY L N EERLET,
set password 2= T AT NDORAT— REEELET,

. setav K



| seta<w>k

set startup-version .

set startup-version

TV —aDAR— R T v T NN—T g VERET HICIE, st gartup-version =2~ K
EHERALET,

set startup-version

B DA startup-version TTVr—2ar A VAR UADAE—RNT T VT K= T /N—
Vav
avwy }\ E— |~ SCOpPC ssa
avy FERE ))—= FERAR
1.1(1) awr RPMEMNESNE LT,

FEREDAA RZA Y

scope app-instance ftd ftd1 M#%I(Z Enter F— %4 &, ZAX— K 7 v 7=V 3 U ERET D
ok b ET,

1

WOBX, FTD 7 7V r—va b DAZ— KT v I NR—Ua VERET D HIEERL
-/Cl/\i—é—o

FPR# scope ssa

FPR /ssa # scope slot 1

FPR /ssa/slot # scope app-instance ftd ftdl

FPR /ssa/slot/app-instance # set startup-version 6.6.1.91

Warning: Upgrade of ftd through FXOS is not supported. The specified version of ftd
will be installed. Please reinitialize or reinstall ftd.

setav K .



setav >R |
. set timezone

set timezone

FXOS TH A LAYV =2 &FHET HITIL, settimezone =<2 REMHHA L ET,

set timezone
X DA set timezone 2~ I set timezone Z ] L T, FXOS DX A LY — 2 Zf&REL
\i j—O
ATV R E—FK scope system/scope services
avy FNERE )1)—=x EERNE
1.1(1) aw s RpBMmEnE L,

FEREDHA KSq4y DA FEMHLT, FXOS DX A LY — AR ELET,

451
WOFNL, FXOS TH A LY — 0 HRET DB ITEEZRLTWET,

firepower# scope system

firepower /system# scope services

firepower /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe

3) Antarctica 6) Atlantic Ocean 9) Indian Ocean

#?2 8 <====== Europe

Please select a country.

1) Aaland Islands 18) Greece 35) Norway
2) Albania 19) Guernsey 36) Poland
3) Andorra 20) Hungary 37) Portugal
4) Austria 21) Ireland 38) Romania
5) Belarus 22) Isle of Man 39) Russia
6) Belgium 23) Italy 40) San Marino
7) Bosnia & Herzegovina 24) Jersey 41) Serbia
8) Britain (UK) 25) Latvia 42) Slovakia
9) Bulgaria 26) Liechtenstein 43) Slovenia
10) Croatia 27) Lithuania 44) Spain
11) Czech Republic 28) Luxembourg 45) Sweden
12) Denmark 29) Macedonia 46) Switzerland
13) Estonia 30) Malta 47) Turkey
14) Finland 31) Moldova 48) Ukraine
15) France 32) Monaco 49) Vatican City
16) Germany 33) Montenegro
17) Gibraltar 34) Netherlands
#? 36 <======Poland

. setav K



| seta<w>k

The following information has been given:
Poland

Therefore timezone 'Europe/Warsaw' will be set.

Local time is now: Sun Oct 24 08:51:04 CEST 2021.
Universal Time is now: Sun Oct 24 06:51:04 UTC 2021.

Is the above information OK?

1) Yes
2) No
#?2 1 <======== Yes

firepower /system/services* # commit
firepower /system/services # show timezone
Timezone: Europe/Warsaw <======= Timezone is set

To set the timezone to UTC:

firepower /system/services* # set timezone UTC
firepower /system/services* # commit

set timezone .

setav K .



setav >R |
. set trustpoint

set trustpoint

X—U T OFEERNT A NRA > MERET HI2IE, settrustpoint 2~ K& LET,

set trustpoint trustpoint_name

EX DA trustpoint_name EFRENTZ b T A FRA » bDOLHEIL

ZOLBNZIE, 1 ~3R2 XFOFERTFEFEHTEET, - (A7
¥) . (TyHF—Ra7r) [ (any) B (EUAR)

ERATEETN, TNUNOFER LT & AR—RIMFEHTEER
ho FTlo, 7727 IMRIESNTZH T, ZOAFTEERTDHZ

LiIITEEEA,
9wV R E—F scope security/scope keyring/
av Y RERE )1)—2 EERAE
1.1(1) Ay FRBIMESNE LT,

BALOAA RS54y “Oa<y REHALT, Z0%—U v/ OmNECEL L 52 bAoA v e LE
T,

il
WIZ, T74N b OX—V o TRNOF—%FART D2~ LET,

firepower# scope security

firepower /security # scope keyring test-ring
firepower /security/keyring # set trustpoint CiscoCAS5
firepower /security/keyring* # commit-buffer
firepower /security/keyring #

avw Uk &R

set cert F— U7 DRSAGEHIFELZ AT LET,

set modulus RSA ¥—f%¥ (SSL¥—0DREX) #vy MR THELET,
Set regenerate T4 K F— UL T TRSA F—ZFHERLET,

. setav K



| seta<w>k
set use-2-factor .

set use-2-factor

munEl//VlAO) §g7ﬁmunﬁ%f¢?%b§E7L j jA%) 1. set use-2-factor :1<7¢/}‘%Eﬁ£ﬁﬁlzjf
R

\)

GE)  THEFHEREFIT. RADIUS B LN TACACS+ L LA wWH I ET,

set use-2-factor {no|yes}

BX DA no Lb D ZBFRGRRE A AT LT,
yes LIV AD ZHERBFEEZ AL E T,
AavY R E—FK T 7 H I FRBIEE—
avy FERE 1)) —= EEAR
1.1(1) avy R BEMEE L,

FEHEEDHA K54 > RADIUS £721X TACACS+ LV A ZHEHERFEZRET D56a1%, UV E— b 2— VP03
AL DMERIRNE S By v a VOEFREBL Oty v a O X A LT U R R

FTILEERATLTSZE N,

1

ROBNL, 774/ bORIEE— FER L, “HEERELZ AT 2 HEEZRLT
l/\jzjﬂo

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set use-2-factor yes
FP9300-A /security/default-auth* # commit-buffer
FP9300-A /security/default-auth #

EEav> R avw R £ BA
set authentication F 74V N OBFE— A ERELET,
set A L7 7 ME set absolute-session-timeout, set con-absolute-session-timeout., set

con-session-timeout, 33 & TN set session-timeout =< > K& L T
SFEISERFALT U MEERELET,

setav K
I



setav >R |

. set user-account-unlock-time

set user-account-unlock-time

074 VRITOREREICE LR, 2a—FR Y RATA0nba vy 77U F SNSRI E2EET
512X, set user-account-unlock-time =~ > RZfEH L £4,

set user-account-unlock-time unlock_time

BX DA

AUk E—F

unlock_time 2PN AT ANEr 7T U b IR AR 2R (R
BAfT) , AEOFFHIL 600 ~ 36000 T1, T 7 /L MEIZ1800F (30
) T,

X274 E—F

avy FERE

FEREDHA FS14 Y

J1)—=Xx EEAR
1.1(1) awr RPBENESNE L,

a— (FHE2—VP2E58) PEEINe /A VlfTREREEAEZ D L&, 2—FiFT R
TEAMbR Yy 7T NENDHID, v A CRFOFAISNDET, ZORFRIFFEET 2050
HYVET, 2—=FRu v 77U SN EERTHRMIFRINEE A,

il

ROBFITIE, EF=2VT 4 FE—REBBL, By 270 PSRl —FRHEOR 7 A
YTEDHETICRIBT DR 2 e+ 5 ke m LET,

FP9300-A # scope security

FP9300-A /security # set user-account-unlock-time 900
FP9300-A /security* # commit-buffer

FP9300-A /security #

avw >R SR AR

clear lock-status 2—HFOu v I T IR AT —HAE I VT LET,

set max-login-attempts | = —H R AT LB R Yy 7 TV FSNDHET, v A VRITER
acE oM EEELET

. setav K



| seta<w>k

set user-label .

set user-label

TV =gy vy — Ul — Y EEMB A2 EID YT HITIL, chassis/ F— N setuser-labe
avy REFEHALET,

AR ]\“*ll/?ﬁ?f“j‘“*/“®b\fﬂﬂéiﬁ%ﬁ“ﬁ?%?&%u%%%ﬂ N MTCTAHIZIL, server/ E— RT
set user-label =~ > RZEEH L E7,

set user-label user_label

BXDEREA

avU R E—F

user_label TTITAT L AEEF Y —NCE Y Y TET L, FK 32 XF,

scope chassis/

scope chassis/scope server

avy RERE

EREDAARZA Y

J1)—=x EERNE
1.1(1) awr RPMEMNESNE LT,

chassis/ B— R Cshowdetail =~ > R&FHTH L. ‘\/%—\‘/&:E%E%IJ DY THILTNAL—
IV ERRTEET,

chassis/server/ E— R T showdetail =~ FEMEHT L &, B Iz — NIZHEE D Y
ToNTWEHa—% F_NLERRTEET,

1

WOPNE, T IAT VAL ¥ —UNIa—YEBETNEE Y Y CTEHEZRLTH
7,

firepower # scope chassis 1

firepower /chassis # set user-label FP9300-4
firepower /chassis* # commit-buffer
firepower /chassis # show detail

Chassis:
Chassis: 1
User Label: FP9300-4
Overall Status: Operable
Oper qualifier: N/A
Operability: Operable
Conf State: 0Ok
Admin State: Acknowledged
Conn Path: A
Conn Status: A
Managing Instance: A
Product Name: Cisco Firepower 9300 Security Appliance AC
PID: FPR-C9300-AC
VID: V02
Part Number: 68-100280-04
Vendor: Cisco Systems Inc

setav K .



. set user-label

Model:
Serial

HW Revision:
Mfg Date:
Power State:
Thermal Status:

FPR-C9300-AC
JMX1950196H

2015-12-16T00:00:00.000

SEEPROM operability status: Operable
Dynamic Reallocation: Chassis
Reserved Power Budget (W): 600

PSU Capacity
PSU Line Mode:
PSU State:
Current Task:
firepower /chassis #

High Line

setav >R |

EavwUR avw Uk

BLl]

show detail

W

chassis/ B— R TlX, v —YOHREO—Y T~ Y. M

e —UIiERERRLET,

chassis/server/ B— FTIX, #iV— O —% Tl 3%

M7y — M z2 TR LET,

. setav K



| seta<w>k
set value (create bootstrap-key FIREWALL_MODE) .

set value (create bootstrap-key FIREWALL_MODE)

Threat Defense & ASA D7 — A NT v 7 a7 4FXal—2 a3 T 74T T4 —/)L F—
RENL—T > RELIX T VAT Lo MIFRET DT, setvaluez~ > REHEELET,

set value {routed | transparent}

BX DA routed T7AT U=V E—REL—T v R T77A4T U4 —/LF— FITRK
'_‘/]:‘;—’ L/ i —a—o
transparent T7AT I — NV ET—RENTLUAXT LN 77 AT Ut —/)LIZ
RELET,
a<vY R E—F scope ssa/create logical-device/create mgmt-bootstrap/create bootstrap-key FIREWALL MODE/

ARV RFIFNAL T IANEEF-FREIA—T Y FTT,

avy FERE 1)1y —= ETEANE
2.4(1) ASA OV FR— R EMENE Lz,
1.1(4) FID IZXtLCa~y RABMENE L,

BREEDOHA RS54 7 MANT yFORER, VBEATR, 37 P22 YA AT, @HOMAT
X, 77UV 47— a3 CLIORETIZFEALDEEZEFT TE E1,

1
WIZ, F—FENr—T v FICRET D02~ LET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

firepower /ssa/logical-device/mgmt-bootstrap* #

BEa<w> R avw >R SR BA

create bootstrap-key TV —ar DT AT T F—IET— REBRELFET,
FIREWALL _MODE

create logical-device LT N 2 EERE L E T,

setav K
I



setav >R |
. set value (create bootstrap-key FIREWALL_MODE)

avw vk SR BA

createmgmt-bootstrap | 7 Y r—L g DT — ATy ar 7 4 Xal—va L E2E
E‘Zbiﬁ—o

. setav K



| seta<w>k
set value (create bootstrap-key MANAGEMENT_TYPE) .

set value (create bootstrap-key MANAGEMENT_TYPE)

Threat Defense D7 — s A 8T v TRETv X —T+ (FMC 721X FDM) Z4EET HIT1E.
setvalue i< R&EFEHL £,

set value {FMC | LOCALLY_MANAGED}

XA FMC X =¥ EZ FDMICERELET,

LOCALLY_MANAGED ~ % — <+ % FMC &7 L £,

ATV R E—F scope ssa/create logical-device/create mgmt-bootstrap/create bootstrap-key LOCALLY MANAGED/

ARV EFI4NE T IANVEOTE—TV ¥ ITFMC TT,

avy FERE )1y —= TEHNE
2.7(1) FIDIZxfLCa~y RABMENE LT,

BRLDHA KS4> 77— hALT vy FOREIL, PPEATR, 7237 4 P25 U0 AT, @@ T
X, 77U 47— a CLIORETITL A EDEEAEECTCE £,

451
WOBNL, %=V v & FDMIZRET D HEEZR L TOET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1l ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

firepower /ssa/logical-device/mgmt-bootstrap* #

BEEavT R avw R SR BA

create bootstrap-key T —ar DT AT T E— REBZELET,
FIREWALL_MODE

create logical-device TS 2 EER UET,

createmgmt-bootstrap |7 Y A —L g DT — A NTFT ST 4 Fal—a L EE
Eil/ij‘o

setav K
I



setav >R |
. set value (create bootstrap-key PERMIT_EXPERT_MODE)

set value (create hootstrap-key PERMIT_EXPERT_MODE)

Threat Defense @ FTIDSSH v > g o Co ¥ A/X— h £— REZFHFA[THI21L. savaluez~
VREFEALET,

set value {yes | no}

BX DA no SSH & v ¥ 3 v 5 Threat Defense ~D T ¥ A/8— |k F— R&EEE L
i ‘g—o
yes SSH ¥ v ¥ a > » 5 Threat Defense ~D T A /3— k F— K&ZFFA[ L
7,
a<vY R E—F scope ssa/create logical-device/create mgmt-bootstrap/create bootstrap-key PERMIT _EXPERT MODE/

ARYEFTIAIE T AV PEno T,

av Y REE J1)—2 EERE
2.4(1) awy RBBMEnE L,

FEREDHA KSq4y TFXFANRN—FE—FTIE GERIN I TN a2a—T 4 JIZFID V2 Wb T 7 EATEE
T, TIFNVENTIE, avTF A AFADEES, TFXFANR— K F— RE2EHTX 501X
FXOSCLI 7% FTDCLIZT 7 ¥ A F 5 2—H721F T, ZOHIRIT, A A% A D558k
EELTHA, 2T T A VAF L ADORITHEASNE T, v =27 VO TFIRTRD b
A . F 721 Cisco Technical Assistance Center 7> 53K D L2 HE DI, THF A/R— K T— K%
FHLET, ZOF— FZMT 5HI2IE, FTDCLI Texpert 2~ REFH L ET,

151
wIZ, SSH T=F 2 — ks T— REHNCT 50 %2R LET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key PERMIT EXPERT MODE
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes

firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

firepower /ssa/logical-device/mgmt-bootstrap* #

MEav R avw ok 5 EA
create bootstrap-key TV = ar DTy AT Ur—)VE—RERELET,

FIREWALL_MODE

. setav K



| seta<w>k
set value (create bootstrap-key PERMIT_EXPERT_MODE) .

avw vk SR BA

create logical-device TS R EERR UET,

createmgmt-bootstrap | 7 Y r— g DT — ATy T ar 7 4 ¥ab—a LEAE
RLET,

setav K
I



. setvlan

set vian

setav >R |

AT FA VAR ATHEAT AT A 2 —T 24 ADO VLANID R ET 5121, setvlan
o< REFERALET,

set vlan id

BX DA

aAvU R E—F

id 1 ~ 4095 O T VLANID & EL 7,

scope eth-uplink/scope fabric a/scope interface/create subinterface/

scope eth-uplink/scope fabric a/create port-channel/create subinterface/

avy FERE

FEREDHA K42

J1)—=x EEAR
2.4(1) a<y RRBIEE L,

Fy U —ZEEIZISE T, 250 ~500 D VLAN Y 7 A v Z—T = A R % — VBT
i‘é‘o

A H =T 2 A AT EDVLANID T ETHIMLERHV ET, av T AV AX L ANT
IZ. VLANIDIZEI D B TOHNITR_RTCOA v X —T 2 A AL T—EBETHIVERH Y £,
BapbarT ) A0 =T A RAZEYD B THATHDIRY, VLANID #5|DA X —7 =
AALTHFAATEEY., ZEL, ACID ZEHLTHTYH, V74 U F—7 = A 2D il
RoH v FxtBIT2 0 £7,

1

I, A=V 2y MU/l L3O T A Z—T A4 Z%ERR L, T—FILH AL
H—T A RAERETHHZRLET,

firepower# scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # scope interface Ethernetl/1

firepower /eth-uplink/fabric/interface # create subinterface 10

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # exit

firepower /eth-uplink/fabric/interface # create subinterface 11

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # exit

firepower /eth-uplink/fabric/interface # create subinterface 12

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

firepower /eth-uplink/fabric/interface/subinterface #

. setav K
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create subinterface
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scope interface
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set port-type
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setav K .
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. setvlan

. setav K
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