|
(B ])

D-Ra<w> K

* decommission (3 ~X—7)

+ decommission-secure (4 ~X—1)
* delete hw-crypto (5 ~3—73)

s delete (6 ~—2)

* delete decommissioned server (8 ~—1)
* deregister (9 ~X—3)

» disable (app-instance) (10 ~—73)

« disable (export-configuration) (12 ~<—3”)
« disable (interface) (13 ~X—3)

« disable (port-channel) (14 ~<X—71)

« disable (security modes) (15 ~X—)

» disable reservation (16 ~X—73")

» disable snmp (17 ~X—737)

» discard-buffer (18 ~X—73)

» download image (19 ~X—7)

» enable (app-instance) (21 ~<—3)

» enable (CC and FIPS security modes) (23 ~X—)
+ enable (export-configuration) (25 ~X—737)
* enable (interface) (26 ~X—7)

« enable (port-channel) (27 ~<X—73)

» enable reservation (28 ~X—717)

* enable snmp (29 ~X—73)

cend (30 X—)

senter (31 X—)

serase (33 ~X—7)

sexit (35 %—)

» export-config (36 ~X—3)

» generate password (38 ~X—17)

« import-config (39 ~—3)
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e install (42 X—77)

s install firmware (43 ~<X—17)

« install platform (45 ~—%)

« mgmt-port (connect local-mgmt) (47 ~<X—7)
* ping (connect local-mgmt) (48 ~X—73)
* ping6 (connect local-mgmt) (50 ~—<)
s power (52 —7)

e reboot (53 ~—)

e reinstall (55 ~<—37)

. register (56 ~X—37)

s reinitialize (57 ~X—73)

« remove server (58 ~X—73)

e renew (59 ~—)

s reset-password (60 ~X—1)

e request universal (61 ~—2)

e restart (62 ~<X—3)

ereturn (63 ~X—)
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decommission .

decommission

P — RO & I 512X, decommission server =< K& L £,

decommission server {id|chassis id/blade id}

B DEREA

AR E—F

id P— D ID FH, 1 ~ 255 DETT,

chassis id/blade id /RO ¥ —BIOT L —RFDID HF 5,

EEDODa~v FE—FK

avy FERE

FREDHA KSA Y

1)1)—=x EERNE
2.3(1) a~wy RRBMEhE L,

BT AEY 2=V EHRA N LTWDET A, ZAOFHEICL > T, TV a2—/WIETY a—
IDTHBISNSDy 410020 —X) | v — VB EEY 2 — LB S TRl SN ET (9300

X2V T4 ED 2= VB FREICTSE, TOEY2— N AT V27 FRRENLHIGRE

. FOEY 2 —/VTEBSRMIR D FT, TV a— L ETEITL TGRS S, 20V
T MU =TIEFET VT 4 TN 1,

1
ROBITIE, = "OBMB &2 T 195 HikEZRLET,

firepower# decommission server 1/1
firepower* # commit-buffer
firepower #

BEa<w Y R

avw > kR SR BA

delete decommissioned | f#lih 1 S AL7- H— N A HIR L £,

show server BRI Sz S Toh— % #oRw LET,
decommissioned
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. decommission-secure

decommission-secure
P —N—OBE 222 IET 5 121F. decommission-secureserver =< R&EHEH L E T,

decommission-secure server chassis id/blade id

X DA chassis id/blade id n JERAD Y v —vBLORT L— FD ID F 5,
avy P E— P EEE?O)CJ*?:/ F\q}“_ F
av Yy RERE 1)) —= EEANRE

2.7(1) awr RPRBMEE L,

FRLEOHA KS4y ZDavy REFHTLE, BELLEY 2= ARLRCHEESNET, 2FE0, BT —¥
DHIREND T TR, WHEHAML—U0 U447 (BEICHEE) shETd, B2V
TAEVa—ANEEEND L, MRISESNSETY VY LIRBICRY £ (Fa3y
varyEntEYa—L LR

!l
ROBNT, Y —"—DOMB 2L P IT 55 EEZ R L TVWET,

firepower# decommission-secure server 1/2

Warning:

1.Secure decommissioning of the service module may take some time. Please use the CLI
command 'show slot status [n/n] detail' to check for completion.

2.A11 of the application data on the service module will be lost. Please back up the
application's configuration files before executing the commit-buffer command.
firepower* #

MEaTUR avy kR B

decommission server P N—OBEHEFIELET, TVa— ATy MIREND
MR ENETR, WHER L —IFERTTEEISR TR A,

erase secure BEINIEV AT Ly R—3 FEREICHELET,
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delete hw-crypto .

delete hw-crypto

AU R E—F

AT A AE L ADTLSHE ST 787 L—3 a3 U REZHIRT % 121%. ddetehw-crypto
a~wY REFERLET, TLSKE{ET 787 L—y a »OFEMIZ OV TIE,  [Firepower
Management Center Configuration Guidel]l #Z ML T 72 &0,

delete hw-crypto

connect module

avy FERE

FEREDHA K4V

Jyy—= EHAR
2.7.1 Ioawy RPREAINE L,

Toawry REFEATALE, arT T AL AEZ U AD TS ELT 78T L — a0 RES
HIFRCTEx T, 2T T ALV AFZ UV ATTLS K SLT 72T L— a3y REYZR->TND
LA, Zoavry ReRT5 L, BER, HIBRSNDANCENICe D £,

51
wIZ, TLS Bk T7 785 L —3a v BREZHIBRTHHEZ R LET,

scope ssa
/ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd FTD-FDM 1 Enabled Online 6.5.0.1159 6.5.0.1159
Native No Not Applicable None

ftd ftd2 2 Enabled Online 6.5.0.1159 6.5.0.1159
Container No Default-Small Not Applicable None

/ssa # sc slot 2

/ssa/slot # scope app-instance ftd ftd2
/ssa/slot/app-instance # delete hw-crypto
/ssa/slot/app-instance* # commit-buffer

BEav> R

avy kR £ EA

create hw-crypto AT FAVAZ U ADTLS WEALT 78T L — a3 U BRE
R L £,

scope hw-crypto AVTFA VAR ADTLS Kb T 787 L— 3 v B&E

AR EITEC L £,

show hw-crypto AT FAAZ L ADTLS B EALT 72T L— a3V 3%E
DAT—H AR RwLET,
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. delete
delete
BEfFOEIRA 7V =7 M &HIBRT 2121%, #Ulra~y FE— R Ti%E4 T 5dedete~
NafERLES,
delete object type name [parameters]
BX O object_type BT 247 V=7 FOFAT, FliciE, B—HL 2—F Th Y
v hEMBEREENTWET,
name HIBRT DR EDA T Y =7 D4R,
IRTA—H (ATvar) A7TV=7 FOBMINIKEZRBMO T a7 1 £

AU R E—F

WIRT A =% FEHIZHOW T, BEDA TV =7 MIXT 5 create
a<wy ROFHESR L T E I,

HIBRRI R DA T V=7 bOX A IS L TR Y £97, §EFMiZ W TR, BEDA TP =7 b
2% % create 2~ > ROFHEZZRL T 7Z& W,

avy FNERE

JEEEHRIZ W T, BEDA T V=7 MIxT 5 create 2~ ROFAEZ S L T EE
A

ERLEOHA RSqY A7 V=7 M, BHEARERYHE VR - b0 T 07 4 EITGREET VT 7 1 &5

IR LD TY, & 21F, v vy—3, X274 EVa2—b, Xy hU—2 F
Va—/b, R—b, Ty, FEERA TV PELTERINIYE R —FR
FCF, o, A4 BVA, a—Fr— Ty N T7H—LR) U—F, FEHRAS TV
7 hELTRASNDIwWHET T 4T 4 TT

FXOS 1Zi%, A7 Y =7 MERMIC &7/ 4 DD~ K (create. delete, enter, scope)
BHOET, ILL2E, m—INa—FT7Ho FOMER, v—Va2—F 77 FOH|
bR, o=V 22— T NOANETW, ZOT AT vOTaxT ¢ 280 Y TEl
WWEFESTHZENTEET, £, e—hra—FT7Hhur b Ex K L, Texsrqz
FO Y CTELITERTHZ L TEET,

HWE, INOOFT V= MEBHa~s FTLICHMWRERF -V —FeA 7T g VEIRLET
LD, SEIERAT V=T F avr RO create N—2 3 VIETFIZOWTIAL £,
DEY ., FFEOAT V7 MO dedete 2~ ROFEMIZOWTIL, £DOA 7Y =7 b create
I ROFHZZRL T EEN, e xiX, BEFOr—hL 2—% 7 H v hOHIRIC
BEHEE9 B EHIZ DUV TIE, create local-userz Z M L T 7280,

il

WOHNE, EX=2V7 4 E—FRERKBLT, n—hva—F 7T hor FEHIERT D
FEZRLTWET,
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delete .

firepower # scope security

firepower /security # delete local-user test user
firepower /security/local-user* # commit-buffer
firepower /security/local-user #

woOHE, a—hra—F—=Tho " EANLTHL, 2—F—a—LZ2HIET 5
JEETRLTVET,

firepower # scope security

firepower /security # enter local-user test user

firepower /security/local-user # delete role aaa

Warning: Change of privileges will terminate active sessions (CLI and Web) of user
'test_user

firepower /security/local-user* # commit-buffer

firepower /security/local-user #

av vk ER

create local-user o —a a— T hv s R EERLET,
enter local-user H—Jb =Y T HT s FEBINEITREE L ET,
delete local-user BfFEOa—hn 22— 7hor b EHIRLET,
scope local-user BFoa—nVv a—FT7hor e AN LET,
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. delete decommissioned server

delete decommissioned server
B S - — "2 H%1 %1213, deetedecommissionedserver <> REEH L E4,

delete decommissioned server vendor model serial_number

X DERHA vendor PN BE LTS O4RTTT, AT TE DHRRTTFHIT5103C
i‘@j—o
model FY 2= )VDET VL TT, ATTE DERICFEINL 510 35T
K
serial_number FEYa— VDOV I TNAESTT, AJITE HRRCTHIL510 3XLF
Tj‘o
AR R E—F fEEDa v FE—F
av Y FER Jy—= EEHNAE
1.4(1) awr RPBEMEiE L,
451

ROBNT, BEP IS — " ZHIBRT 5 HEEZ R L TVWET,

FP9300-A # delete decommissioned server Cisco Systems, Inc.
Cisco Firepower 9000 Series Security Module

FLM1949C6J1

FP9300-A* # commit-buffer

BEEavT R avw Uk SR BA

decommission server F—_OBEEZF I LET,
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deregister .

deregister
Z @ Firepower 4100/9300 7 /XA A% L A3 A<w— K V7 "7 T4 TDOT T
R s BHEIBRT HICIE, deregister 2~ REHHALET,
deregister
BX DA Zoawy RIIEFIEELIEIF—TU—RiEdb v HA,
ATV R E—FK License mode
vy FERE J)y—= EERNE
1.1(1) awr RPMENMESNE L,

FEREDHA KSqy BEERTLE. 7O PO T AL ZADRHEIRS L, 735 A EOTRTOT A & 2 ZHERR
EREAENHIBR SNV E T, ZOBIEIZE Y T LU Firepower4100/9300 FHIZ 7 A & o A Z g fik
L72Y . Smart Software Manager 2257 /N A A& HIFR L2 T5Z2 LN TEET,

1
WOBNL, Z DT A REREMERS 5 TikE2R L TVET,

FP9300-A # scope license
FP9300-A /license # deregister
FP9300-A /license #

BEa<w> R avw >R SR BA

register Z @ Firepower 4100/9300 7 /N1 A|Z Smart Software Manager 7 7
v M EBRELET,
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. disable (app-instance)

disable (app-instance)

BEfFo7 7V r—ya v A VAR U AT T HITIL, app-instance “E— K T disable =~ >

RafiHLET,
BX DA Zoavy FIEBIEELIEF—U — FEd v A,
A< R E—F scope ssa/scope slot/scope app-instance
av Yy FERE )1y —2= TEAE

1.1(1) awr RPMENENE L,

FHEDAA KSq4y ZOa~xy FEERTLE TV r—va A U AZ RV AT A HHIBRETICHENIC
TEET,

1

WOFNE, AT —H A GUREOT TV r—yary AV AZ L ARFRL, T
g—rarv AVAR AT RERG L, TV r—va s A AR AR
T 5 HEERLTOVET,

firepower # scope ssa
firepower /ssa # scope slot 2
firepower /ssa/slot # show app-instance

Application Instance:
App Name Identifier Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftdl IFT-63 Enabled Online 6.3.0.12 6.3.0.12
Native In Cluster Slave

Application Instance:
App Name Identifier Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftd2 FTD-2 Enabled Online 6.3.0.12 6.3.0.12
Container bronze Not Applicable None
firepower /ssa/slot # scope app-instance ftd2 FTD-2
firepower /ssa/slot/app-instance # disable
firepower /ssa/slot/app-instance* # commit-buffer
firepower /ssa/slot/app-instance #

BEa<w KR avw > kR SR BA

enable MHEOT TV r—yay AV AZ L AEAEMILET,
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disable (app-instance) .

avy kR &R
scope app-instance BEODT TV r—ar AV AXADT T r—ay E—F
Bt L E T,
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. disable (export-configuration)

disable (export-configuration)

BEfF D=7 AR — FREA TV =7 M & T HITIE. export-config E— RN Tdisable =+ >

NEfEHLET,
BEFOT7T 7V r—vay A VAR AT HITIX, app-instance E— K T disable =~ >
NEFEHLET,
BEfF D=7 AR — FREA TV =7 &I T HITIE, export-config E— K Tdisable =+ >
REFEHLET,

X DA ZOavwy RIZEFIEERZITF—TU—RNEb D THA,

ATV R E—F scope system/scope export-config

avy FERE )1)—= EERNE
1.1(1) awr RPMEMNESNE L,

FELEDHA KS4q> exportconfiguration E— R CZDa~vr N+ 2L, BFEOZ AR— FREFT V=7
NV AT L DHIBREFICEIZTE £,

1

WOHFNE, =7 AKR— SN FOREA TV =7 NeANZ LT, B+ 55
HEERLTWET,

firepower # scope system

firepower /system # scope export-config 192.168.1.2
firepower /system/export-config #disable

firepower /system/export-config* #commit-buffer

EEav2 Kk avo kR BLL]
enable export-config E— R TCiX, BEFOT=V AR —  REA T V=7 b &
B LET,
scope export-config DT AR — NREA T V=7 hEATTLET,
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disable (interface)

BAEDA X2 —T 2 AT HIZE, A X —T7 A AF— K Tdisable 2~ > R&f#

)EH szjﬂo

disable (interface) .

BX DA

avY kK E—FK

Zoawy N8B ELZEEF—Y—FEHD T A,

scope eth-uplink/scope fabric/interface

avwy FERE

FEREDHA K54

J1)—=x EEAR
1.1(1) awr RPMENENE L,

BAEDA v 2 —T =2 AR THIT0E, Zoa<wr REHALET,

1

WOBNE, A2 F—T A AEEHIL T, TOARAT —X RAEfERTHHEEZRLT

b\iﬁ‘O

firepower # scope eth-uplink

firepower /eth-uplink # scope fabric

firepower /eth-uplink #/fabric # scope interface Ethernetl/5
firepower /eth-uplink/fabric/interface # disable

firepower /eth-uplink/fabric/interface* # commit-buffer
firepower /eth-uplink/fabric/interface # show

Interface:
Port Name Port Type Admin State Oper State Allowed Vlan State
Reason
Ethernetl/5 Data Disabled Up All
firepower /eth-uplink/fabric/interface #
EEav2 kR AU R B2l
enable HIEDA VB —T oA AZHMILET,
set AN H—T 2 f AE—RC, A H—T 2 A AL T 4 F a2l —
A NI A—HERELET,
show interface A B=T A ADREE AT —Z AHT HIERELRRLET,
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. disable (port-channel)

disable (port-channel)

BHEDR— FF ¥ %/v (EtherChannel) % N2 5(Zi%, A — hF ¥ F/LE— R Tdisable=
<~ REFEALET,

BX DA Zoavy RIZIFSIEELITF—TU— RiEdb v 8 A,
9TV R E—F scope eth-uplink/scope fabric/port-channel
vy RERE )1)y—=R EFEAR

1.1(1) awr RPMENENE L,

FEREDHA K54y BUEOR— M F ¥ RV EEHIT LI, Zoavr REERALET,

151
WOHNE, R— " TF ¥ RNV EEHIL T, TOAT—X ALZMRTDHHEEZRL TN
i ‘j‘o

firepower # scope eth-uplink

firepower /eth-uplink # scope fabric

firepower /eth-uplink #/fabric # scope port-channel 4
firepower /eth-uplink/fabric/port-channel # disable
firepower /eth-uplink/fabric/port-channel* # commit-buffer
firepower /eth-uplink/fabric/port-channel # show

Port Channel:
Port Channel Id Name Port Type Admin State Oper State
Port Channel Mode Allowed Vlan State Reason

4 Port-channeld Data Disabled Failed
Active All Admin config change
firepower /eth-uplink/fabric/port-channel #

EEav> R avU kR AR
enable BHEOR— N TF ¥ XV EFINILET,
show port-channel K= hF ¥ FVOBEELBLOAT —F AEFREFRLET,
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disable (security modes) .

disable (security modes)

IETTAT VT E— FELILFIPS GEMIEFRAIIERE) T— FEEHIZT 5121, ¥
V5 4F— RKTdisablea~y REERLE1,

disable {cc-mode|fips-mode}

BX DA

AUk E—F

cc-mode aAEL I TAT VT REEHIT DT, ZOF—TU— K&ff
ALET,
fips-mode FIPS £ — KA THI21F, ZOF—U—REEHLET,

scope security/

avY RERE

FREDHA FS14 Y

)1y—= ETEAR
1.1(1) avy RBEMSIVE LT,

Zoavwry RRaiy hanbd e, VAT LAOFEBALBEICRY 7,

il

wOFNL, EXx 2V T 4 F— FEBB L, FIPSET— REZEMCT L HEEZRLTNE
7,

firepower # scope security

firepower /security # disable fips-mode

Warning: A reboot of the system is required in order for the system to be
operating in a non-FIPS approved mode.

firepower /security* #

BEaT R

avwvk R BA

enable (security modes) | CC &— RE /1L FIPS E— REHAHICLE T,

show cc-mode BEDaTy 7547 )7 T— FOFIRES L OBERES &
TLET,
show fips-mode BED FIPS & — ROEHIRRE L IRk EAZ ZoR L £,
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. disable reservation

disable reservation
KT AT A PRI ZHNZT HI21E, disablereservation =~ > R&ZfEH LE7,

disable reservation

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
ATV R E—FK T4t A (license) E— I
av Yy FERE J1)—=x EERNE

1.1(1) awr RPMEMNESNE L,

FEREEDHA K54 > Firepower4100/9300 2 v —NIKAT A B AZEID B THRNZTA B ATREZAMILE

-éAO
1
ROBNL, T4 A = FERMBL, TRE— FEEHICT 5 HELRLTVE
j—O

FP9300-A # scope license

FP9300-A /license # disable reservation

Warning: If you have already generated the authorization code from CSSM
and have not installed it on the device, please abort this command by
issuing discard-buffer and complete the installation.

FP9300-A /license* #

BEa<v R avw kR 5 BA
enablereservation NR—=X o N TA BV ADTRIZA X —T MICLET,
show license BIED 7 A B AERER T LET,
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disable snmp .

disable snmp

Z DT 73A AT Simple Network Management Protocol (SNMP) ALEE% #E%hZ9 5 (21X, disable
simp 2~ REMERALET,

disable snmp

B DEREA

ATV R E—F

Zoa<wy RIS ELITZF—U—RIdb Y T A,

scope monitoring/

avy RERE

FEREDHA FS1 Y

Jiy—=x EHERNRE
1.1.1 o<y RREMENE L,

Toavwy REFEHLT, ZOFNSA ZATSNMPT— = o M &I LE T, BL{ED SNMP
I 2T A REIIFEEINE TN, Mo SNMP HBRERE ITHIFE SIVE R A,

1

ROFNL, £E=FV 7 E— REFHT L, SNMPLHZHEL)IZ L TH 5, showsnmp
avy REMHA LTI /> TWD 2 EaiERT 2 HikERLTHET,

firepower # scope monitoring
firepower /monitoring # disable snmp
firepower /monitoring* # commit-buffer
firepower /monitoring # show snmp
Name: snmp

Admin State: Disabled

Port: 161

Is Community Set: No

Sys Contact: R _Admin

Sys Location:
firepower /monitoring #

BEaY

~

R

av>U R SRER
enable snmp SNMP ZHZNZ LET,
set snmp SNMPFRE/ T A—Z R ELET, iU, 2I=2=7 1, SNMP

EHYTAHURAT AHYEE . BIOFERX NOLGETCT,

show snmp BIfED SNMP ik E &2 R x LET,
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. discard-buffer

discard-buffer
R OFJELT 2% v 2T 521, discard-buffer =~ > RZ2HH L £9,

discard-buffer

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
ATV R E—F TEOav FE—R
av Yy FERE J1)—=x EERNE

1.1(1) awr RPMEMNESNE L,

FEREDHA KSq4y O FEEALT, 23y FSATWARNWT N TORELEZF v 2L, BELE
T, fEEOary 74 FXal—rary avy ROREFIX, a~> F 7ar 7 MORNCT A4
YR (*) NEREINET, disard-buffer 2~ KEANT5E, a~v> RAESL, 7
AHY AT BHEESNET,

1
ROFNE, REPOREEE ZWIET 5 7E2 R L TVET,

FP9300-1# scope chassis 1
FP9300-1 /chassis # enable locator-led
FP9300-1 /chassis* # show configuration pending
scope chassis 1
+ enable locator-led
exit
FP9300-1 /chassis* # discard-buffer
FP9300-1 /chassis #

BEa<w >R av vk EBA
commit-buffer REDOEB AT E IR L £
show configuration Iy FENTOVARANVWEREDEEL>FR R LET,
pending
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download image .

download image

Firepower 4100/9300 ¥ — I FXOS 77— AU =7 A A—U%hab—3 521, 77 —L4
7 =7 &— KT download image =~ > R&fH L £,

BTN A VT R =T A A—T% Firepower 4100/9300 ¥ ¥ — 2 a B —4 52X, T
Vir—ay Y7 7T (/ssa/app-software) E— K C download image =2~ > R&fEH L F
D

download image {ftp:|scp: | sftp: | tftp: |usbA: | usbB:}

BX DA

aAvU R E—F

ftp://server-ip-addr/path (47> 2 2) FIP (7 7 A /Uiztk 7' e h L) &AL TA vR—
B4 A=Y 774D URI ZHRELET,

scp:/username@ (A7 a) SCP (k¥ =a7 avt—Fa han) 2HEHLTA
server-ip-addr/path VIR—MTAHAL A=Y T A LD URI ZFEELET,

sftp://username@ (A7 a) SFTP (SSH 7 7 A WMiEE T m b a /L E Tt F =
server-ip-addr/path T 7y ANMRET e haL) EERHLTA VAR NTHA A=Y

77 ANVDOURI ZEELE7,

tftp://username@ (F7F>a2) TFTP (RU BTV 77 A VERET T haL) &4
serveripaddr:port-numipath i |L-cf L R— k5 B4 X — 77 A 4O URL #365E LE T,

GE)  [TFTP] TIE7 7 A v YA X332 MB IZHIFR S E T,
Ty —L0xT N RUVIENXL Y HRIBIZH A AHK
TWAEEMERH DT, 7y —L =T DXy a— K
\Z TFTP 2 L7222 & 2 HERE L 9,

usbA:/path (FFvay) BSLTWAUSBE A T AT /NA AIE A LV R—
FNENDA A=Y T7 A N~DRAEZRELET,

usbB:/path (A7>ay) SN TWAUSBEY A BTN, ANHA R—
FENDBA A=Y T 7 AN~DRRAEZIRELET,

scope firmware/

scope ssa/scope app-software/

avy FERE

J1)—= ZERNAE
1.1(1) gl RGBS NE LTz,

EELEOHA RSAY (A T7ANVT 7RO —2 a0 T LR LG R, BLOT 7 A L OELESM

LR LTND ZE2MER LTSN,
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D-Ravw F |

FXOSIZLk»T, 777V A4 B —ax I "DOT—F 7T a2llT77—b0xT A A—
MRS NE T,

77 —L7U =7 F— KTlIL, show packageimage namedetail =~ > RZHEH LT, 4 A—
DHEYu— R nk2&2E=4TEET, HARRIEBOTEFS N RWIZD, 227
DAT—H AT [Downloaded] NERINDETMES 2~y REANTLIMNERHY £,

Tr—AhU 2T E— R KBLOT UV r—2 a3 V7 by T E— FTiL, showdownload-task
a<vy REFEHALT, A A—YDOF Y ue— R 7R3 E=FTXFE4, HAFRRITZIEIN
WIEFEH SN2V, [iEL o~ REATTTLHAILERHY 7,

1

WOBENL, SCP7r harzlA LT 77— 02T A A=Y T 7 AV EL T 0 —
KL, Forna— RO#IPIRNE T =292 FikEzRLTWET,

FP9300-A# scope firmware

FP9300-A /firmware # download image scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
FP9300-A /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

WP, SCPTa ha Lz R L TY 7 NI =2T A A= Ty A VXA a— R
L, ¥vro— ROBITRREE=XTDHEEZRLTWET,

firepower# scope ssa

firepower /ssa # scope app-software

firepower /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
firepower /ssa/app-software # show download-task
Downloads for Application Software:

File Name Protocol Server Userid State
cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user
Downloaded
BEavr R avw ok 5 BA

show download-task AA=V T7ANDEY ru— ROETIRILZFZ R LET,

show package Tr—bU =T T ANDE T a— ROE TR EZR R LET,

verify platform-pack FEEESNTZFXOS 79y N7+ —Ab A A= %R LET,
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enable (app-instance) .

enable (app-instance)

BEfro7 7V r—va v £ VAR ABATT HITIX, app-instance “E— KT enable =+ >
NEfEHLET,

BX DA

aAvU R E—F

Zoawy N8B ELZEEF—Y—FEHD T A,

scope ssa/scope slot/scope app-instance

avwy FERE

FEREDHA FS1 Y

J1)—=x EEAR
1.1(1) awr RPMENENE L,

Zoavwy REFEHTAHE, UENCENCLET AV r—a v A VAR ARFBOENCT
xF9,

1

WOFNL, AT —F A EGUBREOT TV r—ar A VAR ARRRL, 77V
g—rarv A VAZ AT RERGL, B INTWAT 7Y r—ra VBT
T5HEEZRLTWET,

firepower # scope ssa
firepower /ssa # scope slot 2
firepower /ssa/slot # show app-instance

Application Instance:
App Name Identifier Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftdl IFT-63 Enabled Online 6.3.0.12 6.3.0.12
Native In Cluster Slave

Application Instance:
App Name Identifier Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftd2 FTD-2 Disabled Online 6.3.0.12 6.3.0.12
Container bronze Not Applicable None
firepower /ssa/slot # scope app-instance ftd2 FTD-2
firepower /ssa/slot/app-instance # enable
firepower /ssa/slot/app-instance* # commit-buffer
firepower /ssa/slot/app-instance #

2

av

<R

av U R BrLL]
disable app-instance € — R TlX, BEFOT7 7SV r—yva v A VAX VA%
N LET,
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. enable (app-instance)

avy kR &R
scope app-instance BEODT TV r—ar AV AXADT T r—ay E—F
Bt L £,
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enable (CC and FIPS security modes) .

enable (CC and FIPS security modes)

IETTAT VT E— FELILFIPS GEMIEFRAIIERE) =— 2T DI, ¥
V75 4F—KRTenablea~> REFEHALET,

enable {cc-mode|fips-mode}

BX DA

AUk E—F

cc-mode AELITATITE— RERECT HITIE, ZOF—T— K&ff
ALET,
fips-mode FIPS E— FZANCTHITIE, 20X —U—FE2EALET,

scope security/

avY RERE

FRLEDHA K514

)1y—= ETEAR
1.1(1) avy RBEMSIVE LT,

ZoawrFRaly bahd e, 1 2FRIFEEOF —EA~DERMMES SN D5E01H
DET, o, VAT LOBEBPLEITLY £,

| o

EE FXOS VU U—2x201XV RN, T3 ADHAIOFFERHINER L7- SSHAHE A » F—»N

1024 £y MZ/n—RK a—RFE&nTWE Lk, FIPSBLOa®Y 7 747 ) T EEMN
ICHEILT 5121, ZOHWEA N F—ZMWFEL, FTLWARX N F—%2 AT 2 0ERH
D ET (SSHHRA N F—0DIER EHIBRDFEMIZ DUV TIL, create ssh-serverz Zi8) , =
NEOBMFINEEZEITLRWE, 2T 7 F7AT VT F—REAMNILTT N, A%
7 — R L7212, SSH il L C A — 38 H (2 T& 72 < 72 £9, FXO0S 2.0.1 L
Bea i L CHIIRRE 21T o 12581, FTLWEAA N F—%240 508 3H 0 A,

il

wOBNL, EX =2V T ¢ F— REZBtE L, FIPST— REZFCT D HEEZRLTVE
T,

firepower # scope security

firepower /security # enable fips-mode

Warning: Connectivity to one or more services may be denied when committed.

Please consult the product's FIPS Security Policy documentation.

WARNING: A reboot of the system is required in order for the system to be operating in
a FIPS approved mode.

firepower /security* #
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. enable (CC and FIPS security modes)

BMEaTUR avy kR B

disable (security modes) |CC &— K%£72/% FIPS &— F&Z NI L ET,

show cc-mode BEDaTY 7545 )7 T— FOEHRED L OBERES &
ARLUFET,
show fips-mode BIfED FIPS & — ROEFRINAE L B)fEIRREZ RR L £,
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enable (export-configuration)

MEFEOT 7 AR— I REAF TV =7 MEBOAICT 51T,

< REFEHALET,

enable (export-configuration) .

export-config ‘E— K T enable =

BX DA

aAvU R E—F

ZOa=wy RIZE5IEFELIZF—U— NI F¥A,

scope system/scope export-config

avwy FERE

FEREDHA K54

J1)—=x EEAR
1.1(1) awr RPMENENE L,

Zoavwy REMHTHE, REZFHORZZ AR— T 201, URINy I T v Lo A
R—FREAT V=7 MEFBOANNCTEET, BUEO VAT LAFEIX, commit-buffer =~
Y RBITREDOA TV 27 b RTA—=Z > Ty AR—hENET,

1

WOFNZ, DR 2R — s LR EF TP =7 2B L., FofmBEE AN L.
REDON 7T v THBMBL, =7 AR—RETHTH DI & 2RI D HEER

LTWEd,

firepower # scope system

firepower /system # scope export-config 192.168.1.2
firepower /system/export-config #enable

firepower /system/export-config* #commit-buffer
firepower /system/export-config #show

Export Configuration Task:

Hostname User Protocol Admin State Status Description
le2.168.1.2
userl Scp Enabled Exporting
BEa<T YR avw kR EBA
disable PFEOT Y ZAR— VREAT V=7 FEERHLET,
scope expor t-config BFEOTI AR— N NREAT V=7 b2 ATILET,
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enable (interface)

D-Ravw F |

BIEDA v B —T oA A/ THIZIE, A v F—T = A AF— R Tenable =2~ R&A{f

ALET,
BX DA Zoawy RIZEBIEELEF—T—NEH 0 A,
A<V R E—F scope eth-uplink/scope fabric/interface
av Yy FERE )1y —2= TEAE

1.1(1) awr RPMENENE L,

FEREDHA K54y AV ¥ —T=A AEZEHELIIHEADNCT DL, Z0oavr FEERALET,

1

WOBNE, A2 F—T A AEANMILT, TOARAT—X RAEfERTHHEEZRLT

b\iﬁ‘O

firepower # scope eth-uplink

firepower /eth-uplink # scope fabric

firepower /eth-uplink #/fabric # scope interface Ethernetl/5
firepower /eth-uplink/fabric/interface # enable

firepower /eth-uplink/fabric/interface* # commit-buffer
firepower /eth-uplink/fabric/interface # show

Interface:
Port Name
Reason

Ethernetl/5

Port Type Admin State Oper State Allowed Vlan State

Enabled Up All

firepower /eth-uplink/fabric/interface #

558

BAEDA v 2 —T = AZBHLET,

BEEav R avw vk
disable
set

A B =T 2 AE—RT, A/ VX —T A AT (Fal—
vary NRIA—FERELET,

show interface

A B =T 2 ADREE AT —Z AHTAEREFZRLET,
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enable (port-channel) .

enable (port-channel)

HEDKR— hF v %/ (EtherChannel) ZHMNIT B2, R— FF ¥ /L — KT enable =

< REFEHALET,

BX DA

aAvU R E—F

Zoawy N8B ELZEEF—Y—FEHD T A,

scope eth-uplink/scope fabric/port-channel

avwy FERE

FEREDHA K54

J1)—=x EEAR
1.1(1) awr RPMENENE L,

K= F ¥ XNV EENETITIHEEACT I, Zoa~<wr REHHALET,

1

OB,

HLWR— b F ¥ 2V E{ER L, ZNEATL TR N—FR— k& B

T5HEERLTOET,

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

# scope eth-uplink

/eth-uplink/fabric # scope fabric a

/eth-uplink/fabric # create port-channel 4
/eth-uplink/fabric/port-channel* # enable
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/1l
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # commit-buffer
/eth-uplink/fabric/port-channel #

avy R

BLL]

create member-port A b Fp FAAC A S b 2B L E T

disable

BHEDOR— N F v 2NV EEH L ET,

set (port-channel) BEFOR— N F ¥ RZNVDNT A —F R EETIIER L ET,

show port-channel R—=FF ¥ RNVDORELIOAT —Z AFHREFR R LET,
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. enable reservation

enable reservation
KAT AT AFRIZAENIT HIZIE, enablereservation =~ > R AL £,

enablereservation

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
ATV R E—FK T4t A (license) E— I
av Yy FERE J1)—=x EERNE

1.1(1) awr RPMEMNESNE L,

FEREEDHA K54 > Firepower4100/9300 2 v —NIKAT A B AZEID B THRNZTA B ATREZAMILE

-éAO
1
ROBNL, T4 A= FEBBL, TRE— FEAICT L HELRLTVE
j—o

FP9300-A # scope license
FP9300-A /license # enable reservation
FP9300-A /license #

BEa<v R avw ok &5 EA
disablereservation KATA |V AFRZEHZ LET,
show license BIED T A v AFEHRER T LET,
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enable snmp .

enable snmp

Z DT 734 AT Simple Network Management Protocol (SNMP) #LFEZ G029 % 121%, enable
simp 2~ REMERALET,

enable snmp
BX DA ZOawy RIZEBIEELIEF—T— REdb Y 8 A,
A< R E—F scope monitoring/
avy FERE 1)1y —= EEHNE

1.1.1 vy RANBEhE LT,

FEREDHA KS4y O~ REFEHLTIOT NS ADOSNMP=—V = NAFRHICTHE, SNMPa I 2=
T A EER L, SNMP =2—H% & T v T EERTE £,

1

KOFNL, F=F Y 7 F— FZBAR L. SNMP ULH 2G4 25 FiEE2 R L TWE
ﬁ‘o

firepower # scope monitoring

firepower /monitoring # enable snmp
firepower /monitoring* # commit-buffer
firepower /monitoring #

BEa<w> R avw U R SRER
disable snmp SNMP #F 4 E—7 iz LET,
set snmp SNMPEENT A—HEHZELET, Znid, 2I=2=7 ¢, SNMP

YT LU AT LHYE BLOKRA FOGLFT T,

show snmp BAED SNMP % Ex R LET,
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. end
end
CLI ® EXEC (h vy 7 L) E— FIZREDIZIE, end 2~ R LI,
end
B DEREA Zoavy RIZEBIELIEF—U — REdb b A,
ATV RFE—F TEOa~ FE—FR
vy RERE )1)—= EERNE
1.1(1) awr RPMEMNESNE L,
i
KOFNE, y—ERAT a7 7 AVE— RMDCLIOKE L-IVDE— RIZRD ik
RLTWET,
FP9300-A # scope org Test
FP9300-A /org # scope service-profile Sample
FP9300-A /org/service-profile # end
FP9300-A #
BEavF av vk B
top EEOE—FRPL 7 LL E— RERIGLET,
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enter .

enter
BTHXMRA T Vs MEMGT A2, @Yo RE— R TEY T Henter 2~ R&EfE
HALET, @F., HESINAT V7 P FELRWERIX, A7V =7 MBMERSIVE
D
enter object type name [parameters]

RXOHH object_type BT 24T V=7 bOEA T, FlICiE, B—A 2—F T

v hEMBEREENTWET,

name BtAT DRFED AT ¥ = 7 N D4,
INT A—H (A7vay) A7V FOBBINLEIRBIMO T a X7 ¢ £

avY kK E—FK

1IN T A =% FERIZHOWTIE, BEDA TV =7 MIXHT 5 create
a<wy ROFAZBZML TS ZEN,

BB DA T2 7 " DEA T U TR Y 9, FHEMIcH>WTE, BEDA 727 |
IZ%I4 2% create 2~ > ROFHEZ BB L T 7Z&E W,

avy FERE

FEREDHA FS1 Y

JEREHRIZ W TR, BEDA T V=7 MIxT 5 create 2~ FOFBHZESH L T EE
Uy,

F7V = NI, BEARERYE VR —X b2 T 4 T 4 RGBT 4 T« S
BICRB LI bDTT, 28213, v v—3, X2 0TF 4 EVa—, Xy NU—7 E
Va—b, R—h, TatyoPid, BEHAELT T2 FE L TRBEESNAIYHa L R—x
FCY, £, FAR VA, a2—HFur—, TTv FTr—LR) —iF, FHEHIRAT Vo
7 heLTREAINL M- T 47 4 TH,

FXOS (21X, A7 V=7 MEBRIZ %74 DDa~> K (create, delete, enter, scope)

DHVET, ZexIX, v—A v a—FTh v NOfEk, a—hL a—%F 7 H o2 hOH|
bR, B— AV 2= T T NOANEIT, ZOT AU "OTaxT 4 280 Y TER
WIEETH LN TEET, £, va—HLa—HFThoo e [FHE L, a5 1%
FO Y CTERITERTHZ LB TEET,

WE, LA T Vs MEBla<wy RO LICHMAWRERF -V —ReA T v a VFRICT
DI, SESERAT V27 b a~vr Fdceate N—2 3 UIEIFICOWTEHBA L E T,

OFV ., FFEDOAT V=7 MO ddete 2~ ROFEMIZOWTIL, DA T T =7 MO create
avy ROBHEZSH LTI ZEN, 22 BEfFoue—L a2—F 7Thor hO AN
BEE~ 2 [EHRIC DUV TIE. create local-userZ BB L TL 72 &y,

1

ROPNE, EFXF=2VT 4 E—RFEZBBLT, =L a—FTHho bE AL,
THYr bOFME RN 5 TEER L TVET,
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. enter

firepower # scope security
firepower /security # enter local-user test user
firepower /security/local-user # show detail
Local User test user:
First Name: test
Last Name: user
Email: test_ user@testuser.com
Phone:
Expiration: Never
Password: ***x*
User lock status: Not Locked
Account status: Active
User Roles:
Name: admin
Name: read-only
User SSH public key:
firepower /security/local-user #

EEa<U kR avU kR A
create local-user oo — L a—F Thr N EERLET,
enter local-user m—J v 2= T hHY s b EBEMEITRE L ET,
delete local-user WMFEOa—HN 2—F T ho L FEEIRLET,
scope local-user MFEOu—N 2= Tho s e AN LET,
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erase .

erase
TTIAT VAPLT R TCOL—YF—RELHET I, T I7AT VAOBERELEITHE
FTAICIE., erasea~y REFEHALET,
erase {configuration|secure {chassis|security _modulesupervisor} }
X DA configuration ZOX—U—REEHTLE, V=T OTRTO2—F—&EN
WOHIBR S AL, TIGHEREOT 7 40 MEREICR Y £,
secure WBELET 7 I9A4T A ariR—3y MERRIHEETDHITE. 2
DODATvarEERALET,
echassis : ¥ —VALRIHET DT, ZOF—U— &l
ALET,
« security_module module_id : f§E L7 €Y 2 — VA ZRITIHE
THIZE, ZoFTvarEFEALET,
 SUPErVisOr : vk — v A RS W R RERITEET BT,
ZOX—U—RNEHEHLET,
ATV KR E—F connect local-mgmt/
avy FERE Jy—x EENE
2.0.1 avy RRBIMEShE L7
2.1(1) secure A7 a UANBINENE LT,

FEEEDHA K54 > eraseconfiguration 2~ REZFETTLH L. ¥y —OT X TO—F—REFHRPHIR S,
THHFEEOT 7 30 FREICEY £,

egrasesecure I~ RICE D, FBELET FI9A TV A ayR—F%y MPNEEICHEESNE T,
DFED, HICT =2 DHIBRENDTET TR, MEARNL—UR (U4 GERIZHEE) &
NET, ZhE, "—F7=7 ZAhL—2 arR—30 "PRET — PR Y T 2 5F L
VIREET, 77 T4 7T U ARk 10EHT HBICEE T,

)

CE)  SEERMETICT A APRHEBH LES, Jiud, SSHERSK T LI L2 kL ET,
L7eii»> T, YT vay Yy —)uiR— hMER 2 L CREHEeFEITT5 2 L2880
LEJ,
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. erase

il

ROBNT, ¥ =2 DT _XTOa—P—FREFRLHIR L. LHHHROT 7 41 b
REIWZRT ITiEZRLTHWET,

firepower# connect local-mgmt
firepower (local-mgmt) # erase configuration
All configurations will be erased and system will reboot. Are you sure? (yes/no):

WOHFNE, X =2 VT 4EY2—/12 (security module2) % Z4NZIHET D HEER
LTWET,

firepower# connect local-mgmt

firepower# erase secure security module 2

The physical storages in security module will be securely erased.

ALL DATA AND IMAGES WILL BE LOST AND CANNOT BE RECOVERED!

After the erase the module will reboot and need to be re-initialized.
DO NOT POWER OFF THE DEVICE IF YOU DECIDE TO PERFORM THIS TASK!

Are you sure? (yes/no):

BEa<w> KR avw >R SR BA

decommission-secure BEINEETY 2 —VEERITEELET,
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exit .

exit
HEOCLIEy Y a v EZ R TLTT AL ANBYIM LY, BEfishi4A7 =27 F —F
T LTEXEC LYULIZR AT, exit 2~ FEHEHLET,
exit

X DA Zoa=wy FIEBIEELIIF—U—REH 0 £ A,

avU R E—F

FEoavy RE—F

avy FERE

)1)y—= EENE
1.1(1) avy RPRBMEE L,
5l

WOHNE, BAEO Sy 7 LLDCLITy Y a &2 T L, ZOT 34 AL YIWrd
D HEEZRLTWET,

FP9300-A # exit

WROFNE, v — R VEEE 2B LU T2 HEE2 R L TV ET,

FP9300-A # connect local-mgmt
FP9300-A (local-mgmt) # exit

FP9300-A #

BEa< Y KR avw Uk R BA
connect BOES R ATV =7 M LET,
end CLI DEE L~V T— RIZED 3,
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. export-config

export-config

BREDVAT LAHFELE Y T—F P—NITXML 7 7 A /L E LTEY AKR— b 5121
export-config =~ > RZHH L 9,

export-config {URL disabled | enabled}

BX DA URL T AR—=FENTZXMLA A=Y T 7 AT, 2—=HF T HT b
& RNIFTURR—FFa bhanr, ZrANELRE. VE—K &
T EANDTNVNAERELET, RO NT U AR—K 7 v halsr
fEHTEET,

* ftp: //username@hostname/path/image name
®* SCp: //username@fhostname/path/image name
* sftp://username@hostname/path/image name

* tftp: //username@hostname/path/image name

disabled T) —EHREA I LET, 2T Fal—TarTrA
LI/ AR —FENFEHA,

enabled RY S —EHRELZANCLET, a7 4 Fal—ar7rAg
ARSI AR—bhENET,

ATV R E—FR scope system/
av Y REE y1y—2 RENE
1.1.3 Iy BN Eh R L,

FERALEDHA RS54 BETT AR — MEREZMHT S & Firepower4100/9300 ¥ v — Y DFET A 2 LT T |
T — LR EEEZLXML 7 7 AV E ) E— N NI AR— N TEET, ZOa
TA4Xalb—vay 7y ANEH%TA AR — kLT Firepower 4100/9300 (& s (2 #E A% TE &
WHL, BEMOERICE LD, VAT AREENSREESEZD T2 68 TEET,

WORIZIEE LTI,

« FXO0S2.6.1 LM, REDT I AR — FHIZ/RAT — RRLZF DM OFIE F— &E@%%%ﬁ
AL T AT A X —2IEETALENH Y £, REE T AR— T 50
12, NAT— RRFOMOEX—ZFETE L TRBLLERZH D 9,

F72, 77 AN0261 LVEIOFX0S VU — xﬂ%774wﬁ17xf  EZH7R VR

D, I AR—FEINTEZREEZA VAR — T HGHIZH—F Y N VAT LT, =7 AR—

%ﬁ HL# #@%éhéiouﬁﬁﬁéﬁg%%biﬁo_®%Q\& Ty kA
WelbtXx—%2F v 783, AR —FTEET,
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export-config .

e AT 4 X2l —Tary TrANVORARIL, BEELZWVWTLLZIN, 27 4 Falb—
vary TrANNERINDE, FOTFANEHEHAT I a7 4 F2b—var v
A= F DRI 2 AHEERN H W 57,

e ARl ary 7 4 Xal—a VREIT, 27 4 Falb—ary 7 ANMIEERL T
FHA, AEHORERLT L 7 4 X2l —a U EEBETLICL, 7TV 4— 3 UNiE
I 2ar7 s Xalb—ar Ny Ty T V= VBT LIMNERD D £7,

ROy 7T o7 77 A NN EEEENDOEERET 501, =7 AR— MMRERIC
774»%%WE¢6#\%f®774W%%®%%_3t~LT<téwo

FIZUAR=—F Zr harl)E—F F—="OREIJE LT, 2—FOEHRM/ AT — FD
ANBRBIZ R DEENRH Y £3,

Hlnar 74 Xal—vary 7y A NVEx 7 AR—MTDL, LT 7 ANANEETT X
A= RSN TWRNWZ L ZRTT AZ Y A7 DM export-config E— R (system/export-config)
DHBICHMB SN ET, et 2A2MiA7T 5121%, commit-buffer & AL £,

1

/<Ll = @7A41t77/b7¢ ARERBRTER ST XML 7 7 A V& E—
%-&—vw;:u7xd- T2 FEEZRLTHET,

firepower # scope system

firepower /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml enabled
Password:

firepower /system/export-config* # commit-buffer

firepower /system/export-config #

BEaY

vk

av Uk B
cfg-export-policy WEDTT AR—F R —%BELET,
import-config RNz 7 AR —hFL7ZXML I 7 4 Xalb—2ary 77 V%

TOTFIA T A a—LET,

set RIEDT 7 AR — MIUEEER R 5T 5 & I D
password-encryption-key | = — 2 fs | 4
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. generate password

generate password

B XTORBEEZRE L CHEHERD T VX LA T — REART 521X, generate password
a~vy REHLET,

generate password password

BX DA password 774 VR == MER T 5 82T — R,
a<vY R E—F scope security
av Y RERE )1)—2x EERNE

2.10(1) a~wy RRBIMEE L,

BRLOAA Foqs BHLCTONBEIEE LCEERDT v ¥ LRAT — FEART 5 2 L8 TE £,

1

WOHNE, EX=2 VT 4 E— REBBL, FRXTOFEEZEELCEEED T V&7
LNAT— REERT D HEEZRLTWET,

firepower # scope security
firepower # create local-user admin2
firepower /security/local-user #

firepower /security/local-user # generate password
8-127 Password length

firepower /security/local-user # generate password 10 with
with-special-char With Special Char
without-special-char Without Special Char

firepower /security/local-user # generate password 10 with-special-char
Q@!D4%vI1wCN

MEa<v R av Uk EBA
set password 2= FTHT L NONRAT— RERELET,
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import-config .

import-config

RN 7 ZR—F L7 XML 2> 7 4 ¥alb—ay 77 A& UR— 5100,
import-config =~ > R&HLET,

import-config {URL disabled |enabled}

EX DA URL NG UVAR—KN 7o barrdrA N4 E, VE—F VAT A
ANDITNVIRAE T AR—FTBHXMLA A=Y 77 A VITHEEL
¥4, KORIT U AR—F Fa halZffATcxEd,

* ftp: //username@hostname/path/image name
®* SCpP: //username@hostname/path/image name
* sftp://username@hostname/path/image name

* tftp: //username@hostname/path/image name

disabled RN —EHREEESNCLES, 2T s Falb—varyTrA
MEA R —h S ERE A,

enabled AU —FHIRREEEZAINCLET, 274 Fal—var 771
ART I AR —hENET,

ATV R E—FK scope system/
a% Y REE yy—2 EEAE
2.0.1 vy RANBEhE LT,

==

FEHREDAA KS4 Y RETZ AR— MERREZEHT 5 &, Firepower4100/9300 & ¥ — ¥ OF 7 /A AL 7T » |
T+ —LERREEZ G XML 7 7 A LAY E— =N AR—FTEET, T
T4 FX¥alb—valy Ty ANEHKTA AR — b LT Firepower 4100/9300 (Z G | 2 A% ki E %
WAL, ORISR LY, VAT AEENSREE STV TN TEET,
ROBITEBE LT ZI 0,

« FX0S2.6.1 LI, RED T AR — FHIZ/RA Y — RRoZ OO F— 732 & OB
R EALT AR T 2F —2BETHALENRDH Y £9, KEL T AKR— bT5HH]
2, NAT— RRZDMOMEXF—%E L TR LERH Y £7,

Flo, T AND 261 XVETOFXOS YV U —ZANbH 7 7 A VBT AR— IV [R
D, T AR—FSNTREEA VAR— T DEEICF—F Y NV AT LT, =7 AR—
FRAZIFE LR —2MEH SN D X ICRET A0 HEEHV £T, ZOHAE, ¥—F v hv R
TAFE T b — 2T oy 7T A UAR—FTEET,

D-Ra<w Kk
I



D-Ravw F |
. import-config

s AT 4 X2l —Tar TrANVORARIL, BELELZWVWTLL I, 27 4 Falb—
vary TrANNERINDE, FOTFANEHEHAT I T 4 F2b—var v
A= F DRI 2 AREERNH W 77,

e a7 4 Fal—va VEREE., a7 4 X2l —ya Ty AMIEENTH
FH A, ABRIOBRERIL 7 4 FXal—a BT AT, 77U 4 — g g
T BarT7 4 X2l —val Nl T v YV EFEHTALENRDY FT,

©4100/9300 ¥ ¥ —>~DAL T 4 X2l —a DA VHR— FE, Vr—3OTXTORE
TFOary7 4 ¥alb—ary GRilT A RA&ET) FHIBRS., f1 VR —F 774012
EENLHALT 4 Fal—Ta I RICBERIONET,

e T 4 FXalb—ay TrANDTY AFR— kit LA U Firepower 4100/9300 ¥ ¥ — 3
RHiear7sFalb—ary IJ7ANEA Y R— T2 L 2BEIOLET,

« A A — FHED Firepower 4100/9300 &% —3DF Ty N7 4 —A5 VT F =T N—T g
E, I AR— R LI EE LRI U=V g IR BITT T, BARLHEAIE. A v R—
NMEVEORRINIMRIES N EH A, AL, Firepower4100/9300 ¥ % — %7 v 77 L —
KLV E T T L —RL7ED T BNy I T v THREET I AR— 957 & &H
["LET,

« A > R— RSO Firepower 4100/9300 > v —3 TiX, =7 AKR—h LIz & LREL AR »
MZFEILR Y hT—7 FVa—ABA LA F—AEINTWALERHY 9,

« A 2 AR— FHED Firepower 4100/9300 > v —3 Tld, A VAR— T 527 ZKR—F 774
JNIERESNTWVDLTRTORBT NS A, ELWY T v =T 7TFVr—ar A
A—VRA VARV ERTWDRERH Y £,

A VR—+TBaL T4 X2l —a T AN, EDOT TV r— gl Ra—
P I AZFE (BULA) BHIMEET NA ANGZTENLTWDLE, a7 4 Fal—
varvEikArR— NTARNIC, EDOT 7V r—3 3 @ EULA 3 Firepower 4100/9300
V=V TZITANLON TV DHLERHY 7T, T ANLNTWRWES, BEITAK
LET,

FSGoAR—F Far harltE—hF $—R_"OBEIIG LT, UVE—F =2—FOHFH X
U— ROANBYIBIZR2DGERH D £7,

showfsmstatusa~ > RE AT B L, A VR — b AT —X ZA%FER L. T OHEITIRD & HEZd
THZLENTEET, ROFIZBEL T EEN, A7 OEITIRIIZIGEE T, a~<r FAS
NEERNEIZ 255808 H0 £9°,

1

WL, HELT XA AL T T N7 3 —bERERTEEZET XML 7 7 A V&2 ) £—
b =N A IR — T B EERLTVET,

firepower # scope system

firepower /system # import-config scp://userl@R192.168.1.2:/export/cfg-backup.xml enabled
Password:

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot
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firepower /system* # commit-buffer
firepower /system # show fsm status

Hostname: 192.168.1.2

FSM 1:

Remote Result: Not Applicable

Remote Error Code: None
Remote Error Description:

Status: Import Wait For Switch
Previous Status: Import Config Breakout
Timestamp: 2016-01-03T15:45:03.963

Try: O
Progress (%): 97

Current Task: updating breakout port

import-config .

configuration (FSM-STAGE:sam:dme:MgmtImporterImport:configBreakout)

BEav> K

avuk S5BA
cfg-export-policy T AR—F By —%
export-config BAEDY AT LAFEEZ Y T— M F—NIXML 7 7 /L& LT

AR—FLET

set BIEDT 7 AR — hHPICHERSRER LT 5 L SITEREND

password-encryption-key | e — 2 f55 |4
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. install

install

FRIFRIEa— RE A A2 F—)LT5121F, install 2~ > REERALET,

install code
X DA code Smart Software Manager 7> b Htf5 L 72 THIGEAE = — K,
ATV R E—F T# (license/reservation) E—
av Y FERE )1)—=x EFERAR

1.1(1) awr RPMEMNESNE L,

EEREDAA FS4s RiEa— RRTTIARSATOVSHAE, Z0a— REA v A b=+ 5 0ERD Y £,

1
ROFNL, PRIGRIEZ— RE2A VA =T D HEEZRLTOVET,

FP9300-A# scope license

FP9300-A /license # scope reservation

FP9300-A /license/reservation # install <code>
FP9300-A /license/reservation* #

BEEav Uk avU kR FREA
request universal FHRIBR a2 — REARR L £9,
show license BIED T A AEREFR T LET,
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install firmware .

install firmware

RN v — R L7 57— 27 Ty 7T L — KXo r—T% A VA =3 51203,
install firmware =~ > RZfEH L £4,

install firmware pack-version version_number

BX DA

ATV R E—F

pack-version AVARN=NANTET 7 =L T =T RNy =0 —D g U EIREL
version_number F4,

GE) Ny —Tverdon number (314 A— 7 7 A NVLTIED
DVEEA BHEIZT 7 ANLO—H) . show 23~ R &
5 &, Xy —Tverson_number &R ETE 9,

T7—bLUxT A A =)L E—R

avy RERE

EREDAARZA4

)1y—= EENE
1.1(1) awy RBBMEnE L,

Zoawy REMHT A, EEHEERNSLETY, @FE., 7y 7 7L —RKDA A —)L
Zat 21320 ~ 30 5000 . FaE APV AT ARFEER L £,

A A =N EETDENC, BAEOIRI/ERREELZHER L, BEOREE Ny I T v
L/iﬁ_o

Ty T =R Ny =V ORGEEE T DROA YA D= D2EREOT e AT, £
T v T OBIEEHIHAITT 20 E ) OMRN LY £, WIhro7rn 7 hERTno & A
N¥zrE, 7o RFKTLET,

show detail 2~ > REFHTLHE, A VA= R REE=FTEET,

1
WOFNX, RNCE T a— R L7 7 =AU =T Ty ST — R Ry r—V% A v
A b= THHEERLTNET,

FP9300-A# scope firmware

FP9300-A /firmware # scope firmware-install

FP9300-A /firmware/firmware-install # install firmware pack-version 1.0.16
Verifying FXOS firmware package 1.0.16. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10

FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
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. install firmware

The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.
Do you want to proceed? (yes/no):yes
Upgrading FXOS SUP firmware software package version 1.0.10
command executed

BEEavT R avw U R SR BA

scope firmwar e-install firmware-installation &=— R ZBHiE L ¥4,

show download-task |77 — L =7 Sy r— T DK m— RICET 2 8% FoR L
+.

show (firmware-install) | firmware-installation £ — R TlX, 77 —A 7 =7 /3y i —JEHRN
FrInEd,
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install platform .

install platform

YF T4 TTy P TF—h AV E R N CT 7 — AT =T BEORY 7 P2 T 5T v
77 L— RT3 512iE, ingall platform =2~ > R&fH L £,

install platform platform-vers version_number

BX DA

platform-vers A VARN—NTAETTY N T —A N r—DONR— g U EETE
version_number L¥E,

O R E—F

H#E( > A h—/L (/firmware/auto-install) E— K

avy FERE

FEREDHA FS1 Y

)1)y—= EERNE
1.4(1) awr RPRBEMEhE L,

Zoaxy FaeT 210d, BHEEERNLETT, 7y 77 L—F 7P ut X 2TEE 20
~30H 00 £,

A VA M= VEBGT DN, BIEDIRL/ERREELHER L, BEORTEE N I T v
L7,

auto-install ‘& — K C show fsm statusexpand =~ > R+ L, /£ A h—L TR %
E=HTEET,

Ty T TV —RA VAR N TaBREZETTDHIZE, TI74~Y 777 Vw7 L F—2a
37 NOBEERIBEHERTILNERSH Y 7,

il

ROBNT, 7T b7 =L T v T T V= RNy =% A VA N—NT 5 5EER
LTWET,

FP9300-A# scope firmware

FP9300-A /firmware # scope auto-install

FP9300-A /firmware/auto-install # install platform platform-vers 2.3(1.51)
The currently installed FXOS platform software package is 2.2(2.19)

INFO: There is no service impact to install this FXOS platform software 2.3(1.51)

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):
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. install platform

FEI<T R avw Uk &R
download image Firepower4100/9300 2+ —ICFXOS Y 7 bV =7 A A=V %X T
yur—RLET,
show validate-task A A=A T OB ADAT —H A FRLET,
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mgmt-port (connect local-mgmt) .

mgmt-port (connect local-mgmt)

BHAR— MEROFEHAT —Z 22 RABLURET DI12IE. mgmt-port =~ RZEH L

ESc

mgmt-port
BX DR mgmt-port BHAR— MEREFRLET,
A< R E—F connect local-mgmt
av Y FERE J1y—=x EENR

1.1(1) awr RPMEMNENE L,

BRLDHA RS54 7741 Tk, Zoavy RZEEA— MERaRRLET,

1
WROFNE, BHR— MEREFRT L5 HEZRLTOVET,
firepower#

firepower# connect local-mgmt...

firepower (local-mgmt) #mgmt-port

<CR>

no-shut Management port up <====== Administratively enable the chassis management
interface.

shut Management port down <====== Administratively disable/shutdown the chassis

management interface.
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ping (connect local-mgmt)

D-Ravw F |

HEARW Iy NU—I a7 A NTHHBT, *v NU—27 EORIOT /A ZAD IPvd 7 K
VA%~ T ping & FEITT DL, ping=a~> REFHALET,

ping {hostname|lPv4 address} [count number_ packets] | [deadline seconds] | [interval
seconds] | [packet-size bytes]

EX DA hostname| IPv4_address #4545 %y NU—27 FAXAL ZADRA MAELIZIP T FL A, 2

DHRA M OR SITHEK 510 TFTT,

count number_packets

(FA7var) ®ETDping /7y MO, FPHIT 1~ 2147483647
Ny BT,

deadline seconds

(AT vay) SEXRTry MRZEINENSTZGEIT Ny O
G keI DRI, Z OFRFRINRIET 5 &, pinglZ& T L E
4, &L 1~ 60 T,

interval seconds

(AT a) ping /N7y MHOKR (BPHALD o #PRIZ 1~ 60
BT, 7740 MI1THTY,

packet-size bytes

(FFva ) ping N7y MTBINT 57 —% 34 MM, #@PHIE
1 ~65468 34 N TY, T 74 MME56/34 M T, 834 FANICMP
ANy A —IEMEND E, 6434 - X7y MR £,

Aa<vY R E—F connect local-mgmt
2% FRE IDES EERS
1.1(1) a~wy RRBMEhE L,

FEREDHA KSq4y O~ FEHEHLT,

FBEINEZARAR MZICMP = a2 —3ER 7y b 2B ETHZ LI

D, Vx—VEHA X =T A ADPBHER Y NT =T ~OIERZIP s T A R LE

D

1

ROBNE, v —RNVERY 2 VIZHE L, > b T —2 EORIDT /A 212k LT ping
Pl a 12 [BIFATT 5 HEE R L TCVWET,

firepower# connect local-mgmt
firepower (local-mgmt) # ping 198.51.100.10 count 12
PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84) bytes of data.

64 bytes from 198.51.100

.10: icmp seg=1 ttl=61 time=0.264 ms

64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
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64
64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from

198.
198.
198.
198.
198.
198.
198.
198.

---198.51.100.10
12 packets transmitted,

rtt min/avg/max/mdev

51.
51.
51.
51.
51.
51.
51.
51.

100.
100.
100.
100.
100.
100.
100.
100.

10:
10:
10:
10:
10:
10:
10:
10:

icmp_seq=5 ttl=61
icmp_seq=6 ttl=61
icmp_seq=7 ttl=61
icmp_seq=8 ttl=61
icmp_seq=9 ttl=61

icmp_seq=10 ttl=61 time=0.224 ms
icmp_seqg=11 ttl=61 time=0.261 ms
icmp_seq=12 ttl=61 time=0.261 ms

ping statistics ---

firepower (local-mgmt) #

12 received,

time=0
time=0
time=0
time=0
time=0

0% packet loss,
51.005/51.062/51.164/0.064 ms

.216
.251
.223
.221
.227

ms
ms
ms
ms
ms

ping (connect local-mgmt) .

time 11104ms

EEav> R

avU R SRER

ping6 ARy N — %2 T A M T H AT, Xy hU—2 Lo
BIDT /XA ZAD IPv6 7 K L A %A{#i > T ping & EIT L ET,

traceroute feEENT5% (IPvd 7 KL A) ~DL— k& hL—ALET,
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. ping6 (connect local-mgmt)

ping6 (connect local-mgmt)

Xy U= EORIOT AL 2D IPv6 7 KL Z%&ffi~ T ping #FE173 5121%. pings =~ >
REFEHLET,

ping6 {hosthame||Pv6 address} [count number packets] | [deadline seconds] | [interval
seconds] | [mtu-hint {do|dont|want}] | [packet-size bytes]

X DERHA hostname| IPv6_address #ifi4 25 % v h U —27 T4 ZADHRA M ELIZIP T FL A,
DR A M4 DF ST K 510 XFTT,
count number_packets (471 =) PET D ping /87 v hOFL, #FHIL 1~ 2147483647
Ny BT,
deadline seconds (AT vay) &Ny MBRZESNRh> TGy b O
EAE 2 ke T D iR, Z ORI T2 & ping 1T T L E
4, #PHIL 1 ~ 60 BTT,
interval seconds (A7 a ) ping 237 > FEOKERE (FPEAL) . &EPHIZ 1~ 60
WTd, T MI1IBTY,
mtu-hint (A7 ay) RAOMTU AL, e MIKRO EBY TT,
{do|dont |want} .
sdo: B— L Xy FOWBETHL T T T AT —2 g i kk
1L ¥, do-not-fragment (DF) 7TV %RELET,
edont : 77 7 AT —va vk LEY, 727ZL, DF 77
TEhEFJBELERA,
swant : /X7 R A ARRKEXWGAEIZPMTU i, a—7
IWTDTITA LT — a2 FTT52 01500 £4,
packet-size bytes (A7 =) ping 847y MOENT 27— A Mg, #PHE
1 ~65468 /34 N TY, T 7 /L ME56/34 F T, 831 A ICMP
Ny E—ITBIMEND &, 6434 F Xy MR F9,
ATV R E—F connect local-mgmt
av Y FER Jjyy—= ETEAR

1.1(4) awr RPBMEiE L,

FEREDHA RKSAy ZOaxy FEefHLT, SHESNLAA MIICMP =2 —ZR Ay h&XET 52 LITK

D, Vx—VEEA X T oA ADBHAETR Y N T — T ~DEEARW R IPVe BE5i AT A h L
F7,
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il

ping6 (connect local-mgmt) .

ROBFNE, B =B NVEBRY = W L, * v b Y —27 EORIOT /A 215 LT ping
Pefia 12 [BIFATT D HEA R L CVWET,

firepower# connect local-mgmt
firepower (local-mgmt) # ping6é 2001:DB8:0:ABCD

PING 2001:DB8
data.

64
64
64
64
64
64
64
64
64
64
64
64

--- 2001:
12 packets transmitted,

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from
from
from

:0:ABCD::1

2001:
2001:
2001:
2001:
2001:
2001:
2001:
2001:
2001:
2001:
2001:
2001:

DB8:
DB8:
DB8:
DB8:
DB8:
DB8:
DB8:
DB8:
DB8:
DB8:
DB8:
DB8:

DB8:0:ABCD::1

rtt min/avg/max/mdev =
firepower (local-mgmt) #

(2001:DB8:0:ABCD::1)

O O O OO OO 0Oo o oo

:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::

I e R e e e = T = N S

icmp seg=1
icmp seg=2
icmp seg=3
icmp seqg=4
icmp seg=5
icmp seg=6
icmp seqg=7
icmp seqg=8
icmp seg=9

::1 count 12
from 2001:DB8:1::1 ethO: 56(84) bytes of

ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61

time=0.
time=0.
time=0.
time=0.
time=0.
time=0.
time=0.
time=0.
time=0.

264
219
234
205
216
251
223
221
227

ms
ms
ms
ms
ms
ms
ms
ms
ms

icmp seg=10 ttl=61 time=0.224 ms
icmp seg=11 ttl=61 time=0.261 ms
icmp seg=12 ttl=61 time=0.261 ms

ping statistics ---

12 received,

0% packet loss,
51.005/51.062/51.164/0.064 ms

time 11104ms

BEaT YR

av R SRER

ping HEARNR Ry N — V%2 T A NS H AT, Xy hU—2 Lo
DT ISA ZD IPvA T R L A% - T ping #3447 L7,

traceroute6 ESHhI5% (IPv6 7 RLA) ~D)L— k& hL—ZALET,
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. power
power
Y a— VOEREZYW T 5I21E., power a2~ REEALET,
power {down [soft-followed-by-hard | soft-shut-down] jup}
X DERHA soft-followed-by-hard (FA7vay) ZOoF—U—FKaEfHALEYa—VOERE [/
L—A7)u] \ZHIMrd 5L, SSPARL—T 4 VT VAT AN Y v
N UTHETRRKASDEHEL, TDk, OSOT Y v hE TV
PREEIZEIR 2 BV 2 — VOBEBUIM S NET,
soft-shut-down (A7vary) ZoxF—I—FK2EHLCEY2—VOERE J
L—A 7MWYl 5 L, VAT AEXSSP AL —T 4 T VA
TLADYxy MU BRI L £, BV 2 —/Li, SSP
OS WIEFIZT ¥ v N T v SNTHRIZOHERDOIW S E T,
AT RE—FK P—E2x Ty E—F
av Y RER Jy—x ERERE

1.1(1) awy RPRBMEnE L,

FELEDHA KSq > powerdown 2~ RTWFNDA T v gy F—U— REELRWVWEEIE, TV a2— 1O
N =T YT VAT RE T L—A Ty y ME T ETIZ, TV 2— LOERNPT I
b s 9,

BIRE A 7T DRNCE Y 2 —VOBREE NI T v 7 THI a2 HRELET,

1

woFNE, —ER2AT7a 7y A VE—REBL, Y7 by MU TEY 22—
IWDBIRE A 7T D HEEZRLTWET,

FP9300-A # scope service-profile server 1/1

FP9300-A /org/service-profile # power down soft-shut-down
FP9300-A /org/service-profile* # commit-buffer

FP9300-A /org/service-profile #

EEa< ok avwvk L]

shutdown FNRA AT Yy F AT LET,
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reboot .

reboot
Y —VERIET 7V v A A —ax s NeFEET 5I121E, reboot 2~ REEH L E
7
(local-mgmt) # reboot
/chassis # reboot [no-prompt|reason]
X DERHA O— G VERE— RCIE, Zoa~vy FIZBREFIZF—T— FiZ
Y EHA,
no-prompt (A7var) vy—vEF—FTIOF—U—FREHH+THLE. H
EEZ T I TE 7, LA OGE, FEEORBICIL
commit-buffer 73 4E T4,
reason (A7vary) vey—vEF—RTIE, HEEeZIZENTETXX
NXFHNE AT TEET, HRKRS510 LFETANTEET,
avY R E—F Vy—vE-F
n— A VEHE— R
avy FER J1)y—= EEAR

1.1(1) awr RPMENENE L,

FRLEOHA KSqy FEIBFNCVATAREEZ N 7T v 7 T52 2R L ET,
O—HVEBE—RTIE, 20y RIZF—U—RRERIEA 7T a v iddbn A,

)

GE) [T V—RAT NI VAT ADY Y v AUV EHE#FEZEITT LD, Yy — T—
KCzoa<wry ReERAT L 2HELET,

1
WOBNE, v—HVERS = V2B L, VAT AEHERT S HEERLTOVET,

FP9300-A # connect local-mgmt

FP9300-A (local-mgmt)# reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no)::yes

nohup: ignoring input and appending output to “nohup.out'

Broadcast message from root (Fri Apr 13 17:12:49 2018):

D-Ra<w Kk
I
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. reboot

All shells being terminated due to system /sbin/reboot

WOHIE, vy — FT—FR&EEMBL, VAT LAEFRET DL HiEEZ TR LTHET,

FP9300-A # scope chassis 1

FP9300-A /chassis # reboot

This command will reboot the chassis when committed

FP9300-A /chassis* # commit-buffer

Starting chassis shutdown. Monitor progress with the command "show fsm status"
System is safe to power off after "System halted." message is seen

FP9300-A /chassis #

Broadcast message from root@DOC-FP9300-A (Fri Apr 13 16:27:04 2018):

All shells being terminated due to system /sbin/shutdown

BEEav R avw R S5 BA

shutdown FRA A ET Yy h ZTLET,
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reinstall .

reinstall
WHELT S, ADT — FA N T v TREEEETHITIL, rengal 2~ RZ2ERA LT 7Y 7r—
arv A VAR UATHA VA M= LET,
reinstall

EXDiiHA ooy RIIBIEERIIF—TU—RIIH Y £ A,

avU R E—F

scope slot/scope app/

avy FERE

FEREDAA RZM4 Y

)1)—= EERNE
1.1(1) awr RPRBMEE L,

T N ADT— AN T v TREIT, BETHZENTEET, FTILOEREEZFEHLTT
TV r—va v BHA VAN ATEIEL, BEERFLTEBWWTETH LWVEREERFEHL
CT 7V r—var A VAX L AEFA VA= LTHIEHETEET,

1

WOHIIL, license/licdebu E— FZBE L, A~—h VY7 v =7 IDFFAEL T A&
v AMERRAT 5% FEICER T 5 HikE R L TWET,

FP9300-A # scope slot 2

FP9300-A /slot # scope app-instance asa clusterl

FP9300-A /slot/app-instance # reinstall app

FP9300-A /slot/app-instance # Do you want to reinstall the app now [Y/N]? Y

BEEavTY R

avw vk R BA

register WERT R, ADT = FNA N T v THREEELELT, TV r—v 3
VAVAE U AEEEEN L9,

D-Ra<w Kk .
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register

D-Ravw F |

Z @ Firepower 4100/9300 7 /34 A |Z Smart Software Manager 7 71 7 > k &5 gk 3 5121,
register =~ > R&2HL 9,

register idtoken id_token

BX DA

aAvU R E—F

id_token Smart Software Manager %7 7 A R B HUG L7285 ek h—72 >

FA4 ¥ A (/license) E— K

avy FERE

FEREDHA K542

)1)—= EEAR
1.1(1) vy RRNEIMESRE L,

Smart Software Manager ¥ 7= (% Smart Software Manager %7 7 A MO EER h—27 V2R LT
ab—LFEd, FEMMzoWVWTIE,  [Cisco Smart Software Manager Satellite User Guide] %2 L

1
ROBNL, ZDOT A REGES LT EZR L TVET,

FP9300-A # scope license

FP9300-A /license # register idtoken ZGFmNWM5NjgtYmNjYSOOZWI3L
WE3NGItMWJkOGEXZjIXNGQOLTEONjI2NDYx%0AMDIZzNT
V8N3ROdXM1Z0ONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1

FP9300-A /license #

avw R SR BA

deregister BEFEbRT D&, THU Y DT A ANRHIBRESNE T, 731
A EDOFTRTOT A & AHER L FEHENHIBRSILET,
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reinitialize

reinitialize [JJ}

EV a2 — N EELIIE T A —~y T A, renitidizea~vr REFERLET,

reinitialize

BX DA

avY kK E—FK

Zoavwy FIZEFGIEELETF—U—NIH A,

2@y kN E— R

avy FERE

FEREDAA RZM4 Y

J1)—=x EERNE
1.1(1) awr RPMENMENE L,

V2 VEFPIMET B L MESNETRTOT T Y r—va v F— 2 REacilk s h
EF, commit-buffer =~ > REFITT RIS, FITHOTRTOAL T ( Fal—var Ty
ANENRy 7T v T LTI,

451
WOENL, 2Aa vy 82 DFEY 2 —LEBEON LT A FEEZRLTWET,

FP9300-A # scope ssa

FP9300-A /ssa # scope slot 2

FP9300-A /ssa/slot # reinitialize

Warning: Reinitializing blade takes a few minutes. All the application data on blade
will get lost. Please backup application running config files before commit-buffer.
FP9300-A /ssa/slot* #

BEa<w> R

avw vk R BA

decommission P — OB Z IR L F7,
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D-Ravw F |

remove server

PIRNCBR@T IE SN — a2 TR, A A X0 U MBHIBRT A121E. removeserver =<
VREFEALET,

removeserver {id|chassis id/blade id}

BX DA

aAvU R E—F

id Zn vy FEE, AR EORMEIEL 1 ~ 255 T,

chassis_id/blade id n EROY—R vy —2 LT L— FE A,
(F) v — EFZIIFICLITT,

HFEDOa<vwy KE—FR

avy FERE

J1)—= EEAR
1.1(1) g~ RASEMNSHE L,

FEHEDAA KSq4y Y=V E-RTCIOa~xr FelT255613 Any NIDESOLEIEET DLERD

nET,

il
ROBNE, BEPIES Y — " ZHIBRT 5 07ikZ2 R L TOVET,

FP9300-A# remove server 1/1
FP9300-A* # commit-buffer
FP9300-A#

EEav> R

avw vk R BA

decommission server F—_OBEEZF I LET,

show server B S — R ERR L ET
decommissioned
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renew .

renew
Aw—hK V7 N 2T BEGEAEES TEHTEHR L, TXCOEXF 2V T 4 TP a2 — /L THR
EHEHT AT, renew 2~ REEALET,
renew

X DA Zoa<wy N8I EAIZF—U—REH Y A,

avU R E—F

FA A TNy 7 (/license/licensedebug) E— F

avy FERE

FEREDHA RKS4A4 Y

J1)—=x EEAR
1.1(1) awr RPMEMNESNE L,

TI7HNETIE TAT T AT 45 FEIT6 v AZ L, T4 B AERKIZ30 HZ LICHE)
PNCET SNE T, A 2=y b7 7B ZAOHIRRRON TV SHYE . Smart Software Manager
TIA BV AZELLIZGAIEL, IROOREE FEITEHTLLbTEET,

1

WOHIIL, license/licdebu £— F&#BEL, A~—h VY7 h U =7 IDFFAEL T A&
v AMERRST 5% FENCEHT 5 HkE R L TWET,

FP9300-A # scope license

FP9300-A /license # scope licdebug
FP9300-A /license/licdebug # renew
FP9300-A /license/licdebug #

BEEavT YR

av YR iEA
register Z @ Firepower 4100/9300 7 /N1 A|Z Smart Software Manager 7 7
vy hERERLET,
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. reset-password

reset-password

2Pl =P — AT — FOLEHLZ 5T 511, reset-password =2~ FafEH L%
R

reset-password password

BX DA password 774 VR == MER T 5 82T — R,
a<vY R E—F scope security
av Y RERE )1)—2x EERNE

2.10(1) a~wy RRBIMEE L,

ERLDHA KS4 > KREBTA UVRZa—F —Ca—PF— AT — ROELEEHITHZ LR TXET,

1

WOFENE, EX=2 VT4 F—REBBL, ATV —F&2 kv b5 hHEZRLTH
£

firepower# scope security

firepower# create local-user admin2

firepower /security/local-user # set
account-status Account status

email Email

expiration User account expiration
firstname FirstName

lastname LastName

password Password

phone Phone

reset-password Change password at next login

firepower /security/local-user # set reset-password

no No
yes Yes
BEa< R avw kR &5 EA
set password 2= T HIL NONRAT— RERELET,

\[Generate Password\] 2—HP—TH T NONRAYT— REERLET,
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request universal .

request universal

FHRIBR 2 — R & ARLT 5 I21E, request universal =~ > R&2HA L E4,

request univer sal

BX DA

Zoavwy FIZEFGIEELETF—U—NIH A,

AU R E—F

T (/license/reservation) E— K

avy FERE

FEREDAA RZM4 Y

J1)—=x EERNE
1.1(1) awr RPMENMENE L,

Smart Software Manager T TX %5 L 912, BAMAANC A=~ N T4 B AZBAT DM
ERHVET, TRTOTHU Y MBKFET A £ AD TR OV TERIN TV D0 Tk
HYEFA, REEZET HHNCZ OBEEICOWT Y A OERBNH D Z L 2B LET,

Firepower 4100/9300 ¥ ¥ —NIKAT A B AZEI D Y THANC T A B AT ZAN L%
7,

ZDawy REFEITLI-1%. showlicenseresvcode Z{HH LT, AR S N- PRI R, FEE,
BIORERY)a—FERRFLET,

1

WROBNE, FRIER=2— REAER L, EfRShica— FERRTL5HEEZR L TVE
ﬁAO

FP9300-A# scope license

FP9300-A /license # scope reservation

FP9300-A /license/reservation # request universal

FP9300-A /license/reservation # show license resvcode

Warning : generating the reservation code takes a few seconds.

Please run the 'show license resvcode' again if the code is not available.
Reservation request code :

<empty>
Reservation authorization code :
<empty>
Reservation return code :
<empty>
BEavrF av v R &5 BA
enablereservation =X N FA B ADTRIEA X —T I LET,
show license BAED T A B A EHRAER T LET,
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B estart

restart

BT R, ADT —FA NI v TREEEET DL, restart a2~ REFERALTCT 7Y r—
Tarv AR AL EEE LET,

restart
BX DA Zoa~xy NEsBIERELITF -V —FEH Y £ A,
A< R E—F scope slot/scope app/
av Y FERE Jyy—=x EENR

1.1(1) awr RPMENMESNE L,

FERHEDHA KSq4y BT AL ADT = AT v REF, BRETLHILNTEET, BRELEE, EHITHL
WHREEFH LTI 7Y r—va v a@mE#do2 b, BHRARGE LT TETH LWV
EEHERLCT IV r—var AV AX L RAEHESTHZ L TEET,

WOBNL, 77V —varEEEST S HEERLTHET,

FP9300-A # scope slot 2

FP9300-A /slot # scope app-instance asa clusterl

FP9300-A /slot /app-instance # restart app

FP9300-A /slot /app-instance # Do you want to restart now [Y/N]? Y

BEa<v> K avw > kR SR BA

reinstall TV — gy A VAR AEFA LA M=V LFET,
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return .
return
KANTA|VVADRY 23— REAKT HI2IE, return 2~ > REFEHLET,
return [code]
BX DA code (A7 2 >) SmartSoftware Manager ) HEfF L7 T A4 L A a—

aAvU R E—F

FO

F# (/license/reservation) &— R

avy FERE

FEREDHA K542

)1)—= EEAR
1.1(1) gy RRNEIMESE L,

KINT A ANRENZ I 5 T2 851X, Smart Software Manager |Z IEFUZIREIT 2 ML E N H Y
F9, BHILAWE, TA B ARENREBOE IRV RO THEMATE EE A,

Zpa~vy RuE A3 % & Firepower 4100/9300 > v — ¥ RIEEIZ T A & > A K HRAEIC 72
D, HHARREBIZBITLET,
WH % 58T 9 5HI21%, https:/software.cisco.com/#SmartLicensing-Inventory (28 L, ==/ 3—

VTR AR (UDI) % L C Firepower4100/9300 & ¥ — > & RpE L, #dhA v A X v
A&HIBRLET,

451
WOHNE, KATA B AZBIRNT D HEZRLTWET,

FP9300-A# scope license

FP9300-A /license # scope reservation
FP9300-A /license/reservation # return
FP9300-A /license/reservation #

avw >R SR BA

show license udi FXO0S = =/X—4 )L T34 2B+ (UDI) RERSNDHDT,
Smart Software Manager ® FXOS 1 > A% » A% RO £,
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. return
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



