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B ==asro0:on

BEMRA IOV b

FXOSIXEHMNE ATV 27 "ETNAEFEALEST, ZOTT LTI, BHGRA T =7 b
IS PRATRE R T 4T 4 TR T 4 T 4 BRI RBLLI- b DT, 72 %
X, vy =, EFX 2V T BV 2, Ry NI EVa—)b, A— b, Taty P,
BHXNRA T2 P LTERREINDIYWHEZ T 4T 4 TY, £/2, 2=V o — 7T v
N7 4 —h RYv—iF, BEHHREAT V27 b LTERBSNOMBET YT 4T 4 T,

EHARA T V=7 MZiE, REAGERIOULEOT u 7 4 BREEMT O 5601 H Y £
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| cumz
OV R E—F .

av2kE—FK

CLI® =z~ FE— RIBEE#EICR>TEY, EXECE— RBEREOR B s 720 £9, &
WL L DE— RiE, BN~ DFE— RIZHE LET, BNV DFE— KRG 120 L
~LDE— RIZBEIT 5121, create, enter, BLUWscopex~ > REFHLET, £/, £—
RESE T 1 D@D LB EIT 51213, up 2~ FEERLET, /2. F— FEEOK
LSBT S I top 2~ RLEHATE £,

)

GF) a<wy RE— RORBITEENSR AT V=7 MIBEEMT SN TWDTZdD, D47V =7 b
EERHEAMITOENTVNAE—RIZT 7 BATE L9127 DI121F, £9. 047 V=7 FaAE
KT DMLENINHY ET, TI78ATHE— NIRRT H2EHGRAT V=7 b EERT DI,
create}s L Nenter =~ R&MIH L £7, scopea~ NIHEHGEA TV 27 FEEHRT D
LOTHEHY A, TTILEENSRA T 27 "RFAETDHE—RIZT 78 AT HETT
7T

£F— RiZiZ, FOEF—RTCANTELa<vw ROy MRAEENTWET, £F— FRTHEH
T&pavy ROKEME, BETHIEENG AT V=7 MIBEBLTHET,
HE—FOCLI v 7 MIE, T— FBEICBT 2IHMEDT— RO T NANEIRENE
T, ZHUCEY, avr RE—FEENTOREMNEZBZS AW CEE3, £/, ZOEE
MBI A BB BRI L IEF IR D £ 9,

WOFIT, FHELa<v L RE—FR, £ET—F~DT7 7B AFEHTL a2~ K, BLOKE—
RizBE$ 2 CLI 7y 7 R a5 L TnET,

R1I:FEHRATURE—FETOAVTH

E—F4£ TOERRERST AT E—R ForvFb
EXEC EEDE—FRTtopa~> K #
THTH EXEC ®&— K75 scope adapter =~ | /adapter #
R
r—T7 VAT EXEC “&— N7 5 scopecabling ==~ > | /cabling #
.
Ty — EXEC “&E— K2>5 scopechassis =1~ | /chassis #
e
A —HF v b H—,3 KA |EXEC *€— K C scopeeth-server =~ | /eth-server #
A YK (Zoa<vr N0 ToY
T awy REFBESR— S TnE
T A)
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cugz |

E—F4

TOERXIZERT SR

E—F BT

£ —FFy b T T Y
Y

EXEC *£— T scope eth-uplink ==~
VN

/eth-uplink #

Tr 7V A H—T
x7 bk

EXEC &— 726 scope
fabric-interconnect =< K

/fabric-interconnect #

Ty —bL7xT

EXEC & — F2>5 scopefirmware =2 =
K

/firmware #

RARMA—=YFy b A
H—T A A

EXEC “E— K75 scope host-eth-if =
VAN

GE)

TDavwy REFOTRTOY T o
< RiE, 2O LTI R—k
SNFE¥A, FAMA =Y Ry b A
VE—T x AR A7 NE /adapter
$ E— NTCHEHATXET,

/host-eth-if #

FA A

EXEC &£— N7~ 5 scopelicense =2+ >
s

/license #

T=H YT

EXEC “&E— R7)>5 scopemonitoring =
<~ K

/monitoring #

~ =2 TV DORERL

EXEC E— K75 scopeorg =+ >

/org #

SAr sy NI AR

EXEC “&— T scope packet-capture
o< K

/packet-capture #

X2 U7 4 EXEC &£— K725 scope security ==+ | /security #
M
P EXEC &— R7»5 scopeserver =1~ 1 | /server #

K

Pf—bERX a7y AL

EXEC &— R7>5 scopeservice-profile
a<w 2 K

GE)

Y—bER T A NNVEERE L
D, fER L= LanT72En,
DF V| create, set, F 7213 delete
HTavr Ry hEEHLRNWT
{TEEW,

/service-profile #

SSA

EXEC E— F7>5 scopessa =¥ > N

/ssa #
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| cumz
OV R E—F .

E—F4 TOERRERST ST E—-FJorvJh
VAT A EXEC &— K75 scopesystem =1~ | /system #

R
{548 HBA EXEC €— R7>5 scopevhba =2~ > K | /vhba #

GE)

BE, Z0Oa<wy REFDOTRTH
T aw s RiZhAR—hrENTWE
A,

AR NIC EXEC €— K5 scopevnic 2~ > K| /vnic #
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FXO0S CLI $it X

WDIL, FXOSCLI D kP LUt FX0S 2w Ry x)b, n—H)VEHa~vy Rz
. Xy NU—=I2THEFHZ CIMC, BLOEF2 VT4 EY2— L CLIKT Z7ERATH-0
WCFEATTE A5 Mo~y FOMELZRLIZLD T,

[ 1: Firepower 4100/9300 FXOS CLI $#5 X

- SSH/console session
TE—
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A7V bavUk

vz razor |

A7V NEBEAIZA OO RN a< L RBEH D F7,

* create object
* delete object
* enter object

* scope object

scope A~ 2 N, KA 7 V=7 b Tha—WF A 22 2AT V=7 FTH, T3TD
BHMBA TV 2 CHATEET, Tomoavr REFEHALT, 2—¥ A 2% 2L
FTV 2l NEERB L O TE T, TXTO createobject =~ NiZiX, UK
J&3 % delete object 35 & OF enter object =~ > RMFIE L £,

=P A AP ATV =7 FOERTIE, RORIZHAT I o1, Znboa<wr R
DEWEIIA T V27 NBTFETDINE IMNT Lo TERY F5,

R2:ATOz ) bOFEELBVEEDIT Y FOEE

av YR EfE

create object FT T SMERR S, ST LS. EDa T 4 X
L—va v = FRBhshET,

delete object TT— Ay—URERSNET,

enter object F7 Y=y PHBMER S, BETLHE. £0arT ¥
L—va v E— FRBShET,

scope object TT— AyE—UREREINET,

R3I:ATOx) bOFEETHEEDIATY FOBE

avo kR B

create object TT— Ay —UNERENET,

delete object T NHIBRENET,

enter object HUT AL, ATV bOary T 4 Fal—T gy T
RRBtG S E

scope object FT 2 bDar T 4 X2 — g B— RRRBENE

TO
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cugz |
B == roxs

N = 4=
a7 FDOELT
EEDE— FTTabF— 2T 52 T, avr FANZRTTEET, avr FAD—H

ZANLTCTabF—%49 &, a~vr FERENFREIND D, FIFHOF—U — RO 5 (E
EANNTDLERND DG ETERENET,
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avvrEE

av Y NERE

CLITIL, BIfEFOt vy a v THHALET_RToOa~vy RMEFEENET, ERAIF—F703
TREF—ZFEHATIE, CNETIHEHALZa~v Y FE1OTORRTEET, ERIS—
ETLBBENOEMO I~y RBFERIIL, FRAFZF—E2T LEBRAOKRO 2~ RnE
REINFET, BEOKRZIZEET L L, TREZF—ZMLTbROa~vy FRERREINRL 7
nET,

JEREZ R L CliEbl /e a~r REFHOMEOH L, Enter $—%#9 2 LT, BENOa~ K
FHANTEET, Z0Oa~vr FIFETANLEZLICERENET, Fo, a~vr FaeH
EEREON L7-%%. Enter ¥ — %3 Rlca~y REEFET AL TExFET,

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



cumz |
B sz+oa<rroasy b wE &5

EZhopavwr ROazy b, BE, R

CLITary74Xal—vay avy e AT BH54E,. commit-buffer =<2 K& AT 5
FTC, Foavwr NMiEHINFEFTA, IV FENDET, a7 4Falb—vagravy
RIZAREEREE & 72 v | discard-buffer =~ > RE AN L THEETEE7,

B D a~ s R E— FNCRETOEE ZFEAER, commit-buffer 2~ K1 >TE & T
HATxEd, (RO~ K E— R T show configuration pending =~ > K& AJ) LT, {*¥&
Hoa<vry RERRTEET,

Y

GE) MRETFOI_RTOa~vr FoadMEsT v 7 LET, 72770, Fa—BFgEFLa~vy KRz
Sy PRIZRILEESGES., Booa<wr Ficb@EASNET, K L7za~vr Rig=o— A >
?_y‘/éi&%éhij_o

gy RWMERBTOEE, a~r R 7a P RORNCT AX VR (*) BERENET, 7
AR A7, commit-buffer =~ REAST2HEHEESNET,
Wiz, ey sRavr Rz Mok AR cEb b6 %2R~ LET,

Firepower# scope system
Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services

+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #
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CLUDAVSA ANILT

?XFEANNTHIE, WOTH I~y FMEXOIHEDRE THEA W RER A 7 v a V2 FRTX
£7,

Tur 7 MO ANEFIC?22ANTLHE, BUEOFE—FTHATE S a3~y FATRTE
RENFET, I~ FO—EHEANLT?2ZANTLHE, TORRDO A~ FHEXNONMET
F—U— FEGIEPTNTERSNET,
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cumE |
B outoraing

CLitv a3 R

FXOS %, [FIFFICT 77 4 712 TCEX D CLIEy v a v OFEEFTREYy v a VTHIR L E
T, ZOMEITREATHETT,
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show HAD T4 I3 ) T ERE

eshow a~ 2 RHIDRAEE 742D 7 (16 2—2)
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show HAD T4 LB Yo R |
B stowa~o rmnogEET L8 LY

show A< > FHEADRBFEE TR Y VT

HMIHETHRAN 774N EA LT vT5HE, show 2~ > RO hEHEFECTEET, HhH
ETA4NEV T aw s NIXA 7358, showa~r RO N E 7 4 V&2 T TE
F9,

HAODORIEL 7 4 Z ) o 73T _TD show 2~ > RTHEHATEETN, KEDOTXFR M
AT Da~y REMIET 250K BEY L ET, 728 2%, show configuration =~ > K

ZEALT, REOTRTELIT LR RTEET, REOHNZa—T5L, REL
Ny 2T v TRBIOETLTEET,

Y

GE)  show I~ RTIEY—2 Ly bk (USATU—=KRT7 4 —/L R) BDERENZWNEH, FLOT A
A AR EZIE VAT A5E1T. BEBEONRRT— 2895 X 51T show A ZEH 4 50
NV E9,

show A< FHEAD T4 ILE )25

show 2~ > FOHNZ 7 4 Z ) 7T 5100F, ROV T a<wy REFHLET, RO
DOFBAT, show =~ ROBRDOEMOME | 1334 7XFTHY, a~vr RZEEn, X
DOHADO—ETIXH Y FHA, TANEZ Y T F T aidavy RORYD | LFEOHIC
ATTLET,

show command | {begin expression|count|cut expression|egrep expression|end
expression | exclude expression|grep expression|head |include expression|last |less| no-more| sort
expression | tr expression|uniq expression|wc}

24N )G F Ty
TANEY T T awr Rk B T,
s begin : FEE SN NZ — U BEULRIIOITERZ L, TOITEREOTXTOITE
TR LET,

ecount : T ATV P LET,

ccut : BATO—E AR (T b)) LET,

cegrep : JEIRX A T DONE = L =T HITOHREFRLET,
cend: NH = E—ETHITTRTLET,

sexclude: X — & —ETHTXTOTERN L, TOMOTRTOITERRLE
ﬁ—o

cgrep : NF— L —HTDITOHREFRRLET,
«head : BANDITEERRLET,

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



| show HHD T 1 ILE ) VT ERTE

\)

show 3wy kitAnT ULy

cinclude: ¥ —2 & =BT 51T OHEFIRLET,

last : FEDOITEFR R LET,

cless: X—= T DT 4 NETT,

sno-more: I~ RHJOLN—TEF7IZLET,

esort 1 fTEY—FLET (AR —L Y —F—)

otr LFELEH, A7 A —X, BIUHIBRLET,

s uniq : B LZE—ITO 1 D& RS TR TEHEIEL T,

ewc: 17, HiE, BLOXFOHERRLET,
expression

. . DFEV Y —UFEMA T A N ETY, RAE—ES S EIXI T ESH
PFCHERNTLIEEY, Ro—#& LTERENET, /2. RED A= IRITE
EFNET,

=)

1

ROV T a<r ROW DML, 74 H ) 7 EFHICHBEICE 2:8MA 7> a v B3dH Y
F9, 7= & %X, show configuration | head 3 & U show configuration |last & f5E3 2% &, lines
F—U—RFEEHALTCERENDITHELETEET, 774/ ME10TT, EHIT, show
configuration |sort S45ET 5 &, AP EBITEZHIRT 2720047 v a v -u #BINTE
FT, (ZOFT v a Vv OFEMBRHHIIAR R 2 A hOoXMRINTT, SFSEhavr R
DN TIE, FXOS O~V T A SR TS0, 5ElC O VT, #2475 Linux O~L
TESERLTIIEIN, )

WOEITIE, AT L AR s u ZPNOBIEDITR A HRT A2 HFE2 R LET,

FP9300-A# show sel 1/1 | count

3008

FP9300-A#

ROBITIZ, LFF Terror] ZHZTes AT WA X b 0 7 OIT2FRRTHHEEZRLET,

FP9300-A# show sel 1/1 | include error

968 | 05/15/2016 16:46:25 | CIMC | System Event DDR4_P2 H2 EC
C #0x99 | Upper critical - going high | Asserted | Reading 20
000 >= Threshold 20000 error

FP9300-A#

&

] =

show 2~ > R IOHRE (18 X—)
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. show a7 > FHADRE

show a7 > FHEAODRTE

show HHAD T4 L5 Y L5 ERE |

HWHETHRAN 774X A VLT vT5HE, show a2~ ROENERFTCEET,

show command [ > {ftp:|scp: | sftp: | tftp: |volatile: |workspace:} ]| [ >> {volatile

| workspace: } ]

B DA > {ftp: | scp: | Sftp: | tftp: | volatile:
| wor kspace: }

BIRLZFN T AR—F 7o bavzfERHL TR
ESINEZTHFA N 77 AW show =z~ R %
VA4 127 FLET,

avry RzeANT5E VE—F =% IPT
RUA, a2—H4 T7 ANV RARER7 Y I
nEI,

Z OB R TEnter 24 L B3 e — B VRAE
émiﬁ—o

>> {volatile: | workspace: }

show 2~ RN ZHEE 72T A b 7 7 A /WITE
MLET, ZO7 7 A MTTTIGFEL TV D NLE
NH F9,

il

WOHITIL, BIEOREEZ AT LT — I A=A ELEL S E LTWET, RET 7 AL
NI TICHFELTEY, EEETINE I NERINTXET,

FP9300-A# show configuration > workspace

File already exists, overwrite (y/n)?I[n

In

Reissue command with >> if you want to append to existing file

FP9300-A#

ESPEREY=]

show 2~ RHEJIO7 42V T
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HR—rSnTWWVGEWWavT Y FEFHIRa<
N

e HFR—FEN TRV avr R (20 2—)
s~ R (24 =)
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HR— FEATOAENIRY FEFIRa<UF |
B sx—rsncunnazor

HR—rShTUWAEWNav U R

WD~y RIFCLIIFEREINTWVETR, VY R—MIENTWEEA, WTFhDa~v N
ANLTH, BHTIEHY $HA,

EXEC (&xtfIiL~NJ)L) a< 2k
#restore-check

# scopeeth-server (§_XCOH7a~v R)
# scope host-eth-if (host-eth-if %7 =2~ R /adapter & — K TEHATRET)
# scopenh-test (X ToHOH7avr K)
#set nh-test

#show nh-test

#show registry-repository

#show ucspe-tech-support

#ucspe-copy

¢ vhba (F¥_XCoOH7Ta<r R)

Yy¥—YE—FOTUFR
/chassis # Scopeiom
/chassis # showiom

/chassis # Show post

727Uy Ay —axy b E—FATUF
/fabric-interconnect #SCopefan
/fabric-interconnect #ScoOpefan-module
/fabric-interconnect #SCOPE PSU
/fabric-interconnect #SCOpesw-uplink
/fabric-interconnect #Show fan
/fabric-interconnect #show fan-module
/fabric-interconnect #ShOW Ian-neighbors
/fabric-interconnect #ShOW psu
/fabric-interconnect #Show san-neighbors

/fabric-interconnect #Show sw-uplink
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| ¥ R—rEhTLRNITY REFIRITY R

HEE—Fav> R

/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org
/org

/org

#recommission server

#scope auth-profile

#scope fc-policy
#scopeiqn-pool
#scopeiscsi-policy

#scope kvm-mgmt-policy
#scope rackserver-disc-policy
#scope rackserver-mgmt-policy
#scope san-connectivity-policy
#scope stor age-connection-policy
#scope udld-link-policy

#scope udld-system-settings
#scope uuid-suffix-pool

#scope vhba-beh-policy

#scope vhba-templ

#scope vmg-conn-policy
#scope wwn-pool

#show fc-policy

#show fc-zone

#show ign-pool

#show rackserver-disc-policy
#show rackserver-mgmt-policy
#show san-connectivity-policy
#show udld-link-policy

#show udld-system-settings
#show uuid-suffix-pool

#show vhba-beh-policy

#show vhba-templ

#show vmqg-conn-policy

#show wwn-pool

gR—rxhcunmnazor

Ny r x5y TFy E—Favwo R

/packet-capture #ShOw nh-test
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B & rshcumnazor

t¥xal)T4 E—

Kavw> Kk

/security # createrole

/security #deleterole

Y—NE—FIaTUF

/server # show flexflash-controller

H—EX JOI77AILE—F TR

/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile
/service-profile

/service-profile

#disassociate

#rename-to

#scope dynamic-vnic-conn
#scope ext-pooled-ip

#scope ext-static-ip

#scope fc-zone

#scope iscsi-boot

#scope vhba

#set dynamic-vnic-conn-policy
#set ext-mgmt-ip-pool-name
#set ext-mgmt-ip-state

#set iscsi-identity

#set kvm-mgmt-policy

#set san-connectivity-policy-name
#set sre-templ-name

#show dynamic-vnic-conn
#show dynamic-vnic-conn-policy
#show ext-pooled-ip

#show ext-static-ip

#show fc-zone

#show initiator-group

#show iscsi-boot

#show iscsi-identity

#show mgmt-iface

#show vhba

#show vnic-iscsi
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| ¥R—rshTuBLavy REFBavUR
g—rxhTumnazsr ]

VATLE—FOTUFR

/system # SCOpe control-ep

/system # SCOpe environment-features
/system # Scope storage-features
/system # ScOpevm-mgmt

/system # Setvirtual-ip

/system # Show control-ep
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| EECEESAS

HEa<> K

WD a2 RO IEHIFE S CWEJ, Cisco Technical Assistance Center (TAC) D A 2 73—
MOFERENTEZHEEERE, 2R b0a~y RIZEHLRWVWTL S0,

H—EX OIS/ E—FaATUKR

P—ERX SR 7741V@%E51%E LWL fiéb\o LS haR /service-profile #
create, /service-profile # delete, F721% /service-profile # S&t 7 a~< 2 ROWTI Bl
ALZ2NTL7ZEN,
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A-Ca<w>Fk

+ acknowledge fault (29 ~X—7)

» acknowledge server (30 ~X—1)

» acknowledge slot (31 ~—73)

* activate firmware (32 ~X—3)

* backup sel (33 ~—73)

e cancel (34 X—7Y)

» clear lock-status (35 ~X—73)

» clear message (36 ~X—73)

» clear password-history (38 ~X—1)

e clearsel (39 ~—)

* commit-buffer (40 ~<X—7°)

* connect adapter (41 ~X—737)

* connect asa (43 ~X—71)

» connect cime (45 ~X—7)

» connect ftd (47 ~X—7)

* connect fxos (49 ~X—)

* connect local-mgmt (51 ~X—73)

* connect module (53 ~—1)

* connect vdp (55 ~X—3)

* create app-instance (57 ~X—3)

» create bootstrap-key FIREWALL MODE (58 ~3—73)

» create bootstrap-key MANAGEMENT TYPE (59 ~X—7Y)

« create bootstrap-key PERMIT_EXPERT MODE (60 ~—73)
« create bootstrap-key-secret PASSWORD (61 ~X—)

» create bootstrap-key-secret REGISTRATION KEY (62 ~X—73)
» create bootstrap-key DNS_SERVERS (63 ~X—)

« create bootstrap-key FIREPOWER_MANAGER [P (64 ~<—)
» create bootstrap-key SEARCH_DOMAINS (65 ~X—72)

« create breakout (66 ~X—7°)
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* create certreq (68 ~—1)

* create class (70 ~—73)

» create connection (73 ~X—73)

s create destination (75 ~X—73)

s create dns (77 ~X—7)

s create hw-crypto (78 ~X—72)

« create ip-block (79 ~<—)

» create ipv6-block (81 ~—3)

» create keyring (83 ~X—737)

s create local-user (84 ~—73)

» create member-port (86 ~X—1)

s create ntp-server (88 ~1—73)

« create policy (callhome) (89 ~<—73)

« create policy (flow control) (92 ~X—)
» create port-channel (94 ~X—73)

» create pre-login-banner (96 ~X—737)

s create profile (98 ~X—1)

s create property (100 ~2—737)

* create resource-profile (102 ~X—13)

» create server (scope ldap) (104 ~<—73”)
s create snmp-trap (106 ~X—3)

» create snmp-user (108 ~X—1)

» create ssh-server (110 ~X—37)

« create stats-threshold-policy (112 ~—7%7)
« create subinterface (114 ~<—737)

« create theshold-value (117 ~—3)

* create trustpoint (119 ~X—73)

e cycle (121 ~<—72)
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acknowledge fault .

acknowledge fault

VAT LEE AT HI2IE, acknowledgefault =~ R&2H L £,

acknowledge fault id

XD EREA fault id PEE D ID %5, $5ETE 5 A 2HIPHIE 0 ~ 18446744073709551615
‘/C“ﬂqo
ATV R E—R YATF E-FR
av Y REE =2 EENE
1.1(1) avr R BMEhE L,

ERELEDOHA KS4> acknowledgefault =~ > RKZ2MEH L CREHEOH AR L 7.

1
WOBNZE, BEFEI U THRBISE 2170 Tika R L T0ET,

firepower # acknowledge fault 11347599
firepower* # commit-buffer
firepower #

MEavrk Q9w R =55
acknowledge server T A TH— Tk U ORI S 21TV £
acknowledge slot FRA AND AT v DO EE R L £,
show fault R AR Y o — A 2R LT,
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. acknowledge server

acknowledge server
B — N U CHERRIN A %17 9 12I%, acknowledgeserver =i~ RZ&2ffF L £,

acknowledge server {id|chassis/blade id}

BX DA server P—NID FEEEH L CHERISEZ1T 5 — 25007 51213,
{id| chassis/blade_id} id: AHLES,
Y —UVBLOT L— NIDFFEMH L THERICE 21T 5 —
ZikB4 2 i12iE, n/n BT chassis/blade id & AL E 1,
(G¥)
Ty —v ID FFIIHFITLTT,

AT RE—FR EXEC

scope chassis/

avy RBE J1)—2 EEANE
1.1(1) awr RPMENESNE L,

FERALDHA KS4> acknowledgeserver =~ RZEM LT, Xy MUY= ADT A ZAOFEARGR L ET, -
&R, T fEE) ST Y — NS U THGRISE 21TV, Z OV — "NFEET D 2 L 2GR T
%iﬁ‘o

X =¥ = N THGRIRE 21T 0 P — 2@+ 2 DITHEHN TE 2851 id DA TY,

151
WOENL, % —3 B— RTEYa—/L 2 O%— T U CHIRISER{T 5 FiExr =
LTCWET,

firepower# scope chassis 1

firepower /chassis # acknowledge server 2
firepower /chassis* # commit-buffer
firepower /chassis #

MEav> kR av U R L]
acknowledge fault VAT AEEELMRLET,
acknowledge slot RS- 2ny NOFELZHERL T,
show server show server == > RIEH— NZBE 2 & F SERBEHHRE R
RLET,
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acknowledge slot .

acknowledge slot
Ay MIXF L CHERRISZ Z1T 9 121%, acknowledgeslot =~ > R&fiH L £,

acknowledge ot {id| chassis/blade id}

RXOHH EXEC E— R Ty ¥ — VB LT L— K ID & 5% M L CHRIG
BEFTH ATy AT 5121, nn BT chassis/blade id & A
JILET,
)

Uy —vID FEHILHEICLTY,

aAvURE—F EXEC
scope chassis/

scope fabric-interconnect/

av Y RERE 1) =2 EENE
1.1(1) vy RBBMSE L,

BALDAA FS 4> acknowledgesiot =+ > K& LT, MOEfFB S/ Amy NOHEEHRLET,
Y=y T KRG £1T5 A0 v F @B 2 DI HA T 58501 id DA TT,

EXECE— KT, MERISEEZITI Ay EiBT5DIMEHTEDEF, vy—rvEBLOT
L— R ID %75 (chassis/blade id) D& T,

1
ROBNL, ¥y —YF— TRy M L THERRISEZIT O Hika R L TVET,

firepower# scope chassis 1

firepower /chassis # acknowledge slot 2
firepower /chassis* # commit-buffer
firepower /chassis #

BEIT R avw Uk A
acknowledge fault VAT AEEEMRLET,
acknowledge server Fy NI =7 NOY—_OGELFHERLET,
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. activate firmware

A-Raw R |

activate firmware

T 7 =AU =T Nolr—"%T 7T 4 7129 5I21E, activatefirmware 2~ > R&EEH L E
7,

activate firmware version

WX DA version NR=Da v BEEBHLT, 7774 7T BT 7—L7xT Ny
r—VEIRELET,
ATV R E—FR scope system/
avy FERE Jy—x EENE
L1(1) avy RBNBMEE L7,

FEREDHA K542

TITA4_N—v gy 7o A0—EE LT, T XCOCLIty a vy B"ETLET,

!l
ROBITIZ, 77—V =T Ny —V%T7 77T 4 72T 25 EERLET,

firepower# scope system

firepower /system # activate firmware 2.4(1.52)

As part of activation, all cli sessions will be terminated.
Continue with activation? (yes/no)

eV N =5 ER
show firmware VAT N T b T =T ONA—Y g v AT — 8 AR EER L
R

show server firmware PR T 7 — LT 2T ONN—=V g AT —HAFREFRLF
—a—o
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backup sel .

backup sel
VAT AL AR hrY (SEL) /w77 v 75121, backupse = REMHLET,
backup sel {id|chassis/blade id}
BX DA id P—31ID, 93007 /3A A TIE, A3 BEDOY—NEHETEET,
chassis/blade id XyWRDT 754 T 2D ¥ —F LT L— RES,
Gx)
V=V ID EFFIFEICLTT,
Q< FE—F fLEOa~ > K E—F
vy FERE )1)—x EERNA

1.1(1) avy RBNEMSVE LT,

FEREDHA KSq4y ZOaxs FEMHLT, P—=OTY AT A A X b a2 (SEL) 21y 77 v 7 LET,

BEDOY— "D a~< 2 FE— R (/hassis/server) TliL, 47> a v #iEETiczoa~w R
FEITTEET,

151
WO, % —3 1 O —R_2DSELEZ NNy 7T v 7T 5 5EZRLTWET,

firepower# backup sel 1/2
firepower* # commit-buffer

firepower#
EEa<v R avw >R i BA
clear sdl P XD AT A AR Y (SEL) 227 U T LET,
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. cancel

cancel

THIBRE X ¥ AT 5IT1E, cancd 2~ REFHALET,

cancel
X DA ZOawy RIESIEELIEIF—TU—RiEdb v HA,
A~V FE—F scope license/scope reservation/
avy FERE )1y —= TEAR

1.1(1) awr RPRBIMEE L,

EELDHA FS4 > Rila— FATTIARSHTWAEHAIE, 00— FieA v h—AT50ERH Y £7,

451
WOFITIE, TPRHEREZTYy BT 5 EEZRLET,

firepower# scope license

firepower /license # scope reservation

firepower /license/reservation # cancel

Warning : If you have already generated the authorization code from CSSM, please abort
the cancellation by issuing discard-buffer and then install the authorization code.
firepower /license/reservation* #

BEa<v R avy kR B
enablereservation N2 N FGABLADTREA X —T M LET,
show license BEOTA v AMEWMERRLET,
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clear lock-status .

clear lock-status

22— I T NAT—H A% ) TIHITiE, v—Hh)L 2—H F— N Tclear lock-status
a<wr REFEHRALET,

clear lock-status

BX DA Zoawy FIZEBIEELEF—T—NEH D THA,
AT R E—F o —7 )b —+ (/security/local-user)
av Y FRERE J1)y—=x EERNAE

1.1(1) awr RPMEMNESNE L,

ERLOAA RS54y 2—F (BHGa—F2aT) MEESNER 7 A VR TREEREBLS L, 2—PEs %
FANLR Y I T Y NSRBI D, 2 POR Y I T N AF—H 2% 2 VT LAVEY | B
JA BRSNS E T, HE SRS 5 LERH Y T,

1

WOFITIE, = a2—FT—REBL, v /7 U NEniza—Fna s (v
TE5FClIRB T 2EMZ2 R ET D HiEE R LET,

FP9300-A # scope security

FP9300-A # scope local-user test_userl

FP9300-A /security/local-user # clear lock-status
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

BEavrk avUk Ll

set max-login-attempts | = —#FR 2T ANB R Y I TV hENDLET, nSA VTR R
MCEDEEERTELET,

set n 7 A AT OREEBICE LR, 2RV AT Anbr vy
user-account-unlock-time | » v | 31, 2 R 2455 L £ 4,
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. clear message

A-Raw R |

clear message

BAEOR T A VHINT—T %A M2 V7351201, clearmessagea~ o REHHALET, &
TA VRN — ATV FERITHIBRSILEY A,

clear message

B DEREA

aAvU R E—F

Zoaxy FIIBIEELETF—Y—FEdH Y £ A,

scope security/scope banner/scope pre-login-banner/

avy FERE

FEREDAA RZM4 Y

)1)—= EERNE
1.1(1) awr RPRBMEE L,

Zoawry REANTLE, A VIR —T XA MRV TENET, B A UEINT—
7V FEEITHIBREINET A,

1

ROPITIE, BHEDO R 7 A VHINT =2 RRT G5, 2O =227 ) 74575k,
BLOZLEZEM L CHEET 20 2R LET,

firepower # scope security

firepower /security # scope banner

firepower /security/banner # scope pre-login-banner
firepower /security/banner/pre-login-banner # show

Pre login banner:
Message
Firepower-9300-2

Western Data Center

firepower /security/banner/pre-login-banner # clear message
firepower /security/banner/pre-login-banner* # commit
firepower /security/banner/pre-login-banner # show

Pre login banner:
Message

firepower /security/banner/pre-login-banner #

EEav> R

avw vk SR BA

create pre-login-banner | w7 L ORI FER S D AT — 2 AER LET, HII0 T —
FTVx s NI,
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clear message .

avw vk SR BA
set message 0 JA VRN =L L TEREINDTHFA NOITEZBMEZITE S
jﬁz)_iﬁ—o
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. clear password-history

clear password-history

0—H) 2—HFONRRAY— REREZ 7 V735121, clear password-history =~ > RZ&{#H L
£9

clear password-history

BX DA oAy NITEBIEELRF -V — FEH D A,
ATV R E—F m—71 /b 2—H% (/security/local-user) E—
avy FEE )= EEAR

1.1(1) awr RPMEMNESNE L,

ERLEOHA RS4Y SO0~y REMHT 210, admin £7213 AAA R ZFf o2 —F THLIXLERH Y £,

1

ROFITIE, =BV a2—FF— sl 2—F O AUV —F@EEZ27 V735
FEERLUET,

FP9300-A # scope security

FP9300-A /security # scope local-user test user
FP9300-A /security/local-user # clear password history
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

avw vk i BA
create local-user HHOg— D)L 2—F T hY L FEERLET,
set password 2= T AT FNDORAT— REEELET,
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clear sel .

clear sel
Y= XDV AT AR v (SEL) #7 V7 325120%, dearsd =2~ FE2EHALET,
clear sel {id|chassis id/blade id}

X DERHA id (A7 ar) —s81ID, 9300 7 /34 AZITE K 3 BOY— 08

AT R E—F

bYET,

chassis id/blade id

(A7vay) oYy —BFBERBIOT L—RKES,

GE)
VX =V ID FFIEFICLTT,

TEoavy RKE—F

avy NERE

FEREDAA RZM4 Y

)1y—2 FEAR
1.4(1) avy RBNBEMESVE LT,

Zoavy REFALTC, =DV AT A A s rs (SEL) 27 VT LET,
BF@E DY — N (/chassis/server) DA< KE— RTiL, h—"ZHEEETICZDa~vy ReHE

fFeEET.

1

WOFITIE, MHEE—F Ty —2 1BV —R1IDVARATAAR sl k7

T HFEERLET,

FP9300-A # scope org Test
FP9300-A /org # clear sel 1/1
FP9300-A /org* # commit-buffer

FP9300-A /org #

BEEavT YR

avyU kR

58

backup sl

VATAANR Y (SEL) AR I T v LET,
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. commit-buffer

A-Raw R |

commit-buffer

RIELE AR £ 7213MER T 5121E. commit-buffer =~ > RZ2HH L 7,

commit-buffer [verify-only]

B DEREA

aAvU R E—F

verify-only (FFvar) Ry Ty avsFro VO fERMmiaELET, av
TrViEaliy hanTHWEREA,

FEpa<wy RE—F

avy FERE

FEREDHA K542

)1)—= EEAR
1.1(1) vy RRNEIMESRE L,

Zoavwry FEFEHALT, RETOTRTORELEEFTERITERLET, RELEDOR
Bt o< 7oy 7 ORHIT AZ Y A7 (*) BRERINET, commit-buffer ==~ >
KRBRATTEND L, REFOa~< FRaIy &, TAZ U RN 720 $9,

1
ROBNL, RELEDRGFTIEZ TR L TOET,

FP9300-A# create org 3
FP9300-A /org* # commit-buffer
FP9300-A /org #

BEEa~Y

R

avw vk R BA

discar d-buffer FTRTOaIY FEINTWRWNWI L T 4 Fal—2 g OEFELEE
FELET,

show configuration R OTRCORELE LR RLET,

pending
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connect adapter

connect adapter .

THETH a<w R v VICEERT AITIE. connect 2= REFHALET,

connect adapter {chassis/server/id|rack server/id}

X DA chassis/server/id Vy—v, =R (FEVa—L) | BLOTHTHID (w/nn X
TAS) Z¥EE LT, Firepower9300 CTif, £ 2 —/L&EZITI1,
2, F700X3 ZfETE £7, Firepower 4100 Tli%, 1 TY,
GE)
Y —v IDEFIIHEIZ LTI,
rack_server/id Ty I BZEEEY2—LID (B TAS) ZFELET,
AU R E—F fEEOa~vy FE—F
av Yy FER Jy—x ERERE
1.1(1) o<y RBRBMENE L,

FEHEDHA KS4> hdp ZEH LT, FIHFARRAY =0 TX T % a~v F2JAMLET, hdp a~vr R
FHLT, FIlRERa~y FOBHRERFLET,

BAMEHRIZ OV TIX, connectadapter : 2~ K U AL (674 X—) ZZHML T EINY,

)

GE) THTHaw o Ryx/WiERTIE, a~vr R4 Tur 7 MEIT 74/ h a<> K
SEFEINET, adapter n/n/n EWHIT T ITAT U RZEID B CHLARICERESINET, =
DA n/n/nlE, BRI AN LT Z T 2Oy % —3 /% —NID OfBAEETT,

THTH = REKTTDHITIE, exit EATLET,

1

ROBITIE, 7THTZ a<wr B =Vl L, AR 2~ FaRRT 551k

R LET,

firepower# connect adapter 1/1/1

adapter 1/1/1 # help
Available commands:
connect
exit
help
history
show-fwlist
show-identity

Connect to remote debug shell

Exit from subshell

List available commands

Show command history

Show firmware versions on the adapter
Show adapter identity

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



A-Rav R |
. connect adapter

show-phyinfo - Show adapter phy info
show-systemstatus - Show adapter status
adapter 1/1/1 # exit
firepower#
MEav2 kR av YR Bl
exit AT CLIE— RIZREY £,
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connect asa .

connect asa
ASA CLI |24 %1213, connectasa =~ > R&EMEHLET,

connect asa [name]

EX DA name (FFvay) ASAT TV r—ar AV AZ VA ERELE
T, THUERET A A4 LRI LT,

ATV R E—F connect module/

av Yy RERE 1)) —= EERNE
2.4(1) name 54828 BIN S E L7,
1.1(4) awr RPBMEE L,

FEREDHA RS> CLIDLAMARER <Y FIZOWTIE, ASA D=2 7 VaZM L TIZE0,
ASA =V — T3 5HIiE, Ctrl-a,d E AN LET
FXOS CLI D A — /=S H L~YLIZR YD 9,
AVY—LERTLET,
~LADL, Telnet 7 7V r—3 a2 U EE T 5 quit E AT LET,
B

asa> Ctrl-a, d
Firepower-modulel> ~
telnet> quit
firepower#

Tenet v a a8 TLET,
Ctrl-],. E A
1 -

asa> Ctrl-a, d
Firepower-modulel> Ctrl-], .
firepower#

451
WOBTIE, Y 2—/v 1 D ASA CLLICHEH G T 5 HikE R LE T,

firepower# connect module 1 console
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. connect asa

Telnet escape character is
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.
CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel> connect asa

A-Rav R |

EEav> R

asa>
avw vk SR BA
connect ftd 6T 5 B CLI I L £,
connect module FY 2 —/L CLLIZEER LET,
connect vdp vDP CLI (2856t L 9,
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connect cime .

connect cimc

Cisco Integrated Management Controller (CIMC) =t~ K ¥ = /L|{Z#i9 5 1Z1%. connect cime
av s FEANLET,

connect cimc {chassis id/blade id | rack id}

BX DA chassis id/blade_id U BIOE Y a— L EBEEELET (nBRTAS) .

G¥)
X —vIDFFIXEIZLTT,

rack-id Ty BEERELET,
avy FERE )1)—= EEAR
1.1(1) awr RPMEMNESNE L,

BRLOAA F54 > help A LT, FIHFHEACIMC 77— A0 =7 3y / a—F (U7 4 avy K& %
FLET, help =~ REAH LT, RAWRERI Y Fol#@e 2R LET,

\}

GE) CIMCza~y RIxz VT HE, avw R4y a7 RBTF 740k a7 w
%%Eéﬂij—o [ xxx ] &b\577°?/f77‘/7\L:%|J@%“Cf:%ﬁﬁ“@ﬁ‘o :@i}g—é\\ xxx LA
N Lkt Da~y RTT, WOFEZRLTITEIN,

2—T 4 VT 4 B TTHITIE, exit EATLET,

Cisco TAC 22 BAERNB 72 W IRY | Zo=2—7 4 U T 1 3EH LT a3, EBnfE®Rizo
WX, connectcime : =~ K URA K (679 X—Y) Z&HL T EEN,

il

WROHFITIE, CIMC E— Rz L., FIETRERa~ > RE2 U XA N T5HEEZRLE
7,

firepower# connect cimc 1/1
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~]'.

CIMC Debug Firmware Utility Shell [ support ]
[ help 1# help

Debug Firmware Utility
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. connect cime

Command List

alarms
cores
dimmbl
exit
i2cstats
images
mctools
memory
messages
mrcout
network
obfl
post
power
programmables
sensors
sel

fru
tasks
top
update
users
version
cert
sldp
help
help [COMMAND]

Notes:
"enter Key" will execute last command
"COMMAND ?" will execute help for that command

[ help 1# exit
Connection closed by foreign host.

firepower#
BEa<v R avy kR A
exit Aio CLI &— RIZEY £,
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connect ftd .

connect ftd
BT A B CLLIC #5121, connect ftd =2~ > R&AEHA L £,
connect ftd name
X DERHA name BERINCKTT A T S r—a A VAR AL ERRELET,
ZHUTRREET NS AL LRICTY, 77U r—va v XA FTEE
DT TV r—a AV AB L ANHDIES. AV AX A4 E
ETHMLENHY FT, AV AZ AL EFRRT HITIE, LEiEA
JFica~r RE A LET,
ATV R E—F connect module/
avy FERE 1)1y —2 TEAR
2.4(1) name B BN ENE L-, = A7 —7FFN exit 225 Ctrl-a, d
WWABRINE L,
1.1(4) avy RBBEMSIvE LT,

EELDHA FS4 > CLIDSFATRER T~ FIoWTIE, BEICHT 2B O~ =27 L2 BR LTS
AN

BRI T BB a2 Y — VBT DT, exit EADLET, 24(1) LVRTONR—Y 3
DO%EIE, Ctrl-ad EAJJLET

FXOS CLI D A — 8= A L-YULIZERE Y £97,
aVY—LERTLET,

~E AL, Telnet 7 7Y r—a &K TT DI quit EADLET,
1

> exit
Firepower-modulel> ~
telnet> quit
firepower#

Telnet v avE8TLET,
Ctrl-],. & AT
1 -

> exit
Firepower-modulel> Ctrl-], .
firepower#
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. connect ftd

il

WOFITIL, T 2—/v 1O EIZRHT D868 CLLICERe T 5 HikzrLET,

firepower# connect module 1 console
Telnet escape character is '~'.

Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is

CISCO Serial Over LAN:

Close Network Connection to Exit

Firepower-modulel> connect ftd

>

A-Rav R |

BEEav K avU R

BLL]

connect asa

ASA CLIIC#5t L9,

connect module

a2 —/L CLLIZEER LET,

connect vdp

vDP CLI |28t L £ 97,
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connect fxos .

connect fxos
FXOS =2~ R ¥ = /LIZHE9 5 121%. connect fxos =~ > R&MHH L E9,

connect fxos [a]

EX DA a (A7vay) 777V w7 alli#EgLET,
GE)

777 Vv 7 IDIXEIZaTY, 777V w7 ID AT DL L,

Tr 7V v AlTEERSNLET,

aAvY R E—FK HFEDa<vw KRE—FK
av > FERE J1)—x FEAR
L1(1) g~y REMENE LTz,

FEHEEDAA KSq4> ?EANLT, FIHAEEZR FXOS Y=/ v R& Y A M LEd, command ? & AL T,

fEploa<y RolfFHmEsERLET,

\)

GE) FXOS a~wr RIxzVil#g+se, a~v~r R4y a7 RTF 740 a7 ko

LERINET, (fxos) WM ENTZT 740N 7T NeWHIT T T4 T A
THNTELARITT, WOFEEZSBL T IE &,

B

FXOS ¥ = /L& T+ 5121, exit EASILET,

151
WOHITIE, FXOS a2~ R vz /W ZEF L, AR a~ >y RERRT 5 HiEE
%Liﬁ‘o

firepower# connect fxos
firepower (fxos) # ?

clear Reset functions
cli CLI commands
debug Debugging functions

debug-filter Enable filtering for debugging functions
ethanalyzer Configure cisco packet analyzer

no Negate a command or set its defaults

ntp NTP configuration

show Show running system information

system System management commands

terminal Set terminal line parameters

test Test command

undebug Disable Debugging functions (See also debug)
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A-Rav R |
. connect fxos

end Go to exec mode

exit Exit from command interpreter

pop Pop mode from stack or restore from name

push Push current mode to stack or save it under name
where Shows the cli context you are in

firepower (fxos) # exit

firepower#
BEIT R avy kR &R
connect local-mgmt BEOT XTI L TCWDHHIIC, VE—K TRy T vzl
B L EJ,
exit IO CLIE— RIZRY £7°,
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connect local-mgmt .

connect local-mgmt

0— A VEH o< R Vo VICEE#ET HI2iE. connect local-mgmt =< > K& L %9,

connect local-mgmt [a]

B DEREA

AR E—F

a AFvay) 7277V v 7 allBEwmLET,
GE)
777U w7 IDIXWICaTY, 777U v/ IDEZEMTD L.
777 w7 AlCEERESNET,

FEEDa~v s FE—F

avy FERE

FRLEDHA KS1 Y

)1)—=x EENE
1.1(1) a~r RRBMEhE Lz,

PR AN LT, FARRERe— VGBI 2L o< RE U 2 R LEF, command 2% A L
<., o<y FoFHRsERLET,

BIMEHIZ OV T, connect local-mgmt : =~ K U A K (699 X—) &ML TLIEE
AN

\}

G¥) n—hVEHaw L R Wik d AL, av L R4y a7 R TF 740 s Fr v

T INOLEREINET, (local-mgnt) WM ENTZT 7NV KT T REWITTFIA4T
ANZEIN B THNZLARITT, ROBEZRRL T ZE0,

0— I NVEBE— REK T 5123, exit EATILET,

451
WOFITIZ, m—h AV EHa~ s N oV L, FIRfERa~y FeERT 5
FHiEE R LET,

firepower# connect local-mgmt
firepower (local-mgmt) # 2

cd Change current directory
clear Clear managed objects
cluster Cluster mode

connect Connect to Another CLI
copy Copy a file

cp Copy a file

delete Delete managed objects
dir Show content of dir
enable Enable
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. connect local-mgmt

end

erase
erase-log-config
exit

fips

1s

mgmt-port
mkdir

move

mv

ping

ping6

pwd

reboot
restore-check
rm

rmdir
run-script
show

shutdown

ssh
tail-mgmt-log
telnet
terminal

top
traceroute
traceroute6
verify

Go to exec mode

Erase

Erase the mgmt logging config file
Exit from command interpreter
FIPS compliance

Show content of dir

Management Port

Create a directory

Move a file

Move a file

Test network reachability

Test IPv6 network reachability
Print current directory
Reboots Fabric Interconnect
Check if in restore mode
Remove a file

Remove a directory

Run a script

Show system information
Shutdown

SSH to another system

tail mgmt log file

Telnet to another system
Terminal

Go to the top mode

Traceroute to destination
Traceroute to IPv6 destination
Verify Application Image

firepower (local-mgmt) # exit

firepower#

A-Rav R |

BEEavT R avw Uk

BLl]

connect fxos

FXOS =2~ R 3= Lz LET,

exit

B CLI&— FIZEY £9°,
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connect module .

connect module
EFVa—)b awr K oz VIZHEET AHI21E. connect module =~ > R&EHA L £4,

connect module module id {console|telnet}

EX DA console VUTIN o=V LET, 3 — U ER ORI Tk e
HTHHZ LT,

module_id 9300 F N4 ZADPE . FEVa—NFBIT 1, 2. FLIL3ITHEET
EFEJ, 4100 751 AT 1 TY,

telnet Telnet F#5t 2 F U TRt L £, Telnet 8550 24 F -4 2 Fll %
FY 2 — VIR DO v a U ARETE ., FEpsEN >*ﬁ<
B LT,
avURE—F fEEo=a~vr FE-F
avy FEE J1)y—2 EHERNRE
2.4(1) Telnet VAR — FAABIMEILE LT,
L1(1) a<r RBNBIMENE L,

FEREEDHA KS4r FY=2—/LCLINH, connect application =~ > FZMi I LC7 7 ) r—3 a9 > CLLICHH T
TET,

help L A LT, FIHATREAREY 2 —L v =/ <2 R& Y X h LE3, help command % ffi
HLT, fEhloa~vy FOE#REZRRLET, £/, hdpDORbOVIC?%2EHT L, ~1T
BHERRTHIELTEET,

\}

GE) EVa—lavwrs RizWiHEtse, av o R4 Fuar P Wnrs 740 7 ‘/7"
Fb)%wﬁéﬂiﬁao Firepower-modulen &9\977 FAT AT JV) élff_% HIJTTO N
e, n 3RS DOEY 2 — L E S TT, ROFIZSRLTIEIN,

BIMEFHRIZ OV TIX, connectmodule : =~ K U R K (706 X—) &ML T &N,

il

WROBITIE, Y a—1 1 a3y — Vil L, FIRRERa~ > REFoRT 5 hik
ZoRLET,

firepower# connect module 1 console

Telnet escape character is '~'.

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. connect module

Trying 127.5.1.1...
Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:

A-Rav R |

Close Network Connection to Exit

Firepower-modulel>?

secure-login =>
show =>
config =>
terminallength =>

ping =>
nslookup =>
traceroute =>

connect =>
support =>
help =>

Firepower-modulel> ~
telnet> close
Connection closed.
firepower#

Enable blade secure login

Display system information. Enter show ? for options
Configure the system. Enter config ? for options
Terminal settings. Enter terminal ? for options

Ping a host to check reachability

Look up an IP address or host name with the DNS servers
Trace the route to a remote host

Connect to specific csp console (asa, etc)

System file operations

Get help on command syntax

WOFTIE, Telnet #ERA L CTEY 2— 1 IZEE L, fAARERa~y ReErRT

LR R LET,

firepower# connect module 1 telnet

Type exit or Ctrl-] followed by

Firepower-modulel>?
secure-login =>

to quit.

Enable blade secure login

show => Display system information. Enter show ? for options
config => Configure the system. Enter config ? for options
terminallength => Terminal settings. Enter terminal ? for options
ping => Ping a host to check reachability
nslookup => Look up an IP address or host name with the DNS servers
traceroute => Trace the route to a remote host
connect => Connect to specific csp console (asa, etc)
support => System file operations
exit => Exit the session
help => Get help on command syntax

Firepower-modulel> <Ctrl-], .>

firepower#

EEERA ATV 36

connect asa ASA CLIIZHEfE L £,

connect ftd BRATEE T BB CLIICHEE L £7,

connect vdp vDP CLI {285kt L 9,
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connect vdp .

connect vdp
Radware DefensePro (vDP) CLI (2859 5 21%, connectvdp =~ > RZ&EH L 9,

connect vdp [hame]

EX DA name (7 a) vDPTF U —ar AV AF AL EEELE
T, ZHUIAA L T r—a DTN R4 T T r—
varv A VAR AL LELTY,

ATV R E—FK connect module/

av Yy RERE Y1y—2 EEAE
2.4(1) name 548N BN v E L7,
1.1(4) o<y RRBEMENE L,

FEREEDHA KS4 > CLINLFAMARER =< FIZHOWTIE, vDP D~v =27 Lz SR LTI Z S0y,
VvDP 22> Y — L& T T 5%, Ctrl-],. E AT LET,
FXOS CLI D A —/3— 34 H LoULIZFR YD F9,
AVY—ILERTLES,
~E AN, Telnet 7 7V r—a UaEE T DI quit E A LET,
1 :

> Ctrl-], .
Firepower-modulel> ~
telnet> quit
firepower#

Telnet £y a &8 TLET,
Ctrl-],. E AT
i -

> Ctrl-]1, .
Firepower-modulel> Ctrl-], .
firepower#

151
WOEITIE, EY=2—/1 10 vDP CLLICEK:+ 5 HiEE TR LET,
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. connect vdp

firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel> connect vdp

A-Rav R |

2

av

~

-

K

avw Uk SRER
connect asa ASA CLI I[Z#6i L £ 9,
connect ftd IO BB CLI 2 #s5t L £,

connect module Y a—/L CLLICER: LET,
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create app-instance

TV r—vay A VAR ARERT HITIL, createapp-instance =~ > R&EMHH L ET,

create app-instance .

create app-instance app_type app_name

BX DR app_name TTVr—ay A VAL ADLRNL L~ 64 XFTT, ZOA
VAL U ADGET A ABAEKT D L &S, ZOT A AL w Al
HLUET,
app_type TV r—var XA, asa, ftd, £idvdp OWFTNT
D
ATV R E—F scope ssa/scope slot/
vy FERE J1)—2x EERNE
24(1) app_name 51 BN MZEICR W F LTz,
1.1(1) awr RPMENESNE L,

FEREDHA FS14 Y

A A==V a v BSZAT, VY—ATuTrA 0, T—RRE, ZOT77 Y r—s
VA UVABLVAIESL DRT AR ERETEET, £, TV r—varofaofb,
k. B L OHES S AT,

1

WOFITIL, BT 77 ) r—a A VAZ U ADA A— R—T g
VERETDHHEERLET,

firepower# scope ssa

firepower
firepower
firepower
firepower
firepower
firepower

/ssa # scope slot 1

/ssa/slot # create app-instance ftd MyDevicel

/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*

# set deploy-type container
# set resource-profile-name silver 1
# set startup-version 6.3.0

#

avy kR

BLL]

show app-attri

BIEOT ) r—a vElhadR R LUET,
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. create bootstrap-key FIREWALL_MODE

create bootstrap-key FIREWALL_MODE

BT 505 & ASADT—RA NI v a7 4FXal—valrTl77A4T7 U4—Ib
F—RZL—T v REIT N T VAT L MZHRET 5 I21E, create bootstrap-key
FIREWALL MODE =i~ R&#HEL£7,

create bootstrap-key FIREWALL _MODE

ATV R E—F scope ssa/create logical-device/create mgmt-bootstrap/

ATV RFI4NLR T AN EF—REIAL—T Y FTT,

av > FERE J1)—x FEAE
2.4(1) ASA OV R— 2 EMENE Lz,
1.1(4) FID IZxf L Ca~y RABMENE Lz,

FERLDHA RSy 7= FANT v TOBRER, VIHIEATH, £237 VA2 VAN ATY, @FEOEHT
X, 77V —2a CLIOERETIZEAEDHEEAETTEET,

1
KT, FE—Far—T v FICRET 62 L ET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1l ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

firepower /ssa/logical-device/mgmt-bootstrap* #

BEa<> R avw R 5 BA

create logical-device LTS R EERR LET,

createmgmt-bootstrap | 7 S U —L g5 DT — ARGy ar 74 Xal— g U EE
RLET,

set value Zoavy ROEEHRELET,
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create bootstrap-key MANAGEMENT_TYPE .

create bootstrap-key MANAGEMENT_TYPE

BRI T A 07— F AT v TRETYR—Y v (EMC £721X FDM) Z2iRET 51T
I%. createbootstrap-key MANAGEMENT TYPE =~ R&MMA L7,

create bootstrap-key MANAGEMENT_TYPE

ATV R E—F scope ssa/create logical-device/create mgmt-bootstrap/

ARV EFI4NE T IANEOTE—TV ¥ ITFMC TT,

av > FERE J1)—x FEAR
2.7(1) FIDIZxfLCa~y RABMENE LT,

FEREDHA RSAY 7= MANT vy TORED, WHEAEMN, 7237 4P A2Z VAN HTE, @HOEMNT
X, 77U 47— a CLIORETITLE A EDEAEECTE £,

451
WOBNE, ~F—T v Z FDMICRET D HEE R L TVET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

firepower /ssa/logical-device/mgmt-bootstrap* #

BEEavT R av U R SR BA

create logical-device TS 2 EER LET,

createmgmt-bootstrap | 7 S U —L g DT — bR MGy S ar 74 Xal—a L EE
Eil/ij‘o

set value Zoa~wy FOEERELET,
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. create bootstrap-key PERMIT_EXPERT_MODE

create bootstrap-key PERMIT_EXPERT_MODE

BB 5B O FTDSSH £ v v 3 > T % 28—k £— REFFA[$5(21%, create
bootstrap-key PERMIT_EXPERT _MODE =~ F&fH L £,

create bootstrap-key PERMIT_EXPERT_MODE

ATV R E—F scope ssa/create logical-device/create mgmt-bootstrap/

AT RTFI4ILR 77 /v hid no TY,

avy FERE J1)—= EEAR
2.4(1) awr RPBMEiE L,

FERHEDHA KSA4y TFANR—FE—RFTE RERFN I IV 2a—T 4V ZIZFID Y= AnDbT 7B ATE X
T, TIANVETEH, avTF AV AZ U ADEA, =X AN~k T— R2FEHTE 501X
FXOSCLI 7% FTD CLIIZT 78 A F 52 —H721F T, ZOHIRIX, A A% AM D55k
BT A, AT T A VARV ADRIZHEMENE T, v =2 T VOFIRTRD Lt
A . F 721 Cisco Technical Assistance Center 70 53RO L2 E DI, THF A/RX— K £— %
FEALES, Z0F— FZHKT HIZIE. FTD CLI Texpert 2~ REMH L £,

451
®IZ, SSH T A — |k — REZHFT 2602~ LET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key PERMIT EXPERT MODE
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes

firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

firepower /ssa/logical-device/mgmt-bootstrap* #

BEEavT R avw R SR BA

create logical-device TS R EERR LET,

createmgmt-bootstrap |7 Y A —L DT — A NT TS ar 74X aL—a U EE
L E,

set value Zoa<wy ROEEFRELET,
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create bootstrap-key-secret PASSWORD .

create bootstrap-key-secret PASSWORD

BT D80 O7— N A N v TRERETEBE SAT — REHRET HI21E, create
bootstrap-key-secret PASSWORD =2~ R&fif L £,

create bootstrap-key-secret PASSWORD

ATV R E—F scope ssa/create logical-device/create mgmt-bootstrap/

ATV R FI4L R BEEASART - RRRESRTOARVEA,

avy FERE 1)1y —2 TEAE
1.1(4) FID IZXt L Ca~y RABMENE L,
2.4(1) ASA OV FR— R EMENE Lz,

FEHEDHA KSqy FRIRESNTND ASABHEL—WPEB LIS X—T /L NAT— NI/ AT — FOREIERIZ
TLHET, FXOST 7 EAMNMTE 256, BHE -V AU —-FEzEh& iy b
TEET,

1
WIZ, FE—Far—T v FICRET 6 2R LET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1l ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # create bootstrap-key-secret
PASSWORD

firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BEa<> R avw R 5 BA

create logical-device LTS R EERR UET,

createmgmt-bootstrap |7 U —L g DT — ATy TS a7 4 ¥ab—ia L EE
AL ET,

set value Zoavy ROEEHRELET,
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. create bootstrap-key-secret REGISTRATION_KEY

create bootstrap-key-secret REGISTRATION_KEY

T — AT v TEREICBWNT, FEIZXT 554 734 A & Management Center [f] TH:A
N5 Bk — A5 5121%. createbootstrap-key-secret REGISTRATION KEY =+ K4
HHRLET,

create bootstrap-key-secret REGISTRATION_KEY

ATV R E—F scope ssa/create logical-device/create mgmt-bootstrap/

:Ivsjljj__“jj_“/l\ ﬁﬁ%ﬁ?}@ﬂ?‘—ﬂiﬁiﬁiéﬂiﬁho

avy FERE )1y —= TENE
1.14) FIDIZxfLCa~y RABMENE LT,

EELOHA KS4Y ZOBEF—O/NRRA7 L—XE, 1~37 LFOFHTRINTE 7, FIDZBMNT D L X2,
FMCIZEILF—Z AN LET, 77— F AT v 7ORET., OIHEAEH, 235740V A
2 URNYHATY, BEOEHTIE, 77V 7 —2a CLIORETIEFEAEDEEEFT
=FET,

1
ROBNZ, BERF—DEERET D EEZRLTVET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

TEEEIS ST 35

create logical-device TS R BB UET,

createmgmt-bootstrap | 7 U A—T g DT —hANT S a7 4 Xal—a UEE
[P APEI

set value Zoa~xy FOEERELET,

Ro
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create bootstrap-key DNS_SERVERS .

create bootstrap-key DNS_SERVERS

AUk E—F

aAav>v R TFI4ILk

BT DB O DNS Hh— =D H o~ X0 U X M EIEET HITIE, createbootstrap-key
DNS SERVERS =t~ F&f L £7,

create bootstrap-key DNS SERVERS

scope ssa/create logical-device/create mgmt-bootstrap/

77 /v hid no TY,

avy FERE

FEREDHA FS14 Y

J1)—=Xx EEAR
2.4(1) awr RPBENESNE L,

FMC /X, FMC OF X N EEETH L, DNSZFEHLET,

!l
WROBNE, BA M EREST D HEEZRLTHVET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BEEa~Y

> >

avw > kR SR BA

create logical-device EPRT NA AEERE L E T,

createmgmt-bootstrap |7 Y —L g0 DT — A NT v TS ar 7 4 ¥al—a L EE
Eil/i—g—o

set value Zoavwy ROEEHRELET,
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. create bootstrap-key FIREPOWER_MANAGER_IP

create bootstrap-key FIREPOWER_MANAGER_IP

B HLA O Firepower Management Center D IP 7 KL A F 7213 A b4 LI NATID Z48E 7
%lci%. createbootstrap-key FIREPOWER _MANAGER IP =i~ K& L £

create bootstrap-key FIREPOWER_MANAGER_IP

ATV R E—F scope ssa/create logical-device/create mgmt-bootstrap/

AT R FI4IL T 74N MdEno TT,

avy REE 1)) —2= EERNE
2.4(1) avy RBEMSivE L,

FEEEDHA KSqy BEE V=T 4 7 LBAEOW O HEITHITOIPT LA OfkFx—f1X) NRETT,
FMC T /NA ZADIP T RLUAEBEL, XA ANFMCDIP 7 KL AZRELE T, 7272
L. IP7 RLADIDDHRNRDN> TWDHGEE Ob—T 4 7 HIIOF/NEM) 1X, &0
FERICEEEZ ML L CTIE LWEES — 2 MK T 57201, Bl —E O NAT ID % f5iE
THLELEHY ET, NATID £ LT, 1~37 LFOEEDT ¥ A MNLFIERETEET,
FMC B X OFT /31 AT, WIHIBREROREGE &L AGRZT 9 7212, BEkF—B L UNATID (IP
7 RLVATIERL) #HLET,

1
KIZ, SSH TF AN— h F— R T 202~ L £,

firepower# scope ssa

firepower /ssa # create logical-device FTDl ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BEa<v> KR avw Uk SRER

create logical-device EREETF S R EERR UET,

createmgmt-bootstrap | 7 7Y r— a3 DT~ A NT v T ar 7 4 Fal—va L EE
L ET,

set value Zoavy ROMEEFELET,
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create bootstrap-key SEARCH_DOMAINS .

create bootstrap-key SEARCH_DOMAINS

AUk E—F

AU R TIHIE

BMBERAL DI ~RKYIY YA NERET HITIE, createbootstrap-key SEARCH_DOMAINS
a~wy REFERLET,

create bootstrap-key SEARCH_DOMAINS

scope ssa/create logical-device/create mgmt-bootstrap/

77 /v MM no TY,

avy FERE

)1)y—= EEARE
2.4(1) avy RBEMSivE L,
15l

WRIZ, SSH T=FA/N— K T— REFIINZTHH 2R LET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value

cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

avw Uk SR AR

create logical-device ST A ZERERR L E T,

createmgmt-bootstrap | 7 U Hr—L g DT — "R NT v T AL T 4 Xal— g LEE
mbiﬁ—o

set value Zoavwy ROMEEHRELET,

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



A-Rav R |
. create breakout

create breakout
TLA 7T bk AR—FEEKRT AHI213. createbreakout =~ > REFHLET, IBES -
oy hER—FDEFOT LAV T BT TIFEEL TWAHIEE, o~ NIZERIELET,

TVULA T b AR— NEIBINEZIEET S0, enter breakout =~ FEFEHLEJ, R
EINTT VAT T SBFEELRWEGEX, MERENCHthsNET, VLA 27T U hR—
FEET DAL, FOR— FRBRBINE T,

Flo, Zoavr FosopezfEH LT, BEFOT LA 777 h AR— &AL, 7 a7 4
EERRTHIELTEET,

WFEOT LA 7Tk m—bE2HIRT 21205, Zoa<vr RO ddete A L E9,

create breakout dot ID port_ID

WX DS siot_ID SoATy MEREMAILT, LA 2T Y b BE— b EVa—
NERELET,
port_ID ZDOTVvA 7T Yk A=MIIDFSEE G TET,
9wV R E—F scope cabling/scope fabric a/
av Yy FERE J1y—=x EEAR
1.1.1 Az RBMESE Lz,

FEREDHA RSAY TVAITUNr=7NElBEDE, ZOavy FEfHTDE, 40X Ty A=Y x>
FAR=+& 7L 770 b L, RRABEORZED 10 FHE y b A= FZ{ERTE %

ﬁAO
N R 2T NARZAHIEDA B =T 2 A R T VAT U RFR—bE L TRETDHZ L
FTEEEA,

)

GE) FR—=bFTTUAITUNERETDEVAT LAPFHERT L7720, AHAE Iy M HHIIC,
VR TRXTOR— 2T bA 7T 528280 LET,

1
WIZ, Ay F 2124507 v A 7T 0 b R—baAET 2612~ LET,

firepower# scope cabling

firepower /cabling/fabric/ # scope fabric

firepower /cabling/fabric/ # create breakout 2 1

Warning: This action will reboot the system and any existing configurations on 40G port
will be erased.!

firepower /cabling/fabric/breakout* # up
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create breakout .

firepower /cabling/fabric/ # create breakout 2 2

Warning: This action will reboot the system and any existing configurations on 40G port
will be erased.!

firepower /cabling/fabric/breakout* # up

firepower /cabling/fabric/ # create breakout 2 3

Warning: This action will reboot the system and any existing configurations on 40G port
will be erased.!

firepower /cabling/fabric/breakout* # up

firepower /cabling/fabric/ # create breakout 2 4

Warning: This action will reboot the system and any existing configurations on 40G port
will be erased.!

firepower /cabling/fabric/breakout* # commit-buffer

firepower /cabling/fabric/breakout #

BEa< R avw kR 5 EA
delete breakout BEfro7 v A 2770 b AR— NEHIBRLET,

enter aggr-interface INITA=ZLBRETEDLRNA =T = AZBBLET,
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. create certreq

create certreq

F— U U UGEER A BT HI2IE, createcertreq 2~ REALET, F—U 70K
DEAET CIAHET 255G, 2~ FNIZRRLET,

BETE ORBFEE R 2 R4 2 121E, enter certreq =2~ R&fH L £,

Flo, Zoavr RO sope i LT, BEFORGEERZ AL, a7 1 250 Y TE
TIFERT L L TEET,

BEORAERZHIET 5121, ddetea~ > REEHLET,

createcertreq [ip|subject-name]

delete certreq
enter certreq
scope certreq
BX DA ip ip_address (FTvar) ZOTRAABREBEBENTNDS RAL O ip F—
J—REIPV4 T RLAZADLET, ERONSAT—RKDOAS &
EENRDOLNET, ZONRTFA—=HT, 2~ RO createcertreq
FERIZOARBEH S ET,
subject-name name (A7 ay) ZOERDsubject-namex—7 — R L #5152 AT
LET, ez TTI9A4 TV ADKRA G ASILET, FR
D/RAT = RDOAS EMEEPR RO BNET, TONRTA—=F|L, =
~ 2 RO createcertreq U O A H v E T,
ATV R E—F scope security/scope keyring/
avy RERE J)y—=x EERNAE
1.1(1) awr RPMEMNESNE LT,

FREDHA KSq4 > FLVF—U U FRREEER AR T 5 &0 FrLVGRREERPERB LU= Iy FShTnhn
ZEERTT ALY R BT RBREERTE— N (security/keyring/certreq) 7% H BRI BAR
nET, 2, BHFOX—V V7 ORGEERE—REZHAETHZ L TEET,

FRREHER N T A — X &R ﬁ‘éllﬁi\ PRREERE— R Cset o~ R&fEH LE9,

\}

CE)  FHUWEREEESRA/ERRE 2132 2 v M9 5RIIC. setmodulus (313 X—<) % LT RSA
F—{%% (SSLF¥—0DEX) 2RETHLENRH Y 7,
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151
WOBENL, FrLnx—1 7 L ZORFFEESROER T EEZ R L TWET,

firepower # scope security

firepower /security # create keyring test-ring2

firepower /security/keyring* # create certreq ip 209.165.201.20
Certificate request password:

Confirm certificate request password:

firepower /security/keyring* # scope certreq

firepower /security/keyring/certreg* #

firepower /security/keyring/certreg* # set ?

country Country name (2 letter code)

dns DNS name (subject alternative name)
e-mail E-mail name

fi-a-ip Certificate request FI A ip address
fi-a-ipvé Certificate request FI A ipvé6 address
fi-b-ip Certificate request FI B ip address
fi-b-ipvé Certificate request FI B ipvé6 address
ip Certificate request ip address

ipvé Certificate request ipv6 address
locality Locality name (eg, city)

org-name Organisation name (eg, company)
org-unit-name Organisational Unit Name (eg, section)
password Certificate request password

state State, province or county (full name)
subject-name Certificate request subject name

firepower /security/keyring/certreg* # set

create certreq .

avUk Bl

delete certreq BEFOX—V o JEGEER ZHIFR L E9,

set (certreq) F— U 2 7 REEESR B O AR E L £,
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. create class

create class

A-Rav R |

FRHEWO LEVER Y = LW 7 ADOHFEFERZBINT 5121%, ceateclass2~ > R
PR LET, LAHIEESNT-Y T ANT TIIET A58, 2~v NIZELET,

SR T 2 2 BINEFITmET ST, enterclassa~ 2 FEERALET, fBESh-2
TANEELRWERIT, (ERENTANENET, 7 T ABNFETIEEIE. TD7 7 AN
ATTENFET,

Flo, Zoa~vry RO sopeBXEHH LT, BEfFO 7 Z A2 AL, 7mX7 1 2E5I0 4T
FRREFTHZELTEET, BE. A7 V=7 b0 [§HE] 1IANTE L0 LR T,
ZHUE, ATV FOARINT R TREILR D20, Z0a~vy Ro enter BT, 9
TOERNTA—ZE ANNTHUENH £7,

BEAED 7 T ZADEHERZHIBRT DI121E, ZDa~r RO ddete B AHEH L £,

create class type
deleteclass type
enter class type
scopeclass type

B DEREA

AU FE—F

type EREOMFHER Y 7 A2 E L £T,

MM WREZR 7 T 213, BUEDE— FOMFHERD L EWERY o —
WL THRZRY FF, =& 20X, eth-server/ B— FDGE, FIH
E“ﬁgfi 7 7 A|X chassis-stats 3 N ether-error-stats 75335) IS

To eth-uplink/ E— ]\“@i}%/ﬁ\\ *Uﬂqﬂﬁgiﬁy 7 Ald ether-rx-stats
B Wether-rx-stats ¥H Y F97, org/ &— R4 FHTHE

73?7 :7 A& cpu-env-stats ?SJ:Z)\ ethernet-port-err-stats '(“j—o

BIEDOHH B RO LEVERY o —THIHTRER 7 T ADY 2 " &
FrTHIZIL, createclass? =~ REHH L £,

scope eth-server/scope stats-threshold-policy/
scope eth-uplink/scope stats-threshold-policy/

scope org/scope stats-threshold-policy/

2v Y KRR

EREDAARZA4 >

)1y—= EERNE
1.1(1) awy RBEMEnE L,

FFEOHHEHREZ Y MCH LT LEVEEZRTET AIZE, 77 A2FHLET, &2 R
0y FENT ATy FOEE N EOBREBI I SAICEESZHT L EVWVEEZR— N TER
TEFET, ZOVTATIE, A=V Fy b 2T —FHiHEFRO LEVWET 087 ¢ 21ER L %
hd‘o

MAHEH L EVWER Y S —IZI3BB D7 T A 2R ETEET,
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create class .

set collection-interval =~ > RZ6EH LT, MatiEMaET 2HE 4 EHR L, et
reporting-interval =~ > RZEH LT, #HEHE@REAWMET H2HELZERLET, b DR
THEAHEHRINER Y o —RNEHZESNET,

N

GE) A—VXy b —AR"K—= ELFA VXY N T TV 7 F— T EIZT 7 4V FOFEE
HHRLEVEARY =081 2950 7, BNMOKEHERIERY O —I3ERTcE A, &
7oe ZOaryR—xx2 FNOBEGFOT 74V b RY U—%HIRTEEEA, T 74NV ERY —
EEFETDHET T, 2770, T —F (scope org/) TIIMAHEHRD LEVWVERY v —%
ek L OHEIBRTX £97,

il

ROFITIE, A=V b= ORGEHFHR L EVERY v — 27 T2 Z2|/AEL, ¥ v —
TIRHER Y T A ZAERR L. ATIES (W) 7moRT ¢ 2fEpk L, @HES Z 8kWIC
fREL, WFEBEAOES LIV 11kW 2k L, 772 Z2a Iy M5 h5EEZRL
£7,

firepower # scope eth-server

firepower /eth-server # scope stats-threshold-policy default

firepower /eth-server/stats-threshold-policy # create class chassis-stats

firepower /eth-server/stats-threshold-policy/class* # create property input-power
firepower /eth-server/stats-threshold-policy/class/property* # set normal-value 8000.0
firepower /eth-server/stats-threshold-policy/class/property* # create threshold-value
above-normal warning

firepower /eth-server/stats-threshold-policy/class/property/threshold-value* # set
escalating 11000.0

firepower /eth-server/stats-threshold-policy/class/property/threshold-value* #
commit-buffer

firepower /eth-server/stats-threshold-policy/class/property/threshold-value #

WOBITIE, MfEE—FEHEL, ="V —NaR—3x MEFHERIZH LW
AR L X UVMER Y > —%21/Ek L. CPUBRBHEHERD LEXVWVERY > — 27 5 2%
TERC L. CPUIREE 7 v 3T ¢ Z{ERL L, % O CPU IRE A 48.5 FEIZHE L, @
WA Z DL LR VWMEABKSOEICER L, by arekEasy A
EE R LET,

firepower # scope org

firepower /org # create stats-threshold-policy ServStatsPolicy

firepower /org/stats-threshold-policy* # create class cpu-env-stat

firepower /org/stats-threshold-policy/class* # create property temperature

firepower /org/stats-threshold-policy/class/property* # set normal-value 48.5
firepower /org/stats-threshold-policy/class/property* # create threshold-value above-normal
warning

firepower /org/stats-threshold-policy/class/property/threshold-value* # set escalating
50.0

firepower /org/stats-threshold-policy/class/property/threshold-value* # commit-buffer
firepower /org/stats-threshold-policy/class/property/threshold-value #

BEEavT R av R SR BA
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. create class

avw vk SR BA

deleteclass FEHEROBAED 7 T A Z IR L £7,

enter class Wt 9 2 AN LET, 7 TANEELRWEAIE, 75X
PMERE SN E T,

enter property WatEmo 7 7 27 a T 0 2 NS EIIER L £,

scope _ stats-threshold-policy /R U & — £ — K& BtA L £ 9, ZDE— KT

stats-thresnold-policy |13 s fcHE®H 2 7 2 2 EH L ET,
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create connection .

create connection

LU IPSec Tﬁﬁ%Lﬁﬂﬁ“é X, createconnection =~ R&HEH L E T, LRIDEEIN
BN T CICHFEAET DS, 2~ RidRIRLET,

IPSec B 2B I E 7= 13#mAE T 5 121X, enter connection =~ > RZFEHA L ET, fEES N/
BEMIFAE L2 WEEEIE, TERENTAD SN E T, BN FET I HAIEL. TOERNAN S
nE7,

Fo, Zoavr RO sope BN EHHA LT, BEFOEREZ AL, 7T a7 ¢ 2E8 04T
SIEETLHIELTEET, W@E, ATV o TRE] BIANT LI LEHETT, 2
WE, A7V 27 FOAFINT R TREN /R D720, Z0a<y RO enter I TIE, 3T
DERNT A =B EANNTHUERDY £7,

RO A HIRT 2121%. 2oa~<y Ro ddee X2 L ET,

create connection name
enter connection name
delete connection name
Scope connection name

B DEREA

AR E—F

name BEREA 1T 16 SUFLIN OS2 Tx £,

scope security/scope ipsec/

avy FERE

HEREDAA K1Y

J1y—2 EEAR
1.1(1) a~r RRBMEhE Lz,

BLWIPSec BEEAAFRLT 2 &, FILWEERAE a3y FENTWRWI L EARTT AKX Y
A 7 H3FNTz security/ipsec/connection & — K723 HEIIZBRA S vE T, #EkiiX= X » 9500
ICRETEET,
P ERT 5 &, AREEETLHZ LI TEERA, BHRAHIBRL, FrLWBRAZIERT 5
PVENRHY £T,

1
WOBITIE, B L IPSec #ft & 1E L CANT 2 k2 R LET,

firepower # scope security

firepower /security # scope ipsec

firepower /security/ipsec # enter connection ipsec_conn2
firepower /security/ipsec/connection* #
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. create connection

BsgEav R av >R ZRBA
set adminstate IPSec #Ekt DEERIRBER AN F 21T MR E L E 7,
show connection BITED IPSec Bl A #n LET,
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create destination .

create destination

1 L\ Smart Call Home D565 % BIN4 5 121%, createdestination =~ REZfEHA L E4, 4
AIMEE SN0 T TIAFET 256, 2~ 2 RIZKRILET,

Smart Call Home D %65 % BN E 72 13EE 4 5 121%, enter destination =~ > F&2HEH L E9,
FBE S5 e DIEIE L2 WA, Bl SN CAT SN E T, 5D FET /T, £D
SN ATISNET,

Fio, Zoavr RO sope BN EHH LT, BEFEOsEEE AL, T a7 ¢ 2E8 04T
FIIEEST L TEES, B, 277927 b [3HE] ZIANTAZEY EHETT, =
WE, A7V 27 FOAFINT R TREN /R D720, Z0a<y RO enter I TIE, 3T
DEFKNNT A =B EANNTHLERHY F,

BEIEOSE5 A NIRRT 2121%. Z2oa~<y Ko ddee X2 L ET,

create destination name
delete destination name
enter destination name
scope destination name

B DEREA

AR E—F

name Smart Call Home %6 5 & #5132 4 Hil,

scope monitoring/scope callhome/scope profile/

avy FERE

HEREDAA K1Y

1) —2 EEAE
1.4(1) avy RBBEMSivE L,

#71 LV Smart Call Home 586 & /ER T2 &0 BT LUMEAENEZa Iy PERTWRNI L 2R
T T AH U AT BTz callhome/profile €— K (monitoring/callhome/profile) 7% B BRI B4R
SNFET, 58N TA—F (FTUAR—F T haLlBFA—L T RLR) ZRELT
Mo, FLWseE®RE Iy hTEET,

\}

GE)  callhome 7’2 7 7 A LV TCHFRENTWEME—DSELET RLAITEFA—IIL T RLUATT,

Smart CallHome 5655 2 /B2 & 52 LH T 52 LITTEEE A, sikahlbrL. #L
WS AR DM ERH Y £,

151
WOH]TiX, Smart Call Home 587c 2 1Ek, AJ1, BLUORETHHEERLET,

firepower # scope monitoring
firepower /monitoring # scope callhome
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. create destination

firepower /monitoring/callhome # scope profile SLProfile

firepower /monitoring/callhome/profile # enter destination TestDest

firepower /monitoring/callhome/profile/destination* # set address userl@test.com
firepower /monitoring/callhome/profile/destination* # set protocol email
firepower /monitoring/callhome/profile/destination* # commit-buffer

firepower /monitoring/callhome/profile/destination #

EEa<2 K avUFR Bl
delete destination BETF D Smart Call Home 365G % HIFR L £ 97,
enter destination Smart Call Home %8554 AJJ L £F,
set address Smart Call Home 485 DFEF A —/L 7 NV A Z8RE L £7,
set protocol Smart Call Home 56560 b 5 > AR — h 71 h 2L &% ELET,
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create dns .

create dns
FXOS T DNS X — AP —_—%1Ekd 5121%, createdns =~ FEEH L E T,
createdns

X DERA createdns ZDa< i, FXOS TDNS F— AV —R—%{ERT 57201

AU R E—F

RS ET,

scope system/scope services

avy FNERE

EREDHA FS1 Y

DU EENE
A

LI(1)  a~<r Fp3@mshE Lz,

F7 4 FTliE, 2O a<2 RILFXO0S IZ DNS 2 — AP —_R—2Ek L7,

!l
WOBL, DNS F— LY — =2 Bl 5 ka2 R L TVET,

firepower# scope system; scope services
firepower /system /services # create dns 192.0.2.1
firepower /system /services* # commit
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A-Rav R |

create hw-crypto

AT R E—F

A ==d

AT A AL AD TLS crypto acceleration i & Z {3 5 121%, create hw-crypto ==~ >/
Rz M LE 3, TLScryptoacceleration (29 2 FEMIZ-DU Tldk, Management Center = > 7 ¢
Fal—var A4 FEBZRLTIEEN,

create hw-crypto

connect module

av Y RERE

FREDHA FSA4 Y

Jy—= EERNE
2.7.1 ooy FREAINE LR,

Zoavwry REMHTLE, T A A X AD TLS crypto acceleration 5% i€ & HI| R CT& F
9, 22T FA L AH AT TLS eryptoacceleration NA N 72 > TW DA, ZDa~r K
2 &, REIL, HIRSNDENTELIZ2 Y £7,

1

RIZ, TLS crypto acceleration 3% & & /ERR T 2Bl 2~ L £,

scope ssa
/ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State
Version Deploy Type Turbo Mode Profile Name Cluster State

Running Version Startup
Cluster Role

ftd FTD-FDM 1 Enabled Online 6.5.0.1159 6.5.0.1159
Native No Not Applicable None

ftd ftd2 2 Enabled Online 6.5.0.1159 6.5.0.1159
Container No Default-Small Not Applicable None

/ssa # sc slot 2

/ssa/slot # scope app-instance ftd ftd2

/ssa/slot/app-instance # create hw-crypto

/ssa/slot/app-instance* # commit-buffer

EEa K aTUk e
delete hw-crypto o T F A A K L AD TLS crypto acceleration 7% & % Hl| & L

R

scope hw-crypto

= ‘/5‘?‘4’ > AH v AP TLS crypto acceleration 5% /& % A 2h £ 7=

WL ET,

show hw-crypto

a7 FA AL AP TLS crypto acceleration 7
AR LET,

RED AT —H
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create ip-block .

create ip-block

P—ERAT 7 ERIZIPVET RLADH LW 1w 7 ZiBII4 5(21E. createip-block =~ > K
EERALET, 7aT s BMEBEINET RLA T8y 7 BT TIHET 254, 2~ RiX
KL ET,

IPv4d 7 RLADT 1y 7 ZBINE T2 3MmET 5 I2iX. enter ip-block =2~ REEHL £,
BESNLT RLA Ty 7 BFEELRVWERIE, fERSNTASNE T, 7T RLATrYy
I BFET DEEL. FOT7uy 2 BADEINET,

Flo, Zo0avry ROosopelbXREHEH LT, BEHFOT LA Try 22 AL, a7 4
EEIOYCERLIIELET LI LB TEET,
BEFEOT FL A 7 u v 7 2T 5123, Zoa~<y RO ddete B2 L £,

createip-block ip _address prefix length {https|snmp|ssh}
deleteip-block ip _address prefix length {https|snmp|ssh}
enter ip-block ip_address prefix_length {https|snmp|ssh}
scopeip-block ip_address prefix_length {https|snmp|ssh}

B DEREA

ATV R E—F

ip_address IPvd 7 L Z 70y 7 OBIIGT FL A,

prefix_length FLT7 4w I AR, TuvylNOT RLAOKZRELET, fEX
0~ 32T,

https| snmp | ssh T RULAT oy 7 BNEDYTHENSY—E A (HTTPS. SNMP, =
721X SSH) .

scope system/scope services/

avy RERE

EREDAARZA

)1y—= EENE
1.1(1) awy RBBMEnE L,

ZOa<wy REFEHLTC, IPAT RLADT oy 7 280 YT FESNZY—Er X (HTTPS.
SNMP, F721%SSH) (27 7 BATXET,

FLWIP 7y 7 EERT 5 &, HiLnrry 7E0 Y TREREaIy I3 ThWienZ e
BRTT ALY A7 B3F Tz ip-block TE— R (system/services/ip-block) 7% HEIFIZ AT SV E
ﬁ‘o

FXOS R"— 3 U 23 1 AT ClE, =B RZTLICHRKR2SHORLR D T 0y 7 #RETE £
9, FXOS N— 3 241 LIBECIEL, $—ERATLICHRK 100 ORI L T 0 v 7 Zi%ET
xFET, TRLR%0.000, V74 v 7 A0 ELEETDHE, P—ERITEFHIRICT 7 A
TEHXHCRVET, TRLAOKET v v 713, BEHOBIKIPvA 7 KL A2 L - Tilkhll &
nEJ,
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il

A-Raw R |

WORFITIL, IPv4T RL ATy 7 BB, AJ), BEOWER L, SSHIZT 7 & A7
L EERLET,

firepower
firepower
firepower
firepower
firepower
firepower

Permitted

# scope system

/system # scope services

/system/services # enter ip-block 192.168.200.101 32 ssh
/system/services/ip-block* # commit-buffer
/system/services/ip-block # up

/system/services # show ip-block

IP Block:

IP Address Prefix Length Protocol

192.168.200.101 3

firepower

/system/services #

BEav K avU R

BLL]

createipve-block IPv6 7 RL A 7w 7 ZERLET,

delete ip-block BEFEDOIPvE 7oy 7 HHIBREL £,
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create ipv6-block .

create ipv6-block

P—BERT 7 ERIZIPV6 T FLADFH LT 1w 7 2iBIIT 5IZ1%, createipv6-block =2~ >
REERALET, 7o X7 B BESNZT RLATa v BRI CILFET %A, 2w K
IERBLET,

IPv6 7 RLADT vy 7 ZiBINE T2 IIMmET 5121, enteripvé-block =~ > RAEMEH L ET,
BESNLT RLA Ty 7 BFEELRVWERIE, fERSNTASNE T, 7T RLATrYy
I BFET DEEL. FOT7uy 2 BADEINET,

Flo, Zo0avry ROosopelbXREHEH LT, BEHFOT LA Try 22 AL, a7 4
EEIOYCERLIIELET LI LB TEET,
BEFEOT FL A 7 u v 7 2T 5123, Zoa~<y RO ddete B2 L £,

createipve-block ipv6_address prefix_length {https|snmp|ssh}
deleteipv6-block ipv6_address prefix length {https|snmp|ssh}
enter ipv6-block ipv6_address prefix_length {https|snmp|ssh}
scopeipv6-block ipv6_address prefix_length {https|snmp|ssh}

B DEREA

ATV R E—F

ipv6_address IPv6 7 KL A 711y 7 OBFET KL A,

prefix_length FLT7 4w I AR, TuvylNOT RLAOKZRELET, fEX
0~ 128 T,

https| snmp | ssh T RULAT oy 7 BNEDYTHENSY—E A (HTTPS. SNMP, =
721X SSH) .

scope system/scope services/

avy RERE

EREDAARZA

)1y—= EENE
1.1(1) awy RBBMEnE L,

ZOa<wy REFEHLT, IPV6T7 RLADT oy 7 2800 YT fFESNZY—¥r X (HTTPS.
SNMP, F721%SSH) (27 7 BATXET,

HLWIPV6 7 a7 Z2ERT 2L, LT ry Z7ED Y TRELaIy PSR THRNS
L BT T ALY AT HBFUNT ipvb-block E— R (system/services/ipv6-block) 7% HBFJIZ A S
SNET,

FXOS R"— 3 U 23 1 AT ClE, =B RZTLICHRKR2SHORLR D T 0y 7 #RETE £
9, FXOS N— 3 241 LIBECIEL, $—ERATLICHRK 100 ORI L T 0 v 7 Zi%ET
XF9T., 7 RLA%0:0:0:0:0:0:0:0, L7 4 w7 AZ0LIFETHE, —EXEERICT
JRATEDHLIICRVET, TRLADEKE T vy 7k, HEHOBMIPVG 7 L AIZL - T
WAl SN ET,
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. create ipv6-block

451
WOFITIL, IPV6 7 RL AT w7 BER, AJ), BEOWER L, SSHIZT 7 & A7
L EERLET,

firepower # scope system

firepower /system # scope services

firepower /system/services # create ipvé6-block 2001:DB8:1::1 64 ssh
firepower /system/services/ipv6-block* # commit-buffer

firepower /system/services/ipvé6-block # up

firepower /system/services # show ipv6-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

0 https
0 snmp
HH 0 ssh
2001:DB8:1::1
64 ssh
firepower /system/services #
EEav2 R av YR Bl
create ip-block IPv4 70w 7 ZAERR L £97,
delete ipv6-block BEFEDIPV6 7 1 v 7 HHIERE L £,
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create keyring .

create keyring

B LVWRSA F— U > 7 &IBIIT 5IC1%, createkeyring =2~ > RZEH L £4, ARINRES
Nex—U IR TIMHET 256, 3~y RIERBLET,

BEFEDOX— Y o 72T HI2IE, enter keyring 2~ REMHAL £,

Flo, Zoavry RO sope b a2 HEH LT, BEfFOX—D 72 ASL, a4 20
BCELFEFT L LB TEET,

BEOX—U v T E2HIBRT A2, 20a<vy RO ddeeFBRA2HH L E9,

create keyring name
delete keyring name
enter keyring name
scope keyring name

BXDEREA

aAvU R E—F

name F—U T EHBINT LN, 1 ~ 16 XTFEFHTEET,

scope security/

avy FERE

FEREDHA FS14 Y

1)) —=x EEARE
1.1(1) avr RPBMEiE L,

FHLOWF—V T EERTHE, HILF—U I RELEaaIy FINTWRND EERTT
A B Y A7 Pz keyring € — K (security/keyring) 23 HEIICBtAS N E T, F—V 7R
REZECRZ/ERR L, RSA F— RSB h T A MRA L "o EDOX—1 7 RT A —H i
ELT, L=V o FEREaIy P T2 ENRTEET,

151
WOFITIE, FHTLWRSA F— VU U 7 HER L TANT A HEEZRLET,

firepower # scope security
firepower /security # enter keyring test keyring
firepower /security/keyring* # set ?

cert Keyring certificate

modulus RSA key modulus

regenerate Regenerate keyring

trustpoint Trustpoint CA

firepower /security/keyring* # set

avw Uk SR BA

delete keyring BEFD RSA ¥— VU 7 ZHIFR L £7,
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. create local-user

create local-user
HlLwvwa—h)L a—F 7T h v FERIBINT 521X, createlocal-user = <> R&EHHA L E4,
LEIDEESNT-u—hb L a—F T hoy "B TCICEET ASEE, o~ NIRERL £,

n—H)v a—% T h NEBINEIIRET HI2IE, enter local-user = RAEMH L E
T, FBESINTET DY MRGFELBRWGAIX, (ERSNTATTENET, T Uy MBGFE
TAHLEIL, T TFABANEINET,

Flo, Zoavr RO sope R EHH LT, o —v a—F 7Ty Ne AL,
TanRT 4w Y CERIEETHILELTEET,

BFEon—hra—FT7hor bEHIBRT DI, Zoa~vy FRoddaefE X 2EH L E T,

A-Rav R |

createlocal-user user_name
deletelocal-user user_name
enter local-user user_name

scope local-user

user_name

B DEREA

aAvU kR E—F

user_name

Zoun—hra—F Thyr In s A T AEAERINS
ID, ==V EATTTHHEIE. IROTA KT A 236 L OV FRFIH
WICRELTLEE N,

c LENCIX, WEEGT 1 ~32 XFEHEHTEET,
ALE DT
AEEOHT
s (TyvH—RaT)
- (Fova)

<. (R b)

AT —BETHLILERDHY 7,

s BHIDRIEHAFEFIZ T DMERH D EI, T F—RAaT e
DR LR TN O IBD 5 Z LIXTE R A,

c BHTTIE, RXFLANLFBR I SNET,
s TARNTEFOAREZERT 2 Z LT TEEREA,
=T AT FOEREIL, TOARTELETE EEA, 22—

TADY MEHIBRL, BTLWa—YFTH 0 b EAERT 2 0LER D
DET,

scope security/
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create local-user .

avy RERE

)1)—= EERNE
1.1(1) awr RBBEMEnE L,

EELEDHA KS4Y RRKBOR—)N 2—FTHhU MeRETEET, £7 WV MIE, —BEOa2—F4 L

SSAD— FBBLETT,

HLDWa—F T FEERRTHE, FTLWT AT IREFEaly FERTWHW RN &%
TRT T ALY R HfFuNz localuser E— R (/security/local-user) 7% HEIFJIZBAE S L E T, X
AT — RRWMA IR L BMO2—F T H v MEREZHREL THL, HILWT AU ME#E
aIy NTHZENTEET,

2=V THT L NOERZIL. TV MAEEETCEEA, 2—F T Do MEHIERL.
FHLlna—Y T h oo NEERTIVNENRHY £77,

1

KOFITIE, EX=2V T4 E—REFHBL, e—ra—HFT7hor e AL (7
FELR2WEDITH LWT o FEFERFICER) « 7oy MEE 4250 4TS
FiEERLUET,

firepower # scope security

firepower /security # enter local-user test user
firepower /security/local-user* # set firstname test
firepower /security/local-user* # set lastname user
firepower /security/local-user* # commit-buffer
firepower /security/local-user #

BEa<w> R

avo kR B

delete local-user BFoa—)Vv a—F 7 hur MEHIRLET,

set expiration =Y T hv s FRMIREIAICR D B EEELET,
set password 2—HF THIL hONRAT— REZELET,
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. create member-port

A-Rav R |

create member-port

W= T ¥ 1/ A= R— N &{ET HIZI%, createmember-port =~ > R&EMHHLET,
FRESNIZID 2RO A L R =R — h DN T TIHFEL TV LGS, a~r RiZkkL 7,

A N—R— N BB FE 21X AT 5121%, enter member-port 2~ R&EH L EJ, fB5E
ST A N—R— EDFIE L WA, MBSV CRlth S VE T, A v/ 3—R— N FTE
THEAIL., FOR— FRBB SN ET,

Flo, Zoavry RO sopeBXEHH LT, BEfFOA L R—R— R Z2 AL, 707 1%
O Y CTELITEET LI HTEET,

BEAED A R —R— M &2HIRT 512013, Zoa~<wr Ro ddete B2 L £,

create member-port interface id

BX DA

AU R E—F

interface id WONWTNNDOIEREHEH LT, ZOR— FF ¥ RUTEBENT 5 A
VHE—T 2 A ALERELET,

edot id port id: Ar v NEFER— FNEETEINDH ¥ —V
DR — ks DT,

« Ethernetslot_id/port_id :  —H% % v hAR— K7L,

scope eth-uplink/scope fabric a/port-channel

avy FER

FEREDHA K4V

J1y—=x TEAR
1.1.1 o<y RPEBEMENE L,

Zoawy RelAd 280N, N— b F vy RV EERETIIAN T O2HERH D £,

HLWAUN=R—=bFEERT DL, LA A=K —FIRELEa Iy PERLTNRNI &
BRT T AK Y AT PPN A L R—7K— hE— K (eth-uplink/fabric/port-channel/member-port)
DNHBIRICBB SN ET,

1

WOFNE, FHTLWAR—FF ¥ 2 ZER L. TNEANTLTA L /N—FR— K ZB
T5HHEEZRLTWET,

firepower # scope eth-uplink

firepower /eth-uplink/fabric # scope fabric a

firepower /eth-uplink/fabric # create port-channel 4

firepower /eth-uplink/fabric/port-channel* # enable

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1l
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
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create member-port .

firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # commit-buffer

firepower /eth-uplink/fabric/port-channel #

BEa<w> R avw > kR SR BA
create port-channel #1 LU EtherChannel (AR— % %/L) ZAERLL £,
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. create ntp-server

create ntp-server
FXOS T NTP % — "—% BT 5121, createntp-server =~ R&fiH LET,

create ntp-server

BXDERHA create ntp-server O3y RiE, FXOS TNTP Y — "—Z AR 5 72 DI S 4
ij—o
ATV R E—FK scope system/scope services/
av Y FERE UJY— ZEHEAE
A

LI(1) =~y @i E Lz,

FERALDHA KSAY T 74T, ZOa~ 2 RIZFX0S IZ NTP H— —%{ER L £ 7,

51
WOHNL, NTP Y — _R—ZEk 35 HikErRr L TWET,

firepower# scope system;scope services

firepower /system/services # create ntp-server 192.0.2.1
firepower /system/services # commit

firepower /system/services/ntp-server # set

ntp-shal-key-id NTP SHA-1 key id <=========== [Optional] Configure NTP
authentication key ID
ntp-shal-key-string NTP SHA-1 key string <=========== [Optional] Configure NTP

authentication key string

firepower /system/services/ntp-server # commit

BEa<w> K = -V N SR BA

show ntp-server ZOa<wy R, NTP —_"—% KR LET,
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create policy (callhome) .

create policy (callhome)

LV Smart Call Home B L NA~— K 74 A R —%BINT5I21%, createpolicy =
<~ U REFEHLET, 4B EESNERY —RNT TICHEETIHE, a~vy NiZEkLE
D

IPSec #4f5¢ & BN E 72 13ME T 5 12IE, enter policy =~ FEMHAL £, feshizRY
U—WBEELRWEAIE, (ERENTANENET, RN —0RNFETIHAIE. TORY
U—WANENET,

Flo, Zoavry RO sopeBEHEH LT, BEFORY >—%2 AL, 7r7 0 25D Y
TERIFEFTLHILEHTEET,

WEFEORY —%8IRT 3121, Z0oa<> RO ddee X5 HHLET,

create policy event
delete policy event
enter policy event
scope policy event

B DEREA

ATV R E—F

event BEFFIIVATLAANR SDEA T, AR NOF T g9 00D
WTIE, ROERTA RTA4 2SR LTIEE0,

scope monitoring/scope callhome/

av Y RERE

FREDHA FS14 Y

)1y—= ETEAR
1.1(1) avy RBEMSIVE LT,

1LV Smart Call Home A8 U & —ZA{ERT 5 &, HILWARY —NEZa Iy FIThen
L BRTT ALY AT Uz callhome/policy “E— K (monitoring/callhome/policy) 73 H #i)
RSN ES, Ta T A EEREL, Y—ERAZHNERIL T, HLWARY >—

Ay hTHZENTEET,

SmartCallHome R Y > — & B L72%1%, N v —Z2EBEFTHZLIITEETA, R —
ZHIBEL, FTLWVWERY —Z2{ERTHLERNH Y £,

Toavwy REFEHLT, BEOEBEEIZIV AT ALY NOFEEICKHTARY > —nA >
2B A ER LET, CallHome RY o —DA Xk A FIfEFHTEHF—TU— Rk
LB TT,

* adaptor-mismatch

* arp-targets-config-error
» association-failed

* configuration-failure

* connectivity-problem
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. create policy (callhome)

* election-failure

* equipment-degraded

* equipment-disabled

* equipment-inaccessible

* equipment-inoperable

* equipment-offline

* equipment-problem

* equipment-removed

* fru-problem

* health-led-amber

* health-led-amber-blinking

* identity-unestablishable

* inventory-failed

* license-graceperiod-expired
* limit-reached

* link-down

* management-services-failure
* management-services-unresponsive
* memory-error

» mgmtif-down

* ndisc-targets-config-error

* near-max-limit

* port-failed

* power-problem

* psu-insufficient

* psu-mixed-mode

* thermal-problem

* version-incompatible

* vif-ids-mismatch

* voltage-problem
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create policy (callhome) .

il

WO T, link-down A X2 s ® CallHome R Y 3 — A A X o ZAZ2{ERK. AN, B
FOEMCT D HEERLET,

firepower # scope monitoring

firepower /monitoring # scope callhome

firepower /monitoring/callhome # enter policy link-down
firepower /monitoring/callhome/policy* # set admin-state enabled
firepower /monitoring/callhome/policy* # commit-buffer

firepower /monitoring/callhome/policy #

BMEaTUR avy kR B
delete policy BEF7 Smart Call Home 78 U > —ZHI& L £ 7,
set admin-state SmartCallHome R Y > —HD R Y > —DEBIRRE 2 H R FE 77 12 H%)
I LET,
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. create policy (flow control)

A-Rav R |

create policy (flow control)

FLWARI & 7 e —HIER Y > —2B87 5I121%, ceatepolicy 2~ REMFHLET, 4
RIEE SR Y =BT TIMFET D56, 2~y RIZRRL £,

AR E 7 v —IHR Y —Z2BINE L ITmET 51T, enterpolicy 2~ > REEHLET,
BEINTERY U—PFELRWGEIE, ERENTADENET, RN 0 GFET 56
X, FORY v—mATTENFET,

o, Zoavwr PO sope B MM LT, BEFORY =2 AL, TunT 1 2E) Y
TELFEFETHZLHTEET,

BAEORY > —2HBT5I12i%,. 20a~vy RO ddee a2 EHLET,

create policy name
delete policy name
enter policy name
scope policy name

B DEREA

ATV R E—F

name 7 a—#lfR Y o — &2 B O DL L, LRNZIE 1~ 16 XF
EHATEET,

scope eth-uplink/scope flow-control/

av Y RERE

FREDHA K514

)1)y—= EERNE
1.1(1) a~wr RRBMEE L,

Ta—fflR Y —ik, A= RFOZERNy T RS W oTc b XL, TTIAT AR
AALLDT TV £ —YFy b iR— FNIEEE8023x R— X7 L — A ZEEB L OZET
EMEIMERELET, TNHEDR—XT7L—AT, NXoT770B3 7 V7 INDHETOHIY
R, FERUR— NSO TF —FOFEZRIEILT DL IICERLES, T34 ZETT v —H]
HRITHOIND LT BHITIE, MFDOT/NA AT, ®ETHEEBIOZE 7 v —#l# T

A =B HMNT HERH Y £T,

F7xn D7 a—HIHR Y —1F, EZEOHEZEICL, BEr I —3 g9 UITEIEIA
PEFELET,

FLWnT7o—FHIEARY) =2 ETHL, LAY v —RNFEFaly bEa TNz %
RTT ALY R BTz 7 v —#l#E/AR Y >—%F— K (eth-uplink/flow-control/policy) 73 H #)
FICBl SN E T, AU o— 7T A lZEEL, FILWAV > —%2aIy hT5ZENT
xFET,

Ta—flflRY = A ER LT RICAR ) e EET L LIITEEE A, R —2HIR
L. BILOWARY =2 Bl 2 0 E R H Y £,
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create policy (flow control) .

il
wROBNE, 7 v —HEOAFN &R Y =2 BT 5 HEEZRLTHET,

firepower # scope eth-uplink

firepower /eth-uplink # scope flow-control

firepower /eth-uplink/flow-control # enter policy FCpolicyl
firepower /eth-uplink/flow-control/policy* # commit-buffer
firepower /eth-uplink/flow-control/policy #

BMEav R av vk BT
delete policy BEfFo 7 v — AR Y o —%HIBRLET,
set T u—flfl/RY —F— FT, 7r—#l#lRY) =0T a7 4
ERELET,
show policy T —HERY) =D T aRT 4 flE\ERFRLET,
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. create port-channel

A-Rav R |

create port-channel

EtherChannel (7R— kT ¥ /L& IR D) Z{ERKT HIZIL, createport-channe =~ K%
EMLET, FHEINZID ZFFOR— FF v RABTTIMFEL TWDHELE, 3~y Fidk
BLEJ,

v— N F Y RV EBINE LG T 51213, enter port-channd =~ > REFEH L9, FHES
ht = N F X RAADBTFEE LR WEGEAIEL, AERENTADINE T, A— M F v RANRFET
LHEEIE. FOR—= b TF ¥ XABATIESNET,

Flo, Zoavr RO sopeERAEFEH LT, BEFOR— b F ¥y VB2 AN L, a7 1%
FO Y CTERIIARETHZ LB TEET,

BEFEOR— FF v xR T 51213, 20~y RO ddete B A HH L E

create port-channelid

B DEREA

ATV R E—F

id ZTOR—FF R ID BEEE Y Y TET,

scope eth-uplink/scope fabric a/

avy RERE

FEREDHA FS1 Y

J1)y—2 EERNRE
1.1.1 o<y RPRBEMENE L,

HLWAR— b F XV EERT DL, BILWAR—FFr XANEEaAIy PERTHWRNI &
BRTT ALY A7 PPN AR— b F ¥ F£E— K (eth-uplink/fabric/port-channel) 7% H Ehf)1Z
Bl S LE T, R—FF¥RANRTA—ZZRELTHDL, HILOWA—FFyxritaly b
TEET,

HLWR— M TF ¥R VEBER LD, TNEENMILT, AUAN—R—FrZBMLET,

Firepower 4100/9300 v — /73 EtherChannel % /£ 9 % & | EtherChannel % [ K¢ Ik

(Suspended) IREEIZZ2 0, MFRY 7T v 7 L CHRmET A R ZEIV Y THETEDE
F12720 £9°, EtherChannel (XKD & 5 2RI T2 @ [—FEfE 1k (Suspended) IRAEIZZ2 Y F
D

* EtherChannel 23 A % > R 7 0 VBT A ADT — X FI3EBHA— M & LTRSS,

+ EtherChannel 28 7 7 A X D—¥TH DT NA AOEFHE/-I1TCCLA— & LTEME
iz,

* EtherChannel 357 — % N7 T A X D—ETHDHET A ADT —XFKR— & L CTENE
., F0< b 120X 2 VT 4BV 22— VN7 FAZIZSML TN D,

EtherChannel |3F&EET /31 AIZEI Y éféif@jﬁf LW Z EIZEE L TL 72 &V, EtherChannel
DFRELT A AN D HIBR S L5 FELT A ADHIBR & 7254 1X, EtherChannel 23 [—
B2 1k (Suspended) ]IRBEIZE Y i'@‘o
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create port-channel .

\)

(GE)  Firepower 4100/9300 > — /X, 7 7 7 « 7 Link Aggregation Control Protocol (LACP) E— K
T EtherChannel 2 %78 — ~ LE ¥, 72 EHMEEE L7200, AL v F R— &7
7747 F—NIRETDHZEEHELET

451
WOHNE, FHTLWAR— b F v 2 ZER L, ZTNEANTLTA L /N—FR— K ZB
T5HEEZRLTWET,

firepower # scope eth-uplink

firepower /eth-uplink/fabric # scope fabric a

firepower /eth-uplink/fabric # create port-channel 4

firepower /eth-uplink/fabric/port-channel* # enable

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1l
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # commit-buffer

firepower /eth-uplink/fabric/port-channel #

BEav R avy kR FREA
create member-port R—FF ¥ RN A R—F— BN L ET,
set (port-channel) BEfFOR—= " F ¥ RIVDNNT A =R REETIIEFTLET,
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. create pre-login-banner

A-Rav R |

create pre-login-banner

27 A VEEORNIER SN DT — 2T 5121%, createprelogin-banner ==~ > N Z&fifi
MALET, v A VRN T =BT TIHET 256, 2~y FIRRRLET,

07 A VRN —E BN E T ISRE T DI, enter preslogin-banner =~ > R&EEH L £7,
NWNFE=PNHEELRWEAIL, ERSNTATSINET, N —RHEETILEE. T ) —
BDANEINET,

Flo, Zoavry RO scopeBXEHH LT, BEfFONTFT—Z AL, AvtE—VEREEL
X7V T7TTHrZ L TEET,

WEFEONF—ZEIRT AI121E, Zoa<y RO ddee X5 HH LET,

create pre-login-banner

B DEREA

ATV R E—F

Zoa<wy N5 ELITZF—U—REdb Y T A,

scope security/scope banner/

avy RERE

EREDAARZA

)1y—= EENE
1.1(1) awy RBBMEnE L,

FLne 7o Ui —E2ERT S & RONIZEAICRY, NF=REERERL I v b
ENTWRNZ EZRTT AX U AT RPNz pre-login-banner & — K
(security/banner/pre-login-banner) 2% HEBAIZBALE S E T,

0y A VEINT— TFX AN AT HITIE, setmessage 2~ REHEHALET, NF— Ay
T =V EKT T HITIE, enporBur (TRTKXTF) EANTEHIRLERHY 7,

Zoavry REANLZEEIZa A VRINT =R TIHAET 256, 2~y NIk L,
’—Error: Managed object already exists] Ewn 5 A /?*Vﬁ‘%%éﬂi‘g‘o

1

WROBNE, v 7 A CHIANT =2 EB IO E L, 23y FBIUORRT 2 HikE R
L\i‘é—o

firepower # scope security

firepower /security # scope banner

firepower /security/banner # create pre-login-banner
firepower /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Firepower-9300-2

>Western Data Center

>ENDOFBUF

firepower /security/banner/pre-login-banner* # commit
firepower /security/banner/pre-login-banner # show
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create pre-login-banner .

Pre login banner:
Message
Firepower-9300-2

Western Data Center

firepower /security/banner/pre-login-banner #

EEav> R

avw vk R AR

clear message BRI A AT —5 b7 % R MR LET, Eo A F—
FTV sk EEEEGRS L A,

set message

RTAUEINT—E LTRRENDT F A MTERELET,
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create profile

F L SmartCallHome B L RA~— N S4B ADEHLET T 7 7 A4 L EBINT HI21E. create
profilea~> REHEHALET, ARINFRESNIZT 07 7 A VNS TIIFET HHE, o~
RiZEBLET,

T e T 7 A NEBINEISRET ST, enter profilea~> REfEHALET, FESN
=7a Ty AVBFEELRWEEIE, ERENTALERET, a7 7 A B FET D5
X, 207 v 7 7 ANVBATESNET,

Flo, Zoavry RO scope b XEFH LT, BEfFO7m 7 v A V& AT)L, 7T r3T ¢ &8
DU TERLFERTLHZEHTEET, TR 77 AP FELRWEE, o~ RIZRKLE
7

WFEOTa 7 7 A VEYIRT A2, 2oa~<y Ro ddete BREFH L E9,

create profile name
delete profile name
enter profile name
scope profile name

B DEREA

AR E—F

name eS0T v A VAT D4,

scope monitoring/scope callhome/

avy FERE

HEREDAA K1Y

J1—2 EEAR
1.1(1) a~wy RRBMEhE Lz,

LV Smart Call Home 7’2 7 7 A VEERT D L, L va 7y A ABELaI v b
TWRWZ EZRTT AHZ U R HBfFuiz callhome/profile E— K (monitoring/callhome/profile)
PDHBIICHRGSNE T, 777 AV 2ELRL T, LW rn 7 7 A UERE= Iy T 5
ZENTEET,

SmartCallHome D367 0 7 7 A WEAERT D &, 707 7 A VA EERTLHZ LI TEEHE
oo TR T77ANEHIRL, LT a7y A VEERT D2HERS D £,

1

KOBL, Smart Call Home D5ESE 7" 11 7 7 A V2 AEpkB LA T2 T5ikE " LT
ij‘o

firepower # scope monitoring

firepower /monitoring # scope callhome

firepower /monitoring/callhome # enter profile TestProfile
firepower /monitoring/callhome/profile* # commit-buffer
firepower /monitoring/callhome/profile #
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create profile .

EEav> R

av YR B

delete profile WEA70> Smart Call Home D%68%55~7 1 7 7 A V& HIBR L £77,

set monitoring/callhome E— KT, 7077 A /L 707 0 Z&HELF
D

show profile BEERIN TS Smart Call Home & A~—hk T4 7D

7u 77 A)N%Y A KLET, monitoring/callhome & — K THEHT
TET,
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create property

Xy b= HEHERO LEWEARY — 7 ZRZH LT 137 ¢ BT 5121%, create
property 2~ > RZ@HEHA LET, ARIBEE SN T 037 4 T CIHFET L2HAE, 2~
[NES NP

FMEHMEHRD L EVWMET 137 ¢ ZBINE 72 I3RET 5121, enter property =~ > RAfliH L
F9, BEINTZT BT 4 DFELRWESIE, MERENTANINET, T r T 1 BfF
ETLHEAIL. FOTa T o BNATESNET,

o, Zoazwr Fosope FAEHHA LT, BFEOT m T 1 2 NS L, "TA=F2ED
UTELFLEET LI LB TEET, BF, A7V b THHE] 1IANTLHE0 HHET
To UL, ATV FOAFINT N TREILRDT2D, Zoavxy Ro enter TR,
TRTOEFRNTA—F 2 AT LHUERHY £7,

BEO a7 4 4T 512F. Zoa~<vy RO ddete e &2 FEHRLET,

create property property-name
delete property property-name
enter property property-name
scope property property-name

BXDEREA

ATV R E—F

property-name EEOMEHER T m T 1 Z2FEL T,

FIAFIREZR 7 w37 4 1%, BUEDE— N L ERSNLIHEHERD 7
TR Lo TELR Y FEF, 72L& 21E, eth-server T— KD
chassis-stats 7 5 A @%/El\\ input-power %‘ J:U\ output-power 7,1‘
TarMERHTEET, eth-uplink B— N ether-rx-stats 7 7
ADYFE . broadcast-packets—-delta X° total-bytes-delta 78 & D

HANT 4 PR TE ET

BEDOREHE#RD 7 7 A TR AR 7 0T 4 DY A N FRRT
5HIZi%, createproperty ? 2~ REEH L E9,

scope eth-server/scope stats-threshold-policy/scope class/
scope eth-uplink/scope stats-threshold-policy/scope class/

scope org/scope stats-threshold-policy/scope class/

av Y RERE

FREDHA FS14 Y

)1)—= FTEAR
1.1(1) avy RBEMSIVE LT,

REEORFHERE v MR LT LEWEEZRET 510, 2 7 A& HALEY, 7057 1 %
FERLT, RY— 27 7 AOBEDMH L FRHERO L MEEERLET, 2L 2E, Fay
FENIAT Y N OEEEE DR A B AT EE A I L& WMER R TERTE
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create property .

9, O TATIE, A=Y Ry b =T —HEHERZ 7 AO LI WET 08T ¢ 2B L &
TO

RY S — 7T ANFEE O T a T 4 ZRETEET,
A\

GF) A=Yy b —N"EK—bELEFA—F Xy Ty TV 7 R—hITLIZT 7+ hOKEH
FHMLEVWVERY =812 7, BINOFHFHERIERY > —IER & EHA, F
7o, ZOaryR—3x 2 FOBEGFOT 74V M RY —%HIRCTEEREA, T 74NV ERY —
EEFETHET T, 72770, MikETE—F (scope org/) TITMEHERD LEVWHERY > —%
e L OHIBRTE £,

1

WKOBNL, T 7NV DA =V Ry 8T 7V U THFHERO LEVERY v — %2
BL, =7 —HetHEHRT 7 2 &21EH L, KETTEMRAE (CRC) =F—F vk 7Fax
T4 ZAERR L, HAR—=Y 7R OMEH O CRC =T — H 7 % 1000 [ZfRE L, #
B Z DL L EUVME 1250 2B L., 7T A% a3y b5 hEERLTVET,

firepower # scope eth-uplink

firepower /eth-uplink # scope stats-threshold-policy default

firepower /eth-uplink/stats-threshold-policy # create class ether-error-stats
firepower /eth-uplink/stats-threshold-policy/class* # create property crc-delta
firepower /eth-uplink/stats-threshold-policy/class/property* # set normal-value 1000
firepower /eth-uplink/stats-threshold-policy/class/property* # create threshold-value
above-normal warning

firepower /eth-uplink/stats-threshold-policy/class/property/threshold-value* # set
escalating 1250

firepower /eth-uplink/stats-threshold-policy/class/property/threshold-value* #
commit-buffer

firepower /eth-uplink/stats-threshold-policy/class/property/threshold-value #

BEa< R avy kR Bl
delete property BEFEO 7T ¢ ZHIBRLE9,
enter property TIATaNRT 4 AT LET, T T 0 DIFE LRV EIL,
TanRT g BMER S VE T,
enter property WatEmD 7 7 227 a T 0 B ASTEIER L £,
scope property TanT 4 T— RERBLET, ZOT— RTlE, HeHEgos 7
AT T 4 HEBRLET,
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. create resource-profile
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create resource-profile

AVTFAVAZATHEAT LY V=R T a7 7 A VEIBINT 51, createresource-profile
a~vy REHLET,

createresource-profile name

BX DA

name T 7 A NDLETE 1~ 64 LFTRELET, EBMRIZZDT
077 ANVDLRIEERTHI EIXTEERA,

ATV R E—FK scope ssa/
aX Y REE Jy—2 EERNE
2.4(1) avy RBNBMEE L7,

FEREDHA K542

ATFTA VARG AT LY Y= AMEREERET DI, 1 oFEITERDOY V=X T'r
T ANEERLET, BT ANAR/T TV r—var A AX U ARERT S &I,
A2V —R2A7a77ANVERELET, VYV —ZX 7B 77 A /MEICPU T DEERE L
F9, RAMIZa 7 O TEENZEIV B TOHN., T4 ATREIFA LV AZ AT L1240
GBIZRRESNET,

s a7 DE/NRIZ 6 T,
N T —%T 7 F XLV aT HIETHZILITTE IR A,
e T HMEE (6. 10, 12, 1472 F) THRAMEETEIV Y CTHZLNTEET,

s FIHAIRER IR AT, X2 UT 4 BEVa— /vy —Y EFNAMI L TR F
ﬁ‘o

Uy —Zid,  [Default-Small] EFFENDT 7 AA N Y Y—R2A T 077 A NEENTWNE
T, ZOaTHIIRNTT, ZOFu T A IVDERELEE LD, HHINTOARWESIC
FHIBRT 22 TEET, Yy—TEFVa— KL, VAT AIMOT 07 7 A )VINFIEL 72
WERIE. 207 R T 7 A VIPMERIILET,

EHPDOY Y =270 7 7 A VOREEZELTHI LTI TEETA, TDOY Y —AT a7 74
NEMA L TWDLTRTOAS L AZ U AZERHIL TG, VY —AT a7 7 A VEERL,
BBICA VAZ AR BRERNNCT LMLERHY T, MLINToNA TXATEYT 4~
THDA VAR ADYA REELT H56, TEXLHRETRITRTOA L ANEZF U A RIC
TOMERDY £,

BT 2 P51 A > A X 2 A % Management Center (23BN L7242 VY —A a7 7 A )Lk
ExEERT 55413, [Devices) > [Device Management] > [Device] > [System] > [Inventory] # A
TatRy I ATHELI=y hOA XU M) EFHFLET,
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il

create resource-profile .

WKOBHTIE, 350 V—R Fa7rA L BMLET,

firepower# scope ssa

firepower /ssa # enter resource-profile basic
firepower /ssa/resource-profile* # set description "lowest level"
firepower /ssa/resource-profile* # set cpu-core-count 6
firepower /ssa/resource-profile* # exit
firepower /ssa # enter resource-profile standard
firepower /ssa/resource-profile* # set description "middle level"
firepower /ssa/resource-profile* # set cpu-core-count 10
firepower /ssa/resource-profile* # exit
firepower /ssa # enter resource-profile advanced
firepower /ssa/resource-profile* # set description "highest level"
firepower /ssa/resource-profile* # set cpu-core-count 12
firepower /ssa/resource-profile* # commit-buffer
firepower /ssa/resource-profile #
MEav2 R av YR Bl
set cpu-count VY —27Fa757 410D CPUDEERELET,

setresource-profilename| v —xz Fa 7 7 A VINT F U r—a v A VAL L ATEND Y

THELT,

show monitor detail X2 VT BEVa— /TPy Ay hDY Y —AEfRE

FRLET,

show resour ce detail TV —a A AR ADY IV —RE OB TERRTLUET,

show resource-profile | J v —2 7r 7 7 A LOE D U TEFRLET,

user-defined

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. create server (scope Idap)

A-Rav R |

create server (scope ldap)

Lightweight Directory Access Protocol (LDAP) $r—/_"—%7 V=7 M &EAERT D121, X =
U7 1/LDAPE— R Tcreateserver =~ RZEH LET, ARIBNEES NI ——=»173T
WHFET %6, a~ >y FIRRIRL£7,

LDAP Y — _—Z B E - I3mET 5121%. %2 U 5 (/LDAP E— F T enter server =1~ >
FEEALET, FBESNTT—R—DFELRWEAIT. EBREhTANERET, —
NWN—WFETDIHEIL. TOF—_—NATEINET,

Flo, Zoa~vy RO sopeBEHEH LT, BEfFOY— =% AL, 7m7 1 Z2H DY
TERIFEFTDHILEHTEET,

BEAFE O — _R— MR TBI121%. Z0a<> RO ddeeBRXaMHLET,

createserver id

B DEREA

ATV R E—F

id RA NG, EREM A A 4 (FQDN) . £721XIP7 KL A (IPv4
7 RUAEILIPve 7 RV AZERTFEE) AEHL T, h—r3—
ID Z45E L E T,

scope security/scope ldap/

avy FERE

FEREDHA KS4A4 Y

J1y—=x ETEAR
1.1.1 o< RPMBEMEnE L,

KA ML EZIZFQDN 2 L T —3— D 28 E€ T 5 HE1E. DNS —_— 413 ET B 44
EHRHY F£7,

SSL 3B %hDE. —/3— D%, LDAP —R—DE % =2 U 7 ¢ FEHEN O Common Name
(CN) L FHEIZ—F L TWARLERH Y £,

HLWLDAP Y — R —Z{ERT 5 L, Bl —_"—RNFEFaIy hERTWARWT & &2RT
TAZY R BN R 2 U T 4 /LDAP/— 3 —F— R B EAICBI S N E 4, —3—
a3y FTARNICRETE ET,

)

GE)  FXOS Tid, K16 D LDAP Y u A ¥ —ZHR— K LFET,

1

WKIZ, HLWLDAP —_—%fEp L., FT ¥ o varaaly M oflanRLE
TO

firepower # scope security
firepower # scope ldap
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create server (scope Idap) .

firepower /security/ldap # create server 192.168.100.112

Warning: LDAP server name has to be DNS name in Secure LDAP connection. It has to match
the LDAP server certificate SAN field.

firepower /security/ldap/server* # commit-buffer

firepower /security/ldap/server #

BEa<v> R av Uk SRER

createldap-group-rule  |LDAP 7’1 /3A H'— J)L—T Jb—)b /XT A —H Z/ERR L £7,

set ¥ = U T 4 /LDAP/— "—F— R T, SSL OHF b/ &
DEIFEIFERLDAP Y —R—BIHE T X=X 2R ELET,
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A-Raw R |

create snmp-trap

Simple Network Management Protocol (SNMP) @ kT v 745 e & HIBR9 2 121%. createsnmp-trap
avy REfERLET, BARIBEESNZ N7 v 70T TIFET 256, 2~y RIZRL
£

SNMP k7 v 7 & BN 72 I13MRET 512i1%, entersnmp-trap 2~ > REEHLET, BESH
72 N7 v TBFELBRWGEEIE, (ERESNTANESNET, N7 v IBRHFEETLH5A1E. £0
N7 TBANTTSIET,

Flo, Zoa~vry FosopeBXEFEH LT, BEfFO N F v 72 AL, 7 a7 0 Z2H DY
TELBFEETHZ L TEET, @, A7 V=2 b [FRE) 1IANTH L0 LT
T, ZAUE, ATV FOARINT R TCHEILR D20, ZOa~wr Ro enter FERTlE,
TRTCOEFRNTA—FEZANNTHRERNHY ET,

O N v 7E2HIBRTAI2E. 20a~vy RO ddae e XNa2EHLET,

create snmp-trap destination

BX DA

AR E—F

destination RARLELIZIP 7T R A (IPv4d 721X IPv6 7 KL A ZIRER]
BE) ZEA LT, bT v sk —REHRELE T,

scope monitoring/

avy FERE

FEREDAARZA4 Y

J1y—= ETEAR
1.1.1 o= RPMBEMENE L,

SNMP (enablesnmp) ZFHZNZ T BHi12iE, FENZSNMP = 2 = =7 ¢ (set snmp community)
AR T DMERH Y £7,

HILWSNMP 7 v 72BN T 5L, HILWEFZ v 7NELEaIy bEan TN & 2rRT
T AL Y A7 D3V N2 monitoring/snmp-trap & — K3 HEBIRFNICBRE S L E T,

\}

GE) HKR8DODSNMP b7 v F&H{ER Tx £,

il

WL, SNMP F7 v 7 &Ef L., hTo¥ oy arEaly hTAHFERERLT
Wk,

firepower # scope monitoring

firepower /monitoring/ # enable snmp

firepower /monitoring/ # create snmp-trap 192.168.100.112
firepower /monitoring/snmp-trap* # commit-buffer
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create snmp-trap .

firepower /monitoring/snmp-trap #

BEEavT R avw Uk SR BA
enable snmp SNMP ZHZNZ LET,
set snmp SNMPFRE/NNT A—Z R ELET, iU, 2I=2=7 ¢, SNMP
YT L UAT AHYE . BIXOKE A NOLATTT,
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A-Rav R |

create snmp-user

B LU SNMPV3 o — ¥ 2 ERET 5 121%. createsnmp-user =~ > F&EH L £, ARIATEE
SNTc2—FRTTIFET D5EG, 2~ FIZRBLET,

SNMP = —H Z B £ 72 13fWE T 5 121E. enter snmp-user =~ > R&EHAL£9, figshic
Z—FRFE L WGEA R, (ERESNTAD&ENE T, 2—FRFETIHAE. 02—V
BDANEINET,

Flo, Zoa~vry FosopeBXEHH LT, BEfFO2—FZ2 AL, 7m X7 1 2850 4T
FRREFTHZELTEET, BE. A7 V=7 b0 [§HE] 1IANTE L0 LR T,
ZHUE, ATV FOARINT R TREILR D20, Z0a~vy Ro enter BT, 9
TOERNTA—ZE ANNTHUENH £7,

WEFO2—FEEIRT AI21E, Zoa<r Fo ddae X5 MHLET,

create snmp-user user_nhame

B DEREA

AU kFE—F

user_name SNMPV3 —H—Z ZE L ET, RRI2LTFORET, 74—
2a7 (). Fybh (). Tyvb<~—7 (@ . BIOF v
() =fEHCTEET,

scope monitoring/

avy NERE

FEREDAHA RS2

J1)y—=x EERNAE
1.1.1 o<y RABMENE L,

SNMP (enablesnmp) ZAhZ T 512X, SNMP = —H ZERK T 2 Ri1IC SNMP 22 = =7 ¢
(set snmp community) Z{ERKT 2 BN H Y 7,

HLWSNMP 21—V EERT 5L, TDO2—FD/RATU— REERTHLHIITROENET,
ZONRAT—ROEIFISFU RT3 XLENH D £, NRATU—RIZIAHNLTHLEREN
FH A,

BLWLSNMP 2 —H2AER T 5 L, HLWa—FREEa Iy hERTHWARNWI LERTT A
4 ) A7 H3FUN 72 monitoring/snmp-user E— K725 HEICBRA S L E T,

51
WDOFNEL, SNMPv3 —H 2 AE T 5 HiEEZ R L TWET,

firepower # scope monitoring

firepower /monitoring/ # enable snmp

firepower /monitoring/ # create snmp-user testl
Password:

firepower /monitoring/snmp-user* # commit-buffer
firepower /monitoring/snmp-user #
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create snmp-user .

BEEav R avw vk SR BA
enable snmp SNMP % HZhZ LET,
set snmp SNMPRE/NT A—X R ELET, ZuE, 23 =2=7 ., SNMP
YT 5 AT MHME BEOVRA R OB,
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. create ssh-server

create ssh-server
HLWSSH A A b F—%EK T 511X, host-key F— 7 — R 4EE & 72 createssh-server =1
<~ REFEALET,

BEAF0 SSH 78 A b F—Z 1B 5 121%. host-key = — U — RAMEE & 7= delete ssh-server =
~  REFEHALET,

create ssh-server host-key
create ssh-server host-key

EXDERHA Zoa=wy FE, BNO5IETH Y EEA,
ATV R E—FK scope system/scope services/
avy NERE )y—2 EERNE

1.1(1) avwy RPRBMEE L,

FEREDHA KSq4y ZOavr FOcreateFAEMM LT, HTLWSSHA X b F—2 Lk LET,

Zoavr RO ddete EREHEH LT, HrLWSSH A A b F—%1ERT ARNCEEFO X —%
EE L £,

451
WL, FHLWSSH b — R A b F—%AKT 5 HEEZRLTOVET,

firepower # scope system

firepower /system # scope services

firepower /system/services # create ssh-server host-key
firepower /system/services* # commit-buffer

firepower /system/services #

WL, BEFEDOSSHA A b F—%2HIR LT, BHEDOSLETHER T2 HEEZ R LT
i‘j‘o

firepower # scope system

firepower /system # scope services

firepower /system/services # delete ssh-server host-key
firepower /system/services* # commit-buffer

firepower /system/services # show ssh-server host-key
Host Key Size: 2048

Deleted: Yes

firepower /system/services #
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create ssh-server .

BEav >R avw Uk Bl
set ssh-server SSH = "DHEA N =DV A XEHELET,
show ssh-server SSH r— D7 a7 4 #FRLET,
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. create stats-threshold-policy

create stats-threshold-policy

B UWKEFHER LS VEAR Y > —2Ek3 % I121%, create statsthreshold-policy =~ > K& fii
ALET, ARIBEESNERY =BT TICFEET I HA. a~r NIERKRLET,

organization E— R CL EVMAR U > —Z BN E 72 IERET D121, enter stats-threshold-policy
avy REFEHALET, BEINTRY U—BFELRWGEIE, RS TAhERET,
RY =N HFETLHEEIL. ZTORY U —BATESNET,

Flo, Zoa~vr Roscopelb XA H LT, organization &— RN CTEEAF DR FHEH L & WMER
UVo—%ANIL, a7 4 2B Y CTEREFERT L L TEES, @, A7V b
O TR 1ZADNTDHED BEETT, ZhiX, A7 V=27 FOARINT X TREIZR LT
B, Zoavy Roenter JEATIE, TRTOERNTA—FEANTLLERDY £,

BEFEORY —%F8IRT 3121, Zoa<> RO ddee X5 HHLET,

create stats-threshold-policy policy-name

B DEREA

policy-name B LOBLRHEH L S VER Y > — 04,

Gx)
A=y b b= NF— | (scope eth-server/) F7213A —H
Py T vV AR—1 (scope eth-uplink/) DT 7 F/b =D
AT L S VMEAR Y o — 2B E IR T2 Z i3 T £

Ao
AT R E—FR scope org/
avy REE =2 ZERRA
1.1(1) a~Yy RRBMMEhE L,

FREDHA KS1 Y

FEHERLE VAR Y > —1E, A7 AOFREDOMEIZOWVWTOREHEREZE=F L, fHES
N2 LEVEEZBAT-HEIIEA R hEAER LET, H/IME & R KRIEOM T O L&\ Ml % 3%
ETEET, & 2E, CPUDRENFEDEEZ BT HAEC, h—"ZiREICfHH L iz
D, Y—_"OFERICRBENDIGEIE, TI—252RETHEIICR) V—%2FRETEE
£

T — R TBEBMOMEHIERD LEVER Y —%21Ek,. A, BIOHIBRTE X9, A —
Py b =K== FERFA =Ry N T o7V 7 R— Tl BINOKEHEHRO L W
BARY O —FERTXERHA, F/o. 2O R—F2 FNOFEGFEOT 7+~ RY o —E Y%
THZELTEERA, 774NV N R —2EHTX L0 TY,
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create stats-threshold-policy .

\)

GE¥)  setcollection-interval =~ > R&MH LT, MeHEREZNETIHELZTEHE L, st

reporting-interval =~ > RZfEH L C, HaHEMEzRET HELERLET, ZNAHLDOMB
THAHERINERY > —RNEZESNET,

1

WOBITIE, FfEE— REREL, ="V — N aR—x o MEFHERIZH LW
WEHMEHR L X UVMER Y > —Z 1B L, CPUBRERHERD LEXVMERY > — 27 5 2%
ERZ L. CPUIREZ 1 /37 ¢ /B L, #% O CPU IREZHEIC 48,5 FEIZIEE L, &
WA Z DL X WEABRSOEICER L, b oo vareikeasy b5
HEERLET,

firepower # scope org

firepower /org # create stats-threshold-policy ServStatsPolicy

firepower /org/stats-threshold-policy* # create class cpu-env-stat

firepower /org/stats-threshold-policy/class* # create property temperature

firepower /org/stats-threshold-policy/class/property* # set normal-value 48.5
firepower /org/stats-threshold-policy/class/property* # create threshold-value above-normal
warning

firepower /org/stats-threshold-policy/class/property/threshold-value* # set escalating
50.0

firepower /org/stats-threshold-policy/class/property/threshold-value* # commit-buffer
firepower /org/stats-threshold-policy/class/property/threshold-value #

BEaY

av vk iER

create class FRHEROF LN T A% ERL L £,

create property B D 7 T 20 LW T a8F ¢ BERR LE T,

createthreshold-value | 7 7 2 7' /$7 ¢ {Z L Z VM (above-normal % 7= (3 below-normal)
HHRELET,

scope org T — R L E 9,
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. create subinterface

create subinterface

AT S A AL ATH AT B WP E 721X EtherChannel A > % — 7 = A AZY T A v H —
7 = A A&BINT 5I21L, createsubinterface =< RZfFH L £,

create subinterface id

BX DA id ID % 1 ~ 4294967295 CaxEL £9, ZDID I,
interface id.subinterface id D X 5 1281 > % —7 = A4 ZD IDIZBMN
SnFET, i YIS H—T 2 A%EIDI00 TA —H % v
MBI 2358, OV T A v F—T oA ZIDIEA —H % v
M 1/1.100 12720 £9°, FIEHEEZEZEL T BT DXL ICRET S
ZEMTEETN, ZOIDITVLANID LRI TIEH Y R A,

ATV R E—F scope eth-uplink/scope fabric a/scope interface/

scope eth-uplink/scope fabric a/create port-channel/

avy FERE Jy—2= EENE

2.4(1) awr RPMENESNE L,

FERALDHA KSAY YY—VIKERKS0EOY T A v ¥ —T7 A A%BINTEET,

AR RTa A B =T oA ADYGE, T TA U H—T oA A, T—FEIT—FHEH
BATDA L E =T 2 ATODHRYFR—FSINET, YATALVRAEZLRATFTRAZY L TD
BB, VIABEZATDA L E—T 2 AR TA U F—T 2 A ZAZEBMTDHET T, 7—
BA B =T 2 A A LDV TA B —T A XTI HR—bFENERA,

AVHE =T 2 A AT EDOVLANID (F—ETHEILERHY T, a7 AV AX L ANT
X, VLANIDIFEID 4 ToHONTET R TOA v H—T 2 A ALK TETHILENRHY £,
HibarTr A2 =724 ZAZEIVETHNTWAHRY, VLANID 25O A VX —7 =
AALTHFHATEET, Z7FL, ALUIDZEALTHTYH, 7 A ¥ —7 = A AN
RO T MRG0 £,

IAT AT A VAZLADEE, 77V r—2a NICOHRVLAN Y T A v —T = A%
ERCEE T, arTF A AZ U ADHE, FXOSVLANY 7 A U F—T = f APERSI
TWARWA B —T A ZADT TV r—3 9 NThH VLAN 7oA v F—T = f ZAE{ERKT
EET, INHOVT A U H—T 2 A AIIEXOSHIBRENEH S EFAL, T A Z— 7:
A ABNER T DAL —T 4 T VAT AOBR T, Xy U =7 BAR I OEAREIC

TRV ET, HEzE, VT A ¥ —T oA 2AEIET DI, FXOS TH T A 4 —T =
ARAEERT DMERNHY £F, FXOSH T A L X —T =2 A AZEBHTDHHEI 1OV F U A
TIE, 12ODA 2 F =T 2 A ALEORIDOY T A o BZ—=T 2 AT N—TEEEDA L AX A
WCEID Y CTET, e ziE, AV AX L AATVLAN2-11 &, A 2 AH A B TVLAN 12-21
B, A VAKX ACTVLAN22-31 2 L C Port-Channell {5 £ L¥ 3, 77U r— 3
VNTINOLDH T A B —T A ZAEAERT D556, FXOSNTHA &4 —7 = A A% Ih
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create subinterface .

LETA, ZhERBED LETA, 2OV TV FEERTE3HO5OFEICHOVTIE, ROX%
ZIRLTLTEEN,

Scenario 1 (recommended)

Port-channell

FXOS 2ai

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 211 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 2 (not recommended, worse performance)

Port-channeli
Data-sharing

FXO0Ss
Application

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 211 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 3 (recommended, but lacks EtherChannel redundancy)

Ethernet1/1 Ethernet1/2 Ethernet1/3
Data Data Data

FXO0S
Application ‘ | ‘

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2—11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

BEREET A AZEN D Y TONTWEIMEA v =T = AT A v H—T =4 A%
TAHZ LI TEERA, BOMOY T AL Z—T oA AREY Y TELNTWAIES., Z0OHA
VHA—T 2 A AREPRED B THENTORWEY , LW T A v H—T oA AZBINTEE
7,

1

I, A =%y M1/ ED3oDY T A B2 —T A ZAB{EKR L, T—X2LF A
H—T A RTEET HHERLET,
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. create subinterface

firepower# scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # scope interface Ethernetl/1l

firepower /eth-uplink/fabric/interface # create subinterface 10

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # exit

firepower /eth-uplink/fabric/interface # create subinterface 11

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # exit

firepower /eth-uplink/fabric/interface # create subinterface 12

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

firepower /eth-uplink/fabric/interface/subinterface #

BEEavT R avw U R SR BA

create port-channel EtherChannel (ZAR— k F v %/V) Z1ER L £9°,

scope interface WA LR —T A AF T2 2 ANTILET,

set port-type A B =T 2 A A XA THEHRELET,

set vlan VI A —T A ZADVLANID ZHTELET,
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create theshold-value .

create theshold-value

7T A 7TaXT 1 LEVME (above-normal £ 7213 below-normal) Z 3B 521X, create
theshold-value =~ > FZEH L 9, ARIDEE SN LEVERNT TIFET 256, =
~ 2 RidERBLET,

L VMEABINEIIRET 5121E. enter theshold-value=~ > REFEH LET, FBESNT-
L EVENEE LRWESIT, ERESNTANENET, LEWVENEETLIHAIX. ToOL
SUVMENRATISNET,

Flo, Zoavry RO scope B EFH LT, BEFOLEVWEEZATI L, RNTA—F%2HID Y
TERIFEFETHILHTEES, BFE, 7027 0 [FHE] IANTHEY LHET
T, THUE, ATV FOARINT X THIEIIRD 20, Z0a<y Ko enter BT,
TRTCOEFENRNTA—HEANTTHLERH D 7,

O LXVMERYIRT A2, Zoa~y RO ddete e FH L E T,

create theshold-value {above-normal | below-normal event_ type}

B DEREA

ATV R E—F

abovenormal |bdow-normal | X\ ME D # 1 7 (above-normal F 7~ 13 below-normal) #¥5E L %
T, ZAUL, BE=Z RO (EBNCERE) R SEEE ([
BNCEEE) (2 U THI L 7255810, 578 S4L72 event_type 23 Fiék
ENDENEIMDERELET,

event_type 0GRS NDA R MDA T ERELET,
® cleared
® condition
® critical
® info
®* major
®* minor

® warning

scope eth-server/scope stats-threshold-policy/scope class/scope property/
scope eth-uplink/scope stats-threshold-policy/scope class/scope property/

scope org/scope stats-threshold-policy/scope class/scope property/

av Y RERE

)1)—= ETEAR
1.1(1) avy RBEMSVE L,
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A-Rav R |

BRLDHA RS54 HEOHERYE Y ML TLEWEERET B0, 77 A& MALES, 7o T 1%

FEHLC, RV — 7 7 2A0WEEMECLEIVEREO/FEDHEZERLET, & xiE, K
0y FENT ATy FOEBBEEOBREBZIEAICEELZHT LEVEEZ R — N TER
T&EET, ZOVTATHE, A=V Fy b=T—HitHEHRZ 7 ADO LEWET 13T ¢ BB
L/iﬁ‘o

1 OORY — I T REHOTaRT 4 #RETEET, £, 12077 21Zx LT

BEO LS WVEZIERT 22 &b TEET,

)

GE) A—VXy b —ARNAK—=F ELFA VXY N T 7V 7 F— T EIZT 7 4V FOHEE
HFHRLEVERY =08 1250 £7, BNOKEHERINERY —I3ERTE A, F
7o, ZOarR—3x FOBEGFOT 74V M ARY U—%HIRTEEEAL, T 74NV ERY —
BREETHIENTTT, 72770, #MEET— K (scope org/) TIHHEERO L VMERY v —%
ekt QIR TE £97,
151

ROFITIE, T 74N DA =Py NP —_"OFEHERLZVMERY > — 7 7 2%
AL, Yy —UREHE®RZ 7 A EER L, ANES (W) 7 a7 ¢ Z{ER L, @
HWENL LA QKW ITHRE L, WAL OEE L VME 11 kW Z21ER L, 77 2%
a3y bFAHEERLET,

firepower # scope eth-server

firepower /eth-server # scope stats-threshold-policy default

firepower /eth-server/stats-threshold-policy # create class chassis-stats

firepower /eth-server/stats-threshold-policy/class* # create property input-power
firepower /eth-server/stats-threshold-policy/class/property* # set normal-value 8000.0
firepower /eth-server/stats-threshold-policy/class/property* # create threshold-value
above-normal warning

firepower /eth-server/stats-threshold-policy/class/property/threshold-value* # set
escalating 11000.0

firepower /eth-server/stats-threshold-policy/class/property/threshold-value* #
commit-buffer

firepower /eth-server/stats-threshold-policy/class/property/threshold-value #

EEav> R

av YR B

enter class WRHERD 7 7 A% NTJETTER L ET,

enter property WAHEMD 7 7 AT RT 4  AETTER L E7,

scope stats-threshold-policy 8 U > — E— K& Bt L 7, ZDOE— KT
stats-threshold-policy V. WiEHER Y T ARG E L ET,

set normal-value 7 IR T unT IR EERRELET,
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create trustpoint .

create trustpoint

AVE =3y hF—x2 IV AF =Y (IKE) BabRHZGEHERGEH O LW KT X RARA b
ZiBINT % I21E, createtrustpoint =~ > K& LE 7, ARIMMEE S NT-#kn 3 CloiF
ET D854, a~vr MiZkRBLET,

NZ A RKA Y MEBINEIIRET HI21E, entertrustpoint =~ REFHLET, fHES
NI R T A RRA LV PFELZZWGEE, RSN TATIESNET, T A MKRA » F3F
ETHHEIE, TOMTAMKRA VB ADENET,

Fo, Zoa~vry RO sopeBREZHEH LT, BEfFO T AMRA L MEATIL, T aNT 4
EEIOYCERLIIELET LI LB TEET,
BETED b T A FiRA v FEBIBRT2121E, Zoa~<y Ko ddete B &AL £,

createtrustpoint name
deletetrustpoint name
enter trustpoint name
scopetrustpoint name

B DEREA

ATV R E—F

name 7 A FARA 2 bAITIE 32 LFLNOREFE2EH TE £,

scope security/

av Y RERE

FREDHA K514

)1)y—= EERNE
1.1(1) o~y RRBMEE L,

Zoavy REMEALT, A 02—y hF—x2 7 ZAF =¥ (IKE) RFEROFEA EHREEIC
T2 T A FRA L P LET,

FLOWRTZRARRA U FEERTHE, HILORTRA MRS U IREE Iy IR TR
ZEBERTT AL U R DBMFUN T security/trustpoint TE— R2NHEIICBB SN ET, T A b
A NEAERR LT RIE, ARia AR T 52 LIETEEFA, NPT ARMKRA U MEHIBRL, #
LWRTZARRA L FNEAERT 2 MERH Y £7,

1
WOBNL, BT ARRA 2 FOERRTTIELE AN TTEZ R L TOET,

firepower # scope security
firepower /security # enter trustpoint tPoint4
firepower /security/trustpoint* #
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. create trustpoint

BEa<v> R av R SR BA
set certchain NI A RKRA 2 FNOFERAERHREZRTLET,
show trustpoint BED NI A MRA » MEBREFRLET,
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cycle .

cycle

X2 VT 4 ®TY 22— W= NOEREZHRATLHITE, WD ceydea~ sy REEHL
£9

cycle {cycle-immediate | cycle-wait}

BX DA cycle-immediate FTICE Y 2=V OBEROFHHAEZITOET,
cycle-wait VAT AIEY a— IV TETHOT ) b= a vy RE Y
VT BETERRS GRS ThDL, Y 2— LVOEROHFHAZITN
£7.
AT RE—FK scope service-profile/
av Y RERE 1)) —2 TEAR
1.1(1) Zoavy RREAINE LT,
£l
WROBNE, EITHOT 7V r—rarBNvyy MU UV SNTERIZEY 2 —/LOER
AT D HEE R L TVWET,

firepower # scope service-profile server 1/1
firepower /org/service-profile # cycle cycle-wait
firepower /org/service-profile* # commit-buffer
firepower /org/service-profile #

BEaI<T R avw Uk 5 EA
set adminstate PRy M= T 2= NDETTA U FTITA T A B0
£
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. cycle
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D-Ra<w> K

* decommission (125 ~X—)

+ decommission-secure (126 ~2—3")

» delete hw-crypto (127 ~<—1)

o delete (128 ~=X—7)

* delete decommissioned server (130 ~<—13)
* deregister (131 ~X—737)

» disable (app-instance) (132 ~X—73)

» disable (export-configuration) (134 ~X—73")
« disable (interface) (135 ~=X—73)

« disable (port-channel) (136 ~<—1)

« disable (security modes) (137 ~X—)

« disable reservation (138 ~X—73")

» disable snmp (139 ~X—73)

» discard-buffer (140 ~<—7)

» download image (141 ~X—7)

» enable (app-instance) (143 ~<—3)

» enable (CC and FIPS security modes) (145 ~X—)
* enable (export-configuration) (147 ~X—737)

» enable (interface) (148 ~<X—73)

* enable (port-channel) (149 ~~—<)

» enable reservation (150 ~X—737)

* enable snmp (151 ~<X—73)

cend (152 X—7)

senter (153 ~X—73)

serase (155 ~—7)

sexit (157 X—7)

» export-config (158 ~—3)

« generate password (160 ~X—1)

« import-config (161 ~—73)
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*install (164 ~<—)

s install firmware (165 ~<—73")

« install platform (167 ~X—)

» mgmt-port (connect local-mgmt) (169 ~X—73”)
* ping (connect local-mgmt) (170 ~<—73)
* ping6 (connect local-mgmt) (172 ~<—7)
s power (174 ~_—7Y)

s reboot (175 ~=—37)

e reinstall (177 ~<—7)

s register (178 ~X—73)

» reinitialize (179 ~<—73°)

« remove server (180 ~X—73)

srenew (181 ~X—73)

s reset-password (182 ~X—1)

* request universal (183 ~X—1)

s restart (184 ~—7)

sreturn (185 ~X—7)
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decommission .

decommission

P — RO & I 512X, decommission server =< K& L £,

decommission server {id|chassis id/blade id}

B DEREA

AR E—F

id P— D ID FH, 1 ~ 255 DETT,

chassis id/blade id /RO ¥ —BIOT L —RFDID HF 5,

EEDODa~v FE—FK

avy FERE

FREDHA KSA Y

1)1)—=x EERNE
2.3(1) a~wy RRBMEhE L,

BT AEY 2=V EHRA N LTWDET A, ZAOFHEICL > T, TV a2—/WIETY a—
IDTHBISNSDy 410020 —X) | v — VB EEY 2 — LB S TRl SN ET (9300

X2V T4 ED 2= VB FREICTSE, TOEY2— N AT V27 FRRENLHIGRE

. FOEY 2 —/VTEBSRMIR D FT, TV a— L ETEITL TGRS S, 20V
T MU =TIEFET VT 4 TN 1,

1
ROBITIE, = "OBMB &2 T 195 HikEZRLET,

firepower# decommission server 1/1
firepower* # commit-buffer
firepower #

BEa<w Y R

avw > kR SR BA

delete decommissioned | f#lih 1 S AL7- H— N A HIR L £,

show server BRI Sz S Toh— % #oRw LET,
decommissioned
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. decommission-secure

decommission-secure
PR —DBHE & AP 14 5 121%, decommission-secureserver =~ > K& H L F9,

decommission-secure server chassis id/blade id

X DA chassis id/blade id n JERAD Y v —vBLORT L— FD ID F 5,
avy P E— P EEE?O)CJ*?:/ F\q}“_ F
av Yy RERE 1)) —= EEANRE

2.7(1) awr RPRBMEE L,

FRLEOHA KS4y ZDavy REFEHTDE, BELEEY 2 —ARLERIHESNET, 2FV, HIIT—%
DHIREND T TR, WHEHAML—U0 U447 (BEICHEE) shETd, B2V
TAEVa—ANBESND L, WRISESNDETH VL LIEREBICRVES (Faly
varyEntEYa—L LR

!l
ROBNT, Y —"—DOMB 2L P IT 55 EEZ R L TVWET,

firepower# decommission-secure server 1/2

Warning:

1.Secure decommissioning of the service module may take some time. Please use the CLI
command 'show slot status [n/n] detail' to check for completion.

2.A11 of the application data on the service module will be lost. Please back up the
application's configuration files before executing the commit-buffer command.
firepower* #

BEav R avU kR B

decommission server P N—OBEHEFIELET, TVa— ATy MIREND
MR ENETR, WHER L —IFERTTEEISR TR A,

erase secure BESNEY AT ha vy R—R b REITHELET,
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delete hw-crypto .

delete hw-crypto

AU R E—F

2T F A AH L AD TLS crypto acceleration 5% i Z HIFR T %1213, delete hw-crypto =~ >
R LE4, TLS crypto acceleration D £ IZ-DWTlx,  [Firepower Management Center
Configuration Guide] Z#ZHB 1L T &V,

delete hw-crypto

connect module

avy FERE

FEREDHA K4V

Jyy—= EHAR
2.7.1 Ioawy RPREAINE L,

Zoavwy REFERATHE, T A A X AD TLS crypto acceleration 72 7€ & HIFR T X &
T, T FA 2 AHK AT TLS eryptoacceleration 3B ZNZ /> TWAEE, ZOa~wy Rz
2 &, REIL, HIRSNDANTERIZ2Y £7,

£l
RIZ, TLS crypto acceleration 7% i& & HIFR 3 2 G2~ LE T,

scope ssa
/ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State
Version Deploy Type Turbo Mode Profile Name Cluster State

Running Version Startup
Cluster Role

ftd FTD-FDM 1 Enabled Online 6.5.0.1159 6.5.0.1159
Native No Not Applicable None

ftd ftd2 2 Enabled Online 6.5.0.1159 6.5.0.1159
Container No Default-Small Not Applicable None

/ssa # sc slot 2

/ssa/slot # scope app-instance ftd ftd2
/ssa/slot/app-instance # delete hw-crypto
/ssa/slot/app-instance* # commit-buffer

BEav> R

avw > kR EBA

create hw-crypto 3T A 2 AHK L AD TLS crypto acceleration 3% & & {ERL L £

j—O

scope hw-crypto T A AL AD TLS crypto acceleration 7% & % A0 % 7=

ITEIC L E T,

show hw-crypto 3T A AH AP TLS crypto acceleration % E D AT — &

A RARLET,
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. delete
delete
BEfFOEIRA 7V =7 M &HIBRT 2121%, #Ulra~y FE— R Ti%E4 T 5dedete~
NafERLES,
delete object type name [parameters]
BX O object_type BT 247 V=7 FOFAT, FliciE, B—HL 2—F Th Y
v hEMBEREENTWET,
name HIBRT DR EDA T Y =7 D4R,
IRTA—H (ATvar) A7TV=7 FOBMINIKEZRBMO T a7 1 £

AU R E—F

WIRT A =% FEHIZHOW T, BEDA TV =7 MIXT 5 create
a<wy ROFHESR L T E I,

HIBRRI R DA T V=7 bOX A IS L TR Y £97, §EFMiZ W TR, BEDA TP =7 b
2% % create 2~ > ROFHEZZRL T 7Z& W,

avy FNERE

JEEEHRIZ W T, BEDA T V=7 MIxT 5 create 2~ ROFAEZ S L T EE
A

ERLEOHA RSqY A7 V=7 M, BHEARERYHE VR - b0 T 07 4 EITGREET VT 7 1 &5

IR LD TY, & 21F, v vy—3, X274 EVa2—b, Xy hU—2 F
Va—n, R—=1h, Ty, BEHMNRAS T O MELTRAINIYE 2L R—FR
FCF, o, A4 BVA, a—Fr— Ty N T7H—LR) U—F, FEHRAS TV
7 hELTRASNDIwWHET T 4T 4 TT

FXOS 1Zi%, A7 Y =7 MERMIC &7/ 4 DD~ K (create. delete, enter, scope)
DHVET, LexX, v—Iva—FThyr NOEk, a—hna—F 7 H o hOH|
bR, m— NV 2—HF THT L FDODANEIT, EOT AU hOTaRT 4 2EY B TE
WIEETHENTEET, 70, e—IVa—FThor a2 [FHE L, a7 1%
Y CTELIIEELET L LB TEET,

BE., 2o T7 ey NMEHa~vy RTEICHIfFRERF—V— NEeA 7 v a VIEFELET
HHD, SESERAT VI b avr RO ceate N—V 3 VEFIZOWTHBALET,
DFED, FFEOA T V=7 D deete 2~ FOFEMIZOWTIL, ZDOA 7= 7 MO create
awy ROBHEZSH LTI ZEW, 22 BEfFoun—naL 22— 7Th v FOHIBRIC
B4 B IEHRIC OV TIL, create local-user (84 ~—0) ML T Z &,

il

WOHNE, EX=2V7 4 E—FRERKBLT, n—hva—F 7T hor FEHIERT D
FEZRLTWET,
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delete .

firepower # scope security

firepower /security # delete local-user test user
firepower /security/local-user* # commit-buffer
firepower /security/local-user #

woOHE, a—hra—F—=Tho " EANLTHL, 2—F—a—LZ2HIET 5
JEETRLTVET,

firepower # scope security

firepower /security # enter local-user test user

firepower /security/local-user # delete role aaa

Warning: Change of privileges will terminate active sessions (CLI and Web) of user
'test_user

firepower /security/local-user* # commit-buffer

firepower /security/local-user #

av vk ER

create local-user o —a a— T hv s R EERLET,
enter local-user H—Jb =Y T HT s FEBINEITREE L ET,
delete local-user BfFEOa—hn 22— 7hor b EHIRLET,
scope local-user BFoa—nVv a—FT7hor e AN LET,
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. delete decommissioned server

delete decommissioned server
B S - — "2 H%1 %1213, deetedecommissionedserver <> REEH L E4,

delete decommissioned server vendor model serial_number

X DERHA vendor PN BE LTS O4RTTT, AT TE DHRRTTFHIT5103C
i‘@j—o
model FY 2= )VDET VL TT, ATTE DERICFEINL 510 35T
K
serial_number FEYa— VDOV I TNAESTT, AJITE HRRCTHIL510 3XLF
Tj‘o
AR R E—F fEEDa v FE—F
av Y FER Jy—= EEHNAE
1.4(1) awr RPBEMEiE L,
451

ROBNT, BEP IS — " ZHIBRT 5 HEEZ R L TVWET,

FP9300-A # delete decommissioned server Cisco Systems, Inc.
Cisco Firepower 9000 Series Security Module

FLM1949C6J1

FP9300-A* # commit-buffer

BEEavT R avw Uk SR BA

decommission server F—_OBEEZF I LET,
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deregister
Z @ Firepower 4100/9300 7 /XA A% L A3 A<w— K V7 "7 T4 TDOT T
R s BHEIBRT HICIE, deregister 2~ REHHALET,
deregister
BX DA Zoawy RIIEFIEELIEIF—TU—RiEdb v HA,
ATV R E—FK License mode
vy FERE J)y—= EERNE
1.1(1) awr RPMENMESNE L,

FEREDHA KSqy BEERTLE. 7O PO T AL ZADRHEIRS L, 735 A EOTRTOT A & 2 ZHERR
EREAENHIBR SNV E T, ZOBIEIZE Y T LU Firepower4100/9300 FHIZ 7 A & o A Z g fik
L72Y . Smart Software Manager 2257 /N A A& HIFR L2 T5Z2 LN TEET,

1
WOBNL, Z DT A REREMERS 5 TikE2R L TVET,

FP9300-A # scope license
FP9300-A /license # deregister
FP9300-A /license #

BEa<w> R avw >R SR BA

register Z @ Firepower 4100/9300 7 /N1 A|Z Smart Software Manager 7 7
v M EBRELET,
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. disable (app-instance)

disable (app-instance)

BEfFo7 7V r—ya v A VAR U AT T HITIL, app-instance “E— K T disable =~ >

RafiHLET,
BX DA Zoavy FIEBIEELIEF—U — FEd v A,
A< R E—F scope ssa/scope slot/scope app-instance
av Yy FERE )1y —2= TEAE

1.1(1) awr RPMENENE L,

FHEDAA KSq4y ZOa~xy FEERTLE TV r—va A U AZ RV AT A HHIBRETICHENIC
TEET,

1

WOFNE, AT —H A GUREOT TV r—yary AV AZ L ARFRL, T
g—rarv AVAR AT RERG L, TV r—va s A AR AR
T 5 HEERLTOVET,

firepower # scope ssa
firepower /ssa # scope slot 2
firepower /ssa/slot # show app-instance

Application Instance:
App Name Identifier Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftdl IFT-63 Enabled Online 6.3.0.12 6.3.0.12
Native In Cluster Slave

Application Instance:
App Name Identifier Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftd2 FTD-2 Enabled Online 6.3.0.12 6.3.0.12
Container bronze Not Applicable None
firepower /ssa/slot # scope app-instance ftd2 FTD-2
firepower /ssa/slot/app-instance # disable
firepower /ssa/slot/app-instance* # commit-buffer
firepower /ssa/slot/app-instance #

BEa<w KR avw > kR SR BA

enable MHEOT TV r—yay AV AZ L AEAEMILET,
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disable (app-instance) .

avy kR &R
scope app-instance BEODT TV r—ar AV AXADT T r—ay E—F
Bt L E T,
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. disable (export-configuration)

disable (export-configuration)

BEfF D=7 AR — FREA TV =7 M & T HITIE. export-config E— RN Tdisable =+ >

NEfEHLET,
BEFOT7T 7V r—vay A VAR AT HITIX, app-instance E— K T disable =~ >
NEFEHLET,
BEfF D=7 AR — FREA TV =7 &I T HITIE, export-config E— K Tdisable =+ >
REFEHLET,

X DA ZOavwy RIZEFIEERZITF—TU—RNEb D THA,

ATV R E—F scope system/scope export-config

avy FERE )1)—= EERNE
1.1(1) awr RPMEMNESNE L,

FELEDHA KS4q> exportconfiguration E— R CZDa~vr N+ 2L, BFEOZ AR— FREFT V=7
NV AT L DHIBREFICEIZTE £,

1

WOHFNE, =7 AKR— SN FOREA TV =7 NeANZ LT, B+ 55
HEERLTWET,

firepower # scope system

firepower /system # scope export-config 192.168.1.2
firepower /system/export-config #disable

firepower /system/export-config* #commit-buffer

EEav2 Kk avo kR BLL]
enable export-config E— R TCiX, BEFOT=V AR —  REA T V=7 b &
B LET,
scope export-config DT AR — NREA T V=7 hEATTLET,
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disable (interface)

BAEDA X2 —T 2 AT HIZE, A X —T7 A AF— K Tdisable 2~ > R&f#

)EH szjﬂo

disable (interface) .

BX DA

avY kK E—FK

Zoawy N8B ELZEEF—Y—FEHD T A,

scope eth-uplink/scope fabric/interface

avwy FERE

FEREDHA K54

J1)—=x EEAR
1.1(1) awr RPMENENE L,

BAEDA v 2 —T =2 AR THIT0E, Zoa<wr REHALET,

1

WOBNE, A2 F—T A AEEHIL T, TOARAT —X RAEfERTHHEEZRLT

b\iﬁ‘O

firepower # scope eth-uplink

firepower /eth-uplink # scope fabric

firepower /eth-uplink #/fabric # scope interface Ethernetl/5
firepower /eth-uplink/fabric/interface # disable

firepower /eth-uplink/fabric/interface* # commit-buffer
firepower /eth-uplink/fabric/interface # show

Interface:
Port Name Port Type Admin State Oper State Allowed Vlan State
Reason
Ethernetl/5 Data Disabled Up All
firepower /eth-uplink/fabric/interface #
EEav2 kR AU R B2l
enable HIEDA VB —T oA AZHMILET,
set AN H—T 2 f AE—RC, A H—T 2 A AL T 4 F a2l —
A NI A—HERELET,
show interface A B=T A ADREE AT —Z AHT HIERELRRLET,
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. disable (port-channel)

disable (port-channel)

BHEDR— FF ¥ %/v (EtherChannel) % N2 5(Zi%, A — hF ¥ F/LE— R Tdisable=
<~ REFEALET,

BX DA Zoavy RIZIFSIEELITF—TU— RiEdb v 8 A,
9TV R E—F scope eth-uplink/scope fabric/port-channel
vy RERE )1)y—=R EFEAR

1.1(1) awr RPMENENE L,

BELOAA F5A s BUEOK— hF v X2 MMT 5103, Zoa~y FEEALET,

151
WOHNE, R— " TF ¥ RNV EEHIL T, TOAT—X ALZMRTDHHEEZRL TN
i ‘j‘o

firepower # scope eth-uplink

firepower /eth-uplink # scope fabric

firepower /eth-uplink #/fabric # scope port-channel 4
firepower /eth-uplink/fabric/port-channel # disable
firepower /eth-uplink/fabric/port-channel* # commit-buffer
firepower /eth-uplink/fabric/port-channel # show

Port Channel:
Port Channel Id Name Port Type Admin State Oper State
Port Channel Mode Allowed Vlan State Reason

4 Port-channeld Data Disabled Failed
Active All Admin config change
firepower /eth-uplink/fabric/port-channel #

EEav> R avU kR AR
enable BHEOR— N TF ¥ XV EFINILET,
show port-channel K= hF ¥ FVOBEELBLOAT —F AEFREFRLET,
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disable (security modes) .

disable (security modes)

IETTAT VT E— FELILFIPS GEMIEFRAIIERE) T— FEEHIZT 5121, ¥
V5 4F— RKTdisablea~y REERLE1,

disable {cc-mode|fips-mode}

BX DA cc-mode AEITATIVTE— REBHZTHI2E, ZOF—T— F&ff
HALET,
fips-mode FIPS E— FZHEHIZT2I1T1E, ZOF—U—FEEHLET,
AT R E—F scope security/
avy FERE )1y —= TEHNE
L1(T) a~vy RBBIMSHE LT,

FEREDHA KSq4y ZOa~vrFRaly bahd e, AT LAOHEEHNLEICRY) 7,

il

wOFNL, EXx 2V T 4 F— FEBB L, FIPSET— REZEMCT L HEEZRLTNE
7,

firepower # scope security

firepower /security # disable fips-mode

Warning: A reboot of the system is required in order for the system to be
operating in a non-FIPS approved mode.

firepower /security* #

BEa<w> R av Uk R BA

enable (security modes) | CC &— RE /1L FIPS E— REHAHICLE T,

show cc-mode BEDaTy 7547 )7 T— FOFIRES L OBERES &
TLET,
show fips-mode BED FIPS & — ROEHIRRE L IRk EAZ ZoR L £,
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. disable reservation

disable reservation
KT AT A PRI ZHNZT HI21E, disablereservation =~ > R&ZfEH LE7,

disable reservation

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
ATV R E—FK T4t A (license) E— I
av Yy FERE J1)—=x EERNE

1.1(1) awr RPMEMNESNE L,

FEREEDHA K54 > Firepower4100/9300 2 v —NIKAT A B AZEID B THRNZTA B ATREZAMILE

-éAO

1

ROBNL, T4 A = FERMBL, TRE— FEEHICT 5 HELRLTVE
j—O

FP9300-A # scope license

FP9300-A /license # disable reservation

Warning: If you have already generated the authorization code from CSSM
and have not installed it on the device, please abort this command by
issuing discard-buffer and complete the installation.

FP9300-A /license* #

BEa<v R avw kR 5 BA
enablereservation NR—=X o N TA BV ADTRIZA X —T MICLET,
show license BIED 7 A B AERER T LET,
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disable snmp .

disable snmp

Z DT 73A AT Simple Network Management Protocol (SNMP) ALEE% #E%hZ9 5 (21X, disable
simp 2~ REMERALET,

disable snmp

B DEREA

ATV R E—F

Zoa<wy RIS ELITZF—U—RIdb Y T A,

scope monitoring/

avy RERE

FEREDHA FS1 Y

Jiy—=x EHERNRE
1.1.1 o<y RREMENE L,

Toavwy REFEHLT, ZOFNSA ZATSNMPT— = o M &I LE T, BL{ED SNMP
I 2T A REIIFEEINE TN, Mo SNMP HBRERE ITHIFE SIVE R A,

1

ROFNL, £E=FV 7 E— REFHT L, SNMPLHZHEL)IZ L TH 5, showsnmp
avy REMHA LTI /> TWD 2 EaiERT 2 HikERLTHET,

firepower # scope monitoring
firepower /monitoring # disable snmp
firepower /monitoring* # commit-buffer
firepower /monitoring # show snmp
Name: snmp

Admin State: Disabled

Port: 161

Is Community Set: No

Sys Contact: R _Admin

Sys Location:
firepower /monitoring #

BEaY

~

R

av>U R SRER
enable snmp SNMP ZHZNZ LET,
set snmp SNMPFRE/ T A—Z R ELET, iU, 2I=2=7 1, SNMP

EHYTAHURAT AHYEE . BIOFERX NOLGETCT,

show snmp BIfED SNMP ik E &2 R x LET,
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. discard-buffer

discard-buffer
R OFJELT 2% v 2T 521, discard-buffer =~ > RZ2HH L £9,

discard-buffer

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
ATV R E—F TEOav FE—R
av Yy FERE J1)—=x EERNE

1.1(1) awr RPMEMNESNE L,

FEREDHA KSq4y O FEEALT, 23y FSATWARNWT N TORELEZF v 2L, BELE
T, fEEOary 74 FXal—rary avy ROREFIX, a~> F 7ar 7 MORNCT A4
UR7 (¥) BFERENET, discard-buffer =~ REASTHE, o~ RBRESH, 7
AHY AT BHEESNET,

1
ROFNE, REPOREEE ZWIET 5 7E2 R L TVET,

FP9300-1# scope chassis 1
FP9300-1 /chassis # enable locator-led
FP9300-1 /chassis* # show configuration pending
scope chassis 1
+ enable locator-led
exit
FP9300-1 /chassis* # discard-buffer
FP9300-1 /chassis #

BEa<w >R av vk EBA
commit-buffer REDOEB AT E IR L £
show configuration Iy FENTOVARANVWEREDEEL>FR R LET,
pending
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download image .

download image

Firepower 4100/9300 ¥ — I FXOS 77— AU =7 A A—U%hab—3 521, 77 —L4
7 =7 &— KT download image =~ > R&fH L £,

BTN A VT R =T A A—T% Firepower 4100/9300 ¥ ¥ — 2 a B —4 52X, T
Vir—ay Y7 7T (/ssa/app-software) E— K C download image =2~ > R&fEH L F
D

download image {ftp:|scp: | sftp: | tftp: |usbA: | usbB:}

BX DA

ARV R E—F

ftp://server-ip-addr/path (47> 2 2) FIP (7 7 A /Uiztk 7' e h L) &AL TA vR—
B4 A=Y 774D URI ZHRELET,

scp:/username@ (A7 a) SCP (k¥ =a7 avt—Fa han) 2HEHLTA

server-ip-addr/path VAR— R THA A=Y 77 ALD URI ZHEE L ET,

sftp://username@ (A7 a) SFTP (SSH 7 7 A WMiEE T m b a /L E Tt F =

server-ip-addr/path T 7y ANMRET e haL) EERHLTA VAR NTHA A=Y
77 ANO URI ZHELET,

tftp://gsername@ (7> ay) TFTP (MU ETL 77 A UEET 0 o) &wfF

server-ip-addr:port-nun¥path | < ¢ 78— 454 A—3 774 L0 URI Z5E LE T,
G¥)

[TFTP] TIlX7 7 A )b YA AN 32 MB IZHIBEET, 77 —24
T N REENRL Y SRIBICH A AR REWVAREMERH D
72, 77— =T DX — RIZTFTPA2EA LRV & %
HELE L £,

usbA:/path (F 7 ay) BEESNTWAUSBE A T AT SA ANDA LV iR—
FENDA A=Y T7AN~DNZEIRTELET,

ushB:/path (FFvay) S TWAHUSBZ A T BT /AL ANEA L R—
FENDA A=Y T 7 ANSDRABHRELET,

scope firmware/

scope ssa/scope app-software/

avy NERE

J1)—=x EERNE
1.1(1) awr RPMEMNESNE L,

EELEDOHARSAY AV T7ANVT 7RO =2 a7 LA LFEIEE#R, BEOT 7 A L OELEM

LTS Z L EHER LT IEEN,
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A-Rav R |

FXOSIZLk»T, 777V A4 B —ax I "DOT—F 7T a2llT77—b0xT A A—
MRS NE T,

77 —L7U =7 F— KTlIL, show packageimage namedetail =~ > RZHEH LT, 4 A—
DHEYu— R nk2&2E=4TEET, HARRIEBOTEFS N RWIZD, 227
DAT—H AT [Downloaded] NERINDETMES 2~y REANTLIMNERHY £,

Tr—AhU 2T E— R KBLOT UV r—2 a3 V7 by T E— FTiL, showdownload-task
a<vy REFEHALT, A A—YDOF Y ue— R 7R3 E=FTXFE4, HAFRRITZIEIN
WIEFEH SN2V, [iEL o~ REATTTLHAILERHY 7,

1

WOBENL, SCP7r harzlA LT 77— 02T A A=Y T 7 AV EL T 0 —
KL, Forna— RO#IPIRNE T =292 FikEzRLTWET,

FP9300-A# scope firmware

FP9300-A /firmware # download image scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
FP9300-A /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

WP, SCPTa ha Lz R L TY 7 NI =2T A A= Ty A VXA a— R
L, ¥vro— ROBITRREE=XTDHEEZRLTWET,

firepower# scope ssa

firepower /ssa # scope app-software

firepower /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
firepower /ssa/app-software # show download-task
Downloads for Application Software:

File Name Protocol Server Userid State
cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user
Downloaded
BEavr R avw ok 5 BA

show download-task AA=V T7ANDEY ru— ROETIRILZFZ R LET,

show package Tr—bU =T T ANDE T a— ROE TR EZR R LET,

verify platform-pack FEEESNTZFXOS 79y N7+ —Ab A A= %R LET,
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enable (app-instance) .

enable (app-instance)

BEfro7 7V r—va v £ VAR ABATT HITIX, app-instance “E— KT enable =+ >
NEfEHLET,

BX DA

aAvU R E—F

Zoawy N8B ELZEEF—Y—FEHD T A,

scope ssa/scope slot/scope app-instance

avwy FERE

FEREDHA FS1 Y

J1)—=x EEAR
1.1(1) awr RPMENENE L,

Zoavwy REFEHTAHE, UENCENCLET AV r—a v A VAR ARFBOENCT
xF9,

1

WOFNL, AT —F A EGUBREOT TV r—ar A VAR ARRRL, 77V
g—rarv A VAZ AT RERGL, B INTWAT 7Y r—ra VBT
T5HEEZRLTWET,

firepower # scope ssa
firepower /ssa # scope slot 2
firepower /ssa/slot # show app-instance

Application Instance:
App Name Identifier Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftdl IFT-63 Enabled Online 6.3.0.12 6.3.0.12
Native In Cluster Slave

Application Instance:
App Name Identifier Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftd2 FTD-2 Disabled Online 6.3.0.12 6.3.0.12
Container bronze Not Applicable None
firepower /ssa/slot # scope app-instance ftd2 FTD-2
firepower /ssa/slot/app-instance # enable
firepower /ssa/slot/app-instance* # commit-buffer
firepower /ssa/slot/app-instance #

2

av

<R

av U R BrLL]
disable app-instance € — R TlX, BEFOT7 7SV r—yva v A VAX VA%
N LET,
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. enable (app-instance)

avy kR &R
scope app-instance BEODT TV r—ar AV AXADT T r—ay E—F
Bt L £,
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enable (CC and FIPS security modes) .

enable (CC and FIPS security modes)

IETTAT VT E— FELILFIPS GEMIEFRAIIERE) =— 2T DI, ¥
V75 4F—KRTenablea~> REFEHALET,

enable {cc-mode|fips-mode}

WX D5 cc-mode AL I TAT VT FEAMCT DI, ZOF—T— FElf
HALET,
fips-mode FIPS — R& AT 5101, Z0F—T7— &AL ET,
avY R E—FK scope security/
avy FERE )1y —= TEHNE
L1(1) oy RGBS NE L,

FEEHEDHA KSq4y ZOaxryFRaly bbb e, 1 DERIFEEOF—EA~DERMES SN D580 H
DET, o, VAT LOBEBPLEITLY £,

| o

X3

il

FXOS U U —22.0.1 XY LHIX, 73 ZDOREYOFRERFIZIER L7z SSHAR A K % —25 1024
By MInNn—Ka—RE&hTWE L, FIPSBEORa®Y 7 747 ) TiREEMAIZHERT S
Wi, ZOHWKRA N F—FWEL, HTLWVER b 2—Z2 4RI 5048 R’H Y £9 (SSH 78
2k —OER & HIBROZERIZ DUV TiL, create ssh-server (110 2—) ZZ&M) . Zh oD
BIFIEZETLRNWE, 3 2794 FT V7 E— FEAICLTTF A 2% 7— LI
BIZ, SSHEMH L TA— "3 FITHEi T 70 < 72 0 £9°, FX0S2.0.1 LARE A A LTI
REEAToT2HEIE, FILWARA N F—2AEMRT 20 ETHY A,

wOBNL, EX =2V T ¢ F— REZBtE L, FIPST— REZFCT D HEEZRLTVE

‘a—O

firepower # scope security

firepower /security # enable fips-mode

Warning: Connectivity to one or more services may be denied when committed.

Please consult the product's FIPS Security Policy documentation.

WARNING: A reboot of the system is required in order for the system to be operating in
a FIPS approved mode.

firepower /security* #
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. enable (CC and FIPS security modes)

TEEEIS ST 35

disable (security modes) |CC &— F£7-1% FIPS E— RA R L ¥,

show cc-mode BEDaTY 7545 )7 T— FOEHRED L OBERES &
ARLUFET,
show fips-mode BIfED FIPS & — ROEFRINAE L B)fEIRREZ RR L £,
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enable (export-configuration)

MEFEOT 7 AR— I REAF TV =7 MEBOAICT 51T,

< REFEHALET,

enable (export-configuration) .

export-config ‘E— K T enable =

BX DA

aAvU R E—F

ZOa=wy RIZE5IEFELIZF—U— NI F¥A,

scope system/scope export-config

avwy FERE

FEREDHA K54

J1)—=x EEAR
1.1(1) awr RPMENENE L,

Zoavwy REMHTHE, REZFHORZZ AR— T 201, URINy I T v Lo A
R—FREAT V=7 MEFBOANNCTEET, BUEO VAT LAFEIX, commit-buffer =~
Y RBITREDOA TV 27 b RTA—=Z > Ty AR—hENET,

1

WOFNZ, DR 2R — s LR EF TP =7 2B L., FofmBEE AN L.
REDON 7T v THBMBL, =7 AR—RETHTH DI & 2RI D HEER

LTWEd,

firepower # scope system

firepower /system # scope export-config 192.168.1.2
firepower /system/export-config #enable

firepower /system/export-config* #commit-buffer
firepower /system/export-config #show

Export Configuration Task:

Hostname User Protocol Admin State Status Description
le2.168.1.2
userl Scp Enabled Exporting
BEa<T YR avw kR EBA
disable PFEOT Y ZAR— VREAT V=7 FEERHLET,
scope expor t-config BFEOTI AR— N NREAT V=7 b2 ATILET,
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enable (interface)

BIEDA v B —T oA A/ THIZIE, A v F—T = A AF— R Tenable =2~ R&A{f

)EH szjﬂo

A-Rav R |

BX DA

avY kR E—FK

Zoawy N8B ELZEEF—UY—FNEH D TH A,

scope eth-uplink/scope fabric/interface

avwy FERE

FEREDHA K54

J1)—=x EEAR
1.1(1) awr RPMENENE L,

AV B =T 2 A AEANELITHEANT HI2E, Zoa~vr FeEHLET,

1

WOBNE, A2 F—T A AEANMILT, TOARAT—X RAEfERTHHEEZRLT

b\iﬁ‘O

firepower # scope eth-uplink

firepower /eth-uplink # scope fabric

firepower /eth-uplink #/fabric # scope interface Ethernetl/5
firepower /eth-uplink/fabric/interface # enable

firepower /eth-uplink/fabric/interface* # commit-buffer
firepower /eth-uplink/fabric/interface # show

Interface:
Port Name Port Type Admin State Oper State Allowed Vlan State
Reason
Ethernetl/5 Data Enabled Up All
firepower /eth-uplink/fabric/interface #
EEav2 kR AU R B2l
disable HEDA VB —T oA AZEHZ L ET,
Set A VH—T 24 AE—RT, AV H =Tz A AT 4 Fal—
A NI A—FERELET,
show interface A B=T A ADREE AT —Z AHT HIERELRLET,
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enable (port-channel) .

enable (port-channel)

HEDKR— hF v %/ (EtherChannel) ZHMNIT B2, R— FF ¥ /L — KT enable =
<~ REFEHALET,

BX DA

aAvU R E—F

Zoawy N8B ELZEEF—Y—FEHD T A,

scope eth-uplink/scope fabric/port-channel

avwy FERE

FEREDHA K54

J1)—=x EEAR
1.1(1) awr RPMENENE L,

K= F ¥ XNV EENETITIHEEACT I, Zoa~<wr REHHALET,

1

OB,

HLWR— b F ¥ 2V E{ER L, ZNEATL TR N—FR— k& B

T5HEERLTOET,

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

# scope eth-uplink

/eth-uplink/fabric # scope fabric a

/eth-uplink/fabric # create port-channel 4
/eth-uplink/fabric/port-channel* # enable
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/1l
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # commit-buffer
/eth-uplink/fabric/port-channel #

avy R

BLL]

create member-port A b Fp FAAC A S b 2B L E T

disable

BHEDOR— N F v 2NV EEH L ET,

set (port-channel) BEFOR— N F ¥ RZNVDNT A —F R EETIIER L ET,

show port-channel R—=FF ¥ RNVDORELIOAT —Z AFHREFR R LET,
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. enable reservation

enable reservation
KAT AT AFRIZAENIT HIZIE, enablereservation =~ > R AL £,

enablereservation

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
ATV R E—FK T4t A (license) E— I
av Yy FERE J1)—=x EERNE

1.1(1) awr RPMEMNESNE L,

FEREEDHA K54 > Firepower4100/9300 2 v —NIKAT A B AZEID B THRNZTA B ATREZAMILE

-éAO
1
ROBNL, T4 A= FEBBL, TRE— FEAICT L HELRLTVE
j—o

FP9300-A # scope license
FP9300-A /license # enable reservation
FP9300-A /license #

BEa<v R avw ok &5 EA
disablereservation KATA |V AFRZEHZ LET,
show license BIED T A v AFEHRER T LET,
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enable snmp .

enable snmp

Z DT 734 AT Simple Network Management Protocol (SNMP) #LFEZ G029 % 121%, enable
simp 2~ REMERALET,

enable snmp
BX DA ZOawy RIZEBIEELIEF—T— REdb Y 8 A,
A< R E—F scope monitoring/
avy FERE 1)1y —= EEHNE

1.1.1 vy RANBEhE LT,

FEREDHA KS4y O~ REFEHLTIOT NS ADOSNMP=—V = NAFRHICTHE, SNMPa I 2=
T A EER L, SNMP =2—H% & T v T EERTE £,

1

KOFNL, F=F Y 7 F— FZBAR L. SNMP ULH 2G4 25 FiEE2 R L TWE
ﬁ‘o

firepower # scope monitoring

firepower /monitoring # enable snmp
firepower /monitoring* # commit-buffer
firepower /monitoring #

BEa<w> R avw U R SRER
disable snmp SNMP #F 4 E—7 iz LET,
set snmp SNMPEENT A—HEHZELET, Znid, 2I=2=7 ¢, SNMP

YT LU AT LHYE BLOKRA FOGLFT T,

show snmp BAED SNMP % Ex R LET,
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. end
end
CLI ® EXEC (h vy 7 L) E— FIZREDIZIE, end 2~ R LI,
end
B DEREA Zoavy RIZEBIELIEF—U — REdb b A,
ATV RFE—F TEOa~ FE—FR
vy RERE )1)—= EERNE
1.1(1) awr RPMEMNESNE L,
i
KOFNE, y—ERAT a7 7 AVE— RMDCLIOKE L-IVDE— RIZRD ik
RLTWET,
FP9300-A # scope org Test
FP9300-A /org # scope service-profile Sample
FP9300-A /org/service-profile # end
FP9300-A #
BEavF av vk B
top EEOE—FRPL 7 LL E— RERIGLET,
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enter .

enter
BTHXMRA T Vs MEMGT A2, @Yo RE— R TEY T Henter 2~ R&EfE
HALET, @F., HESINAT V7 P FELRWERIX, A7V =7 MBMERSIVE
D
enter object type name [parameters]

RXOHH object_type BT 24T V=7 bOEA T, FlICiE, B—A 2—F T

v hEMBEREENTWET,

name BtAT DRFED AT ¥ = 7 N D4,
INT A—H (A7vay) A7V FOBBINLEIRBIMO T a X7 ¢ £

avY kK E—FK

1IN T A =% FERIZHOWTIE, BEDA TV =7 MIXHT 5 create
a<wy ROFAZBZML TS ZEN,

BB DA T2 7 " DEA T U TR Y 9, FHEMIcH>WTE, BEDA 727 |
IZ%I4 2% create 2~ > ROFHEZ BB L T 7Z&E W,

avy FERE

FEREDHA FS1 Y

JEREHRIZ W TR, BEDA T V=7 MIxT 5 create 2~ FOFBHZESH L T EE
Uy,

F7V = NI, BEARERYE VR —X b2 T 4 T 4 RGBT 4 T« S
BICRB LI bDTT, 28213, v v—3, X2 0TF 4 EVa—, Xy NU—7 E
Va—b, R—h, TatyoPid, BEHAELT T2 FE L TRBEESNAIYHa L R—x
FCY, £, FAR VA, a2—HFur—, TTv FTr—LR) —iF, FHEHIRAT Vo
7 heLTREAINL M- T 47 4 TH,

FXOS (21X, A7 V=7 MEBRIZ %74 DDa~> K (create, delete, enter, scope)

DHVET, ZexIX, v—A v a—FTh v NOfEk, a—hL a—%F 7 H o2 hOH|
bR, B— AV 2= T T NOANEIT, ZOT AU "OTaxT 4 280 Y TER
WIEETH LN TEET, £, va—HLa—HFThoo e [FHE L, a5 1%
FO Y CTERITERTHZ LB TEET,

WE, LA T Vs MEBla<wy RO LICHMAWRERF -V —ReA T v a VFRICT
DI, SESERAT V27 b a~vr Fdceate N—2 3 UIEIFICOWTEHBA L E T,

DFED, FEOAT V=7 N ddete 2~ ROFEMIZOWTIL, TOAF 7Y =7 RO create
avy ROBHEZSH LTI ZEN, 22 BEfFoue—L a2—F 7Thor hO AN
BEE 4~ 2 [EHRIZ DUV TIE. create local-user (84 ~X—3) ZZML T Z &,

1

ROPNE, EFXF=2VT 4 E—RFEZBBLT, =L a—FTHho bE AL,
THYr bOFME RN 5 TEER L TVET,
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. enter

firepower # scope security
firepower /security # enter local-user test user
firepower /security/local-user # show detail
Local User test user:
First Name: test
Last Name: user
Email: test_ user@testuser.com
Phone:
Expiration: Never
Password: ***x*
User lock status: Not Locked
Account status: Active
User Roles:
Name: admin
Name: read-only
User SSH public key:
firepower /security/local-user #

EEa<U kR avU kR A
create local-user oo — L a—F Thr N EERLET,
enter local-user m—J v 2= T hHY s b EBEMEITRE L ET,
delete local-user WMFEOa—HN 2—F T ho L FEEIRLET,
scope local-user MFEOu—N 2= Tho s e AN LET,
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erase .

erase
TTIAT VAPLT R TCOL—YF—RELHET I, T I7AT VAOBERELEITHE
FTAICIE., erasea~y REFEHALET,
erase {configuration|secure {chassis|security _modulesupervisor} }

BX DA

O R E—F

configuration IOX—T—REMEHTLE, V¥ — DT RTO—Y—REN
WAHIBR S, THHHERREOT 7 4L MEICREY 7,

secure BELET I I9A T oA ayR—3y "2 ERIHEET LI, 2
DT arEERALET,
echasss : v —VEZEICHEET DI, ZOF—U— R&ff
ALET,

« security_module module_id : f§E L7 €Y 2 — VA ZRITIHE
THIZE, ZoFTvarEFEALET,

 SUPErVisOr : vk — v A RS W R RERITEET BT,
ZOX—U—REHFEHALET,

connect local-mgmt/

avy FERE

FEREDAARFS1Y

)1y—2 EEANE
2.0.1 avy RBNBMEE L7,
2.7(1) secure A7 a UaNiBIMENE L,

eraseconfiguration =~ R&F4TT 5 L. ¥ =T DT X TOZ—F—FEGFHRIHIFR S 41,
THHMREOT 7 4V MR EIZRY £77,

egrasesecure I~ RICE D, FBELET FI9A TV A ayR—F%y MPNEEICHEESNE T,
DFED, HICT =2 DHIBRENDTET TR, MEARNL—UR (U4 GERIZHEE) &
NET, ZhE, "—F7=7 ZAhL—2 arR—30 "PRET — PR Y T 2 5F L
VIREET, 77 T4 7T U ARk 10EHT HBICEE T,

)

GE)  SEREEPICT A ZAPHEEBH L ET, Ziud, SSHERP K T LI L2BRLET, L

WoT, YU TNaryy—R—  MERE T L CRREEZRTT I 2BEIO LET,
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. erase

il

ROBNT, ¥ =2 DT _XTOa—P—FREFRLHIR L. LHHHROT 7 41 b
REIWZRT ITiEZRLTHWET,

firepower# connect local-mgmt
firepower (local-mgmt) # erase configuration
All configurations will be erased and system will reboot. Are you sure? (yes/no):

WOHFNE, X =2 VT 4EY2—/12 (security module2) % Z4NZIHET D HEER
LTWET,

firepower# connect local-mgmt

firepower# erase secure security module 2

The physical storages in security module will be securely erased.

ALL DATA AND IMAGES WILL BE LOST AND CANNOT BE RECOVERED!

After the erase the module will reboot and need to be re-initialized.
DO NOT POWER OFF THE DEVICE IF YOU DECIDE TO PERFORM THIS TASK!

Are you sure? (yes/no):

BEa<w> KR avw >R SR BA

decommission-secure BEINEETY 2 —VEERITEELET,
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exit .

exit
BHAEDOCLIE Yy a2 T LTT AL AN LY, #EaSniz47Y=7 b ®—F
ZHET L CEXEC LYULIZE DL, exit a~> FEERHLET,
exit
X DA Zoa=wy FIEBIEELIIF—U—REH 0 £ A,
AU R E—F fEEOa~v» FE—F
av Y FER Jy—2 ERERE
L.1(1) o= RPMEBEMENE L,
151
OB, BIEDO Ry 7 L)L CLIEy Y a v &2 T L, ZOF 3, A BUId
D HEEZRLTWET,
FP9300-A # exit
WOBNL, v— I /VEBSER A BB RB IO T T2 HEEZRLTWET,
FP9300-A # connect local-mgmt
FP9300-A (local-mgmt) # exit
FP9300-A #
BEa<w> KR avw Uk R BA
connect BOEHNRA T =7 MR LET,
end CLI O L-L E— RIZERY £,
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. export-config

export-config

BREDVAT LAHFELE Y T—F P—NITXML 7 7 A /L E LTEY AKR— b 5121
export-config =~ > RZHH L 9,

export-config {URL disabled | enabled}

BX DA URL T AR—=FENTZXMLA A=Y T 7 AT, 2—=HF T HT b
& RNIFTURR—FFa bhanr, ZrANELRE. VE—K &
T EANDTNVNAERELET, RO NT U AR—K 7 v halsr
fEHTEET,

* ftp: //username@hostname/path/image name
®* SCp: //username@fhostname/path/image name
* sftp://username@hostname/path/image name

* tftp: //username@hostname/path/image name

disabled ‘J‘) EHREEESICLES, AT s Falb—varyTrA
Iz AR— S EHE A,

enabled RY S —EHRELZANCLET, a7 4 Fal—ar7rAg
ARSI AR—bhENET,

ATV R E—FR scope system/
av Y FERE J1y—2 EEAR
1.1.3 Iy BN Eh R L,

FERALEDHA RS54 BETT AR — MEREZMHT S & Firepower4100/9300 ¥ v — Y DFET A 2 LT T |
T — LR EEEZLXML 7 7 AV E ) E— N NI AR— N TEET, ZOa
TA4Xalb—vay 7y ANEH%TA AR — kLT Firepower 4100/9300 (& s (2 #E A% TE &
WHL, BEMOERICE LD, VAT AREENSREESEZD T2 68 TEET,

WORIZIEE LTI,

« FXO0S2.6.1 LM, REDT I AR — FHIZ/RAT — RRLZF DM OFIE F— &E@%%%ﬁ
AL T AT A X —2IEETALENH Y £, REE T AR— T 50
12, NAT— RRFOMOEX—ZFETE L TRBLLERZH D 9,

F72, 77 AN0261 LVEIOFX0S VU — x#%774wﬁ17xf  EZH7R VR

D, I AR—FEINTEZREEZA VAR — T HGHIZH—F Y N VAT LT, =7 AR—

%ﬁ HL% #@%éhéiouﬁﬁﬁéﬁg$%bi¢o_®%Q\& Ty kA
WelbtXx—%2F v 783, AR —FTEET,
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export-config .

e AT 4 X2l —Tary TrANVORARIL, BEELZWVWTLLZIN, 27 4 Falb—
vary TrANNERINDE, FOTFANEHEHAT I a7 4 F2b—var v
A= F DRI 2 AHEERN H W 57,

e ARl ary 7 4 Xal—a VREIT, 27 4 Falb—ary 7 ANMIEERL T
FHA, AEHORERLT L 7 4 X2l —a U EEBETLICL, 7TV 4— 3 UNiE
I 2ar7 s Xalb—ar Ny Ty T V= VBT LIMNERD D £7,

ROy 7T o7 77 A NN EEEENDOEERET 501, =7 AR— MMRERIC
774»%%WE¢6#\%f®774W%%®%%_3t~LT<téwo

FIZUAR=—F Zr harl)E—F F—="OREIJE LT, 2—FOEHRM/ AT — FD
ANBRBIZ R DEENRH Y £3,

Hlnar 74 Xal—vary 7y A NVEx 7 AR—MTDL, LT 7 ANANEETT X
A= RSN TWRNWZ L ZRTT AZ Y A7 DM export-config E— R (system/export-config)
DHBICHMB SN ET, et 2A2MiA7T 5121%, commit-buffer & AL £,

1

/<Ll = @7A41t77/b7¢ ARERBRTER ST XML 7 7 A V& E—
%-&—vw;:u7xd- T2 FEEZRLTHET,

firepower # scope system

firepower /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml enabled
Password:

firepower /system/export-config* # commit-buffer

firepower /system/export-config #

BEaY

vk

av Uk B
cfg-export-policy WEDTT AR—F R —%BELET,
import-config RNz 7 AR —hFL7ZXML I 7 4 Xalb—2ary 77 V%

TOTFIA T A a—LET,

set RIEDT 7 AR — MIUEEER R 5T 5 & I D
password-encryption-key | = — 2 fs | 4
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. generate password

generate password

B XTORBEEZRE L CHEHERD T VX LA T — REART 521X, generate password
a~vy REHLET,

generate password password

BX DA password 774 VR == MER T 5 82T — R,
a<vY R E—F scope security
av Y RERE )1)—2x EERNE

2.10(1) a~wy RRBIMEE L,

BRLOAA Foqs BHLCTONBEIEE LCEERDT v ¥ LRAT — FEART 5 2 L8 TE £,

1

WOHNE, EX=2 VT 4 E— REBBL, FRXTOFEEZEELCEEED T V&7
LNAT— REERT D HEEZRLTWET,

firepower # scope security
firepower # create local-user admin2
firepower /security/local-user #

firepower /security/local-user # generate password
8-127 Password length

firepower /security/local-user # generate password 10 with
with-special-char With Special Char
without-special-char Without Special Char

firepower /security/local-user # generate password 10 with-special-char
Q@!D4%vI1wCN

MEa<v R av Uk EBA
set password 2= FTHT L NONRAT— RERELET,
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import-config .

import-config

RN 7 ZR—F L7 XML 2> 7 4 ¥alb—ay 77 A& UR— 5100,
import-config =~ > R&HLET,

import-config {URL disabled |enabled}

EX DA URL NG UVAR—KN 7o barrdrA N4 E, VE—F VAT A
ANDITNVIRAE T AR—FTBHXMLA A=Y 77 A VITHEEL
¥4, KORIT U AR—F Fa halZffATcxEd,

* ftp: //username@hostname/path/image name
®* SCpP: //username@hostname/path/image name
* sftp://username@hostname/path/image name

* tftp: //username@hostname/path/image name

disabled R =KL LES, 2T Falb—varyTrA
MEA R —h S ERE A,

enabled RY S —EHRELZHNCLET, a0 74 Fal—arTrAg
IR T A VR —FENET,

ATV R E—FK scope system/
a% Y REE yy—2 EEAE
2.0.1 vy RANBEhE LT,

==

FEHREDAA KS4 Y RETZ AR— MERREZEHT 5 &, Firepower4100/9300 & ¥ — ¥ OF 7 /A AL 7T » |
T+ —LERREEZ G XML 7 7 A LAY E— =N AR—FTEET, T
T4 FX¥alb—valy Ty ANEHKTA AR — b LT Firepower 4100/9300 (Z G | 2 A% ki E %
WAL, ORISR LY, VAT AEENSREE STV TN TEET,
ROBITEBE LT ZI 0,

« FX0S2.6.1 LI, RED T AR — FHIZ/RA Y — RRoZ OO F— 732 & OB
R EALT AR T 2F —2BETHALENRDH Y £9, KEL T AKR— bT5HH]
2, NAT— RRZDMOMEXF—%E L TR LERH Y £7,

Flo, T AND 261 XVETOFXOS YV U —ZANbH 7 7 A VBT AR— IV [R
D, T AR—FSNTREEA VAR— T DEEICF—F Y NV AT LT, =7 AR—
FRAZIFE LR —2MEH SN D X ICRET A0 HEEHV £T, ZOHAE, ¥—F v hv R
TAFE T b — 2T oy 7T A UAR—FTEET,
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. import-config

s AT 4 X2l —Tar TrANVORARIL, BELELZWVWTLL I, 27 4 Falb—
vary TrANNERINDE, FOTFANEHEHAT I T 4 F2b—var v
A= F DRI 2 AREERNH W 77,

e a7 4 Fal—va VEREE., a7 4 X2l —ya Ty AMIEENTH
FH A, ABRIOBRERIL 7 4 FXal—a BT AT, 77U 4 — g g
T BarT7 4 X2l —val Nl T v YV EFEHTALENRDY FT,

©4100/9300 ¥ ¥ —>~DAL T 4 X2l —a DA VHR— FE, Vr—3OTXTORE
TFOary7 4 ¥alb—ary GRilT A RA&ET) FHIBRS., f1 VR —F 774012
EENLHALT 4 Fal—Ta I RICBERIONET,

e T 4 FXalb—ay TrANDTY AFR— kit LA U Firepower 4100/9300 ¥ ¥ — 3
RHiear7sFalb—ary IJ7ANEA Y R— T2 L 2BEIOLET,

« A A — FHED Firepower 4100/9300 &% —3DF Ty N7 4 —A5 VT F =T N—T g
E, I AR— R LI EE LRI U=V g IR BITT T, BARLHEAIE. A v R—
NMEVEORRINIMRIES N EH A, AL, Firepower4100/9300 ¥ % — %7 v 77 L —
KLV E T T L —RL7ED T BNy I T v THREET I AR— 957 & &H
["LET,

« A > R— RSO Firepower 4100/9300 > v —3 TiX, =7 AKR—h LIz & LREL AR »
MZFEILR Y hT—7 FVa—ABA LA F—AEINTWALERHY 9,

« A 2 AR— FHED Firepower 4100/9300 > v —3 Tld, A VAR— T 527 ZKR—F 774
JNIERESNTWVDLTRTORBT NS A, ELWY T v =T 7TFVr—ar A
A—VRA VARV ERTWDRERH Y £,

A VR—+TBaL T4 X2l —a T AN, EDOT TV r— gl Ra—
P I AZFE (BULA) BHIMEET NA ANGZTENLTWDLE, a7 4 Fal—
varvEikArR— NTARNIC, EDOT 7V r—3 3 @ EULA 3 Firepower 4100/9300
V=V TZITANLON TV DHLERHY 7T, T ANLNTWRWES, BEITAK
LET,

FSGoAR—F Far harltE—hF $—R_"OBEIIG LT, UVE—F =2—FOHFH X
U— ROANBYIBIZR2DGERH D £7,

showfsmstatusa~ > RE AT B L, A VR — b AT —X ZA%FER L. T OHEITIRD & HEZd
THZLENTEET, ROFIZBEL T EEN, A7 OEITIRIIZIGEE T, a~<r FAS
NEERNEIZ 255808 H0 £9°,

1

WL, HELT XA AL T T N7 3 —bERERTEEZET XML 7 7 A V&2 ) £—
b =N A IR — T B EERLTVET,

firepower # scope system

firepower /system # import-config scp://userl@R192.168.1.2:/export/cfg-backup.xml enabled
Password:

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot
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import-config .

firepower /system* # commit-buffer
firepower /system # show fsm status

Hostname: 192.168.1.2

FSM 1:

Remote Result: Not Applicable
Remote Error Code: None

Remote Error Description:
Status: Import Wait For Switch

Previous Status:

Import Config Breakout

Timestamp: 2016-01-03T15:45:03.963

Try: O
Progress (%): 97

Current Task: updating breakout port
configuration (FSM-STAGE:sam:dme:MgmtImporterImport:configBreakout)

BEEavTY R

avy kR

Bl

cfg-export-policy

=y AR WY B RELET,

export-config

BEDVAT LAHREEZ ) ET—F P—NIZXML 7 7 A L& LT Y
AR—FLET

Set
passwor d-encryption-key

RIEDT 7 AR — MIUHEEER R 5T 5 & I sh D
F-EELET,
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install

FRIFRIEa— RE A A2 F—)LT5121F, install 2~ > REERALET,

A-Raw R |

install code
X DA code Smart Software Manager 7> 5 Etf5 L 72 T #I58GE = —
av R E—F T#J (Nlicense/reservation) E—
AV FEE =2 ZERE

1.1(1) awr RPMEMNESNE L,

ERLDHA FSA > BiEa— FATTIARSRTOAEAE, £0a— KA v A h—AF 5 0ERH Y £,

1
ROFNL, PRIGRIEZ— RE2A VA =T D HEEZRLTOVET,

FP9300-A# scope license

FP9300-A /license # scope reservation

FP9300-A /license/reservation # install <code>
FP9300-A /license/reservation* #

BEEav Uk avU kR FREA
request universal FHRIBE R o — RE2AR L £,
show license BIED T A AEREFR T LET,
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install firmware .

install firmware

RN v — R L7 57— 27 Ty 7T L — KXo r—T% A VA =3 51203,
install firmware =~ > RZfEH L £4,

install firmware pack-version version_number

BX DA

pack-version AVARN=NANTET 7 =L T =T RNy =0 —D g U EIREL
version_number F4,
GE)

/Xy —T version_number (34 A—Y 77 A VA TIEH Y FHA
GEHEIXTZ 7 AV D—HE) , show a~ > REFHTHE, Ry
/r— version_number & FFETE £,

aAvU kR E—F

Ty =AU xT A A= E—R

avy FERE

1)) —= EEAE
1.1(1) awr RPBEMEE L,

FEREDHA FS1 Y

o<y REFEATHICE, EFEHERSLETT, @E., 7y 7 7L —RDA A =)L
Zat ZR21320 ~ 305000 . FaE ARV AT ARFER L E T,

A A=V ERRT DRI, BUEOTRA/ERRIEEZHR L, BUEOREEZ NNy 7T v
LE7,

ToTTL—RiE, N —COBIEEFDOEDA VA N—LD2EBO T a A TYT, KA
T T ORI T T 2008 9 hOWERNH Y £9, WIFnho 77 FE R Tno & A
hTBHL, TubRFIKRTLET,

showdetail 2~ REEHTHE, A VA= T REBEREE=FTEET,

il

WO, IEICE 7o a— R L7 7 —b 02T Ty T — R R —I% v
AR—=NFT D5 HEERLTHVET,

FP9300-A# scope firmware

FP9300-A /firmware # scope firmware-install

FP9300-A /firmware/firmware-install # install firmware pack-version 1.0.16
Verifying FXOS firmware package 1.0.16. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10

FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults
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. install firmware

(2) Initiate a configuration backup
Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.
Do you want to proceed? (yes/no):yes
Upgrading FXOS SUP firmware software package version 1.0.10
command executed

BEEav R avw U R SR BA

scope firmwar e-install firmware-installation &= — R ZBHiE L ¥4,

show download-task |77 — L% =7 Sy br—T DKL m— RICB 2 8% FoR L
+.

show (firmware-install) | firmware-installation £ — R TlX, 77 —A 7 =7 /3y —JEHRN
FREINET,
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install platform .

install platform

YF T4 TTy P TF—h AV E R N CT 7 — AT =T BEORY 7 P2 T 5T v
77 L— RT3 512iE, ingall platform =2~ > R&fH L £,

install platform platform-vers version_number

BX DA

platform-vers A VARN—NTAETTY N T —A N r—DONR— g U EETE
version_number L¥E,

O R E—F

H#E( > A h—/L (/firmware/auto-install) E— K

avy FERE

FEREDHA FS1 Y

)1)y—= EERNE
1.4(1) awr RPRBEMEhE L,

Zoaxy FaeT 210d, BHEEERNLETT, 7y 77 L—F 7P ut X 2TEE 20
~30H 00 £,

A VA M= VEBGT DN, BIEDIRL/ERREELHER L, BEORTEE N I T v
L7,

auto-install ‘& — K C show fsm statusexpand =~ > R+ L, /£ A h—L TR %
E=HTEET,

Ty T TV —RA VAR N TaBREZETTDHIZE, TI74~Y 777 Vw7 L F—2a
37 NOBEERIBEHERTILNERSH Y 7,

il

ROBNT, 7T b7 =L T v T T V= RNy =% A VA N—NT 5 5EER
LTWET,

FP9300-A# scope firmware

FP9300-A /firmware # scope auto-install

FP9300-A /firmware/auto-install # install platform platform-vers 2.3(1.51)
The currently installed FXOS platform software package is 2.2(2.19)

INFO: There is no service impact to install this FXOS platform software 2.3(1.51)

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):
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FEI<T R avw Uk &R
download image Firepower4100/9300 2+ —ICFXOS Y 7 bV =7 A A=V %X T
yur—RLET,
show validate-task A A=A T OB ADAT —H A FRLET,
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mgmt-port (connect local-mgmt) .

mgmt-port (connect local-mgmt)

BHAR— MEROFEHAT —Z 22 RABLURET DI12IE. mgmt-port =~ RZEH L

ESc

mgmt-port
BX DR mgmt-port BHAR— MEREFRLET,
A< R E—F connect local-mgmt
av Y FERE J1y—=x EENR

1.1(1) awr RPMEMNENE L,

ERLOAA Fo4 Y F 740 hTlE, Zoa~vy FEEEE— Mgz LET,

1
WROFNE, BHR— MEREFRT L5 HEZRLTOVET,
firepower#

firepower# connect local-mgmt...

firepower (local-mgmt) #mgmt-port

<CR>

no-shut Management port up <====== Administratively enable the chassis management
interface.

shut Management port down <====== Administratively disable/shutdown the chassis

management interface.
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ping (connect local-mgmt)

HEARW Iy NU—I a7 A NTHHBT, *v NU—27 EORIOT /A ZAD IPvd 7 K
VA%~ T ping & FEITT DL, ping=a~> REFHALET,

ping {hostname|lPv4 address} [count number_ packets] | [deadline seconds] | [interval
seconds] | [packet-size bytes]

BXDEREA

ATV R E—F

hostname| IPv4_address #2423 %y hU—27 FRAL ZADKRA NEFIZIP T LA, =
DR A MM OF SITHRK 510 LFTT,

count number_packets (471 =) EET D ping /37 v bRk, #iPHIZ 1~ 2147483647
Ny BT,

deadline seconds (AT vay) SEXRTry MRZEINENSTZGEIT Ny O
EE Tk T B eoRIER], Z OFRFIRIET 5 & ping I T L E
9, #®EAIE 1~ 60 T,

interval seconds (A7 a ) ping /37 > NEORE (FPEAD) , #PHIZ 1~ 60
WTd, 7740 ME1BTT,

packet-size bytes (FFva ) ping N7y MTBINT 57 —% 34 MM, #@PHIE
1 ~65468 34 N TY, T 74 MME56/34 M T, 834 FANICMP
ANy A —IEMEND E, 6434 - X7y MR £,

connect local-mgmt

avy FERE

HEREDAA K1Y

)1)y—= EEAR
1.1(1) a~wy RRBMEhE L,

ooy REFEHALTC, BBESNEFAA MIICMP = a—BR Ay v MR kET 22 LIk
D, Vx—VEHA X =T A ADPBHER Y NT =T ~OIERZIP s T A R LE
—§—O

1

ROBNE, v —RNVERY 2 VIZHE L, > b T —2 EORIDT /A 212k LT ping
Pl a 12 [BIFATT 5 HEE R L TCVWET,

firepower# connect local-mgmt

firepower (local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms

64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms

64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms

64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
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64
64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from

198.
198.
198.
198.
198.
198.
198.
198.

---198.51.100.10
12 packets transmitted,

rtt min/avg/max/mdev

51.
51.
51.
51.
51.
51.
51.
51.

100.
100.
100.
100.
100.
100.
100.
100.

10:
10:
10:
10:
10:
10:
10:
10:

icmp_seq=5 ttl=61
icmp_seq=6 ttl=61
icmp_seq=7 ttl=61
icmp_seq=8 ttl=61
icmp_seq=9 ttl=61

icmp_seq=10 ttl=61 time=0.224 ms
icmp_seqg=11 ttl=61 time=0.261 ms
icmp_seq=12 ttl=61 time=0.261 ms

ping statistics ---

firepower (local-mgmt) #

12 received,

time=0
time=0
time=0
time=0
time=0

0% packet loss,
51.005/51.062/51.164/0.064 ms

.216
.251
.223
.221
.227

time 11104ms

ms
ms
ms
ms
ms

ping (connect local-mgmt) .

EEav> R

avU R SRER

ping6 ARy N — %2 T A M T H AT, Xy hU—2 Lo
BIDT /XA ZAD IPv6 7 K L A %A{#i > T ping & EIT L ET,

traceroute feEENT5% (IPvd 7 KL A) ~DL— k& hL—ALET,
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. ping6 (connect local-mgmt)

ping6 (connect local-mgmt)

F v FT—2 EORIOTNA 2D IPv6 7 K L A %Af - T ping % E(T7T 5I121%. pingd 2~ >
REFEHLET,

ping6 {hosthame||Pv6 address} [count number packets] | [deadline seconds] | [interval
seconds] | [mtu-hint {do|dont|want}] | [packet-size bytes]

BX DA hostname| IPv6_address  Bifgid 25 % v hU—27 AL ZADKRA ML ELIZIP T RL R, &
DARA NG DOF X3 HK 510 LFTT,
count number_packets (471 =) PET D ping /87 v hOFL, #FHIL 1~ 2147483647
Ny BT,
deadline seconds (AT va ) BTy MIRZEEINRD T35 BI3T v D
R 2 ke T D FeoRIRefE], Z ORREIARIE T 5 & ping |3 T L E
9, #®EAIE 1~ 60 T,
interval seconds (A7 a) ping N7y MEOKH (FHAL) . #PHIE 1~ 60
BWTd, 774N NI 1IBTT,
mtu-hint (F7Fvar) NAOMTURHGE, By MIRO LB T,
{do|dont|want} .
cdo: =B Ry NOPFETHL T T T AT —v a itk
1L ¥, do-not-fragment (DF) 7TV %RELET,
edont : 77 7 AT —va vk LEY, 727ZL, DF 77
THERELER A,
ewant : /N7y b A ARKENGEIZPMTU M e, =m—7
NTDITTITAT—ar2ETTH2E01H0 £4,
packet-size bytes (A7 av) ping Ny MTIBINT 2T —4% A Mg, #PEIT
1 ~65468 34 RT3, T 74/ ME56/31 N T, 831 F 23 ICMP
Ny X —ZBINEB &L 6434 R Ny M2 ET,
ATV R E—F connect local-mgmt
avy FERE J1)—= EERNAE

1.1(4) awr RPBMEiE L,

FEREDHA RKSAy ZOaxy FEefHLT, SHESNLAA MIICMP =2 —ZR Ay h&XET 52 LITK

D, Vx—VEEA X T oA ADBHAETR Y N T — T ~DEEARW R IPVe BE5i AT A h L
F7,
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il

ping6 (connect local-mgmt) .

ROBFNE, B =B NVEBRY = W L, * v b Y —27 EORIOT /A 215 LT ping
Pefia 12 [BIFATT D HEA R L CVWET,

firepower# connect local-mgmt
firepower (local-mgmt) # ping6é 2001:DB8:0:ABCD
(2001:DB8:0:ABCD::1)

PING 2001:DB8:0:ABCD::1
data.

64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:
64 bytes from 2001:DB8:

-—- 2001:DB8:0:ABCD::1
12 packets transmitted,
rtt min/avg/max/mdev =
firepower (local-mgmt) #

O O O OO OO 0Oo o oo

:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::
:ABCD::

I e R e e e = T = N S

icmp seg=1
icmp seg=2
icmp seg=3
icmp seqg=4
icmp seg=5
icmp seg=6
icmp seqg=7
icmp seqg=8
icmp seg=9

::1 count 12
from 2001:DB8:1::1 ethO: 56(84) bytes of

ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61

time=0.
time=0.
time=0.
time=0.
time=0.
time=0.
time=0.
time=0.
time=0.

264
219
234
205
216
251
223
221
227

ms
ms
ms
ms
ms
ms
ms
ms
ms

icmp seg=10 ttl=61 time=0.224 ms
icmp seg=11 ttl=61 time=0.261 ms
icmp seg=12 ttl=61 time=0.261 ms

ping statistics ---

12 received,

0% packet loss,
51.005/51.062/51.164/0.064 ms

time 11104ms

BEaT YR

av R SRER

ping HEARNR Ry N — V%2 T A NS H AT, Xy hU—2 Lo
DT ISA ZD IPvA T R L A% - T ping #3447 L7,

traceroute6 ESHhI5% (IPv6 7 RLA) ~D)L— k& hL—ZALET,
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. power
power
Y a— VOEREZYW T 5I21E., power a2~ REEALET,
power {down [soft-followed-by-hard | soft-shut-down] jup}
X DERHA soft-followed-by-hard (FA7vay) ZOoF—U—FKaEfHALEYa—VOERE [/
L—A7)u] \ZHIMrd 5L, SSPARL—T 4 VT VAT AN Y v
N UTHETRRKASDEHEL, TDk, OSOT Y v hE TV
PREEIZEIR 2 BV 2 — VOBEBUIM S NET,
soft-shut-down (A7vary) ZoxF—I—FK2EHLCEY2—VOERE J
L—A 7MWYl 5 L, VAT AEXSSP AL —T 4 T VA
TLADYxy MU BRI L £, BV 2 —/Li, SSP
OS WIEFIZT ¥ v N T v SNTHRIZOHERDOIW S E T,
AT RE—FK P—E2x Ty E—F
av Y RER Jy—x ERERE

1.1(1) awy RPRBMEnE L,

FELEDHA KSq > powerdown 2~ RTWFNDA T v gy F—U— REELRWVWEEIE, TV a2— 1O
N =T YT VAT RE T L—A Ty y ME T ETIZ, TV 2— LOERNPT I
b s 9,

BIRE A 7T DRNCE Y 2 —VOBREE NI T v 7 THI a2 HRELET,

1

woFNE, —ER2AT7a 7y A VE—REBL, Y7 by MU TEY 22—
IWDBIRE A 7T D HEEZRLTWET,

FP9300-A # scope service-profile server 1/1

FP9300-A /org/service-profile # power down soft-shut-down
FP9300-A /org/service-profile* # commit-buffer

FP9300-A /org/service-profile #

EEa< ok avwvk L]

shutdown FNRA AT Yy F AT LET,
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reboot .

reboot
Y —VERIET 7V v A A —ax s NeFEET 5I121E, reboot 2~ REEH L E
7
(local-mgmt) # reboot
/chassis # reboot [no-prompt|reason]
X DERHA O— G VERE— RCIE, Zoa~vy FIZBREFIZF—T— FiZ
Y EHA,
no-prompt (A7var) vy—vEF—FTIOF—U—FREHH+THLE. H
EEZ T I TE 7, LA OGE, FEEORBICIL
commit-buffer 73 4E T4,
reason (A7vary) vey—vEF—RTIE, HEEeZIZENTETXX
NXFHNE AT TEET, HRKRS510 LFETANTEET,
avY R E—F Vy—vE-F
n— A VEHE— R
avy FER J1)y—= EEAR

1.1(1) awr RPMENENE L,

FRLEOHA KSqy FEIBFNCVATAREEZ N 7T v 7 T52 2R L ET,
O—HVEBE—RTIE, 20y RIZF—U—RRERIEA 7T a v iddbn A,

)

G [JV—RATNIp) VAT ADY Y v N EHE#MEZFITTH2D, Yy —VEF—RKTZ
Da<wy FNEERTLHIZE2HELEI,

1
WOBNE, v—HVERS = V2B L, VAT AEHERT S HEERLTOVET,

FP9300-A # connect local-mgmt

FP9300-A (local-mgmt)# reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no)::yes

nohup: ignoring input and appending output to “nohup.out'

Broadcast message from root (Fri Apr 13 17:12:49 2018):
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. reboot

All shells being terminated due to system /sbin/reboot

WOHIE, vy — FT—FR&EEMBL, VAT LAEFRET DL HiEEZ TR LTHET,

FP9300-A # scope chassis 1

FP9300-A /chassis # reboot

This command will reboot the chassis when committed

FP9300-A /chassis* # commit-buffer

Starting chassis shutdown. Monitor progress with the command "show fsm status"
System is safe to power off after "System halted." message is seen

FP9300-A /chassis #

Broadcast message from root@DOC-FP9300-A (Fri Apr 13 16:27:04 2018):

All shells being terminated due to system /sbin/shutdown

BEEav R avw R S5 BA

shutdown FRA A ET Yy h ZTLET,
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reinstall .

reinstall
WHELT S, ADT — FA N T v TREEEETHITIL, rengal 2~ RZ2ERA LT 7Y 7r—
arv A VAR UATHA VA M= LET,
reinstall

EXDiiHA ooy RIIBIEERIIF—TU—RIIH Y £ A,

avU R E—F

scope slot/scope app/

avy FERE

FEREDAA RZM4 Y

)1)—= EERNE
1.1(1) awr RPRBMEE L,

MELT AN ADT— AN v TREIT, BETLHZENTEET, HILOEREEZHHLTT
TV r—va v BHA VAN ATEIEL, BEERFLTEBWWTETH LWVEREERFEHL
CT 7V r—var A VAX L AEFA VA= LTHIEHETEET,

1

WOHIIL, license/licdebu E— FZBE L, A~—h VY7 v =7 IDFFAEL T A&
v AMERRAT 5% FEICER T 5 HikE R L TWET,

FP9300-A # scope slot 2

FP9300-A /slot # scope app-instance asa clusterl

FP9300-A /slot/app-instance # reinstall app

FP9300-A /slot/app-instance # Do you want to reinstall the app now [Y/N]? Y

BEEavTY R

avw vk R BA

register WERT R, ADT = FNA N T v THREEELELT, TV r—v 3
VAVAE U AEEEEN L9,
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register
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Z @ Firepower 4100/9300 7 /34 A |Z Smart Software Manager 7 71 7 > k &5 gk 3 5121,
register =~ > R&2HL 9,

register idtoken id_token

BX DA

aAvU R E—F

id_token Smart Software Manager %7 7 A R B HUG L7285 ek h—72 >

FA4 ¥ A (/license) E— K

avy FERE

FEREDHA K542

)1)—= EEAR
1.1(1) vy RRNEIMESRE L,

Smart Software Manager ¥ 7= (% Smart Software Manager %7 7 A MO EER h—27 V2R LT
ab—LFEd, FEMMzoWVWTIE,  [Cisco Smart Software Manager Satellite User Guide] %2 L

1
ROBNL, ZDOT A REGES LT EZR L TVET,

FP9300-A # scope license

FP9300-A /license # register idtoken ZGFmNWM5NjgtYmNjYSOOZWI3L
WE3NGItMWJkOGEXZjIXNGQOLTEONjI2NDYx%0AMDIZzNT
V8N3ROdXM1Z0ONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1

FP9300-A /license #

avw R SR BA

deregister BEFEbRT D&, THU Y DT A ANRHIBRESNE T, 731
A EDOFTRTOT A & AHER L FEHENHIBRSILET,
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reinitialize

reinitialize [JJ}

FVa— VERELICH 74—~y T BICIL, rdnitidizea~y> REFEHLET,

reinitialize

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH A,

Awvy b E—F

avy FERE

FEREDAA RZM4 Y

J1)—=x EERNE
1.1(1) awr RPMENMENE L,

V2 VEFPIMET B L MESNETRTOT T Y r—va v F— 2 REacilk s h
EF, commit-buffer =~ > REFITT RIS, FITHOTRTOAL T ( Fal—var Ty
ANENRy 7T v T LTI,

451
WOENL, 2Aa vy 82 DFEY 2 —LEBEON LT A FEEZRLTWET,

FP9300-A # scope ssa

FP9300-A /ssa # scope slot 2

FP9300-A /ssa/slot # reinitialize

Warning: Reinitializing blade takes a few minutes. All the application data on blade
will get lost. Please backup application running config files before commit-buffer.
FP9300-A /ssa/slot* #

BEa<w> R

avw vk R BA

decommission P — OB Z IR L F7,
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. remove server

remove server

IR BE S I SN2 — 2T A A X MU DB HIBRT 511X, removeserver 2~
Y REFERLET,

removeserver {id|chassis id/blade id}

X DA id Znay bEF, AR EOFIT 1 ~ 255 TT,
chassis_id/blade id n EROY—R vy —2 LT L— FE A,
GE)

VX = UEFIEFICLTT,

AR RE—R RO K E—F
avy FERE 1)1)—=x EEANAE
1.1(1) awy RpBEMERE L,

FEREDHA KSq4y Y=Y E-RFTCIOa~xr FeflT55613. Any NIDESOLERRET H2HLERD
Diﬁ‘o

1
ROBNE, BEPIE SN —"EHIBRT 572 R L TOVET,

FP9300-A# remove server 1/1
FP9300-A* # commit-buffer
FP9300-A#

EEav >R avw >R i BA

decommission server H— OB EFIELES,

show server BEh s —R"ERRLET,
decommissioned
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renew .

renew
Aw—hK V7 N 2T BEGEAEES TEHTEHR L, TXCOEXF 2V T 4 TP a2 — /L THR
EHEHT AT, renew 2~ REEALET,
renew

X DA Zoa<wy N8I EAIZF—U—REH Y A,

avU R E—F

FA A TNy 7 (/license/licensedebug) E— F

avy FERE

FEREDHA RKS4A4 Y

J1)—=x EEAR
1.1(1) awr RPMEMNESNE L,

TI7HNETIE TAT T AT 45 FEIT6 v AZ L, T4 B AERKIZ30 HZ LICHE)
PNCET SNE T, A 2=y b7 7B ZAOHIRRRON TV SHYE . Smart Software Manager
TIA BV AZELLIZGAIEL, IROOREE FEITEHTLLbTEET,

1

WOHIIL, license/licdebu £— F&#BEL, A~—h VY7 h U =7 IDFFAEL T A&
v AMERRST 5% FENCEHT 5 HkE R L TWET,

FP9300-A # scope license

FP9300-A /license # scope licdebug
FP9300-A /license/licdebug # renew
FP9300-A /license/licdebug #

BEEavT YR

av YR iEA
register Z @ Firepower 4100/9300 7 /N1 A|Z Smart Software Manager 7 7
vy hERERLET,
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reset-password

2Pl =P — AT — FOLEHLZ 5T 511, reset-password =2~ FafEH L%
R

reset-password password

BX DA

aAvU R E—F

password a7 A U= —=RMEHT 52T — K,

scope security

av Y RERE

EREDAARZA

)1y—= EENE
2.10(1) awr RBBMEnE L,

wEla 7 A ML=l = — AT — ROEELZHRE T2 N TxET,

1

WOFENE, EX=2 VT4 F—REBBL, ATV —F&2 kv b5 hHEZRLTH
£

firepower# scope security

firepower# create local-user admin2

firepower /security/local-user # set
account-status Account status

email Email

expiration User account expiration
firstname FirstName

lastname LastName

password Password

phone Phone

reset-password Change password at next login

firepower /security/local-user # set reset-password

no No
yes Yes
BEa< R avw kR &5 EA
set password 2= T HIL NONRAT— RERELET,

\[Generate Password\] 2—HP—TH T NONRAYT— REERLET,
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request universal .

request universal

FHRIBR 2 — R & ARLT 5 I21E, request universal =~ > R&2HA L E4,

request univer sal

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH A,

T (/license/reservation) E— K

avy FERE

FEREDAA RZM4 Y

J1)—=x EERNE
1.1(1) awr RPMENMENE L,

Smart Software Manager T TX %5 L 912, BAMAANC A=~ N T4 B AZBAT DM
ERHVET, TRTOTHU Y MBKFET A £ AD TR OV TERIN TV D0 Tk
HYEFA, REEZET HHNCZ OBEEICOWT Y A OERBNH D Z L 2B LET,

Firepower 4100/9300 ¥ ¥ —NIKAT A B AZEI D Y THANC T A B AT ZAN L%
7,

ZDawy REFEITLI-1%. showlicenseresvcode Z{HH LT, AR S N- PRI R, FEE,
BIORERY)a—FERRFLET,

1

WROBNE, FRIER=2— REAER L, EfRShica— FERRTL5HEEZR L TVE
ﬁAO

FP9300-A# scope license

FP9300-A /license # scope reservation

FP9300-A /license/reservation # request universal

FP9300-A /license/reservation # show license resvcode

Warning : generating the reservation code takes a few seconds.

Please run the 'show license resvcode' again if the code is not available.
Reservation request code :

<empty>
Reservation authorization code :
<empty>
Reservation return code :
<empty>
BEaT VR avw vk &5 BA
enablereservation =X N FA B ADTRIEA X —T I LET,
show license BAED T A B A EHRAER T LET,
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B estart

restart

BT R, ADT —FA NI v TREEEET DL, restart a2~ REFERALTCT 7Y r—
Tarv AR AL EEE LET,

restart
BX DA Zoa~xy NEsBIERELITF -V —FEH Y £ A,
A< R E—F scope slot/scope app/
av Y FERE Jyy—=x EENR

1.1(1) awr RPMENMESNE L,

FERHEDHA KSq4y BT AL ADT = AT v REF, BRETLHILNTEET, BRELEE, EHITHL
WHREEFH LTI 7Y r—va v a@mE#do2 b, BHRARGE LT TETH LWV
EEHERLCT IV r—var AV AX L RAEHESTHZ L TEET,

WOBNL, 77V —varEEEST S HEERLTHET,

FP9300-A # scope slot 2

FP9300-A /slot # scope app-instance asa clusterl

FP9300-A /slot /app-instance # restart app

FP9300-A /slot /app-instance # Do you want to restart now [Y/N]? Y

BEa<v> K avw > kR SR BA

reinstall TV — gy A VAR AEFA LA M=V LFET,
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return .
return
KANTA|VVADRY 23— REAKT HI2IE, return 2~ > REFEHLET,
return [code]
BX DA code (A7 2 >) SmartSoftware Manager ) HEfF L7 T A4 L A a—

aAvU R E—F

FO

F# (/license/reservation) &— R

avy FERE

FEREDHA K542

)1)—= EEAR
1.1(1) gy RRNEIMESE L,

KINT A ANRENZ I 5 T2 851X, Smart Software Manager |Z IEFUZIREIT 2 ML E N H Y
F9, BHILAWE, TA B ARENREBOE IRV RO THEMATE EE A,

Zpa~vy RuE A3 % & Firepower 4100/9300 > v — ¥ RIEEIZ T A & > A K HRAEIC 72
D, HHARREBIZBITLET,
WH % 58T 9 5HI21%, https:/software.cisco.com/#SmartLicensing-Inventory (28 L, ==/ 3—

VTR AR (UDI) % L C Firepower4100/9300 & ¥ — > & RpE L, #dhA v A X v
A&HIBRLET,

451
WOHNE, KATA B AZBIRNT D HEZRLTWET,

FP9300-A# scope license

FP9300-A /license # scope reservation
FP9300-A /license/reservation # return
FP9300-A /license/reservation #

avw >R SR BA

show license udi FXO0S = =/X—4 )L T34 2B+ (UDI) RERSNDHDT,
Smart Software Manager ® FXOS 1 > A% » A% RO £,
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. return

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



L]
z
2
g
e
i
g
=
]
1
&

TE il =
L S o L S S S R DS N & e i

e e,

i T —

s 1 o

Sav>F

* scope o~ ]\ (189 “\O—y)
eset v K (247 =)
esh w2 (383 ~<—3)






e P = B - - me

scope AV > K

*scope (191 ~X—7)

» scope adapter (193 ~X—3)

» scope app-software (194 ~<X—7)
* scope auto-install (195 ~X—73")

» scope auto-macpool (196 ~<—73”)
* scope banner (198 ~X—71)

* scope cabling (199 ~X—)

» scope callhome (200 ~X—3°)

* scope card (201 ~X—37)

* scope cfg-export-policy (202 ~<—73”)

* scope cfg-export-reminder (204 ~—13)
* scope chassis (205 ~X—737)

» scope cloud-connector (206 ~X—3)

» scope default-auth (207 ~X—7)

» scope eth-uplink (208 ~=X—7)

* scope export-config (209 ~—73)

« scope fabric (210 ~—3)

* scope fabric-interconnect (211 ~X—73)

* scope fan-module (212 ~X—7)

* scope firmware (213 ~X—37)

» scope firmware-install (214 ~X—7)

* scope flow-control (215 ~<—73”)

* scope health monitoring policy (216 ~X—73”)
* scope hw-crypto (218 ~X—7)

* scope import-config (220 ~X—7)

» scope interface (221 ~X—7)

* scope ipsec (223 ~X—)

* scope ipv6-config (224 ~<—7)

* scope ldap (225 ~—7°)
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* scope licdebug (226 ~—73°)

s scope license (227 ~X—7)

* scope mem-leak-logging (228 ~X—37)

* scope monitoring (229 ~X—1)

s scope org (230 ~X—7)

» scope packet-capture (231 ~X—73)

* scope password-profile (232 ~—)

* scope profile (233 ~<—7)

* scope reservation (234 ~X—)

* scope security (235 ~X—73)

* scope server (236 ~X—717)

» scope service-profile (237 ~X—717)

s scope slot (238 ~—73)

s scopessa (239 ~X—7)

* scope stats-collection-policy (240 ~X—73”)
» scope stats-threshold-policy (242 ~—7)
* scope system (244 ~X—)

s scope vnic (245 ~X—7))
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scope .

scope
BAFOERREA 7 V=7 b THRE] (A)) T2120F, @tlRa~r FE— F Tty
95 scope 2~ REMALET,
scope object_type name [parameters]
RX DN object_type BT 247 Y=/ hOHA T, BUCIE, B—H L 2— T
v hEMBEREENTWET,
name BRI DREEDA T ¥ = 7 s D4,
IRTA—H (ATFvar) A7V=7 FOBMINIKEZRBMO T a7 4 £

AR FE—F

IR TA—%, Zoavy ReFERTIHE, —BicE7o =7
]\@uﬂz%‘J X name TH+43CTd, FEMIZOWTIL, BFEDA TV =
MZ%I9 5 create 2~ FOFRHEZZRL T 7E S0,

l RET DA T2V bDAA TG CTERD 9, FEMCHOWTIE, FFEDA TV =7
I35 create =~ FOFBAEZ SR L T 7Z &0,

2v L FRE

JEFRIEHIZ DWW T, BEDA T V=7 MIxT 5 create 2~ ROFMAEZSH L T EE
AN

GEELEDOHA KSq4 A7V M, BHARERYHa VR—X 0 N =0T 47 ¢ TR T 4 T 4 Z IS

ICERBLLIZbOTY, I xid, Y=Y, BFaU7 4 FEVa—b, Xy FU—7 F
Va—b, R—b, Tukyid FHEGRAT V=7 FE LTERASLOYH = VR —x
FCY, £o TR 2=V a—, TT7y b Tr—L R —iF, BHARAT V=
7 M LTRBESNHMEEZ T 47 4 TY,

FXOS (21X, A7 V=7 MEBEMIC %724 DD a~ 2 K (create. delete, enter, scope)

DHVET, exIX, v—Ava—FThyr FNOEk, a—hLa—%F 7 H o hOH|
bR, 2=V 2= T T NOANEIT, ZOT U hOTaRT o 2804 TE-
WIEEFT L ENTEEYT, 7, e— IV a—F Thour a2 (& L, a7 1%
FO Y CTELITIEET L LB TEET,

WE, LA T Vs MEBlawy RTLICHARERF -V — AT v a FRILT
HDHID, SESERAFT V2 b avwr KD create /X— g VIEFITHOWTHBA L ET,

SFED, FFEOA TV =/ hD deete 2~ ROFEMIZOWTIL, £DOA 7Y =7 hO create
zva@ﬁ%%ﬁ%LT<ﬁéwokkiﬁ\%ﬁﬁﬂ~ﬁw2~ﬁ7ﬁﬁyF@ﬁﬁ%

B B E IOV TIE, create local-user (84 X—3°) ML T &V,

1

ROBNE, EF =2V T4 E—FERBLT, m—A0 a—%F T H U b Z#ifHRE
L. 7h 0y hOFFEMaeFRnT 55 EEZRLTVET,
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. scope

firepower # scope security
firepower /security # scope local-user test user
firepower /security/local-user # show detail
Local User test user:

First Name: test

Last Name: user

Email: test_ user@testuser.com

Phone:
Expiration: Never
Password: ****

User lock status: Not Locked
Account status: Active
User Roles:
Name: admin
Name: read-only
User SSH public key:
firepower /security/local-user #

EEa<U kR avU kR A
create local-user oo — L a—F Thr N EERLET,
enter local-user m—J v 2= T hHY s b EBEMEITRE L ET,
delete local-user WMFEOa—HN 2—F T ho L FEEIRLET,
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scope adapter .

scope adapter
THETH ®— REBhT 512X, scopeadapter 2~ REEH L F9,

scope adapter {rack_server/id| chassis/server/id}

¥ESCDEREA rack_server /id W TERXTCANENTEZT v 7 —_RBLIOTHF 74 ID THREESN
7=7 X7 X OB,
chassis/server /id R TCATENTEV Y —3 . =, BLORT X7 ¥ ID T
ESNTT X7 H OB,
GE)

Ty — IDITHEIC 1 T,

AT R E—F EXEC £—F
avy FEE 1)1)—= EERNE
1.1(1) a~wy RRBMEhE L,

FEEEDHA KSAy THTHEF—FTIE, 77— 0=7 N=Va VEAMEEI3EHRL, SEIERTHT
ZEAOT —FZFrm L, RAMBIOINEA =V Ry b A o F—7 = A A ZHFHRETE E

—é—O

451

WOBHNE, v —3, =, BIXOTF7ZIDEZHHLTTZ 7% £— K&Bith
T3 HEERLTWET,

firepower# scope adapter 1/1/1
firepower /chassis/server/adapter #

BEavr R av Uk EBA
connect adapter BEDODTHFEADa<w L N )VICHEG L ET,
scope chassis XY —v E— RERKBLET,
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scope app-software

TV —=vary Y7 U7 E— FEBBT D21, scopeapp-software =~ RAfEH L
£,

scope app-software

BX DA ZOawy RIZIIBIEELIEF—T— NEdH 0 FH A,
ATV R E—FK scope ssa/
vy FERE Jiy—=x EERNE

1.1(1) awr RPMENMESNE L,

FEREDAA RZM4 Y

TFVr—ary VY7 b7 £— K Tdownloadimage =~ > RZHT 5 &, #EET A
A VT N =T A A—T % Firepower 4100/9300 & v — Il a B —T& £7,

151
WOENL, TV r—ay V7 No=T B— REREBETAHFEEZRLTOET,

firepower# scope ssa
firepower /ssa # scope app-software
firepower /ssa/app-software #

BEav> K

av Uk ERBA

download image BT NA X VT N =T A A— % Firepower 4100/9300 3 ¥ —
vicavr—LET,

show download-task AA— T A NDOE T a— ROMITRNEERERLET,

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



| sa=vr
scope auto-install .

scope auto-install

AT TANT I F X EHOAEA > A h—/LE— RZBLAT 521X, scopeauto-install =~
YREMEALET,

scope auto-install

BX DA Zoawy FIZEBIEELEF—T—NEH D THA,
ATV R E—F 77 —bLU =7 (firmware) E— K
avy FERE J1)—=x EEAR

1.4(1) awr RPMEMNESNE L,

FERALDHA K54y 2L

1

ROFNL, 77— =T E—REBLT, BEIA VA M—LE— FNEHIBETDH
ExR L TWET,
FP9300-A# scope firmware

FP9300-A /firmware # scope auto-install
FP9300-A /firmware/auto-install #

BEa<w> R avw >R SR BA

install platform UCSA v 7F arR—xr b (UCSM. FI. IOM) ##EESNT-A
VITN—=Va T v T T L—FRLET,
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scope auto-macpool

aAVTF A VAR AL E—T 2 A ADMAC 7 LA F—/L&2&EHS 5 (21%, scope
auto-macpool =~ > RZfEf L %7,

scope auto-macpool

BX DA ZOawy RIZEFIEELIEIF—TU—RiEdb o HA,
a<vY R E—F scope ssa/
av Y FERE )1)—2 TEAR

2.4(1) awy RRBMEhE Lz,

EREDAARZA

FXOS v ¥ —id, HEA LV AF LV ADIEFA L H—T oA AR—FDMAC T KLU AZEHT
L9, AT FALVAR AL E—T oA ADMACT RL 2% HEIICAER L E T,

TV =g VNOEFEA L Z—T 24 ZITMAC T RLZAZFETEIV Y TD L, FET
FOBTHNTEMACT RUAMEHSILET, BTFEHMAC T RLAZHIBRT 5 L, BE)
ERENEZT RUABMERENE T, A LIZMACT RLARR Y hU—=ZNORIDT Z A
NR—=KFMACT RLVALEBEETHZENEFNIZHY T, ZOHAIX. 77V r—vaHNO
A E—T 2 A ZADMACT FLZAZFHTHREL T IZE,

HEVERESNIZT RUAT A2 THED 2D, 7 RVARERT DY A7 855 2 LnbFH)
MAC 7 FL A% A2 ThHa® 5 Z I3 TE £H A,

N

GE)

DOMAC T RLAEMFHLET,

MAC 7 RFLAZFETRETHE, VI A 0 —T oA A EF LT RWESTYH, 8
DELL TS LI, RLBA LV E—T oA A LOTRTOYTA L F—T = A T—&

FXOS ¥ v — %, ROEXEZHEH L TMAC T KL AZARKRLET,

A2XX.Yyz2z2.7722

XYW T —HFEBED LT 4 v 7V AFERIEIV AT LAERD T VT 4 v 7 ATHY ., zzzls
VX —VWNERLTEWNESA T 2 TT, VAT AEFRO T VT 4 v 7 AL, IDPROMIZ T 1 S
Z L5 ENTWS Burned-in MAC 7 R L ZNDEFRHIO MAC 7 RLAD TFEE2 34 M & —F L%
9, connect fxosz I L, WiZshowmodulez{#EH L T, MACT RL A — L2 FK/RLET,
72Ez2iE, V2= 1OV TRENTWS MAC 7 R L ZAOHiPH2Y b0aa.772f.f0b0 ~
b0aa.772f0bf DIGE, VAT L VT 4 v 7 AL f0b0 12720 97,

2=V ERDT VT 4 w7 AL, 16ERICERIN LB TS, 2~V EREDODT VLT 4 v T R
OFERFEEZRIPEZETET, V7 4y 7 R LTCTTREETLE, Vv —377% 16
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scope auto-macpool [JJj

HEEE 004D (yyxx) ([CEHAL F4, MACT FLATHHT DL, L7 4 v 7 RFv—
FAT 4 TR T D LI Tz EnET xyy) o

A24D.00zz.zzzz

VL7 4 w7 A1009 (03F1) DFHE. MACT RLAIZRDO L H1272 0 £9,
A2F1.03zz.zzzz

£l
KIZ, mac-pool E— RZBtaT 2612~ L£7,

firepower# scope ssa
firepower /ssa # scope auto-macpool
firepower /ssa/auto-macpool #

EEa<v R avw vk =5 BA
scope ssa ssa B— RZBHHBLET,
set prefix MACT7 RL A F L7 4 v 7 AERELET,
show mac-address BESNIZMACT RLAZFRRLET,
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. scope banner

scope banner

N%%%ﬂ%%p%%%ﬁémﬁ\mmﬂmmajvyP%ﬁmbiﬁo

scope banner
BX DA ZOawy RIZFIBIEELIEF—T— NEdb Y WA,
ATV R E—F scope security/
avy FERE )1y —= TEAR

1.1(1) awr RPRBIMEE L,

EELEOHA KSAY ZOEF=RTE, 2=V al AV ORicT 7747 VAL TERINDHNT—2EFHTE

i‘a_o

1

KON, NTF—F—FEBIEL, BUEDOR VA VHINT—%2 KRS D EZR LT
I/\i‘a_o

firepower # scope security
firepower /security # scope banner
firepower /security/banner # show pre-login-banner

Pre login banner:
Message

Firepower-9300-2
Western Data Center

firepower /security/banner #

EEav >R avw > R SR BA

clear message BEfroa 74 VRN =007 %A MEHIRLET, EEONF—
F 7T/ FARITHIRSVESE A,

create pre-login-banner | & /' L EE DR DN F—EAER LET, W0/ SF—
FTV =y MEZETT,

set message n7A RN LTEREIND T F A FOITE2BINEITES
Wz E7,
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scope cabling .

scope cabling

r—7 VEEHeE— R & Bh7T 5121X, scopecabling 2~ > R&EEH L ET,

scope cabling
B DEREA Zoavy RIZEBIEELIEF—U — RiEdb b A,
avYURE—F EXEC £—F
av Yy FERE 1)1y —= EEAR

L1(1) av v RGBS E LT,

BREDHA RSAY T—7NERE—FNN6T7 77 ) v 7 F=RNIT778ATEET, ZOE—-FTE, A—F
TVAIT U M eFrRBIOEHTEET,

il
ROBNT, 7r—7 VT — Falnd 2 5EE R~ LET,

FP9300-A # scope cabling
FP9300-A /cabling #

BEa<v> K avw > kR SR BA

scopefabric-interconnect | 7 > 7' w7 f X —ax /7 s B— REBBLET,
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scope callhome

callhome &— R & Bi#A T 521X, scopecallhome =2~ RK&fiH L £,

scope callhome

SavUk |

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH Y A,

monitoring &— N

avy FERE

FEREDAA RZM4 Y

J1)—=x EERNE
1.1(1) awr RPMEMNESNE L,

EHXNGA T2 FTZOE— RERHT H20EITHY £H A,

£l
W OFE, monitoring — K75 callhome E— RZBMET 5 HiEE L CTWVET,

FP9300-A#scope monitoring
FP9300-A /monitoring # scope callhome
FP9300-A /monitoring/callhome #

BEav> R

avw > R ERBA

show callhome Call Home DR EB L OAT — X AEREE R LE T,
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scope card

scope card .

FeED7 77V v 1— ROEBE— RERIAT HI2IL, scopecard =2~ REMFH L E T,

scopecard card ID

B DEREA

AR E—F

card ID 777V w7 B— RO A,

scope fabric-interconnect/

avy NERE

FRLEDHA KSA Y

)1)—= EERNAE
1.1(1) a~r RRBMEhE L,

card®— NTIE, 777V w7 W—=ROFT7 T EBA L TA YV EZL LR TE
E

il
WROBL, card®— FEBRB L, FIHFRE/Rm~ > REFRT 55k L THET,

firepower# scope fabric-interconnect

firepower /fabric-interconnect # scope card 2

firepower /fabric-interconnect/card # ?
acknowledge Acknowledge

scope Changes the current mode
set Set property values
show Show system information

firepower /fabric-interconnect/card #

=l VN N Bl
set adminstate T TV H—FRDOXTI5A L EITF I 0200 ELF
7,
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. scope cfg-export-policy

scope cfg-export-policy
RIEDT Y AR— KRV —% A3 51TI%, scopecfg-export-policy =~ > R&fEH LET,

scope cfg-export-policyname

BX DA name ANTAHZBETZ Y ZAR— | B I —D4H,
BETY AR— K RY —ZERE T IFHIBRT A Z L ILTEEH
boo BEEOT 74N M RY —DOREF T EITO N TEET,
AY—4 L L Tdefault Z# AT LE,

9TV R E—F scope org/
ATy RERE Yy—2 EEAE
2.0.1 Ay FPRBIERE L,

EREDAA RoA s BET7 AK— b K o — B A(ERE NIRRT 5 2 LI T £8A, BEOT 7 40 b K
C—DBERETEET,

451
OB, BREDT I AR—F R —% AL, BUEDRTEDFEME LT 5 ik
R LTWET,

firepower # scope org
firepower /org # scope cfg-export-policy default
firepower /org/cfg-export-policy # show detail
Config Export policy:
Name: default
Description: Configuration Export Policy
Admin State: Enable
Protocol: Ftp
Hostname: 192.168.1.2
User: userl
Remote File: /export/cfg-backup.xml
Schedule: Daily
Port: Default
Current Task:
firepower /org/cfg-export-policy #

BEa<w> KR avw >R SR BA

export-config BEDVAT LAHREEZ ) ET—FP—NIZXML 7 7 A L& LT Y
AR—=FLET, TV AR— I EEF 7TV PEEKRLET,

import-config PRz AR —RFLEXMLa Yy 7 4 Xal—ay 77 V%
TDOTTIIAT R —LET,
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scope cfg-export-policy .

avU kR B

set RIED T AR— MUK EH R 5T o & Il
password-encryption-key | = — 2 fs | 4.
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. scope cfg-export-reminder

scope cfg-export-reminder

RET Y AR— hOWMAT V=7 N AT 5T, scope cfg-export-reminder =2~ > K%
BRALET,

scope cfg-export-reminder

BX DA ZOavy FEFIEEZEF—T— FiEZd v A,
ATV R E—FK scope org/
av Y FERE )1)—= FEAR

2.0.1 awr RPBMEiE L,

e

ERLOAA Foq Y BETY AR~ ROWHAT V=7 M ERE - AEIRT 5 = L 13 T F A, BEFO@MA
TV NORERETEET,

il

ROPNT, RETI AR—FOBAAT V=7 M AL, BUEORELRTTDH
EaRLTWET,

firepower # scope org
firepower /org # scope cfg-export-reminder
firepower /org/cfg-export-reminder # show

Config Export Reminder:
Config Export Reminder (Days): 30
AdminState: Enable

firepower /org/cfg-export-reminder #

BEa< R avy kR 5 EA
import-config URic= 7 AR —FL7=XML Ay 74 ¥alb—var 77 A L%

DT TFIAT A a— LET,

scope cfg-export-policy |7 24— k AU 2 —% AJ LET

set REDT T ARN— MBS R b2 LIS D
passwor d-encryption-key F—AEELET,
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scope chassis

Ly — T R BET 51213, scopechassis T~ K& LE T,

scope chassis chassis id

scope chassis .

B DEREA chassis_id vx—v D&, ZOMITFEICLTT,
avURE—FK EXEC =—F
AT Y RERE 1= EERNE
1.1(1) awy RBBMEnE L,
i
ROFNL, v — T— RO HIEEZ R LET,
firepower# scope chassis 1
firepower /chassis #
EEav2 R avUFR BLL]
show chassis Vo —UERERRLET,
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. scope cloud-connector

scope cloud-connector
779K axy X E— REIAT 521X, scopecloud-connector =2~ > R&EMH L ET,

scope cloud-connector

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
AU RE—F EXEC £—F
av Yy FER Jiy—=x EEAR
1.1(1) o~y RRBMEE Lz,
£

RO, 7 T70 8 axs ¥ T— Rehd 22 RLTHET,

FP9300-A # scope cloud-connector
FP9300-A /cloud-connector #

BEa<w> R avw Uk R BA

show cloud-connector 750K axsXOREFEREERLET,
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scope default-auth .

scope default-auth
7 4 )V b OFRFET— R & B4 512i%. scopedefault-auth =~ > K& HA L £,

scope default-auth

X DiRHA Zoawy RIIIBIEERIIF—TI—RIIH £ A,

aTURE—F X270 =R

F8FE K A A > (/security/auth-domain)

av Y FRERE J1)y—=x EERNAE
1.4(1) awr RPMEMNESNE LT,

FEHEDAA KS4y ZOE—RTst avr FEEHLT, BAEY—E ARy gy XA LT U MR EDT
- wi% }\O)ntoutE/\7)( 5%6&%1\/?‘?0

RAAL DT 7 v N DREREE— ]\%EﬁﬁA‘g—é I, Zoavr K23 2 A0 WZRSGE R A A
VEAERRT HDMER D £,

1

ROBNE, ExF 2V T4 F— REBL. 7740 FORREE— FEBta+ 5 H5iE%
ARLTVET,
FP9300-A# scope security

FP9300-A /security # scope default-auth
FP9300-A /security/default-auth #

EEa<v R avo kR iER
set realm T7ﬂ'/l/ ]\O)uquﬁ_ [:7\;5_’ Ebij_o
show 7‘:72f/V]‘0)mhn E%ﬁ?%f?%ﬂ*L/jin

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



savyr |
. scope eth-uplink

scope eth-uplink
A=Yy s T w7V £— RKERKETHI2IE. scopeeth-uplink 2~ > RZ2#H L F97,

scope eth-uplink

BX DA Zoawy RIZEBIEELEF—U—FIH Y A,
AU RE—F EXEC £—F
avy FERE )1)y—= EERNE

1.1(1) awr RPMEMNESNE L,

EELOAA FSAq Y BHAGAT Vs hCIOT— FEMHT 205D D A,

151
WOPNL, A —HF %y s Ty XV oy FT— FE2EBETHHEEZRLTOVET,

firepower#scope eth-uplink
firepower /eth-uplink #

BEa<> R av U R SR BA

show A=Y Fxy b T o7V I EREFRLET,
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scope export-config .

scope export-config

BEfFDOxT 7 AR — "REAT V=7 M AJJT HITIE, scopeexport-config 2~ > K& L
£,

scope expor t-confighostname

B DEREA

hostname Ty AR— NREAT V=7 OB T, ThUL, BEN S S
Ty TENTHDVE— R Y= "OARTE/IEIP 7 RLATT,

ATV R E—FR scope system/
avy FERE )1)—=2x EEAR
1.1.(1) awy RPRBMEE L,

FEREDAA RZA Y

T AR— NREA TV =7 ME, BUEORET A ABLOT Ty b7+ —LBREE Y7
7 v 79 % export-config =~ REFITT LG IC/ER SV E T, scopeexport-config (X, 4
T2 FEAN L TRTA—FERETLEOIERSNES, =7 AR—  REA T V=
7 MZB#T % create £7ciT enter 2~ > NiEbH Y £H A, =7 AR— I HREF TV =27 bD
HIIZ 1L, delete a3~ REMEHCTE 7,

il

ROBNE, LARNZT 7 AR— N SNCREF TV =27 FEAMNIT D HEZRL T
£7,

firepower # scope system
firepower /system # scope export-config 192.168.1.2
firepower /system/export-config #

BEav> R

avw vk R BA

cfg-export-policy WMEDTI AKR—F R o—%FELET,

delete export-config BWHEOXZ I AR— I RELT V=7 bEHIBRLET,

export-config BEOVAT AFZREEZ)E—h P —NIZXML 7 7 A V& LTx2Y
AR—FLET, T AR—FREAT V=7 FEERLET,

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



savyr |
. scope fabric

scope fabric
777V w7 ®— RERET5I21E, scopefabric 2~ > REMHALET,

scopefabric [a]

X DERHA a 777V vy A&EELET, Firepower 7 /34 A7 77U v
INR1HOLrdHDFEFHAL, ZOF—U— ROFEHIZEETT,

ATV R E—FK scope eth-uplink/
av Y FERE )1)—=x EEAR
1.1(1) a<r RPNEBIESNE L,

FREDHA RKSqAy 777V 07 F=RTE, A F =T A, H=b Fyrpl, FHAF—T=A A B
L O VLAN 2 FETE £,

1
ROBENE, 777V v 27 B— FEtaT 5 h5EE2R "L TWET,

firepower# scope eth-uplink
firepower /eth-uplink # scope fabric a
firepower /eth-uplink/fabric #

fEav> R avw vk il
show interface 777 Vw7 FE=KRTEH, TRXCOT AL AL H—T A AD
HHRNPERINET,
show port-channel 77 7Y w7 E—RTE, TR_RTOR—FF ¥ RLOEHRE RT—
BAVWFRRINET,
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scope fabric-interconnect .

scope fabric-interconnect

T 7V A —axy N E— &7 5121, scopefabric-interconnect =2~ K%
AL ET,

scope fabric-interconnect a

X DA a 777 Vw7 A&EELET, Firepower 7 /34 A7 77V v
IW1OLrHY EHA,

avURE—F EXEC ®—F

avy FERE J1)y—=x EENE
1.1(1) a<wr RPEBIESNE LT,
£

ROBNE, 777V v A F—ary k= FORMGTIEZRLTOVET,

firepower# scope fabric-interconnect a
firepower /fabric-interconnect #

BEEav R av U R i BA

show fabric-interconnect | 7 » 7V w7 4 v X —ax 7 NOBEBREFERLET,
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. scope fan-module

scope fan-module

¥ED7 70 BV 22— V2 AT HIZIX, % — F— N T scopefan-module =~ > N4 fifi
HALET,

scope fan-module {1 module id}

BT DA tray id tray_id (¥H21 TY,

module_id ANTHRHED 7 7 v BV 2a— N EELET, HIX1~8TT,
ATV R E—FR scope chassis/
av Y FER J)y—=x EEAR

1.1(1) awr RPRBMEE L,

!l

WwOHIL, fan-module T— F&BEICT 2 FiEE R L TWET,

firepower# scope chassis
firepower /chassis # scope fan-module 1 2
firepower /chassis/fan-module #

BEaT R avyU kR SHER

scope fan FEDZ7 7 AN LET,
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scope firmware

scope firmware .

Ty =L =T T— REBMHT HI2IE, scopefirmware =< R&EH L %9,

scope firmware

X DERHA Zoa=wy REBIEELIIF—U—RiEH 0 £ A,
= EXEC £—F
avy FEE 1)y—= EEAR

1.1(1)

o= RPMBEMEnE L,

EELOAA FSAq Y BHAGAT Vs hCIOT— FEHIHT 208D Y A,

1

KOHNE, 77— =T B— RO HFEETRLET,

firepower# scope firmware

firepower /firmware #

BEa<> R av U R

BLL]

show server firmware

P—=R T 7 — b 2 TIHEREFTRLET,

show server version

PN T AT =T NV a v ERLET,
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. scope firmware-install
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scope firmware-install

firmware-installation & — R % 449 % 121X, scopefirmware-install =~ > R&MH L £,

scope firmwar e-install

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH Y A,

Ty —ALUxT T— N

avy FERE

FEREDAA RZM4 Y

J1)—=x EERNE
1.1(1) awr RPMEMNESNE L,

ZDscope ZHHL T, UANZHA VB —R L7 7—ALU T Ny —VTVAT AT 57—
LAY T #HHLET,

451
wOFL, firmware-installation &— RZBA459 5 HiEE R L CTWET,

FP9300-A# scope firmware
FP9300-A /firmware # scope firmware-install
FP9300-A /firmware-install #

BEEa~Y

<R

avy kR Bl
download image Tr—bxT RNyl —2% Ay u—RLET,
install firmware T =TT Ry —% A A =L LET,
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scope flow-control .

scope flow-control

7 o —#lHle— F&BItA9 5 12i%. scopeflow-control =~ > & H L £,

scope flow-control

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH A,

scope eth-uplink/

2L FRE

FEREDAHA RS2

)1)—=x EERNRE
1.1.1 o< RABEMEnE L,

Tua—HHRY =X, B—=bFDOZENY 77 PR oEWNIC ol &I, A =T Ry hR—
RS IEEE 802.3x IR— A7 L — LB EZETINEINERELET, TNHDOFR—XT7 L —
L, Ny 77BN VT INDLETOHRI VB, EEAR— NP0 T7 —F DFEEEIELT
HEICERLET, T AT v —HflfHR3ToiLd L OICT 5T, WHFDOT /A R
T, ST LHEEBLOZE T —flHNT A =22/ TL20ERH Y 7,

FIAA DT B —HIEHRY —E, EZEOHIEEEMIZ L, BEir I — g VIIELIE
NMEZRELET,

1

woOBNE, 7 e —iflElt— FZBb L, SUEORY > —HilzRr-T 5 HiEer LT
b\\i—a—(}

firepower # scope eth-uplink
firepower /eth-uplink # scope flow-control
firepower /eth-uplink/flow-control # show policy detail
Flowctrl policy:
Name: default
receive: Off
send: Off
Prio: Auto
firepower /eth-uplink/flow-control #

BEaY

~

> >

avy kR A

create policy BLWART S 7 v —HlfER ) o —2BnL £,

set 7o —#H/RY) —— KT, Zao—#HER) -7 a7
ERELET,

show policy Tua—HlERY =D T a T (fEEFRLET,
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. scope health monitoring policy

scope health monitoring policy

AR E—F

AEYEREDA MUY

WS- A U HEHEHRIZ, CLIZfH LT, scope ‘stats-collection-memory’® F CHZhE
TN T D 2N TEET, T 74N FTIIADNHEESNTVET,

Flo, TRTCOAERV =X V7 EEICETIEELESWVEEZRET DN TEET, L
Z UM (threshold-value) 1% 50 ~ 99 O#HIFHTHETEXET, 7 74/ b T 95% TR TE I
TWVWET,

scope health-monitoring-policy
scope stats-collection-memory
enable | disable

set fault-threshold <threshold-value>

monitoring & — F

2% FRE

EREDAARZA

Jiy—=x EERNE
2.11.1 Zoawy RREAINE L,

ZOa<wr REERTAE AFRVE=X T T HANELITENICLEZD ., $_XTOAEY
F=X Y S IEEOREELXVVES LT TAZ LN TXET,

1

firepower# scope monitoring

firepower /monitoring # scope health-monitoring-policy

firepower /monitoring/health-monitoring-policy # scope stats-collection-memory
firepower /monitoring/health-monitoring-policy/stats-collection-memory # set
fault-threshold 75

firepower /monitoring/health-monitoring-policy/stats-collection-memory # disable
firepower /monitoring/health-monitoring-policy/stats-collection-memory* # commit-buffer
firepower /monitoring/health-monitoring-policy/stats-collection-memory # show
Memory stats collection policy:

Admin State Fault-Threshold (%)

Disabled 75

firepower /monitoring/health-monitoring-policy/stats-collection-memory # show detail
Admin State: Disabled

Fault Threshold (%): 75

CPUBERED A+ Yy

INEE ST CPU #EEHE#HIL. CLI Z{H L T, scope ‘stats-collection-cpu’ @ T TH N E 7o (&
NZTHZENRTEEY, 774N FTEADCRESNLTHET,
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O R E—F

scope health monitoring policy .

Flo, TRTOCPU =XV VIV REEICHTIEELIWVEEZRETHZENTEXET, L
Z U ME (threshold-value) (%50 ~ 99 OFIFHTHE CX 9, 7 74/ b TiE 90% IZFRE I
TUWET,

scope health-monitoring-policy
scope stats-collection-cpu

enable | disable

set fault-threshold <threshold-value>

monitoring &— N

avy FERE

FEREDHA FS14 Y

Jjy—= EEHAR
2.11.1 Ioawy RREAINE L,

Zoavwy REFHTLE, CPUE=X U U7 2FERITESCLZY, §3To CPU £
=X U EEORELEXWVMEEAER T 52 LN TXET,

1

firepower# scope monitoring

firepower /monitoring # scope health-monitoring-policy

firepower /monitoring/health-monitoring-policy # scope stats-collection-cpu

firepower /monitoring/health-monitoring-policy/stats-collection-cpu # set fault-threshold
85

firepower /monitoring/health-monitoring-policy/stats-collection-cpu # enable
firepower /monitoring/health-monitoring-policy/stats-collection-cpu * # commit-buffer
firepower /monitoring/health-monitoring-policy/stats-collection-cpu # show

Cpu stats collection policy:

Admin State Fault-Threshold (%)

Enabled 85

firepower /monitoring/health-monitoring-policy/stats-collection-cpu # show detail

Admin State: Enabled

Fault Threshold (%): 85
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scope hw-crypto

AU FE—F

2T F A AH L AD TLS crypto acceleration & A %) F 72 13 M523 5 121%, scopehw-crypto
o< K& LE9, TLS crypto acceleration (2 B3 D FEAMIZ DV Cik. Management Center
ar 74 Xalb—var B FEERLTIEE,

scope hw-crypto

connect module

avy FERE

EREDAARZA4

Jiy—=x EERNE
2.7.1 Zoawy RREAINE L,

Zoawy RiZkY, 3T A AL AD TLS erypto acceleration 235 2N £ 72 (X RN 72 0
iTO

£l
WIZ, T F A AKX AD TLS crypto acceleration 2 AT 5B 2~ LET,

scope ssa
/ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd FTD-FDM 1 Enabled Online 6.5.0.1159 6.5.0.1159
Native No Not Applicable None

ftd ftd2 2 Enabled Online 6.5.0.1159 6.5.0.1159
Container No Default-Small Not Applicable None

/ssa # sc slot 2

/ssa/slot # scope app-instance ftd ftd2
/ssa/slot/app-instance # scope hw-crypto
/ssa/slot/app-instance/hw-crypto # set admin-state enabled
/ssa/slot/app-instance/hw-crypto* # commit-buffer

WIZ, T A AKX AD TLS crypto acceleration 2 N3 562~ LET,

scope ssa
/ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd FTD-FDM 1 Enabled Online 6.5.0.1159 6.5.0.1159
Native No Not Applicable None

ftd ftd2 2 Enabled Online 6.5.0.1159 6.5.0.1159
Container No Default-Small Not Applicable None

/ssa # sc slot 2
/ssa/slot # scope app-instance ftd ftd2
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scope hw-crypto .

/ssa/slot/app-instance # scope hw-crypto
/ssa/slot/app-instance/hw-crypto # set admin-state disbled
/ssa/slot/app-instance/hw-crypto* # commit-buffer

BEaY

~

> >

avwU kR

Bl

create hw-crypto

a7 A AL AP TLS crypto acceleration 7% & & 1EAK L £
j—o

delete hw-crypto

a7 A A K AP TLS crypto acceleration 7% & % Hl| bk L £
o

show hw-crypto

a7 A AL AD TLS crypto acceleration 5% iE D AT —#
AR LET,
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. scope import-config

scope import-config

BEfFOA VAR — MREAT V=7 N A3 5I21%, scopeimport-config =~ > KA H L &
R

scope impor t-confighostname

EXDiiHA hostname AVR—=INREFT V=7 FOWHHT, T, BREDPEMINT
WA E— R B—ROL4FTETZIZIP 7 RL AT,

avy FERE 1)1)—=x EERNE
1.1.(1) avy RPRBMEE L,

ERALDAA ESq s T/ AK— FREFT Y=/ ML, BUEORET A ABLOT T v b7+ — DR E & v 7
7 v 79 % export-config 2~ > R&5AT LI2GEICAERR S 1L E T, import-config 2~ > i3,
PRICTm 2 A= hENFEa L T4 R alb—tay T7 A VA L H— b5 DIC S
. RRFCA VAR — RREA TV =7 NEERLET,

scopeimport-config Z i+ 2 & BEFDA VAR— FREA TV =7 b2 ATJL, £DO/NT X —
HEMETEET, A VR—FREL TV =7 MIE, create £721% enter =~ > RIXBSEF
FonTnEtA, AR — MREAT V=7 FOHIBRIZIE, ddetea~r REFHTE T,

51
wOFNL, BEDOA ViR — FREF TV =7 FEEMNIT B HEEZRLTVET,

firepower # scope system
firepower /system # scope import-config 192.168.1.2
firepower /system/import-config #

BEEav R av R SR BA

cfg-export-policy WEDTT AR—F R —%EELET,

delete import-config BEfF DA VR — NEEAT V=7 FEHIBRLET,

import-config PRIIC T2 A | LI s AT ARER U E— h H—r b f v
H— b LET, A vF— PREAT V=2 FEERLET,

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



| sa=vr

scope interface .

scope interface

BEDA 2 —T 2 A ADAL T 4 Falb—ar T— REBth+ 5121, scopeinterface =
~U REEEHLET,

scopeinterface {Ethernetdot id/port id|slot_num}

BX DA

aAvU R E—F

Ethernetdot_id/port_id  { —#% 3% v FR— 4,

slot_num A B =Tz A ADZIT Y NES,

scope eth-uplink/scope fabric a/

avy FERE

Jiy—=x EEARE
1.1.1 o=y RPBEMENnE L,
151

OB, BEDA v F—T 2 A ADAL T 4 Falb— g ET— REBBL, HE
DREERRT D HEEZRLTOVET,

firepower # scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # scope interface Ethernetl/5
firepower /eth-uplink/fabric/interface # show detail

Interface:
Port Name: Ethernetl/5
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Up
State Reason:
flow control policy: default
Auto negotiation: No
Admin Speed: 1 Gbps
Oper Speed: 1 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Allowed Vlan: All
Network Control Policy: default
Current Task:
firepower /eth-uplink/fabric/interface #
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. scope interface

EEav ok avw Uk B7L
disable BEDA v B —T =4 AW LET,
enable BAEDA v X —T 2 A=A LET,
set AVHE—T 2 A AE—RT, AV F =Tz A AT 4 Fal—

AU NI RA—HERELET,

show interface A H—=T 2 ADREEAT =X AT HIEREFZ R LET,
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scope ipsec

IPSec & — K% BAtET 5 I21%, scopeipsec =~ > K& L £,

scope ipsec

scope ipsec .

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH A,

t¥a T g TR

avy FERE

FEREDAA RZM4 Y

J1)—=x EERNE
1.1(1) awr RPMENMENE L,

BN GA T2/ FTZOE— RERHT H0EITHY 8 A,

151
WOHFIL, IPSec E— R&BHIET D HEEZRL TWET,

FP9300-A# scope security
FP9300-A /security # scope ipsec
FP9300-A /security/ipsec #

BEav> R

avw Uk SRER
show connection IPSec DEEHLIFEREF T LET,
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. scope ipv6-config

scope ipv6-config

777V DIPV6 FHA L F—T 2 A AERETE D86, IPv6 REET— REIAT DI
X, 777 Vv A X —axy k E— KT sopeipve-config =~ REMH L £,

scope ipv6-config

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
ATV R E—R 777V A —axs FE—F
avy FERE J1)—=x EEAR

1.1(1) awr RPMEMNESNE L,

ERLDHA LSq Y BEMEAT Yz s NCIOE— FEPGT 508 EH ) $H A,

1
WIZ, IPv6 X EE— Nzl 562 R L ET,

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # scope ipvé6-config
FP9300-A /fabric-interconnect/ipv6-config #

BEav R avw YR R BA
show ipv6-if IPv6 BHHRA X —T = A AFRERRLET,
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scope Idap .

scope ldap
Lightweight Directory Access Protocol (LDAP) 2> 7 4 ¥ =2 L —3 3 > F— R&EET 5123,
scopeldap =~ > REMHL £,
scope ldap

BX DA Zoawy RIZEBIEELEFXF—T7— NiEdH ) A,

avU R E—F

scope security/

avy FERE

FEREDAA RZM4 Y

J1)—=x EERNE
1.1(1) awr RPMENMESNE L,

BN GA T2/ FTZOE— RERHT H0EITHY 8 A,

1

WOHIL, LDAP E— R&BET L HEEZRLET,

firepower# scope security
firepower /security # scope ldap
firepower /security/ldap #

BEav> R

avU kR

Bl

create ldap-group-rule

LDAP 7 A B — F)—F Jo—)L T A —F Ve L £,

create server

%= U7 ¢/LDAP E— FC, # L) LDAP % — S—%{Efk L %
—§—O

Y% =2 VT (/LDAP/Y—/R—F— R T, SSL OFNb/HENI L
DEFEIFERLDAP Y —R—BHH T XA =X EZRELET,
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. scope licdebug

scope licdebug

TARVAE—RDLTIA VAT Ny 7 E— REHIET 5121%, scopelicdebug 2~ K%

BRALET,
scope licdebug
BX DA Zoawy RITFFIEELIEIF—U—RiEdb v HA,
ATV RE—F License mode
vy FERE )1)—=x EERNE
1.1(1) awr RPMENMESNE L,
£l
ROBNE, TFA B AT—KNETA VAT Ay T T— RethT 5 HikaRL
TWET,

FP9300-A # scope license
FP9300-A /license # scope licdebug
FP9300-A /license/licdebug #

MEav R av vk 5 BA
scope license T4 A T— RERBLET,
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scope license .

scope license

TA A ET— REBMHT HI2I%, scopelicense 2~ REMHHLET,

scope license

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH A,

FEDa<vw s KE—FK

avy FERE

J1)—=x EERNE
1.1(1) awr RPMENMENE L,
451

WOENL, EXEC LSS T A A F— RERGT B HEEZRTLTONET,

FP9300-A# scope license
FP9300-A /license #

avUk B2l
show license —HEFTRTOTIA LR Ry r— U OE RN R L E
D
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. scope mem-leak-logging

scope mem-leak-logging

AH 7 P L—RARETEUCSM 7ot ADAEY J—7 2RETE 5 X927 5121%, scope
mem-leak-logging =~ > RZ{EfA L £7°,

scope mem-leak-logging 7% &
XD AE JTDAEY V= a7 ERELET,
9wV R E—F scope monitoring/scope sysdebug

FEHEDAA KS4y ZO0Oa~vry FEEALT, ATV —IBBELZANILT, HELLEYrERADAEY J—7
OREEZT Ny 7L, AH w7 ML —REAZNILET,

1
ROBNE, /2 TOREEREL, AF v 7 PL—RAE— RFeNTTL2HkERLT
b\iﬁ‘o

Firepower#scope monitoring

Firepower /monitoring# scope sysdebug

Firepower /monitoring/sysdebug# scope mem-leak-logging
Firepower /monitoring/sysdebug/mem-leak-logging # set ?

appag-log Memory Leak Logging for appAG
bladeag-log Memory Leak Logging for bladeAG
dcosag-log Memory Leak Logging for dcosAG
dme-log Memory Leak Logging for dme
extvmmag-log Memory Leak Logging for extvmmAG
hostagentag-log Memory Leak Logging for hostagentAG
licenseag-log Memory Leak Logging for licenseAG
nicag-log Memory Leak Logging for nicAG
portag-log Memory Leak Logging for portAG
rsdag-log Memory Leak Logging for rsdAG

serviceorchag-log Memory Leak Logging for serviceOrchAG
sessionmgrag-log Memory Leak Logging for sessionmgrAG

statsag-log Memory Leak Logging for statsAG
svcmonag-log Memory Leak Logging for svcmonAG

Firepower /monitoring/sysdebug/mem-leak-logging # set statsag-log enable ?
<CR>

stacktrace Stacktrace for Memory Leak Report

Firepower /monitoring/sysdebug/mem-leak-logging # set statsag-log enable stacktrace ?
off Off
on On
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scope monitoring .

scope monitoring
VAT A E=HY T B— RERBT HI2IE, scopemonitoring 2w REMBHLET,

scope monitoring

BX DA Zoawy FIZEBIEELEF—T—NEH D A,
ATV R E—F TEOav FE—R
avy FERE )1)y—= EERNE

1.1(1) awr RPMENMENE L,

EELOAA FSAq Y BHAGAT Vs hCIOT— FEHIHT 208D Y A,

1
KON, E=2V 7 E— R&2BET 5 EEZ R LET,

FP9300-A#scope monitoring
FP9300-A /monitoring #

BEa<> R av U R SR BA

show server status P RDORAT—H 2T HIEREFRLET,
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. scope org

scope org
kT — FE2BMAT 51i%, scopeorg 2~ R&EEH L F9,
scopeorg [org_hame]

BX DA org_name (EE) M4,

AU R E—F fEEOa~vy FE—F

avy FERE )1)—2x EERNE
1.1(1) awr RPMEMNESNE L,
£l
WOFNE, FHkE— FZBGT 5 HEEZRLTOVET,
FP9300-A# scope org orgl00
FP9300-A /org #

MEa<v R avw kR E5BA

show org RETRSINTOWAMME Y 2 P LET,
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scope packet-capture [}

scope packet-capture
Ny N ¥ STy B— R T 512X, scope packet-capture =~ > K& L £,

scope packet-capture

BX DA Zoawy FIZEBIEELEF—T—NEH D A,
ATV R E—F TEOav FE—R
avy FERE )1)y—= EERNE

1.1(1) awr RPMENMENE L,

EELOAA FSAq Y BHAGAT Vs hCIOT— FEHIHT 208D Y A,

1
ROBNL, N7y b FrTF Y T FERGTLHEEZRLTHET,

FP9300-A#scope packet-capture
FP9300-A /monitoring #

BEa<> R av U R SR BA

traceroute Fv FU—2 EORIDF AL A~DL— R % FL—2 LET,
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. scope password-profile

scope password-profile

NAT— R Fa7y AV E— ReRftET 5I21%, scopepassword-profile =2~ RZHH L &
R

scope passwor d-profile

X DA ZOa=wy RIEBIEELIIF—U—REH 0 £ A,
aAav>Y RE—F X207 0 F—F
av Y FRER J1)y—=x EERNAE
1.1(1) awr RPMEMNESNE L,
151
WOENL, N"AT— K FadrALtX2UTF 0 B— REBBTAFEEZRLTHD
F7,

FP9300-A # scope security
FP9300-A /security # scope password-profile
FP9300-A /security/password-profile #

BEa<w> KR avw > R SR BA

show password-profile | <X — k 71 7 7 A LA R LE T
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scope profile .

scope profile

Smart CallHome 8 X A~ —F T4 B AD%EET 0 7 7 4 )V E— F&BlaT %1213, scope
profile =~ K&HHALE7,

scope profile profile_name

BX DA

aAvU R E—F

profile_name Side 70 7 7 A VDL ET, 1~ 16 XFTT,

Callhome (/monitoring/callhome/) E— R

av Y FNERE

)1)—= EEANAE
1.1(1) awy RPRBMEE L,
5l

WROFIE, 7o 77 ANV E—REHRIBL, 207077 AA LV TREISNTWDIEE
FoRT D IHEERLTHET,

FP9300-A /monitoring/callhome # scope profile SLProfile
FP9300-A /monitoring/callhome/profile # show destination

Destination:
Name Transport Protocol Email or HTTP/HTTPS URL Address
SLDest Https

https://tools.cisco.com/its/service/oddce/services/DDCEService
FP9300-A /monitoring/callhome/profile #

BEav> KR

avUFR L]

show profile BREERZIN TS Smart Call Home & A~—F T4 7D
a7 57 A N%Y A KLET, monitoring/callhome &— K THEHT
TET,
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. scope reservation

scope reservation
FA Y ATHIT— REBlthT 51215, scopereservation 2~ > R&EEHA L £,

scopereservation

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
AT R E—F License mode
av Yy FERE J1)—=x EERNE
1.1(1) awr RPRBIMEE L,
451

KOHFNT, A48 A F— RO TRE— RERBT L HEZ R L TOWET,

FP9300-A# scope license
FP9300-A /license # scope reservation
FP9300-A /license/reservation #

EEa<vU R av YR BT
request universal FHRIFERa— RE2ERLET,
show license —HEITTRTDOTA B A Ry =V ORI EFRR L F
D

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



| sa=vr
scope security .

scope securlty
tX= U7 4 B— FEBIHT HI21E, scopesecurity =~ REHHLET,

scope security

BX DA Zoawy FIZEBIEELEF—T—NEH D A,
ATV R E—F TEOav FE—R
avy FERE )1)y—= EERNE

1.1(1) awr RPMENMENE L,

EELOAA FSAq Y BHAGAT Vs hCIOT— FEHIHT 208D Y A,

1
ROBNE, ExF =2V T 1 E— FEBBTLHEERLET,

firepower# scope security
firepower /security #

BEa<v R avw kR 5 EA
show security EXECE— RTClL, BIFEOEF 2V T 4 R —ICBT 51 AE R
~LET,
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. scope server

scope server

P—N T— REBMET 5 I21E, scopeserver 2~ REHH L ET,

scope server {id|dynamic_uuid|chassis id/blade id}

BX DA id P—N1ID, 1~ 255 DEHL,
dynamic_uid P —_OBEPLH—E ID (UUID) .
chassis id/blade id Yy —VBRLOT7 L —RFIDEEH L TRES NI — 3 n/mfEX
TANTLHHENDHY £77,
GE)

Uy —Y IDIEEIC 1 TY,

ARV R E—F EXEC T—F

av Y FEE 1) —2 EERAE
1.1(1) a~y RRBMEhE Lz,
51

WOBNL, == F2BlaT 2 HEE R LET,

FP9300-A# scope server 1/1
FP9300-A /chassis/server #

BEa<v> R avwU R R BA

show server adapter =Dy NT—7 THTRIET HERER R LET,

show server identity P— DO IDIEREFRLET,
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scope service-profile .

scope service-profile
P—E R Fu7 A E— RZBtAT 5121, scopeservice-profile 2~ REH L £,

scope service-profile {dynamic_uuid| org| server }

¥ESCDEREA dynamic_uuid H—E 2 Fr 77 A LB UUID,
org =R 70Ty A IMER I NI O4F, 1~16 LFTT,
server Y—ER T 77 A NIMER S LT —3D 1D,

avU R E—F EXEC £—F

avy FER Jyy—= EERNAE
1.1(1) awr RPMEMNESNE L,

ERLEDHA KSqY o0gA Ty arERELTIOa~vy REERT 52, kB L0z offior—e 2 7n
T ANADTTICHFEL TWABLERD D £,

server AV a VEBELCIDavy REFEHET 512, —NID, £y vy—v 1D &
7L —FID wm ) ZEHAL T —NE2HEETEET, Vr—IDIFFITLTT,

il
ROBNE, y—ER TnT77 AV = NG 55E2R L TOVET,

firepower # scope service-profile server 1/1
firepower /org/service-profile #

BEa< > KR avw > kR SR BA

show service-profile H—b R Fa7 7 A EREERLET,
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. scope slot
scope slot
FFED SSPEV 2 — /LD A1 v b T— FEMIHT 521X, scopedot =~ REFH L ET,
scopedot slot ID
B DA dot_ID/id EFEVa—/ Ary FEHNLET, FP9300 D&E. T OfEIE 1,
2, FRIE3OWVT AN £F, FP4100 DGE, ZOfEIZ1 T
—é—o
ATV R E—F scope ssa/
avy FEE )1)y—= EERNE
1.1(1) avy RBEMSIVE LT,

EELDHA KSA> ARy b E—FTE BT AR EOT TV r—var A A=V HHTEET,

il
ROFNE, Avy b '— Raftad 5 h5EzR "L TWET,

firepower# scope ssa
firepower /ssa # scope slot 2
firepower /ssa/slot #

BEa<v> R av R SRER
show security X2 U T A EREERLET,
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scopessa [Jj

SCope ssa
X2 U7 4 —ER (ssa) T— FZBHIHT HIZIX, scopessa 2~ REFEHLET,
scope ssa

B DEREA Zoavy RIZEBIEELIEF—U — RiEdb b A,

aYURE—F EXEC £—F

av Y FERE 1)1y —=x EENR
1.1(1) awr RPMENMENE L,

EELOAA FSAq Y BHAGAT Vs hCIOT— FEHIHT 208D Y A,

151
WOHIL, ssaT— FEBMBETLHFEEZRLTVET,

FP9300-A# scope ssa
FP9300-A /ssa #

BEa<> R av U R SR BA

show security X2 VT ERERERLET,
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. scope stats-collection-policy

scope stats-collection-policy

Firepower OFERET U 7 D 1 DIZHEFHEHRINER U > — % AJ1§ 5 I121%. scope
stats-collection-policy =~ > R&#H L £,

scope stats-collection-policy policy-area

BX DA policy-area B OIER) — =Y 7
s Adapter : 7 A 7 A B L7z EHE
* Chassis : 7 L — K ¥ — B L 72 R RHE

sFex | RESNTZT7 77V v =7 A7 o Z |\ ZBEHE L fetHE

o
cHost : ZORY =TSRV R — F SNHEEDOT L — AL
ZTY,

sport : P—NAKR—h, 77V o7 f—H%xy bFR—F, B
XOT TV Ty AN F 0 R— NaegieAR— MIHE
B L7 KRS

s server : Y — N ZRHH U 7= HEEHE Ho

ATV R E—FR scope monitoring/
avr FERE )1)—2 EEAR
1.1(1) avy R BIERE L,

ERLDAA LAY SRHEBIE, ¥ AT AOEROBIET Y 7 IcoWTIUEL . #ETE £,

set collection-interval =~ > RZ2@iH LT, HaHEREINET H2HELER L, =t
reporting-interval =~ > RZfH L T, #HeHEREAHRETHIHELZERLET, ZbDORIE
THAHERINER Y > —RNEZRSNET,

WEA L H— VB OREHT — 2 RA V MRIETEX A L H 1, A o & — 33U
T H—L I HERELRDET, ZHICED., B/AME, BeRE, EHEEFE L CHiEd
DIt —2 Nt s E 4,

N

GE)  HRE Y 7 ZLIZT 7 4V MHEEHEMIER Y > —0N 1T o5 0 9, IBINTH G mRIE
RN —ZERTCEETA, £77. BEOT 74V R —2HIBRTEEFA, T 74/ b

WY =% BHT D2 LT BATRETT,
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scope stats-collection-policy .

il

OB, N— b OREHERNERY > —2 AN L, IEMFEEZ 1 2ICREL, bAR—
MERRZ 30 JIZEREL. FF v rvarEdaly MO HEEZRLTHNET,

firepower # scope monitoring

firepower /monitoring # scope stats-collection-policy port

firepower /monitoring/stats-collection-policy # set collection-interval lminute
firepower /monitoring/stats-collection-policy* # set reporting-interval 30minute
firepower /monitoring/stats-collection-policy* # commit-buffer

firepower /monitoring/stats-collection-policy #

CEEEIS ST 358

set collection-interval BRI OISR 2 FRE L £ 77

%I
set reporting-interval HERHF R OGS 2 f5E L £,
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. scope stats-threshold-policy

scope stats-threshold-policy

VAT ADALR=R L FO 1 OICHEEHERL EVER Y > —% AT 51T, scope
stats-threshold-policy =~ > RZ#f L £,

scope stats-threshold-policy policy-name

BX DA

AR FE—F

policy-name ANTHREEDO LEVERY > — D4,

S F oy b PSR MR =Ry kT T Y L
NG, FEHERO LEWERY O—2 1k L7720, HIfrTE
o BFOT 74NV R U —DREFRETE D0, ZHHONR
U > —DH4 . default % policy-name i A L E5,

scope eth-server/

scope eth-uplink/

scope org/
avy FERE )1)—= FEAR
1.1(1) avy RBNEMSvE LT,

FEREDAARZA Y

EHEHR LEWER Y =%, AT AOREDOMEIZ OV TOMEHEREZE=F L, HEX
NI LEVEZ B TCHEITITA N MEAERLET, f/MEEBERIEOW GO L EVMEZ R
ETEET, =& 21X, CPUDIRENFEDEZ B X 25560, —"ZmEICfH L T\
D, —_"OFEHIZRBRH LG, TI7—LE2RETDHLIICHR) V—2FHETEE
7

A=Yy b Y= KR—=bELFA =Y Ry b T o7V 7 K= I LIZT 740 F O
HRMLEWERY =3 125H 0 £, BIMOFEHERL EWVER D O —3ERTE A,
Flo, ZOaAYR—F FOBFEDOT 740 b R o—ZHIRTEEEAL, 774V R
B EET BT T,

=77 L. ffﬂ%&{_*‘ N (Scope org/) Tliﬁ‘ﬁﬁﬂéﬁf&@ L%b\ﬂﬁ:/_ﬁ D) VM%(’FEJZ:J%J:O@H‘%“C%i
9, FEHC OV TCIE, create statsthreshold-policy =~ > RSB L T 2 &0,

\)

GE)  setcollection-interval =~ > R&MFH LT, MeHEREZNETIHELZTEE L, st

reporting-interval =~ > RZfEH L C, HaHEMEZRET OHELERLET, ZNAHLDOMIB

THEHERINERY > —RNERINET,
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scope stats-threshold-policy .

il

ROBNL, T 7N DA =Py 8T v 7V o IHEHERO LEWERY > —% 3
HL, =7 —HFHE#RY 7 AZ2{ER L., KEILEMAE (CRC) =7 —h v h7FasN
T4 ZER L, BR—Y IR O®EE D CRC=F— 7 h% 1000 IZFEE L., 1@
WA O L VME 1250 2B L, 7 7 A% a3y NI D HEEZRLTOVET,

firepower # scope eth-uplink

firepower /eth-uplink # scope stats-threshold-policy default

firepower /eth-uplink/stats-threshold-policy # create class ether-error-stats
firepower /eth-uplink/stats-threshold-policy/class* # create property crc-delta
firepower /eth-uplink/stats-threshold-policy/class/property* # set normal-value 1000
firepower /eth-uplink/stats-threshold-policy/class/property* # create threshold-value
above-normal warning

firepower /eth-uplink/stats-threshold-policy/class/property/threshold-value* # set
escalating 1250

firepower /eth-uplink/stats-threshold-policy/class/property/threshold-value* #
commit-buffer

firepower /eth-uplink/stats-threshold-policy/class/property/threshold-value #

WOHITIE, MRt — REREL, —_EeH— N aR—3x MREHERIZH LW
MEHBEHM L EVMER Y > —Z2 1B L, CPUBRERHERD LEVVERY v —27 7 2%
ERR L. CPUIREZ 1 /37 ¢ Z/ER L, #% O CPU IREZHEIC 48,5 FEIZIEE L, &
WL OEE LS WVEZEBRSOEICER L, TP rvarehkzaly b5 h
EERLET,

firepower # scope org

firepower /org # create stats-threshold-policy ServStatsPolicy

firepower /org/stats-threshold-policy* # create class cpu-env-stat

firepower /org/stats-threshold-policy/class* # create property temperature

firepower /org/stats-threshold-policy/class/property* # set normal-value 48.5
firepower /org/stats-threshold-policy/class/property* # create threshold-value above-normal
warning

firepower /org/stats-threshold-policy/class/property/threshold-value* # set escalating
50.0

firepower /org/stats-threshold-policy/class/property/threshold-value* # commit-buffer
firepower /org/stats-threshold-policy/class/property/threshold-value #

BEa<TUR

avvk L)

create class HEHEROFT LT T AZER L E T,

create property MEHERD 7 7 ADF LT 3T ¢ BERLET,

createthreshold-value | 7 5 2 7135 (|2 L& VM (above-normal % 7213 below-normal)
EHRELET,

scope stats-collection-policy &— FZBHAs L £ 9, Z 2 Tl #eHEFHROIL

Stats-collection-policy |4 » ik Rk & B TE £
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. scope system

scope system

VAT NEBE— RERLBT HITIL, scopesystem a2~ REFEH L E T,

scope system
BX DA Zoavy FEFIEEZEF—T— s FHA,
avYURE—F EXEC £—F
av Yy FERE 1)1y —= EEAR
L1(1) avy FRBIMESNE LT,

FEHEDHA KSA4y ZOEF—RTE, a7 4F2Lb—valTyA VDT AR— A VR— R RE VAT
LRECEHTEET,

1
ROBNE, AT DEHE— FERGT 272 L THET,

firepower# scope system
firepower /system #

BEEavTR av U R SR BA
show system TDOFNRA ATHRESNTWAH VAT AT AERE2FRLE
£
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scope vnic

scope vnic .

AR NIC & — RZBAAA3 5 121%, scopevnic =2~ REEH L £,

scopevnic dynamic_mac

B DEREA

AR E—F

dynamic_mac RAENIC ¥ A F v 27 MACT RL A,

EXEC E— I

YP—r2 a7y AL EF—F

avy FERE

)1)—= EEAR
1.1(1) vy RRNEIMESE L,
51

wROFNE, T — FTRAENIC F— FZ2fnT 2 HEEL2 R LTV ET,

FP9300-A # scope org orglO

FP9300-A /org # scope service-profile splO
FP9300-A /org/service-profile # scope vnic vNIC10
FP9300-A /org/service-profile/vnic #

BEa<TYR

avw vk SR BA

show server adapter FHFREZR Ry NU—2 TH T ZICET OB RELRLET,
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. scope vnic
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setav> K

» set absolute-session-timeout (250 ~X—17)
» set account-status (251 ~3—73)

* set address (252 ~X—73)

* set admin-state (253 ~X—17)

* set auth-server-group (254 ~X—737)

« set authentication (255 ~<X—73)

* set auto-negotiation (256 ~X—73)

s setcert (257 X—7)

» set certchain (259 ~X—71)

* set (certreq) (261 ~X—73)

* set (cfg-export-policy) (264 ~X—737)

* set (cfg-export-reminder) (267 ~—73)
esetcli (268 ~X—30)

s setclock (270 =X—7Y)

» set cluster-control-link network (271 ~X—73")
* set collection-interval (272 ~X—)

» set con-absolute-session-timeout (274 ~X—1)
* set con-session-timeout (275 ~<—137)

* set cpu-core-count (276 ~X—137)

* set deploy-type (278 ~<—)

 setdescr (280 ~X—7)

* set duplex (281 ~X—7)

» setemail (282 ~X—7)

* set enforce-strong-password (283 ~X—37)
* set expiration (285 ~X—7)

* set (export-config) (286 ~X—3)

« set firstname (288 ~X—77)

» set flow-control-policy (289 ~X—1)

» set (flow-control policy) (290 ~—73")
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* set frequency (292 ~<—73°)

» set http-proxy-server-enable (293 ~X—1)
» set http-proxy-server-port (294 ~X—73")
* set http-proxy-server-url (295 ~X—1)
* sethttps (296 ~~—27)

« set (interface) (299 ~<—3)

* set keyring-name (303 ~X—17)

* set lastname (304 ~X—3)

* set link-state-sync (305 ~X—3°)

* set local-address (306 ~X—73)

s set log-level (307 ~X—7)

« set max-login-attempts (308 ~<—)

* set message (309 ~—73)

* set min-password-length (311 ~X—3")
s setmode (312 X—7)

 setmodulus (313 ~X—7)

* set out-of-band (314 ~X—7)

s set password (316 ~—7)

* set password-encryption-key (317 ~<—17)
* set (password-profile) (319 ~<X—1)

s set phone (321 ~X—7)

* set (port-channel) (322 ~<X—7)

* set port-channel-mode (326 ~X—73")

s set port-type (328 ~X—7)

* set port-type (aggr-interface) (333 ~—73°)
« set prefix (337 ~X—73)

* set protocol (339 ~X—73)

s setrealm (341 ~X—7)

» set refresh-period (342 ~X—73)

s set regenerate (343 ~X—7)

* set remote-address (344 ~—1)

* set remote-ike-ident (345 ~X—737)

* set remote-subnet (346 ~X—13)

* set remote-user (347 ~X—7)

» set reporting-interval (348 ~X—73)

» set resource-profile-name (350 ~X—73)
* set session-timeout (352 ~X—)
esetsnmp (353 ~<X—73)

s set (snmp-trap) (355 ~—73)

* set (snmp-user) (358 ~X—73)

* setspeed (360 ~X—7)
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» set speed (aggr-interface) (362 ~<X—737)

* set ssh-server (365 ~X—3)

s set sshkey (366 ~<X—)

* set startup-version (367 ~X—1)

s set timezone (368 ~X—7)

« set trustpoint (370 ~X—73)

* set use-2-factor (371 ~—3)

* set user-account-unlock-time (372 ~X—73")

* set user-label (373 ~X—°)

» set value (create bootstrap-key FIREWALL MODE) (375 ~X—3)

« set value (create bootstrap-key MANAGEMENT TYPE) (377 ~<—2)
« set value (create bootstrap-key PERMIT _EXPERT MODE) (378 ~<X—3)
s setvlan (380 ~X—72)
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. set absolute-session-timeout

set absolute-session-timeout

Wty ary XA LT T NERET HITIE, set absolute-session-timeout =~ > K& L
F7,

set absolute-session-timeout seconds

BX DA

AUk E—F

seconds Web., SSH., BL W Telnet v a v Difixtty v ay A4 LT W
o fHIZ0~3600 P THRETEET, ZDXA LT U M EEHIC
THITIE, EEOICRELET,

7 7 4V NIBGE (/security/default-auth) E— K

avy FERE

FEREDHA FS14 Y

J1)—=Xx EEAR
1.1(1) awr RPBENESNE L,

Yy g COERRICEGRR LS, FBELEZZA LT Y FMEARET S L. ey gy
HADLT U Mo Ta—F vy a i AUONET, Z0HNZX A LT 7 M, U T
oY —)b, SSH, HTTPS Z & T _XRCOERDOT 7 v Az LTl u— UWZmMA S nE
KR

il

WOBENEL, T 7/ bOFFEE— REBMB L, 7 XCTORy v a Ot Z A4 27 7
h& 4 0CRRET D HEE R L TOET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set absolute-session-timeout 240
FP9300-A /security/default-auth* # commit-buffer

FP9300-A /security/default-auth #

BEEavT YR

avw YR ERBA

set refresh-period Web v a CREFHIMARELET,

show detail BUEDE vy v a v BRIty a v A LT U MREEZFRL
£
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setaccount-status [}

set account-status

0=V 2= ThT L NeT 7T 4T T 20T 7T 4 7T 205 ET DHITIE, st
account-status 1< > K& L £,

set account-status {active|inactive}

X DA active nO—H) 2= ThT L FRANNCRD L HICHEELET,
inactive B—HN 2= T H T SR D K OICHRELET,
9T R E—F 1 —# /)L 22— (/security/local-user) E— F
av > FERE )1)—2 EENE
1.1(1) awr RPENESNE L,

EELEOHA KSqY SO~y REFHT 51203, admin £7213 AAAHERZFf o2 —F THLILERH Y £,
admin 2 —% 7 AT MIFIZT 77T 4 TICRESNET, ZHITTEEHA,

51
KOBNIL, m—H N a2—HFE—FREHBEL, a— V2= T N2IET 7T 4
T B EE R L COVET,

FP9300-A # scope security

FP9300-A /security # scope local-user test_user

FP9300-A /security/local-user # set account-status inactive
FP9300-A /security/local-user* # commit-buffer

FP9300-A /security/local-user #

BEa<v> KR avU R SR BA

set expiration =W T h v FRYIREIIUC R D A AR E L T,
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. set address

set address

SavwU R |

Smart CallHome ¥ 7213 A~— K T4 B ADBHRDODEF A —/NV T FLAEZIZURLT KL X
ZRETHITIE, setaddress 2~ FAEH L £,

set address address

BX DA

O R E—F

address Smart Call Home £7213A~—h T4 L ADBHRDEFA—L T
KL A F 7713 URL,

scope monitoring/scope callhome/scope profile/scope destination/

avy FERE

FEREDHA K542

)1)y—= EERNE
1.4(1) avy RPRBEMEE L,

£~ Firepower 4100/9300 > — /1, Smart Call Home 7 A € > AFRFERE2ITA~—F T4 &
VABTITA N Y= NIRETOIRNERNHYET, Zoavr REEHLT, EFA—NLE
721X HTTP/HTTPS ® URL 7 KL 2% T A4 B AD%EE L THELET,

5}4)ifl/;iamaEﬁ%ﬁﬂlhttps://tools.cisco.com/its/service/oddce/services/DDCEService

VAVAZE BN %%“‘/ﬁﬂm . https://ip address/Transportgateway/services/DeviceRequestHandler

151
WOFL, Smart Call Home DFE5c & {EK T 2 HikZ R L TWET,

firepower # scope monitoring

firepower /monitoring # scope callhome

firepower /monitoring/callhome # scope profile SLProfile

firepower /monitoring/callhome/profile # scope destination SLDest
firepower /monitoring/callhome/profile/destination # set address
https://tools.cisco.com/its/service/oddce/services/DDCEService
firepower /monitoring/callhome/profile/destination* # commit-buffer
firepower /monitoring/callhome/profile/destination #

EEav> R

av Uk B

create destination %1 L\ Smart Call Home D%65¢ % 1k L £ 9,

delete destination BETF D Smart Call Home 365G % Bk L £ 9,

set protocol Smart Call Home 56560 N5 v AR — |k 71 ha L xHELET,
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set admin-state .

set admin-state

Smart Call Home 7~ U o — DOEBURIEZ %N F 72133 5 121E, set admin-state =~ N %
EALET,

set admin-state {disabled | enabled}

X DEREA disabled WY T —OFHRRE A NI E L E T,
enabled RY o —OFHIREBEHNRELET,
ATV R E—F scope monitoring/scope callhome/policy/
av Y RERE )= EEAE
1.1(1) a~wy RRBMEhE L,

FEEEDHA KSqy ZO0a~xr FEEALT, BEMT ONERRE —BT DEEEITT AT LA FEAE
L728&1C, CallHome R Y 2 —%& A F =7V KTI2IZT 4 =T /M LET,

51
wOFNE, link-down A X2 I L Call Home RV > —%BHtE L. 42— T 5
JiEERLUET,

firepower /monitoring/callhome # enter policy link-down
firepower /monitoring/callhome/policy* # set admin-state enabled
firepower /monitoring/callhome/policy* # commit-buffer

firepower /monitoring/callhome/policy #

EEav2 K avo kR BLL]
enter policy Smart Call Home AR U > —% AT LE T,
delete policy REAZ0 Smart Call Home 78V S — & Bl LE7,
scope policy Smart Call Home N U & —ZHZhZ L £,
show Call Home D% E F7213A Y —IZT 2 FH AR R L ET,
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. set auth-server-group

set auth-server-group

T 7 4V N OFRFEY— N )V —T R FRET DX, set auth-server-group =~ > K& L £
R

set auth-server-group admin

KT DR admin RREY —/N T =T DA,
avyY R E—FK T 7 4V FRRFEE— K
av Y REE J1—2 EERNE
1.1(1) gy RBBIMSHE L,
451

KON, 77 4V FOFRFEY—N T NV—TZfRET D HEEZRLTHWET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set auth-server-group admin_server
FP9300-A /security/default-auth* # commit-buffer

FP9300-A /security/default-auth #

BEa<> R av R SR BA

set realm T 7 H N ORBFEY—EAETRELET,
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set authentication

04T HBEBIONa Y — LR — MEH T FXOS CLIIZ##59 2 Bi o
FREF SR AR ET HITIE. set authentication =~ R&fFH L £,

set authentication

set authentication .

DL —Y—DF 7 4/

BX DA ZOavy REFIEEZEF—T—FiEd v A,
ATV R E—F scope security
av Y FERE )1)—= FEAR

2.10(1) awr RPRBMEE L,

GEELEDOHA KS4> RI7A LV THEBLOa Y —)LR— MEH T FXOS CLUCER T B0 2 —HF—DF 7 4 1

FRAEG NERETE ET,

1

ROFNE, ExF 2V T 4F— &ML, 7740 FRGETRERET 2 H7iEE R L

TWEJ,

firepower# scope security

firepower /security # set authentication
console Console authentication
default Default authentication

BEa<w> R avw >R SR BA

show authentication MEFEORGFY—E A2 HF R LET,
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. set auto-negotiation

set auto-negotiation

AVE =T A ZAOHBR AT — a UEANELITENCT HIT1E, set auto-negotiation

o< REFEHRALET,

set auto-negotiation {on | off}

SavwU R |

BX DA

ATV R E—F

on EE) BExIL=— g RN e £94,
off EE) AfRI = — arBNAF 72k £9,

scope eth-uplink/scope fabric a/scope interface/

avy FERE

FEREDHA K42

J1y—=x TEAR
2.1.1 o=y RPMEBEMENE L,

ZOavy RIBEDR— KN A4 7O THERELET,

1
wROBNL, BER A= g AN EIIENCT 5 HGEE R L TOET,

Firepower-9300 # scope eth-uplink

Firepower-9300 /eth-uplink # scope fabric a

Firepower-9300 /eth-uplink #/fabric # scope interface Ethernet2/1
Firepower-9300 /eth-uplink/fabric/interface* # set auto-negotiation on
Firepower-9300 /eth-uplink/fabric/interface* # commit-buffer
Firepower-9300 /eth-uplink/fabric/interface #

BEav> R

avw > kR £ BA
scope inter face LB =T 2 A ADA —H Ty kA v B —T = A ZADW A FF L
i‘a—o

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



| sa=vr

set cert

RSA GFHZEZ X — U 72BN 212, setcert a~> REEAL £,

set cert

setcert [J]

BX DA

AU R E—F

Zoa<wy RIIBIEELITF—U— I T A,

¥F—U o7 E—F

avy FERE

FEREDAA RZM4 Y

)1y—2 FEAR
1.1(1) avy RBEMEE LT,

a<wy REANTHE, GFHEOTFRA M AT L RO ONET,
ENDOFBUF # A )T 5B NH Y £79,

151
wOFNL, IEHEOT XA M aeX—V VI ANTEHEEZRLTWVET,

FP9300-A /security/keyring # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

MITIFgDCCAS5CgAwIBAgIBBDANBgkghkiGIO9wOBAQsFADBWMQOswCQYDVQQGEwWJVUzZEL
MAkGA1UECAWCQOExDDAKBgNVBACMALINKQzEOMAWGA1UECgwEFQ21zY28xDTALBgNV
BAsMBEFNUQ1UxCzAJBgNVBAMMAKNBMROWGAYJKoZIhvcNAQkBEFgtzc3BAC3NwLmS1
dDAeFw0xNjEyMTUyMTMONTRaFw>0yNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTALVT
MQswCQYDVQQIDAJDQTEPMAOGA1IUECgwGbmV3c3RNMRAWDgYDVQQLDAduZXdzdGJ1l
MRMwEQYDVQQDDAppbnR1cm0xLWNhMSgwJgYJKoZIhveNAQkBFhlpbnR1cmOxLWNh
QG1ludGVybTEtY2EubmVOMIICIjANBgkghkiGIwOBAQEFAAOCAGS8AMIICCGKCAGEA
wLPpNNnyEx5I4P8uDOW>KWEF3IZsegjhLANsodxuAUmhmwKekd0OpZZxHMwlwSO4 IBX5
41tJS0xyXFzPmeptG30XvNgCcsT+4BX13DoGgPMULccc4NesHeg2z8+g3SPA6uZh
1seWNvKEnUjixbQEBtcrWBiSKnZuOzlcpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08Z2J309GW2j0eHIN84sgulEDL812R0OejQvpmEiqGUgllstkITuh+wB+V
VRhUBVG7p>V57I6DHeeRp6cDMLXaM3iMTelhdShyo5YUaRJIMak/t8kCghtGXfuLll
E2AkxKXeeveR9In6cpQd5JiNzCT/t9IQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50WNX101b96hHI7RPbG7TRXYgmcLiXY/d2j9/RuNoPJawl
hLkfhoIdPA28x1nfIBlazCmMmdPcBO6cbUQfC)5hSmk3StVQKgJICjaujz55TGGdL
G>jnxDMX9twwz 7Ee51895Xmtr24ggqaCXxJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
18w/ rFwbHzv4COFthwlJrRxHlyeHJHrL12gJ5txSavUIgrgVCJaf6/jrRRWoRJIwt
AzvnzYql2dZPCcEAYgP7JcaQpvdpuDgg++NgBtygigECAWEAAaNBMD8wWDAYDVROT
BAUWAWEB/zAvBgNVHRSEKDAMMCSgIgAghh50dHRwO1 8vMTkyLIE20C40L3I5>L21u
dGVybS57 cmwwDQYJKoZ IThvcNAQELBQADGGIBAG/Xuj Jh5G5UNo+cwTSitAezWoJA
h1dAiXZ/0YWZSxkFR1iErKdupLgLOThjnX/wRFfEXbrBQwm5kWAUUDr97D1Uz+2A
8LC5I8SWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFO0jihpPheMA+YRazalT9x]j 9KH
PE7nHCJIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgV>juaWyaWOc31Z2101
CC2tJvY3NnM567j5iesxUCeY/SZ2/ECXN7RRBViILHMA3gFKmWE 3xeNiKkxmJCxOaa
UWPC1x2V66I8DGouUz1Wyd7902dy52aAphAHC6hglzb6v+gwlT1d7UxagqVd8CD5W
ATjNs+ifkJS1h5ERxHjgcurZXOpR+NWpwEF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXaIcCcxGx71eRLpWPZFyE0i4N2NGEJOXR]z0>K/KERZgNhsIW3bQOMjcw3aX6
OXskEuKgsayctnWyxVgNngvpuz06kgyubh4+ZgGKZ5LNEXYmMGNz30EDIrUN636Tw
SJGAPHgeROzyTFDixCei6aR01GAP/Hwvb0/+uThIe89g8WZ0dj TKFUM8B8UBO3f+I1

Z DEREIZIE
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B setcen

/cbuyBO1+JrDMg8NkAjxK1J1lplc3WbfCue/qcwtcfUBYZ4153a56UNFSEf0rpy/8
B/+07Me/p2y9Luga

ENDOFBUF
FP9300-A /security/keyring* #

E&Ea< U F avo kR B
set modulus RSA F—f2# (SSLF¥—DR ) # bty MR THREL X,
set regenerate T4 K F— U T TRSA F—ZFHAERLET,
set trustpoint F—U U GEAEEHARTE DN E I DERELET,
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set certchain .

set certchain

BEDO N T A MRA L FPOFEHEDOY X b (F/215F =—>) ZAST5HI21E, set certchain
a<wr REFEHRALET,

set certchain [cert_chain]

WX DA cert_chain (1) RALRD S HUG LIFEREF = — 2,
COER BT L L, SEAFEREFHTANTLLIITRD S
NEJ,
AT R E—FR FIARRA N E—R
avy FERE 1)1y —2 TEAR
L1(1) Ay R BIMEE LT,

FEREDHA KSq > AEHFEIL Base6d = 73— N X509 (CER) 74—~ v b THLILENDHY £,

a<wy RCEETF = — V2B ELRWES, v— MNRIER (CA) ~DFBFEAEEERT D
FZARFAL FDOURNERITFEAEEZATIT L L RO ONET, ANETETTDHIZIE
ENDOFBUF & AJJ L FE T,

IEFEREZ OB IZ Wik, [CiscoFXOSCLI Configuration Guide] @ [ Certificates, Key Rings,
and Trusted Points| ZZ&M L T 72 &0,

il

WL, FILWFTARKRA L FEERLTAIIL, 2D FT7 R MRA > MZEEH
EF 2 — EAO T D HEERLTOVET,

FP9300-A # scope security

FP9300-A /security # enter trustpoint tPoint4

FP9300-A /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkqhkiG9OwOBAQQFADBOMOsSWCQYDVQQOGEWJIVUZEL
BxMMU2FulIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvdXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqhkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9asckC1d3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV

VVVVVVVVVYVVYVYV
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. set certchain

vV V.V V V

>
>

BAsSTCOVuZ21luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWEB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

FP9300-A /security/trustpoint* # commit-buffer
FP9300-A /security/trustpoint #

SavUk |

2

EavwoR av R ERBH
enter trustpoint NTZAPMKRA L FEAILET,
show trustpoint BED RN T A RRA » MEREFRRLET,
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set (certreq) .

set (certreq)

X— U U TRBEEER AT A—F HRRET AL, BREERE— N Csta~v > REEHLET,

sat {country|dns|e-mail | fi-a-ip | fi-a-ipv6 | fi-b-ip | fi-b-ipv6 | ip| ipv6 | locality | org-name | org-unit-name |

password | state | subject-name}

X DA country (EE) FRI2XFOEa— REHEELE T, XFIERLTTH

ETHLENRHY ET,

dns () v hU—ZIZEI0 S THND RAL 24 (FTXTORZ
Mgz dsm) AT L £, Zid subject-name Db Y T,

e-malil () BRICBEMN T bNZBT A~V T RLREEELET,

fi-a-ip ESCAER

fi-a-ipv6 HAE,

fi-b-ip KEH, 777V w7 A F—ax7 hBidb v £tA,

fi-b-ipv6 KA, 777V v A ¥ —ax7 FBIEHY EHA,

ip EE) T4 A RAAL D IPVA T RLAZIELET,

ipv6 (EE) TXA A RALVDIPV6 T RLAZIRELET,

locality (EE) FEAFEZZER L TV 2 2 hOARENFAET S H £ i3z
BELET,
K64 LFETANTEET, [LEOLF, HF, A—A, B
KT OO FEEHTEET ., (Wr~) .. (BEUAR) |
@ (Tyb~—=7) A &Ex Ty (@D () FAC
B - Fyva) . (TyFx—2Rar) |+ (FT7AEHE) .
(mmy) [/ (RT7via),

org-name (LE) FEEAZZR L TV DMk EELE T,

K64 LFETANTEET, FREOXTFE, BT, A=, B
LT OO T EERCEET :, (Br~) .. (BUAR) |
@ (Tybh~v—27) A (FxT7ybh) . (EEEHEL L) AT
B . - Fyva) . (TryF—2xa7r) |+ (FT7ALE) .
(zmy) /| (ATvyva),
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. set (certreq)

AR E—F

SavwU R |

org-unit-name

(EE) MEENOEMA 24E8E L E7,

K64 XLFETANTEET, LEOXTFE, BHF. A=, B
FORORFH TR TEET ., (=) L. (UL R) |
@ (Tyh~—2) ~(FxZv b)) (EHEEL ) FAC
) . - Fyvva) . (TyF—2ar) |+ (FTALE) |
(m2my) [/ (ATvva),

password (EE)

B

(EE) FEHEZZR L TV 2RO AREDBFET DM E 723478
Koy afEELETS,

KR 64 L FETANTE IS, EEOXF, HF, A= B
FOROFHLFEMEHNTEES :, (Br~) . (EUFR) |
@ Ty hb=—2) AN EFxTy b)) (EHEFEL () AL
i) | - Fvva) o (TrFd—=Rar) [+ (FTALF)
() [/ (AT vva),

BORONAT =R AL CHERT DL 2RO b E

State

subject-name EE) v—AV 777V w7 A4 F—axy FOFEEEHM N A

A AERELET,

scope security/enter keyring/scope certreq/

avy FNERE

EREDAARZA

)1)—= EERNE
1.1(1) aw s RpBMmEnE L,

POREELR 2B E T II AN LT RIE, ROF T v a U2 L TERICET IHEHREFE L £
R

451
/<L =N

firepower
firepower

FOREESRIZBI T DM AR ET 2 HikE R LTV ET,

/security/keyring # enter certreq

/security/keyring/certreq # set subject-name FP9300-1.testnet.com
/security/keyring/certreq* # set password

Certificate request password:

Confirm certificate request password:

firepower /security/keyring/certreg* #

firepower

EEav >R

avy kR FREA
create certreq FLnx—V o VERREERZER L £,
delete certreq BEfFDx— Y » FRGEERZHIFR L £,
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set (certreq) .

avw vk Bl

enter certreq X—U U URRREERE A LET,

set (keyring) EVa— e NTARRA U e, =V v VHEEDOEFRE R E
L‘ij‘o
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. set (cfg-export-policy)

set (cfg-export-policy)

BEfFOBRET Y AR— K R =0T X —2 B {EF T IIRET HI12IL,
configuration-export-policy €— K Cset 2~ F&fMHL £,

set {adminstate| descr | hosthame| password | port | protocol | remote-file| schedule| user }

BX DS adminstate RY o —EBEEADE TN LET, EHCT D e, RED
{disable enable Ny I Ty TRRY e AP a— Ml »TE s AK— b S E
A,
descr description (EE) REAT V=7 MBI ZBMTE £, HiBlE1~256

LFTHETEET, FoiaRT v —RAa70L)IciFEAL
DEFFHEMEHATEET, XFHOERRIZIE, EIavr, VUL
R OGRIERF) . B RO oGS 2 T £428, il
W I N6 XT2MDIATZ LT TEEHA,

hostname host_ID (EE) REDODNNY I T v 7D AR— ETHD ) T— K V—
NOIPT RUVAETITIHAA MAERRELET, ZOHRA ML,
P—N, AL =T A, B—HIL RTIALT, F-ERy FT—
IR TT 7B AFRERMER OBRAMNY /EZIARAT 4 T E%®
BETEET,
GE)
FEERORA M EERT 5121, 5% E 47z DNS B —S3F i mf
RRTHLILENRHD £,

password (EE) VE— b P —~OFEGIMEHT 232U — RERELE
T, NAU—REZANLTHERT LIk ENET,

port {number |default}  ({£7E) UE— F H—"EOBEIHEHESNLIR— 2L HETEE
T, ZOF T a UNREENTWARWESILZ, 7u haltos
TH b AR—IPMERINET,

F 7 g i, 0~ 4294967295 DFR— K ID F 5T, BEO T 1
favosF 7 /v s R— ~i default T9,

protocol name UEE) RT3 77 A fint 7o baLz2RE LEd, e
AT a AIRDERY TT,

« ftp

. scp
* sftp
- tftp
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set (cfg-export-policy) .

remote-file name EEB) = AR—FENTREDT 7 AN EEGTe TNV A LR
TFLET, 1 ~128 XLFTHEETEE T,

schedule (EE) BRENHBMNIC= AR— SN DHEEFELET,
{ bi-weekly | daily | weekly} . . . . .
« bi-weekly : 2 Z &y AR— FRFEITENET,
edaily : HEHTZ 7 AR— FRFITINET,
eweekly : 1JERBIZ 1 [T 7 AR — FRFATINET,

user name UEE) VE— K FAMOERICERHIN 22— TH T b
MEEELET, 0~510 LFTHETXET,

Aa<vY R E—FK scope org/scope cfg-export-policy/
av Y RERE )= EERAE
1.1.1 awr RRNBIMShE L7
ﬁﬁﬁ.t@j]’l’ K54 > set adminstate % enable [IZE B L, commit-buffer v RETIIRITTHE, HEDOTY

AR=FIN I T—SNET,

il

KOFNL, T 74N FORELI AR—F R —FREL, R — T A—F%
MR 9 B HFiEERLTWVWET,

firepower # scope org
firepower /org # scope cfg-export-policy default
firepower /org/cfg-export-policy # set protocol scp
firepower /org/cfg-export-policy* # set hostname 192.168.1.2
firepower /org/cfg-export-policy* # set remote-file /export/cfg-backup.xml
firepower /org/cfg-export-policy* # set user userl
firepower /org/cfg-export-policy* # set password
Enter a password:
Confirm the password:
firepower /org/cfg-export-policy* # set schedule weekly
firepower /org/cfg-export-policy* # set adminstate enable
firepower /org/cfg-export-policy* # commit-buffer
firepower /org/cfg-export-policy # show detail
Config Export policy:

Name: default

Description: Configuration Export Policy

Admin State: Enable

Protocol: Scp

Hostname: 192.168.1.2

User: userl

Remote File: /export/cfg-backup.xml

Schedule: Weekly

Port: Default

Current Task:
firepower /org/cfg-export-policy #
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. set (cfg-export-policy)

TEEEIS ST 35

export-config BEOVAT AFZREEZ)E— P —NIZXML 7 7 A V& LT2Y
AR—FLET, T AR—FREAT V=7 FEERLET,

import-config URHc= 7 AR —FL7=XML Ay 7 4 ¥alb—var 77 A L%
IOTIIAT AT ar—LE T,

st WED= 7 AR— MPCHERREN LT 2 L Xl s
password-encryption-key | e — 2 f55 | 4
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set (cfg-export-reminder) .

set (cfg-export-reminder)

RETY AR— NBHA T V=7 hO/RT A —Z BB EEZIIRET HITIL,
configuration-export-reminder £— K Csat =~ > RZHH L 9,

set {adminstate|frequency}

EXDERH adminstate T AR— FOBMEANELITEDCLET, BHTDH L, R
{disable| enable EDRY 7Ty FEME T —ERSNEE A,
frequency WiER Y7 T v T EPICRET S ARERELET, ZOMmER
number_of_days WiRT D&, VAT AL TRHT T —BERSNET, ZOfk

X 1~365 A CHETEET,

Qv YR E—F scope org/scope cfg-export-reminder/
AT @R )= EREAR
1.1.3 avy FRBIMEhE LT,

FEREDHA KS4q4 Y BHEPADIR>TOLHEIE. REDTZ AR— FBEESN-HEZTE 5L, %
TAZ R TET—=PAERSNET,

1

WROFNE, =7 AR—M@HNA TV =7 e AJLTHEIC L, Ny 7T v T & ELT
TOHELEE L, RELZRTTLOHELZRLTVET,

firepower # scope org

firepower /org # scope cfg-export-reminder

firepower /org/cfg-export-reminder # set adminstate enable
firepower /org/cfg-export-reminder* # set frequency 30
firepower /org/cfg-export-policy* # commit-buffer
firepower /org/cfg-export-reminder # show

Config Export Reminder:
Config Export Reminder (Days): 30
AdminState: Enable

firepower /org/cfg-export-reminder #

BEEavT R av R SR BA

scope cfg-export-policy | gtjE= s AR —h K —& AN LET,

show BET T AR— FOBHE— FTlL, BIEOBNA TV =7 FOR
ENFRRINET,
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. set cli

set cli
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B—IF N T4y RYDIRICE Y Lo a~wy FRHAT 20T EZI3W0EED 50 E 9
D T=TNNy B— R onE I, 2w NHAT =T 07 4 — /0 FEXKYIH 720
ZH =TI AR RN T 20 E D DEFET 2123, setcli a~v > FEEHLET,

set cli {suppress-field-spillover {off |on} | suppress-headers {off|on} |tablefield-delimiter {
commalnone} }

BXDEREA

aAavY R FI4ILk

AR E—F

suppress-field-spillover  off i+ 5L, ¥—IFL ¥4 Ry THITAIT VRS E
{off |on} +,

onEHATHE, 4=V T4y RUDHTHAITEZEI Y §

LNET,
suppress-headers off T 2L, T—T N ~uX—EFRLET,
{off lon}
onr fHT AL, T—T N ANy X —FIEERICLET,
table-field-delimiter commazfiHT 5L, a~r KT —T 107 4 — L KRB
{comma | none} ~ CKEI B E T
none i3T5 &, a~r REANT—T VDT £ —) KINAAL—
AT HINET,

H—3IF N4 RuTavy REAOITEIT VIR LET,
T—T NNy X FFRREINET,
av U N7 =7 ND7 4 — ) RERELHT-DIZAR—R2HH L ET,

EEDa~v s FE—F

avy FERE

FRLEDHA KSA Y

J1)—= ZHERNA
1.1(1) gl RGBS NE LTz,

Zoavwy REERATLHE, X—XF N U4 RUDIRIZAED X olca~y FEITEIT VK
FTEZFYIVEEDLINE I D, T—T N~ —FRomTDHNEI N, a~r REhT—T 0
DT 44—V RERYBT-0ICH v~ FTRIIAR—RBFHTE2NE I iR ETE £,

il
ROPNT, 2~ FHITHEIVFED LN XD ITHREL Tb, frvik$L o2y
Y TS HEERLTOET,

FP9300-A# set cli suppress-field-spillover on
FP9300-A# show fault
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setcli .

Severity Code Last Transition Time ID Description

Warning F16520 2010-01-21T18:33:22.065 5785755 [FSM:STAGE:RETRY:]: detect

mezz cards in 1/6 (FSM-STAGE:sam:dme:ComputeBladeDiscover:NicPresence)

Condition F77960 2010-01-21T18:32:31.255 1089623 [FSM:STAGE:REMOTE-ERROR]: R
esult: end-point-unavailable Code: unspecified Message: sendSamDmeAdapterInfo: i
dentify failed

FP9300-A# set cli suppress-field-spillover off

FP9300-A# show fault

Severity Code Last Transition Time ID Description

Warning F16520 2010-01-21T18:33:22.065 5785755 [FSM:STAGE:RETRY:]: detect
Condition F77960 2010-01-21T18:32:31.255 1089623 [FSM:STAGE:REMOTE-ERROR]: R

FP9300-A#
BEa<v> KR av R R BA
show cli HEDOCLIREEZERLET,
terminal H—=3IF 74 RUICERREINDITEB I OITOREZHE L F
7,
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. set clock

set clock

FXOS T/ 1 v 7 ZFETHRET DITIL, setclock =~ REMFHLET,

set clock
B DEREA set clock FXOS T/ v v 7 % Fli CiRET H729IZ setclock 2 H L £,
9wV R E—FR scope system/scope services
avy FERE )= EERNE
1.1(1) awy RPBMEE L,
1

ROBIE, FXOS T/ 1y 7 R ET D HiEE R L TWET,

firepower# scope system

firepower /system# scope services

firepower /system/services # set clock aug 23 2021 12 00 00
firepower /system/services* # commit

firepower /system/services # show clock

Tue Aug 24 12:00:02 UTC 2021
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set cluster-control-link network .

set cluster-control-link network

BT A B LI RASAD Y FAZ T— A RNTy TRETT TAZEIEY 7 IPx v

NT—2o %

FET HITIL. set cluster-control-link network =~ > R&2fEH L F 1,

set cluster-control-link network a.b.0.0

X NN a.h.0.0

N—TF 3y 7 (127.0.0.0/8) BLURALFF v A L (224.0.0.04) OF
KL IRV C, FEED/N6 %y hU—27 T RLAZEELET, A
20000 ETDHE, T74HN IOy U= (127.2.0.0) 2
Hanxd,

ATV RFIFNLRN T IANME Ry RU—Z71E1272.00 TT,

ATV R E—F scope ssa/create logical-device/create cluster-bootstrap/
avr FERE )1)—=2 EEAR
2.4(1) awy RRNBIMShE L7

FRLEOHA KSq4y ¥YvY—ViE ¥Yv—¥ID &Ary hID (abchassis iddot_id) (ZESWT, Fa=v hD
TFALHEY) 7 A B =T A ADIP T KL A& HEAER L ET,

T— A NI v TORET. VIHEAERH, £RI3T7 Y22 VA ARY BT, BEOEHT
X, 77V =2 a U CLIORETIEEAEDEEZERE TE F9,

451
wiz, T—

RaEN—7 v FIZRET D02~ LET,

firepower# scope ssa

firepower
Firepower
firepower
10.10.0.0
firepower

/ssa # create logical-device FTD1 ftd 1 clustered
/ssa/logical-device* # create cluster-bootstrap
/ssa/logical-device/cluster-bootstrap* # set cluster-control-link network

/ssa/logical-device/cluster-bootstrap* #

BEav R avUR

BLL]

create logical-device PP N 2 BB L E T,

createcluster-bootstrap | 7 7> r—3 9Dy FAF T — AN v TREZERLET,
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. set collection-interval

set collection-interval

oA XROMGERZINET DL Z EFRT DI, set collection-interval =~ > K& fif ff]
L9,

set collection-interval interval

BX DA interval MrHERIERIR 2 E R 2 RHOR &, BHFREREIIRO &k
nTY,

* Iminute : 1 ﬁj\ﬁfﬁﬁl’%
* 2minutes : 2 %ﬁ@ﬁﬁ%
* 30seconds : 30 iyﬁfﬁﬁl’%

* Sminutes : 5 ﬁﬁﬂﬁl’%

a<vY R E—F scope monitoring/scope stats-collection-policy/
av Y FERE 1)) —2 TEAR
1.1(1) avy RBEMSVE LT,

EELEOHA K54 > setcollection-interval =~ > RAMEHA LT, HAHEFREZINET HHELERK L, st
reporting-interval =~ > RZEH LT, #HEHE@RAWMET H2HELZERLET, ZnbORRE
THAHERINER Y o —RNEHZESNET,

WG A o Z— SOV PCEB O T —F RA  PNNETE D L 910, HiEA v F— L3I
ETA L Z—ILED B ELS RV ET, ZHICXY ., BME, ReRE, SEMEAEHE L ClRET
LIyl T — 2 Rt S E 4,

FatfE#IL, Firepower ¥ A7 LD OEREFEE = & ITINE L THRE T2 2 &N TEET,
FEDOUWERY v —I27 7 AT %5I21E, scope stats-collection-policy =~ > RZEH L 9,

* Adapter : 7 & 7 X IZBE Lo HERHE .

* Chassis : 7 L— N ¥y — UICBE L 7 #EEHE #,

cFex : REINTT 77V v o =7 A7 &2\ Z B L= #EdHE .
cHost : ZORY V—ILHH IR — FINLIEROT L—AKRNLFTT,

cport : = NR—=F T TV T =Xy F A=, BEOT v FV 7 7741
T RV R— M EETeAR— MBI L7 f RS .

e server : P — NIZEHE U7 FEHEH,
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set collection-interval .

\)

GE)  HRE U T ZLIZT 7 4 FEHERINER Y =0 15T oH 0 4, BIICHREHERIUE
KU —FERTEERA, 7. BEOTFT 7L MR —%2HIBRTEXEFA, T 7411
RN =% BRI L2 EETNARETT,

il

OB, K= N OFFHERNERY > —2 AH L, WEMRZ 15ICBEL, LR—
FMERRAE 30 2CRREL. R Frvarikaly M 2HEERLTOET,

firepower # scope monitoring

firepower /monitoring # scope stats-collection-policy port

firepower /monitoring/stats-collection-policy # set collection-interval lminute
firepower /monitoring/stats-collection-policy* # set reporting-interval 30minute
firepower /monitoring/stats-collection-policy* # commit-buffer

firepower /monitoring/stats-collection-policy #

BEEavT R avw R SR BA

scope . . stats-collection-policy E— RZBAtE L 7, Z 2 Tk, #itEFHOIL
Stats-collection-policy | ¢ o it DRI Z B E T £

set reporting-interval HERHF R OGS 2 f5E L £,
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. set con-absolute-session-timeout

set con-abhsolute-session-timeout

VUTN ar = LOfkttt v ar XA LT U NERTETDHIZ set
con-absolute-session-timeout =~ > F&HEH L E 3,

set con-absolute-session-timeout  seconds

X DA seconds UTLarY— Lottty ary ZA LTI M, fEIZ0~ 3600
WTHETEET, 20X A LT T MEEITHITIE, EE 01
RELET,
:?DF‘:E—P 7:7j‘/1/}‘wuuﬁ:&“—}$
av Yy RER Jy—x ERERE
L1(1) o< RBRBMENE L,

FEREDHA KSq4y YITHary— Ly raroffixttyrar 4570 Ma@jlickETCEET, OF
D, TR TRV YTV ary =Lty ay 24 L7707 MIESC LN, it
DIERDOT 78 A0t 2 A4 L7 7 MIMEFFT D2 LM TEET,

1

WOFNE, T 74V FORIEE— REZBBL, VT ary ) —)LOit 2 A LT 7
h%& 4 FCRRET B EE R LTHWET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set con-absolute-session-timeout 240
FP9300-A /security/default-auth* # commit-buffer

FP9300-A /security/default-auth #

BEITUFR avy kR A
set refresh-period Web &> a VIR ZRE LET,
show detail BIEOEy v a vyBIWEtE Yy a U XA LT U MREEZRRL
7,
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set con-session-timeout .

set con-session-timeout

VTN —=ADT A vy ars ZALT T MaeiRET HICIE, setcon-session-timeout
a<wr REFEHRALET,

set con-session-timeout  seconds

EX DA seconds UTNary I —ADTA RV ey gy ZALLT T R fHIZO
~3600 b TIEETXET, ZOXA LT 7 NEHENZTHITIE,
% 0ICRRELET,

ATV RE—FK 77 4 /v FRBREE— I
avy FERE 1)1)—=x EEAR
1.1(1) awr RPBMEiE L,

FEREDHA KSq4y O REHEHALT, YITharvy— Lty arO7 A4 Kbty vary XL LT Y
FEEELET,

il

WROBNE, 774N FOEFEE— REBBL, VTV aryY—LrD7 A KL ZA L
TU e dRICRET D TEEZRLTVET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set con-session-timeout 240
FP9300-A /security/default-auth* # commit-buffer

FP9300-A /security/default-auth #

BEa<v R avy kR &R
set refresh-period Web v a HEBHBIMZHRELET,
show detail BIEOEy v a Bty a U XA LT U MREZRRL
£7,
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. set cpu-core-count

SavwU R |

set cpu-core-count

ALTFF A VAE L ATMERTHY Y —A a7 7 A D CPU AT EERET HITIT, st
cpu-core-count =~ > R&fHA L £,

Set cpu-core-count cores

BX DA

aAvU R E—F

cores X =V LT, T rANDaTEE6~ KA (k) <
HELET, 8aTEEETHI LITTEERA,

scope ssa/create resource-profile/

avy FERE

EREDAARZA4

1)1)—=x FEAR
2.4(1) o RPEMSLE L,

AT FA VAR AT LY Y= AFHRERET HICE, 1 0FFEEOY Y —X T e
T ANEERLET, BT AR/ T TV r—yvar A VA ARERT S L&,
HAT2)Vy—2 7077 A VERELET, VY—A 7077 AT CPU T OEEREL
T, RAM I 7 OB THIMICEID Y CThh, T4 AZREIFA LV AZ AT LIZ40
GBIZRESINET,

s a7 OF/INEIE 6 T,
N7 —X%T 7 F¥I2LD8aT ZETAHILIZTTEETA,
e T BB (6. 10, 12, 1472F) TRANEETEHIVYTCHZ N TEET,

cFIAFEERRAKITEIZ., X2V T 4 FEVa— L/ —Y EFTINICL>TRRY F
ﬁqo

Uy —iZiE,  [Default-Small] &FHENDT 74V Y —2 T a7 7 A NEGEENTWNE
T, ZOarTHIIR/NTT, ZOFu T A VDEREEFE LD, FHHINTOARWESIC
IFHIBR T2 2L TEET, Yy —vEFUBr—KL, VAT AIMOT 17 7 A VBIFLE LR
WIEAIE. 207 a7 s A VMER SN E T,

FERFDOY Y =277 7 ANVORECEELET DL LT TEELA, TDY Y —ATF a7 74
WAL TWDLTXTOAL P AZ L AZERHZL T, V=2 a7 7 A VEETRL,
BBICA VAS L AEHEANCTILERD D 3, LS, TXA T T 4
THRDOA LY AE D ADYA REERT D56, TEHRTRITITOA L AZF LA XIS
THMERDHY T,

BT DA A > A KX 2 A % Management Center (2B L7222V VY — A 707 7 A Lk
TE & AT T 584610, [Devices] > [Device Management] > [Device] > [System] > [Inventory] % A
TalZiRy 7 ATEL=y FOA XU M ZFEHLET,
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il

WKOBHTIE, 350 V—R Fa7rA L BMLET,

firepower# scope ssa

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

/ssa # enter resource-profile basic
/ssa/resource-profile* # set description "lowest level"
/ssa/resource-profile* # set cpu-core-count 6
/ssa/resource-profile* # exit

/ssa # enter resource-profile standard
/ssa/resource-profile* # set description "middle level"
/ssa/resource-profile* # set cpu-core-count 10
/ssa/resource-profile* # exit

/ssa # enter resource-profile advanced
/ssa/resource-profile* # set description "highest level"
/ssa/resource-profile* # set cpu-core-count 12
/ssa/resource-profile* # commit-buffer
/ssa/resource-profile #

set cpu-core-count .

EEa<v> R

avU kR

BLL]

create resource-profile

ji—gao

AT AVRABUATHERT L) Y =R Tn 7 A L EBINL

set resour ce-profile-name

THbhE LT,

VI)—RX a7y ANNT TV r—vary f AR AZE DY

show monitor detail

FRLET,

X alFr g Ba— /Py Ay N Y —XEHRE

show resour ce detail

TFVr—ar A AR ADY I —RE) B TEERLET,

show resour ce-profile
user-defined

VY —Z2 a7y A LB Y TE2ERLET,
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. set deploy-type

set deploy-type

FA T4 TERIFT T FONTNIDOT TV r—a A VAR ADRERY A TR ET
510, set deploy-type 2~ > R&EH L F9,

set deploy-type {native | container}

EX DA container TV =gy A VAR A aryTF A4 FITHRELET,

native TIVr—2a v A VAR ABIAT AT XA TITERELET,

ARV R FI4INA L T TAHNFDF A T L native TY,

ATV R E—F scope ssa/scope slot/create app-instance/
av Y FERE 1)) —= EERNE
2.4(1) BT D I a~ s RBBIMEShE L,

FEELEOHARSAY 77V r—var AV AZ U ATROERZ A 7 TEITLET,

XA T AT AVARE LA FAT 4T AL AR AT X2 )T 4 E 2— /TP
DFRTDHY Y —A (CPU, RAM, BLOTF 4 XAV EE) #HT 5720, %4747
AVARBE LR % 1 DA VA R—=VTEET,

cALTF A UVAB LA AT A VAR VATE, EX a2 VT 4B 2V
DYV =2D% Ty VAT L5720, BEOaTF A AZ R A F—/LT
XFET, YT A URY AR, BBICKT A0 TOHRT R — FINTWET,
ASA TIEYFR—FENTWERA,

A

GE)  ~NTFA A ARRIE, FEITRZRV £, ASA VLT
ATHFANE—RIETWEST, vAF 2 TFHFANE—R
T, B—T7 7V r—ya A VAR AR—T 4 a1k
SHETH, YIVTFA L AZ AR TIX, ML LTca 7 A
VAR AEGHTEES, arT A VAL ATIE, N— K
U Y —Z20O458kE, ERIOMERER, @0 a— K, @%@/7
Ny =TT v 7T — b, BEOEBEICKT 205 7 VEERE
HR— FMARETT, v ILF I FF AN ET— %Ti\hﬁ)
V=ADEBNT T, HEDT Ty N7+ —LTEIVEZlDarT
XA MY R—FTEET, BRITHT 20 Cld~rFar 7
FAME-RNIFEHTEEE A,
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set deploy-type .

Firepower 9300 D55, —HOETY 2a— LV THRA T 4 T A L AZ U AZEH L, hoEY 22—
NTEaAr T AV A ARERT 22N TEET,

1

WOFENL, BRI T A o7 7 r—yay A A A EBML, 3T )
HATITRET D HEERLTWET,

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

EEav2 K avok BLl]
show app-attri WEOCT ) r—yva v EtaRRrLET,
createresource-profile | 5 A L AX U ATHEHATAY V—RX a7 7 A VEER L
£75
show FIRMFREZR Y V—RA a7 7 A VERRFLET,

resour ce-profile-name
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. set descr

set descr

SavUk |

R— FF ¥ TV ZRET HITIE, setdescr 2=~ FEFEHLET,

set descr description

BX DA

AU FE—R

description (EE) FiH, 256 XFLLFCANLET,

scope eth-uplink/scope fabric a/port-channel/

2v L KRR

FEREDHA FS14 Y

Jiy—=x EERNR
2.0.1 o< RABEMEnE L,

DN A= FBECT, ERITARADRE TN TV DA, SHORIRICGIIFZAT 2
VENH Y £9, IR, show 2~ RHAA =V xR v FOGBAT 4 —/L FIZITFERS
FHEA,

1
wic, Sz BET 2H 2R LET,

firepower-9300 # scope eth-uplink

firepower-9300 /eth-uplink # scope fabric a

firepower-9300 /eth-uplink/fabric # create port-channel id
firepower-9300 /eth-uplink/fabric/port-channel* # enable
firepower-9300 /eth-uplink/fabric/port-channel* # set descr "link"
firepower-9300 /eth-uplink/fabric/port-channel* # commit-buffer
firepower-9300 /eth-uplink/fabric/port-channel #

avo R iER
show interface duplex XT A —Z &G4 H—T = A4 ADIFEREF TR LET,
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set duplex .

set duplex

R—=FF XY RNVDTXTDAN=DT 27 by 7 ZA%FET HITIE, setduplex 2~ K%
AL ET,

set duplex {fullduplex | halfduplex}

DA fullduplex EE) a7V y 7 RAE—REeL2 HIIBEELET,
halfduplex EE) 727y 7 A E— REF_HIHEELET,
ATV R E—F scope eth-uplink/scope fabric a/port-channel/
avy FEE )1)—2 EENS
2.0.1 Ay FRBIMESNE L,

FEHEDAARSAY T2/ Vb7 AE—RERETHANERELZRET DLENDHY 7, F%ﬂoitimo
Mbps IZFEET D &, A— M TP ZEE— FEHEHT 2 L 2 ICHBIMNICHRE SNE T,
CHE-FREEETAZIELELTEET, ¥HEY A=Yy MIUFEZEHLEITE Efé‘i
o FAEY bA—HF Ry PELEFIFHEY b A —HFy MTERE STV S 10/100/1000-Mbps
A= DT 27y 7 A E—RILEETEXERA,

1

WOBENE, £ F—T 2 A ADT 2T by I AT—RERETDHHEEZRLTWVE
7,

firepower-9300# scope eth-uplink

firepower-9300 /eth-uplink # scope fabric a

firepower-9300 /eth-uplink/fabric # create port-channel id
firepower-9300 /eth-uplink/fabric/port-channel* # enable

firepower-9300 /eth-uplink/fabric/port-channel* # set duplex halfduplex
firepower-9300 /eth-uplink/fabric/port-channel* # commit-buffer
firepower-9300 /eth-uplink/fabric/port-channel #

EEa<v R av YR BrLL]
show interface duplex NTA—=Z e FZleA LV E—T 2 A ADFREFRLET,
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. set email

set email
=P T NOBEELEES A=V T RLAEZRET DL, setemail a~> FEEHA L
£7,
set email email_address

*ﬁi@gﬁﬂﬂ email_address ;L»—-Ij- Th ]\)EHO) %)(\___/1/77}\1/} :%)(_/1/77]\\\1/}

AR R E—F

% user_name@domain_name &\ 9 B CTHRIE L £9°,

Callhome (/monitoring/callhome) E— K : CallHome X v &—IZEDHH T T A ~ U EEILDOE
FA—=NVT RLRAEZRELET,

m—# b 22— (/security/local-user) E— F : HAED 1 —H )L 2—F DEHELEE T A —L T
RLAZRELET,

avy FERE

FEREDHA FS1 Y

)1)—= EERNE
1.1(1) awr RPMENESNE L,

BFA—L T FLRICH (hNyvails) o A=A & (T U\ R) e EORERCTFN
GFENTVD L, B AN T —NRBNEF AN A vt —VEZDOT RLAZEETE 20
ZENRHY ET, RFC2821 B L UNRFC2822 IZHEHIL L, 7B v b ASCH X FD A% F v 1 A —
NT RLVAEGHTHZ E2BEIDLET,

Callhome E— R TiX, BFA—/V 7T FL AIZEHEK 2083 XFHEEHTE £9,
TO—H) 2—F FT— RTlE, ELA—IN T FLRITHEKNSI0 XEZAFHATXET,

151
KOBNL, BIEOT—h L 2—YPDEF A=V T FRLAZET DL HEEZRLTWE
j_‘O

FP9300-A /security/local-user # set email admin@example.com
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

BEaTUR

avy kR FREA
create local-user FHoa—h)v 2= T hvr S EERLET,
set phone-contact Smart Call Home 7 % 7 o s OEFHHEMZEHE S 2 FHE L ET,
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set enforce-strong-password [JJ]

set enforce-strong-password

SRS 7e N AT — RO & AN E 721389 5 I2IE, set enforce-strong-password =~ > K%
AL ET,

set enforce-strong-password {no|yes}

BX DA no 58 )70 XA Y — RO & iz LE 9,
yes SRS NAT — RO E AN LET,
avU R E—F X274 TR
avy FERE 1)) —= EENE
1.1(1) avy RBEMSIVE LT,

FEEEDHA KSAy P—HARREESNEL—F TAT MINAY— FPSETY, admin HER E 7213 AAA HE
REFFO—PFIL, TXTOZ—HF NRATV—=RONRAT— FREF = v 7 2377 5L 91T
AT BEE ﬁf%if WA — RIREF = v 7 WA D & H—FNRI) RS AT —
REEHT 2 0ERHY £7,

Ba—VP NIRRT — RERETHIEEAHLELES, m— B E2—VFDONRRT—
LT = 7 BHINTT DL, FXOSITROBEHZRTZ L TR WARRT — REHEG LET,

8~80XFTDEXITHDHI L, (setmin-password-length (311X—°) =z~ REHFHT
DL, MERER/NUTFRHERETEET, )

CcTNT 7Ry FORXFELIR &L 1 FET,
cTNT 7Ry FONLFEDIRLS &b 1 UFE T,

« BEFLSOF (BECE) 20 e 1 XFED

» aaabbb 72 L LT 3 [\l 2 T D IR SCFE2E R0,

« passwordABC <° password321 72 & D 3 DD L =T L T2 ED X ) RIEFTH - T
bHEER,

o« PR T PR BT LT b O TR,

« NAT— ]\747/57“) F v ZIZH/KT D, T2 21T, HERICTEKISh TV HEYE
7R BEEICEE S RA Y= RERETHZ LIXTE A,

s ROFEFEEER, § (KAGEE) | 2 (BRI | = (%5) ,
o—h)a—Y T h oy FBIWadmin 7T A U FOGEIIZERIZ LRV,

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



SavUk |
. set enforce-strong-password

151
ROBNE, BF2VT 4 B— REBB L. 587752320 — ROJEf 2 60T 5 ik
ZRLTWET,

FP9300-A# scope security

FP9300-A /security # set enforce-strong-password yes
FP9300-A /security* # commit-buffer

FP9300-A /security #

BEEavTR av U R i AR

set min-password-length | <2 U — RO/ NOE S 2HELET,
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set expiration .

set expiration
a—ha—WF Ty NOAMIRERET HITIE, stexpiration 2w REFEHALET,

set expiration {{apr|aug|dec|feb|jan|jul |jun|mar |may|nov|oct|sep} day year}

BX DA {apr |aug|dec| feb| 3 SLFD H 4 DR,
janijul [jun|mar |
may | nov |oct | sep}

day Ao BA &7 , A%h7efEiX1 ~31 T,

year HEMROFE (BF) o RKRMEIK 2037 T,
Aa<vY R E—F n—H) a—H% E—R :BEOT—NNL 2—FOEHYREEELET,
avy FER Jjy—= EHERNRE

1.1(1) avy RBEBMSIVE LT,

FERLEDHA KSq4Y 2=V ThUy MIAMIREZRE Lctk, AR L) ICHRETH 2 LIFTEiE
loo T2I2L. BIOFIRELEHN L TT AV FEBRETDHI LIFTEET,

1

ROBNE, X2V T4 F—FZBMBL, HriLve—Un 2—% 700 b a2/El
L. ZDOT7H 0 FOFIHIREIEET D HiEEZ R L TOET,

FP9300-A# scope security

FP9300-A /security # create local-user test user

FP9300-A /security/local-user* # set expiration dec 31 2019
FP9300-A /security/local-user* # commit-buffer

FP9300-A /security/local-user #

fEav> R avw Uk R BA
create local-user HHoOa—) a—F T h s NEERLET,
set password 2—F T HT L hDONRAT— REEELET,
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. set (export-config)

set (export-config)

BEfF DT 7 AR — "REAT V=7 hD/NT A —H ZifftE T 5121, export-configuration & —
RTset a~vy FEMMALET,

set {descr | password | port | protocol | remote-file| user }

X D& descr description (ER) REAT V=7 MIBWZEBMTE £, BIE 1 ~ 256
XFTHETEET, a7 v d—AarnLiidial
DI TFEMENTE £, XFHORREIZIE, EI=zvr, VA
R (RIEFR) | d6 J ORISR 72 EOMRER A T E £, B
ICEINSOXFEMDIAL Z LIFTE A,

password (EE) VE— M= "D T 5/ AT — REEETE
F7T, NAUV—FEADNLTHRT DL I ITKROBNET,

port {number |default} (f£&) VE—F V= _LOWBEMTPONIR—F2EFTE %
T, A g i, 0~ 4294967295 DR— k ID FHH T, BIED
Za ba)vdOF 7 )bk AR— i default T,

protocol name FEE) REDANy I T v 7% ) T— kb —NTHEET DO
HAENB 77y A NEXT e ha s EFRCcxEd, AR
Ta Ik E B T,

. ftp
-mp
* Sftp
- tftp
remote-file name EE) N T7vTarz a4 Xal—rary 774 VOL4HITE

EHERTXFET, | ~ 128 LFTIHETXET,

user name UEE) VE— KN FAMOERICERHINI 22— T H T b
MEEETEET, 0~510 LETHRETEET,

Aa<vY R E—F scope system/scope export-config/
avr FERE )1)—=2 EEAR
1.1.3 avy FRBIMSNE LT,

FEREDHA RSAy ZOFTTareflLT, BFEOTI AR— VREAT V=7 hORNY I T v T AT ar
EEELET,
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set (export-config) .

BEORBT NA AL T T v N7 —LRED/ Ny 7 T v 7T export-config 2~ > K&FITT
LA, T AR— N NREA TV =7 MERRESIVE T, scopeexport-config Z# 1 H3% & |
ATV N AL, ZFONRTA—ZEfRETEET,

ROFITIEBE LTSSV,

¢ FX0S2.6.1 LM%, BEDT 7 AR— IR A T — RRZ DO - —7¢ K O H
LT AT A X —2IBETHALENH D £, REEL TV AR— T 50
12, NAT— RRFOMOEX—ZFTE L TR MLERZH D 9,

Fim, T ANN261 LVRETOFXOS VU —AMNDL T 7 A VINT 7 AR — b SRR
D, T AR—=FSNTREEZA VAR— T DEEICF—F Y NV AT LT, =7 AR—
MEZECF—2MEA SN LR ETA2MELHY 9, ZOHAE, ¥—F vy bR
T AF S X —%2TF v /T, A UR—FTEET,

e AT 4 X2l —Tary TrANVORARIL, BELZWVWTLZEIY, 237 4 Falb—
vary IrANDBERINDE, FOTrANEFRATI T 4 F a2 —Tary [
AR— bR RT D REMEDRH D £,

BEFEDONR I T T T ANNEEXINDDOEERET HIZME, =7 AR— MRERFIC
T ANLEERT LD, BEFEO 7 7 A NV ERIOHEFHICa E— LT ZE0,

1

ROBNT, BEFEOT I AR— FREAT V=7 MM EZBINT 5 5EEZ R L TV E
ﬁ—o

firepower # scope system

firepower /system # scope export-config 192.168.1.2

firepower /system/export-config # set descr one-time_back-up_be_ sure to_change file name
firepower /system/export-config* # commit-buffer

firepower /system/export-config #

avy kR Bl
cfg-export-policy REDTT AR—F R —&BELET,
export-config BHEOVATLAREEZVE— MNP —NIIXML 774V ELTY

AR—=FLEY, T/ AR—IREAFT V=7 FEELET,

import-config PR AR —KFLEXML Iy 7 4 Falb—ary 774 V%
TOTSIAT LRI —LET,

set WEDT 7 AR— FPICHERREE b2 & ITEHEND
passwor d-encryption-key | s — 2 ez | 4
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. set firstname

set firstname
O—H ) 22— EEET HITIT, setfirgname =z~ FEFEHLE T,

set firsthame name

X DERHA name 2—FDL, 0~32 LT THRETEET,
ARV R E—F A
avy FEE )1y—= EERNA

1.1(1) awr RPMEMNESNE L,

151

ROBNL, ExX2VT 4 T— Nl BrLuva—hb 2—% 77 b & Bk
L, Z0a—Fof EMEREST 572 RLTVET,

FP9300-A# scope security

FP9300-A /security # create local-user test user
FP9300-A /security/local-user* # set firstname john
FP9300-A /security/local-user* # set lastname doe
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

avy kR Bl
create local-user HHRoog—hn a—F T Hho s N EERLET,
set lastname n—N 2= THho NOERELET,
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set flow-control-policy .

set flow-control-policy

Tua—HERY) A =T oA AE IR — P F 3 CEID YT HITIE, st
flow-control-policy =~ > FafH L £,

set flow-control-policy name

BX DA name 7 —Hl#ERY =041, &K 16 LT T,

Qv VR E—F scope eth-uplink/scope fabric a/scope interface/

scope eth-uplink/scope fabric a/scope port-channel/

av Y REE )1)y—= EEAE
2.0.1 o< RABEMEnE L,

BRLOAL Eo4 s HLOTm—flEH Y 2T 5 L. HLOKY S—BEL Ty FERTOARND L E
IRTT ALY A7 PP flow-control/policy E— R (eth-uplink/flow-control/policy) 7% H &hf¥)
Bt SNE T, AU =TT 4 fHEREL, HLWARY =3Iy FFLHIERTE
FT, 7u—HRY O—FER LT HBIE, RV —AEEET L LIETEEEA, R
U—ZHIBR L, LR Y = E AT 2 NERH Y T,

il
ROBNE, 7o —HlARY = A L F =T A ZZHID B TEHHEZRLTOVET,

firepower-9300 # scope eth-uplink

firepower-9300 /eth-uplink # scope fabric

firepower-9300 /eth-uplink #/fabric # scope interface Ethernetl/8

firepower-9300 /eth-uplink/fabric/interface* # set flow-control-policy ethl-8flowcontrol
firepower-9300 /eth-uplink/fabric/interface* # commit-buffer

firepower-9300 /eth-uplink/fabric/interface #

BEa< R avy kR A
create policy (flow LW o —HERY o—Z2EfR L £,
control)
show interface AVE—T 2 ARART =B AR RLET, HESTA—FHLbHb
show port-channel =K Fx xIERERRLET,
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. set (flow-control policy)

SavwU R |

set (flow-control policy)

BEAFED 7 a—HIAR Y o — 0T A—F I EE2IIWET S 120E,. 7 e —flE/RY o —t—
RCsat o~ Rl LET,

set {prio|receive|send}

X DR prio {auto|on 7 a—HIEERIEN A7y a v E2RELET,
cauto : TDOTNA ARERX Yy NU—I BN, ZDOT7 7TV v TR
A FY—=RA 7 a ban (PPP) MEA SN THEMNE
IMmEFRIE— R LET,
eon: D777 YU w7 TPPP RNAEDCARY £,
receive off Py NI = NHEDR—AERNIERIIL, P T 7007 70—N»N
WE BT a2 ELET,
send off|on 7 u—filfEENRT A= ERELET,
s off : 7y FAIZEHRZ2 T 7 4 v 7 B BE EB i E
7,
eon: EBERTY MY T RNSIFNNCR D E . TOTF A R
MER—=RFERNP™ Xy NT—=ZITEEEINET, A—X1., b
T4 I BPEEDLVVIRERSTWAHS, B U RIZAE
MOEFITRY FT,
ATV R E—F scope eth-uplink/scope flow-control/policy/
avy FERE )1)—X PSS
1.1.1 o< RABEIMESnE L,

FRLEDHA KS1 Y

ZOavwy REFEHLT, 7o—HlllZEL 7 a v EAELET, off #fiETHE. Ry
M= 0EOR—AERPIEEINT, bTF7 74y 7 7un—0nEBHEBYMELET, on
BHRTETDHE, F—XERIIEST, *y NI NFR—XEREWVIFETETTITO T
T4 INEDT v TV 7 R—=FTERESNET,

Coawry REFEALC, 7o—HERES T a v EEELET, off 2fiETHE, Ny
NERICERRSKAR— N EDO N T 7 4 v 7 BRBH EBVIRNET, onIZHETH &, EHlEN
v b b= b REFICE L R DEAIC, FX0S WAR—AEREZ Ry hU—ZICRELET,
AR VAR %, BEOL~LZ) By hEhET,
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il

set (flow-control policy) .

WL, 7o —#lEOLRITE R —Z2/ERk L., BBLTHE, R —R_F A—
B EBRETDHHEEZRLTHET,

firepower # scope eth-uplink

firepower /eth-uplink # scope flow-control

firepower /eth-uplink/flow-control # enter policy FCpolicyl
firepower /eth-uplink/flow-control/policy* # set prio auto
firepower /eth-uplink/flow-control/policy* # set send on
firepower /eth-uplink/flow-control/policy* # commit-buffer
firepower /eth-uplink/flow-control/policy #

avy R

BLL]

show policy

7a—#lfHl/R Y —F— KTk, BIEO7 e —#l#r) o—7
T A ERERINET,

7 o —iili#lEe— KTk, BEERINTWDTXTO 7 a—filfHR
Vo—D7 a7 4 ENREFRRINET,
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. set frequency

set frequency

REDT I AR— MPFFED BEFEIT SN2 WEAICT T — %L T 5I12I1%, setfrequency =

< REFEHALET,

set frequency days

SavwU R |

BX DA

aAvU R E—F

days T AR— MNBHIOFE (HE),

scope org/scope cfg-export-reminder/

avy FERE

Jiy—=x EEARE
2.0.1 o=y RPBEMENE L,
151

ROBNL, =27 AR— MEMOREHED ARERET L HEEZ R L THET,

firepower-9300* # scope org

firepower-9300 /org* # scope cfg-export-reminder

firepower-9300 /org/scope cfg-export-reminder* # set frequency 2
firepower-9300 /org/scope cfg-export-reminder* # commit-buffer
firepower-9300 /org/scope cfg-export-reminder* # show detail
Config Export Reminder:

Config Export Reminder (Days): 10

AdminState: Enable

BEav> KR

avw > R B

set adminstate TJ AR— NMBEHOEHRELZTREEL £,
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set http-proxy-server-enable .

set http-proxy-server-enable

A<w—h V7 b =T T4 A L Smart Call Home ® HTTP/HTTPS 7' 12 &% 3 &% H%h %
TSN 5121, set http-proxy-server-enable =~ > K& H L £,

set http-proxy-server-enable {off|on}

BX DA

AR TIHIE

AUk E—F

FREDHA KS1 Y

off Smart Call Home ® HTTP/HTTPS 7' & % > 2 MEhc L £,

on Smart Call Home @ HTTP/HTTPS 7' 1 % ZHENZ LE T,

HTTP/HTTPS 7' 02 &1L 7 /L b CEENZ 72> TWET,
Callhome =— K
Iy NT—VTA v H—F%y N TZERZHITP 70X 52+ 58546. A~v—K V7 K

VT GA B ADT ORI EENILTT RLAZRETALERLYVET, 2o axs
1%, —f%|Z Smart Call Home 2 b A SN E T,

151
WO, HTTP 7 X 2 G T 5 HikE R L TWET,

FP9300-A# scope monitoring

FP9300-A /monitoring # scope callhome

FP9300-A /monitoring/callhome # set http-proxy-server-enable on
FP9300-A /monitoring/callhome #

BEa~v

~

-

K

avw vk i BA

set http-proxy-server-url | 7 & o % —,3 HTTP £ /21X HTTPS 7 KL ZA &R E L £,

set http-proxy-server-port | o & — NO@EER— F2REL T,
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. set http-proxy-server-port

set http-proxy-server-port

Aw—hF V7 b =T T4 % AE L Smart Call Home @ HTTP/HTTPS 7' 12 & 3 $—X
R— N ZFET DI, set http-proxy-server-port 2~ > K& H L F 9,

set http-proxy-server-port port_number

EX DA port_number HTTP £ 721X HTTPS 2 ¥ $— DR — bk, #iPHIL 1 ~ 65535
‘/C:‘—a_o

AT RFI4 )k  HITPHTTPS 7o U7 740 b TEMIC/R o THET, =T FLREKR—  ESTE
ANTHHENCT 0 XV 2 HNT DMERH Y T

aAv R E—F Callhome E— I

FERLEDHA KS4Y XY bPI—=2TAF =%y b 727 RRTHTTP 7o X 2+ 556, A~—F V7 b
VT IGA B ADT X VEENCILTT RLAEZRETALERHLYET, 20 ax
1Z. —#%IZ Smart Call Home (2 b5 S v E 4,

il

wOFIIL, HTTP/HTTPS 7 %3 $—_OR— hEFEZ AT HHEZRLTWE
7,

FP9300-A# scope monitoring

FP9300-A /monitoring # scope callhome

FP9300-A /monitoring/callhome # set http-proxy-server-port 443
FP9300-A /monitoring/callhome #

BEa<w> R avw > kR SR BA

set A—K V7 bUxT T4t AF L Smart Call Home @
http-proxy-server-enable | yTTp/HTTPS 7 11 % o % A4 £ 7= 130 L £,

set http-proxy-server-url | 7 &% 3 % —,30 HTTP/HTTPS 7 KL A & E L £,
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set http-proxy-server-url .

set http-proxy-server-url

Aw—hF V7 v =T FA% A L Smart Call Home @ HTTP/HTTPS 2 %o #— R 7
N LA ZRET HI2IE, set http-proxy-server-url =~ > R&2MH L £,

set http-proxy-server-url url

EX DA url Fu X — O HTTP £7-13 HTTPS 7 KL A, K 2083 3C°F
ZRETEET,

A9V R FI4) k HTITPHTTPS 72 U35 7 40 b TEMNIC 2> TOWET, =7 RLAEZ AT HRNC
TaX T EAEDNCTILENRHY T,

aAv R E—F Callhome E— I

FERLEDHA KS4Y XY bPI—=2TAF =%y b 727 RRTHTTP 7o ¥ 2+ 556, A~—F V7 b
VT IGABLAD TV EENCILTT RLAEZRETALERLYET, 20 ax
1Z. —#%IZ Smart Call Home (2 b S E 4,

1
KOFNL, HTTPS 7' u s H— 7 N A2 ANT 5 HiEE R L TOET,

FP9300-A# scope monitoring

FP9300-A /monitoring # scope callhome

FP9300-A /monitoring/callhome # set http-proxy-server-url https://209.165.201.10
FP9300-A /monitoring/callhome #

BEa<w> KR avw > kR SR BA

set 2Aw—hk V7 v uxT T4t AE L Smart Call Home @
http-proxy-server-enable | yTTp/HTTPS 7 11 % o % A4 £ 7= 1302 L £,

set http-proxy-server-port | 7 %> — RO@ER— MR ELET,
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. set https

set https
HTTPS —E R /RT X=X ZfFET HITIL, sethttps 2~ FEEHLET,
set https {auth-type {cert-auth|cred-auth} |cipher-suite cipher_string| cipher-suite-mode

{custom | high-strength | low-strength | medium-strength} | crl-mode {relaxed | strict} |keyring
keyring_name| port port_number }

X DR auth-type ({EE) HTTPS 7 7 B A CHEAT 2GFEX A T H=HEE L £,

{cert-auth | cred-auth}
o cert-auth : HTTPS 7 7 E A D — W5 3IE+T A 7-012, 754
7V RREE L LDAP /&I EAT D K IV AT AERE
LET,

s cred-auth : HTTPS 77 A2V LT 0 ¥ ¥ L_"— A D 2—
uunE%'fﬁﬁﬁ‘d‘éi I /XTA%L’ Ebij_

cipher-suite cipher_string  ({£:&) # A % A cipher-suitemode T4 215 5 2 A — F DEFE
SCFHNERE L ET,

HAR D STTFHN T AR 256 7 F THEH T £ 773, OpenSSLHF 5 A
A — MERRICHERL T 2L ERH Y £, ROGEZRE, AN—X
RFFRCFIEN TE EE A, | (R | + (7 XELE5) | -
NAT2) [ BEO: (mry)  FEIC OV T,
http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite % 2 Hf
LTL7ZE0,
GE)
cipher-suite-mode 23 custom |23 E TV ALAZBRVNT, 20
LFINTEHE S NET,
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set https .
cipher-suite-mode (EE) AT EAAL—F X2 U T 4 DLV ERELE
{custom| high-strength| -
low-strength

« custom : cipher-suite 47" g VA LT, A X Ll A
A—brDEX 2T O FHNEERTEET,

* high-strength : ALL:!EDH-RSA-DES-CBC3-SHA:
IEDH-DSS-DES-CBC3-SHA: |DES-CBC3-SHA:!ADH:!3DES:
IEXPORT40:!EXPORT56:!LOW:!MEDIUM:!eNULL:!RC4:!MDS5:
IIDEA:+HIGH:+EXP

* low-strength : ALL:!EDH-RSA-DES-CBC3-SHA:
!IEDH-DSS-DES-CBC3-SHA: |DES-CBC3-SHA:!ADH:!3DES:
IEXPORT40:!EXPORT56:RC4+RSA:
IIDEA:+HIGH:+MEDIUM:+LOW:+EXP:+eNULL

» medium-strength : ALL:!EDH-RSA-DES-CBC3-SHA:
'EDH-DSS-DES-CBC3-SHA:
'DES-CBC3-SHA:!ADH:!3DES:!EXPORT40:!EXPORTS56:
ILOW:!RC4:!MDS5: ! IDEA:+HIGH:+*MEDIUM:+EXP:+eNULL

W, R IREITEX 2V T oDy b (EIERHE— A X)
IZHESNTWND ZENMFTEALET, low) (F128 By hMRNOE
*=2U7 4, Imedium) 13128 € b, Thigh) (X128 By M&H
25X VT 4 EZRLTVET,

crl-mode ({EE) HTTPSHEEOFEMIERE Y A b (CRL) F = v 7 D LUL
{relaxed | strict} FEFZLET,

erelaxed : FEFAEN CRLICY 2 FENTW T, fEHED Y 2

N2 U C HTTPS RRREDFF IR SN A G150 &
T, BAETHENELR A v —URNEERSNET, EANIC
X, CRL = v 7 #W5hic L ¥ 7,

e gtrict : CRL OFFHEORRANIAR L £3, BAET L2V
(G RX v — UG SN E T, 72, CRLITHKFTOIRIEIZ

HERTDRLERDHY £,
keyring keyring_name (fE&) HTTPS #4329 % RSA ¥— U v VY OA4 R ZEE L £
7,
port port_number (&) HTTPS B\l AR — F2FEELET, 1~65535T

HBECTEFET, 774/ I 443 TT,

a7 KF74 )L~ Firepower 4100/9300 o ¥ —3 ETDOF 7 4 /b s ® HTTPS S¥REREIL 7 LT ¥ % L _X— AT
—é—O

T XN O FAAL = DX )T 4 LoYLEHREDRE T,

ATV R E—F YoEA TR
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. set https

SavUk |

avy FNERE

EREDAARZA4

)1)—= EERNE
1.1(1) awy RPRBIMEE L,

SERRESRGE N AR TH 2546 . ZAULHTTPS IZEF A SN TV AME— DG Td,
ZOMEEEFERHTBIE. 7 T4 7 FREAENKRO B ZHTZ L TWAMERH Y 77,
o 22— Y408 X509 JEVE [Subject Alternative Name - Email] (25 FNTWALERH D F77,

« VI AT v MEIAER, TOEAEEL A==, P LD T A KA MIA VR —
LTWAHL—hCAIZEDBAINTWAMLENRHYD £7,

A

IR O INOLORE/NT A—FOKESr (FFIZ keyring, port, cipher-suite, custom cipher-suite-mode)

a3y hTAHE, BEOTTOHTTP BLOHTTPS & v g Ao — o | KT
L%,

451
WO, HTTPS 7 7 £ A DFEER— A DOFRFEE AT D HiEE R L TWET,

FP9300-A# scope system

FP9300-A /system # scope services

FP9300-A /system/services # set https auth-type cert-auth
FP9300-A /system/services* # commit-buffer

FP9300-A /system/services #

av U R SRER
enable https HTTPS —E A& AN LE T,
show https BIAED HTTPS —E AR EELF R LET,
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set (interface)

AVHE =T 2 A ADNNT A —FEREFTITIEETHITIE, AV F—T 2 AFE— R Tsat 2

< REFEHALET,

set

set (interface) .

{admin-duplex | admin-speed | auto-negoatiation | descr | eth-link-prdfile| flow-contral-palicy | nw-ctrl-policy |

port-type| user-label }

BX DA

admin-duplex

{fullduplex | halfduplex}

AH =T 2 A ADT 2T by A ET—REERLET,
« fullduplex : X 51O ERE8E 258 L E T,
« halfduplex : —FmBfEAEEL £7,

admin-speed

{100gbps| 100mbps| 10gbps
10mbps| 1gbps| 40gbps}

AV B =T 2 A ADT —HHEREZHRELET,
« 100gbps : 100 ¥ &> KD,
+ 100mbps : 100 A H & v b,
+ 10gbps : 10 ¥4 M,
+ 10mbps : 10 A H v MED,
«1gbps : 1 ¥HE v b,
« 40gbps : 40 ¥ W E > M,

auto-negotiation
{no|yes}

HWE, T2y A Ta—ifililil L, RRMEIENRT A —H
ODHER I — g U EAEITENCLET,

eno : HEhx v o—3 g UAEIZLET,
eyes : HEIx v =—a VEANCLET,

descr description

A B =T oA AEHAEZBINTEET, PHIX0~ 256 XFTH
ETEET, FoiaRT oA —2ar7nkH2iFe L ossr
EEATEET, AX—RIMFHTEEREA, CFHIOKRRBITIEL,
tIlany, BUAR (REIERF) | B RO & Om)Fi R 2l
AT ETN, FRHIEINLOXFERDIALZ LIXTEEH
Mo

eth-link-profile name

AVE—=T 2 AR =Ry V7 Ta7r A VEE D ST
He, TaTrANNRIA=HIHSTA F—T oA A% HEHY
ICRETEET, 707 7 A VOLEIZHRELET, 4ANcITEK
16 LFOEETFAMEHTEET,
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. set (interface)

flow-control-policy name 7 o —f#lfiiR Y > —% A v ¥ —T = A AZEIV Y THZ LN TEE
To RV —HEWELET, KK 16 LFOFKTFEMEHTEE
7

nw-ctrl-policy name X FU—ZHIERY —F A v Z—T A AZED Y THZ LN
TEFET, RV —LZBELET, &K 16 LTFOHRET % H
Tx¥T,

port-type A VB =T 2 A ADEA T E-ITHEREEZFRE LT,

{duder | data| data-sharing| B .
firepover-eventing|mgmt} ~ *cluster : ZOA L H =T = A R& 7 T ALY 7 L LR
428560, custer Zf8E L 7,

sdata : BEDOT —HBEEIMEHLET, 0BT 74V DX
A 7T,

« data-sharing : W OT—XIEHLET, avT7F A A
VATORHRYR—MINET,

- firepower-eventing : Z DA X —7 = A AX, BEIIKT D5
WTNAADEH L ZVERA X —T = AL LTHEALE
7, firepower-eventing f > % —7 = A A&EHT 5 &,
firepower-eventing f > % —7 = A AL, T XTDOAL X FD |
Z77 47 (WebA Xy hpd) HERET,

emgmt : TV r—Ta A AX U ADEIICHER L £,
BEBLT S 221, BHA L H—T oA A& 1 DT EID Y

THZENTEET,
ZPavy ROFEMIZOWTIX, setport-type (328 —) Z &
LTL7EEY,
user-label Iabel DA F =T 2 A AZFTHAT V2@ TE 4, 0~163LF
DEPTFEHEHTEET,
ATV R E—F scope eth-uplink/scope fabric a/interface/
2% REE Jy—2 LTENE
2.4(1) data-sharing % f 7B & L E Lz,
L.1(4) firepower-eventing # 1 7 72NBIEE Lz,
1.1(1) awr RPRBEMEE L,

FEREDHA KSqy FA 7 cluster (37 T AZLSNIGET A AT 2008784 v 4 =T = A ZATH, 2
DEA X, 2=y MNEOIZ T AZBERIC7 ZAZHI#Y 7 ICHEICEHIY Y THE
To T7ANVBNTIE, ZT7AXEIEY 71348 F DR — b F v 3V EICHBIIC/ER S E
R
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set (interface) .

T A E =T oA ATRET A AMTHAETEEEA,

H A 7 data-sharing XA T F AV AZ LV ATOREYR—FEN, TNOHDT—H A L F—
T2 A AT 1 OFERIFEBRORIT A R/a T F A4 v RAZ A BB 55 &)
THAETEES, AT T AV RAF L RL, 2O F—T oA A&k ﬁTé@@#NT®
AVABLRE Nyl FL—VRATEBETEET, TFHA X —T7 =4 X%, EWHE
AVTFT ARG U ADRICHET D LR DV ET, WA =T = A AT, 7)//
TN—=T AN B =T 2 A (FT VAT LY b E—REEFILV—T v KE—F) |
ATy b RN T A =Tz A, F0ET7 2=V F—— J 7 TEHR—
MENFER A,

hmmmrwmum{/& 7142im@ ﬂfé%@T%{X@?ﬁ/&)ﬁﬁf/?*
TxAATY, ZOA =T A AT HI20E, BRUTK T 2854 CLI TIP 7 F L&
IREDNRTA—=BEBETDNERHY £T, =& f’JTf\ AN~ (WebA X2 Mg l) v
BH N7 7 4w/ %08 TEEY, [Management Center configuration guide] @ [System
Configuration] D FEIZ&H 5 [Management Interfaces] Ot 27 2 g > %7”%5@ L T<L 7Z &V, Firepower
AR P A E =T A AL, MR R MCT 7 8 AT 57202 1 D E TR ORI T /A
xfiﬁf%iﬁo%@?N4xﬁ:®4y&~7m4x%ﬁbf4/& 7 oA AuIHT
DMMOMHET NA A LBET HZ LT TEEEA,

mgmt 1 ‘/57%7:4’7@‘%%% LCT 7V r—yar A VA ABEBRLET, SRR B
T 7B AT D701 DEIFEEORELT A ATHETEET, T A AT DA
y&~7;4x%ﬁbf AVHE—T oA AT HMOMET A A LBETDH EILT
TERA, BT AL AT, BEHA LA —T 2 A A5 1 OETEHV Y TCEHIENTEE
7

BETDHIA LA —T oA AREFA L H—T 2 A ATHERTHT 27 by 7 AE— NIEES
H2FET, ZODH, 727 by AE— RERETHANGHELZRET HHLERH Y 77,
A 10 721X 100 Mbps IZFEET D & A— N TIIE_EE— NE2FEHT 5 L5 ICHEIMIC
BRESNETHN, £EHE— REHEETH I EHTEET, 1000 Mbps (1 Gbps) LL Lo
WCERET D L, HEIcE —HE— RMMEHA SR E T,

TN OT7a—HlIRY —ERELTEGAIR A X —T oA AT TITHEA ST
9, HLWARY —ZER LT E8E, TRV —% A v 2 —T 2 A AZHHATE 1,

il

WOFNE, A v HF—T = A AHEE 10 Gbps ICHE L, R—h A TE2T—H 7%
TH5HEERLTWET,

firepower # scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # enter interface Ethernetl/8
firepower /eth-uplink/fabric/interface # enable

firepower /eth-uplink/fabric/interface* # set admin-speed 10gbps
firepower /eth-uplink/fabric/interface* # set port-type data
firepower /eth-uplink/fabric/interface* # commit-buffer
firepower /eth-uplink/fabric/interface
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. set (interface)

BEEav R avw vk SR BA
enter interface AV B =T 2 AREEREBIOEHRTEE LA/ v 4 —T =
A RAEANNLET,
scope interface AV EB—T 2 A ARECEERBIOERTZALIA VF—T =

ARAEHIMZLET,

show interface A B =T 2 ADFREEAT—Z ACHTAEREEZRLET,
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set keyring-name .

set keyring-name

IPSec il — U 7 Z2EID M THITIX, set keyring-name 2~ > REFHLET,

set keyring-name name

B DEREA

AR E—F

name IPSec #EFEIZEIV Y THX— Y 7 O4HT, K 16 3CF,

%t (/security/ipsec/connection) E— K

avy FERE

FEREDHA K42

J1)—=x EEAR
1.1(1) awr RPMEMNESNE L,

Zoawr REMEHALT, IPSec Hfeic ¥ —U 72 EBIML £,

151
WL, BAED IPSec BEftloF— Y U Z & BNt 5 HiEZ R L CWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn
FP9300-A /security/ipsec/connection # set keyring-name kr22
FP9300-A /security/ipsec/connection* # commit-buffer
FP9300-A /security/ipsec/connection #

avw > kR £ BA

create connection B LU IPSec Bl 2 1ERR L £,

set keyring-passwd IPSec HEH#ICEIDV U ToHNDF—Y T DONRRAT L —XER{ELE
—g—O
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. set lastname

set lasthame
o—H ) 22— EET A1, setlasthame =2~ REEH L ET,

set lastname name

X DERHA name 2—HFOrE, 0~32 LFTHRETEET,
ARV R E—F A
avy FEE )1y—= EERNA

1.1(1) awr RPMEMNESNE L,

151

ROBNL, ExX2VT 4 T— Nl BrLuva—hb 2—% 77 b & Bk
L, Z0a—Fof EMEREST 572 RLTVET,

FP9300-A# scope security

FP9300-A /security # create local-user test user
FP9300-A /security/local-user* # set firstname john
FP9300-A /security/local-user* # set lastname doe
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

avy kR Bl
create local-user HHRoog—hn a—F T Hho s N EERLET,
et firstname TO—H) 2—F T H T NOLEEELET,
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set link-state-sync .

set link-state-sync

PF—ERREEEA L TEMEY 7 IREBET —F A o F—T A ZADOWEY v 7 KB & A &
25121, setlink-statesync =~ > R&2MHL £,

set link-state-sync

X DA Zoa=wy FIEBIEELIIF—U—REH 0 £ A,
= 7~/ |~ E— I‘ SCOpC ssa
avy FEE 1)y—= EEAR

2.9(1) awr RPRBMEE L,

FEREDHA KSq4y ZO0axy REENT 5L, FIDEWED v 7 REET —F A v F—7 = 2O Y 7 IKHE
CRPEELZ N TEET,

£l
WORFNE, scope ssa E— RZBHAA L. link-state-sync Z &% ET 25 HikzE /R L TWET,

firepower# scope ssa
firepower /ssa # scope logical-device <logical device identifier>
firepower /ssa/logical-device # set link-state-sync ?

disabled Disabled

enabled Enabled
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. set local-address

set local-address
IPSec Bt —H L IP 7 RL A ZFEET HICIL. setlocal-address =~ > RZHH L £,

set local-address ip_address

EX DA ip_address IPSec 555D IPv4 721X IPv6 B — BNV A — T = 7 KL A& A
NLET, &K510 XLF,

ATV R E—F Connection mode
av Yy FERE )1)—= EEANRE
1.1(1) awr RPRBMEE L,

ERLEDOHA KS4Y O~y e stremoteaddress =~ > R LT, IPSec B DT> RARA v FEEFRL
7

451
WOFNL, IPSec #HEfD T —HhH )L 7T RV AZRET B HiEZR L TWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn

FP9300-A /security/ipsec/connection # set local-address 209.165.201.12
FP9300-A /security/ipsec/connection* # commit-buffer

FP9300-A /security/ipsec/connection #

av Uk SRBA
create connection Hr LU IPSec Bt & ERL L £ 97,
set remote-addr IPSec #fc DV E— P 7 KL AZREL 7,
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set log-level .
set log-level
IPSec 2 X > 7 L~ULZIRET HI21E, setlogleve 2~ REMFHALET,
set log-level log_level
BX DA log_level 0~4DfEZ AT LT, IPSec 1 7 DFMAEISELET, T 7 4/b

M1 TT,

0:SA T v 7IH Y L7 EDRRN e B A .

1: =7 —Db 25— MRIZRHIE 7 = —F#,

2 0 TNy JIER EOFEMREIE 7 7 —{FH,

3iraw 7 —X% Z 7 (16 8) "EENET,
4:SAX—RE, T8 X UTITEEFRIEENET,

ATV R E—FK IPsec E— R
avy FERE )1)—= EEAR
1.1(1) awr RPMENMESNE L,

FERHEDHA KS4 > showipseclog =z~ R L TR 7 2F&RLET,

151
WOFNL, IPSec B X7 LLZ 2 IZRET D HEEZR L TWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # set log-level 2
FP9300-A /security/ipsec* # commit-buffer
FP9300-A /security/ipsec #

BEav> KR avy kR Bl
show ipsec-log IPSec 2 77 A NV EFRLET,
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. set max-login-attempts

set max-login-attempts

77 A AT ORBDFFAT S D EKRIEH A FRE T H1TiX. setmax-login-attempts =~ & K%
AL ET,

set max-login-attempts max_attempts

EX DA max_attempts =PRIV AT ANy 7T U hENDHETICu /A VidiTa %
WTXAEE, IBETXAMEIZ0O~10TT, 74/ MI0TT,

aAav>v R E—F X274 F—F
avy RBE J1)—2 EEAE
1.1(1) awr RPMENESNE L,

EELEOHA RSqy =% (EHEE—FEED) NZor s A U dliThEEREBZ 5 &, 2—FIXv 2T L0
LRy T U NENDTEO, B A UBRFOFFEND E T, BE SN T 208N
HVFET, =Yooy T U NENEZ EERTBRATIERENLEY A,

il

KOFNL, ExXaVT 4 B— &ML, 18271 v ORRBITRRZRET 5 Hik%E
RLTWET,

FP9300-A# scope security

FP9300-A /security # set max-login-attempts 4
FP9300-A /security* # commit-buffer

FP9300-A /security #

BEav >k avv kR Hl:)z
clear lock-status a—HFOr Y I T N RAF—H A% YT LET,
set 07 A CRITORERBICE L%, 2—F BRI RT Ahbr v
user-account-unlock-time 5 vy . &, % B 4 478 L £ 7
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setmessage ]

set message

07 VRIS LTERINDT XA NOITEBINE L@ S # 2 5121%, set message =
~U REEEHLET,

set message
BX DA Zoa~xy N3 ELITF -V —FEH Y £ A,
AT R E—R scope security/scope banner/scope pre-login-banner/
av Y FERE Jyy—=x EENR

1.1(1) awr RPMENMESNE L,

FERHEDHA KSq4y I~V FEANTLE NT—=TFXFOITBEEANTLEIITROENAET, T —TF
A N T T 5121, BnporsuF (TXTCKILT) EANTHVLENHY £7,

)

GE) vlA ANt —FT7 V=27 PRTTIZHEELTWDLMENRH Y £7°, create pre-login-banner
(96 ~—2) ZZML TSV,

1
WROBNE, v 7 A AN T =2 EB IO E L., 23y FBIUOFRRT D ikE R
L/\i—a—()

firepower # scope security

firepower /security # scope banner

firepower /security/banner # create pre-login-banner
firepower /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Firepower-9300-2

>Western Data Center

>ENDOFBUF

firepower /security/banner/pre-login-banner* # commit
firepower /security/banner/pre-login-banner # show

Pre login banner:
Message

Firepower-9300-2
Western Data Center

firepower /security/banner/pre-login-banner #
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. set message

BEEav R av R SR BA
clear message BEFEoa 7 A ViR =L T %2 FEHIBRLET, EEONT—

F7 V=7 FAFTHIERSNEEA,

create pre-login-banner | o 2 L EEH ORI S D AT — R AER L ET, HIo T —
HT 2y MEZETT,
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set min-password-length .

set min-password-length
2—H RAT — RO/ MNEEFEET HI2IE, set min-password-length =~ > R&H L £,

set min-password-length num chars

TR num_chars 2 SR — RN N, EOHPHIE 8 ~ 80 T,
avYRE—F LR S
avy FERE )1)—= FERAR

1.1(1) awr RPMEMNESNE L,

ERLDAA EoA > AC LA, oI E SN NCFHE LD A T — R R IR % L8RS Y £
7, 72& ZIE, num chars 3 15 ICRRE SN TV DA, NAT— ROE S 15 X7 ETHE
ETHUNENRDHY £77,

1

ROFNL, X2V 7 4 E—FEBaL., NAV— ROF/NNEE 15 LFITHET
TitEa R L TWET,

FP9300-A# scope security

FP9300-A /security # set min-password-length 15
FP9300-A /security* # commit-buffer

FP9300-A /security #

BEa<v R av v R &5 BA
set SRV IS AT — RO 2 AR E T EDIT L E T,
enforce-strong-passwor d
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set mode

SavwU R |

IPSec Bt & — REZIRET AL, st mode =~ > R&fEHA L £,

set mode {transport |tunnel}

B DEREA

AR E—F

transport PEiT— R % transport (2% E L E 7,

tunnel BT — R % tunnd IZRRE L £,

Connection mode

avy FERE

FEREDAARZM4 Y

J1)—=x EERNE
1.1(1) g RBEMSHE L,

hTr A= N B KT, Py FOAS B— ROLREELSRET, FriL E—
RCE, 7y FREAHBLSNET, W, T AK— b E— FETy FY—xr R
tyva SR, by E— RRMOTRTOERSA 7 (F— b o=z E) I
RS ET,

151
WOBNL, IPSec #EfiE— K& b RV TET D HIEZ R L TWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn
FP9300-A /security/ipsec/connection # set mode tunnel
FP9300-A /security/ipsec/connection* # commit-buffer
FP9300-A /security/ipsec/connection #

avy kR il

create connection Hr Ly IPSec £t 2 ERL L £97,

set local-addr IPSec #fi D — A1V IP 7 RLAZRELET,
set remote-addr IPSec #ft DV E— MIP 7 RLAEZRHELET,
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set modulus .

set modulus

RSA ¥ —f%¥ (SSLF¥—DEE) bty FHEMN THET 5121, set modulus =~ > F&{#H
LET,

set modulus {mod1536 | mod2048 | mod2560 | mod3072 | mod3584 | mod4096 }

BX DA vy MEALO RSA F— FAhleA 7 v a A3k LB TT,

BREC (SSL % —K) e mod1536 : 4RI 1536 £y kTF
+mod2048 : {R#IF 2048 £ FTH
+mod2560 : $R#I% 2560 £ KT
+mod3072 : #R¥I% 3072 £ FTH
+mod3584 : $R¥I% 3584 £ T

*mod4096 : AL 4096 £ T

av YR E—F F—Ur7E—F
av Y REE 1)1)—2 EREAR
1.1(1) awy RBBMEnE L,

EELOAA RS54y “Oavy FEAHEALT, *—J 70X —0RES2HELET,

451
wOWNL, F—V o7 DOF—DESL L T2048 vy NEfEET L HEEZTRLET,

FP9300-A# scope security

FP9300-A /security # scope keyring test-ring
FP9300-A /security/keyring # set modulus 2048
FP9300-A /security/keyring* # commit-buffer
switch-A /security/keyring #

EEa<v R avo kR BT
set cert F— V7 DORSAGEHEEZANLET,
set regenerate F7 4k F— UL TRSA F—ZFHERLET,
set trustpoint F— U U VRAEEFAERTEDLINE I DERELET,
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. set out-of-band

set out-of-band

FNRAAZADOEHIP 7 FLAEZZEFE T HI21%, setout-of-band =~ > FEFH L £,

IPvd 7 KL ADIGA -

set out-of-band {gw gateway address|ip ip_address| netmask network mask}

IPv6 7 KL ADEE -

set out-of-band {ipv6 ipv6_address|ipv6-gw ipv6_gateway | ipv6-prefix ipve_prefix}

EX D3 gw gateway_address IPv4 57—+ =A 7 RLURAZATLET,
ip ip_address FNA AEET 7 ¥ AD IPvA T RLAZFELET,
netmask network mask — 1p 4 » kL 2%y bz A EELET,

ipv6 ipv6_address FRAAAERT 78 ADIPv6 7 FLAZIEELE T,
ipv6-gw ipv6_gateway  [pyg #— k7o 7 KL AEZ AN LET,
prefix ipv6_prefix IPV6 7 RLAD T L7 4 w7 ZABE2 AN LET,

GE)
X —TDIPV6 FEET KL AL LTHAR—FENDDIE, 1IPv6 7
H—/N)L 2=F v AN T RLVADOKRTT,

AT R E—F IPVAT RLVA 777 Vw7 A F—axy hE—R

IPv6 7 R LA : IPv6 %7 (fabric-interconnect/ipv6-config) E— K

v FERE 1) —2 EERNE
1.1(1) avy RBEMSVE LT,

FERLEDHA RSy BHIPT FLAZER LK, HLOT FLUAZMH L TBFOER 2 BT 2 0EZ S
D\i‘g—(]

HBAvL R IALLTIPT RLAR XA FIZ3OOF—U— R EBHATEDIEFETAITX
F9, WOFIZSRL TS ZE0,

N\

CE) vy —YOIPv6eEHT FLAL LTHR—FSNDHDIE, IPv6 /B — Vb 2=Fy A h T F
VADHTTY,
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set out-of-band .

il

WOBNX, BEDOIPVAEEA L X —T 2 A ABI O~ U= T RLAZFRL,
BLWT RURZRET D2 HEEZRLTHWET,

FP9300-A # scope fabric-interconnect a
FP9300-A /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0

64 Operable

FP9300-A /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0 gw
192.0.2.1

Warning: When committed, this change may disconnect the current CLI session
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect #

WOBNL, BAEDIPV6EHA L ZF—T oA ZAB IO — T =A T RL2AZFERL,
FLWT RLUAZRET D HiEEZRLTWET,

FP9300-A # scope fabric-interconnect a
FP9300-A /fabric-interconnect # scope ipvé6-config
FP9300-A /fabric-interconnect/ipv6-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1

FP9300-A /fabric-interconnect/ipvé-config # set out-of-band ipvé 2001::8999 ipvé6-prefix
64 ipvé-gw 2001::1

FP9300-A /fabric-interconnect/ipv6-config* # commit-buffer

FP9300-A /fabric-interconnect/ipvé6-config #

av Uk Bl
show BIEDTNA ZEHIP 7 FLAZFERLET,
show ipv6-if BAEDT /SA ZEHIPv6 7 L AZF R LE T,
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. set password

set password

2= T hOSAT— RERET I, setpassword v R &AL ET,

set password
EBX DA IOy RIFGIBELIF—U—RIb v £HA,
ATy R E—FK scope security/ : HEa 74 L TNBE2—HFDONRRAT—RREEFELET

scope security/scope local-user/ : BfED I —H )L 2 —PD/NRAT— REHEELET

av Y FRERE J1)y—=x EERNAE
1.1(1) awr RPMEMNESNE L,

FEHEEDHA KSq > setpassword 2~ R ANTH L, NAT—=ROAN EHERZRD LT 07 MRFIRSh
F9, BX2 VT 4 EOBEANS, AN LEART—=RECLLY 4 > RYIZEFRRESNER
/L/O

ZDONRAT — ROF/NCTFHIE 8 LF, HARCTHIT 80 LFTY, FEDR/N LT A ERR
T 5IZIE, set min-password-length (311 ~—) ZMEHLET, [Nk AU —F&4H
T HMEMNDH HIZIL, set enforce-strong-password (283 ~—) ZfEAH L 9,

1

KOFNE, EX=2VT7 0 = REBBL, FriLvve—hL o2—% 7o h&ERK
L. ZOa2—VFDNRAT— RERET D HEEZRLTWET,

firepower# scope security

firepower /security # create local-user test user
firepower /security/local-user* # set password
Enter a password:

Confirm the password:

firepower /security/local-user* # commit-buffer
firepower /security/local-user #

avU kR ZREA
create local-user HHoa—hn a—F Thor FEERLET,
set expiration a—H T Hh U NBMIREINIC S B ERELE T,
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set password-encryption-key .

set password-encryption-key

REDT Y AR — MITHEFRERE ST 2 L XA SN F—2HET D121, st
password-encryption-key =~ RZ#H L £,

set passwor d-encryption-key

B DEREA

ARV R E—F

Zoavwy FIEBIBELTF -V —NIHY FHA, a~v 2 F2ANTLHE, ¥ —%
AN L THERT D LIk ET,

F—DEEIT4~40XFETT, AL =12 128 By hDOMD5 Ny ¥ 2@z 4tmk+ 572
OIS ET,

scope security/

avy NERE

FEREDAA RZA4 Y

Jiy—=x EERNRE
2.6.1 o=y RPMBEMEnE L,

RET T AR— MEREEM AT 5 L. Firepower 4100/9300 ¥ ¥ — ¥ DL T /N4 2L 7T > K
T — IR EEZEO XML 7 7 AV E Y E— F =N/ AR—FT&ET, ZDar
TA4FXa2lb—vay 77 ANVEH%TA AR — kLT Firepower 4100/9300 (& Gl (2 # k% iE &
WAL, BEROMERICR LY, VAT AEENOEEIELZV T2 N TEET,

FXOS2.6.1 LI, BRED T AR — MR T — RRZFDOMMOFE X — 70 & OB 2
FET AR T 2 —2EETAXERH Y £, RELXTZ AR— M 51T, /X%
U— ROZDOMOMEX—%2BEL CTEBLERNHY £7°,

Flo. T ANN261 VRO FX0S U U — 27%%774’/1/753‘3&7221‘3% I\éiftfcﬁlﬂﬁﬁ@\
T AR—=FSNTCREEZA Y R— T LHEF =Ty P VAT LT, =7 AR— MR
Cx—DEHEshD o1 _a&ﬁﬁéz%m@@it ZOBE. =Ty N VAT A :i/(/
N—hZFFA LET,

INAT — REF X —NREIND &, factory-reset T 7213 password-recovery & 31T L2 R Y |
EREIIHIRT 2 Z 13 TEX £ A, factory-reset F 7= (% password-recovery [ZF¥—% 27 U T
LT, F—DREINTORVIREBIZLET,

1

WOBNL, BIEORTEE T AR — N T BEIINAY — R SX—%2ET 5 HikE
AL TVWET,

firepower # scope security

firepower /security # set password-encryption-key

Enter a key:

Confirm the key:

Warning: Please make note of the encryption key configured. If you change the key,
importing configurations that were exported with the previous key will fail, because
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. set password-encryption-key

Import and Export requires the same encryption key on the system.
firepower /security* # commit-buffer
firepower /security #

BEavr R av Uk ER
cfg-export-policy T AR— K R o—5ERELET,
export-config BIEOV AT LAFEEZYE— M —NIZXML 7 7 A/ /LE LT

AR—FLET,

import-config URic= 7 AR —FL7=XMLa vy 74 ¥alb—ar 77 A L%
DT TIAT A —LET,
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set (password-profile)

set (password-profile) .

n—HNa—PF— RAT—=RT a7 7 A ) NNTRA—ZEREEIFIEETHIZE, AT —
K7a77A4LE—RTsat o~ R LET,

set  {change-count | change-during-interval | change-interval | history-count | no-change-interval }

X DR change-count count

=P —=RNHGDORAT— REERTE HiKBEL (st
change-interval THEE S L7 HIfH) o EIZ 0~ 10 TIRETE &
D

change-during-interval
{disable| enable}

0= VBFE SN2 — =R AT — R A CT& B Ik
DR A2 BN E I LET,

* disable : /NA U — REFERIBIZKT HHIRZ M LET,
s enable : /NA U — RATEEIZH T HHIBREZANZ L ET,
ZOF TV a i, =R RSN —FREHS DR T — R

EEETXHRKEABEIEEL, AU — FOEHEEE A FITTE
LI Z FRET DRNCANICT 2 HERH Y £,

change-interval interval

Z—HFORAT— REFEMFEIL, set change-count =~ > R THE
SNT-HKREEEZBEZRVEDICHEELET, FE#IL1 ~745 T
ETEET,

Z OFIR % fRE T D AEiIC set change-during-interval 7> a2 V&4
L THELSRERSH Y £7,

history-count count

12— B VERGE S Lz — =23 DARNZAER L7z /XA T — R % FEf
HATEL L2 bETIT, fERTDHZMERH DL —BDO/NAT—FR
DO, 0~ 15 DfEEEETEET,

T4V O count fHIZE a D=, NRAU— REREG T R
e . a—HPF—1ZURHEH LA A T — RE WO THLHRIHT
xFET,

no-change-interval hours

A—HP—=RNHGDO/NAY — R FEEE T RWOERR, 1~ 745 D
BEEfRETEET,

set change-during-interval 47> 2 >3, ZORRZHTET 2 E T
BN L TBBERHY £, £5 LARVnE, ZoEITEHRIN
£

ATV RE—F scope security/scope password-profile/
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. set (password-profile)

av Y KEE J1)—2 EERE
1.1(1) awy RBBEMEnE L,

FEHEDHA K54 > setchangeduring-interval 472 = i3, B—UAGERES NI —F—=NHHD/NAT—F
EHETELRREEZIHEL, AT — FOLREHZFEITTE DR ZfET DANCA IS
TOMLERDHY £,

7 7 4V b @ set history-count fEiX B D7z, NAT— RBEHD 7> MR EHIZR), 22—
P—ILAFIEA Lo AT — R2 WS THLHFIATE £7,

1

WOHIL, NAT—=R a7 74— REBKBL, SAU— REEOHIRZFRZ
LT, 22—V =48BI 2[BI7Z I H DA T — REEHETEH LR EL THh
5, BEOREEFR T DHHEEZRLTNET,

firepower # scope security

firepower /security # scope password-profile

firepower /security/password-profile # set change-during-interval enable
firepower /security/password-profile* # set change-count 2

firepower /security/password-profile* # set change-interval 48

firepower /security/password-profile* # commit-buffer

firepower /security/password-profile # show detail

Password profile:
Password history count: 5
No password changes allowed (in Hours): 24
Password change during interval: Enable
Password change interval (in Hours): 48
Password change count: 2

firepower /security/password-profile #

BEEavT R av R SR BA

show detail BREONRAT—RTFa 77 A ViREEFRLET,
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set phone .

set phone

A=W T H T OEKSEEE A RET SIIE, setphone =~ FAMEH L £,

set phone tel_number

X DERHA tel_number 22— T H U b OEAE BT T, K 20 3CF,
avURE—F A
avy FEE )1y—= EERNA

1.1(1) awr RPMEMNESNE L,

151

ROBNL, BEO T =D 2= OEFHE S LIRET 2 HEELRLTVET,

FP9300-A /security/local-user # set phone +1-408-555-1212
FP9300-A /security/local-user* # commit-buffer
FP9300-A /security/local-user #

EE]E:I?“/F :7": E‘H'.Eﬂ
create local-user B OT— B e T R AR LET

set phone-contact Smart Call Home 74 7 o b O@#EE L EZH S 2HBT L ET,
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. set (port-channel)

SavwU R |

set (port-channel)

BEFEDOR— FF ¥ RNV DIRNT A= F B EETIIRET 2120, A— b F vy R/ £— KT st
o< FEFEHALET,

set {auto-negotiation | descr | duplex | flow-control-policy | lacp-policy-name| nw-ctrl-policy |
port-channel-mode| port-type| speed}

BXDEREA

auto-negotiation WE, T2 by A, 7a—iliJlin . —RRENRT A—H
{nojfyes} DODHEIR A T— g U EANEITESICLET,

eno : HEhx I o—3 g UAERNZ L ET,
eyes : HEhx v —v g VA LET,

descr  description R— hF v RVICHAZBMCE £9, ST 0~ 256 LT THE
TXET, FoiaRT o4 —2a7nLHcide A Lol s
HTEET, AN—RIMEHATE A, XFTFOKRREICIE. &
Ravy, BEUAR (KIER) | B X O & oa)Fia 2
TEETH, AN XTFEEDIATLZ LITTEERA,

duplex R—=h"TF¥YRNDT 2Ty I AE—REERLET,
{fullduplex | halfduplex} i

« fullduplex : W5 MO RIRFEE ZFEE L E 7,

- halfduplex : —FmBfELEEL £7,

flow-control-policy name 7 o —#IfHIAR Y o — %R — FF v FUZE VS THZ LR TXFE
T RY—HERELET, &K 16 LFOEBFEENTE £
—g—O

lacp-policy-name name [ACP R U > —& R — hF ¥ RMZE VY THZENTEET, &N
U —XEEELET, K16 LFEORKTFAHEHTE X7,

nw-ctrl-policy name ko hU— 2 HlHA Y L—E K R F X FATEY BTH LB T
xEF, KU o—AEBRELET, KK 16 LTEOEKTEHAT
%iﬁ—o
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set (port-channel) .

port-channel-mode R— R F ¥ RVOYRT —Z 12137 — 2 —T =4 ZAD
{active|on} E— REEHELET,

cactive : LACP7 v 77— haEERBIOZELET, 777 4
T HR—= N NF X XL, TITATERFIRNy T A= Fx
ANDNT N i A L CE 7, LACP N7 7 4 v 7 %
B/NCT DHEN S HGEUINE, 7277 47— REfHT
HUENHY ET, ZHIET 740 N TY,

eon : R— hF ¥ FUIFIZA > THY . LACPIIEH S EH
oo THY] BR=bF XML, BlO THr ] A—FFx L
& DPHGRO B AL TE ET,

HT—H A B =T A RIT VT 47 = RKDOHEVER—FL
F7,

port-type N—hF ¥R HATEIEREEZRELET,
{duder | data| data-sharing | . N _ ,
firepower-eventing | mgmt } »duster : ZOR— Ty R ET TAZGIAY 7 & LTH

TAHEEDOH, custer ZHEEL X7,

sdata : BEOT =X GEEIHHLET, 2B T 7L DX
A 7 TT,

e data-sharing : BHOT —XIHEHLE T, 207 F A A%
VATOHRYR—FINET,

- firepower-eventing : = DA — b F v 1L& BRI 2 B
FRAADEH L HVEHA L X —T 2 f AL LTHEALE
9, firepower-eventing ;N — b F v fAEMHHATH L T_TO
ANCDRDRTT 47 (Web AN hRE) ZHEANET,

emgmt : TV r—va AV AX U AOEBICHERLET,
BB T NA AiE, BHA VX —T oA A& 1072 EID Y

THILEMWMTEET,
IO 3wy ROFEHIZOWTIE, setport-type (328 X—7) &
LTL7EEN,
speed R— N F—HEREHEEZIEE L ET,

1100gbps| 100mbps| 10gbps| o
10mbps| 1gbps| 40gbps} ~ * 100gbps : 100 4 &> h/F,

+ 100mbps : 100 2 H &> NEb,
+ 10gbps : 10 ¥4 > MED,

+ 10mbps : 10 A H &> M,
«1gbps : 1 ¥4 &> hib,

* 40gbps : 40 XH & M,
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. set (port-channel)

AU R E—F scope eth-uplink/scope fabric a/port-channel/

avy RERE )1)—=x EERAE
2.4(1) data-sharing % 1 72BN S vE LT,
1.1(4) firepower-eventing % 1 7' 28BS vE L7z,
1.1(1) o<y RRBIEnE L,

FEREDHA KSq4y ZOaAXY R LTI A=FEZRET LN, A=A F—T oA XK — v
FRIAZEID B TET,

LACPR— +F ¥ XV E—RNIT—Z T —HILHEAN L X —T oA RAZDOHRBHINET, FE
F—XK if:&i#?*&i&tﬁ% VH—T A ZADPE . F— NIIHIT active TI,

H A7 cluster 137 T AXALENTZGGHT A RFER I 24858704 o 2 — 7:42T#o:
DEA X, 2=y IO T 2AZ@ERIC7 T AZHEY 7 ICHBRIZE D Y THNE
?o?7ﬁwbﬁﬁ\7?Z?ﬁ@9Vﬁ@%%@ﬁ~b??ZwL_§@% ERR S E
7,

TR A H =T oA AIHET A A TTEETEEEA,

H A 7 data-sharing 32T T A VAZ LV ATOHEYR—FEN., ZNEDTF—F 4 HF—
Tz A AX N OFRIFERORET A R/ar T A VAR A CEBICKT DB D #)
THETEET, FaLrTFT AL AZ LR F, ZOA VB —T oA R T HMDOFTXTOD
AVABZ AL RNy FL—UBBATHEETEET, WAA 2 —7 =1 A%, BT
AT A VAR ADBICEET LI ERHV ET, EA T A R, T vV
IN—=F RN B =T 2 A A (FTFT AT L N E—RERIFLV—FT v RE—FR) |
T4y b Rov T A0 F—TxA A, T 72—V A=~ U7 TIIHR—

hERNFEFA,
firepower-eventing A v ¥ — 7 = A AL BB T HE T34 2D h &) EHA X —
T2AATT, ZOAF—T =4 2T DI20E, BB T 28 CLI TIP 7 K12

IREDNT A—=FEBETDHMENHY T, L& IFE A b (WebA X k) 726
FH N7 7 4 v 7 %08 TEEY, [Management Center configuration guide] @ [System
Configuration] D FEIZ# % [Management Interfaces] Ot 27 > 3 > %’f?"%ﬁ@ L CL 72 &V, Firepower
AR P E =T = A AL, INIBRR MCT 78 AT 57202 1 D E T OGRIT A
xfﬁﬁf%i#o%E?N4X@:@4V&—7I4x%ﬁbf4/5 PENGS =
DMDOMIRT NA A LBET D2 LT TEE A,

mm4y5~7m42%ﬁmbf77)7H73V%VZ&VX%”@LiTO%%ﬁx%
W27 7B AT DO DETIFEBORET A ATHETEET, T A R T2 DA
VA — 7:41%ﬁbf AVE—T oA R ET HMOMET A R EBETDHZ LIELT
XFEH A, BT AL T, BHEA LI —T A A& 1O TFEV L TH LN TEE
E

FRETHA =T oA ZAREFIA L X —T 2 A ATHERT 727 Ly 7 2AE— N EL
HBxET, 20D, 727y 7 AE—RERET HANCHEZHRET HLERNH Y 7,
A 10 /21X 100 Mbps IZFEET D & A— N TIIE_EE— RE2HHT 5 L5 ICHEMIC
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set (port-channel) .

RESNETN, &2 HET—FE2HEETDHZEHTEET, 1000 Mbps (1 Gbps) LA E
WCHRET AL, AEMICE EE— FAMEH SNLET,

T7 4N hOT7u—HIHRY) —ERELTZGAIE. A X —T7 oA RTTTITEA I TWY
FT, HLORY O —ZER LT8HA1E. TORY —%2R— b F ¥ 2UIEATE £4,

1

/<L =N

4ODAN— A B —T x4 ATR—FF¥ L1 2EKRKL, 214 7%

5 — Z |2 E L. EtherChannel # On E— RICERETAHEEZ L TWET,

firepower# scope eth-uplink

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

/eth-uplink # scope fabric a

/eth-uplink/fabric # create port-channel 1
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # set port-type data
/eth-uplink/fabric/port-channel* # set port-channel-mode on
/eth-uplink/fabric/port-channel* # commit-buffer
/eth-uplink/fabric/port-channel #

EEav> R

avw Uk Bl

create port-channel EtherChannel 1/ > % —7 = A AZBIML £9,

scope interface A H =T 2 A AREEREBIOEHRTE AL 121 v 7 —
TxA AE AN LET,

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. set port-channel-mode

SavwU R |

set port-channel-mode

EtherChannel DR — kN F % /L E&— FEZEET ST, set port-channel-mode =2~ > K% {#
LET,

set port-channel-mode {active | on}

BX DA

ARV ETIANE

AR E—F

active EtherChannel NODA X —T = A A% T 7T 4 TITRELF T,

on EtherChannel N A > % — 7 = A A5 AR ELET, F—XF
FETF— 2 A 2 —T =2 f ATORYR—FENET,

57 )V k F— KiX, active TI,

scope eth-uplink/scope fabric a/create port-channel/

av Y RERE

FEREDHA FS1 Y

J1)—=x EERNE
2.4(1) awr RPMENESNE L,

EtherChannel N D&Y ELT — X £ 72137 — X HHFA L 4 —T 2 A AZ RO LI IZTRETEET,

T IT 47 :LACPT v 75— b aeEEBL0%IELET, 7277 17 EtherChannel (3,
T T 4 7 F£721%7%y 7 EtherChannel & #5i 2 WL CTX £9, LACP b7 7 4 v 7 &
INCTDVENH DG, T T 47 T— REFEHTHILERD D F9°,

o 4> : EtherChannel IZ{§ 124 TH Y, LACPIXMEH S ¥ A, (4] O EtherChannel
X, Bl 4] @ EtherChannel D & £t ML T&E £97,

T —H AV BT = A ADBRT I F 4 7 = R hF—F LTHET,

il

WDOHNL, 4 DDA NR— A B —T 2 ATHR—NF¥ /L1 &2BNL, ¥4 7%
F—Z | ZF%E L. EtherChannel % On B — FICRETHHEEZ TR LTHNET,

firepower# scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # create port-channel 1

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
firepower /eth-uplink/fabric/port-channel/member-port* # exit

firepower /eth-uplink/fabric/port-channel* # set port-type data
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set port-channel-mode .

firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

EEa<UFR avo kR BLl]
create port-channel EtherChannel f > % —7 = A A ZBIL 7,
create member-port EtherChannel {2 A > /3 —%E[ 0 4 TEJ,
set port-type AVHE—T 2 A ALXATERELET,
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set port-type

SavwU R |

AUE—=T 2 A ADKR— K AT EFZET HITIL, setport-type 2~ REFEHLET,

set port-type {cluster |data|data-sharing| firepower-eventing | mgmt}

B DEREA

cluster

75 A ENT BT A ZHER T 280 A v 2 —T = A A
ZATTT, ZOZATE, 2=y MlAD I T2 Z@ERIZZ T A
Y 7 ICHBICEI D Y ConEd, T4V RTE, 7T
ALHE Y > 7 1% 48 F DR — hF v v EIZHBIC/ERR S E
T, SIAFALREUARA T FZRAEN) T OEE . T AT
TABBAT DA LB =T 2 A R HHTHZ LT TEETA, &
I AZNBED Y T AZEEY oy BEHATTELL I, 7T
A 4 EtherChannel IZ VLAN Y7 A4 X —7 = A A% BINTE £,
JDITABA LV HE =T 2 AT A B —T 2 ZA%BMLTH
B EDAVH =T 2 A AEFAT 4TV TAXIIMERTE
/v, Device Manager CTl&7 7 AKX Y 73R — FSNERHA,

data

T A =T oA ATRIETNA AFTHETEEEA,

data-sharing

AT A VAR UATORYR— NS, INHDOT—% AV
B —T 2 A AT DETITEROGGERT A X /aTF A RAF
VA (BB A8 BA) cikgTE Ed, KSarv T A v
AR AT, TDA VB —T oA AT HMOTXTDOA R
BUoAE RNy TL—rRBclEcasd, a0 4—7 =
A A%, BETRER AT T A VAR ZADOBICEET L0 H
DES, HEA L H—T oA A, TV oY TNA—T A R_— A
V=T AR (FT VAT LY ME—RERIINV—T v RE—
R) . ATty b Ry TA U B—T AR T TAHK,
FHE TN A== 7 TEY R - EINFERA,

firepower-eventing

DA UH =T oA AE, BBKT BE TS A0 H L HY
BHA X =T 2 A ATT, TOA U F—T7 A A&MBHT LI
L. BB B CLL TIP 7 RL AR ED/RT A — 5 G itiE
TOMENRDY T, 7L A F (WebAf R bR E) H»
DEHNT 7 4y E5ETE %7, [Management Center
configuration guide] @ [System Configuration] D FEIZH 5
[Management Interfaces] D& 7 > a v B L T I,
Firepower £ X2 b A ' H—T = A AX, IMBAA MZT 78R F
D2 DFETNTEROGRIET ™A A THAETEET, faET N
AAFIDA L Z =T 2 A RN LTA VI =T = 2 HEFTD
DMERT NA A LWET HZ LITTEE A,
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AR R TFI4ILE

aAvU R E—F

setport-type I

mgmt BHA =T oA AR LCT IV r—va AV AX L A
BELET, SRR MIT 7B AT 5720121 DE I3 EEOH
BTN ZATHETEET, TS RAFZDOA U H—T A R
EILTC, AU ¥ —T oA ZAET HMOMET A R LEET
HZEIITEERA, FmBET A AT, BEHA XY —T oA A
BE1OETEIVYTHZENTEET,

T 7 F )V kDH A 71 data T,

scope eth-uplink/scope fabric a/scope interface/
scope eth-uplink/scope fabric a/scope interface/create subinterface/
scope eth-uplink/scope fabric a/create port-channel/

scope eth-uplink/scope fabric a/create port-channel/create subinterface/

av Y FERE

FEREDHA K54

1)1)—=x FEAR

2.8(1) CNTFA AR AT FG ALY T THEATDHVLANY T A 2 —
TxAADduster ¥ A S ERETEET,

24D data-sharing % 1 7 28BN &4 E Lz,

1.1(4) firepower-eventing % 4 7’23 BIME N E L7z,

1.1(1) awr RPMENESNE L,

aVTF A AL AL, datasharing X A T DA X —T = A A TEET, T OBEEE
AL T, MRS 2 —T oA ADEHELHH L, FR2xy U —7 OFEANEYR— |
TEFETd, AV ¥ =T AEFETHLE, V=T —BEDOMACT RLVAZFEHA LT, E
LWAVAZ AN T T4y 7 &EEELES, 2L, HAF—T A XATIEH, Vv —
VHIZTNV Ay Vo R VR0, kT — T AN KELSRDIENHY T
(TARTCOA LV AF AN, AL HF—T oA ZAEHFGTIEOMTITOAL L RAH AL
HETEDAIMLERDVET) , 20D, A TELHA U F—T oA AOFITITHIRLRH D F
7

AT — 7 A T, v — UL VLAN 7 A v 2 — 7 = A ZD#EEMIZ VLAN 7 /Lv—7
F—TNAHRELET, Bl —T oA ZADEE FOMDEAPEIZIG U T, FAS500{HD
VLAN 7 A v 2 —T = A4 AEVERR TX F9,

HHA L Z =T = A ZDEID B TIZROHRZZI L T IZE W,

HBFALHE—T A AT DERA VAT AE 14, 72L& 2 1L, Instancel ~ Instancel4
|Z Ethernetl/1 ZEIV Y CTHZ ENTEET,

A VAR VAT DR RIEEA L —T oA A 10 7= & 21, Ethernetl/1.10 /- L T
Instancel (Z Ethernetl/1.1 ZE| D ¥ TAHAZ LN TE £,
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B setporttype

AR RTRURERE I TAZERMTOFIDBIVNASAT 7V r—yav DA 2 —T A
AL A T DOHR— MIONTIE, RORESHRL T IEIN,

RYAVEBE—TIAREA TDYR—F

FIVr—vay F—4 T—R: |T—4H |T—42H% |EE Firepower |5 524 |95 R
HyIJ4Y |F H:497 AL | Eatend |42 - 50
A—Tx 43— NDH) 43—
4R JxM4 R JxM4 R
FTD 2Z R |5t — — — %t it %t it — —
V=V
AT 47
A ARHE
VA
AH R wths = s *F s = s = s = s — —
Tay 3
T A
VAR
z
7T AL | Wi — — — = its *F s *F s —
T e
5y A1
A 4 B
7
BhaChannd))
7T AL | Xt — — — *F s *F s *F s % it
=N
. (¥—
f;x& P
g = 4
)
BhaChannd))
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setport-type I

FrVr—ay

F—%

T—43
vk
A—Tx
4R

—_

T—aH
7 97
43—
T4 R

Firepower
oY

D5R%
(BhexChamnel
DH)

DI R

247
A3 —
24 R

ASA

AH R
Tay R
AT 47
A AH
A

xt i

xt i

xt i

7T AL
2A T A
7 AU A
H A

X It
(¥—
TR Z
2 HHH
%)
BhaChannd))

xt i

xt it

il

WOHNE, 4 DDA NR— A H—T 24 ATHR— T v 31 ZEBNL, A4 7%
F— Z |2 E L. EtherChannel  On E— RIZHRETAHEEZRLTWET,

firepower# scope eth-uplink
/eth-uplink # scope fabric a

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

/eth-uplink/fabric # create port-channel 1

/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # set port-type data
/eth-uplink/fabric/port-channel* # set port-channel-mode on

Ethernetl/1

Ethernetl/2

Ethernetl/3

Ethernetl/4

WOBNX, 35DV T A X2 —T A A%BML, R— K ¥ A 7% data-sharing |Z5X E
THHEERLTVET,

firepower# scope eth-uplink
/eth-uplink # scope fabric a
/eth-uplink/fabric # enter interface Ethernetl/1l
/eth-uplink/fabric/interface # enter subinterface 10
/eth-uplink/fabric/interface/subinterface* # set vlan 10
/eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
/eth-uplink/fabric/interface/subinterface* # exit
/eth-uplink/fabric/interface # enter subinterface 11
/eth-uplink/fabric/interface/subinterface* # set vlan 11
/eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
/eth-uplink/fabric/interface/subinterface* # exit

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
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firepower /eth-uplink/fabric/interface # enter subinterface 12

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

firepower /eth-uplink/fabric/interface/subinterface #

BEa<v KR avy kR &R
create port-channel EtherChannel f > % —7 = A A% B L £7,
scope interface AV H—T 2 A AREEREBLIOEETEX L L) 1WA ¥ —
T A A ANTTLET,
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set port-type (aggr-interface) .

set port-type (aggr-interface)
AUE—=T o2 ADKR— K A TEHET HITIL, setport-type 2~ REFHLET,

set port-type{data| data-sharing | mgmt | firepower-eventing | cluster }

X DERHA data (FFvay) F—F A2 —T A AFRBT A AMTHET
TEHA,
data-sharing (AT ay) avFF AL RAZATORYR—FSH, 20b

DF—=H A HZ—T = AT 1 DEIFEROHIT A A2
T A AR A (FIDEHH) CHETCEET, Karrh A4
AB AT, DA B —T oA AR ETHMOTTDOA R
BUARE RNyl FL—VREATERECTCEET, A/ ¥ —Tx
A Ak, BERAEESR AT T AV AZ L ADBICEET L L ND
DET, HEA L HX =T A RT, TV TN—T AN (v
=Tz A (FTFTUAXT LY N EB—RELIFL—T v K E—
R) . A48y b RNov T 0¥ =T AR, F20F
Tz—)vF—R_— Y7 T FR—FENEHA,

mgmt (FTvay) FHA X —T = AEFER LTSV r—ra v
AVAB U AEERLUES, MR A NMIT 7 ERAT 572021
FNTEBOGRET A A TIETEET, T A RXZ DA
VHE—=T 2 A AEN LT, A v E—T oA A HETHMOMET
NRAALBIETDHZ LT TEE A, BT A XTI, BA
VE—T 2 A A% 1 ODORETHOYTLHIENTEET,

firepower-eventing (AT ar) ZoA 2 —T A AE, FIDF /A ZADE I X
VEWHA L H—T 2 AT, 2O F—T oA ZA&MFHT LI
IZ. FIDCLI CTIP 7 RL AR ED /T A — X 2 HET HLEN
DEF, mEZE AN (Web ARV MR E) »OEHENT
74 v 7 &5 TE £9, Management Center {0 A RO AT
LREDEIZHD BHA L X —T A A OB a1
TL 2V, Firepower A X2 A H—T = A AE, IMBARA B
W27 7B AT DI DERITEROGwRET A A THEFTEE
To T NA RALZDA LV F—T =2 A R LTS U H—T = A
A BT HMOMET RA A EBETDHZ LITTEERA,

cluster (ATvav) 77 ALLENTZGRHET A AT 5551724
VE—=T A RABAT T, ZOXALTDOA L H— 7I4xi =
=y NI TRAZREBER D7 7 A2 HY > 7 1 AEIIZE Y 24T
6miﬁo?7¢w%f@\7§x&ﬁmu/7if%b%kzw
S ICHBIIITAERL S AL E T

a<vY R E—F scope cabling/scope fabric a/
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. set port-type (aggr-interface)

avy FNERE

EREDAARZA4

)1)—=x EERAE

2.4(1) data-sharing % 1 72BN S vE LT,
1.1(4) firepower-eventing % 1 7' 28BS v L7z,
1.1(1) a~w s RpBMmEnE L,

T A AR AL, data-sharing ¥ A T DA L H—T = A AFTEET, T OWHKEE
EHERHLT, WA 2 —T7 oA AOERFELZEHHL, e xy N —27 OB AEHHR— |k
TEET, AV X —TxA AEHETELE, VX —VIET—BEDOMACT RLAZMEH LT, IE
LWA VAL AN T T4y 7 &EEELES, 2L, WA F—T 24 ATIEH, Vv —
VI TNV Ay 2 bR URMEL D720, kT —TNVNRKREL DI ENDY T
(TRCOA LV AZ AN, FAILA LV H—T oA AT HZOMTRTOAL L AX AL
WECTEXLAMERHVET) , TOd, WHTEDHA X —T oA AOEITITHIRRH Y F
7T

1

WOFITIE, A v X2 —T 2 ADKR—F XA THREL, FIHAERa~ K& U R
B FEERLET,

firepower-9300* # scope cabling

firepower-9300 /cabling* # scope fabric a

firepower-9300 /cabling/fabric* # create breakout port breakout 2 1
firepower-9300 /cabling/fabric* # show config

scope fabric a

+ enter breakout 2 3

+ exit

exit

firepower-9300 /cabling/fabric* # exit

firepower-9300 /cabling* # exit

commit-buffer I REfFEHT 3 & N AT BNTEE L%,

firepower-9300* # scope eth-uplink
firepower-9300 /eth-uplink* # scope fabric a
firepower-9300 /eth-uplink/fabric* # show

Fabric:
Fabric ID

Afirepower-9300 /eth-uplink/fabric* # show

<CR>

> Redirect it to a file
>> Redirect it to a file in append mode
aggr-interface Aggregate Interface
detail Detail

event Event Management
expand Expand

fault Fault

fsm Fsm

interface Interface
port-channel Port Channel

stats statistics
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set port-type (aggr-interface) .

| Pipe command output to filter

firepower-9300 /eth-uplink/fabric* # show aggr-interface expand
firepower-9300 /eth-uplink/fabric* # show aggr-interface

1-4 Slot

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

detail Detail

expand Expand

n/n Ethernet<Slot Id>/<Aggregate Port Id>

| Pipe command output to filter
firepower-9300 /eth-uplink/fabric* # show aggr-interface expand
firepower-9300 /eth-uplink/fabric* #

acknowledge Acknowledge

create Create managed objects
delete Delete managed objects
enter Enters a managed object
scope Changes the current mode
show Show system information

firepower-9300 /eth-uplink/fabric* # scope aggr-interface
1-4 Slot
n/n Ethernet<Slot Id>/<Aggregate Port Id>

firepower-9300 /eth-uplink/fabric* # scope port-channel 2
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface* # create member-port
Ethernet2/1/1
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* # show config
+enter member-port 2 1
+exit
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* #
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* # exit
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface* # exit
firepower-9300 /eth-uplink/fabric/port-channel* # show config
enter port-channel 2
enable
enter aggr-interface 2 1
enter member-port 2 1
exit
exit
enter member-port 1 6
enable
exit
set auto-negotiation no
set descr ""
set duplex fullduplex
set flow-control-policy default
set lacp-policy-name default
set nw-ctrl-policy default
set port-channel-mode active
set port-type data
set speed lgbps
exit

firepower-9300 /eth-uplink/fabric/port-channel* # set port-type

cluster Cluster

data Data

data-sharing Data Sharing
firepower-eventing Firepower Eventing
mgmt Mgmt

firepower-9300 /eth-uplink/fabric/port-channel* # set port-type cluster
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. set port-type (aggr-interface)

firepower-9300 /eth-uplink/fabric/port-channel* commit-buffer
firepower-9300 /eth-uplink/fabric/port-channel #

BEa< R avw ok &% EA
create port-channel EtherChannel A > % —7 = A A& BML £7
scope interface MPRA A —T oA AERELET,
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set prefix

set prefix .

AT FAVARZ AL E—T 24 ADOMACT R 2O HEVAKRHCHEH S 2 MAC T
RLRAFVT 47 AEFRETDHITIL, setprefix 2~ REfHALET,

set prefix prefix

BX DA

O R E—F

prefix 1 ~65535 D10 EHERELET, 2O VL7 4 v 7 AT 4HD
16 EEEICEHF SN, MACT RLZ2D—E L L THEHENET,

scope ssa/scope auto-macpool/

avy FERE

FEREDHA K542

)1y—2 EENRE
2.4(1) avy RBNBMESE LT,

FXOS > ¥ —id, ALV AXZ L ADIEFA L B —T 2 A AP—FD MAC 7 R A Z{FHT
HX9C, avTFF ALV ARE AL E—T oA ADMACT L 2 & BEWICAER L £,

TFVr—a NOEE A v Z—T A AITMAC T RLAZFETEIV Y TE L, FET
FO B THNTEMAC T RLAREHINE T, B TFEIMACT RLAZHIFRT S &, HE)
EREN=T RLABMERENE T, AR LIZMACT RLARR Yy NU—ZNDORIDOT Z A
NR—FMACT RLALBATAZENENICHY £9, ZOH/IE. 77V r—varNo
ALV A =T 2 A ZADMACT RLZAZFETHREL T IEEN,

HEVER ST FLRIZ A2 THEED7-0, TRLAREBETI I AR HDEZENHFH)
MAC 7 RL A% A2 ThE®HH Z LixTE 8 A,

\}

GE) MACT RLAZFEITHRETDE, Y IA v Z—T oA 2ZEF LTRSS TH, S

NIELLITbNA X5, RILEA LV Z—T A A LOTRTOVTA v Z—T =2 AT—E&
DMACT RLVAZEHHLET,

FXOS v ¥ — V%, WOBXEZHFEH L TMACT RLAEARK LT,
A2XX.Yyzz.72227

XXWIEZ—PERZDT VT 4 v 7 AFTNE VAT LAEED T VT 4 v I ATHY, zzzzls
VX —UDERLTEWNEA Y 2 TT, VAT LAEFRO S VT 4 v 7 AL, IDPROMIZ T BT
7 LA STV D Burned-in MAC 7 R LV ANDRHID MAC 7 RLAD T2 814 b —E L ZE
9, connect fxosz A L. WiZshowmoduleZ{#H L C, MACT RL A7 — L a2FKRLET,
72 2iE, BV 2= 1OV TRENTWVD MAC 7 R L ZAOHiPH2S b0aa.772f.f0b0 ~
b0aa.772f.00bf DA, VAT L T LT w7 AL b0 12720 £,

A—WEROT VT 4 v 7 AL, 16 EBICEREINIEHTT, 2—FERBOT VT 4 v T A
OFERFIEEZ R TBEZETET, L7497 AL LTTTREBETDE. Vv —U377% 16
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SavwU R |

EHUE 004D (yyxx) IZE#AL £4, MACT RLATHHATEE, L7 4 w7 AFyv—v
FAT 4 7RI T DLW InET xyy) o

A24D.00zz.zzzz

VL7 4 w7 A1009 (03F1) DFE. MACT RLAIZRDO L H 12720 £9,

A2F1.032z.2zzzz

1

WOBITIE, MACT V7 4 v 7 A% 33ITREL TWVET,

firepower# scope ssa

firepower /ssa # scope auto-macpool
firepower /ssa/auto-macpool # set prefix 33
firepower /ssa/auto-macpool* # commit-buffer
firepower /ssa/auto-macpool

Bl

BEEav R av R
scope ssa

ssa B— R&ZBAGE L £9,

scope auto-macpool

auto-macpool E— K& Bsh L £7,

show mac-address

HBEESNTEMACT RLAZFRLET,
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set protocol

set protocol .

T AR—=F RV —DYE— K P—REBETIHEMEHINDLI T2 FavERET S
[0, setprotocol =2~ REMFHLET,

set protocol {ftp | scp | sftp | tfp}

BX DA

aAvU R E—F

ftp T ANEEERO 7 7 A NMEEET T han (FTP) #EELET,

scp Ty ANVEGEROEF 27 a™— 7o bzl (SCP) ZIEELE
K

sftp T ANEEROYF 27 77 A Vg7 m ha (SFTP) %45
L,:.E_‘L/i-é‘o

tfp 7 7 A NVERER O S 7 7 A Vinik~ e b as (TFTP) ##EEL

\i—a«l)

Ut

MEDT Y AR— K R Y T — (Jorg/cfg-export-policy)

avy FNERE

EREDAARSA

IJ IJ—X

EERE

2.0.1

o= RRBEMENE L,

Ioavwry REFERALT, Z7rA4MEET e ha L ERELET,

1

WOPNL, =7 AR—F RY o —DR— "EFEHRETDHHEEZTFLTWET,

firepower-9300* # scope org

firepower-9300 /org* # scope cfg-export-policy default
firepower-9300 /org/cfg-export-policy* # set protocol scp
firepower-9300 /org/cfg-export-policy* # commit-buffer
firepower-9300 /org/cfg-export-policy #

avyU kR

BLL]

set adminstate (/org)

T AR— R =AM LET,

set hostname (/org)

Ny P T T T A NVEENTIHTORA N ERELET,

set password (/org)

VE— K P—ROa2a—FLDORRT— REHFELET,

set port (/org)

N—rEFERELET,

set protocol (/org)

Ue—b Y=L D@ERICEMNT 270 harziE LEd,
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. set protocol

avw vk SR BA

set remote-file (/org) Ty AN EEGTaAL T 4 Fal—Tar Ty A ET T AFR— |
FTHHATDO TNV NAERELET,

set schedule (/org) REXZ AT AR— T HRATV2a—VERELET,
set user (/org) VAT ANV E— M —R"aou A NMEHT O EDOH D —
PFHERELET,
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set realm

set realm .

T 7 4V b ORFE—EAZFEET HIZIE, setream 2~ FE2EHLET,

set realm {ldap |local | none|radius|tacacs}

B DEREA

ARV R E—F

Idap LDAP iBFEZ R E L £ 77,

local a— VBRI ELE T,

none n—H) 22— IR — REfREETICn /4 T ET,
radius RADIUS BFEEZHE L £,

tacacs TACACS+ sRiEZ 5 LE 7,

F 7 F )V "NRIFE— R

vy RERE )1)—= EEANE
1.1(1) awr RPMEMNESNE L,
i
WORFNX, security/default-auth E— R ZBAtA L, 7 7 4 /L b OFRFEY — B A % Radius
WCRRET D HEZRLTWET,
FP9300-A# scope security
FP9300-A /security # scope default-auth
FP9300-A /security/default-auth # set realm radius
FP9300-A /security/default-auth* # commit-buffer
FP9300-A /security/default-auth #

EEav> R av YR Bl

set auth-server-group

BT AGET NN, F— T —THHEELET,

set use-2-factor

WAF 7 0% Radius £ 721X TACACS+ LV AD " BEERIFICERE L

=7,
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. set refresh-period

SavUk |

set refresh-period

Webt v &2 L OBHHIM (200 1A A 20— TR ST BRI OB AR 272
ETHITIE. set refresh-period =~ > &M L £,

set refresh-period  seconds

BX DA

O R E—F

seconds Webt v a v BNET 7T 4 7L RARENDETORME, HIZo~
3600 H 9, T 7 # /b ML 600 B TI,

77 4V NRFEE— R

avy FERE

FEREDHA FS1 Y

J1)—=x EEAR
1.1(1) awr RPMENESNE L,

CORERBHIREEZ S L, FXOSIZWeb v a v I ET 7T 4 T RRLETH, FOk Y
arvERKRTTAZ LTS FHA,

1

WOHNE, T 74V bOFRFEE— REBA L, By a v ORFRREZRET D ik
R L TWET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set refresh-period 800
FP9300-A /security/default-auth* # commit-buffer
FP9300-A /security/default-auth #

EEav> R

avw R SR BA
set ¥4 L7 7 ME set absolute-session-timeout, set con-absolute-session-timeout, set

con-session-timeout, 33 J 08 set session-timeout =< > K& L C
SFESERFALT U MEEHRELET,
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set regenerate
TI7ANEDOF—V U TRNOX—%FAERT HITIL, setregenerate 2~ > REFHLET,

set regenerate {noj|yes}

set regenerate .

X DA no XF—EHEMRLEREA,
yes F—2HAERLET,
avY R E—F TV E-F
avy FER J1)—= EHEAR
1.1(1) a~wy RRBMEhE L,

FREDHA KSA Y

COa<w s REFEHALTC, T4 FOF—Y U THNORSA F—FHARKLET, Zoaw
YR, TN MOX—Y U NEFICEA SN E T,

il

KIZ, TN DOxF—V o THNOXF—52FEKRT HHEZRLET,

FP9300-A# scope security

FP9300-A /security # scope keyring default
FP9300-A /security/keyring # set regenerate yes
FP9300-A /security/keyring* # commit-buffer
switch-A /security/keyring #

BEEavT YR

avw ok B

set cert F— U7 DRSAGEHEFELZATILET,

set modulus RSA ¥ —f&# (SSL ¥—D ) by ML THEL £,
set trustpoint F—U U TREAELBAENRTE DN E I NERELET,
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. set remote-address

set remote-address
IPSec#fiD ) E— R IP T RL AZIBET HI21L. setremote-address=~ > R&ZfEH L £ 7,

set remote-address ip_address

EX DA ip_address IPSec ¥555 D IPv4 721X IPv6 YU E—F ¥— Y= 7 KL A& A
HILEFT, K510 X,

ATV KR E—F $ft (/security/ipsec/connection) E— K
avy KEE DIENS EERE
1.1(1) g RASEBMEE LT,

FEELEOHA KS4>y Do~y e stlocal-address 1~ REA LT, IPSec#fe D= FARA v b AERL F
—é‘O

151
WOBNL, IPSec i D U E— K 7 RLRAZRETHHEEZRLTOET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn

FP9300-A /security/ipsec/connection # set local-address 209.165.202.129
FP9300-A /security/ipsec/connection* # commit-buffer

FP9300-A /security/ipsec/connection #

avw > R SR BA
create connection Hr LU IPSec B & ERL L £ 97,
set local-addr IPSec DT —H)LIP T RLAZHEELET,
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set remote-ike-ident .

set remote-ike-ident

IPSec b F NN Y E— ks BT IKEID #E T 5121E, setremote-ike-ident =~ > K& fi#
ALET,

set remote-ike-ident remote_|ID

X DA remote_|ID UE—h ET7DOIKEID, fK 510 35,
ATV KR E—F $ft  (/security/ipsec/connection) E— K
av Yy RERE )1y—2 EENRE

1.1(1) gy RAEMEHE Lz,

FEELEOHA KSq4> 0wy REMALT, IPSecHifiid U E— h E7DIKEID #HFE L £3, ZDIDIL, IKE
FAYT— g U POET OREECHE A SN ET,

51
WOFNL, IPSec #rD U E— M IKEID 2 ET 5 HFiEA R LTWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn

FP9300-A /security/ipsec/connection # set remote-ike-ident 203.0.113.12
FP9300-A /security/ipsec/connection* # commit-buffer

FP9300-A /security/ipsec/connection #

avw >R SR BA
create connection H LU IPSec #5652 ERR L £ 17,
set remote-addr IPSec ##t DY E— M IP 7 L AZHEELET,
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. set remote-subnet

SavUk |

set remote-subnet

IPSec b RNV DO ) E— F 7 % v MERET HI21E. set remote-subnet =~ > K& i
| =

set remote-subnet ip_address/mask _bits

BX DA

ip_address/mask_bits IPSec ¥ D IPv4 721X IPv6 U E— K BT % v N 7 RL R/~ A Y
EATILET, &K 510 L7,

O R E—F

26t (/security/ipsec/connection) E— K

avy FERE

J1)—=x EEAR
1.1(1) awr RPMENESNE L,

FERHEDHA KSq4y O3~ FEMEHLT, IPSec #Hfi DY E—F ¥ 7Ry FOIPT FLA/~ A7 ZfEE L%

‘j—o

51
WOHIL, IPSec ¥ DV E— F 7 Ry hERETDHHIEEZRLTWET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # enter connection testconn

FP9300-A /security/ipsec/connection # set remote-subnet 209.165.202.128/27
FP9300-A /security/ipsec/connection* # commit-buffer

FP9300-A /security/ipsec/connection #

av U R SR BA
create connection H LU IPSec #5652 ERR L £,
set remote-addr IPSec ##t DY E— M IP 7 L AZHEELET,
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set remote-user ]

set remote-user

s Eshi-a—Y o— il —HT 52— ~DOT 7 v XA ZHIRET 5I121%, setremoteuser =<
VREFEALET,

set remote-user default-role {assign-default-role|no-login}

BX DA assign-default-role D RO T A VARSI XD, U E— FNRIET T AL X
2=V ORFERE Gl —Y o — L AR L2V e | 22—
MY HEHa2—Y o= Tl T LNRTEET,

no-login =R A o ERBE X, UVE— FRAET BN X — R
A—PORHERE Glea—Y n— L 2Rt L e 7T 7R
EEINET,
avURE—FK X2V T7 4 E-F
av Yy FERE )1)y—= EERNE
1.1(1) awr RPMEMNESNE L,

EELEOHA K54 > assign-default-role 77 4 /b F DEIETT,

1

WKOBNL, EXx 2V T 40— RFRZ2HBL, 2—F o— LB EEShTnina—3o
T RAEEST D HEETRLTWET,

FP9300-A# scope security

FP9300-A /security # set remote-user default-role no-login
FP9300-A /security* # commit-buffer

FP9300-A /security #

BEEavT R av R SR BA

set authentication FI7 AN NOWIHY—EREEELET,
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. set reporting-interval

set reporting-interval

=X RROFEHERZ HET DHE L EFKT DI, setreporting-interval =~ > R & H
LET,

set reporting-interval interval

BX DA interval Mt SRRz RS o RHOR S, BAREREITRD &k
nTY,

* 15minutes : 15 43 [Hf&

* 2hours : 2 IKFfH] (120 47) fHIFR

* 2minutes : 2 23 MHIFE

* 30minutes : 30 43 MFE

e dhours : 4 IKFfA] (240 43) [HIFR

s 60minutes : 60 43 (1 FEf#]) bR

* 8hours . 8 H#Fﬁﬁ (480 §U\> Fﬁ'ﬁﬁ%

9TV R E—F scope monitoring/scope stats-collection-policy/
av Y FERE )1)y—=R EEAR
1.1(1) awr RPENESNE L,

FEELEDOHA K54 > <setcollection-interval =~ > FAMEA LT, HAHEFREZIET HHELZEFR L., st
reporting-interval =~ > FZafi ] LT, #alHEHmEeMEToHEZERLE T, ZNOOME
THEHERIER Y = EZ SN E T,

WEA L F— LB OB T — 2 BA V FRIETE S L9510, A &2 — L3
EA A=V EDBELSRYET, ZHICXD ., BAME, BORfE, EWMEEFHRE L TG
Bl T —2 Nt s 4,

WAt E L, Firepower ¥ A7 ADROERETI Z L IZINE L THRE T2 Z &N TE LT, #
EDIVERY > —I27 7 B AF 5I21%, scope stats-collection-policy =~ > KZfEH L 9,

* Adapter : 7 & 7 ZZ B L 7o EHE R,

* Chassis : 7 L — N ¥ — B U 7 a5 i,

cFex I RESNTT 77V w7 =7 AT L ICBE L2 EHE
cHost : ZORY I—IAEHBY R — FSNDHHERED T L — AR /NLZTT,
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set reporting-interval .

sport : =K —h, TovFV 7 A=Y Ry hAR—bF BIOT vFV T 77 AN
F v R R— FEETeR— MR L - EHE R,

* Server . if**/§(Z5§E§l/ftﬁﬁgfﬁgiﬁo

\)

GE) BBV 7 ZLICT 7 b MEEHERINER Y =2 15T 5Hh 0 £9, BN THEHEFRINE

KU —FERTEERA, 7. BEOTFT 7+ MR —2HBRTEXEFA, T 7411
RN =% BRI L2 EETRARETT,

il

WROBNE, N— FOFHERIMNERY > —2 AH L, IERMBZ I 2ICREL, LAR—
MEBRZ 30 JICEREL. M rvarEdaly MO HEEZRLTHNET,

firepower # scope monitoring

firepower /monitoring # scope stats-collection-policy port

firepower /monitoring/stats-collection-policy # set collection-interval lminute
firepower /monitoring/stats-collection-policy* # set reporting-interval 30minute
firepower /monitoring/stats-collection-policy* # commit-buffer

firepower /monitoring/stats-collection-policy #

EEav> R

avUk Bl

scope . . stats-collection-policy ©— R ZBRtA L £9°, Z 2 Tid, MHEHRDIL
Stats-collection-policy | ¢ o it DRI Z B E T £

set collection-interval | zhHE IO ILEBE & H7E L £,
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. set resource-profile-name

SavwU R |

set resource-profile-name

THVr—var A VAL ADY V=R I Ty A )VERKET DHICIL, st
resource-profilename =~ > R& A L £,

set resour ce-profile-name profile_name

BX DA

AR R E—F

profile_name IOT TV a A VAR ADY =R T a Ty ANV E
RELET,

scope ssa/scope slot/create app-instance/

av Y FNERE

EREDAA RZM4 Y

J1)y—2 EHERNRE
2.4(1) AVTF A VAR ATHATED L IR F LT,
L1(1) vDP T+ 2a~ RavEmMEnE Lz,

VvDP DA, VY —R 7a 77 A E, vDP A A—Y DX 7 — REFIZ FXOS 3% E TH Al
B SN E T, 2T F A U AZ U ADYA, createresource-profile=~ > KaEfFHLTY
V—A Tu7 7 A NVEERLET, showresource-profilesystem =~ R&fH L, A
BT 77 ANVERRLET,

ETHOT TV = a A VABADY A TR T A NEERTLE A AKX
AR LET,

151
WOHENL, vDP T SV r—2a v A VARV ADY) Y —A T a7 v A VERETHIT
HEERLTWET,

firepower# scope ssa
firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.10.1 cisco Native Application Yes

ftd 6.2.3 cisco Native Application Yes

vdp 8.13.01.09-2 radware Vm Application Yes

firepower /ssa # show resource-profile system
Profile Name App Name App Version 1Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



| sa=vr
set resource-profile-name .

FPRO9K-SM-36, FPRI9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPROK-SM-44,
FPROK-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPROK-SM-44,

FPRO9K-SM-36, FPRI9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System
firepower /ssa/app # exit
firepower /ssa # scope slot 1
firepower /ssa/slot # create app-instance vdp VDP1
firepower /ssa/slot/app-instance* # set resource-profile-name VDP-10-CORES
firepower /ssa/slot/app-instance* #

1

WOFNT, BEICHT A 20T F AV AZ L AZADY V—Z a7 7 A IVERE
THHEEZRLTONET,

firepower# scope ssa
firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver N/A N/A No all

8 N/A No Custom mid-level

firepower /ssa # scope slot 1

firepower /ssa/slot # create app-instance ftd FTD1

firepower /ssa/slot/app-instance* # set resource-profile-name silver
firepower /ssa/slot/app-instance* #

EEavU kR avUk Bl
show app-attri REOT 7V r—yavphhadforLET,
createresource-profile |z 55 (L 2AFZ U ATHHT LY V—2 a7 7 AV EER L
£7
show FIHATRERR Y VY —R a7y A VEFRLET,

resour ce-profile-name
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. set session-timeout

set session-timeout

SavUk |

Web, SSH, BL U TelnetEv a7 A KLty gy XA LT U MERET DT,
set session-timeout =~ > K& L £,

set session-timeout seconds

X DA seconds Web., SSH, BX W Telnett >y a7 A4 Kty gy ZAL
Tk, flIZ 0~ 3600 ) TIHRETEET,
ATU R E—F T 7 AV FEEREE— R
vy FRERE J1)—=x EERNA
1.1(1) awr RPMENESNE L,

FEREDHA K54y O~y REMHALT, Web, SSH, BL O Telnet tv > a D7 A Lty vay ¥ A

LTV bEIRELET,

1

WOENEL, 77 /L bD

WAEE— RZBABL, 74 N kyiar AL LT U Ma4

ITRRET D71k E R L TOET,

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set session-timeout 240
FP9300-A /security/default-auth* # commit-buffer
FP9300-A /security/default-auth #

BEEav R avw R

Bl

set refresh-period

Web & v &g CHEFHIR 2R E LT,

show detail

BEOEya Bl a v A LT NREEFRL
F9,
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set snmp .

set snmp
Simple Network Management Protocol (SNMP) DFRE/NT A —H ZF%ET HITiE, set snmp =
~ U REMEHLUET,
set snmp  { community | syscontact | syslocation }
BX DA community TOa<wr REANTDHE, 1~ 32 LFOHEKTO SNMP = 2 =
=T AHEANNTHEIITROONET, AMLTcaia=T144%
EERRSNERAN, Enter X —%2WH3 &, RvTvr52aIy b7
HDMENDDHZ L ERTTAZ YA N T a7 MRRSNET,
syscontact name ZDYAT A EOSNMPIZE L CEET 2 YT D4R E AT LE
Fo 0~ 255 LFOFEHFEfETEET,
syslocation location TDOVAT ADOEFEATILET, 0~ 510 LFEDOFEHFEFEET
TFET,
AavY R E—F scope monitoring/
avy FER J1)—=x EENE
1.1.1 avy Rp3BMEShE Lk,

FEREDHA KSq4y YAATE, MORy V=7 77V 5= a bRV ICKERaIa=r—a
PR ZAMNT DI L 2R L THET,

ZDYAT LT SNMP Zi%ET SR SNMP =— = > | (enablesnmp) ZA#hZT 5 0%E
N ET,

set snmp community Z{EH LT, SNMP k7 v 7 D5EE~DT 72 A %7 Al 4 5 72 DI S
NHAJa2=7T4 T I7HAARN) T HIFEELET, SNMPv] £ 721% SNMPv2c 3 SNMP /N —
VarE LTHREISNTWDLEGAIL, 2::%74ﬁﬁ#3\n:?41%nykbfﬁ%
SNET, SNMPVIRRESINLTWOLSLEIE, a3 a=T 45 BR T v A v b—VE2KE
T 572D SNMP = —H— %kbf@%éni?o

SNMPa X 2 =5 44 %EETHE, SNMPUE— R~ —V ¥ 50O R—Y 7 ERICH L
TSNMP X—V = v 1 BEW 2 b HEIMICEZNZR Y 3,

)

GE)  SNMP N—T a1 RBIO 2 (2iE, BERZEHOEX 2V T A RENRHLOTEELTLE
IV, ZNHDON—=T a3 TE, TRTOFRBEEALINTITEEINET, 2D —
VarTHE—ORFHERE L TH#BET 22 Ia=T s AN U BEENE T,

O 2=FT 41T 1O TE, 272 L. set snmp community 2 L CEEFE D4R 2 LEE
THZENTEET, BEfFfOa I 2=7 s 4 %HIFRT 5121%. setsnmp community 2 A Jj L F

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. set snmp

SavwU R |

T, 2L, Aaa=T A AR U TIEFANLRNTLESY, DFEY, b9 —EEnter ¥ —
EHLEST, Ny TrEaIy hT5H L showsnmp DHIJJIZ 1s community set: No &I AT
WEENET,

il

KOFNE, T=4#Y 7 E— K& L, SNMP A AFHHIZL, SNMP 2% ==
T FHNE AT NEREARE L, BFEET Iy L, showsimp 2> K&
MUCERZMERT D EERLTOET,

firepower # scope monitoring
firepower /monitoring # enable snmp
firepower /monitoring* # set snmp community
Enter a snmp community:
firepower /monitoring* # set snmp syscontact R_Admin
firepower /monitoring* # commit-buffer
firepower /monitoring # show snmp
Name: snmp

Admin State: Enabled

Port: 161

Is Community Set: Yes

Sys Contact: R _Admin

Sys Location:
firepower /monitoring #

2

EavT YR avw Uk EBA
disable snmp SNMP 7 4 £—7/LIZ LET,
enable snmp SNMP Z A5 LE 7,
show snmp BAED SNMP % €& Rrx LET,
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set (snmp-trap) .

set (snmp-trap)

Simple Network Management Protocol (SNMP) ~Z v 7 /35 A — & ZF8E T 512X, snmp-trap
EF—RCst a~v>y REFEMALET,

set  {community | notificationtype| port | v3privilege| version}

BX DA

community T ORI~ DT 72 AEFFRT 5 - OIS B SNMPVI/V2e
A3 2=FT 4 AN T EEIESNMPV3 22—V L HFEE LT, =
Davr FeEANTHE, ala=F o 4BREShET, 400
K32 LFT, AN—RAIHEHTEEEA, AENFASLTHE

IRESNER AL
notificationtype ZOxT—Yxr MIEoTHERSILD SNMPHEEID X A 7 2F5E L
{informs| traps} F9,

sinforms: 6%, EELRT - RX M EvR—TU v (T
WS D 720DICHME SN DHEFHFBMTT, ZhbDA yt—
IR E SNET, ZDOF T a 0%, version 23 ve2 12
RESNTWVDIHAICORBHTE 97,

etraps: 26X, HEERR—H /LA R M v R — T v [THlA
T HDITEE SN AHFEFBRMTT, ZNLbDRA -V

INESNVEE A,

port port_num T—V = FASNMPERZZET 2R — M2 LETHITE. 20

avy REFBEHAWET, 774/ hOFR— NI 161 TT,
v3privilege _ Zoawy REMEMAL T, #EEN7 SNMP k7 v 7 ® Simple
{authnoauth | priv} Network Management Protocol 73— 2 >3 (SNMPv3) X = U7 ¢

LAUL R E LET,

cauth : F—fF &y VoAl e LE T, HE{biXfEEL
FHA,

s noauth : FALEZ I SLEZRELEEA, TNEHBETH
LIFTEETA, FXOSIESNMPV3 CZ D& F 2 U7 1 L
ZYR—FLTWRNZ EICEFELTLIEE N,

cpriv: ¥—ffE& Ny oGl T —X O (T A N—)
ZHRELET,
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. set (snmp-trap)

AR E—F

SavwU R |

version {vl|vZe|v3}  }T o TEHERET DL SICEMNTHSNMP X U T ET L
EHETHICIE, Zoavy ReHLET,

evl:SNMP "— g 1 I EELET,
ev2c: SNMP N— 5 2c REEELET,

ev3:SNMP "— g v 3 2EELFET,

(6=
SNMP N— g > 1 BX O 2 1T1E, ERARBEMOEX =2V 7 ¢ [
BPHLOTERELTLIEIY, ITNHDONN—T 3 T, T
TOFEFENE LS TICEEINET, b= 3 T
Me—DFRFEER E L THRET 2 a3 a=T 4 AN I HEEN
7,

scope monitoring/snmp-trap

avy FERE

EREDAARZA4

Jjyy—= ETEAR
1.1.1 o< RNBIENE L,

SNMP (enablesnmp) AT 5HI2IE, SNMP F 7 v 7 &2ER L TINBHD/RT A —H 25k
ETHENC, SNMP =22 = =F ¢ (set snmp community) Z1ERT 2 %ERH VD £,
FLWSNMP 7w 7 2Bk T 5 &, HILWRTZ v TRELEaIy hERTWARNWD & E2RT
T AK Y A Y DMFUNTZ monitoring/snmp-trap E— RSB EAICBHAA S E T,

\)

GE)  HKRK8ODSNMP hT v F&H{ER TX £,

set version Z{#H il L C SNMPv1 & 7213 SNMPv2c 2% E S LTV 54, set community 5153
A3 a=FT 4 AR T ELTHEAEINE T, SNMPV3 BNERE SN TWAEAIT, D54
N, WHEEET DO —F -4 L LTHERINET,

SNMPv3 TiZ, k7 v 7 v3privilege X E ., B#$ 5 SNMPV3 2 —HF—DE¥ =2V 7 1 L
L E HBERH DRSS EF, oF 0, BEfMfiTohlca—F—0EXa VT 4 BRE

i, DR EL b Ty TORELFAL BbWVWEFaT THLIMLENDHY £, 7-& 21E. #RiE
3 SNMPV3 22— —Z5f L THZNIC /e » TWDIEE GEREIATPILD 2, 7T A N —iF 51k
IHThiey) | 22— —D priv-password [ IR ESNEHF A, —FH, TTANNV—EHHIIL
T (DFE V., BIEEXMTON, TI7A V=W bbiTbihd) BHEEET 5561, =—

B —® priv-password 23 e%E SV E T, SNMPv3 = —F —|ZBEAMIT /- XA T — Rk, b

T TR ORERIC 22— — %2 BEET 5D SN E T,
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il

/L=

set (snmp-trap) .

SNMP ZHZNZ L, IPv4 7 RL A &AL TSNMP 7 v 7 Z/ER L,

NR=T a0 VIICERTEL, VIHEBLAVLETTANR—IIREL, TP 7 va
vEaIy hLET,

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

# scope monitoring

/monitoring/ # enable snmp

/monitoring/ # create snmp-trap 192.168.100.112
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer
/monitoring/snmp-trap #

BEav> R

avyU kR

Bl

create snmp-trap HLWSNMP 7 v 75Ede 2 ERk L £,

enable snmp SNMP %A X—7 VI LET,
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. set (snmp-user)

SavwU R |

set (snmp-user)

BEA7 D Simple Network Management Protocol (SNMP) v3 Z—H—D/ 37 X —X B fRET DI
I, snmp-user E— RKCsat <2 REfHALET,

set {aes-128|auth | password | priv-password }

BX DA

aes-128 {no|yes} Advanced Encryption Standard (AES) -128 K5kl i & 850 % 7=
IEENZLET, no £7201F yes ZASI L TL 72 &Y,

T 7 /L b TlX, AES-128 5 SARITMNIT 22 > TV E T,

auth sha HMAC Secure Hash Algorithm (SHA) (Z£:-35< SNMPv3 —H—0
AEEZ AN LET,

password DAY —DNRAT—RERELET, ZOavr KEANT5
L NAUY=ROAN LGB Z RO LD L D170 97,

priv-password S FI AN SAT— REEELET. COaw N
ANTBE, NAT—ROA EMRERDOND L H IR0 E
o ABS 7T A "YU — AT — RIS UFU L CTh 2 MLERH Y %

—a—o
ATV RE—F scope monitoring/snmp-user
avy FERE J)1)—x ZERNAE
1.1.1 o<y RPEBMENE L,

FREDHA FS1 Y

SNMP 22— —ZER L TCINH DT A —H ZFHET HENI. SNMP ZHEIZT 5 (enable
snmp) HERH D 9,

BLWSNMP 2 —H2AER T 5 L, HLWa—FREZa Iy hERTHWARNWI LE2RTT A
4 ) A7 B3 FUN 72 monitoring/snmp-user E— K725 HEICBRA S L E T,

TTAN—RAT— R (privd 7 ay) TiL, SNMPEF=U T ¢ k5{b =& L CDES
F7205 128 By b AES Z IR TE £9°, AES-128 DR EZ AN LT, SNMPv3 = —V HD
TTA N — RAT — REGHDH L&, Firepower ¥ v —UNEEDT T A Ny — RXAT— K&
FALTI128 Y b ABS F—ZA4 L 7,

451

ROFITIE, snmp-user1ia &V H ZHEITD SNMPv3 a—P—%E{Erk L. AES-128 21k
EAMEL, RAT—=RBLOT TA N —RAT—REHREL, bTo¥F 7
a3y MLET,
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set (snmp-user) .

firepower # scope monitoring

firepower /monitoring/ # enable snmp

firepower /monitoring/ # create snmp-user snmp-userl4d
Password:

firepower /monitoring/snmp-user* # set aes-128 yes
firepower /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

firepower /monitoring/snmp-user* # commit-buffer
firepower /monitoring/snmp-user #

BEa<v R avw kR E5BA
create snmp-user LU SNMPV3 2 — W —ZAERE L £,
enable snmp SNMP % A X —7 /LI LET,
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. set speed

set speed

AVHE—T oA ADREEHRET HITIE, setspeed 2~ RZEHLET,

N

SavwU R |

GE)

Zoa<wy R, A= b F Y rxNVFEETOLREHTE ET,

set speed { 10mbps| 100mbps| 1gbps| 10gbps| 40gbps| 100gbps}

B DEREA

AUk E—F

10mbps (fE&) #E % 10 Mbps ([Z7%E L £7,
100mbps (L&) %% 100 Mbps (R E L E7,
1gbps ({EE) #E% 1 Gbps ISR E L ET,

10gbps (L&) %4 10 Gbps TR E L £7,
40gbps (EE) W% 40 Gbps ICREL 7,
100gbps (L) HE % 100 Gbps % E L £,

scope eth-uplink/scope fabric a/port-channel/

avy FERE

EREDAARZA

J1)—=x EERNA
2.4.1(1) aw  RRNBIMENE LT,

HBETHA X —T oA ARHEFA X —T oA ATHEATHT 27 Ly 7 AE— NIZEES

BE2FT, 2O, TaS by s AE— REHRET HHI
A 10 721X 100Mbps IR ET D &, A— FTIIE_HE—FEHEHTH LD
BRESNETH, 2 EHE—FEETETH2ILHTETET,

WCRET H L, BEIMICA _EE— FRMEHINET,

1

ROBNL, A F =T =2 ADREERET D THELZRLTOET,

firepower-9300 # scope eth-uplink
firepower-9300 /eth-uplink # scope fabric a

firepower-9300 /eth-uplink/fabric # create port-channel id
firepower-9300 /eth-uplink/fabric/port-channel* # enable
firepower-9300 /eth-uplink/fabric/port-channel* # set speed

firepower-9300 /eth-uplink/fabric/port-channel* # set speed lgbps
firepower-9300 /eth-uplink/fabric/port-channel* # commit-buffer

firepower-9300 /eth-uplink/fabric/port-channel #
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set speed .
BEa< kR avy kR &R
duplex Tal by AE—RER EHELIXY_EHIEELET,
show interface AVE—T 2 AARART =R AERRLET, HESTA—2tLbHb
HTTERLET,
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. set speed (aggr-interface)

set speed (aggr-interface)
AVE—T oA ADOWEEHET HITIL, setspeed 2~ FEEHLET,

set speed {10mbps| 100mbps| 1gbps| 10gbps| 40gbps| 100gbps}

B DEREA 10mbps ({8) HE% 10 Mbps ICFRE L E T
100mbps (fE&) % 100 Mbps (% E L £,
1gbps (L&) A 1 Gbps [CRELE T,
10gbps (L&) #HE% 10 Gbps ICRE L £7,
40gbps (L&) HE% 40 Gbps [IZRRE L 7,
100gbps (L) #E% 100 Gbps [T E L E 7,

ATV R E—FR scope eth-uplink/scope fabric a/port-channel/

avy FERE )1)—= EENE
2.4.1(1) avy RBNBMESiVE L7,

FERHEDHA KSq4y HETDHIA L F—T oA AREIZA L Z =T =2 AA ATHMNT 2727 by 7 2AE— NITREE
H2FET, 20D, Ta7 by AE— RERETHANGHELZRET HLERH Y 77,
A 10 /21X 100 Mbps IZFEET A & A— N TIIE_EE— NE2HHT 5 L5 ICHEIMIC
RESNETHN, £ HE—REZHEETLHIILEHTEET, 1000 Mbps (1 Gbps) UL L
ICRET D L. HEICE  HEE— MR SR ET,

ROBNL, A H =T =2 ADREERET D HELZRLTOET,

firepower-9300* # scope cabling
firepower-9300 /cabling* # scope fabric a
firepower-9300 /cabling/fabric* # create breakout port breakout 2 1
firepower-9300 /cabling/fabric* # show config
scope fabric a
+ enter breakout 2 3
+ exit

exit

firepower-9300 /cabling/fabric* # exit
firepower-9300 /cabling* # exit
firepower-9300* # scope eth-uplink
firepower-9300 /eth-uplink* # scope fabric a
firepower-9300 /eth-uplink/fabric* # show

Fabric:
Fabric ID

firepower-9300 /eth-uplink/fabric* # show
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<CR>

>

>>
aggr-interface
detail

event

expand

fault

fsm
interface
port-channel
stats

set speed (aggr-interface) .

Redirect it to a file
Redirect it to a file in append mode
Aggregate Interface
Detail

Event Management
Expand

Fault

Fsm

Interface

Port Channel
statistics

| Pipe command output to filter

firepower-9300 /eth-uplink/fabric* # show aggr-interface expand
firepower-9300 /eth-uplink/fabric* # show aggr-interface

1-4 Slot

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

detail Detail

expand Expand

n/n Ethernet<Slot Id>/<Aggregate Port Id>

| Pipe command output to filter
firepower-9300 /eth-uplink/fabric* # show aggr-interface expand
firepower-9300 /eth-uplink/fabric* #

acknowledge Acknowledge

create Create managed objects
delete Delete managed objects
enter Enters a managed object
scope Changes the current mode
show Show system information

firepower-9300 /eth-uplink/fabric* # scope aggr-interface
1-4 Slot
n/n Ethernet<Slot Id>/<Aggregate Port Id>

firepower-9300 /eth-uplink/fabric* # scope port-channel 2
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface* # create member-port
Ethernet2/1/1
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* # show config
+enter member-port 2 1
+exit
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface/member-port* # exit
firepower-9300 /eth-uplink/fabric/port-channel/aggr-interface* # exit
firepower-9300 /eth-uplink/fabric/port-channel* # show config
enter port-channel 2
enable
enter aggr-interface 2 1
enter member-port 2 1
exit
exit
enter member-port 1 6
enable
exit
set auto-negotiation no
set descr ""
set duplex fullduplex
set flow-control-policy default
set lacp-policy-name default
set nw-ctrl-policy default
set port-channel-mode active
set port-type data
set speed lgbps
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. set speed (aggr-interface)

exit

SavwU R |

firepower-9300 /eth-uplink/fabric/port-channel* # set speed

100gbps
100mbps
10gbps
10mbps
lgbps
40gbps

100 Gbps
100 Mbps
10 Gbps
10 Mbps
1 Gbps

40 Gbps

firepower-9300 /eth-uplink/fabric/port-channel* # set speed lgbps
firepower-9300 /eth-uplink/fabric/port-channel* commit-buffer
firepower-9300 /eth-uplink/fabric/port-channel #

BEEavT R av R

BLL]

duplex

Tad by AE— FEREHELIPERHIHELET,

show interface

AVHE—T 2 A ART—HAEFRLET, WENRTA—2HLbb
TTCHRRLET,
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set ssh-server .

set ssh-server
SSHAHRA k F—DHV A ZLRETHITIE, satssh-server a2~ REfEHLE4,

set ssh-server host-key rsa key size

X DA rsa RAN X—DX A TEBELET,
key-size RA N F—=DH A X,

AU R E—F PoEA TR

avy FER J1)—= EHEAR
1.1(1) a~wy RRBMEhE L,

FEREDAA KSq4y ZOa~xr FEEHALT, SSHARA M F—DF A ZaFHELET,

151
WOHENL, SSHARA N F—DH A X% 2048 By MIRETHHFEEZTLTVET,

FP9300-A # scope system

FP9300-A /system # scope services

FP9300-A /system/services # set ssh-server host-key rsa 2048
FP9300-A /system/services* # commit-buffer

FP9300-A /system/services #

EEav2 kR AU R Bl
create ssh-server FHLWSSH B — DA A N F—%ER LET.
delete ssh-server BEFD SSH AR A b F—ZHIR L £,
show ssh-server RAN =DV A KR LET,
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. set sshkey

set sshkey

NRAT— R LDOT 78 AZFFA$ 5 SSH ¥ —%+5ET HI121%, setsshkey 2~ REZEA L
£7

set sshkey [none|user_ssh key]

X DA none (EE) 2—H D SSHAHF—% 27 U 79 521X, noneF—1U —
KEATTLET,
user_ssh_key (fF=E) =—% D SSH AR —% AN E /2180 i £,
avURE—FR R—AL =Y =R
av > FERE J1)—x FEAR
L1(1) g RBNBMENE L,

FEEEDHA K54 > setsshkey DATH%IZ Enter F—Z#J & SSHH¥—%Z 1{TTOANTHE T v T b
FoREINFET, 52 T3 5I21%. ENDOFBUF & AN LET, FIET5IT1E, Ctrl-C F—Z4 L
ESc

51
wOFNL, BAEO T —hL 2—HF D SSH ABF— 2B ET HHEEZRLTWET,

FP9300-A /security/local-user # set sshkey
"ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATIEAUOIVQ2CMWBIY/S1£30k1CWinV31gdXMzO0WU151iPw851kdQgap+NFuNmHchb4K

1aQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1sGk51ug51s1oblVOIEwWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10op9LDpD
m8HPh2LOgyHTEi1IMI8="

FP9300-A /security/local-user* # commit-buffer

FP9300-A /security/local-user #

BEa<v R avy R 5 EA
create local-user HHOa— D)L 2—F T hY L N EERLET,
set password 2= T AT NDORAT— REEELET,
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set startup-version .

set startup-version

TV —aDAR— R T v T NN—T g VERET HICIE, st gartup-version =2~ K
EHERALET,

set startup-version

B DA startup-version TTVr—2ar A VAR UADAE—RNT T VT K= T /N—
Vav
avwy }\ E— |~ SCOpPC ssa
avy FERE ))—= FERAR
1.1(1) awr RPMEMNESNE LT,

FEREDAA RZA Y

scope app-instance ftd ftd1 M#%I(Z Enter F— %4 &, ZAX— K 7 v 7=V 3 U ERET D
ok b ET,

1

WOBX, FTD 7 7V r—va b DAZ— KT v I NR—Ua VERET D HIEERL
-/Cl/\i—é—o

FPR# scope ssa

FPR /ssa # scope slot 1

FPR /ssa/slot # scope app-instance ftd ftdl

FPR /ssa/slot/app-instance # set startup-version 6.6.1.91

Warning: Upgrade of ftd through FXOS is not supported. The specified version of ftd
will be installed. Please reinitialize or reinstall ftd.

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



SavwU R |
. set timezone

set timezone

FXOS TH A LAYV =2 &FHET HITIL, settimezone =<2 REMHHA L ET,

set timezone
X DA set timezone 2~ I set timezone Z ] L T, FXOS DX A LY — 2 Zf&REL
\i j—O
ATV R E—FK scope system/scope services
avy FNERE )1)—=x EERNE
1.1(1) aw s RpBMmEnE L,

FEREDHA KSq4y DA FEMHLT, FXOS DX A LY — AR ELET,

451
WOFNL, FXOS TH A LY — 0 HRET DB ITEEZRLTWET,

firepower# scope system

firepower /system# scope services

firepower /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe

3) Antarctica 6) Atlantic Ocean 9) Indian Ocean

#?2 8 <====== Europe

Please select a country.

1) Aaland Islands 18) Greece 35) Norway
2) Albania 19) Guernsey 36) Poland
3) Andorra 20) Hungary 37) Portugal
4) Austria 21) Ireland 38) Romania
5) Belarus 22) Isle of Man 39) Russia
6) Belgium 23) Italy 40) San Marino
7) Bosnia & Herzegovina 24) Jersey 41) Serbia
8) Britain (UK) 25) Latvia 42) Slovakia
9) Bulgaria 26) Liechtenstein 43) Slovenia
10) Croatia 27) Lithuania 44) Spain
11) Czech Republic 28) Luxembourg 45) Sweden
12) Denmark 29) Macedonia 46) Switzerland
13) Estonia 30) Malta 47) Turkey
14) Finland 31) Moldova 48) Ukraine
15) France 32) Monaco 49) Vatican City
16) Germany 33) Montenegro
17) Gibraltar 34) Netherlands
#? 36 <======Poland
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The following information has been given:
Poland

Therefore timezone 'Europe/Warsaw' will be set.

Local time is now: Sun Oct 24 08:51:04 CEST 2021.
Universal Time is now: Sun Oct 24 06:51:04 UTC 2021.

Is the above information OK?

1) Yes
2) No
#?2 1 <======== Yes

firepower /system/services* # commit
firepower /system/services # show timezone
Timezone: Europe/Warsaw <======= Timezone is set

To set the timezone to UTC:

firepower /system/services* # set timezone UTC
firepower /system/services* # commit

set timezone .
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. set trustpoint

set trustpoint

X—U T OFEERNT A NRA > MERET HI2IE, settrustpoint 2~ K& LET,

set trustpoint trustpoint_name

EX DA trustpoint_name EFRENTZ b T A FRA » bDOLHEIL

ZOLBNZIE, 1 ~3R2 XFOFERTFEFEHTEET, - (A7
¥) . (TyHF—Ra7r) [ (any) B (EUAR)

EHTEETH, TS ORHLTFEAN—R I TE £E
o Flo, TV =7 FPREFESNIZET, ZOARTEELETDHZ

LiIITEEEA,
9wV R E—F scope security/scope keyring/
av Y RERE )1)—2 EERAE
1.1(1) Ay FRBIMESNE LT,

BALOAA RS54y “Oa<y REHALT, Z0%—U v/ OmNECEL L 52 bAoA v e LE
T,

il
WIZ, T74NVEOXF—V  THOF—%FHERT 20277 LET,

firepower# scope security

firepower /security # scope keyring test-ring
firepower /security/keyring # set trustpoint CiscoCAS5
firepower /security/keyring* # commit-buffer
firepower /security/keyring #

avw Uk &R

set cert F— U7 DRSAGEHIFELZ AT LET,

set modulus RSA ¥—f%¥ (SSL¥—0DREX) #vy MR THELET,
Set regenerate T4 K F— UL T TRSA F—ZFHERLET,
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set use-2-factor .

set use-2-factor

munEl//VlAO) §g7ﬁmunﬁ%f¢?%b§E7L j jA%) 1. set use-2-factor :1<7¢/}‘%Eﬁ£ﬁﬁlzjf
R

\)

GE)  THEFHEREFIT. RADIUS B LN TACACS+ L LA wWH I ET,

set use-2-factor {no|yes}

X DA no LV LD BRI A ENIZ L E T,
yes LV AD ZBRBAEEHC L ET,
AavY R E—FK T 7 H I FRBIEE—
avy RERE )1)—= EEARE
1.1(1) awy RRBIMENE L,

FEHEEDHA K54 > RADIUS £721X TACACS+ LV A ZHEHERFEZRET D56a1%, UV E— b 2— VP03
AL DMERIRNE S By v a VOEFREBL Oty v a O X A LT U R R

FTILEERATLTSZE N,

1

ROBNL, 774/ bORIEE— FER L, “HEERELZ AT 2 HEEZRLT
l/\jzjﬂo

FP9300-A# scope security

FP9300-A /security # scope default-auth

FP9300-A /security/default-auth # set use-2-factor yes
FP9300-A /security/default-auth* # commit-buffer
FP9300-A /security/default-auth #

EEav> R avw R £ BA
set authentication F 74V N OBFE— A ERELET,
set A L7 7 ME set absolute-session-timeout, set con-absolute-session-timeout., set

con-session-timeout, 33 & TN set session-timeout =< > K& L T
SFEISERFALT U MEERELET,
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. set user-account-unlock-time

set user-account-unlock-time

074 VRITOREREICE LR, 2a—FR Y RATA0nba vy 77U F SNSRI E2EET
512X, set user-account-unlock-time =~ > RZfEH L £4,

set user-account-unlock-time unlock_time

BX DA

AUk E—F

unlock_time 2PN AT ANEr 7T U b IR AR 2R (R
BAfT) , AEOFFHIL 600 ~ 36000 T1, T 7 /L MEIZ1800F (30
) T,

X274 E—F

avy FERE

FEREDHA FS14 Y

J1)—=Xx EEAR
1.1(1) awr RPBENESNE L,

a— (FHE2—VP2E58) PEEINe /A VlfTREREEAEZ D L&, 2—FiFT R
TEAMbR Yy 7T NENDHID, v A CRFOFAISNDET, ZORFRIFFEET 2050
HYVET, 2—=FRu v 77U SN EERTHRMIFRINEE A,

il

ROBFITIE, EF=2VT 4 FE—REBBL, By 270 PSRl —FRHEOR 7 A
YTEDHETICRIBT DR 2 e+ 5 ke m LET,

FP9300-A # scope security

FP9300-A /security # set user-account-unlock-time 900
FP9300-A /security* # commit-buffer

FP9300-A /security #

avw >R SR AR

clear lock-status 2—HFOu v I T IR AT —HAE I VT LET,

set max-login-attempts | = —H R AT LB R Yy 7 TV FSNDHET, v A VRITER
acE oM EEELET
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set user-label .

set user-label

TV =gy vy — Ul — Y EEMB A2 EID YT HITIL, chassis/ F— N setuser-labe
avy REFEHALET,

AR ]\“*ll/?ﬁ?f“j‘“*/“®b\fﬂﬂéiﬁ%ﬁ“ﬁ?%?&%u%%%ﬂ N MTCTAHIZIL, server/ E— RT
set user-label =~ > RZEEH L E7,

set user-label user_label

BXDEREA

avU R E—F

user_label TTITAT L AEEF Y —NCE Y Y TET L, FK 32 XF,

scope chassis/

scope chassis/scope server

avy RERE

EREDAARZA Y

J1)—=x EERNE
1.1(1) awr RPMEMNESNE LT,

chassis/ B— R Cshowdetail =~ > R&FHTH L. ‘\/%—\‘/&:E%E%IJ DY THILTNAL—
IV ERRTEET,

chassis/server/ E— R T showdetail =~ FEMEHT L &, B Iz — NIZHEE D Y
ToNTWEHa—% F_NLERRTEET,

1

WOPNE, T IAT VAL ¥ —UNIa—YEBETNEE Y Y CTEHEZRLTH
7,

firepower # scope chassis 1

firepower /chassis # set user-label FP9300-4
firepower /chassis* # commit-buffer
firepower /chassis # show detail

Chassis:
Chassis: 1
User Label: FP9300-4
Overall Status: Operable
Oper qualifier: N/A
Operability: Operable
Conf State: 0Ok
Admin State: Acknowledged
Conn Path: A
Conn Status: A
Managing Instance: A
Product Name: Cisco Firepower 9300 Security Appliance AC
PID: FPR-C9300-AC
VID: V02
Part Number: 68-100280-04
Vendor: Cisco Systems Inc
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. set user-label

Model: FPR-C9300-AC

Serial (SN): JMX1950196H

HW Revision: O

Mfg Date: 2015-12-16T00:00:00.000
Power State: Ok

Thermal Status: Ok

SEEPROM operability status: Operable
Dynamic Reallocation: Chassis
Reserved Power Budget (W): 600
PSU Capacity (W): O

PSU Line Mode: High Line

PSU State: Ok

Current Task:

firepower /chassis #

SavwU R |

2

av

~

-

K

avU kR

BLl]

show detail

W

chassis/ B— R TlX, v —YOHREO—Y T~ Y. M

e —UIiERERRLET,

chassis/server/ B— FTIX, #iV— O —% Tl 3%

M7y — M z2 TR LET,
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set value (create bootstrap-key FIREWALL_MODE) .

set value (create bootstrap-key FIREWALL_MODE)

BRI KT A & ASAD T — AT a7 4Xalb—2arTZ77AT7 T4—Jb
F—REL—T v REZE TV AT L2 MIFEET D20, satvaluez~ > REHEELE
KR

set value {routed | transparent}

BX DA routed T7AT VA=V E—FREN—T Yy R 7747 Uxr—/bE— FIIK
ELET,
transparent T7AT I —INVE—RERNITIVARXT LU N 77 AT T4 —Z
RELET,
a<vY R E—F scope ssa/create logical-device/create mgmt-bootstrap/create bootstrap-key FIREWALL MODE/

ARV R FIFNAL T IANDEEF-FEIA—T Y FTT,

avy FERE )1)—Xx FEHAHD
2.4(1) ASA O R—FBNBMESHE L,
1.14) FID IZX L Ca~y RBRBMENE L,

FEREDHA KSAY 7= MA Ty TOREDL, WHEAERN, 7237 4P 2Z VAN ATE, @HOEMNT
. 77V =2 a Y CLIORETIZEALOEELEETE T,

151
WRIZ, = RENL—T v RIZEETHHE2RLET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

firepower /ssa/logical-device/mgmt-bootstrap* #

BEa<w> R avw >R SR BA

create bootstrap-key TV r—ar DT AT T H—IET— REBRELET,
FIREWALL_MODE

create logical-device FHET N 2 BB L E T,
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. set value (create bootstrap-key FIREWALL_MODE)

avw vk SR BA

createmgmt-bootstrap | 7 Y r—L g DT — ATy ar 7 4 Xal—va L E2E
E‘Zbiﬁ—o
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set value (create bootstrap-key MANAGEMENT_TYPE) .

set value (create bootstrap-key MANAGEMENT_TYPE)

BRI T A 07— F AT v TRETYR—Y v (EMC £721X FDM) Z2iRET 51T
X, setvaluea~ > R&ZEHLET,

set value {FMC | LOCALLY_MANAGED}

BX DA

ATV R E—F

AR TIHIE

FMC X =¥ EZ FDMICERELET,

LOCALLY_MANAGED ~ % — <+ % FMC &7 L £,

scope ssa/create logical-device/create mgmt-bootstrap/create bootstrap-key LOCALLY MANAGED/

T 7 H I/ D= F—T ¥ T FMC T,

av Y RERE

FREDHA FS14 Y

Jj1)y—= EZHERNRE
2.7(1) FIDIZxfLCa~y RABMENE LT,

T—FANT T OREIL, PHEATH, £ET P AZ U AANYHTY, BEOEHFT
X, 77U 47— a CLIORETITL A EDEEAEECTCE £,

451
WOBNL, %=V v & FDMIZRET D HEEZR L TOET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1l ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

firepower /ssa/logical-device/mgmt-bootstrap* #

EEa<v >R

avw vk SR BA

create bootstrap-key T —ar DT AT T E— REBZELET,
FIREWALL_MODE

create logical-device TS 2 EER UET,

createmgmt-bootstrap |7 U AHA— 5 DT — AN Ty ar 7 4 Xal— g UEE
}52 Lij‘o
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. set value (create bootstrap-key PERMIT_EXPERT_MODE)

set value (create hootstrap-key PERMIT_EXPERT_MODE)

Bkt AR5 O FTDSSHE v a3 L Cod A/ 80— f B— REIHFA[43121%. setvalue =
~  REHFEALET,

set value {yes | no}

BX DA

AR E—F

AR R TFI4ILbE

no SSH & v a »nb FBIIKkH 5 ~DxF% A/3— | &— N&4k
IELES,

yes SSHE v avnb BT 55 ~Dxf% 23—~ £— R&iF
aLET,

scope ssa/create logical-device/create mgmt-bootstrap/create bootstrap-key PERMIT _EXPERT MODE/

77 # v MiEno TY,

2v Y FRE

EREDAARZA

)1)—= FTEAR
2.4(1) awy RBRBMEShE Lz,

ITHXF A=K EF—RTIE., BERN I TN a—FT 4 ICFID Y= WS T 7B ATEE
To T7HNRTHE, VT T A RZVAORE, =X A~ F— FEEATE 501F
FXOSCLI 7% FTDCLIZT 7 ¥ A F 5 2—H721F T, ZOHIRIT, A A% A D558k
EELTHA, 2T T A VAF L ADORITHEASNE T, v =27 VO TFIRTRD b
A . F 721 Cisco Technical Assistance Center 7> 53K D L2 HE DI, THF A/R— K T— K%
FHLET, ZOF— FZMT 5HI2IE, FTDCLI Texpert 2~ REFH L ET,

151
wIZ, SSH T=F 2 — ks T— REHNCT 50 %2R LET,

firepower# scope ssa

firepower /ssa # create logical-device FTD1 ftd 1 standalone

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key PERMIT EXPERT MODE
firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes

firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

firepower /ssa/logical-device/mgmt-bootstrap* #

BEav> R

avw ok 5 EA
create bootstrap-key TV = ar DTy AT Ur—)VE—RERELET,

FIREWALL_MODE
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set value (create bootstrap-key PERMIT_EXPERT_MODE) .

avw vk SR BA

create logical-device TS R EERR UET,

createmgmt-bootstrap | 7 Y r— g DT — ATy T ar 7 4 ¥ab—a LEAE
RLET,
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. setvlan

set vian

SavwU R |

AT FA VAR ATHEAT AT A 2 —T 24 ADO VLANID R ET 5121, setvlan
o< REFERALET,

set vlan id

BX DA

aAvU R E—F

id 1 ~ 4095 O T VLANID & EL 7,

scope eth-uplink/scope fabric a/scope interface/create subinterface/

scope eth-uplink/scope fabric a/create port-channel/create subinterface/

avy FERE

FEREDHA K42

J1)—=x EEAR
2.4(1) awr RPMEMNESNE L,

Fy U —ZEEIZISE T, 250 ~500 D VLAN Y 7 A v Z—T = A R % — VBT
ij‘o

A H =T 2 A AT EDVLANID T ETHIMLERHV ET, av T AV AX L ANT
IZ. VLANIDIZEI D B TOHNITR_RTCOA v X —T 2 A AL T—EBETHIVERH Y £,
BapbarT ) A0 =T A RAZEYD B THATHDIRY, VLANID #5|DA X —7 =
AALTHFAATEEY., ZEL, ACID ZEHLTHTYH, V74 U F—7 = A 2D il
RoH v FxtBIT2 0 £7,

1

I, A=V 2y MU/l L3O T A Z—T A4 Z%ERR L, T—FILH AL
H—T A RAERETHHZRLET,

firepower# scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # scope interface Ethernetl/1

firepower /eth-uplink/fabric/interface # create subinterface 10

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # exit

firepower /eth-uplink/fabric/interface # create subinterface 11

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # exit

firepower /eth-uplink/fabric/interface # create subinterface 12

firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

firepower /eth-uplink/fabric/interface/subinterface #
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setvlan .

BEa<w> R

avy kR

Bl

create port-channel

EtherChannel (ZK— h F+ %/V) ZAER L £,

create subinterface

YT =T x4 AEBMLET,

scope interface

MBA LB —T 2 A A F T2 N ATILET,

set port-type

B =T 2 A AHFALTHEHRELET,
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. setvlan
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» show (387 ~<X—7)

» show app (388 ~X—7)

» show (app-instance) (394 ~X—77)

* show audit-logs (397 ~—73°)

+ show auth-domain (398 ~<—1")

« show authentication (399 ~<—71")

* show breakout (400 ~X—73")

« show callhome (401 ~<—7°")

* show (card) (402 ~X—7")

* show card detail (404 ~—73")

* show cc-mode (407 ~<—1)

* show certreq (408 ~—1)

» show cfg-export-policy (410 ~X—3)
» show chassis (412 ~=X—7)

s showcli (414 =X—72)

* show clock (416 ~—73”)

« show cloud-connector (417 ~—73°)
* show configuration (418 ~<—13)

« show connection (419 ~—73")

« show core-export-target (420 ~<—3")

s show cpu (422 ~X—7)

+ show domain-env-feature (424 ~—73")

* show domain-storage-feature (426 ~X—737)
» show dns (428 ~—)

» show download-task (429 ~<—73”)

» show enforce-strong-password (431 ~X—3")
» show environment (432 ~X—73")

* show eth-uplink (467 ~X—)

» show event (469 ~X—73”)
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* show fabric (471 ~X—7%°)

* show fabric-interconnect (472 ~X—737)
* show fan-module (474 ~—73)

+ show fault (476 ~X—3°)

» show fips-mode (478 ~X—73")

* show firmware (479 ~X—7)

* show (firmware-install) (481 ~X—3")
« show fw-infra-pack (483 ~—)

* show hardware-bypass-ports (485 ~X—1)
« show https (486 ~—")

+ show hw-crypto (487 ~X—77)
» show image detail (488 ~X—7)

* show identity (489 ~X—1)

* show interface (493 ~—1)

« show interface counter errors (connect fxos) (496 ~X—)
» show interface transceiver (connect fxos) (497 ~X—)
+ show interface brief (connect fxos) (499 ~X—37)

« show inventory (513 ~X—73)

« show inventory (connect fxos) (517 ~X—)

* show ip-block (518 ~X—1)

* show ip-pool (520 ~X—3)

» show ipsec-log (522 ~X—)

» show ipv6-block (524 ~X—7)

* show ipv6-if (526 ~<—3)

* show keyring (527 ~X—1)

« show lacp (connect fxos) (529 ~<X—73”)

* show license (533 ~—73)

+ show local-user (535 ~—3)

» show logical-device-template (537 ~X—1)

* show mac-address (539 ~X—73)

 show member-port (541 ~—)

» show mac-pool (543 ~—73”)

* show memory (545 ~X—)

+ show (management interface) (548 ~X—13)

+ show mgmt-port (549 ~X—3")

» show monitor (550 ~—1)

* show nm-fpga-version (552 ~<—737)

» show ntp-overall-status (553 ~—17)

* show ntp server (554 ~<X—73)

s show org (555 ~=X—7)

» show package (556 ~<X—7)
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* show password-profile (558 ~—71”)

« show pki fsm status (559 ~X—1)

* show pmon state (561 ~X—)

s show post (562 ~X—73)

» show pre-login-banner (563 ~X—73")

» show port-channel (connect fxos) (564 ~—3)
* show port-channel (scope fabric) (567 ~<—1)
e show psu (569 ~=—73)

* show registry-repository (571 ~X—3)

+ show remote-user (572 ~X—73)

» show resource (573 ~<—73)

» show resource-profile (575 ~X—73")
 show role (577 ~<—737)

« show (scope fabric) (579 ~<—1)

* show schedule infra-fw (580 ~X—2)

+ show security (582 ~X—7)

» show sel (583 ~<—7”)

» show server actual-boot-order (584 ~—73)
« show server adapter (585 ~—1)

* show server assoc (587 ~~—7)

* show server bios (588 ~X—1)

» show server boot-order (590 ~X—73")

» show server cpu (592 ~X—73)

» show server decommissioned (593 ~—1)
« show server environment (594 ~X—137)

« show server firmware (596 ~<—1")

* show server identity (598 ~X—1)

» show server inventory (600 ~X—3)

» show server memory (602 ~X—13)

» show server status (604 ~X—1)

« show server storage (605 ~—17)

« show server version (607 ~<—17)

« show service-profile (609 ~—13)

» show shell-session-limits (615 ~X—3")

+ show (slot) (616 ~X—73")

* show slot (618 ~X—73)

« show snmp (connect fxos) (620 ~<—73”)

* show snmp (monitoring) (624 ~X—°)

* show snmp-trap (625 ~<X—)

+ show snmp-user (627 ~X—)

* show ssh-server (629 ~—<)
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s show stats (630 ~<—73")

* show storage (632 ~<—73")

» show subinterface (633 ~X—1)

* show sup (635 ~X—3)

+ show system (636 ~—1)

» show system reset-reason (638 ~X—137)
« show system uptime (connect fxos) (639 ~<—73°)
» show tech-support (640 ~—73”)

* show timezone (646 ~X—1)

+ show trustpoint (647 ~X—73")

» show user-sessions (649 ~<—73”)

» show validate-task (651 ~X—737)

* show version (653 ~X—1)

s shutdown (656 ~<—73°)

* show web-session-limits (658 ~<—17)
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show

show .

SFEIERavy N E— FTEMELBIEOREICET 2 EHRERRT DITIE, show 2w R
EEHALET,

FXOSCLI 2~y KE— RFO%L 2L, BfEOa~y FE— NCB#T 5 S IR ERE R
AT D show =2~ RRH Y £9, 72 & 21X, BIED SSPIEHM A R AT D121, A
o b E— K (scope ssa/scope slot) T show =~ REMHHLET,

INH0avwry ROELIE, ZOHA RITEPFARMICRE SN TWERA, BIfEDa~v > K
E— R CHIHARE/: show 47> a U &2 FRRT HI2iE, show? ZfFEH L £,

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. show app

show app

SavwU R |

ASARFTD 72 E DV AT ATHAFRERX vV AX— 77U DU A M EFIRT BHIZ1E, show

app A~ R&EEALET,

show app [ detail ]

X DEREA Detail e T VRO —EERRLET,
:—7~/ I“:E_ |~ SCOpEC ssa
avy FER Jiy—=x EERNRE

23.1 o< RABEMEnE L,

EREDHA FS1 Y

1

ROFNL, TRTOF Y 7 AZ— T 7V OERERRT D HEZRLTWET,

Firepower /fabric-interconnect # scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type

Default App

asa 99.18.20.36 cisco Native
ftd 7.2.0.1784 cisco Native,
ftd 7.2.0.83 cisco Native, Container
ftd 7.3.0.1258 cisco Native,
ftd 7.3.0.1402 cisco Native,
In Cluster Data Node

1

WOFNL, FHATRERTRTOT 7Y OFREERT L HFEEZRLTOVET,

firepower /ssa # show app detail
Application:
Name: asa
Version: 99.18.20.36
Author: cisco
Supported Deploy Types: Native
Is Default App: Yes
CSP Type: Application
Is Decorator: No
Has License Agreement: No
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show app .

License Agreement has been Accepted: No
Time Stamp: 2012-01-27T11:34:37.000
Validation State: None
Validation Time Stamp: Never
Application Information:
Deploy Type: Native
Description: N/A
Build Date: 12/16/2021
Min 0OS: 92.12.0.122
Data VNIC NR: O
Mgmt VNIC NR: O
Security Control: No
Support Aggregated VNIC: No
Can Upgrade: Yes
Full Install: Yes
Can Downgrade: Yes
Is Secondary Data Disk Supported: No
Installation Timeout (sec): 240
Uninstallation Timeout (sec): 240
Upgrade Timeout (sec): 360
Recommended Data Disk (MB): 20481
Recommended Cpu Cores: 0
Recommended Ram (MB): 0
Minimum Required Data Disk (MB): 20481
Minimum Required Cpu Logical Cores: 16
Minimum Required Ram (MB): 24576
Required Binary Disk (MB): 171
Net Management Bootstrap Type: Appagent
Is App Agent Supported: Yes
Is Clustering Supported: Yes
Is Turbo Mode Supported: No
Aggregator: Full
Incompatible Apps: ftd
Support Customized CCL IP Subnet: Yes
Max Application Instance Count: 1
Reboot Module On App Restart: Yes
Hardware Crypto Version: Unsupported
Name: ftd
Version: 7.2.0.1784
Author: cisco
Supported Deploy Types: Native,Container
Is Default App: No
CSP Type: Application
Is Decorator: No
Has License Agreement: Yes
License Agreement has been Accepted: No
Time Stamp: 2012-01-26T11:16:15.000
Validation State: None
Validation Time Stamp: Never
Application Information:
Deploy Type: Native
Description: N/A
Build Date: 02/28/2022
Min 0OS: 92.12.0.122
Data VNIC NR: O
Mgmt VNIC NR: O
Security Control: No
Support Aggregated VNIC: No
Can Upgrade: No
Full Install: Yes
Can Downgrade: No
Is Secondary Data Disk Supported: Yes
Installation Timeout (sec): 1800
Uninstallation Timeout (sec): 600
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. show app

Upgrade Timeout (sec): 1800
Recommended Data Disk (MB): 195313

Recommended Secondary Disk (MB): 0O
Recommended Cpu Cores: 0

Recommended Ram (MB): 0

Minimum Required Data Disk (MB): 39063
Minimum Required Secondary Disk (MB): O
Minimum Required Cpu Logical Cores: 4
Minimum Required Ram (MB): 10

Required Binary Disk (MB): 3907

Net Management Bootstrap Type: Appagent
Is App Agent Supported: Yes

Is Clustering Supported: Yes

Is Turbo Mode Supported: No
Aggregator: Full

Incompatible Apps: asa

Support Customized CCL IP Subnet: Yes
Max Application Instance Count: 1
Reboot Module On App Restart: Yes
Hardware Crypto Version: Unsupported
Deploy Type: Container

Description: N/A

Build Date: 02/28/2022

Min 0OS: 92.12.0.122

Data VNIC NR: 0

Mgmt VNIC NR: 0

Security Control: No

Support Aggregated VNIC: No

Can Upgrade: No

Full Install: Yes

Can Downgrade: No

Is Secondary Data Disk Supported: Yes
Installation Timeout (sec): 1800
Uninstallation Timeout (sec): 600
Upgrade Timeout (sec): 1800
Recommended Data Disk (MB): 40960
Recommended Secondary Disk (MB): 102400
Recommended Cpu Cores: 10

Recommended Ram (MB): 32768

Minimum Required Data Disk (MB): 40960

Minimum Required Secondary Disk (MB): O
Minimum Required Cpu Logical Cores: 6
Minimum Required Ram (MB): 10

Required Binary Disk (MB): 3907
Net Management Bootstrap Type: Appagent
Is App Agent Supported: Yes
Is Clustering Supported: Yes
Is Turbo Mode Supported: No
Aggregator: Full
Incompatible Apps: asa
Support Customized CCL IP Subnet: No
Max Application Instance Count: 0
Reboot Module On App Restart: No
Hardware Crypto Version: 2
Name: ftd
Version: 7.2.0.83
Author: cisco
Supported Deploy Types: Native,Container
Is Default App: No
CSP Type: Application
Is Decorator: No
Has License Agreement: Yes
License Agreement has been Accepted: No
Time Stamp: 2012-01-22T07:04:58.000
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show app .

Validation State: None
Validation Time Stamp: Never

1
ROFNE, BEHFRERTNTOT 7Y OFFMERER TS5 HEZRLTWET,

Firepower /ssa # show app expand detail
Application:
Application:

Name: asa
Version: 99.18.20.36
Author: cisco
Supported Deploy Types: Native
Is Default App: Yes
CSP Type: Application
Is Decorator: No
Has License Agreement: No
License Agreement has been Accepted: No
Time Stamp: 2012-01-27T11:34:37.000
Validation State: None
Validation Time Stamp: Never
Application Information:
Deploy Type: Native
Description: N/A
Build Date: 12/16/2021
Min OS: 92.12.0.122
Data VNIC NR: O
Mgmt VNIC NR: O
Security Control: No
Support Aggregated VNIC: No
Can Upgrade: Yes
Full Install: Yes
Can Downgrade: Yes
Is Secondary Data Disk Supported: No
Installation Timeout (sec): 240
Uninstallation Timeout (sec): 240
Upgrade Timeout (sec): 360
Recommended Data Disk (MB): 20481
Recommended Cpu Cores: 0
Recommended Ram (MB): O
Minimum Required Data Disk (MB): 20481
Minimum Required Cpu Logical Cores: 16
Minimum Required Ram (MB): 24576
Required Binary Disk (MB): 171
Net Management Bootstrap Type: Appagent
Is App Agent Supported: Yes
Is Clustering Supported: Yes
Is Turbo Mode Supported: No
Aggregator: Full
Incompatible Apps: ftd
Support Customized CCL IP Subnet: Yes
Max Application Instance Count: 1
Reboot Module On App Restart: Yes
Hardware Crypto Version: Unsupported
App Attribute Key for the Application:
App Attribute Key: cluster-role
Description: This is the role of the blade in the cluster
App Attribute Key: mgmt-ip
Description: This is the IP for the management interface
App Attribute Key: mgmt-ip-virtual
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Description: This
App Attribute Key:
Description: This
App Attribute Key:
Description: This
App Attribute Key:
Description: This
App Attribute Key:
Description: This

Net Mgmt Bootstrap Key
Bootstrap Key: FIR
Key Data Type:
Mandatory: No

Is the Key Secret:
Description: This

Key scope: Global

Bootstrap Key: PAS
Key Data Type: str
Mandatory: No

Is the Key Secret:
Description: The a
Key scope: Global

enum: (routed,

savwor |

is the Virtual IP for cluster only
mgmt-ipve6

is the IPv6 for the management interface
mgmt-ipv6-virtual

is the Virtual IPvé6 for cluster only
mgmt-url

is the management URL for this application
mgmt-url-ipvé

is the management IPv6 URL for this application
for the Application:

EWALL_MODE

transparent)

No

is the mode to set the firewall (transparent routed)

SWORD
ing

Yes
dmin user password.

Port Requirement for the Application:

Port Type: Data
Max Ports: 120
Min Ports: 1

Interchassis Suppo

Port Type: Mgmt
Max Ports: 1
Min Ports: 0

Interchassis Suppo

Port Type: Cluster
Max Ports: 1
Min Ports: 0

Interchassis Suppo

Name: ftd
Version: 7.3.0.1258
Author: cisco
Supported Deploy Types:
Is Default App: No
CSP Type: Application
Is Decorator: No
Has License Agreement: Yes
License Agreement has been
Time Stamp: 2012-03-18T13:
Validation State: None
Validation Time Stamp: Nev
Application Information:
Deploy Type: Native
Description: N/A
Build Date: 04/19/2022
Min OS: 92.13.0.100
Data VNIC NR: O
Mgmt VNIC NR: O
Security Control: No
Support Aggregated VNI
Can Upgrade: No
Full Install: Yes
Can Downgrade: No
Is Secondary Data Disk
Installation Timeout (
Uninstallation Timeout
Upgrade Timeout (sec):

Na
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Recommended Data Disk (MB): 195313

Recommended Secondary Disk (MB): O
Recommended Cpu Cores: 0

Recommended Ram (MB): 0

Minimum Required Data Disk (MB): 39063
Minimum Required Secondary Disk (MB): O
Minimum Required Cpu Logical Cores: 4
Minimum Required Ram (MB): 10

Required Binary Disk (MB): 3907

Net Management Bootstrap Type: Appagent

Is App Agent Supported: Yes

Is Clustering Supported: Yes

Is Turbo Mode Supported: No

Aggregator: Full

Incompatible Apps: asa

Support Customized CCL IP Subnet: Yes

Max Application Instance Count: 1

Reboot Module On App Restart: Yes

Hardware Crypto Version: Unsupported

App Attribute Key for the Application:
App Attribute Key: cluster-role

show app .

Description: This is the cluster role for this application instance

App Attribute Key: firepower-mgmt-ip

Description: This is the IP address used to initialize a tunnel with

Firepower Management Center

App Attribute Key: firepower-mgmt-ipvé

Description: This is the IPv6 address used to initialize a tunnel wi

th Firepower Management Center

App Attribute Key: mgmt-url
Description: This is the management URL for Firepower Management

App Attribute Key: NAT ID

Cen

Description: This is the token used to associate with Firepower Mana

gement Center

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key: DNS_SERVERS
Key Data Type: string
Mandatory: No
Is the Key Secret: No
Description: Comma-separated DNS servers for the application
Key scope: Global
Bootstrap Key: FIREPOWER MANAGER IP
Key Data Type: string
Mandatory: No
Is the Key Secret: No
Description: The IP address of Cisco Firepower Management Center
Key scope: Global
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. show (app-instance)

show (app-instance)

BREOT 7V r—a NERAEFR/RT HIZIE, app-instance E— K Tshow =2~ > & H L £
R

show [ app | app-attri | detail | event | expand | fault | fsm | heartbeat | hotfix | resource ]

BX DA app (fER) A A b= (FTL—F) IZEATE S ASARLFID 72 &
DT TV r—ay Ryr—V0) A NeRrLET,
app-attri EE) BEOT 7V r—ya vElteFoRrLET,
detail (EE) BUEDT TV r—va v A U AZ  ADFF MG R AR L
i‘j‘o

Fo, ZOX—U— R, HESNIAT Y a »OREHME# A #oR
THEOMDAYYF AT v 3 DEL TR ARTT,

event EE) 77V —vardA Xy MEHEREF T LET,
expand (EE) BEOT IV r—a A VAR ZADMBIEREFR L
9,

o, ZOF—U—RNE, BEINA TV a OB ERE TR
THZOMDa~ R A7y a D% THHAETT,

fault (£ ZOT 7V r—va v A VAL ATHRE LREEICET
LHiEMAERTLET, WOAT v a U bRARETT,

«fault_ID : fE SNz EEDOHREL LR LET,

e cause : FRE SN2 K A T OWEROHE TR LET,

- detail : FEMIZRPEEFHREFRLET,

cseverity : fEESNTZTE T T 0 (EKRE) LV DOIFHRD A
EFRRLET,

« suppressed : #iffi] S fEEA Y A N LE T, cause, detail,
Bl sverity ¥—U—RiZZo4 7 a oo TE £,

fsm {status|task} (EE) BESNF—U— R~ T, BUEDT 7 r—a v
THIRREE~ > UEHREER R LET,

s status: FSM A5 — % A& FE - LET,

stask : FSM # A 7 {E#a R~ L E7,

hear tbeat (ER) RRICZEFE LI — M= FofFREeFRLET,
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aAvU R E—F

show (app-instance) .

hotfix EE) EHESNEAY b7 4 v 7 2ADFREF R LET, £z,
WA T a iddetail, expand, LV version¥—7— R THA|
HFAEE T, FFEDHR Y N7 4 v 7 ADIFRERRTEET,

resource (ER) BED Y Y =20 B TITHET EREzE R LET,

scope ssa/scope slot

av Y RERE

FEREDHA FS14 Y

J1)—=x EERNE
1.1(1) awr RPENESNE L,

TN TR, ZOavr Rig— M7 7V r—a A VAX L ADRTEFREERL
F7,

il
ROFNE, — BT 7V =g A VAR AR R T D HEEZ R LET,

firepower# scope ssa

firepower /ssa # scope slot 2

firepower /ssa/slot # scope app-instance asa clusterl
firepower /ssa/slot/app-instance # show

Application Instance:
App Name Identifier Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa clusterl Enabled Online 201.2.1.125 201.2.1.125
Native In Cluster Data Node

1

WROBNE, A A S =ML TE 5 —KNRT 7Y r— a AR EeFRT 2515
R LTWET,
firepower# scope ssa

firepower# show app
firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.12.3.12 cisco Native Application No
asa 9.12.3.140 cisco Native Application No
asa 9.12.3.9 cisco Native Application No
asa 9.14.1.150 cisco Native Application No
asa 9.16.2.3 cisco Native Application Yes
asa 9.9.2 cisco Native Application No
ftd 6.4.0.102 cisco Native,Container Application No
ftd 6.5.0.115 cisco Native,Container Application No
ftd 6.6.1.91 cisco Native,Container Application No
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. show (app-instance)

ftd 6.6.4.59 cisco Native,Container Application Yes
ftd 6.7.0.65 cisco Native,Container Application No
ftd 7.0.0.94 cisco Native,Container Application No
MEav> kR av YR Bl
scope app-instance WEOT TV r—varor 7 ) r—va ' - RERELET,
show slot FEED SSP E Y 2 — /L O— IR EHFME R R LET,
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show audit-logs .

show audit-logs
s Befin /& %R 51013, show auditlogs =~ R LE T,

show audit-logs

avY R E—FK scope security
av > FERE J1)—x FEAE
11D gy RREMSHE LR,

ERLDHA KRSy T 74NV ITHE, Zoavy Rifa—¥—Efn VEREEZRLET,

1
ROFNE, 22—V —fEEn JiFREZ R L TWET,

firepower# scope security
firepower # /security # show audit-logs
Audit trail logs:
Creation Time User ID Action Description

2021-10-11T21:42:30.885

admin 18405523 Creation PreLoginBanner created
2021-10-11T21:41:07.340
admin 18405498 Deletion PreLoginBanner deleted
2021-10-11T21:40:48.222
internal 18405486 Deletion Web A: user admin terminated

session id web 34771 A
2021-10-11T21:39:52.703
internal 18405463 Creation Fabric A: remote user testl
logged in from 192.0.2.1
2021-10-11T21:39:44.351
internal 18405450 Deletion Fabric A: user testl
terminated session id pts_1 1 5725
firepower# /security # show audit-logs 18405523 detail
Audit trail logs:
Creation Time: 2021-10-11T21:42:30.885
User: admin
Session ID: pts 0 1 24360
ID: 18405523
Action: Creation
Description: PreLoginBanner created
Affected Object: sys/user-ext/pre-login-banner
Trigger: Admin
Modified Properties: message:TEST
, policyOwner:local

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. show auth-domain
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show auth-domain

BUEDTRFE R A A UMNEHREFR KT HI121E, BF =2 U7 4 F— F T show auth-domain =~ >
ML ET,

show auth-domain [detail | domain_name]

BX DA

AR E—F

detail (FE7) BIEOTNTORIE R A A > OFME#RERR LET,
domain_name (L) FEESHE FAL O @ROBER T LET, 047

v a Clidetall F—YV— F&2HTE £,

scope security/

avy FERE

FEREDAHA RSA

N

-

J1)—= ZERNA
1.4(1) o< RABEIMEnE L,

SHEE K A A »1%. createauth-domain % 721 enter auth-domain=t~ > RZf A L CIER S v E
7,

1

WOBNL, FFED KA A > DFERE R A A BT L5fifE Rz 2R+ 0 HEE R LT
b\ij‘o

firepower# scope security
firepower /security # show auth-domain test domain detail

Authentication domain:
Authentication domain name: test domain
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Idle Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Default Realm: Local
Authentication server group:
Use of 2nd factor: No
firepower /security #

av U R SR BA
create auth-domain HLUWEREE R AL VR ERR L ET,
scope auth-domain Fe i DFBEE N A A T auth-domain E— R & B L 3,
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show authentication .

show authentication

A= VBT 7 4V FRFEOBEFOE R T L BEAT — X A FERT DHITIL, show
authentication =~ > R&fH L F9,

show authentication

B DEREA

AR E—F

Zoa<wy RIS ELITZF—U—RIdb Y T A,

scope security

avy RERE

EREDAARZA

)1y—= EENE
2.10(1) awy RBBMEnE L,

A Y = NVELOT 7 40 FRREOBAFOE R E L BEA T —# A2 FRTE £ T,

1

wOBNE, X2V T 45— &ML, 7740 MBRETREFRR T2 EE R L
TWET,

firepower# scope security

firepower /security # show authentication

Console authentication: Local

Operational Console authentication: Local

Default authentication: Local

Operational Default authentication: Local

Role Policy For Remote Users: Assign Default Role

BEEavTY R

= N £RBA

set authentication FITH )V ORI —ERAEERELET,
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. show breakout

show breakout

AB—T 2 A AR— T VLA T U RREICHEHTHEREFZRTDHICE, 777V w7 E—
R show breakout =~ > K& L £,

show breakout [dot id port_id|detail | expand]

BXDEEA dlot_id port_id (EE) HEDOKR— DT VLA 7T 7 ME#REERLET, expand
BLWexpand F¥—V— RiZZoA4A 7y a o CEATE £,

detail (EE) A—F 7 L— PO ReFRLES, 2047 a
Tl expand ¥— U — R&fliHTX £9,

expand UEE) R—F 7oA 2T Y NOREEREFRLES, ZOFS
g Clddaal ¥F—V— R&FEHATXET,

A9<wY R E—F scope cabling/scope fabric a/
av Y RER )1)—2 EEAE
1.1(1) awy RBBMsnE L,

FEREDHA KSA4y 774NV ETIE ZOa~vy T XTOR— DT LA 7T U MERERRLET,

1
ROBNE, =T VRO R E KT D ke L TH0ET,

firepower# scope cabling
firepower /cabling # scope fabric a
firepower /cabling/fabric # show breakout

port breakout:

Slot ID Port ID breakout type
3 1 10g 4x
3 2 10g 4x

firepower /cabling/fabric #

BEa< R avy kR B
create breakout HLWA L E—T oA AT VAT 7 NEERRLET,
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show callhome .

show callhome

CallHome DR EHHRE LA T — X RFREFKT 5121, showcallhome=a~ > R&EEH L
9,

show callhome [detail | expand |fsm status]

BX DA

aAvU kR E—F

detail ({£&) Call Home OiFffE#R A2 Fz R L E7,

expand (f£&) Call Home O & A2F R L £,

fsm status ({E#E) Call Home O1H#HB L OERIREE~ L VD AT — X A% 3
/j——\‘ [/ i—é—o

monitoring &— N

av Yy FERE )1)—2x EEANE
L1(1) Sy RREMEE LT,
£l
RO, Call Home 1§ # & #n T 2 HEAZRLTHNET,
FP9300-A /monitoring # show callhome
Callhome:
Admin State: Off
Throttling State: On
Contact Information: admin
Customer Contact Email:
From Email:
Reply To Email:
Phone Contact e.g., +1-011-408-555-1212:
Street Address:
Contract Id:
Customer Id:
Site Id:
Switch Priority: Debugging
Enable/Disable HTTP/HTTPS Proxy: Off
HTTP/HTTPS Proxy Server Address:
HTTP/HTTPS Proxy Server Port: 80
SMTP Server Address:
SMTP Server Port: 25
DOC-FP9300-A /monitoring #
E&Ea< U avo kR BLL]
scope callhome CallHome = > 7 f ¥ = L—3 3 T— NZBBLET,
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. show (card)

show (card)

BUED 7 77V w7 J1— FEREFRTHITIE, I— R E—RFTshow a2~ FZEH L %
D

show [beacon-led | detail | event | expand | fault | fsm task | port]

BXDEREA beacon-led (EE) H— RO —= v LED ICET A ERE2ERLET, KO
F7 T a U HRHAFRE T,
o detail : FEMM72 LED Ea £ R LET, 2047 a3 TiE
expand ¥ — 7 — RZfEHTE £,

e expand : LED#&EHREF R LET, 2047 3 Tldddalil
¥F—U—FEfHTEET,

. fsm status : AIRREE~ S > A F—F 2 fFREFRLET, =
DA T arTldexpand ¥ —U— REEHCTEET,

detail (EE) 777V w7 I—FOEMEREFRLES, ZoF7
v a Tl expand F¥—VU— K& T& 9,

event _ HEH) 777V w7 h— FOA Ry MEREERLET, BT
[event_ID |detail [expand] <o NID&ZANTHE, ZDA R hOEROLEFRTEET,
detail & expand D¥F—U— NZZ DA 7 a CHEMATE £1,

expand UEE) 777V v 7 h—RofEEREsFRLET, 20+
g Clddatal F—UV— F&EHTEET,

fault UEE) 777V w7 h— R TRAELEZEEICHTAEREZFRL
¥4, 2OXF—U—RNIKOF TS g b ERTXET,

sfault_ ID : FEE SNT-BEEDIEREF R LET,
scause : FEESNIZFNEZ A T OFBERDO A ZF - LET,
s detail : FEMREEHHRERRLET,

cseverity - FRIES NV E T T 4 (HRE) LULOFHRO A
ZFRRLET,

* suppressed : il SN 7fFEEZLZ Y A M LET, cause, detail,
Bl Wseverity ¥—U—RNZZo4 7y a v THEATE £1,

fsm task (fEE) H—FDOFSM Z A7 EFR LET, 204 S a
Tlt detail ¥—7— R&HHCx£3,

port (FEE) W—FOR— MRz RLET,
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show (card) .
a<vY R E—F scope fabric-interconnect/scope card
av Yy FERE )1)y—= EERAE
L1(1) Ay R BIEE LT,
FERALDHA RSAY T 74NN THE, Z0avy RiIh— ROERNRAT =2 2% FRLET,
il
KOBUE, HEDT 77U v 7 J— RIEBIT 58— Mle 2R 5 k2R LT
=7,
firepower# scope fabric-interconnect
firepower /fabric-interconnect # scope card 1
firepower /fabric-interconnect/card # show port
Ether Port:
Slot Aggr Port Port Oper State Mac Role Xcvr
1 0 1 Up BO:AA:77:2F:F0:BO0 Network 1000BASE T
1 0 2 Up BO:AA:77:2F:F0:B1 Network 1000BASE T
1 0 3 Up BO:AA:77:2F:F0:B2 Network 1000BASE T
1 0 4 Up BO:AA:77:2F:F0:B3 Network 1000BASE T
1 0 5 Up BO:AA:77:2F:F0:B4 Network 1000BASE T
1 0 6 Up BO:AA:77:2F:F0:B5 Network 1000BASE T
1 0 7 Failed BO:AA:77:2F:F0:B6 Network 1000BASE T
1 0 8 Sfp Not Present BO:AA:77:2F:F0:B7 Network N/A
firepower /fabric-interconnect/card #
EEa<v R avo kR iER
scope card KEDT7 77V v 7 h— ROFEE— F&BAL £,
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show card detail

71— Rl AE R AT H121E, showcard detail =~ > FAEHA L ET,

B DEREA

avU R E—F

show card [ detail | event | expand | card-config ]

detail 777V v 7 — ROFEMIEHREZR R LET,

expand UEE) 777V vy 7 — FOMRERER T LET,
card-config (EE) BUED I — FREICET HEHRER R LET,

scope fabric-interconnect a

avy NERE

FRLEDODHA KSA Y

1) —Z EERNE
2.3.1 vy RGBS IVE Lz,

Z 3. scope fabric-interconnect a @ show 2~ > RDH 7 a< > K TY,

!l
ROBNL, FFEDTZ 77V v 70— RICHETLERZZ TR T 5 HEL2RLTVET,

Firepower# scope fabric-interconnect a
Firepower /fabric-interconnect # show card

Fabric Card:
Id State
1 Online
2 Online
3 Online

ROBNE, FFEDT 77V v 71— FIZET 2R ME A RTRT 5 51k L TWE
R

Firepower /fabric-interconnect # show card detail

Fabric Card:
Id: 1
Description: Firepower 9300 Supervisor
Number of Ports: 8
State: Online
Vendor: Cisco Systems,
Model: FPRY9K-SUP
HW Revision: 0
Serial (SN): JSJl8250001
Perf: N/A
Admin State: Online
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

Inc.
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Id: 2

Description: Firepower 8x10G SFP+ NM
Number of Ports: 8

State: Online

Vendor: Cisco Systems, Inc.
Model: FPR-NM-8X10G

HW Revision: 0O

Serial (SN): JAD19510ALL
Perf: N/A

Admin State: Online

Power State: Online
Presence: Equipped

Thermal Status: N/A
Voltage Status: N/A

Id: 3

Description: Firepower 4x40G QSFP NM
Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.
Model: FPR-NM-4X40G

HW Revision: O

Serial (SN): JAD21040C9U
Perf: N/A

Admin State: Online

Power State: Online
Presence: Equipped

Thermal Status: N/A
Voltage Status: N/A

show card detail .

WROBNE, BUEDT 77U v 71— FOIRIGE®RERRT D HEZRLTWET,

Firepower# scope fabric-interconnect a
Firepower /fabric-interconnect # show card detail expand

Fabric Card:
Id: 1
Description: Firepower 9300 Supervisor
Number of Ports: 8
State: Online
Vendor: Cisco Systems, Inc.
Model: FPRY9K-SUP
HW Revision: 0
Serial (SN): JSJ18250001
Perf: N/A
Admin State: Online
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

Id: 2

Description: Firepower 8x10G SFP+ NM
Number of Ports: 8

State: Online

Vendor: Cisco Systems, Inc.
Model: FPR-NM-8X10G

HW Revision: 0

Serial (SN): JAD19510ALL
Perf: N/A

Admin State: Online

Power State: Online
Presence: Equipped
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. show card detail

Thermal Status: N/A
Voltage Status: N/A

Id: 3

Description: Firepower 4x40G QSFP NM

Number of Ports: 16
State: Online

Vendor: Cisco Systems, Inc.
Model: FPR-NM-4X40G

HW Revision: O

Serial (SN): JAD21040C9U
Perf: N/A

Admin State: Online
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

ROBNL, BUEDOH — FREICHET D EFERERTT L2HELR L TVET,

Firepower# scope fabric-interconnect a

Firepower /fabric-interconnect # show card-config

Card Config:

Slot Model OperState
1 FPROK-SUP Online
2 FPR-NM-8X10G Online
3 FPR-NM-4X40G Online
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Presence ConfigState

Yes Ok
Yes Ok
Yes Ok
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show cc-mode .

show cc-mode

BAEOa®y 7 7AT VT T— ROAT—X AEREF/RT HI21E, showce-mode 2~ K
AL £,

show cc-mode

B DEREA

avU R E—F

Coaxy FIIBIEELETF—Y—FEdH Y £ A,

tXx=2U7 4 E—F

avy FERE

FEREDHA RKS4A4 Y

J1)—=x EEAR
1.1(1) awr RPMEMNESNE L,

Firepower 4100/9300 < ¥ — > Tl EMEM A AN L TH, HE S NTZimEET A RZETED
ATIAT CAFTHBNICIHEE S E T A

1

WOBNE, tX=2V T 4 T—FEBL, WEOIEL 7 74T VT T—RKORT—
B 2GR EERTDIHEERLTOET,

FP9300-A # scope security

FP9300-A /security # show cc-mode

Common Criteria Mode Admin State: Disabled
Common Criteria Mode Operational State: Disabled
FP9300-A /security #

avw R SR BA
disable cc-mode OFL IIAT VT B— REEHTLET,
enable cc-mode aAFTL IIFGATVT BF— REAEMTLET,
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. show certreq

show certreq

FEED RSA ¥ —V > 7 ORGEE R AR T HITIL, showcertreq =2~ FZEH L £ 7,

SavwU R |

BX DA

O R E—F

Zoa=wy FIZEBIEELZEEF—UV—FEH D TH A,

F—U 7 E—F

avwy FERE

FEREDHA FS1 Y

J1)—=x EEAR
1.1(1) awr RPMENENE L,

’@:vVF%ﬁ%LT ﬁf@# U7 ORGEEREZFRLET, £OH%, 2—LThH

FAN T U —FIXRERICEETE E T,

1

wOFNTL, BEfFEOXR—Y 72 AL, FOREEREZFRT D IEEZRLTOET,

FP9300-A # scope security

FP9300-A # scope keyring test-ring

FP9300-A /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 198.168.0.111
Certificate request FI A ip address: O.
Certificate request FI B ip address: O.
Certificate request e-mail name:
Certificate request ipv6 address:
Certificate request FI A ipv6 address:
Certificate request FI B ipv6 address:
Certificate request country name:
State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name) :
Request:

0.0.0
0.0.0

MIIDEzCCAbsCAQAWEDEOMAWGAlUEAWWFAGVzdDEwggFiMAOGCSqGSIb3DQEBAQUA
A4IBTwAwggFKAOIBQQCDnam/zZTgXx8SYXeaYIMeVPeMLvOO7EemP7kEAHPPAQX9d6
3V5NIOLNNCfr7SL8gmLDFORanzZIYb9uxD7/298x1rS3LAIR3GWCYw+INIHz5do/
uClI56thmNSnWgjEWGDwTnu+CDOtFn3gPg8wOpynutE+£43B4£fyhWRpUSVO6I3Ma
SRrR4Cp9CKjubU91ttgiNkt5VH3+peM+3AgF6suFF96tN2G+callwwf3h6EpFJle
NE6CHUIQAdrKPtJIVcmMYIYEMEogMYD1O0ORXY+ionucK7i1d4JFAKLVEXPrzHGA3g7
n+xInFC84/2kM1TtapWHrMAOYcTiQ5UR6BJIOPLT1V6YXTIrv/FrknJkZJUFKvOBX
9fvZ82UH90+gWMD8rRBvsz94zGbiBm3SpKh1MLvXjR9af3koaiWMR45BSob0XwID
AQABOD4AWEWYJK0ZIThvcNAQKkHMQYMBHR1c3QwIwYJKoZThvcNAQkOMROWGDAWBgNV
HREEDzANggV0ZXNOMYCcEAQEBATANBgkghkiGO9w0OBAQs FAAOCAUEAC1VpnjwB8KjD
Okw6k9PaBde07aleSWwmMdO9rR3FISMNWOMVEXF07m3dEgGNROTCMyxZXH3diDd6/
0€9Ss91/FxORTI3ux+1XhKAOKjOJ5Urzl1YLLjomHGrhGNpITQCm71lr/fXIjPfUHx
fwaN51bgImiLI6copKMPY+XMPSFNvIuUM4dTAZLHhn5PGOjRAZtMNBogw+Fb659BH
vad0QYrz2SHAIH7XETZXp3CTBX4jGhoCad8f£S4YdGQd73/jpu8zylnndljvimE]
H9GkSm8sQQfTwQX8RgbzegZGHuU3/LxLO6XQDIRj9bTolaa6zTuhwPyPs4MtdYbpv
mGAEBS8QAMHUChdPZAPC44XRPhjPyseig91j+QlHUMFCMvzNGXksbY1rWj3T4G8gn
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show certreq .

z/g7x+0XX/31dLJA2yLx90sUsshmgjs=

FP9300-A /security/keyring #

EEa<rk avU kR Bl
create certreq L —1 o VEREER 2B L £
create keyring FLUWRSA ¥—VU U 7B LET,
delete certreq BEfFDOX—V v VGEERZHIFR L £,
enter certreq F—U U RREER A A LE T,
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. show cfg-export-policy

show cfg-export-policy

REFH DT AR—FRY =D U X F&F/RT 521X, showcfg-export-policy =~ > N &

FERALET,
X DA detail show THRE SN 7 AR— R U > —|ZBT 5 3G A2 Fo=
L/iﬁ‘o
AT R E—FK scope org
av Y REE 1)1y —2 EEAR
23.1 o<y RRBEMENE L,

FEREDHA K54 AL, scopeorg. D~ RO show %7 v KT,

151
WOHNT, ATy 2 — VB EFEHDT Y AR— "R —FRERRTDHIHEERL
TWEJ,

Firepower /fabric-interconnect # scope org
Firepower /org # show cfg-export-policy
Config Export policy:

Name Description Admin State
default Configuration Export Policy
Disable
!l
ROBNT, MR T N TOMRE T 7 AR — MR Y o —OFEMlEHR LR RT 5
FiExER L THVET,

Firepower /org # show cfg-export-policy detail
Config Export policy:

Name: default

Description: Configuration Export Policy

Admin State: Disable

Protocol: Ftp

Hostname:

User:

Remote File:

Schedule: Daily

Port: Default

Current Task:
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show cfg-export-policy .

il

WOBHNL., FHATRER T R COERFE LT 7 AR —FRY —D fsm AT —HF ADFE
MERE2FRRT D IHEEZRLTOVET,

Firepower /org # show cfg-export-policy fsm status
Name: default

FSM 1:
Status: Nop
Previous Status: Nop
Timestamp: Never
Try: O
Progress (%): 100
Current Task:
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show chassis

Uy —UIEREFRTRT DITIE, showchassis =~ FEEH L ET,

show chassis [1] [decommissioned | detail | environment |fabric|fi-iom | firmware| fsm
status|inventory [iom | psu | version]

BX DA

1 EE) % —ID, v —IE 1 HDFEFO=H, ZOID DAS
IHEETT,

decommissioned (EE) BEELEL WAy y—YOEHREARRLET,

detail EE) ¥ — L OFMEREFRLET,

environment () BREFRAFRLET,
detail, expand. fan. iom, psu, server ¥ —U— R T %
ﬁ‘o

fabric HEE) 777V v 7 OEREFFELET,

F—U— Fdetail bfEHTEET,

fi-iom ER) 777 U7 A2 —axy FIOEY = — /VIEHERR
L/iﬁ‘o

F—U— N detail bEATEET,

firmware fER) 77 =L 7 OHREFRRLET,
F—U— I detail bEHTEET,

fsm status (£8) AIRRE~ S OB EeFRLET,
F—TU— RFexpand HLEFHTE E7,

inventory (FE) %=1 DR F—L IDOFEREFRLET,

detail, expand, fabric, fan, fi-iom, iom, psu, server. unspecified
DF—TU— RFHEHTEET,

iom (EE) AHAEY 2 —LOWERERTLET,
F—17— K detail HEATEET,

psu (ER) BIEEDOAT —F AT LET,
F—U— N detail HEMTEET,
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aAvU kR E—F

show chassis .

version (EE) v —YHOTRTDOTF AL ADNR— 3 U HFEEZFERL

i‘a—o
F—U— K detail T ET,

fTEoavy KE—F

avy FERE

FEREDHA FS14 Y

J1)—=x EEAR
1.1(1) awr RPBENENE L,

I F— U — FEfEERE T I showchassis 2~ > REfEHT L &, vy — T ORERERE

RTEET,

!l
WOBNL, ¥ v = DIEANERZ ZTRT k2R L TVWET,

FP9300-A# show chassis 1

Chassis:

Chassis Overall Status Admin State
1 Accessibility Problem Acknowledged

FP9300-A#

EEav >R

avUk Bl

show server environment | — 3 N— K7 = 7R A2 F R L E T,
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. show cli

show cli
CLI =~ RBIEE 2R T 5121E, showdi 2~ > REFEHLET,
show cli {command-status| history | mode-info | session-config | shell-type}
B DA command-status (LE) BHDOa~y ROAT—2 A% RKRLET,
FFvarFx—U—NFdeal i+ 25 &, LANCA LIz~
ROFEMRFRRINET,
history EE) BlEOEyvaryFicAhanza~vy RO R EER
LE7,
mode-info (LE) BUED CLIE— RICHT 2E#Ma TR LET,
session-config UEE) BHEDOE vy v a UIERBREFR R LET,
shell-type (EE) BEDa~ U N =L 2 A FERERRFLET,
ARV R E—F fEEoa~vr FE-F
AV FEE Y1—2 ZERE
L1(1) Ay FRBIMESNE LT,

FERALEODHA KSq4Y ZO0OAX RIS RATIMEDLY FH A,

451
WOBNL, BEOE Yy v a VREDOHEHRE R RT D HIEERLTWET,

FP9300-A# show cli session-config
Suppress Headers: off

Suppress Field Spillover: off

Table Field Delimiter: none

Terminal Width: 61

Terminal Length: 31

Session Absolute Timeout: 3600 seconds
Session Timeout: 600 seconds

FP9300-A#
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show cli .

BMEaTUR avy kR B

set cli A—=IF N T4 RUDIEIZE D LHlca~wy RHIATES D T
FRFT0EDLNE I, TN Ny A —FFRTLHNE D
M, a~wr RO T—T A0 7 4 — )V REREL-DIch~ET-
EAR—RAEMHT 20 E I DERELET,
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. show clock

show clock
HIED Y AT LB ZRRT HICIE, show dock =2~ > REH L £,
show clock [detail]

XD detail (D) BEAMIHA ) A MR TFR LT,

AR E—F

FEoavy RE—F

avy FER Jiy—=x ZERNAE
1.1(1) o=y RPBEMENE L,
51
WOHNE, BIED VAT LAARE R R T D HEEZ R L THET,
FP9300-A# show clock
Tue Apr 20 13:24:33 PDT 2010
FP9300-A#
BAEav R av vk Bl
set clock AEZ2 FEICRELET,
show timezone BERESNTWEZA LY = BFRLET,
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show cloud-connector .

show cloud-connector

cloud-connector D A7 — 4% A LR EFH &2 FK/RT H1Z1%. show cloud-connector =~ > K& fif
ALET,

show cloud-connector [detail | expand | fsm]

BX DA

aAvU kR E—F

detail L) BIMDY T Y R axs Z0OiEMEFRRLET,

expand UTLE) 799 K axs XOfMRERERFLUET,

fsm status (B BUEOHREKIE~ > (FSM) D AT —# AfEREF£5R L
i—a_o

fTEoavy KE—F

avy FERE

)1)—= EERNE
2.2(2) awr RPMENESNE L,
£

ROFNE, 7T 0 Faxs ZFSMDAT —Z AFWMELRRT D HEE R L TWET,

FP9300-A# show cloud-connector fsm status

FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Nop
Previous Status: Nop
Timestamp: Never

Try: O
Progress (%): 100
Current Task:
FP9300-A #
EEavo R av v R B

scope cloud-connector 777K axrs X E— REMRKBLET,
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. show configuration

show configuration
VAT MR EN M Z R 5 121E. show configuration =~ > K& H L £7°,

show configuration [all | no-diff-markers|no-pending | pending]

X DERHA all (EE) BUEOT R COREHEREFRRLET,
no-diff-markers (EE) FRINDIEREFBRIC diff-markers 1TEFNEH A,
no-pending (B B8 (I vy FEATWARWY) REa~vy FIgEnE

A,
pending BB TR Ea~y FORETXTERELET,

ARV RE—F fEEOa~vs FE-F

avy FERE )1y —= TEHNE
1.1(1) avy RBEMSIVE LT,

451
WOFNE, REF (a3 y FENTHWRW) OREa~y NICETEHREERT D
FiERRLTOWET,

FP9300-A# show configuration pending
scope services

+ create ntp-server 192.168.200.101
exit
FP9300-A#
BEavU R av vk 5B
show cli CLIB#ED AT —Z AfEM AR R L ET,
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show connection .

show connection

BIFE D IPSec #Eft DR ETHH 2 Ko 2121L, H—#k D5 showconnection =1~ & K& fifi
ALET,

show connection [detail | name]

WX DA detal (fEH) IPSec Hae DRI & 2 L7

name (EE) FFEDOBHA T 16 UFURNDORKE T2 TE £,
avY R E—F IPsec E— N
avy FERE Jy—x EENE

L1(T) Ay R BEMERE LT

FEHEDAA KSq4y ZO0a~vy REMH LT, BUED IPSec #HilE M A £m LET,

151
WOBNL, IPSec BERilEH A £RT D HIEEZRLTWET,

FP9300-A # scope security
FP9300-A /security # scope ipsec
FP9300-A /security/ipsec # show connection

IPSec Connection:
Name Admin State Local Address Remote Address ESP Mode Keyring Name

TEST Disabled Transport

FP9300-A /security/ipsec #

BEa<w> KR av Uk SRER
show ipsec-log [PSec #ife 7 A Fmm LET,
show stats IPSec A atE R EF L E T,
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. show core-export-target

show core-export-target

VAT ACHERARER AT = AR— N —7y FOEREFRRT DI2IE, show
core-export-target =~ > R&@HHA L £7,

show connection [ detail | FSM ]

WX DR detal W= T = AR— y =y MR SRR LET

fsm BESNTEF—TU— RIt-> T, BHEDOT 7V r— 3 V THIRIR
B~ UEREFERLET,

AT —H A FSM AT —H AEREFRLET,

AT R E—F Aa—TF=4 Y 7B LA 3 —7 sysdebug
av Yy FERE )1)—2R EEAE
2.3.1 a~vy RRBIMEShE Lz,

FEREDHA KSq4> ZHUI, Aa—T7F=FV 7B IUOAT—7 sysdebug D show =~ FOH 7 a<x o FT

RS

il

ROFNE, TRXTDI AT L a7 =7 AR— K Z—7y FOFREETRT 5 HEx
RLTWET,

Firepower # scope monitoring
Firepower /monitoring # scope sysdebug
Firepower /monitoring/sysdebug # show core-export-target

Core Export Target:
Server Name Port Path Admin State
69 Disabled
Firepower /monitoring/sysdebug # show core-export-target detail

Core Export Target:
Server Name:
Port: 69
Path:
Admin State: Disabled
Description:
Current Task:
Firepower /monitoring/sysdebug # show core-export-target fsm status

Server Name:

Port: 69

Path:

Admin State: Disabled

FSM 1:
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Remote Result: Not Applicable
Remote Error Code: None

Remote Error Description:

Status: Nop

Previous Status: Configure Success
Timestamp: 2012-08-04T12:24:44.253
Try: O

Progress (%): 100

Current Task:

show core-export-target .
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. show cpu

show cpu

SavwU R |

CPU Ot 2 For T 5121, showcpu 2~ REFHLET,

show cpu [ detail ]

B DEREA

AR E—F

detail NN =T g IR EE R LET,

scope chassis/scope server

avy FERE

FRLEDHA KSA Y

J1y—=x ETEAR
2.3.1 o< RRBEIMENE L,

Z UL, scope chassis 1 T @ scope server 1 Mshow 2~ KOW T a< K TT,

51
WOHIE, BFEDH— N\—0 CPU FHREFTT D HEEZ R L TWVET,

Firepower # KSEC-FPR4115-3# scope chassis 1
Firepower /chassis # scope server 1
Firepower /chassis/server # show cpu
CPU:
ID Presence Architecture Socket Cores Speed (GHz
1 Equipped Xeon CpU1 12 2.100000
2 Equipped Xeon CpPU2 12 2.100000

Firepower /chassis/server #

1
ROFNL, FFEDY — =0 CPU OFfffF# 2 2R T 2 HEEZ R L TVET,
Firepower# scope chassis 1

Firepower /chassis # scope server 1
Firepower /chassis/server # show cpu detail

CPU:
ID: 1
Presence: Equipped
Architecture: Xeon
Socket: CPUl

Cores: 12
Cores Enabled: 12

Speed (GHz): 2.100000
Stepping: 4
Vendor: Intel(R) Corporation

HW Revision: 0O

Thermal Status: OK
Overall Status: Operable
Operability: Operable
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ID: 2

Presence: Equipped
Architecture: Xeon
Socket: CPU2

Cores: 12

Cores Enabled: 12
Speed (GHz): 2.100000
Stepping: 4

Vendor: Intel (R) Corporation

HW Revision: 0

Thermal Status: OK

Overall Status: Operable

Operability: Operable
Firepower /chassis/server #

show cpu .
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. show domain-env-feature

show domain-env-feature
R A AV BRIEMEE A F~9 5121, show domain-env-feature =~ > RafEH L £,

show domain-env-feature [ detail ]

EX DA detail dns show domain environment #£FEIZ B4 A 3EE R 2T R L E 1,
ARV EE-F RA—TF VAT b (R a—TEEHAE)
av Yy FER 1) —2 ——

>3 Sy RS E Lz,

ERLEDAA RS54y "I, AT—F YT A A a—FREREICHS show v ROF T 3~ T,

1
WOBNT, FAAL CEREOEN M2 RRT D k2R L T0ET,

Firepower /fabric-interconnect # scope system

Firepower /system/ # scope environment-feature

Firepower /system/environment-feature/ show domain-env-feature
Domain Environment Feature:

Name Functional State
DC_POWER_GROUP_FEATURE Disabled
ESTIMATE IMPACT_ON_RECONNECT Enabled

HEALTH REPORTING_ FEATURE Disabled
POWER_GROUP_FEATURE Enabled
REMOTE_OPERATION_ FEATURE Enabled
UCS_REGISTRATION_FEATURE Enabled

1

Firepower /system/environment-feature # show domain-env-feature detail
Domain Environment Feature:

Name: DC POWER GROUP FEATURE

Feature Type: Major

Functional State: Disabled

Name: ESTIMATE IMPACT ON RECONNECT
Feature Type: Major
Functional State: Enabled

Name: HEALTH REPORTING FEATURE
Feature Type: Major
Functional State: Disabled

Name: POWER GROUP FEATURE

Feature Type: Major
Functional State: Enabled
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show domain-env-feature .

Name: REMOTE_OPERATION_FEATURE
Feature Type: Major
Functional State: Enabled

Name: UCS_REGISTRATION_FEATURE

Feature Type: Major
Functional State: Enabled
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. show domain-storage-feature

show domain-storage-feature

VAT LRAAL AN L—UERED Y A & FoRT 5121, show show domain-storage-feature
a~vy REHLET,

show domain-storage-feature [ detail | Name ]

BX DA

AUk E—F

detail dns #FHH 72 show domain storage F§REIE 2 R L £ 77,

Name BEDORAAL VAN —VICHEATEREFZRLET, 2O
g L, details ¥F—V— Ry fEHTEXE7,

A aA—TF VAT LA TA—T A N L—UHRE

av Y RERE

EREDAARZA

Jy1)y—= EZHERNRE
23.1 o= RBRBMENE L,

I, A= AT A, Aa—TF A ML —UBEIZH D show 2w ROV T a<w 2 KT
7,

451
WOBNE, FAAL AL —UHREORY —FMREE£RT D HEEZTRLTHET,

Firepower /fabric-interconnect # scope system

Firepower /system # scope storage-feature

Firepower /system/storage-feature # show domain-storage-feature
Domain Storage Feature:

Name Functional State
FC_ZONING_ FEATURE Enabled
ISCSI_IPVG_FEATURE Enabled

1

WOBNL, FEHFTREZR B A A A b L— URKREOFEMIE &2 £ 5 HikaZ R LT
ij‘o

Firepower /system/storage-feature # show domain-storage-feature detail
Domain Storage Feature:

Name: FC_ZONING_FEATURE

Feature Type: Major

Functional State: Enabled

Name: ISCSI_IPV6_FEATURE
Feature Type: Major
Functional State: Enabled
Firepower /system/storage-features # show domain-storage-feature FC_ZONING FEATURE
Domain Storage Feature:

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



| sa=vr
show domain-storage-feature .

Name Functional State

FC_ZONING_FEATURE Enabled
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. show dns

show dns

FXOS TDNS X — AP —R_—%F RT3 5121, showdns 2~ REFEHLET,

show dns
BX DA show dns ZOa< Rk, FXOS TDNS f—AH—"—ZFKRxT 572012
SN ET,
ATV R E—FK scope system/scope services
avy FNERE )1)—=x EERNE
1.1(1) awy RPRBMEE L,

ERLDHA KSq4Y T 74/ RTIE, 2Oa~vy RIEDNS x— A% —"—%2 R R LET,

451
WOHIL, DNS F—LHP—NR—2F T 5 HFEEZRLTHVET,

firepower# scope system; scope services
firepower /system /services # show dns
Domain Name Servers:

IP Address: 192.0.2.1
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show download-task .

show download-task

Ty =AU =T RNolr—VOFx g vru— REEEICETAERERRTDHITNE, 77— 0 =T
£ — R show download-task =~ > RZf#Hf L £,

BT ANAADY T RT 2T A A=V DX Y u— FMECHET 2 IEREFRTHI21E, 77
V/ir—ar Y7 =T (/ssa/app-software) E— K C show download-task =~ > N % i
LET,

show download-task [ detail | fsm | file_name ]

BX DA

aAvYU R E—F

detalil UEE) ZOF—T—REHHLT, TXTHOX T a— RO
U A N EFRT HH, £oidfile nameMEE STV A AL,
BELEZ 7 A NVDFMR T T o — RiE#REFERLET,

fsm status| fsm task EE) ZOXF—9I—FR&EHL T, 9 XCTHOFX¥ 7 ra— ROAHR
K~ (FSM) BEDFEHZ U R M4 50, L2l file_name
DIEINTWAEAIL, FHE LT 7 A /LD FSM BEE R D
EFRARLET,
(6=3))
Ty —AhUT F— T, ZOF—T— R fsm status T9-,

TV —vay Y7 b T (/ssalapp-software) E— K Tid,
ZOF—U— RiZfsmtask TY,

file_name L) BED T 7 A NDOE T v a— KRBT AR FHRTHIC
X, FOT7 7 A NDOLHIEREELET,

scope firmware/

scope ssa/scope app-software

avy FERE

FEREDHA FS1 Y

1)) —= EERNE
1.1(1) avr RPBMEiE L,

FrED file_name Z 457 E LW HIEL, T XTOF Y rr—FRY A FILET,

1

WOENL, BED Ny —DT7 7 — AT 2T X m— R 2 A7 QFEMERYRR
T5HEERLTOWET,

firepower# scope firmware
firepower /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.16.SPA detail

Download task:
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. show download-task

File Name: fxos-k9-fpr9k-firmware.1l.0.16.SPA
Protocol: Scp
Server: 172.23.32.21
Port: O
Userid: admin2
Path: /auto/sspdev/bios/MIO Firmware/release images/fpr9k/1.0.16
Downloaded Image Size (KB): 2118
Time stamp: 2018-05-14T09:30:01.047
State: Downloaded
Status: Successful unpack the image
Transfer Rate (KB/s): 192.545456
Current Task:
firepower /firmware #

ROFNE, FUrm— KLY 7 =T A A=V Ty A NE ) A ML TEERL
Tb\i—g—o

firepower# scope ssa

firepower /ssa # scope app-software

firepower /ssa/app-software # show download-task
Downloads for Application Software:

File Name Protocol Server Userid State
cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user

Downloaded

MEav R av YR s BA
download image Tr =LY =T A A—VEERET A A YT R T2 T A A
CETTIA T AZaE—LET,
install firmware Ty7—b0xT RNoulr—2% A A=V LET,
show firmware VAT AT — AU TIERERRLET,
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show enforce-strong-password .

show enforce-strong-password

INAT— RRETF = v 7 %#FKRT 5HIZIE, show enforce-strong-password =2~ > K& L &
R

show enfor ce-strong-passwor d

X DA Enforce-strong-password /<27 — RigfEF = v 7 % %75 LET (yes/o) .
AT KR E—F scope security
2.3.1 Sy RABMESNE LT,

FEREDHA K54 AL scopesecurity D show 2+ ROV T a< 2 KT,

1
ROBNE, WAV —=FBEF = v 7 ZFfRT 57iEE2RLTHET,
firepower# scope security

firepower /security # show enforce-strong-password
Password Strength Check: No
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show environment

VX —VORBAT —Z AMEREFTT HITE, Ty — fxos, EoiFw— W VERE—F
T show environment =< > R&HH L £,

show environment [ detail | expand fan | iom | psu server | summary |
verbose | tech]
BX DA detail (EE) ZoXF—U—FR&EEH LT, v — O BREEE @ %

TR LET,

expand () ZOF—T—FEFEHALT, v r—rngarF—xo b
DAT—H AT DM ERER T LET,

fan EE) &7 7 FDa— DT 7 T L DIREHR AT — 5 AHH
ERALET,

aAvU kR E—F

detail, iom. psu, server OF—U— RLEHTE £,

iom UEE) AMHEY 2 — L OtERAERR LET,
detail, fan., psu. server ¥ —U— R TE £7,

psu (FE) BREEOAT—X 2%2F-LET,
detail. fan. iom. server ®F%F— U — Ry FEHTX E£7,

server UEE) £ —ON— R T AR =R NTLDAT—H X
BT AR ERE VA N LET,

detail, fan, iom, psu DF—U— RFHLEATEE9,

summary EE) £ —Ru=T7 ariR—32 NDOAT—X AOMEEFR
LET,

F—U— Ndetail HfHTEET,

verbose| tech (EE) ZoXF—UV—FR&EHLT, BRELOKFaA—xFD
HEMeT Ny T RERTRILET,

scope chassis/connect fxos/connect local-mgmt

avy FERE

)1)—= EERAR
1.1(1) avy RBBEMSVE LT,

GREDHA KS4> BT —U—REEEEPICIOa~y REFATH L AN Y ¥ — > OBREEE#RE &

RTEET,
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il
WOBNL, v —VEBREOBMEZZIRT 5 7iEE2RLTVET,

firepower# scope chassis
firepower /chassis # show environment summary

Chassis INFO
Total Power Consumption: 726.000000
Inlet Temperature (C): 35.000000
CPU Temperature (C): 46.000000
Last updated Time: 2018-12-18T21:19:22.353

PSU 1:
Type: AC
Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:
Type: AC
Input Feed Status: Ok
12v Output Status: Ok
Overall Status: N/A

FAN 1

Fan Speed RPM (RPM): 4268

Speed Status: Ok

Overall Status: Operable
FAN 2

Fan Speed RPM (RPM): 4312

Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 4180

Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 4092

Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 258.000000
Processor Temperature (C): 61.000000
BLADE 2:
Total Power Consumption: 270.000000
Processor Temperature (C): 65.500000

firepower /chassis #

1
ROBNZL, FHEMRT Ny THEREFRT D EEZRLTVET,

firepower# connect fxos

firepower (fxos) # show environment verbose

KKK KK KKK KKK KK KK ChaSSiS Temps KKK KK KKK KKK KK KK
AD7416_ INLET TEMP is 34 degrees Celsius
AD7416_OUTLET _TEMP_1 is 31 degrees Celsius

show environment .
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. show environment

* Kk Kk Kk

Core
Core
Core
Core
Core
Core
Core
Core
Core
Core
Core
Core
Core
Core
Core
Core

* Kk Kk Kk

KKk KKK KKK KKKk

Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature
Temperature

KKk KKK KKK KKKk

CPU Data  **x***xx*

W Joy b WwWw N EE O

e}

10
11
12
13
14
15

is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is

Power

46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees
46 degrees

Supplies

KKk KKKk KKKk

Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius
Celsius

KKK KKK KKK KKKk kK

PSU 1 input is okay
PSU 1 output is okay

-- Power Supply 1

Voltage In : Oxf9ab Raw Hex
Current In : 0xc878 Raw Hex
Power In : 0x00cO0 Raw Hex
Temperature 1 : 0x0022 Raw Hex
Temperature 2 : 0x0026 Raw Hex
Temperature 3 : 0x001f Raw Hex
Fan Speed : 0x28c4 Raw Hex
Fan Status 0x00 Raw Hex

Voltage Out 0x0078 Raw Hex
Current Out 0x008f Raw Hex
Power Out 0x00ab Raw Hex

No detected PSU in PSU Slot 2

R R R R PSEQ Data R R R R

12v Voltage Output
3.3V Voltage Output
1.2V_FPGA Voltage Output

2.5V_FPGA Voltage Output
0.85V_KC Voltage Output
0.9V_KC Voltage Output
1.8V_KC Voltage Output
1.2V_KC Voltage Output
1.8vV_sw Voltage Output
1.0vV_sw Voltage Output
SW_CORE Voltage Output

1.8V_NIC Voltage Output
0.9V_CORE_NIC Voltage Output
1.0V_NIC Voltage Output
VDD 18 S5 Voltage Output
VDDCR_SOC_S5 Voltage Output

VDD_18 Voltage Output
VDD_33 Voltage Output
VPP_CD Voltage Output
VPP_GH Voltage Output

VDDIO _MEM CD Voltage Output
VDDIO_MEM GH Voltage Output
1.2V_MGTAVTT KC Voltage Output
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2.22 Volts
3.37 Volts
1.23 Volts
.56 Volts
.87 Volts
.93 Volts
.85 Volts
.23 Volts
.84 Volts
.01 Volts
.01 Volts
.84 Volts
0.93 Volts
.03 Volts
1.84 Volts
0.92 Volts
1.84 Volts
3.45 Volts
2.55 Volts
2.55 Volts
1.23 Volts
1.23 Volts

F R R RRROON

—

1.23 Volts
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0.9V_NTX EN Voltage
1.5V_NTX EN Voltage
1.8V_PHY EN Voltage
1.0V_PHY EN Voltage

Output
Output
Output
Output

VDDCR_SOC_EN Voltage Output
VDDCR_CPU_EN Voltage Output
VDD 3.3 S5 EN Voltage Output

3.3 _NIC EN Voltage Output

5V_EN

PSEQ

Fault
12 9a

Fault
20 00
7f ff

Rails

07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

log

Voltage Output

Info Reg (0xb5):
4f a9 33 48 7f ff ff ff ff ff ff ff 7f ff

00 00

Rails
00 00
ff ff

Value

do 2f

Value
45 34

Value
54 4c

Value
7d 4f

Value
10 36

Value
6c 39

Value
44 39

Value
18 4c

Value
22 39

Value
80 3e

Value
80 3e

Value
12 39

Value
a0 39

Value
b8 3f

Value
36 39

Warning Reg

(0xbo6) :

show environment .

.00 Volts
.00 Volts
.00 Volts
.00 Volts
0.00 Volts
0.00 Volts
0.00 Volts
0.00 Volts
0.00 Volts

o O O o

00 00 00 00 7f ff f£f ff ff ff ff ff
ff £ff £f £f 7f ff £f ff ff ff ff ff

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

10:

11:

12:

13:

14:
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. show environment

Rails Value Reg (0xb7) page 15:
07 00 3c 39 00 00 00

Rails Value Reg (0xb7) page 16:
07 00 22 39 00 00 00

Rails Value Reg (0xb7) page 17:
07 00 74 35 00 00 00

Rails Value Reg (0xb7) page 18:
07 00 3e 4f 00 00 00

Rails Value Reg (0xb7) page 19:
07 00 37 4f 00 00 00

Rails Value Reg (0xb7) page 20:
07 00 7c 4c 00 00 00

Rails Value Reg (0xb7) page 21:
07 00 7c 4c 00 00 00

Rails Value Reg (0xb7) page 22:
07 00 74 4c 00 00 00

Rails Value Reg (0xb7) page 23:
07 00 00 00 00 00 00

Rails Value Reg (0xb7) page 24:
07 00 00 00 00 00 00

Rails Value Reg (0xb7) page 25:
07 00 00 00 00 00 00

Rails Value Reg (0xb7) page 26:
07 00 00 00 00 00 00

Rails Value Reg (0xb7) page 27:
07 00 00 00 00 00 00

Rails Value Reg (0xb7) page 28:
07 00 00 00 00 00 00

Rails Value Reg (0xb7) page 29:
07 00 00 00 00 00 00

Rails Value Reg (0xb7) page 30:
07 00 00 00 00 00 00

Rails Value Reg (0xb7) page 31:
07 00 01 00 00 00 00

Logged Fault Reg (Oxea):

25 03 00 00 08 02 82 00 7f ff ff ff ff ff ff ff
7f £f ff £f ff f£f ff ff 7f ff f£f ff ff ff ff ff
00 00 00 00 00

Fault Details Index Reg (0Oxeb):
00 64

Fault Details Reg (0Oxec) index 0:
Oc 02 66 2c 4e 88 04 e9 7f ff ff ff

Fault Details Reg (0Oxec) index 1:
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O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

04 €9 7f ff ff ff

(Oxec) index 2:
04 e9 7f ff ff ff

(Oxec) index 3:
04 e9 7f ff ff ff

(Oxec) index 4:
04 e9 7f ff ff ff

(Oxec) index 5:
04 e9 7f ff ff ff

(Oxec) index 6:
04 e9 7f ff ff ff

(Oxec) index 7:
04 e9 7f ff ff ff

(Oxec) index 8:
04 e9 7f ff ff ff

(Oxec) index 9:
04 e9 7f ff ff ff

(Oxec) index 10:
04 e9 7f ff ff ff

(Oxec) index 11:
04 e9 7f ff ff ff

(Oxec) index 12:
04 e9 7f ff ff ff

(Oxec) index 13:
04 e9 7f ff ff ff

(Oxec) index 14:
04 e9 7f ff ff ff

(Oxec) index 15:
04 e9 7f ff ff ff

(Oxec) index 16:
04 e9 7f ff ff ff

(Oxec) index 17:
04 e9 7f ff ff ff

(Oxec) index 18:
04 e9 7f ff ff ff

(Oxec) index 19:
04 e9 7f ff ff ff

(Oxec) index 20:
04 e9 7f ff ff ff

(Oxec) index 21:
04 e9 7f ff ff ff

(Oxec) index 22:
04 e9 7f ff ff ff

show environment .
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. show environment

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

(Oxec) index 23:
04 e9 7f ff ff ff

(Oxec) index 24:
04 e9 7f ff ff ff

(Oxec) index 25:
04 e9 7f ff ff ff

(Oxec) index 26:
04 e9 7f ff ff ff

(Oxec) index 27:
04 e9 7f ff ff ff

(Oxec) index 28:
04 e9 7f ff ff ff

(Oxec) index 29:
04 e9 7f ff ff ff

(Oxec) index 30:
04 e9 7f ff ff ff

(Oxec) index 31:
04 e9 7f ff ff ff

(Oxec) index 32:
04 e9 7f ff ff ff

(Oxec) index 33:
04 e9 7f ff ff ff

(Oxec) index 34:
04 e9 7f ff ff ff

(Oxec) index 35:
04 e9 7f ff ff ff

(Oxec) index 36:
04 e9 7f ff ff ff

(Oxec) index 37:
04 e9 7f ff ff ff

(Oxec) index 38:
04 e9 7f ff ff ff

(Oxec) index 39:
04 e9 7f ff ff ff

(Oxec) index 40:
04 e9 7f ff ff ff

(Oxec) index 41:
04 e9 7f ff ff ff

(Oxec) index 42:
04 e9 7f ff ff ff

(Oxec) index 43:
04 e9 7f ff ff ff
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| sa=vr

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg

(Oxec) index 44:
04 e9 7f ff ff ff

(Oxec) index 45:
04 e9 7f ff ff ff

(Oxec) index 46:
04 e9 7f ff ff ff

(Oxec) index 47:
04 e9 7f ff ff ff

(Oxec) index 48:
04 e9 7f ff ff ff

(Oxec) index 49:
04 e9 7f ff ff ff

(Oxec) index 50:
04 e9 7f ff ff ff

(Oxec) index 51:
04 e9 7f ff ff ff

(Oxec) index 52:
04 e9 7f ff ff ff

(Oxec) index 53:
04 e9 7f ff ff ff

(Oxec) index 54:
04 e9 7f ff ff ff

(Oxec) index 55:
04 e9 7f ff ff ff

(Oxec) index 56:
04 e9 7f ff ff ff

(Oxec) index 57:
04 e9 7f ff ff ff

(Oxec) index 58:
04 e9 7f ff ff ff

(Oxec) index 59:
04 e9 7f ff ff ff

(Oxec) index 60:
04 e9 7f ff ff ff

(Oxec) index 61:
04 e9 7f ff ff ff

(Oxec) index 62:
04 e9 7f ff ff ff

(Oxec) index 63:
04 e9 7f ff ff ff

(Oxec) index 64:
04 e9 7f ff ff ff

(Oxec) index 65:

show environment .
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. show environment

O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

04 €9 7f ff ff ff

(Oxec) index 66:
04 e9 7f ff ff ff

(Oxec) index 67:
04 e9 7f ff ff ff

(Oxec) index 68:
04 e9 7f ff ff ff

(Oxec) index 69:
04 e9 7f ff ff ff

(Oxec) index 70:
04 e9 7f ff ff ff

(Oxec) index 71:
04 e9 7f ff ff ff

(Oxec) index 72:
04 e9 7f ff ff ff

(Oxec) index 73:
04 e9 7f ff ff ff

(Oxec) index 74:
04 e9 7f ff ff ff

(Oxec) index 75:
04 e9 7f ff ff ff

(Oxec) index 76:
04 e9 7f ff ff ff

(Oxec) index 77:
04 e9 7f ff ff ff

(Oxec) index 78:
04 e9 7f ff ff ff

(Oxec) index 79:
04 e9 7f ff ff ff

(Oxec) index 80:
04 e9 7f ff ff ff

(Oxec) index 81:
04 e9 7f ff ff ff

(Oxec) index 82:
04 e9 7f ff ff ff

(Oxec) index 83:
04 e9 7f ff ff ff

(Oxec) index 84:
04 e9 7f ff ff ff

(Oxec) index 85:
04 e9 7f ff ff ff

(Oxec) index 86:
04 e9 7f ff ff ff
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Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Logged Page
05 00 4b 31

Logged Page
05 00 fa 35

Logged Page
05 00 08 4f

Logged Page
05 00 25 52

Logged Page
05 00 fc 37

Logged Page
05 00 58 3b

Logged Page
05 00 24 3b

Logged Page
05 00 e8 4e

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

(Oxec) index 87:
04 e9 7f ff ff ff

(Oxec) index 88:
04 e9 7f ff ff ff

(Oxec) index 89:
04 e9 7f ff ff ff

(Oxec) index 90:
04 e9 7f ff ff ff

(Oxec) index 91:
04 e9 7f ff ff ff

(Oxec) index 92:
04 e9 7f ff ff ff

(Oxec) index 93:
04 e9 7f ff ff ff

(Oxec) index 94:
04 e9 7f ff ff ff

(Oxec) index 95:
04 e9 7f ff ff ff

(Oxec) index 96:
04 e9 7f ff ff ff

(Oxec) index 97:
04 e9 7f ff ff ff

(Oxec) index 98:
04 e9 7f ff ff ff

(Oxec) index 99:
04 e9 7f ff ff ff

Reg (0Oxed) page O:

Reg (0Oxed) page 1:

Reg (0Oxed) page 2:

Reg (0Oxed) page 3:

Reg (0Oxed) page 4:

Reg (0Oxed) page 5:

Reg (0Oxed) page 6:

Reg (0Oxed) page 7:

show environment .
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. show environment

Logged Page
05 00 06 3b

Logged Page
05 00 c8 41

Logged Page
05 00 c8 41

Logged Page
05 00 16 3b

Logged Page
05 00 d8 3b

Logged Page
05 00 dc 41

Logged Page
05 00 10 3b

Logged Page
05 00 1c 3b

Logged Page
05 00 2a 3b

Logged Page
05 00 3e 37

Logged Page
05 00 ce 51

Logged Page
05 00 ce 51

Logged Page
05 00 4c 4f

Logged Page
05 00 58 4f

Logged Page
05 00 44 4f

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

. Cisco Firepower 4100/9300 FX0S 0 < >

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

(Oxed) page

FUZ7LUR

8:

9:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

23:

24:

25:

26:

27:

28:

29:
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show environment .

05 00 00 00 00

Logged Page Peaks Reg (Oxed) page 30:
05 00 00 00 00

Logged Page Peaks Reg (Oxed) page 31:
05 00 00 00 00

Fault Detail Enable Reg (0Oxef):

25 f£f ff £f £7 £d 07 07 7f ff £f ff ff ff ff ff
7f f£ff ff £f ff ff ff ff 7f ff £f ff f£f ff ff ff
00 00 00 00 00

KKK KKK KKK KKKk kK EPM Data R R R R R
EPMO is present

EPMO Card power is okay

EPMO Card is ready

EPMO temperature is 32 degrees Celsius

KKK KKK KKK KKKk kK Fans R R R R

FanMod 1 Fan 1 rotating
FanMod 1 Fan 1 RPM = 21720
FanMod 1 Fan 2 rotating
FanMod 1 Fan 2 RPM = 19380
FanMod 1 Fan 3 rotating
FanMod 1 Fan 3 RPM = 21900
FanMod 1 Fan 4 rotating
FanMod 1 Fan 4 RPM = 19320
FanMod 2 Fan 1 rotating
FanMod 2 Fan 1 RPM = 21720
FanMod 2 Fan 2 rotating
FanMod 2 Fan 2 RPM = 19200
FanMod 2 Fan 3 rotating
FanMod 2 Fan 3 RPM = 21540
FanMod 2 Fan 4 rotating
FanMod 2 Fan 4 RPM = 19440
Fan Controller Speed = automatic

1
ROBNT, Ty TERERRT DR L TVET,

firepower# connect fxos

firepower (fxos) # show environment tech

R R R R R R R ChaSSiS Temps R R R R R R R
AD7416 INLET TEMP is 34 degrees Celsius

AD7416 OUTLET TEMP_1 is 31 degrees Celsius

R R R R R CPU Data R R R R R R R

Core Temperature 0 is 45 degrees Celsius
Core Temperature 1 is 45 degrees Celsius
Core Temperature is 45 degrees Celsius
Core Temperature is 45 degrees Celsius
Core Temperature is 45 degrees Celsius
Core Temperature is 45 degrees Celsius
Core Temperature is 45 degrees Celsius
Core Temperature is 45 degrees Celsius
Core Temperature is 45 degrees Celsius
Core Temperature is 45 degrees Celsius

O 0 J o U b WN
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. show environment
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Core Temperature 10 is 45 degrees Celsius
Core Temperature 11 is 45 degrees Celsius
Core Temperature 12 is 45 degrees Celsius
Core Temperature 13 is 45 degrees Celsius
Core Temperature 14 is 45 degrees Celsius
Core Temperature 15 is 45 degrees Celsius
Tdie is 45
Tctl is 45
Tccd3 is 45
Tccd5 is 38
R R R R R Power Supplies R R R R
PSU 1 input is okay
PSU 1 output is okay
-- Power Supply 1
Voltage In 0xf9%ab Raw Hex
Current In 0xc878 Raw Hex
Power In 0x00cO Raw Hex
Temperature 1 0x0022 Raw Hex
Temperature 2 0x0026 Raw Hex
Temperature 3 0x001f Raw Hex
Fan Speed 0x28c5 Raw Hex
Fan Status 0x00 Raw Hex
Voltage Out 0x0078 Raw Hex
Current Out 0x0091 Raw Hex
Power Out 0x00ac Raw Hex

No detected PSU in PSU Slot

R R R R R

PSEQ Data

Common PSEQ Regs
CAPABILITY
STATUS_BYTE
STATUS_WORD
Communication status
MFR_ID

Hex

PMBus revision
MFR_MODEL

Hex

MFR_REVISION
Hex

MFR_LOCATION
Hex

MFR_DATE
Hex

MFR_SERIAL
Hex

Silicon device ID
Hex

Silicon device revision
Hex

12v Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command
VOUT margin hi

2

R R R R R R

0xb0 Raw Hex
0x03 Raw Hex

0x1003 Raw Hex

0x40 Raw Hex
31 37 2d 31

0x12 Raw Hex
46 50 52 2d

56 31 2e 35

43 69 73 63

30 35 32 31

55 31 36 36

55 43 44 39

2e 30 2e 30

12.24 Volts
0x00 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x16 Raw Hex

30

33

a3

6f

32

c5

30

2e

0x3000 Raw Hex
0x3266 Raw Hex

32

31

ff

6e

31

ff

33

33

30

30

ff

ff

db

ff

32

30

7f

7f

7f

7f

7f

7f

7f

7f

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

ff

SavwU R |

ff 80 Raw

ff 80 Raw

ff 80 Raw

ff 80 Raw

ff 80 Raw

ff 80 Raw

ff 80 Raw

ff 80 Raw
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VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

3.3V Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

1.2V_FPGA Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

0x2d9%a Raw Hex
Oxaz2a8 Raw Hex
0x3733 Raw Hex
0x34cd Raw Hex
0x2b33 Raw Hex
0x28cd Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x2b33 Raw Hex
0x28cd Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex

0x00 Raw Hex

0x30e5 Raw Hex
0x8000 Raw Hex

3.37 Volts
0x01 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x34cd Raw Hex
0x3771 Raw Hex
0x3229 Raw Hex
Oxb26d Raw Hex
0x3cb8 Raw Hex
0x3al4 Raw Hex
0x2£85 Raw Hex
0x2cel Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x2£85 Raw Hex
0x2cel Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x35ea Raw Hex
0x8000 Raw Hex

1.23 Volts
0x02 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex
Ox4ccd Raw Hex
0x50a4 Raw Hex
0x48f6 Raw Hex
0xba00 Raw Hex
0x5852 Raw Hex
0x547b Raw Hex
0x451f Raw Hex
0x4148 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x451f Raw Hex
0x4148 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex

show environment .
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Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT
Output voltage
Output current

2.5V_FPGA Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

0.85V_KC Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

0.9V_KC Voltage Output
Page

OPERATION

On Off Config

VOUT mode

0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x4ecO Raw Hex
0x8000 Raw Hex

2.56 Volts
0x03 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x13 Raw Hex
0x5000 Raw Hex
0x5400 Raw Hex
0x4c00 Raw Hex
0xb333 Raw Hex
0x5c00 Raw Hex
0x5800 Raw Hex
0x4800 Raw Hex
0x4400 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x4800 Raw Hex
0x4400 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x5207 Raw Hex
0x8000 Raw Hex

0.87 Volts
0x04 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex
0x3666 Raw Hex
0x3927 Raw Hex
0x33b6 Raw Hex
0xba00 Raw Hex
0x3e87 Raw Hex
0x3bd7 Raw Hex
0x30f6 Raw Hex
0x2e35 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x30f6 Raw Hex
0x2e35 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x37c8 Raw Hex
0x8000 Raw Hex

0.93 Volts
0x05 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex

savwor |



| sa=vr

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

1.8V_KC Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

1.2V_KC Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

0x399a Raw Hex
0x3c7b Raw Hex
0x36b8 Raw Hex
0xba00 Raw Hex
0x423d Raw Hex
0x3f5c Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex

0x00 Raw Hex

0x3b38 Raw Hex
0x8000 Raw Hex

1.85 Volts
0x06 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x13 Raw Hex
0x399a Raw Hex
0x3c7b Raw Hex
0x36b8 Raw Hex
0xba00 Raw Hex
0x423d Raw Hex
0x3f5c Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x3bla Raw Hex
0x8000 Raw Hex

1.23 Volts
0x07 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex
Ox4ccd Raw Hex
0x50a4 Raw Hex
0x48f6 Raw Hex
0xba00 Raw Hex
0x5852 Raw Hex
0x547b Raw Hex
0x451f Raw Hex
0x4148 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x451f Raw Hex
0x4148 Raw Hex

show environment .

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. show environment

On delay

On time limit
Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT
Output voltage
Output current

1.8vV_sw Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

1.0vV_sw Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

SW_CORE Voltage Output
Page
OPERATION

Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X

0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex

0x00 Raw Hex

0x4e84 Raw Hex
0x8000 Raw Hex

1.84 Volts
0x08 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x13 Raw Hex
0x399a Raw Hex
0x3c7b Raw Hex
0x36b8 Raw Hex
0xba00 Raw Hex
0x423d Raw Hex
0x3f5c Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0Oxeb20 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x3af2 Raw Hex
0x8000 Raw Hex

1.01 Volts
0x09 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex
0x4000 Raw Hex
0x4333 Raw Hex
0x3ccd Raw Hex
0xba00 Raw Hex
0x499a Raw Hex
0x4666 Raw Hex
0x399a Raw Hex
0x3666 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x399a Raw Hex
0x3666 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x409c Raw Hex
0x8000 Raw Hex

1.01 Volts
0x0a Raw Hex
0x00 Raw Hex

savwor |



| sa=vr

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

1.8V_NIC Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

0.9V_CORE_NIC Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit

0x14 Raw Hex

0x12 Raw Hex

0x4000 Raw Hex
0x4333 Raw Hex
0x3ccd Raw Hex
0xba00 Raw Hex
0x499a Raw Hex
0x4666 Raw Hex
0x399a Raw Hex
0x3666 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x399a Raw Hex
0x3666 Raw Hex
Oxca80 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex

0x00 Raw Hex

0x4094 Raw Hex
0x8000 Raw Hex

1.84 Volts
0x0b Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x13 Raw Hex
0x399a Raw Hex
0x3c7b Raw Hex
0x36b8 Raw Hex
0xba00 Raw Hex
0x423d Raw Hex
0x3f5c Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x3ae8 Raw Hex
0x8000 Raw Hex

0.93 Volts
0x0c Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex
0x399a Raw Hex
0x3c7b Raw Hex
0x36b8 Raw Hex
0xba00 Raw Hex
0x423d Raw Hex
0x3f5c Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex

show environment .

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. show environment

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X

Power good on
Power good off
On delay

On time limit
Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT
Output voltage
Output current

1.0V_NIC Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VDD 18 S5 Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VDDCR_SOC_S5 Voltage Output

0x33d7 Raw Hex
0x30f6 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex

0x00 Raw Hex

0x3bc4 Raw Hex
0x8000 Raw Hex

1.03 Volts
0x0d Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex
0x4000 Raw Hex
0x4333 Raw Hex
0x3ccd Raw Hex
0xba00 Raw Hex
0x499a Raw Hex
0x4666 Raw Hex
0x399a Raw Hex
0x3666 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x399a Raw Hex
0x3666 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x41a0 Raw Hex
0x8000 Raw Hex

1.84 Volts
0x0e Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x13 Raw Hex
0x399a Raw Hex
0x3c7b Raw Hex
0x36b8 Raw Hex
0xba00 Raw Hex
0x423d Raw Hex
0x3f5c Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x3b02 Raw Hex
0x8000 Raw Hex

0.92 Volts

savwor |



| sa=vr

Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VDD_18 Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VDD_33 Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit

0x0f Raw Hex

0x00 Raw Hex

0x14 Raw Hex

0x12 Raw Hex

0x399a Raw Hex
0x3c7b Raw Hex
0x36b8 Raw Hex
0xba00 Raw Hex
0x423d Raw Hex
0x3f5c Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex

0x00 Raw Hex

0x3b08 Raw Hex
0x8000 Raw Hex

1.84 Volts
0x10 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x13 Raw Hex
0x399a Raw Hex
0x3c7b Raw Hex
0x36b8 Raw Hex
0xba00 Raw Hex
0x423d Raw Hex
0x3f5c Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x33d7 Raw Hex
0x30f6 Raw Hex
0xb39a Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x3aee Raw Hex
0x8000 Raw Hex

3.45 Volts
0x11 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x34cd Raw Hex
0x3771 Raw Hex
0x3229 Raw Hex
0xb266 Raw Hex
0x3cb8 Raw Hex
0x3al4 Raw Hex
0x2£85 Raw Hex
0Ox2cel Raw Hex

show environment .

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. show environment

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X

IOUT OC fault limit
IOUT OC warn limit
Power good on
Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VPP_CD Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VPP_GH Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

0x8000 Raw Hex
0x8000 Raw Hex
0x2£85 Raw Hex
0x2cel Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex

0x00 Raw Hex

0x372a Raw Hex
0x8000 Raw Hex

2.55 Volts
0x12 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x13 Raw Hex
0x5000 Raw Hex
0x5400 Raw Hex
0x4c00 Raw Hex
0xb333 Raw Hex
0x5c00 Raw Hex
0x5800 Raw Hex
0x4800 Raw Hex
0x4400 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x4800 Raw Hex
0x4400 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x51cl Raw Hex
0x8000 Raw Hex

2.55 Volts
0x13 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x13 Raw Hex
0x5000 Raw Hex
0x5400 Raw Hex
0x4c00 Raw Hex
0xb333 Raw Hex
0x5c00 Raw Hex
0x5800 Raw Hex
0x4800 Raw Hex
0x4400 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x4800 Raw Hex
0x4400 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x51bc Raw Hex
0x8000 Raw Hex
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VDDIO _MEM CD Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VDDIO_MEM GH Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

1.2V_MGTAVTT KC Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit

1.23 Volts
0x14 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex
Ox4ccd Raw Hex
0x50a4 Raw Hex
0x48f6 Raw Hex
0xba00 Raw Hex
0x5852 Raw Hex
0x547b Raw Hex
0x451f Raw Hex
0x4148 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x451f Raw Hex
0x4148 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
Ox4ef4 Raw Hex
0x8000 Raw Hex

1.23 Volts
0x15 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex
Ox4ccd Raw Hex
0x50a4 Raw Hex
0x48f6 Raw Hex
0xba00 Raw Hex
0x5852 Raw Hex
0x547b Raw Hex
0x451f Raw Hex
0x4148 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x451f Raw Hex
0x4148 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
Ox4ef4 Raw Hex
0x8000 Raw Hex

1.23 Volts
0x16 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x12 Raw Hex
Ox4ccd Raw Hex
0x50a4 Raw Hex
0x48f6 Raw Hex
0xba00 Raw Hex
0x5852 Raw Hex
0x547b Raw Hex

show environment .

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. show environment

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X

VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

0.9V_NTX EN Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

1.5V_NTX EN Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

0x451f Raw Hex
0x4148 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x451f Raw Hex
0x4148 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex

0x00 Raw Hex

0x4ee0 Raw Hex
0x8000 Raw Hex

0.00 Volts
0x17 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex

0.00 Volts
0x18 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex

savwor |



| sa=vr

Output voltage
Output current

1.8V_PHY EN Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

1.0V_PHY EN Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VDDCR_SOC_EN Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

0x0000 Raw Hex
0x8000 Raw Hex

0.00 Volts
0x19 Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex

0.00 Volts
Oxla Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex

0.00 Volts
0x1b Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex

show environment .

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. show environment

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VDDCR_CPU_EN Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

VDD 3.3 S5 EN Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit

0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex

0x00 Raw Hex

0x0000 Raw Hex
0x8000 Raw Hex

0.00 Volts
Oxlc Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex

0.00 Volts
0x1d Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex

savwor |
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12 %a

STATUS_VOUT
STATUS_IOUT
Output voltage
Output current

3.3 _NIC EN Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

5V_EN Voltage Output
Page

OPERATION

On Off Config

VOUT mode

VOUT command

VOUT margin hi

VOUT margin lo

VOUT scale

VOUT OV fault limit
VOUT OV warn limit
VOUT UV warn limit
VOUT UV fault limit
IOUT OC fault limit
IOUT OC warn limit
Power good on

Power good off

On delay

On time limit

Off delay

Off time limit
STATUS_VOUT
STATUS_IOUT

Output voltage
Output current

PSEQ log

Fault Info Reg (0xb5):
00 00 4f a9 33 48 7f ff ff ff ff ff ff ff 7f ff

Fault Rails Warning Reg (0xb6):

0x00 Raw Hex
0x00 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex

0.00 Volts
Oxle Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex

0.00 Volts
0x1f Raw Hex
0x00 Raw Hex
0x14 Raw Hex
0x14 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0x8000 Raw Hex
0x8000 Raw Hex
0x0000 Raw Hex
0x0000 Raw Hex
0xba00 Raw Hex
0xda80 Raw Hex
0xba00 Raw Hex
0x8000 Raw Hex
0x00 Raw Hex
0x00 Raw Hex
0x0001 Raw Hex
0x8000 Raw Hex

show environment .
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. show environment

20 00
7f ff

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X

00 00
ff ff

Value

do 2f

Value
45 34

Value
54 4c

Value
7d 4f

Value
10 36

Value
6c 39

Value
44 39

Value
18 4c

Value
22 39

Value
80 3e

Value
80 3e

Value
12 39

Value
a0 39

Value
b8 3f

Value
36 39

Value
3c 39

Value
22 39

Value
74 35

Value
3e 4f

Value
37 4f

00 00 00 00 7f ff f£f ff ff ff ff ff
ff £ff £f £f 7f ff £f ff ff f£ff ff ff

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

Reg (0xb7)
00 00 00

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:
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| sa=vr

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Rails
07 00

Value Reg (0xb7) page 20:

7c 4c 00 00

00

Value Reg (0xb7) page 21:

7c 4c 00 00

00

Value Reg (0xb7) page 22:

74 4c 00 00

00

Value Reg (0xb7) page 23:

00 00 00 00

00

Value Reg (0xb7) page 24:

00 00 00 00

00

Value Reg (0xb7) page 25:

00 00 00 00

00

Value Reg (0xb7) page 26:

00 00 00 00

00

Value Reg (0xb7) page 27:

00 00 00 00

00

Value Reg (0xb7) page 28:

00 00 00 00

00

Value Reg (0xb7) page 29:

00 00 00 00

00

Value Reg (0xb7) page 30:

00 00 00 00

00

Value Reg (0xb7) page 31:

01 00 00 00

Logged Fault Reg

25 03
7f ff
00 00

Fault
00 64

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

00 00 08 02
ff £ff £f ff
00 00 00

00

(Oxea) :

82 00 7f ff ff
ff £ff 7f ff ff

Details Index Reg (0Oxeb):

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

(Oxec) index 0:

04 e9 7f ff ff

(Oxec) index 1:

04 e9 7f ff ff

(Oxec) index 2:

04 e9 7f ff ff

(Oxec) index 3:

04 e9 7f ff ff

(Oxec) index 4:

04 e9 7f ff ff

(Oxec) index 5:

04 e9 7f ff ff

(Oxec) index 6:

04 e9 7f ff ff

ff £ff £ff ff ff
ff £ff £ff ff ff

ff

ff

ff

ff

ff

ff

ff

show environment .

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. show environment

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

(Oxec) index 7:
04 e9 7f ff ff ff

(Oxec) index 8:
04 e9 7f ff ff ff

(Oxec) index 9:
04 e9 7f ff ff ff

(Oxec) index 10:
04 e9 7f ff ff ff

(Oxec) index 11:
04 e9 7f ff ff ff

(Oxec) index 12:
04 e9 7f ff ff ff

(Oxec) index 13:
04 e9 7f ff ff ff

(Oxec) index 14:
04 e9 7f ff ff ff

(Oxec) index 15:
04 e9 7f ff ff ff

(Oxec) index 16:
04 e9 7f ff ff ff

(Oxec) index 17:
04 e9 7f ff ff ff

(Oxec) index 18:
04 e9 7f ff ff ff

(Oxec) index 19:
04 e9 7f ff ff ff

(Oxec) index 20:
04 e9 7f ff ff ff

(Oxec) index 21:
04 e9 7f ff ff ff

(Oxec) index 22:
04 e9 7f ff ff ff

(Oxec) index 23:
04 e9 7f ff ff ff

(Oxec) index 24:
04 e9 7f ff ff ff

(Oxec) index 25:
04 e9 7f ff ff ff

(Oxec) index 26:
04 e9 7f ff ff ff

(Oxec) index 27:
04 e9 7f ff ff ff
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| sa=vr

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg

(Oxec) index 28:
04 e9 7f ff ff ff

(Oxec) index 29:
04 e9 7f ff ff ff

(Oxec) index 30:
04 e9 7f ff ff ff

(Oxec) index 31:
04 e9 7f ff ff ff

(Oxec) index 32:
04 e9 7f ff ff ff

(Oxec) index 33:
04 e9 7f ff ff ff

(Oxec) index 34:
04 e9 7f ff ff ff

(Oxec) index 35:
04 e9 7f ff ff ff

(Oxec) index 36:
04 e9 7f ff ff ff

(Oxec) index 37:
04 e9 7f ff ff ff

(Oxec) index 38:
04 e9 7f ff ff ff

(Oxec) index 39:
04 e9 7f ff ff ff

(Oxec) index 40:
04 e9 7f ff ff ff

(Oxec) index 41:
04 e9 7f ff ff ff

(Oxec) index 42:
04 e9 7f ff ff ff

(Oxec) index 43:
04 e9 7f ff ff ff

(Oxec) index 44:
04 e9 7f ff ff ff

(Oxec) index 45:
04 e9 7f ff ff ff

(Oxec) index 46:
04 e9 7f ff ff ff

(Oxec) index 47:
04 e9 7f ff ff ff

(Oxec) index 48:
04 e9 7f ff ff ff

(Oxec) index 49:

show environment .
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. show environment

O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

04 €9 7f ff ff ff

(Oxec) index 50:
04 e9 7f ff ff ff

(Oxec) index 51:
04 e9 7f ff ff ff

(Oxec) index 52:
04 e9 7f ff ff ff

(Oxec) index 53:
04 e9 7f ff ff ff

(Oxec) index 54:
04 e9 7f ff ff ff

(Oxec) index 55:
04 e9 7f ff ff ff

(Oxec) index 56:
04 e9 7f ff ff ff

(Oxec) index 57:
04 e9 7f ff ff ff

(Oxec) index 58:
04 e9 7f ff ff ff

(Oxec) index 59:
04 e9 7f ff ff ff

(Oxec) index 60:
04 e9 7f ff ff ff

(Oxec) index 61:
04 e9 7f ff ff ff

(Oxec) index 62:
04 e9 7f ff ff ff

(Oxec) index 63:
04 e9 7f ff ff ff

(Oxec) index 64:
04 e9 7f ff ff ff

(Oxec) index 65:
04 e9 7f ff ff ff

(Oxec) index 66:
04 e9 7f ff ff ff

(Oxec) index 67:
04 e9 7f ff ff ff

(Oxec) index 68:
04 e9 7f ff ff ff

(Oxec) index 69:
04 e9 7f ff ff ff

(Oxec) index 70:
04 e9 7f ff ff ff
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Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

(Oxec) index 71:
04 e9 7f ff ff ff

(Oxec) index 72:
04 e9 7f ff ff ff

(Oxec) index 73:
04 e9 7f ff ff ff

(Oxec) index 74:
04 e9 7f ff ff ff

(Oxec) index 75:
04 e9 7f ff ff ff

(Oxec) index 76:
04 e9 7f ff ff ff

(Oxec) index 77:
04 e9 7f ff ff ff

(Oxec) index 78:
04 e9 7f ff ff ff

(Oxec) index 79:
04 e9 7f ff ff ff

(Oxec) index 80:
04 e9 7f ff ff ff

(Oxec) index 81:
04 e9 7f ff ff ff

(Oxec) index 82:
04 e9 7f ff ff ff

(Oxec) index 83:
04 e9 7f ff ff ff

(Oxec) index 84:
04 e9 7f ff ff ff

(Oxec) index 85:
04 e9 7f ff ff ff

(Oxec) index 86:
04 e9 7f ff ff ff

(Oxec) index 87:
04 e9 7f ff ff ff

(Oxec) index 88:
04 e9 7f ff ff ff

(Oxec) index 89:
04 e9 7f ff ff ff

(Oxec) index 90:
04 e9 7f ff ff ff

(Oxec) index 91:
04 e9 7f ff ff ff

show environment .
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. show environment

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Fault
O0c 02

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

Details Reg
66 2c 4e 88

(Oxec) index 92:
04 e9 7f ff ff ff

(Oxec) index 93:
04 e9 7f ff ff ff

(Oxec) index 94:
04 e9 7f ff ff ff

(Oxec) index 95:
04 e9 7f ff ff ff

(Oxec) index 96:
04 e9 7f ff ff ff

(Oxec) index 97:
04 e9 7f ff ff ff

(Oxec) index 98:
04 e9 7f ff ff ff

(Oxec) index 99:
04 e9 7f ff ff ff

Logged Page
05 00 4b 31

Logged Page
05 00 fa 35

Logged Page
05 00 08 4f

Logged Page
05 00 25 52

Logged Page
05 00 fc 37

Logged Page
05 00 58 3b

Logged Page
05 00 24 3b

Logged Page
05 00 e8 4e

Logged Page
05 00 06 3b

Logged Page
05 00 c8 41

Logged Page
05 00 c8 41

Logged Page
05 00 16 3b

Logged Page
05 00 d8 3b

Logged Page

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks

Reg (0Oxed) page O:
Reg (0Oxed) page 1:
Reg (0Oxed) page 2:
Reg (0Oxed) page 3:
Reg (0Oxed) page 4:
Reg (0Oxed) page 5:
Reg (0Oxed) page 6:
Reg (0Oxed) page 7:
Reg (0Oxed) page 8:
Reg (0Oxed) page 9:
Reg (0Oxed) page 10:
Reg (0Oxed) page 11:
Reg (0Oxed) page 12:
Reg (0Oxed) page 13:
FUZ27LUR
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| sa=vr

05 00 dc 41

Logged Page
05 00 10 3b

Logged Page
05 00 1c 3b

Logged Page
05 00 2a 3b

Logged Page
05 00 3e 37

Logged Page
05 00 ce 51

Logged Page
05 00 ce 51

Logged Page
05 00 4c 4f

Logged Page
05 00 58 4f

Logged Page
05 00 44 4f

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Logged Page
05 00 00 00

Fault Detail Enable Reg

00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Peaks
00

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

Reg

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

(Oxed)

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

page

(Oxef) :

show environment .

14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:

31:

25 f£f ff £f £7 £d4 07 07 7f f£f f£ff £f f£f ff f£f ff
7f £f ff £f f£ff ff f£ff £f 7f ff f£f ff f£f ff f£f ff

00 00 00 00

00

R R R R R EPM Data R R R R

EPMO is present
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. show environment

EPMO Card power is
EPMO Card is ready

okay

EPMO temperature is 32 degrees Celsius

KKK KKK KKK KKKk kK F

FanMod 1 Fan 1 rot
FanMod 1 Fan 1 RPM
FanMod 1 Fan 2 rot
FanMod 1 Fan 2 RPM
FanMod 1 Fan 3 rot
FanMod 1 Fan 3 RPM
FanMod 1 Fan 4 rot
FanMod 1 Fan 4 RPM
FanMod 2 Fan 1 rot
FanMod 2 Fan 1 RPM
FanMod 2 Fan 2 rot
FanMod 2 Fan 2 RPM
FanMod 2 Fan 3 rot
FanMod 2 Fan 3 RPM
FanMod 2 Fan 4 rot
FanMod 2 Fan 4 RPM

Environmental Fan
Environmental Fan
Environmental Fan
Fanmodl PWM Slope
Fanmodl Speed
Fanmodl Smartfan C
Fanmodl Smartfan S
Fanmodl Smartfan P
Fanmodl Smartfan D
Fanmod2 PWM Slope
Fanmod2 Speed
Fanmod2 Smartfan C
Fanmod2 Smartfan S
Fanmod2 Smartfan P
Fanmod2 Smartfan D
T2/T1 Temp

T4/T3 Temp

T6/T5 Temp

T8/T7 Temp

Level 1 Speed
Level 2 Speed
Level 3 Speed
Level 4 Speed
Level 5 Speed
Minimal Speed Thre
Fan Controller Spe

R R R R D

R R R R R S

ans KKK KKK KKK KKKk kK

ating
= 21720
ating
= 19380
ating
= 21900
ating
= 19320
ating
= 21720
ating
= 19260
ating
= 21540
ating
= 19440

FPGA Control
Status

Enable Control

ontrol
tatus
WM
ebug

ontrol
tatus
WM
ebug

shold

ed = automatic

0x00000107
0x00000003
0x00110700
0x00000108
0x000003e8
0x00000000
0x00540000
0x000000£0
0x00003aee
0x00000108
0x000003e8
0x00000000
0x00540000
0x000000£0
0x00003b14
0x0088007¢c
0x0098008c
0x00a8009c
0x00b800ac
0x000004b0
0x00000550
0x000005b4
0x00000640
0x000007d0
0x00000054

iSkS KKK KKK KKK KKKk kK

SD Data R R R R R

SavwU R |

BEEavT R avw Uk

BLl]

show server environment

Y= = N7 = TR EFRLET,
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show eth-uplink .

show eth-uplink

A=Yy b Ty 7V 7 EREFRRTDICIE, show eth-uplink 2~ > R&EMHH L EJ,

show eth-uplink [detail | expand | fsm]

B DEREA

avU R E—F

detail ULE) 41—V Fy h To7Y o7 OiteFHRLET,
expand FEE) A=V Ry b T o7V o7 OMREREF R LET,
fsm status ) ARIREE~ Y L DAT— X 2% FR LET,

TEoavy RE—FK

avy FERE

FEREDHA KS4 Y

)1)—= EERNE
1.1(1) avr RPRBMEnE L,

B o7 (UDLD) X FXO0S TiXUR—FENTWEH A, UDLD ~DO& A HEH L
ij‘o

1
WOBNE, A —FFy b T w7V s ORRIEREFRT D FEEZRLET,
firepower# show eth-uplink expand

Ethernet Uplink:
Mode MAC Table Aging Time (dd:hh:mm:ss) VLAN Port Count Optimization

Security Node 00:04:01:40 Disabled
firepower# show eth-uplink expand

Ethernet Uplink:
Mode: Security Node
MAC Table Aging Time (dd:hh:mm:ss): 00:04:01:40
VLAN Port Count Optimization: Disabled

Ethernet Link Profile:

Name UDLD link policy name Oper UDLD link policy name
default default fabric/lan/udld-link-pol-default
Fabric:

Fabric ID: A

Interface:
Port Name: Ethernetl/1
Port Type: Mgmt
Admin State: Enabled
Oper State: Link Down
State Reason: Link failure or not-connected
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. show eth-uplink

<--- intevening lines removed for brevity --->

Port Name: Ethernet2/6

Port Type: Data

Admin State: Disabled

Oper State: Admin Down

State Reason: Administratively down

Port Name: Ethernet2/7

Port Type: Data

Admin State: Disabled

Oper State: Sfp Not Present
State Reason: Unknown

Port Name: Ethernet2/8

Port Type: Data

Admin State: Disabled

Oper State: Sfp Not Present
State Reason: Unknown

Port Channel:
Port Channel Id: 48
Name: Port-channel48
Port Type: Cluster
Admin State: Enabled
Oper State: Failed
State Reason: No operational members

Member Port:

Port Name Membership Oper State

Ethernetl/5 Down Link Down
not-connected

Ethernetl/6 Down Link Down

not-connected

Stats Threshold Policy:
Name: default
Full Name: fabric/lan/thr-policy-default
Policy Owner: Local

UDLD link policy:

SavwU R |

State Reason

Link failure or

Link failure or

Name Admin State UDLD mode
default Disabled Normal
firepower#
BEEaT YR avw vk A

scope eth-uplink

A—HFy b TvFV 7 T—RE2HBLET,
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show event

show event .

FSM A X FOIE# & FR$ 5I120%, showevent =< > R&EHA L 7,

show event [event_id| detail ]

B DEREA

AR E—F

event_id ) BEDA Xy hOEREF T LET,
detail UTEE) T_TOA Ry hOFEMIESREZ R R LET,

HFEDOavwy KE—FR

avy FERE

FREDHA KSA Y

1)1)—=x EERNE
1.1(1) a~wy RRBMEhE L,

FIERF—U— et EE T iCshowevent =~ > FEEMT L, A XU FDY XA FE2FRT
EET

151
WOBHNE, A X bDY R NEERTDHEZRLUET,

FP9300-A# show event

Creation Time ID Code Description

2025-12-23T04:17:00.678 176144 E4195253 [FSM:STAGE:SKIP]: keyring configuration on
secondary (FSM-STAGE: sam:dme : PkiEpUpdateEp: SetKeyRingPeer)

2025-12-23T04:17:00.678 176145 E4195253 [FSM:STAGE:END]: keyring configuration on

secondary (FSM-STAGE: sam:dme : PkiEpUpdateEp: SetKeyRingPeer)

2025-12-23T04:17:00.678 176146 E4197130 [FSM:STAGE:SKIP]: post processing after keyring
configration on primary (FSM-STAGE:sam:dme:PkiEpUpdateEp:PostSetKeyRingLocal)
2025-12-23T04:17:00.678 176147 E4197130 [FSM:STAGE:END]: post processing after keyring
configration on primary (FSM-STAGE:sam:dme:PkiEpUpdateEp:PostSetKeyRingLocal)
2025-12-23T04:17:00.678 176148 E4197131 [FSM:STAGE:SKIP]: post processing after keyring
configuration on secondary (FSM-STAGE:sam:dme:PkiEpUpdateEp:PostSetKeyRingPeer)

2025-12-23T04:17:00.678 176149 E4197131 [FSM:STAGE:END]: post processing after keyring
configuration on secondary (FSM-STAGE:sam:dme:PkiEpUpdateEp:PostSetKeyRingPeer)

2025-12-23T04:17:00.678 176150 E4195525 [FSM:END]: keyring

configuration (FSM:sam:dme:PkiEpUpdateEp)

2025-12-23T04:17:00.677 176142 E4195252 [FSM:STAGE:STALE-SUCCESS]: keyring configuration
on primary (FSM-STAGE:sam:dme:PkiEpUpdateEp:SetKeyRingLocal)

<--- remaining lines removed for brevity --->

FP9300-A#
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. show event

TEEEIS ST 35

show sel =R AT AN AR s vy (SEL) ORNFERRLET,
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show fabric .

show fabric

777 v I D — T NVER SRR TR T AR, — T Vi — K C show fabric =<
RZ2HLET,

show fabric [breakout | detail | expand]

BX DA a EE) 777V v 27 AGHOr—7 M EREREF R LET,

GE)
777V vy 7 Bl EF¥ A,

detail (8B 7= NEROFMERE R LES, 204 T varT
I expand ¥— 7 — RZEHTX £,
expand LE) R—=FTVvA 770 bOr—7 VEEGIZET 22 EH A
FRLET, ZOF T arTlidetail ¥—UV— FE2FEHTEE
R
9wV R E—F scope cabling/
avy FEE 1)1)—= EENE
1.1(1) awy RPRBIMEE L,

EELEDOHA KSAY 774V ETHE, Coavy RE—kiNe 7 » 7V v 7 O —7 VEkiEREFERLET,

1
ROBNT, =T VRO RN E KT D ke L T0ET,

firepower# scope cabling
firepower /cabling # show fabric expand

cabling on switch:
Id: A

port breakout:

Slot ID Port ID breakout type
3 1 10g 4x
3 2 10g 4x

firepower /cabling #

fEav> R avy kR Bl
create breakout HLWA LB —T 2 A AT LA T NEERRLET,
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. show fabric-interconnect

show fabric-interconnect

Ty TNy A E—axy MEREFRT HITI1E. showfabric-interconnect =~ > K& f#
L\ijﬂo

show fabric-interconnect [ a| b | detail | environment | firmware | fsm | inventory | mac-aging
| mode | version ]

BX DS a EE) 777V w7 ADT 7TV vl £ X—axy MEHRE
FrLET, LEOdetal ¥ —T— REEAT2E. 7770 v
DHMIEBRIPET SNET,
()
777 v 21 SFF T, ARAITY, 2070H, Z0%—
U REANTHLETH Y EHA,

b FE) ERLANWSTEESW, 777U v 7 Bidb FHA,
detail L) 777V v o A v X —axy NOFHMEREFRTLET,
environment HEE) 777V w7 A—RFOFEREFRLET, ZHOLDEED

F—U— NIHMMHATRETT,

ca: 777 Vv ADEROBLEERLET, ZOF—U—F
EETT, 777U w2131 22T,

b LW ESY, 777Uy 7 Blidb EHA,

- detail : FEMIZRBREEERE ZR L ET,

cexpand : REDOMRIERELRLET, ZOF T3 Tl
detail ¥—7U— RZiHTXET,

ofan : 77 VEBFOHERERRLET, ZOF T a TR
detail B LW psu F¥—U— REFHTEET,

epsu : EREEEAOFEREE T LET, ZOAF T a TR
detail B X fan ¥ —U — K& TE £9°,

firmware UEE) 77— AU =TDEREERLET,

fsm status (EE) ARRE~> v DORAT—Z ZAEREPFERLET,

inventory (EE) 777V v 7 OERINRT 7 — L0 = T EFR LE
T, ZOA T3 TiL, detail, expand, id ¥—7U— F&H T
=FE7,

mac-aging (EE) MACT—TNVDT—I 0 7 A hxFRLET,
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AR E—F

show fabric-interconnect .

mode HEE) 777V A F—axy b E— FOEREFRLE
D
version HEE) 77— 0 =T N"=Va rOfERE2FRLET,

TEoavy RKE—F

avy FNERE

FEREDAA RZM4 Y

J1)—=x EERNE
1.1(1) awr RPMEMNESNE L,

ZDaxv s RIZTIA B AIINED Y T A,

1

WL, 777V w7 L v Z—axy sOEREREAFRTTLHHEEZRLTWE
j—o

FP9300-A# show fabric-interconnect

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 10.201.153.14 10.201.153.1 255.255.255.0
64 Operable
FP9300-A#
MEav2 R av YR BLL]

scopefabric-interconnect | 7 » 7 v 7 4 v X —ax 7 N T— REZBELET,
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. show fan-module

show fan-module

A VAR—ILENTWVWAE T 7Yy BV a— OB E>FERTAHIZIE. v —3 F— FTshow
fan-module =2~ > R&FEHA L ET,

show fan-module [[1 module id] | detail | expand]

B DEREA tray_id module_id (L8 FrEDOEY 2 — L OF# 2K+ 5I121%, tray id module id
EHEALTCEY 2— VEELET, tray id TFIZ 1 TT,
module id (X 1 ~8 TIRECTX %7,

detail (L) —OxF—U—F2HHALT. £7 72 BV 2— L ORI
AT —H AEREFRRLET,

expand EE) Z0oXF—U—FR2EHALT, 770 T2 —LDAT—
B ABRDOEREFR TS LET,

AavU R E—FR scope chassis/
avy FEE )= EEAR
1.1(1) awy RPRBMEnE L,

BRLOAA oA AMRF—U— REREEPFIC o0 avy REMRTS L. AR 7 o 2 o — A
FRCEET,

1
WOBNL, FFEDT 7> FY 2 —VOFEMERERRT L HEEZRLTVET,

firepower# scope chassis
firepower /chassis # show fan-module 1 2 detail

Fan Module:
Tray: 1
Module: 2
Overall Status: Operable
Operability: Operable
Threshold Status: OK
Power State: On
Presence: Equipped
Thermal Status: OK
Product Name: Cisco Firepower 9000 Series Fan
PID: FPROK-FAN
VID: 01
Part Number: 73-17509-01
Vendor: Cisco Systems Inc
Serial (SN): NWG194500D8
HW Revision: O
Mfg Date: 2015-11-07T00:00:00.000
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show fan-module .

firepower /chassis #

BEEavT R avw Uk SR BA

scope fan BrED7 7 BRI LET,
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. show fault

show fault
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FEEE R A FoRT 5121, showfault =~ > REHH L £,

show fault [ID|cause|detail | severity | suppressed]

B DEREA

aAvURE—F

1D UER) fBESNEREICET 2RO EFRLET,

cause |abel ({EE) set-user-local-failed 72 &, JRIK 7 ~UL M EE S Lz
FEERRLET,

detail (fER) AFEFICHET HHMIEHRERRLET,

severity (EE) HBESNEZYEIT 4 (EKE) OTXTORMELZRRL

{deared | condition| critical | 34
info| major |minar |warning}
* cleared
« condition
e critical
* info
* major
* minor

* warning

suppressed (EE) M SN _RCoEmELZFRLET,

F 7=, cause. detail . severity DX —U— R&BMNTHZ L TE
i—é—o

TEoavy RKRE—F

avy RERE

)1)—=R EEAR

1.0(1) Zoavy RPREAINE LT,

1
wOBNL, FEEY A P ERRTLHEELRLTVET,

FP9300-A# show fault

Severity Code Last Transition Time ID Description
Major F0276 2025-12-16T07:08:08.542 52605 ether port 1/1 on fabric interconnect
A oper state: link-down, reason: Link failure or not-connected
Major F0276 2025-12-16T07:08:08.542 78300 ether port 1/5 on fabric interconnect
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show fault .
A oper state: link-down, reason: Link failure or not-connected
Major F0276 2025-12-16T07:08:08.542 78301 ether port 1/6 on fabric interconnect
A oper state: link-down, reason: Link failure or not-connected
Warning F16683 2025-12-16T07:08:00.670 78430 [FSM:STAGE:FAILED]: internal system
backup (FSM-STAGE : sam:dme : MgmtBackupBackup:upload)
Warning F78123 2025-12-16T07:08:00.670 78428 [FSM:STAGE:REMOTE-ERROR]: Result:

end-point-failed Code: unspecified
Message: End point timed out. Check for IP, port, password, disk space or network access
related issues.# (sam:dme:MgmtBackupBackup:upload)

<--- remaining lines removed for brevity --->
FP9300-A#
EEav2 Kk av YR Bl
show server status P—=RNDRT =2 AT HIFREFRLET,
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. show fips-mode

show fips-mode

BAEDFIPS GHEAE RAUEIERE) £ — RORAT — X AEREFRT HI21E, showfips-mode =
~U REEHLET,

show fips-mode

X DA ZOa=wy RIEBIEELIIF—U—REH 0 £ A,
aAav>Y RE—F X274 E—F
avy RER J1)y—=x EERNAE

1.1(1) awr RPMEMNESNE L,

FERALDHA KS4 > Firepower4100/9300 ¥ ¥ — TRBEHEMEZ AMIC L TH, RS NIZMELT A AZETLOD
AT TAT U ATHBII SRS EE A

1

WOBNE, EX=2V 7 4 T— FEBHB L, BIED FIPS T— RO R T — X AERE F
IRT DB HFHEEZRLTOET,

FP9300-A # scope security

FP9300-A /security # show fips-mode
FIPS Mode Admin State: Disabled

FIPS Mode Operational State: Disabled
FP9300-A /security #

MEavr R av vk E5BA
disable fips-mode FIPS E— RZF 44— I LET,
enable fips-mode FIPS £— K& A 2—7 ML £,
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show firmware .

show firmware
VAT Ty — AT TR EFERTAICIE, showfirmware =~ REFEH L E T,

show firmware [ detail | expand | monitor | package-version ]

EX DA detail ULE) 20X —U—F&EHA LT, 74 ZOHEDT 7 — A
T2 T EAA— R NT T R_R—=T g FETHOR—~Tg FOT
TTAT AT —HA, B—ERASTR—=V ¥ DAL — KT v /\—
VarxrRRLET,

expand (EH) ZOX—T—FEEALT, SESERVAT LI H—
K RDA—Va L AT —H AGROFEMAR Y A N E TR LE
—g—O

monitor (B —OF—T— FEEH LT, FAA 2w kDb, Tr T

Vo Z A B—axs b, BLOY Y —2 $—OBED Sy r—
CNR=Pa vt T v T I = N AT A EFRLET,

package-version (EE) ZOF—TU—FE{HHALT, T30 A3 =% OHED
Ryl "V v E R LET

sESTE = VAT A TR
avy RBE J1)—2 EEAE
1.1(1) awr RPMENESNE L,

FERLEDHA RS 4> showfirmwaremonitor Zfifl425L, 77 =AU =7 Ty 77— FOFXyru—RKL7 7
TAN—Y AV DAT—H AR IR LE=F TEET,

151
WOHNE, 77— 02T DODNRN—=a T v T T L —FRORT—HZ AT =ZT 5
FHEERLTHVET,

FP9300-A# scope system
FP9300-A /system # show firmware monitor
FPRM:
Package-Vers: 2.4(1.52)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.4(1.52)
Upgrade-Status: Ready

Chassis 1:

Server 1:
Package-Vers: 2.4(1.52)
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. show firmware

Upgrade-Status: Ready
Server 2:

Package-Vers: 2.4(1.52)

Upgrade—-Status: Ready

FP9300-A /system #

BEEavT R avw U R SR BA

activate firmware Ty — AT =T N —EAENCLET,

show server firmware PN T 7 — AT 2T ONRN— g e AT —F AEHREF R LE
D
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show (firmware-install) .

show (firmware-install)

BAEDOT7 77— 0T RNylr—UEHRERrd 5120%, firmware-install £— K C show =2~
REMFEHLET,

show [ detail | event | fsm ]

BX DA

aAvU kR E—F

detail EE) 77— =T Ryr—Y0HMERERTTHICE. =
DX —T— REEHLET,

event [event ID|detail] (£F) 77 —A T =7 D7 v 77 L— FHCRERS LA RV b
ERATHIZIE, 2OF—U—FEFEHLET, detaill ¥—TV— K
EHTEET,

ZDARY FOBEROHREFRRT HITIE, FFED event_ID #457E L
3
fsm {status|task} UEE) 77—20=7 T v7 7 L— RE#EOFRIRE~ >

(FSM) AT —H ZAFE1-13 7 27 BEERE2FRTHIFH, 20
F—U—REFEHLET,

Ty =0T A VA F—/)LE—F

avwy FERE

FEREDHA FS1 Y

)1)—= EERNE
1.1(1) awr RPENESNE L,

TN ITIE, Z0avy NEROA VA M=V ENEZT7 77— 02T Rolr—ICE4 5
HWAEFRRLET,

451
WOFNZ, A VA N—NLVENTT7—L T T Ny r—OREREY £RT 5 HiE
R LTWET,

FP9300-A# scope firmware
FP9300-A /firmware # scope firmware-install
FP9300-A /firmware-install # show detail

Firmware Pack Install:
Upgrade Package Version: 1.0.16
Oper State: Ready
Upgrade Status: Upgrade Complete Successful
Current Task:
FP9300-A /firmware-install #

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



SavUk |
. show (firmware-install)

EEav2 K av YR Bl
install firmware Tr—AL0 T Roubr— A A =)L LET,
show download-task Ty —AT T Ny —OR T a— REEIZEET A B A RoR
LET
show firmware VAT A T =AU TIEREFERLET,
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show fw-infra-pack .

show fw-infra-pack

VAT ATHERARER T 7 — AU =T AT TANT VT Ry —TV DY A NERRT D
\Z1%, show fw-infra-pack =2~ > R&MEH L E7,

show fw-infra-pack [ detail ]

B DA detail R T =T 2T Ny = AT T AT I F X ERE
ERLALET,
AT R E—FK scope org
av Y FEE 1) —= EERNE
2.3.1 awy RPRBEMEE L,

FELEDHA KSq ZHUd, scopeorg. D~ FdD show 7 <~ RTT,

1

ROBNE, TRTCDVAT AT 7 =LV =T AT TARNTIF ¥ Ny r—V0fk
WE TR T HHEERLTOET,

Firepower /fabric-interconnect # scope org
Firepower /org # show fw-infra-pack
Infra Pack:
Name Description Infrastructure Bundle Version

default Infrastructure Pack
92.14(0.0808g_libtirpc)

1

WOFNE, FHTTRER T X TDOV AT A 77— T x2T AV TTANTIF ¥ 8y
=Y OFERE TR T D HEE R L TNET,

Firepower /org # show fw-infra-pack expand detail
Infra Pack:
Name: default
Description: Infrastructure Pack
Infrastructure Bundle Version: 92.14(0.0808g libtirpc)

Pack Image:
HW Vendor: Cisco Systems
HW Model: FPR-Manager
Type: System
Version: 92.13(0.0808q)
Presence: Present

HW Vendor: Cisco Systems
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. show fw-infra-pack

HW Model: MGMTEXT
Type: 17

Version: 92.13(0.107qg)
Presence: Present

HW Vendor: Cisco Systems, Inc.
HW Model: F9K-C9300-SUP-K9

Type: Fabric Interconnect Kernel
Version: 5.0(3)N2(92.130.0808q)
Presence: Present

HW Vendor: Cisco Systems, Inc.
HW Model: F9K-C9300-SUP-K9

Type: Fabric Interconnect System
Version: 5.0(3)N2(92.130.0808qg)
Presence: Present

HW Vendor: Cisco Systems, Inc.
HW Model: FPR-4110-SUP

Type: Fabric Interconnect Kernel
Version: 5.0(3)N2(92.130.0808qg)
Presence: Present

HW Vendor: Cisco Systems, Inc.
HW Model: FPR-4110-SUP

Type: Fabric Interconnect System
Version: 5.0(3)N2(92.130.0808q)
Presence: Present

HW Vendor: Cisco Systems, Inc.
HW Model: FPR-4112-SUP

Type: Fabric Interconnect Kernel
Version: 5.0(3)N2(92.130.0808q)
Presence: Present

HW Vendor: Cisco Systems, Inc.
HW Model: FPR-4112-SUP

Type: Fabric Interconnect System
Version: 5.0(3)N2(92.130.0808q)
Presence: Present

HW Vendor: Cisco Systems, Inc.
HW Model: FPR-4115-SUP

Type: Fabric Interconnect Kernel
Version: 5.0(3)N2(92.130.0808q)
Presence: Present
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show hardware-bypass-ports .

show hardware-bypass-ports

IN= R = TS N AR — MEH AR T 5121, show hardware-bypass-ports =2~ > R &
ALET,

show hardwar e-bypass-ports

B DA show
har dwar e-bypass-ports

EE) N— R =7 A R2FREeFRRLET,

RV RE—F  fEEOavy RE—F

avr FERE )1)—= EERNE
2.6(1) avwy RPRBMEE L,

FRLEOHA RSy ZOaX NI RATLEDHY FH A,

1
WOBNT, NANAR—= b _THERERTT DG EERLTOET,

FPR # scope fabric-interconnect
FPR /fabric-interconnect # show hardware-bypass-ports

hardware-bypass port pairs:

Portl Port2 Mode Oper Mode WDT WDT
Val
Ethernet2/1 Ethernet2/2 Standby Standby Enabled 1000
<=—————- Pair Ethernet 2/1-2 is in standby mode
Ethernet2/3 Ethernet2/4 Disabled Disabled Disabled 0
Ethernet2/5 Ethernet2/6 Disabled Disabled Disabled 0
Ethernet2/7 Ethernet2/8 Disabled Disabled Disabled 0
Ethernet3/1 Ethernet3/2 Disabled Disabled Disabled 0
Ethernet3/3 Ethernet3/4 Switch Bypass Switch Bypass Enabled 1000
LG EET T Pair Ethernet 3/3-4 is in bypass mode (bypass is active)
Ethernet3/5 Ethernet3/6 Switch Bypass Switch Bypass Enabled 1000
LG EET T Pair Ethernet 3/5-6 is in bypass mode (bypass is active)

BEav R av Uk 5B
scopefabric-interconnect | 7 » 7' w7 (X —ax s/ s B— REBBLET,
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. show https

show https

BIfED HTTPS h— B ADEEAF T HICIL, showhttps 2~ > REHEH L ET,

show https
BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
AT R E—F PoERA TR
av Yy FERE )1)y—= EERNE
1.1(1) o<y KRB EnE L,
451

WOBENL, BAED HTTPS Y —E AR EEF T D HEEZRLTOVET,

FP9300-A# scope system
FP9300-A /system # scope services
FP9300-A /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: default
Cipher suite mode: Medium Strength
Cipher suite: ALL:!EDH-RSA-DES-CBC3-SHA:!EDH-DSS-DES-CBC3-SHA:!DES-CBC3-SHA:
!ADH: !3DES: !EXPORT40: !EXPORT56: !LOW: !RC4: !MD5: ! IDEA:+HIGH: +MEDIUM: +EXP: +eNULL
Https authentication type: Cred Auth
Crl mode: Relaxed
FP9300-A /system/services #

BEEav R av Uk SR BA

set httpsauth-type HTTPS 7 7 E A HORRGESX A T HHEE L ET,
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show hw-crypto .

show hw-crypto

AU FE—F

TLS crypto acceleration? A 7 — & X &K/~ $ 5121, show hw-crypto 2~ > RZEEH L ET,
TLS crypto acceleration (ZB84 5 FEMIIZ DUV TlX, ManagementCenter =27 4 ¥ L —3 3
A RESRLTIEEN,

show hw-crypto

connect module

avy FERE

EREDAARZA4

Jiy—=x EERNRE
2.7.1 Zoawy FREAINE L,

Zoawy RiE, ar 7 A AZ 2 AD TLS eryptoacceleration D A7 — X A& K LET,

15l
RIZ. TLS crypto acceleration® 27— # A & #3454~ LE7,

scope ssa
/ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd FTD-FDM 1 Enabled Online 6.5.0.1159 6.5.0.1159
Native No Not Applicable None

ftd ftd2 2 Enabled Online 6.5.0.1159 6.5.0.1159
Container No Default-Small Not Applicable None

/ssa # sc slot 2
/ssa/slot # scope app-instance ftd ftd2
/ssa/slot/app-instance # show hw-crypto

Hardware Crypto:
Admin State Hardware Crypto Size Hardware Crypto Version

Enabled 13% 2
EEa< 2R avo kR s BA
create hw-crypto 2T A A K 2 AD TLS erypto acceleration 7% & & /B L £97,
delete hw-crypto 3T FA ALK 2 AD TLS erypto acceleration 5% & & HIBR L £ 97,
scope hw-crypto T A A B AD TLS crypto acceleration 5% i & A 20 & 72 134
M LET,
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show image detail

VAT LATHHARERF v IV AL — A A=V VAT AAA—=TDY A FEFRRT DHITIL,
showimage =~ > R&MHH L £,

show image detail

B DEREA

AU R E—F

detail ez Eg e RN L E T,

scope fabric-interconnect

avy FNERE

FEREDAARZA Y

Jiy—=x EERNAE
2.3.1 o=y RPMBEMENE L,

T, Aa—T 77T Vv A —aXxy K E—RFTO show 2~ FOHYTa<vw R
/C“ﬁqo

1

ZOPNE, TRTOF Y I AF— A A=V LV AT A A—VDERERLTNE
KR

firepower# /system/services # scope fabric-interconnect

firepower# /fabric-interconnect # show image

Name Type Version

fxos-k9-kickstart.5.0.3.N2.4.111.85.SPA Fabric Interconnect Kernel
5.0(3)N2(4.11

1.85)

fxos-k9-kickstart.5.0.3.N2.92.130.2579.gSSB Fabric Interconnect Kernel
5.0(3)N2(92.1

30.2579)

fxos-k9-system.5.0.3.N2.4.111.85.SPA Fabric Interconnect System
5.0(3)N2(4.11

1.85)

fxos-k9-system.5.0.3.N2.92.130.257g.9SSB Fabric Interconnect System
5.0(3)N2(92.1

30.2579)

Mahendra-QPD /fabric-interconnect #
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show identity .

show identity
SFEIFERVAT AEREFRT HITIE, showidentity 2~ REEH L EJ,

show identity {ip-addr |ipv6-addr | ign | mac-addr | uuid | wwn}

X DA ip-addr UEE) FIHFTRERT_RTOIP 7 RLADIE#HRAZ Y A N LET,
WROAT gy F—U—REFEHTEET,

« IPv4 address : FEEENTZIPv4 7 RLAD ID 1A F~ L £
j—O

edetail : IPv4 7 L 2D ID EHREF R LET,

* pool-info : 7 —/L D IPv4 7 KL AEF#R A F R L ET, detall
F—U—RbEHTEET,

s profileinfo : 7’27 7 A LD IPv4T KL RIEFREFRRLET,
detail F¥—U— FHHTE £,

ipv6-addr (LE) FIHTTREZR T _RTDOIPV6 T RLADE#HEZ Y 2 N LET,
WKOAT gy F—U—REFHTEET,
s detail : IPv6 7 R L ADFEM7Z2 ID IE#E2F R LET,

* pool-info : 7=/ D IPv6 7 R L AE#HAZF /R L EJ, deail
F—U— b TEET,

s profilesinfo : 707 7 A VDIPv6 7 KL AfEHREFRLET,
detail ¥—7— KL EHATEES,

« IPv6_address : f5 & ENTZIPv6 7 KL AD ID 1M A #x L £
—é—O
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. show identity

ign (&) v AT L0iSCSI{Effi4 (IQN) IDIZEHT A EHMAE £ RL
i‘ﬂ—o

ROFATvarF—U— R TEET,
« detail : ID {FHOFFEMEZ U A FEAATERRLET,

« pool-info : 7—/LOIQNID {F#HZF£ R L £, detail F—U —
FbEHTE £,

e profile-info : 7’17 7 A /LD IQNID 1§ A2 F kL £, detail
F—U—FbEATEET,

cprefix : FEESNTZIQN F L7 4 v 7 ADEREF R LET,
name : £ AT & IQNID OIFHR A FR LET, RAS510 XT%
EETXET,

FT7 4N ETIE, Z0a~<y RZIQN 77— VIR ESNTWDHT
RTOIQNID (BT oA Y A M LET,

mac-addr UEE) AT LDMACT FLAD ID [E#EFERLET,
WOA T arFxF—U—RbEHTEET,

sid (HFEDOMAC 7 FLAD ID AR T LET,
AA:BB:CC:DD:EE:FF JE: X CMAC 7 RL 2 &2$EL £,

- detail : ID fF@MOFEMZ U A MEATERRLET,

* pool-info : 7=/ O MAC 7 KL AD ID fE#HEFR R LET,
detail ¥—7— Kb TcxET,

s profilesinfo : 727 7 A /LD MAC 7 KL AD ID 1&#H % £R
LET, detal ¥—7— e TEET,
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show identity .

uuid (EE) v A7 20 —Ei#B+ (UUID) OID#REFRLE
D

ROF T ardF—U—RbfEHTEETS,

e derived id : FFFF-FFFFFFFFFFFF BTG CAIB X ORE S 7z
UUID @ ID {F#a &R LET,

« detail : UUID OFEfi72 ID a2z R L ET,

« uuid_prefix : FrFFFFFF-FFFF-FFFF JEZ C AR K OYEE S vz
UUID 7V 7 (v 7 2D ID 1§ EFRLET,

e UUid : FFFFFFFF-FFFF-FFFF-FFFF-FFFFFFFFFFFF B0 CA 1B X
OHEE SN 7= UUID @ ID 58 a R LET,

« pool-info : 7"—/L® UUID ID ff# % &£~ L £ 7, detail ¥—
U—RbEATEET,

s profilesinfo : 7’17 7 A /L@ UUIDID {§#Hi 2 £ L E9, detall
F—U—FbEATEET,

aAvYU R E—F

e (EH) YATLADT—LE A $4 (WWN) Hie or L%
¥

WDA T ard—U—RKbfEHTEET,
e detail : ID FWOFEME Y XA MEXTERLET,

cid : FFED WWN O ID fF#HZFR L E7,
FF:FF:FF:FF:FF:FF:FF:FF B0 C— 2 D WWN i3 7035 € &

e pool-info : =D ID fFHEZER R L ET, detail ¥—T—F
HFEFHTEET,

e profilesinfo : 7027 7 A L O IDIHF#RA TR R L ET, detail F—
U— b TEET,

fTEDavy KE—F

avy FERE

J1)—= EHERNA
1.1(1) o< RABEMEnE L,

DWENR DY £,
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. show identity

il

KOHNZ., TAALADIPVAT RLAD

FP9300-A# show identity ip-addr detail

IP Address: 192.0.2.9
Assigned: No

Assigned Service Profile:

Owner: Pool
IP Address: 192.0.2.10
Assigned: No

Assigned Service Profile:

Owner: Pool
IP Address: 192.0.2.11
Assigned: No

Assigned Service Profile:

Owner: Pool
IP Address: 192.0.2.12
Assigned: No

Assigned Service Profile:

Owner: Pool

SavUk |

AR IDIE 2 Fon 2 EE R L TOVET,

<--- remaining lines removed for brevity --->
FP9300-A#
BEavy R av vk iR

show server identity
R

PR, THETEZ, BLIOA L EZ—T A 2D IDEREFRLE
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show interface .

show interface

A—HV Ry b AV HF =T 2 ARAT—H R EFRTHIZIL, showinterface 2~ K& L
F9,

show interface [detail | expand | fsm status | interface id]

BX DR detail MR L F =T 2 AEREFRTLET,
expand AV B =T 2 A ZABLOY T A ¥ —T =4 ADFHRERHALSL
TERRLET,
fsm status HHLREE~ > (FSM) OAT—H ZA&EFRLET,
interface id Ethernetl/472 £, FsEDA —HF v b A V¥ —T = A4 ADIERE
RLUET,
A< R E—F scope eth-uplink/scope fabric a/
av Y FERE J1y—= EENR
2.4(1) VLAN 7 A v H —T = A AZT7 4 —/L RRBIENE LT,
1.1(1) awr RPENESNE L,

FERLEOHA KSq4y ZOa~vrNEIA—HXy b A F =T RZOHEM S E$, EtherChannels (25T
L. showport-channe =~ > FZZM LT &, T A4 U F—T A AZONTIL, show
subinterface =2~ REZ S L T 7Z&E W,

\}

GE)  HAmY 27 #H (UDLD) (X FX0S TiX¥ R —FENTWEH A, UDLD ~DH WA M L
iﬁ‘o

451
&I, showinterface 2~ > RO AflIZ R LET,

firepower# scope eth-uplink
firepower /eth-uplink # scope fabric a
firepower /eth-uplink/fabric # show interface

Interface:

Port Name Port Type Admin State Oper State Allowed Vlan State
Reason

Ethernetl/2 Data Enabled Up All
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. show interface

Ethernetl/4
Ethernetl/5
Ethernetl/7
Ethernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6

Ethernet2/7

Ethernet2/8

Mgmt Enabled
Data Enabled
Firepower Eventing Enabled
Data Disabled
Data Disabled
Data Disabled
Data Disabled
Data Disabled
Data Disabled
Data Disabled
Data Disabled
Data Disabled

Up

Up

Up
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp

Sfp

Sfp

&Iz, showinterfacedetail =~ > FOH I ERLET,

firepower# scope eth-uplink
firepower /eth-uplink # scope fabric a
firepower /eth-uplink/fabric # show interface detail

Interface:

Port Name:
User Label:
Port Type:
Admin State
Oper State:
State Reaso

Ethernetl/2

Data

: Enabled
Up

n:

flow control policy: default

Auto negoti
Admin Speed
Oper Speed:
Admin Duple
Oper Duplex

ation: No
: 1 Gbps
1 Gbps

x: Full Duplex
: Full Duplex

Ethernet Link Profile name: default

Oper Ethernet Link Profile name:

Udld Oper State: Admin Disabled

Inline Pair Admin State:

Enabled

Inline Pair Peer Port Name:

Allowed Vla

n: All

Network Control Policy: default

Current Tas

Port Name:
User Label:
Port Type:
Admin State
Oper State:
State Reaso

k:

Ethernetl/4

Mgmt

: Enabled
Up

n:

flow control policy: default

Auto negoti
Admin Speed
Oper Speed:
Admin Duple
Oper Duplex

ation: No
: 1 Gbps
1 Gbps

x: Full Duplex
: Full Duplex

Ethernet Link Profile name: default
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Not

Not

Not

Not

Not

Not

Not

Not

Not

Present

Present

Present

Present

Present

Present

Present

Present

Present

All
Untagged
All

All

All

All

All

All

All

All

All

All

fabric/lan/eth-link-prof-default
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Unknown
Unknown
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Unknown
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show interface .

Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled

Inline Pair Admin State: Enabled

Inline Pair Peer Port Name:

Allowed Vlan: All

Network Control Policy: default

Current Task:

iz, show interfaceexpand =1~ > RO HHIZ R L £,

firepower# scope eth-uplink
firepower /eth-uplink # scope fabric a
firepower /eth-uplink/fabric # show interface expand

Interface:
Port Name: Ethernetl/2
Port Type: Data
Admin State: Enabled
Oper State: Up
Allowed Vlan: All
State Reason:

Port Name: Ethernetl/4
Port Type: Mgmt

Admin State: Enabled
Oper State: Up
Allowed Vlan: All
State Reason:

Port Name: Ethernetl/5
Port Type: Data

Admin State: Enabled
Oper State: Up

Allowed Vlan: Untagged
State Reason:

Sub Interface:

Sub-If Id Sub-Interface Name VLAN Port Type
100 Ethernetl/5.100 500 Data Sharing
EEav2 K avUFR BLL]
show port-channel EtherChannel A7 — % A% F/RL F£7,
show subinterface FTA BT 2 AD AT — A EFR L ET,
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. show interface counter errors (connect fxos)

show interface counter errors (connect fxos)

A EBE—=T 2 A AN HE TT—4RFKRTHIZIL, showinterfacecounter errors 2~ K%
EALET,

show interface counter errors

BX DA Zoawy FIZEBIEELEF—T—NEH Y THA,
ATV R E—FK connect fxos
av Yy FER Jiy—=x EEAR

1.1(1) awr RPMENMESNE L,

FEREDHA KSq4y ORI A F—T=2A ANV — 2T —2FRLET,

451
KON, £ F—T 2 A BT HE T —EREFRTDHHEZRLTONET,

firepower#
firepower# connect fxos

firepower (fxos) # show interface counters errors

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards
Ethl/1 0 0 0 0 0 0
Ethl/2 0 0 0 0 0 0
Ethl/3 0 0 0 0 0 0
Ethl/4 0 0 948984 0 0 0
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show interface transceiver (connect fxos)

show interface transceiver (connect fxos) .

NZ o o—N—DFME STy ) T L —a v R2FRT HIZME, showinterfacetransceiver =1~

VREFEALET,

show interfacetransceiver | details | calibrations

BX DA

AR E—F

details BE A A —T A A T FREERLET,

calibrations FEARF v U T L— g VEREFRLET,

connect fxos

av Y RERE

FREDHA FS14 Y

)1)—= ETEAR
1.1(1) avy RBEMSIVE LT,

ZMOa< KX connect fxos = /L' showinterface =~ KOV 7 a< o KT,

15l

ROBNE, A2 —=T 2 A A T = EEO—HOMHRERE RS 5 k%
RLTWVWET,

firepower#

firepower# connect fxos

firepower (fxos) # show interface transceiver calibrations

Ethernetl/1
transceiver is present
type is 1000base-T
name is CISCO-METHODE
part number is SP7041-R
revision is
serial number is ABCD1234
nominal bitrate is 1300 MBit/sec
Link length supported for copper is 100 m
cisco id is --
cisco extended id number is 4

firepower (fxos) # show interface transceiver details
Ethernetl/1

transceiver is present

type is 1000base-T

name is CISCO-METHODE

part number is SP7041-R

revision is

serial number is ABCD1234

nominal bitrate is 1300 MBit/sec

Link length supported for copper is 100 m

cisco id is --

cisco extended id number is 4
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. show interface transceiver (connect fxos)

DOM is not supported
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show interface brief (connect fxos) .

show interface brief (connect fxos)

AUHE—=T oA A AT —H AL LOEDMOIEROWD % FRETIIRIFET D121, show
interfacebrief =~ F&FH R L £,

show interface brief

B DA Zoawy FIZEBIEELEF—T—NEZH 0 A,
9TV R E—F connect fxos/
av Yy FER )1)—= EENE

1.1(1) a~w v RRBMEhE Lz,

EELEOHA KS4> D=~ Fidconnect fxos v = /L ® show interface 2~ ROH 7 o~ R TY,

il
ROBNE, A Z =T 2 A AEDIEROEN 2 TR T D HEEZRLTHVET,

firepower # connect fxos
firepower (fxos) # show interface brief

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/1 1 eth 1lgtunl up none 1000 (D) 48
Ethl/2 1 eth 1lgtunl up none 1000(D) --
Ethl/3 1 eth 1lgtunl down suspended (no LACP PDU) 1000(D) 1
Ethl/4 1 eth 1lgtunl up none 1000(D) --
Ethl/5 1 eth 1lgtunl up none 1000(D) --
Ethl/6 1 eth 1lgtunl up none 1000(D) 2
Ethl/7 1 eth 1lgtunl up none 1000(D) --
Ethl/8 1 eth 1lgtunl down SFP not inserted 10G (D) --
Ethl/9 1 eth wvntag wup none 40G (D) --
Ethl/10 1 eth wvntag wup none 40G (D) --
Ethl/11 1 eth wvntag up none 40G (D) --
Ethl/12 1 eth wvntag wup none 40G (D) --
Ethl/13 1 eth access down Administratively down 40G (D) --
Ethl/14 1 eth access down Administratively down 40G (D) --
Ethl/15 1 eth access down Administratively down 1000(D) --
Ethl/16 1 eth access down Administratively down 1000(D) --
Eth2/1 1 eth 1lgtunl down SFP not inserted 10G (D) --
Eth2/2 1 eth 1lgtunl down SFP not inserted 10G (D) --
Eth2/3 1 eth 1lgtunl down SFP not inserted 1000(D) --
Eth2/4 1 eth 1lgtunl down SFP not inserted 1000(D) --
Eth2/5 1 eth 1lgtunl down SFP not inserted 10G (D) --
Eth2/6 1 eth 1lgtunl down SFP not inserted 10G (D) --
Eth2/7 1 eth 1lgtunl down SFP not inserted 10G (D) --
Eth2/8 1 eth 1lgtunl down SFP not inserted 10G (D) --
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. show interface brief (connect fxos)

Port-channel VLAN Type Mode Status Reason Speed Protocol
Interface

Pol 1 eth 1lgtunl down No operational members 1000 (D) 1lacp
Po2 1 eth 1lgtunl up none a-1000 (D) 1lacp
Po48 1 eth 1lgtunl up none a-1000 (D) 1lacp
Port VRF Status IP Address Speed MTU
mgmt0 -- down - - 1500
Vethernet VLAN Type Mode Status Reason Speed
Veth721 4047 virt trunk up none auto

Veth722 1 virt trunk up none auto

Veth723 1 virt trunk up none auto

Veth724 1 virt trunk up none auto

Veth725 1 virt trunk up none auto

Veth726 4047 virt trunk up none auto

Veth727 4047 virt trunk up none auto

Veth728 4047 virt trunk up none auto

Veth736 1 virt trunk up none auto

Veth737 1 virt trunk down Administratively down auto

Veth738 1 virt trunk down Administratively down auto

Veth739 4047 virt trunk up none auto

Veth740 4047 virt trunk up none auto

Veth741 4047 virt trunk up none auto

Veth757 4047 virt trunk up none auto

Veth758 1 virt trunk up none auto

Veth759 1 virt trunk up none auto

Veth760 1 virt trunk up none auto

Veth761 1 virt trunk up none auto

Veth762 4047 virt trunk up none auto

Veth763 4047 virt trunk up none auto

Veth764 4047 virt trunk up none auto

Veth772 1 virt trunk down Administratively down auto

Veth773 1 virt trunk down Administratively down auto

Veth774 1 virt trunk down Administratively down auto

Veth775 4047 virt trunk up none auto

Veth776 4047 virt trunk up none auto

Veth777 4047 virt trunk up none auto

Veth792 1 virt trunk up none auto

Veth793 1 virt trunk up none auto

Veth794 1 virt trunk up none auto

Veth797 1 virt trunk up none auto

Veth798 1 virt trunk up none auto

Veth800 1 virt trunk up none auto

Veth801 1 virt trunk up none auto

Veth802 1 virt trunk up none auto

Veth805 1 virt trunk up none auto

Veth806 1 virt trunk up none auto

Veth2182 1 virt trunk up none auto

Veth2328 1 virt trunk up none auto

Veth2482 1 virt trunk up none auto

Veth2502 1 virt trunk up none auto

Veth2503 1 virt trunk down nonParticipating auto

Veth2504 1 virt trunk up none auto

Veth2636 1 virt trunk up none auto

Veth2637 1 virt trunk up none auto

Veth2638 1 virt trunk down nonParticipating auto

Veth2639 1 virt trunk up none auto

Veth2640 1 virt trunk up none auto
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show interface brief (connect fxos) .

Veth2660 1 virt trunk up none auto
Veth2661 1 virt trunk down nonParticipating auto
Veth2662 1 virt trunk up none auto
Veth2788 1 virt trunk up none auto
Veth2789 1 virt trunk down nonParticipating auto
Veth2790 1 virt trunk up none auto
Veth2791 1 virt trunk up none auto
)

firepower (fxos) #

/j{@%f\ show interface brief 2~ N|Z X Di%ﬁ'\‘éﬂéﬁ”%%ﬁ% Li‘é”o

5% 5:show interface brief D& 7 4 —JL K

J4—ILFK R BA
A2 —=TxAA1ID A B =T 2 A ZAETITR— MBI

VLAN VLAN 851+

HAT AR —DTARBZALT
eth: A -V Ry h A H—T =AM R
virt : ’f}iﬂﬁ’]} VR —T AR

£—F (Mode) BER— bk E—F:

layer3 : LA ¥3 A EZ—T AR

access : 77 A R—h

trunk : b7 7 R— b

pvlan : 77 A ~X— Kk VLAN

fabric: 777 Y v 7 RA— K (F_port)
lgtunl : 1g-tunnel (802.1Q F> /L) A— b

fepath : 777V w7 RA

Status (AT —% R) A3 =T 4 RKE -

up : A— FRBEF T

down @ AN— RV IE L TUWET

testing : A VX —7 A AFT A N =TT, EH v b &
WBSEDLZ LIFTEERA

trunking : N7 VXIS DAEHTT

link wp : Vo Z13B@T TN, 5—&F FL—rDNF T 4w D
FADOR—MIEFEZE/IHEH L CWERA, 7 e harfo
R—MIBEHL TWET
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. show interface brief (connect fxos)

Ta4—IL K L)

HH
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TJ4—ILFK

show interface brief (connect fxos) .

Bl

A8 =T 4 AREOFRGER -

N A S OFIE F s

Z Ofth

L

N— Ry =T [EE

B D I

77— 7 48—k

R—h V7 by =T EE

U v U BEEE IR

i

RENN

LU AEY

HTIrT 47

EERED X T v

F v FVEPESRED X T

il (f o2 —T7 A R)

—RHEL (R— 1)

F v Fv A N—=y T OREFH

RCF ® 3247t

ELPAREL L7728, Rt Lz
ESCRRI L7=7=8, MBS E L=

RASL v OBEBICL Y REES L E Lz

RAA L ID OFND G THRB LI, Rl S E L
BRI E AN — FARBES L7272, RBES v L7z
77V w7 BN EN R0, RS E L
RAAL ==y PNEG R0, RS E L
V= D —UNR LT, RS E L
E'7 T vsan WERE STV W=D, RS nE L=
BA I =T = ZAOEHEEREN YV LE L

RN R—=FOEETA L E—T A AP, FEINTWEYR

v
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. show interface brief (connect fxos)

J4—ILFK
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Bl

A Z =T = ADHIBRSNE LT
SFP 3%V £H A

SFPRUZ =Y R — F IR TWARWED, =7 =Ny £
L7z

BEAR— N ®— FICHEBER WD, =7 =Nz £ L7
BTHEAR— MEEICHEBMER N2, =T =R L
T— NIZHEBER RN =0, L E L7z

W HBMER W20, L E LT

UE—h AL vF WWNIZEHPER 7o, P LE L
FOHUOD RAA v w32 =T v PIRE LienWcd, Rl E L7c
EPP [EENHRE T 7 — N2y £ L7

AR— b vsan B —F LR\, RSN E L=

[f—AA v F~DOR— b V=T Ny 7 PFEKTHREESE L
TAVH—ROT v 77 L— R

BN — b rxbberedit (Z HHAVEN 72N 26D, =T —NEEHI Y F
L7z

BPIR — b rxbufsize (2 BHAMENRN 2N, =T —RNEIZ2 D F L
7=

BIEHD A L _R—RNNFERA
VEe—h V=0 =R EEL TR, Bt E L

TDIN—TDENDA B —T A4 ANETHLH-H, =F—n
Wz F L=

ZDITN—=TDOMDA =T A ANRT ¥ PE T EINTNR
Wimh, =T =N F L

ETIZ K> TTCP 8 7 m— XS E Lz
7 5D TCP $E#5¢ rest

TCP KA EEEEISELE L

TCP ¥ —7 7747 A ~—DOHRMRTIIE L7z
TCP Fifie # A ~—OHIRN I E L=
BA—YV Xy NV IRFT L LELE
BA—Yxy bBRF T LELE

R EA W
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TJ4—ILFK

show interface brief (connect fxos) .

Bl

h U RVEE LR — RBHIBRS N E LT

N FNVEFETEY 2 —ARNF L TA o TEH Y FHA
R— bk FXXNVOREIADAREERDH Y T

R—F X2 U7 EENERECRBESE L

T7 7V T AN REENRACREES N E L7z

FT 7 Lo T EHGED vsan a0, REESNUE LTz
Ficonvsan 3% 7 L ¥ L7-

BT CHERh T 4 v F A 2 b Ficon BiE SALTWERA
Ficon RN THR— MR 7 vy 7 &hE L

ZH R — b rxbberedit D/ T F—< L AR Ny T 7 I HAMEN RN
O, TN FE L

WS 72 flogis NET X H-DICHRILE Lz
A—FrEX=2UTqi2E0hlLELE
ELPEEVEY a U RN—H LA LD, RS ELE

JTGAFNRTA—H =5 —|ZLDELPEEDD, REESNEL
7=

JFGANNTGA—HF =5 —|Z L5 ELPEBED-», MEtShE L
7=

/7 u—Hila— N2k 5 ELP [BED-o, RS L7~

MR 7 7 o — ST A—HZ |2 L5 ELP EED-O, RS E
L7=

W 7pR— P& LD ELP EED =D, RS NE L
AR AL T HIZLD ELP EEDT-O, RHfSE L1

R A TOV £721XE D TOV AR —EIZ L % ELP FEED -9, R
ShFELE

B ENTNA—T Ny ZIZX A ELP EEDD, BHESNE L

W72 B2B 7 LYy hOIGEIC L D ELP EED -, EiiSE
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7R~ A m— K A XKD ELP [HEED-O, FREfSiLE L
= F ¥ RNVDOREI ALY =T =P EITRY E LT
R—FPERTERNIZ, Vo7 EENEELELE
EERHAKICKYD, Vo VEENRBELELE
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. show interface brief (connect fxos)

J4—ILFK

SavwU R |

Bl

FTFNnIcEy, Vo I7EENREELE LR

U/ EHENOS #%ZELE L

Vo JEEOLS %G LE LI

Hravo—y g Rk Lizz0, Vo Z7EEREAELE LR

ZEALSNDOZEF 22—V ) 7 Uy MIRIRLZZD, U
JREENREALE L

W77 LYy MERINRENZTZD, Vo 7BENEAELE LR
ZEXa—DF—N"—Ta LY, UV IEERKELE L
R 72— FEIVABZBFIN T T — N2 L

ZZAUNDZAEF 2 —IZ K D V=T OHHUCITRIG L7z, U >~
JEENREAELE L

EEHUNADF =12 LD ) 7 Uty MZER L0, Uk
EREALELE

ZIEX 2 —NETHRWEAIZ, OPNy IR X A LT U MIlpoT=728,
Vo IRENEELE LT

ZAEX 2 —NZETRVEAIC, OPNy R ENT/z, U v EE
NIRAELELE

ZERLSNDF 22— 2k V7 Uty MIKRELIED, U IE
ENRELE L

U v bR IR

FCSP (2RI L7700, [RBESE L7z

SFP F =y 7% b 2T—

S —T Ny 7 BWIEEICLY, L ELE

Tr TN N, T TN T

TOV OA—HIZ LV | RitshE L7z

ficon WA/ o TR WNed, =T =R EHTe D F LI

FRHELA X —T = A AT ficon R— R EFEFNTRNTZD, T — R
M0 E LTz

Ficon X HZICTY

ETE R— MIEIE~ A NERESINTNHTDIZ, R—FRF YD
YLEL

TVL—RAT)L ¥y hET
FZ o7 EDOFT_TO VSAN BB L TWDEDITTIEH Y FHA
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TJ4—ILFK

show interface brief (connect fxos) .

Bl

T TV ST 4T BT AL v F WWN BRED G220
e, Rt ELE

T TV RA T 4T ET RAL R —HLARNTED, I
BESiLE L7z

T7 TN I R T 4 S F—=BR=ZAN—F LR, R
HESnhE L7z

Ty TV I NN T 4V THRETDOBINEEZELRN=D, &
X E Lz

AT I w7 vsan D—EHEILIC KD HranE Lz
AT I w7 vsan WROMDS W=D, HilrEnE Lz
TRCONT v F 7GR — BRIy LELE

N K N TS LDy b e RAFFAT S LTV RN,
RS E L

R—= M TF ¥ RNVOREI ALV FERES N E LT

EY TRAARKR—= " F ¥ FxVEHR—FLTOEFEA
A— MEBHICRBESNE LT

RAAL BRI SNTWRNWED, RS E LT
IVRIEAH R A A COBEGICEVREEESNE LT
RIEH & XA AT

RRGEIC KB L7

HiJ5A UDLD MR S E Lz

GE)

B Y > 7 it (UDLD) X FXOS TikHhAR—hEnTihEd
Avo UDLD ~DS %2 B\ L E7,

UDLD Tx Rx /b—7

UDLD A N—=R—HLEHEATLE

UDLD %8> =1 —

UDLD IZBWTT /Ly s 7 B— RTU U 7BEERREBEINE L
7=

Kebh axy 2 2447 25—
reinit HIfRIZIE L7272, =T —NEH/2D F L=
VSAN DR — hEENEHLTWET
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. show interface brief (connect fxos)

TJa4—ILKR B

P RCF 23 EATH T

FHETDH WWN

fth DL 75 princ eppreq %5 L £ L7z
RERBRBIC L VRS E Lz
RTFERIR b U FRIVERE

N=RU =T T r I IV TICRILE L

h Y FAGESET RV A~DIL— E 3B £H A
EVa—ADBHIREE LE

MTU EIV 4TI RBg L E L7z
TRTONTA—=ERRESNTOEEA

SFP MEASINTWVEREA

Ty =R=PHASNL TN EEA

SFP 3y A Al E SN TVEREA

Moo —NR— v R a@EINTVETAL

By b ==L —bhOLEVWEEZBEZE L
JorRnty hEaelod, Vo 7EENRFEAELE LT
A= hOWRIZKIL LTcTed, VU 7 BEENRBELE LT
ELP OfEE, ¥ To¥r 7 WWN 2%ZELE L
B ARV IRBEShE LT

FC U ¥ A L7 kOl@E#E

N—=hT7 7T 4T 4 FARAPEHATEERA
SDM D[t

FCID |0 4 CIZ R L £ L=
RTINS 2> TOET

FOREPR R

N RIVADR Yy N AH A

F v R =T — P TY

R— b OMREA R T

HEEILE N T U AR— b VRE A —ELEEAL

HEEBM NS o AR — | VRF
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TJ4—ILFK

show interface brief (connect fxos) .

Bl

FCRED2OD M RNV A H—T = ZFFFA SN THEREA
HURTY 7 77 v TR TEET

T4~ vlan XU LELR

VRF METE EHA

Wi N Ry = A 7 fEE

BPDU 7 — RIZ k> C=T7—DbN N H—SnFE Lz

R— kA MELh T

X2 T 4 BERBNREK T =N\ £ L

E— ROPRESNTWARWNZD, PRV A L E—T oA ABX T
v LTWET

FETHBRESNTOARNED, R A Z—T A ANE T
v LTWET

FRIENBREI N TR, ho RV A v H—T = ANWE T
LTWET

N RAEETCA v F—T oA ACEEST N7 IP 7 FL 2%
R CE I o T=Tod, R R AL H—T oA ARZL T LT
E3eD

Ry VGRS BIEA T B2 IP T R LA Z R CE oozl
D, PRV AT =T 2 ARF T LTWET

PN A E =T oA ATRESINLTND it BF T LTND
72, bRV A H =T oA ANE T LELE

VPC BT U7 TSTPIZ—EMEN2W=D, f v F—T A AN
=T —DENIRFETT

STP vy h R— MREICEERH DD, f L F—T A APT
7 — DM IRRETT

vpe i Lo CTHIf S nizt2h, K— b FrIARNL T LTNET
vpe @ E 1T

vpe BT VI RE T LTnET

ET NS DISEDZFITRI L7280, vpe NFX D LE L
HMETF = 7 IR L2720, vpe NE D LE LT

TCAM N 7 I REE T I RHY XA

R RNEETA L E—T oA ANME T LTNWATZD, horrb
AVHA—T A ANRXT T LELE
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. show interface brief (connect fxos)

J4—ILFK

SavwU R |

Bl

IP7 RLADBEAENRK T T —NENTeD L1
oSN Ty 7 v R—=FMRF T LTWET
777V vy R— NP TT

FEX 7 7 7'V v 7 stp T

SDP DX A 57T U b/SFP DAR—E

FEX ID R —%

777V v 7 R— KNCTFEXID BEESNTWVERTA

IPQoS RV — T F VU r—a NIEENRE LD, =5 —
DN/ E L

Jb—Z D mac T Y TUTRMRLE L
VLAN/BD E/E L £HA
VLAN/BD 734 7 L CWES

VLAN ¥ A 7 35 T9

R— k THE$ D MSAP ID % %15 L7= DCX

ACK Zf#fl#712 DCX T 100 PDU %5 L £ L 7=
IP QOS DCBXP O AT = v 7\ R L E L7z
minlinks 23R CHEI L £ L7
BALH—T oA ANL T LTOET

JET 7T 4 7 : M1 7R— K~ FabricPath £ — K VLAN T#F A ST
WEH A

F7 o= N=THR= SN TWVLHHEENR— F TRE ST
DHEELE —HLERA

R FCRrIT U — NI LE LT

VPC+ET Vo r 777V vl NRADAL »F ID BFRE ST
ez, EENZRILE L

VPCH+ET Vo A=t 777V o7 RAR—=FELTRES
nTWenidH, BEENIRRLE L

FT o= RN =T Ry b AT ITAT AR LE L
HEISIN—THEN RN T —R—DE A T —H LEHA
7 /5 LACPPDU #%{E Lo i=7-, L E L7=
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show interface brief (connect fxos) .

Bl

L (Speed)

A3 —T (A RAEE :

Auto : HEIX A= — g

10 : 10 Mbps

100 : 100 Mbps

Autol10 : 10 ~ 100 Mbps D HEhr T =— 3 >
1000 : 1 Gbps

106 : 10 Gbps

a-10 : HEhR I =—3 3 2, 16 Mbps

a-100 : HEpR T =—3 3 >, 106 Mbps
a-1000 : HEIR T =—3 3 >, 1006 Mbps
a-10G6 : HEIx I = —3 3 > 10006 Mbps
40G : 40000 Mbps

100G : 100000 Mbps

a-40G6 : HER I m—3 3 >, 40006 Mbps
a-1006 : HEfr T m—3 3 >, 100006 Mbps

GE)
HWEZ MIEBMEN o) THERAA VX —T 24 A%FRKL,
s) ITEHFEELET,

R F v R #

A B =T 2 ANEID Y TEHENTWVWER— K F ¥ /LD IDES
(GHETDHE)

7n kan R—bkFrr)L 7Ol
none : Link Aggregation Control Protocol (LCAP) 3 AHNZ/2-> Tu
FHEA
lcap : LCAP AN/ > TWET

VRF AR— N E Y H T HI TV B virtual routing and forwarding (VRF)
A VAL ADATT (FIET 2%8) .

IP7 RLA AR—FIPT7 LA

MTU A—k MTU (KRfnEaxr=vy k) A X
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. show interface brief (connect fxos)

BEavT UK av Uk B
show port connect fxos — K TlX, &"— MEHREZFRLET,
show vian connect fxos & — K TlX, VLAN HFfREFRLE T,
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show inventory

show inventory .

Y —UBEOZ ZIZRY T BTV D E Y 2 — BT B RERTT HI01E, Vv —
£— KT showinventory =~ R&MEH L ET,

show inventory [detail | expand | fabric | fan | fi-iom | iom | psu | server |

unspecified]
XD detail (EH) —ox—T—F&#RALT, v —YASOFMERLE
R~LET,
expand fEE) Z0F—U—F&f#ALT, ¥y—iDF%aLR—x b
(BT oM RERER R LET,
fabric (F:8) ZOF—U—R&HHLT, 777V v7 FF U ZKR—F
HmarR-LET,
¥—U— Ndetail HfEHTEET,
fan UEE) v —Y D& 77 BV 2a— M MT R R R L
R
¥ —U— Ndetail HFEHTEET,
fi-iom UEE) 777V w7 Ay —axy k 24 vy F IO TV 2—/b
DiFMERRLET,
¥—7U— K detaill bEHTEET,
iom EE) v v —OARPEY 2 — L OERERRLET,
F—U— Ndetail HfEHTEET,
psu (EE) BT EBREEOFRER R L E T,
¥ —U— Ndetail HFEHTEET,
Server (ER) &V —Narr—xr bOfF#EY A M LET,
¥—7U— Ndetaill bEHTEET,
unspecified (ER) vv—v avd—3r bofflRE Y 2 b LET,
F—U— Ndetaill HfHTEET,
Av R E—F scope chassis/
avwy FERE Jy—2 EENE

1.1(1)

o<y RRBEMEE L,
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. show inventory

-

EREDAARZA

TET

1

SavwU R |

FIEBRLF =T — FEfREETICZDa~vy FEEHT L &0 EARNR Yy =2 O EF£RT

ROBNT, v —2 A 2 MY ORREREFR T2 HELZRLTOET,

firepower# scope chassis

firepower /chassis # show inventory expand

Chassis 1:
Servers:
Server 1/1:

Equipped Product Name:
Equipped PID:
Equipped VID:
Equipped Serial

Slot Status:
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged

Server 1/2:

Equipped Product Name:
Equipped PID:
Equipped VID:
Equipped Serial

Slot Status:
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged

Server 1/3:

Cisco Firepower 9000 Series Security Module
FPRO9K-SM-24

Vol
(SN) :
Equipped
Product Name:

FCH19057S0L

Cisco Firepower 9000 Series Security Module

PID: FPRO9K-SM-24

VID: V01

Serial (SN): FCH19057S0L
Memory (MB): 262144

Effective Memory (MB): 262144
Cores: 24

Adapters: 2

Cisco Firepower 9000 Series Security Module
FPRO9K-SM-24

Vol
(SN) :
Equipped
Product Name:

FCH19057RTY

Cisco Firepower 9000 Series Security Module

Equipped Product Name:

Equipped PID:
Equipped VID:
Equipped Serial

Slot Status:
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged
Acknowledged

PSU 1:

PID: FPRO9K-SM-24
VID: V01
Serial (SN): FCH19057RTY
Memory (MB): 262144
Effective Memory (MB): 262144
Cores: 24
Adapters: 2
(SN) :
Empty
Product Name:
PID:
VID:
Serial (SN):
Memory (MB) :
Effective Memory (MB):
Cores:
Adapters:

Presence: Equipped

Product Name:

PID: FPRO9K-PS-AC
VID: V0O
Vendor:

Cisco Firepower 9000 Series

AC Power Supply

Cisco Systems Inc
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Serial (SN): DTM190705G3
HW Revision: O

PSU 2:
Presence: Equipped

Product Name: Cisco Firepower 9000 Series

PID: FPROK-PS-AC
VID: V0O

Vendor: Cisco Systems Inc

Serial (SN): DTM190705J8
HW Revision: O

Fan Modules:
Tray 1 Module 1:
Presence: Equipped
ID PID

show inventory .

AC Power Supply

Serial (SN) HW Revision

1 FPROK-FAN
2 FPROK-FAN

Tray 1 Module 2:
Presence: Equipped
ID PID

Cisco Systems
Cisco Systems

Vendor

NWG190200LD O
NWG190200LD 0

Serial (SN) HW Revision

1 FPROK-FAN
2 FPROK-FAN

Tray 1 Module 3:
Presence: Equipped
ID PID

Cisco Systems
Cisco Systems

Vendor

NWG190200ML O
NWG190200ML O

Serial (SN) HW Revision

1 FPROK-FAN
2 FPROK-FAN

Tray 1 Module 4:
Presence: Equipped
ID PID

Cisco Systems
Cisco Systems

NWG190200KzZ O
NWG190200KzZ O

Serial (SN) HW Revision

1 FPROK-FAN
2 FPROK-FAN

Switch IOCard 1:
Side: Left
Fabric ID: A

Cisco Systems
Cisco Systems

Product Name: Cisco FPRI9K-SUP

PID: FPROK-SUP
VID: V01

Vendor: Cisco Systems, Inc.

Serial (SN): JAD190800VU
HW Revision: O

Fabric Card 1:

Description: Firepower 9300 Supervisor

Number of Ports: 8
State: Online

Vendor: Cisco Systems, Inc.
Model: FPRY9K-SUP

HW Revision: O

Serial (SN): JAD190800VU
Perf: N/A

Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
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. show inventory

Fabric Card 2:

Description: Firepower 4x100G QSFP28 NM

Number of Ports: 4
State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-NM-4X100G

HW Revision: O

Serial (SN): JAD2151037Z
Perf: N/A

Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

Fabric Card 3:

Description: Firepower 4x40G QSFP NM

Number of Ports: 16
State: Online

Vendor: Cisco Systems, Inc.

Model: FPRI9K-NM-4X40G

HW Revision: O

Serial (SN): JAD191601DK
Perf: N/A

Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

firepower /chassis #

SavwU R |

EEav> R
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show inventory (connect fxos) .

show inventory (connect fxos)

A== NAPET a— L E Ry NT—27FED 2 —/LOL4HT, B, PID, YU T LESRE
DY x—A Xy b VICEHT HEREZERTT HITIL, connect fxos E— KT show inventory
a<wr REHFERALEDT,

show inventory

EX DA Zoawy RIZIEBIBERIZF—U—RIEb Y A,
ATV R E—F connect fxos
avy FER Jiy—=x EERNAE

1.1(1) a~wy RRBMEE L,

GREDHA KS4> HERLF—U—REEEEPICIOa~y FEFATH L, vy — v EEEEY 2 — L OH
EERRTEET,

il

WOENL, % — A X N FEFRIFTED 2 —EREFRRTHHEEZRLTWE
7,

firepower#
firepower# connect fxos

firepower (fxos) # show inventory
NAME: "Chassis", DESCR: "Cisco Firepower 9300 Security Appliance"
PID: FPR9K-SUP , VID: V08 , SN: ABCD123456

NAME: "Module 1", DESCR: "Firepower 9300 Supervisor"
PID: FPR9K-SUP , VID: V08 , SN: CBDA123456

NAME: "Module 2", DESCR: "Firepower 4x40G QSFP NM"
PID: FPR-NM-4X40G , VID: VOl , SN: CBDA654321
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. show ip-block

show ip-block

P—bE AT/ AMICHAECRESNTWAIPM T RLRA 7 a vy 70U A FaFERTHITIE,
show ip-block =2~ > RZ&HH L F9,

show ip-block [ [ip_address prefix_length {https|snmp|ssh} ] |detail]

HX D3 Ip_address prefix length  ({£3) #5720 IPv4 7 RL A T 0 v 2 23R 51013, 20T K
{https| snmp | ssh} VATE#REANSILET,

sIPv4 7 FL A 7 a v 7 OBRT KL A,

TV T 4w I AR, TRy INOT RLADOEERTELET,
fElZ 0 ~ 32 T,

T RLAT w7 REN B THNDLY—E A (HTTPS. SNMP,

F7-1L SSH) .
detalil (EE) detail ¥—U— FZBMT5E, KIPvda7 0y 7 DT KL
A, TV 7497 A, BEXOYV—E2AMARNDOITE LTERRINE
7
AT R E—F PoEAE—R
av > FERE J1)—x FEAR
1.1(1) o~y RRBMEE L,

FEHREDHA KSq4> IPVAT FLATBUEFFA SN TS TRy 7D A MeFRd 210F, Zoa~vy R L
£, =R LR K2R DZ T 0y 7 BFRETEET,

151
WOHNE, IPvd 7 KL A 7 a v 7 OFflitE®RERRT D HEEZRLTOVET,

FP9300-A # scope system
FP9300-A /system # scope services
FP9300-A /system/services # show ip-block detail

IP Address: 209.165.201.1
Prefix Length: 24
Protocol: https

Permitted IP Block:
IP Address: 0.0.0.0
Prefix Length: 0
Protocol: snmp

IP Address: 209.165.202.129
Prefix Length: 24
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show ip-block .

Protocol: ssh
FP9300-A /system/services #

BEavF avw YR &5 BA
createip-block IPvd 7' v 7 ZERR L9,
delete ip-block BEFD 1IPv4 71y 7 ZHIBR L £ 7,
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. show ip-pool

show ip-pool

VAT LTHERARER IP S — DY A M ERFRRT HIZIE, showip-pool =~ > RAfEH L E
R

show ip-pool [ detail | expand | name ]

B DA detail (EE) BEDTS—LDIP = IEHE# R LEd, expand B k&
Wexpand F¥—V— RIZZDA 7Y a o CHEATEET,
expand (EE) IP 7= L OiEERZ R LET, 2047 3Tk
detail ¥ —7U— FZHHT&E 4,
name M 1P A —EE R LET,
avy R E—FK scope org
avy FER )1)—X EENAE
2.3.1 oy RREBMENE L,

FEHEDAA KS4> ZiUE. scopeorg. DA~ FD show 7 a< 2 FTY,

1
WOBNL, 1P 7=z 2T k2R LET,

Firepower /fabric-interconnect # scope org
Firepower /org # show ip-pool

IP Pool:
Name Size Assigned Management mode
ext-mgmt 0 0 Internal
iscsi-initiator-pool 0 0 Internal
ssp-ippool-app-ccl 126 0 Internal

ssp-ippool-inter-mgmt
117 0 Internal

!l
ROFNE, BEHFRER TN TOIP F— L OFEMiERz £mT 5 HEERLTHET,

Firepower /org # show ip-pool expand detail

IP Pool:
Name: ext-mgmt
Size: O

Assigned: 0
IPv4 Size: O
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show ip-pool .

IPv4 Assigned: 0

IPv6 Size: O

IPv6 Assigned: 0

Descr:

Assignment Order: Default

Management mode: Internal

Guid: 00000000-0000-0000-0000-000000000000
Net bios enabled or disabled: Not Active
DHCP enaled or disabled: Not Supported
Name: iscsi-initiator-pool

Size: 0

Assigned: 0

IPv4 Size: O

IPv4 Assigned: 0

IPv6 Size: O

IPv6 Assigned: 0

Descr:

Assignment Order: Default

Management mode: Internal

Guid: 00000000-0000-0000-0000-000000000000
Net bios enabled or disabled: Not Active
DHCP enaled or disabled: Not Supported
Name: ssp-ippool-app-ccl

Size: 126

Assigned: 0

IPv4 Size: 126

IPv4 Assigned: 0

IPv6 Size: O

IPv6 Assigned: 0

Descr: SSP service profile IP Pool for app ccl vlan
Assignment Order: Default

Management mode: Internal

Guid: 00000000-0000-0000-0000-000000000000
Net bios enabled or disabled: Not Active
DHCP enaled or disabled: Not Supported
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. show ipsec-log

show ipsec-log
IPSec #fe 1 7 &2 Frk§ 5121, showipseclog =~ R&EfH L £,

show ipsec-log

BX DA Zoawy RIZEBIEELEF—U—FIH Y A,
avU R E—F IPsec T— I
av Yy FERE )1)y—= EERNE

1.1(1) o<y KRB EnE L,

FEREDHA K54 setlogleve 2~ FEMEH LT, RORZICERENDIEROBELZET L ET,

451
WOBENL, IPSec v 7 7 7 A VONKEF AT D HEEZRLTHVET,

FP9300-A # scope security

FP9300-A /security # scope ipsec

FP9300-A /security/ipsec # show ipsec-log

Feb 10 23:40:02 15[CFG] <test-connection|69> using trusted ca certificate "C=US, ST=CA,
L=SJC, O=Cisco, OU=STBU, CN=CA, E=ssp@ssp.net"

Feb 10 23:40:02 15[CFG] <test-connection|69> reached self-signed root ca with a path
length of 0

Feb 10 23:40:02 15[CFG] <test-connection|69> crl correctly signed by "C=US, ST=CA,
0=CAl, OU=cal, CN=InterCAl, E=cal@ca.net"

Feb 10 23:40:02 15[CFG] <test-connection|69> crl is valid: until Mar 12 22:30:51 2017
Feb 10 23:40:02 15[CFG] <test-connection|69> using cached crl

Feb 10 23:40:02 15[CFG] <test-connection|69> certificate status is good

Feb 10 23:40:02 15[CFG] <test-connection|69> using trusted ca certificate "C=US, ST=CA,
L=SJC, O=Cisco, OU=STBU, CN=CA, E=ssp@ssp.net"

Feb 10 23:40:02 15[CFG] <test-connection|69> checking certificate status of "C=US, ST=CA,
0=CAl, OU=cal, CN=InterCAl, E=cal@ca.net"

Feb 10 23:40:02 15[CFG] <test-connection|69> fetching crl from
'file:///opt/certstore/ssp2-tp.crl'

Feb 10 23:40:02 15[CFG] <test-connection|69> issuer of fetched CRL 'C=US, ST=CA, O=CAl,
OU=cal, CN=InterCAl, E=cal@ca.net' does not match CRL issuer
'56:71:£1:d9:b1:62:fd:c3:2b:4d:cb:6b:01:85:ea:75:e5:0e:99:04’

Feb 10 23:40:02 15[CFG] <test-connection|69> fetching crl from
'http://192.168.0.81/interca_inuse.crl.pem'

Feb 10 23:40:02 15[CFG] <test-connection|69> using trusted certificate "C=US, ST=CA,
L=SJC, O=Cisco, OU=STBU, CN=CA, E=ssp@ssp.net"

Feb 10 23:40:02 15[CFG] <test-connection|69> crl correctly signed by "C=US, ST=CA,

L=SJC, O=Cisco, OU=STBU, CN=CA, E=ssp@ssp.net"

Feb 10 23:40:02 15[CFG] <test-connection|69> crl is valid: until Mar 12 22:30:49 2017
Feb 10 23:40:02 15[CFG] <test-connection|69> certificate status is good

Feb 10 23:40:02 15[CFG] <test-connection|69> reached self-signed root ca with a path
length of 1

Feb 10 23:40:02 15[IKE] <test-connection|69> authentication of 'C=US, ST=CA, O=Cisco,

OU=STBU, CN=SSP, E=ssp@ssp.net' with RSA signature successful

Feb 10 23:40:02 15[IKE] <test-connection|69> IKE SA test-connection[69] established
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show ipsec-log .

between 192.168.0.174[C=US, ST=CA, O=Cisco, OU=STBU, CN=SSP]

FP9300-A /security/ipsec #

BEEav R avw R R AR

set log-level IPSec 2 7 DRt 3 E L £ 77,
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B show ipv6-block

show ipv6-block

T—bER T 7 v ARCHEERZSNTVWDIPVG T KL A2 7y 7 OY A NeRRT 5T,
show ipv6-block =~ > R&fH L £,

show ipv6-block [ [ipv6_address prefix length {https|snmp|ssh}] | detail]

WX D58 Ipv6_address prefix length  ({£55) #5iE0 IPv6 7 KL A 70y 7 &85 T 51213, 20T K
{https| snmp | ssh} VATE#REANSILET,

sIPv6 7 LA 7 v 7 OBIRT KL A,

TV T 4w I AR, TRy INOT RLADOEERTELET,
fllZ 0 ~ 128 T,

T RLAT w7 REN B THNDLY—E A (HTTPS. SNMP,

F7-1L SSH) .
detalil (EE) detail ¥—U— FZBMT5E, KIPv6e 71y 7 DT KL
A, TV 7497 A, BEXOYV—E2AMARNDOITE LTERRINE
7
AT R E—F PoEAE—R
av > FERE J1)—x FEAR
1.1(1) o~y RRBMEE L,

FEHEDHA KS4> IPV6T RLATEIEF A SN TS TRy 70U A MEFRRTHITE, Zoavy REEAL
£, =R LR K2R DZ T 0y 7 BFRETEET,

151
WOHNE, IPvd 7 KL A 7 a v 7 OFflitE®RERRT D HEEZRLTOVET,

FP9300-A # scope system
FP9300-A /system # scope services
FP9300-A /system/services # show ip-block detail

IP Address: 2001:DB8:1::1
Prefix Length: 64
Protocol: https

Permitted IP Block:
IP Address: 0:0:0:0:0:0:0:0
Prefix Length: 0
Protocol: snmp

IP Address: 2001:DB8:0:ABCD::1
Prefix Length: 64
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show ipvé-block ]

Protocol: ssh
FP9300-A /system/services #

BEavF avw kR &5 BA
create ipv6-block IPv6 71 v 7 B L £,
delete ipv6-block BEAFD IPv6 71 > 7 ZHIBR L £ 97,
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B showipve-if

show ipv6-if

BIIED IPv6 BHA 7 —7 = A AERERART DI, showipve-if 2~ REMEHLET,

¥ DA detail IPv6 BB, X — T = A4 ADFEMEREY A N LET,
fsm status IPVOEHA X —T = A A BT B HRIRE~ > (FSM) D&

T—H AR E ) A M LET,

9w R E—F IPv6 =7 4 ¥ = L —3 3 (fabric-interconnect/ipv6-config) £— K
v FERE )1 —2 EEANE
1.1(1) awr RPMENESNE L,

FEREDHA KS4y 774NV RTIE ZOa~vy RIEIPv6 BHA V¥ —7 = A AMEFROHBEF R LET,

!l
WOBNL, IPv6 EELA > —T = A 2z £ D12 R L TVET,

FP9300-A# scope fabric-interconnect
FP9300-A# scope ipvé6-config
FP9300-A /fabric-interconnect/ipv6-config # show ipv6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway
2001::8998 64 2001::1
FP9300-A /fabric-interconnect/ipv6-config #

FP9300-A# scope fabric-interconnect

FP9300-A# scope ipvé6-config

FP9300-A /fabric-interconnect/ipv6-config # show ipv6-if
Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway
AutoCfg-method ReadyCfg-method IPvé6 state ND state
64 2008::1
Stablesec Notset Enable Enable
BEa<v >k avw vk &R

scopefabric-interconnect | 7 » 7 w7 f v X —ax 7 N E— R&EBREBELET,

scope ipv6-config IPv6 27 4 X2l —gr T— RElBELET,
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show keyring .

show keyring
A VR— b ENTFEEE R E FRT 5121, showkeyring =2~ > REMHHALET,

show keyring [ detail | name ]

BX DA detail A R— b SNIGERAEFREFRLET,

name (ER) fEESNIZA VR — P SNTFEHEFEONRZ R R L ET,
AT R E—F scope security
v KEE y—2 LENE

23.1 av s RABEMESLE L,

FEREDHA KS4 > showkeyring (X, scope security (Z351F % show =~ FOY 7 2~ R T,

151
WROBNE, A v AR—FENFEHEEZFR L, EHEO R T — % ZMEZHERT 5 ik
ZRLTWET,

Firepower# scope security
Firepower# show keyring
Name Key pair type RSA key modulus Elliptic Curve TrustpointCA

default Rsa Mod2048 Ec invalid

WL, A viR— s ENTEHEONTEZERT D HEEZRLTWET,

Firepower /security # show keyring detail
Keyring default:
RSA key modulus: Mod2048
Trustpoint CA:
Certificate status: Self Signed Certificate
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
6f:fe:83:56:a2:60:da:£fd:66:£9:50:75:47:bd:48:da:86:dc:81:81
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN = MOIO-2
Validity
Not Before: May 26 12:14:42 2012 GMT
Not After : May 26 12:14:42 2014 GMT
Subject: CN = MOIO-2
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:d0:78:39:a6:c3:b7:dd:£3:c8:8c:90:5e:6c:43:
9b:a0:d3:40:15:06:c9:cc:3b:d8:6c:fl1:51:fc:5a:
09:2c:7c:eb:f7:74:25:aa:1d:94:5c:d7:6e:95:61:
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. show keyring

6b:8d:d7:52:23:c8:6c:c7:86:ef:a%:cf:£4:41:65:
2a:7f£:9d:£9:b5:d3:1e:15:91:6e:b5:3d:4a:a7:49:
d5:al:cb:4e:8e:1la:e7:55:f3:aa:£9:£3:2a:e8:36:
b6:e8:a8:15:ad:54:b2:8a:£8:£f3:bl:2f:ab:8f:df:
c8:28:a6:1d:08:df:25:bd:58:8c:e0:8e:8f:ce:db:
5a:68:68:ce:9a:37:37:66:a8:fa:8c:50:4f:54:0e:
eB8:cf:10:a3:70:6a:£9:08:¢c5:45:5d:38:4£:70:2f:
7a:85:ca:37:e6:67:bf:63:77:c1:24:89:8£:d0:7f:
1d:a2:db:08:ad:33:33:53:ee:95:a9:2f:a3:d6:cl:
bf:d7:de:cd:ac:60:e6:db:2c:1£f:20:81:14:c8:£5:
ce:3b:eataa:ed:c6:d9:c3:32:5f:f7:e7:36:ce:79:
31:19:18:43:42:62:4a:fa:£6:77:36:85:04:49:e2:
e7:40:0e:£6:9f:29:a3:9c:c5:23:5e:c8:bc:50:£fd:
£6:36:7£:e0:46:59:70:3d:82:84:45:27:59:23:35:

80:bd
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:MOIO-2, IP Address:10.0.0.6
Signature Algorithm: sha256WithRSAEncryption

cb:b6:£5:2a:96:4d:09:a9:18:9£:00:fa:b6:e0:c0:0e:50:51:
79:74:ca:21:25:e5:ae:el:fe:03:dc:0b:9b:£7:c0:02:d2:72:
e7:da:fd:£2:76:25:12:27:5f:bc:38:14:80:31:8c:el:8b:5f:
f8:7b:14:28:7a:be:2a:22:b8:b5:ea:90:1d:69:af:38:1b:ae:
5e:c3:3c:95:£3:9b:32:0b:af:cb:2a:0b:5d:d7:57:77:25:df:
26:ef:5b:ec:fb:09:6e:87:60:fb:3a:14:de:09:5e:13:f6:a8:
10:70:50:e0:dd:cf:6d:78:4f:5e:27:d0:ad:92:db:65:fe:d7:
8l:cf:fb:93:d3:1£:21:e1:3£:20:50:62:5b:d3:7d:80:49:82:
99:fc:74:9a:c3:d8:29:bf:2a:cb:ab:33:4d:dd:04:d2:fe:2c:
1d:81:27:cc:56:70:9d:3e:£0:5c:ef:3a:86:ef:21:0a:6b:da:
6c:7a:aa:1a:43:86:8c:£0:89:92:38:71:83:d9:8a:6c:47:22:
03:4d:84:05:69:57:e9:a4:e5:2b:e2:3c:de:63:29:10:3c:19:
£f2:2e:55:de:04:3a:6f:f1:e4:20:1b:2f:2£:38:06:96:9f:7a:
6p:18:09:£5:89:cd:8a:bc:95:59:b0:91:e9:61:46:7f:6e:6a:
7c:0e:95:d7

MIICyzCCAbOgAWIBAgIUb/6DVgJg2v1im+VBIR71I20bcgYEWDQYJK0ZIhveNAQEL
BQAWETEPMAOGA1UEAWWGTU9JTy0yMB4XDTEyMDUYyNJEYMTQOM1oXDTEOMDUYNEy
MTQOM1owETEPMAOGA1UEAWWGTU9JTy0yMIIBIjANBgkghkiGIWOBAQEFAAOCAQSA
MIIBCgKCAQEAOHG5ps033fPIjIBebEObONNAFQbJZzZDVYbPFR/FoJLHZzr9301gh2U
XNdulWFrjddSI8hsx4bvgc/0QWUgf535tdMeFZFutT1KpOnVoMtOjhrnVEOg+£fMg
6Da26KgVrvVSyivjzsS+rj9/IKKYdCN81vViM4I6PzttaaGiOmjc3Z2gj6jFBPVATO
zxCjcGr5CMVEXThPcC96hco35me/Y3fBIJImMPOH8dotsIrTMzU+6VgS+31sG/197N
rGDhm2ywfITIEUyPXOO+gq7cbZwzJf9+c2znkxGRhDOMJIK+vZ3NoUESeLnQA72n6m7j
nMUJjXsi18UP32Nn/gR11wPYKERadZIzWAvVQIDAQABOxSWGTAXBgNVHREEEDAOGGZN
TO1PLTKHBAOAAAYWDQYJKoZIhvcNAQELBQADggEBAMU2 9SqWTbmpGJI8A+rbgwA5Q
UX10yiEl5a7h/gPcC5v3wALScufa/fJ2JRINX7w4FIAxJOGLX/h7FCh6vioiulLXg
kBlprzgbrl7DPJXzmzILr8sgCl3XV3cl3ybviW+z7CW6HYPs6FN4JXhP2gBBwUODd
2z214T14n0K2S22X+14HP+5PTHYHhPyBQY1vTfYBIgpn8dJrD2Cm/KsulM03dBNL+
LB2BJ8xWcJ0+8FzvOobvIQpr2mx6ghpDhozwiZI4cYPZimxHIgNNhAVPV+mk5Svi
PN5jgRA8GEIuVd4EOm/x5CAbLy84tpafemsYCEWIzYg81lVmwkelhRn9uanwOldc=

Zeroized: No
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show lacp (connect fxos) .

show lacp (connect fxos)

Link Aggregation Control Protocol (LACP) 1&#H% &K~ 3 5121%, showlacp =~ RZEH L F
T

show lacp {counters|interface|internal | issu-impact | neighbor [port-channel] | system-identifier }

T EHBA counters [interface LACP N7 7 ¢ v 7 it HAE R R LET,
port-channel  number ] ” . , . 5
(EE) FEDOR—FF ¥ RVEREL, ZOR— FTF ¥ ROt
FHEROAEZRRT D ENTEES, AR — M TF v NES
% 1~ 4096 T9,

interface [br-ethernet { —33% » k f % —7 = 20 LACP 1§l 5 L7,
slot/chassis hum| ether net . R
PRy N B =T oA AZFETDHE, FFEDA U F—T oA R
BT AERERRTDHIENTEET,
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. show lacp (connect fxos)

SavwU R |

internal  {debug BEINTF—U— RIZHE-> T, WEBLCAPIE#H & FiaHEH A £~
buffe | eethigay | infol memsas} LE,

« debug buffer : LACP 7 /Ny V1A R R LET,

 event-history : LACP A X h n 72K R LET, IROWVTIU
MNDA RS NEAT =T — RBNETTY,
eerrors :LCP =T — a7 KR LFET,
eglobal : Fr— L A XUk NT UV T a U ERRL
e
cifindexindex ID : feESNToA v H—T oA A AT v 7
ADLACP A v B —T A 2 ulxFRrLET, A&7
fE1% 0 ~ 2147483647 T4,
e interface {br-ethernet dot/chassis hum| ethernet
dot/chassis num} : fEESNTcA —P Xy h A ¥ —T =
A AD LACP A R FaRRLET,

elock : LACP v 7 aZ %R R LET,
emsgs : LACP A XV MAvt—Y v 2K RLET,
cinfo : —fXAY72 NI LACP 1A R R LET, FEDOERY A
FERIBETAHICIE, ROF T a DX —U— R TXE
7,
call 1 _T?H LACP NiEBlFMmAE £~ LET,
eglobal : 7' 71—/ 3L LACP I ZF R L £,

s ifindexindex ID : 8 E SN A v H—T 2 A AL T v 7
A0 LACP ftattilaZorm L9, AZRMEIT 0~
2147483647,

s interface {br-ethernet dlot/chassis hum|ethernet
dot/chassis num} : fRESIN/-A —HF Xy h A ¥ —T =
A 2D LACP fE#aF R LET,

*log : LACP ff#hm 7 2 &R L £,

* pc-db interface port-channel number : $5/& S U724 — b
F ¥ FVOEAER— b F v )L F—H _X—Z (2lvpe) D
AT =B A %ERRLET,

epss ¢ S = VLKEEA B L—Y —E X (PSS) 1%
i’%ﬁ—\‘ Li—g_o

» mem-stats : LACP X< U OE| V) Y TIZRET 2 MeHE#H 2 For
I_/\ij—‘o
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show lacp (connect fxos) .

issu-impact ALY =R YT 2T Tyv77L—FK (ISSU) 4 7Y a %
FXOS iZiEH SN ER A,

neighbor [interface LACP A "= AR R LET,

port-channel number ] . . . s
(EE) FFEOR— b TF ¥ XV EBEL, ZOHR— ¥ RO
WMOBZELRRTDHIENTEET, AR —FF ¥ 2 EFIT
~ 4096 T,

port-channel [interface 4~ MH— h F v R BT B I HAEFT L ET

port-channel number ] . . . .
(EE) FFEDOKR— M F v XV ZHEL, ZOKR— KT v L0
WMDOHERRTHIENTEET, ADRF—FF ¥ 2 LE T
~ 4096 T,

system-identifier LACP VAT AID #FERLET, ZOIDIXK, A—h 7744V
F 4 ETFNAADMAC T RUARAS D SN TWET,

AT R E—FR connect fxos/
av Yy FERE )1)—2=R EEAE
1.1.1 awr RPENESNE L,

FEHEDAA KSq4y ZO0Oa~vr FEHLT, Xy FYV—2OLACPICEET HMEDO N T TNV a—T 4 0 T %
TWET,

\ )

GE) FXOS a~r R v )Vii#gdbe, avwr R4y a7 IyRnF 7408 a7 o
LETINET, (fxos) WIIMENTZT 74k 7T REWIT T4 T 2 AZED 4T
LIVELARITYT, OB ESR LT ZE0,

151
WOHIE, LACP B0 2 5FmRmd 5 HEERLTWET,

firepower# connect fxos

firepower (fxos) # show lacp counters LACPDUs Marker Marker
Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

port-channell
Ethernetl/3 20552782218005 0 0 0 0 0

port-channel2
Ethernetl/6 671621 724750 0 0 0 0 0

port-channel48
Ethernetl/1 23974772587653 0 0 0 0 0
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. show lacp (connect fxos)

firepower (fxos) #

WOFENL, BEDR— N F ¥ 21D LACP [EHR ATt 3 HiEA L TWET,

firepower# connect fxos
firepower (fxos) # show lacp port-channel interface port-channel 48
port-channel48
System Mac=b0-aa-77-2f-f0-af
Local System Identifier=0x8000,b0-aa-77-2f-f0-af
Admin key=0x2f
Operational key=0x2f
Partner System Identifier=0x8000,78-ba-f9-e2-60-c0
Operational key=0x30
Max delay=0
Aggregate or individual=1
Member Port List=
firepower (fxos) #

BEa<w> KR avU R SR BA

clear lacp counters LACP h 2% 7 V7T L%,

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



| sa=vr

show license .

show license

FTARA Ry =V DO—EEITT X TOFERRNAEFR~T HI121E, showlicense 2~ K
A LET,

show license {all | resvcode| status| summary | techsupport | udi | usage}

BX DA

avY kR E—FK

all TRTDIA B ADAST—F TA B ADAT —F A LRI
(TR oA R R LET,

resvcode R ENTE TR — RERERRLET,

status A=K TA RV ADAT —Z AEREFRLET,

summary Av—h T4 B AOMEFRERTLET,

techsupport Cisco TAC ~DEFHIZFERR A~ — h T4 B AEWRE TR L&
iR

udi FXOS = =/3—H% /L T340 Z55F (UDD) ZFRmLET,

usage BUED T A oADMK AZF R LET,

fTEoavy KE—F

avy FERE

FEREDHA FS14 Y

)1)—=x EEAE
1.1(1) awr RPBEMEiE L,

Kt 7 A B AT HHERH Y 7, 74 & AT Smart Software Manager Tffi J] T
FF, FRTOTHTY MR S—e XY b T4 B AD TRV TERIN TS DI Tl
HYFEHEA,

il

ROFNL, TRXTOTA B ARy r—VOBIEO AT — X X LR EZRRT D
FiEmR L TVET,

FP9300-A# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Cisco SVS temp
Virtual Account: Escalations
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. show license

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Feb 10 18:55:08 2016 CST
Last Renewal Attempt: SUCCEEDED on Jun 27 06:11:11 2017 CDT
Next Renewal Attempt: Jul 28 03:02:49 2017 CDT

Registration Expires: Jun 27 06:05:09 2018 CDT

License Authorization:
Status: AUTHORIZED on Jul 05 18:19:38 2017 CDT
Last Communication Attempt: SUCCESS on Jul 05 18:19:38 2017
CDT
Next Communication Attempt: Aug 08 14:50:41 2017 CDT

<--- remaining lines removed for brevity --->
FP9300-A#
BEavrk avyk Bz
scope license TA B A T—RERBLET,
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show local-user .

show local-user

BrEDaa—VERTIXTCon—01 a—FIClT 3 ERE R RT 5121E, showlocal-user =
< REFEHALET,

show local-user [detail | user_name]

BX DA

ATV R E—F

detail (ERE) v—h 2—FOEMEREERLET,

user_name (LR EEShlca—hn a—FOFRERRLET,

t¥a T E— K

avY RERE

FRLEDHA K514

)1y—= ETEAR
1.1(1) avy RBEMSIVE LT,

X2 U7 4 E— RTIE, FFEDuser_namez ASJL7RWRYD . T 74/ R CTRTOR—F
=B OFRNY A FENET,

a—)a—FE—RTshowa~<r REHHATIIE, BRI TV 2—FDEREFRRT
=FET,

1

WOBNL, FFED R —H N 2—F O — PR Z TR T 5 L2 R LTV E
‘@40

FP9300-A /security # show local-user test_user detail
Local User test user:
First Name: test
Last Name: user
Email: test user@testuser.com
Phone:
Expiration: Never
Password: ****
User lock status: Not Locked
Account status: Active
User Roles:
Name: admin
Name: read-only
User SSH public key:
FP9300-A /security #

BEEavT YR

avy R &5 EA
create local-user oo —hn a—F T Hho L NEERLE T,
delete local-user BfEOu—hL a2—F Thor FEEIRLET,
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. show local-user

avw vk SR BA

enter local-user Bfrou—n a—FT7ho s e A LET,
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show logical-device-template

VAT A THERATEEZ ASARCFTD 72 FOFRBET NS4 ADT 7 L — M &FRT HITIE, show

logical-device-template =~ > R&fH L £,

show logical-device-template [ detail | expand | name ]

show logical-device-template .

BX DA detail FEMARGRELT N AT S L— MR E BRI LET,
name KRB DFRELT A ZADFHET N, AT T L— MEREERLE
T, ZTOAT T 3 TiE, expand B L Wexpand F— 7V — K& {#H
TExEJ,
expand T3 BT A AT L— NOWEEREERLET,
AT R E—FR scope ssa
avy RER Jiy—=x ZERNAE
2.3.1 o=y RRMBEMEnE L,

EREDAARZA Y

i, Aa—FssadD show a2~ ROV 7T a<w RTT,

1

WOHENTL, T RTOHBET NSA ADT T L— MEREFRT D IEEZRLTOET,

Firepower /fabric-interconnect # scope ssa
Firepower /ssa # show logical-device-template

Logical Device Template:

Name Version Description
asa 1
ftd 1

Firepower /ssa # show logical

1

WROBNE, AT L THMFTRER TR TORET A RACBT LT T L— D

Hz 2R+ 2K EERLTVET,

Firepower /ssa # show logical-device-template detail
Logical Device Template:

Name: asa

Version: 1

Description:

Name: ftd

Version: 1

Description:

B
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. show logical-device-template

il

WOHNL, AT L THEARERGEHT N, AT 7 L— hOILRIZEIT 5
BFRRTDHIEERLTOET,

Firepower /ssa # show logical-device-template expand detail
QP1 /ssa # show logical-device-template expand detail
Logical Device Template:
Name: asa
Version: 1
Description:
Template Applications:
App Name: asa
Application can be a decorator: No
Name: ftd
Version: 1
Description:
Template Applications:
App Name: ftd
Application can be a decorator: No
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show mac-address

aAVTFA VAR LA A E—T 24 ADMAC 7 RLRE| Y Y CTEFRTAHITIE, show

mac-address =~ > R&fiH L F 1,

show mac-address [detail

show mac-address .

| mac_address]

BX DA

AR E—F

detail

F—NERLSNTMAC 7 RLRAZFRLET,

mac_address

FFED MAC 7 RLRICBEHT AR ER R LET,

scope ssa/scope auto-macpool/

avy FERE

EREDHA FS1 Y

)1)—=x EERNE
2.4(1) awr RPBMEE L,

Zoa<w R AT T A VARE VAL E—T oA RATOBBEAEN, RAT 4T AV
AR ADMAC T RLUARITFERENET A,

il

&Iz, show mac-address =~ > RO A2~ L E1,

firepower# scope ssa

firepower /ssa # scope auto-macpool

firepower /ssa/auto-macpool # show mac-address

Mac Address Item:
Mac Address

Owner Profile Owner Name
ftdl3 Port-channell4
ftdl4 Port-channellb
ftdl Ethernetl/3
ftdlz Port-channelll
ftdl3 Port-channell4
ftdl4 Port-channellb
ftdl Ethernetl/2
ftdl2 Ethernetl/2
ftdl3 Ethernetl/2
ftdl4 Ethernetl/2
ftd2 Ethernet3/1/4
ftd2 Ethernet3/1/1
ftd2 Ethernet3/1/3
ftd2 Ethernet3/1/2
ftd2 Ethernetl/2
ftdl Port-channel2l
ftdl Ethernetl/8

&Iz, show mac-addressdetail =~ > RO FHflZ <L E1,

firepower# scope ssa
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. show mac-address

firepower /ssa # scope auto-macpool
firepower /ssa/auto-macpool # show mac-address detail

Mac Address Item:

Mac Address: A2:F0:B0:00:00:16

Owner Profile:

Owner Name: Ethernetl/5

Mac Address: A2:F0:B0:00:00:17

Owner Profile:

Owner Name: Port-channell

Mac Address: A2:F0:B0:00:00:18

Owner Profile:

Owner Name: Ethernetl/4

Mac Address: A2:F0:B0:00:00:19

Owner Profile:

Owner Name: Ethernetl/4

SavwU R |

EEav >R

avU kR

BLl]

create port-channel

EtherChannel (AR— k F¥ 3/V) ZERLET,

create subinterface

YT E =T oA R BN ET,

scope interface

WA B =T 2 A A FT V27 b ATTLET,

set port-type

A HE =T A XA TEFRELET,
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show member-port

=K F ¥ FILDRA L N—K— MIET AT —F 2EFRE2F T 5I21E, showmember-port

a<wr REFEHRALET,

show member-port .

show member-port [slot_id port_id|detail | Ethernetslot id/port_id| expand | fsm status]

BX DA

AR E—F

dlot_id port_id

(FE) B—D A RNR—R— DAy hBLOR— NESEIEE
THZEIWLEY, TOANR—R—FDRAT —F AEREFTT D
ZENTEET, detail BELW expand F— TV — RIZZ DA 7 =
YCfEHTEE T,

detail

(EE) TN TORA L AN—=R— FOFFfFREZFRT2121E, 2D
F—U—REHEHALET, 2O0F 7T a3 Tldexpand ¥—V— K
ZEHTE £,

Ethernetdot_id/port_id

FEE) B—D A RN—R— DA —HY %y hAR— F UL EIEE
THZLIZED, ZORAUN—R—FDRAT—Z AFREFRT D
TR TEET, oSy arTlEdaal ¥—V— REFEATX
ij‘o

expand

(EE) T _RTORA L NR—R— MNIETHIEROILEY 2 N EFoR
THZE, ZOF—TU—REFEHLET, 2047 3 o Tldddall
F—U—RFEFHTEET,

fsm status

(EE) A=K — FOFRIREE~ T (FSM) AT — X AFHH#R
ERFTHIE, 2OF—U—FREFEHLET,

28y PBIXOFR— &S (dot_id port_id) BT 5 Lk

D, FHBELIEAVAN=R—= b DERIETDRRINDEOIZTDHZ
LARTEET, 04T 3Tl expand ¥ — U — FEMEHTX
ij‘o

scope eth-uplink/scope fabric a/port-channel

avy FERE

)1)—=R

EERE

1.1.1

o= RPMBEMEnE L,

FEREDAA RZM4 Y

ZOavwy REERT LRI, A= M F ¥ RVEAERETIIANT 2MNERH Y £7,
Z® =z~ RiL, scope eth-uplink/scope fabric/port-channel £— K Cd show =~ KOH 7 a~

v RTY,
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. show member-port

il

WOBNX, BEEDR— b F ¥ RNVOYEIRA = R— MEREFRT D HiEE R LT
WET,

firepower# scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # enter port-channel 3
firepower /eth-uplink/fabric/port-channel # show member-port expand

Member Port:

Port Name Membership Oper State State Reason
Ethernetl/1 Up Up

Ethernet2/3 Suspended Failed Suspended
Ethernet2/4 Down Sfp Not Present Unknown

firepower /eth-uplink/fabric/port-channel #

BEa< R avy kR £ EA
create member-port W= F ¥ RN A — R— N EERR L E T,
create port-channel LW — b F v 2L E/ERR L ET,
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show mac-pool .

show mac-pool

AT LTHEMFIREZS mac S — D U A M AR T ST, show mac-pool v RAEH L

7.
show mac-pool [ detail | expand | name]
BX DA detail Pl MAC 77— U e — &R LETS
expand UEE) FrEDT—LDOMAC 7 — M E#@%AF 7 LET, expand 5
W expand ¥ —UV — RiZZ 47 a ol TE £,
name (ER) MAC 77—V OJLREHRZ R R LET, ZOF T aT
I% detail F—V— F&EHTE X7,
avU R E—F scope org
av 2 FERE J1)—x FEAR
23.1 avy RNBIMEE LT,

FEHEDAA KS4> ZiUE. scopeorg. DA~ FD show 7 a< 2 FTY,
1
WOBNZ, HEHTTEEZR MAC 77— VDI & RRT 27152 L TVET,

Firepower /fabric-interconnect # scope org
Firepower /org # show mac-pool

MAC Pool:
Name Size Assigned
default 0 0
ssp-macpool-ccl 200 0

ssp-macpool-inter-vnics
300 81
ssp-macpool-mio-external-ports

76 3

151
WOBNL, FHFEEZ: MAC 7 — /L OFEE#R 2 KT 5 FiEEZR L TVET,

Firepower /org # show mac-pool expand detail

MAC Pool:
Name: default
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. show mac-pool

Size: 0

Assigned: 0

Descr:

Assignment Order: Default

Name: ssp-macpool-ccl

Size: 200

Assigned: 0

Descr: SSP service profile MAC Pool for ccl
Assignment Order: Default

Block of MAC Addresses:
From: 00:15:C5:00:00:00
To: 00:15:C5:00:00:C7

Pooled:
Id: 00:15:C5:00:00:00
Assigned: No
Assigned To Dn:
Poolable Dn: mac/00:15:C5:00:00:00/p00l-31022
Prev Assigned To Dn:

Id: 00:15:C5:00:00:01

Assigned: No

Assigned To Dn:

Poolable Dn: mac/00:15:C5:00:00:01/p00l-31025
Prev Assigned To Dn:

Id: 00:15:C5:00:00:02

Assigned: No

Assigned To Dn:

Poolable Dn: mac/00:15:C5:00:00:02/p00l1-31028
Prev Assigned To Dn:
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show memory .

show memory
AEYEY 2—/LOEREFR/RT HI2IE, showmemory 2~ > REFEH L F9,

show memory [ details ]

X DERHA detail U g B A E R T X E

ATV R E—FK scope chassis/scope server

avy RER Jiy—=x EERNAE
23.1 o<y RPN BEIMENE L,

FEREDHA KS4 > ZHUE. scope chassis 1 O T D scope server 1 Dshow =~ FOY 7 a2 R T,

1

ROBNE, FFEDY —S—THHARERAEY BV 2 —MEREFRT D 7iEEZRL

TWET,

firepower# scope chassis 1

firepower /chassis # scope server 1
firepower /chassis/server # show memory

DIMM Location Presence Overall Status Type Capacity (MB)
Clock

1 DIMM Al Equipped Operable DDR4 16384
2666

2 DIMM A2 Missing Removed Undisc Unknown
Unknown

3 DIMM Bl Equipped Operable DDR4 16384
2666

4 DIMM B2 Missing Removed Undisc Unknown
Unknown

5 DIMM C1 Equipped Operable DDR4 16384
2666

6 DIMM C2 Missing Removed Undisc Unknown
Unknown

7 DIMM D1 Equipped Operable DDR4 16384
2666

8 DIMM D2 Missing Removed Undisc Unknown
Unknown

9 DIMM E1 Equipped Operable DDR4 16384
2666

10 DIMM E2 Missing Removed Undisc Unknown
Unknown

11 DIMM F1 Equipped Operable DDR4 16384
2666

12 DIMM F2 Missing Removed Undisc Unknown
Unknown

13 DIMM G1 Equipped Operable DDR4 16384
2666
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. show memory

14 DIMM G2 Missing
Unknown

15 DIMM H1 Equipped
2666

16 DIMM H2 Missing
Unknown

17 DIMM J1 Equipped
2666

18 DIMM J2 Missing
Unknown

19 DIMM K1 Equipped
2666

20 DIMM K2 Missing
Unknown

21 DIMM L1 Equipped
2666

22 DIMM L2 Missing
Unknown

23 DIMM M1 Equipped
2666

24 DIMM M2 Missing
Unknown

firepower /chassis/server #

Location: DIMM Al

Presence: Equipped

Overall Status: Operable
Visibility: Yes
Vendor: 0x2C00

Vendor Part Number: 18ASF2G72PDZ-2G6E1l

Vendor Serial (SN): 43585030
HW Revision: O

Form Factor: DIMM

Type: DDR4

Capacity (MB): 16384

Clock: 2666

Latency: 0.400000

Width: 64

Location: DIMM A2
Presence: Missing
Overall Status: Removed
Visibility: No

Vendor:

Vendor Part Number:
Vendor Serial (SN):

HW Revision: O

Form Factor: Undisc
Type: Undisc

Capacity (MB): Unknown
Clock: Unknown
Latency: Unknown
Width: Unknown
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Removed
Operable
Removed
Operable
Removed
Operable
Removed
Operable
Removed
Operable

Removed

Undisc

DDR4

Undisc

DDR4

Undisc

DDR4

Undisc

DDR4

Undisc

DDR4

Undisc

SavwU R |

Unknown
16384
Unknown
16384
Unknown
16384
Unknown
16384
Unknown
16384

Unknown

ROBNT, FFEDY—/STHAFRERT X TORAEY Y 2 — /L OFEMGRZ FRT
LHEERLTVET,

firepower# scope chassis 1
KSEC-FPR4115-3 /chassis # scope server 1
KSEC-FPR4115-3 /chassis/server # show memory detail
ID 1:



| sa=vr
show memory .

ID 3:
Location: DIMM Bl
Presence: Equipped
Overall Status: Operable
Visibility: Yes
Vendor: 0x2C00
Vendor Part Number: 18ASF2G72PDZ-2G6E1l
Vendor Serial (SN): 4358534D
HW Revision: O
Form Factor: DIMM
Type: DDR4
Capacity (MB): 16384
Clock: 2666
Latency: 0.400000
Width: 64

firepower /chassis/server #
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. show (management interface)

show (management interface)

BEDEHA X —T oA AMFREFTTIHICNE, 777V v I A F—ax 7 h E—RT
show =~ > F&MBH L £,

show

BX DA Ty 7V A E—axy FE—FTIE, 20Oavy RZEHEOXF—TU—KKRHY 7
N, EfiTARREETICshow AT 5L, BIEEO T 77U » 7 EEHA X —7 = A A
RARFRINET,

ATV R E—FK scope fabric-interconnect/

av Yy FER Jiy—=x EEAR
1.1(1) o<y RRBEMENE L,

FEREDHARSAY 774V ETE Z0a<xy NI P4 BLOIPve FHA 7 —7 = AERERRLET,
detail ¥—U— NZBINTD L, 2O F =T = ZEWB T 7 7V v 7 [BA OBIIEH L
EhIZRTRSNET,

151
WOFNT, BHA X —T = A AEREFRT D HEEZRLTOET,

firepower# scope fabric-interconnect
firepower /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
firepower /fabric-interconnect #

TEEEIS ST 358

scopefabric-interconnect | 7 » 7' w7 f v X —ax /7 s T— REBBLET,

show ipv6-if HAEDT N, AEIIPV6 7 N AZFERLET,
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show mgmt-port .

show mgmt-port

TN AR — NORAT —Z AFREFRRT 511, show mgmt-port =~ > REZEH L E
R

(local-mgmt) # show mgmt-port

BX DA

O R E—F

Zoa<wy FIZEGIEELETF—U—NEIH Y A,

connect local-mgmt

avy FERE

FEREDHA K4V

J1)—=x EEAR
1.1(1) awr RPMENESNE L,

Zoaw s REERALT, SRS ZAEHA L Z—T 2 ADREE AT —F AT HIEHRE
ForLET,

!l
wOBNL, BEAR— MEMERTT D HEZ R L TOET,

firepower # connect local-mgmt
firepower (local-mgmt) # show mgmt-port
ethO Link encap:Ethernet HWaddr bO:aa:77:2f:£f0:a9
inet addr:10.89.5.14 Bcast:10.89.5.63 Mask:255.255.255.192
inet6 addr: fe80::blaa:77ff:fe2f:£f0a9/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:174151 errors:0 dropped:0 overruns:0 frame:0
TX packets:101268 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:15273492 (14.5 MiB) TX bytes:80246582 (76.5 MiB)

firepower (local-mgmt) #

avw >R i BA

show Open-network-ports| 4~ co4—~7> % v kU —2 #— % =R LEF,
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show monitor

X2 UT 4 B a— LT EOFERE Y Y — A5 FRT HIZIE. show monitor =~ > R & {f
FALET,

show monitor [detail | expand]

BX DA

ATV R E—F

detail FY 22— VOFEMR Y Y — AR F R L E T,

expand FUYRT Ty AN VAT DT DGR Z R R L ET,

scope ssa/scope slot/

avy FERE

FEREDHA K54

)1)—2= EEARE

2.4(1) CPU=T, AEV, T4 ATHEHRERRTHHODT 4 —/L KR
BMEhE L,

1.1(1) avy RPRBEMEE L,

OSDNR—=T g, AEV, BEFERE, X207 4 TV a2 NVOFEREERTEET,
Zoaw R arTF A VAZUATY Y — 2O R A BT A& B £,

151
Iz, show monitor =<~ > RO B 2R L ET,

firepower# scope ssa
firepower /ssa # scope slot 1
firepower /ssa/slot # show monitor

Monitor:
OS Version Memory Total (MB) Memory Free (MB) Memory Used (MB) CPU Cores Available
Blade Uptime Last Updated Timestamp

2.4(1.101) 251844 222089 29755 22
up 19 days, 2:06

2018-11-27T18:11:34.155

&Iz, show monitor detail =~ > RO /A2~ LE T,

firepower# scope ssa
firepower /ssa # scope slot 1
firepower /ssa/slot # show monitor detail

Monitor:
0S Version: 2.4(1.101)
CPU Total Load 1 min Avg: 4.790000
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CPU Total Load 5 min Avg: 4.790000
CPU Total Load 15 min Avg: 4.780000
Memory Total (MB): 251844

Memory Free (MB): 222084

Memory Used (MB): 29760

CPU Cores Total: 48

CPU Cores Available: 22

Memory App Total (MB): 226886
Memory App Available (MB): 108514
Data Disk Total (MB): 699651

Data Disk Available (MB): 535811
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0
Disk File System Count: 5

Blade Uptime: up 19 days, 1:55

Last Updated Timestamp:

2018-11-27T18:00:04.560

iz, show monitor expand =~ > KO H AR L £,

firepower# scope ssa

firepower /ssa # scope slot 1
firepower /ssa/slot # show monitor expand

Monitor:
0S Version:
Memory Total
Memory Free
Memory Used

2.4(1.101)

(MB) :
(MB) :
(MB) :

251844
222089
29755

CPU Cores Available: 22

Blade Uptime:

up 19 days,
Last Updated Timestamp:

2:06
2018-11-27T18:11:34.155

Disk File System:

show monitor .

File System Mount Point Disk Total (MB) Disk Free (MB) Disk Used (MB)
/dev/sdal /mnt/boot 7614 7451 163
/dev/sda2 /opt/cisco/config
1846 1707 43
/dev/sda3 /opt/cisco/platform/logs
4565 4278 49
/dev/sdab /var/data/cores
46807 44368 54
/dev/sda6 /opt/cisco/csp
699651 653295 46356
EEa< U FR avo kR BLL]

show resource

UV —=2ADEMREZFRLET,
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. show nm-fpga-version

show nm-fpga-version

Xy NI =0T T ED fpgaN— a &R AT HITIL, shownm-fpga-version =~ > N4 ff
HALET,

show nm-fpga-version [ detail ]

X DA detail SRR N— g U,
ATV R E—FK scope chassis 1
avy FER Jiy—=x ZERNAE

2.3.1 o< RBBEIMENE L,

EELEOHA KS4y A2—7¥xY—v1Dshow av L RDHTa<w s K,

£l
ROBNE, v FT—7FYVa— bipga/N\—T 3 L DNR—T g UERERLTOE
bd- o

firepower/fabric-interconnect # scope chassis 1
firepower /chassis # show nm-fpga-version

Network Module Version:
Network Module Slot: 2
Running-Vers: 0.6.0
Package-Vers: 0.0
Activate-Status: Ready

firepower/chassis #
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show ntp-overall-status .

show ntp-overall-status

VAT ADFy NT—7 A A LT kalORBEAT— % A2RELRRT DT, show
ntp-overall-status =~ > R& M L £,

show ntp-overall-status

XD Zoa=wy NOEBIEELIIF—U—REH 0 £ A,
AU FE—F fEEOa~y FE—F
avy FERE 1)1y —= ETEANE
1.1(1) awy RBBMEnE L,
15l

WOHNL, % —IZA VA= L ENTWNE Y ¥ — B LUGHELT A ZADOBHLED
vy 7 RHHEAT — 2 A Form T 5 HiEER L TOWET,

FP9300-A# show ntp-overall-status

NTP Overall Time-Sync Status: Time Synchronized

FP9300-A#
fEav> R avw Uk SR BA
show clock VAT A 7ay T EFERLET,
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. show ntp server

show ntp server
NTP $— " —ZFK KT 521, showntp-server =~ FaMHLET,

show ntp-server

BX DA show ntp-server Zoawy Rk, FXOS O NTP —"—&F R L ET,
Qv YR E—FR scope system/scope services/
av Y FERE )1)—= EEAE

1.1(1) awr RPBMEiE L,

EELEOHA KSAY 774V T ZOaxy FIENTP b= ~"—2 K7 LET,

151
WIZ, NTP %— &R RT 502 R~LET,

firepower# scope system;scope services
firepower /system/services # show ntp-server

NTP server hostname:
Name Time Sync Status

192.0.2.1 Time Synchronized
firepower /system/services # show ntp-server expand detail

NTP server hostname:
Name: 192.0.2.1
Time Sync Status: Time Synchronized
NTP SHA-1 key id: 0
Error Msg:
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show org .
show org
BUE ORI H A FRRT 512X, showorg 2~ > REFEHALET,
show org [detail | name]
BX D5 detail (T8) BUEERSN TV DTN TOMBOMME FR LET,
name (EE) fESNICHBOFREL R LE T, OB i3&i K16
LFTT,
AU R E—F RO =a~v FE—F
av Yy FERE J1y—=x EERNE
L1(T) awr RPBIMEE L,

1
wOBNZE, BUEOMBEREZF R 2k R L TWET,

FP9300-A# show org

Organizations:
Name: / (root)
FP9300-A#
MEa<v R av vk B
scopeorg FHR (org) E— REBHIGLET,
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. show package
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show package

Zyru— RUIEX A7 E#EFRRT HI2IE, showpackage =~ > R&EMHA L 9,

show package [detail | expand |type endpoint_type| name]

B DEREA

detail (L) N—Va v BEE, A LAFLT ARSI L TR E, ¥
M7 r—UEREFR R LET,
expand UEE) BT —VIIIRN RLERTWDEA A=V VAR LE
9, detall ¥—U— Ry CT& £,
type endpoint_type UEE) HESNTERNwr— =y RBRA v~ 24 T OIHE R
~LET,
e b-seriessbundle : FJHR[GE/2 B U — X X RILDIEHREZ U A
FLET,
. c-seriessbundle : B AIRE/RR C 2 U — X R0 RILDOIERE U A
rLET,

ecatalog: 1 A—VEBIONyFr—T% Y XA M9 5HFXOS A A—
ChEuTOEREFR I LET,

« firmware-fpr4k-bundle : F|H #THE72 FP4100 2 U —X 7 7 — A
T T N RLVDOERE Y AN LET,

« firmware-fpr9k-bundle : FH AIAE72 FP9300 7 7 — AT = 7
Y FLolEmzY A N LET,

simage: FIHFEE/R 7 7 — LU =T A A—VH YR NLET,

«full-bundle: ¥ 7o — RENZTXTONRY RLOEHRE Y
A RLET,

einfrastructurebundle: 7 a— RENFEZA VT TFTA T
Fx N RFLVOEREZV A NLET,

e platform-bundle: ¥ 7> 0 — RSN/ 7 T v b7 5 —5h N
KrotE#Hz2 ) A N LET,

sunknown : # > — RENTZFRHARE A T DR RALDFEHR
ZUARNLET,

detail & expand DF—U— RZZ DA F L a o THHEHTE £7,

name (ER) BESn Ay r—VolFgERrLET,
detail, expand, type DF¥—7U— NKZZ DA 7> 3V TCHEMNTE
i—a_o
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show package .

AT RE—R 77 hU=T F- R
av Yy RER )1y—2 EEAR
1.1(1) avy RBEMEE LT,

FEREDHA KS4 > name 2@ 07054, showpackage 2~ > RZ7 7 I A4 TV ADTRXTDT 7 =LV =T
Ny r—=volERE) A P LET,

1

WOBNE, $EED T 7 — L0 =T Ry — U OFEEH & M e FornT 5 Hikx
RLTWET,

FP9300-A# scope firmware
FP9300-A /firmware # show package fxos-k9.2.3.1.51.SPA detail
Firmware Package fxos-k9.2.3.1.51.SPA:
Version: 2.3(1.51)
Type: Platform Bundle
State: Active
Time Stamp: 2017-10-25T16:53:30.000
Build Date: 2017-10-21 09:10:36 UTC
FP9300-A /firmware # show package fxos-k9.2.3.1.51.SPA expand
Package fxos-k9.2.3.1.51.SPA:
Images:
fxos-k9-bundle-infra.2.3.1.51.SPA
fxos-k9-bundle-server.2.3.1.51.SPA
FP9300-A /firmware #

BEEavT R avw Uk SR BA

show server firmware PN T 7 — AT 2T DNR—U g b AT — X AEREF R LE
—g—O

verify platform-pack FHESNIZFXOS 77 v h 74— L A A=V 2R LET,
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show password-profile

NAT— K7 a7 7 A VIEREFRT 5HI20E, showpassword-profilez~ > R&2MH L £,

show password-profile [detail]

B DEREA

AR E—F

detail (EE) "RAT—R a7 7 A VOt #REE R LET,

¥ aUF 4 T—R

avy FERE

FEREDHA K42

J1)—=x EEAR
1.1(1) awr RPMEMNESNE L,

FIZFNNTIE, Z0avry RZBEEDEFXF 2T 4 RATU—R a7 7 A LOEHREY Y X
]\ Liﬂ-o

1
ROBNE, WAV —=F Fu7 7 A VOFEMEREFRT D HEELZRLTHNET,

FP9300-A# scope security
FP9300-A /security # show password-profile detail

Password profile:
Password history count: 5

No password changes allowed (in Hours): 24
Password change during interval: Enable
Password change interval (in Hours): 48
Password change count: 2
FP9300-A#
MEav> R av vk iER

scope password-profile | Xz2TU— K Fuo 7y AL T— REBELET,
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show pki fsm status

show pki fsm status .

FSM D1 # %2 Fx$ % 121%. show pki fsm status =~ > & L £,

show pki fsm status

[ expand | detail ]

B DA expand

FSM D AT — X 2% FK R LET,

B

FSM A7 — X ZADFEMENEER R LET,

AR E—F

scope security

avy FERE

FRLEDODHA KSA Y

1) =2 EERNE
2.3.1 vy RGBS IVE Lz,

T 7 /L b TiE. Z AU scope security D show 2~ ROV 7 o< K TT,

51
WOFNE, FSM AT —H A FormT 2 HEEZRLTOET,

Firepower# scope security
Firepower # show pki fsm status expand detail
FSM Status:
Affected Object: sys/pki-ext/fsm
Current FSM: updateEp
Status: Success
Completion Time: 2022-08-23T05:14:02.628
Progress (%): 100
Description:
Remote Result: Not Applicable
Error Code: None
Error Description:

FSM Stage:

Order: 1

Stage Name: updateEpSetKeyRingLocal

Status: Success

Try: 1

Last Update Time: 2022-08-23T05:14:02.626

Stage Description: keyring configuration on
primary (FSM-STAGE:sam:dme:PkiEpUpdateEp: SetKeyRingLocal)

Order: 2

Stage Name: updateEpSetKeyRingPeer

Status: Skip

Try: O

Last Update Time: 2022-08-23T05:14:02.626

Stage Description: keyring configuration on
secondary (FSM-STAGE: sam:dme: PkiEpUpdateEp: SetKeyRingPeer)

Order: 3
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. show pki fsm status

Stage Name: updateEpPostSetKeyRingLocal

Status: Skip

Try: O

Last Update Time: 2022-08-23T05:14:02.627

Stage Description: post processing after keyring configration on

primary (FSM-STAGE:sam:dme:PkiEpUpdateEp:PostSetKeyRingLocal)

Order: 4

Stage Name: updateEpPostSetKeyRingPeer
Status: Skip

Try: O

Last Update Time: 2022-08-23T05:14:02.628
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show pmon state

0= NVEBRE— R TR ADRAT —X A %R RT 51X, show pmon state =~ > K& fifi

)EH szjﬂo

show pmon state

show pmon state .

B DEREA

AU R E—F

show pmon state

O—ANVEHET— RO ZAOREZERLET,

connect local-mgmt

avy FNERE

FEREDAARZA Y

)1)—= EENE
1.1(1) awy RPRBMEE L,

FIFINVETIE, Zoavwy Na—h LV EHE—RFOTaebtADORT—X 22— ERRLFE

B

1

WKOBNL, a— I NVEBRE— R TTrREREFRORT —F A2 RKRTDHFHEEZRLT

b\\i‘é—O

firepower#

firepower# connect local-mgmt

firepower (local-mgmt) # (local-mgmt) # show pmon state

SERVICE NAME
svc_sam _controller
smConLogger
svc_sam_dme
svc_sam_dcosAG
svc_sam bladeAG
svc_sam portAG
svc_sam_statsAG
svc_sam_hostagentAG
svc_sam nicAG
svc_sam_licenseAG
svc_sam_extvmmAG
httpd.sh

STATE
running
running
running
running
running
running
running
running
running
running
running
running

RETRY (MAX) EXITCODE SIGNAL CORE
no
no
no
no
no
no
no
no
no
no
no
no

O O O OO OO oOoo o oo
e T SN T~ S S ST S o
O O O OO OO oOoo o oo
O O O OO OO Ooo o oo
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. show post
show post
FT O BIOS BIREARFE 287 X b (POST) FUCRA LTI-o T —%2FKrnd 5121, show
post =~ RAEMHLET,
show post [id|detail | expand | no-errors]
WX DA id (L&) FEEDH— O POST AT R LET, FRRMEIT0~
42949667295 T,
detail (F5) BINo POST 2t 4 F5R~ LT,
expand (%) T _ToOPOSTIEHAFERLET,
no-errors (fF=E) =T —0RWPOST 1A F < LET,
ATy R E—FR (£E) H—\ (/chassis/server) F— RCTHELEEHOEH Va2~ K E— K,
av Y FRERE )1)—= EHERNRE
L1(1) 2wy RABMENE L,

FEHEDAA KSq4y V—NE—RFTZoaxr Pl LET,

51
WROHIIE, POST A FRT D HEEZRL TWET,

FP9300-A# scope server 1/1
FP9300-A /chassis/server # show post

POST:
Global ID Code Severity Affected Object Description
608 Post 608 Info sys/chassis-1/blade-1 1Invalid DIMM Configuration
MEav2 kR av YR Bl
show server bios P—BIOS 7 7 — LU = T EREF R LET,
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show pre-login-banner .

show pre-login-banner

aAvU R E—F

07 A VRN — & KR S I2IE. show prelogin-banner =~ > R&H L £,
show pre-login-banner

scope security

avy FERE

EREDAA RZA4 Y

1)1)—=x EERNE
1.1(1) awr RPRBIMEE L,

FI74NNTIR, Zoavry Nifua A VIO —ERE2FERLET,

151
WOBITIE, a7 A VIO F—EREFRRLET,

firepower# scope security
firepower /security # scope banner
firepower /security/banner # show pre-login-banner

Pre login banner:
Message
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. show port-channel (connect fxos)

SavUk |

show port-channel (connect fxos)

REFHR— B F ¥ 2V ONE#R A2 FRT 511X, show port-channel =2~ > K& H L £,

show port-channel
summary | traffic | usage }

{ capacity | compatibility-parameters | database | internal | load-balance |

BX DA

capacity

FIHFTRE AR AREEFEHTOARHBERE, R—FF ¥ RLVORE
BEiFREERRNLET,

compatibility-parameters

A= FrRZN A Z—T oA AQHEBMELE L ZF — X 2% 1) R
rFLET,

database [interface
port-channel number ]

BEFOR— N ER— N Fy xR Y, B— hFy R0
EEAT—Z A FEWREY AN LET,

(FE) BEDOR—FF ¥ XV EREL, TOR— ¥ XL
WOHBERRTHIENTEET, BHRAR— M TF 3 VEEITL
~ 4096 T,

= b FX¥RNBEZORIINY eV T A 2 —T A 2FH (.
subinterface num) ZEMT 25 &, 47 A X =T A AEIFETE
i‘a‘o

T2, A= b F ¥ XVOFHE -ITEEROHBFAEZIEE L CERT D
ZEHLTEET,

1 OO AEIET HI1TIE, start_num - end num& A LFET

RO ZIEET S 2L, start_num - end_num , start_num
-endnum , REOXICADLET
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show port-channel (connect fxos) .

internal - _ KONWTNNOF—T— REMFH LT, SFIERNEHEEHRO

(event-history [infol ¢ h o U HLA 25 L E T,

max-channels| mem-stat | )

sdb} cevent-history : SEIERAR— M F ¥y XV A X N X ATD
0y EFRRTEET,

sinfo : TRTOT B — NV HNER— T ¥ ROUERE 2131 >
H—T 2 AFEFDOR— b TF ¥ FERER R TEET,

e max-channds : ZDOF A ATHRENTWER— M F ¥ 1L
DI KR EFTRLET,

emem-stats : T A _— k AF Y DOEY Y TIZRIT B HEE R
EFERRLET, 730X —U— Rdeal 245 &,
PR R R R RN TEE T,

esdb @ R— " F ¥ RNLVHNEAT—X AEREZ T LET,
FEAEDF TV aliE, MoF 7y gy d—U— RKRBENS

N TuWE9, show port-channel internal keyword? =~ > K % i 4
Ll FOX T arnFRENET,

load-balance R—FFrxL a—R AT RAEBRELET,

summary [interface R— hF v RMEEZRRLET,

port-channel number ] . . . .
(EE) FEDR— FF v XNVEHREL, ZOR— M v X0
WMOHBERRTHILENTEET, AR —FF v 2 &I 1
~ 4096 T,

A= R TF¥RNEZORIZRy eV T2 —T 4 AFE (.
subinterface num) ZEM$ 2 &, 37 A X —T A AEIFETE
ij‘o

traffic [interface R—hrF¥xV NI 7 4 v 7HFHERERTSLET,

port-channel number ] . . . .
ER) FEDOR— M F ¥RV EHREL, TOR— M ¥ RO
WOHEFRRTDHIENTEET, AIRR— b F v 2 NEZFIT]
~ 4096 T,

R R Fry RINFEZORIZ Ry NV TA v F—T =4 2AFE (.
subinterface num) ZEBMT 2 &, BT A F—T A AEFRETE

F7,
usage BHEFHIN TS, BLIOREHAOFR—FF ¥ 2L IDESEY
A RLFET,

ATV R E—F connect fxos/
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. show port-channel (connect fxos)

av Y RERE )1y —= EEAR
1.1.1 o< RRNBIENE L,

Dz~ N connect fxos = /Ld show 2~ > ROHY 7T a~<wr RT9,

\)

EREDAARZA4

GE) FXOS a~vr R v )Vil#gdbe, avwr R4y a7 IyRnF 7408 a7 ko
LETINET, (fxos) WIMENTZT 74Nk 7T REeWITTTA4T 2 AZENN 4T
LIWVELARITY, OB ESH LTS 7ZE0,

451

WOBNL, R—FF v FNVOMEG I E TR D iEZ R LTOET,

firepower # connect fxos
firepower (fxos) # show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports

Channel

1 Pol (SU) Eth LACP Ethl/3(P)

2 Po2 (SU) Eth LACP Ethl/6 (P)

48 Po48 (SU) Eth LACP Ethl/1(P)

firepower (fxos) #

ROBNT, R—=FF v FNVD T 7 4 v 7IEREFTT DTHEEZRLTOET,

firepower # connect fxos
firepower (fxos) # show port-channel traffic

ChanId Port Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst
1 Etal/3 0.0%  0.0% 100.00% 100.008  0.05  0.0%
_____ > Ethl/6  0.0%  0.0% 100.00% 100.008  0.05  0.0%
48 Etl/1 0.0%  0.0% 100.00% 100.008  0.0% 100.00%
firepower (fxos) #

EEav2 kR av Uk Bl

enter member-port

BEAED A R —R— b & AJTT D0, (FE LR WEAITIEER L £
j‘o

enter port-channel

BEFEDOR— F ¥ 2N E AT D200, fFELBRWEEITIIER L
—g—O
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show port-channel (scope fabric) .

show port-channel (scope fabric)

2T — 2 AMEREEDBUEOR— FF ¥ 2D Y X F%&F7T 521%, showport-channel =1~
YREEMLES,

show port-channel [detail | expand | port_channel_num]

X NN detail MR —FFyxEREZ VAN LET, ZOF 73 Tk
expand ¥ —U— R&fliHTEE7,

expand R— hF ¥ XLORHEEREY A M LET, ZOF T a0 Tl
detail ¥F— UV — F&fEHTExEI,

port_channel_num RESNTZAR— MY RXNVDRAT =2 AEROHZRRF L ET,
detail 5 X WM expand ¥— U — RiZZ 047 v a U ClEATE £,

Aa<vY R E—F scope eth-uplink/scope fabric/
av Y RERE )= EERNE
1.1.1 awy RRBMShE L7,

FEEEDHA KS4 > ZiuE. scope eth-uplink/scope fabric E— R T? show 2~ FOY 7 a2 R T,
R— b F v FNFEGZHRE LRSS, TXTOR— M F ¥ 2 OERP - RERSNET,

1
ROBNE, FFEDR— FF ¥ RVOFEMIE R E ZRT 2 HEERLTONET,

firepower /eth-uplink/fabric # show port-channel 48 detail

Port Channel:
Port Channel Id: 48
Name: Port-channel48
Port Type: Cluster
Description:
Admin State: Enabled
Oper State: Up
Port Channel Mode: Active
Port Channel Mode State: Enabled
Auto negotiation: No
Speed: 1 Gbps
Duplex: Full Duplex
Oper Speed: 1 Gbps
Band Width (Gbps): 1
State Reason:
flow control policy: default
LACP policy name: default
Oper Lacp Policy Name: org-root/lacp-default
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
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. show port-channel (scope fabric)

Allowed Vlan: All
Network Control Policy: default
firepower /eth-uplink/fabric #

BEa< R avy kR &R
create port-channel LW — b F v 2L B/ERR L E9,
scope port-channel A=+ F+ INEREBIOEHTEAEFEOR— N ¥ xVE2H
M LET,
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show psu .

show psu

A VARV ENTVWAHEREEOFEREFRTHITIE, V¥ — F— K Tshowpsu 2~
REfALET,

show psu [unit_id | detail | expand]

BX DA unit_id (ER) BREEOESFZANLT, ZOEBOERE IV AN LE
—é—o
detail (EE) ZOF—U—F&HEHALT, 41 A =L ENTNEHER
EZ L OFMIERE U A R LET,
expand (LE) ZoXF—U— &AL T, EREEOMEHREFR L
i ﬁ‘o
ATV R E—F scope chassis/
avy FERE 1)1y —2 TEAE
1.1(1) gy RBBEMmEnE L,

BRLOAA Fo4 BMO%—T— RafeEt Pl coavy FEMAT5 L. BREROEAIRARRTE £
j—o

1
WOBNZ, BIEEEOFEMEHREZFTT D L2 L TVET,

firepower# scope chassis
firepower /chassis # show psu detail

PSU:
PSU: 1
Overall Status: N/A
Operability: N/A
Threshold Status: N/A
Power State: Off
Presence: Equipped
Thermal Status: OK
Voltage Status: N/A
Product Name: Cisco Firepower 9000 Series AC Power Supply
PID: FPRO9K-PS-AC
VID: V0O
Part Number: 341-0723-01
Vendor: Cisco Systems Inc
Serial (SN): DTM190705G3
HW Revision: O
Firmware Version: N/A
Type: DV
Wattage (W): O
Input Source: Unknown
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. show psu

PSU: 2
Overall Status: Operable
Operability: Operable
Threshold Status: OK
Power State: On
Presence: Equipped
Thermal Status: OK
Voltage Status: OK
Product Name: Cisco Firepower 9000 Series AC Power Supply
PID: FPRO9K-PS-AC
VID: V0O
Part Number: 341-0723-01
Vendor: Cisco Systems Inc
Serial (SN): DTM190705J8
HW Revision: 0
Firmware Version: N/A
Type: DV
Wattage (W): 2500
Input Source: 210AC 50 380DC

firepower /chassis #

EEav R avw YR &5 BA
show inventory V= LI VA P A STV D E Y 2 — VO #E R
L/\i‘g—(]
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show registry-repository .

show registry-repository

P—E R L YA N UIEREERT DTN, show registry-repository =~ > K& H L £,

show registry-repository

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH A,

FEDa<vw s KE—FK

avy FERE

J1)—=x EERNE
1.1(1) awr RPMENMENE L,
451

ROFNE, =R LIR N UFREFRRT D H5EZRLTOVET,
FP9300-A# show registry-repository
Service Registry:

Name:

ID: 1000

IP: 0.0.0.0

Type: Service Reg

Version:
Capability: Unspecified
FP9300-A#
BEa< YR avo kR BLL]
show serviceprofile [ —b 2 77 7 AAEHA R L £,
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. show remote-user

show remote-user

SavUk |

JE— hax—P—DFMAEFERT HIZ1E, showremoteuser =~ > REHEHLET,

show remote-user

avY R E—FK scope security
av > FERE J1)—x FEAE
1.1¢1) gL REMENE LT,

ERLDHA KSA4Y T 74NV ITHE, Z0avy LY E— ha—V—FREEZRLET,

451
woBNL, VE— bhax—F—I1FRERLTNET,

firepower# scope security
firepower /ssa # show remote-user
User Name

firepower /security # show remote-user testl detail
Remote User testl:
Description:
User Roles:
Name: read-only
firepower /security # show remote-user detail
Remote User testl:
Description:
User Roles:
Name: read-only
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show resource .

show resource

TIVr—var A AZADY Y —RE) YT ERRT DI, showresource =<2 K
A LET,

show resource [detail ]

BX DA detail RIFALSNOT 2 MEATY V—RE Y TERRLET,
ATV R E—F scope ssa/scope slot/create app-instance/
avy NERE Jy—2 EERAE

2.4(1) awr RPMEMNESNE L,

FEREDHA KSq > FHARERY Y —2A%&FKRT %I21E, show monitor detail & AJL %,

451
&IZ. showresource =< ROz~ LET,

firepower# scope ssa

firepower /ssa # scope slot 1

firepower /ssa/slot # scope app-instance ftd LD1
firepower /ssa/slot/app-instance # show resource

Resource:
Allocated Core NR Allocated RAM (MB) Allocated Data Disk (MB) Allocated Binary Disk
(MB)
6 29593 40960
3907

&Iz, showresourcedetail =~ > FOH %2R~ LET,

firepower# scope ssa

firepower /ssa # scope slot 1

firepower /ssa/slot # scope app-instance ftd LD1
firepower /ssa/slot/app-instance # show resource detail

Resource:
Allocated Core NR: 6
Allocated RAM (MB): 29593
Allocated Data Disk (MB): 40960
Allocated Binary Disk (MB): 3907
Allocated Secondary Disk (MB): O
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. show resource

TEEEIS ST 35

show monitor detail VY —2DHRPERLET,

show resourceprofile | J v—x 717 7 A LA AT LE T

show resource-profile VY —2 a7 A LOEY Y TEFERLET,
user-defined
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show resource-profile .

show resource-profile

VDP VYV —A 7774 NVBLORarTF A VAV ATHEHATL2) Y—RA Ta 77 )V%
Fr T 51Zi%, show resource-profile =~ > R&EMH L £,

show resource-profile [system [name] | user-defined [name] |vdp [version[name] 1] [detail]

BX DA name Ta7 A NOLEEREELET,
System VAT LRERDY YV —A TR T 7 A NDIHERRLUET,
user-defined FIFNRN Y —=RA T T s A NG E, a—FEFROI LTI A
VAR AT T ANV ERRLET,
vdp VAT AEFRDOVDP T T 7 A NVEFRLET,
version FEED/N—2 2 > D VDP 2R /R LET,
detail YUY —R7Fua7 7 A VOEMEFRRLET,
AavV R E—FR scope ssa/
av Yy RERE 1)) —= ETEAR
2.4(1) user-defined % — 7 — RAEM &V E Lz,
1.1(3) o<y RRBIEnE L,

EREDAARSA Y

set resource-profilename =~ > F&fH LT, 77V r—va v AV AZ U ATHHAESND
VY —A7ua7yAVERELET, ceateresource-profilea~ > REff+5L, a7
AVAZLADY =R Ta Ty A NVEBNTEET, vDP UV V=X a7 7 A )VETT AT
LDZ X THEWIER SN E T, v —IZiE.  [Default-Smalll & FEHINDT 74 /L | 2
VTFAVAE L ADY =R Ta T A NAREERLTWET, ZoaTRiiR/NTT, 2
DT T ANDEREEL LD, FHENTORWGAIZITHIRT A b TEET,
Yy—vEIr—FL, YATAIMOT 0T s A NBFELRWNEEIX. 0T T AL
DERL S ILE T,

45l
&IZ, show resource-profile 2~ ROl Z R LET,

firepower# scope ssa

firepower /ssa # show resource-profile

Profile Name App Name App Version 1Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description
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SavwU R |

bronze N/A N/A No all
6 0 No User Defined low end device
DEFAULT-4110-RESOURCE
vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System

DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPRO9K-SM-56, FPRY9K-SM-44,
FPRO9K-SM-36, FPRI9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
gold N/A N/A No all
14 0 No User Defined highest
silver N/A N/A No all
8 0 No User Defined mid-level
Default-Small N/A N/A Yes all
6 N/A No User Defined
VDP-10-CORES vdp 8.13.01.09-2 No FPRO9K-SM-56, FPROK-SM-44,

FPRO9K-SM-36, FPRI9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPROK-SM-56, FPROK-SM-44,

FPR9K-SM-36, FPR9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24
8 32768 No
System
firepower /ssa #

iz, show resour ce-profile user-defined =~ > RO H %2~ L £9,

firepower# scope ssa
firepower /ssa # show resource-profile user-defined
Profile Name Is In Use CPU Logical Core Count Description

bronze No 6 low end device
gold No 14 highest
silver No 10 mid-level

firepower /ssa #

EEav> R

avw vk SR BA

createresource-profile |z FF 22 Z2DY V=2 Fa T A ANBMENE LT,

set cpu-count Uy —2 a7 7 ALdDCPUDKERELET,

setresource-profilename| J v —z2 a7 A ART U r—a s A LV AX A ZEID Y
THNE LT,

show monitor detail X2 VT4 TVa— /2Py Ay hOY YAl ARE

FRLET,

TV =g A VAR ADY V=B )Y CEFRLET,

show resour ce detail
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show role .

show role
O—)L & ZFOMEREDY 2 FEFERTAHIZIE, showrole =~ REFEHAL £,

show role [ detail | name ]

X DA detail g—LDY A ERFLET,

name LR fBELEr—VONFERRLET,
aAv R E—F scope security
v FEE JDES EERE

2.3.1 Ay FRBIMESNE LT,

FEREDHA KS4 7 74/ FTIE Ziud scope security O show =~ > ROH 7 a~< R T,

151
WROBNE, A v AR—FENFEHEEZFR L, EHEO R T — % ZMEZHERT 5 ik
ZRLTWET,

firepower# scope security
firepower /ssa # show roleRole:
Role Name Priv
aaa aaa
admin admin
operations fault, operations
read-only read-only

ROBNL, AT LD —=VONKEFRT D EEZRLTWET,

firepower /security # show role detail
Role:

Role Name: aaa

Priv: aaa

Role Name: admin
Priv: admin

Role Name: operations
Priv: fault, operations

Role Name: read-only
Priv: read-only

WOHIE, IR LTz — LV ONEEFERT D HEEZRLTWET,

firepower /security # show role aaa

Role:
Role Name Priv
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. show role
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show (scope fabric) .

show (scope fabric)
R b F ¥ R OWHEFFT 5T, show 2~ NEHEHLET,

show
9wV R E—F scope eth-uplink/scope fabric a/
av Y RERE )1)—2 EEAE
2.0.1 avy FRBMESE LT,

FEREDHA KSqy ZOa<y FEEMAT LIS, K= Fr FVEERKTDLEPH Y 7,

1
WOBNL, T_XTOR—= b F ¥ R/ D5 2 28T 5 k4R LTV E
‘@40

firepower-9300# scope eth-uplink

firepower-9300 /eth-uplink # scope fabric a

firepower-9300 /eth-uplink/fabric # create port-channel 3

firepower-9300 /eth-uplink/fabric/port-channel* # show
Port Channel:

Port Channel Id Name Port Type Admin

State Oper State State Reason

10 Port-channellO Data Enabled Failed No operational members

firepower-9300 /eth-uplink/fabric/port-channel #

BEa< R avy kR A
create port-channel R— N F v 2V EERLET,
scope port-channel 8% DR—FF ¥ 2B IOR— MEREFRLET,
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. show schedule infra-fw

SavUk |

show schedule infra-fw

AT a— N AV TITANTI I TFx 77— 0=2T7 DY R NERRTHIZIX, show schedule
infrafw <> & L ¥4,

show scheduleinfra-fw [ detail ]

BX DA

AR R E—F

detail MR AT a2V AT TARNT I Ty Ty — AT =T EWRE
ForLET,

scope system

av Y FNERE

EREDAA RZM4 Y

Jiy—=x EHERNRE
2.3.1 o=y RRMBEMENE L,

“hit, Aa—Y AT AD show 2~ ROy 7 a<w KT,

il

WL, T _XTD T A5 I show schedule infrastructure firmware {§# % £ R 5 71k
Za L TWET,

Firepower /fabric-interconnect # scope system
Firepower /system # show schedule infra-fw
Schedule:

Name

infra-fw

1

WwOBI, A ATEEZR 9 _T D AT A show schedule infrastructure firmware O ZE {0
WERRT D HEE R L TWVET,

Firepower # show schedule infra-fw detail

Schedule:

Name: infra-fw
Description: Auto created by the system for Infrastructure upgrade

il

ROPNT, ATV a—NINETXTOAL T IFTARNT I F ¥ 77 —L0 =T OFFM
a2 FoRT 5 HEEZRLTVWET,
Firepower /system # show schedule infra-fw expand detail

Schedule:
Name: infra-fw
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show schedule infra-fw .

Description: Auto created by the system for Infrastructure upgrade

One-Time Occurrence:
Name: infra-fw
Start Date: 2012-07-05T23:27:33.148
Max Duration (dd hh mm ss): None
Max Concur Tasks: Unlimited
Max Tasks: Unlimited
Min Interval (dd hh mm ss): None
Executed Tasks: 19
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. show security
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show security

NAT— FEEB X OFSM AT — X ABEO X 2 U 7 4 W EFRT HITIE, showsecurity
a~wy REFERLET,

show security [detail | fsm]

BX DA

AR E—F

detail (i) ~AT— FEEOEMIEREF T LET,
fsm status (L) AIRRRE~ Y > D AT — X AERE TR LET, datusd—

U — FIZHMHATY,

EEDa~v s FE—F

avy FERE

J1)—= EHERNAE
1.1(1) gl RGBS NE LTz,
£

wKOBNE, X2V T4 F— FOMRERZ R RT D HEEZRLTOET,

FP9300-A# show security detail

security mode:
Password Strength Check: No
Minimum Password Length: 8
Current Task:

FP9300-A#
BEav R avU kR Bl
scope security X2 UTF 0 B— RERFHBLET,
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show sel

show sel .

P—=RDLV AT LA h v (SEL) ONEEFRTHIZIE, showsd a2~ REEHALE

To

show sel server_id

BX DA

O R E—F

server_id chassis-number/server-number T, X 115 ¥ —/3D ID

ST

(771D

fTEoavy KE—F

avy FERE

J1)—=x EEAR
1.1(1) awr RPMENESNE L,
£

WOFNL, % —2 1 O —1 D SEL ONEEFRT HHEEZRLET,

FP9300-A# show sel 1/1
show sel 1/1
1 | 12/16/2015 23:09:55 | CIMC | Event Logging Disabled DDR4
P2 _H2 ECC #0x99 | Log Area Reset/Cleared | | Asserted
2 ] 12/16/2015 23:09:56 | CIMC | Processor P2_THERMTRIP N #0x
7a | Limit Not Exceeded | Asserted
3 | 12/16/2015 23:09:57 | CIMC | Processor Pl THERMTRIP N #0x
79 | Limit Not Exceeded | Asserted
4 | 12/16/2015 23:10:00 | CIMC | Platform alert LED_SYS_ACT #
Oxa4 | LED is on | Asserted
5 1 12/16/2015 23:10:00 | CIMC | Platform alert LED_SYS_ACT #
Oxa4 | LED color is green | Asserted
6 | 12/16/2015 23:10:01 | CIMC | Processor DDR4_P2 H3 TMP #0x
73 | Limit Not Exceeded | Asserted
7 1 12/16/2015 23:10:01 | CIMC | Platform alert LED_LOM FAULT
#0xa3 | LED is off | Asserted
8 | 12/16/2015 23:10:01 | CIMC | Platform alert LED LOM_ FAULT
#0xa3 | LED color is blue | Asserted
9 | 12/16/2015 23:10:03 | CIMC | Processor DDR4_P2 H2 TMP #0x
72 | Limit Not Exceeded | Asserted

--More--
<--- remaining lines removed for brevity --->
FP9300-A#
BEa<v> kR avUR &5 BA
Scope server Y= E—FERBLET,
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. show server actual-boot-order

show server actual-boot-order

P — NN RBICEE) LTz & FICEBRIZBIOS TEA SN — D7 — MEFZ2FRRT HIT
IZ. show server actual-boot-order =< > R&{HH L £,

show server actual-boot-order [server_id|uuid dynamic_uuid]

BX DA server_id ({£&) chassis-number/server-number CHEIR I N L E DT — 3D
KO T7 — MEFEZFERLET (T v 7 IDIXEHTT) |

uuid dynamic_uuid EE) A7y 7 PUH—E#dl+ (UUID) %M L THRES
NI —=NOEEDO T — MEFZFR R LET,

NNNNNNNN—NNNN—NNNN—NNNN—NNNNNNNNNNNN‘HZEQTF*EﬁgL/EETfo

avYy F;E__ P fEEiQ):'?I/ff¢E-]€
avy FERE )1)y—= EEAR
1.1(1) awr RPRBMEE L,

ERLDHA KSAy 7 74M T Z0a<r PNokh, $XTOF—ROEEDO 7 — MEFSRRENET,

1
ROFNL, TXTOF—"OEERED T — MEAFZERRT D HEEZRLTOVET,

firepower# show server actual-boot-order
Server 1/1:
Last Update: 2017-07-19T17:43:14.982
LocalStorageAny
(1) Not found. Please verify presence of device and p
resence of UEFI loader on device

Server 1/2:
Last Update: 2017-07-19T17:43:14.980
LocalStorageAny
(1) Not found. Please verify presence of device and p
resence of UEFI loader on device

firepower#

BEa<w> R avw >R SR BA

show server boot-order |4 — 7 — NMEFEEZF R LET,
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show server adapter .

show server adapter

=Dy NT—7 TETHZOEREFRT HIZI1E, showserver adapter =~ > KA L
£

show server adapter [server_id|detail | identity |inventory | status| uuid dynamic_uuid]

BX DA server_id ({£&) chassis-number/server-number CHEIR I N 5 E DI — N
DXy NT—7 THETZZONTOEREFERLET (77 ID
TR TY) . TOA T a L TIEF—U— Rdetail 2 c& £

ﬁ—o

detail (EE) HMmiESR% ) 2 MERATERRLET,

identity (£E) FIHATRER T X 72 LI IDEREFRLET, Z0F
TarTEF—U—Ruuid BX O server id #ffTx £,

inventory UEE) AV AR—NAEINTWAERY NV—I THXTHEZY AL
F9, ZOA TV 3 TIE, detail . uuid, server id DF—TU— K
EREHCEET,

status EE) A AP ENTWDLRy NT—7 T X T2 DEKRN

AT —HAERFRLET, ZOA T g Tl detail . uuid .
server_id OF —U— R&ffflcx £,

uuid dynamic_uuid UEE) ¥4 vy 7 —Ei#B 1 (UUID) ZfiH L CHRES
NIEHEOY—_OFRy N —7 THETFHIZHTAEREF R LE

-

9, NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN TERCA S LET, 2

DA T g TlEF—U— Ndetail Z2EHTExE9,

AU R E—F FEDa~v FE—F
avy FNEE 1) —2 ——
O S RAEMENE LT,

BREDHA KS1> 774N PTHE, Coa~y REgy— CRATRRT ¥ 75 %) A b LET, Zhit
inventory¥ — 7 — R THRENBIEHRE [ LT,

151
wOFNE, A VA =NV FEBLFRY NU—7 TEFEDID FREERT D TEEZRL
TWEJ,

firepower# show server adapter identity
Server 1/1:
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. show server adapter

Burned-In UUID: 84928111-2710-4e7c-b664-91bcebSb5dfbd
Dynamic UUID: 84928111-2710-4e7c-b664-91bce5b5dfbd

Adapter 1:

Product Name: Cisco Firepower 9000 series MLOM Adapter

PID: FPR-C9300-MP
VID: VO1

Vendor: Cisco Systems Inc

Serial: JAD190702J1
Revision: 0

Eth Interface:

Adapter Interface Dynamic MAC

00:15
00:15

00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15

0 Joy bW N

PR RRRRRRRRRRRRR
R
B W N O

—
(€]

Ext Interface:

Adapter Interface Mac

Adapter 2:

Product Name: Cisco Firepower 9000 series MEZZ Adapter

BO:AA:
BO:AA:
BO:AA:

77

77:
:A5:
:A5:
:A5:
:A5:
:A5:
:A5:
:A5:
:A5:
:A5:
:A5:

:AD:
:AD:

0l:
00:
2F:
1 2F:
2F:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

BA:
BA:

Address
:A5:
:A5:
77:

D6:
D6:

08
09

SavwU R |

<--- remaining lines removed for brevity --->
firepower#
BEavrk avyk Bz
scope adapter THETH T— RERBLET,
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show server assoc .

show server assoc

K —NICEAM T N — R a7 vy A )V EFERTHITIE, showserver assoc 2~ 2 K
A LET,

show server assoc [server_id|uuid dynamic_uuid]

BX O server_id (f£EE) chassis-number/server-number THiiE S ALIZFFE D H— D
HMERRLEST (T2 IDIRERRA T a0 TT)

uuid dynamic_uuid EE) A7 2 vy 7 PUH—E#@dl+ (UUID) %M L THRE S
IR ED YT —"DOIERER R LET,

NNNNNNNN—NNNN—NNNN—NNNN—NNNNNNNNNNNN‘HZEQTFJ\jjL/jz7fo

avYy F;E__ P fEEiQ):'?I/ff¢E-]€
avy FERE )1)—= EERNE
1.1(1) avy RBNEMSVE LT,

FEREDHA KSq4y 774NV T ZOaxy FEEY— O —E 2 Fu 77 A VORBEMNITEZY 2 L%
—é—o

1

WOHIE, VAT P — NZEEM T O — R a7 » A NV EFRT D HEER
RLTWET,

FP9300-A# show server assoc
Server Association Service Profile

1/1 Associated ssp-sprof-1
1/2 Associated ssp-sprof-2
FP9300-A#
MEav2 R av YR Bl
show serviceprofile  [#—b 2 717 7 1 kAR L ET,
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. show server hios

show server bhios
P — NBIOS 7 7 — AU = TIEHRAE R T AL, showserver bios=z~ > REMHEHLET,

show server bios [server_id|detail |uuid dynamic_uuid]

BX DA server_id (&) chassis-number/server-number CH5E AT FFE DT —/3D
EMERRLES (T v 7 IDEFEGRAT a0 T . ZoF
TarTIEF—U— R detall #fEHTEET,

detail (E7) BIOS OFEMIE#®A TR L4,
uuid dynamic_uuid UEE) ¥4 F 3y 7 UA—E#NF (UUID) ##iH L CiE s

NIZEEFE DY —_OEFREFR TR LET,
NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN JEEC C A LET, 2 oA

7 a rTEF—U— R detaill A TE LT,

AR RE—R fERO =~ FE— R
vy FRERE J1)y—=x EEAR
1.1(1) a<y RRBEnE L,

ERLDHA KRSy T 74NV ITHE, Z0avy RiE& ) — 0 BIOS 1F#H% ) A b LET,

1

WOENL, TXRTOHP— "D BIOS 77 — L7 =7 OEMER LR RT A FIEEZRL
TUWWET,

FP9300-A# show server bios detail
Server 1/1:
Model: FPROK-SM-24
Revision: 0
Serial:
Vendor: Cisco Systems, Inc.
Running-Vers: FXOSSM1.1.2.1.3.031420161207
Package-Vers: 2.0(1.135)
Init Sequence: 0x0a:0x0a:0x0d:0x0d:0x0b:0x0b:0x01:0x01:0x
00:0x00:0x03:0x03:0x00:0x00:0x02:0x02:0x83:0x83:0xae:0xad
Init Time: 2015-11-23T19:24:13.159

Server 1/2:

Model: FPROK-SM-24

Revision: 0

Serial:

Vendor: Cisco Systems, Inc.

Running-Vers: FXOSSM1.1.2.1.3.031420161207

Package-Vers: 2.0(1.135)

Init Sequence: 0x0a:0x0a:0x0d:0x0d:0x0b:0x0b:0x01:0x01:0x
00:0x00:0x03:0x03:0x00:0x00:0x02:0x02:0x83:0x83:0xae:0xad
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show server bios .

Init Time: 2015-11-23T18:56:23.148

FP9300-A#

BEaY

~

> >

avwU kR

BLl]

show server version

BIEOH— R Y T NI 2T ONRN—U g v b AT —F AEREFERL

£7,
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. show server boot-order

show server hoot-order
P— DT — MNEFZF T A1, show server boot-order =~ > RZfHH L £,

show server boot-order [server_id|detail |uuid dynamic_uuid]

BX DN server_id ({I:E) chassis-number/server-number CTZ L X1 5 FFE D H— 3D
7—MEFERRLET (T v 7 IDIFESDRF T a0 TF)
DX arTEF—U— RNdetal 2T ET,

detail (EE) 7 — MEFOFEMIEHEFRLET,
uuid dynamic_uuid (ER) A4 7y 77— E#Hl+ (UUID) Zfif L CTHeE s

N EDOY— 07— MNEFZF R LET,
NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN JEEC C A LET, 2 oA

7Y a rTEF—U— Fdetall i TE £,

AR RE—R fERO=av K E—F
avy FERE J1)y—=x EEAR
1.1(1) awr RPMEMNESNE L,

FEREEDHA KSq4y 774NV ETIE ZOav s Nk, $XTOF =07 — MEFRERRINET,

151
WOBNL, T_XTOY—_OT — MEFEERRT D FHEEZRLTWET,

FP9300-A# show server boot-order

Boot Definition:
Full Name: sys/chassis-1/blade-1/boot-policy
Reboot on Update: No
Boot Mode: Uefi

Boot Storage:
Order: 1

Local Storage:
Name: local-storage

Boot Any Local Device:
Order: 1
Type: Local Any

Full Name: sys/chassis-1/blade-2/boot-policy
Reboot on Update: No
Boot Mode: Uefi

Boot Storage:
Order: 1
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show server boot-order .

Local Storage:
Name: local-storage

Boot Any Local Device:
Order: 1
Type: Local Any

<--- remaining lines removed for brevity --->
FP9300-A#
MEav2 R av YR BLl]
show server EEREOV— DT — MEFEF R LET,
actual-boot-or der
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. show server cpu

show server cpu
B —/ R CPU DOIE# &2 FR4 5121, show server cpu =~ > R&EMHAL £,

show server cpu [server_id|detail |uuid dynamic_uuid]

BX DN server_id ({I:E) chassis-number/server-number CTZ L X1 5 FFE D H— 3D
CPUEHAE R LET (T v/ IDIEEN AT arTY) . &
DA T a rTEF—U— N detail ZfEHTEET,

detail (f£E) CPU OEMlE®RA U A MERTERLE T,
uuid dynamic_uuid ER) ¥4Iy 77— E#B+ (UUID) #fiH L THES

NI E DY —/3D CPU A For L £,
NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN JEEC C A LET, 2 oA

7Y a rTEF—U— Fdetall i TE £,

AR RE—R fERO=av K E—F
avy FERE J1)y—=x EEAR
1.1(1) awr RPMEMNESNE L,

EELEOHARKSAY T 74V T, Z0avr RIZED, TXTOH =10 CPUHEBRBPERENET,

1

wOFNE, % — 1ROV —1 O CPUICHTAIEREF -T2 HEEZRLTWVE
j—o

FP9300-A# show server cpu 1/1

Server 1/1:
ID Presence Architecture Socket Cores
Speed (GHz)

1 Equipped Xeon CPU1 12
2.200000

2 Equipped Xeon CPU2 12
2.200000

FP9300-A#

BEEav R av U R SR BA

show server inventory DTN AN VA =L ENTWAE Y —NZET A B AE TR
L/i—a—o
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show server decommissioned .

show server decommissioned

Bk sz — 0V 2 hEFR/RTHI21E, show server decommissioned =~ > K % i
LET,

show server decommissioned

B DEREA

avU R E—F

Coaxy FIIBIEELETF—Y—FEdH Y £ A,

fTEoavy RKE—F

av Yy FERE )1)—= EERNE
L1(1) avy RBNEBMESVE LT,
i
WOFNE, B IESnY— DU X NERRTDHHEEZRLTHET,
FP9300-A# show server decommissioned
Vendor Model Serial (SN) Server
Cisco Systems Inc R210-2121605W QCI1442AHFX 2
FP9300-A #
BMEa~v R av vk iER

show server inventory ZDTINA RZA VA = EINTWND—NZET AW & £oR
L\i—g_qo
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. show server environment

show server environment

SavwU R |

BAEDY — D AT — & AERE FxT 5HIT1%, showserver environment =~ > RZ&2ff L £

T

show server environment [server_id|adapter | board | cpu | detail | expand | memory | uuid

dynamic_uuid]

BX DA server_id (f£&) chassis-number/server-number CHg /& S N7 E D P — /3D

AT =2 AEREFRRLET (T v 7 IDIFENRA T 5T
ﬁ—) o

adapter EB) V—NDOART—ZRALET XTI EDAT—5 AR E KR
L %7, board, cpu. detail, memory D¥—U— KL TE £
D

board EE) —DAT—H AL EKE~vP—R— RFDORAT—X AR %
#For L%, adapter. cpu. detail, memory ®¥—7U — K& fif
TEET,

cpu EE) —r"DRATF—H A wHPF—F— R, £CPUD AT —
H ANEHEFR R L ET, adapter, board, detail, memory ¢ % —
U—FRFbEHATEET,

detail UER) AT —# AOFMERE U A MERTERLET,

expand EE) 74 7%, v¥—FR—F, A%€Y 7L 4, DIMM, CPU
fHp L, A2 —2 A0HiREREF R LET, detaill F—U—F
HEHTEET,

memory EE) =, vF—KR—FK, AEY 7L A, DIMM DAT —

H AEWAZ Y A N LEJ, adapter, board, cpu. detail DF— 7 —
FHEHTE £,

uuid dynamic_uuid

EE) A7 vy 7 PUH—E#hl+ (UUID) &M L THRES
NWIERFEDY —N"DAT —Z AFMEFRLET,

NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN T2 C AT L E 9,

avY R E—FK FEDa<vy N E—L

avr e 1)) —=x

1.1(1)

avy FRBMMESNE L,

FEREDHA KS4y 774V ETIE Zoa~vy NES—OERNREREE®RE ) A M LET,
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il

show server environment .

WOWNL, T_XTOYP—RITA VA =L ENT-X Y NT—27 T EFZOZEME A
T—H ANEREFRT D HEERLTOHWET,

FP9300-A# show server environment adapter detail

Server 1/1:

Overall Status: Ok
Operability: Operable
Oper Power: On

Adapter 1:
Threshold Status: N/A
Overall Status: Operable
Operability: Operable
Power State: On
Thermal Status: N/A
Voltage Status: N/A

Adapter 2:
Threshold Status: N/A
Overall Status: Operable
Operability: Operable
Power State: On
Thermal Status: N/A
Voltage Status: N/A

Server 1/2:

Overall Status: Ok
Operability: Operable
Oper Power: On

Adapter 1:
Threshold Status: N/A
Overall Status: Operable
Operability: Operable

<--- remaining lines removed for brevity --->
FP9300-A#
EEavrk avUFR B2l
show system ZOTNAA RATHRESNTND VAT AT L ERER T LE
R
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. show server firmware

show server firmware

PN T 7 — AT =T DNV g b AT —H AEREFRT 521, show server firmware

o< REFEHRALET,

SavwU R |

show server firmware [server_id|adapter | bios| boardcontroller | cimc| detail | fxos| storage| uuid

dynamic_uuid]
BX DA server_id (f£E) chassis-number/server-number CH5/E A/ FFE DT —/3D

77— AU =T BIORT =2 AEREF R LET (T v 7 DI
Whiet 7> a0 TF)

adapter UEE) V= RORTF—FALRT X TEDT 7 —L T =T N—
VarBROAT—HAERER R LET, F—U— Ndetail HE
HAT&xEd,

bios (TLE) »—"OBIOS 77— AT x T DNA— g L b AT —H A

ATV R E—F

ZFRLET, F—U— Fdeaill bEHTE £7,

boardcontroller

UEE) oy he—F0ONN—Vg U AT —H AR R RFLE
4. F—U— Fdetail HFFHTX F7,

cimc

({E:E) Cisco Integrated Management Controller D/3—37 3 15 LY
AT —H AEFRRLET, ¥—7Y— Rdetail bFEHTXET,

detail

UEE) 77 —hy =7 B LORT— % XOFHIERE Y 2 Mt
TRELET

fxos

EE) AV A=A ERTVWEEF2VT 4 —EX Tuatky
H (SSP) ODARL—F 4 VAT AT A=V a B I
AT —Z AFEREERLET, ¥—TU— Rdetail b T&F4,

storage

EE) m—ANVT A AZBLIVORAID 2 br—F D=V g
BLOATF— 2 2 EREFRLET, ¥—U— Rdetail HEH T
7

uuid dynamic_uuid

ER) #4072 v 7H—E#hl+ (UUID) 26 L THRES
NIEREDY —"DT7 7= LU =27 BLUORT =4 AFHREZFTRL

F 97, NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN JEZRGCATT L E9,

FEDa< K E—F

av Y RERE

)1)—2R

EERE

1.1(1)

o<y RRBEMEE L,
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EREDAARZA

RAID Controller 1:

Running-Vers: 24.5.0-0021

Package-Vers:
Activate-Status: Ready

Server 1/2:

RAID Controller 1:

Running-Vers: 24.5.0-0021

Package-Vers:
Activate-Status: Ready

Local Disk 1:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

Local Disk 2:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

Local Disk 1:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

Local Disk 2:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

show server firmware .

FIZFNNTIE., ZOavy I —_"OERNL 77— 272 THEREV X NLUET,

WOHNL, TRTCOYP— O —Ha )T 4 A7 BLORAID 2> Fhr—F 2845
T LUz T BLOARAT—Z AEREETRTDHHIEEZRLTHET,

FP9300-A# show server firmware storage
Server 1/1:

FP9300-A#
BEEav R avw >R SR BA

scope firmware

Tr—hUxT = RERMLET,
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. show server identity

show server identity

Y=\ THETH A F—=T x4 AD D IFHREF T D121, show server identity =2~ >
REFERALET,

show server identity [server_id|uuid dynamic_uuid]

BX O server_id (f£EE) chassis-number/server-number & 57 S AL/ FFE DY — D
HWEFRLEST (T2 IDIRERRA T a0 TT)

uuid dynamic_uuid ER) 47 y 77— E#dl+ (UUID) Zfif L CTHE s
NTRFE DI — N OFHIEREF R LET,

NNNNNNNN—NNNN—NNNN—NNNN—NNNNNNNNNNNN‘HZEQTFJ\jjL/jzjro

avYy F‘qE__ P {fj§i0)31*7’>/f: £ — F
avy FERE )1)y—= EEAR
1.1(1) awr RPRBMEE L,

BRLDHA RSAY T 74N RTE, ZOa~vy RIS —"O#BIEHEZ ) 2 hLET,

151
WOENL, % — 1 HNOF—R2DID FEREEFRTAFHFEEZRLTWET,

FP9300-A# show server identity 1/2

Server 1/2:
Burned-In UUID: b3fd46lc-blc7-437b-ab08-c5cb28a84132
Dynamic UUID: b3fd46lc-blc7-437b-ab08-c5cb28a84132

Eth Interface:

Adapter Interface Dynamic MAC Address
00:15:A5:01:02:00
00:15:A5:00:00:7D
BO:AA:77:2F:F0:CD
BO:AA:77:2F:F0:ED
BO:AA:77:2F:F0:DD
00:15:A5:00:00:9D
00:15:A5:00:00:BE
00:15:A5:00:00:FE
00:15:A5:00:00:8D
00:15:A5:00:00:5D
00:15:A5:00:00:6D
00:15:A5:00:00:CE
00:15:A5:00:00:DE
00:15:A5:00:01:1E
00:15:A5:00:00:1E
BO:AA:77:2F:FO0:FD
BO:AA:77:2F:F0:CE

O Joy U W

NN FRFRRRRRRRRRRRRR
N N N =
=0 W N O o

N
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NN NN NDDNDDNDDDDNDNDDNDNDNDDN

Ext Interface:

W ~J oy U W

10
11
12
13

Adapter Interface

FP9300-A#

BO:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

15
15
15
15
15
15
15
15
15
15

277
:Ab:
:Ab:
:Ab:
:Ab:
:Ab:
:Ab:
:Ab:
:Ab:
:Ab:
:Ab:

277
277
277
277

:2F:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

:21:
:21:
:21:
:21:

FO

00
00
00
00
00
00
00
00

19:
19:
:42
:43

19
19

:EE
0l:
00:
:3E
:EE
:4D
:AE
:2E
:5E
t4E
:7E

OE
OE

1E
1F

show server identity .

BEEavT R avw Uk

BLl]

SCope server

=" ET—FZRMBLET,
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. show server inventory

show server inventory

SavUk |

ZDT A RNIA VA P =L STV DT — DR AR RT HI12I1E, show server inventory

o< REFEHRALET,

show server inventory

[id| server_id | adapter | bios|board | cpu | detail | expand | memory | mgmt | storage| uuid

dynamic_uuid]
RBX DA id (L&) fRESNEY—OfF#RER R LET, IDITIX 155 255

ECOBMEEFRET HDHERH Y T,

server_id (&) chassis-number/server-number CF& € S L7 4FE DV — 3D
AR N FREFRRLET,

adapter EE) V=R EET X T HOERELRRLET, ZOF—
U — R TIX. bios, board. cpu, detail, memory. mgmt, storage
DHEF—TU— RN TEET,

bios (&) — DR L BIOS DIEREZR R LET, ZOF—T—
R ClX, adapter, board. cpu, detail. memory, mgmt, storage®
KX —U—RFbEHTEET,

board (fEE) =R E~vF—AR—FOFHREZERLET, 20
% —TU— RTX, adapter. bios, cpu, detail, memory, mgmt,
storage D% F—U — R LA TX £4,

cpu (ER) —DffHE CPUDHEREZRRLET, ZOF—U—
R Ti%, adapter. bios, board, detail, memory, mgmt, storage
DEF—TU— RN TEET,

detail LB BV — DA X b Y ORIl E R LET,

expand (EE) #Y— "D RAT L2OMRERERFLET, ¥—U—F
detail HEEHTE £,

memory (ER) Y= OF# & DIMM OFE#RAZFRLES, ZOF—TU—
K-CiX. adapter. bios, board, cpu. detail. mgmt, storage D%
F—U—FHEHTEET,

mgmt ER) —\EEEREERRLET, ZOF—U—FTIL,
adapter, bios, board, cpu. detail, memory, storage D#%F—7 —
FHEHTE £,

storage (EE) V—OFERB LT 4 A7 L RAID OIf#REFR S LE

T, ZOF—U— R TiL, adapter. bios, board, cpu. detail,
memory, mgmt D& ¥ —U— REEHTE £,
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AR E—F

show server inventory .

uuid dynamic_uuid =R #4772y 77— E#h+ (UUID) 26 L THRES
NWIZREDY =D T7 7 =L =27 BLOAT —Z AFWREZFRL

F 9, NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN FERC T AT L E9,

EEDa~v FE—F

avy FERE

FREDHA KS14 Y

)1)—=x EERNE
1.1(1) a~wYy RRBMEhE L,

T4V T, ZOav s REEP—OA o 2 P UERE U X R LET,

il
WOBNL, A X2 b OEARIGREFRT D HEZRLTOET,

FP9300-A# show server inventory
Server Equipped PID Equipped VID Equipped Serial (SN) Slot S

tatus Ackd Memory (MB) Ackd Cores

1/1 FPRO9K-SM-24 V01 FLM1949C6J5 Equipp
ed 262144 24

1/2 FPROK-SM-24 V01 FLM1949C6J1 Equipp
ed 262144 24

1/3 Empty
FP9300-A#

BEav R av >k 5B

show server environment | S 4 DY — 300 25— & Z[EREFom LET,
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. show server memory

show server memory

ZDTNARIA VA=A ENTWBES—ROT 2TV AT, AEY TV 2—/b
(DIMM) (2B D15 A2 £ HI21%, show server memory =2~ > K& L £,

show server memory [server_id|detail |uuid dynamic_uuid]

BX O server_id (f£EE) chassis-number/server-number THiE S ALIZFFE D H— D
AEVERZFRLET (T v 7 IDRESRAT Va0 TY)

detail (fER) £ —"OAT) OFMEREFTLET,
uuid dynamic_uuid (EE) A7y 7 E#T (UUID) M L THRES

NIRFEDY =D AE VEREFRLET,

NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN FE2C C AT L E 9,

avy R E—F HFEDa<v KRE—F
av > FERE J1)—x FEAE
L1 aw v RASEIENE LT,

BERLDHA RSA>Y T7H4NLRITIE, Z0avy REFEH—_"oXE ) fFE#REY 2 N LET,

51
WOHNL, AEVOFEMERE X RT D HEEZRLTWET,

FP9300-A# show server memory detail
Server 1/1:
Array 1:

CPU ID: 1
Current Capacity (MB): 262144
Error Correction: Undisc
Max Capacity (MB): 1572864
Max Devices: 24
Populated: 16

DIMMS:

ID 1:
Location: Al
Presence: Equipped
Overall Status: Operable
Visibility: Yes
Vendor: 0xADOO
Vendor Part Number: HMA42GR7MFR4N-TF
Vendor Serial (SN): 244BCOAG6
HW Revision: O
Form Factor: DIMM
Type: Undisc
Capacity (MB): 16384
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Clock: 2133
Latency: 0.500000
Width: 64

ID 2:
Location: A2
Presence: Equipped
Overall Status: Operable
Visibility: Yes
Vendor: 0xADOO

Vendor Part Number: HMA42GR7MFR4N-TF

Vendor Serial (SN): 245C4A07
HW Revision: O

Form Factor: DIMM

Type: Undisc

Capacity (MB): 16384

Clock: 2133

Latency: 0.500000

Width: 64

ID 3:
Location: A3
Presence: Missing
Overall Status: Removed
Visibility: No
Vendor:
Vendor Part Number:
Vendor Serial (SN):
HW Revision: O
Form Factor: Undisc
Type: Undisc
Capacity (MB): Unknown
Clock: Unknown
Latency: Unknown
Width: Unknown

show server memory .

<--- remaining lines removed for brevity --->
FP9300-A#
BEa<v> kR avUR B

show server identity PR, THETE BLOA L H—T x4 2D D IF#EFRRLE

D
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. show server status

show server status

SavwU R |

P RD AT —HF AERAEFRTT HI21E, show server status =~ > R&EfEH L £,

show server status [id|server_id|detail |uuid dynamic_uuid]

X DA id

L) eI —"DfF#REFR T LET, IDITIZ1 15 255
FCOMEEIRETHLEND Y 17,

server_id

({£&) chassis-number/server-number & 5§ SN E DT — 3D
AT —H AFRERRLET,

detail

(EE) BV —"DAT =2 ZO5EMiEHREFR T LET,

uuid dynamic_uuid

EE) #4Fy 7 —Ei#B+ (UUID) ML CTHES
NIEEEDOY—RDAT—Z AEREPFRLUET,

NNNNNNNN—NNNN—NNNN—NNNN—NNNNNNNNNNNN‘HZEQTFJ\jjL/jzjro

aAvU R E—F

TEDa<vy NE—FK

avy FEE )=

LENE

1.1(1)

o=y RPMBEMEnE L,

EREDAARSA

1

FI7 VR TlE, Oy FIETR_RCOV—ROAT—X ZFEREZ ) A M LET,

wOFNL, ¥ —2 T L —FRIDEFEH L TEHEDY — O T—F ZEREFRT

LI EER L TWET,

FP9300-A# show server status 1/1

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty
FP9300-A#

EEav2 R avUFR Bl

show server inventory

ZDOTNA AL VA RS TO D — BT D IEHE R
LET,
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show server storage .

show server storage
P—RDF 4 A7 L RAID DIE# & £ 5I21%, showserver storage 2~ > F&HHA L 9,

show server storage [server_id|detail |uuid dynamic_uuid]

BX DN server_id (fI-&) chassis-number/server-number & f57E S AL FEE DY — /3D
AR =UlEHERR LET (T v 7 ID YA T g T
—é—) o
detail (B &% — DA N — YOG E R LET,
uuid dynamic_uuid (fEE) #AFyZ7IH—E#N+ (UUID) ZfiH L CTHES

NIEFFEDY—NDA P —UHREFRRLET,

NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN T2 C A L E 9,

avy R E—F HFEDa<v KRE—FR
av > FERE J1)—x FEAE
L1 aw v RAEIENE LT,

FEREDHA KS4Y 774N EFTIE ZOa~vy RE&Eh— DR FL—IFREY A R LET,

1
WOBNL, A b=V DERFREZRRTOHELRLTOET,

firepower# show server storage
Server 1/1:
RAID Controller 1:

Type: SAS
Vendor: Cisco Systems Inc
Model: UCSB-MRAID12G
Serial: LSV194501YW
HW Revision: CO
PCI Addr: 01:00.0
Raid Support: RAIDO, RAID1
OOB Interface Supported: Yes
Rebuild Rate: 30
Controller Status: Optimal

Local Disk 1:
Vendor: SAMSUNG
Model: MZIES800HMHP/003
Serial: SIN2NYAG800062
HW Rev: O
Operability: Operable
Presence: Equipped
Size (MB): 761985
Drive State: Online
Power State: Active
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. show server storage

Link Speed: 12 Gbps
Device Type: SSD

Local Disk 2:
Vendor: SAMSUNG
Model: MZIES800HMHP/003
Serial: SIN2NYAG800100

HW Rev: 0
<--- remaining lines removed for brevity --->
firepower#
MEav> kR av YR Bl

show server inventory ZDTFNRA ANZA VA =L EN TSP — BT A IR A For
L‘i‘g‘@
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show server version

show server version .

BWIEDY—R I T Ry =T D=V g b AT —HF AEREFRT DHITIE. showserver version

a<wr REFEHRALET,

show server version [server_id|adapter | bios| boardcontroller | cimc| detail | fxos| storage| uuid

dynamic_uuid]
EX D server_id (f£&) chassis-number/server-number £721%7 v 7 ID THE I -
FEEDY— DT 77— ALy =T E AT — X AEREFRLET,
adapter (ERE) F—RDRATF—BALZT T EDT 7 —LT =7 /8—
VarBLOAT—FAEREF R LET, ¥—TU— Ndetail Hff
AcT&Exd,
bios (L) —_"DBIOS 77 —AL T =T D/NA—T g L L AT —H A

ZFRLET, F—U— Fdeaill bEHTE £7,

boardcontroller

UEE) oy v —F0ON =g U AT —H AE R RFLE
4, ¥ —U— RNdetail HFFHTX F7,

cimc

({L&) Cisco Integrated Management Controller D /N—37 = B LY
AT =B AEFRLET, ¥—U— Fdetall HEATEET,

detail

ER) 77— =TBLOAT—X ZAO5EMfEHRE U A FERX
THERRLET,

fxos

(EEB) A VA b= ENTWHEXFa VT4 =R Tty
H# (SSP) OARL—F 4 V7V ATFACET A=V a rBLIO
AT —HAEREFERLET, F—V— Ndetail bFEHTExE7,

storage

(EE) R—INANT A AIZBLORAID 2 hr—F D=V 3
BLOATF—Z 2 EREFFLET, ¥—7U— Fdetail HFHATX
£

uuid dynamic_uuid

EE) XA vy 7H—E#N+ (UUID) #={#FEHL THRES
NEREDOY—RNOT7 7 — A7 2T BIOAT — X AEREF R L
F 9, NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN JEECCA ST LET,

avY R E—F FEDa~v FE—FK

avy FEE 1)1)—=

EERE

1.1(1)

avy FRBIMENE L

FEREDOHA KSA4y 774NV ETIE ZOa~vy FEKh—"OERNRY 7 MU =7 fF®E Y A M LET,
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show server version

il

WOBENL, T_XTOV— RO —h VT L A7 BIORAID 2> e —F 235 Y
TR 2T N—a v BLORRAT— X REREETRTAHFEERLTOET,

FP9300-A# show server version storage
Server 1/1:
RAID Controller 1:
Running-Vers: 24.5.0-0021
Package-Vers:
Activate-Status: Ready

Server 1/2:

RAID Controller 1:
Running-Vers: 24.5.0-0021
Package-Vers:
Activate-Status: Ready

Local Disk 1:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

Local Disk 2:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

Local Disk 1:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

Local Disk 2:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

FPO9300-A#
Favwo R avw > R SR BA

show server firmware PR T 7 — AT 2T DOR—Va v BIORRTFT— X 25T LE
7
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show service-profile .

show service-profile
P—E R a7y A NEREFRT HITIE, show service-profile =~ > K& A L £,

show service-profile {assoc| circuit | connectivity | identity | inventory | path | status}

EX DA assoc P—RBLOE T —E R Tu 77 A VOBEMTE#RERRLE
T, WOF T gy F—U—RFREFEHTEET,

edetail : £ —E R Fu 7 7 A VORISR A TR
L\ij—o

corg name : fiE SNTCHBO YV —E R T 0 7 7 A L ORER T
HzRRLET,

eserver {id|server_id} : fRE SN — OV —E 2T 0T 5
A NVOBE T FHREFR L ET,

« uuid {derived | dynamic_uuid} : 57 4172 UUID D — 27
077 A VOBEMITERERRLET,

circuit P—ER2A T ANDFRy N — I EFEEREF R LET, kD
7T vary F—U— Rl c&EES,

edetail : —ER T 7 7 A NVOFEMR TR Y b U — 7 ARG H
EFRTFLET,

ename name: fEESNT-Y—ER Fu 77 A LDFxy hU—
7 e EREFR R LET,

- org org_name : f§7E SO —E 2 71 7 7 A L D[Rl
HwzFRLET,

eserver {id|server_id} : fRE SN — O —E R TR T 7
A NDEFEREZF R LET, idiT1~255DMETd, server_id
Ty Y —v BB/ L— REBETHRESNET,

« uuid {derived | dynamic_uuid} : 57 4172 UUID O —E 27
v 77 A LD EREERRLUET,

NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN ﬂ%ft T]\jj L i TO
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SavwU R |

identity Yt 2T T 7 A AID (UUID F—L (s HRLET. —h
B OLEOF— U — FIEFIA AT,

sname name: FEEINTZV—E A v 77 A LD ID[FH%EF
RLUFET,

«org org_name: fiE SNIZMAKD I —E AT H T 7 A LD ID
HwERRLET,

eserver {id|server_id} : fRE SN — DY —E 2T r 7 5
ANDIDEREF R LET, idid1~255DfE T, server_id
Tvx—vFF/ 7 L— RESTHRESNET,

s uuid {derived |dynamic_uuid} : 8 4172 UUID OH—E X7
B77ALOIDFEHRERFLET,

NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN ﬂ%iﬁ:f?\jj L i —’9)«0
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show service-profile .

inventory AT ED G THNIY =8 BT AT — 2 AEH e EE L

T\

WEOYV—ERATa 77 AN A XM EERLET, KD

FTvar F—U—REHFEHTEET,
cadapter : h—E X IR T 7 A VICHEHEMITONTHWDLT X

ZOlFmERRLET,

ebios: —t 2 Fu 77 A VICEEMST SR TWA Y —F &

O'BIOS OfF#HERRLET,

board : y—E R 77 7 A MZBHEMNT DTN D P — 35
LU~ Y —R—FoEHRE2R I LET,

ecpu: P—ERX T 7y A MCEEMT B TWE T — B L

N CPU DIEHREFR R LET,

edetail : —E X Fr T A NDA RN N OFMERER

~LET,

expand : F—ERX Ta T 7 A NDA RN O RITERE
FRLET,

ememory : —ER 77 7 A UZEES T BTV D PN

BLODIMM OfF#HEFRRLET,

emgmt : R T T 7 A BT 5T B — S

EFMEFRTLET,

name name: fEESNZYV—ERA T 77 A LDA X |k
Ui EFRR L ET,

org org name : {5 SN O—E AT T s A DA
Ny b UEREFRRLET,

eserver {id|server_id} : fRE SN — "D —E 2T T 7

ANDA X b UEREFRRLET, idid 1~ 255 DET
o server_id Xy v — I FER/T L— RESTHRESNLET,

estorage : h—E R 1T 7 A JWZEEAT BTV S —o8

a—h/LF 4 A7, RAID DIFREZFERLET,

« uuid {derived | dynamic_uuid} : $57E 4172 UUID DH—E 27

Q77 ANDA LRy N EREERLET,

NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN ﬂ%iﬁ: T]\jj L 32 To
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SavwU R |

path P 4 A TRR— MERRE, Y—ERA T 77 A NLDRy T —
IRAEREFRRLET, ROA T a2 —U—REHFHTEE
7,
sdetail : —E R a7 7 A NADOFEMT R Y N T — T SR EHR
FHERFLET,

*name name: fEESN-Y—E R a7 7 A )LD AERE
FoRLET,

- org org_name : i SALTZAHRE DR v N U — 7 AR A RN
L\ij—o

eserver {id|server_id} : fRES N — DY —ERxT a7 5
ANDRXy NT =T N AERER R LET, idid 1 ~255DfE
TY, server idiZy vy —v&F /T L— RESTHRESNET,

« uuid {derived | dynamic_uuid} : {53 UUID CTHE S iz ¥ —
AT T7 7 ANDRy NI =7 RAEREFRLET,
NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN ﬂ:git /C‘\]\jj L/ i ‘a‘o
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show service-profile .

status BWERAT —Z A, BB Tonz— N BIOEEMTAT—%
AERE L I — RO T 7 A NDAT—F A kKR LET,
WDOFF gy X—U—REHTEE7T,

edetail : —ERZX a7 7 A ILDAT— X ZADFEMIEREFT

LET,

cexpand : —ER T T 7 A )LDAT—H ADMEIERE K
RLET,

ename name: fEE SN —ER Fa 77 A LDAT —HF A
fHHERTLET,

sorg org_name: fiE SO —E AT 0 7 7 A )LD A
T AERERTILET,

cpower : Y—ERX T BT 7 A NDY—="OERLL VAT —H
ADHRMEH A FZR L ET,

eserver {id|server_id} : fRE SN — DY —E 2T r 7 5
ANDAT—H AFEREFR R LET, idid1~255DETT,
server_id (3 v — v FH/7 L— REETHRESINET,
sthermal : —E A 707 7 A LDP—N 2T —H A JHE,
BotFleRr L ET,

« uuid {derived | dynamic_uuid} : £ UUID THEE SN -H—

ERA 777 A NVDAT—H AEREFRLET,
NNNNNNNN-NNNN-NNNN-NNNN-NNNNNNNNNNNN JERG T AT L E 9,

svoltage : F—ERX TRT 7 A DYP—NORAT—H A
B, BLOBEOHHREFFLET,

ATV KR E—F FEDa~v K E—F
av Y FEE 1) —= EERNE
1.1(1) awr RPBEMEiE L,

ERELOHA KSAY 774V T, Zoavy REEP—ERX 777y A LofF@E ) A M LET,

1

KOBNL, FEDF—EAT T 7 A NDA X2 NIIEREFRRT D5 EEZRLT
b\iﬁ‘o

FP9300-A# show service-profile inventory name ssp-sprof-1

Service Profile Name Type Server Assignment Association
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. show service-profile

ssp-sprof-1 Instance 1/1 Assigned Associated

FP9300-A#

SavwU R |

WOFNE, P—ERA T T 7 A NVDEINAT—X ADEREFRT 5 HEEZRLTH

£7,

FP9300-A# show service-profile status power
Service Profile Name: ssp-sprof-1
Type: Instance
Server: 1/1
Description: ssp service profile
Assignment: Assigned
Association: Associated
Power State: On
Op State: Ok
Oper Qualifier: N/A
Conf State: Applied
Config Qual (Deprecated): N/A
Server Config Issues: N/A
Network Config Issues: N/A
Storage Config Issues: N/A
vNIC Config Issues: N/A
iSCSI Config Issues: N/A
Current Task:
Server 1/1:
Overall Status: Ok
Operability: Operable
Oper Power: On

Motherboard:
Threshold Status: OK
Overall Status: N/A
Operability: N/A
Oper Power: On
Power State: Ok
Thermal Status: OK
Voltage Status: OK
CMOS Battery Voltage Status: Ok
Mother Board Power Usage Status: Ok

Motherboard Temperature Statistics:
Motherboard Front Temperature (C): 42.000000
Motherboard Rear Temperature (C): 57.000000

<--- remaining lines removed for brevity --->
FP9300-A#
EEgEav2 Kk avUFR BLL]
scope service-profile H—ER FurTr AL E— FEBEBELET,
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show shell-session-limits .

show shell-session-limits

VAT ATHERARER Y 2y a DY A N EERTHIZ1E, show shell-session-limits =
~  REHFEALET,

show shell-session-limits [ detail ]

BX DA

aAvU R E—F

detail vty a CORIRICET A5EMIERE R R LET,

scope system/scope services

avy FERE

FEREDHA K42

Jiy—=x EEARE
2.3.1 o=y RPBEMENnE L,

ZHUE, Aa—T VAT L RAa—TFH—EAD show A~ ROV T a~v L FTT,

1

WOHNE, VAT Ly =zt y v a rORIRICET L EREFZRT D HEEZRL TN
F9,

Firepower /fabric-interconnect # scope system
Firepower /system #scope services
Firepower /system/services # show shell-session-limits
Shell Sessions:

Maximum logins for single user Maximum Sessions

il

ROBNL, T_XTOY =ty v a AT LHEMIERE RIS D HEZRLTOE
RS

Firepower /system/services # show shell-session-limits detail
Shell Sessions:

Maximum logins for single user: 32

Maximum Sessions: 32
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. show (slot)

show (slot)
WIED SSP IE A FRTHICIE, Ary h T—FTshow 2~ FEFEHLEI,

show [app-instance| detail | event | expand | fault | fsm | heartbeat | heartbeat-config | monitor ]

ST ERBA app-instance ER) EVa—NT TV r—yar 4 AX AT H1E#H
EFRRALET, ROAT > a U HRIHATRETT,

« app-name : FEE SN A VAY U ADIERO B EFR LET,
edetail : 7V r—ay A VAR ADFEMIEREZERLE
T, ZOF T v arTlidexpand F—TU— K& TEET,
eexpand : 7SV =T a v A VAZ U ADRRIEHAE R R L
F9, ZOAF T v arTliddetall ¥—U— R&fi T £,
cfsm: 77XV r—ar A VAR AOARREE~ Y U EHR A
FRLET,

detail EE) EVa—NTFVr—ar A AE 2 ADFMIGER %
FRLET, ZOF TV arTliexpand ¥—V— R&2iH T &
R

event EE) 77V r—va oAy MEHFERE £ R LET, ddalil
BlWexpand ¥ —U— RNiZZ A7y a o HEATE £,

expand EE) EVa— VT TV r—vay L AZ L ADMRERE
FRLET, ZOF T arTlidetail ¥—V— FE2FEHTEE
7

fault ({LE) SSPCHAL-EEICEHT AEmAR T LET, ZOF—
T — RZROF 7T a b fEHATX T,

e fault_ID : fEE SN EEOHEHREEZ TR L ET,
ecause : FEESNIZFHNZ A T OB RO B Z TR LET,
o detail : FEMZREEFREFZ R LET,

cseverity : FEESNTVE T T 4 (ERE) LV OEHRO A
BERANLET,

« suppressed : #ifll S -fEEA Y A B LET, cause, detail,
BXOsverity ¥—UV— RKiZoo4+7va rcEHATEET,

fsm task ({F:&) SSP ® FSM # 2 7 {§fAF R LET, ZOAF S 3T
% detail F¥—VU— K& T £,
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show (slot) .

heartbeat

(EE) BBRICZE LI N— = FOFEREF R LET, detalil
BlWexpand F—U— RNiZZ A7y a o HEATE £,

heartbeat-config

(fE3) SSP OBAEDN— b MREIBT DA 2R L E
7, detail BE Wexpand ¥ — TV — RZZ DA 7T 3 U CEHTE %
j‘o

monitor (EE) SSPOE=XV » 7HE#HE=FR R LET, deail 3L Uexpand
F—U—RNIZDOF T arTHATE T,
av R E—F scope ssa/scope slot
av Yy FERE )1y—= EERNE
1.1(1) awr RPBEMEE L,

EELEOHA RSAY 774V T, Zoavy RE— RN EY 2 —VOREFHRERRLET,

1

WOBNL, —MAYe A r Yy MERZRRTLOHEELRLTOVET,

firepower# scope ssa

firepower /ssa # scope slot 2
firepower /ssa/slot # show

Slot:
Slot ID Log Level Admin State Oper State
2 Info Ok Online
firepower /ssa/slot #
MEav2 kR avUFR B2l
scope slot BEDAT Yy hOFY a— LR EE— REBBLET,
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. show slot

show slot

SavwU R |

VAT AT R RE 7 A BLIRRE OB EIRBE S F oA v b DU R M EFIRT BT,
o< REFERALET,

show [ detail | expand ]

showslot

EX DA detail PR Ay MEHRAERRLET,

expand (EE) Auy FoOJRERRERRLET,
:I?‘/ F‘;E_ F‘ SCOpC ssa
avy FERE J1y—=x TEAR

2.3.1 o=y RPMEBEMENE L,

FEREDHA K42

ZHiE, ssaE— KD show a2~ KoY 7Ta<w RTT,

1
ROBNL, AT LHOTXTORAT Y bOFREF T HTEEZRLTVET,

Firepower / fabric-interconnect # scope ssa
Firepower /ssa # show slot

Slot ID Log Level Admin State Oper State

This example shows detailed information for all available slots.

Firepower /ssa # show slot detail
Slot ID: 1
Log Level: Info
Admin State: Ok
Oper State: Online
Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:

1
WOBNL, FEHFTRERT X TDOAn v hOFFAMERZ Z T 5 k2R L TWET,

Firepower /ssa #show slot detail expand
Slot:
Slot ID: 1
Log Level: Info
Admin State: Ok
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show slot .

Oper State: Online
Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:

Heartbeat:
Last Received Time: 2012-07-04T22:43:13.030
Heartbeat Interval: 5
Max Number of Missed heartbeats Permitted: 3

Monitor:
0OS Version: 82.14(0.481)
CPU Total Load 1 min Avg: 0.360000
CPU Total Load 5 min Avg: 0.360000
CPU Total Load 15 min Avg: 0.360000
Memory Total (MB): 64221
Memory Free (MB): 54576
Memory Used (MB): 8584
CPU Cores Total: 24
CPU Cores Available: 22
Memory App Total (MB): 52957
Memory App Available (MB): 52957
Data Disk Total (MB): 128727
Data Disk Available (MB): 128727
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0
Disk File System Count: 5
Blade Uptime: up 6 days, 12:04
Last Updated Timestamp: 2012-07-04T22:42:52.566

Disk File System:
File System: /dev/sdal
Mount Point: /mnt/boot
Disk Total (MB): 7614
Disk Free (MB): 7447
Disk Used (MB): 167

File System: /dev/sda2

Mount Point: /opt/cisco/config
Disk Total (MB): 1846

Disk Free (MB): 1736

Disk Used (MB): 15

File System: /dev/sda3

Mount Point: /opt/cisco/platform/logs
Disk Total (MB): 4629

Disk Free (MB): 4329

Disk Used (MB): 62

File System: /dev/sda5

Mount Point: /var/data/cores
Disk Total (MB): 46679

Disk Free (MB): 28868

Disk Used (MB): 15427

File System: /dev/sda6
Mount Point: /opt/cisco/csp
Disk Total (MB): 128727
Disk Free (MB): 128566

Disk Used (MB): 161
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. show snmp (connect fxos)

show snmp (connect fxos)

SavwU R |

BiE D Simple Network Management Protocol (SNMP) 5% &2 B3 2 FEMIE ] &2 #9212 1%,
FXOS 2~ Ry = /W L T\ 5 & &2 showsnmp =2~ > RAfEH LET,

show snmp [community | context | enginel D | group | host | internal | mib |
sessions| source-interface|trap | user ]

BXDEREA

AT R E—F

community BB 727 B AMERNE D L THNTWAHIEDOSNMP 2 X = =
TAARN)I U ITBION IV —T 2R R LET,

context EE) SNMP2 U T XA b~y 7Oy M) 2A—EHR R LE
7,

enginel D UEE) u—H/LSNMP =P IDERRFLET,

group ({E&) SNMPu—/LLZNnN b7 7 AMERE —FERRLET,

host (fEE) BEERSN TS SNMP i e w2 FoRr L E9,

internal (EE) BHEOSNMPINESEREZFRLET, BINA T a &k
RTAICIE, ?2F—U—REHEHLET,

mib (&) SNMPMIBF v v ¥ 2723 A v ¥ —T =2 AT —T L%
TR LET, BINA T a 28R TH100F, 25 —U— F&#H
L/i—g—o

sessions 1) BEOSNMP £y v a v aFrLET,

sour ce-interface

L) W HFDOBENE A TDOSNMPEE LA v ¥ —T = A A B FRR
]\/\i‘g—(}

trap

EE) A% T _XTOSNMP F T v 7T XA T —EFERLET,

user

(=E) BAEEREINTWVWAETRTODSNMPY3 —H— L ZD/85
A—H e —EFRLET, FE2—P—DFEREFRT HITIT,
nameF 73 a v EHEHLET,

connect fxos/

avy FERE

FEREDAHA RS2

IJ IJ—X

LENE

1.1.1

avy FRBMESNE LT,

FIZFNERTIE, Z0a<wr i), a3a=F 4 AR VAT LAOHERKE, VAT
LDNLE TR EOBAED SNMP R ERBF N TR S, SN\NMPANTB IO 17 v &2 A T H—

RFERSNET,
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show snmp (connect fxos) .

il

WOHFNE, FXOS ¥ = /LIZHEGE L, show snmp =2~ > R & H L CHAED SNMP 15
RIS DHEEZRLTWET,

firepower # connect fxos
firepower (fxos) # show snmp
Community Group / Access context acl filter

SNMPcommunity network-operator
sys contact: R Admin
sys location:

0 SNMP packets input
0 Bad SNMP versions
Unknown community name
Illegal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
Set-request PDUs
398 SNMP packets output
Too big errors
No such name errors
Bad values errors
General errors
In No such name PDU
In Bad vlaue PDU
In Read only PDU
In General errors
In Get Responses
Unknown Context name
98 Out Traps PDU
Out Get Requests
Out Get Next Requests
Out Set Requests
Out Get Responses
Silent Drops

O O O O O o o o

O OO OO WOOOOOOoOoOo o oo

SNMP USERS

User Auth Priv(enforce) Groups

testl sha no network-operator
snmp-userl sha no network-operator

snmp-user?2 sha no network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

User Auth Priv
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. show snmp (connect fxos)

SNMP Tcp Authentication Flag

Enabled.

SavwU R |

Policy Name

default

Admin Status: Not Active
Oper Status: Not Active
All Ports

Port type
Counter

event In Use
Link Loss

4 Yes

Sync Loss

4 Yes
Invalid Words

4 Yes
Invalid CRC's

4 Yes

RX Performance

4 Yes

LR RX

4 Yes

LR TX

4 Yes
Timeout Discards
4 Yes

Credit Loss Reco
4 Yes

TX Credit Not Available
4 Yes

RX Datarate

4 Yes

TX Datarate

4 Yes

ASIC Error Pkt from Port

4 Yes

Delta

Delta

Delta

Delta

Delta

Delta

Delta

Delta

Delta

Delta

Delta

Delta

Delta

60

60

60

60

60

60

60

60

60

10

80

80

SNMP protocol

[Protocol instance,
[vlan,
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show snmp (connect fxos) .

102,
<--- remaining lines removed for brevity --->
firepower (fxos) #
MEa<ok avyk Bz
enable snmp SNMP Z A L &7,
set snmp SNMP BIE/NT A =5 g LE T,
show snmp (monitoring) | BI{E> SNMP X EIZ BT 2 AN WA FR L E T,
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. show snmp (monitoring)

show snmp (monitoring)

BiTE D Simple Network Management Protocol (SNMP) 5% EIZB3 2 FEARMEH &2 o9 21213,
show snmp =2~ > R&MEH L EJ,

show snmp [community]

X NN community (&) BIAEOSNMP 22 2 =F L a R LET,

GE)
X2 T4 FOEENS, EDOT 4 —)L ROLBRERINS T
O, ZTOF—U— RNiIELEINE LI,

AT RE—FK scope monitoring/
avy FERE )1)—= TEHNE
L1l Sy RREMESNE Lk,

FEEHEDAA KSq4Y T74NVEFTE Zoavy Rl HERE, A7 20@EEkR, AT LONERED
BI{ED SNMP i EHF RV TR SNET,

1

WROBNL, =4V 7E— F&ME L, showsnmp =~ > R&AH L CTHAED SNMP
RIEEFRT D7kER L TOET,

firepower# scope monitoring
firepower /monitoring # show snmp
Name: snmp

Admin State: Enabled

Port: 161

Is Community Set: Yes

Sys Contact: R Admin

Sys Location:
firepower /monitoring #

EEav2 R avUFR BLL]
enable snmp SNMP = 2z LE7,
set snmp SNMP X E/XT A — X Z#ELET,
show snmp (connect fxos) | HifED SNMP 7% i (2 B3 2 i s A &R LE 7,
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show snmp-trap .

show snmp-trap

BIfEEFR IALTVD SNMP k7 > ZFICBT 2 1F AR 7T 511X, show snmp-trap =2~ > K
EANNDLET,

show snmp-trap [detail [trap ID]

BXDEREA detail ({EE) SNMP k7 v Z7OFEMIE M Z Frd 5I121E, Z0F—U—
RafEH L ET,
trap_ID (fEE) FFED SNMP kT v TS DR A ML ETILIP T RLA

ZHELT, TO M7 vy FICHET LR EERLETS (04T
3 2 1 scope monitoring/ E— R COLEATE £4)

ZDOF T g Tk detall F—U— RafEfTX £,

AavY R E—FR scope monitoring/

scope monitoring/snmp-trap/

avy FER Jiy—= EZHERNRE
1.1.1 o<y RPREBEMENE L,

FEHEDHA K54 > scopemonitoring/ E— R TiX, 774/ FT, ZOa~vy RIZEY, SNMP 7 v 7 DOBHED
UARBERSNET,

scope monitoring/snmp-trap/ E— K ClZ, ZDa~<r RZLV, BED T v BT HEHRN
FRINFET,

11
WOFNE, T=F 1 7T — F&MtE L, showsnmp-trap =~ > K& H L CTHED
SNMP FZ7 v 7 DY A MaRRTDHHEZRLTVET,

firepower# scope monitoring
firepower /monitoring # show snmp-trap

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
trapl informs 162 xokkx V2c Noauth Informs
192.168.10.100 162 xxk X V3 Noauth Traps

firepower /monitoring #

BEa< R avy kR Bl
create snmp-trap HLWSNMP ~7 v 7 Z2ERLET,
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. show snmp-trap

av R SRER
enable snmp SNMP % A %—7 /L7,
set (snmp-trap) BEfFD SNMP b T v 7D RT A—F HIREL £,

show snmp (monitoring) | H{E SNMP g% &2 BI4 2 AR @A R R LT,

show snmp (connect fxos) | HI{E D SNMP % EICEET 5 EEMiE#®AE R LET,
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show snmp-user .

show snmp-user

BEER SN TV 5 SNMPY3 = —H— (B 2 2 For T 2 121E, showsnmp 2~ > K& A
HLET,

show snmp-user [detail | fault | user_name]

RX DN detail (ILE) SNMPV3 = —F—DFAMEHE £ T 511, 20X —
J—REMHEHALET,
fault HEE) Zoa—F—DEEEFERELFRT DT, ZOF—U—F
PHERALET, ZOF a3 TIEIROA TV a v OF—T— K%
fECcEET,
e cause : EEBRAFKTT 4 VAT HI21T, ZOF—T—
REFHALET,
o detail : FEMREEERE L RT DL, ZOF—T— R&H
HALET,

e severity : [EFEIHFWMA BT T 0 (EKRE) TT 4 /L Z0ET
I, ZoXF—U—FREHHALET,

« suppressed : il SN TZEED A EZFTRT AL, ZDOF—T—
REMERALET,

efault ID : ID FHS5EZANTDHZ LI > THEDEELIRE T
XF4. AR7MEIZ 0 — 18446744073709551615 T,

GE)
Z DA 7 a X scope monitoring/snmp-user/ E— R TO T
TET,

user_name (fEE) FFEDSNMP 2 —H—DAHIZHFEL T, £O=2—F—IC

BT 2EMaEsR R LET (ZDOA 7T 3 »id scope monitoring/ E—
RTORMERTEET) o

ZDOF T g Tk detaill F—U— RafEHTX £,

Aa<vY R E—F scope monitoring/

scope monitoring/snmp-user/

avy RERE )1y—2 EERNE
1.1.1 o=y RPMEBEMENE L,
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. show snmp-user

SavwU R |

FEHEEDHA KS4 > scopemonitoring/ E— R TiX, 774/ T, ZDOa~<r FIZXV, SNMPV3 = —H—DHifE

DY ASBENENDRFES A T & L BIFEREINET,

scope monitoring/snmp-trap/ &— K TlX, D<= NZX V., HED SNMPy3 = —H — (2
DIEMMP RS SNET,

1

WO, T=%Y 7 E— K&tk L, showsnmp-user =~ K& H L CHED
SNMPV3 —H—@D U A h EHFED 22—V —DFEM e EfF# 2 F£or T D HikzRL
TWVWET,

firepower# scope monitoring
firepower /monitoring # show snmp-user

SNMPv3 User:

Name Authentication type
snmp-userl Sha
testuser Sha
snmp-user?2 Sha

firepower /monitoring # show snmp-user snmp-userl detail

SNMPv3 User:
Name: snmp-userl
Authentication type: Sha
Password: ****
Privacy password: ****
Use AES-128: Yes
firepower /monitoring #

EEav> R

avw Uk &5 BA

create snmp-user H LU SNMPV3 2 — W — %Rk L £ 9,

enable snmp SNMP % A X —7 M LET,

set (snmp-user) BEFD SNMPv3 2 —W—D /T A —F I ELE T,

show snmp (monitoring) | BL{ED SNMP % EICET 4 AR AE R LET,

show snmp (connect fxos) | BL{ED SNMP 3% & (2B~ 2 sE i 4 #&on L £ 97,
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show ssh-server .

show ssh-server

SSH #—/3 CPU O1F#H &2 FRmT HI121E, show ssh-server o~ > R&EHEHLET,

show server [host-key]

B DEREA

aAvU R E—F

host-key (EHE) SSH Y+ —"DHR A k F—DH A X, BLOF—3HIFRES
NEMWE I DEFRRLET,

Pz e R

avy FERE

FEREDHA K542

)1)—= EEAR
1.1(1) gy RRNEIMESE L,

Zoa<y REEH LT, SSH #Hkid L ORGREEREF R LET,

151
WOBNL, SSH r— \FH A2 XRT D HEEZRLTWET,

FP9300-A # scope system
FP9300-A /system # scope services
FP9300-A /system/services # show ssh-server
Name: ssh
Admin State: Enabled
Port: 22
Kex algorithm: diffie-hellman-groupl4-shal
Mac algorithm: hmac-shal,hmac-sha2-256,hmac-sha2-512
Encrypt algorithm:
aesl28-ctr,aesl92-ctr,aes256-ctr, 3des-cbc,aesl28-cbc,aesl92-cbc,aes256-cbc
Authentication algorithm: Rsa
Host Key Size: 2048
Rekey Limit Volume: None Time: None
FP9300-A /system/services #

avU kR Bl

create ssh-server HLWSSH b — DA A b F—ZERE LET,
delete ssh-server BEA70 SSH — "D7R A b F—%HIRL 9,
set ssh-server SSH R A b F—DH A XEFELET,
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. show stats

show stats
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IPSec #Et 2 FRT HI1T1%, showstats =~ > R&EfEHA L £,

show stats [detail | listauthor | listcert | listconn | listsa | status]

X DA detail (&) = Do IPSec #atFma £rm LET,
listauthor (&) FIRTRERT_XTOR T A MRA v FEFRLET, 20
F 7 g o Clddetail ¥—U— A Tx 4,
listcert EE) FIHMRER T X CoOEHELZ LR LET, ZOF T v a v
TlX detail ¥—V— F&fifTx %7,
listconn (EE) T RCOEROBERELZFR T LET, ZD4F 73T
% detail F¥— 7V — R&HEHTx £,
listsa (EE) 9 XCDIPSectF =2V T4 7V x— 3 (SA) D
BEREAERLET, Z0OF ST 3 Tliddal ¥—V— F&1f#
HAT&Ed,
status (EE) IPSec BED AT —H A %FRLET, ZDOFF L a T
% detail ¥—U— F&2EHATE £,
ATV R E—F [Psec T— I
av > FERE J1)—x FEAE
1.1(1) o< RRBENENE L

FEREDHA FS1 Y

o=y REMFEMAL T, IPSec MetEM A2z LE T,

1

WOBNL, FEE LT85 D IPSec #HeliE M4 £nd 5 ik R L TOVET,

FP9300-A # scope security
FP9300-A /security # scope ipsec
FP9300-A /security/ipsec # show stats

Ipsec Stats:
Stats Type: Status

Stats Data: Status of IKE charon daemon (strongSwan 5.3.5, Linux 3.14.391tsi, 1686):

uptime: 11 days, since Jun 29 17:36:39 2018

malloc: sbrk 2289664,

mmap 0, used 199808, free 2089856

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 0

loaded plugins: charon aes des rc2 shal sha2 md5 random nonce x509 revocation constraints
pubkey pkcsl pkcs7 pkcs8 pkcsl2 pgp dnskey sshkey pem openssl fips-prf xcbc cmac hmac
files attr kernel-netlink resolve socket-default stroke vici updown xauth-generic

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



| sa=vr

show stats .

Listening IP addresses:
10.122.150.220

192.
192.
.3.0.254
192.5
.5.1.254
7
9

192

192

192.
192.
.128.254.1
203.
192.

192

15.1.250
15.1.251

.254.1

.254.1
.0.1

0.113.126
16.254.1

Connections:
Security Associations

none

Time Stamp:

(0 up, 0 connecting):

2018-07-11T17:20:17.542

FP9300-A /security/ipsec #

EEav> R

avwo kR

BLl]

show connection

BITED 1IPSec it DR ER H AT LET,

show ipsec-log

IPSec Bifi vt 7 2 Fox LE 1,
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. show storage

show storage

SavUk |

TAATHNOTRTONN—T 4 atZNEDOBEDT ¢+ A7 RN EZ £ RT DI,

show storage =~ > R&H L £7,

show storage
Aa<wY R E—F scope fabric-interconnect
avy FERE )1)—=2 EEAR
2.11.1 a~vy RBBIEShE Lz,

FEEEDHA KSq4Y 7T A AZEMRNEF ST DD LES,

il

WIZ, 777 Vw7 A F—aRxy bOu—INT T2 RIALT EOA N L—Y

ERRTLHHIEZRLET,

firepower /fabric-interconnect # show storage
Storage on local flash drive of fabric interconnect:

Partition Size (MBytes) Used Percentage
bootflash 106540 43

callhome 128 Empty

dev-shm 512 59

isan 4000 36

mnt-cfg-0 73 3

mnt-cfg-1 73 3

mnt-plog 47 3

mnt-pss 73 41
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show subinterface .

show subinterface
YT —T oA ZADIEREF T AITIE., show subinterface =~ > REEH L E4,

show subinterface [detail]

EX DA detail T=INRLNCHEY T A =T = A ADNEHRERFLET,
ATV R E—FK scope eth-uplink/scope fabric a/scope interface/

scope eth-uplink/scope fabric a/create port-channel/

vy FERE J1)y—=x EERNAE
2.4(1) awr RPMEMNESNE LT,

ERALOHA KSq4Y VITA LI =T oA REZ2LTH AV AZ U ATORYR— S ET,

151
&Iz, show subinterface =~ > RO HflZ <L E£1,

firepower# scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # enter interface ethernetl/8
firepower /eth-uplink/fabric/interface # show subinterface

Sub Interface:
Sub-If Id Sub-Interface Name VLAN Port Type

100 Ethernetl/5.100 100 Data

&Iz, show subinterfacedetail =~ > RO /AR L £,

firepower# scope eth-uplink

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # enter interface ethernetl/8
firepower /eth-uplink/fabric/interface # show subinterface detail

Sub Interface:
Sub-If Id: 100
Sub-Interface Name: Ethernetl/5.100
VLAN: 100
Port Type: Data

BEa<w> R av R i BA

create port-channel EtherChannel (AR— k F ¥ /1) ZERLET,
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. show subinterface

av YR B

create subinterface Y TA B =T A A BN ET,
scopeinterface WA LA —T 2 A AFT V= NEASLET,
set port-type AHE—T 2 A ABATERELET,
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show sup

show sup .

V=Y A= RN RN P ONR—Y g UNEREFRT HITIE, show sup version =~ > K& ff
LET,

show sup version [detail]

BX DA

aAvU R E—F

detail (EE) A= R=A P R=V g VOFMEREF R LET,

YY—v E—FK

avy FERE

FEREDHA K542

)1)—= EEAR
1.1(1) gy RRNEIMESE L,

F7 4L R TR, Zoawy Rit, A—s3—34 # D ROMMON B L ONFPGA D/ N— g L 1|F
WEVRABNLET,

1

WOFNL, TRTOYP =D A== A Y 77— LT =TT 2FEMIG AL RS
T5hHEE R L TOVET,

FP9300-A /chassis # show sup version detail
SUP FIRMWARE:
ROMMON :
Running-Vers: 1.0.11
Package-Vers: 1.0.11
Activate-Status: Ready
Upgrade Status: SUCCESS
FPGA:
Running-Vers: 1.05
Package-Vers: 1.0.11
Activate-Status: Ready

FP9300-A /chassis #

BEEav> R

avw vk Bl
show version V¥ —Y EOFKY—ROBIED Y T T =TT A=V 0B

FORT—=Z AEWEFRLET,

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



SsavU K |
. show system

show system

ZOTAA ZIRESNTND VAT LT H1ERAFKRT 5I2IE, show system =2~ > F
EREALET,

show system [detail | firmware|version]

X DA detail EE) v AT 20FMERER T LET,
firmware EE) VAT LDT 7 —AhU T A=V g rBIOxr—4 2
WERRLET,

detail & expand DF 7 a v F—U— RHEHATE £T,

version EE) AT LDONR—V g b 2T — X AEREFRLET,

detail & expand DA 7> a3y F—U— KL iHTE ET,

avy FERE )1y—= EERNE
1.1(1) avy RPNEBEMESE LT,

FEREDHA KSq4y 774NV EFTHE ZOavy FiE, RESNTEE VAT LOAF, £E—F, BIOIP T FL
AuRFLET,

1
WROBNE, AT D=V a COMREREFRT D HEEZRLTHET,

FP9300-A# show system version expand
FPRM:
Running-Vers: 4.2 (1.62)
Package-Vers: 2.2(1.63)
Activate-Status: Ready

Catalog:
Running-Vers: 4.2(1.62)T
Package-Vers: 2.2(1.63)
Activate-Status: Ready

Management Extension:
Running-Vers: 2.2 (1.8)
Package-Vers: 2.2(1.63)
Activate-Status: Ready

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.21.62)
Running-Sys-Vers: 5.0(3)N2(4.21.62)
Package-Vers: 2.2 (1.63)
Startup-Kern-Vers: 5.0(3)N2(4.21.62)
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show system .

Startup-Sys-Vers: 5.0(3)N2(4.21.62)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

Chassis 1:
Server 1:
CIMC:
Running-Vers: 3.1 (20a)
Package-Vers: 2.2(1.63)
Update-Status: Ready
Activate-Status: Ready

Adapter 1:
Running-Vers: 4.0(1.57)
Package-Vers: 2.2(1.63)
Update-Status: Ready
Activate-Status: Ready
Adapter 2:
Running-Vers: 4.0(1.57)

<--- remaining lines removed for brevity --->
FP9300-A#
EEavok aAvUFR Bl
scope system VAT L ET— RERBLET,

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



SavUk |
. show system reset-reason

show system reset-reason

VAT LD Yty MRERRIZCBET S 1E @A R T 2I21%, show system reset-reason =1 v & R4 fif
ALET,

show system reset-reason

WX O reset-reason ERD U > NI BT 5 A Jom L E T
aAvY R E—FK connect fxos
AV FEE Y1—2 ZERE

L1 Sy FRBMENE LT,

EELOAA RS54y T4V T, Zoavy Rik) vy MNERICET 1@ 205 LT,

1
ROBNT, Y 2—n0 )ty MNRERRIZET S EREF T2 HEZRLTOET,
firepower#

firepower# connect fxos

firepower (fxos) # show system reset-reason
————— reset reason for Supervisor-module 1 (from Supervisor in slot 1) ---
1) At 826701 usecs after Sun Jul 11 09:14:12 2021
Reason: Reset Requested by CLI command reload <=========Manual reboot requested from
CLT.
Service:
Version: 5.0(3)N2(4.81)

2) At 865598 usecs after Wed Apr 21 17:10:58 2021
Reason: Reset Requested by CLI command reload
Service:

Version: 5.0(3)N2(4.61)
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show system uptime (connect fxos) .

show system uptime (connect fxos)

REINTZE VAT LDV AT LBEERMICET 2@ A R T 511X, show system uptime
a~vy REfHLET,

show system uptime

WX DS system uptime VAT RDT v 7 54 MEEHERSNET,
AT KR E—F connect fxos
AV FEE Y1—2 ZERE

L1(D) Sy RABMENE L,

EELEOHA KSAY 774V TR, Zoavy FiE MlSNIcy AT LDV AT LB A £ R L ET,

1
WOBNT, ¥ AT LEBIFHRI O HE KT D HiEER L TO0ET,

firepower#
firepower# connect fxos

firepower (fxos) # show system uptime

System start time: Sun Jul 11 09:19:55 2021

System uptime: 89 days, 23 hours, 20 minutes, 21 seconds
Kernel uptime: 89 days, 23 hours, 22 minutes, 59 seconds
Active supervisor uptime: 89 days, 23 hours, 20 minutes, 21 seconds

Cisco Firepower 4100/9300 FX0S O <v > F )77 L > X .



. show tech-support

SavUk |

show tech-support

THRAADN—=RY =T &Y T7 b U =TIlTD NI TNy a—T 4 U 7 EREFRE IR
179 5121%. show tech-support =~ > F&fH L £,

(module) # show tech-support

(local-mgmt) # show tech-support { chassis chassis ID | fprm | module module ID [
app-instance application_name application ID | brief | detail ] }

BX DA

EPa—LE— T, Z0avy FEBIEEREF—T — Niddb

D EHEA
m@xcm$yD x—VEEDO N T TIN Y  a—T 4 S T2 RINELE T,
[brief | detail ] chassis ID I3#2 1 T,

WDOAT g BERTEET,
sbrief : ZOF—U—REFEHL T, mKO—#HD K7 7L
Va—T 4 VITEROBERNEY AN LET,
SESSDEATEZFEHTLE. ZOFERE 7 7 A VITIRFETE
9, FFEAZHOWTIE, show 2~ > RHEATOMHEE (18 ~=—
D) ABBLTLLEEN,
sdetail : ZOF—U—FREMHHL T, 731 AD techsupport
T4V NIRNICHDET AN ST TN 2a—T 4 T D
MR ERT LET,

EDOX—T—RFH AT LARWEA. brief B3 imREmICR R S

ET,

form  [brief |detail] = fprm 72 3 viE, AN—V a0 28(1) THEIEESN, #HTE
<l ELE,
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show tech-support .

module module_ID module ID CTHESNZES 2 —AD N F TNV a—TF 4 v 7 F—

[app-instance AEWELET, WOA T a2 TEET,
application_name

application 1D |brief [detail]  * app-instance : BEHKA o A X L ABEET Z 0% — U — R A
9% & application_name s X (Y application ID THRE I N7=7T
TV lr—ary A AZ L ADEREY AP TEET,

sbrief : ZOF—U—REFEHL T, WRKO—HED KT T /L
Va—T 4 TEROENE Y AN LET,

sdetail : ZOF—TU—FRZFEHLT, KO IT TV 2—
T4 T OFEMIERE Y AN LET,

s s DEBETEERTLE, ZOBHREY 7 7 A NVITIRETE E
T, FEMZHOWTIL, show i~ RHAOEAE (18 2—2) &
LT EEN,

FU— FHAD LARVEA, brief H3 AR EICRR S

RS
9wV R E—F connect local-mgmt
connect module
av Y RERE )= EERAE
1.1(1) a~wr RRBMEhE L,
24(1) app-instance % — 7 — K3 module 47" v = VZIBII & E Lz,
2.8(1) Zofprm AT a R, A=Y a2 28(1) THEIESh, ATE

EREDAARZA4

{7V ELL,
4> 0 12 show tech-support {chassis} =~ > F&EH L TL 72 &0,

Toavry REMEALT, YAa0TF =N R— FNEEHIC—HEOr S A vk —T &
EEH, BIOa~ry FHOEZFRELIRTFLET, o7 % %2HT25L, T4 AD
IN—R 2T VT NI 2T DODRT—H AR TEET,

NTGTNY a—T 4T T A NERDT SA ZETZIIGINCERET I2E, v — AV EH
£— R Tceopy 2~ REFEHLET,

\}

(F) EV2— LE—FRTHEH, Z0a~vr RImETHESINZEY 2 — VAL TNESNZ T

TNy a—T 4 T ERE Y A NZTTT
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WOWNL, % —EED NT TNy a—F 4 T OFEMBRD 7 7 A VAR BT D
FHEZRLTWET,

firepower # connect local-mgmt
Firepower (local-mgmt) # show tech-support chassis 1 detail

The show tech support file will be located at
/workspace/techsupport/20191105041703 firepower-9300 BCl all.tar

Initiating tech-support information task on FABRIC A

Initiating tech-support information task on Chassis 1 Fabric Extender 1
Initiating tech-support information task on Chassis 1 CIMC 1

Initiating tech-support information task on Adaptor 1 on Chassis/Server 1/1
Initiating tech-support information task on Adaptor 2 on Chassis/Server 1/1
Initiating tech-support information task on Chassis 1 CIMC 2

Initiating tech-support information task on Adaptor 1 on Chassis/Server 1/2
Initiating tech-support information task on Adaptor 2 on Chassis/Server 1/2

Completed initiating tech-support subsystem

tasks (

Total: 8)

Waiting (Timeout: 900 Elapsed: 30) for completion of subsystem tasks (1/8).
Waiting (Timeout: 900 Elapsed: 50) for completion of subsystem tasks (2/8).
Waiting (Timeout: 900 Elapsed: 70) for completion of subsystem tasks (5/8).
Waiting (Timeout: 900 Elapsed: 90) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 110) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 130) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 150) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 170) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 190) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 210) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 230) for completion of subsystem tasks (7/8).
—--More—--—

The detailed tech-support information is
91105041703 firepower-9300 BCl all.tar

located at

workspace:///techsupport/201--More--

KOBIE, EF2 )T A EDa—AD T TNy a—T 1 U IERD T 7 4 N {RTF
L. /A 2 LOBF & M 5 Ik e R L TR,

firepower # connect local-mgmt
firepower (local-mgmt) # show tech-support module 1 detail
The show tech support file will be located at
/workspace/techsupport/20191107082242 firepower-9300 BC CIMCl.tar

Try connecting to Firepower-module 1...
Last login: Wed Oct 23 09:03:56 CDT 2019 from 127.128.254.1 on pts/0
Cisco Firepower Extensible Operating System

http://www.cisco.com/tac Copyright (c) 2009-2016, Cisco Systems, Inc.

(FX-053)

Software. TAC support:

All rights reserved.

The copyrights to certain works contained in this software are owned by other third

parties and used and distributed under license.
'GNU General Public License,
'GNU General Public License,
http://www.gnu.org/licenses/gpl.html. See User Manual (''Licensing'')

licensed under the
WARRANTY under the terms of

Cer
ve

components of this software are licensed under the

tain components of this software are
rsion 3' provided with ABSOLUTELY NO
Version 3', available here:

for details. Certain
'GNU General Public License, version

2' provided with ABSOLUTELY NO WARRANTY under the terms of 'GNU General Public License,
version 2', available here: http://www.gnu.org/licenses/old-licenses/gpl-2.0.html. See
User Manual (''Licensing'') for details. Certain components of this software are licensed
under the 'GNU LESSER GENERAL PUBLIC LICENSE, version 3' provided with ABSOLUTELY NO
WARRANTY under the terms of 'GNU LESSER GENERAL PUBLIC LICENSE' Version 3, available
here: http://www.gnu.org/licenses/lgpl.html. See User Manual (''Licensing'') for details.
Certain components of this software are licensed under the 'GNU Lesser General Public

License, version 2.1' provided with ABSOLUTELY NO WARRANTY under the terms of 'GNU Lesser
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show tech-support .

General Public License, version 2', available here:
http://www.gnu.org/licenses/old-licenses/lgpl-2.1.html. See User Manual (''Licensing'"')
for details. Certain components of this software are licensed under the 'GNU Library
General Public License, version 2' provided with ABSOLUTELY NO WARRANTY under the terms

of 'GNU Library General Public License, version 2', available here:
http://www.gnu.org/licenses/old-licenses/1lgpl-2.0.html. See User Manual (''Licensing'"')
for details.

Cisco Security Services Platform
Type ? for list of commands

Firepower-modulel>support send diag archive
Creating default Archive...
Archive created in 11 secs.
Starting to transfer Firepower-Modulel 11 07 2019 08 22 44.tar of 5109760 bytes.
Transferred Firepower-Modulel 11 07 2019 08 22 44.tar successfully to MIO at
/bladelog/blade-1/ in 1 sec(s).
Firepower-modulel>support send allcontainerlogs size 3063
Upload container logs triggered from Supervisor Module, Starting upload
No container instances running, skipping container logs

The detailed tech-support information is located at
workspace:/techsupport/Firepower-Modulel 11 07 2019 08 22 44.tar

T L= RRAT7 T4 o FEFEOMOT T —IREEDHA . show tech-support module
1213 [detail] #FITTHEXA LT U NTHIERHVET, ZOLH5HRTFUAT
IE. ROFIAIHES T, B 2a—nADOT 7 =R — K GEfl) ZIEL TS
AN

1. Bt = —/L 1)2|3 consoleftelnet THRID 7 L — RiZHEG L £ 97,

FPR4110# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

2. Diag /N F/LDARL

Firepower-modulel>support diagnostic

1. Create default diagnostic archive
2. Manually create diagnostic archive
3. Exit

Please enter your choice: 1
Creating Default archive
ASA running

Done with extracting tech support information from ASA. Log file saved as
asa_tech support.log

Added file: cspCfg cisco-asa.9.16.1 asa 001 JMX2309L046K6AY356.xml
Added file: tech support report.txt

Added file: ssp-cardmgmt.log

Added file: ssp ntp.log.2

Sw N
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. show tech-support

5. Added file: ssp_tz.log
6. Added file: ssp ntp.log.l
7. Added file: ssp-pm.log

3. Wi Rz R— = 4% (MIO) (22t —LFET,

Firepower-modulel>support fileupload
Please choose from following:

1. Archive Files

2. View selected files
3. Start upload and Exit
4. View transfer Status

Please enter your choice [x] to Exit:1

2021-09-29 17:24:36.571927 | 4065280 | Firepower-Modulel 09 29 2021 17 23 17.tar
2021-09-29 17:27:34.094890 | 4065280 | Firepower-Modulel 09_29 2021 17_26_15.tar
2021-09-29 17:24:38.211954 | 10240 |

Firepower-modulel 09 29 2021

17_24 38 container.tar

([s] to select files or [x] to Exit):s

Type the partial name of the file to add, [<] to cancel
> Firepower-Modulel 09 29 2021 17 _26_15.tar
Firepower-Modulel 09 29 2021 17 26 15.tar

Are you sure you want to add these files? (y/n) y

=== Package Contents ===

[Added] Firepower-Modulel 09 29 2021 17 26 15.tar

Type the partial name of the file to add, [<] to cancel
> <
Please choose from following:

1. Archive Files

2. View selected files
3. Start upload and Exit
4. View transfer Status

Please enter your choice [x] to Exit:3

Transfer of Firepower-Modulel 09 29 2021 17 26 15.tar started.
Firepower-modulel>support fileupload

Please choose from following:

1. Archive Files

2. View selected files
3. Start upload and Exit
4. View transfer Status

Please enter your choice [x] to Exit:4
File Transfer Status:

Firepower-Modulel 09 29 2021 17 26_15.tar Status: Completed.

4, ~TEVa—NaryY—L&EETL, MIO T 7 A VERSTET,

Firepower-modulel>

telnet> quit

Connection closed.

FPR4110# connect local-mgmt

FPR4110 (local-mgmt) # dir workspace:/bladelog/blade-1/

<>

1 4065280 sSep 29 17:30:04 2021 Firepower-Modulel 09 29 2021 17 26_15.tar <---
<>
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show tech-support .

Ea< R avT VR EEA
copy o0—ANVEBE—RFTIEE, BESh =774 v0at—%2ERkLE
ﬁ—o
dir 0 —hVEBEE— NTIE, BEOT L7 PUONENY A S
3
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. show timezone

show timezone
BERTESNTWAEZ A L) — 2 ZFRT A1, showtimezone =2~ > R&EFEH L ET,

show timezone

BX DA Zoawy RIZEBIEELEF—U—FIH Y A,
ATV R E—F fEEOa~ s FE—F
avy FERE )1)y—= EERNE
1.1(1) awr RPMEMNESNE L,
451

ROBNE, BUESZ A DY = Z2FRRT D HEEZRLTHWET,

FP9300-A# show timezone
Timezone: America/Chicago

FP9300-A#
BEav >R avv kR HL)d
set timezone FRAZADEA LS —EHFELET,
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show trustpoint

FTRTCORTARKRA Y FOFEHEDO Y A~ (F7213F =—2) 2FRT HITIE, showtrugtpoint

a<wr REFEHRALET,

show trustpoint [ detail | trustpoint_name ]

show trustpoint .

BX DA

detail AR RER B e R L £

trustpoint_name FRESNI T A MRA L FOGEHERFHREZEL R LET,

ZOARNIIE, 1~ 32 XFOEHTFEMEHTEET, - (A7

V). (Trx—z2ay) | (ary) BLIOY (EUFR) X
FERHTEETH, TN F L A=A IfEHTEEE
No Flo, 7TV MIMRTEENTHKR T, ZO4FIEEET S Z

LIITEEEA,
avYRE—F X2 VT E-F
avy FERE J1)y—=x ZERNAE
1.1(1) awr RPMEMNESNE L,

FEREDHA K4V

Toav y REHEALT, T A MRSV FOFFAERRAFRLET,

Flo, T AMKRA M (fsecurity/trustpoint) E— R Tshow 2~ > REFEHT 2 L, s

72-F T A MKRA LV FOFEAZIFR LR TEET,

1

WOFENT, ¥FED T A MRA v P OFEAES M AE FoRT D HiEERLTWET,

FP9300-A# scope security
FP9300-A /security # show trustpoint CHdefault

Trustpoint CA:

Trustpoint Name Trustpoint certificate chain Cert Status

CHdefault  ----- BEGIN CERTIFICATE-----
MITIEOzCCA7ugAwIBAGIQGNTrRniZ96LtKIViNzGs7SjANBgkghkiGIwOBAQUFADCRB
vJELMAkKkGA1UEBhMCVVMxFzAVBgNVBA0OTD1Z1lcml TaWduLCBIbmMuMR8wHQYDVQQL
ExXZWZXJpU21lnbiBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEzE0oYykgMjAwWNiBWZXJp
U21nbiwgSW5jLiAtIEZvciBhdXRob3JpemVkIHVZZSBvbmx SMUUwWQwWYDVQQDE zxW
ZXJpU21nbiBDbGFzcyAzIFBlYmxpYyBQcmltYXJS5IENLIcnRpZmljYXRpb24gQXV0
aG9yaXR5ICOgRzUwWHhcNMDYxXMTA4MDAWMDAWWhcNMzYwNzE2MJM10TUSW)CByJEL
MAkKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcmlTaWduLCBJIbmMuMR8wHQYDVQQLEXZW
ZXJpU21lnbiBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEZzEoYykgMjAwWNiBWZXJpU21n
biwgSW5jLiAtIEZvciBhdXRob3JpemVkIHVZzZSBvbmx 5SMUUwWQWYDVQQDEzZXWZXJp
U21nbiBDbGFzcyAzIFBlYmxpYyBQcmltYXJS5IENLIcnRpZmljYXRpb24gQXv0aGoy
aXR5ICO0gRzUwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWgGGEKAOIBAQCVJIAgIKXOL
nmAMqudLO07cfLw8RRy 7K+D+KQL5VwijZIUVJI/XxrcgxiV0i6CqgpkKzj/i5Vbex
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. show trustpoint

t0uz/09+B1lfs70PbZmIVYc9gDaTY3vjgw2IIPVQT60nKWVSFJuUrjxuf6/Whkclz
SdhDY2pSS9KP6HBRTAGJaXvHcPaz3BJ023tdS1bT1r8VAdeGwIKI18g8ckmecY5£0G
BO+QueQASNO6tRn/Arr0PO7gi+s3i+2z0162y9vA9r911kTMZHRXAY3QkGSGT2RT+
rCpSx4/VBEnkjWNHiDxpg8v+R70rfk/F1a40ndTRQ8Bnc+MUCH71P59zubMKz10/
NIeWiu5T6CUVAgMBAAG])gbIwga8wDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BALSE
BAMCAQYwbQYIKwYBBQUHAQWEYTBfoV2gWzBZMFcwVRYJaWlhzZ2UvZ21mMCEwHzAH
BgUrDgMCGgQUj+XTGoasjY5rw8+AatRIGCx7GS4wJRYjaHROcDovL2xvZ28udmVy
aXNpz24uY29tL3ZzbGInby5naWYwHQYDVROOBBYEFH/TZafC3ey78DAJ80M5+gKv
MzEzMAOGCSgGSIb3DQOEBBQUAA4IBAQCTIEOWX2LP2BqYLz3g3JktvXf2pXkiOOzE
p6B4EgliDkVwZMXnl2YtmAl+X6/WzChl8gGgCBpH3vn5£JJaCGkgDdk+bW48DW7Y
5gaRQB15+MHt39tBquCWIMNNZBU4gcmU7gKEKQsTb47bDNO1Atukix1EOKF6BW1K
WE9gyn6CagsCqgiUX0bXbf+eEZSqVir2G316BFoMtEMze/aiCKm0oHwW0OLxOXnGiYZ
4fQRbxC11£fznQgUy286dUV4otp6F01vvpX1FQHKOtwSrDgb7MzVIchbidJ4vEZVEN
hnacRHr21Vz2XTIIM6RUthg/aFzyQkgFOFSDX9HoLPKsEdao7WNg

Valid

FP9300-A /security #

SavwU R |

avv kR ZREA

set certchain NI A RRA L FOGEAFEDY 2 N (F/2id3F=—2) AL E
j—o

set trustpoint X—U L7 OiHERNT A NRA U b ERELET,
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show user-sessions .

show user-sessions

a—ANEBIRY ET—ha—W—F v g BT HERERRT DHITIE, showuser-sessions
a<wr REFEHRALET,

show user-sessions

AT R E—F scope security
av 2 FERE J1)—x FEAR
L1 vy RASEMERE LT,

GEREDHA KSq4Y T 74V RTH, Zoavy Rga—F—tvva v FREFRLET,

1

ROFNE, v —=INBIO)F— ha—F—t v a U EREERT O HEEZRLT
WET,

firepower# scope security
firepower /security # show user-sessions local
Session Id User Host Login Time

pts 0 1 24360* admin 192.0.2.1 2021-10-11T20:46:16.000

firepower# show user-sessions local detail
Session Id pts 0 1 24360*:

Fabric ID: A

Term: pts/0

User: admin

Host: 192.0.2.1

Pid: 24360
Login Time: 2021-10-11T20:46:16.000
Refresh Period (in secs): O

Session Timeout (in secs) for web, ssh, telnet sessions: 0
Absolute Session Timeout (in secs) for web, ssh, telnet sessions: 0

firepower /security # show user-sessions remote

Session Id User Host Login Time

pts 1 1 9578 testl 192.0.2.2 2021-10-11T21:39:52.000

firepower /security # show user-sessions remote detail
Session Id pts 1 1 9578:

Fabric ID: A

Term: pts/1

User: testl

Host: 192.0.2.2

Pid: 9578

Login Time: 2021-10-11T21:39:52.000
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. show user-sessions

Refresh Period (in secs): O
Session Timeout (in secs) for web, ssh, telnet sessions: 0
Absolute Session Timeout (in secs) for web, ssh, telnet sessions: 0
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show validate-task .

show validate-task

TFEYTRA S NIoA A —VRRAED AT — X R 2 Wil 3 5121k, showvalidate-task =< > K& 1ff
FALET,

show validate-task [detail | fsm | pack version]

EX DA detail (EE) FAFRERTSTOT Ty N7+ =Dy F—T AT —
5 A DM Z FR LET,

fsm status (&) ARREE~Y v ORBFEAT —% 2% U A b L%, expand
F—U— FB L pack verson BE LT £,

pack_version UEE) HBESNT- Ry r—Y oG RE £~ LET,
ZOF T g Tliddetail F—TU— R FEHTEXET,

ITURE—F 77— hU=T TR
v RERE )1y —2 EERNE
1.1(1) avy RBEMSVE LT,

EELEOHA RS54 > pack version & & 7254 show validatetask 2~ RIZ7 774 TV ADFTRTDT 7 —
LY =T A A=VOERE Y XA FLET,

Z®»a~ RE=IT showvalidation package =~ > R&FEHT 25 L. BIIO/ Ny Fr—TD/3—
ValrFEErRETEET,

1

ROBNL, FFEDT 77— =T Ny r—V ORGERE 2 2R 551k R LT E
‘3—0

FP9300-A# scope firmware
FP9300-A /firmware # show validate-task 2.3(1.51)

Validate task:
Pack Name: fxos-k9-bundle-infra.2.3.1.51.SPA
Pack Version: 2.3(1.51)
Validation Time Stamp: Never
Validation State: None
Overall Status String:

Pack Name: fxos-k9-bundle-server.2.3.1.51.SPA
Pack Version: 2.3(1.51)

Validation Time Stamp: Never

Validation State: None

Overall Status String:

Pack Name: fxos-k9.2.3.1.51.SPA
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. show validate-task

Pack Version: 2.3(1.51)

Validation Time Stamp: 2017-10-25T16:53:30.914
Validation State: None

Overall Status String: Ok

FP9300-A /firmware #

BEITUF avw R &5 BA
download image Firepower4100/9300 3 ¥ —IZFX0OS VY 7 b7 =7 A A—T %X
vr—RLET,
verify platform-pack Fyrm— RINTZFX0S 77 v M7 4 — L5 Ny RLVOESHE
ERLET,
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show version .

show version

BIEDOT AT LADY 7 b7 =7 N—Va AFRERTT HITIE, showversion 2~ > K& H
LET,

show version [ detail]

TARTOVY—v Al R—R bDY T Y27 N"—=Va VBLOAT =X AFEREFRTRT D
121X, ¥ —3 F— FCTshowversion 2~ FEFEHLET,

show version [ detail | package-version ]

Y= RDA LV R=F L bDY T 2T NR_R=Va VBIORT =X ZAEREFRT DI,
P— R F— R Tshowversion 2~ R&ZFHLET, —"F— T, Hx Dz R—*
YEONR—=T g MEREFRTDHIELTEET,

show version [adapter | bios|boardcontroller | cimc| detail | fxos| package-version | storage| ]

B DEREA

aAvU R E—F

adapter EE) B SN — A v 2 F— AL SN TWET X F XD
N=Va UERERRLET, ZOF—U—NIY—F—FTO
AEEHTE £,

bios () Bt SNi=H— "0 BIOS N— g U IE#RAFRLET,

IOF—T—RFY—RNET— R TOREHTXFT,

boardcontroller L) B Sl — "B HEay ha—J 00— g UiE#R%E
FRLET, ZOF—U— I —NET— R TORMEHATE £,

cime (EE) SN P— O CIMCA— 3 VIERB L AT — &
AEWEFRLET, ZOF—U— NI —_"E— RTOREHAT
%9,

detail EZ) BMOAN—Y g UEREFERLET,

fxos UEE) B SN — OSSP AR —F 4 7T VAT LD /S—
CaEHERRLET, 2OF—U— NI — R E— R TOLE
ATxET,

package-version (L8) Ny r—UnR—Va  ERORERFLET, ZOF—

T—RiF, 7T, vx—, 777V o740 H—axT b,
P—N, VAT AT R TORFEHTEET,

storage (T8 #ksni-— "ORAIDBLOT 4 A7 2> ha—70
N=Va U EREFERLET, ZOF—T— NI —"E—FTOD
AEHTEET,

Any 2~ RE—R: VAT AY 7 hy =T "=V a UEREFRLET
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SavwU R |

VXY=V E—R TR TOV Y=Y AR —R MDY T F T =T RA—=V g VB XA T —
2 AfERER T LET

PN N PRI — DR =R DY T N 2T RA—=TVa v BLOAT—H
AfEMAERRTLUES

avwy FERE

FEREDHA KS4 Y

J1)—=x EEAR
1.1(1) awr RPMENESNE L,

packageverson ¥ —V— KX, 7¥ 7% v ¥x—, Iy 7 Vv oA F—axys k H—
N, VAT A E—RTOREHATEET,

T7 TVl F—axy NE—RTE, Z0a<wy RIBNMOAR—2 g UEREARRLE
T, OB EZSRL TSIV,

1l
WOFNT, BEL AT L R—T 3 v

FP9300-A# show version detail
FPRM:

DFMERERTT L HEEZRLTVET,

Running-Vers: 4.2 (1.62)
Package-Vers: 2.2(1.63)
Activate-Status: Ready
Startup-Vers: 4.2(1.62)

FP9300-A#

WOHNX, 777V w4 F—aRy hEB— RNTA=V g UEREZFERTDHHEL
RLTWET,

FP9300-A# scope fabric-interconnect a

FP9300-A /fabric-interconnect #show version

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.31.60)
Running-Sys-Vers: 5.0(3)N2(4.31.60)
Package-Vers: 2.3 (1.51)
Startup-Kern-Vers: 5.0(3)N2(4.31.60)
Startup-Sys-Vers: 5.0(3)N2(4.31.60)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect #

ROFNL, %= R—= FONA—=D g AEREFRRT D HEZRLTWET,

FP9300-A# scope chassis 1
FP9300-A /chassis # show version detail
Chassis 1:

Server 1:
CIMC:
Running-Vers: 3.1 (23a)
Package-Vers: 2.3 (1.51)
Update-Status: Ready
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Activate-Status: Ready

Adapter 1:
Running-Vers: 4.0(1.67)
Package-Vers: 2.3(1.51)
Update-Status: Ready
Activate-Status: Ready
Bootloader-Update-Status: Ready
Adapter 2:
Running-Vers: 4.0(1.67)
Package-Vers: 2.3(1.51)
Update-Status: Ready
Activate-Status: Ready
Bootloader-Update-Status: Ready
BIOS:
Running-Vers: FXOSSM1.1.2.1.6.072020171212
Package-Vers: 2.3(1.51)
Update-Status: Ready
Activate-Status: Ready

SSP 0OS:
Running-Vers: 2.3(1.50)
Package-Vers: 2.3(1.51)
Update-Status: Ready
Activate-Status:

RAID Controller 1:
Running-Vers: 24.12.1-0203|6.30.03.0|NA
Package-Vers: 2.3(1.51)
Activate-Status: Ready

BoardController:
Running-Vers: 14.0
Package-Vers: 2.3(1.51)
Activate-Status: Ready

Local Disk 1:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

Local Disk 2:
Running-Vers: EM14
Package-Vers:
Activate-Status: Ready

Server 2:

CIMC:
Running-Vers: 3.1 (23a)
Package-Vers: 2.3(1.51)
Update-Status: Ready
Activate-Status: Ready

<--- remaining lines removed for brevity --->

FP9300-A /chassis #

show version .

avw vk SR BA

show server version

£7,

BAEOY—NRY T RN I 2T ONR—T g b AT —F AEREFRL
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shutdown

SavwU R |

FRA AT vy hE DT 5120%, shutdown i< > REfEHA L9,

shutdown [ no-prompt | reason ]

B DEREA

AR E—F

no-prompt EE) 20X —U—FE2HEHTIELE, vy hEUURTICH
WMEINET, TNUSNOHE, vy ME U OBRBIZIE
commit-buffer 23 4B T,

reason EE) vy MU g ZITBMENDT XA F3UFH], &K
510 XLFEFEFCHATE £,

Yy —v E®—F
o— B VEBE— R FEIR

av Y RERE

FREDHA FS14 Y

)1)—= ETEAR
1.1(1) avy RBBEMSIVE LT,

VX N U UVHNCV AT AREENY I T v T HIEERRELET,
Zoa~wy RiIe— NV EHE— RCIZELISNTWET, v — F— KT shutdown Z1{#
HALET,

151
KOHNE, % —3 F—REHBL, VAT A2V Yy NE YT AFEERLTYD
1’9‘*@

Firepower # scope chassis 1

Firepower /chassis # shutdown no-prompt

Starting chassis shutdown. Monitor progress with the command "show fsm status".

Please set the power switch to the off position after "INIT: no more processes left in
this runlevel" message is seen.

Firepower /chassis #

Broadcast message from root@Firepower (Tue Jul 14 11:40:47 2020):

All shells being terminated due to system /sbin/shutdown
Cisco FPR Series Security Appliance
INIT: Sending processes the TERM signal

Jul 14 11:40:53 $TTYD-2-TTYD ERROR TTYD Error ttyd bad select

INIT: no more processes left in this runlevel
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shutdown .

CEEEIS ST 35

reboot Vr—vERFT TV v I A —ax s NEFERILET,
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. show web-session-limits

SavUk |

show webh-session-limits

VAT A THERATRER Web Z v g DU A N EFERTDHITIL, show web-session-limits =~
VREMEALET,

show validate-task [ detail ]

BX DA

aAvU R E—F

Detail Web & v a VHIBOZEMY 2 h&FRLET,

scope system/scope services

avy FERE

FEREDHA K42

Jiy—=x EEARE
2.3.1 o=y RPBEMENE L,

ZHUE, Aa—T VAT L RAa—TFH—EAD show v ROV T a~v L FTT,

1
ROBNL, AT I Web & v v a VHlIROEHRZ FRT 5 kA2 R L TVET,

Firepower /fabric-interconnect # scope system
Firepower /system # scope services
Firepower /system/services # show web-session-limits

Web Sessions:
Maximum logins for single user Maximum Sessions

il

ROBNE, I FTREZR Web & v 2 a O A K" T 5 HEZRL TWET,
Firepower /system/services # show web-session-limits detail

Web Sessions:

Maximum logins for single user: 32
Maximum Sessions: 256
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T-Wa<>FR

* terminal (662 ~X—737)

stop (663 ~—73)

» traceroute (connect local-mgmt) (664 ~—73)
» traceroute6 (connect local-mgmt) (665 ~X—73)
cup (666 ~=2—)

« verify platform-pack (667 ~<—37)

s where (669 ~—2)
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. terminal

terminal
B—IFN T 4 RIICERR SN AT L OTOR A ET 5120%, terminal 2~ R&{f
ALES,
terminal {length lines|width characters}

BX DA length lines B—3 N T v ROICER SN AT, AMEOHPHIL0 ~ 511

ATV R E—F

TY, —HZFIEZEEET5121E, 0z A LET,

width characters H—=IF)I 0 4 ROWEREND 11THT-0 OFE, ANMED
HPHIE 24 ~ 511 LT,

FEDa<w KE—R

2v Y FRE

EREDAARZA

1)1)—= FTEAR
1.1(1) awr RPEMSLE L,

Zoa<wy REMHEHALT, =3IV 0 4 RUIRERINDIITEB L RITHIZ Y OXFH
ERELET,

1

ROBNL, Z—=IF N T4 RUICER SN TR E 12 ICRET D H7EE2R LT
ij—o

FP9300-A# terminal length 12
FP9300-A *# commit-buffer

FP9300-A#
EE]E:I?“/F :7": E‘H'.Eﬂ
et ol vy RHAATAHT DT £ 3G 0 f B M E 5, 7—T

N X =T FRTENE S, a~vr RHEIT—T D7 4 —)L K
EXUBIDICH o~ ETNIAR—AZFEHT 2N E I EFRTEL
7,
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top

top [

fEEDE— RFT/L— |k (EXEC) Z AT 5I21E, top 2~ FEEHLET,

top

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH A,

TEoavy RE—F

avy FERE

J1)—=x EERNE
1.1(1) awr RPMENMENE L,
451

KON, EEDE— R TL— a2 ANT L HEEZRLET,

FP9300-A /system/services # top

FP9300-A#
BEav >R av vk Hl:l|
up 1 > EfioE— RIZB#HLET,
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. traceroute (connect local-mgmt)

traceroute (connect local-mgmt)

Fv T =7 EOBIOTNRA AZEDLN— o, TOHRAMLERIZIPVET RL A& T
FL—RAFB|CiL, traceroute =~ > RZHHA L £,

traceroute {hostname|lPv4_address} [source header IP]

¥ETDEREA hostname| IPv4_address #5423 %y NU—27 SA ZADKRA L EFIZIP T RV A, 2
DARA N DOFE S 1THK 510 LFTT,

source header_IP EE) ZoxF—U—R&EFEHTHE, Ty by X —IZED D
TNAADIP T RUAZBETEET,

AT RE—FK connect local-mgmt
av Y RERE )1)—2 TEHNE
L1 avr FAEIMEShE LT,

FERALEDAA KS4y ZOavU FEHEMALT, Xy FU—27 KRR RO IP X7y bOL— b EBIFLET,

Ny b~y A —=llEFENSsourcelP 7 RV AZFRT LARWEAIE, BHA— N7 RLAN
EHINET,

il

WOBNT, m—HVEB CLIICEER L, Xy MU —7 EORIDOT/SA ZA~DN— b %
F—2AF D EEZRLTWET,

firepower# connect local-mgmt

firepower (local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets

1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms

2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms

3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms

4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

firepower (local-mgmt) #

BEa<v> R = N 5 BA

ping FRE &S5 (IPvAT RLR) TF 234 Z|Zping #FAT L £,
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traceroute6 (connect local-mgmt) .

traceroute6 (connect local-mgmt)

Fv NT—7 LORIOT NA RZEDNV— e, TOHRANGEZILIPV6 7 RL A%~ T
kL —Z43IZ1%, tracerouted =< RZ&MHHA L E9,

traceroute6 {hostname|ipv6_address} [source header_ip]

BX DN hostname| ipv6_address  #zfd%5 %y T — 27 TS ADKA ML ETILIPVE T KL A,
ZDOFRA M OE SITRK 510 LT TT,

source header_ip (EE) ZOXF—U—Faif+rL, "y b~w =285
TNAADIPT RLVAZBECTEET,

AT RE—FK connect local-mgmt
av Y RERE )1)—2 TEHNE
L1 avr FAEIMEShE LT,

FERALEDAA KS4y ZOavU FEHEMALT, Xy FU—27 KRR RO IP Ty bOL— b EBIFLET,

Ny b o~y A —=llEENbsourcelP 7 RV AZF T LAWEAIE, BHA— N7 RLAN
EHINET,

il

ROBNT, m—HVEB CLIICHER L, Xy MU —7 EORIDOT /SA ZA~DN— b %
F—2AF D EEZRLTWET,

firepower# connect local-mgmt

firepower (local-mgmt) # traceroute 2001:DB8:1::1
traceroute to 2001:DB8:1::1 (2001:DB8:1::1), 30 hops max, 40 byte packets
1 2001:DB8:1::4 (2001:DB8:1::4) 0.640 ms 0.737 ms 0.686 ms

2 netl-gwl-13.cisco.com (2001:DB8:1::6) 2.050 ms 2.038 ms 2.028 ms

3 netl-sec-gw2.cisco.com (2001:DB8:1::8) 0.540 ms 0.591 ms 0.577 ms

4 netl-fp9300-19.cisco.com (2001:DB8:1::7) 0.336 ms 0.267 ms 0.289 ms

firepower (local-mgmt) #

BEa<v> R = N 5 BA

ping6 fRESNT5adt (IPv6 7 KL R) TF /A A Zping 34T LE7,
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avy RE—RERETI1I S IO L~ ZBET 512X, up 2~ REEHLET,

up

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NEIH D A,

FEDa<v KE—FK

avy FERE

J1)—=x EERNE
1.1(1) awr RPMEMNESNE L,
451

W’OHNL, 12T — RICBEIT 5 ka2 R~ LE9,

FP9300-A /org/service-profile # up
FP9300-A /org #

av R SRER

exit BAEDOCLIEy a2 T L, T/ ALYIKIT 20, F-138
ENT-AT V=27 PE—FEKTL, +— b (EXEC) L~LIZE
nFE9,

top FEEDOE— Kb — b (EXEC) ZBHtAL £,
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verify platform-pack

verify platform-pack .

Ao ma—RLUEEXOS 75 v 74— N2 RALOBEEM 2 T8 CHERT 5121, verify
platform-pack =~ > F&fEH L £,

verify platform-pack version version number

B DEREA version verson number LT BT T v T 4 — bRy U DA g L ERE ST L E
—g—O
avYy R E—FK T7r—hyxT T—FK
AV FEE Y1—2 ZERE
L1 Ay RABMENE L,

EREDAARZA Y

A A=V OFELGYEIX, H LA A — 3 Firepower4100/9300 > ¢ — &4 7 vm— K&z &
TICHBMICHER SN E T, ¥ Uvra— RLaA A=V OESMEZ % CTFE) T3 5121,
Zoavy REFEHALET,

show validate-task & 7= (% show validation package =~ > R&HHT 5 L, BDO/R v r—v
N=Va U EGERETEET,

72, showvalidatetask =~ R&ifH4T 5L, RIET oA 2EF=FT52 L TEET,
HAFRIIABOICITET SN2, MELa~y REANTAINERH Y £9°,

1
ROPNT, FFEDT T v N T4 —Lb Ny r—V MR T 2 HEE R L TWET,

FP9300-A# scope firmware
FP9300-A /firmware # show validation package
Firmware Package 2.2(2.19):
Validation Time Stamp: 2017-10-26T14:34:24.925
Pack Name: fxos-k9.2.2.2.19.SPA
Validation State: None
Overall Status Code: Ok

Firmware Package 2.3(1.51):
Validation Time Stamp: 2017-10-25T16:53:30.914
Pack Name: fxos-k9.2.3.1.51.SPA
Validation State: None
Overall Status Code: Ok
FP9300-A /firmware # verify platform-pack version 2.3(1.51)
The currently installed FXOS platform software package is 2.3(1.51)
All the Security Modules will be installed with these software components:

Security Module Adapter 4.0(1.67)
Security Module BIOS FXOSSM2.1.3.1.13.0927171811
Security Module FXOS 2.3(1.50)

INFO: There is no service impact to install this FXOS platform software 2.3(1.51)
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. verify platform-pack

Verifying FXOS platform software package 2.3(1.51). Verification could take several

minutes.
Do you want to proceed? (yes/no) [yes]:
BEav R avw YR B

download image Firepower4100/9300 3 ¥ —IZFX0OS VY 7 b7 =7 A A—T % X

vu—RKLFET,

show validate-task

AA—VRIETBEADAT —H A% F£RLET,
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where

BUED CLI =~ & RHEfE 2l 51213, where 2~ R LET,

where

where .

BX DA

AU R E—F

Zoavwy FIZEFGIEELETF—U—NIH A,

FEDa<vw s KE—FK

avy FERE

J1)—=x EERNE
1.1(1) awr RPMENMENE L,
451

wOBNL, BAED CLI Z W4 2 k2R L ET,

FP9300-A /org/service-profile # where
Mode: /org/service-profile
Mode Data:

scope org

enter org orglO

enter service-profile spl0 instance
FP9300-A /org/service-profile #

av R SRER
top EEDOE— b by 7 (EXEC) L-LiIcBEIL £9,
up 1 D EffOE— NICBEILET,
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. where
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i L =t
A S M T T L o ] e S T B 5 |

connect shell A< > K

e connectshell =< > R (673 2—73)






connect shell A< > K

+ connect adapter : T~ K U A K (674 ~X—)

s connect cime : 2> K U X K (679 X—)

s connect fxos : 2> K U Xk (683 X—)

« connect local-mgmt : 2~ K U A K (699 ~—)
s connectmodule : Z<> K U A K (706 ~=—7)
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. connect adapter : A< > K )X k

connectadapter : A< > K )X |k

connectshell A< > K |

A—s3—/3A W connect adapter =~ > K& L CREDT ¥ 7 X Da~ v R = )VICHH
THE, TOV)VTROaAY Y REMFEHTEET, connectadapter =2~ ROFEMIZDOWNT

I%. connectadapter (41 X—3) ZHIL TN,

P

B Ihboa<wlr RiL, CiscoTACOER T CHIER Yy NI —0 THE TS ZE T TNy a—T 4

VT AEAICORER LT EE N,

TETE avy Rz )V IERTAE, a~v R4y Frr P MIF 7408 a2 R

OETEINET, adapter n/n/n EWVNDI T T T A T L AIZEID Y T4 Rl

WCERSNET, Z

DE . n/n/nlE. BHRAICAN LET E T X OY v —/3— D OB EDHE T,

THTH = REKETTDHITIE, exit EADLET,

1

WOFITIE, 7THXT¥ a<wr Rr=/ViZER L, FIAMRERa~ Y RERRT D HIE

R LET,

firepower# connect adapter 1/2/1
adapter 1/2/1 # help
Available commands:

connect - Connect to remote debug shell
exit - Exit from subshell
help - List available commands
history - Show command history
show-fwlist - Show firmware versions on the adapter
show-identity - Show adapter identity
show-phyinfo - Show adapter phy info
show-systemstatus - Show adapter status
adapter 1/2/1 # exit
firepower#

R6:T7ETIDTS54<) A=< F Lz )LTRHATREAZITUR

av U R Z D DTER

connect TNy Tz VICERHR LET, RORIIRT A~ N7 7 8AT
XET

exit THETH a<w R vz az2 KT LET,

help LoV TR RE U AR LET,

history DOV VDANRICEITENTmav L RO A NeFRRLET,
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I connectshell 37> K
connect adapter : <> F IJX + .

avw vk Z Db DIER

show-fwlist TETEDT 77— 72T N"=Ta v aERrLET,
show-identity THETEDID HRRALET

show-phyinfo THETEDMEERE R R LET
show-systemstatus THETHEDAT —H AR RLET

TRy T BT VTHAMRERRa~ Y Ridko LBV T, 77X I7(4 <) a<w
K=/ Tconnect 2~ REASILTT 7 EALET,

)

GE) VDT Ny 7“9_7:/I/1/c:%%}%ﬁ—5 L, avw U RIATa T IR adapter n/n/n A=
V7 IHNG adapter n/n/n (top) :nl\ZEPDY F£9, (top): ZHRET A TH a<w R =)Lo b
MY T2V THDHIE, nlIT Ay Ty vavicdrahbda~y NRofTEe£LET,

TRy T BT V& TT 51T, exit EATLET,

1

WOFNL., THE S ZOT NN F 57 VL. Firiea~y ReERRT5
FEE R L TONET,

adapter 1/2/1 # connect

No entry for terminal type "dumb";
using dumb terminal settings.
adapter 1/2/1 (top):1# help
Available commands:

attach-fls - Attach to fls
attach-mcp - Attach to mcp

estat - Run fc performance monitor
exit - Exit from subshell

help - List available commands
history - Show command history
phy-read - Read PHY register
show-acltab - Show ACL table

show-fru - Show FRU contents
show-fwdtab - Show forwarding table
show-log - Show system log
show-macstats - Show MAC statistics
show-pcisw - Show PCIE switch status

adapter 1/2/1 (top) :2# exit
adapter 1/2/1 #
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. connect adapter : A< > K )X k

connectshell A< > K |

R1I:FETER TR T BT )L THATRELZIIUR

av UKk Z DD IER

attach-fls TETEDT 7T )y arlfry =R TR LET, ROEIC
Rt avwr RIZT7 7B ATEET,

attach-mcp ~ AL —H T 7T KR LET, Z<OT Ay IR R
A CTEET, VA NERRTHIZIE, hdpa~r REfHLE
ﬁ‘o
ZIZThH, INHDa~y RiXCiscoTACD A A XU ATORERHL
*9,

estat TP AN F ¥ FI RN T p— AT ERENLET,

exit OV T VEKRTLET,

help OV T VTR RER v RE Y A RNLET,

history O T2 VDANRIIEITINca~ L ROV A MeRRLE
7

phy-read PHY LY A Z &t irdr 4

show-acltab ACL T — 7NV EFRLET

show-fru FRU ODNEE TR LET

show-fwdtab Rk T — 7 VB FoR LET

show-log VAT A v EFRRLET

show-macstats MAC #atHEHREZF R L ET

show-pcisw PCIE AA v F AT —H A% KR RLET

wkoa<wy NEx7r77 Uy s uar A4 —x (FLS) VY7L = VL THHTEETd, 7474

DF RNy 7 v xdattach-fls a~ 2 REANLTT 78 A LET,

Y

GE) TEHETEOT NI BTz VDFLS VT vz /Wil THE, a~vr KIA4 a7 b
yip adapter n/n/n (top):n iRy adapter n/n/n (fls):n a5 oY) ij_o (fls): (i@%ﬁ:‘@?/{‘y
T YTz VOFLS YT 2V %E L, nlZZDFLS By g r TRREND A~ ROIT
BaRLET,

FLSH 7 v =V a & TT5I20F, exit ZAJJLET, TR0 T T2/ VWZRED £,
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I connectshell a7 > K

il

connect adapter : <> F IJX + .

ROBNT, TNy T HT L= VNHFLS Y7 v = i L, FIF AR a~ > Fa
R D HEEZ R L TVWET,

adapter 1/2/1
No entry for

# connect
terminal type "dumb";

using dumb terminal settings.

adapter 1/2/1
No entry for

(top) : 1# attach-fls
terminal type "dumb";

using dumb terminal settings.

adapter 1/2/1

(fls) :1# help

Available commands:

d_

exit -
fwactive -
fwcgs -
fwexch -
fwlif -
fwvnic -
help -
history -
1if -
login -
lunlist -
lunmap -
vnic -

adapter 1/2/1
adapter 1/2/1

dumps the contents of
Exit from subshell
retrieve active fcpu
retrieves fcpu cqg inf
retrieves fcpu exchan
retrieves fcpu 1lif da
retrieves fcpu vnic d
List available comman
Show command history
Show 1if information
Show login informatio

the last fw request

exchanges
ormation
ge data
ta

ata

ds

n pertaining to vnic

Show Nameserver and Report LUN's response information for vnic

Show lunmap informati
Show vnic information

(fls) :2# exit
(top) : 2#

R8:FSH T )L THAMELZITUR

on pertaining to vnic

avo kR Z DD IEEHR

d BEDT 77— =T ERONEE X T LET,
exit FLS 7 v =& T LET,

fwactive T T 4 77 fepu MR AEHUSG L E T

fwegs fepu cq fHE#MA TS L £

fwexch fepu 22HAT — X G L £ T

fwlif fepu lif 7 — % Z G L £

fwvnic fepu vnic 7 — X Z MG L £7

help PR e 2~ F&2 U A B LET

history avy NEREERRLET
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connectshell A< > K |

. connect adapter : A< > K )X k

avw ok Z DD 1ER

lif lif fH#aE £ R LET

login vnic IZBET 5 r /A UAEREFRRLET

lunlist vnic D F— AP —,3L LR— F LUN OJEEE AR~ LET
lunmap vnic (ZBE$ 5 lunmap E#H % £Rx LET

vnic vnic ff#EZ R~ L ET
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I connectshell a7 > K

connectcime : A< > K JX

connect cimc A—/S3— AW a< o REEHA L TRHEDEY 2— /LD CIMC 7 7—2b U =T
TRy T 2—T 4 VT 4 IZHERTHE, ZOV =V TROa~ Yy REHEHTEE9, connect
cimc 2~ ROZFEMIC OV T, connect cime (45 =X—3) B LT 70,

ZDaA—F 4 UF LIV, UTAEALDCIMCTF ANy JIE#AFR T TELa~w L FEHEH
LT, ARV EH 2T 7 8ATEET, ZNbDa~y KL, EIZCIMCHED ~F
TNy a—T 4 TIFERENET, TI9—4L, VAT LAAX had, Fri— FOREE,

BLOEFERE N RSNET,

N

connectcimec : AV K YRk .

~

GE)

CIMC oi~ > R ¥ = VIl 5E, avwr R4y Far PR F 74/ a7 ks

E‘;Z@Eéﬂjﬁj} [ xxx <‘:b\977°§4’7’/2 'l@é“(?i%ﬁuf‘? ’@i};?él\\ xxx [IA
ﬁbk%%@:vVFTTo&@W%ﬁ%bf<téwo

CIMC v = /L& T3 21213, exit EATILET,

1

WOEITIiE, CIMC &— RITH L
j‘o

firepower# connect cimc 1/1
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '"]'.

CIMC Debug Firmware Utility Shell
[ help ]# help

. A RER a2 FE U A M55k E R LE

[ support ]

Debug Firmware Utility

Command List

alarms
cores
dimmbl
exit
i2cstats
images
mctools
memory
messages
mrcout
network
obfl
post
power
programmables
sensors
sel

fru
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. connectcime : IV K )X k

tasks

top

update

users

version

cert

sldp

help

help [COMMAND]

Notes:

"enter Key" will execute last command
"COMMAND ?" will execute help for that command

[ help 1# power
OP:[ status ]

connectshell A< > K |

Power-State: [ on ]

Master-State: [ Master ]
VDD-Power-Good: [ active ]

Power-On-Fail: [ inactive
Power-Ctrl-Lock: [ unlocked
Power-System-Status: [ Good ]

Front-Panel Power Button: [ Disabled

Front-Panel Reset Button: [ Disabled

Source of Last Power Change: [ Software "mcserver" ]
OP-CCODE: [ Success ]

[ power 1# exit

Connection closed by foreign host.

firepower#

xR9:CIMCT/\y 4 ¥z )LTHRIARIGERaAT YR

avw vk Z DD IEHR

alarms StatusLED DBAEDIRRE, BLOT T—AlZEEFR WDV — (TF

T 2%58) #RRLET,

TT—=h LUL
1: 0K (kad giT)
2: A% ) OHHHE (Bt [
3 PRREORE (L2 U sUT)
4 BRREEE (Lo U0 R

cores a7 X4 L7 M)AV A RNLET,

exit CIMC %7z VBT LET,

fru TRCOBBALHAGEL= > b (FRU) 754 2 fF#HAZY 2 FLE
TO
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I connectshell a7 > K

connectcimec : AV K YRk .

avy kR

Z DD I1EHR

help [COMMAND]

g~ Nhelp Z AT 5720 T, FIARERTXTOa~x s RRY
A MEHET, help emd_name Z AJT % & emd_name ? =~ K
D~V TERP TR SNET,

i2cstats PCayv hr—FLYRLER, RIS R"DTE ~AFT T~
U TNy h—ATFT—=Z &R RLET,

images VTR 2T DA A= RN=Ta v BLOAT—F A fEREFRL
£75

mctools BI{ED MCtools DIRFEEH (V7 v hBLOHEE 7 7 A L DF ¥ v
Ta YA W) EFRRLET,

memory AEVBLOAMOMIEREZFZRLET,

messages messages [dump|follow]tail]
dump : /var/log/messages 7 7 A V& X T LET
follow : /var/log/messages 7 7 A V& T — NV RBI O 7 40— LFET
tail : JRIED 100 HDOA vt —V2F T LET

mezzlfru mezz 57— F 1 FRU @A FoR LET

mezz2fru mezz 77— R 2FRU # A £ R LET

mr cout MrcOut*.txt &4 7 L £ 7

network Ky hT—2 AF—H A&V TN A LTERLET
Ry MU= EREZ T LET

obfl OBFL (A A— KfE&Hw ) &4 7 LET
dump : OBFL # % 7' L7
follow : OBFL # 7 — /LB X7+ —LE7
tail : ;gD 100 HDORA vyt —V2F T LET

post BIOS Post fff#z 4> 7 L £

power WRAT —Z A% YT NVE A LATRRILET

T — ROBEBRRT—HZ A2 E T LET

programmables

R—RTT RS T DAHRN—Va v 2T LET
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connectshell A< > K |
. connectcime : AT K YR k

avw Uk ZFDDIER

Sensors FTRTCOB Y —%2 VT NAEA LTERRLET
sensors [all|power|templ|fault|pres|led]

all : TRTCOELY—%2 X T LET (T 74/ 1)
power : BRE VY —DHREL T LET

temp : JEE Y —DHhEX T LET

fault : fEEL Y —DHREX T LET

pres: LBV R v —DHEX T LET

led: LED vV —DHEH T LET

sel 7L —RSELIE# (VAT A ARV rY) R RLET

sdp Cisco CIMC B EAERI DT /] 7

Zoawy NE, 2—FB IO A0V R— MEYEFEOXEEZIT
THAEEROT Ny FRBGEE FEITLET,

tasks FATHE AT OERE LY T LET
top 7R =20 T EEITLET
update BIEDT7 7 — AU =T DEHFAT —H A
users IPMI =2 —H % %7 LET

version N=a ANERERGFELET
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I connectshell a7 > K

connectfxos : A<Y > K IJR k .

connectfxos : A< > K JX k

connect fxos A—/R— XA Y o< REFEHALTAL v F 7 757U v 7 DFXOSCLI v =
IR T D&, TV /L TIROa~< R T& £9, connect fxos =~ > ROFEMIC
DWW T, connectadapter (41 ~X—3) S L T 7E S0,

)

GE) FXOS a~<vy R iz i#Esd i, a~vr R4y a7 BN F 74108 Frr7 by

DEEINET, (fros) DMITMENTZT 7NN TR T RENWSI T FIA4T L AIZEHD Y

THIIARITT, ROFESRLTIIZI 0,

FXOS v = /L& T3 2121, exit EATTLFET,

1

WOBITIE, FXOS v R = /WZHERE L, FIMTRER 2~ FaRRT o 5E%

~LET,

firepower# connect fxos
firepower (fxos) # ?

clear

cli

debug
debug-filter
ethanalyzer
no

ntp

show

system
terminal
test
undebug

end

exit

pop

push

where

Reset functions

CLI commands

Debugging functions

Enable filtering for debugging functions
Configure cisco packet analyzer

Negate a command or set its defaults

NTP configuration

Show running system information

System management commands

Set terminal line parameters

Test command

Disable Debugging functions (See also debug)
Go to exec mode

Exit from command interpreter

Pop mode from stack or restore from name
Push current mode to stack or save it under name
Shows the cli context you are in

firepower (fxos) # exit

firepower#
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connectshell A< > K |
. connectfxos : A<V K JR b

RI0:RAYFLT T7T) YO FXOS > o )LCHARMERITU R

av R Z DD IER

clear Ut MkhE

counters : A A&7 VT LET
logging : =¥V {FHAE 7 V7T LET
mac : MAC

cli CLlza<> K

var : BRAEERELET

debug Fy TR, WOREBBLTL S0
debug-filter Ty THEED T 48 ) v 7 B LET
ip:IP A2 |

ipv6 : IPv6 A X b
pktmgr : Pm debug-filter

routing : JL—7 4 7 AR

ethanalyzer VAANTy NTFIAYERELET
local : Sup ~D 7 L—LDua—h)V Fx 7 F ¥ EBELET

no a~ REENZT D0, FET 740 MEZRELET
debug : 7/ ZHERE

debug-filter : 73w FHEED 7 4 VW H U U TG L ET
ethanalyzer : ¥ A X7y N 7 F I A FEHRELET
terminal : ¥ — 7V T A L NT A= ERELET

test: 7 AN a<w R

ntp NTP &
sync-retry : i EHF Y —AOFEBLEFRITLET

show AT AT AOWRERT LET, KOREBBLTIESH
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I connectshell a7 > K

connectfxos : A<V K JR b .

avo kR Z D DIEHR
system VAT LEBa<w R
hap-reset : ha [RE TR — ANV EIXYVE—bsup DV Y NEFH
M LET
heartbeat : /N— h E'— M &AL ET
no: AV REMEHTT 50, a~vy FOT 740 MEZREL
E3Sh
terminal U ARERR AN T A —=F 2R ELET, RORZZHLTIZEWN
test TARav R
aaa : Aaa 7Sl
eltm : eltm fFHZF R L £
forwarding : Fib %5
hardware : 7 A h /= R =7 /NT A —4
otv
undebug TRy THERREESCLET (TR ISR LET)
all : TRTOT Ny V2 HIT L ES
icmpv6 : ICMPv6 7 /3wy 7 <> K
ip: IPA X b
ipv6 : IPv6 A~ k
2:1VAF%2
Bvm : LAVM {27 N 7 L E T
pktmgr : /X7y R v X =T % TRy T bR AEHR
pm : L— kR —~<F—T% (RPM)
sockets : V4 v b
system : VAT A AR —F NOT RNy TEFMCLET
end EXEC E— NIZBATLET
exit av U RAUE—=T YV HE/KTLET
pop AE I INEE— ReRy 7T 50, ARINGEITTLET
name : 41 (fEE)
push BEOE—REAZ vy 77y 2T oh, AHTCTRFLET

name : a1 ((EE)
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connectshell A< > K |
. connectfxos : A<V K JR b

avw Uk ZFDDIER

where COCLIayTXAMNMIWANEFRLET
detail : K> MU ZBx DITIZE R LET ((ER)
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I connectshell a7 > K
connectfxos : A<V K JR b .

R 11:FX0S2< > K 2 = )LTHIAREEL: debug. show. terminal < > F

avw ok Z D DTER
debug
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connectshell A< > K |
. connectfxos : A<V K JR b

avw Uk ZFDDIER
TR TR

aaa :aaa DT Ny VAN LET

aclcomp : aclcomp 7 /N v 7 &g E LET

acllog : acllog 7 /3y V' &3¢ E L ET

aclmgr : aclmgr 7 /N> 7 &% E L E T

afm : afm 7 Ny VA RE L ET

assoc : LD ID & Z4SH#af% D 1D O RIHAT 1T
bem-usd : BCM USD

bootvar : bootvar 7 /N Z A F N LET
callhome : Callhome DT /N 7 B L ET
cdp : CDP 7\ V2R ELET

cert-enroll : cert enroll daemon D7 /N 7 &#FRE L 7
cfs : CFS DT Ny ZHFGINTLET
cli:cliz7 Ny 7 LET
ci:civr—n"ETF Ny 7 LET

clk mgr : clk mgr 7 /Ny 7 AR ELET

copp : copp TN VT ERELET

core: A7 T—EFL TRy T EFEMMILET
csm:esm 7 Ny T EAMZLES

device-alias : 7 /3 A A U T AEV —EADT NNy JEHRELE
—é—

dstats : E3FLAHERT Ny T EBRE LET

eltm : eltm 7 /Ny 7 2R E L £ T

ethpe : ethpe 7 /3w 7 &G E LET

ethpm : ethpm 7 /Ny 7 &R E L £

evme : A XU b IR—TV X FITAT N TNy T
fe-mac : fep AT Ny 7 LET

fc2 : FC2 7y 7 &R ELET

fe2d : fe2d 73y 7 BE L ET

fcdomain : fcdomain 7 /3> 7 &2 H N LET

fefwd : fefwd 7 /3y 72 AP L ET
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I connectshell a7 > K

connectfxos : A<V K JR b .

avy kR

Z DD I1EHR

fens : F— L P—R"EFT NNy LET

fcoe klm : FCOE KLM 73> 7 %% E L £ 7

fepe @ fepe 7Ny ZEFRELET

fes: 777V v IBREV—AOT Ny VT EBELET
fdmi : fdmi 7N 7 2BE L ET

fex : FEX 7B AD cli#T Ny 7 LET

fex : fex 73y V&gRELET

flogi : flogi 7 /N> V&R ELET

fm : BEE~ R —V X DT Ny T EFRELET

fspf : FSPF 7y 7 &5 E L £ T

hardware : /N— R =7, H—F/ba— RKA[ERE Y 2 —/L/XT X —
HET Ny T LET

icmpv6 : ICMPv6 7 /3Ny 7 <> K

idehsd : Idehsd N> R T8y &2 E L E T
im:im7 NNy 7 EHFRELET

ip i IP A~ h

ipconf : ipconf 7 /3 V&G E L E T

ipfib : ipfib 7Ny VY ERELET

ipqos : IP QoS Manager D7 /N> 7 &g E L £ 7

ipv6 : IPv6 A~ |

Klm : =/ 0 — FAREREY 2=V NTFA—=F 2T Ny 7 LET
R2:1A%2

Bvm : LAVM @& 7Ny 7 LET

lacp : lacp 7Ny V&R E L £T

Idap : Idap DT Ny ZZRE L ET

ledmgr : LED ¥~ 3% —Y ¥ DT Ny 7 EHRELET
license : 74 B ADT Ny FHEHZLET

Idp : ldp 7y 7 &R E L ET

logfile : B 77 7 A L ~DFT Sy 7 OEBEH T

logging : =¥ 7 F 7L syslogd 73y V&G E L ET
m2rib : m2rib 7Ny FEFE L ET
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connectshell A< > K |
. connectfxos : A<V K JR b

avw Uk ZFDDIER
mecec : MCEC TNy 7 & HELET

mem @ mem 7 /Ny ZERELET

mfdm : mfdm 7 /3> 7 &2 E L £

monitor :  —% v FSPANtE v a v EHRELET
msp :msp 7 /Ny VERELET

mvsh : MVSH H— D7 /3 7

nf:nf 73y VERELET

nohms : nohms 7 /3 7 Z 3% E L £ 3

npacl : NPACL #§pE &4 a¢ & L £ 3

nsmgr : nsmgr 7 /N> 7 AR E L ET

ntp : NTP £V 2—L&F "y 7 LET

obfl : obfl 7/ V' AFREL ET

pfm : pfm 7 /3y 7 & FHE L ET

pfstat : pfstat 7 /3w 7 &K E L ET

pktmgr : /X7 v b TR =T X DTN T/ R IVIER
platform : 7’7 v N7 4 — A TNy T ERELET
platform : 77 » k7 4+ — AN

platform : 77 v h 7 4 — X

plog : plog 7 /Ny V&g E LET

pltfm_config : pltfm_config 7 /N v 7 5 E L £ 5
plugin: 7’7 7 A TRy JEFEELET

port : R—h TRy FERELET

port-channel : port-channel 7 /3> 7 & 3% E L £ 5
port-profile : port-profile ¥R — ¥ DT N F TN LET
port-resources : prm 7 /N Z AR E L ET

port-security : AR — ~ EX¥ =2 U7 s fid o~ K
private-vlan : 77 4 X— K VLAN DT v 7 75 FaZE LT
process-sap : 7 /N X5 12 A D SAP

provision : 7R E Y a =0T TRy TEFELET

psshelper : Psshelper 7 /3 > 7
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I connectshell a7 > K
connectfxos : A<V K JR b .

avw Uk ZFDDIER

psshelper_gsve : Psshelper 7 /3 v 7
ptple : ptple 7 /3y VR ELET
qd : qd DIEFHRER R LET
radius : radius 7 —F DT RNy FERE L ET
res mgr : res mgr 7 /Ny VA E L ET
rib:1ib 7Ny VERELET
rlir : RLIR 73w 7 2 @0E L &9
mpm : /b— kK o— ~vx—T % (RPM)
rsen : RSCN 7w VA% E L ET
sal @ sal 7N ZEFELET
san-port-channel : san-port-channel 7 /3> 7 Z 3% E L £ 9
scsi-target : scsi ¥ —7 > N T—F L TNy T ERELET
security : BX¥ 2 U T 4 DTNy T EFRELET
session-mgr : By v al vRx—V ¥ DTN T EEHLET
snm : snm 7 /Ny T ERELET
snmp : snmp-server 7 /N 7 & E L ET
sockets : V7 v b
spm : spm 7 /Ny T EFRE L ET
statsclient : i FH1F
system : Y AT A AR NOT Ry TEFMILET
system : VAT LET /Ny JLET
tacacst : TACACS+ D7 /Ny 7 & LE T
track : N7 w7 TRy TERELET
transceiver : FC h 7 L —NR_—F R/ a< R
tunnel : bRV TRy TERELET
udld : udld 73y 72 RELET
GE)
WA Y > 7 fi (UDLD) (ZFXOS TIEHAR— ST ERA,
UDLD ~DOZ & Ml L £4
ufdm : ufdm 73y 7 &R E L ET

vim : vim TNy T EFRELET
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connectshell A< > K |
. connectfxos : A<V K JR b

avw Uk ZFDDIER

vlan : vlan ¥ %=X DTN T T T T EFRELET

vmm : vmm 7 /3y 7 &R E L ET

vms :vms 7Ny FERELET

vsan : VSAN ¥ R =V ¥ DT Ny Z 2 H LET
willesden : willesden 7 /3> 7 Z 3% & L £ 9

wwn : WWN ¥ R—T X DT Ny ZHRELET
xml : XML =— Y = > k

zone : V' — 2 V—ROTF RNy J a<w R

zschk : zschk /8y 7 &R E L ET
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I connectshell a7 > K
connectfxos : A<V K JR b .

avw Uk ZFDDIER

show
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connectshell A< > K |
. connectfxos : A<V K JR b

av U R Z DD IER

FTHFOVAT MM EFRRLET

aaa : aaa [HRAZFRLET

access-lists : 77 A VA MNEFRLET

accounting : 7V hREEZFRLET

banner : BIED motd /N F— A v b=V EFRRLET
boot : Bootvar ¥ A FK R L £

callhome : callhome fF#H & FR L £F

cdp : Cisco Discovery Protocol ff# Z K/~ L £

cfs : CFS Show 2a~v > R N K7

classsmap : 7 7 A v v S EF R LET

cli : CLIfF#Z &R LE£T

clock : BUED A& &R L £

cluster-state : 7 7 A ZfF A TR L £ T

configuration : X EtE v a LV OEREFRLET
copyright : E1EHENE &

debug : TNV 7T T ERRLET

device-alias : 7 /3 2 = A U 7 AFREH —EZADERER R LET
diagnostic : Zfra~> K

ecmp-groups : §XTPD ECMP 7/ )V —7 % FoRr LET
environment : > A7 ABRELIEH

fc2 : fe2 DT =T N LHEHEREFR L ET

fc2d : fe2d DFHAZ LR L ET

fcalias : Fcalias show =< > K

fcdomain : fcdomain fF#HZ &R L ET

fedroplatency : AA v FE/ITH Y NV —7 DBELEEZFR /R LET
feflow : feflow fE# AR R L £3

fcid-allocation : fcid-allocation U A N DF#R AR L ET
fens : R—L =N T =T NERRLET

feroute : FC /b— h &2 F R LET

fes: 777U v VREV—MEFRER R LET
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I connectshell a7 > K

connectfxos : A<V K JR b .

avy kR

Z DD I1EHR

fctimer : 7 7 AN F ¥ XNV A~ —%FRRLET

fdmi : fdmi [F# AR~ LUES

flogi : FLOGI Oz R R L ET

fp: Fp

fspf : FSPF Dff AR m L ET

hardware : /N— R = 7 IEMA R R LET

hostname : A7 ADKA M EFRLET

hosts : DNS Dff#a s LE§
in-order-guarantee : IB/¥ £33 0 OBUSIRALXE A F£R L ET
incompatibility : AHMEDRWEEEF R L ET

install : 2 DDA A—=VWDY 7 F =T A A M—/LDOEELEFIR
LET

interface : f V' H—7 2 A ADAT—H ABIOFEREFRLET
inventory : WA X MU EFORLET

ip: IPIHEREF R LES

ip : IP 1

ipme-groups : TXTOD IPMC /' V—7 %K/ L ET
ipv6 : IPV6 TEHRA R R L ET

kim: I—)V EY a— UFREFR R LET
12-class-id : L2 7 7 2 ID &0 24 C

2-table : T_XTHL2 = MY AFRLET

lacp : LACP fF#HA £ R L ET

ldap-server : LDAP % Ef# A FR LET

line : ITRREZ RN LET

lidp : lldp DIFHMAEFR R L ET

loadbalancing : FfED 7 B —F L FIRZWD 2 =F ¥ A h B — KT
T RFRLET

locator-led : /35 A0 —XZ @D LED A7 —X AnFERLET
logging : BX L/ OREB L0 77 A VONEAFRLET
mac : MAC

module : BV =2 — VA FE R LET
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. connectfxos : A<V K JR b

connectshell A< > K |

avy kR

Z DD I1EH

monitor : f —H% % v k SPANfF# A FK/R L ET

msp : Msp Zv > K

nsm: Ry hT—2 B AL h w32 =y OIEREFRLET
ntp : NTP {F#E KR LET

phy-bypass : /N\— R =7 /A /32

platform : Platform Manager C5f5 L7z A X hDO U R MER R LET
policy-map : RV > — <~ v FZFRLET

port : AN— MEHREZF R LET

port-channel : R — M F ¥ F/UFREZF R L E T

port-profile : R—h 77 7 A NVEFRLET

port-security : IR—~ E¥ 2 V7 4o~ N

queuing : f VA —T A A Fa—A T OFERELRLET
radius-server : RADIUS % EHF#AZ R~ LET

redundancy : ¥ AT ADTLEMEAT—F AR RLET
resource : VDC DU YV — AR EHZFRLET

rlir : RLIR {2 FRm L £ 7

rmon : RMON #EaHEH & 2~ L £

role : M —/LViRE LR LET

routing : /V—7 4 U IEREFRRLET

routing-context : BAED/L—T 4 7 2T F A MEFRLET
rscn : RSCN {2 &R L £
running-config : BIEFAT SN TV DHRKIE
san-port-channel : 7" — h F ¥ RUHFREZR RS LET

scsi-target : FRH X7z sesi #—4 v ME#HAEFRRLET

snmp : snmp [FHEF R LET

sprom : SPROM DN

ssh : SSH fff &z 2R L £

startup-config : BIEDOA X — R T v a7 4 Fal—a v
svs :svs fEHRAFR R LET

switchname : ¥ A7 LADKRA M EFRLET
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I connectshell a7 > K
connectfxos : A<V K JR b .

av Uk Z D OTER

system : > A7 ABHHE D show 2~ R

tacacs-server : TACACS+ B ElHM AR R L ET
tech-support : h 7 7N a—TF ¢ T OEREINEL T
telnet : telnet ¥ — \BIELF R L £ T

terminal : S ARFBE/ T A —H ZFRLET

topology : HEkt SN AL v FDIEREF R L ET

track : h 7 v % IR

trunk : F 7 U7 fEBRAEFRLET

udld : UDLD 7'& k =)L

G¥)
BmY 7 #it, (UDLD) IZFXOS TIIU R — SN TWEREA,
UDLD ~DO&RAMH L £,

user-account : L —YIFHREZ LR LET

users : VAT AT A LTV ABIEOL—YEFRRLET
vde : RAEEF ASA A 2T XA MEFR LET
version : Y 7 R =7 N—Ua v EFRLET
vifs : RS U H—T = A A

vlan : Vlan =< > K

vms : Vms 2 2

vmware : Vmware P&

vif : VRE 2 &r L E T

vsan : vsan A F R L ET

wwn : wwn fEREZFRRLET

xml : XML =— = b

zone : Y — 2 show 2 ~< 2 R

zoneset : V' —>F v k show 2~ K
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. connectfxos : A<V K JR b

connectshell A< > K |

avy kR

Z DD I1EH

terminal

SARBIRRD /ST A — 2 B E LET

alias : =4/ U T A%&2FRLET GIEORWEE) . lexec) =AY
TAEERCLET FFKEE) o AKEir7rmA U 7 Xldconfig®— KT
7, lclialias] ZZH LTS 7E30,

color : 77 b (EDOa~< K0 ok DEEIIRE. =T —DGA
R . avwr R I42 (F) . 1 (T 740 both) OtftT
AT LET

dont-ask : [HERR L TLZ 3V EWHBEMIIERINEHA, b
VICF 74V ORI ZFERLET

editmode : 2~ K A4 DT ¢33 F— (vi £721% emacs.
emacs X7 7 AV ) HZRELET

event-manager : { N2 f v Rx—T ¥ cli £ X b

history : Sn KB 7 07 ¢ HRE L ET

length : EEIOITHAZRE L ET

monitor : Syslog /) ZHBAEDIHAATIC A B — L £

no: A~y REMIHCT 50, a~ FOTFT 74V MEEZRELET
output : show =~ NN DT +—~ v 5k

prompt : 72> NORRGEEZRELET

redirection-mode : U XA L7 v ay E— REHRELET
session-timeout : ¥ a v XA LTV hERELET
sticky-mode : BIfEOE— R COAL—ET Ha~vr REMRKELET
terminal-type : ¥R & A &R E L ET

time : ZEUZBIEDORFZ 2 RF L £ T

tree-update : A A UENTY U — A2 BET L ET

verify-only : =~ RZfERT 272 THITIILEEA

width : FRIRDIE A RE L ET
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I connectshell A< > K
connect local-mgmt : A< > K 1J R + .

connect local-mgmt : A< > F IJX |k

A—s3—/3A W connect local-mgmt =~ > RZEH L CTe— W VEBLY = VICH T 5 &, %
DY)V TRO A~ REMHTEZEJ, connect local-mgmt =1~ > ROFEMIZ DUV TIE,
connect adapter (41 ~—3) ZZML T ZE WY,

DY VTIE, Z7ANVDat— 7y 7 Uy r A F—axy NOFEE), ping BLD

traceroute 2~ NDEITRE, 777V v I A v F—axy P TERBIEEZFETTEET, 20D
HCHL NI TN a—T 4T T ANVDERP R HEETT,

\)

GE) O— BB a<wy R oUW IEET AL, av L R4y ur P "R F 740k Fay
TEPOERINET, (local-mgmt) WIS NIZT 74V Tar T heWHITTFI7A4T v
ANZED B THNTARTT, ROFIZSZRLTITEIN,

n—hVERE— 2K TT5120F, exit EATTLET,

151
KOHFITIE, a—hNEHa~vy o)V cEk L, FHARERa~y RERTTS
JiEERLUET,

firepower# connect local-mgmt
firepower (local-mgmt) # 2

cd Change current directory
clear Clear managed objects

cluster Cluster mode

connect Connect to Another CLI

copy Copy a file

cp Copy a file

delete Delete managed objects

dir Show content of dir

enable Enable

end Go to exec mode

erase Erase

erase-log-config Erase the mgmt logging config file
exit Exit from command interpreter
fips FIPS compliance

1s Show content of dir

mgmt-port Management Port

mkdir Create a directory

move Move a file

mv Move a file

ping Test network reachability
ping6 Test IPv6 network reachability
pwd Print current directory
reboot Reboots Fabric Interconnect
restore-check Check if in restore mode

rm Remove a file

rmdir Remove a directory

run-script Run a script

show Show system information
shutdown Shutdown
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connectshell 37> K |
. connect local-mgmt : A7 > K JX b

ssh SSH to another system
tail-mgmt-log tail mgmt log file

telnet Telnet to another system
terminal Terminal

top Go to the top mode

traceroute Traceroute to destination
traceroute6 Traceroute to IPv6 destination
verify Verify Application Image

firepower (local-mgmt) # exit
firepower#

£12:0-H)IEBY o )LTHATREGZIATVFR

avUk Z DD IEHR

cd BUEDT 4 V7 R 2BHLET

usbdrive : 7 7 A /L URI

volatile : =7 7 A /L URI

workspace : 7 7 - /L URL

clear : BHXRAT V=27 b7 VT LET
sshkey : A8 A h 3B SSH &% —

cluster Cluster mode

force : B— )V 77TV I 4 X —axy bEBHIFNCT T
A~ VICERLET

lead : B 7 7 7V w7 A 2 —ax s a7 T4~ VIZLET

connect B> CLIIZ 8k L4

adapter : A= T HTH

cime : Cisco Integrated Management Controller
fxos : FXOS CLI 2 L £ 3

local-mgmt : 77— 4 /LB CLIIZHEE L £ 3

module : EX=2VTFT 4 £ a2a—)LaV—)L

. Cisco Firepower 4100/9300 FX0S O <v > F )y 77 L2 X



I connectshell a7 > K

connect local-mgmt : A< > K 1J R + .

avy kR

Z DD I1EHR

copy

Ty ANEa—LET
ftp: Y —A 7 7 A /L URI
scp: Y —A 774 /LURI
sftp : —A 7 7 A L URI
titp : /—A 7 7 A /L URI
usbdrive : ¥ —A 7 7 A /L URI
volatile : Y —A 7 7 A )L URI

workspace : Y — A 7 7 A )L URI

cp

TrANEIE—LET
ftp: Y —A 7 7 A /L URI
secp: Y —A 774 /LURI
sftp : —A 7 7 A )L URI
tftp : /—A 7 7 A /L URI
usbdrive : ¥ — A 7 7 A /L URI
volatile : Y —A 7 7 A )L URI

workspace : Y — A 7 7 A )L URI

deletefile

EHNRA T2 FEHIBRLET
usbdrive : Y — A 7 7 A )L URI
volatile : ¥ — A 7 7 A /L URI

workspace : /) —Z 7 7 A L URI

dir

dir a7y EFRLET

order (fEE) : KFEBNIZ T 7 A NV EW~_FET
usbdrive :  (fE&) 7 7 A /L URI

volatile :  (fE&) 7 7 A /L URI

workspace : ({£E) 7 74 /L URI

enable cluster

7T AL T— R LES
abed: 77 AZ IpV4T R A
ipv6 : IPv6 7 7 AKX E— K

end

EXEC t— RIZBITLET
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. connect local-mgmt : A7 > K JX b

connectshell A< > K |

avw > R ZFDDIER
erase I bR

configuration : ¥ A7 LK IE

erase-log-config

EHRX  TRET 7 ANEHELET

exit

O R AVE =TV EERTLET

fips

FIPS o YEHLM:
fault-test : FIPS [T 2 &2 FRITLET

self-test : FRIZIGUCTFIPS BV 77 A R EITLET

dirOa > F7 oY ERRFLET
order (fEE) : BRINICT 7 A Va2~ E
usbdrive : ({E&) 7 7 A /L URI
volatile : (&) 7 7 /L URI
workspace : (&) 7 7 A /L URI

mgmt-port

EHAR—
no-shut (L&) HEHAR—F 77
shut ((£E) BEHA—F X

mkdir

T4 L2 b OFER
usbdrive :  (fE&) 7 7 /L URI
volatile : (&) 7 7 A /L URI
workspace : ({£E) 7 74 /L URI

move

TrANEBELET
usbdrive : ({E&) 7 7 A /L URI
volatile : (fI:&) 7 7 A /L URI
workspace : ({IE) 7 74 /L URI

myv

TrANEBBLET
usbdrive :  ({E&) 7 7 A /L URI
volatile :  (fE&) 7 7 A /L URI
workspace : (fEE) 7 7 /L URI

ping

remote_host : IRA "N E7IXIPT FL A (/4 X0,

510)

BRYA R
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I connectshell a7 > K

connect local-mgmt : A< > K 1J R + .

avy kR

Z DD I1EHR

ping6

Xy U= BIFEAREMEE T A N LET
IPv6 %y N —7 B|ZEmREME 2T A N LET

remote_host : IRA N ETIXIPT FL A (/A X0, e RhA X
510)

pwd

BHEDT 4 L7 Y ZFIRIL £

reboot

Tr 7V A —axy b )T —FLET

BERE—FOGA TR LET

rm

7 7 A )V OHIER
usbdrive :  ({EE) 7 7 A /L URI
volatile : (&) 7 7 /L URI
workspace : (L&) 7 74 /L URI

rmdir

T4y M) EHIBRLET
usbdrive :  (fE&) 7 7 A /L URI
volatile :  (fE&) 7 7 /L URI
workspace :  (fLE) 7 7 A /L URI

run-script

A7 VT NEFETLET
workspace : EIT7TH A7 U7 hDAH]
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connectshell 37> K |
. connect local-mgmt : A7 > K JX b

avw Uk ZFDDIER

show VAT MMEREFRLET

cli : CLI i

clock : 71> 7

file: 77 AV a~v K

license : 7 A B AfFHRELR R LET
mgmt-ip-debug : IP 7 /3 7 {5
mgmt-port : FELR— k
open-network-ports : A—72 R hU—7 R— b+ 2R RLET
pmon : Pmon

processes : ' 11 A

sel : VAT LA X hual

software : ¥ 7 k7 =7

sshkey : Sshkey

tech-support : 7 27 =% /L 7R — K

shutdown vy wv N T

ssh RBID > A5 A7 SSH #55k: L F 7

remote_system : 78 A M E 72X 22—V @2 —H4 R/ A X
0. KA X510) #AHLET

tail-mgmt-log B 7y ANDOEBEERLET
module : &Y 2 —4 (F/hYA X0, KV A X 510)

telnet D AT BT Telnet Bt L £ 4
remote_host : IRA N ETIXIP 7 FL A (/A X0, iKW
4 X 510)
terminal UARBIFED/NT A — 2 3 E LET

length : EEIOITHAZRE L ET
width : R ROIEZHEL £

top FfrE— RIZBITLET
traceroute sedcliz hL—AL— K LET
remote_host : IRA N ETIXIP 7 RV A (/A X0, R
4 X 510)
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I connectshell A< > K
connect local-mgmt : A< > K 1J R + .

avw vk Z D DIEHR
traceroute6 IPv6 585G L — A L— K LET
remote_host : IR A MAFETIXIP T FL A (F/h WA X0, KW
A X 510)
verify signature TNV r— g A A—VERBREIELET

bootflash : £ A — 7 7 A L4
usbdrive : £ A — 7 7 A L4,
volatile : £ A— 77 A V4
workspace : f A— 77 A L4

\}

(G£)  show processes & show system resources CLI # [ARFIZfEH 35 &, CPU EHEOEIZIEN D H
52 ENDY T, CPUMEHEOMIL, & CLINT 74/ b CTHERT 2 KK & FIRIC
IV, KEIZE D7) o 7RI E BRI T D7D R e 0 £,
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connectshell A< > K |
. connectmodule : A <Y K YR +

connectmodule : <> F JUX k

A —3—/3A ¥ connect module 2= REMHH L THEDE Y =— /b a2 Y — VIl T 5
L. FOaY— ) TROa<wy REHTE £9, connect module =~ > KDOFEAIIZ DUV T
X, connect module (53 X—) ZHBML T &V,

IOVATIE, TrANDat— Ty TV v s X —axy NOFRHE), ping BLW
traceroute 2~ > ROEITRE, 77TV v I Ao F—axy NCTEEEZFEITTEET,

\)

CE) FVa—Na<vw s RNyz)VilERTsHE, a~vr Ko Tar T WRTF 7308 Tarr
k 75>%Q§Eé2@iﬁ‘o Firepower-modulen W 5 TTIA4 77\/157_%'] n %Tf:% ﬁﬁf'a—o ZD
e, nl3EREDETY 2 —NVFEFTT, ROFIZZML TSN,
¢l
OB TIL, Telnet ZfEH L TEY 2 —/b 1 IZHEFE L. FIATFRE R o~ REFRRT
LR R LET,

firepower# connect module 1 telnet
Type exit or Ctrl-] followed by .
Firepower-modulel>?

to quit.

secure-login > Enable blade secure login
show => Display system information. Enter show ? for options
config => Configure the system. Enter config ? for options
terminallength => Terminal settings. Enter terminal ? for options
ping => Ping a host to check reachability
nslookup => Look up an IP address or host name with the DNS servers
traceroute => Trace the route to a remote host
connect => Connect to specific csp console (asa, etc)
support => System file operations
testcrashinfo => Test crashinfo support
exit => Exit the session
help => Get help on command syntax
Firepower-modulel> <Ctrl-], .>
firepower#

R1B:ED2a—I)LAVY—ILTHATELRITUR
avw ok Z D DTER
secure-login TL—REFaT7 ol A2 LET
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I connectshell a7 > K

connectmodule : A< > K )X .

avy kR

Z DD I1EHR

show

VAT MMEROFRA T g T show? EASLFET
diskusage : BIEDT 4 A7 REOFHEREFR R LET
time : BAED T AT LD HAF EBL 2 FoR L £

faults : ZEUTHELEITEXF 2V T 4 BV 22— VOEELFR R LE
ﬁ—

memoryusage : VAT A AT UDOFEHAEELEFRRLET

cpuinfo : ¥ A7 LD CPU IF#AF R L ET

users : B 7 A LTV D =B I Pa—FOREE2R R LET
uptime : > A7 LRI Z R L ET

slot : ZO7 L— Ra4fid % SSP D AR v ME T2 RLET
processes : TXTCDY AT ADT B A%2FRLET

hosts : AR A b & FR L E T

route : X EHF AN — M EFRLET

interfaces : BUERESNTWDHA v F—T = A AZFRLET
version : B N—T 3 U EFIRLET

netstat : R VU — 7 EfE AT R LET

vnicmap : f —H% Ry b f > H—T = A ATVNIC ZE R LET
platform : 72 L

memory : AEV EoXRELZFTLET

disk: 54 27 Fo AR ELFRLEST

cpu : CPUE=HFHELR R LET

ntp : NTP RpZIRIHIEH AR R L £

coredump : I T X T REEFRLET

maxRestart : maxRestart % &7~ L £7

turboBoost : turboBoost 7 i & #~ L 9

services : =B ADAT —H A& FKRLET

process : R EAFEMAER R LET

cgroups : cgroup xR~ L E T

tech-support : N7 TN a—T ¢ T RHIZY AT MMEFRAE E A
L ET
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connectshell A< > K |
. connectmodule : A <Y K YR +

avw Uk ZFDDIER

config VAT LEBRELET, A7 a3 I config? EASTLET
vnic : EE S 72 VNIC Z#%E L £

memory : : AEY T=XERELET

disk: 74 A7 TE=HEFZELET

process : 7 0¥ A CPU E=H Z%ELET

maxRestart : Fx KFEHE) CSP % E L E 7, 0 132 I L
¥4, T7F/NMI8TT

restartTimelnter : ¥ —/32% Z O T maxRestart O [FE L E) L
TeGEIT, T CSP AEEY LaW X 5 12T B (REANL) %
HELET, T 74/ M 1200 T

restartCounters : restart count V&~ h LE T

By,

coredump : coredump {...} ZXE L ET
turboBoost : turboBoost {...} ZE L ET

terminalL ength SRR T, 47> 3 I terminal ? & ASILET
enable : i K EZHZ L ET
disable : : WmARKEZEERhIZ L ET

ping AR A T Ping 2 AT L CEEMREMEA MR L £
ARA

nslookup DNS #—TIP 7 FLAE7ZEIARA MM AMBRLET
RA B

traceroute JE—F RA F~DNL— &2 FL—Z2LET
HRA

connect BRED esp 2> Y —)b (asa 72 ) ICHpE L £
appname apphost
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I connectshell a7 > K

connectmodule : A< > K )X .

avy kR

Z DD I1EHR

support

AT I T 7 A IVOERE
platform : 77 v h 7 4 — AL DHEH]
fileupload : 7—H A7 77 A V& MIO [Z=2 ' — L £§
diagnostic : ZWi 7 — A 7 77 A NVEVERR L £ T
filelist : ¥ A7 LT 4 L7 PYNOBFED 7 7 A V&Y XA M LE

fileview : Y AT LAHNDT7 7 A NV EFRLET
filetail : ¥ AT LAND 7 7 A VDORKEZFRLET
deleteBootlmage : 77—k A A — U ZHIBRL 7

certdownload : U E— b syslog — "\ HEEEEZ X 7 om— K
LET

verify : £ A—VEMEEL £T

generate : generate {command..}! Z %A~ — h LET
tunnel : : tunnel {command..}! Z¥HK— kL ET
dplug-access : dplug 7 7 ¥ A ZHNZ L ET

send diag archiv: 7 7 4 /V s T—HA 7% MIOIZT v 7 r—F
LET

send logs : IR L7 7 7 A L& MIOIZT v 7 —RLET

testcrashinfo

crashinfo A" — F &7 X F L £ 4
singleprocess : H.—'& & AT crashinfo " R— b &7 X h LET
multiprocess : #8407 7 & A T crashinfo 7 R— %27 2 s L£T
multithread : #%{? A L' R T crashinfo 'R — F &7 X F LET

help

g RSO~V T EES L ET
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connectshell A< > K |
. connectmodule : A <Y K YR +
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