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Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
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Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
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Firepower4100/9300 ¥ ¥ — > Zidffixtt v v a v XA AT U RRERH Y, By a O
WOUZBEfR72 <, Mty >ay X4 A7 0 NIRRT L a2—VF v a IFACS
NE+, o2 A4 L7 MEREIX, U T =Y —)L SSH, HTTPS 2 & T4 _TD
o7 722 LTl a— U ZEmAEn £,

Mot 2 A 2T 7 MEDT 7 L ME 3600 5 (60 47) THY ., FXOSCLI #fifH L TAHE CT&
9, ZOREEZENCTHITIE, Rty ar A LT7 0 MEEZ OIZRELET,

FIE

X2V T7 4 E—FZBBLET,

Firepower-chassis # scope secur ity

T FNVIEIEE X2 )T o T RERBLET,

Firepower-chassis /security # scope default-auth

Mttty ay A LT T MERELET,

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds
NI va BV AT ARECTI Y FLET,

Firepower-chassis /security/default-auth # commit-buffer

EE) EyvarBLOkIty v ar 24 L7 0 FOREZRRFLET,
Firepower-chassis /security/default-auth # show detail
i

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No
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O A4 VR ITORARBIMDERTE
0y 77U M= FIZFFRShba /A VRITORKEBERE LET, oL B
% & FBE L2720 Firepower 4100/9300 v — /by 7 77 hEND Z LI %
T, 2—WiF, RELEKKEEEBA T4 023075568, VAT ahbuy 7 3nE
T, —FRe v T NS EERTEAIIR RSN EYA, IWDEEHE, 2—F
TR 7 A 2R ITTEDLEIICRDE T, BESNTRFRZ TR T 20ERH D 7,

n A CRITORREEZRET HI21E, ROFIEZFATLET,

)

GE) cEDHXAT DAY THU L N TH-TEH (BEHEEZET) . AV RITORK
WErBirzTal A 237758, VAT ALy 77U NSNVET,

cRETED S A VRITOT 7 4V FORKRERKIT0 T, =Y A UEITO
BARBEBZZEZICVAT ALy 7T NENDT 7 4V FORRIZ, 30 5
(1800 #) T,

IDXATasiE, VAT LADIT LT TAT ) TRE~DUEIETUET D7D RIND
B 1o>TT, FEHICHONTIE., X2 U5 BEELESIB LT E X0,

FIE

ATY 1 FXOSCLI 6, BXx2UTF 4 £—FRIZAD 7,
scope security

RATv T2 RcEra s A4 v fToREEEERELET,
set max-login-attempts num_attempts
num_attempts O L, 0 ~ 10 OFPHN OIEE O T,

ATYT3 nl A ITOREEBICE L&, 2— PRV AT Ahbny 7 T bSO RH (BbH
fir) ZHEELETS,

set user-account-unlock-time
unlock_time
ATy T4 FEEaI vy bLET,

commit-buffer
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BNRAT— REF = v 7 AN LG EIE, BE LTeh/NCF 2T 5320 — R&E
T HULENRHY £, 72L& 21E, mnlenghd 7> a V& 1ISICRE LA, /AT — i
15 3CFLLEZFEH LU TERT DRERHV ET, ZOFTvaid, YATLOaES 77
AT U TRESNDEIDT-HDHD 15T, FHMIZONTL, (X2 VT4 RBEa ST
AT A ZBRLTITEEN,

WA AT = FEF =y 7 ZRET DI, ROFIEZFEITLET,

FIE

RATYF1 FXOSCLI b, ¥ 2T 4 £— RICAD £,
scope security

RT9 T2 RRAT—ROF/NOESEHFELET,
set min-passwor d-length min_length

ART9T3 FEEZ2I Y FLET,

commit-buffer

O—AIL1A—YY 7Hho2 FOIERL

FIE

AT 71 [System] > [User Management] > % B4R L £,
ATw T2 [Local Users] ¥ 7% 27 U v/ LET,

AT9 73 [2—FDBEM (AddUser) 127 U 7 LT [2—FDiBEM (AddUser) | ¥ AT TRy 7 A
EHEET,

ATy T4 2—PFICH L TERINDHEREFEN LT, ROT7 4 —V FIZEEZAT LET,
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[User Name] 7 4 —/L K

ZDOT AT NIaTA T HEEIMEHINLT T b
4, ZOLAFNX, BATHY, 2=V T HU NADTA R
TA L LHIREMTZ L COWDARERH Y £ (22— T LI
TEHARTA Y Q=) 22H) .

2—PERRELIZKZIEZ, m /A IDEERTEETA, 21—
BT b EHRL, L= T h T FEERT S
VENDH Y £,

[First Name] 7  —/V

=YDk, TDOT 14—/ RIT
TET

X, 2 LFETOEE AT

[Last Name] 7 .t —/V

a—Fok, ZO7 —L RIZ
%i‘j‘o

X, 32 WFEFETOMEAEANIIT

[Email] 7 4 —/L

A—HPOFEF A=V T FLA,

[Phone Number] 7 4 —/L N

P OBEE T

[Password] 77 4 —/L

ZOT Iy MIBEEMTOENTWVWERNAT — R, N2AT—
RiREF = v 7 #HINI LTIZHEEIL, =2—% AU — K&k
E&%@KféﬁﬁmﬁwiﬁoD@Si%ﬁ%:/ﬁgﬁ
ERTZLTHWRWARRT — REHEAGLET (AT — KZHE
THHARTAY 3X—=) 28H)

G RNRU—RIERORLFEZEZEDHZ LTI TEEY
ho $ (RERs) o2 Gl = (%R . Z
OFIRIEX, /NAT — ROFETF = v 7 BDHEDHIR -
TVANE I Db LTl S ET,

[Confirm Password] 77 4 —/L

WeRDT= O D/RA T — ROF AL,

[Account Status] 7 4 —/V R

AT =R AN[T 7T 47 (Active) [ITFRE SN TVDHHA.
2—PFZonr A ID /XA T — K& L T Firepower
Chassis Manager & FXOS CLI|\Zu 27 A > C& £ 7,
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[User Role] U A k

A=Y T H T MTED Y TOHHERER T — (22— D
&l (6 ~—2) =ZM)

TRCOZ—WIIT 7 4/ b TIEEFEHFE BEH o —/LnE Y
BTHNET, ZOr—/HIRIFR T ¥ A, EHOr—
NEEIDYTHITIL, Cerl 2 L-FEE, HHOr— L %E
Uy 7 LET,

GE) =2—Vo—nLzHRTLE. ZO2—FOIED
tyiarIDPRVEINET, 2FED, T
Da—W DT 7T 47w ar (CLLE Web D
W) Nl bIic) T LET,

[Account Expires] F = v 7 7R >
7 A

FATTHE, ZOTH T MNIWIRYINIZZ2 Y | [Expiration

Date] 7 4 —/V NIZHRE L7 B UBRICEH TE <720 &

s

GE) 2=V Thur MIAEPHIREZHRE L%, TA%)
R L) ICHRETDHZ LIXTEERA, 72
L. i TCEEOADHIRAMSTT T M
BETHZ EIFARETT,

[Expiry Date] 7 4 —/L K

7 Ay RHIREIIC A S B, B ORI yyyy-mm-dd
<7,

DT 4=V RORIRCHDI IV E—T A ari s vy
THEIV X —=RERREN., FNEFEH L CHREA %2 3R
TEFET,

ATy 75 [Add] 27V v 7 LET,

O—A)L 31— 7Ho 2 OB

FIE

AT 71 [System] > [User Management] > % He4R L £,

AT w T2 [Local Users] ¥ 7% 27 U w7 LET,

RAT9 T3 HIRT22—% 7T H 7 FOITT, [HIBR (Delete) 127 Vv 27 LET,
ATw T4 [#EZR (Confirm) 1 XA TRy 7 AT, 1TV (Yes) 1227 U7 LET,
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T4 71k
O—hNVa—WTho " e T 7T 4 TALERIZIET 7T 4 T TEADIT. adminbE[RE 7=

1T AAA MERR 2 FF D — Y DA TT,

FIE

AT w71 [System] > [User Management] > Z 34 L £,
AT w72 [Local Users] ¥ 7 &7 Y w7 LET,

ARTVT3 7O T4 TCEIIT 7T 4 7T 22— T AU FOITT, [k (Edit) ] EhET A
ay) 7V v LET,

ATY T4 [2—VOfFEE (EditUser) | ¥ A7 RITHRy 7 AT, ROWTNILDFIREEFETLET,

c2—W T HTL N NET 7T 0 7T BITIE, [Account Status] 7 o —/v KD [Active] A7
varRE L EI VI LEY, =Y T hH U NEET T 4 LT A, T AU b
DNRAT—=RZ2Vty FTOMLERHLOTHEREL T EENY,

ca2—Y T H L NEIET VT 4 T T DX, [Account Status] 7 o« —/L K@ [Inactive] 4
TrarREr e ) v LET,

admin =—%F 7 AU MIEIZT 77 4 TICRESNET, ERIITEEEA,

ATv TS5 [{RfE (Save) 1227 U w7 LET,
ATFYT6 PV I a BV ATAREICTI Y FLET,

Firepower-chassis /security/local-user # commit-buffer

H— jj)l/n:L.\nIEé;haT::L_-Ugo)/\oZ'j_ PEE@O U 7

FIE

ATYT1 BX2 V70 E— REmLET,
Firepower-chassis # scope security
ATYvT2 fHELIa—F THy ML Tr—h L a—F X2 U7 ¢ E— FEHBLET,

Firepower-chassis /security # scope local-user user-name

RT9T3 BELE2—YF TV hORRU—KNEREZ7 VT LET,
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Firepower-chassis /security/local-user # clear password-history
ARTYF4 NIV I a BV AT AREICAI Yy NLET,

Firepower-chassis /security/local-user # commit-buffer

1
WIZ, NAU—R@REEZHEEL, N7 va v aETHHE2RLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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