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D HSRPMAC 7 RV AZEHIMAC 7 RLAT—7 Y L LT, BigEL—XT

HSRP MEH & 5854, HSRPIP T RLA%ECD FT 7 4 v 7 [FHSRPMAC 7 KL A |Z
BEINETH, V= T 74 v VIEREDODN—Z DA U H—T 2 ADMACT R
LAMNBHSRP T TEEENET, LEN-T, MACT RL AT —7 ) LTi@% ., HSRP
IP7 RLA®D ARP 7—7 Vx> b U BHIREIAIZZ2 0 | 2% ARP ZRZ15(F L ULE A
ZELEGEICOREHINET, O ARP 7T —7 =2 hUIXT 7 4 /b kT 14400 1%
WCHARRBIALIZ 22 0 928, MAC T RLAT—7 x> b UIET 7 4/ kT 300 B I H#
[BEINIZ2 572, MACT RLAZT—7LOHIBYIN T 7 4 v 7 O Ra v 72kt
HI-DIZHHFIMAC 7 FL 2y h U SLBETF,

A% K EtherChannel Z{£fl L7=/V—FT v R E— R TlX, 14 FEADMACT FL 2%
HELET, OTVELIFFAKEOLOZFEHA L THA FERIZT —% VLAN ZHER L £,
7 —/N)VMACT RV ARSETD N7 7 4 v 7 5 DCLFRHE T O A MIEFE IRV X
ANZTBICIE, Z7ANVZEERTILERSY T, 7 T7AXB1 OOV A h TEEARRE
o2 E. NI 749 7MY A hDY TAK ) — RIZEFICEETEL LI

#ET 12 |}



BETSCR
B =5 r7ovmms g zoem

T ANEEBHIRTAMLENDY £, XA FI v I V=T 471, VA MEZ T REZN
WHEE AL D77 —A R Ry P L—F L L THETAHEAS I R— RS EEA,

ZOMDHA K514

c2=y NEBFOV FAZZBEBMLIZEER0, 2=y M2 Ur— RLEE X, —FY

W2, REMZ2 7y M Ka vy 7RRELET, ZIUIEEESRBY OEETT, HE
WX T, Fey 7 &Nl y MREERTERNS AN 7352 ER8b0ET, 2L X
X, FTP 86t FINACK /N7y b3 Ru vy 7 Ensd &, FIPZ A4 7 EBANV T LE
T, ZOLEIE. FTP #i 2 BT O LERH D £,

« A3 K EtherChannel A > % — 7 = A AIZ#zfi S 4172 Windows 2003 Server Z {1 L T\
D56, syslog —/NAR— kR X 7 LTz & T — PR ICMP =7 — X v & — 2 &2 il
Ligne, ZHDOICMP 2 v & — VN7 TAXZREFEINDLZ LR T, 20X H7%
AyvE—=VIZLY, 7T ARZO—FHDa=y FTCPUMHERNES R N7+ —~<
ANCEBETHEERH Y T, ICMP =T — A v —V%FET 52 L2 HELRE L 7,

s EMZF/-H 5728, VSS F7-1% vPC IZ EtherChannel Z #2545 Z & ZHESE L £,
¢« V¥ —YAHTIH, AF¥ U RT R E—RT—OTy—v X2 VT 4 TEVa— V52T

FAZEL, DXV T 4 EV 2=V EFETTHLI LI TEERA, 7T AFACT
RTCOEX2VT 4 EVa—LEZTOLILERHY £7,

« 5 ST TLS/SSL St D6, H A RBIT R ST, BiA— T —ICEENBAET D
L BEINEERENY By FENET, FiLna=y b~DOF LWt 2 i3 H 03
NHYET, BEEINTORWER (B L0 r—c—%) 382257, ELL
HREET,

FI4I bk

« JTABDNVAF = 7 HEREIL, T 7 4V N THEIRY . A—/v REFRNIZ3 T,
FIFNEITIE, TR_RTDOAL B —T 2 A ATA L E—Fy N ~VRAE=RY U INE
72> CTUNVET,

cRIGLTer A ZHHY 7 D7 T A2 HERSIIEREIS, 5 4R CEEHIRICEITS U
LEDITHRESNET,

R TeT =2 A =T = A AD 7 T A HEIESIEREIL, 5 0% L. 2 ITRESN
MR CAFF T3 ERITShE T,

*HTTP F7 7 4 v 7 TlX, 5 ROERERLEIEN T 7 4L N THIZ > TOET,

AEZ 7O VERET /N ADIE
AL BT 0 @B T N, ZFHMET IS TRAF VT 2=y P LTHEATEE

Fo A TR TEY T A DEREOFMICONTIE, A TR T E Y7 1 <7 OB
(41 4—2) ZBEL TS,

B #ETsqr
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25y rrovasanen |

AR F70Oy ASA MENM

ATy T
ATFw T2

2B RT7a Yy DRET A AT, BRERIIANA TA T ¢ X TEIELET, &
ot X=2 T 4V 2—/VERHEHT S Firepower 9300 TlX, 7 T AX EFAX L KT r v
FRAZDONTNPERETEET, 77 AFFTRTOEY 2a— L EHHTHHEND HI-
W, TLERT, 2FVa— NI TRAZER DAL TRy TN, 2% ) EMBEDED
ZEiITEEEA,

Firepower4100/9300 & ¥ — 03B/ —7 » RERIE N TV AXRT LY R 77 A T U4 —/bE—
N ASA Z R CTE £,

~NTF AT HRANE— ROGE, BONGGHET S ZAZREA L ThE, ASAT U r—g
YTCRATF arTX AN T REAHICTDLERDY £7,

JR 8O HHEIIZ

BT N, AERAT DT T r—v a4 A—T% Ciscocom /N H X 72— LT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— KL%,

\}

(GE)  Firepower9300 D56, Rie 27 7V r— a2 A7 (ASA
BLOFID) v ¥ —THNOEAXDEY 2—/LIZA VA h—
NTEET, IEOEY 2—LTlL, BARH3—a 007
Tl —2a L A VAR VARAL T HEFEITTEET,

T N, A TCTHEATIERA VA —T oA AR TELET, BHA LV H—T oA ADN
BT, ZOFHA X —T oA AT, V¥ —VOFEHROBMEHIND Vv — UE
R—rERUTIEHY A (F, [ ¥ —7 = A A (Interfaces) ] ¥ 7 D _EHRIZ
[MGMT] & L CERSNET) o

s ROIEHREHBELET,
eI DTFNRAADA L E—T =4 A1d

EH AL HE—T A AIPT RLRAERYy NU—I <R
e S—FUxAIPT7T FL R

FIE

[F@ELT /NA A (Logical Devices) | Z&#IR L 7,
[(BfN (Add) 1>[REZ > KF7OY (Standalone) | %27 U v 7 L, IRO/NRNTA—HEFHELE
R

#ET 12 |}



wETFAA2 |

B =570 asamiem

ATvT3

ATvT4

ATy TH

ATvT6

Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance =
Image Version: 9.13.0.6 b
| Instance Type: Native A4
QK Cancel

a) TNARBHEATILET,

ZOAHNE, ¥ =Y A== YPPEFRRELT > TA =T = AR LTS
TOIEHLET, ZET 7V r—va VBRETHERIND T A ZAATHEH Y 8
/UO

b) [Template] Tik, [Cisco Adaptive Security Appliance] Z R L £7,
¢) [Image Version] Z 3R L 9,
d [OK]%27VUvyZ7 LET,

[Provisioning - devicename] ¥ .t > RUBRERINE T,

[7—# "— b (DataPorts) |fEKZEBL., 71 RZHD Y THHER— 227 ) v/ LE

R

LARIZ [Interfaces] X— Y CHMMI LIcT —F A L H—T 2 A ADHEFEI VY TH LN TEE

T, T, ASATINHEDA U F—T oA AZFHMILTRELET, ZHZiE, IPT FL

ADRESEHENET,

B TRDOTNA AT A w27 )y LET,

ATl Ry 7 ANERIN, IIMOT— AN v TREETH>ZENTEET, Zd

DORFEL. WHEAFEH, 37 42X F% VAN HTY, @EOEH T, T7r 7Y

r—vay CCLIREDIFE AN EDHEEETTEET,

[—#1EH (General Information) ]~<—C, IROTFNEZEITLE T,

a)  (Firepower 9300 DHA) [EXx = VU7 4 EFY = —/LOEIRN (Security Module Selection) ] D
TC, ZOMBT AL AMFEHT 28X 2V T V22— N2y LET,

b) [Management Interface] % &R L £ 9,

DA UE—T oA A, WRBET N RAEEHT LD INET, Z0A U H—
T A AT, V¥ —UEHR— N EIFRDO LD TT,

¢) BWHALH—T A AEBIRLET, [T FLAZ AT (AddressType) | : [IPv4D 7 (IPv4
only) 1. [IPv6DZ (IPv6only) ]. FE7=iZ [[Pv4FS L OMPv6 (IPv4 and IPv6) 1.
d) [ManagementIP] 7 KL AZFRE L F7,

DA E =T 2 AZ—BDIPT RLVAEZRELET,

€) [Network Mask] % 7z 1% [Prefix Length] (ZAJ) L9,
) RYMI—=HO H—broxA T RLAEZANLET,

[FXE (Settings) | ¥ 7 %7 Vw7 LET,

B #ETsqr
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Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password:

AT wF1 [Firewall Mode] % [Routed] % 7=1% [Transparent] (Zf8E L £7°,

N—TFT v RE—=RTHE, ASAL, Xy "= DN—F Ky T LREnNEd, v—7 1
TEATOGA L E—T 2 A AFRR Y73y VREZHVES, —FH, T AXT LUk
T77 A7 U4+ =L, [BumpInThe Wire] £720% (AT VA 77 AT U4 —/L] OLIITH
BTA2LAV2T7 747U+ —NTh, BINieT A A~DN—F Ky 7L LTI
SnEHEA,

T7 AT U —)VE— NIIWHARBRFCOAZRELET, 77— MR NI v 7ORELFHEAT
DA, ZORTIIMEHEINEEA,

ATy T8 EHHEFEZ—YO [Password] Z AJ L THER L, /NAT— REHHZLET,
HARESNTVWAASABHE L —PF/I AT — RBI O, F—T A NAT— RE, /SAT—
ROEEICENL B £ T, FXOS 77 B ANARERiGA, BHE 22— XA T — R/f x—T L
NRAT— Rz &Eic vy hTEET,

ATYF9 [OK]| %227 Vv7 LT, BEXATul Ry 7 A%HALET,

ATy T [fR1FE (Save) 1227 U v 27 LET,

Ty —it BBELEY 7 b T R=VarEFyru—RNL, TV = a A VAKX
VAT = FAN T TRELEBA VAT A AREET v aTHI LT, BT A
AHBEANLET, [#RET/NM4 X (Logical Devices) 13—V T, HLWIRHET /A ADAT —

X AZTER L ET, BT /XA A [Status] 75 [online] & FREN=H, 77V r— a2 T
X2 VT4 R —DORELZHBETE E7,

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

Status
@ online (<4 ®)] .** (A~

AT IN X2V T7 40 R —DOFRELERBET LI, TASABRESA R 22 LT 7EE0,

RET/NA R
|



wETNIZ |
B mvcoxs k7o zEmLET.

FMCOXZ > 7ROV FID ZEMLET,

AL RT 0y O T S A%, HME IS TRA TV T 0 AT TEELEYT, ¥
BoeXa T 4EY 2— /L& T 5 Firepower 9300 TlX, 7 T AX E2FALX L KT v
TNRAZADNWTNNERBTEET, 7 7AXFITRTCOEY 22—V EFHTILERDH DT
O, 22X 2FVa— NI TRAALEE-DRAZ L RT TR 2% )L MBEDED
ZEIITEEEA,

—HDEL 2NV THEAT A TAVAZ L AEHA L, TOMOEY 2—LTarTrr A&
HURABFERTEET,

1R BHEIIZ

BT A AERT AT TV — g v f A=V % Ciscocom P H A7 a—RKLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— KL ET,

N

GE)  Firepower9300 D55, #ip2n 7 7V r— a2 47 (ASA
BLOFID) #v ¥ —T O A DEY 2—/LIZA VA h—
NTEFET, IMEOEY 2— L TiE, BRARDHZ3—=Va 07
TVl —ar A VAB AR T HEFEITTEET,

RERT NA ATHERTAEEA VX —T oA AEHRELET, FEHA VX —T = A AN
BWCTT, ZOBEHA =T oA T, Yy —vOBHORBMENSND v — B
AR—hERUTELY FHA (o, [ ¥ —7 =1 A (Interfaces) | ¥ 7 D LI
[MGMT] & L CRRINET) .

BRTT—HA =T A ANLEREAMCTEET, 2L, T—FEHEAL
B THEHT L TERRWSEETYH, BHA V¥ —7 oA AZimT A ZZEHY S TS
VERH Y F9, FEMIZHOWTIX, FTD =~ > KU 7 7 L > 2O configure network
management-data-interface =~ > REZZB L T L X,

cFm, DR EBLIODT—E A TDA B —T 2 A AERETHLENHY £, &4
BIZS LT, TXTOARUIDNT T 47 (Web A X2 b ) %ESR
firepower-eventing f > % —7 = A4 A HERTE £7, FFMIZOVWTIE, Ao ¥ —7 A
A2 LA T BRLUTIEEN,

cAVTFTAUVARZLRIK LT, TIANIDOT O T s ANEERA LRSI, o T
FA AL AN )= AT T 7 ANV EIBINIESTY VY —A a7 7 A VEBMLE
‘j‘o

AT F A UARE L ADEE, BN AT T A AR R A A M=V T BRI,
TAARATIPELWT 4=~y MIRDEIC X2V T 4 TV 2— T Vv 2 HEY)
LT 20 ERHY ET, [BEF=2U T 4 ET 22—/ (Security Modules) [ E£72id [EF =
V7 4> (Security Engine) | Zi®R L., [ (Reinitialize) 1 %7 U » 7 L%
T, BEEORET AL ZIFHRENTH LT AL AL LTHA VA F—LENDHT20,
0—ANDT TV —va VREIETRTRbINET, XM T A TA VAR R e a T

B #ETsqr
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ATy 1
2ATFwv T2

ez k7avmzenLEs. [

FA AR RTBEBEBRZDGEEL, WA T A TA AL AEHIRT 208N H Y
F, FATATA VAL LV AT FA LV AZ L AZHBBICBITT A Z LT TE
A, FFEMIZHONVWTCIE, X2V T4 Y a2— /o0 ORMEIEZSB L T FE
Y,

 ROEHREMELET,

DT NAADA L HZ—T = A A1d

EHA L H—T 2 A AP T KL ARy NT—I <R
=V ATPT FLR

« FMC 4R L 72 IP 7 F L A/NAT ID

«DNS H— "D P 7 R L %

*FTD R A M & R AL 4

FIE

[F@HELT /NA A (Logical Devices) ] Z&#R L £7°,
[iBf0 (Add) 1>[RAZ >V K7RAY (Standalone) | #7 U v 27 L, IRONRTA—HEHRELF

R

Add Device ?
Add Standalone i)

Device Name: FTD_Instance2
Device Name: FTD_Instance2

= Template: Cisco Firepower Threat Defense =7

Template: Cisco Firepower Threat Defense V

Image Version: 6.4.0.42 bt
Image Version: 6.5.0.1159 v

Instance Type: Container v
Instance Type: Container hd T O Standalone

® Before you add the first container instance, you must reinitialize the

a)

b)

d)

| @ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

QK Cancel 0K Cancel

TINAREHEATTLET,

ZOLAENE, V=Y A= RN P REHREEIToCA L H—T = AEE VY TH
FOIEALET, ZHZT7T AV —a VEBETHAISNDT AL AL TIEH Y £4
/\/o

[Template] CiZ. [Cisco Firepower Threat Defense] Z &R L £9°,

[Image Version] Z &R L £ 7,

[ A% AH AT (Instance Type) ]: [ 77 (Container) | £721X [RAT 47
(Native) ] Z&R L £,

FATATAVAZ L AT EF2 VT4 BV 2a—)W/T DT THY V—2A (CPU,

RAM, BEOT 1 A7 E&E) 2T 210D, XA T 4T A L RAZ A% 1 DDHA v

A=A TEET, aVT T A VRAZVATE, X2 VT4 £V a— /T PrD)Y

#ET 12 |}


b_GUI_FXOS_ConfigGuide_2111_chapter11.pdf#nameddest=unique_209

wETNIZ |
B mvcoxs k7o zEmLET.

V—=2ADY Ty NEEAT D, RO TF AL ARF L REAL ARV TEE
TO

e) [OK]%27 VU vZ7 LET,
[Provisioning - devicename] ¥ 1 > RUBRERINET,

ATv 73 [DataPorts] kAR L, 71 RAZHEIV LB TCHAN X —T oA AT NEh7 ) v LE
D

Overview Interfaces QEEEIGEINENULEER Security Modules Platform Settings System Tools Helg

Provisioning - FTD_Instance2

| Cisco Firep Threat D | 6.4.0.42
Data Ports -

Ethernet1/2 <

- Ethernetl/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8

Ethernet1/2
Ethermnetl/3.2 FTD - 6.4.0.42

Click to configure

Ethernet2/3

[Interfaces] ~— Tlk, RNZANI LT — 2 &7 —2HHGA L F—T 2 A ADHEEID Y
THZENTEET, ZBTCFMCOINOLDA U X —T A AEFAPMNILTHRELET., Zh
WZIZ, IP 7 RLADORELEHENET,

AT FAVAF VAT EIIERI0DT—HIEFA L —T oA ABE VB THI LN TE
F9, T, KT —XIEFEA X —T oA AT, WK BEOa T A AZ L AZEID Y
THZENTEET, F—H A A H—T = A A% [Sharing] T A 2> (%) TRENET,

N= R 2T NARAREDOR— MIROT A a2 TERRENET : @, HEDA o Z—
T2AARAET2a—VTiE, AVFTA By b AU H =T 2 AL TOHEN—RT =T N
ANAERREZ AN TEET FMCRENA FE2ZH) . N—RU =T NA SR F, (5EK
WCRT T4 IBA L TA L A B —T 2 A AXTHTHRNAGT D E MR LET, 20
BEEEIZ. Y7 MU =T EFI AN N = TREEORAERIR v MU — VR 2R T 57201
fEHTEET, "—RFRU=T7 XA RXZAXTOMEOA L F—T A4 AL HEDHBTHATH
A, BV Y THBERITHD Z L2l T 285 A ve—URERRINET, ~—F
U T NARA SRR EAT OLET RN, B A —T oA AEED Y TEH L
MTEET,

ATy T4 BEEFROTASAATA a7 ) v 7 LET,

W #E7 R
|



| #BF AR

ATvTh

ATvT6

ez k7avmzenLEs. [

HATOaT Ry 7 ANEREN, PHIOT = AT v TREEITHI>IZENTEET, b
DOFEL, MMEAER, £/2037 4V 2% VAR HTY, @EOEHRTIX, BTV
r—3 9 CCLIREDIZTEA LD ZEFRE TEET,

[—f%I1&# (General Information) ]-X—C, RO FNEEZEITLET,

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

| 5M 1 -0k | 5M 2 - Ok SM 3 - Empty
5M 1 - 40 Cores Available

Resource Profile: Default-Small b
Interface Information

Management Interface: Ethernetl/4 7

Management

Address Type: 1Pv4 anly &7

IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

a)  (Firepower 9300 DiFA) [EX= VT 4 E Y 2—/LDER (Security Module Selection) ] P
TC, ZOMBT A RMEHTHEXF 2V T4 EV2— V%27 ) v 7 LET,

b) ALTTDOALRALZATIE, YY—RADTAIT7AIVERELET,
BCIESERY Y —AT 0T 7 A NEEVETHL, A AZ AN r—Rah, Z
DOBMEITRIS 3D ZEMNH 0 £, MESLINTNA TRATZEY T 4 XTOEFEIT,
HBpDHP A AXADY V=270 Ty ANEEIDYETLHEXIL, TXTDOALANDOY A XHHE
CThHIELEETELREITRSHERLTIEEN,

¢) [Management Interface] % 38&4R L ¥ 9,

DA VE—T A AL, ST ANA RAEERTLEOIERHESNNET, Z0A X —
T A AL, Yy —TVEBER— N EIIROLDTT,

d HHALH—T oA AERBIRLET, [T FLAZ AT (Address Type) | : [IPv4D 7 (IPv4
only) 1. [IPv6D 7 (IPv6only) ]. FE7=iZ [[Pv4I L ONMPv6 (IPv4 and IPv6) 1.
e) [ManagementIP] 7 KL AZRE L ET,

DA E =T 2 AZ—BDIPT RLAEZRELET,

f) [Network Mask] % 7z (% [Prefix Length] (Z A L E 9,
g RYRI—=YU HF—bk9zA T RLAEANLET,

[FX7E (Settings) ] # 7 T, ROHAEZANLET,

LESACES



wETNIZ |
B mvcoxs k7o zEmLET.

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

Management type of FMC ¥
application instance:

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed b
DNS Servers: 10.89.5.67

Firepower Management test

Center NAT ID:

Fully Qualified Hostname:

Registration Key:
Confirm Registration Key:
Password:

Confirm Password:

Eventing Interface:

ftd2.cisco.com

Cisco Firepower Threat Defense - Bootstrap

Configuration
General Information Settings

Registration Key:
Confirm Registration Key:
Password:

Confirm Password:

Agreement

Firepower Management 10.89.5.35

Center IP:

Permit Expert mode for yes el
FTD S5H sessions:

Search domains: cisco.com

Firewall Mode: Routed e
DNS Servers: 10.89.5.67|

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | fitd2.cisco.com

Eventing Interface:

a) FATATAVALZLADOERIE, [TFVr—arv A VAR ADERIAT
(Management type of application instance) ] K2 v 74 7 U 2 T [FMC] & &R L £

R

FATATAVAZ LU RE, v F—V ¥ ELTOFDM bHHR— L TWET, W7

NARAZRBALIERICS R =V A TEEET L LITTEE A,

b) &P FMC @ [Firepower Management Center IP] Z A ) L £9, FMC @ IP 7 KL A3 00>

D7V,

WETNAR

DT 4=V REZEHDOFE FIZ LT, [Firepower Management Center NAT
ID] 7 4 —/LV RIZRAT7 L—X% AT LET,
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d)

2)
h)

i)

k)

ez k7avmzenLEs. [

FIDSSH v 3 UMb IFXHRR/N—k E—F, [Yes]. £72/L[No] #§FrfLET, =F
ZR—h T— RTE, BER RN TITN Y 2—F 4V ZIZFID V2 AW ST 7B ATX
\iﬁ—o

IOF T arTYes) BRIRTHE, SSHE YV ar»barysFh A4 VAKX U AIZHE
BT 7 eATH2—FRF A= E— RERBTEET, Wz (No) JZZIRL
ﬁjﬁuFMECH#%ZV?f4VX&VXVT??X?63—$~®ﬁﬁI%XN—
FE— REZBFBTEET, AV AX U ABOSBEEZ 0TI, [No] 28R+ D5 Z & %
BEIOLET,

~ =2 T VOFETRD bN=54A. £ 7213 Cisco Technical Assistance Center 7> 5 3K & &
NG aDH, =X AN—h E—RFE2EHLET, Z0OE— F&tad 512X, FTD
CLI Cexpert 2~ RZEMA L ET,

H=XKEIY U R KNELT[HRFE RAA > (Search Domains) ] Z AJJ L E T,
[Firewall Mode] % [Transparen] &% 72 % [Routed] (Zi&R L &£ 7,

N—T v KE— KT, FIDIZXy Y=V NONL—F Ky T LRSI ET, L—
TAVTEATOIRA L E—T oA RATR Y73y P EICHV ET, —F, FTU X
TV N 77 AT UF =ML, [BumpInTheWire] F721E (AT IWVA T 7 A4 70—
V] DEIIHERET DL ATY2 7 74T 04— ThV, BERINIZT N A~D)L—
Ry e LTITRE S IVER A,

77 AT U4 —/LE— RiIWII R HELET, 7—FANT v TORELEFH
WHT 256, ZOREl iﬁiﬂﬂéﬂiﬂim

[DNS Servers] Z#7 ~XGIV DY A h& LTANLET,
7ol 2L, FMCOR A N f8ET 554G, FTDIZDNS 2 L £7°,

FTD @ [Fully Qualified Hostname] 2 A J) L &9,
BERRFIZ FMC &7 31 A [ THA 795 [Registration Key] Z A1 L £ 7,

ZOX—IZF. 1 ~3TLFOEEDOT F A FUFH A RINTE £4, FIDZBINT5 &
X2, FMCIZRIUH¥—2 AN LET,

CLI 7 7 A ® FTD & #l=— % @ [Password] # AJJ L £,
AR R DOEFL ﬁ%#&[%Ny%4y74y& 7 = A A (Eventing Interface) ] %
BINLET, HHELRWEAIT., AV H—T oA ANERAINET,

ZDA B —T x A A, Firepower-eventing { & —7 = A AL L TERT OHLENH
DET,

AT A VAR ADEEX, [y— KU = T 54t (Hardware Crypto) | % [B%)
(Enabled) ] F£721% [#%) (Disabled) ]IZREL £,

ZOREICLY, N—=RT=TDOTLSH LT 78T L—a VIsERNCR D | ﬁm&

47@%774/&@A7¢~7/x#mibi#0_@% X7 7 4V FTA 31—
Mo TWET, EXa V74V 2a— VT LI :km@®4/2&/xkowf

HSH%%T??7V—VE/%ﬁM ITEET, ZOKREIX, XA T4 TA AT

XT;’E% CHENZR S TWET, ZOA L AFZ L RAZED Y THNTWAN—Ry =T
T ) Y —ADEIE EFRT HITiE, show hw-crypto 2~ > R&Z AN L £,

#ET 12 |}
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B ovoxssrroomEemLES.

ATy T17
ATvT8
ATvT9

ATy 710

FDM DR % >

[FIFHA (Agreement) ] ¥ 7 C, =v Ra—% F 42X (BULA) %A T, AELET,
[OK]Z 27 Vw7 LT, REXAT 0T Ry 7 A= UET,

[fRTF (Save) 1227 U w7 LET,

V=V, ELLY 7 by T A= VarEFyra—RL, TV S—var A AR
VAT = AN TRELEEHA LI —T A AREE T v aTHI LT, TS
AEEANLET, [#WET/N\/4 X (Logical Devices) ]X— T, HLWIGHET A ADAT —
HAEMER L ET, BT SA AD [Status] 2 [online] & #REIN/=H, 77U r—2 3T
X2 VT R —DREERBTEET,

1|

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

& #* a

Status
@Dnline @:‘ .*t (455

FTD &R TF A 2L LTENL, X2 VT 4 R —ORELXEET 51213, FMC
a7 4 FXal—Tar HA REZRLTLIEE N,

K7O>FIDZEmMLET,

FDMZRA T A TA LV AX L ATHATEET, avTFH AV AX A EHAR—FERTW
FHA, AX U RTaUORBET A AL, BMERIEIANAL TS T YT 0 XTTEIEL
\iﬁqo

1R BRI

s TRBEET NS AERT AT SV — g f A—T % Ciscocom /N H XU ra—RKLT,
% DA A—% Firepower 4100/9300 > ¥ —3 17 v 77— KL E 7,

\}

(GX)  Firepower9300 DA, BB 77V r—r a4 A7 (ASA
BIOFID) 23 ¥ —YHNOAx DEY 22— WA VA h—
NTEET, IMEHOEY 2 —LTlE, BRHERR—V3 007
TV r— g A VAB A RAL TEFEITTEET,

BTN, A THATHEEA VA —T 2 A AERELET, BHA L F—T A ANN
BCTT, ZTOFHA X —T A AF, Vr—VOEHOLMFERHIND r—EH

B #ETsqr
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ATy T
ATy T2

ATvT3

pMoz4sy r7asmsemLEs. [

AR—=hERELCTIEHY FHA (2, [ X —T7 =A% (nterfaces) | ¥ 7 D _EHRIC
[MGMT] & L CERENET) .

cFo, b 1 ODT—F ZATDA LU E—T 2 A RERET DHLENDHY 77,
ROFEHREMELET,

c DT NARADA L HZ—T =2 A A1d

CEHA LA —T 2 A AIPT RLAL Ry NU—T <R

=PIV AIPT RL R

«DNS H— "D IP 7 R L %

*FID R A MG & RAAL U4

FIE

[T /XA A (Logical Devices) ] ZE#R L £7°,
[Bh (Add) 1>[RE > KF7BEY (Standalone) | %7V v 7 L, IRONRT A= EFELE
T

Add Standalone )i
Device Name: FTD_1
Template: Cisco Firepower Threat Defense i
Image Version: 6.5.0.1159 i
| Instance Type: Native b
QK Cancel

Q) FNARBEASLET,
ZOBHNE, Y — Y A S S PREBRRE AT A VA — T = ALEID E TS
FOICHLET, SHET 7D r— 3 VB ECHI SA TS 24 TlEdh h £t
Ao

b) [Template] TiL, [Cisco Firepower Threat Defense] % %R L F 1,
¢) [Image Version] Z 3R L 9,
d) [Instance Type] C [Native] Z 4R L £,

AT FAAF AT FDM TV AR— RSN TWER A,
e) [OK]Z27 Vw7 LET,
[Provisioning - devicename] ¥ .t > RUBRKRINE T,

[Data Ports] S Z BB L, 731 BN Y THA v H—T = A ZAeZnNEns Y v 7 LE
RS

#ET 12 |}
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Overview Interfaces JIGLITEINEWTLEEN Security Modules  Platform Settings System To

Provisioning - FTD-FDM2 et
Standalone | Cisco Firepower Threat Defense | 6.5.0.1159

Data Ports =

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Port-channel3

Ethernet1/8 || }I

Ethernet2/1 |
FTD - 6.5.0.1159
Port-channal3 Click to configure
Ethemnet2/2 | |

PIRTIZ[A > # —7 = A A (Interfaces) | X— Y THMI LT —F A L H—T = A ADH%EH
DUTHRZENTEET, BETFDM TINHDA VX —T oA AZFHIT L TRELET,
ZHhIZIZ. IPT RLAORTELEFNET,

ATy T4 WETROFALZT A 2w ) v LET,

HATaTRy 7 ANEREN., PIIOT — A NI o TREZITH>ZENTEET, 2 b
DORENT, WHPEAEN, 7213742 Z U BN HTE, @FEOEMTIE, B T7r7Y
r— 3 CCLIREDIFE AL DEALEETEXET,

ATw 75 [N H (General Information) ] X— T, WO FINEEZFEITLET,

W #E7 R
|



| #7142

ATvT6

pMoz4sy r7asmsemLEs. [

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

5M1-0k | 5M 2 - Ok 5M 3 - Empty

5M 1 - 40 Cores Available

Interface Information

a)

b)

<)

d)

e)
f)

Management Interface: Ethernetl/4 7
Management
Address Type: IPv4 anly bl
IPv4
Management IP: 10.89.5.22
Network Mask: 255.255.255.192
Network Gateway: 10.89.5.1
(Firepower 9300 D3 4) [£ ¥ = U7 4 EY 2 —/LOBR (Security Module Selection) ]

TC, ZOMBT AL RMEHT 28X 2V T4 EV2—AE27 Y v 7 LET,
[Management Interface] % 2R L F -,

DA E—T oA AE, WRELT AN RAEFEHTALDIFEHINET, 204 HF—
T A AL, T —IFFR— N EIIHOL DT,

BHA A =T oA AEBIRLET, [7 FLAZ AT (AddressType) ] : [IPv4D I (IPv4
only) 1. [IPv6®D & (IPv6only) ], F7=i% [IPv4E L TPv6 (IPv4 and IPV6) ],
[Management IP] 7 R L A Z 3% E LE T,

DAL VHE—T o A—BEDIPT RLAEZRELET,

[Network Mask] & 7213 [Prefix Length] IZ AT L £,
FYLT—O F—broxzA4 T RLAEZATILET,

[Settings] # 7 C., IROFINEZEITL £,

#ET 12 |}
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ATy T17
ATv78
ATvT9

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Management type of LOCALLY_MANAGED W
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

a) [Management type of application instance] K2 v 7*# 7 > J 2 F ¢, [LOCALLY MANAGED]
ZIEIRL 7,

FATATA L AF U AF, R —T ¥ & LT Firepower Management Center & 7K — h
LTCWET, fET A, ZADORABIC A=V v 2 BT T L, REDHEESIN, T34
AMBFHEESNET,

b) B ~XEIYUARELT[HEK NAA L (Search Domains) ] # AJJLET,
c) [Firewall Mode] Tl [Routed] &— KD AV R — F N TWET,

d) [DNS Servers] Z »~XGID DY A r&E LTANLET,

e) FTD O [Fully Qualified Hostname] # A /) L £9°,

f) CLI 77 EAMH®FTD E# 2 —% D [Password] # A ) LE T,

[FIAHA (Agreement) ]# 7T, =2 Fa2—H% JF 4k A (EULA) %A T, RELET,
[OK] %227 U7 LT, REXATRITRy 7 AZALET,

[f*1F (Save) 1#7 VU v 7 LET,

Vry—UE, BELEY 7 by =T A=V arEFyrna— KL, TV = a A A
VAT = FANT yTRELEHA T 2 A AREL T v 2T DH LT, wET A
AZEANLET, [FWET/N\1 R (Logical Devices) ] X—Y T, HLWVHET A ADAT —
5 AETERLUET, T A A0 [Status] 8 [onling] & ER S D, T7Y r— 92T
X2 UT 4 R —DORELZHIBETE £,

B #ETsqr
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System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

ATV X2V T 4R O —DREFBEDDITIE, FDMO a7 4 Fal— g A REBRL
TLEEW,

INA TRASEY T4 R7DEM

FID £7213ASA A TXAFEVUF 4 (Tz—F—_"—L LI ET) 1Z. FXOS TliE
LT r—2a VNTREESNET, 7L, M TA T VT DY vy — 2 HT
H120F, WOFIEEBZL T ZE0,

1R BHHIIZ
INATRAZEVT 0 OFEIELRHRES (18 X—) 2R LTI E XN,

FIE

AT YT BT AL RZR—DA v 2 —T = A ZA&E Y TET,

ARTY T2 Tx— A== Y J 27—~ V721 DFRE200T % A X —T A A%E|
DY TET,
INLDA LB =Tz A A, 220D ¥ —Y DTN, TXATENT 4 8T T 407 %R
DY LET, A SN 7T z—NF—R_"— VY7L xF5F—K~ U721, 10GB ODF—&
AV HE—T oA REERTHZ L2 MR L ET, BHARERA VX —T = A ARHL5E. Bl
D7 2= NA ==V 2T —F VU EfHTEET, 27— F U7 03HgEDO K
YEVEELES, 72— AAd == VT FEREFAT— N VU TICEBEIA TOA L H—
T2 A AEFHTH LT TEERA, RICEAY NU—2 7 A N ETHOT A A% 7 =2 —
NWH—=N—f L Z =T oA AL LTHEHAETIZ, v — VTR v T E2HHTHZ L2568
DLET,
ALTFALVAB U ADE G, T 2= VA== I AOT =2 WHA o —T = A ATY
AR—=hFENTWETA, BA X —7 A AF=ILEtherChannel TV 7 A  H—7 = A A% A{E
KL, HEAVAZLADY T A H—T oA AZE VKT, To— A== 7L LT
AT E2RBEDLET, AURAOTRTOY TS v H—T =2 A7 2 — /)L ——1

RET/NA R
|



wETFTAIZ |
B /5x20em

YL L THERTASLENDSZ EICEBR LT EEY, BBV TS v E—T =2 AT =z —
N ==Y 7 L L THHATS—FT, o740 2 —T AR (FITEA v X—T7 =
A R) BEAHEDT—FA LB —T 2 A AL L THERTLIZEIITEET A,

ATV T3 BT A_A AT, TRATEYTEHHICLET,
ATYTEG "NAT_ATEVT AZBANC LT TA A —T 2 A AREFTIH0END HHEE. &)
WCAF VNRAEBTEREFITLTONDL, T/ T4 7EBETEREZFITLET,
GE)  ASA DA, FXOS TA v X —T A A%&HIBRTHE (I zxiE, *vy bU—7 %
Y a2 —/LOHIEE, EtherChannel D HIER. F 721X EtherChannel ~DA ' H—T7 = A A D
FEYYTRLY) | LERFREEITHI ZENTEALIIT, ASARETIEITDa~wy
FaMREFESNFE T, RENOA LV F—T = ZAZHIERT 5 & TBIAVEENRH 5 A[EE
HERHY EFT, ASAOS DHWA X —T = f AFRTEILFEH CTHIRETE £,

7SR MENM

IRV T ERMRATLE BEOT A A7 N—T LTI ODOMBT A RET5H T
ENTEET, 7 I7RZE, BT A 20T XTORENE (B, Ry bV —7 ~OHH)
BHZD—FHT, BET AL AL TEWAL—T Y NBIOITEMEEZER L ET, EED
EY 2 — /L& T Firepower 9300 13, 1 DD ¥ —YHOTXTDETY 2 — Va7 TAXIZT
N—TF D, vy —YWNITAZV T EPR—LET, #EOV Yy —vEE DTS
N—=TF D, =V TAZ ) T BENTEET, Y —vHZ I RAX2 Y U7

Firepower 4100 & U — X7 EOH—F P 2 —)L T /A AOME—D A7 3 2 TY,

Firepower 4100/9300 > v+ —> DI S XA 1) U JIZDUL\T
Firepower 4100/9300 & ¥ —3/ 1Z7 T A X Z BT 5 &, LN OB N FEITENE T,

CRAT A TA VALV ADI FTALY L T DR 2=y MEEBERO 2 72 25 Y ~
7 (F7 4N hOR—FF ¥ 2 48) ZAEKLET,

CNVNFA AR LA T TARY U TDOEA 1 DL DY T AKX Z A 7D Etherchannel T
Y TA L H—T oA AEFRRTETDIDVLENDY £7, KAV AX AL, MDY Z
ABHNEY 7 BLETT,

Yy —YWNT T AKX Y T TE (Firepower 93000%4) | ZDO U 7%, 7T AXBIEIC
Firepower 9300 /N> 7 7' L— 2 2 L £ 7,

VXY —VEZ T AR T TIE, vy — VHEEEHIZ Z @ EtherChannel (2 A L X —
T2 A% FEITED B CHLENHY 7,

T TV = a NI TART— ATy T ar7 4 Xalb—ra rEERLET,

I IARERTAE, TR, FTIARERY) oA B —T 2 A2, BIOED
MDY T AFBREE GLIR/NRBOT — AN T v a7 ¥ b—valrNry—v

B #ETsqr
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F54%yazyreenosy 1=y rogs [

A=A PNEE =y MR LT vy vadnEzd, 772XV U ITREEA DAL~
ARXTHEE, T— ATy ar 74 ¥al—aro—iE,. 77V 44— a N
Ta—VNRRETEET,

ARV RA U HE =T oA AL LT, VITAAIT—H A H—T oA AZEY B TET,

X —YNITAEY T TR, AN RAE =T oA AX, Y=V TAEZY
7' 0 X 512 EtherChannel [ 2R S AU FEH A, Firepower 9300 A —/X— 3o Y 3dAg 1 o 2 —
T2 A ADEEDOET 2— VI T T4 v 7 — RNNT U T AN T
EtherChannel 77 / 0 U —% T 25720, ARV RE—RTEHLDDI XA TOT—X
AVE—T oA APERELET, V¥ —MZ T7AZ VT TEH, TXTOT—H A~
H—T = A A TA/N K EtherChannel Z{£H L £,

Y

GE)  BHEHA X —T oA AU L DA 2 —T = A ZTY
R—=FrENTWEHA,

B A =T A R TARAARNDTRTO=y MIFERELET,

T547) 2z béEtvhIF) 22y FOKRE

TTGAEDALIND I ONT T, <) 2=y MRV ET, T4~ 2= MIBBINIZ
PEINET, MOTRTOA LN TEH XY 2=y MY F3,

TRTOALT 4 F a2 b— 3 ANEETFEENTEA COALFETTINERHY £, a2
T4 X2l =g I 0k, B o) BAICER SN ET,

DSRZHEY VD

FAT AT AVAZ LA T FTRAE Y TOGE 77 AXHEY 7%, R—hF ¥ 1R/ 48
A B =T 2 A AEA L TEIMICER SN E T,

TNTFA AR VA T TGAZY T OEE 1D DY T A X % A 7D EtherChannel T~
AV B =T oA A FHRETHLERDH Y T, KA AX U ATE, WMAD Y Z A Xl
U2 BLETT,

V=V TAF Y T TR, DA H =T oA AZAN— A B =T o AIHY F
Hh, ZDV T AL XA T DEtherChannel 1L, ¥ —I NI FZAFZ Y THOZ 7 A X BEIC
Firepower 9300 /N> 7 F'L— U &R L ET, v — M7 7 AKX U 27 Cld, EtherChannel
W12 kDA Z—T 2 A4 ZZBMT H0ERNH Y F5,

QAN =V TAZDSGE, Yy —TERlOYy—2 LD E S FAZHIEY 7T
B LW TLESW, S ¥ —T oA A EEER LIZGE, — o=y N THEEN
WAETLHE, 77 ALHEY 7 BHEREE T, MOIEF =y FBEEL R R 9, A
AT ENLTTZZAXGIEAY 7 28 LTGEIE. EFRa=y MZOWTIERZ 7 A Xl
Y 7 ITEMERHER L E T

TIAZGNY 7 NT T 4w 7IZE, W ET X DM ED N T T 4 v I INEENET,

LESACES



HEF AR
B o—rmoszavrosszasmyrrovqex

Y —YBISREY TN SREHE) v DY A X

HRECHIIT., H v —T DO THEINAANL—Ty NMIEDLRETIZ FRAZEMY > 7 WA
VITAMENRDYET, FOTHIE. ZIAZEIEY L BREOSF Y AR TX
hd‘o
VGRARENY Y NT T 4w ORRITEIC, REET v ST — MRS Ny BT
T, VIREZHEHY 7 TONT T 4w 7 OBITFHICELET, IEENDI T T4 v oD
wlX, B— RN T U T ORI, P REFRKEEDOT-OO S N T T 4 v I3 H
BNE I Lo TIRFEY T, RITHEZRLET,
* NAT T3 O e — R ANZ UV U ITRNMETTHDT, 3 _XCOVEF—2 "N T 7490 %
ElWwx=y MIHSEHTOISLERHY 7,
CAUN—=V Y TINEREIND L, JTAFIKREOBEGOE S AEVLEL T 50, —kF
BINC 7 T AXHIEY > 7 OREEZ2 KEICHEH L ET,

7 FAZHNIEY 7 OFBIEEZRELSTDHE, A=y IPRETRINT & X OPRM EHE
W72, A—Ty FOR MLy 7 ZEBETE E9,

Y

GE) 77 RAZIZKEOIMNFE (Bo#Inz) N7 74 v B3bo%E1E. 7 7 A2 I#Y
I DHA X RELSTLRBENRDH Y T,

Dx—URY SRRV TD S RAAGEY o RS

ROMIE, AL v F 7 A7 L (VSS) iR — F F v rL (VPC) BREETY 7
A B fEY > 7 & LU C EtherChannel % 392 515% 7~ L' ¥ 9, EtherChannel D3 -XTDVY >
TNT T 47T, AL TN VSS 721X vPC O—E#TH H%5A 1%, A U EtherChannel
DT 7ATOF =N AL E—=T = RAEZILI, VSS 721 vPC WD R D AA v FITHz
CTEET, A vTF A H—7 A ALE U EtherChannel R— hF ¥ /b f X —T = A
ADANTY, FEOMBDAA v FRE—D AL v FOLSICEETL1HTT, Z0
EtherChannel (X, A~/Y> R EtherChannel Ti&72<, 734 A 0 — /L ThHhdH Z LITHER L TL
7ZEW,

Virtual Switch Link

B #ETsqr
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ve—sMo 528U Ins 52 asmy vy o

=YY SRR IO SAAGEY O DIEENSE

7 ZABEEY 7 OBEEERAET D121X, ==y MEOT 7 K Y » 7] (RTT) 2320
ms KR D LI LET, TORKEBIEICLY, BB A MIA VA P—LEN
7o FAL AN EDHEHMENR ELET, BIEATDITIE, 2=y NEDO 7 7 2 ZHIf#Y
> Cping #FEITLET,

77 ALY 713 NEFFORE/T y hO Fa oy TRRUVMEEEDm WS D TH 5 MHE
W0 EI, e iE VA MROBEADEE, M) 7 2T 86E R H Y £,

DSREHEI Y 2y T—0

BBy FT—2

Firepower 4100/9300 ¥ ¥ —3/1%, v —3ID & 212> h ID (127.2.chassis id.dot_id) (25
WTC, 2=y bDOITTAZEHIEY) 7 A H—T =2 ADIP T FL A& HEAERLET,
1%, [F U EtherChannel D¥:72 % VLAN 7' A L X —T = A AEEHTH~ LT A AKX
A7 T AZDEEIX, VLAN OB L > TR 7 T AZIZFELIP Y RLRAEFHTE
T, VIAXERBTHEEZIL, ZOIPT RVAEDAX~A ATEFET, 77 AXHHEY
VI Xy NU—=ITiEE, 2=y ML= 225D LIITEERAL, LA TV2AL v T
TEFRHFRENTWET, A NN 7 4 v 71TiE, A==V A FT7 AR — MR
£ (OTV) #HEHTHZLxBEDLET,

TRCOa2=y FEE—OFHAy N —Z 10T 2t LES, 2Ry FU—7
WX, 77 RAZEEY o7 LiEBlobL 0T,

BEEHSA A —T14X

BEAATDOA L E—T 2 A A%V TAZZEN B THELENLDET, 2O F—T x4
ANFAN R A o H—T oA ATiE7< ., Bl f@plA o 2 —7 = ATT, BHA X —
Tz A AL TH2=y NIHBEER TEXET,

ASA DBEIT, AA L V7 FTAZIPT RLAIZFDIZ FAZDEET RLATH Y, FICHLE
OFEMENATEALICB L ET, 7 FUAEEOERE LT, BIEDOIEAE T BN 2 5 Te 4 AL
DOFFANO R =BV T RV AZFHTELLIICTHRERHVET, ZOAL Y VT TAE
IP7 RLARIZE T, BHET 78 Z2D7 RLAN—KLENET, HEEHMHEMANLEEIND
L AL I TAZIPT R RIEH LW A EI T 20T, 7 7 AZDOEME v —
AV AICHATCEET, a—HVIPT FL AL, —T 4 IR EN, F T 71y a—
TAVTIHHEIEBEFET, 2R, VTR EEHETDHINIAAS L FTAXIPT KL A
B LET, 207 FLRAITEIC, BIEOEENMBEAICEEMT N THWET, fHx DA
N2 EHT 5121, D**?JJI/IPTI\I/X G LE T, TFTP X syslog 72 & DORIEEEE K 7
T4 v 7 DA, EENATEN E SRS, v — BV IP T RUAEMH L CH— 08
BeLET,

FTD TiZ. WUy hU—Z7 OFELITEHEIP 7 FLAZEN VY TET, KFHEAE FMCIZE
MTBHEET, ROIPT RLAZFEHRALET,

#ET 12 |}



RETACZ |

. Z /%> K EtherChannel

A /\> K EtherChannel

=BV 1DULEDA L E =T A R TN—T LT, FTAZDTXRTDOY ¥ —
\ZJAA3 % EtherChannel & 9% Z & 23 CX £9, EtherChannel |Z £ > T, T v R /LINOE A AHE
RYIRTCDTITATAVE—T 2 A AD ST T 4 v 7 BEMZIET, A3 K EtherChannel
. =T v RERTUVART LU MDELLD T 7 AT U4 — /L E—RTHHRETXET,

Jb—7 v K E— R T, EtherChannel (Z¥—DIP 7 RV AZFONL—T v KA F—T <A
AL LTHRESNET, PTFUAXT LU E—=FTIE, IPT RLRETY ¥ Z—T A
YDA Z—T = A ATEFR BVHIZEID HTHIE T, EtherChannel [ZH]72 6, m— K
NT v TR IAREED —# L LTI A TWET,

NVNFA VAR LAD T T AL DA, KT T AXIZILE AT — & Etherchannel 73 422G,
HEHEAS L =T 2 A ZAFETIIVLAN Y T A U H—T o AT 13 TEEHA,

Inside Switch QOutside Switch

I Node 1
. /\ [\ etnin } eth12 [

port-channel 5 ethi/1 < B port-channel 6
Slr'{sidéd Outside
panne Spanned
port-channel 1 port-channel 2
10.1.1.1 Node3 509 165.201.1

|

eth1/ eth1/2

A4 RIS REZ) VY

FA FEA ARV DGE ROWRTA RTA NWEIRY . 27 A2 ) 7 E2RMMATE

F9,
BT TAE vr—E, ROV A FIDICET DAL IICHRETEET,

YA FIDIE, VA FEAEDOMACT RLABIOIP T RVALHIHILET, 7T AXNLE
FENE= "7y ME, 4 FEAEDOMACT RLABIOIPT FLAZEHAT L0 L. 7
TAZTZAE LIy ME, 7o —S0MACT FLABEIOIPT RLAEBHLET, =
DOHEEIZL Y, MACT7 7 v B T DORFAEZD 2 DOREBZR— TR FOY A FMHHRET

. SRET/ANA R
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asa v 5zaniem i

Ja—/S)VMAC T RLRE AL v FRNEFETL20%21ELET, bz, 21 v F A
FOMACT RLADAHREFEH LET, A FEHEDOMACT RLABLOIP 7 KL AL, A
X2 K EtherChannel D4 AR L/ —FT v R EB— R THR—FENFET,

HA FIDIX, LISPA VAT v a v afilT57e— T4, T—XBL =D A k
17 FAB ) TONRT—< o AEmEL, U2 F MY o 7R OEBEZ B/ SE57290
DF 4L Fa—hVP—ary, BRI T4y 7 Ju—DRy 77 v 7 F—F—0N
WA —F— L1381 MNZHIEROT A NUEMEFEICTHEDICbFEREINET,

PA M2 TAZY T OFFMCONTIE, BLTFTOHEEZH LT EEW,
» Data Center Interconnect D4 > 7 2 7 F A% U v 7 OFE: L RifEgE (13 <—)
WA NEDOHA RTAL 2 I TRAEZY T A RTA v EHIRFEE (21 <—)
c YA NETOB] : A MHZ TRAZ Y T OR] (94 =—)

ASA U S5 X2 DB

B Firepower 9300 v v —Y &2 v v —Y W7 ZAX L LTENTAHZ L, O v —
By —VB7TAZ) U TIGEBNTAZELTEET, Yy —VMZ T AKX Y TR, &
V=V ERAICRELET, 1 DOV Y —UIZT TAXERBMLEDL, BAZTRICT HT-
O, T—bhA Ty TREEZRIDY ¥ —VIPHIROV ¥y —|Zab— L,

ASA 7 5 X2 DYERL

A A A=V RN—=D g VITERELET,

25 A X%, Firepower4100/9300 3 v — 3 A — S F B EICEBCX $3, 3 TOH)
WRENP K=y NHICABER SN ET,

VX =V TAZY TR, AL =Y EAICRELET, BAERHITT L7201,
1 OOy ¥ =V TAZZEHAL, TO®%, BRHIOY ¥ =V PHIROY v —UIZT— A b
Sy S ar74¥al—varkat—TxET,

Firepower 9300 ¥ — 3 TClX, TV 2 — /LR A VAR =L EINTWRWEATH, 3 207
TOEY2—)b, FLEFIVTTA VAL A EAR Yy bD1OOI T F A AL AT
I IAZYN T ERNCT DRENRSY ET, 3 OTRXTOEY 2 —/LEHEL TN E,
7T AL IERE L EH A,

~NTF AT HRANE— ROGE, BUINSGHET S ZAZ R L ThE, ASAT U r—3g
YCYNTF AU TRRA D T READCT DLERDHY T
b8 B EIIC

cTREET N, AERT AT TV r— g A A—T % Ciscocom B A 71— RLT,
Z DA A — % Firepower 4100/9300 > v — (27 v 7 — KL%,

s ROEHREHABLET,
WAL H—T A AID, IPT FLABLRXY NU—r w27

#ET 12 |}



B asaoszso6m

ATy T
ATy T2
ATvT3

ATvT4

ATvT5

ATvT6

HEF AR

e = AIPT FL A

FIE

A B =T x4 AEFRELET,
[F@ET /N1 A (Logical Devices) | Z &R L 77,
[(Bmn (Add) 1>[25RA (Cluster) 1 %7 U w27 L, IRONTA—FERELET,

Add Cluster x|
I want to: Create New Cluster ki
Device Name: clusterl
Template: Cisco: Adaptive Security Appliance G
Image Version: 9.13.0.6 v
Instance Type: Native i
QK Cancel

a) [HEGEREE (wantto) [>[FH LW S X2 DR (Create New Cluster) | Z88R L &
j—o

b) TNAREEAILET,
ZOLAHNEL, X — VA= AN PREERELZ T A =T oA AZEIV Y TH
DIZNERTHERALET, U7 7V r—a VBRETHHIND T A AL TEH Y F
A,

¢) [T 7 b—1 (Template) ]1ZiX, [Cisco #ISHEF =2V T ¢ 77T A7 & (Cisco
Adaptive Security Appliance) ] 23R L £,

d) [Image Version] Z &R L 9,

e) [Instance Type] TiL, [Native] %A 7 DHMNH R — F I E 7,

) [OK]%&ZYUws LET,

[Provisioning - devicename] ¥ 1 > RUDNERINE T,

DU TARIIZEIV N TCHAL A —T o AFERLET,

FIZ I ERTIE, TR_XTOEN A v Z—T oA ANEV B THNTWET, wILFrITRE
BATDA LB —T oA ABEZRZLIEGAEIT, TXTORRNEZMERL, 1 DOHRBBIRLET,

BT ROTNA 2T A arz7Y) v 7 LET,

FATATRYy 7 ANEREN, PIHIOT— b AN T v TREZITHIZENTEET, b
DOFREIL, HEAFRH, £7237 V2% VAN HTY, BFEOEHATIX, #T7r 7Y
r—3 9 CCLIREDIZTEA LD ZEFRE TEET,

[7 7 A %25 (Cluster Information) ] ~—C, ROFNEEZFEITLET,

B #ETsqr
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Cisco: Adaptive Security Appliance - Bootstrap

Configuration

Cluster Information Settings

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis 1D:

1
Site ID: 1
Cluster Key: sane
Confirm Cluster Key: -
Cluster Group Name: asa_cluster
Management Interface: Ethernetl/4 W
CCL Subnet IP: Eg:x.x.0.0
DEFAULT
Address Type: IPv4 only Bl
IPvd
Management IP Pool: 10.89.5.10 T 110.89.5.22
Virtual IPv4 Address: 10.89.5.25
Network Mask: 255,255,255.192
Network Gateway: 10.89.5.1

QK Cancel

?

*

asa v 5240k i

a)

b)

<)

T —VIZTAEY TR, Y=V ID 74—V RIZ, Yxy—YIDEASLET,
T T AZDE T v —UIZEADID AT A2LERDH Y £,

ZDT 44—V Ri%, 7T AZHIEY 7 Port-Channel 48 |[Z A L X— f L B —T = A% B
MUEEBRICORERENET,

WA N TAE2 Y T OYE, [ FID (SiteID) 1 74— /L RiZ, 2Oy ¥ —r DY
A4 MID%Z1~8D#FPHATAILET,

[Cluster Key] 7 4 —/V R T, 7 ZZAZHIHY 7 OHIE N T 7 1 v 7 JHORFAEF—%
L%,

LHWEIL, 1 ~63LFDASCIH LFFH| T, WHWEIT, F—2ERT LD S
NET, ZOF T aid, 7—FR"ANTFTT7 v 7 (EEpRET v 77— MRk S
By RN E) ICIEEE LER A, TR NG T 4w ZE WUV T XA L
ELTEFEENET,

u

B E

al

#ET 12 |}



B asaoszso6m
d

e)

2)

AT9FT  [Sett

B #ETsqr

HEF AR

[7 T A% 7 )Vv—T74% (Cluster Group Name) | ZiXE L ET, ZAUL, fmBlT A AKIE
DY T AR T N—T4TT,

LT 1~ 38 LFD ASCI LFHTH D Z & BNLETT,
[Management Interface] % 341 L £ 7,

DA UHE—T A A, WRBET AN, RAEEHTADIHEHINET, ZOA U HF—
T A AL, Uy —UEHER— N EEBO L 0T,

(&) CCLHTHv hIP#% ab00Zf&ELET,

7T AR 7 DT T 0 FTIE127200/16 % NU— I ™MER S ET, =720

—HEDOF Y NU—Z BEITIE, 1272.00/16 8T 7 4 v 7 IR ATEE A, ZOHA, 7
FTAZDEFR Y NT—Z BB D/N6 *y NT—2 T RLAZEELET b—7F Ry
7 (127.0.0.0/8) . ~/LFF+ A~ (224.0.0.0/4) . PNEE (169.254.0.0/16) OT KL A %
<) o % 0000ICHRETDHE, T7H4NV DXy hT—IMEHEINET,

Yy —UiE, Yv—vID & Ary hID (abchassis idsot_id) (ZHEOWT, F=v |k
DY TARZEY) 7 4B —T 2L ADIPT RL2AZHEVAERLET,

BHA LU H—T oA AD [T RLVAKX AT (Address Type) ] IR L £,

ZOEHIT, ASARRE TERA V¥ —T 2 A R2RET LD SN ET, ROE®R
ZaxiE LET,

s [/EEEIP 7 —/L (ManagementIPPool) | : BHAAT RL ALK TT RL A% /NA 7 TK
HoTANL, B—HILIPT RLADT—LEZHKELET, ZDOHIHD 1 2O08A(
=T oA A7 T AL 2=y MZEID Y THNRET,

KIKTH, 7IRAXAO2Z=y MIERILEOT FLAREEND L OICLTLES
VY, Firepower9300 DA, T _XTHOETV a—/L Ay "BR#lE ST E LTH,
VXY=V EIZ3ODT RLAEZEDLMEND DL Z LICEELTIEEN, 77X
B EPART D TEDOEGEIE. 7 RLAEZMPLLET, BEOH#E2=y NIRRT 2K
FEIPT7 RL A (ALY V7 FAXIPT RLARLIEEINS) IX. 2O —1LO—H Tl
HVEEA, BT, FALEY FTU—ZIDIPT RLAD I DEAAL LI FTAZIPT R
LARICHER L TL & W, IPVA 7 RL AL IPv6 7 LA (b 60h—FHH]) &
FHTEET,

Ry RIT—OTROVELIFZT LI« VvIRE
XYy RD—HHF—FrHzA

« URAEIPT R LA (Virtual IP address) | : BUEDOHIfHl = FOEFHIP 7 F L A& E
LEd, ZOIPT RLVRE, Z7TAX =T RLALEUCFRy bU—7 BITIFEE
LTCWABHMERHY 0, 77— EENTW LR /A,

ings] X—C, LFZFEITLET,
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ATvT8
ATvT9

asa v 5252068 [

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password: sanssens

a) [77A47 74—/ E—F (FirewallMode) ] Ry 7 X 7> URXRINL, [T AT
L~ (Transparent) | £721% [/V—7 ~ K (Routed) ] ZHIRN L E T,

N—7 v RE—KRTIE, FIDIZ®*y NV —FJ NONV—X Ky T LR nEdT, V—T 4
YITERTOKA L E—T A AFRR LY TRy b REIZHV ET, —H, FTFUART L
YN 77 AT U —E, [BumplInThe Wire] £721% (AT NVA T7 AT 74 —/L| O
KOITRET DL A Y27 7 A T A — L THY, BRINTZT A ANDNL—F Ky
LTI ENEE A,

T77AT U AT FEERMICOAREL LT, 77— bANT v TORE L Hil
AT 256, ZOREIERSNELEA,

b) HHH = —H D [Password] Z AJ L THER L, NAU—REFHLET,

HHERE SN TVAASAEHE 22— P32 T — ROEERICE LB 9, FXOST 7 &
ANTEX LG, BHEL—Y RRAU—-KRKeehiz &V vy hTEET,

[OK]1&Z27 Uw 7 LT, REXA TR TRy AZALET,
[fR7F (Save) |27 U w7 LET,

V=, BELEY 7 b aT A=V arEFyrn— KL, TV =gy A RS
VAT = FA NI TRELEHA VAT 2 A AREE TS v aTHI LT, WMEET A
AN LET, [#ET/NM R (Logical Devices) 12— T, HLWVGRHET A AD AT —
AAERERLET, WHET A AD[AT—HF A (Status) |12 [>T A (Online) | &R
SNTWELIGE, RVDOI TAZ Uy —2FBIMT 50, % —3NITRAZY 7 TT 7Y
F—a DI TAZDORECRBTEET, ZOTrEAO—BRELT, [EX2UT 4 FE
Va— L BIRE L TWER A (Security module not responding) ] £V AT —H ANFKIRIN
LZERHYVET, TOAT—FATEETHY ., —HFHRRETT,

#ET 12 |}



B asaoszso6m

ATy 710

RETACZ |

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|P| B
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

DX —VMI TAZ ) T TR, 7T AZICRO Y v =2 BMLET,
a) Firepower Chassis Manager D g #] D> ¥ — T, 45 L [[XEDZE R (Show Configuration) ]
TAarzr )y 7 LT, RARENDI TAIREX AL —LET,
b) KD ¥ — D Firepower Chassis Manager (286t L. Z O FIAICHE > Tl A A %58
mrEd,
¢) [WEZEME (Iwantto:) > [BEFDZ 7 A X ~DZ (Join an Existing Cluster) | % 38R L
£
d) [OK] %2 Y w2 LET,
e) [7 T AXEMD 2 — (CopyClusterDetails) AR v 7 A2, DT % — DI T AHE
EEMD AT, [OK1Z 27V v LET,
) WEFPEOTNNARATAarmr )y LET, 77 AZFERITKHILERNCATIFEAT
TR, WOBREITERT DLERH D £,
[>%—ID (ChassisID) ]: —EDY ¥ —IDZATTLET,
s A LID (SitelD) : ELW¥ A RIDEZASLET,

75 RXA F— (Cluster Key) : (EFERIIZAD SN TN 2W) RLZ T AH F—% A
HLET,

[OK] %27 Uvy 27 LET,
g) [fR1F (Save) 127 Vw7 LET,

Yy =i, BELEY I N 2T A=V arEA =R, TV =y ar A
ABANZT = MNANT O TREEEEA =T 2 A AREE T v 2aTHZ LT, @
BT ANA RAEEANLET, K7 TAX A N—0 [#@m#ET /31 A (Logical Devices) ] 3—
VT, HLWVGRET N ADAT —Z AR LET, K7 T AZ AL N—Ofmbh7 /3 A
AD [AT—H A (Status) [T [>T A2 (Online) | ERRSNTEL, TV r—=
VT TAEDREERBTEET, 2O AD—BLELT, [EF2VT 4 EY2—
JUMMIRE L CWER A (Securitymodulenotresponding) ] & WD AT — X ANFIREIND Z
ERBYVET, ZTORAT—HFRAFEFTHY, —FFRRETT,

B #ETsqr
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5525 2vrinem |

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

& | Py || T
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

ATYyTN 2=y FASAIZHRIL T, V F7RZ YV TREEZNAL A X LET,

DTSRI A NDEM
ASA 7 T AR AU NN—ZBNELITEEH X 1,

\}

() ZoOFHEZ vY—YOBMELTERICOREHINE T, 772XV IR TTIC
BHENTZ 72 > TN 5 Firepower 9300 (2 E ¥ = — L &2 BN E - I3@#T 2 54, Y 2—d
HERBEME N ET,

1R HHEIIZ

CBEFED T T AKX, TOFHLWA U ANHOERIP T RLAT—/)LINTH4572 P 7 KL A
DEND LB THNTND LI LTLEEN, ZNUANOHEIT. ZOFH LA " EB
THHM, Fvx— /L@%f®772&7%%xb7/7ﬁﬁ%ﬁ$¢5%£ﬁ%@i
fo_wf%_ DEMBELT A AN E) L E T,

e AR —T A ZADHEIT. FTLVW ¥ —L TORELF U THALLENH Y £, FXOS
U —VUREERT I AR—IBIOAUR—F L, TOTO B RAERSHITTHIENTE
i—a—o

cINTF ALTHFARNE—=RTIE, &WDITTAZAINOASAT 7V r— 9 Twb

FarTERAN T REABILES, BMOT TAL AL NEIv T 2T HFA R
T— FREZ ABAYICHR L £ 9

#ET 12 |}



B /525 xvioEm

ATy

ATy T2

ATvT3

ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

ATvT9

HEF AR

FIE

BEAFD 7 Z A % @ Firepower Chassis Manager C, [f@#l7 /31 A (Logical Devices) | % i®{R L T
[F@ELT /31 A (Logical Devices) | <— V%&£,

F b [EE%FR (ShowConfiguration) 174 2> (7)) %27V w7 LT, FrEND7 T
AZDREE A= LET,

LU ¥ — O Firepower Chassis Manager (Z#%f5¢ L C. [[BA (Add) ]>[2 5 R % (Cluster) ]
Vw7 LET,

| Add Cluster =l |
I want to: Join Existing Cluster 7
Device Name: clusterl
1
0K Cancel

[l want to:] > [Join an Existing Cluster] Z &R L £9-,
[Device Name] IZF@EET /S AD 4RI Z A L ET,
[OK1 %27 U w7 LET,
[7 7 AZ 5RO 2 B — (Copy Cluster Details) ] R > 7 A2, PO ¥ — DT T AZRE
ZREV AT, [OK] 227 U v 7 LET,
BEPRDOTNA AT A%y 7 LET, 77 A ERITKBETFRNCATNEARTT
B, WOREFERST HLENH Y £77,
*[¥v—¥ID (ChassisID) |: —EDYv—¥ID&EZASLET,
%4 ID (SitelD) : ELW¥A FIDZASHLET,

Y5 RA F— (Cluster Key) : (FEFNZAD SN TWeW) L7 72X F—% AL
i‘j—o

[OK1 %27 U v 7 LET,

[fRTF (Save) 1227 U w7 LET,

vx—UiE BELLEY 7 b TRV arEFyrae—RL, TV S—va s A U ARE
VALT = hARNT O THEEEEA LT =T 2 A AREE T v aTHI LT, T A
AEBEANLET, K7 TAX AL NR—0 [T /314 A (Logical Devices) ] X— T, #H LW
LT NA ADAT —H AR LET, KT TAXAUN—DGET A AD [AT —H A
(Status) 112 [A T A > (Online) | ERRINTZDH, 7TV —2a T ITAZDRESE
BthCEEd, o7 RxA0—RELT, [EF2 VT 4TV 2—ARRELTHEEA
(Security module notresponding) ] & VY9) AT —H ANEKRINDHZ ERBVET, ZOARAT—
ZZFTIEF THY . —RRRREE T,

B #ETsqr
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System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|P| B
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

FTID 7 S5 X Z MiEM

FA T 47— K IO Firepower 9300 ¥ ¥ — L & v ¥y — VNI FAX L LTEMT S Z &
b, BEOy—vEVY VM TAZ D TIZEBINT A E L TEET,

PNTAVAR A= R Uy —V NI T AKX L L TCTH—® Firepower 9300 > ¥ — 312 1 D
IO 7 T AXBBINTEET (FEV2— LA VAZ L RAEEDEVERSH Y £
T) . EE V=TI T RE Y T DEDITERDO Y =IO ED Y T A X EE
mcEET,

U=V TAL ) TR, FY =V EIAICHELET, 10DV — ULy T AL
ZEIMLIES, MAZEHICT A0, 77— R Ny TREEZRIIDY ¥ — NHRDY ¥ —
vizav—L,

FTD 7 5 R 2 D1ERL
25 A X%, Firepower4100/9300 3 v — 3 A — S F B HLICEB TX 9, 3 CTOH)
HRENS 2=y MHICHBERSINE T,
VXY=V TAFY) T TR, BFV Y —VEXICRELET, BAEZELSHITTHDIT,
1 OOy % —UIZT TAZEEAL, 20Kk, RAIOY ¥ —VPHIROY ¥ —NZ7— FA K
FwFar7 4 ¥al—grEat—TxE7,
Firepower 9300 ¥ ¥ — 3 TiX, EV a2 — /B A VA F— LI TWRWEETEH, 3 203X
TOEYa—b, FFRIEFIvTFA L AZ LA £EAQy vD1ODA LT F ALV AX AT
I TGABY T EHNCT DRERNHY EF, 30T R TOEY2—/LERELTWVARNE,
7T AL IIEREL FH A,

48 HHEIIZ

e TREETNA RAMEHT DT SV r—v a4 A—T% Ciscocom NH AU a—RKLT,
Z DA A— % Firepower 4100/9300 > ¥ — (27 v 7u— KL%,

BT /3 R
|



#ETACZ |
B ossxs06m

e aALVTFA VAR LAIK LT, TIZAN DT T A NEERALRWERE, avT
FALUAB AN )= AT T 7 AN EBINES T VY —A T a7 7 AV EBMLE
To
VT F A UVAF L ADES, BT F A VAR A A A M=) T BHIIC,
FURAIVELWT +—<y MIRBA L9 X 2T 4 TP a— /= U B FHEY
WL 2R H Y 9, [Security Modules] ¥ 7213 [Security Engine] 28R L T, [FH#IH
{t. (Reinitialize) 174 2> (&) %27V w27 LEd, BAAEORIET A A THIM S CH
LWF AL ZE LTHA VA M—ILENDLTZD, a—hNDOT 7Y r—3 3 URERT R
ThbhET, RATATA LV AZ L RAEaA LTI A VAR AEEHZ A8EE1T. &
WCRATATA LV AZ L AEHIETAVNERSDET, AT A TA LV AZ L AT
FAUAZ AZHBNIEITT A Z EIETEEE A, IOV TIE, BEXF 2V T 4
Va— )V ORI E SR LT EE0,
s ROEHERBELET,

EWH A L X —T A AID, IPT FL A, BIOXy hU—F <R

e S —hT A IPT KL R

«FMCIEIR L7~ IP 7 K L Z/NAT ID

eDNS H— "D IP T KL %

*FTD R A "G & RAA 4

FIE

RTFTYT1 A VH—T oA AEHFRELET,

ATv T2  [@ET /314 A (Logical Devices) ] ZER L £,

ATw73 [BM (Add) 1>[VF5R% (Cluster) 1227 Uy 27 L, RONRFA—FERELET,
6: T4 TVSRAE

| Add Cluster )i
I want to: Create MNew Cluster b
Device Name: clusterl
Template: Cisco Firepower Threat Defense =7

| Image Version: 6.5.0.1159 e

Instance Type: Native >

QK Cancel

B #ETsqr


b_GUI_FXOS_ConfigGuide_2111_chapter8.pdf#nameddest=unique_161
b_GUI_FXOS_ConfigGuide_2111_chapter8.pdf#nameddest=unique_161
b_GUI_FXOS_ConfigGuide_2111_chapter11.pdf#nameddest=unique_209
b_GUI_FXOS_ConfigGuide_2111_chapter11.pdf#nameddest=unique_209

| #7142

o o525 0t ||

7:RVFAVRZVARY S RE

Add Cluster )X
I want to: Create New Cluster il
Device Name: clusterl
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.39 v
Instance Type: Container i
Resource Profile: Default-Small hd

5M 1 - 46 Cores Available

5M 2 - 46 Cores Available

5M 3 - Module offline. No information available
@ Before you add the first container instance, you must reinitialize the

security module/engine so that the disk has the correct formatting.
You only need to perform this action once.

oK Cancel
Add Device 2%
Device Name: clusterl
Template: Cisco Firepower Threat Defense =
Image Version: 6.4.0.49 o
| Instance Type: Native i
Usage: Standalone (@) Cluster
Do you want to: °Create Mew Cluster Join Existing Cluster
0K Cancel

b)

¢)
d)

[(BHETIEE (wantto:) [>[FTLWLVI S X2 DER (CreateNew Cluster) | Z3#IRL £
7

TINARGEANTILET,

ZOLAHNE, VX — VAN PREHREEZ T CA LV H—T oA AZEINV Y THT-
DI THEHALET, ZhiE7 AV =2 a VRETHH SN T AL A4 TIEH Y £
A,

[Template] Ti%, [Cisco Firepower Threat Defense] % %R L ¥ 97,

[Image Version] % &I L £ 7,

[Instance Type] P54 . [Native] £ 721 [Container] Z %R L &7,

RATATALAZ L AFEXR 2T AEY 2= VTV DOFTRTOY Y —A (CPU,
RAM, BLOT 4 AV EFRE) 2T, AT A TAVAZ L AE1 DT A A
F—NAVT&ET, AT FTA L AZ AT, EF 2 VT 4BV 22— NPl J—
2DV Ty NEHEHT LD, RO LT FA VAR AEA LA ML TXET,

(AT FAABZ L ADRIR) [V —AZ AT (Resource Type) | T, Ky 7rH oy
A IMDHEWT DY Y —2A T a7 7 AV EERLET,

Firepower 9300 D5, ZD7 07 7 A /WIH/EFXF 2V T 4TV 2 —VDEA LAZ A
WCHEASNET, ZOFIEOKLTIE, EF2 VT 4TV a— VT EICB R Tu T 74
NEBRETEET, ez, BRd2EXa )T 4EV2a—NVOXATEHEHLTNT,

#ET 12 |}



B ossxs06m

ATvT4

ATy Th

ATvT6

RETACZ |

n—xTy ROETLTEINEZDCPUEEHT HILRICRETEET, 7 7 AXZERT
HENC, ELWF B 77 ANERIRTHZEAHRLES, LT a7 7 AV E21ERT
HEUVBENHHERT. 7T AZOERES Y BALL, I T A AZ U AICY V=R
a7y ANEBNEEALTLIOBMLET,

o) [OK] %7V w7 LET,
[Provisioning - devicename] ¥ « & RUNFRINE T,

IDIFTARIIZEIN Y TAHAL B —T oA ZAEEIRNLFT,

Data Ports =

Ethernet1/2

Ethernetl/5s

Ethernet1/8

Ethernet2/1

Ethernet2/2

Ethernet2/3

Ethernet2/4

Ethernet2/5

Ethernet2/6

Ethernet2/7

Port-channell

Port-channel2 Er?:n-nell

Port-channel3

- Port-channeldg

Port-channel48.10 Port- =
channel2

Port-channel48.11 FTD - 6.5.0.63

Security Medule 1,2,3
Click to configure

Part-
channel3

L]
Port-
channel48.10

FAT A TE=FRDITAZY U TDOEE T 74V MTlid, T RXCOERA v H—T = A
ANEDYTENET, “IVTF I TRAEZEZALTDA L EZ—T 24 A EFZLIZHEIL, T
OIBRIREMREFRL, 1 DOLER L FT,

CNTAVARR AT FGAEY T DG 7 TAXIIEIY B TCEET A A —T = R
BBRIRL, 7T AFZATDR—=bF X RNVERITIR— b F XNV DY T A H—T = A A
EIRLET,

BEHPRDOTN_SA AT A a7 )y s LET,

HATa TRy 7 ANEREN., PIIOT = A NI o TREFITH>ZENTEET, 2 b
OFRET, YIPEAEN, £7237 4 F 25 VANV ATYE, @FOEMNTIE, %<7 7Y
Hr— g CCLIREDITFE AV EDEAEETXET,

[7 Z A% 1E#H (Cluster Information) ]-X—C, IROFIAEETLET,

B #ETsqr


b_GUI_FXOS_ConfigGuide_2111_chapter8.pdf#nameddest=unique_161
b_GUI_FXOS_ConfigGuide_2111_chapter8.pdf#nameddest=unique_161

WETINAR

o o 5220k |

R8: AT 4THVSRAE

Cisco Firepower Threat Defense - Bootstrap 2%
Configuration

Cluster Information Settings Interface Information Agreement

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis ID: 1

Site ID: 1

Cluster Key: e

Confirm Cluster Key: R

Cluster Group Name: clusterl

Management Interface: Ethernet1/4 v
CCL Subnet IP: Eg:x.x.0.0

QK Cancel




B ossxs06m

RETACZ |

I:RIVFAVRE VAR SRS

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

Cluster Information Settings Interface Information Agreement

Security Module(SM) and Resource Profile Selection

Security Module-1,Security Module-2,Security Module-3

Resource Profile Selection
Security Module 1: Default-Small w
5M 1 - 46 Cores Available
Security Module 2: Default-Small -
5M 2 - 46 Cores Available

Security Module 3: Default-Small bl

Interface Information

a)

b)

¢)

d)

Chassis ID: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Name: mi-cluster-1
Management Interface: Ethernetl/4 7
CCL Subnet IP: Eg:x.x.0.0

QK Cancel

(Firepower 9300 D1 T F A L AZ L ADH) [BEF 2V T 4EV 22— (SM) &V YV —
AT 7 7 A )LDEIR (Security Module (SM) and Resource Profile Selection) | =V 7 T, &
Va— VI LIZRRD) Y —AT T s A VERECTEET, L2, Biedxal
TFAEY 2= VDI A TEFHALTNT, 2= FOEFTILTE YL DOCPUEMEMT
LHEICRETEET,

VX =V TAZY) TR, Y=Y ID 74—V RIZ, Yy —YIDEASILET,

7 FARDE Y ¥ —VIZEADID ZERT 2LENH Y ET,

ZDOT7 44— Ri%, 77 AZHH Y 7 Port-Channel 48 IZ A /R — A U H—T = A A %38
MUEEEICOREREINET,

YA N TAE2 Y T OYA, [A FID (SiteID) 1 74— /L RiZ, 2Oy ¥ — D
A4 MID % 1~ 8 OHFPHTAS LET, FlexConfighfe, T4 L7 FDu—h I ¥— 3
Y. A NLEMW, 77 A T7u—2 YT 4l UEMEEREN AR ESEL LR
HE)E L7V A R ZAZOEBIMO I A X~ A XL, FMC FlexConfig HHE % L 7= 55
BICDOHBFEETEET,

[Cluster Key] 7 4 —/V KT, 7 72X > 7 O T 7 4 > 7 HOFRFEF — 25X E
LET,

HHEIL, 1 ~633XTFDASCH XTI TT, HAEFMEIX, F—%2ERTHDITHEHS
NET, ZOF T ait, T—EFNRNRANT T 4wl (BEFIRET v T — FRIRE S

B #ETsqr
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ATy T1

2

o s 5 2508 ]

Ly R E) WITBLEYA, T—HFNRA NT T 4w 7iF, W7 IVT XA L
ELTERINET,

[7 A% 7 )Vv—"7% (Cluster Group Name) | Z 3% E LET, Ziud, T A AERE
DY FAE TN—T4TH,

AHiE 1~ 38 30520 ASCIL XFHITh 5 Z & NLETT,

[Management Interface] % 34 L £ 77,

DA UE—T A A, WRBT AN, RAEEHTAOIHERHINET, ZOA v HF—
T oA AL, Yy —VEFBER— NI DTT,

N=RU 2T NANRAEDOA L Z =T 2 f AR A M AU F =T 2 A AL LT
FBCTHL, BV Y THREMNTHD Z L E2HRT 2EEA v E—VRERENET,

(&) CCLHYTHv hIP#% ab00Zf&ELET,

7 ABEHEY 7 DF 7 x0TI 12720016 %y NU— I ™MER SN ET, =750,
—HEBDOF Y NU—Z RBITIE, 1272.00/16 8T 7 4 v 73R ATEE A, ZOHA, 7
FAZDEFR Y NT—=ZIEED/N6 *y NU—I T RLAZEELET b—7F Ry
7 (127.0.0.0/8) . ~/LFF v A L (224.0.0.0/4) . WNEL (169.254.0.0/16) OT KL A% [&
<) o % 0000ICEETEHE, T7HL DRy NU—Z BNEHSHET,

Yy —UiE, Y¥—vID & Au v hID (abchasss iddot id) (2HESNT, F=v k
DY TAZGIHY > 7 L H—=T A ADIPT RLAZBHEAEMLET,

[%7E (Settings) | X—T T, AFZFETLET,
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Cisco Firepower Threat Defense - Bootstrap
Configuration

Cluster Information Settings

Registration Key:

Confirm Registration Key:

Interface Information Agreement

RETACZ |

Cisco Firepower Threat Defense - Bootstrap 7%

Configuration

75| Cluster Information Settings Interface Information Agreement

Registration Key:

Confirm Registration Key:

Password:

Confirm Password:

Password:
Confirm Password: Firepower Management 10.89.5.35

Center IP:
Firepower Management 10.89.5.35 Search domains: cisco.com
Center IP:

Firewall Mode: Routed v
Permit Expert mode for yes v
IDISSHEesslons: DNS Servers: 72.163.47.11,173.37.137.8
STEElreh) LElER cisco.com Firepower Management
Firewall Mode: Routed » Cani B AT

Full ualified Hostname: i
N — G y Q clusterl.cisco.com
Firepower Management test Eventing Interface: v
Center NAT ID:
Fully Qualified Hostname: | ftd1.cisco.com)
Eventing Interface: v

oK Cancel QK Cancel

b)
¢)

d)

B #ETsqr

[k — (RegistrationKey) |7 4 —/L FiZ, BERFIZFMC & 7 T A& A L /8—f] Tl
AToH6¥—%2 AN LET,

ZOX—IT, 1 ~3TXFOEEDOT F A MUFHEBINCTE £4, FIDZ BT S &
X2, FMCIZR UFx—Z2 AN LET,

CLI 77 A ® FTD & Bl — % @ [Password] # AJJ L £,
[Firepower Management Center®IP (Firepower Management Center IP) ] 7 « —/L RIZ,
BMOFMC O IP 7 RV A2 AN LET, FMC D IP 7 FLARNDNLRWEE I,
D7 4 —/V REZEHOFEEIZ LT, [Firepower Management Center NAT ID] 7 1 —/L RiZ
INRAT L= AT LET,

(&) FIDSSHEwY Y avmbIFXR/SA— bk E—F, [Yes]. £7-1Z[No] Z#H L%
T TXAN—FE—=RFRTIEL, GERN I TN a—T 4 ZIZFID Y= AT 7
vATEET,

IOF T arTYes] ZIEIRT D E, SSHE Y avrhbaryTh A A AICHE
BT 7 ATHa—FNEF AN~ NE— REHBTEET, Wz (No) JZERL
=854, FXOSCLIN S AT A LV AL VAT 78 AT Ha—P—DHNTF A/ 8—
FE— REBIMBTEET, £ A L AROSHEZ LTI, [No] 28Rt L%
BEIDLET,

~ =27 VOFEIETRD H37-84 . F 7213 Cisco Technical Assistance Center 7> H 3R D &
NiGEDOR, TX AN~ E—FREMFHALET, ZOFT— N2 T 521X, FID
CLI Cexpert 2~ REHHL ET,

pran
B
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ATvT8

g)

h)

i)

o o525 0t ||

({EE) [Search Domains] 7 4 —/V RiZ, BELR Y NTU—T DMRB RKAAL D <K
oA EANLET,

ER) [Z77 AT 74—/ E—F (FirewallMode) | Ku vy 7 X JA N5, [ b
7 AT Lk (Transparent) | £721L [/V—7 v K (Routed) | Z3R L £,

L—F v R E— KT, FIDIZFy NT—ZNOL—Z ko 7L RAeShEd, L—
TAVTEATOIRA L E—T oA RAFB Y73y P REICHV ET, —JF, FTU XA
X7V N7 7AT U —vit, BumpInTheWire] F721E (AT NAVA 77 AT U —
V] DEDIHEETHDLATY2 7747 U=V ThU, BERINTZT A A~D)L—
X Ry E LTRSS EE A,

T7AT VAT REMHRERRICOZRELEYS, 77— AT v TORELH
W56, ZOREIIEHASLEEA,

(f£E) [DNSH—s\ (DNSServers) | 7 4 —/L FiZ, DNS #— D H o~ XKE Y DY
A MEANSTTLET,

7= 21X, FMCOFR R N EEET 585G, FIDIZDNS #H L 9,

({E&) [Firepower Management Center NAT ID] 7 4 —/L RIZ/ XA 7 L —X%& AJJ L F
FTo TORATL—=XE, FILWT NS RELE LTI TRAZEBIMNT 5L EIZFMC T
ATLET,

WBHEIL, V=T 7 EFAEOW T OB TH G DOIPT KL A gk —Frt&) ByE
TT, FMCBTNA ADIP T RLAEFREL, T35 AN FMC O IP 7 KL A& H57E
LET, L. IPT FLAD I DOENDLP> TWDLEHEA Ob—T7 4 > 7 BHOH/)
Bk 1%, RAIOBENCEE AL L CIE LWBERF — 2 MR T 572012, o
N —E O NATID Z18ETH24EEH Y £7, NATID & LT, 1~37 LFOMLEEDT
FAPNLTFHNERECTEET, FMCB LT A A TIE, WIHIBREROTGE & ARZITH
72D, BEEF—BLUNATID (IP 7 FLATIERL) ZHHAL £,

(&) [Fully Qualified Hostname] 7 1 —/L RIZ, FTD 7 /31 A D5ELEL%4 & AJT L
E RN

BHHRLFIE, a—zDOXLFE, 0-9DETF, Ky b (), "M 7> (1) TT, KX
FHIL 253 T,

EE) (AT 4T A H—7xA4A (Eventing Interface) | K v 77X R
FRB, ARV MNEREET DA =T oA AZRIRLET, FHELRVWESIX, B8
AB—=T A APEHINET,

AR MERTDHOA 52 —7 = A4 A%&FEET HI2IL, firepower-eventing 1+ ¥ —
T AL LTA UV E =T oA AEHRETDMERHY ET, N— T =T NA 2%
JGDA B —T = A A% Bventing f > X —7 A AL LTEIVYTHLE, HYTRE
M) CThH D Z L 2R T 2EERA v E—UNERRINET,

[f > % —7 = A AfF#H (Interface Information) [ X— T, F T AXANDOEXF 2V T 4V 2—
NDENEICEBRIP T RLAZRELET, [7 LA XA 7 (Address Type) | Ka v 74
T UARNPLT RVADEZATHFIRL, EX 2T 4 Y 2— T LICROFIAE FT
L/i‘g—o
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ATvT9
2Ty 710
ATvINn

HEF AR

Gx) FEVa— NS AL ENTWRWGEETH, Yy — VD3 DT R TOEY 22—
Ay NCTIPT7 RLAZRETHIMLENH D ET, 3 OTRXRTOEY 2—/LVEH
ELTWRWE, 7T AXZTHEEEL =8 A,

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

Cluster Information Settings Interface Information Agreement

Address Type: IPv4 only w

Security Module 1
IPv4

Management IP: 10.89.5.20
Metwork Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2
IPv4

Management IP: 10.89.5.21
Metwork Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 3
IPv4

Management IP: 10.89.5.22
Metwork Mask: 255.255.255.192
Gateway: 10.89.5.1]

0K Cancel

a) [ManagementIP] 7 4 —/L KT, IP7 RLAZHELET,
EVa— VT EICRILR Y FT—27 EO—EOIP T RLAZRELET,

b) [Network Mask] % 7= 1% [Prefix Length] {2 A /) L £,
) FYRITI—U H—broxA4 T RNLAEZANLET,

[FIHBA (Agreement) ]# 7T, = Fa2—H% JF 4k A (EULA) %A T, RELET,
[OK] %7 Vw7 LT, REXAT IRy 2A2HALET,
(17 (Save) 1#7 VU v LET,

Vy—UE, BELEY 7 by aT A=V arEFyrn— KL, TV = a A VRS
VAT = NANT o TRELEEA VST 2 A AREE T v aTHI LT, T A
AxEANLET, [FWET/NM X (Logical Devices) [ X— T, FHLWVEGET A ADRAT —
B AETERLET, BT A AD[AT—H A (Status) ]2 [4 > T A > (Online) | &FEoR
SINTWDGE, OO TAZ Ty —VEBINT 50, VY —YNITRAZY 7 TT 7Y
r—=3arDy IAZOREXRBETEET, ZOVrEADO—RELT, [EX2VT4E
T a— LIRE LTV ER A (Security module not responding) | & VY9 AT — X ANKIR I
LZERNHYVET, TOAT—FAIEFETHY ., —HFHRRETT,
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AT T12

o o 5220k |

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

Al
Status
@ cniine @G F ey

=M TARY T TR, 7T ARZICKRD Y ¥ — L EBINLET,

a) Firepower Chassis Manager D g #]D > ¥ — T, 45 L [[XEDZE R (Show Configuration) ]
TAarzr )y 7 LT, RARENDI TAIREX AL —LET,

b) KD ¥ — D Firepower Chassis Manager (286t L. Z O FIAICHE > TEELT /S A 2 %58
muE9,

c) [WEZEE (Iwantto:) > [BEFD Y 7 A X ~DZ (Join an Existing Cluster) | % 38R L
£

d) [OK]ZZ7VwyZ LET,

e) [V T AHFEM 2 ¥ — (CopyCluster Details) R v 7 A2, HmHIDY ¥ —2 DI T A
EEMD AT, [OK1 227V v LET,

) WEFPEROTNNARATAarmr )y LET, 77 AXFERITKHILERNCATIFEAT
T, ROBREIFELT DHENHY £,

s[> —>ID (ChassisID) ]: —BED¥v—¥IDEASLET,

«SitelD: %A "NHEZ T AZ Y T DIGE, 2Oy —DOY A FID (1 ~8) &AM
LET, T4 20ou—aE8—rar, A NLEME 772270 —FEY
T4l NEMEZEEEMESEDLZLEANE LY A MNEZ T A X DEBMNO
J1 AH <A XX, FMC FlexConfig #iE % 5/ L7285 B ICO AR ETE 7,

o [7 T A% F— (ClusterKey) ]: (FAHZATTSIN TR FLY TAX F—% A
HLET,

« (EHLIP (ManagementIP) |: KTV a— LOEHT NLA%Z, DI T AHF A /3—
ERILRY NU—7 BIZGFHET D —EBEDOIP T RLALERD L IICERLET,
[OK]Z7 U w27 LE7,
g) [fR1F (Save) 127 Vv 7 LET,

Yy —UE BELEY T R =T A=V arvEFyrua—RL, TSV r—var Ay
ABANLT = NA N T TEREEEHA VI —T oA AREE T v aTDHZ LT, @
BTN ABZEALET, K7 TAZ A N—0 [T /314 A (Logical Devices) ] %—

#ET 12 |}
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B 525/ —roen

VT, LW T AN, ZADAT —Z AZMRLET, 57 T AZ A N—DFRHT A
AD[AT—H A (Status) ]2 [F> T4 (Online) | EFrEnizb, 7V r— 3
VT T A DFRELRFRMTEET, 207 ntv20—BELT, [EXa2) T 4E 2—
ABIEELTWERA (Securitymodulenotresponding) ] & WD AT —X ABRKRIND Z
ERHVET, TORAT—HXRAFEETHY, —FFRIRETT,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

& | Py || T
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

ATy T13 EHEHIP T FLAZFEHLT, FMCIZHIE=~=y N&BIMLET,
TRCHY T AKX =y bX, FMC IZEINT 5/, FXOS TEFREXD I T 2 ZNIZIF
ELTWABLENRS Y 7,
FMC T —X 2=y EHIIWIZHRE L ET,

HDSRRA/)—KDEM
BEFED I T AZNDFID 7 7 AH ) — REBMELIIAZHE L ET, EXOSIZH LW T A HF
J—FR#&BINT2E, FMCIZLY /— R2EEHISEMINE T,

N

G Zo7rr—UXIZBIFHFXOSOFET, HrLnyvy—OBMOARICHEH S ET,
7T AR TP TITENT 22 > T 5 Firepower 9300 128 LWEY = — /L &2 BN 5
B, BV 2 VITEENIGEMSLET,

IR HEIIC
cEBEXMZDEAIE. FMCO bW T 2% ) — REHIRT20LERH Y £4, FrLv —
RIZEEHZ DL, FMC EOFH LT AL A LRSI NET,
AU EB—T A ADEEIL, FILVWI Yy —YTORELF UL THALAMLERH Y £, FXOS
Uy —VREETI AR—IBIOAS VAR—FL, ZOTRERAERHICTHI LN TE
*7,
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ATy T

ATvT2
ATvT3
ATvT74
ATvT5
ATvT6

ATy 717

ATvT8

524 7—roen [

FIE

PBNZFMC ZE L CFIDA A—V %27 v 77 L— R LTEEEAIE. 7 7 AFHNDOE Y v —
TROTFNEEFEITLET,

FMC22 67 v 77 L — R L7c L &, FXOSERED AL — 8T v IR —=Ta UREH SN TE
L. RFZ U RTa L Ry =N — NI A =L ENTWERFATLE, FTLD
J—=RBRELWA A=V N—=T g UEEHL T ZAXIZBMNTEL LI, TNHOHEB X
W5 b FETRETDILENHY £7,

GE) RNoF VI —R0OHEHEHALESEAT. COFEEAXF Y TEES, YA TR
NWNyFHDOAE v RT7Tar Xy r—D &L T ER A,

a) [YARTL (System) 1> [E#H (Updates) |"—T&MH LT, EITTDOFID A A — %
VX —UICA VA M=V LET,

b) [EmEET /SA A (Logical Devices) | &2 U v 7 L, [/N— a3 VO E (Set Version) | 7 A
ar B) 22V r LET, BEOEY 2— L& 27 Firepower 9300 D34, 4F
Va—VDONRN—Va U ERELET,

[AZ— 7 v 73— 3 (Startup Version) 1121, BB L2 /Ny r— IV REREN
F9, [BAED/ = 3> (Current Version) [I1ZIE, 7 v 77 L— REON—T 3 U RFR
SNET,

) [FiLwvw—T =z (New Version) | KRy 7FH D A=a—T, 7y a—RLN—
TarEBEBRLET, ZoNN—=Ta Ui, BRENTWD [BED/ N~ 3 > (Current
Version) | & —HTHOMENHY, AX— R T v 7N "—=Ta URHLOW A=V a b —#
THEOICERESNET,

d) FHLWIy—Z, FHLWA AU N —U R, VA =L ENTNDL I LR LE
D

BETF D 7 A X 3 % — 3 Firepower Chassis Manager T, [fmBl7 /N1 A (Logical Devices) ] % 7

UwZ LET,

H Lo [&EDFR (Show Configuration) 1 7 A4 %227 Vv 7 L, RIRENDHT T AH

Zav—LFET,

#H LV ¥ — @ Firepower Chassis Manager (Z85%¢ L C, [[BA0 (Add) ]>[Y2 5 A% (Cluser) ]

Vv LET,

[7 734 24 (Device Name) [ IZ#dlT A ADL4FTEZ AT LET,

[OK]Z7 VU v 7 L&,

[ T A& 7D a v — (Copy Cluster Details) ] R > 7 21, IO v — DT T AL EE

ZREOAHT, [OK1 227 U v 27 LET,

EEFROTNA AT A% 7Yy 7 LET, 77 ZAZERITRBEEFRNCANE A TT

B, WOREFERST HLENH Y £77,

s[> — 1D (ChassisID) ]: —EDOY¥—IDEASLET,

iE

e

«SitelD : YA NHZ TAX VT DOEAR, 2OV —2DO% A FID (1~8) ZANL %
7. ZOWREIL. FMC FlexConfig #8E 2 L 7= 55 1 DO AL AT HE T,

#ET 12 |}
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. Radware DefensePro D% E

«[7 7 A% F— (ClusterKey) ]: (FRHCANESN TR HALZ FAZ X—% ATJL
\i—a—(}

« [BFLIP (ManagementIP) ]|: KT 2a— LOEHT NL A%, D r T A A R—L
FILERy hU—2 BICFIET D2 —BOIP T RLALRDEHICERLET,

[OK] %27 Vv 7 LET,
ATv 79 [{R1FE (Save) 1227V w7 LET,

Vy—UE, BELEY 7 b 2T A=V arEFyrn— KL, TV =T a A RS
VAWLT = FA RN T TREEEHA LA =T oA AREE T v aTDHI LT, mlT A
AEBANLET, K7 TAX A= BT /34 A (Logical Devices) 1 <— T, #H LW
LT NA ZADAT — R AR LET, K7 TAZ AU N—OFRET N, AD [AT—H A
(Status) 1T [A T A > (Online) | ERARINIZL, 7TV —a Tl TAZDRER
B TEEd, 27t AD0—RELT, [EF2 VT4 EV2—ABRELTHEEA

(Security module notresponding) ] & W) AT —H ANRKRENDZ ERHVET, ZOARAT—
A AFIEFETHY , —RFY7ZRREE T,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
l(“._'.‘)ﬂnlinvs: &0 ## Ol

N —
Radware DefensePro @O i< ®
Cisco Firepower 4100/9300 > v — /1%, Hi—7 L — R THEHEO—E R (Z7 AT 74—/,

P—RKX—=F 4 ®DDoS 7 Y r—raipl) YHR—FTEXET, INHOT Y Fr—
variY—rRF, V&N T, Y—EAF2—0EFERLET,

Radware DefensePro [T DULVT

BAEYR—- SN TWAEYP—ERAFz—r ar7 4 Xalb— 3Tk, — K—F ¢l
@ Radware DefensePro R 7 v N7 4+ —2L% ASA 7 7 A4 7T U 4 —/VOFFi, £7=1Z FID ®

B #ETsqr
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Radware DefensePro DRI 544 .

FRHITHEITT DL HITA A h—/)LT& £J, Radware DefensePro |Z, Firepower 4100/9300
Ty — UL — B A5 (DDoS) DO & ARFERE 2 29 5 KVM R — X DA~
7w N7+ —ATT, Firepower4100/9300 > ¥ — TH—ERF = — U DA D &, v
=T BD N7 7 4y 713 EEe ASA £72LFID 7 7 A 7 U + —/WZRET H RIS
DefensePro (K877 v N 7 4 — AL &WBTLOILENH Y 7,

N

G¥) » Radware DefensePro (A7 Z v k7 #— A%, RadwarevDP ({548 DefensePro) . *
Tl 7T VDP RIS Z ERH D £,

e Radware DefensePro R4 75 v h 74 —A%, Vo7 Fal—X LEENAZ Ly H
D \i—gqo

Radware DefensePro D BTIZ &

Radware DefensePro % Firepower 4100/9300 3 ¥ — I/ ZE AT A HIIZ, etc/lUTC XA LY —>2 T
NTP H— %A 9% K 5 |2 Firepower4100/9300 ¥ ¥ — > & ARk 9~ 5 B3 & U £7°, Firepower
4100/9300 > v — @ H AL &L RFRIOREDFEMIC OV TIE, HIFOREEZZR LTI 7ZEVY,

Y—EXFz—2DHARI4Y

ETIL

» ASA : Radware DefensePro (vDP) 7’7 v h 7 — A%, IROET LD ASA THHR— &
ncTunxEd,

* Firepower 9300
* Firepower 4115
* Firepower 4120
* Firepower 4125
* Firepower 4140
* Firepower 4145

* Firepower 4150

A\

() Radware DefensePro 77 &~ b 7 +— A, Firepower 4110 7
NA ZD ASA TIEHBEF R — FShTWEREA,

« FTD : Radware DefensePro 77 v b 7+ — A%, IROET /LD FTD THAHR— b EN TV FE
7,

LESACES


b_GUI_FXOS_ConfigGuide_2111_chapter8.pdf#nameddest=unique_22

HEF AR

. 22 F7OVDHET/NA X TO Radware DefensePro D& E

* Firepower 9300

* Firepower 4110 : @Bl 7T A X L[AIFICT 2 L— X ZH AT HLERH Y £3, 7
A AT TR T AA AREREINIHZE T, Tab—Fx2A A M—1T5Z L%
TEEHA,

* Firepower 4112
* Firepower 4115

* Firepower 4120 : fa#7 A A LRFHZT 2 L—F ZHATLHHLE N HY £3, 7T
A AT TITRELT A ADRESNIR T, Tab—F 2 A= 5I LT
TE XA,

* Firepower 4125
* Firepower 4140
* Firepower 4145
* Firepower 4150

G¥)

FTRTOFID 77 v h 74 —ATlE, CLIZ#EMALT
Radware DefensePro A3 2 2735 Y £4°, Firepower
Chassis Manager (%, ZDOEREEZ VR —F L TWEHA,

ZOMDHA FS5 4 >

=R F =, VYTV HNITAZ 2T 4 F a2 — g TR R—FENT
WEH A, 7272 L. RadwareDefensePro (vDP) 77 U/ — g i, ¥ —T NI T RAHZ
CFUVADALZ L RTry a7 4 Falb— g NEATEET,

AR R7OVNDHRET/IN1M4 X T Radware DefensePro D% E

2R R7 1 ASA £721X FTD #BT N4 Z DN H D H—DOHP—E AF = — 2 |Z Radware
DefensePro & A A b —/L 3 B|Zid. RO FNEIZHENE T,

\}

GE) vwPT7 7V rr—varaZREL, ZOFIEORE TCERELEET D &, T /A X

(ASA F£ 721X FTD) MEE#E) L £,

Firepower 4120 £721£ 4140 X% = V7 7774 7 A T ASA DR{IZ Radware vDP %
A YA R=NT o855, FXOSCLL Z M L TTF a L —2 2 RATO20ERH Y 7,
Radware DefensePro %, Firepower 4100 7 /3A X T ASA OHICHHH—E R Fx—1
\ZA VA R =V L TRET D HIEOFEM 72 CLIFNEIZ W Tk, [FXOS CLI Configuration
Guide] #ZH L T 72XV,

B #ETsqr
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ATy T

ATvT2

ATvT3

ATv74

ATvTH

ATvT6

ATy T17
ATvT8

ATvT9

AR R7OVDHIET /A X TO Radware DefensePro D% E .

1R BHHIIZ

* vVDP A A—% CiscocomMH X 7 — KL T (CiscocomNHDA A= DH 7 m—
R&ZM) | T DA A—3 % Firepower4100/9300 > v —27 v 7o —RKLE7T (¥ =
VF AT TITAT VANDA A=V DT v7u— RELiR) |

» Radware DefensePro 7 7 U 7r— a3 Uid, Uy —YWNI TRAXDAH L KT 1 AR CE
ATEZET, ¥y —I NI TAZY T2, v —Y WY 7 A X D Radware
DefensePro O E (72 X—2) &L T,

FIE

VDP CHIDEHA 2 —T = A4 ZAEHERT DG, WHA VX —T = A ADOREIHE > TA
VH—=T oA AL, TDOXA TR mgmt (Z725 X HICRELTLEEN, HDHNE
TV r—va VERA VB =T oA AELETEET,

[FaBiT /31 2 (Logical Devices) | Zi&IR L T, [T /31 A (Logical Devices) ] ~— %5
XET,

[F@EET /31 A (Logical Devices) | X— 2, V¥ —VIIRE SN TV EHET XA A D U A
FRFRINET, FRELT A AREE SN TV RWEAIX, Iz %m“éx v —UNRE
IRENET,

A2 RT v ASAETZIXFTIDMBLT N A ZZ2AFR L3 (A2 F7m v ASADIEN (27

N—Y) FRIEFMC DAY KT ar FID ZBIMLET,  (B04—) 2&H) |,

[7 =2 L —% (Decorators) ] fEik T, [vDP] Zi®&{R L 9, [Radware: Virtual DefensePro - 3% &
(Radware: Virtual DefensePro - Configuration) |7 4 & RUNEKRENE T, [—MEHR (General

Information) | # 7 C, IRD7 4 —/V REZRELET,

Firepower 4100/9300 > v — 3 [Z#D vDP N\—V 3 %7 v 7 — RLTWAEHAIL, 23—

Yay (Version) | Rry 7 X orhoflT53—2a V2 RINLET,

U — A% AT BE 7 Radware DefensePro 7 7"V 77— 3 V3 & 585413, [Resource Profile] N

Ry ZZTCDFIC, YR—FPESNTNLV Y =270 T 7 A VDY A BRFERSNET, 7

NARZHNDBTHI Y =R T 77 A VERRLTIESY, VY =R T 077 A)VA%E

WL72WGE, T 740 FORENMER S ET,

[Management Interface] K2 > 7' # 0 T, ZOFEDOAT v 7 | TIERLIZEEA V4 —7 =

A X ZEIRLET,

T4V D [T RLVA XA (Address Type) ] ([IPv4 ®F (IPv4 only) ], [IPv6 D (IPv6

only) ]. F72i [IPv4 BL N IPv6 (IPv4and IPv6) ]) ZEEIRL 7,

BID AT v I TEIRLIZ [T RV R ¥ A7 (Address Type) JIZHADNWTKRD T 4 —/L K&

LET,

a) [FPFLIP (ManagementIP) |7 4 —/V RiZiZ, e—H/VIP T RLAEZHRELET,

b) IPv4 OF (IPvdonly) :[Fv hTU—7 =X (NetworkMask) | # AL ET,

E

e

IPv6 DA (IPv6only) : [V 7 ¢ w27 ALK (Prefix Length) ] Z# AJJLET,
) *YNI—=U F—bkoxzA4 T RLVRAEANLET,

#ET 12 |}
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HETNAZ |
. v —L RS S5 X452 D Radware DefensePro MDE%E

ATYTIN TARAALRZED Y CEHKET —H R— OIS LT = IRy 2% 7 ) v 7 LET,
ATYIMN 0K %7V v LET,
ATy T12 [R1F (Save) 1227V w7 LET,

FXOS X, i€ L7V 7 hvxT RN"—=Yarv&Furun—KL, HELEEX=2V T 1 £

Ca— W IT— M A NT T a7 4 X2l =g BB A —T oA AREET T vV 2
THZET, BT A AZEANLET,

RDBRY

DefensePro 7 7'V r—3 a2 U DO/RAT— RERELET, NAUV—REZRETLHETIE, 77
Vor—2a A3 T4 A2 bnZ EIZERE LT IEE N, FEMIZ 2V TIL, cisco.com
WCHE ST\ 5% [Radware DefensePro DDoS Mitigation User Guidel] ZZ ML T 72 &0,

v — N9 S5 R4 D Radware DefensePro 0% E

Radware DefensePro f A — % A > A h—/L LT ASA 721X FID v — N7 T A X DHIZ
P —EAF ==V FRETHIZE, WOFNEIZHENET,

\}

GE) H—bERFz—F V¥ —IHNITAFX a7 4 Xal—aryTIEHR—FrENT
WEH A, 7272 L. RadwareDefensePro 7 7’V 7 —3 g i, v —I NI TFAFX F
FOAEZ KTy a7 4 X2 l— g SNIEATEET,

1R8O BRI

« vDP A A —% CiscocomnHZ 7 a— R LT (CiscocomNbHDA A= DH 7 a—
R&5M) | ZDA A— % Firepower4100/9300 > ¥ — 27 v 7 u— KL FT (¥ =
VT AT TITA TV ANDA A=V DT v7u— RKesl)

FIE

ATYvT1 VDPTHIOEEA L H—T =24 ZAEHTHHEEIE. WA LV F—T 24 ZADOREIHE- TA
VHE—T 2 A AEHIL, TOZA TR mgmt IZRDHLIICHELTLLEIVN, HDHWNIZ
TV r—va VERA L —T oA AR HETEET,

AT T2 ASAFLIEFID Vv —YWNZ TAXZRELET (ASA 7 7 AZ DIERL (47 =) Fi=
ILFTD 7 7 A X OIERL (55 X—V) &&MW) |

U —TWNT TAZEFRET D PIAOE% T [RF (Save) 1227 VU v 7 3 HHNIT, LLTFDA
Ty TN ATI FAXIZVDP Ta L —XZBMLTEBLLERLY F7,
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ATvT3

ATv74

ATy TH

ATvT6
ATvT1
ATvT8
ATv79

ATv 710

ATvIN
ATwT12

ATy 713

ATy 714

v — A5 S5 X4 D Radware DefensePro D% E .

[7 =2 L —% (Decorators) ] fEK T, [vDP] Zi&{R L £9, [Radware: Virtual DefensePro - 5% i
(Radware: Virtual DefensePro - Configuration) | %A 7 0 7R v 7 ANRERINET, [—xIEHR
(General Information) | ¥ 7 C, IRD7 4 —/V REREL T,

Firepower 4100/9300 * v — 3 [ZE#D vDP N—T a %7 v 7/ rn— R LEELEAE, HT2

VDP R— g % [/N—T g (Version) | Ke vy 7Z o CEIRLET,

U v — A% Radware DefensePro 77U 77— a U B H L5/, [V Y —A 77 AL
(Resource Profile) | Ky XU D FIZ, HAR—FENTWAHRY Y =X a7y A LD

ARMRERINET, T AZHVBTHY V=R T 77 A NVEBERLTIEEN, U

V=ATuT A NVEEERLRWES, 7740 FOREMEM SN ET,

[Management Interface] K2 v 7" X0 L CEEA VX —T7 o AR LET,
VDP 7 aL—Z BN Y THXT —F "= OMICH LT =y /Ry 7 2% 7Y v 7 LET,
[f v % —7 A AfFH (Interface Information) | ¥ 7% 27 Vv 7 LET,

BRI 5 [7 RLA Z A7 (Address Type) | ([IPv4 D7~ (IPv4 only) ], [IPv6 DF (IPv6
only) ], F£721X [IPv4 B LN IPv6 (IPv4 and IPv6) ]) ZIEIRL 7,

KEX2 VT 4 EFV2— /LT, RO7 4 —/VRERELET, ZRINDT7 4 —/L RiL, BIO
AT v T TEIRLTZ [T KLU A XA (Address Type) 112 LV HE7p0 9,

a) [HHELIP (ManagementIP) |17 4 —/L RiZIZ, @ —H /WP T RLAZRELET,

b) IPv4 D (IPv4only) :[X> hU—2 ~A7Z (Network Mask) ] &% AJJLET,

IPv6 D7 (IPv6only) : [V 7 ¢ v 27 XK (Prefix Length) ] AJLET,
o) AYLNIT—=VF—bIxzA4A T RLRAEANLET,

[OK1 %27 U w7 LET,

[fRT7F (Save) 1227 U w7 LET,

FXOS ¥, HEELZY 7 hu=T R"—=VarviFdurao—KL, ELEZEXF2Y T 1 E
Va7 = AT T a7 4 Xal—va b EEA VAT A AREE T v a
THZET, BT A RAEHEALET,

[FmELT /A 2 (Logical Devices) | Zi&{R L T, [T /31 A (Logical Devices) ] ~— % B
TET,

HESNTRET AL ADY A 2 A7 0—)LLTVDPDO=T Y b ZFK R L£9, [Management
IP] N R ENTW D EMEEZ MR L ET,

« [CLUSTER-ROLE] % ® DefensePro 1 2 % > A7\ Tunknown) & RSN 5HA1T.
vDP 7 5 2 Z DIERRZ 52T+ 57912, DefensePro 77V 7r—3 3 & A S U CHIE=
=V hOIPT RVAEZRETHLENDHY T,

+ [CLUSTER-ROLE] 223 ® DefensePro { > A % > AN [lprimary] F7-1% lsecondary] &3
IRENDHEEIE, TV r—vaid3Ar 40T, 77 AX{LERTWET,

#ET 12 |}
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B uoprTeP — koA — T & vDP Web H—E R DA

RDBERY

DefensePro 7 7'V 7 —2a U O/NNAT— RERELET, NAV—RERETHETIEL, 77
Vr—2a A3F 74 R0 2 EIEE LT EEW, FMIZ- DOV TIEL, cisco.com
WZHE & TV % [Radware DefensePro DDoS Mitigation User Guide] &M L T 72 &0,

UDP/TCP ;R— DA —T > & vDP Web —E XD EMIE

Radware APSolute Vision Manager { % — 7 = A A%, 3 F X E/R UDP/TCP A— h&fEHA LT
Radware VDP O 7 7V r— g o LidfE LEd, vDP O7 7 U r—3i 2 > 73 APSolute Vision
Manager & iB{ET 572D, ZROEDR— IR T 7 EAFRETHYD 77 AT U+ — ML 5T
TRy 7 ENRNWI EERELET, AT T HREDR— FOFERIZ OV TIE, APSolute
Vision = —H A ROWRDEEZSRL T IZI0,

* Portsfor APSolute Vision Server-WBM Communication and Operating System

« Communication Portsfor APSolute Vision Server with Radware Devices

Radware APSolute Vision T FXOS ¥ ¥ — Y HNIZHLE X415 Virtual DefensePro 7 7° Y 7r—373 &
ZEE 57212, FXOS CLI 2 L C vDP Web Y—E A2 H RN T HLENH D £9°,

FIE

ATYT1 FXOSCLI 26, vDP DT IV r—a vy 4 VAR A THE G L1,
connect module slot console

connect vdp

ATw T2 vDP Web ' — v 2 & HFL L £,

manage secure-web status set enable

AFYTIVDP T F U r—ardary— T LT FXOS £ a—/L CLLICEY £,
ctrl]

v 3 —_ ~ N =L o
TISEESIE7O0tE5L— 3 NETE
WDy 7 TIETLS RALT 78T L —ary #ALET., 72 FMC2EH LT, =
DOEEREZ BN T B HFESRAT —Z AR RT B IFIEITHOWNTIA L £,

WDOFEIE, FTD BLUFX0S N— 3 & MER TSL 5O~ v B 7T,

B #ETsqr
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About TS =775 L—va> [

\)

GE)  FX0S2.6.1 % FXOS2.7x g7 v 77 L— R L7234 . FID 6.4 1% TLS Ig 51k & A
PEMR 72N T2 FTD 6.4 TIEK 5L BEIIZAENZ 2 D £/ A,

FTD FX0S Crypto

6.4 2.6 12DayTFA AL AD
HDOYPHR—F (7 =2—X1)

6.4 2.7 LAk NA

6.5 L% 2.7 LA BR16DALTFA AR

ADPHR—F (7=2—X2)

About TLS BES{E7 V€S L—> 3>

Firepower 4100/9300 (% Transport Layer Security B5 517 7 &7 L —> a V&2 R—F L TWE
9, Z#LiE, Transport Layer Security/Secure Sockets Layer (TLS/SSL) DifEAb & 5{bE ~—
R =7 TETTLHHDT, ZHICKVROEFEIEEEI L E7,

« TLS/SSL K551k L OME 51k

« VPN (TLS/SSL # L O IPsec & & ¢p)
TLSHE BT 78T L— g VIR AT 4 TA LV AZ L ATHEBICEZNI R . BT 5
TEIETEXERAL, TISHEEALT 7T L —2 g idtExa2 ) o DU /B a— T
CHRKRI6FIDI VT F A VAR LV ATENITAZ LB TXET,

MISEE79 5 L—a VBT AH4 K54 VU EHIBREIE

FID TTLS BT 78T L— g v AR > TWAHEAIT, ROBICEEL TLEE
W,
IVOUEBESA VARG Y

A VAR gy TV UNEREMRTOLOICRESINTWT, A VAR Vg 2
CUNTFHETRLEGEITL., DU NBEEEBINADETTLS/SSSL N7 7 4 v 73 Ke v
TENFET,

Z OEIEIX FTD =2~ > K configure snort preserve-connection {enable | disable} (= & - CTHilfl &
WET,
HTTP DHDI/INT+—<T U R

N7 T4y EEELIRWFIDA Y T A VAL A TTILSIE LT 78T L—a v &ff
MTDE, "I 5=~ RCHEE G2 ENHY 4, TLS/SSL NT 7 4 v 7 27 5T 5

RET/NA R
|



wETNIZ |
B rsesrre50—vavicle 44 KSq UL HBSBE

FID2 T A VAKX A TTLSHEEILT 78T L —3ay OBRENITLHZ L2 BEIH L
F7,

Federal Information Processing Standards (FIPS)

TLSHE 5L T 72T L—1 a v EERERAEERE (FIPS) 2S5 & BN/ > TWBEAE
WX, ROA T a o ORI L E T,

o A XH32048 /3 A FAI D RSA F—

* Rivest i 77 4 (RC4)

« B—7 — 2 Wi 5L HERES  (Hi— DES)

« Merkle-Damgard 5 (MD3)

* SSL v3
X2 VT RREEILE— N TEET 2 L 5ICFMC & FTD 234 5 &, FIPS AT Y
F79. ZOF—FTEMELTWD & EITHERAFF AT 521E, FIDa T F A LV AX AT

TLS B BT 78T L—ra v ZHNCd 560, A0 eXa 7247 va 28T 5X59
IZWeb 77 UFERELET

FHEMNZOWTIE, REZRLTIZE0,

s AEL I TATIUT,

SAEME HA) E035REYVY

BRI (HA) 720137 92 ZENTZFID 8 541, FID Z &2 TLS BT 7 &
T —aly BEEMCTHLERHY ET, 1 DOTFT AL ADTLS b7 78T 1L — 3
VRERGIX. HA T £330 A X OMOT A R g anEE A,

TS /\—FE—F

—HRDOT 7V r—3 3 U TlE, RFC6520 TEH STV 5 Transport Layer Security (TLS) 35 &
U\ Datagram Transport Layer Security (DTLS) 7’7 h 2/L{Z%f L C, TLS/»— hE— | =7 27
yvaryMEREhET, TLS N — hE— ME, BB EZADTH D Z & 2HEGsd 5 k%
BUILLEST, 7747 bEREFT—DBRESINTAS MIOT —F 2 EEFE L, IWEZIET
EOITHFIZERLET, TP L7261, B b7 — 2Nk E s ET,
TLS Bf BT 7 & T L—ya v AN/ > TS FMC IZ L > TEE STV D FTD 23,
TLSN—hFE—F I AT g & MHT 55y et L7cYa. FIDILSSLAR Y v—
D [BEAL AR OT 7 2 a > (Undecryptable Actions) ] T [f§ 5{b=7 — (Decryption Errors) ]
O FMC A ETCHESNTZT 7 v a v BFITLET,

« 71 v (Block)

« Uty hLT7 v (Block with reset)

B #ETsqr
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NSES7 €5 L—>avicBle a4 51 v espsm

TV = a PN TLS ~— FE— hEEH L TWENE S EEZRET 512X, [ Firepower
Management Center #i%#% K J O TLS/SSL N7 7Ny a—F 4 U7 N— )L OEEZZHL TL
=1AN

TLSHEEALT 7T L—a VINFID2 VT A VAX A TENI /> TV AIEA1L. FMC
DFy hT—75HAR Y >— (NAP) @[ Kk/»— b B — b (MaxHeartbeat Length) | % % E
T5&, TLS "— hbE— F O GiEA2ETE £,

TLS /»— h B — FOFEMIZ OV Tk, [ Firepower Management Center ##5% 71 K ] @ TLS/SSL
NGTNY a—F 4 T N—ADEEFBRL T IEEN,

TLS/SSLA—/—H TR ) T3y

TLYSSL A—_—H T 27 Y F a1, FIDMATLS/SSL K5 7 4 v 712 X AR5
TWABIREETY, FTD T TLS/SSL A—R—HT 27 7 g UNETHAEEMENRH Y £
N, TLSKEbT 78T L — a3y YR — 42 FID TORMBFIEZRETE £,

TLSH;BALT 787 L—ya » AN > TWDFMCIZ L » THEE S LD FTD 34 —/3—
VTR TATINTZYE, FIDICL > TZEINS /Ty hOFn i, SSLARY — [18
BALARFI DT 7 2 =2 > (Undecryptable Actions) ]2 5 [/~ K =4 7 =5 — (Handshake
Errors) | DF%EIZHENE T,

T 7 AN KTV v a &K T 5 (Inherit default action)

* Do not decrypt

« 71 v (Block)

« Uty hLTT7r v (Block with reset)
SSL AR Y v —D [IEFALARR DT 7 3 a > (Undecryptable Actions) | D [N R¥=A 7 T —

(Handshake Errors) | D% EN [fH5 L7e\> (Do Notdecrypt) ] T, BH#fIIT ST 7 &R

Ay b=V R —=RN T 7 4 v 7 ERETLHEIIIRESNTWDIHREE, A A
YarMribhEd, BRI TbEE A,
KEOA—N—=BT 27V T a UPEELTHDEEIE. ROFTva v Bndb £,

* TLS/SSL DMLERRE I MA@ W FTIDIZT v 77 L— KL E T,

¢ SSL ARV v—%EHE LT, HEOELIEN A EL 22 8T 7 4 v 7 HIZ [Do Not Decrypt]

/l/"‘/l/%jEjJDsz—g«o

TLS A — =% T 27 J 7 g OFEMIZHOWTIE, [ Firepower Management Center #6541
FJ DOTLS/SSL F 7 TNy a—=T 47 —LDEZZRLTIZI0,

NI PITBEVA US40y TOEREIFYR— S TOERA,

TLS BB LT 7T L —a v AR > TWAEE. TLS/SSL F T 7 4 v 7133y 7
FRFA Y IFTA L E Y THREDA L E—T oA ATIHEBTEXETA,

#ET 12 |}
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B -7 oz r0nsEBE7 €5 L—2 3 v oEMIE

AVTTFAVAREZVADTISEBESIE7T VS L—2 3 > OFEMIE

FMC DAX > R7ur > FID #B8MLET, GB0X—) THHAINLTWA LI OIZ, infa
VAR UAEREBTAE, TLSHEALT 785 L—3 3 v DABMICENC Y £,
TLSKEEbT 7T L — a3y TR_XRTORAT A TA VAR ATHMNIRY , BT 5
ZlixTEEYA,

TISHES7t5L—Ya3a DRAT—2RADERK

TORMEY TR, TLSHEBLT 78T L —2 a U BEAENC S TWANE I N EHERT 5 F
HEZHOWTRHBHLET,

FMC CTIROVEEZFEITLET,

FIE

ATv 71 FMClcr /A v LET,

RATY T2 [T/INM R (Devices) 1> [T/ 1 A EHE (DeviceManagement) | %7 U v 7 LET,

AT T3 7V w7 LT, BHHGET A AEHELET,

ATY T8 [T34 A (Device) "=V %27 Vw7 LET, TLSHES{LT 78T L— 3 AT —H A0
[&#% (General) 1&7 v a v iZfRENET,

FID ) V0 REBOREAZEMICLET,

X —3TlX, FIDEMEY v 7 REEZ T — X A L H—T = A4 AW Y 7 REEL R TE 5
X 912720 £ L=, BifE, FXOS BEEURIENT v 7T, WELY 7 IRENT v 7 THDHIRD |
A B—=T A AET v IREIZARDET, FIDT IV r—rar A4 —T x4 ADEH
ﬁ i%ﬁéhi@h FTD 226 ORENZ2WGEE, 728 21 E, FID 77U r—y 3 Ui
WA TA NIRDENS, T—HF A F—T = A ADRYWHEIZT v REIZ R -720
HD@V%VF?WV%?%%Ebi%<®mi7/7%b®ii IRBAREMERH Y £,
AU T4y NOBGE, ZOREBOR—HIZEV X ry MR Rey7Inbdl enb0 F
T, ZAUE, FTD BUERCTEX 5 X 52 DANIIMNBL—F N FID ~D 7 7 ¢ v 7 OEEE
BAtET D Z ERH DT TT,

ZOMBEIZT 7 4L N TN S5 TEY . FXOS DFBEETF A AT LIcEcTExES+, =
DOHEREIL, BRIV T RAAZ R EDIET —H A v —T = A AT L A,

FIDD Y v 7 REEDORAZHNNCTH L FXOSDA X —T = A AD [P —E RIREE (Service
State) [N FITD DDA X —T7 oA ADEBIRRE LRI INET, 72& 21X, FID TA ~
B—T oA AT vy NEDT T AL F— RRREIL %) (Disabled) | & FrRENET,
FID7 7V r—varvkayyy NEOUUTHE T_XTOA X —7 oA AW M) (Disabled) ]
LERENET, N~ R =T NS RR A H—T 2 ZADYA, FID T X —T = A A

B #ETsqr
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oy vy hEorgzamzLzy. [

EEREOANTY Yy v RT3 L —E XREEN [#£%) (Disabled) IZFRE SN ET,
7277L. FIDT7 7 U r—a Dy y hE T 2Dy vy — LDy vy hE T (B
BAT77E) TiE, A v F—T oA AXTIIANRIREEHEFF L3,

FTID @V > 7 IRBEDRAE Thic 35 &, —E RREIXFIZ [A%) (Enabled) | & FRSL
i‘j‘o

COMEEIL, 7oA Z YT arTF A AZ A, F1-13 Radware vDP F o L — &
ZEHT S FID TIIYAR— FENEFA, ASA TIEHR—FENTWERA,

ATY T P73 A (Logical Devices) | IR L, FID a7 A AZK LT Ry 7H DU R

ATvT2

rG [V 7 IREEDFH N (Enable Link State) ] 23R L £7,

0% (0 of 46) Cores Available

[

[d Delete
Status

@Online (<2 ®] A

.** Set version

Enable Link State

Z OREZ MEIC T H12iE, [V 7 IREO ML (Disable Link State) ] 23R L £ 7,
A B =T A ZADBHEORIE L DX T DHH 2R R L ET,

show interface expand detail

Firepower # scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # show interface expand detail
Interface:

Port Name: Ethernetl/2

User Label:

Port Type: Data

Admin State: Enabled

Oper State: Up

State Reason:

flow control policy: default

Auto negotiation: Yes

Admin Speed: 1 Gbps

Oper Speed: 1 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex

Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:

Service State: Enabled

#ET 12 |}
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wETFAA2 |

Last Service State Down Reason: None
Allowed Vlan: All
Network Control Policy: default
Current Task:

<...0>

nHHI T {’r Zﬂ)%:'ﬂ

P SN AEHIEE LY. ASA B RTLUART LY N B— RIZEH LD, f X —T =
A AT 4 FXalb—2alBBRELEY, ZOMOX AT ZEEFOMRET A A TEITT D
ZENTEET,

TIN5 —30o0a2)—ILADERE

ATy I

ATy T2

TV r—varoayy— VIR T I, ROFIEEFEHLET,

FIE

a2 — VG £ 72T Telnet #5Fi 2 LT, £ 2 — /L CLIIZHEEHRE L £7,

connect module slot_number {console | telnet}

BEOEX2 )T 4 B a—LEYR—FLARWT R, ZADEX 2T 4 = DN
AHIZi%, dot_number & LC1a2MFHLET,

Telnet e &= FH T 2F]M0E, TV a2 — VICRRHIEE Oy v a VERE TS, EdEEN
WL B T,
B -

Firepower# connect module 1 console

Telnet escape character is '~'.
Trying 127.5.1.1...
Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV r—varoary —UERLET, T AD#EY Ay REASLET,
connect asa name
connect ftd name

connect vdp name

B #ETsqr
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ATvT3

ATy T4

7Ir—varoavy—n~nis |

A VAR AL ERART HITIE, AT TIica~vr REALLET,
1 -

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

i

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

TV r—vary aryy—)LxE T LTFX0OS €Y 2—/L CLLIZBE L £7,
« ASA : Ctrl-a,d E AJJLET,
*FID : Texit] EAHLET,
«vDP : Ctrl-],. & AT

FXOS CLI D A —/34 ¥ LYY £77,
AVY—IILERTLET,
a) ~&AT)
Telnet 77"V r— 3 G0 b v 97,
b) Telnet 7 7V r—3a UEKTTHITIE, REATLET,

telnet>quit

Telnet 2y a &8 TLET,
a) Ctrl-],. &AM

1

WIZ, EXF 2T 4 FD 22—/ 1D ASAITERE L TH 5, FXOS CLI D Z— /331
LAYUIZR D02 R L £,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

LESACES



B s 1 zour

—

HEF AR

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

INA ZD I

|:|HﬂI
&
ATy T2
ATvT3
ATvT74
HDoSRAAZ

FIE

[Fm#R7 /31 2 (Logical Devices) ] Zi#R L T, [Fm#7 /31 A (Logical Devices) ]~<— %[
TET

[#@ET /3o A (Logical Devices) | X—UIZ, V¥ —VICHESINTWDIRET A 2D Y A
FRRRINET, FELT A APRERE SN TWVRWIGEIX, Zx@mT 52 ye—T 0 R
DOICRRENET,

HIBR S 2Rm BT A 2D [HIFRk (Delete) 1227 U v 27 LET,

[ (Yes) 1227V v 7 LT, ZOmEETNA AZHIBRTHZ L 2R LET,
[T (Yes) 1227V v 7 LT, ZOT7T TV r—vaREXHIBRTLZ 2R LET,

v ~DHEIF
T, 2=y bE I T AZDL RIS, FIIKBRICHIBRT D HIEICOW T L E
‘déo

— R 73 HIBR

TeleziE, N—RU =T ERERy NV DOEENRKNT, 77 AFa=y MIZ T AZI)N
SHBIICHIBRS N ET, ZOHIBRIZ, RMEMEESNLETO RNRLDTHDLD, 7
FALZIIHEBMTEET, $lho, FEITI/ IAZ Y 72BN TH LB TEET,

TN AWBE D T A B NITAFAET D 0MERT HIZ1X, Firepower Chassis Manager [T /3 A
2 (Logical Devices) ]—"C, showcluster info =2~> R&HHLTT 7 U r— 3 VNOD
7T ALAT = AHEB LET,

B #ETsqr



| #7142
s52481=v totik [

& % || O
Management Port Status
Ethernet1/4 ® cniine @D 7 ¢
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
CLUSTER-ROLE : none
CLUSTER-IP $127.21
MGMT-URL ¢ hitps:/10.89.5.35/
JuID : Bed59170-451d-11e9-8475-f22f06c32630

FMC 2 L7= FTD TiE, FMCTF /A AV X MITF XA AL, 7 TAX Y v VA BHEL
M LT B TN TCOMEZH T2 LT A2HERH Y £7°,

TN =2 aryTOUTFAZ) TG T ) r—a Y CLIZEH LT 7 A
2T EENCTH I ENTEET, cluster removeunitname =~ K& A LT, &
T4 L TWAZ=y NUADTRTCO2=y FEEIBRLET, 77— AT v T ar
T4 FXalb—raFEEINT, flfflz=y b2 bRZICAMI SN2 7 Fab—
varbtoEETHLHOT, ar74Xal—varEhkbPFIETEDI=y hEFH
EBENTEET, lifHlla=y F2HIBRT 72017 —F 2=y b TZDa<vr FE AL
AR, LWz =y NRBESNET,

TNRARANIET 7T 4 T bl, TRTOT—H AL F—T 2 A ARV Y v N T X
nET, BHERAN VXY —T A ADBNNT T 4 v 7 % EZETEET, VT 7407
Tu—%HET LR, FITRAZ VT EREANICLET, BHA X —T oA AL,
ZDa=y "IN T—MARNT v TRENLZITISTIP T RUAEMFH L CHl & &5
BREEL 72D £3, 7L, Ve—RLTbhba=y MR TRAXNTERT 77 47 Tl
RWNGE, BHA VX —T = AT/ £,

2T AE T R BEACT HI2IE,. ASA T cluster group name # A7) L T/ 5 enable
EANNDLET, 7 T7AX ) T HFHEANIT HIZ1E, FTD T cluster enable # A L &
R

T TV —va A AL ADINE : Firepower Chassis Manager @ [fEET /34 A
(Logical Devices) | X—Y TCHMBRTAHF (m) Vw7 LET, BHGER
sqx (D) ppmLcuomemmcT s Lrcs .

et X2 VT 4 BV 2/ DY Y v M X T Firepower Chassis Manager O [
X2 VT 4EY2—/L/= Y (Security Module/Engine) ]~— T, [&EiA 7 (Power
off) |74 avas Vv LET,

s ¥ — DT ¥ v N Firepower Chassis Manager® [ (Overview) ] X—3 T,
[% v & DY (ShutDown) | 7 A 2>%27 Y v LET,

SEERFHIRR
ROFIEEHEH LT, 77 AF A" EEaellHfRTE £7,

RET/NA R
|



HEF AR

B o= s rcBEftshTOELT TUr—Y a0 £ V8 U ROBIR

FMC Z il L7- FTID D4, V¥ —3 T TAX Y 7B LIzt Ta=>y h%& FMC
TNA AT X MIBHIERL TS 7ZEW,
o SHERT N A A DHIER : Firepower Chassis Manager @ [fmEl7 /34 A (Logical Devices) ]%—
VT, BZ U LET, FO%, AX L RTRUORET NA ARLH LW T AKX &R
BAL7ZYD, RLCZ ZAZIZH LWGRET A A2 BMLZY 352 TEET,
cH—EAPLDY Y =T EFEF 2V T 4 BV 2= VDHIER V= ERINLT N A%
HIBRT 285613, RBHAN—FRU =T 27 FAXOHFLNA L AN—L L TEMTEET,

WET N REERTONTWGEWT TN r—2 3 AV RE VR

D EIFR

&

ATy T2
ATvT3

BT NA ABHIBT AL, FORBT AL AT TV r—a VREDHIBRT 2008 5 R
FhbhEd, 77V r—ra VREZHIRLARWES, TOT7 7V r—var A VAL A
DHIRESNAHDET, MOT 7V r—yva 2R LU Gty N AEERT 5 Z LILTEEE
loo BX2 VT 4 EV 2 —/WT U D UPRHEET AN X LT TIZEEMT R TH R nERIE,
TV r—var A AZ U AERIBRT A7 OICLLFTORIRZFEHTE E7,

FIE

[F@EET /31 A (Logical Devices) ] Zi®IN L T, [fmET /31 A (Logical Devices) | X— % B
XET,

[F#FLT /XA A (Logical Devices) | =, V¥ —VIZRESNTWDHIHELT NA ZAD Y A
FREREINET, FHET A ADRHESN TV R2WEAIE, INE@NT DA vE—U R
DOICERRENET, MET A ZADY A MO T, fRELT A ZZEBEM T ST n T
TV —2 g A VAR ADY A SRFERENET,

HIBRd 27 7V r—var A AX 2D [HIFR (Delete) 1227 U7 LET,
I (Yes) 1227 U w 7 LT, ZOT TV r—ar A AR AEHIBRT D2 & 2R L
£,

FIDRBETNAADA 2V F—T T4 ADEH

FTD BT /NA ATlE, A X —T oA ADE| Y Y CTOEN 0 Y CTHERR, %A 42—
T2 A ADBEBEWZEITHOZENTEET, TD%, FMCE72XFDM CA VX —7 = { A&
xR cEEI,

LA =T oA RAEBEMLTZY, REHOA 2 —T7 24 ZZHIFRLIZY LTS, FID
DRENCG 2 D BIR/INBETT, 7270, EX2 VT R —THHENTWD A v F—
T AEHIRTDHE, REWCHEEEEZET, AV F—T A AX, TIZHVA L—)1,

NAT, SSL, 7 A 5> 7 47 4 /b—/b, VPN, DHCP #— 372 ¥ FTD ODRETIZBITHEL D

B #ETsqr



| #7142

ATy T
ATy T2
ATvT3

FID #2713 20128 —7 11 20ZE [

%ﬁfﬁ%i%éﬂf“éTAﬁﬁ DNET, BXxa2V T4 V=0 ESRTIHRY — T E
%ﬁfiﬁh F7-. TN RTHEE H 24 />0 FMC £7-1% FDM TO R %2 /2
EHTIC e %Z’Lt EtherChannel D X L 3— v P iR x££,

FMC D& : A VX —T =2 A ZAEHIRTBHE, TOA ¥ —7 = A AZHEEMT LTS
BENT X THIBRE N ET,

FDM D5 - WA =7 =2 A ZZHIBRT DANS, HoA U F =T 2 A ADDHIDA 2 F—
7:42L§E%%ﬁféi¢o

188 BRI
P A L H — 7:/]’7\0) R E P L O EtherChannel (ZR— k F¥ %/L) OBINIHE-> TA ~
H—T A A% TE L. EtherChannel 2B L £,

s TTIZEI D B THNTWD A » H—7 = A A% EtherChannel 21BN 5 121X (tkz
TIHNBITTRTDAS U F =T 2 A ANT ZAXZED B THNET) | ﬁrﬂ
AANDDA U H—T 2 A4 ADEIN B THEMEER L, KRIZ EtherChannel {21 > & — 7:::/1’7\7'5:
BN 2 0EERH Y F3, F LU EtherChannel D56, % D% T7 734 A|Z EtherChannel
RV Y THZ ENTEET,

”Efi/l' VHE—T 2 A ARAFNTANR M U H—T 2 A A% E M EtherChannel IZEE#1 % 5

I, REIDECTOT—H A N— A X —T A ANV &4 198 5 EtherChannel
75.’1’?55;4 L. BEEDOEHEA X —7 = A A% %@ EtherChannel [ZE X2 ZLERXH Y F
T, FID 734 AOFELE) (FBA X —T7 oA AOEF|Z XV FEH) %, FMC 7=
IXFDM CREZ AT L. (BUERED Y To) EEA ¥ —7 = A A} EtherChannel
BT E £,

D IGABRY L TRNAT XA ZEVT 4 DI, FMC £ 721X FDM Tk iE % [R5 5 Al
W2, T RTHO2=y hTAVE—T =2 A ZAZBEMEITHIRL TWDEZ 2R LT
SV, PN T —HIAF N 2=y NCA UV H—T oA ARERLThD, HlE@/7T 7
T4 T 2=y NCEETDHZZ 2RO LET, LA ¥ — 7l4ximﬁhﬁﬁy
L7ZRREETIBINEND D, AV F—T 2 A AT=F ) U T RITEI N LT
BLTLEE N,

FIE

Firepower Chassis Manager C. [#@#l7 /31 A (Logical Devices) ] Z3#R L 77,

FHECHD [k (Edit) | 7A4 =222 ) v LT, ZOMmET NS ZAzffE L Ed,

[Data Ports] fHIKCHI LW\T —H& S X —T = A AZRINL T, DA F—T A ZA%&HD
BTET,

FIEAUH—T oA ABHIRLRNTLS 7ZE0,

#ET 12 |}
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RETACZ |

B moser i zovs—Tr1z20zE

ATvT4

ATy TH
ATvT6

Data Ports A:

Ethernetl/2

Ethernetl/s

ernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Port-channell
KDL, BEA L Z—T 2 A RERIFAXRY M U F—T = AZEEHRZFET,

INGDEATDA LB —T 2 A ATIE, BEERGFTDHETAAAANY 7T — M LET,

a) N—=VHROTNNAAT A w0y LET,

b) [—#% (General) |E721X[7 7 A Z{E#H (Cluster Information) | ¥ 7 C, Fay 77X
ARDBH LW [EFEA ¥ —7 = A A (Management Interface) ] Z &I L £,

c) [RE (Settings) | #7 T, Fay Xy UARPLHLW[AXR M A F—Tx2—2A
(Eventing Interface) ] Z&IR L £7,

d [OK]Z2 Y v LET,

BHA LA =T 2 A ADIPT RVAZER LEHAEIEL, FMC TT A ADIPT KL AZEH
THLELHY ET, [T/ANM4 X (Devices) | >[T/31 REH (DeviceManagement) ] >[F/\
A4 R 5 X3 (Device/Cluster) | &BE) L £, [Management] i3k T, 7 — MR F 7 v /5%
ET RLALE—HTHIIICIPT RLAZRELET,

[*1F (Save) 127V v 7 LET,

FMC CA > ¥ —7 = A AZRPLET,

a) FMCicuZ A LE7,

b) [T/31 R (Devices) |>[T/31 R &I (DeviceManagement) | Zi#IR L, FIDT /XA A
IV LET, [ ¥ —T7xAA (Interfaces) | ¥ 7 N7 74/ hTRIRSNET,

c) [M ¥ —7=xAA (Interfaces) | ¥ 7 DK LIZHD [T /314 AD[RIM (Sync Device) | 7R 4
vEIZVY I LET,

d) ZEPBRHINDGE, AV F—T oA ARENERINTZZ & R IREADNNF =08 [A
v H—7 x4 A (Interfaces) | N—VIZEKRINET, [Z7V v 7 LTEMAER TR (Click to
knowmore) |V 7 %27 Vv LTA L H—T A ADERNFEFRRLET,

e) A H—TxAAEHIBRTIHEIT. WA A —T oA ANBFH LAV H—T = A A
WA =T oA AREE FE CTEELET,

AUE—=T oA AFXFELEHIRL TW e, BIFOREEZZRTEET, g & —
T oA AEHIRL THEEZFFFIEITLICE S, SOICREZBIET2HERH 0 £7, MRGE
EEITTHE, hWDA =T oA ARFELEFEA SN TV D TR TOEFmRFRRINE
R

B #ETsqr



| ®EFaz

ATy T17

FID #2713 20128 —7 11 20ZE [

f) [EEORGEE (Validate Changes) 1227 Vv 7 L, A v —T oA ANEEINTHRY
UIEREL TV A Z L AR L E T,
TIT—=NHLGEIE. R —2EH L THRIECRLZNERH D 7,

g) [Save (RTF) 127V v/ LET,

h)y T3 ZAZ@INLUTERM (Deploy) 127 Vv 7 L, Y THNTET A RIIHRY v—
ZREALET, BEIEIRY O —2EATLETHIIIRY A,

FDM TA v Z—7 = A ZA%&[FAH L TBITLET,

a) FDMicu 2714 L7,

b) [T/ A (Device) 1227 U v 27 LTnb, [ F—7=AA (Interfaces) ] ¥~V —IZ
HD[TRNTCDOA L H—T x4 A% FR (View All Interfaces) |V 7 %227 U v 7 LET,

Interfaces

Connected

Enabled 3 of 13

View All Interfaces >

) [A¥#—7xAA (Interfaces) | 7A 2 %7 Vv LET,
d) A1 H =Tz AARAX Y L ENDHDEFFS>THD, [OK]Z27 Vv 7 LET,

Scan Interfaces e

@ Interface scan completed.

Added (3) Removed (0}

unnamed
Port-channel2

unnamed
Port-channe

unnamed
Ethernet1/5

e) LA H—Tx A AZL4HI, IPT RLAREEZHELET,
HIRT DA Z—T oA ZADBAFDOIPT RL R LA EMERTLEE1E, FiLng o2 —
TxAATINOOREXMFEHTEDL LT, FWNWA U F—T oA A% X I —DAHTE TP
7 RUATHKRETHLENDY T,

) HNALF =T A REF LA U H—T 2 ATEEHZ DT, FDAF—T oA
AD [{&#: (Replace) | 74 2% 27 Vv 7 LET,

SRET/ANA R .



RETACZ |

B roses s zorvs—oz1z20%E

[B#: (Replace) | 74y

DTV AL ST AV HZ—T 2 A AR L TVETRTORET, HWVA X —
T2 A ANF LA LV H—T = AZEEHZ O ET,

g) [BHLFA ¥ —7 A A (Replacement Interface) ]: K2 v 7 XU URX MNLH LA
VH—T oA AR LET,

outside (GigabitEthernet0/0)

Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemet0/4) -

Create new Subinterface

h)y [ > #—7xA R (Interfaces) | X—TIZA v E—VURERINET, AvE—TYHDOY
Y EI7 Uy LET,

)as created. bd

i) [#AZ UADN (TaskList) | 2T, BTV LI Z L 2R LET,

Task List
8 total 0 running 7 completed 1 failures Dests sl inthod B
Start
Name Time EndTime Status Actions
Config migration from source interface outside to 06 Jun 06 Jun
destination interface outside_2 2019 2019 9 Migration is
12:37 12:37  successful
PM PM

AT w S8  Firepower Chassis Manager C7 — X A X —7 = A ZADE Y BCEMET HIE, [T—F F—
I (DataPorts) |fHILCZEDA o Z—7 = A ZADTEIRZ R L £4,

WET/NAR
88 |



| #®ETR1R

ASARET A 21 v —T 14 20EE [

Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Port-channell

Port-channel2

ATFvT9 [Save] 27V v LET,
ATYF10 FMC £721ZFDM CA v X —7 = A AZHERM L F7,
E10:FDMIZ KB4 3 —T A RDARF v

Scan Interfaces v

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2/1

ASAGRIBTNARADA U E—T A ADER

ASARIRT NA ATIE, BEHA L EZ—T oA ADE|ID YT EY YTk, FRii@Exmzs
1T5Z2 0N TEET, ASDMIE, BHrLwnA v Z— 7:4%%5@%;@mbiﬁ

LA v Z—T oA AEBMLTED, RMEHOA F—T7 =4 ZZHIFRLZD LTH, ASA
DREIG 2 D5 %m@ffotﬁb\DQST%@%T%ﬂt4y& 7 = A A& HlkR

T35 (Fy NU—27 Y 2—/LOHIEE, EtherChannel DHIFR, EIV B ToHNZA 2 HF—

7 = A A® EtherChannel ~OFH|IY YT L) | ZDA ¥ — 7:E/I’ ANEFX2 VT 4R

TSNS L. HIBRITZASA OREICHEEZ G2 E T, ZTOHE, ASARETIIILD =

<~V RPMREEESND T2, MERREEZIT) N TEET, ASAOS DHWA U H—T = A
ARETTECHIBRCX £,

BT/ A R
|



B ssaseEr i zoq

HETNAZ |
VE—TIARADERE

\)

GE)  FRET A RTEEAE 522, BV 2T S 7 EtherChannel D A L3 — ) T2k T

ATy T
ATy T2
ATy T3

ATv74

ATy TH

cET,

1R BHEIIZ

WA B —T = A4 ADHR TP X OEtherChannel (R— k F ¥ 3L) OBEINZHEST, A
VE—T 2 A A% E L., EtherChannel Z BN L £,

T TICEY Y THNTWSA ' H—T = A A% EtherChannel |ZB NI 5101% (72 & 2%

T TN ETTRTCDA U E—T oA ANT TAXZED Y ToRET) . £ EEET/\
AANBA B —T 2 A4 ZAOEND Y TEMEER L, KIZEtherChannel IZA 4 —7 = A A%
BT 208N H Y 9, B LU EtherChannel D34, # D% TF /34 AT EtherChannel
ZEIVETHZ ENTEET,

BHA v H—T = A AZEH EtherChannel [ZE X #A 2 5121%, REV L THOTF—X A
IN— A B — 7I4x#d&<&%1o@5&mmmmd%¢WL\ﬁﬁ@%@%y&~
7 = A A% % O EtherChannel IZE XX DX H Y £9, ASARNUr—RKL (EH A v
=T 2 A RAEELETHEVa—RFLET) . GEREFIVYTO) FEHA L F—T oA
2 % EtherChannel (2B CT& £,

TIAF Vo TERFT 2= N A== BT E», T_XCOhOa2=y DA H—
T2 A ADHIBREHR LET, mONZT —H/AX N A 2=y N CA UV H—T =2 A%
EELTHD, fil#/ 777 4 7a2=y hTERTHZZBEOLET, HLA U Z—
T A AFEBREX T LTERETENSND 2D, AV F—T A AE=F Y TR
BWERIFLER A,

FIE

Firepower Chassis Manager C, [fm#7 /3 A (Logical Devices) | Zi&R L 7,
ELK&%@%%(MM]74Z/%7)/7LT ZDOMIT NA A EARELET,

TR A E—T 2 A AOQEN Y TEMERT HIZIE, [T —F A— K (DataPorts) | fHIK TZ*
DA B —T = A ADBRRE R L £5,

[7—% AR— b (DataPorts) |FHIKTH LW\VT —X A LV H—T =2 AZBINL T, DA L F—
TxA A%ENDHETET,

RDOE I, BEHA LV E—T oA ABEEWZFET,

ZDEATDA L E =T oA ATE, BRERETDET A ARV B—RLET,

a) N—VHRDODTNNAATAarE7 ) v s LET,

b) [—#%/27 T A X {E# (General/Cluster Information) ] %7 C., RKuv X URARNNMLH
LW [EHA % —7 x4 A (Management Interface) | Z3N L E 7,

o [OK]%2 U vz LET,

B #ETsqr
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| #mEFNR
REFALZROT— R Sy TREOEEEREEE [

ATYT6 [R1F (Save) 127V w7 LET,

BREBTNAADT— MRS Y THEEODEREF-ILEIE
BTN ADT — M AN T TRET, BETHZENTEET, ZELLE. EHITHL

WEREEFEH LT 7Y r—va v almE#dTo2 b, BHEARG LT TETH LWV
TEERA LT ) r—yar AV AA L ARHEETLIZ L TEET,

FIE

AT 71 Firepower Chassis Manager T, [###l7 /31 A (Logical Devices) | Z R L £,

RTv7T2 HALICHD [fRE (Bdt) |74 =arz22) v LT, ZOmET A A& LET,
RTYT3 X=VHRDT A AT A a7 ) v LET,

ATY T4 VEIGEC CRBET A ADREEEE LET,

ATy 75 [OK] #2777 LET,

ATYT6 [RestartNow] &2V v 7§ 5L, BRERGELTT SV r—var AV AZ U AEHEFBHTD

X920 ET, THV = a s AV AZ A FEREETICEE ZR(FT DX, [Restart
Later] 27 Vv 7 LET,

GE¥)  [Restart Later] Zi&IR L7GE, 77V r—a vy AV AX U A& HiELET 2 (i)
# 5 TH 5, [Logical Devices] ~X— 3 T [Restart Instance] %27 U » 7 LTCT 7V & —
varAVAZ AR TEET,

%I T /314 X (Logical Devices) ] X—

Firepower Chassis Manager ® [Logical Devices] ~<— Y 2 H L T, T A A 2B, .
HIER L E 9, [Logical Devices] ~—121%, £ Firepower 4100/9300 ¥ —3 &X = U7 1 &
Ta— VT DN VA PV ERTODRET S, ADERZ Y THREERTVET,

FZRBT NA A Y T O~y X =3 ROEBRPEENTWNET,
BT N 2D —E DA,

CRERT NA ADE—R (RE U RT U ERTT TAE)
* [Status] : FWEET /A ADIRHEZ R L E T,
o [ok] : MREET N ADFREFE T LTWVET,

o [BRERET (incomplete-configuration) | : fwERT /SA AFXEIXRTE T TI,

#ET 12 |}



wETFTAIZ |
. [(¥# 7 /31 X (Logical Devices) ] X—

BT AL 2 Y TIIRROERN G ENET,
s [Application] : EX¥ =2 U7 4 EVa— /L TIEITLTCWET U r—raramLET,

e [Version] : EX =2 U7 4 Y a— L TETLTWDLT S r—2ardD/ 7 hyx7 N—
TalrEZsEmRLET,

\}

GE)  FTD OF@BET A A~OHHIL FMC 2 L TITWE T,
Firepower Chassis Manager @ [fHI2 T /34 X (Logical
Devices) 1> [#&&% (Edit) | BL V[P R T L (System) ]>
[BE#7 (Updates) | X—VIZIEESNEFA, T HDN—
DT, FREND A=Y 3 iE, FIDFET A A& /ER T
HEWIERAENTZY 7 =27 R—=Y g (CSPA A—
V) ERLET,

* [Resource profile] : fmFRT /NA A/T TV r—a v A VAKX AZEID S ToNZY Y —
ATuaTrANEFRRLET,

* [Management IP] : F#E7 A ZAFHIP L LTHID Y ToNTNDHEIR—HILVIPT KL A%
RLET,

s [Gateway] : 7 /U r—a v A VAZ U AZED Y THENTWDL Ry hT—F F— U=
A4 7 RVAEZRLET,

* [ManagementPort] : 77V 77— a3 > A U AX L AZEID B THN TV D EHFR— &R
LET,

e[Status] : TSV r—vay A AKX U ADRREEZ R LET,
e [A>TF A (Online) 1: 77V r—va  3FE by, BIfELTWET,
s [A7F 4 (Offline) 1: 77V r—aiigEibsi, FEHTEEEA,
o[> A =) (Installing) |: 77V r—a>rDA A RN—NLEFITLTNET,

e [RA A=/ (Notlnstalled) |1: 77U —2a A VA M—LEINTWEE
/Uo

o [ A M= VKRB (InstallFailed) |: 77U 7 —va DA A M—LIZRHLEL
77

s (E#EF (Starting) 1: 7V r—a rEEEBL TWET,
o [ECEHLAL (Start Failed) ]: 77U 7 —3 a »ORERENIKLE LT,

o [BAss (Started) ]: 77U r—va AIIEFICRRKBL, 7V r—var 2—V s
FON—hE— M EMHFEL TOET,

s [fZ1EH (Stopping) ]: 77V r—a IR IRLEE T T,
s fE1EJHL (Stop Failed) |1: 77V r—varad 774 0 TEEHATLE,

B #ETsqr



WET/NAR

[(8E T /%4 X (Logical Devices) ] R— .

s [Not Responding] : 7 7'V 7 —3 3 UNINEAREETT,

«[Updating] : 77V —3ar V7 b7 =T7 OEHFBEITH T,

« [Update Failed] : 77V 77— a> VY7 b= 7 OFEFICKELE LT,

* [Update Succeeded] : 77V 77— a v VY7 by =T OEFITHKEILE LT,

* [Unsupported] : Z DA > A M—NERLT 7V r— a3 U dhR—FESnTHhEHA,
X2 VT 4 Y 2 AR LR WD EEIREDOS AL, ZDERNBAT—F A7 4 —
VRICETRENET, ERT A =Y Va2 EbE 5 L, EEICET 2GRN E

RENFET, EX2VT 4 BEVa2a— LOBEEIZONTELLIZ, FXOSEX 2V T 4 F
Ca—txal T4 TV UINIONTERRBLTLL &N,

« [Expanded Information] f81 : BIfEEITH DT 7V r—a v A AZ 2 ADBNNEMN %2
R~LET,

N

G 7FVr—varO7— A NIy TREALER LIk, H
BbicT 7TV r—a v A A A EREER LTI,
[Attributes] 7 o —/V NIZIFBHEEITHOT 7Y r—3 3 i
BT 2EERNRFRIN, TV r—a ra2HERTHET
EHRIIEMENEE A,

e[Ports] : 77V r—a A VAR ATEIN Y TOHNIZA VH—T oA ADLHT &
ZA TR LET,

* [Cluster Operation Status] : 7 /U 77— a3 4 VAKX U AZEID B THR TN DHERL
URL Z/R L £,

* [Management IP/Firepower ManagementIP] : 7 7'V 77— 3 > A VA X L AZHID 24T
BTV OEHIP 7 RLAZRLET,

[/ A%Z1m—)L (ClusterRole) |: 77V r—a v AV ABZADY TAZ T —)b
(N E 72137 — %) ZrRLET,

o[Cluster IP] : 77U r—vay £ LV AF LV AIZE DY TOHNTWASIP T KL AZER
Lij_o

*[HARole] : 77V r—va v A VAR VA TIT A TEIZNIAZ N DA T
_ASEYTF 4 v—LERLET,

* [Management URL] : 77U r—3a v A U AZ L AZED B THNTWHLERY 7
Y/4sr—ar®DURL ZRLET,

«[UUID] : 77V r—va v A4 VAR ADONHA Bl +2 1R~ LET,

Firepower Chassis Manager @ [Logical Devices] ~X— 7235, #wEET /3o A1TxE L TR OFERE R -
ITCEET,
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[Refresh] : [Logical Devices] ~— VIZRR STV D IHFBRNEH SN E T,

[Add Device] : imHET NA A ZERRTE £,

[Edit] : BEfFOFREET A A ZfRETE £,

[Set Version] : Gl T A A LDV 7 N =T H#T v 7L — RELIEIF V7L — T
TET,

[Delete] : LT A ADHIFRSI N E T,

[Show Configuration] : A 7 10 7 K> 7 AN E | @7 A AL 721XV 7 A X OWERIE
WP ISONFERTERINE T, 7 TAXICEDHIBINT NA AEERT BT, Z O
iE#RE 2 — L CEHCTE £,

[Enable/Disable] : 77U 77— a v A VAKX  ANRFIMb/EDMLINE T,

[Upgrade/Downgrade] : 7 7 U r—ya s A VARV AET v I 7 L—R/X 77 L—FR
TEET,

[Restart Instance] : 7 /U r—va s A VAX VUV AEFHREHTEES, T4 2ADT—h
ARNT o TNEREER LI, 77V r—var A VAR U AR EEHRE L T
A, [Restart Instance] %7 V v 27§52 LT, BFOEHT — NA NT7 v TEREZ VT
L. LW — bR NIy TEREERALCT TV r—va A VAR A BRETX
EJ a8

[Reinstall instance] : 77V r—3a VA VAX UV RAEFHA VA M= L TEET,

[T /3 A< F—V ¥ 288 (Go To Device Manager) |: 7 /U 7r—ay f LV AX A
ICERSANTND FMC £721X ASDM ~D Y 7 R LE T,

[V > 7 REEDOH /ML (Enable/Disable Link State) ]: FTD U > 7 REED[FH % H %)
FFESICLET, FEMICOWTIE, FID U v 7 REDORMZAMc LET, (78
=) ZZRL TSN,

&RV AL

BITIE, YR—hSND7 TRAZEANEZRLET,

Y4 FEBEDOMACT KLRA 7 KLAZ{ERLT-X/\> K EtherChannel
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BT, EV A FOF—F U= —F LHNEHERy FU—TBICEE SN (f—R B
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H4 REEDMACT KL R 7 KL £ LIRS K EtherChannel L—F v K E— Fohl [

EEAL T —V AL v F I8kt LE T, % EtherChannel (X, 7 7 AXNOTXTDOY ¥ —
VAR ENET,

7 —% VLAN (X, A——1L A F T ZAHK— Mffb (OTV) (E7EREEOH D) %A
LCHA MRS NE T, T 7 4 v I NI TAZETCTHILHAICNT 7 4> 7 13DCI
ZaEiE LoV A MIEEIN2VWE T HITE, 77—V MACT RLRAET v/
THTANEEBINTHLENRHY £, 1 OOV A FDZ T AKX ) — KRRBERREICR -T2
e, N2 74 v 0BV A NI T AL ) — RICEEESND LT 4 V2 EHIRT D4
NGBV ET, Vacl ZHEHA LT, 70— SLDOMACT RLADT 4 VE U o 73 50N
DET, . BT ARP A VAT T g VAL TLTEE W,

7 TAFIE, Wk NU—2I D7 — b oA L LTHIELET, T XTD7 7 A%/ — K
THEHEIND 7 a— V7B MAC X, Ty NEZETLHEDFEFIERSVET, ¥E
Ny MBI, HDC T TFAENLDOH A RNEAEOMACT RLAEMHALET, ZoOEEIC X
D, AL v FN2ODOENRDZR— N THITOVA FnbET 72— U0 MAC 7 R LA %528
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L7, ASA AT AT A FOL— NI, EYA FTRILTZ Y v ¥ T A—7 %Kl 5
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FTD EifEY > 7 fRRE L |2.9.1 v —U T, FIDEWEY V7 RBEEZT — X A U X —T = AOYELY 7 1KHE
WELY > 7 RBE D[R ERMITED L DICe £ Lz, BIfE, FXOS BHLRRENT v 7 C, WE) 7
RENT v 7 THDHRY, A F—T A AIT v IRREIZ/Y £9, FID T
Vor—varvArZ—7xA AOFERREBITEBRB I NERE A, FTD D O RIHIN
RWEAI. e 2E FID T 7Y r—ya UIRNRERICH T A TR BRI,
TR A B =T = A ADRWERIZT v TIREIZ 725720, FIDD Y ¥ v hE D
VEBIAH AL LIZS L ORIET v RO F IR D WEREERAH Y £, AT
Ay hOBE, ZOREOR—HIZEL VN ry MR Ray7EnNsZ 28356
DEF, ZAUL, FTD PMETE D K 9272 HRNIHNE/L—Z 25 FTD ~D k7
T4y I DEEERBETLZZENHDHT-DTY, ZOMEIZT 7 4V F TEHIC
725 TRV, FXOS OFHLT A AT LIZAMCTEET,

G¥) ZOMEEIX, 7T AKXV T aryTF A AKX A, F7213 Radware

VDP 7 2t L— % & H 3% FID TIIH R — b ShE®A, ASA TITH
R—hSNTWERA,

FB/ZE B X dL7c Firepower Chassis Manager [ : [Logical Devices] > [Enable Link
State]

PH/AH SN FX0S 2+ | @ setlink-state-syncenabled, show interfaceexpand
detail

aryrFrA AR A (291 FID 227 F A Y AL U ATFMC Ny 77 v 7HE0Y — VA TE 5L 912
M OFMC 2l L7 7m0 E LT,
FID X EDNNy 7T >

oL g — BIHH/ZE B S3uf= FMC A : [ AT A (System) ]>[Y—/b (Tools) ]>[/3> 7
7L

7 v 785t (Backup/Restore) |> [EBEXf ST /34 AD /N 77 7 (Managed
Device Backup) ]

HR/AF S FIDCLI =~ > K : restore
PHR—EENDTT > h7 4 —2 : Firepower 4100/9300
(G¥)  Firepower 6.7 284 FE T,
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NNFA AR LAY
TAH

2.8.1

AT FIA VAR REFER LTI TAZEERTEDL LT LT,
Firepower 9300 TlL, 7 ZAXNDEKEEY 22— /U1 DDA T FA VAKX A
EEODDLVERDET, X2 VT 4 VRV 2 VD BB T
FA VAR L AT FARGEMT DI LIXTEERA, VITRAXA VAKX R
TR X 2V T AV a— A EF Yy — VT ARSI S 2 L AR
LET, 2720, REISLT, WAL7 T AFZNITEZ S Firepower 9300 & % =
UT 4 Y 2—/V XA T FE] L Firepower 4100 ET VDAL TF A VAL A%
BESHE, —HSE5Z2 R TEET, RIL Y T ZXHZNT Firepower 9300 & 4100
DAVAR LV ABRESEDLZ LITTEEEA,

B/ AR S -
« [RIET /N4 X (Logical Devices) 1>[7 5 X2 ®MiEM (Add Cluster) ]

[ —T AR (Interfaces) |>[TRTHDA E—T /4R (All
Interfaces) | > [##RENM (AddNew) | Fr vy FHA D A=a—>[HT A~
% —7 x A A (Subinterface) 1> [F# A7 (Type) 1 7 4 —/V F

((¥)  Firepower 6.6 LA 02T,

FDM T® FTD DY 78—
k

2.7.1

FAT AT FIDA VAL U AFKRL, FDMEHEZRETEHL LI EL
72o AT F A VAF AT R—FENRTOVER A,

BB/ B X7z Firepower Chassis Manager 15[

[Logical Devices] > [Add Device] > [Settings] > [M anagement type of application
instance]

(G¥)  FTD 6.5 LIBENSKILTT,

B oa L Tr LA
22D TLS K=t T
7T L— g

2.7.1

Firepower 4100/9300 > v — ¥ LOEH D a T F A v A X A (K16 H) T
TLS Bf b7 787 L—va v B3 AR—hEhd L9120 £ L, LR, €
Va— kX a T4 m Il o0ar T A VAR A LTDR
TLSW ST 78T L —va v AT A2 N TEE L,

BLOA S AZ L ZATIE, ZOWEERT 7 4V P CHMIC > TOET, 72720,
T T L—RICE o THEDOA VAR ADT 785 L—a VREMC 5
ZEEHY EHA, KD VIT, enter hw-crypto /X2 set admin-state enabled FXOS
a~vr NEFEHLET,

FrB/ZE B X372 Firepower Chassis Manager [Hj [ :

[ERET /N1 X (Logical Devices) | > [T/ AMiEH (Add Device) 1> [RTE
(Settings) 1> @ [/»— R 7 = 75/t (Hardware Crypto) | K v 7 H 72 2

—_

GE¥)  FTD 6.5 LIS BT,
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Firepower 4115, 4125, |2.6.1 Firepower 4115, 4125, 38X 4145 DA SV E L7z,
VLU 4145 GE)  ASA 9.12(1) 23%4E T, Firepower 6.4.0 1213 FXOS 2.6.1.157 234 T
R
EEINT-EEITH D A,
Firepower 9300 SM-40, |2.6.1 300X UT 4 EV2—/b, SM-40, SM-48, IBLUNSM-56 BEAINE L
SM-48, 35 LU SM-56 7
DY R—F . RN - . X .
GE) SM-40 ¥ J2 TN SM-48 (213 ASA 9.12(1) BT, SM-56 {Z1%. ASA
9.12(2) 35 L 1N FXOS 2.6.1.157 #3243 T,
FTARTOEY 2—/LIZIE, FTD 6.4 3 L UVFXO0S 2.6.1.157 2342 TT,
EEINT-EEIZH D EH A,
ASA B L OFTD %A U |2.6.1 ASA B LU FTD i@l 7 /3 A A % [A] U Firepower 9300 L CREATEZ 2 L9170 &
Firepower 9300 D5l DE L7z,
Yam/LTY Rk GE)  ASA9.12(1) A4E T, Firepower 6.4.0 1213 FXOS 2.6.1.157 734 ET
R
EHEINTEEIZH D XA
FID7—hA 77 |2.61 Firepower Chassis Manager C FMC NAT ID #fXE TX 5 L 512720 £ L=, LAHl

BRIEICOWTI,
Firepower Chassis
Manager C FMC ® NAT
IDZRETE DL
e E LT,

IZ. FXOSCLI £72IZFTDCLINTOANATID #%/ETX £ L7z, @HIX, /L—
T4 T LBIEOM G OB TH ST DIPT FL A CBgkF—I1F&) BNMETT,
PMcﬁ7A4x®m7bvx%$EL'wwnmnMC@ETFux%%*
LET, Z7ZL, IPT FLAD 1 DOHABON>TWDHIGE Ob—F7 4 7 BB
D/ NEAR) 1%, A DIE(E Ju%ﬁ\%ﬁﬁibfﬁu\%ﬁ# RS DT

2, BEROMWAIZ —E DO NATID #f8ET A2 4ELH Y £3, FMC B LT A
A TIE, WIS OFERE & KRB AEIT 72D, BEkF—B X ONATID (IP 7 K
VAT RL) #EHLET,

B LR S - i

[Logical Devices] > [Add Device] >
ID] 7 4 —/V K

[Settings] > [Firepower Management Center NAT
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Ta DY R—

W L TCSSLN—KRu =7 7277 Lb—yarZBcts2enTcEs kol
0 FELE, oarTF A AZ L RIZXH LTSSLNN— R =T 7787 L—
T aFEINI I o TVWET R, RAT 4T AV AX U RTIIENC o TOE
9, FEAZOWTIX.  [FMC Configuration Guide] ZZ ML T 72 &0,

R/ T S22~ R @ config hwCrypto enable, show hwCrypto
EHEINEEIEH D £ A,
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H—DtXa )T 4 2o P ERIFTEY 22—, FRENFID2 T F A v A
G UAND DB OWIET A AR TE 2 L0120 £ L, LA, H—
DRAT AT T TV r—var A VAR AEZRATE 72T TLE, *M4 T+
TAARZ AL G| &R E AR — F STV ES, Firepower 9300 D56, —H#
DEV2—NVTHKAT AT A AZ L AEMAL, OEY2—ATEa 77
A VARG AT ENTEET,

FHRIeBEA B — T = A ADEHZFREICT 5729, FXOS T VLAN %7 A1 >
=T 2 A AEER L, BEOA LV AX AT, v A —T oA A2 FT 52
EMTEET, av T A URAZ U ARERT %A, B0 Y ToH CPU =
T OBEEETHLENH Y 9, RAM (T2 7 OEIZHE-> TERIICEI D M TH
N, TAATEEIFA LV AZ AT LIZAGBICRESNE T, 20U Y —RF
FRAEHATHE, BA VAR ADIRT p—< L AEEER N AL~ A X TEET,

2ODMEBIDY v = TaArTF A VAZ L AEFHL TN, TATEY T 4
EEATLZ N TEET, ez 10O LV AZ U A BRSOV Y — %2
OFEHTBHEEIE. 10HONA TRATEY T ¢ XTEERTEET, 77X
HV U TER—bhEnERA,

GE) VN TFA AL AREREIE, EEITE LD ETN, ASA~ILT 2T
FARNE—RIPTWET, v LF 3o TFA N E—RTIE, BH—0
TV —a A AZAPNR=T 4 va A ETN, v LT
A VAR AERETIZ, ML LTmar T AV AX AR TE
T AT FTAUAZLATIE, N— KU Y —2AD55HE, BB ORERRE
@0 a—R, @Oy 7 vy =TT v T — b, BIOFID
D7 NIEBED YT AR — FMRARETT, v/ TF 27 F A b — RTI,
HH) Y —=20BNF T, FEDTT v b7 +—LTEVEL DT
FANEYR—FTEET, FIDTIEYAT 2T FA ME— RIEfHEA
TEEHA,

GE)  FTD N— 3 2 6.3 DIEAME T,

FR/ZE B S 41L72 Firepower Chassis Manager [H[fj
[#EZE (Overview) |1>[7T/\A4 X (Devices) ]

[ 22— x4 R (nterfaces) |>[TRTDA 22— 4R (AllInterfaces) >
[FFREM (AddNew) | Ky 7 XUy Ama—>[HhT A F—T =z (R
(Subinterface) ]

[Interfaces] > [All Interfaces] > [Typ€]

[RET/\1 X (Logical Devices) ]>[T /34 AM3EH (Add Device) ]
[FT5Y T4+ —LDOEKE (Platform Settings) ]>[Mac7F—JL (Mac Pool) ]
[Ty T4+ —LDETE (Platform Settings) 1>[JY—ADTOT77 AL

B #ETsqr



| #7142

we7r 1 20BE [

3
b
R

TS5y bk
TA4—L
Jyy—=

HEETEHR

(Resource Profiles) |
Brii/Z8 B S 4u7z FMC i

[Devices] > [Device Management] > [Edit] 7 = > > [Interfaces] ¥ 7

ASA iRELT N4 2D b
FZUART LN E—
REEBR DY R— b
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ASA Z T 5 & &1z,
HrolzewELE,

/28 B S 4172 Firepower Chassis Manager BT :
[Logical Devices] > [Add Device] > [Settings]
BT SN2 A 7> a > : [Firewall Mode] Koy F# w70 U A K

KN ART LY hERIFINLV—TFT v RE— REEETE

T ALY 7D
B AL~ A XA[HETR TP
T RLA

2.4.1

I T ARG > DF 7 v b TIL127.2.0.0/16 % v b U —7 MERH SN ET,
ZITFXOS T/ I AXERMTAHLEIIRY N2 2R ETEET, Vv —
UiE, Yy —vIDBLPATR v FID (127.2.chassis iddot_id) [ZESNWT, K
=y DI ITREHMY 7 A B —T A AIPT RLAZBHEVERLET,
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