11l

VAT LEH

EHIP T FLADERE (1 3—)

T TV = a VEBIP OEE (3N—Y)

» Firepower 4100/9300 > ¥ — % DZEH (6 <X—)
e NI A MIDFFHED A VA F—/L (T X—)
cFEHEOEFHOHB A VAR — K (13 =)

s 1A RN — (15 °8—)

« Firepower 4100/9300 > ¥ — OFLH) (18 ~—)
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o TG DT 7 4V REREDOE T (19 ~X—2)

e VAT L AUKR—F L NOREREE (20 %—)
e 1 /r—% LED OF%ME (22 _X—)

EEIP7KLADEE

18 H B HEIIC
FXOS CLI 7> Firepower 4100/9300 > ¥ —> OEFHIP 7 RLAZ AT TE £,

)

GE) EHHEHIPT RLRAZEELtk, #HTLWT KL A%fEH L T Firepower Chassis Manager & 72 1%
FXOS CLI ~D i & FHE LT DM E N H D £,

FIE

AT 71 FXOSCLLIZ#HE L £7 (FXOS CLI~ND T 7t 2 &5 M)
ATV T2 IPVAERIP 7 FLAZRET HI21E, ROFIEEZFEITLET,
a) fabric-interconnecta D A 2 — 7" ZFHE L £ 7,

Firepower-chassis# scope fabric-interconnect a

LRT LEE
|
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ATvT3

DZSN & |

b) BUEOEBIP 7 RLAZFRT HIZIE, kOoa~v REAHLET,

Firepower-chassis /fabric-interconnect # show

) WDavwry REANLT, HILWEEIPT RLALF— U= 2HELET,

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway ip_address

d) FFUP I arEVATAREICI v FLET,

Firepower-chassis /fabric-interconnect* # commit-buffer

IPv6 EELIP 7 N L A &R ET HI121E, ROFIRZETLET,
a) fabric-interconnecta D A 22— 7% FHE L £ 7,
Firepower-chassis# scope fabric-interconnect a
b) EFHLIPV6 REDAaA—T%2HE L ET,
Firepower-chassis /fabric-interconnect # scope ipv6-config
¢) BUEDEHEIPV6 7 RL A EZFRIRT HITIE, kDa~vr REATILET,

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d kOa~vry REANLT, HILWEBEIP Y FLALE S — b= 2R ELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_addressipv6-pr efix
prefix_length ipv6-gw gateway address

(GE) T —TDIPv6 EET KL AL LTHR—FEINDHDIL, IPv6 /11— 3L
=F ¥ AT RLADHTT,

e) hI7o Vv avmw AT ARTEICaIy hLET,

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

451
WOHITIE, IPVAFHA L —T oA AL~ T2 EHELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0

64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session

B o x7oEE
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Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

WOFTIE, IPv6 BHA L X —T oA A= T A ZRTELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipvé6e-prefix 64 ipvée-gw 2001::1
Firepower—-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

T7IUr— 3 0 EBIPOEE

FXOS CLI 7> Firepower 4100/9300 > ¥ — e SN2 T 7V r—2 a VOFERIP 7 RLA
AR CTEET, TODIIE, FTFXOS 77 v N7 4—A LV TIPEREEE L, K
W7 TV = ay LV T IPHEREEE T HMNERS Y 7,

)

GE) 77V —valEBHIPEETTLE, Y= RAOFEREAELET,

ATy T

FIE

FXOS CLLIZE: LET, (FEXOSCLI~DT 72 #HMR) .

AT 72 ®EHERET N AZLET,

scope ssa

scope logical-device logical_device_name

ATY T3 @HHAEH T — ATy AL, FILWEB T — A NT v P NRNFGA—2EHELET, &

AR TEWADH D Z LITERE LTSN,

ASA FRELT SA AD A S v KT B 2 DREDHA,

a) RETFALADT—RA T v TIZAD ET,
scope mgmt-bootstrap asa

b) Ay F&IPE— KRIZLET,

scopeipv4_or_6 slot_number default

c) (IPv4DH) HLWIP T RLAZRELET,

227058 |}
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d)

e)

set ip ipv4_address mask network mask

(IPv6 D &) FLWIP T RLAZFELET,
set ip ipv6_address prefix-length prefix_length_number
F—=h U=z T RVAZRELET,
set gateway gateway ip_address
WEXAIy FLET,

commit-buffer

ASA GRELT SA AD 7 T AZBEDGE,

a)

b)

c)

d)

e)

Firepower Threat Defense D A % o R 7 0 VR EB LT 7 AR EDE A,

a)

b)

¢)

d)

e)

JIGALERT — NANT v FITAD ET,
scope cluster-bootstrap asa
(IPv4 D) Hr LWRAR TP Z23%0E L £ 9,
set virtual ipv4 ip_address mask network _mask
(IPv6 DA) Hr LWMRAR TP Z2 3% 7E L £ 9,
set virtual ipv6 ipv6_address prefix-length prefix_length number
HLWIP 7 — L aRELET,
set ip pool start_ipend_ip
F—h Uz T RVAZRELET,
set gateway gateway _ip_address
WEZXAIy PLET,

commit-buffer

WMELT ANA ZADT— F AT v FITAY £,
scope mgmt-bootstrap ftd
Zay h&IPE—RIZLET,
scopeipv4_or_6 slot_number firepower

(IPv4 DF) HLWIPT RLAERELET,
set ip ipv4_address mask network mask

(IPv6 D &) FLWIP T RLAZFELET,
set ip ipv6_address prefix-length prefix_length_number
F—= 0z T RUVAZERELET,
set gateway gateway ip_address

BREEZaI v MLET,

B o x7oEE
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commit-buffer

GE) 7 T AR BEDYA . Firepower 4100/9300 ¥ v — V2L ST WD T 7Y Fr—
YarZEIZHLWIP T RLAEZRET HDLERHY £, Yy —MI7 724
FIFHAREDSGE, MFDOYV v —v TT 7V r—a T EILINEDRT v
TR IR EN DY £,
RTYT8 7TV r—var JEICERT - NA NG TEREZ VT LET,
a) HiPH%A ssa E— NIZLET,
scope ssa
b) #iPHAE AT Y MILET,
scope slot slot_number
) ®MAET IV r—yar A AX R LET,
scope app-instance asa_or_ftd
d) BEHIT—-INA N7y 7EREZ VT LET,
clear-mgmt-bootstrap
e) WELHMEELET,
commit-buffer
RTYIS 7TV r—va s EEHICLET,
disable
commit-buffer

G¥) 7 T AR EREDEEE . Firepower 4100/9300 3 v — R SN TNDET 7Y or—
aryIZEIlEBT - NA NIy RE VT L, BN TARNERDH Y T,
V=V T AZETITHAREDE S, MOy —TT ) =g
LICZNBDRT v T a0 KT LENH Y £,

ATVT6 7HVr—2a v NAET7I74 0T, Ay RHEL T U kofzb &, 77U r—
vareHEAMILET,
a) #iPH% ssaE— FIZIRL £,
scope ssa
b) #ifHEZ AT Y MZLET,
scope slot slot_number
¢) #HEZT SV r—vary AL AX A LET,
scope app-instance asa_or_ftd
d 77V r—varEmHNcLET,
enable

LRT LEE
|




2T LER |
B rirepower 41009300 > v — > B OEE

e) REZMELET,
commit-buffer
GE) I TARBREDLE, ZHHDAT v 70K LT, Firepower4100/9300 > % —
VN SN TWAET 7 r—y a VAFERNCLET, Yy —VB7 T A
FIIXHAREDH A, MDY= TT AV r—var ZJEICZRBDART
TEARD KT MEN DY T,

Firepower 4100/9300 > ¥ — > 2 DEE

Firepower 4100/9300 ¥ — A H T 544 Hi% FXOSCLI b AEHET5H Z LN TEET,

FIE

AT w71 FXOS CLLIZ#HE L £3 (FXOS CLI~D 7 7t A &5 M)
ATFY T2 VAT A ET—RIAYET,

Firepower-chassis-A# scope system
ATv T3 BHEOAHERFLET,

Firepower-chassis-A /system # show
ATV T4 HLWARITARR L E T,

Firepower-chassis-A /system # set name device_name
ATYTS FTUH I v a BV AT AREICTI Yy PLET,

Firepower-chassis-A /fabric-interconnect* # commit-buffer

il
WROBITIE, TAA AL EERLET,

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10

B o x7oEE
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AT T2

ATvT3

ATvT4

ATy TH

ATvT6

F52 rDERED VR — [

New-name-A /system #

EFRRZEDA VR —JL

IR EHIC, H B4 SSL AEEN Firepower 4100/9300 & v —3 Web 77U r—3 3 T
FERTHTEDICERINET, ZOMAFEZIBCEL THLED, 774 T N7 7 UYNRA
ICEET LI LTSV A, HLWY T4 7 b 77 U T Firepower 4100/9300 > v —
TWeb A U F =T 2 A AHOTT 7 EATHEEIT, 7T UPFIXSSLEELZAr—L T,
L —73 Firepower 4100/9300 > ¥ — 3 (Z7 7 ¥ 2+ HRNCGEHELZ T AND 2 L 2Rk L
F£9, FXOSCLI ZffiH L CREIIEE4 Rk (CSR) %K L. Firepower 4100/9300 > ¥ — 3/
THEHT OMRDOIDIEAEL A A b= T 221X, UTFTOFIRAZFEHTEET, ZDOIDFE
HEICED, 279470 b 770 FIEREZEHL, BERLTWeb A ¥ —7 = A 2%
TELHEIICR ET,

FIE

FXOS CLLIZHi LEd, (FXOSCLI~DT V7t Z&M) .
X2V T 4 FEa2—EASLET,

scope security

F—U 7 EERLET,

create keyring keyring_name

WMEX—DFET 2T A A XERELET,

set modulus size

REXAIy FLET,

commit-buffer

CSR 7 4 —/V RZRELE T, abWIEL, AL 7T 3 (subject-name 72 &) ZF5E L T4
FRTEET, SHIEET, o —/L-0filke EOFMAREREICHZIAT Z L3 TE HFH/M
AT arwfEETEET, CSR7 44—V RERET DHHE. VAT AL VEHEFEASRAT —
ROANNDBROHNDZ LITHERE L TLIEIN,

create certreq subject-name subject_name

password

set country country

set state state

set locality locality

set org-name organization_name

set org-unit-name organization_unit_name

227058 |}
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ATvT9

ATy 710

ATy TN

ATvT12

ATy 713

set subject-name subject_name

HEEIIY FLET,

commit-buffer

PAREJRICIRHET D CSR &7 AR —F LET,

FRFEEIX CSR A LT ID GEAE 2B/ L

£,

a) SERRCSREZHRR-LET,
show certreq

b)  [-----BEGIN CERTIFICATE REQUEST-----] 75 [--—--END CERTIFICATE REQUEST----- |
EFCOHNEZat—LET,
1 -

MIIC6zCCAdAMCAQAWdAzELMAkKGA1UEBhMCVVMXEzZARBgNVBAgMCkNhbG1lmb3JuaWEx
ETAPBgNVBACMCEFNhbiBKb3N1IMRYWFAYDVQQOKDA1DaXNjbyBTeXNOZW1 zMQwwCgYD
VQQLDANUQUMxGJAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0BAQEFAAOCAQS8AMI IBCgKCAQEASOONS5gagkfz2fid4JVEANG+7YGgcHbnUt 7LpV
yMChnKOPJjBwkUMNQAImMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/ax7TW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVqg76mTm8BwYMgHbJEV4Pmu
RIWES8YEVVWH7JTELj90vxbatjDjVSIHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIY¥ZVatTxp6HTUezH2MITIz0avU6dltBIrnyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQKkOMSAwHjACBgNVHREEFTATghFmcDQOxMjAudGVzdC5sb2NhbDANBgkg
hkiGO9wOBAQsFAAOCAQEAZUfCbwx9vt5aVDcL+tATuUSXxFE3LA310ck6GI1INVEW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgqYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
zz2yoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C22ng31
kLfG1dxWf1xAxLzf5J+AuIQ0CM5HzMOZm8 zREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==

certreq E— FZ&& T LE T,

exit

F—U 7 E—REKRTLET,

exit

FARESR OB T 1 AU - TRERERIC CSR D) Zf2flt UE 97, BRBEIT 2 &, FRE

I Z D CA DREF—Z ML TT VX NVEH SN2 ID

AEAENRSNET,

GE) FXOSIZA v AR— T 25T X TOIDEHEIT, Base64 EAX TR ITNIT D FHA,
EERNLZE L DA EF = — L ORRANRLETHLESIT. FT20%
OpenSSL 72 &' SSL Y — NV Zffi ] L TEHT 2 LR H D £,

IDFEAET = — L ZRFFT2HH N T A FARA U FEERLET,

create trustpoint trustpoint_name

BT DFERIZHE> T, FNE 11 TRAENOZE LI IDREHEF = — 2 AN LET,

B o x7LoEE
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G¥) FGEAEZERA T 2REROHA L. V— b EFRGEAE S 248 S 08N
HVET, THXARN T 7ANVT, — MEAEL —FEICX—A ML, ZHUITHWD
TF == NOFEHPMFEAEZ X=X N LET, Z0HE, 73CTOD BEGIN
CERTIFICATE 7 7 7' & END CERTIFICATE 7 7 7 &0 £4, ZOREKDT F A
Nowvvr% FIFARKRAY MIabt—7 o RX—=XKLET,

set certchain

1 -

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQQODA jBTMRUW
>EwWYKCZImiZPyLGQBGRYFbGYjYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwWNzI4MTc1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGOBGRYFbG9J YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcghk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIKkWEAYJKWYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lgy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

ATy T8 BEEZaI Y MLET,
commit-buffer

ATYT1 FTAMKA LN E—FREKTLET,
exit

ATFvT16 F—VU 7 E—RIADET,
scope keyring keyring_name

ATV TN AT v I3 TERENTZ N T A MRA LV &, CSRICER S NT-3%—Y o 7Bl T £,
set trustpoint trustpoint_name

ATV T18 V—ROBLE IDFEHEEZA VAR — M LET,
set cert

ATy 19 FiERIC kvt s IDFFHEZEONEEZX—Z N LE T,
B -

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

>MIIE8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACAKBggahk jOPQODABT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEwWHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWB3MOswCQYDVQQGEwWJVUZETMBEGA1UECBMKQ2F's




B rsxroaEszorozt—n

ATy T2

ATFvIT2n

ATvT22

ATvT23

ATy T4

ATv T2

ATy T 26

>aWZvcm5pYTERMASGALUEBXMIU2FuIEpvc2UxFjAUBGNVBAOTDUNPpc2NVIFNSc3R1
>bXMxDDAKBgGNVBASTA1RBQzEaMBgGA1UEAXMRZnNAOMTIwLnR1c3QubG9jYWwwggEi
>MAOGCSQGS Ib3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ43mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJqge/IG8a4s/9D82a
>/cujcb0hNssvmAhh1lVql PGnodNR7MEYwgjM5q9Tp3WOH2ufL.GAa2H109XR2FAgMB
>AAGjggJYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREMI9bmFhdXNOaW4 sREM9bG9j YWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTJj1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUdIb6K1Uw=

>ENDOFBUF

=V o7 E—REKTLET,
exit

X274 E—FEKTLET,
exit

VAT AL E—FRIZAD T,

scope system

=X EF—FNIZADET,

scope services

FLUOVGEAEZ T 5 X 912 FXOS Web — B A ZFREL £7,
set https keyring keyring_name
MEZ2IY PLET,

commit-buffer

HTTPS +— NCEEAM T bR TWAEF— U v 72 F R LET, ZHICEZOFIEOFIES T
ERR U723 — VU VU T OLARINKMES 5 Z L1220 9, mEmbAicT 740 hDOF—1 74
DRRINDHLEITIE, HTTPS U — N EE, HTLWGEAERZEAT L Lo IcESH sn Ty

FHA,
show https

51 -
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fpd120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower_ cert
Cipher suite mode: Medium Strength
Cipher suite:
ALL: !ADH: !EXPORT40: !EXPORT56: !LOW: !RC4: !MD5: ! IDEA: +HIGH: +MEDIUM: +EXP: +eNULL

ATFw T2l A UR—FENZIEHEONRE 4R L, Certificate StatusfE 2 Valid & #R S D Z & &R
LET,

scope security
show keyring keyring_name detail
i -

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:
RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:b3:43:8d:e6:06:20:91:£f6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:e6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8f£:8d:c3:8a:4a:09:9f:
9e:49:29:12:26:44:¢c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:cd4:ca:bb5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:e£f:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£f9:2€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:b4:26:a7:bf:20:6f:1la:e2:cf:£fd:0f:
cd:9%a:fd:cb:a3:71:bd:21:36:cb:2£:98:08:61:95:
5a:b5:3c:69:e8:74:d4:7b:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Alternative Name:

DNS:fp4120.test.local
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X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,

DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint
Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACTAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9)YWwxGDAWRBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1luLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No
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anzossoas  ri—+ [

RDBERY

BFLWEBETE DEENFEL TWD Z LA MERT 2I2E, Web 77 UHF DT RLRA /S—
IZ https://<FQDN_or_IP>/ & AJJ LT, Firepower Chassis Manager (% &) L ¥4,

Y

GE) 77 UHEFEIHIC, T RLAAN—DANNEICRS L GGEREDY 7V =7 MR L E
T, REENRTEREM FA A AT L TEITSNTWDSEE, 77U FThED LT 7
TATLOMENRHY ET, IPT FLAZEHLTTY 78R T 5L, FETE 2EHEFEMMEM S
NTW5HLELTH, o SSL =7 — (H@snilEs) RNAn—shEd,

REBAZEDEHFOBEE A VR— b

Cisco sEBEY — =03 D/— F CAEZFHTH LT AT o T 4 T 4t EEZETE TS
LU ASAT A AEFLTL TS 4100 72129300 D A~ — T A &2 ZADOEER N YN S E
T, TA B RBERIIT ) r—3 3 @ Lina TlER A== A PFIC Lo T E N D
72, Av— T A B ABREIZR L £9, FXOS R—ADT A ZDHA, FX0S V7 k
VxTIT v L= R L Th, HEA > aR— MERELZMHER L CRIEE2MRkcx £4,

T 74/ T, BEIA VAR — MERRIZT =TT, ROFNEEMEH LT, FXOS CLI
ZHEALTCEEA VAR — MEEEZANCT I ENTEET,

IR B

DNS H— 3—|%, Cisco fFBHEY —N—|CH8ET D L IICHRETHILENRH Y £,

http://www.cisco.com/security/pki/trs/ios_core.p7b

FIE

AT 1 FXOS CLI IZHfe L £ 9,

ATV T2 ¥Xa V74 TEVa—NEANLET,
scope security

RTv T3 HE AR — MEREEZ AL E T,
enter tp-auto-import

1 -

FXOS# scope security
FXOS /security # enter tp-auto-import
FXOS /security #

ATy T4 FEEaI vy bLET,

commit-buffer

ATw 5 HEN VAR— N AT —F ZDOKEE

LRT LEE
|


http://www.cisco.com/security/pki/trs/ios_core.p7b

SRAEDEFHDOEE A VR— b

ATvT6

ATy 17

show detail

&1
HEhA R — N DRI

FXOS /security/tp-auto-import #

FXOS /security/tp-auto-import # show detail

Trustpoints auto import source URL: http://www.cisco.com/security/pki/trs/ios_core.p7b
TrustPoints auto import scheduled time : 22:00

Last Importing Status : Success, Imported with 23 TrustPoint (s)

TrustPoints auto Import function : Enabled

FXOS /security/tp-auto-import #

HE)A R — ~DOZREY -

FXOS /security/tp-auto-import #

FXOS /security/tp-auto-import # show detail

Trustpoints auto import source URL: http://www.cisco.com/security/pki/trs/ios core.p7b
TrustPoints auto import scheduled time : 22:00

Last Importing Status : Failure

TrustPoints auto Import function : Enabled

FXOS /security/tp-auto-import #

tp-auto-import #§EE 2 FX & L £ 97, import-time-hour Z5%E L £,
set import-time-hour hour import-time-min minutes

1 -

FXOS /security/tp-auto-import # set
import-time-hour Trustpoints auto import hour time
FX0S /security/tp-auto-import # set import-time-hour
0-23 Import Time Hour
FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min
0-59 Import Time Min
FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min 20
<CR>
FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min 20
FXOS /security/tp-auto-import* # commit-buffer
FXO0S /security/tp-auto-import #

GH) HE) A AR—FDY—ZAURLIZFEEINTEY, A R— MR OFEMEZ 1 A dH
720 DBICEETHULENRS Y £, A B — MI, A7 Y a— VIR E
AT ET, Rl & N RE SN TWRWGE, GEAED A VAR — MIZDOHR)
{BIRFIZ 1 [RI7Z T E 9, fEBEIL, Jopt/certstore /NAD F DR v 7 ANV R
NELTHE Y ya—REN, EFXFaTel A0 F 7 a a2 LTORT 7 EAT
EFET, N ML (os_corep7b) & & BT, fHx DFEE (AutoTP1 2> 5 AutoTPn)
MHEEMICHI S E T,

HEh( AR — MRENZET L7256, showdetail =~ REASLET,
show detail
B -

FXOS /security/tp-auto-import # show detail

Trustpoints auto import source URL: http://www.cisco.com/security/pki/trs/ios core.p7b
TrustPoints auto import scheduled time : 07:20

Last Importing Status : Success, Imported with 23 TrustPoint (s)

TrustPoints auto Import function : Enabled

B o x7LoEE
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nJ4>

m R

ATvT8

o4 vainr— [

G¥) A VR — N TEDHAFAZEO R KREIL30 TY, Cisco flFBHE Y — R —~ O 12U
NHDHHE. HA AR — MI6EFYIREN, show 2~ RTHREDA AR —
AT —HAREHIINET,

(A7 ar) BEA AR — MERE EZNIZT 51213, delete auto-import =~ > K& AJJ L &E
D

delete tp-auto-import
11

FXOS /security #
FXOS /security # delete tp-auto-import
FXOS /security* # commit-buffer
FXOS /security # show detail
security mode:
Password Strength Check: No
Minimum Password Length: 8
Is configuration export key set: No
Current Task:
FXOS /security # scope tp-auto-import
Error: Managed object does not exist
FXOS /security #
FXOS /security # enter tp-auto-import
FXOS /security/tp-auto-import* # show detail
FXOS /security/tp-auto-import* #

GE) HEIA R — MEREEZ LT 2 L, £ R — F SNZFEHEE, BV FOEERN
A ETHEH LET, BEIA VR — MEREZESIC L T ENLVREL T T
L—RIT 77 L—K45L, EAENEIBREINE T,

Bj/\F—

07 A Ui/ —"TlE, =—3 73 Firepower Chassis Manager |22 7 A > 9% & T AT A/ —
THXRAMBERREINET, 2—PHLRRAT=ROIAT LT BT FORNZ, A vE—VD
B CT[OK] 227 Uy 7T 20ENHYET, a7 A UAINT—ZRELRNE, VAT AT
=P ENRRT— RO T a7 M IR £,

2—HFNFXOSCLIWCn A T 5 L, RESNNTWVDAERIET AT AN RAT—RD T 1
FROFNCa A NP —FF A N EFERLET,

I/ N T —D1ER

FIE

AT v F1 FXOS CLIIZH#Hi: L£% (FXOS CLI~DT 7 ¥ A% &)
ATV T2 X2V T7 4 T—FEBMBLET,

227058 |}
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V

aOo4 >

kS

[N F—DER

ATv7T3

ATy T4

ATy TH

ATvT6

ATy T1

DZSN & |

Firepower-chassis# scope security

Nh—tF2UT7 1 F—FIIAYET,

Firepower-chassis /security # scope banner

WDa<r ReEASLT, al A U ainN T —21ER LE9,

Firepower-chassis /security/banner # create pre-login-banner

Firepower Chassis Manager % 7= 1% FXOS CLI ~D 11 7' A VR —HIZ FXOS NERT D A v
-{Z%f/\‘%?gﬁgbi—a—o

Firepower-chassis /security/banner/pre-login-banner* # set message

0JAVHINT—= A=V DT XA N ANT DO AT a7 BB LET,

Talr T, gl A EINT—= A=A LET, ZOT 40— R, =D
ASCH XFHEANTEET, BEITOTF A FEANTEE TN, BITORAILFEIL 192 3L
FCT, {TOXYY T Enter ¥—Z2 L £,

ASINE D DITIZ ENDOFBUF & A )L, Enter F—%2MLTRTLET,

[A v E—YDORE (setmessage) | ¥4 7 07 %F v BT 5I21E, Cerl+C F—%&# L %
R

roGoW o a s AT AHREIZI Y FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

151
WOBENL, a7 A RN —E2ER L E T,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

BINT—DZER

ATy T

FIE

FXOS CLLIZE: LET (FXOS CLI~D7T 7 v 2 &2HW) |

B o x7oEE
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATvF1

ny4 vtiir—ozE [

X2 U7 4 E— FERBLES,

Firepower-chassis# scope security

NRFP— X2 F 4 E—FIADET,

Firepower-chassis /security # scope banner

0 s A UHiINF—DAF— X2 T 4 E— FICAD 5,

Firepower-chassis /security/banner # scope pre-login-banner

Firepower Chassis Manager % 7= 1% FXOS CLI ~D 11 7' A VRO 2—H|Z FXOS NERT D A v
-V EBRELET,

Firepower-chassis /security/banner/pre-login-banner # set message

BTAUEINT = Ayt =V DT XA N ANTHODE AT a7 w2l L ET,

TarFNT, B S VIR — A=V R AN LET, ZOT 0 —L RiZiE, EHED
ASCII XFHE AN TEET, HEITOTFA M2 AN TEETR, SITORKCTEIL 192 X
FCT, {TOXYY T Enter ¥—Z2 L £,

ANSINEBE D DITIZ ENDOFBUF & A )L, Enter ¥ —%2M L TRTLET,

[A v E—VORE (setmessage) | ¥4 7 07 %F v BT 5I21E, Cerl+C F—%2 L &
R

FNFo W a s AT AHREIZTI Y FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

1
W, v 7 A UHINT— A ER T 562 R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

227058 |}
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074 VRI/N\F—DHIER

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

FIE

FXOS CLLIZE: LET (FXOS CLI~DT 7 v 2 &2HMW) |
X2V 4 B— FERBLET,

Firepower-chassis# scope security

Nh—tF2UT7 1 F—FIIAYET,
Firepower-chassis /security # scope banner

VAT hinbr A Ui AT —EHIBRLE T,

Firepower-chassis /security/banner # delete pre-login-banner
FooHrvarey AT AREICTI Yy FLET,

Firepower-chassis /security/banner* # commit-buffer

1
W, v T A CEINT—EHIERT 56 2R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 < + — < (DB L E]

ATy T

ATvT2

FIE

VX —v E— RICAD ET,
scope chassis1
WDa<w REANJLT, Y Y—v &Y T7—hMLET,

reboot [reason] [no-prompt]

DZSN & |

GE) [no-prompt] ¥—U— RZEH LI5S, a~v 2 FEANTLLE vy —TT <

U7 —hkLET, [no-prompt] F—7— RZEH LARWEA,
commit-buffer 2~ REANTHETYI 7 —FLERHA,

B o x7oEE

VAT MFE R
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Firepower 4100/9300 & v — > O ERA 7 ]

VAT BEFEDVAT A ETHEREIN TV DT RTOF ﬁ7ﬂ42%7V%X7w¢V%yF
XL, EA&RIIZ Firepower4100/9300 /ﬂ? /@Eﬁ{ﬁ%ﬂ“7 L CHLAEIT 5012, %=
V74 B a— /o P OEFREERIC CLET, 2ot R2iTH 15 ~ 20 H5H

»n0ET,

ATV T3 V7—h o R4 2520%, ROFIEEZFITLET,

scope chassis1

show fsm status

Firepower 4100/9300 > v — L DEIRA 7

FIE

ATYT1 vy —v EF—FRIZADFT,
scope chassis1
AFvT2 koav  REANLT, vy —Y&aEBRA7ICLUET,

shutdown [reason] [no-prompt]
GE) [no-prompt] ¥ —U— R&H L7256, a~r FEANT5L vy —2i39<ic
Yy ME T LET, [no-prompt] F—V — REEH LARWES, VAT Alda—

P23 commit-buffer =2~ REANTHETY vy v T LERA,

VAT AIEDVAT A ETHERESNTNWD TR TOGRIBET N, AL T L—AT7 LIy % v b
VAV UNE 3 S5 F1rep0wer4100/9300 VX —VDBEREFTICTDHEIC, EX2 VT 4 F

Va— Wz OBREENCATZICLET, 2O at RIER 15 ~2000300 £97,
VX —UMIEFIZV Y v b F W/T;hi\ Uy —VOERI— FEPEIICkE 2 ENnTEE
j—O

ATYT3 vy MUY TukvREE=FT 5T, ROTFIEEZETLET,
scope chassis1

show fsm status

TIHHFREDOT 74U FEREDET

FXOS CLI Zf /| L T Firepower 4100/9300 < ¥ — > % T HFIRFDT 7 4V MR EIZRET Z &
MTEET,
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B o x7navk—x rorensz

A\

(B Zo7avRE-oT, HET NS AREEEL TR TOZ—YRER Y — U bIHEIN
F9, ZOFEPRET LD, VAT LAEZHERETHILERHY T (WHERE 2R L TL

&M

ATy T2

ATvT3

RTv74

FEW)

FIE

(L&) eraseconfiguration 2~ Ry ¥y —vMbHbAw— b 4BV ARELHIRL &
o Av—F T4V AREGHIRT 25613, ROFIHEZFETLET,

scope license

deregister

Firepower4100/9300 > ¥ — > O ERZfMERT D&, T AT MInDT A ARHIBRESIVET,
SHIL, TRAALEOTRTOTA B AEK EEHENHIBRSNE T,

o— B VERR S = VT U E T,

connect local-mgmt

Firepower4100/9300 > ¥ — N H T RTO—WRELHE L, YO LHHHREOT 7 4L
FREICY Y —YZEILT DL, kOa~xr Fae AN LET,

erase configuration

FTRTOZ—YPRELHEET 20 EIDNEHRT DL ITROLNET,
REDHEEMHRT DI, a~r K a7 Miyes EADLET,

T RTC O —HFIED Firepower4100/9300 > ¥ — N HIHEINLIZE, VAT AN Y 7— L
£,

VATL AVKR—RY FOREFIEBE

FXOSCLIZH LT, T I9AT L ADALR—Ry NEeRBITHETAZ ENTEET,

(TR OT 7 4V RREDOE T (193—) | THHAIhTW5 X1, erase
configuration =~ > RAFTT 5L, ¥ —v DTN TOLZ—VPRIEFHRDHIRS v, Tt
WREDT 7 4V REREIZED £7,

scuregrase 2 <2 RIZE D, BE LT 7 I9A T VA avyi—Ry MO ZRICEHEINET,
DFEY, BICT—ZNHIBREIND T TR, WA N L—U0 [UA47) GERIGEE) &
NET, ZE, "—F7=7 ZAbL— alR—3 "PERIET —ZRCAY T 2 RF L
VRHETC, 77 T4 7V A Bk 7 XA T HBRICEE T,

B o x7oEE


b_CLI_ConfigGuide_FXOS_2111_chapter3.pdf#nameddest=unique_20

| vz27LE8

\)

va7Lhavk—xy rorents ||

6=

SERHEETIZT A, AREREEILET, Ziud, SSHERS K T L2 txERLET, L

WoT, YU TNary—R— MEREN L TCREREELZEITT LI aBO LET,

FIE

ATy T1 a—hVEM = VICEEE LET,

connect local-mgmt

ATV T2 JBELLET TI7AT VA3 R—3 FhEZRICHET HI2IE,. RO eraseconfiguration =21~
Y RowTnoE A LET,

a)

b)

<)

erase configur ation chassis

FTARTDOT = A A=URKDN, FETERNIL2EET LA v E—UNRRRE
M, AT 20 E D POMERPRDONET, y 2 AT DL, Vv — T BIRPLEAEITH
FINES, TFX2 VT 4BV 2= APRINTHES I, TORIZA == FRHE
SNET,

THAALEDOTRTOT =2 LY T My =T BEESNDT=H, T3 AU 7730 [ZROM

EF=% (ROMMON) MnHDHFATTEET,
erase configuration security_module module_id

EVa— N EDTRCOF =4 LA A—VikbiL, EETERNZ &2 %ETD A v
T URERSI, FATT B0 E 5 DORRIKRDONET, yEANT DL, TV a—
ABHESNET,

G¥) decommission-secure =~ > RO EATHRERIL, EAMICZDa~v> FEETLE
LA LRELTY,

X2V T4 EV 2 NEESIND &, HERINESNDETH U LICIRIEICAR D £7
(FTalvyvarInkcesva—L e .

erase configuration supervisor

TRTOT =2 LA A=V Kb, AETERNIEEZEET LA v E—UNRERS

M, AT 20 E D POMERPRDOENET, y 2 ANTDHE, A== A P RLEIZ

HEIhET,

A== NRNA VP EDOTRTCOT—HEV T 2T NRHEEINDTZD, T84 2 AN
IZ ROM =4 (ROMMON) 5 DAHFEITTEE T,
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Firepower-chassis# show locator-led
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Firepower-chassis# enable locator-led
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Firepower-chassis# commit-buffer
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