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\)

(GF)  Firepower 4100/9300 % — 3/ |Z Firepower Threat Defense # 8 AT 5H &, Av—hT7 A4 LA

BREINI-H

ATv T
ATvT2

ATvT3

WIE LS BERE L. T /3 ZBEGKI Y/ & A DA X T HHERT % X 5 |2 Firepower 4100/9300
Ty —¥ TNTP 2% ETHMENH Y 9, Firepower 4100/9300 + ¥ — & FMC DO[#j )5 T
[6] UNTP r— =23 20BN H D £7925, FMC (X Firepower 4100/9300 > % — 3 @ NTP
P N—=L L THEHTERVOTER LTSN,

NTP %79 % & [Current Time] % 7 DR R[FII AT — 2 A2 KRR TEET, 2L,
[Time Synchronization] % 7 @ [NTP Server] 7 —7 /L@ [Server Status] 7 4 —/V K& A5 & BE
D NTP = ORI AT —Z ZAZ2FKRTEET, VAT LADRFENTP 4— L[ T
ERWGEE, [P—3D AT —H A (ServerStatus) |DRUIZHDIERT A 2N Hh— Y VvEEb
w5 LFMAERTEET,

it & FZIDRT

FIE

FXOS CLL 286t L£9 (FXOS CLI~DOT 7 XA &ZHM)
BEINTZAL S — 2T THES

Firepower-chassis# show timezone

BRE SN HA &R 2 2R T 5121, ROa~ FeEHLET,

Firepower-chassis# show clock

1

ROFITIE, BESNTHA LY = EBED VAT LAAREZFIRT 2 71E%E R LT
b\\i‘é—O

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

BALT—2DEKRTE

ATy T

. TS5

FIE

VAT A ET—FICAY ET,
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ATvT2

ATvT3

ATy T4

sq4nv—nxz [

Firepower-chassis# scope system

VAT A Y —E X ET— FERBLET,
Firepower-chassis /system # Scope services
ALY —VERELET,

Firepower-chassis /system/services # set timezone

Z DI T, k@‘l BLOF A L — o fEik
T, a7 NI LIcmEuRERE AN LET,

oy —3 g UEROBEERETTAE, 7ur P IRFREN, ELWZ A LY — U [ERDH
EINTWEIDERT DL IROOENET, BT HHAIEL (yes) AL, #fEE % v
AT H5EEIZ2 (ho) ZANILET,

HETHE S EANTHEIITROENE

BESNIHA L = BRRT DI
Firepower-chassis /system/services # top

Firepower-chassis# show timezone

1

W, KVPEEYERREI X A LY — 2R EL, Mo rvavaasy L,
RELIEZZA L =0 BFRmT 502~ UET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe

3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2

Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis
14) Colombia 41) St Lucia
15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent
19) Dominican Republic 46) Suriname

IS5y ror—LEE |}
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20) Ecuador 47) Trinidad & Tobago
21) E1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States

23) Greenland 50) Uruguay

24) Grenada 51) Venezuela

25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana

#2 49

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time
22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time
24) Alaska Time - Alaska panhandle
25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck
27) Alaska Time - west Alaska
28) Aleutian Islands
29) Hawaii
#2 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

B 75yt o+—L



| 75y ror—LiE

NTP 245/ L =Bt eiznnz ]

NTP Z{EA L =Bt &L FZIDEKTE

NTP #fEH L TRBEHZR— R VX7 LEEBL, Xy NT—7 VA7 AR ORZ % IEfEIC
FHAILE, 20X )KL, CRL OWGER P IEfER I A L AX T hHERERNE,
ZPWEBERBIECHEIZRY £7, HRKIBONTP b —"EHETEET,

)

G¥) « FXOS TiZ. NTP X— 3 U 3 & HLF9,

ATy T

ATy T2

ATvT3

ATvT4

e SMENTP Y — "D A T X MMEN13LLEDYE, 77V r—3a A v AF 2 AT FXO0S
T —V EDONTP H—NEFEHITEEEA, NTPZ 7472 FBNTP — " E RT3 5
72ONT, A NT X LNMEN 1 TOEMLET,

MEDNTP Yy — "2ty 7 v 7 L TWDLHEIEL, Y —/3 kO fete/ntp.conf 7 7 A )L TE
DA NTHIMEZFERTEET, NTPH— DR T & LMEN 13 L EOEEIE. ntp.conf
TrANVDANTZMEZEL L TH—"ZHEET 52, JIONTPH— (72 & 21,

pool.ntp.org) MM+ 5 LA TEET,

1R BHIIZ
NTP — DK A M 2T 5581%. DNS b — 2 RETLHLENDH Y £3, DNS ¥—
NROBRE (59 =) ZBRLTLEEEW,

FIE

VAT AL E—FRIZAD T,
Firepower-chassis# scope system
VAT A Y—E R T— RERBLET,

Firepower-chassis /system # scope services

BELERA M., IPVAETIZIPv6 7 RLADNTP — N2 FEHT AL IV AT LAEHRE
L/ji‘g_o

Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}
(fEE) NTPRSREZRRE L £

NTP H— "FGETIX SHAL DA B AR — FEFET, NTP H— b5 — 1D LA TS L E
7, 72 & %X, OpenSSL 231 A h—/L & 4172 NTP H— 3 )3—7 3 1 4.2.8 p8 LLFE T SHAI
F—Z T 521X, ntp-keygen-M =< K& AJ)L Thntp. keys 7 7 A L CTHF—ID L{E%
PR LET, Z0OXF—1F. 7534 T FEeH—_"OWMFIZH LT, AvE—V XA X D
SRR T 5 —EA BT 572 DIEH L ET,
a) SHAl ¥—IDZRELET,

set ntp-shal-key-id key id
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b) SHAl ¥—3CFHNEHE L £T,
set ntp-shal-key-string
F—XTFHNEANT D EIITROLNET,
¢) ntp-server E— R&ET LE9,
exit
d) NTPFRIEZ A R—7 /WIZLET,

enable ntp-authentication

1 -

firepower /system/services/ntp-server* # set ntp-shal-key-string 11
firepower /system/services/ntp-server* # set ntp-shal-key-string
NTP SHA-1 key string: 7092334a7809ab9873124c08123df9097097fe72
firepower /system/services/ntp-server* # exit

firepower /system/services* # enable authentication

ARTYFTS NIV I a B AT AREICAII Yy MLET,
Firepower-chassis /system/services # commit-buffer
RATYT6 TRTOREFHNTP —"ORPAT =X A &FKRZT511E, ROLIITLET,

Firepower-chassis /system/services # show ntp-server

ATV T 1 FEDNTP = "DEMAT —F A% RKAmT HI2UE, KOLIITLET,
Firepower-chassis /system/services # scope ntp-server {hosthame | ip-addr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

1

WROFITIX, IPT N1 A192.168.200.101 ZFFONTP H—~"ZHKEL, T ¥ 7 g
YAy bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

wIZ, IPv6 7 KL A 4001::6 ZEFFONTP V—_EZREL. "IV 7 v a  ZHEET
HH 2R LET,

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # create ntp-server 4001::6
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nte 4 —o#ik [

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

NTP H—/\D&lIF&

ATy T

ATy T2

ATvT3

ATv74

FIE

VAT A ET—FICAY ET,

Firepower-chassis# scope system

VAT AP —E R ET— REBEELET,

Firepower-chassis /system # scope services

FELEARA M, IPvd £72131Pv6 7 KL AD NTP — & HIR L £,

Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}
NPT a BV AT AREICAI Y PLET,

Firepower-chassis /system/services # commit-buffer

1

WIZ, IPT KL 2192.168.200.101 DNTP #— ZHIfRL, b7 ¥ rvarzaly
FoBlE R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WIZ, IPv6 7 KL A 4001::6 ZFiDO NTP v — "% HIBE L, TV 7 v a v aMEET
LB &R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Bt ERZDFHTORE

ZIZTHE, Y=V THAMNERLE TFEICHRET D HESDWCHHALET, VAT A7y’
DEFEZ Y v — T THEEBIZENIRD ET, Uy —OHRKETEITHRE L%, A
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. Configuring SSH

IS5y b Tr—LEE |

F— L SN TWDIMELT N A ZNZEENREN D F TR BN 256085 5 2 L IHER
LTLZSNY,

\}

GE)

VAT A 7y PN NIP =N EREBIFTHAGEEIE. B ERZE2TFEICHRET D Z &1X
TEEHEA,

FIE

&

VAT A ET—RFICAY ET,

Firepower-chassis# scope system

ATy T2

VAT AP —E R ET— REBEELET,

Firepower-chassis /system # scope services

ATvT3

VAT A Iy ERELET,

Firepower-chassis /system/services # set clock month day year hour min sec

month (21X, H DL DOHHID 3 LFEAEH L E4, BEEIL 24 BRIEXTANTL2LER D

DET, FHRTIEITI191CRD £,

VAT Ay OERIIEEBIIKENET, Ny Ty EaIy bTAXLETIHY FH
Moo

il

WIZ, VAT A 70y 7 aRET DHZRLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

Configuring SSH

. TS5

WKOFIETIX, ¥ —>~DSSH T 7 B A HNEITENTT 5 5%, FXOS v — %
SSHZ 747 v h&LTHEMMIT D HE, SBHICSSH CEMAT LR 5k, F—H, BIO
Ay —VAFHOSESERT A TY X L% SSHY—_R—L SSHZ 74 7 MIHRET S
FHEIZOWTHAL T,

SSH T 7 # /v h CTA R—T N2 £9°,
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ATy T2

ATvT3

ATvT4

ATvT5

FIE

Configuring SSH .

VAT N ET—FIZAY ET,

Firepower-chassis # scope system

VAT I H—

EA E— REBBLET,

Firepower-chassis /system # scope services

VX =D SSH T 7B AEFRET HIZIE, OWTNNEFITLET,
o ¥ —I~DSSH 7 7B AEFHATHIZIE, koa<wr FE AN LET,

Firepower-chassis /system/services # enable ssh-server

¢« V¥ —I~DSSH T /B AEEIET HIZ1E, kOoa<wr RE AN LET,

Firepower-chassis /system/services # disable ssh-server

P — RO EAT T AL ERELET,

Firepower-chassis /system/services # Set ssh-server encrypt-algorithm encrypt_algorithm

&1

Firepower /system/services # set ssh-server encrypt-algorithm ?

3des-cbc

aesl28-cbc
aesl28-ctr
aesl92-cbc
aesl92-ctr
aes256-cbc
aes256-ctr

1
GE)

3des Cbc

Aesl28 Cbc
Aesl28 Ctr
Aesl92 Cbc
Aesl92 Ctr
Aes256 Cbc
Aes256 Ctr

cROBE AT VT ALT, 2 7747 V7 E— RTEYPR—-—FENT
WEEA,

* 3des-cbc

* chacha20-poly1305@openssh.com

» chacha20-poly1305@openssh.com (% FIPS Tl AR — b &N TV EH A, FXOS
¥ % — 3 TFIPS & — RBHENI/2 > TV D4, chacha20-poly1305@openssh.com
R SAET N TY ALNE LTHERT L Z LT TEEEA,

cROBEBALT N TY ZLE, T 7 40 b TIEEDN > TOERA,
aes128-cbc

aes192-cbc
aes265-cbc

P — 30 Diffie-hellman (DH) F—&#a7 /LT A LZREL T,
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ATvT6

ATy T17

ATvT8

IS5y r7A—LEE |

Firepower-chassis /system/services # set ssh-server kex-algorithm

&1

Firepower /system/services # set ssh-server kex-algorithm
diffie-hellman-groupl-shal Diffie Hellman Groupl Shal
diffie-hellman-groupl4-shal Diffie Hellman Groupl4 Shal

DH F—ZH#TiE, WTINOLFE M TITRETE RWILARE LN L E3, F—5#
HBLABIORA N F—LlMlABGDOEL LT, RAMGENFERLE T, ZOF—H#iT5:
W&V BUREYZR Y — GEREA ATRE & 72V 97, DH F— O T EOFERIZ OV TR,
RFC4253 Z#ZM L T 7Z&uy,
GH) cRDOF—ZWT NTY XAANE, 2FL IV TAT VT E— FTEYR—bEh
TWEEA,
« diffie-hellman-group14-sha256

* curve25519-sha256
* curve25519-sha256@libssh.org

«FIPS E— R TIEL, ROF—FHT L TY LT R—FERTHERA,
* curve25519-sha256
* curve25519-sha256@libssh.org

P—NOMAC 7V TY RLERELET,
Firepower-chassis /system/services # set ssh-server mac-algorithm

1 -

Firepower /system/services # set ssh-server mac-algorithm
hmac-shal Hmac Shal
hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Shaz2 256
hmac-sha2-512 Hmac Shaz 512

P— XD KA N F—=IZDONT, RSAF—XTDEV 2T A YA XEASILET,

FEVa T2l (B y FHALD) 1. 1024 ~ 2048 OHEIFHND 8 DfEM T, HET 5 F—1FEKD
P ANMKEVITE, RSA X — RTOAERICH D AERIZELS 220 F3, HIZ204812F 52
LERBEIOLET,

Firepower-chassis /system/services # set ssh-server host-key rsa modulus_value

1

Firepower /system/services # set ssh-server host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-server host-key rsa 2048

P —ROF—FAERDRY 2 —LFHIRIZONT, ZOERTIHFAIESND VT 74 v 7 D@Dk
[Ba KB B CHRELET, ZOMEBZLD L FX0SiTty v a 208 LET,

Firepower-chassis /system/services # set ssh-server rekey-limit volume KB_of Traffic

B 75yt o+—L
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ATvT9

ATv710

ATy TN

ATvT12

Configuring SSH .

1 :

Firepower /system/services # set /system/services # set ssh-server rekey-limit volume ?
100-4194303 Max volume limit in KB

=D X —FARORERHIBRICOWT, SSHE v v a V3T A RVWRIEE fel) Hi 2R o
ERRZESHEMCTRELET, ZOMEBALE, FXOS Tty a 20l L £,
Firepower-chassis /system/services # set ssh-server rekey-limit time minutes

1 -

Firepower /system/services # set /system/services # set ssh-server rekey-limit time ?
10-1440 Max time limit in Minutes

FNFo¥rva ey AT AREICTI Yy FLET,
Firepower /system/services # commit-buffer

FEEE IR AN ¥ — F v 7 EFRELT, SSHHRARN ¥—DF = v 7 ZHlIfEI L £7,
Firepower /system/services # ssh-client stricthostkeycheck enable/disable/prompt

1 :

Firepower /system/services # set ssh-client stricthostkeycheck enable

* [enable] : FXOS 3 i8ik T DR A b 77 A VZEDRA N F—=NELHFELRWEE, #
GIIIEA SN ET, FXOSCLI CYV AT A Aa—TFF I —E R 2a—70 enter
ssh-host =2~ FEEMA LT, FETHRRA MZBINT2LERNH D 1,

[Tk (prompt) ]: ¥¥ —VICELREFESNTORWVAAR M F—ZFF Al LIS
ToHEITkOONET,

edisable: (T 74/ 1) v —UTBEIRFESNTZZ ERRVEA R F—% HEIIZFF
ﬂ[./i‘j‘()

74T hOREET A T) AR EFRELET,
Firepower-chassis /system/services # Set ssh-client encrypt-algorithm encrypt_algorithm

1

Firepower /system/services # set ssh-client encrypt-algorithm ?

3des-cbc 3des Cbc

aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc
aesl92-ctr Aesl92 Ctr
aes256-cbc Aes256 Cbc
aes256-ctr Aes256 Ctr

I5vr7r—LiEE
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ATy 713

ATy 714

ATy 715

IS5y r7A—LEE |

GE) e AL 7T AT YT Tix3desche XY AR —FINTWFEHF A, FXOS ¥ v —
Tater 7747 V7 B— RBAR%E. BE{b7 /13U XL LT 3des-cbe
T L LIITEEEA,

cRDOBEEALT VT Y ZRAE, T 740 b TIEAEDNT /> TWEE A,
aes128-cbc

aes192-cbc
aes265-cbc

75 A 7~ b ® Diffie-hellman (DH) F—HT7 /L IV XLZRELET,

Firepower-chassis /system/services # Set ssh-client kex-algorithm

i

Firepower /system/services # set ssh-client kex-algorithm
curvez25519-sha256 curvez25519-sha256
curve25519-sha256 libssh org curve25519-sha256@1libssh.org
diffie-hellman-groupl4-shal diffie-hellman-groupl4-shal
diffie-hellman-groupl4-sha256 diffie-hellman-groupl4-sha256
ecdh-sha2-nistp256 ecdh-sha2-nistp256
ecdh-sha2-nistp384 ecdh-sha2-nistp384
ecdh-sha2-nistp521 ecdh-sha2-nistp521

DH ¥ —RHTIE, WTFNOYEELHMTITRETCERWVICEMEALMFH L ES, T
EELABIOFRANF—LHAGDOEDLZ LT, AAMRREREBLET, ZOF—3H#
WZE D BRI 72— SFEREN FTRE & 72 0 F 97, DH F— O H H1E DRI DWW T,
RFC 4253 ML T IZ& 0y,

74T NOMACT VT Y RAEHFRELET,
Firepower-chassis /system/services # Set ssh-client mac-algorithm

51 -

Firepower /system/services # set ssh-client mac-algorithm
hmac-shal Hmac Shal
hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Sha2 256
hmac-sha2-512 Hmac Sha2 512

IIAT RO BRAR F=IZONT, RRAF—_XTDEV2T A A X2 AN LET,
EVaTAE (B NHEAD (X, 1024 ~ 2048 OFEFHNO 8 DFFHTT, HET 2 F—HREko
YA ZPRENVITE, RSA F— T OAERITHNDREMITR S 20 9, EIF 20481295 2
LEBBOLET,

Firepower-chassis /system/services # set ssh-client host-key rsa modulus_value

1 -

Firepower /system/services # set ssh-client host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-client host-key rsa 2048
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ATv 716

ATV T

ATv 718

TLS D& TE

TLS DX II

TIAT L NOF—FARDRY 2 —2HIRIZONWT, TR CTHFAIIND NT T 47D
BOEREZ KBHEMTHELET, ZOHEEEAZSDEFXOS Tty a2l LET,

Firepower-chassis /system/services # set ssh-client rekey-limit volume KB_of_Traffic

1 -

Firepower /system/services # set /system/services # set ssh-client rekey-limit volume ?
100-4194303 Max volume limit in KB

TS5 T v DX —FAEROIFREIRIZOWVWT, SSHE Y > a VRN T7T A RAVREERFE TSNS
RO ERRAZSHEMN TRELET, ZOEEZEZDE, FXOSiTy v a v 20l L £,

Firepower-chassis /system/services # set ssh-client rekey-limit time minutes

B -

Firepower /system/services # set /system/services # set ssh-client rekey-limit time ?
10-1440 Max time limit in Minutes

rSoW a2 AT AHREIZaI Y FLET,

Firepower /system/services # commit-buffer

il

WOFTIE, Y —3~DSSHT 7 v AZHMME L, v Fo¥rvarvzaiyv bl
F7,

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

Transport Layer Security (TLS) 7'v h2/bid, AWI@EBET22 2077 r— a > DT
TITAN— LT =2 DS EMSRE L £ T, FXOS v — 3 LT NA A & DOIE(E T
T 5H/NTLS N— 3 UiF, FXOSCLIZHAH L CRETEET, HILWLAA—T 3 U OTLS T
FEEOEX2 U T 4 &b TE5—F, HWWA—=Ya D TLS Tl W7 77U r—va v
D% HHEZ R T X £,

72 2iE, FXOS v — Y THRESNTWAR/NINTLS X—=2a VB vll DFE, 7747
N7 ZUPERVIOE T EZFITTDHEOICHESNTNWDE, 7747 MIHTTPS ZfEH L
“C FXOS Chassis Manager & O #B< Z &N TEERA, LEBH-T, BT 77U r— 3
v & LDAP Y — R Z MU ET HMERH Y £,

ROTFNAT, FXOS ¥ — EXNET NA A OBIE CTHET 2/ NTSLAA—V 3 U ERGE,
FoRT D HEEFHLET,

I5vr7r—LiEE
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\)

(GE) * FX0S23(1) V UV —RADKE R TIX, FXOS v —3DF 7 4/ Mg/NTLS N— 3 idvll
‘/C‘\ﬁ—o

FIE

ATFYT1 VAT A ET—FICADET,
Firepower-chassis# scope system

ATYT2 VAT LATHEHRTEDTLS A=Y a D47 va v ERRFLET,
Firepower-chassis /system # set servicestls-ver

1

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver

vl 0 v1.0
vli 1l wvl.1
vl 2 wvl1.2

ATV T3 B/NTLS "=V a VARELET,
Firepower-chassis /system # set servicestls-ver version

51

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

ATy T4 FEEaI v FLET,

Firepower-chassis /system # commit-buffer

ATV TS VAT LATRESNTWDHRNTLS N—V 3 V2R R LET,
Firepower-chassis /system # Scope services

Firepower-chassis /system/services # show

1

Firepower-chassis /system/services # show
Name: ssh
Admin State: Enabled
Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,Aes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,RAes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa
Host Key Size: 2048
Volume: None Time: None
Name: telnet
Admin State: Disabled
Port: 23
Name: https
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Telnet D% 5E .

Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: default
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIU
M:+EXP:+eNULL
Https authentication type: Cert Auth
Crl mode: Relaxed
TLS:
TLS version: v1.2

Telnet M % E

ROFIMETIE, ¥ —~DTelnet 7 7 & 2 & AL E LTI T DITEC O TR L
£9, T 74/ N T, Telnet (T LICR2 > TOET,

)

GE)  BIE. Telnet X CLIZHEH L COARETEET,

FIE

ATFYT1 VAF A ET— RICAD FT,

Firepower-chassis # scope system

ATFYT2 VAT AP —ERE—REHEEBELET,

Firepower-chassis /system # Scope services

ATY T3 vy —~DTelnet 77 B AZERET HIE, ROWTHEFEITLET,

« VX =D Telnet 77 B AZFFATHICIE, ROa~<r Re AJJLET,
Firepower-chassis /system/services # enable telnet-server
o Uy — D Telnet 77 B AT HITIE, kOa<r READLET,

Firepower-chassis /system/services # disable telnet-server

ATFYTd "W g B VAT AREICTI Yy FLET,

Firepower /system/services # commit-buffer

151
wIZ, Telnet #HIMZ L. TV 7 v a  BiEETHHERLET,

I5vror—L8E R
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Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

SNMP D% E

IOk 7 v a Tk, ¥ — I Simple Network Management Protocol (SNMP) % i% &3 % J7
EaBi LET, GOV TIE, RO PE Yy 722 R L TIEE0,

SNMP DO E

sy U —27FHT 1 k2L (SNMP) 1%, SNMP v % — V% &m— = o hEOi#(E
Ay—VTr—~vy haeRTs TV a4 YT e barTd, SNMP T,

2y VU= RNDOTNRA ZADE=F ) 7 LT HERET L— 21T — 7 L ILBFFEDN
kI E7,

SNMP 7 L — AT — 27133 DO THERR S E T,

*SNMP~ % —Y ¥ : SNMPEEA LTy NI~ TNRALADT 7T 4 T 4 ZHIH L,
TRV TTHARAT A

*SNMP =—Y = b 1 vy —vOF7 =X EZHEFF L, MBS L TEDT — 4 % SNMP +
PV I ETHY Y= NDO Y T by 2T Ay iR—% 2 b, Yy —UUlE, = —V =
Y hEEHOMBAEENRTHET, SNMPT—V = FE2ARIICL, v~ % —V ¥ &o—
VMOV L—va vy T EERT HITIE, Firepower Chassis Manager % 7213 FXOS
CLI TSNMP # A% L, XELET,

o EHUEHRAN— A (MIB) : SNMP=— x> b EOEBGE A 7TV hoalL sy

Yo

¥ —30%. SNMPvl, SNMPv2c. 3L ONSNMPv3 %R —  LEd, SNMPvl ¥ L TXSNMPv2¢
ZEBELYE, a3 22T 4 _N—2ABKOEXF=2 U T 4 2HEHLET, SNMPIZRDO X 5 ICEE
I TWET,

« RFC 3410 (http:/tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
« RFC 3412 (http://tools.ietf.org/html/rfc3412)
« RFC 3413 (http:/tools.ietf.org/html/rfc3413)
« RFC 3414 (http:/tools.ietf.org/html/rfc3414)
« RFC 3415 (http:/tools.ietf.org/html/rfc3415)

« RFC 3416 (http:/tools.ietf.org/html/rfc3416)

B 75vtor—sEE


http://tools.ietf.org/html/rfc3410
http://tools.ietf.org/html/rfc3411
http://tools.ietf.org/html/rfc3412
http://tools.ietf.org/html/rfc3413
http://tools.ietf.org/html/rfc3414
http://tools.ietf.org/html/rfc3415
http://tools.ietf.org/html/rfc3416

| 75y ror—LE
snwpsasn i

* RFC 3417 (http://tools.ietf.org/html/rfc3417)
« RFC 3418 (http://tools.ietf.org/html/rfc3418)

« RFC 3584 (http:/tools.ietf.org/html/rfc3584)

N

GE)  SNMP N—T a1 BIO 2 (2iE, BERZMHOEX 2 T A RENRHLOTEELTLE
SV, INHDONR=TY 3 T, TXTOFRBE LS NTICEESINET, ZndHD/—
Va rTH—ORFIERE L THEET 223227 0 AN U b EENET,

SNMP ;& 4]

SNMP O EE/RHERED 1 DlF, SNMP=— =y M LBHEAERTXAZLTT, 26D
BHITIE, ERZSNMP~ 32—V v O EETL2HMEIH Y THA, @HL, REAR—VE
RE, THECE), oI, ML —Z L OB OUIN, FOMOEERA N N ERRLE
ﬁ‘o

VX —UE, FT T ERIFIA T 4= LTSNMPEMAZ AR L E T, SNMPY 32—V ¥
X N7y TZERFICHERINE Z A EE T, Oy —VIE N T v IR EINTZNE ) &R T
XD, FTy FOEEMTIA L T A=A L0 BIES RV ET, 42T 4 — LEREZ(E
9% SNMP ~ % —Y ¥ &, SNMP o4&~ haj 5F—X 2=y k (PDU) TRAvt—VD%
BEMRINVELET, VY —IWPDUZZELRWGS, A v 7+ —LEREFETEET,

72720, 4274 —21F SNMPv2c TORFERAARETT 2, BaETIERWnWEEZ L TWAH T
O, HEREINETA,

\)

GE) SNMPZFERHTHA v Z—7 =4 AD ifindex DJEFIL. FXOS ODEEEIHZB LRI NET A,
7272L. FXOS 7 4 AZfEHZFK OID DA T v 7 AFFIE, FXOS #HiL#h4 25 L AT InE
j_o

SNMP %2 1) 714 LNILE L VHER

SNMPvl, SNMPv2c, BIUSNMPVIIZFNZENF DX T4 T NLERLET, X
V74 BT AERIRLI-EX 2T 4 LULOMAEGHLHEICE D, SNMP A v E— Y DLE
HFICEAH SN EX 2T 4 A= XLRRED 7,

X2 U T4 LoULd, SNMP R 7y FICBEEMT N TND A v =V 2 RRT D720 4%
B EHEAIRE LE T, MERL LT, A v bE—U0BRENAR WK SR E 7 3R OB
WHDLMEIMERELET, YR—FEND2EFXF2V T4 LULE, X2V T4 TV
NRESNTWNENIE>TERAEY ET, SNMPEF =2 U T 4 L-ULIE, ROMERD 1L L
EYVR—FLET,

» noAuthNoPriv : iRaE7e L. K5k 72 L

I IS5y ror—LEE |}
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 authNoPriv :

* authPriv

it nEZ?) V) H%IL
DRBAED Y |

b7 L
e itdH v

IS5y b Tr—LEE |

SNMPV3 Clt, BXx=2UT 4 TN EEF2 T4 LNLVOETREEENRNTHET, X2

U7 4 E7ME, 2= B L Pa2—FRET o e — L&k

ET DAL NTT, BX=2 T+

Loblid, X207 0 FETANTHAI SN X2V T DLV T, BX2 VT o
ETFNEEF2 VT 4 LoULOMEAELEIZ LY, SNMP /Ry MLUFLHIZER S 2% =
UF 4 A= XLDRED £,

SNMPtXa1YFT4 ETILELRILDYHR—

FEnTWWHHAEHE

KOFIZ, EX2 VT 4 EFNLELVLOHAEDOEDOERERLET,
KR1I:SNMP X2 T4 ETLELUVEF2U T4 LR
ET | KERR B BE |HER
U 1
vl noAuthNoPriv | 2 X 2o =5 4 X VU | AL |a3a=F4 ANV 7OREEFEHL
> 7" (Community TEGELE7
string)
v2¢  |noAuthNoPriv| =S 2= ¢ A U |AL |a3a2=F4 A YL TOBREEFHL
> (Community THAEL £,
string)
V3 noAuthNoPriv | [ —+4, L |2—VLAOREEFEH L TREIEL £,
(Username) ] (B WETSILIETEETH,
FXOS TiX SNMP R— g o~
3 T noAuthNoPriv %4%)%%—&6
ZEIETEEREA,
v3 authNoPriv | HMAC-SHA 72 L |HMAC Secure Hash Algorithm (SHA) (24
SWTRIELE T,
v3 authPriv HMAC-SHA DES |HMAC-SHA 7 /L 21 X A|ZFHADSWTEEE
LET., 7—ZH5Hk (DES) @ 56
'y MEEb, BLOWE 7 2y 7 el
(CBC) DES (DES-56) #EH#E|ZH-Su 7z
uunE%TE1 L/i"?]‘o

SNMPv3 &2 ') T 1 #5E

SNMPv31Z, Fv NU—ZRREADT7 L—ADRIE LKL EMAEDEDL Z LIZK - T, T2

AANDEX2T T/ AZEHLET, SNMPV3 L, &

. TS5y b TH—L

s

ax ;&

EFHL— I L 2 EHEED %
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HFAL, SNMP # v —2 %5k LE T, SNMPV3a—HR_R—2 X2V T ¢ 5/ (USM)
IZSNMP X vt—V L~ X2 0T 028 L, ROV —ERAZHEHELFET,

A vE—UDEEMN A v E—UNRERFETER FZITHE I TV RN D & 2 RFE
LET, /o, 7—F =T AN, @BFEBETLI2HLOLD LEWVHEETERT I N TR
WZ EERIELET,

Ay —URETORGE : XET—FeRELIaAa—VFOT AT T 47 4 PR SNT
ZLEERIELET,

e Ayt —VOMEBEEB IO B RER2—Y, =T 4T 4, T RITH L TIHER
ERBAARTIZLIEVB R LWL I LET,

SNMP H7K— k

% — 0%, SNMP IZRD VAR — kA2t U F 4,

MIB D4 HR— k
Ty —UE, MIB~OHHARY ENT 78 A 2R —FLET,

FIFH FTRE 72 I O MIB D FEM & F D AFEFTIZ W TIZ.  [Cisco FXOS MIB Reference Guide ]
LT TIEE N,

SNMPv3 1 —HDRFE70 ~aL
¥ —0%,. SNMPv3 = —#—® HMAC-SHA-96 (SHA) #RiF~7 o haLxz¥R— bk LET,

SNMPv3 .—H®M AES 754/ o— JO k3L

T —U0E, SNMPV3 A vt — VST 7 A " —T m havd 1 -5& LT, Advanced
Encryption Standard (AES) %M L. RFC 3826 (ZHE#LL F£ 7,

TIANT—=RAT— R (privd 7T ar) TiL, SNMPEF =V 7 ¢ K5k =E& L TDES
F7213 128 B N AES Z IR TX £9°, AES-128 DR EZ AN LT, SNMPv3 = —H—J]
DT TANY—=RAT—=REGZbbHE, V¥ —VIFEDOTTA N —RAT— REEFA LT
128 ¥ F AES ¥—Z 4R LT, AESpriv/SAU— RiE, 8 LFLLRICLET, 271 —
Rz V7 TXANTHRET 256, K64 LFEHRETETET,

SNMP O&ATHMEB KU SNMP 7 O/8FT 14 DERE
F|ig
ATFYT1 F=FV 7 B— FEMBELET,

Firepower-chassis# scope monitoring

ATY T2 SNMP A 3x—7 M LET,
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ATv7T3

ATy T4

ATy T5

ATvT6

ATy T1

Firepower-chassis /monitoring # enable snmp

({EE) SNMP 2 = =7 4 E— R&EHH L ET,

Firepower-chassis /monitoring # set snmp community

set snmp community =2~ R&ZAJJT5 &, SNMP 2 a2 =7 44 DASEZRDLNET,

SNMPa 2 2 =T 44 EHEETDHE SNMPU T — b~ =¥y MHDR—Y o ZHERIZH L

TSNMP X—V g v 1 BEXW2e b BEMICEZNZR Y £3,

G¥) SNMP N— g > 1 BX W2 iTiE, EXRARBEMOEX 2V 7 4 BERH D DO THE
BELTLLEE Y, INHDONR— 3 T, TRTOFBRDIE AL ENTITERE S
NET, INHDONR—V g o THE—OFFEEA L LTHET S 2Ia=T A
YT EENET,

SNMP 22 =T 4 4%BELET, 202 I2=F 141%. SNMPXATU—R& L THEHE
NET, a3a=74401F, K32 LFORKTTHETE T,

Firepower-chassis /monitoring # Enter a shmp community: community-name

a2 =T 4 AT 1O T, 7272 L, set snmp community &4 L CEEFEDOA BT B
THLZENTEET, BBFOaIa2=7 44 ZHIRT S5 (SNMP JE—F v 2=V ¥ nbD

A=V U FERIZE L TSNMP A= 5 U 1B X2 HEESNZT5) 1ZiE, set snmp community
EANNLET, 72720, aia=FT 4 AN THEANLBRNTLIESN, 2F0, &9
Enter '\"?‘_‘%Wbij‘o NoyTZr7haly hT5HE, showsnmp DOHIIT 18 Community Set:
No EWIHITWEENET,

SNMP 4 H DY AT LD ZRE LET, VAT LOHERKES (EFA -V T FLA
R, AFTEEBFHEE SR E) 1T BK 255 LFORBFTTHRETEET,

Firepower-chassis /monitoring # Set snmp syscontact system-contact-name

SNMP=—Y x v h ($—2) BETINDIHRA MOEHERELET, VAT L0 7—v 3
YA R 512 LFDOHEBF THRETE £7,

Firepower-chassis /monitoring # set snmp syslocation system-location-name
FNIUYrvarm v AT AREICAI Y FLET,

Firepower-chassis /monitoring # commit-buffer

il

WIZ, SNMP ZA 202 L, SnmpCommSystem2 & V) £ HifD SNMP 2 2 = =7 ( &%
7E L. contactperson &\ 9 AR[D T AT MEFESE A5 E L, systemlocation &\ 9 4 Hif
O —va VEREL, R varEaly hTAEERLET,

Firepower-chassis# scope ssa
Firepower-chassis# show app-instance
App Name Identifier Slot ID Admin State Oper State Running Version Startup
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Version Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabled Online 7.2.0.82 7.2.0.82
Native No Not Applicable None

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring # set snmp adminappinstance slot 1 appname ftd id ftdl

enable yes

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl

Firepower-chassis /monitoring* # set snmp syslocation systemlocation

Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

RDZRY
SNMP + 7 v 7B L O —VZ21Erk L £,

SNMP + 5 v TD1ERK

WOFINETIE, SNMP ~ 7 v 7 EZVERT B HIEICHOWTHBALET,

\)

GE) K8 ODSNMP hT v FHEHXETXET,

ATy I

ATy T2

ATy T3

ATvT4

ATy T5

FIE

TV 7 E—RERBLET,
Firepower-chassis# scope monitoring

SNMP %A X —7 iz LET,

Firepower-chassis /monitoring # enable snmp

JELERA N, IPVAT RV A, F7703IPv6 7 RLATSNMP T v 7P H2ERE LE T,

Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

SNMP b7 v 7 TTHHATASNMP 2 2= A A M) VT EREFIARA—Tar30a—F4 %R
TELET,

Firepower-chassis /monitoring/snmp-trap # Set community —community-name

T v T DRoA~DT 7 R T 572 DICME/RSNMPVIN2c 22 2 =T 4 A MY 7 F
J2WESNMPV3 22—V A EZELE T, Z0a~vwr RNa AT, ala=T 4 40EE3N
£, LENIRARR2 LFT, AR—RIMFEHATEERE A, LENIIANTLTHLEREN TR A,

SNMP ~ T v FIZEHT AR — &R ELET,

I5vr7r—LiEE
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Firepower-chassis /monitoring/snmp-trap # Set port port-num
RATFYT6 Ty SIHHT D SNMP D=V 3 EETAEEELET,
Firepower-chassis /monitoring/snmp-trap # set version {v1|v2c|v3}
G SNMP N—2 3 1 BEO 2¢ (2%, ERARBEHOEF =2V 7« MENH 5O THE
HLTLEZY, ZnbDNA—T g T, TR TOFRBEE SIS TITEE S
NET, ZNHDON—V 2 THE—OFRIEERE L THET 5a2I2=7 A Y
YIZbEENET,
AT9T1 (EE) BEITLN Ty T TEHEBELET,
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps| informs}
CZICFERENDEEIRD L BY TY,
o N— 3 02 [v2e] F720X [v3] 2RI D55 1T traps,
o N— 5 T V2 BIBIRT 555513 informs,

GE) N=Ta NI V2 BEIR LTGRO, 47—l EEETETET,

ATvFT8 (LE) N—var T3 EERLEZGAEE. N7y 7B 2HREZREL £,
Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
ZZIEERENDEIRDO L BY TT,

s [auth] : F&REH V. K5 5{b7e L
* [noauth] : FFEZR L, BE{b7e L ZHEFEET HZ LI TEET A, FXOS i% SNMPv3 T
ZOEF2VT 4 b b EFR—FL TR EICEZRLTIESNY,

o [priv] : REH D . W S{bH Y

AFYTY FI UV I arEVATAREICTI Y FLET,

Firepower-chassis /monitoring/snmp-trap # commit-buffer

1

ROFNE, SNMP Z A2 L, 1Pv4 T RLAZMEHLTSNMP 7 v 7 &k L, b
Z v 7R — b 2T SnmpCommSystem2 2 X = =7 4 AT AL 9BEL., N—T =
VENVIIWCERE L, B A 7% traps ITERE L, V3MERZ privICREL, N7 Hs
Yarxaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2

Firepower-chassis /monitoring/snmp-trap* # set port 2
Firepower-chassis /monitoring/snmp-trap* # set version v3
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Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #

WOFNE, SNMP ZEHAIEEIZ L, IPv6 7 KL AZ#H LT SNMP k7 v 7 & {E5k
L. b7 v 7MBAR—F 2 T SnmpCommSystem3 2 2 = =7 4 T DL H5FEL.
N—=T g B VIIWCERE L, @Y A 7% traps IZEXE L. V3 HER% priv I E L. b

SV g ERELET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp
Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap #

set port 2

set version v3

set notificationtype traps
set v3privilege priv
commit-buffer

HH H = FH H

SNMP 5 v T DHIBR

ATvT1

ATy T2

ATvT3

FIE

EFE=HF VT BT RERIKLET,

Firepower-chassis# scope monitoring

FBELIEARA MEIZIP T RLAD SNMP b7 v 7 2HIBR L £,
Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}
FNooHrvarey AT AREICTI Yy FLET,

Firepower-chassis /monitoring # commit-buffer

1

set community SnmpCommSystem3

Wiz, IP7 KL 2 192.168.100.112 TSNMP r 7 v 7% HIR L. TP s g &

2y bSPTIR LET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

TS5y bT+—L
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SNMPv3 1 —H D1ERL

FIE

ATY T F=F V72— RERBLET,
Firepower-chassis# scope monitoring

ATY T2 SNMP A 32— M LET,

Firepower-chassis /monitoring # enable snmp

2T v T3 SNMPV3 = —H 2Bk LET,

Firepower-chassis /monitoring # Create snmp-user user-name

createsnmp-user A~ R ANT5EL NAV—FRDOANZRT v 7 iR FRINE
ﬁ‘o
FXOS Tlt., OB SRV RRA Y — NZHES S ET,
« 8~ 80 LT HEETL,
s FEHLNDHDIE, LT, KT, BLOKROLTFOHATT,
~ @A O "<>/
s ROFLFEEER, § (FAGEE) 2 /) . =1 (%5 .
SOUEDORRAEXFTEEZEODDILENDH Y 7,
cHETAAL LT VAL NERIFT 7V AL FOBFERITILTE2 - SAGDRNWTL T
S, Tl xE, T12345) 140, [ZYXW] I3 DXXFEHINFENTWET, 2D k)
T ORFEPFFEOHIBEE A5 & (BFITHNA~6BFEAE) | MFE Ty 7Tk
B LE9,

GE) Wi DAL 7 VA NEIIT 7V A2 M ICTFHNORNSE e LignA 7 )
AV RNERIZTZ VA MNLTFHINEENTYH, XFHITV Yy hanEtd
ho To& ZIE, abed&21 1F/XAT — R F o w ZIZRML £33, abed&!25 1%
L £ A,

AT T4 SHABIEDOH M ZHEL 7,
Firepower-chassis /monitoring/snmp-user # Set auth [sha | sha224 | sha256 | sha358}
RTv TS AES-128 WG ALDMEM ML EITT 4 =T MIC LET,
Firepower-chassis /monitoring/snmp-user # Set aes-128 {no | yes}
T 74V b T AES-128 B SALIZT 4 B =T TR o TV E T,

SNMPv3 X DES Z# ¥R — K L TCWERA, AES-128 ZEEWOFFIcT5E, T4 —D
R bidfThon T, RESINZT T A R — AT — NREMR Y 97,
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GE) SNMPv3 7% Authpriv (DES) THZNI /2> TV DG, HEDONMS =41 7
TV =3 b SNMPV3 FXOS 73 Az R—1 v 7 T&x A, LLEIC
DESOfEHZYHR—F L TWNENR—=Ua U MET N, RAET v 77— KT 5846
X, AES ZfH L Co—H%—%F/ERk L, SNMPV3FXOS 7 /3 A &R —1U 7
LMENRHY £T,

RAT9Tl 22— — AU —REHEELET,
Firepower-chassis /monitoring/snmp-user # Set password
setpassword 2~ K& AJJT5 &, NRAT—ROAT LERERT 7 a7 bnFERSE
D

AT9T1 MW rva BV AT AREICTI Y FLET,

Firepower-chassis /monitoring/snmp-user # commit-buffer

il

WOFITIL, SNMP ZA%0E L. snmp-userl4 &\ 9 £ Hi10D SNMPv3 = — W & {ERk L .
AES-128 E S b2 L L, NAV—=FBEOT TA N — RRAU—RFZ@EL, b
Fo¥rvarkaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4

Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes

Firepower-chassis /monitoring/snmp-user* # set priv-password

Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer

Firepower-chassis /monitoring/snmp-user #

SNMPv3 2 —H DI

FIE

ATFYT1 T=F) 7 T— K& LET,

Firepower-chassis# scope monitoring

ATw T2 HEEL SNMPV3 = —H &R LET,

Firepower-chassis /monitoring # delete snmp-user user-name

ATFYT3 "I W I a B VAT AREICTI Yy FLET,

I IS5y ror—LEE |}
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Firepower-chassis /monitoring # commit-buffer

£l
WIZ, snmpuserl4 &9 4 HTO SNMPV3 =—HZHIfrL, hTo¥rvarmzaly
FE LB RLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

IR7ED SNMP S E DR~

WIED SNMP & E., =—V, BIO M7 v 72 ERTDI20F, IROCLL a2~ REffLE
7,

Y

GE)  SNMP ZfEHTAFXOS DA B —T7 = A ZAD iflndex DNEFIE. FXOS OEEHEHZ LEFH I
¥ A,

FIE

ATFYT1 FT=F) 7 F— K& LE T,

firepower# scope monitoring

RTv T2 BIED SNMP #E4E2FRLET,
firepower/monitoring # show snmp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact: R _Admin
Sys Location:

ATw T3 BUEERSNTVD SNMPV3 2 —H & —BERFLET,
firepower/monitoring # show snmp-user

SNMPv3 User:

Name Authentication type
snmp-userl Sha
testuser Sha
snmp-user2 Sha
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ATy T4 BUFEEZSINTWSSNMP F T v 72 —EE - LET,

firepower/monitoring # show snmp-trap

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
trapl informs 162 xokokx V2c Noauth Informs
192.168.10.100 162 KA K V3 Noauth Traps

il

I, FFE D SNMPv3 —FIZBT B MG R 2R3 B0 2R~ LET,

firepower /monitoring # show snmp-user snmp-userl detail

SNMPv3 User:
Name: snmp-userl
Authentication type: Sha
Password: ****
Privacy password: ****
Use AES-128: Yes
firepower /monitoring #

Tl&. Firepower 4100/9300 + % —3 T HTTPS Zf%ET 2 FiEEMHA L 7,

(GE)  Firepower Chassis Manager £ 7213 FXOS CLI ZfH] L T HTTPS R— 2 A B C&E £J, flod
HTTPS OfEIFT T, FXOSCLI #fl L TOAHRETE £7,

AEAE. ¥— U J. FSRMRSAUE

HTTPS X, XfAF— A7 7 A7 7F % (PKD) AL T 7947 b7 T UH L
Firepower 4100/9300 v — 72 8D 2 DD T NA AT X =2 7 72iBE 2 LET,

EBeEx—&cx—1y

% PKI 7 /34 A1X, WNERF— U > ZIZIERFRD Rivest-Shamir-Adleman (RSA) HF 5 — D
7T A20FTTAR—=F, I 120FIT Vv 7)) ZRELET, VTN OF— TR (LS
NicAvy—= 13, b9 —HFOXF—TCTHEHBILTEET, BE{bahizA v b=V 2R ET 55
H. EEHIZEZFOLMF—TCH AL, ZEFITMAOWEXF —ZHEHL TA v E—U%
TWELLET, FEHT. MAOMEX—TCHMDORA v -2k ( [B4] L HETIN
) LCAMS—OFAE2EATL 2 b TEET, ZEEDEYTIAMI—2MHL
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TS5y b7 —LEE |

TAYE—VEEFICEFLTE 2561E. ‘%E%ﬁi‘iﬂ“ﬁ“éﬂfzﬂ% AL TWAHZ LM
FEENET, EXF—DORIFIEIETHY, BFOEIILSI2EY F ~2048 By T
T, WE, EOF—3E0F— L0 5 X0 e T, FXOS TIERMIZ 2048 £ kD F— 2
TEELT 74V bOxF— U U IR REEIRET, T LT BIOX— U 7 EERTEE
7

I T ARLNERINTY ., FEHERHIROINIC 2720 LTSGR, T 7440 0% —1
JHEAELEZ FEICHAR T OLERNH Y 7,

FEERE

T2 T RBEEZERT DI, TT200F S, ANENTNOT VX VIEAEZAH L £
T sEEIL, TS AD IDIZET 5 BAEAERE L BT AL AOARFT—%2FL 7 7
ANTT, BB LENTWBEEZVR— 572012, TA AIMEDOF—T7 LMEDOHD
BAEHELAERTEET, VE— N 2—VPRHCBLATEHEZIRT DT, AT 5
Bt, 2—WFIET A ZADID ZHHICHREAET 2 Z N TE T, 22—V 07 7 U FITRIIER
FRCET 2 EEEZFORLET, T 74/ P TIE, FEXOSIZIZT 7 40 hDF— VU U IInB DN
S —2EAAROH CBAEHENRG TN E T,

FSARRAE

FXOS (258 /) e fBRE A 42k T- 5 72012, T34 ADID il 5EHTE 5 Y —R (DFE VD,
NZARNKAY ) Do — =T 4FEAELZRSL, £ A =L TEET, — K/ —
T A RERAEX, FITIE R T AR ARA b Ob— FEEGEER (CA) . HICA, £72i3Lv— bk CA
WCORNDL RN TARN F2—rD—EERDINTAN T U H—DNTNN) ITELoTELIN
F7, T LWVIEHELES T 2121X, FXOS TREMIFEERAZ AR L, FT7 A FARA » MZER
EEETLOIMLENRHY 7,

|

EE GEHEIL, Base6d =2 2 — K X509 (CER) 74—~ N THOIMNENDH Y 7,

F— )T DK

&

FXOS %, 774NV F— V7 %G, mRSHEOX— VTR —bMLET,

FIE

X2 U7 4 E— FERBLET,

Firepower-chassis # scope security

AT9T2 F= VT alEkL, AT ET,

Firepower-chassis # create keyring keyring-name

ATy T3 SSLF¥F—DbEy hEEFHRELET,
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Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}

ATFyTs NS s arEaly NLET,

Firepower-chassis # commit-buffer

451
WOHIE, 1024 By FDOF— P A ADF— U 7 EEHRLET,

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDZERY
ZOx— V7 OFEHEEREERL T,

TIAHILE FT— ) TDBER

7T AGB[PERINIY  GEHENHIRUINIC RS20 LIEBEE. 7740 b0Fx— U~
JRENE T FEVTHART 2 LE N H Y £77,

N

GE) T4V PFOXF—VU 7. FXOS FOFCM IC X > TORMEH S E T,

FIE

ATy EX=2 V70 B REMBLES,
Firepower-chassis # scope secur ity

ARTYT2 T74NFF—= Vo7 THR=V 7 wXa )74 E—RIADET,
Firepower-chassis /security # scope keyring default

ATYT3 TT74NVEXF— VU T EHAERLET,
Firepower-chassis /security/keyring # Set regenerate yes

ATYvT4 FIUH s varEaly FLET,

Firepower-chassis # commit-buffer
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il
W, T7HN b F— Vo T elmERT L6042 RLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

F— ) VT DRAZTERDIERK
EXATLa s FEDF— ) T DIEAEERDER

ATy

ATy T2

ATvT3

ATy T4

ATy TH

FIE

X274 BE— FEEBLET,

Firepower-chassis # scope secur ity

F— U/ Dar7 4 Xal—rarT—RIADET,

Firepower-chassis /security # scope keyring keyring-name

FRESNTZIPVA FT2IXIPV6 7 RL A, 737 7 7Y w7 A H—axy hOLAFIZHEHL
TREAZERZER L ET, FEAEERONNAT - RE2ANTEH LI TRkOENFET,

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

NZo¥rvarvrzaly bLET,

Firepower-chassis /security/keyring/certreq # commit-buffer

At =L ThrT7RA L7 h =TGRS ME AT REARRE FEER 2 KR L ET,

Firepower-chassis /security/keyring # show certreq

1

WOFITIX, BAF TV a v ffEDOXF— Y L TITONTIPVET L A CAEAEER %
fER L CERLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name
sjc04

Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer

Firepower-chassis /security/keyring # show certreq
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#A T avz0x—yvroianEERokn

Certificate request subject name: sjc04
Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQERBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAl1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1UJEQEB/wQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

RDERY

SEAEESROT F A M & BEGIN B L OEND T2 EHTat™—L, 77 A VIRELE
T, F— VT OHELZRET 5720, iEHEEREZEL 77 ANVE N T AR T U —
F TR RICEE LET,

NFARNKAU FEERR L., PT AN T A—00%ITH->7- 87 A FOFEAEDIEH
EF - ERELET,

HEA T a v EDX— ) T DIAEERDER

ATy T

ATy T2

ATvT3

ATvT4

ATy Th

FIE

X2 VT 0 T— RERBLET,

Firepower-chassis # scope secur ity

F— U roary4Xalb—yarET—FCADET,
Firepower-chassis /security # scope keyring keyring-name
AEEZER 2R L £ 77,

Firepower-chassis /security/keyring # create certreq

SHDFEL TV D EOEa— FERELE T,

Firepower-chassis /security/keyring/certreq* # Set country country name

ZERICBEEMT bR RAAL 2 2= =23 (DNS) 7 RV AZERELET,
Firepower-chassis /security/keyring/certreq* # set dns DNS Name
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HHMA Ta v REDX— Y VT DIARAEERDIER

ATvT6

ATy T1

ATvT8

ATvT9

ATv710

ATvIN

AT T12

ATvT13

ATy 714

ATy 715

AEAEZCRICEEM T DB F A=V 7 FLRAZRELET,

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail nhame

Firepower 4100/9300 >+ — D IP 7 FL AZIFE L 7,

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

FEAEZZR L CV D SO RN FET DT E L ITIT 2 E L £,
Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
AEAEAER L QWL AR E IR E L 9,

Firepower-chassis /security/keyring/certreq* # set or g-name organization name

Mk =y FEfRELET,

Firepower-chassis /security/keyring/certreq* # set or g-unit-name organizational unit name
AEAEERICET 247V a v ORAY— RERELET,

Firepower-chassis /security/keyring/certreq* # set password certificate request password
AEE A ZOR LTV D SO ARENFET DM E T TERX 2 fE L 7,
Firepower-chassis /security/keyring/certreq* # set state state, province or county
Firepower 4100/9300 > v — 3 OFEREM N A A A EBEL £T,
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
cNovHrvarvEaly hLET,

Firepower-chassis /security/keyring/certreq # commit-buffer

At =L THrI AR T o h—F 3G ERICRE TR RFEAEE R FZR L E T,

Firepower-chassis /security/keyring # show certreq

1

Y

GE) 27 XvaioY U—ATiX, TIsetdns] F72i% [setsubject-name] T FQDN % { -+

28y 7723y b5 T LEBEID TE A, FQDN TIEAVDNS 721347
Vs Mo E R U TRAEEF A ERLE S LT 5L, 27— AR—SnET,

WOFITIE, AT a U fEDXF— Y U TITONWTIPVET KL A CIEAEER %
fERR L CERRLET,

Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq
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ATv T

ATvT2

SIS |

set "ip 192.168.200.123"

set subject-name "sjc04"
set country "US"

set dns "bgl-samc-15A"

set email "test@cisco.com"
set locality "new york city"
set org-name "Cisco Systems"
set org-unit-name "Testing"

Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg* set state "new york"
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

HH oH o o o H I H

MIIBfTCBS5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1UJEQEB/wWwQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

RDBERY

SEAEESROT F A M & BEGIN B L OEND T2 & Tat™—L, 77 A VIRELE

T, F— VT OHELZRET 5720, iEHEEREZEL 77 ANVE N TARNT U —

FIITRERICEE L ET,

%?I‘_»\/%%ﬁgbij—o

> FDERL

FIE

X2 U7 4 E— FERBLES,

Firepower-chassis # scope security

N A MRA FEAERLET,

Firepower-chassis /security # create trustpoint name

AR RAL MEERL, FTRARNTUI—00Z T -7~ 8T 2 NOFERHED

AlEH
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ATvFT3 =

DT AR KRA L FOFEABEFREZFEELE T,

Firepower-chassis /security/trustpoint # set certchain [certchain]

g~ R CEAEHEREZRE LW E, v— REIER (CA) ~DR

H

IS5y r7A—LEE |

NAZERTD T

ANFAL DY A NEFRITEAEZANT DL L ITROOENET, AJIRNEDRDITIZ,
ENDOFBUF & AJJL T TLET,

-3

ATFvT4 NI YrvarEaIy NLET,

Firepower-chassis /security/trustpoint # commit-buffer

1
WROBNE, BT A RA L FEER L, BT A b RA » MIGEAEZ R L £37,

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

VVVVVVVVVVVVYVYVVYVVYV

\

>
£7+3yh421ido3n04MIGeBgNVHSMEgZYwWgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwWJVUzZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQDEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWERB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

RDBARY

ijﬂo

B 75vtor—sEE
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Y N L |

X— )OI ADEHEDA ViR— b+

1R BHHEIIZ
e X — U U VEHAEDIAEF = — A EFH N T AN ARA U MNERTELET,
e TR T U A—FITRGEREN L — U VU JEEHELZ RIS L E 9,

\)

GX)  HTTPS TT CICHREINTWAXF—U VIV OIMAESLEETAIEAT. HTLWIEBEL D)

ATy T

(29572 HTTPS Z HiEE+ 2 LB N H 0 £, FEMICOW T, HTTPS OFEEHE; (39
=) BEERL T I,

FIE

X2 VT4 T FZRBLET,

Firepower-chassis # scope security

ATy T2 HPEEELZIRSF— Vo r/Tar 7 F¥al—ar E—NIADET,

Firepower-chassis /security # scope keyring keyring-name

ATV T3 F— VU THEORSITLO N T A N T U —FIEGEGERICR L T A N RA v N EEE

L/i‘j‘o

Firepower-chassis /security/keyring # set trustpoint name

ATV T8 =V TRPEEZANLTTY vy o= R 500X 47T a 72 8L ET,

Firepower-chassis /security/keyring # set cert

TarF T, hTARNT AR ERIER D BT R R EO T X 2 h RIS AT E
T, FEMIEOH DITIC ENDOFBUF & AN LT, REMIEDANZET LET,

BE ZERAET, Base64 =2 1 — K X509 (CER) 74—~ N THILERH Y 7,

ATFYTS NS arEaly NLET,

Firepower-chassis /security/keyring # commit-buffer

il

R, FTAPRA L MEREL, GEAEZ X — U 72, VAR = M 262" L E
D

Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220

I5vr7r—LiEE
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Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

Vv
1
1
1
1
|

w

=

@

H

2

(@]

2

H

H

o]

g

H

=
i
1
1
1
VVVVVVVYVVYVYV

v
1
1
1
1
1

2

o

(@]

;

H

H

]

g

H

=
]
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDERY
X— Uo7 &HHLTHTTPS Y—E A2 & ELET,

HTTPS D& E

FE HTTPS CHEATA2AR—hex— V7 OEEEZED, HTTPS DR EE5E T Lz, hT7 oW
Py arvEREERIZaIy FTALETCIZ, BEOTNTO HTTP BLOHTTPS v o 3
NIEL R KBAULNET,

FIE

ATFYT1 VAT L E—FICAD ET,
Firepower-chassis# scope system

ATFYT2 VAT AP —E R T— REEBLET,
Firepower-chassis /system # scope services

ATy T3 HITPS h—ERZ A LET,
Firepower-chassis /system/services # enable https

ATFv T4 (EE) HITPS i i &SN A2 R— 2R EL £,

Firepower-chassis /system/services # set https port port-num

AT 75 ({EE) HTITPSIZX L TIER L7cF— U > V7 OA4RT 2 fHE L7,

Firepower-chassis /system/services # set https keyring keyring-name
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ATvT6

ATy 17

ATvT8

ATvT9

wres oz i

(fEE) FAAL U THHINOIHGZAL = EF2 VT 4 DLV EHRELET,
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode (Z1%, AT OWFNADOF—U— REfRETE 7,

« high-strength
» medium-strength
* low-strength

e custom : T—FEFEDKF 5 A A — MEBEOXFH IR ETE £,

(f£&) cipher-suite-mode 7% custom I[ZFRE STV A AL, RAAL VICH LT AX L L
~ULDREFAL— N X2V T o BB ELET,

Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string 1L 5 K 256 S0 THEL TE £ ¥, Z4UIE OpenSSL W= A A — MEARIZYE
W DMERDHY FF, REBRE, AXN—APRHELFIIENTEEEA, | GRERF) | +
(FFZR55) . - (A 72) L BRO: (mry) , FHHICOWTE,
http://httpd.apache.org/docs/2.0/mod/mod_ssLhtml#sslciphersuite & 28 L T < 72 &1,

7= & ZI1E, FXOS X7 7 4V b & LT T 2 iR AR O SCFFNIRD L 912720 7,
ALL: 'ADH: 'EXPORT56: ! LOW:RC4+RSA:+HIGH: +MEDIUM: +EXP: +eNULL

GE) cipher-suite-mode I% custom UUISMIFRE SN TN D EGE, 204 7 g STER S
WET,

(EE) GEERZYY 2 Maftid, ARV EITEDIC L ET,
set revoke-policy { relaxed | strict }

oI a B AT AREICZI Y PLET,

Firepower-chassis /system/services # commit-buffer

il

WOFITIL, HTITPS A *—7 L2, R— b ESZEM43ITHREL, F— V74 %
kring7984 |ZFXE L, BE AL — hDEF 2V T ¢ L% [highl IZEL, FT7 %
JvarvikEaly NLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

IS5y ror—LEE |}
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HTTPS R— FDZEHE

ATy

ATy T2

ATvT3

ATy T4

HTTPS — VY A%, T 7 4L F THR— b 443 THMEIZAR2 Y £9°, HTTPS 25 4 B—7LZ
THZLITTEERAN, HITPS #FHCHEH T R — MNIELETEET,

FIE

VAT N ET—FIZAD ET,
Firepower-chassis # scope system
VAT ALY —ER T RERBLET,

Firepower-chassis /system # scope services

HTTPS #5l T 2R — FafaE L £ 7,

Firepower-chassis /system/services # set https port port-number

port-number (Zi% 1 ~ 65535 DX AR E LE T, HTTPS I, 7 7 4/ N CiIR— k 443 TFH
o TOET,

MUY arm AT AREICAI Y FLET,

Firepower /system/services # commit-buffer

HTTPS R — R & A H L72#&IZ, BUEOT X TOHTIPS By v a v AWML o ES, 2—F
I, WO X2 IZH LR — b & L CTHJE Firepower Chassis Manager (22 7 1 >3 BB )
HYET,

https://<chassis mgmt ip address>:<chassis mgmt_port>

<chassis mgmt_ip_address> |%, #IHIEERFICATI LTy ¥ —3DIP 7 RV A ETZIIAR R MM,
C., <chassis mgmt_port> [I5%EN5E T L7 HTTPS AR— K T3,

1

WIZ, HTTPS R — BB & 443 \ZHEL., b TV o v a v 2MET D62~ LE
7,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
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HTTPS M HFZE)

HTTPS T4 CTIZHEINTWAF— 1 VI DOFFHEEZEF T 581, HT LWIFHEEZ %)
I 572 ODICHTTPS # FEEN T A M ERH Y £9°, FHIN=F— VU 7 THTTPS & FHiX &

ATy T

ATy T2

ATvT3

RTvT4

ATy TH
ATvT6

ATy FT17

FTHITIE, ROFIMEZHEHR L £,

FIE

VAT AL E—FRIZAD T,

Firepower-chassis# scope system

VAT AP —E R T— RERBLET,
Firepower-chassis /system # scope services

HTTPS ¥— VU v 27 %7 7 4/ MEICE L £7,
Firepower-chassis /system/services # set https keyring default
Mo H I va BV AT AREICZI Yy FLET,
Firepower-chassis /system/services # commit-buffer
ST L £,
TERL72%—V 7/ CHTTPS #E L 7,
Firepower-chassis /system/services # set https keyring keyring-name
oY rvarey AT AREICATI Yy FLET,

Firepower-chassis /system/services # commit-buffer

F—1) U7 DI

ATy T

ATy T2

ATvT3

FIE

X274 T— N LES,
Firepower-chassis # scope security
ZEIfTEDOXF— VT EHIBRLET,

Firepower-chassis /security # delete keyring name

N ¥rvarvazaly bLET,

wrres oy ]
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Firepower-chassis /security # commit-buffer

il
ROBITIZ, F— V7 2lIBRLET,

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

SR b ARA D DI

IR& HEIIZ
AN KRALERF— VU TICESTHEAHAINTWARWNWZ EEHERL T E I,

FIE

ATYyT1 BXa2V 70 E—FIAYET,
Firepower-chassis# scope security

AT T2 FHELIEZ N T AN RA Y FEHIBRLET,
Firepower-chassis /security # delete trustpoint name

RTYF3 hIv¥rvarvEaly FLET,

Firepower-chassis /security # commit-buffer

il
WIS, FTA D RA L FEHIBRT D612~ LET,

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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HTTPS M1k

ATy T

ATy T2

ATvT3

ATy T4

AAA [Z2DILVT

FIE

VAT L E— RIZAY ET,

Firepower-chassis# scope system

VAT ALY —ER ET— NGB LET,
Firepower-chassis /system # Scope services

HTTPS % —E X &I L £,

Firepower-chassis /system/services # disable https
NPT a B VAT AREICAI v FLET,

Firepower-chassis /system/services # commit-buffer

51
Wiz, HTTPS Nz L, hF oo avmaly 502 R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

2T, BREE, FFRI, BXOT AT T 4 IOV TEA L E T, sEc oW TE, RO
My 7 Z2ZRLUTIIZEN,

FRE, FFAl. BEOT T T 47 (AAA) 13, Ky RU =2 U Y —=Z~DT 7 & Al
RN =05, EARBL O, 3 X O — B X OBREITHLERIERIBHLZIT O —@#HD P —
EATY, GRREIE, 22— EHI L ET, R, RSN/ —TFNT 7k A D AT HEEN
HHY Y= ALY —ERERET LRI O—%FELLET, 7AWV T 4703 el oth
WA Sh DR & T —2 D) Y —2ZBHLET, ZALOAIE, Ry NT—7
FHBLOEX2U T 41T > THETT,

IS5y ror—LEE |}
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IS5y b Tr—LEE |

=DE
At a.

PRE T — Y 2T 5 5L T, EE., 2—VREN = LG RT— R E AT
THE, TIVBANRTFAESNET, AAAV—NF, 22— RADLTze A AFRET —4
N=2REENTWD = Or 7 AFRELK LET, v 7 A AAERB—ET 256,
2—HFFERy NI =T ~OT 7 EARFAIENET, 7 LT Uy ABR—FHLAR2NEEIE, 8
FEIRE L, Ry U= TR RIEGR SN ET,

VX — U OB & REET 5 K 9 1T Firepower 4100/9300 ¥ v —¥ AR ETE £9, I
IZiZ, koY a vy RNEENET,

* HTTPS
» SSH

YT —)L

HIL._I

IR Y v—EWHT 57 e AT, FOXLIBRTIT T4, VY—A, P—ER|Z
T BT I A 22— RS TWAONZHAM LEd, 2 —PFIIEREERIcSEIELhY
ATDTICART VT 4 BT 4 ZFF ] INDAHEENRH Y £97,

ThYOVT405

THOT 4T, T RBARIZZ—FRHEE L) V=X ELET, ZhZiE, VA&
TAERERITEy g v =R EZE LT A BRENEENET, TH YT 4

IR, FFAIEAEL BRA. B L RO, VY —RAEHR, X XU T 0 ST =TT
TAET IS ND Y v a COFEHER EEARGEHROr 7 2@ L TfThbhvET,

PBEE. FEAE[, PhYOUT 4 VO ROMEER

mun j: ﬂiﬁﬂfﬁﬂﬂ@‘é k%) muTjDJ:U\YjJ?/T/f /7&&%) {ﬁﬁﬁﬁé:&%}f%i
T WA TEMT, 2=V ORGERRKINHEA TV DILERD Y 3, TV T 4 7720
THEHATLHZEL, FEB LA E EQIEHTI L TEET,

YR—PEINTWEREL21A T
FXOS [ZRDIRFES A T H Y AR— b LET,
* [Remote] : IRDF v b T —27 AAA —E ARV HR—F S THET,
« LDAP
« RADIUS
« TACACS+
e[@—H/ (Local) |: ¥ —UE, 2=V =7 B 77 A LVERVALZ LN T —0

IWF— B R— 25 LET, AAA Y —_"ORDVIZ, ZOu—HILF —F_X— 25 fifi
HALT, =2—WWEF, 3BA[, ThHU T4 o T2+ 52 5 TEFET,
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AAA DF%E .

a—+H¥a—)

FXOS L, 2—H¥ e — L E Yo Te—h LB L0 T— A R—FLE T, Z
DB CAHRZLENTELZa— L IROEBY TT,

¢ [Admin] : ¥ AT ABRRIZHT DERREGAIY L EXIALDOT 78 AM, T 74NV MO
admin 7 A7 ME, T7A4NLM R TCIoa—ARNED Y CTHL, BEITTXEHA,

* [AAA Administrator] : =—%, B—/L BLO AAA FHEICKT Dt & EZIALOD
TR AME, VAT LOFRY OFITKT DB T T A,

BN

* [Operations] : NTP OF%E. Smart Licensing ® 72 % @ Smart Call Home DF%E, VA7 A 1
7 (syslog h—"E T —%Ete) 1T DRt ) LEXIALDOT 7B A, VAT A
DI DFRFTT HF A 7 7 & AR,

* [Read-Only] : ¥ AT AREICKT DA AT 7 A, VAT LREEZ LT T HHE
[RiZdH D £H A,

0= 2—HFLa—LOE Y Y TOFEMIZOVTIE,  [User Management] ZZM L TL 72
éb\o

Firepower4100/9300 7 77 A 7 A TRdiE, #FFl. 7HU T 4 7 (AAA) ZRET HT2D
DIEARR IR FNEDOBE /8T L ET,

1 =2—PREREOH Y A TEHRELET,
s [Local] : =—HEF & v — U /LEEGEIE User Management O —#3 T3,

s [Remote] : U E— K AAA ¥ — N T 7 B ZADF%EIL, [Platform Settings] D —#5T9,
BARPIZIZR D £ B0 TT,

+ LDAP 7'/ NA X —DFHE (44 ~X—7)
*« RADIUS 7' 12 34 X —DFHTE (49 <—)

* TACACS+ 7' A X —DRE (52 X—)

\)

CE) VE— b AAA T —A"—ZHEHTLHEE, Yy —rTUE—h
AAAY— /=T 7 ¥ RAERET HANC, U E— h—/3—=TAAA
P—ERAZ AL TRET DXER DY £,

2. T7AN MO REFEELET, Zivd User Management O —ii T3,

I5vr7r—LiEE
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\}

LDAP 7 O/\A & —

GE) 57 )b FOFRREE 22— /V%ggﬁmﬁjjﬁﬂ:] CUVE— MR ;JE7 i N )2 (RADIUS
TACACS+, F72IXLDAP) ZfEH T2 L9 ICREIN TV DL, EDOH — O EDFFE
OMEAEEFTHZ L1 (&2, = DHIERC, Bl Y TOIEFOEE) . ZhbD
A—YREEZEHTHILRLTIETEERA,

—MDETE

LDAP 7ONA A —D T ONT 1 DEFE

ATy I

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

TDRAYTRETDHTaXT 4N, TDEZATOTRTOT NN, Z—EERHDOT 7 1V Mk
ETT, faxDFa g B — 20T D T T  OFREDSENTWVAIES . FXOS TF
®%ﬁﬁﬁ%éﬂ\?7zwbﬁﬁiﬁﬁéﬂiﬁo

Active Directory 7 LDAP #— 3 b LT L TV 585 1%, Active Directory #—/3T FXOS |2
NAVRTL2—=FTHT FEAFRLET, ZOT7 AUy M, $IBRINIZR 5203
U—FERELET,

FIE

X2V T4 T— FEBBLET,

Firepower-chassis# scope security

¥ =2 UT 4 LDAP E— REBA L ET,
Firepower-chassis /security # scope ldap

BELBMEE G L a— N7 = _X—2RBERELET,
Firepower-chassis /security/ldap # set attribute attribute
HE LA 2 G L a— RICT — 2 _X—2ARBERE L ET,
Firepower-chassis /security/Idap # set basedn  distinguished-name
HBELIEZ ANV ZEGLLa— RIT —Z_X—2ARBEREL £,
Firepower-chassis /security/ldap # set filter filter

Z 2T, filter IXLDAP — _XTHEHT S 7 4 L ZEMHTT (cn= $userid. sAMAccountName =
$userid 72 &) . T4 A ZIZIE Suserid NEENTWALENRH D 97,

VAT AP =N U REEE L CEETT HEIIZ, LDAP % — 305 OINE & RO & %
ELET,

Firepower-chassis /security/ldap # set timeout seconds

Moo W orva Bl ATARTIZaI Yy FLET,
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oap 70,54 5—oter [

Firepower-chassis /security/ldap # commit-buffer

1

WOFITIiL, LDAP JEME% CiscoAvPair |12, ~— Aik54 &
DC=cisco-firepower-aaa3,DC=qalab,DC=com] |2, 7 1 /L& % sAMAccountName=Suserid
2. ZA LT MEREEZ SBICREL, P rvarazaly PLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower—-chassis /security/ldap* # set filter sAMAccountName=$userid
Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

\}

CE) =—¥nm A%, LDAP = —H D DN 23255 XFABx 5 LRI L£9,

RDERY
LDAP 7' /A X —Z B LE T,

LDAP 7 O/3\A #—D1ERL

WOFINEIZFEVN, LDAP 7 u A X — (ZDT F T4 T 2 AT LDAP X—Z D AAA H—E X
ERHETLRHEDY T— hh—R—) ZERXBLUOHRTELET,

\}

ATy T

GE)  FXOS TliE. &K 16 D LDAP u A ¥ —%H R —F LET,

1R BHEIIZ

Active Directory % LDAP #—/3 & U THEH L TV 541X, Active Directory —/3"C FXOS (2
NA Y RT D= TH T FEfERLET, 20T I 0y MOE, $IREIICZR SRV
U—RERELET,

FIE

X2 VT4 = FERRLET,

Firepower-chassis# scope security

I5vr7r—LiEE
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B o Sosss s—o e

ATvT2

ATvT3

ATv74

ATy TH

ATvT6

ATy T17

ATvT8

X2 U5 1 LDAP E— R&EBBELET,

Firepower-chassis /security # scope ldap

LDAP %h— N f U AZ U AZAMERL L, % 2 U T ¢ LDAP — 3 E— REBIA L 97,
Firepower-chassis /security/ldap # create server server-name

SSL WA £hDY54 . server-name 1L, SEF IP 7 KL A E 721X FQDN & 720 | LDAP H—\DF
X2 U7 4 FEHENO CommonName (CN) & EFEIC L TWARENRSHY £9, IPT KL
APRE SN TV OHEEZRE DNS H—R"EZRETLLERH Y £,

(R 2=V m—rur—LOEzRET S LDAP B2 EL £,
Firepower-chassis /security/ldap/server # set attribute attr-name

IOTunRT 1F WIS, AHTSEONT TIRESIE S, VAT A, 2—=F La— T,
ZORMA L BT DR LET

77 4V b DJENED LDAP 78 X —IIRE SN TWRWERIT, ZOEPLETT,
() VE—bha—¥FRrrf oL, VAT ARZO2—FLHIZESN T2 —F DODNOHR
1Faihn & EIT, —\DBKZ G 2 LDAP ENORE D4 23 E L E T,
Firepower-chassis /security/ldap/server # set basedn basedn-name

~N—ZDNOE I X, #K 25530506 CN=username DE S Z 3| Wz R IICRET HZ LN T
& FE7, username |2 XY, LDAP #iiE% i L T Firepower Chassis Manager % 721% FXOS CLI
W7 7EBALEY ET 5V E— ha—FRiBI S ET,

77 v hOX—=Z DN LDAP 70 A Z—HICHE STV RWERIE, ZOESSBET
D

{EE) X—ADN FOTRTOLFT V=7 MIHT DiiAH 0 HEIR & RERHER %2 Ff>. LDAP
T—=HN—=2 TRy hO#@S4 (DN) ZRELET,
Firepower-chassis /security/ldap/server # set binddn binddn-name

YAR—=FENDA MY T OReREL 255 307 (ASCID) T,
(fEE) LDAPMiRZ, EFESNIZT7 4 N Z L —HT 22 —FAITHIRL £T,
Firepower-chassis /security/ldap/server # set filter filter-value

Z 2T, filter-value X LDAP % — NTEH T2 7 4 L Z JEMETT (cn=$userid, sAMAccountName
=Suserid 72 E) o T4 A ZITiE Suserid NEENTWAMLERHY £9°,

T 7N bDT 4V ZHLDAP TR, Z—ICRE SN TV RWIGEIE. ZOMEALET
ﬁ—O

SAYKDN THRELZLDAP 7— 4 RX—A T HU YV hO/RAT— RERELET,
Firepower-chassis /security/ldap/server # set password

NAT— RERET HIZIE, setpassword =~ FEZ AL TH» 5 Enter 2L, 7m o7
FCHFR—EEZATILET,
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ATvT9

ATy 710

ATy I

ATvT12

ATy 713

ATv 714

ATy 715

oap 70,54 5—oter [

BEHEASCU XL FH AN TEES, 22, 1§ (87varics) o 7 CGERIF . T=
(55) 1IRE £,

(f£E) FXOS TZD7 R, X —4ha—VFORGEERATAIEFEZHEE L E T,

Firepower-chassis /security/ldap/server # set order order-num

(&) LDAPV— L O@EIEA+T AR — FE2EEL £, EYER— bFEF1%389 TT,

Firepower-chassis /security/ldap/server # set port port-num
LDAP — N Lilf5 35 & X O SLOERZ AL EITT 4 BE—7 M LET,
Firepower-chassis /security/ldap/server # set sl {yes | no}
T 7 a IR EEY T,
cyes : BEBALBAMETT, BE{bEx I — hTEARVWGEAR, Bkl Ed,
*no : BEEALIXIERN T, REEEHRIZZ VT 7R AR E L TEFEINET,
LDAP Ti& STARTTLS BMEH S ET, ZHuc kv, AN— b 389 Z ] L 7=k 5{LidfE 23 Al
REIC7e D £,

LDAP 7 — X X—=Z~DRWEDENF A LT U T2 ETORERELEELET,

Firepower-chassis /security/ldap/server # set timeout timeout-num

1~ 60 PO A AI1T 250, 0 (Ea) ZAJJLTLDAP 7 r A X —THE L7 v —N
WV EALT T MEEFERLES, T 7410 ME30RTY,

LDAP 7' 1 A F =0 — N OFEfl i o v X —a e L £,
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
AT aFROEEY T,

e ms-ad : LDAP 7 1234 % —[X Microsoft Active Directory T3,

- openldap : LDAP 7' 1 /34 & —[X Microsoft Active Directory Tidd V) £H A,
(EE) EAFERDY X MaEZ AR L X,
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

GE) DBEIL. SSL B FTRE T H DEH AT DAALNTT,
NPT a B VAT ARECTI Y FLET,

Firepower-chassis /security/ldap/server # commit-buffer
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il

TS5y b7+ —LERE

WOFITIL, 10.193.169.246 &\ 5 L RTDO LDAP H— 3 A A2 % o 2% VERL L. binddn,

NAT— R, A, R—F, SSL, X F—@thzkEL, Ty riargealy

FLET,

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis /security/ldap/server* # set order 2
Firepower-chassis /security/ldap/server* # set port 389
Firepower-chassis /security/ldap/server* # set ssl yes
Firepower-chassis /security/ldap/server* # set timeout 30
Firepower-chassis /security/ldap/server* # set vendor ms-ad
Firepower-chassis /security/ldap/server* # commit-buffer

Firepower-chassis

/security/ldap/server #

WOFITIE, 12:31:71:1231:45b1:0011:011:900 & W\ 5 4 BD LDAP — X f LV A H R
ZER L, 2N RDN, /32U — K JIEfF, "— b, SSL, XU ¥ —EIEEZRE L.
FNS oW o a s RHELFET,

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis /security/ldap/server* # set order 1
Firepower-chassis /security/ldap/server* # set port 389
Firepower-chassis /security/ldap/server* # set ssl yes
Firepower-chassis /security/ldap/server* # set timeout 45
Firepower-chassis /security/ldap/server* # set vendor ms-ad
Firepower-chassis /security/ldap/server* # commit-buffer

Firepower-chassis

LDAP 7O/ 4 #—DHIk&

FIE

ATy I

/security/ldap/server #

X2 VT 4 BE— RERBLET,

Firepower-chassis# scope security

ATy T2

X% =UF ¢ LDAP E— FZBAA L F 1,

Firepower-chassis /security # scope ldap
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ATvT3

ATvT4

rapius 7o/31 ¥—oiE [

BE LI —ZHIBRLET,
Firepower-chassis /security/ldap # deleteserver serv-name
MW I va B AT AREICZI Yy FLET,

Firepower-chassis /security/ldap # commit-buffer

1

WIZ, ldapl & WO AHTOLDAP Y —ZHIfRL, N T 7 varvizaly M54
ZraLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS 7O/ N4 & —DEE

RADIUS O/NA A —D T O/ T 4 DHE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

TDHATTRETAHTO/NT 4N, ZOXATDTRTCOT a [ X —EGDT 7 /b bi%
ETT, e DT asg L= FRnpd 7 axT s OBRENGENTWDHHE, FX0S TF
DR EMER SN, ZOF 740 FREITERINET,

FIE

X2 UT 4 F—FEBLET,

Firepower-chassis# scope security

%2V 1 RADIUS £— RZ Bt L £7,

Firepower-chassis /security # scope radius

(FE) V—"ZHF T REEL L TEAT DRIIZ RADIUS V— & Oi@(E 2 k(179 5 [EE
ZHELET,

Firepower-chassis /security/radius # set retries retry-num

(EE) VAT LY =X R E L ClMT HR1IZ. RADIUS Hr— 3725 DIGE 215
O AR E LT,

Firepower-chassis /security/radius # set timeout seconds

oW I a2l AT ARTIZaI Yy FLET,
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Firepower-chassis /security/radius # commit-buffer

1

WOFIL, RADIUS Y F T A4 Z4ICREL., XA L7 7 MEREZ30ICREL. b
VY varvEaly hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

N

RDERY
RADIUS 7' 1 /A H—Z B L E T,

RADIUS 7O/ B —DYERL

WDOFENEIZHE, RADIUS 81 X — (ZDT F T A7 2 A2 RADIUS _X— 2D AAA H—
ERAEZRMETAIEFED Y T— h Y —N—) FEBEBBIORELET,

\)

GE)  FXOS TliL. &K 16 ® RADIUS u (4 X —%HR—FLET,

FIE

ATYT1 BX=2 074 T—FEBBLET,
Firepower-chassis# scope security

ATw T2 EX=2UF ¢ RADIUS F— R&HE L E7,

Firepower-chassis /security # scoperadius

AFv T3 RADIUS — N f v 2 Z L ZAZAER L. ¥ = U T 1 RADIUS — X F— FZ BB L E7,

Firepower-chassis /security/radius # Create server server-name

ATv 74 ({EE) RADIUS — L OBEICERT LR — FEfEELET,
Firepower-chassis /security/radius/server # set authport authport-num
AT Y75 RADIUS h—/ F—ZRELET,
Firepower-chassis /security/radius/server # set key

F—HZHET DI, setkey I~ REASLTHS Enter 2L, 7m 7 b TxF—fi
EATILET,
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ATvT6

ATy 71

ATvT8

ATvT9

rapius 7031 4—auik [

FEHEASCH LT H A TEET, =L, 1§ (BZ7varvis) o 120 GERIFH) . T=
(%&5) 13br&E £,

(ER) ZOV—"BITSh2EFZHEL £,

Firepower-chassis /security/radius/server # set order  order-num

(EE) Y— %X U RREL L Clkid 2 a1l RADIUS ¥ — 3N & OiffE & Fal T3 2\
ke LET,
Firepower-chassis /security/radius/server # Set retries retry-num

VAT AR =R H T RREL LTl HRIZ. RADIUS B —/30 5 OIE & OB
) ZHELET,

Firepower-chassis /security/radius/server # Set timeout  seconds

ek RADIUS 7' 1 A X —Z “HEFELZRINT 2 5E51E, T EWARALTD MEE
BMETHZ LMWL E 1T,

NI a2 AT AREICTI Yy NLET,

Firepower-chassis /security/radius/server # commit-buffer

1

WOFIIL, radiusserv? & WD ZAFTDOF—sN A U AX U ABVER L, FRER— - % 5858
WZRE L, ¥ —% radiuskey321 IZE L, EFA 2 IZRE L, BRITEEE 4 [FIZEK
EL, A4 L5T7 U ME30IZEREL, hTFor¥Frvarvrzaly hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2
set retries 4
set timeout 30

#
#
i
# commit-buffer

RADIUS 7O/ & —DHlkk

ATy T

FIE

X2 U7 4 E— FERBLES,

Firepower-chassis# scope security
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ATv 72 EX=2VU7 1 RADIUS E— RABAM L ET,
Firepower-chassis /security # scope RADIUS
ATV T3 BELIY —ZHIRLET,
Firepower-chassis /security/radius # delete server serv-name
ATVT8 FTUF T arEVATAREICAI Yy PLET,

Firepower-chassis /security/radius # commit-buffer

151
WOFHNL, radiusl &V H RADIUS — "ZHIRL, hFov¥r7varaaly hLE
jAO

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

TACACS+ 7 O/\ A #—MDEXTE

TACACS+ ONA A —DTO/NRT 4 DETE

TDEARATTHRETHTaNNT 4N, ZOZATOTXTOTaNA Z—E0OT 7 + )L M %
B FET, frD7 o X —0DFREIZWTNNDO T a8 T 4 OFRENEGENTNDY
A, FXOS TEOHRENMEH I, ZDOFT 74V M ElEEHR I N E T,

\}

()  FXOS v+ —%, Terminal Access Controller Access-Control System Plus (TACACS+) 7’1 k=
NDASY KT T T 4 o T HYR—F L THEREA,

FIE

ART9T1 EX=2 V74 E—NERMBLET,
Firepower-chassis# scope security

ATw T2 X2V T ¢ TACACS+ E— RZBBE L ET,

Firepower-chassis /security # Scope tacacs

AT T3 (EE) VAT LN —REL 7 REEE L TEAT SR1IZ. TACACSt — 3005 DIRE %
FEOWRE 2 E L E T,

Firepower-chassis /security/tacacs # set timeout seconds
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tacacs+ 751 4—otks [

1 ~60 BOBEEELZANLET, 774/ MAZ ST,

ATFYTd "I W I a B VAT AREICTI Y FLET,

TACACS+ JO/\A & —

Firepower-chassis /security/tacacs # commit-buffer

1

WwOBNIL, TACACS+ Z A L7 7 MUllgZ 45 BICHREL., I o¥Froavidaly
FLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

RDERY
TACACS+ 7' A X —EERR LT,

DR

KO TFNEIZHE, TACACS+ T 13 H— (ZDT 7T A T 2 AT TACACS+ N— A D AAA
Y- AR O/EDY T— b — =) ZERBLOBEL LT

\}

GE)  FXOS TliL. &K 16 O TACACS+ 7 ua A X —ZHPR— K LET,

ATy T

FIE

tXx2VT7 4 E—FERBLET,

Firepower-chassis# scope security

ATw T2 X2 UT ¢ TACACS+ E— FEBHIE L £9,

Firepower-chassis /security # Scope tacacs

AT 9 T3 TACACS+ H— 8 f L AH o ZAEAERK L, TACACS+ ¥ — 3 £— RZBME L 9,

Firepower-chassis /security/tacacs # Createserver server-name

AT v T4 TACACS+ Vr— R F—Z4FE L E7,

Firepower-chassis /security/tacacs/server # set key

F—HZHET DI, setkey 2~ REASLTHS Enter 2L, 7r 7 b TxF—ff
EANNDLET,
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FRUEASCI LT A TEET, 7272, 1§ (Brvavids) o Tl GEMR) | =
(%F5) 1FREET,
ATv 7S5 (TR ZoV—\B3RITEn2IEFEHEELET,
Firepower-chassis /security/tacacs/server # Set order order-num
RATYT6 VAT AR =L 7 AREL L TR DS, TACACSt B —/3702 5 DJIRE & Ol
A E L £,

Firepower-chassis /security/tacacs/server # set timeout seconds

Evk TACACS+ 7' /34 X — L BRI EIRT 2581, KuEmnwy A L7 7 ME
BRETHZ L HEHELET,

ATyTT1T (HEE) TACACS+ H—NEDBEIMHENTHR—FEHEELET,
Firepower-chassis /security/tacacs/server # Set port port-num
ATYT8 MW Iy a BV AT AREICTI Y FPLET,

Firepower-chassis /security/tacacs/server # commit-buffer

1

OB, tacacsserv680 &\ AFTDY— A A LZ L ZAAFR L, F—% tacacskey321
ICREL, EFAZ 4 ICREL, RBIER— & 5859 IZREL., MTvHFrvavika
Iy hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4

Firepower-chassis /security/tacacs/server* # set port 5859

Firepower-chassis /security/tacacs/server* # commit-buffer

Firepower-chassis /security/tacacs/server #

TACACS+ 7 O0/51 & —DHI&

FIE

ATV Tl BxX2V T4 T—REfBLET,

Firepower-chassis# scope security

AT T2 X2V T ¢ TACACS+ E— FZBAE L £7,

Firepower-chassis /security # Scope tacacs
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ATvT3

ATvT4

yx— A y—gEokER [

BE LI —ZHIBRLET,
Firepower-chassis /security/tacacs # delete server  serv-name
MW I va B AT AREICZI Yy FLET,

Firepower-chassis /security/tacacs # commit-buffer

1

WDOBHITIL, tacacsl &9 TACACS+ YV — RZHIBRL, hTo¥Frvavzazal v b
L/ji‘g_o

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

JE—  AAA H—/\FBFEDIEE

ZZTClX, FXOSCLI #fH LT, SFIFRVET— M AAA V—OBITHRTCEHERT D)
FEIZOWTHBHLET,

IRFE D FXOS FREEERE DHERR

WOFHITiL, showauthentication =< > R & L CHAED FXOS iRGER E & M4 5 HiEx
RLUET, ZOFITIE, LDAP ’F8FEDT 7 4/ hE— RiZ7e ) £97,

firepower# scope security

firepower /security # show authentication

Console authentication: Local

Operational Console authentication: Local

Default authentication: Ldap

Operational Default authentication: Ldap

Role Policy For Remote Users: Assign Default Role
firepower /security #

IRTE ) LDAP 1R D FEER

WROBFITIE, 1dap E— KT show server detail =~ > K& LT, BIfED LDAP HEK DR E &
R+ 2 HEERLET,

firepower# scope security
firepower /security # scope ldap
firepower /security/ldap # show server detail

LDAP server:
Hostname, FQDN or IP address: 10.48.53.132
Descr:
Order: 1
DN to search and read: CN=cisco,CN=Users,DC=fxosldapuser,DC=lab
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ax

TE DFER

Password:

Port: 389

SSL: No

Key:

Cipher Suite Mode: Medium Strength
Cipher Suite:

IS5y r7A—LEE |

AT: 'DERKAESSCARCTA: HHRA TSR3 TS TSRS TIESRC3-GHA: 1ATH: | 33S: EXRORIA0: IEXRIRIS6: [TOW: IR4: IMED: ! TORA:AHIGH: MEDIUMAERP:HeN T L

CRL: Relaxed
Basedn: CN=Users,DC=fxosldapuser,DC=lab
User profile attribute: CiscoAVPair
Filter: cn=$Suserid
Timeout: 30
Ldap Vendor: MS AD

firepower /security/ldap #

IRTED RADIUS #ERLDTER

WwOH T, radius F— R T show server detail =~ > FZ&{#H L T, BIED RADIUS Rk D%

ExER T 2 EERLET,

firepower# scope security
firepower /security # scope radius
firepower /security/radius # show server detail

RADIUS server:
Hostname, FQDN or IP address: 10.48.17.199
Descr:
Order: 1
Auth Port: 1812
Key: **xx*
Timeout: 5
Retries: 1
firepower /security/radius #

IRTED TACACS + 5% E DHFEER

OB T, tacacs E— KT show server detail =~ > K& L T, BIED TACACS+ #Epk D

WE et 2Tk E R LET,

firepower# scope security
firepower /security # scope tacacs
firepower /security/tacacs # show server detail

TACACS+ server:
Hostname, FQDN or IP address: 10.48.17.199

Descr:
Order: 1
Port: 49

Key: * Kk kK
Timeout: 5
firepower /security/tacacs #
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Syslog D& E .

Syslog DEETE

ATy 1

ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T1

VAT A BX TR, T ADD syslog T —E LV EFITT D= ADRA v =TV EINE
T 5HIETT, e syslog F—"~m X 71X, v /7 BL07 7— FOEMIELLET,
syslogth—E R, iAo 74 X2l —ar 77 A M- T, AvE—VEZELT
T A MR T D, A LET, ZoBlouxX s E, e SHOR#ES - E A b
L—UREHLET, v i3, V»—F DN T TN a—T 4 TRBIVAL T NLELD
W7 CESLLET,

FIE

EF=FY 7 = FEHBLET,
Firepower-chassis# scope monitoring
a2 =D syslog DIEEEZHMEETITT 4 =7 M LET,
Firepower-chassis /monitoring # {enable| disable} syslog console
(EE) RrRT2A vt —VOREL NV EEIRL ET, syslogMEMAIEETH 25, A

FATIFOLR_AL FEOAvE—V5ary ) —VCERLET, LUV F T g 3EREAMED
BREC % FRRnSNnET, T 74/ hO L~ Critical T,

Firepower-chassis /monitoring # set sysog console level {emergencies| alerts| critical}

AR —TF 4 T VAT A D syslog lEHRDOE=H V) > T EHMLEZITT 4 E—T1IC
LET,

Firepower-chassis /monitoring # {enable| disable} syslog monitor

(ER) #rRTHA v E—VORERLVVZERLET, T=FDRENFGROLE., VAT
DFZEDL~VULEDRA v =V FRRLET, LI ATy g BRSO RIAT KRR
ENET, 77 A/ D LT Critical TT,

Firepower-chassis /monitoring # set syslog monitor level {emergencies| alerts| critical | errors|
warnings| notifications | information | debugging}

GE) terminal monitor =~ FZ AJJ L7GEIC721F, Critical KD FO LD A
U NHEROE =X ITEREINET,
syslog 7 7 A /L ~D syslog (MO EFEZ AL EAMEETIZT 4 E—T7 VI LET,
Firepower-chassis /monitoring # {enable| disable} syslog file

AyE—URRESND T 7 ANDOAHERELET, 77 A NVAIT16 LFETANTEE
ﬁ‘o

Firepower-chassis /monitoring # set syslog file name filename
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ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

IS5y r7A—LEE |

EE) 77 ANMURGTETHA v E—VORIEL A~V EBIRLET, 77 A LVORENED
Lo, VAT AEEOLNVLLED A v —T % syslog 7 7 A MR LET, LoUL A
va NIREMORIEC—ERrINET, T 7 4/ D LULT Critical T,

Firepower-chassis /monitoring # set syslog filelevel {emergencies| alerts| critical | errors| warnings
| notifications | infor mation | debugging}

(ER) BHOA Y=V TROEVWA yE—UN EEXINDFORKT 7 AV F A X (N
A NEAL) ZFEE LT, ARNRHIPHIT 4096 ~ 4194304 /31 BT,

Firepower-chassis /monitoring # set syslog file sizefilesize

K 3 B DI syslog B —73~D syslog A v E—VDOEEERELET,

a) ‘K 3B DIES syslog — 3D syslog A v —TDOEEEFIMLE1ET + =T
LET,
Firepower-chassis /monitoring # {enable|disable} syslog remote-destination {server-1|server-2
| server-3}

b) (EE) e IR GET Ay E—VORKL-VEEIRLET, UVE— MNEEPER
I > TWAEE, VAT AIFDOL~ILLL ED A v E— 25— B E L ET,
VL A7y g SEBRAORIET-EEREINET, T 74 bD L ~ULi Critical T
7

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies| alerts| critical | errors| warnings| notifications| information | debugging}

©) FBELEYE—] syslogh—"DOFRR N EFIZIP 7 RLAZBELET, w2 ML
256 XFF TAITEET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1| server-2 | server-3}
hostname hostname

d) (EE) fBELLYE— bsyslogh—NZEES N D syslog A vE—JICEHEENDL T 7
V74 LV ERRELET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1| server-2 | server-3}
facility {localO|locall|local2 | local3|local4 | local5 | local6 | local 7}

O—ANVEETERELET, AMEEZEZT BT T B2 —B LB ELI i, RO
a<vw s REATTLET,

Firepower-chassis /monitoring # {enable| disable} syslog source {audits| events| faults}
WOWNT IR £,
caudits: TRTOERD 7 A X hoaX o 7 E2HENEITEHILET,
cevents : TRTDY AT A AR bOUX U T RGN EITENLET,
cfaults: TRTCOV AT AEEO R X V2GR ETITENT L ET,

N ¥rvarazaly bLET,
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Firepower-chassis /monitoring # commit-buffer

il

ROFNE, v =N 77 A NVDsyslog A vE—Y DAL —V% A X —T ML, b
Ty rvarkaly NLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

DNS H—/\D&FE

VAT LTHEARNDIP T KU ASOFRPMERGAIL, DNS —"E2RET 2 LE N H
DEd, 2L 2E, DNSP—R—ZREL TWRWVWEEIE, Vv —VICETIREEITY & &
12, www.cisco.com 72 EDLFI A TE £ A, T—XDIPT RV AZFEHATILELH Y
F4., 2T IPE EIEZIPV6e 7 RL AW TN ZHHATEE34, K450 DNS #—
NERETEET,

\}

GE)  BEODODNS V—RERETIHHE., VAT AL DV —"OREBIEILT X 27320 97,
0 — A VEM < K3 DNS 4 — OB A VE LT 554, 350D DNS v —_"Dhi T
X UTHRBELET,

FIE

AFYT1 VAT A ET—FICAD £7,
Firepower-chassis # scope system

AT T2 VAT AP —E R ET—FERHBLET,
Firepower-chassis /system # Scope services

AT v T3 DNS V—R_EZEREIFHIBRT 212, kOE4THa~r REANLET,
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cFRE L2 IPv4 F£721XIPv6 7 KLV AD DNS 4 — &+ A LI AT LA EZHRET S
5

Firepower-chassis /system/services # create dns{ip-addr | ip6-addr}

« JEE L7z IPv4 £721X IPv6 7 K LA D DNS H—ZHIERT 254 -
Firepower-chassis /system/services # delete dns{ip-addr | ip6-addr}

ATV v TUW I a B VAT AREICaIy FLET,

Firepower /system/services # commit-buffer

il

WOFITiL, IPvd 7 KL A 192.168.200.105 2> DNS —RZREL. F TP 7
varkalv hbLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

WOFHITIX, IPv6 7 R LA 2001:db8::22:F376:FF3B:AB3F % > DNS — %3 E L,
N YrvarkEaly hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

WOFITIE, IP7 R LA 192.168.200.105 ZFFODNS — & HIFR L, FF7 %7 =
yEZaly bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

FIPS E— FOHEIL

Firepower 4100/9300 > — 3 C FIPS E— RZ G T HITiF. WOFIAZFEITLET,
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ATy

ATy T2

ATvT3

RTvT4

axv 49545707 T roant |

FIE

FXOSCLI 5, X =2V T 4 == F&EBLET,

scope security

FIPS E— RZ AN LET,
enable fips-mode
REEMEELET,
commit-buffer

VAT L EELET,
connect local-mgmt
reboot

FIPS E— RBHENZ /> TWDGEIL, PSS ¥ —H A4 XL T3V XABFIRE I E
4, MIO IZ, CiscoSSL & FIPS 7' 2= 7 hEY 22—/ (FOM) %4 L T 5{bA21T\F
T, TAUTED ., ASAMB O BALT A 7TV DOERELIOCHW 7 78T L—1 3 > L g
LT, FIPS DRRFENEZIT 0 £97,

RDZRY

FXOS Y U —220.1 XV LHIE, 734 ZADHEA)OFXERIAERR L7z SSH AR A~ F—723 1024
By Min—F a—RF&NTWE L/, FIPSBLORaE®L 7 747 ) TRREEMHICHERT S
Wi, ZOHWERA M —Z2mEE L, [SSHAR A Fx—04AR] Tz il 2 FIE 2 {# H
LTHLWHERA M —2ARTI2HLERDHY 9, ZNOOBMPIEEFEIT LRV &, FIPS
E—RZEHEMNILTT NS A% Y 7 — hL72&IC, SSHEEH L TA— NS FIoHEi T& 7
<720 F£¥, FX0S2.0.1 DABEZBEH L CHIIRR EZIT o 72358015, HTLWARR b F—% 4Rk
TOMEIHY FHA,

A€ 92477 E— FOAEZME

&

ATy T2

Firepower 4100/9300 > ¥ — L CaEy 7 747 V7 &— REFAIT HI2IE, ROFIEE
FATLET,

FIE

FXOSCLI 2°6, EX =27 4 E— FEBBLET,

scope security

aFL IIAT VT T— REAMMTLET,
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enable cc-mode

RATYT3 RELMELET,

commit-buffer

ATV T4 VAT LEFHETHLET,
connect local-mgmt
reboot

SaFL I TA4FT YT (CC) IFarta—FtvXa )T ¢ [T EEEEMETT, CClx., FFHE,
A, aX U, NAU— R, TLS, SSH 72 BICEAEZBEWTWE T, FEARIIC FIPS #EHLE
AifE & L CWET, FIPS E[AERIC, v Aaid, NISTRETZ AR HX—EHHLTT AL
NIAP ~DfgHZ1T> TWET,

CCE—REZAMMZTDE, YAR— T HIRERHLTNVTY XL, BEFAAL— b, BLUE
BED U A F3HIFR 41 FE T, MIO (%, Network Device Collaborative Protection Profile (NDcPP)
W2 U CaMli S 4L E T, CiscoSSLIE, 1FEAENCCar T T4 7 o AHTA RIZRHE ST
HEHO—MOIREHEHATEET,

RDEZRY

FXOS U U —22.0.1 XY LI, 73 ZADOEMOFKERFZIER L7z SSHAR A ~ F—2% 1024
By M=K a—RFE&nTWE Lk, FIPSBLOaE®L 7 747 ) TREEMHICHENLT S
WZIZ, ZOHWERR FF—ZEE L, [SSHARZ M —D/ERL] T A i % FE 2 4 1
LTHLWHRA R —Z24ARLTH20ERHY £3, ZNOOBMFIEEZFETLRNWE, IFY
IIATVT T—REANNILTT N, A% U T — | L7-#%IZ, SSH 2 L TA—/,341
PIEHETE72< 720 £9, FXOS2.0.1 LIFEZMHH L TR EZITo72HmE1E, LA R
b X —ZERTHMETHD EHA,

P7O0tA)RMDEHRTE

77 4V N CiL, Firepower 4100/9300 ¥ ¥ — 2 —H /L Web Hh—/"~DFT_XTHOT 7 & A
EHEASELET, PT7R8AVANE, FIP 7y 7 OFFa SN —EADY A AL
TRETDHDMENDH £7,

IP77EAYZXNMI, kOFa harzdiR—~LET,
« HTTPS
« SNMP
« SSH
IP7 FLRA (vdF72IEve) OF Ty 7 T, RI0EORLDZY TRy FEK{P—ER(IC

HLUTHRETESET, YT7Ry b20, V74 v 7 A% 0 LHHET D L. ¥ — ERITHEHIIR
ICT 7 BATED L2 £,

B 75vtor—sEE


https://cisco.sharepoint.com/Sites/CommonSecurityModules/SitePages/CSM%20Document%20Main%20Content.aspx
b_CLI_ConfigGuide_FXOS_2111_chapter7.pdf#nameddest=unique_113

| 75y rod—L
P72y rogz [

FIE

RATv 71 FXOSCLI /b, H—ER E— REBttLE7,
scope system
scope services
ATvT2 TI7RATELLSTT DY —EADIP 70y 7 ZFKLET,
IPv4 DG
createip-block ip prefix [0-32] [http | snmp | ssh]
IPv6 DG4
createipve-block ip prefix [0-128] [http | snmp | ssh]

151
WORFITIL, IPv4 T RV ATy 7 Z2{Erk,. AJj, BLOWEGR L, SSHIZT 7 & AT
HIHEERLET,

firepower # scope system

firepower /system # scope services

firepower /system/services # enter ip-block 192.168.200.101 32 ssh
firepower /system/services/ip-block* # commit-buffer

firepower /system/services/ip-block # up

firepower /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
0.0.0.0 0 https
0.0.0.0 0 snmp
0.0.0.0 0 ssh
192.168.200.101 32 ssh

firepower /system/services #

WORFITIL, IPv6 7 KL ATy 7 Z{Efk, AJj, BLOWR L, SSHIZT 7 & AT
5 hEE R LET,

firepower # scope system

firepower /system # scope services

firepower /system/services # create ipvé6-block 2001:DB8:1::1 64 ssh
firepower /system/services/ipvé6-block* # commit-buffer

firepower /system/services/ipv6-block # up

firepower /system/services # show ipv6-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol
0 https
0 snmp
HH 0 ssh
2001:DB8:1::1
64 ssh
firepower /system/services #
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. MAC 7—)L FL T4 v RDBMEAVTFAVREVR AV EZ—T 24 XD MAC 7 FLRDERT

MAC 7—JL JL 24 v O ANEMEADTFHF A 2RA
JDRAF—TDT A ADOMACT7 FLADRKR

FXOS v ¥ —lE, HEA LV AF LV ADIEFEA LV H—T 2 A ADR—EDMAC T KL AZEHT
HE5C, AT FA VAR LAL U E—T oA ADMACT RL A& HEIICAER L ET,
FXOS v ¥ —Ui%, OB EZHFEH L TMACT RLAZARKLET,

A2XX.Yyzz.72227

XXWIEZ—PERZDT VT 4 v 7 AFEEI VAT LAEED T VT 4 v I ATHY ., zzzzls
T —UBER LTINS T o2 TT, VAT AERDOT VT 4 v 7 AL, IDPROMIZ T B S
T LENTWS Burned-in MAC 7 KL ZANDERAIIO MAC 7 RLADTFEE2 34 F & —F L F
9, connect fxosz i L. WiZshowmoduleZ i L C, MACT RL A7 — L a2FRLET,
e ZIE, BV 2= L LIZOWTUREN TS MAC 7 R L AD#iH A b0aa.772f.f0b0 ~
b0aa.772ff0bf DIFE, AT AL T L7 4 v 7 AT 00 12720 £97,

PR OWTIE, Tav T A AF AL U H—T 2 AOHBHMAC 7 KL A 2R
LTLEEN,

ZOFETIE, MACT RLVADERFIELEERTHEAIND T VI 4 v T ADET T a D
ERFIEITONWTHHALET,

\}

GE)  WRET A ZADOBERBBIZMACT RLADT VT 4 v 7 RAEEETLE, VT 7 4 v 7 BHEr

&M

ATy T2

SNDAREMENRDH Y £3,

FIE

X2 VT4 —ERE—REZRBL ML, HEIMAC 7' —/L E— REBMBLET,
scope ssa
scope auto-macpool

51 :

Firepower# scope ssa
Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool #

MAC 7 RL ZDAERBEICHERN ENASMACT RLADF LT 4 v 7 RAERELET,
set prefix prefix

e prefix : 1 ~ 65535 D 10K E AT LET, ZOT VT 4 v 7 AT AHTD 16 HEELEIZ L M
I, MACT7 RLADO—E LTHER S ET,
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ATvT4

MAC 7—IL FL T4 v RDEBMEAVTFAVREVR AU BZ—T 24 XD MAC 7 FLRADERT .

VT 4y 7 ADERAFIEERTIBIDORE, V74 I ATTERETDHE, VY —13 77
% 16 BEHUE 004D (yyxx) ([ZZE# L £9, MACT7 RLATHHATLE, L7 4 v 7 A
V= XA T4 TR ET D LIS ET Oxyy) .

A24D.00zz.zzzz

V7 4 w7 21009 (03F1) DFHE. MACT RLAIZRD L H 2720 £9,

A2F1.03zz.zzzz

1 -

Firepower /ssa/auto-macpool # set prefix 65
Firepower /ssa/auto-macpool* #

REERFELET,
commit-buffer

&1

Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

MAC 7 RL2ADEIN Y TERRLET,

show mac-address

&1

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3
A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdl2 Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8
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451
WOHITIE, MAC V7 4 v 7 A% 3B3ITHREL TWVET,

Firepower# scope ssa

Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool # set prefix 33
Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

AR RITYY—RATAT A ILEEM

AT F ARG AT LY Y= AMEAREARET DITIE 1 0B EHEOY V-2 T a
T ANVEERLET, BT ANA R/ T TV r—vary AV AZ U ALRRERTH L&, f
ATV =2 7077 A VERELET, VY—RA 7077 A/MICPU T ODEEREL
F7, RAMIZa 7 OB TEIMIZEID ¥ THh, T4 A REIFA VAZ AT LIZ40
GB IZRRESIVET,

« 3T OFRNEIE 6 T,

)

Gx) AT ERDIRNA AR R, aTERENA L AZ ALY
b, CPUMEHENHERIE RDGE08H 0 £9, aT7Erdik
WA L RAZRE, NT T 4y 7 AR DEALD LR Z T 0T <
0ET, FTT74 v I7 O Ry TREELELGAICE,. L0
LOaTxEEN Y TTIEIN,

s T IIEEL (6. 8. 10, 12, 1472F) THRRAMEFECEIV Y CHZI ENTEET,

cHFHFRER R 2T EIE, EX 2V T 4BV 2 Wy —VET I Lo TRRY 77,
(oo T g A AOEM L FiRSM ) 2R L TLEEN,

¥ —02iE,  [Default-Small] EFFENAT 740 F VY —A 707 7 A NABNEENTVE
T, ZOaATEIIE/NTT, 2OFB 77 ANDERFER LD, FHINLTWARNWESIC
HHIBRT 22 TEET, Yy—rZ&Vu—RL, VAT AMOT a7 7 A VINFLEL 7
WAL, Zo7a 7 7 A AIMERRSNE T,

POV Y =270 77 A VOREEELTHZLITTEETAL, TOV Y —AT 0T 74
NWEMBHLTOWDTRXTOAS U AZ AP L ThE, VY —RAT a7y A VEEREL,
BRBIZA VAR AEBEANITILERS D £7, LI, TRATE) T 4~
TEIZT TAZNDOA LV AZ L ADY A ReBETT HGE, TEXLHETRITRTORA N
ZRICTAXCTHHEIDY £,

Firepower Threat Defense { > A % A% FMC I[ZIBII L7212ICY VY —A 0 7 7 LA LV ORE%E
EHET 561X, FMC O [T /34 A (Devices) ]>[7 /31 A& H (Device Management) |>[7
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&

ATy T2

ATvT3

ATy T4

ATy TH

avsFarravrizyy—z27nar4nziem

/NA A (Device) |>[> AT A (System) [>[A X2 U (Inventory) | XA TR TRy 7 A
THELZ=Y hOA XU N EEHLET,

FIE

X2 VT4 —ERE— REBBELET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

VY —27a 77 A VEMEKRLET,

enter resour ce-profile name

[name] : BT 7 AL DLHTE 1 ~ 64 LFTHRELET, BMFZICZOTB T 7 A LD
AHEEETHZ LIXTEERA,

&1

Firepower /ssa # enter resource-profile gold
Firepower /ssa/resource-profile* #

mHE AL ET,
set description description

* [description] : 7’1 7 7 A LV OFI AR K 510 LFTHRELET, 7 L—XZ5 M55 (M)
T, AR—2ZBILET,

&1

Firepower /ssa/resource-profile* # set description "highest level"

CPU 2 7 EFHELET,
set cpu-core-count cores

e [cores] : BTy ANDATEE 6~ RKE (BF) THRELET, mAREITT ¥y —2IC
J:OT/E\:@T D i—é«o

1 -

Firepower /ssa/resource-profile* # set cpu-core-count 14

REERGTLET,
commit-buffer
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Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

ATYT6 EX2 VT 4 Y —ERE—FNnH ) Y—270 77 A VOB Y CTEERLET,

show resour ce-profile user-defined

Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 10 mid-level

ATFYT] BXa2VTF 4 EVa— /Ty Aay hOU V—AEHLEEFRLET,
show monitor detail

&1

Firepower /ssa # scope slot 1
Firepower /ssa/slot # show monitor detail
Monitor:
0OS Version:
CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999
Memory Total (MB): 252835
Memory Free (MB): 200098
Memory Used (MB): 52738
CPU Cores Total: 72
CPU Cores Available: 30
Memory App Total (MB): 226897
Memory App Available (MB): 97245
Data Disk Total (MB): 1587858
Data Disk Available (MB): 1391250
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0
Disk File System Count: 7
Blade Uptime:
Last Updated Timestamp: 2018-05-23T14:26:06.132

ATFYT8 7TV r—var AL AEZ AP VY —REY Y TEFERLET,
show resour ce detail

&1

Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413
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Allocated Data Disk (MB): 49152
Allocated Binary Disk (MB): 3907
Allocated Secondary Disk (MB): 0

451
WKOBHTIE, 350 V—R Fa7rA L BMLET,

Firepower# scope ssa

Firepower /ssa # enter resource-profile basic

Firepower /ssa/resource-profile* # set description "lowest level"
Firepower /ssa/resource-profile* # set cpu-core-count 6

Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile standard

Firepower /ssa/resource-profile* # set description "middle level"
Firepower /ssa/resource-profile* # set cpu-core-count 10
Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile advanced

Firepower /ssa/resource-profile* # set description "highest level"
Firepower /ssa/resource-profile* # set cpu-core-count 12
Firepower /ssa/resource-profile* # commit-buffer

Firepower /ssa/resource-profile #

2y b= FIEARY O—DERTE

AERLT N 2 DT 4 A BN BFFAT S0, FXOS (3. IEEE 802.1ab Bl CEFH SN T
WHNRH—=a— NTNVRTNA AT 4 AT\ 71 ha/LTh b Link Layer Discovery
Protocol (LLDP) ¥ 7AR— kL TCTWE9, LLDP Z2HT 5L, X hT—7F 34 AT KR v
N —F RS AT BIERE, Fv NI =7 EOMDT A AT RRZ A X TEET, &
O7a haFT—2 ) I TIMET S0, Bibxy NU—JE T a aliBgEd b
20DV AT LATHWOIERAFETEET,

LLDP (X, 7A ZBROZDA 2 —7 = A ADERE L BIED X T — % ZITBT 2 & ik
B oH—Jimo7m = Td, LLDP 731 AXZ o071 b=v &2 LT, o LLDP
TNA ZAPB I EREZER L E T,

To enable this functionality on your FXOS chassis, you can configure a network control policy, which

specifies LLDP transmission and receiving behavior. % v k7 —Z HlffIAR Y > —ZEp L7=t&. 1
YH=T A AZED B TOHLERDH Y 5, BER— b, EPM A=~ H— FF 1L,

BLOTVvA 277D FR= R EOEF ORI A ¥ —7 =24 ATLLDP A2 TE £,

IS5y ror—LEE |}



TS5y b7 —LEE |
B < ro—ssmryo—nz

\)

GE) * LLDP is not configurable on dedicated management ports.

e 7L — NITEH T AWNE Ny 7 L — AR — FTIET 7 # /L F TLLDP YA 0T 72 > T
F9, EMHT LA TV aidb EEA, MOTXTOR— FTiX, LLDPIIT7 7 4+ /L
kT 72> TWET,

FIE

ATy T MO Z A LET,
scopeorg

1 -

Firepower # scope org

AT w 72 Create and enable the network control policy.

create nw-ctrl-policy nw-policy

i

Firepower /org # create nw-ctrl-policy nw-policy
ATw T3 LLDP A Rr—7 ML ET,

enablelldp {receive | transmit}

51

Firepower /org/nw-ctrl-policy* # enable 1ldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit

ATy T4 REX=aIv bPLET,
commit-buffer

1 -

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

AT 75 Specify whether to enable or disable LLDP for receiving/transmitting.

enable lldp receive/transmit

commit-buffer

1 -

Firepower /org/nw-ctrl-policy* # enable 1ldp receive
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ATvT6

wy ro—ssiary —onE [

Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

Woa<wy REFERHLT, Xy NI—ZFIfIFRY >—%2 A X —T =4 AZHALET,

a) AV X —TxA A ANTTLET,
scope eth-uplink
scopefabrica

scope inter face interface id

Firepower # scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # enter interface Ethernet3/1

b) Set the network control policy:
set nw-ctrl-policy nw-policy

commit-buffer

Firepower /eth-uplink/fabric/interface # set nw-ctrl-policy nw-policy
Firepower /eth-uplink/fabric/interface* # commit-buffer
MIO-5 /eth-uplink/fabric/interface # show detail

o) EENFEZFRRLET,
show detail

Firepower /eth-uplink/fabric/interface # show detail
Interface:
Port Name: Ethernet3/1
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Sfp Not Present
State Reason: Unknown
flow control policy: default
Auto negotiation: No
Admin Speed: 100 Gbps
Oper Speed: 100 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Allowed Vlan: All
Network Control Policy: nw-policy
Current Task:

d) mEZaIv hLET,
commit-buffer
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Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

v —< URL DERE

ATy T

ATy T2

ATvT3

EHLURL Z45E L C, FMC 225 E#2,  Firepower Threat Defense - > A % > A @ Firepower
Chassis Manager Z fliHICHH < Z &N TE X7, v —EFH URL Z457E L20GA 121, R
POy —vAMEAEINET,

Firepower Threat Defense > A % > A% FMC (B L7212 ¥ —3 URL REEZ L F T 55
&1, [Devices] > [Device Management] > [Device] > [System] > [Inventory] # A 7 & 7R v 7 &
THEI=y FOA X N ZEHLET,

FIE

VAT A ET—FICAY ET,
scope system

1 -

Firepower# scope system
Firepower /system #

Ly —AERET DL, WOa~vy REFEITLET,
set name chassis_name

e chassis name: ¥ ¥ —Y D4 HITAE 1 ~ 60 LFTix i LE T,
£l
Firepower /system # set name Firepower chassis
HELURL Z R ET DI, RO~ REFITLET,

set mgmt-url management_url

« management_url : Firepower Chassis Manager PN 'C FMC 7% Firepower Threat Defense f > A %
VAN T DT DI T 5 URL 3% E LEJ, URL (L https:// TIHHEDLERH Y £
T ¥ —VEH URL ZHE LRWEa, RbDIcyy—vanlifisnEd,

51 -
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Firepower /system # set mgmt-url https://192.168.1.55

ATy T4 BEERGTFELET,
commit-buffer

&1

Firepower /system* # commit-buffer
Firepower /system #

AT TS REEERLET,
show detail
1

Firepower chassis /system # show detail
Systems:

Name: Firepower chassis

Mode: Stand Alone

System IP Address: 192.168.1.10

System IPv6 Address: ::

System Owner:

System Site:

Description for System:

Chassis Mgmt URL: https://192.168.1.55

X —XB]T7ILI)XLODER
SR TR AT DM —2H T LT Y X AT, ROFGETHEMTEET,
« FIPS/CC E— RO E

WG AA — N OBRTE
FIPS/CC E— FDETE
Fig
2Tw 71 FXOSCLI 225, EX=2UF 4 E— REHBELET,

scope security

RATw T2 FIPS E— &AM LET,
enable fips-mode
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ATy T3 EZEEaIvy bLET,
commit-buffer

BEERXA—FDETE
FIE

RTYT1 VAT A E—RIZADET,

Firepower-chassis# scope system
RTFYT2 VAT AP —ERA T— REMBLET,

Firepower-chassis /system # scope services
ATY T3 HITPS y—E A& FKRLET,

Firepower-chassis /system/services # show https
ATYTE WA — ME— RERELET,

Firepower-chassis /system/services # Set https cipher-suite-mode custom
ATV TS WG A — MUFHEHRTE LET,

Firepower-chassis /system/services # set https cipher-suite **#**#*
RTYT6 FEE AT LERICK L CTHEE L ET,

Firepower-chassis /system/services # commit-buffer
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