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NAT F721% PAT 2 TX £48, IPv6 7 L RAIZKREICHHT-D, XA F I v 7 NAT
EEATOILENRSD EHA, VA= 8T T4 v 7 BT LRWVGRIL, AXT 47
NAT V— L& H—HMIC T £ (FE)NAT OH)

* NAT46 (IPv4-to-IPv6) : AX T (v 7 NAT AT 52 L Z#R L E 4, IPv6 7 RL- X
ZERNT IPVE 7 RLAZER L0 & 0372 0 REWD T, BHIZAZT (v 7 EBHIIKHETE

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B 2zx270 00 NATHF— ¢

FT, VE—Y NI T7 4w 7 BFRLBRWERIZ, AZT 14 v 27 NAT b—/ /L& H— 5[0
IZCEXET (FEINATDOA) , IPv6 7 3y NMIEWHT H5E (96LLF) | ffo~
BT T RVRIET 740 N TIPVAOIAZIPV6 7 KL A LD EF, ZDOT RLAT
X, IPVAT7 RLAD3R2E Y BRIPV6 7 V7 f v 7 ADBIZHDIAENTWET, 72& 2
WZ.IPVO LT 4w T AN6 LT w7 ADYAE. IPvAT RL AL, 7 RL ADK%
D32y MIBMENET, =& 2iE, 201b:0/96 12 192.168.1.024 2~ v ¥ 7+ 5
Ay 192.168.1.4 1% 201b::0.192.168.1.4 IZ~¥ v B> VS E T (RERLTER) . /6472
EL IV ENWT LT 4w ADLGE IPVAT RLANRT LT 4 v 7 ADKRIZIBINE I,
BT 4T ADONIPVE T L ADHZIEMSNET,

¢ NAT64 (IPv6-to-IPv4) : IPv6 7 KL ZADEII I TE B 1457250 IPvd 7 KL A3 720
BAandHN T3, KEDIPv4 BH#EIRAET H72D124 A F I v 7 PAT 77—V 2EHAT 5
TEEHERLET,

BREXZR 70 FaJ)LD NAT H7R— k

T HE VB ERNTZD . Ny MZIP T RLAZMOIAALTEYD T4, —8HoT7 7Y 7—
a7 o hand, ROV - Azl ool shET,

e BUR—IERR  —EHOT AV A — gy Fa haV i ERER— N E Ty — b
R=FrDELLENTED U F U TCP £7/-1Z UDP ##i2 & £4, &k, 2hbo
B HHY = NI LTE S —ANHINDL 2D, 778 AHENL—VEVERT D4
FIHY A,

NAT U FA F:FIP R DT hajd, B h o FVH#EGEHOIP 7 RLAER— 27
a2 haLo—EHE LTy b T —XIZHOIALET, WTIhOTY RARA » MIxiL
TNATEBPEENTVWDIEA, A VAT v ary oo D3\ ry b F— R e EEH
2T, HOIAENTT RLA LR — O NAT Bz K SE£9, NAT U 74 hA LT
X, B XY B RE L £ A

o 7o A VRG] —EOMAIL, RAR T m b 30 RFC IR L T—E O HEL 2 Fa ]
Li‘jﬁo

WDFIT, NAT U 74 " A SN MAENG 7 e haL tZis O NAT #flRE2 R LET,
noo7a harEELNAT V— LV EERT 2561E. 2RO OHIRICHE L T 7Z30,
IR ENTWARWVRAERR 7 0 F 2 /LIZIENAT U 74 "2 EHINEYA, 29 LA
v A7 23 2% GTP, HTTP, IMAP, POP, SMTP, SSH B L NSSL 3% v £,

\)

GE) NAT VU T4 MIRENTWBER—FTOLYR—FENET, 2Dy o ha/LaIEEYE
R—FTHHATIHEE. B CNAT 2 L2 T 7E &0,

. v hT—9 7 FLARZEH (NAT) I



| #v+k9—% 7 KLRZH (NAT)

paEngIo raroNaTHx—

R2Z:NATHHR— 27TV r—2av A 0ARY a3

BREMROTO b3

FF)r—vay JL, R—Fk NAT O #IFR E o R—ILDER
DCERPC TCP/135 NAT64 1TV HR—F ENEH A, EOA
[ERES TCP/3868 NAT/PAT 72 L, EOA
TCP/5868 (TCP/TLS ™
e
SCTP/3868
DNS over UDP UDP/53 NAT H78— ME, WINS BREOA R TIE Wz
fEACTEEH A,
ESMTP TCP/25 NAT64 TR — hINFEHA, AYAY-4
FTP TCP/21 HIFR7e L, o
GTP UDP/3386 (GTPv0) |#E3E PAT [3V AR — S FEH A, -
UDP/2123 (GTPvl+) |NAT 7L,
H.323 H.225 (3mpfE | TCP/1720 NAT64 IV R—FENEH A, EUR
) UDP/1718
UDP/1718 ~ 1719
ICMP ICMP HIRR7e L, A
ICMP Error (R A H—
7 A ATREIND
ICMP 57 4 v 71X
BMEIHEEA)
IPATL g RSVP NAT64 13V R — h SN FEHE A, |ANAY-4
M3UA SCTP/2905 WHIIAILT R AFHDONAT £7-1ZPAT 2 L, |—
NetBIOS Name Server |UDP/137, 138 (X570 |[NAT64 (XU R — h & EH A, |AYAY-4

over IP

A=)

RSH TCP/514 PAT iZVAHA— SN FEH A, o
NAT64 TR — F I FHA,
RTSP TCP/554 NAT64 13— S EHA, ©

(HTTP 7 u—3% >
B S L EFA)

Y rI—9 7 ELAZH (NAT) .



B ronsxosqrsq

v bO—9 7 FLRZEH (NAT)

BREXZO IO RO
FIVr—ay L, R—Fk NAT O %R E o R—ILDER
SIP TCP/5060 LR PAT I3V AR — M SN FEH A, °
UDP/5060 NAT64 ¥ 7= 13 NAT46 1377 L.
Skinny (SCCP) TCP/2000 NAT64, NAT46, F721L NAT66 IL72 L, °©
SQL*Net TCP/1521 NAT64 [TV R—F I EHEA, ©
N=Var1BLV
2)
SCTP SCTP SCTP b T 7 4 v 7 TAEZT 4 v 7 X v hU— | IR
I XA TV SNATHETCTEETN (XA
FT I v NAT/PAT 72 L) . A VAT va v
T UV UEINAT IIIfER S A,
Sun RPC TCP/111 NAT64 XV — F SN FEHA, A
UDP/111
TFTP UDP/69 NAT64 i3V R — h S EH A, QA
XA E—FRIPT RLRAFEBRINERTA,
XDMCP UDP/177 NAT64 (TR — hINFEHA, I

FODN 585D HA F5 4 >

IPT K LADD Y (SFEREMN N AL 4 (FQDN) K bT—s 47 Y=y MEHALT,

FEYNAT L — VB G (v B 7)) sieafiE TE£d, 72L& 21X, www.example.com
Web =250 LT 8T 7 4 v ZITESVTL— A ZERTE £,

FQDN 235 &, v A7 AIEDNS R AZISG L, IRESN7=T R L AIZHE-SWT NAT L—
NEEZABRET, DNSH—"DOHEHEOT KL AZBET 256, HHSND T FLAIEK

DIEFWICFESE ET,

HELIEA LV HZ—Tx2A AR U T Xy b EIZT RUVARHIGAIE., £DOT RLAN
fEAENET, RCY TRy MIFEELBRWEER., OICEINZT RUAMEA S

i—a—o

o WA DIR(EIC L B DS D IP F A FIE—H L TV LRENRDH Y £3, 72L& 2T,

B DOIRETT RLUANRIPV6 DS, FQDN A7 V=7 MIT KL AX A 7L LTIPv6

HIRET DLENDH Y E7, B OFEILH IPvd DA, FQDN A7 Y =7 MIT R
VASATELTIPVAERIEET AHLERH D 9, EHEZOERETNIPvE DGE
F 7= MEIPvA £721XIPv4 & IPv6 O F 2 FEETE 9, ZDHA.
ADER SN ET,

. v hT—9 7 FLARZEH (NAT)

FQDN
IPv4 7 R L



| #v+k9—% 7 KLRZH (NAT)

NAT 54 kS 4 v oiR [

FENAT SEEIER ENDE XY NT—2 U L—FIZFQDN A7V =7 "aah b Z LI Tx
FH A, NAT TiE, 1 DDFEHEHEA METNZDH A 7O NAT L—/VIZ#E L TWAHT=0,
FQDN 47 ¥ =7 MIBEMTHEHTLILERHD 97,

FQDN % IP 7 R L A IR T E 724 . DNSARIEANES &5 £ TLU—/UITHERE L £ 8 A,

NATDHA K35

1 DR

TN TN—T A NR—=THDA L H—T A AT LTIL. NAT L—/L&ZERR L%
T, TV PEEA X —T A4 A (BVD) BRIZIZ. NAT —/UWIER T A

e A R VPN CREHSNDIAE R pA v 2 —T A4 A (VTI) @ NAT b—/VIiFERK
TXFHA, VIIOEETLA LV F—T =4 ADN—LEVERKT S L. NAT I VPN k> %
M SnEEA, VIITThRY 7 &N VPN 77 ¢ v 7 2 S5 NAT
N—VEAER T HICE, A v X2 —T = A AL LT [EE (any) | 2T 2LERDY
T A H—T oA AL EHRINCIEET A Z EIXTE A,

e« (AEINATOR) . BEDOA TV =7 ML T1 DD NAT V— AT 52 EFRTEFE
T, AT V=7 ML TEBO NAT V— VA2 ET 5561, FUIP T RLUAEZIEE
THRRAZEOERDA T =7 NEERTALENHY T,

*VPNRA VX —T 24 ATEREINDE, A H—Tx2A ADFFESP 77 4 v 7 IZ
NAT V— VLA S ERF A, VAT AT, LTV SD VPN R R /LD ESP k7
T4 v 7 TN S, BEED R R MZBEES T TV W R T T 4 v VT Ry
TENET, ZOHKIT ESP & UDP AA— b 500 35 X 0V 4500 (23 S Ed,

e HAFIv I PAT A L CWDT A ADYEHRIZHDHT /S A THA ] VPN # EFE
T 546, UDP 7A— b 500 35 KX OV4500 (X BRI S ez, PAT 734 A% D
TNA APSERERGTAINERH Y T, ELWEA— FEERDLLRND, LA
RoZFIeXa2VT 0 7V —ar (SA) B TEEE A,

NAT 2> 7 4 Xab—araBEELLEEIC, BBFOERN YA LT 7 T 5 TH
TEFITHLWNAT 27 Fab—ra UEATED X 212iX, 734 A CLI
Tdearxlatea~ REEH L TCEHBT—T L2 MELET, 27 L, BT —7 1 %7
LT oL, BHEMSEHL CODBIEOEGN T X TOlrsihvET,

BEfF O (VPN R V72 E) (AT 28 LW NAT b— L &2 1ERT A 356 1%, dear

conmnZfEH L TR AR T ITALENRLY 3, T0%, HEHEE2EMELILEIS ET5 L,
NAT /L— VA3 &, B E L < NAT B S E 7,

N

GE)

A F w7 NAT £7-1Z PAT L— L& BB L. Bk L7z Lr—u
CEHENDT RLALEHBET vy BT T RLRAEZEHH LW
=)L EBINT 5 &, HIRE N2 — VISR ST
DEHRNZ A LT 7 b3 57, clear xlate £ 7213 clear conn =~
VREFEHALTZ VT INDET, HFrLvr— WIS E
o ZOTHTEORNMNT T, RILT RLABREEOR R MZEH
DY THENRNESITTEET,

Y rI—9 7 ELAZH (NAT) .



B wosnsrsomg

B +vr7—

*y k7—% 7 FLRZH (NAT) |

1 ODF TV N II—FITIPv4 & IPV6 DT DT RLAZAND Z LI TXFH
bog T2 N ITA—T120F, 1 ODZFATDOT RLAETREENTWALENRHD
i‘é—o

o 7 RLARH TRy b OFIPAN CTHRNICIEET 2 00 BRIICIEET 2 02 nb 6T,
NAT CHEH SN Ry hT—27 4T V27 M 131,838 22D IP T RLAEEDDH T
LIITEERA, T RVAEMEZ LV RWEIPFHICSFEIL, NS RA 77 Mk LTE
BO— N EER LT,

« (FBINATOR) , BIETT L AL LTany & NAT L— /LT 584, lany)
o7 4 v DEF IPv4 L IPv6) [F— Xk > THEZ Y £4, Threat Defense 7 731
A PRy MIZXF LT NAT 2 E1T79 HH0Z, 237 > R D3 IPv6-to-IPv6 F 7213 IPv4-to-IPv4
THOIVENRHY 7, ZOFHHESMTlX, Threat Defense 7 /31 A X, NAT /L—/L- D
any DEARETEET, 7L 21X, Tany) DHIPV6 Y — " ~DL—LEFHELTEY
ZOYP—"RIPVAT RLANL= vy B 7 ENTWAEA, any 1 HEED IPv6 b T
T4 BEWLET, lanyl] 5 lany] ~OL— L EZREL, EETEA VX —
TxAADIPVET RLRIZ~ vy B 7T 5856, anylid HEEOIPVE N T 7 197 &
EWLET, 2, vy B 7 ENTA L F—T A AT RLANR, 5% S IPvd TH
HZEERIRLTNDIZHTY,

B~y BT TVl bR N—TEHEED NAT —/L TR TE £,
ey BT IPT LA Z—LCiE, ROT RLAZEGHHZ LT TEET AL

VBT A B =T 2 AA ADIPT FL X, =T Tany] A F—T = A Z%&Hg

ETDHE, TRTCDOA A —T =2 ADIPT RLARELSSNET, ¥ —T =
A APAT Ob—7 v RE—FRDH) OHEHIZ. A1V F—T A 2T FLADORDY
WA E—T oA AR ELET,

e Tz A —NR— L H—T = ADIP T RL A,

o (¥A4F v NAT) VPNRERRGEAIF, AL A0 F—T 24 ADIPT K
LA,

CABZT A4 I BIOFATFTI v I NATRY O—TTIZEET FLAZFEH L2V T EE
W, 72l ziE, BET FLRAEERTSE. PPTP OB X VEERNEZ A F I v 7 xlate
TIERLS AXT 4 v xlate lZt v kL7286, PPTP B OMENLIZ RIS 2 AIREME RN &
F9,

e NAT L— /L DEETLT RLALVE— T Z7EAVPNT FLAF—LOEBET FL A%
HFHCTEEEA,

IV TERSEA VB —T = AA ARIEETHE, V=T 4 v T T—T N TIL— BB SN
DT, FDOA LV E—T oA ANRHENA 2 —T = A AL LTERHEINET, 7277
LTAT T 4T 4 NAT DS, (bl — NV y 7 T o P52 ERTAZ T
EScs

*NATIZ " T 74 v 7 &N LTCOREHENET, VAT LI >TERENTZ T T 4 v
7 1%, NAT OFt&4 T,

2 7 KL% (NAT)



| #v+k9—% 7 KLRZH (NAT)
nat oz [

e X NT— I F TVl NEFIZ T NV—TD PAT 7 — T I1E. KT /N LT A HAE
DETLAFIE T RN T IEE N,

* Protocol Independent Multicast (PIM) L A% DWNHEE~NA 1 — RTNAT 2325 2 & 1%
TEEHA,

o (FEINAT) T 2T )WVISPA L X —Tx2A Aty b T v Ob—T 4 VITHETH—F
AV T TN =X N TETI7A VA H—T 2 A RERY I T T A H—
7 A R) ODNATV—/VEERT 235613, V— /b CHERELIRE LT E a0,
TIA VA H =T 2 ADV— VWX I T T A B =T A ZAD)L—)L L0 HH]
WChHDHZ MR LTLIIEIN, ZHUCKY, 7L RFE, TI7A4<VISPHFIHTE 2R
WIBBIS, BUEDNL—T ¢ ZIRBBIZE S W TIE LW NAT 6551 v F —7 = A A Z 58N
TEET, kAT V=7 bETE ﬁék\mww~wm\%ﬁbﬁmﬁA IXEET
BN—NDTFZA<) A H—T 2 A A FITERLET,

s fUH =T 2 RATEZRSNTENAT L— L& —F LW RT 7 4 v 72OV T ASP R
2w 7B H nat-no-xlate-to-pat-pool 28R SN AL E X, HEE% j’é N2 T 4T DTAT
YT AT ANAT V= VERELT, 774 v PEBESNTITEBETELLIICLE
R

*GRE ho RNV RRA L MO NAT R ETHHEIL. T RRA L P THF—TFT T4
TEENITHILERHD £, BRI LRV E, PRV R TEERA, TV RR
A MEI F—TTI7A4T%TDOT FLAIZEELET,

« DHCP & BOOTP (&8 — K UDP/67 ~ 68 Z3tH L £9, BOOTP [ZFEIL SN TV D729,

DHCP & FE1T L TV A4, BOOTP i"R— kD NAT L— /L ZERR T 5 & R— FE[) 24 To
ROBEN AT DR H Y £3, Fv hT—27 87 A METDHCP &R &2 45T 54
A1, RRPOVICDHCP UV L—%fH3 5 Z L Z2MaT L T 7E a0,

=JL =
NAT D E
Fy hT—27 T RUABBIIIEFICERC 2520350 £, ZHOMENEAELEZD., b
STV a—T 4 VTR LRI SN D . — U TX AT RMICT A 2 & & HE
TELE9, NAT 2T A1, EEICHEZY.THZ ENEFICEETT, UFOFIET
@\%$%ﬁ7fn~%%ﬂﬁbi¢o

FIE

AT9 1 [R) >— (Policies) ]>[NAT] DNIEIZEIR L F 9,
ATV T2 VBELRHLV—=ILDEALTERELET,

ERLCE D=, #A4F Iy 7 NAT V=L, XA F I w7 PAT V=)L, RET 47
NAT =L, BEOT AT T 4T 4 NAT L= H 0 £, BEICHOWTIEL, NAT # A 7
(BR=2) ZZRLTIEE,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B 5rzoonar

ATw T3 FEINAT F/2IZBEENAT & L CEEST I L—LE2RELET,

ZD2ODFRIEST T a L OLEIZOWTIE, HEINAT BL O FHEINAT 4 =—) &5
BLTLEEN,

ATy T4 LFOETHIL TWDFIRICHE > TL— 1V ZER L E T,
« XA F I v NAT (18 <—7)
« XA F v PAT (24 <—2)
« AT 4 v NAT (30 <—7)

*TAT T 4T 4 NAT (40 <—2)

ATFYTE NATHR U >—BILUOL— L 2EH L £,
DTFOEIZL > T, R = FDON—VEEITE £9,
 L—VEET DI, HBEDOLV—LVDORET A2 (&) 27027 LET,

o L=V EHIERT D121, RBEOL—LVDOHIRET A 2> (8) 220y 7 LET,

4+ 32w NAT

T, AT v NAT & ZFOREFIETHOWTHA L E T,

A4+ v NAT[ZDULVT

XA F w7 NAT Tk, EBEOT RLAD T NV—T1F, s8%kry NU—2 ECr—FT 47
T%&v/t/7?hvx@7~w’W@éMET VBT INTE T HDHT R A
. WE, BEO I N—T X000 £, BRAROKRA MRy NT—2IZT 7
TATHE, v BT ENTZT =AM IP T RUAN, NATIZK T, £OHRA MIEIY
BTHNET, B, FEEORR MR ARG Lz & ZITEITER SN E T, B3
DB L CWBIEZTHEDTHY, BRI A LT U M5 E, TO2—PFIRELCIP T KL
2HEEFLERHA, LENRST, TV EBRA A= L TCEOBRENT TSN TWAEETYH, 515k
F v NT—=7 Oa—WE, XA+ v 7 NAT 2T HHRA b~OME w2t T %
A,

)

GE)  EBHoOFERT, 77 8A L— A THFAINTOIUE, UE— b RA MIEBEFHZRA h~D
%ﬁ%%%f%i# T RUAFTHIARAEETH D720, WA M~OBEG I S EE A,
L., ZOBRIE. 7782 0—0Xa T AIKETEET, VE—FFRARNLD
%ﬁﬁ&%#ék\Eﬁ@?%hw&4V%#)ﬁ/%éﬂiﬁo

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
s4+3voNToxEeFE

WO, — IR EAFTI v I NATDOYF U AR LET, EBROKA M2 NAT & v
arEERTE, WE NI T v I BRFRENET,
R3:4443 v NAT

Security
Appliance ;
10.1.1.1 . / 209.165.201.1
; >
10.1.1.2 ) 209.165.201.2
: -Z »

Inside /Outside
WORNZ, = v BT T RUA~NOEGERGEERATHNB Y E—F FRAMERLET, 20O
7 RU A, B R TR T — 7 U2 WnWi=oH, 7y NI Rae vy 7an$d,
R4:7vELT 7 FLANOERRBZERATOSYE—F KRR

Web Server
www.example.com

[<]

r—
utside

o)

209.165.201.2

209.165.201.10

Security
Appliance *

10.1.21

a

(o

N

R

s
o
-
[\=)
N
-~

B4y NATORREFIA
HAF I w7 NAT IZiE, RORENRH Y F97,

BT EINTET DD T RUVAREBED T NV—T L0 i nggEe. TR EIZ R
FT 4 INENE, T RUARRETAAFEMRH Y £ 97,

ZOFEDBNEAELUTEAITIE. PAT £721XPAT 7+ — ANy 7 R EFEH LET, PAT
TII, B—7 FL2DOR— FZ2FH LT 64,000 B2 242 NHETEX 57-HTT,

BT TV TIIN—T 4 VT RRERT RV AZSEERTH2MLE NS D DT, —
T A VTR T RLURIZHEHABETERWEAERH Y £7°,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B s r:orannrozs

B A F I w7 NAT OFEIE. —Eo 7 ha /L TPAT xR 2 T, =21t

PAT 3L TICB W THERE L S/ A

cGRENXN—T a0 lnklsz, F—_"—a—RKTAHEDDOR— "B WNIP e s,

s 1ODFR—FEIZT—% AR —2%FE, HlOR— b EIZHEBESAEZ O —T A K
VA= RTIIRWT TV r—3 v,

443w BE)NAT DRTE

FIE

HAFI v 7 HEBNAT L—LZHHA LT, 7 RLUAZSESRY NI —27 TL—TF ¢ 7 A fE
RBIDOIP 7 L RIZEB L 9,

48 HHIIZ

[A7 =7 I (Objects) |ZERL, L— /N THELRDZRY NI~ 3T V=7 NERITT
N—THER LET, it NAT V=2 EXTHIEICA T V=7 FEERTHZLEH T
XFET, MERTHA T V=7 MIL LTFOBEFEZH T HERS D £9

«[JEDT KL A (Original Address) ]: *v hU—2 A7V =7 b (FNA—7TiE7<) &
THMLERHY £, FA M, #H, T3 T2y honTFnraER T £,

o [EHAE AT R LA (Translated Address) [: R N —2 A7 V=V NERIFITN—T%

BETEETH, Y7 Ry FE2EDHZLITTEEHA, Z—TFIZIPv4T KL A L IPV6
T RUVADWFERBESED Z kif%iﬁh TN—TFCEENDBZA T2 FIT
THMLENHY £, FA—FICHELERA NPT RLAOHENEGEENTWODLHEA.
%ﬁ@ﬁ%%iy&MﬂK@%éh\*kaTFVX@WQ®7z—wAy7&L
THEAENET,

ZF v F1 [R)— (Policies) ]>[NAT] DIEICER L=,
ATYT2 ROWNTNNEFITLET,

T LWL— L EERRT 2 8A1E, [HARZ 227 v 7 LET,
 BEFONV— IV ERET DHEIE. GO —NLVDORET A2 ) 27V v 7 LET,
REIZ 2o T — NV EHIBRT 256813, RGEOV—NOITIFKTA a7 )y 7 LET)

ATV T3 UTOHAL— L AT a B ELET,

s [ZA kL (Title) ]: b—/LD&RETZ AT LET,
« L=V DYERK (Create Rule For) ]: [H &) NAT (Auto NAT) ] Z#R L £,
[Z#A 7 (Type) 1:[# A4+ (Dynamic) | Zi&R L 7,

ATV T8 ROy NEBA TV a v ERELET,

. v hT—9 7 FLARZEH (NAT)



| ®y+b7—5 7 FLRZH (NAT)
s4+zvozpNaToRE [

s (E(EoLA ¥ —7 =4 A (Source Interface) |, [$85E1 > % —7 = A A (Destination
Interface) ]: (T U v ¥ FN—T A N— A 2 —T 2 A4 ADLFAFME) O NAT
N—VEHAT DA H—T A A, [Source|lZEBEDA > X —T A AT, ZDOA L H—
T2 RAERBLTRT 7 4 v 713734 AZAY £7, [Destination] (£~ v B> 7 S i
TeA =Tz AT, ZOAF =T =2 AERHALTET T4 v 713734 AnbHH
FT. TIANPITIE, A= E TV v P T—TF AR f U H—T o f A% R TR
TOA v H—T7 x4 A ([Any]) IZEHAINET,

s [JEDT KL A (Original Address) |: BT 57 KL A&ZGTery NU—T A7V b,
o [£Hit%2 D7 KL A (Translated Address) |: > 27 7 RLVAREENDL Y NU—7
ATl NERIIIN—TERRELET,

AT9 TS (A7 ay) [#MA4 72 3 (Advanced Options) (V> 27 %27 U w7 L, AIOF T 3
VEFERLET,

s [ZDN—Z—FF % DNS & & 4 (Translate DNS replies that match this rule) ] : DNS
JSEDIP T RVAGZEWT DINE I NERELET, vy B I A0 F =T A6
ERDA L HF—T A AIBENT D DNS ISEDOEE. 7 KL A (IPvd A £7-1% IPv6
AAAA) La— Rig~ vy B 7SN ENLEBEOMEICEESHRZ ONET, K, EE
DA LB =T 2 A AN~ BT ENTA VB —T = A~DDNSIGEDEE, L a—
NIZEBEOMEN O~y BV SNTEICESRA ONET, 2037 v a i3k L &
W S 41, NAT64/46 OB THEIC R 55500 7, oG, EXHBIICL-
TALIZ—FREAAAA La— ROEBRLIATINE T, FEMIC OV TIX,  TNAT 2 H
L7ZDNS 7=V LIREOESHZ 7T —) | #ZBLTIEIN,
o[ H—T = A APAT~D 7 4 — /L A)L— (iAo % —7 =4 A) (Fallthrough to
Interface PAT (Destination Interface) |: fid~ v B> 77 KL ARTTIZHEH D ¥ THHRLTW
BBE. NI T T EREELTHEA A =T oA ADIP T RLAEMHATENE D
N (A BZ =Tz AAPAT 74—\ ) ZIEELET, ZOFTvasii, 7y
VI N—=T DA R—=TIIIRSEA H—T oA ZAEBR UG AICOMEHATE £
R

ATwT6 [OK]Z27 Y v 7 LET,

453y FE)NAT DRTE

A F w7 FEINAT L—LiL, BEINAT ClE=— X &0 SR WEAIEA L ET, =&
ZIE, RIS U TR EREHAT A2LENLDLGERETT, 47573 v 7 NAT i3,
T RUVAZFLERY NT—2 TA—F VT RAEERBIOIP 7 R L R ITE# L F3,

48 HHEIIZ

[A7 =7 b (Objects) |ZERL, L— /L THELRDZRXY NI~ 3TV =7 NERITT
N—TEER LET, FA—TICIPvd T RL AL IPV6 7 RLADM FHIRBIESHEASZ LIEXT
EEHA, IN—TICEEND XA T O FICTEHERS Y £9, £721L. NAT L—
NEEFRTDIECAT V=7 VBT b TEET, ENT 24727 M, BLTFD
THHTZ L TWDARNERH Y F97,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B s r:soosmnrozs

s [TDXIETLT KL A (Original Source Address) ]: R NI —27 A7 V=7 MNEZiET
N—TEBETEET, AA L, FlH, FRET TRy b EEFODLZENTEET, T
TOEDEEITL N T T4 v 7 2 BT D56, COFIREZAFy 7L, b—/LT[FT
(Any) 1 ZEELET,
o [EHLEAEEITTT KA (Translated Source Address) |: fv NI —27 A7 Y=/ hEiz
FZN—THRETEETH, V7 Ry bEEOLZLIETEERTA, ZV—7I2 1Pv4
T RUALIPVG 7 RLADMFZRESEDLZ LT TEEHA, INV—TIZEENDH
A X1 OFEFICTHZHNERHY F3, FA—T1HHEFRA NPT R L ADW G NE
FNTWDEA, ®HIZZ AT I v 7 NATIZHEH &, RA RIP 7 KL AT PAT ©
Tr—N_"y 7 L L THERHEINET,

N—VTET RVADAZT 4 v 7 B ERET H L, [JLDsiseT N LA (Original Destination
Address) 138 X O [ 58557 KL A (Translated Destination Address) ] D%~ b U —2 7
TV =7 MAERTEET,

XA F w7 NAT ClE, 588 THR— MNEHAITO 2L TEET, A7V b vF—T¥
T, [DED%ESET KL A (Original Destination Address) ]33 & UN[ZAH#%E DFEET K 1A (Translated
Destination Address) WX CEX AR — b A7 V=7 "B DZ L 2R LET, HIELAR—
FEFRE LTSE, BRIET,

FIRr

ATy 71 [KY)— (Policies) ]>[NAT] DIEIZEHR L E 5,
RAT9T2 RONTNNEFETLET,
B LW — LV EERTHHAIE. [ AZ 27 ) v 7 LET,
c WEIED N — L ERET 2 5E1E. HREOL—VOWET A2 &) 227V v 7 LET,
RBUZ R o T V=V ZHIRT 25813, HRONV—NVDOIAIFT A ar %7 ) v 7 LET) o
ATYT3 UTOEALV—L T a 2R ELET,

«[ZA kL (Title) ]: V—LDL&ETZASLET,

s L=V DIERKIS: (Create Rule For) | : [T8) NAT (Manual NAT) | Z34R L £,

o PL—VDELE (RulePlacement) ]: /L—/L & BT AT, L—i%, 73V (H
B NAT L— LV ORI%) . ETITEBR L2 — 1O B TICHATE 7,

«[#A 7 (Type) 1:[#4F 7 (Dynamic) | Z&IRLET, ZORENEHEINDD
(T, EETET PV AT TY, 5887 U ADOEMRZERT D& RBIIFIIAZT 4 v
ZIRb DI £,

ATFYTd RO BZ—T 2 A A F TV ar ZRELET,

s (E(EEA > ¥ —7 =A A (Source Interface) |, [$85E1 > % —7 = A A (Destination
Interface) ]: (U ¥ TN—T A N— f 2 —T 2 4 ADPHIIMNIH) 0O NAT
N—NZHT DA H—T7 = A A, [Source| IXEFEDA L H—T = A AT, ZDA X —
Tz ARAERHLTET 7 4 v 71ET /734 AIZAY £, [Destination] 1L~ v £ 7 &4

. v hT—9 7 FLARZEH (NAT)



| v +r7—9 7 FLRZiE (NAT)
s4+zvozpNaToRE [

AV HE =T oA AT, 2O HE—Tx2A AEEBA LTI 7 4 v 73T /3 A H
FT, TIANPITIE, A= ET Y v P T—TF AR f S —T o f AR TR
TOA U H—T7 x4 A ([Any]) ICH#H I ET,

ATV TS TONry b 7T RLA (IPv4 £720131Pv6) . DF 0, T Ty MIERREND Ty b T
RLUAZREELET,
TEDNry N EBRINTZ Ny FOBFIZHONWTIHE, ROREZSL TLIEE0,
Source Destination

| R (ovece)—

st . r—

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

« [Original Source][Address] : #3257 KL A2 Gy NI —2 47 V=7 b, 1T
Ty NT—=T T N—T,

+ [Original Destination][Address] : (A7’ a ) , 57 RL A& &Texry NU—2T 4T

Vb, BADEFIITDHE, FEICERR BEXT FUABHEREH SET,
SESET RUAZIRELIZEE., TOT RLVRICAZT 4 v 7 EMERET S, BT A
TUT AT 4 NAT 2 TE E9,

[41 8 —T 4R (Interface) | DNEIZEHR L C, JTOSEEEEE LA V¥ —T =41 AT
HEOELZEHTEET (ZOHE, [T3C (Any) [ ZHEETHILIFTTEERA) &
IO Ty a rEBRINTHGA, BHRELORTEA T2 NHBINTILENHD F
To AET 4w A F—Tx2A ANAT IZFIET F L ADR— M EH A F24E4 51203,
ZOF T arEERL, E5ICZFD5EER— hOBEYIRR— 47 V27 FEEIRLE
R

ATy T6 THHBDONT FOT RLANIPvA £721XIPv6 DEL L THLINEHAILET, 2V, %0
A B =T 2 A Xy NT—=I TRINDI XNy 8 T RUVATT, LEIZGCT, IPv4 &
IPv6 D CEMTE £7,

o [EHARE DE{ETLT N LA (Translated Source Address) ]: ~ v B 7 7 RL ARG END
Ry NT—=I ATVl VERFINV—TEHREELET,

o [Z5Hat% D%E5ET K LA (Translated Destination Address) |: (7L a3 y) BHEO T
FCEHEND5ET RLAZEL Ry NU—0 A7V NERIFINAV—T%BELE
9, [JLP%EHET KL A (Original Destination Address) ] 1247 ¥ =7 b Z&IR L7254
FUAT Yzl FeBIRLTT AT T 47 A NAT (DFD, B L) ZRELET,

AT T1 (A7 av) [EosiseaA— b (Original Destination Port) ], [Z#at D%6 A — b (Translated
Destination Port) | C, ¥—ERAEMOsE T —E A R— FEEELET,

HZAF w7 NAT TIER— FEBRPYR— F IR0z, [JeOEELA— kb (Original
Source Port) |35 & O8N [EHLt: DX{E7EA— ~ (Translated Source Port) | 7 4 —/V K& ZED F F

Y rI—9 7 ELAZH (NAT) .



B 5rzvoem

ATvT8

ATvT9

*y k7—% 7 FLRZH (NAT) |

WCLET, 72720, SBEOEBITFEICAZ T v 7 THDHIDH, oA — ML THR— ML
MrFITCEET,

NAT Ci&, TCP £721X UDP 721 ¥ AR— b x 7, A— 2L T 545, EEoY—E
ATV bOTa bhartsy S =X ATV b balolFERLC
WCLET (\HFESHTCPE/IEMAEEHUDP) , 74T 27 47 4 NAT Tik, EEOFR— b
Lo BT R—=FDOMFIZE LY —ERA ATy hEfEHTEET,

(A7 ay) [fEA 7Y 2> (Advanced Options) (V> 27 %227V v 7 L, BHOA T 3
VEBRIRLET,

s [ZDN—Z—FT % DNS & %25 (Translate DNS replies that match this rule) ] : DNS
WEDIPT RV AEEBTEZNEIDERELET, Sy BT A F—T A A5
EEEDOA X —T = A AIBET H DNS IGEDLA. 7 RLA (IPv4 A 721X IPv6
AAAA) La— R~y B 7 SN ENLEBROMICEERZ ONE T, Kehc, £
DAVHE—=T 2 A AN~ BT ENToA VH—T 2 A A~DDNSJEEDOLE, L a—
RIZEBEOENO~ y B 7 SNTEICEEMIONE T, ZOF 7 a Sdkkr L &
W S 41, NAT64/46 DM THEIC R D5 b0 £, Z0OHG, HEEHMmZICL-o
TALVIaZ—FREAAAA La— RO FEITINE T, FEMICONTIL,  INAT 24
L7ZDNS 7=V LIREoEEHZ 87—) | 2L TLIEIN,
s[> HF—T A APAT~D 7 5 — )V Z)b— (55451 % —7 =A %) (Fallthrough to
Interface PAT (Destination Interface) |: fid~ v B> 77 RLARTTIZH D ¥ THHLTW
5%6\Ny&?yﬁ%&&LT%%4V5—7I4X@ETva%ﬁ%?é#85
» (f B — 7I4xmw7ﬁ—wﬂ/7)%?ﬁbi¢o:@ﬁfyayi 7
/7w%7®%/n%fﬁ&wm%4/& T2 A ARBRLUTEGEICORMERTEE
R

[OK]Z27 Vv 7 LET,

54+ v PAT

2T AAFT Iy PATICHOWTHBI L E,

SA4F+2vSPATIZDINT

HAF w7 PAT TlE, EBEOT FLABIOEETR— IR 125D~ BT T RLAE
JOBEBADOR— MIEBINDZ LIZL->T, BEROEEOT KLAR 1 DO~y B 7 1P
7T RV ARIZEBRINET,

BETEAR— MR T IR A7), FERICIINOE Y v v a URKETT, T2k
1E. 10.1.1.1:1025 1%, 10.1.1.1:1026 & 1 IBIOZEHAI MLEE T,

WOBRNZ, — IR Z A FI v 7 PAT DTV A ZRLET, BEOFRA NZT N NAT & v
VarEERTE, WA N T T4 v I NHFATENET, v BT T RLAXEDEHRTHIA
CTEMN, R—=MREAFI v 7B TonET,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)

s4+svoemmoxseis

B5:54F2 vy PAT

Security
Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021
»
10.1.1.2:1025 Z 209.165.201.1:2022

>

Inside /Outside

BHAHERGE L CWBR, 77 B A L — L THA SN TR, s88ry NV —27 Eo Y E— |
RA MIEHEIHRA ~OERi G TEET, BFEOR—K T FLABLIOw vy
A=K T RVAZELEL L PHRIARABETH D7D, RA MOERIIMSLINERA, 7272
L. 2OBEIE. T7EAL—NLOEX2 VT ¢ ITIKGETXET,

HEROAMIARPGIN D & A— PER S ARG 2D £,

)

GE)

AVHE—T A RTLIZBRD PAT V=NV EFERT LB LET, EEOA ¥ —
Tz AR —NVEFEHTHHE B EED) A ¥ —T A AFEHTH5E)
X, T U RNERFRECHEWVR S &, BrLWEBIZHEHTX 28— EBRL R 5 FHEMERH D
F7,

FALFT v PATORREF A

HAFI v PAT T, 1 DD~y 7T RLAZFHTE 570, V—T 4 7 HREXR
T RUANEHR SN ET, &5IT, Threat Defense 7 /3 A A V' H—T =2 A4 ADIPT KL A%
PAT7 RLALLTHERATEET, 2L, AV F—T A A LEDIPV6 7 RLRIZRF LAV
H—TxAAPAT ZfEHTH5Z LIXTEETA,

RILTY Y TN—T DA H—T oA AW TEWRT D L X1E, IPV6 DX A F I 7 PAT
(NAT66) ZEFTXFE WA, ZOHIRIZ. 7V v ZNN—T DA 3 — LU L —F
RAvE—T A AORNTITZY LEFA,

X AT w7 PAT X, HlHISA L TR T —2 AR —LEFO—HOYIVFAT 47 7
TV r—a TR LA, SOV TIE, MAEXNSE T v k210 NAT R — |k
(12 X—=2) 2L TIEEN,

HAFI v PATIZE T, B—DIPT FLANLEEENT- L O ITR 2 8% < ok
ERRENDZ ERHVET, ZOHE. 2O T 7 4 v 7 idH—/3T DoS B L L TR &
NDAREMEN SV £,

T4 F 3 v BE PAT DERTE

AT 7 HBIPAT L=V ZHH LT, 7 RLVAZEBEDOIP 7 RLATZIFICEHBLTHDOT
2L, AAEDIPT FLA/R—FOMAEDLRICEHLET, H—07 FL 2 (GidkA v % —
T2AAZADT RLARLHOT KL R) I[ZEBRTXET,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B s r:orammrozs:

FIE

ATy T
ATy T2

ATvT3

ATvT4

1R BHEIIZ

[#7 =2k (Objects) &KL, L— A TURELRDF Y NT—2 FT V= NERIES
N—TEER LET, Foid, NAT V= V2 EERTIHRICA T V=7 MEETHZ DT
xFET, ETDHAT7 V=27 ME, UTOBEHZRIZTHLERH Y £ ¢

« [JLDT KL A (Original Address) 1: *v hU—27 A7 =7 b (FA—FTiE/e) I
THOMLERHY 9, KA, #@E, T3V TRy hOWThrEFEHTEET,

o [EHEFHT R LA (Translated Address) | : PAT 7 RV AZRETHA T v a IkD &
BYTH,
 [Ekide A % —7 = A A (Destination Interface) ] : #ideA > % —7 = A A D IPv4

T RULAZERTZEE. X*v NV—0 7V 27 NEERTHIHEITIS D ¥ A,
IPVv6IZA X2 —T A APAT AT HZ LI TEEEA,

«[HE—PAT 7 KL A (Single PAT address) ] : H—DKRA MNEZENLFR Y NT—2 F
TV=7 FERERLET,

[/R1) &— (Policies) 1> [NAT] DIEIZER L £,
KONTNNEFATLET,

B LV — LV EERT DA, [HARZ 27 ) v 7 LET,

« MFEON— NV EMRET 25 E1E. RBEOV—NVORET A2 (&) #27 Uy 7 LET,
(REZ R o T — NV EHIBRT 256813, RGEONV—NOITIFKTA a7 )y 7 LET)

UTFOREENL— T g ZRELET,

«[# A4 kL (Title) |: V—LOL&ETEZATTLET,

« Jb—/LDYERK (Create Rule For) ]: [H#®) NAT (Auto NAT) ] #ER L £,

«[#A 7 (Type) 1:[# A4+ >v2 (Dynamic) | Zi&R L E£7°,

WDy NEMA T v a v EBRELET,

o [EfFEA ¥ —7 =1 A (Source Interface) ], [FESCA ¥ —7 = A A (Destination
Interface) ]: (T U v ¥ TI—T AN~ [ L HZ—T 24 ADLFAITHNE) 2O NAT
N—VEBEHTHA L H—T A A, [Source|lTEEDA >V H—T oA AT, ZOA X —
T2 AERHLTRT 7 4 v 713734 AZAY £7, [Destination] (£~ v B> 7 S i
TeA B =Tz A AT, ZOA =T =2 A&RBMLT T 7 4 v 713731 26
F9. TI7HNITIE A= MEIT Vv TN—T AN A B =T 2 f &R T
THOA v H—T=AA ([Any]) (A S ET,

« DT R LA (Original Address) | : B3 257 NLAZELeRry NU—2 47T =7 K,

o [E#LE DT KL A (Translated Address) ]: LA FOWT N0 E R L F7,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
sq4+zvoEnearozz [

o (fH—TxAAPAT) , Bt A v X —T 2 A ADIPvA T KL A &M AT 5
Bl [ ¥ —7 A A (Interface) | IR L 7, ZOHE, FrEOHRILA v
H—T 2 A ALBRTHLERSVET, TV IN—T AN~ F—T =
A ZTEIRTEET A, IPVOICA v Z—T =2 A APAT 2T 52 LT TEEHA,

cHERNA L H—T 2 A AT RLVAPUANOHE—T LU AZFHATHITIE. ZOBETHE
RLIZAA R Xy NT—7 ATV FEBEINL £1,

AT9 TS (A7 ay) [FA 72 3 (Advanced Options) (V> 27 %27 U w7 L, BIIOF T 3
CERFEIRLET,

o [A H—T = A APAT~D 7 #+—/L A /L— (Fallthrough to Interface PAT) | (385cA v & —
TxAR) MO TT RLARTTIZEHY Y THENTWEEE, Ny T v 7 F
BrL Lo v B —T =24 ZADIPT FLAZRMHTE0E I D (f X —T = A ZPAT
TA—NARNy ) BIEELET, ZOF T arii. TV v T —T DAL R—TIER
VSRS VB —T oA RAEBIR LGB OMEATEE T, T TIIA v F—T oA X
PAT # kAT RL AL LTREL TWDAEAICIE, 2047 va Il cE £
o ZTOFTaid, IPv6 Xy NT—7 THERHTHZ L TEERHA,

AT9FT6 [OK] &2V w7 LET,

T4+ 2y Y FE PAT DERTE

HAF v F#H PAT L—/Lit, HE)PAT TlE=— R &SR0SI LET, =&
I, SRS C TR DB BE AT OMENH D557 T, ¥4+ v PAT IX,

T RUVAZEBDOIP 7 FLUATLFIZESBT 50O TIERL . HADIPT KL A/R— kDMAE
DEICEHBLES, BT FL A Gilf v F—T7 =2 ADT RLARLHIDOT FLR) (ITE
CxET,

48 HHEIIZ

[4#7 =27 (Objects) |Z&INL, V=NV TURELRDLFRy NT—7 ATV NERITT
N—THER LET, FL—FIZIPvA T RL AL IPv6 7 RLADMHFRBIESEAZ LI1ET
EEHA, IN—TICEEND XA T O FICTEHHERH Y £, £721E. NAT L—
NEEFRT DA T V=7 NEERT 22 TEET, (BT HAT7 V=2 M, BLTO
BB LTV AMERDH Y £4,
s [JEDEIETLT K1 A (Original Source Address) ]: Ry T —7 A7 V=7 NEIFT
N—THIEETEET, FA N ®H, TRV T Xy EEOLIIENTEET, T
TORDFETL ST T 4 v 7 BT L5EG. ZOFIHREAFy S L, L—/T[TT
(Any) | ZfEELET,

o [BHLDOEEILT R LA (Translated Source Address) ]: PAT 7 L A&FET S, LT
DATarRNdb 7,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B s rzvosmmions

FIE

o [BEfiSeA % —7 =4 A (Destination Interface) ] : #fecA > % —7 = A AD IPv4
7 RLVAZERTLHEG, *y NV—2 47 V=7 FEERTDILETH Y FHA,
IPv6 |ZA & —7 = A APAT #7252 LITTE EH A,

« [HE—PAT 7 KL A (Single PAT address) |: Hi—DARA MR EENDL Ry NU—F F
TVl FEERRLET,

=)L C[IEDSESET K LA (Original Destination Address) | & [E#itk D657 K LA (Translated
Destination Address) JIZAX T 4 v 7 EMERET HLEIE. TNHDT RLAIZBWTHR Y
ND—0 A7V MR THZ LB TEET,

HFAFT Iy PAT T, SEETR—MEBEZITI)I Z LB TEEY, A7 V=27 b vx—Ty
T, [JED%EST KL A (Original Destination Address) ]33 L ON[E#itk DFESET K 1A (Translated
Destination Address) JIZBEH CE AR — b A7 V=27 M HDHZ EE2MRLET, EBELH—
FEtRE LcSa . BRI AET,

ATw 1 [[R) >— (Policies) ]>[NAT] DIEIZEIR L F 9,
RT9T2 RONTNNEFRITLET,

LW — NV EERT DHEAIE, [ ARZ 27 ) v 7 LET,
« EFON—NVERET DHEIT. RGOV —NVORET A2 (&) 27V v 7 LET,

(REZ 2o T —= V2 BB 2 5813, MBOLV—LOITIFT A 227 v 7 LET)

ATFYT3 UToOHEAL— N FF a5/ ELET,

«[#A R~ (Title) |: V—LO4RTEATTLET,

« b=V DOVER%S: (Create Rule For) ] : [F#) NAT (Manual NAT) ] Z3R L £,

s V=V @OFdE (RulePlacement) ]: /L—/L&BIMT LTI, —iE, #7573V (H
B NAT L — L ORIDE) | ETIEEIR LI — D LD TFICHATE ET,

s [#A T (Type) 1:[#A4FIv7 (Dynamic) | Z@IRL T, ZORENVEHSNDHD
W, BIELT RVARET T, 5087 FLADEWAETET DL, BHITHEICAAT v
7 b DI £,

ATYTE ROA L E—T A A FT T arrERELET,

o [(EfFA ¥ —7 =4 A (Source Interface) ], [FESEA ¥ —7 = A A (Destination
Interface) ]: (FV v ¥ FI—T A N— [ X —T = A ZADBFAITNHE) T O NAT
N—VEHEHTHA L H—T A A, [Source|lTEFEDA > H—T A AT, ZOA X —
T2 AERHLTRIT 7 4 v 713734 AZAY £7, [Destination] (£~ v B> 7 S
A A =Tz ART, ZOA LB —Tx2A AZRMALTRIT 7 4 v 71T 3 ADHH
FT. TIHNPITIE = MET N P IN—=T AN A =T = A% R TR
TOA X —T x4 A ([Any]) (ZEH SN ET,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
s4+zvozneozz

ATFYTEs TONry B T RUA (IPvAd £72031Pv6) . DFED ., T MIERENDE Ry v T
RLRAERBELET,

DTy b EEBEI NIy FOFINZOWTIE, ROKEZRLTIZEN,

Source Destination
/_f—'__\_\ ./_m_\l
I:ll—(\_[nside ) ( Outside ) |:|i
— S g —_ —

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

+ [Original Source][Address] BT HT RV AEGLRy NTV—7 37 V=7 b, F2id
Xy NI =7 T —"7

» [Original Destination][Address] : (A 7> a ) , BT FLAZEery NT—27 47

Tl b, EHOEEIZT DL, EICERRL, BETT FUAEBMPNEHINET,
ST RVAERRE LGS, £OT RVRILAZT 4 v 7 BEMERET D0, BIZT A
T T 4T 4 NAT 2l T& £,

[41 28— x4 R (Interface) | DIEIZIBIN LT, JEOSEEEEETA v 4 —7 = A AT
KoL TEET (ZOWGE, [TT (Any) [ZHEETHZ LIETETERA) &
ZOF TV a s EIERT DGE, BHEHOREA TV 27 FHBBRTLOIMNERH Y F

T, RETF 4T A H—T =2 A ANAT IZFEET R AOFR— NE#LE FET 5 121%

IOFTvarERRL, ILICEOEER— FOBYIRAR— N ATV FERRLE
7T

ATV T6 BHBEONRT Y FOT RLARIPVE LT IPv6 DELLTHANEHNLET, 2% V. 51
A H—T 2 A ARy NT—T TRIND Ty b T RLVATY, HBEIZSLT, IPv4 &
IPv6 D CEBTE ET,

[EHBOZEIETT KL R (Trandated SourceAddress) ] : L F DWW a2 3R L £,

o (B —T = A APAT) , Bt A v X —T7 A ADIPV4A T RL A EFHT LY
AlE [ F—7=A A (Interface) | ZEINL £7, ZDOGHE. FEOHERITLA
B =Tz AHLBRTIMERHVET, TV P TA—T A N— (o F—T =

IR CTE EFH A, IPVOICA VH—T = A APATZEAT 52 LT T EH A,

BRI A VA —T 2 A AT RLRUANDOE—~T L AZMHHATHITIE. 2D B THE
L7ZERAN Xy hT—7 A7 V27 FEBIRLET,

o [BHa1% D357 R LA (Translated Destination Address) ]: (47> a3 y) Bk D 7
NCHEHSND%ET FLAZEGL Xy NT—7 3T Vs NERIEIIN—TE2BELE
7T, [ZHaRTO%E5 (Original Destination) |I2A 7 Y =27 FERIRLEGA, FLA7 V=
I NEBRIRLCTAT T 47 4 NAT (DFED, B l) 2RELET,

Y rI—9 7 ELAZH (NAT) .



B xs7<vonar

ATy 717

ATvT8

ATvT9

*y k7—% 7 FLRZH (NAT) |

(A7 ay) [DsseA— b (Original Destination Port) ], [Z#it% D%E5CA— K (Translated
Destination Port) | C, Y —EAEMOsEE—ERA R— FEEELET,

X4 F v 7 NAT TR — FEERIFR— h IR0 72D, [JtOEETLAR— ~ (Original
Source Port) |3 KON [EHAtE DE{ECA— b+ (Translated Source Port) | 7 4 —/V K& ZEDE %
WCLET, 727U, SEEDOERIIFICAZ T 4 v 7 ThHDHI-O, 5EER— MK LTHR— L
BardATCEET,

NAT Cl&, TCP £721X UDP 721 YA — b F 7, A— NELHlT 5855, EBEoYy—v
AZFTVx2/ hOTa halbtw oy BT A ATV O a haroliFER T
WLET (\HFESTCP EEME S EH UDP) . 74T 7 47 4 NAT Tl FEEOKR— K
LB R= OB FIZFE LY —ERA 4T V27 b TEET,

(A7 ay) [FEA 7 2> (Advanced Options) (V> 27 %227V v 7 L, BHOA T =
CERIERLET,

o[ v H—T A APAT~D 7 +—/L AL — (Fallthrough to Interface PAT) | (3851 > ¥ —

TxARA) MO TT RLUARTTIZEH Y LY TOENTWDIEE, Xy 7T v 7 F
Brl L CHEA v —T 2 A ADIPT RLAEFEHTHNE I (X2 —T = A APAT
Tr—NARNy ) BIEELET, 2O T avii, TV vV T—T DA R—TILR
WS H —T oA AR LT GARICORMEATEET, T F—T7 A R
PAT #Ha5# 7 RL AL LTHEL TWDAHAIZIE, 2047 va v idffHTcEEw
o TOFTaid, IPv6 Xy hT—7 THERATHZ LEHTEERHA,

[OK]1Z7 VU v 7 L%,

AT 497 NAT

T T, AXT 4 v 7 NAT OBE R L OF O FEIEFIEIZHOWTEHIA L E T,

AT 492 NATIZDULVT

AZT 4 w7 NAT Tld, EEOT RLANL Vv BT T RUANDOEELBRIPIER S E
T, vy B T RUATERT AR TRILROT, A% 7 v 7 NAT TliE, BIFmo
Bt (R A b ~OFHt LR A "L OBEROW ) ZRTEET BEaEdrad57 2784
= VINFIET BE) o — . AT v 7 NAT BEOVPAT TlE, FAR A 3%k DZ#
WXL TR D27 RUVAELIIA— MBI 20T, MG MOEGITIFHMGTE 8 A,

WORNZ, — R AZT 4 v 7 NAT DTV FE R LET, ZOBWIIFHICT 7T 477
DT, EBEORARNEUE—F FA NOWMFNEELBEBTXET,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
—tzmemELER87 v NaT [

HK6: 25T 414 v%9 NAT

Security

uppnaru._e{,-f
10.1.1.1

209.165.201 1

-«

10.1.1.2 209.165.201.2

< >

Pwmﬁw\ﬁ

Ins |'d"" 'X(l’l'l.ll Id“'

ealy

—FEBERELIZRZ2T 499 NAT
R— MEHARE LIZAZT v 7 NAT Tld, EEO7o haLbt<y b7/ Fo hark
FOR—FZEETEET,

AZT 47 NAT L CAR— FEHEET 256, A— FERITIP 7T RLA%ZFE UEIC
<o BT E0, BIOEICY y B ST ANERBRIRTE T,

WOBRNZ, N— NEWNRE SN — KR A X T ¢ v 7 NAT DY F U A% RmLET, B
LV/E/ibt v hel oIy y B LER—FOmFERLTHNET, WTho
—ZATh, IPT FL ARy B T ENTWET, ZOERIIFIZT 7T 4 778D
T, BHENTZARA L VE—F AR NOWGTREG LB TE ET,

R 7:R— FEBRERELIRET (v NATO—HRME L F U 7

Security

Appliance /
< 10.1.1.1:23 ? 209.165.201.1:23
{1[].1.1.218[18[1 ; 209.165.201.2:60 »
4
Inside f'((f:'lilﬂldﬂ .:_

RN— FEHN— NV ERELTZAZT 4 v 7 NAT I, FEE SR —FDSEEIP 7 KL ADH
KT&?X%%@LE?OMﬂw%wwﬁ%&&ofw&w%@T%F@m%m?FVX&
TIZRALLDETHE, LTy ENET, 51T, FEINAT OHE, NAT L—/b
DREFILIP T FLAE B LARWNT 7 ¢ v 7%, s6deR— %_%%&<\m%m7hvx
E—HT oL ey rInET, EOED, 5P T FLAIIH L THAINLAMOT T
DRTT7 47 LTL—NVEBEBNTLOIHLENHY T, &2, F—FE2HEELRNT
IP7 RVADRASET 47 NAT V=V EREL, ThER— NEHRAL—LVORIZEET S Z
EMTEET,

)

CE) ®BHH)FRXNDT TV r— a0 A AT g NN RT 7)) r—3 9 (FTP,
VoIP 72 &) T 58413, NATXAEEHICE I Z Y R— b2l £,

wix, N— "EHaZ AT D AXT 4 v 7 NAT OZF OofERAF T,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B 1sz0x557vo N

TFATOTATA R—FEBRERELIZRZT 1499 NAT

WERY YV —ZA~DINET 7 8 A% B TEET, e xiE, £ 5K— b~ (FTP, HTTP,
BEIOSMTP 72 ) TH—ERZ#HT 5, 3 OOMN LTy —"\3H o545, FM=—
PICH—DIP 7 FLAEMELTINLDOH—ERICT 7 ERATELL5I10T25 2 LR
TEET, WIZ, TATT 474 A— MNEBEBRELIZAXT 4 v 7 NAT R E L

T, B—DABIP 7 RLAZEEOY— NOIELWIP T RLRAIZ, 7Z7EALLS &L
TWAHR—MIESNW Ty B 7 LET, = NIEREDOR— N (Z1Fh2l, 80, ¥
FO25) ZHEHALTWAED, K= 2L FT 5 46ETHY FHA,

EEUNDR—LOR— FEBREZELRXRE2 T4 v NAT

N— NEHAERELIZAZT 4 v 7 NAT T2 L. TRBEHAR— N BIEHELSNO
R— b ~OEEL, TOHWOEHREFITTEET, =& 2L, HNEE Web — 337K — k
8080 Z{E T 2HA. AN— b 80 I+ 5 Z & 24N —VITFHF AT L., TDOH%, B
JEDOHR— F8O80IZIKT Z ENTEET, [AERIZ, BEX =2V T 42X LIZEDDHITIX. Web
Z—PITHEHELIAL DR — b 6785 I[85t T2 L O ITHR L, £DO%, Bz R— b 802K
FTENTEET,

— FEBERELZREIT AV A3 —T 4 X NAT

ABT 4 v NAT X, EBEOT KL AZA 2 —T =2 AT RLALR— FOEALED
Iy BT TBHLICHETEET, e xlE, T ADHNEA o F—T = A A
D Telnet 7 7 B AZNEHHRA MU XA L7 T 556, WEAA RO IP 7 KL A/R—
F23 &S A L HZ—T 2 A AT RLA/R— 23wy B 7 TEET,

1H{EDRET 499 NAT

WH, AXT 47 NATIZ 1% 1O~y THRELET, LOLEESICL-TI, 12
DEBOT RLAZEBO~ v EL Y 7T RLVRAICERET I ENH0ET I xt%) . 1 x5
DAXT 4 v 7 NAT R ET DG, BEORA NN NI 7 40 v 7 ZBMET D & FITHKY)
Oy T T RUARERENET, UL, RAMIATCRRBENTZ N T 7 10 v 7 D
A EBEO~ Y E T T RLASND N T 7 4 v 7 B TE, 1 DOEBEOT KU AITAEH:
SNFEHEA,

WO, *F%ﬁlﬂ%®15?4/7wﬂV%)ﬁ%?bif EEEDO R A ARG T
L, BICRAD~yEL T T RLANMEEND 20, EBEOKRA N IPRIIO~ LT
IP OZEHL, BRI I #0203 T £,

H8:—xdEDRET 1 9% NAT

Security

Appliance /
101227 7 209.165.201.3
« >
101227 Z 209.165.201.4
-
101227 4 209.165.201.5 s
i

Inside # Oulside

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)

ovvery orut cegm

72 2iE, 10122720 — R RXRITUHRFETDHELET, BERIND URLIZSGUT, b7
T4 7 EELWWeb b— N2V XA L7 FLET,

B 9:—:EDRET 1 v Y NAT D)

Hosl

// i \

*' L Outside 3 Undo Tranelation
B 209.165.201.5 == 10.1.2.27

Undo Tra nslatncrn
209.165.201.3 == 10.1.2.27
| |

Undo Tranglation Y
209.165.201.4 —» 10.1.2.27 X,

/

o<y ELY F UL (FEHE)

NATIZIE, 1R L IS0 TR 3%, 23, 31 R EEROEBOAS T 1 v
Iy T VFEFENTEL LI FRBMENHY T, 11~y T EF 1S
VYT RETEERT AL EBED LET, Tofovy s ATy a ik, PHILAR
WRERDSIEAET 2 ATREMEDS B 0 E9,

BERERIZIE, DRI, 1 /L EFELC T, LaL, ar7s¥ab—Ta VML LT,
EEO~ v M —H TR LN TRWEAERD 5720, LB ETHEEDOEKT KL RITK
LTIxZEZOary7 4 X¥alb—raZElT 52 L 2R LET, e, Do)
VATIE, DEOFEEOT RLARZH DO~y B 7 7 RLRIZIEFICY v B 7 INET
(AlX1, BiZ2, CiX3) . T XTOEEOT RLARw v TInizh, RiIZwy BT
7 RV AT, BHIOEEDOT RLRAIZ vy B 7EN, I XRTCOT v EV T T RLAR< v B
YT ENDETHEITEINET (A4, BiXs, Cix6) , ZofER, EBEOKT RLRITx L
TEHEO~ B 77 RUABEETHZ SRV ET, 1KEZDar 7 4Falb—2 300
X2, YO~y B TEFNRRERTYT, %D~ v B 7 TiE, EEOFRA ~D F
T4 7B TE ETN, EEOERAIMNLDTRITO T 7 4 v 7%, FMETeE LTHRY
W~y B 7 E&8NT RVAZ TR LET,

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B to<veos orur Gegm

WO, — B2 EDAZT v 7 NAT ¥ F U %R LET
10: VAL DRET 499 NAT

Security
Applance
_{1 0.1.2.27 / 209.165.201.3
10.1.2.28 i, 209.165.201.4
- r
10.1.2.27 ; 209.165.201.5
« y
{1 0.1.2.28 )7 209.7165.201.6 @
10.1.2.27 ; 208.165.201.7 '-j'
{ ]

Inside fx-.’)ulr.::de

St EIISR1Ia T 4 X2 L= a TR, vy BT T RLRAID L OEBEOT
RUABGFIELET, EBEOT FLARRET L LD bENC, vy BV T RUARRELE
9, MEROGZFEBE TELDIE, B MIOEBREDOIPT RLRAEvwy 7 I —
DT~y B T E2iTol L &2 TY, VDO ELOFEBREDOT RLAIT ST 7 4 v 7 Btk
TEETH, IN6~D T 7 4 v 73R TCEERTA, V= N T 7 0 v 7, O
HD S5 H>OFEHE FHELIP, S84 IP, EEFLA— b, s8R —F, 7u hai) ([Zk- Tl
IR EBOT RL ARSI NET,

\ )

GE) B3P ETZIZERE 1 O NAT 13 PAT Tlidd ) F A, 2 SOEBO KA hAFE LEFTEHR— b
5% L TR UAMIS — 33 KO U TCP 426K — MT T 7 A 2381, Wil ok
APRFECIP T RLACEHREND L, T FLADBEERRI D70 (524 T VBR—FE TR
W) WO Y £y FShET,

WO, —fRBI72EX DDA ZT 47 NAT > F U A% RLET,

11:ZRVDRET 499 NAT

Security

Appliance
10.1.2.27 / 209.165.201.3 »
10.1.2.28 § 209.165.201.4 »
10.1.2.29 ? 208, J'ES..?UI.H}_
10.1.2.30 ? 209, I&S.EUIA}
10.1.2.31 ,? 2&!9.155.2-5'1.3} '

o

Inside fxf)ulr.::de

TOEINCAZT 4 v I = VEFEHTHOTIERL . RGROGEVLEELET AL NI 7 4
TR 1 DON—VEER L, O DT RLAZHEAF v 7 =V EERT D Z & &2 BED
L7,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
2485 ¢y oamNaT0%E

AR T4 v BE NAT DT

AAT 4 v HBNAT V=V E2EH LT, 7 FLRA&Z%5ERry NU—2 TIL—TF ¢ JH[HE
RBIDIP T RLVAWEB LET, £z, AXT 4 v 7 NAT V—/L Tl — NE#AZITH Z &
HTEET,

1R8O HHEIIZ

[A7 =7 b (Objects) |ZERL, L— /L THELRDIRY NI—F7 3TV =7 NERRIETT
N—THmER LET, it NAT V=L E2ERXTHIEICA T V=7 bEIERTHZ L LT
XFET, MERTHA T Vs M LTFOBEFZE T HERSH D £9

s [JtDOT KL A (Original Address) 1: x> NV —27 A7 V=7~ (F—7Tix7e<) I
THLENRSY FT, AA N, i, FLE TRy bonThu sl TcEEd,

o [ZBHigE 72T R LA (Translated Address) ] : B2 7 R LA Z4EET 2121E, ROF
arndEd,

o [BEfESe A > % —7 =4 A (Destination Interface) ] : #&fiticA > ¥ —7 = A AP IPv4
T RUVAZERTAEE, Fy b= A7V 27 FEERTDHILEETHY 8 A,
ZOFTa Tl A NEWMEEATAIAZT v 7 £ F—T x4 ANAT %
BRELET, BELT RLA/R—=MI, A F—T =24 ADT FLABLVFE LAR—
FEEICEHBENET, IPV6ICA L F—T7 =4 A PAT IIMEHATE EH A,

o [7 KL A (Address) ]: A& A b, #iPH, 723V 7%y bR EENDL XY hU—7 F
TV NEIEIN—TEER L ET, FA—TIZIPvAT RL AL IPv6 7 KL X
DO GFERESHELZLITITEERA, IV—FIZEENDLIZA T OEFICT5
VNGBV E9, @R, 1510~y 7 TlE, EBEOT7 RLRALFELHED~ v v
VT T RUVAERELET, LL, T RLAOER KLV EAELH Y £7,

FIE

ATw 1 [R) >— (Policies) ]>[NAT] DEIZIEIR L E 9,
ATV T2 ROWTNIEFETLET,
LW — NV EERT DHAE, [HIAZ 27 ) v 7 LET,
c BEFEON—VERET 2501E. HEONV—VOmET A2 (&) 27V v 7 LET,
REUZ R o T =NV 2B 25813, HRONV—NVDOAIFHT A a7 )y 7 LET) .
ATY T3 UFTDOHEALV—L T a 2R ELET,

s [ZA kv (Title) ]: b—/LD&4RTZ AT LET,
« V=L DVERL (Create Rule For) ]: [H &) NAT (Auto NAT) ] Z3®R L £,
«[#AT (Type) 1:[AZT 1 v (Static) ] TR L ET,

ATV T8 RONTy NEWA T v a v ERELET,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
. RET 4 v BE NAT DERTE

s (E(EoEA ¥ —7 =4 A (Source Interface) |, [$85E1 > % —7 = A A (Destination
Interface) ]: (T U ¥ FN—T A N— (2 —T 2 A4 ADLFAIFME) O NAT
N—VEAT DA H—T A A, [Source|lZEBEDA X —T oA AT, ZDOA L H—
T2 A RAERBLTRT 7 4 v 713734 AZAY £7°, [Destination] (£~ v B> 7 S i
TeA B =Tz A AT, ZOA L Z =T = A&ERBLTEFT 7 4 v 7137 A 26 H
FY. TIANPITIE, A= F TV v P TN—TF AR f U H—T o f AR R TR
TOA v H—T7 x4 A ([Any]) IZEHASINET,

s [JEDT KL A (Original Address) |: BT 57 KL A&ZGTery NU—T A7V b,

o [EH1% DT KL A (Translated Address) ] : L FOWT &R L E 5,

DT NLANGENDL T N—T5MEHT DT, ~ v BV T RUAREEND
Xy MU= F 727 NERIIINV—TE2BIR LT, BFE. 11O~y
TiX, EEOT RLALRICHO~ T T RLAZRELET, LinL, 7KL
ADENR—FH LWEELH Y 7,

o (K= NEMZEATDALT 4 v A2 H—T A4 ANAT OEFE) BEidA v

B —=TxAADT FUVAZMEHT LI, [ ¥ —7 = A A (Interface) | ZiER L
F9., ZOGE. BEOHERLA LV F—T oA ALBERTHILERHVET, 7V v
CIN—T AN [ H—T 2 A TBINTEEHA, IPVOIAS L F—T = A R
PAT [ 3 CE FH A, ZHUIKR— NEHEHIZ, RFT v AU F—T AR
NAT ZRELET, BEILT RLA/R— M, /X —T =24 ADT KL A, B
OE UAR— FEFICEBRINET,

« (A7 arv) , [EOA— (OriginalPort) |, [Z#a# AR — bk (Translated Port) ] : TCP
F72IXUDP R— M BT HLEN O L5E. TR — b EEWFEHLAR— N2 ERT D
RN—=b A7 FEBBIRLET, A7 V7 M, RAUL7e barzezdgl LizboT
BRIFAUER D /Ao ATV =7 FREELRWESIE. [HILWA T V=2 FOVERK
(Create New Object) | V> 7 %27 U7 LET, =& 2, LEIZE LT TCP/80 %
TCP/8080 |23 % Z LN TE £,

ATY TS (A7 ar) [F#4 72 3 (Advanced Options) [ V> 27 %27 U w7 L, HIIOA 7 3
EIERLET,

o [ZDN—IVIZ—FT % DNS & %2542 (Translate DNS replies that match this rule) ] : DNS
JIGEDIP T RVAGZEWT HNEIMERELET, vy B I A F—T oA A0
ERDA X —T oA AZKBENT D DNS ISEDOEE. 7 KL A (IPvd A £721% IPv6
AAAA) La— NI~y B 7 SNTENOFEROMICE S b ET, KxHT, EEE
DAVHE—=T 2 A AN~y BT EINToA VH—T =2 A A~DDNSJEEDOLE, L a—
NIZFEBEOEN O~y B 7 SNTEICEEBmZ bNET, ZOF 7 v a U3k e =
I &A1, NAT64/46 O THEICR D65 bHV £, ZOHE, HEHZIITLk-o
TALa—REAAAA La— ROEBMEIATSNET, SR OV TIX,  TNAT ZfH]
L7ZDNS 7=V L s Ex#Hz (87 2—) | Z2BRLTLKEEY, Zo4F v
NER— NEWRAITHO LA TEEE A,

s [FEA v H—T 2 A ATARP 7 2% L7\ (Do not proxy ARP on Destination
Interface) ]: ¥~ Y BV IP T RLANDERFE Ty O X2 ARP I L E T,
oV ITA A =T 2 A ALRILF Y hT—7 EOT RVAEMBHA LHA, VAT A
X7 BXFVARPEZMHFH L Ty B 77 RLADTRTO ARP ZRIZGETH 2 LT,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
2485 ¢y EHNAT0%E [

VBT T RVAEGEHRETH RN T 74 v 7 2RITRELET, ZOETIE, 734
AVBEDOMD Ry NT—T DT — T = A THIHIULENRWZO, V—T 1 7 HEL
SINET, BEZELTTRF TV ARP 28T 5 b TExET, TOHEAE, T
A RY—A —HZi#EE) eV — EBHERICRESNTWARL TUI RV A, TA TV
T 4T 4 NAT DA, @HEIT7 0% ARP BWAET, BAEIC L > ClidBmrticE+ 5/
Ea e EE T REERH D £ T,

ATwT6 [OK]Z27 YV >v7 LET,

AR T4 v FH NAT DERTE

AZT 4 v 7 FEINAT L—/Lix, HEINAT Cli=— X &2l S0 EAICER LT, =&
ZIE, RN U TR DEREFEHH T 20 ERNH L5672 8T, AXT 47 NAT L—
NEFH LT, 7 RV AZ5ESR Y T —7 TL—T T ARERBIO IP 7 R L AT L
F9I, T, AXT 4 vV NAT L— L ClER— NE#AITH 2 L b TXxF9,

48 HHEIIZ

(7Y =7 I (Objects) |ZHHR L, V— /L TRELRDLRy NT—I ATV xr NERIZT
N—TEER LET, FA—TIZIPvd T RL AL IPV6 7 RLADMFHIBIESHE A Z LI1XT
TFEHA, IN—TICEENDI XA AT OFFICTIHERS Y F9°, F721E, NAT L—
NEEZRTDIECAT V=7 VeERNT22 b TEET, BT 24727 M, BLTD
THHETZ L TWARNERH D F9,

s [JEDEFEITLT R LA (Original Source Address) |: % NI —2 A7 V=7 hEizix/
N—TERETEET, "A N, @, FREY 7R3y bE2EDLZENTEET, T
TOIDEEILNT 7 4 v 7 2EM]MT D56, ZOFIEEZAXT Yy 7L, L—/LT[TT

(Any) | ZfEELET,

o [ZEHARE DX LT N LA (Translated Source Address) ]: Bt D7 KL R &EIEET 5.
UTFOATarndbh 4,

o [l A % —7 =4 A (Destination Interface) | : #EkieA v ¥ —7 = A AD IPv4

T RVAZEHT LA, Xy NTV—0 47027 FEERTAOLEETHD ¥ A,
ZOF T a s TR, A= NEWMEEHTAAZYT 4 v 7 A F—T7 A ANAT %
HELET, EELT RLA/R—MI, A X =724 ADT7 L AB LR UHR—
FERICEBINE T, IPV6IZA VX —T = A APAT I CTE £ A,

[7 KL A (Address) ]: ARA b, i, E72TH 73y MREENDLI XY NU—2 F
TV NERFIN—TEERLET, ZA—TIZIPvET RL AL IPv6 7 R LA
DM FERESEDL Z LIXITEERA, INV—TIZEENDI XA T X1 OETIZT D
MERHY ET, BE. 11Oy ET TR, EEOT RLALRIUHO~ v E
VI T RUVAERELET, LL, T RLVRAOER -HLARAWEAELH Y £,

ABT 4 I EWEZNLDT FL ALK L TL—ILTRETHEEIL. [TD5ET KLz
(Original Destination Address) ] & [Z#11% D367 KL A (Translated Destination Address) ] ™
Iy MU= ATVl VEAERT 52 TEET, A— NEMROAZEH T D565 A ¥

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B <57 vozmnrone

TAYIT AV E—T 24 ANAT X ET HHAEIL, 5BE~v Yy BT 7T RLAOFT V=7 b
PEMETIC, A v X —T oA AN —LIHRETEET,

BRI, s, FRIEFOHEF CHR— MERAEFITITHI L TEET, A7V h~vxr—
T T, EDOR— b EBHFELR— MUEHTEAR— 43TV RS L EHERLE
-é‘o

FIE

AT w1 [[R) >— (Policies) ]>[NAT] DIEIZEIR L F 9,

ATV T2 ROWTNDEFEITLET,
BT LWL — NV EERT D% AL, [H1AZ %27 ) v LET,
c BEEONL—VERRET D5EIE. HROV—VORET A 2 @) 27V v 7 LET,
REIZ RS T V=NV ZRIBRT 25813, HROV—NVDOAI[T A ar %27 ) v 7 LET) |

ATFYT3 UToOEAL—N FFarbB/ELET,

«[#A R~ (Title) |: V—AOL4RTEATTLET,

« b=V DOVER %S (Create Rule For) ] : [F#) NAT (Manual NAT) ] ##R L £,

s PL—/VOFELE (RulePlacement) | : /L— V&8I 2507 Cd, A—E, #7310 (H
) NAT L — LV ORIDE) | ETIEEIR LI — LD LD TICHATEET,

[ZA 7 (Type) 1:[AZT 4> (Static) & FIRLET, ZOREDHEHZNDDIL,
EEILT RUREZTTY, 56%k7 RLVAOEMREERT DL, BHRIXEICAZT 1 v 772
LD £,

ATYTE ROA L E—T A A FT T arrERELET,

o [EfFA ¥ —7 =4 A (Source Interface) ], [FECA ¥ —7 = A A (Destination
Interface) |: (T Vv TN—T A N— A X —T A4 ADPFAIINIE) T D NAT
N—VEWHATHA X —7 24 A, [Source ITEBEDA L H—T =2 A AT, ZDOA 2 H—
T2 RAEFRHALTIT 7 4 v 71373 AIZAY £9, [Destination] iF~ v B> 7 &
leA =Tz A AT, ZOA U F =T =2 AR LTI 74 v 713734 26 H
EFT, TIANEITIE, V= ET VoY TN—T AN A B —T 2 f A%FR T
TOA X —T x4 A ([Any]) (ZEH I ET,

ATy TS Oy B T RLA (IPvd £721X1Pv6) . DFE V., O T y MIERENDI Ay b7
RURAERELET,

TEDNTy b EBBENT ATy FOFINZHONTIEL, ROMEZZRL T ZIV,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
2485 ¢y EHNAT0%E [

Source Destination

/_f"_'\_\ _/_/—-L'\.
I:ll—(\_[nside ) ( Outside ) |:|i
A— q__,_/—/l - —
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

« [Original Source][Address] : #3257 KL AZGhexy NI—27 4T V=7 b, X
Ty NT—=T T N—T7,

+ [Original Destination][Address] : (A7’ a ) , 57 KL A& &Texry NU—T 4T

TVl b, BHOEFEIZTDHE, EICERRL, EEXT FUAEBMPNEH INET,
SESET RURAZIRELIZEE., TOT RLVRICAZT 4 v 7 EHERET S, BICT A
TUT AT 4 NAT Z X E9,

[41 28 —7 4R (Interface) | DNEIZE-R L C, LD EEE LA V¥ —T =4 AT
KoL TEET (ZOHE, [T3T (Any) [ZHEETLHZEIETEXERA) &
IOy a rEBRINTHGA. BHELORTEA T2 FHBRBINRTHILERHD F
To AET 4w A F—TxA ANAT IZHISET F L ADR— M EH A F24E4 51203,
ZOF TV arEBENL, EHICZO5EER— NOBEYIRR— 47 V27 FEBEIRLE
7T

ATYT6 BHBEONNTy vOT RLARIPVA ETRIZIPv6 D ELLTHANEHNNLET, 2F V. 51
T v B =T 2 A Xy NT—=7 TRINDI XNy 8 T RUVATT, LEIZSCT, IPv4 &
IPv6 D CEBTE FT,

[EHBEDEIETT FLR (Trandated SourceAddress) | : LLFOWFR A2 RIR L E£7,

cHBEOT RLAREENDL I N—T2HHTHICIE, v v 7 T RLAREEND
Iy b= FT7 027 FEFRIFITN—TZRIRLET, @, 11Oy BT
T, EBEOT7 FLALRILEDO~ 7T RLAZFELET, LirL, T RL
ADENR—ELEWEEbH Y 77,

o (R—=MEWZEATDHDALT 4 v A F—T A ANAT DA Bl A v
B =Tz A AZADIPVAT RVAZMHT 25513, [ % —7 =1 X (Interface) | %
BIRLET, ZO%RA. BEOEREA L2 —7 oA ALEIRT HMENDH D £3,
TV TN—T A NR— A H—T o ATERTEETA, ZHIEFR— FEH
CIT, AFT AT A H—T A ANAT R E L E T, EEFELT KL A/KR—
. A H—T A ADT FLVA, BLOFRUAR— hEFICEHBEINET, IPv6IZA
VE—T A APAT T HZ LITTEEHA,

o [EH% D%EHT K LA (Translated Destination Address) ]: (47> ay) Bk D7 v
FCERSND5ET FLAZELeXy NU—2 37 V27 FERIIINV—T24RELE
I, [ZHETO56%: (Original Destination) 124 7Y =7 F2BIRLIEZBEE, RLA 7V =
7 FEBIRLTT AT T 47 4 NAT (OFED, BHRL) 2RELET,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B =57na

AT971T (BE) V- AEMOFELELITS LI —EADOR— FERELET,

R— MNEBEEAT DAY T 4 v 7 NAT ZHELTWBEHE, HET, 506, £RITFEOM
FOR—EEHTEET, 7= 21E. TCP/80 & TCP/8080 D] THOZEHN T HE T,

NAT Cl&, TCP £721X UDP 72 B¥ AR — b F 3, A— N2LHBT 8545, EBEoY—E
AF TVl bOTe bhartsy S =R ATV b balomFER LT
WLET (\HFESTCP E£/FM S EH UDP) . 747 7 47 4 NAT Tl FEEOKR— K
Lo A= DOBMFIZRI LY —ERA AT V7 FEFHTEET,

s DEDFEEILA— b (Original Source Port) |, [£#ii% 7~ 1={5 7t~ — K (Translated Source
Port) ]: #ELT FLADR— "NEWMAERL X7,

* [TEDFEFEAR— k (Original Destination Port) |, [ZE#tiFEA#5EL/R— b (Trandated Destination
Port) ]: %657 KL ADKR— MEHAEER L £7,

ATv T8 (A7 ar) [F#i4 7T 3 (Advanced Options) [ V> 27 %27 U w7 L, HIIOA 7 3
CEIERLET,

o [ZDN—IIZ—FT % DNS & %42 (Translate DNS replies that match this rule) ] : DNS
JIGEDIP T RVAGZEWT HNEINERELET, vy B I A F—T oA A0
ERDA X —T oA AZKBENT D DNS ISEDOEE. 7 KL A (IPvd A £721% IPv6
AAAA) La— NI~y B 7 SNTENOEROMICE S b ET, KxHT, EEE
DAVHE—=T 2 A ALY BT EINToA VH—T =2 A A~DDNSJEEDOLE, L a—
RIZEBEDOEN O~ vy B 7 ENTEICEESRIONE T, ZOF 7> a V3R L =
I &A1, NAT64/46 DM THEICR D65 bV £, ZOHE, HEHMZIITLk-o
TALa—REAAAA La— ROEBMEIATSNET, SR OV TIX,  TNAT 2 H]
L7ZDNS 7=V L s Ex#Hz (87 2—) | Z2BRLTLKEEY, Zo4F v
NER— NERAITHOGEIIEHTEEE A,

[5E%eA v 2 —7 2 A A TARP Z 7% L7\ (Do not proxy ARP on Destination
Interface) ]: ¥~ Y BV IP T RLANDERFE Ty O a2 ARP I L E T,
Vv BTN A =T 2 A ALRILF Y hT—7 EOT RVAEMBHA LHAE, VAT A
X7 BXF TV ARPEZMHFH L Ty B 77 RLADTRTO ARP ZRIZGETHZ LT,
VBT T RVAREGEHRETH RN T 7 4 v 7 2RITRELET, ZOIETIE, 734
AVREDOMD Ry NT—T DT — T = A THHIULENRWTZO, V—T 1 7 HEKL
SNET, BEIISLTTRF U ARP ZENZTHZ b TEET, ZOHE, Ty
A RY—A N—HZiEE) eV — EBHERICRESN TR TUIRV EFAL, TAT v
T 4T 4 NAT DA, WEILZ7 2% ARP NAE T, LA X - Tl icB+ 21
BESIEEZTARERH Y £37,

2Ty F9 [OK] &2V v LET,

7AT2T 47T+ NAT

IP7 RLAZHFICEHRTAVNEDOHAHNAT 20 7 4 Fal—a L ARECEXET, 7L
ZIE, 1290Fy NU—27 ZFR\W, T_XTOFRy FU—Z I NAT 2125 &V o 7R

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
747 717 capNaToRE |

N — LV EVERT DA, AXT 4 v NAT L—LA2VERE LT, 7 FL 2% B& 542
ZENTEET,
WO, — T AT T AT 4 NATDOU T VA ERLET,

R12: 74 T>T 47T« NAT

Security
Appliance /
209.165.201 .1 7 209.165.201.1
qiZ[ZIE:'I.155.}_"[]1.2 g 2098.165.201.2 »
Inside / Oulside B

T TAT T 4T 4 NAT OFREFEIZHOWTHA L £,

TAToT4 T4 BENAT DERE
T RUAREHINZ NI TBINE, AT 47 TAT T 4T 4 HEINAT L— /L %
ERALET, 2FV, TRLVRAZZOT NLRABRIZEBRTDH VWD) Z L TY,

1R BHHIIZ

[F7 Y= I (Objects) |ZFTRNL, V—/LTHELRDRXY NI—7 FT =7 NERITT
N—TEER LET, it NAT L— L2 EEXTARICAT T V=7 NEERTHZELT
TET, MERT HAA TV ME LT OEHEZREI-THERS Y £9

«[JtDT KL A (Original Address) ]: %> NV —27 7 V=7 (FN—7Tix7e<) I
TOHMERHY 7, AA N, #@H, FREV TRy bonTnasfFEH T ET,

o [B#EFHT R LA (Translated Address) | : JGDRBE AT V=7 hear T YnEo
T E—=DRy NI—2 X7 V=7 VERIFIIN—T, LA TV VAT HZ L
HTEET,

FIE

RTv 71 [RY)— (Policies) |>[NAT] DIEISER L £,
RAT9T2 RONTNNEFETLET,
B LV — LV EERT AT, [ ARZ 27 ) v 7 LET,
« EEONL—VERET DHAE. HBOL—LVORET A2 @) 2270 v 7 LET,
RENZ o T V— NV EHIRT 2581, HROV—NVOIAIF/TAarw 7 ) v 7 LET) |
ATV T3 UTFTOEAL—L FF g ZRELET,
s [ZA kv (Title) ]: b—/LD&4RTZ AT LET,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B 777 smnTonE

« L=V DVERL (Create Rule For) ]: [H &) NAT (Auto NAT) ] Z3®R L £,
«[#AT (Type) 1: [AZT 1 v (Static) ] ZiTIRLET,

RTYT8 RONry NEBAT v a v ERELET,

o [EFEA ¥ —7 =1 A (Source Interface) ], [FESCA ¥ —7 = A A (Destination
Interface) ]: (T U v ¥ FI—T A N— [ U HZ—T = A4 ADGFAITMNE) T O NAT
N—)VEHEHTHA v H—T A A, [Source|lTEFEDA >V H—T A AT, ZTOA X —
T2 AERBRHLTRIT 7 4 v 713734 AZAY £7, [Destination] (£~ v B> 7 S i
TeA B =Tz AA AT, ZOA =T =24 A&RH LTI 7 4 v 713731 ZinbH
F9., TI7HNITIE A= EITV v TN—T AN A B =T = &R TR
THOA LV H—T7 A A ([Any]) (@A SNET,

s LT R A (Original Address) | : B3 27 NLAZELerxy NU—2 47T K,

o [EH% DT K1 A (Translated Address) |: JtDEEILER LA T V= FEHRELET,
FTa T, NENRRIZFEUNOA 7 V=7 FERIRTHZ L TEET,

TAT YT 4T 4 NATIZIE, [JE®7A— b (Original Port) |35 X OVN[Z AR — K (Translated
Port) | A7 a v EBFRELBRWNTLSEE N,

AT9 TS (AT ar) [ (Advanced) (V> 7 %227V v 7 L, @bty a 2R LET,

s [ZDN—)v & —F9 % DNS & %2 (Translate DNS replies that match this rule) ]: 7 A
TUTATANATIZIE, 2047 v a Vv EFRELRNTLIES N,

s [FEEA v H—T = A4 ATARPE 7% L72\ (Do not proxy ARP on Destination
Interface) ]: ¥~ Y B 7 IP T RLANDERFE Ty O X2 ARP I L E T,
VYR TA B =T A AR LAY hU—2 EOT RUAZER LIESGE, VAT A
T7mF T ARPZMM L Ty B 77 FLADTRTO ARP ZERIZISETH 2 L T,
Yy TT RV AERSEHRET DN T 74 v 7 ERITZELET, ZOFETIEH, 734
ANZEDMDAR Y NT =7 D7 — T =2 A ThOHULENRND, —T ¢ 7 3k
SNET, BEISLTT XU ARP 2T LI b TEET, ZOHE. 7y
Z b Y — b = ZEGR = P AERICRES N TV RS TIRY 8 A, TA4 T~
T 47 4 NAT D4, BHEIZT7 2% 2 ARP WAE T, HEIZE o CdBEerEIcBI T 2
BEg| EEZ RN H Y £,

c[BEAA H—T = A ADN— kv 7T FDFELT (Perform Route Lookup for Destination
Interface) |: JTCOFIEILT RV AL EMI NI RIELT RVRIZF—DOA TV =7 ik
WEDBRCIKE A v F—T oA A L5, o F—T = A A RIRT D56, 2047
vara@RT 5L, NAT L— /L CRRIEINTIZSEA v F— T = A A TIERLNV—T 4
T T =TSN TY AT AR V=T oA ARRETHLIICTEETS,

ATFv 76 [OK]| %22 VU 27 LET,

TFATUT4T4FFHNAT DERTE

ART 4T TAT T 4T 4 FE)NAT L—/L3. HE)NAT Cli=— X527 S 720 EEs
WAL ET, 72& 2, mReIS CTRRIEREHEHT OINENDIGERETT, 7K

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)

FIE

747 771 5NATORE [

VANBEINZWE DT DINE, AXT AT TAT T 47 4 NAT V— V&R L F
T, OFV, T RLVRAZZOT RLAAKICEBTH LD Z & TT,

1R BRI

[4#7 =27k (Objects) Z&INL, V=NV TURELRDLFy NT—7 ATV NERITT
N—TEER LET, FA—FIZIPvd T RL AL IPv6 7 RLADM FAIBESE A Z LI1ET
EFEVA, IN—TFIZEENDIZA 7T OEFICTE2HERHY £3, £7/21L, NAT L—
NETERTIECAT V=7 bEERTDHIZ b TEET, (EkT2547 V=2 MME, LT
FEHZ LT ARLERDHY £,

s [JEDEFEITLT R LA (Original Source Address) ]: v b —2 A7 V=7 bEizixs
N—TERETEET, AA N #@A, T3V 77Xy b 2E0LIENTEET, T
TOIDHEETL ST T 4 v 7 BT D56, TOFIREAFy S L, L—/LT[TT

(Any) 1 Z#fEEL X7,

o [EHt% OEFEILT R LA (Translated Source Address) ] : JEDEE LA T V=7 FERIL
FTV 2l FEEELET, A7 a T WERERIZFE O 7Y =7 b & #IRT
HZEHTEET,

ABT 4w I EMAE ZNSDT FLAICK L TOL—/L THRET DEEIL., [TD5kET FL 2z
(Original Destination Address) ] & [Z5#i#% D%6%c7 K LA (Translated Destination Address) ]
Iy NT—0 ATV VEERTHZEHTEET, N— MNEROBEHEHT 5580 A ¥
TAYIT AH =T 2 A ANAT ZHET DH AL, S~y BT T RLAOAT V=7 b
ZEMETIZ, A ¥ —T oA A& N— VR ETEET,

EIETE, 5EdE. ERIEEOW T TR— NEMEFITIH L b CaEFEd, A7 V=7 F~vF—
V¥ T, TOR— hEERFHR— NHERATELER— A7 V=7 MRHL L 2R LE
To TAT VT 4T 4 NAT Tlt, FILA TV =r MEFEHTEET,

AT9 1 [RY) >— (Policies) ]>[NAT] DNIEIZEIR L F9,
RT9T2 ROWTNERETLET,

B LWV — VBB T 2880, [HARZ %2270 v 7 LET,
cBEFON— NV ERETDHEIL. FROL—NVORET A2 @) 27V v 7 LET,
(RENZ o T2 L= L ZHIRT 58813, IRONL—ILOIAIF/TAarz sy 7 LET) |

ATV T3 UTOEAL—IL FTFL a0 ZHELET,

«[ZA kL (Title) ]: V—ILDLETEZ AT LET,

« PL—LDER RIS (Create Rule For) | : [T-8) NAT (Manual NAT) ] 23R L £,

s b=V ORELE (RulePlacement) ] : /L— Lz BN 550 T4, L—nE, 73V (H
B NAT /L — LV DRIDME) | EIITEIR L2 — O ENFICHATE £7,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B 7577 smNTORE

s [ZA4 T (Type) 1:[A¥T « 7 (Static) |ZTIRLET, ZORENEHINDDIE
EETLT RUVREZTTY, 567 RLVADOEBMEERT D L. BHRITTEICAZT 1 v 772
HDIT/ D F7,

ATFYTd RO BZ—T 2 A A F TV arZRELET,

o [BETEA »Z#—7 =4 A (Source Interface) ], [3E5A > ¥ —7 = A A (Destination
Interface) ]: (FT U ¥ FN—T A N— f 2 —T x4 ADPGHIFIMNH) 0O NAT
N— VAT DA% —7 x4 A, [Source| ITEBEDA L H—T 2 A AT, ZOA 2 H—
T2 A RAERBH LTI 7 4 v 71ET7 /34 AV £, [Destination] 1L~ v ' 7 &
oAV H—T 2 A AT, ZOA U E—T2A RAERBALTRT 7 4 v 73T AHH
4, TIHNDITIE A—E TV oD TN—T AN A B =T 2 A% TR
TOA X —T7 =4 A ([Any]) (A SINET,

AT TS TOry B T RUA (IPvd £7213IPv6) Z#BILET, DFED., Ty R THEENT
WBry b 7 R AT,

TDONT b EEBBE DNy R 0L LT, LFOREZZRLTIZSn, 22T
X, WEIAR A R TT AT T 47 4 NAT ZEITLET0, SRR MIEH L £,

Source Destination
— ll_d—r"_'
I insice Dutsn:le ———
W} nsice < =
101.2.2 MAT I"”'..’||. 192.168.1.1
Identity Mapped: 10.1.11

10.1.2.2 — 192.168.1.1

MMA122 —= 101141 >
Criginal Packel

s [JEDE(EILT K LA (Original Source Address) |: AL CW\W57 KL A& &Tery T —
I AT NERIIIN—T,

Translated Packel

s [JED%ESET KL A (Original Destination Address) |: (47> ay) %87 RLA&ET
Ay NI—=0 ATV b, ZAOEEICT DL, SEEICERR S FEILT N AL

PEASIET, 5057 RLVAZIRELILEEG, €07 FVRAIZAZT v 7 BHARE
T2 WIZTAT T 47 4 NAT 2 CE £7,

[ % —TxA A (Interface) ] ZIRINL T, LD EZEEITLA VF—T = A ATHESD
PELHZELTEET (ZOHE, [TTC (Any) [ERETLHZLIETEERA) o 2
DA T a rERIRT D56, BREHLOEA T V=27 MHIBRRTHILERSH D 7,
ABT AT AU H—T A ANATIZFEHET RV ADOR— NEHZFEET HI21E, 2o
T a v EERL, EHIZEOMER— NOBEYIRAR— N A7 V27 FEEIRLET,

ATYT6 LTHBEDONT s hOT RLANIPvA E7-13IPv6 DEL L THANEHAILET, 2FEV . 50

AL B =T 2 A A Fy NT—=T TREND XXy 8T RLVATY, LEILLT, IPv4 &
IPv6 D CEMTE £,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)

747 771 5NATORE [

[£H11% DiEfETET F LA (Translated Source Address) |: JEDEETXTA T V=7 FERIL
FT7Vx MEBELET, A7 a T NEPRZERICFEICHOA TV =7 &8RRG
LT EHTEET,

[ZH11% DB 5.7 KL A (Translated Destination Address) ]: (47T a3 y) EBHKEO 7
MNCEA S ABBHET RLAEGEL Ry NI = AT V=7 NERIIIN—TE2BELE
9, [JePFESET KL A (Original Destination Address) ] 1247 ¥ =7 hZ&IR L7254,
FUAT Y7 FEBIRLTT AT T 47 A NAT (DFED, B l) ZRELET,

AT9 71 (EE) V—EABMOFE L EITS LI —ERADOR— M ERELET,

RN— NEHZEHATDAXT 4 v 7 NAT 3% E L TWBHEAE, &Ex. 5. FITZE0OM
JFOR— 2B TEET, 72 21F. TCP/80 & TCP/8080 D] THOZEHLN W EETT,

NAT Ci&, TCP £721X UDP 72 RY AR —hanxd, A— 2Ll T 546, EBEOY—E
AFTVzl vOTr bAoA F TV O e ha Lol ER T
WLET (W ES TCP E£/EM S5 EE UDP) . 7 A7 7 147 4 NAT TlE, FEEOKR— K
Ly B R=FOWGICFE LY —ER AT V=7 hEEATEET,

LD EEILAR— b (Original Source Port) ], [ZE#iys #5504 — & (Translated Source
Port) ]: ¥ELT FLADKR— "NEMAER L X7,

[FtDFEse7R— b (Original Degtination Port) ], [ZE#iF#A#5E5EHR— bk (Trandated Degtination
Port) |: %5157 RLADKR— NEMEZERLET,

ATy T8 (A7 ay) [FEM (Advanced) (V> 27 %27 U v 7 L, it 7 a v Z8IRLET,

[ZD—)L & —ET 5 DNS & %252 (Translate DNS replies that match this rule) ]: 71
TUTAT A NATIZIE, 2047 v a v EFRELRNTLIES N,

[5E5eA v ¥ —7 = A ATARPZ 7% L7\ (Do not proxy ARP on Destination
Interface) ]: ¥ v BT IP 7 RLVASDEFE/T Y hO7r X2 ARP NI LET,
VY TAUH =T 2 A AR LRy NT—2 LOT RUAEFEH LIESGAE. VAT A
I7B X ARPZEA L Cv vy BV 77 RLADTRTO ARP ERIZIENET 5 Z & T,
Yy EYITT RLRESRET DT T4 v 7 #MATRELET, ZOHETIE, T4
ANZEDOMDAR Y NT =7 D7 — T =2 A ThHULENRND, —T ¢ 7 13l b
ShET, REDSCTT XY ARP 2T H b TEET, TOHE, Ty
Z b =B = ZHETR N — P RERICRES N TV RS TUIRY 8 A, TA4T
T 4T 4 NAT D4, @HIT7 7% ARP BWARET, HEIZ K-> Tidsekettic B 2/
BEG EEZ RN H Y £3,

SEdeA v B —T 2 A ADN— )V 7T v T DFELT (Perform route lookup for Destination
Interface) |: JTCOFEILT RV A LB INT-RETLT RVRIZFA—DOA TV =7 ik
WRIDBRCIEE A v F—T oA A L5, F—T = A A RIRT D55, 2047
varaERT 5L NAT V= /b TRE SN A v F—7 = A ATE R NV—T 4
YT T =T WCEODWT Y AT LA V=T = A AERETH LI TEET,

AFvF9 [OK] &2 U vr LET,

Y rI—9 7 ELAZH (NAT) .



#v kT—4 7 RLREHR (NAT) |

. Threat Defense @ NAT JL—)L®D 7O/ F 4

Threat Defense @) NAT JL—/LD T A/NT «

v hU—=277 NUAZHR (NAT) V=&AL T, IPT RUAZMO P T N LA
LEJ, @F. NATL—LZHEHLT, 7794 X—F T RLRERXT Y v 7IV—T 47
FHEZR T RLRICEH L E T, 1ODT7 RLAMLBIOT RUA~NEWTHZ L, /-, R—
h 7 RURZEH (PAT) #fEH LT, Z2HOT KL RAZ1OOT RLANEHRTHZ LT
FT (F—FEEEZRHALTEELT FLAEZKBILET) |

NAT L— VIZIIR O FER T a T o BREENET, FFITHEARRWEY . HE) NAT L—
L& FE)NAT V—L D F a7 ¢ X6 L T9,

35
=V DERTE AT LET, LRNIAR—ZAEZEDHZ LI TEEREA,
JL—ILDYERL (Create Role For)

ZEHiL—L % [BE) NAT (Auto NAT) 1129 27>, [F8) NAT (Manual NAT) ]I29 50
ZRELET, HE)NAT IZTE) NAT LY L T2, FHE)NAT TiE, 5887 FLA
IZHEASWTERETTT FUARICHI A OB EER T 7,

[RTF—A R (Status) ]
N—ET TT 47T DB, BT 252 EELET,
E2iE (Placement) (FE) NAT DH)

=)V ZBINT 55T T, —it, 72U (HE)NAT L—/LORINE) .« F720%
BIRL 72— LD ELFICHATE £,

[24 7 (Type) ]

B — V% [ A4F 2 v 7 (Dynamic) | E7ZIX[AXT 1 v 7 (Static) | THREL ET,
AT I v EBII~ LT T RLART RLAD T —)b (PAT EEERZIZT KLA
ER— FDOMAEDLE) PHLHBWICERLES, ~v B 7 7 RLABLOR— h &
HBICERT DHAIIAY T 4 v 7 B EHEHLET,

PIED R By 7 TIL, FOMO NAT L—)b 7 a5 4 IZOWTHA L £,

BE) NAT D/ FERTO/NNT 4

[73% » MZ5#h (Packet Translation) | A7 a v &EHEH LT, BETLT L AL B I
W7 FLAZERLET, ROT a7 ((ZHBINAT [COZ@EM S ET,

[EETAE—T 4 X (Sourcelnterface) ], [3E85%k4A % —T 4 X (DedtinationInterface) ]

(T TN—F A N— B —T o ADEEITNA) T D NAT L—/L %3
THA 2 H—T x4 A, [Source] IZEBEDA X —T 2 AT, ZOAf L H—T =/ A%
BELTRINZ 7 4 v 71T /3 RIZAY £, [Destination] |~ > B 7 S A & —
T2AAT, TOAHE—T oA AZREB LTI T4 v 7 IIT A AbET, 7
THNVETIEH, V= MET Y oD TN—T AR A o H—T 2 AERTRTDOA
2 —7xA A ([Any]) [ZEHSNET,

. v hT—9 7 FLARZEH (NAT)



| #v+9—% 7 FLRZH (NAT)
CETTUORVESIS S SR DA |

[t 7 KL X (Original Address) | (FIZwh%E)

BT TWAEEILT FLAZETeRy NT—7 7= b, I —7TiIm Xy
D=0 37l MITALENHD, AA M #H, 237 %y F2E50DA52 0
TEET,

[E#aEHT7 KL R (Trandated Address) | GEEIXZE)

B D< B 7 T RUVA, ZZCTORRIIERT BN — VDX A TITEFELE
Er

«[#47F v 7 NAT (DynamicNAT) |: v v 7 7 RLAZETery NU—7 4

Tl NEREFITN—T, ZHUEFR Y NI ATV VERIFI =TT D
TEMTEETIN, Y7 xy b2EdeZl LIXTEERA, ZFV—TI2IPVA T KL A
EIPV6 T RLUADW G HBESEDL Z LI TEERA, V=TI EEND XA T
W1 SFEFICTH2HERNHYEST, FA—TICHBAERA NPT RLADW NG
FNTWAEA. fIZZ AT I v 7 NATIZEHA &, ARA R IP 7 R L A% PAT
D7 =Ny LTHEAINET,

« [#4F 2 v 7 PAT (Dynamic PAT) ]: IROWT T,

e (M H—TxAAPAT) , B A v H—T7 =4 ADIPvA 7 KL A &Y
LT, [ ¥ —7 =4 A (Interface) | ZiBIR L FT, ZDOHFA. FFEDOHE
A v =T 2 A ALBRINT HLERHY ET, TV Y T—7 X \—
A HF—T 2 ATBIRTEEH A, IPV6IZA F—T = A APAT Zif4 5
ZEIITEERA,

PR L H =T A AT FLVRALSOE T FUREMEHT 5123, ZOHK
TERRLTeARA N Xy NT—27 A7V FEBRLET,

o [AH T 4 v 7 NAT (Static NAT) ]: IROWT T,

« T RLVADOREIN—TZ2MHHT DI, ~ v BT ENTET RLRAEZET R Y
NT—0 4TVl NERIIITN—TEBRRLET, A7) FEIZTN—
TIEARA N, i, FREFV TRy MEFLIENTEET, @F, 1510wy
BT, EBEOT FLALREICLED~ vy 7T RLAZRELET, L
L. 7 RLZADHEBR—HL2WEELH D £7,

o (R—bMEMEBEATDHALT 47 A H—T A ANAT OE) Bt A
VHE—=T 2 A ADT RVAEBFEHTHIZIE, [ ¥ —7 A A (Interface) | %
BIRLET, ZOHAE, BEOERLA V¥ —T7 oA ALBRTHILERH Y F
T, TV ITN—T A N— A F—T 2 ATBINTEER A, THUFER—
NEH LI, RET 4 v T A F—T A ANAT ZRELET, FELT F
VAR—=RE, A F—T A ADT LA, BIOFR UAR— MEFICEHRIN
F9, IPV6ICA X —T = A APAT 2452 LI TEEHA,

[TAT T 47 4 NAT (Identity NAT) ]: £fFmeR ATV =2 b, A7 a v
T, NEANZRICFA LA 7Y 27 P 2@BIRTH 2L b TEET,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B =onro sy rEmTosT 4

[E#FTDR— k (Original Port) ]. [E#i#&D/R— k (TrandatedPort) | (X2 T 1 w9 NAT
DH)

TCP £721X UDP A — b 2T H BN H D56, BHRETONR— F EBBEDOFR— %
EFRXTOR— AT V=7 bEBRLET, A7 V=7 MI, AL e harzestsgl L
T2HDTRITIIERY TR A, 728 2IE, ST U TTCP/80 % TCP/8080 IZA#i 45 =
ENTEZET,

FEHNAT D/ REBRTONT 4

[73/7 >~ FZE#A (Packet Translation) |47 va v &AL T, BELT RL AL~y BV IE
Bt 7 RLAZERZLET, ROT 08T ¢ IZFENAT ICOLEHA S ES, FRCing
WIRYD | TRTHT v a o TY,

EETA 2 —T 4 R (Sourcelnterface) ], [3B85%EA 32— =4 X (DedtinationInterface) ]

(T TN—T A= f o H—T 2 A ZADPEITMIE) T D NAT L—/L %1 H
THA L H—T x4 A, [Source] IZEBEDA L HZ—T 2 A AT, ZDA L H—Tx A A%
BHLTKNZ 74 v 713734 AZAY £7, [Destination] (F~ v B> 7 S iAo v ¥ —
T2A AT, TOA LA —T oA AR LTI T T4 v 7 ET A AN HES, 7
TANVETIE, = ZT Vo TN—T AN A F—T 2 f A%ERSTXTDOA
2 —7 x4 X ([Any]) (ZHEHIILET,

[FTTDEETT KL R (Original Source Address) | (FIZ@hZE)

B 57 RLAZETery NUV—7 AT V=7 NERIIINV—T, ZhExRy hT—7
ATV FERBINN=TICTH LR ARET, ARX b, @i, £3Y TRy MG
I LNTEEY, BMATOTXTORREL T 7 1 v 7 2EBT D56, L—ILHIC
[EE (Any) |ZfEETEET,

[E#EDZEIETT KL A (Trandated Source Address) | GE&EIL47E)

B D~ 7 T RLVA, ZZCTOBERIIEET LB —NLDX A4 TITEFELE
‘a—o

s [£A4F v 7 NAT (DynamicNAT) |: ~vEV 7 7 RLRAEZELFry hU—7 %
T2l NERIIN—T, THUIR Y NI—I ATV NERIZIN—TICT D
CENTEEIN, IRy bE2ELZ LIXTEERYAL, FV—TIZIPVA T KL A
EIPV6 T RLADM FHRESEDL ZLIXTEERA, IINV—TICEEND XA
1 OPFICTA0ERHY £, FA—FIC#HELERA NPT RLADW S NE
FNTWDEA, ®HIZZ AT v 7 NAT IR &, A R IP 7 R L AT PAT
D7 =Nyt LTHEHAESNET,

« [# 47+ v PAT (Dynamic PAT) ]: IROWT T,

s (fH—TxARAPAT) , HfiiA v X —T = A ADT NLAZFEHTHIZ
X, [ % —7 x4 A (Interface) | ZHINLET, ZOLA. FrEDOHERLA
VE—T 2 A ALRINTHLERHYET, TV vV T N—T AN~ —
T oA ATEIRTEFER A, IPV6ITA X —T = A A PAT 211452 L 13T
XFEHA,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
FHNATO/ 7y bzmTosr s [l

cBERGEA H—T 2 A AT RLVALAOHE—T RLAZERATHI2E,. ZOHB
TR LIz A b Ry N —27 47V =7 FERIRLET,

s [AZT 4 v NAT (Static NAT) ]: IROWT NN T,

c T RLADREIN—THMEHT DI, ~ v VT ENTET RLAEZET X v
NI = FT V= NERIFIN—TEERLET, A7 V=7 NEREFTL—
TUEARA N, i, FEY TRy ARSI ENTEET, @BF, 1XF10Ovy
BT, EBEOT RLALRICEO~ 7T RLAZRELET, L
L., 7T RLVADER—HL2WGELH D £,

s (R—= P EBEERATDAZT 4 v A X —T x4 ANAT DA HEfidA
VE—T A ADT RVAEFHTHIZIE, [ Z—7 A A (Interface) ] %
BINLET, ZOHA. BEDOERLA v 4 —T oA ALERTILERNDH Y F
T, TV T N—T A N— A H—T o ATERTEFEEA, ZIUTR—
FEHA LI, A2 T 4w A H—T A ANAT ZRELET, FETT R
VRAR— NI, A X =T =2 ADT RV A, BILOFUR— MEEICE#B I
£, IPV6 A X —T = A APAT i+ 5 Z L1 TEEHA,

[TAT T 47 4 NAT (Identity NAT) ]: £fFELERUUA T Y= b, A7 a v
T, NEPREIZFRUNDOA TV =27 @RI TEET,

[FTEDFEET KL R (Original Destination Address) ]

SEMET RLRAZELXy NU—0 4T V27 b, ZZADERICT S &, sEICERARL,
WKETLT RUAEEPEA SN ET, 58%E7 FLAZBE LSS, 07 RLARIZAH
T A I EMRERET DN, BIZTAT T 47 4 NAT 2 CTE £,

[ % —7xAA (Interface) | BN L T, JTLOLHELEEITLA v F—T = A ATHD
PELZELTEET (ZOBA, [T3C (Any) [Z2HBETHIEEFTEERA) . 2
DA T v a U ERIRT D5E, BHEAOEIEA T V=7 HRIRTALERH Y $7,
ABT 4w A B —T A ANAT 25T R LU ADR— N A EIET HI12iE, 20
F Ty a v EEIRL, SLIZEDFLER— FOWHEY/RAR— A7V FEBEIRL F9,

[EH#FEHFEELET F LR (Trandated Destination Address) ]
Bt DOy NTHEASND5EHET KL 2AZ2Eery NU—7 A7V =7 137
N—TERELET, [EHATO%ESE (Original Destination) (247 Y =7 b Z&IRN L7755
AL FCATV=27 FEBRIRLTCTAT T 47 4 NAT (DF D, BHa/lL) Z2%EL
E3

T OmI L L TREEMH RAA VA EZRET DXy NU—I 4T V27 Nl TX
£, FEMICOWTIX, FQDN 4D A RT7 A4 (14 4—2) 2BRL T &,

[E#ATDE{ETTAR— ~ (Original SourcePort) ], [E#a&DiE{ET/R— k (Trandated Source
Port) ]. [E#:BTDFESR— bk (Original Destination Port) . [Z##%M5E5%EAR— b (Trandated
Destination Port) ]
BHATD R > N E BRSO MIxT HEET ) — A L — A2 EET D
R—bAT7Vxr b, A= bEZEHT5, b LUL A= FEEHRETICLr—1%2)—bE

Y rI—9 7 ELAZH (NAT) .



. SHH NAT 7 0/8F «

HA NAT O/ T 4

*y k7—% 7 FLRZH (NAT) |

AN TEDLHCR LA T V27 FEBBIRLET, Y—ERAZRETDL LT, KD
= ZHERB L TL7Z &,

o (XA F v 7 NAT £721X PAT) . [ZH#ATDE(E6A— K (Original Source Port) |
BIO[E#%DOEEFETTAR— b (Translated Source Port) | TIIEMA T 8 A, BH
ISR — F TORFEITTEET,

« NAT Tl&, TCP £721Z UDP 2 3R — hahE ¥, KN— FE2EHBT 555, KB
DYy —EARA ATVl bOFr barbwy 7 =R AT bOTa b
aOWFGEFECICLET (WHFEBTCPE/IEM G EHUDP) . TAT T 4T 4
NAT TlE, EBEDOR—b e~y 7 R—= b OWGIZRICA T V27 T
7

NAT 2% ET 554, [BEM (Advanced) |4 7Y 3 > T, H—E 2281 MT 2507 ¢

e
Ea=cs

ixX AE

ETEET, 2hbo7Fe XT3 _XTCAH Ty ar T, P—EARLERESICOHR
Liﬁ‘o

ZDIIL—ILIZ—E T 5 DNSEIZEDE

DNSGEDIP 7 RV AZEWMT LM EINERELET, v v BV I A v F—T (R
NDHRBEDOA 2 —T A AZBET 5 DNS JREDEA. 7 R A (IPv4 A £7213 IPv6
AAAA) L a— R~y BV 7 SNTENGEBEOEICES B bNET, Kxho, FEEE
DA VE—T 2 AINb~ v BT ENTA LV EZ—T 2 A A~DDNSIGEDE L, La—
RIZEBEOEI O~y BV T SNTEICEES BRI ONET, ZOFT v a 3k L &
WZEH S4L. NAT64/46 DM THEIZ R 5550 H 0 £3, ZOhA, EEHxI2L-o
TALVaZ—REAAAA La— ROEBMEIATEINET, FEMIC OV TIX,  TNAT 2
L7-DNS 7=V L s&nEx#Hz (87 2—) | Z2BRLTLKEEY, ZoFF e
ViE. AHT 4 w7 NAT V— /L Th— MEHEIToTWA EEFRIATE SR A,

(MU= A RAPATAD T+ —ILRIL— (BBFkA B —T x4 X) (Falthroughtolnterface
PAT (Destination Interface)) | (44 F+ 3 w49 NAT D#H)

o~y B 77 RLARTTIZEH Y S ToNTWDEHEA, Ny 7T v 7 FEE L THEE
AVHE—=T A ADIPT RLVAEFEHTL20E I (L F—T A APAT 7 4 —/)b

Ny 7)) BRELET, ZOFTvaidd, 7V vV T N—TDRA L R—TILREA
VHE—T 2 A AERIRLIZGEICORMEATEE T, BaINZT RLALE LTI TICA
VH—T A APAT #HEL CWDHIHA, 20T v a v 2BBRTEEHA, Z0OFT
vad, IPv6 v U —7 T TE A,

JWHAVA—TIAATTAXFLARPLEL (RE T 1949 NAT OH)

vy TIPT RLANDEE Ty hOF % ARPZHEEHICLET, v v BT A
VHE—T A RALFE LR Y U= FOT RLRAERFERA LSS, VAT LT T axy
ARP ZE L T~y B 7T RLADTRTO ARP BRIZIGETHZET, v~ v
T RLRESHET DT 74 v 72 ATZELET, ZOHETIE. T34 ABRZ O
DFy T =7 D — T =A THILENRNZD, V—T 4 TRl LS Ez T,
VEG U T XY ARP 28052 b CTExEd, ZOHE, Ty 7 AR —A

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
Py k7—s 0z ]

N—Z 2P — P AEEICRE SN TR TRV FX¥ A, TAT T 47 4 NAT
OYA . BHEIXT B XY ARP PARET, HEIC X - Tk BT 2MEE 5 X 2
THREMEDRNH D £,

[BBEA VE—T A ADIL— L Ly Y 7y TDEFT (Perform Route Lookup for Destination
Interface) | (M7 A T T4 T4 NAT DH. IL—T Y K E— FDH)

JTEDRIFILT FUVRE B INTHETLT RVARZR—OA 7V 7 BT HERICE
BIaA v H—T oA ALFNA U H—T = AZERIRT DG, 2047 v a U ESRT
DL NAT V— )V CRRESNTZSEA X —T oA ATIERLIN—T 4 T T—TNIZ
HASNWTU AT AN A v F—T oA ARRETH I I TEET,

IPv6 v kD — 0 DEHR

NZ 74w 7WNIPV6 DBDF >y v T —27 L IPVA DHRDOXy ST —7 Ol x@iE+T5 ko4

HULBENRHDGE. NATEZHEHLTCT RLVA XA T2 EBRTLHILERNHY F3, 250 IPv6

Ty N =T DHEATH, xRy N =726 L THET RLRAZFERRICTHNLELRD D

BERHY F7,

IPv6 % b T — 7 TIIIRDEB S A T HEHTE ET,
* NAT64, NAT46—IPv6 /377 b5 IPVA /ST hADIEHR L T OB SDRY 2r—,
IPv6 7> 5 IPv4 ~DZEHL, B L NIPv4 D IPv6 ~DEMAZ EHRT HIMENH Y £, =
UE, 120 FE)NAT V— /L CTEITTX LT, DNS b — 03404 xy hU—7 Eigh
L86. DNSIGEE Y 74 b H20ENHY £, a2 fRET D & &I FHNAT L—
JVCDNS U T4 FEFNIT DI ENTERNED, 250 HE)NAT L— L E{ERKT 5
CEME0EYRYY) 22— g TT,

A

GE) NAT461ZAZT 4 v 7 v~ v LT OHREYR—FNLET,

NAT66—IPv6 /7 > R &EBIDIPv6 7 KLU AIZEM L ET, AXT 4 v 7 NAT 2T 5
TEEWRLET, FAFT I v 7 NAT 721X PAT ZfETE 428, IPv6 7 R L ALK
BHIZHDHTD, FA4TI 97 NAT 2 AT 20ETH Y £ A,

GE)  NAT64 BLONNAT 46 1%, HE#EDNL—TFT v R A X —T 2 A ADHTHATE £9, NAT66
T, =Ty FBIORT Y o TN —TF AN~ (A —T o f ADWHF THEATEFET,

NAT64/46 : IPv6 7 5 IPvA ~AD T KL X TR

NT7 74T RIPV6 Xy BT =7 ML IPVAEEADO Ry N U — 7 ~@iAT 2BEICIZIPve 7 R L
A& IPVAICERR L, UE—2 N5 7 4 v 7125 L TIZ IPVA 05 TPV ICE T A NERH D
F9, IPv6 T RLAZNRAL LU RTHIPVET KL 2 F—)L (IPvdN) & IPvd 7 KL R &34

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B natesiss o - paBIPG Ry FT—5 ESMERIPA A VB —R oy b

Y RTBIPV6 T RLA = (IPv6N) L9 2507 RLA F—L&kiE#RT HUENRD
\iﬁqo

* NAT64 /L—/LH®D IPv4 7 KL A F— i, — RIS/ <, BEIXIPv6 7 947 N T
RLRAETIx T Ty BT T 57D+ 7T FRLAEZFF o TWERHA, ¥4 FIv 7
PAT IZ, ¥4 F I v 7 NATRAXT 47 NAT LB LT, ZHDOIPV6 7 T4 T > b
T RUVAIZEGIZHEG LET,

eNAT46 L—VHDIPv6 7 FL A T —Lid, ~v B 7 EN5 IPvd 7 KL ADOLL I
THZLEMNMTEET, LoT, HIPvE T RLAZRLRDIPV6 T RL A v B/ Tx
F9, NAT46 (FAF T 4 v 7 v v B T OREYR— T 5720, #1471 v 7 PAT I
EHTXEEA,

FEILIPV6 Xy T —27 H &, 56858 IPvA Ry NU—Z D2 DDRY o —%EFRT DLEN
HYEF, T, 1 OO FEINAT L—/L TEITTXE T, DNS — "B/ FR > F U —
7 FIZHD5E,. DNSINEZ Y 74 NTH0ENH Y £7, ka2 fET 5 & &I FH#) NAT
JL—)VTDNS U T A NEFINZTH I ENTERNED, 250 HENAT L— /L E{EKT
MKV YY) 2= a T,

NAT64/46 D5l : NERIPv6 ry b T — ESNERIPVA A 3 —2 v b

WIZ, WERIPV6 BEH R v h U — I BB DHLGEIC, A1 v X —Fy NMIEEEND VT 74 v 0
% IPvA (AT D HL 2B 2R LE T, Z O TIE DNS BN RE 2 7-8, 150 T8 NAT
JL—/L T NAT64 & NAT46 O OB % FIT T 5, EHELTWET,

=
\Wieb serer
200 165 200, 225/27
outside
IPvé | 200.165.201.1/27
@-
2001:dbS: 100 — 208.165.201.1 Vil
200,165 200 225 — 2001:dh8-D1A5-CEE1 E
inside
1P 2001:db%:: 185

E Inside client

2001:db3::100

—_—

ZOFITIE, A X —T 2 A ADIPT RLAEFEAFTI VT PATA VX —T A A%E
ALT, WENIPV6 * v bU— 7 Z IPVAICEH L E 4, SMESIPvA T 7 ¢~ 713 2001:db8::/96
Fy NI =7 OT R R ERE S, WElr Yy NU—27 TOEERHFRTEINET,

FIE

ATV T1 NEIPV6 X NT—2 DD Fy T —27 A7V =7 NE{ERRLET,

. v hT—9 7 FLARZEH (NAT)



| v +r7—9 7 FLRZiE (NAT)
NAT64/46 D) : &R IPYG = k7 —4 st IPva 1 v 58— |

a) [F7 =7k (Objects) | ZEINL ET,
b) ATV T—TNANE [Fy hT—27 (Network) | Z®IRL, [t 227 Vv 7 LET,
) WELIPV6 X MU —27 ZERLET,

Fy NT—7 A7V MARITZMT (B inside v6) | [ hU—72 (Network) ]
PERL, Xy FT—2 7 KL Z2001:db8::/96 # A1 LET,

Add Network Object

Name

inside_v6

Description

Type

@ MNetwork (_) Host

Network

2001:DB8::/96

d) [BM (Add) 1. [OK] %7 U7 LET,
RATYT2 IPV6Ry MU —7 ZIPvAICE L, FHEEIT 5 FEINAT LV — L 2Bl L £,

a) [R1— (Policies) ] >[NAT] Z&R L £,

b) [HARF &2V LET,

) DT aNRT 4 ZRELET,
«[# A ~v (Title) ]=PAT64Rule (F7ciL=— =3NS 5 Bl D4 i)
o L=V DVERTS (Create Rule For) ]=[F8) NAT (Manual NAT) ],
o [l (Placement) ] : [HEINAT/L—/LDH] (Before Auto NAT Rules) 1.
«[# A7 (Type) ]1=[# A7 >7 (Dynamic) ]
o [E1E57TA v H—7 =1 A (Source Interface) ] : inside,
o [5655A % —7 =4 A (Destination Interface) ] : outside,

o [FTLD/Nrw R RIEIET K LA (Original Packet Source Address) ] : inside v6 % > h U —
IHA T2l

o [E#E S MF(EICT R LA (Translated Packet Source Address) ] : [ % —7 =
A A (Interface) 1. ZDOF 7T a Tk, 56d%kA L F—7 A ADPv4 T KL AR
PAT 7 FLZ& LTSN ET,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

s LDy R5E%ET R LA (Original Packet Destination Address) | : inside v6 1 >
D= FTTx7 b,

o (¥ I3y RFESET R LA (Translated Packet Destination Address) ] : any-ipv4
Xy NU—=IFT V=T K,

Title Create Rule for Status

PATG64Rule | MNAT c

Placement Type
Before Auto NAT Rules R Dynamic R
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside ' outside ok
Source Address Source Port Source Address Source Port
inside_v6 v v Interface v X b
Destination Address Destination Port Destination Address Destination Port
inside_v6 A hd any-ipvd b ~

d) [OK]%27 YU v2s LET,

ZDON—Z LD WERA H—T = A AD 2001:db8::/96 V7 % v RINBAVERA o H —
Tz A RZMAMITXTDO T T 4w 7D, WA EZ—T A ZADIPVAT N L A%
L C NAT64 PAT B S vE T, W2, WA v ¥ —7 = A R ADINER Y RU—27 D
IPvd 7 R U AT R_T, fLAIAZIPvE 7 R LA B & LT 2001:db8::/96 % > kU —
7 ED1OOT7 RLAIZEHINE T,

NAT64/46 D5l : SV ERIPvA A 2 —Fy F& DNS EHaA{FERAL=RERIPV6 v FT—%

NEED IPv6 BRI X v N — 27 MFEET AL DD, WE — RN MB35 —E0 1Pv4 BLH
P—ERANA U H =y MERICFET D20 2RISR L ET,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
NATG4/26 (O - 4458 IPVA £ 8 — % k& DNS ZH A A L=mE 6 2 k7—2 [

=
Web server
209.165.200.225/27
EJ 1
| =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201 1/27
@ @ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
333112282016}22_5’ iugal[]{ilsﬂzt?;&&&c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

ZOBEITIE, AN A v BZ—T A AZADIPT RLAE XA F IV I PATA VB —T = A A%ff

LT, WEBIPV6 r > b T —27 Z IPv4 IZE# L E3, SN IPv4 T 7 ¢ v 713 2001:db8::/96

F» MU= OT FLUAITFHINCER S, WER Y FU—27 TOFENFFT SN E T, NAT46

JL—)LTODNS OEZHZ ZHHZ L, B DNS — b DIRE%E A (IPvd) 75 AAAA
(IPv6) L a— RIZEHLIZY, 7 RLAZ IPv4 /5 IPVO ICEH L 720 TE £,

WS IPv6 % RV —2 D 2001:DB8::100 (285 7 7 A 7 > b)Y www.example.com % B Z 9
LT Web BERD@H D —4r v AR WRITRLUET,
1. 7947 bDara—#%, 2001:DBS8::D1A5:CA81 TDNS H— NIZDNS J 7 =X b
ZEELET, NAT/L—/LiE, DNS U 7 A F CIEET L5 ICUA T E# A2 EIT L £
j—o
«2001:DB8::100 7% 209.165.201.1 FOEADKR— b+ (NAT64 A > % —7 = 1 A PAT
JL—)L)

+2001:DB8::D1A5:CA81 75 209.165.202.129 (NAT46 /L —/L, D1A5:CA81 i IPv6 O
209.165.202.129 £ [A U T9)

2. DNS H— 35T, www.example.com 7% 209.165.200.225 THH LWV ) A L a— RE&EoR
L %9, DNS OEXHZ NARNT/ > TV D NAT46 L—/LiE, A L =2— K% IPv6 i
AAAA L a2 — RIZEH L, AAAA L 21— R 209.165.200.225 % 2001:db8:D1A5:C8E1 (248
L FEF, IHIZ, DNSIDEDRETLT RV A LT RURITEBLINERT A,

*209.165.202.129 7> % 2001:DB8::D1A5:CA81

*209.165.201.1 75 2001:db8::100

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

3. INT,IPV6 7 T7AT 2 MIIT Web F—"DIP T RLANREENDLHITRD,
2001:db8:D1A5:C8E1 T www.example.com ~® HTTP U 7 = X s 1T\ £7 (D1AS:CSEIL
IXIPV6 1 209.165.200.225 [ CCF) . HTTP U 7 = A FNORIFETLT KL A LEEFLT R
VAFRO L S ICEBInET,

«2001:DB8::100 7> 5 209.156.101.54 FDOEA DKR— ~ (NAT64 A > Z—T7 = A A PAT
JL—)L)

*2001:db8:D1AS5:C8E1 75 209.165.200.225 (NAT46 /L—/L)

WROFINETIE, ZOPIDFEHIEZ OV THI L £,
FIE

ATvT1 WEIPV6 Y hT— 27 BLXOIMNBIPVE Xy N =T B ERTDH Y NI =0 ATV &
ERC L E 9,
a) [F7 =7k (Objects) | ZEINL ET,
by AT T=TINANE [Fy FU—7 (Network) | ZIERL, [H1Z227 Vv 27 LET,
¢) WHELIPV6 Xy PV —7 ZERLET,
Xy hU—=27 FT7 V=7 MCAHTEMT (B 2 inside_v6) | [Fv FTU—7 (Network) ]
BERL, *v hU—27 7 KL 2 2001:db8::/96 & AJJ L £7,

Add Network Object

Name

inside_v6

Description

Type
@ Network (_) Host

Network

2001:DB8::/96

d) pBEM (Add) 1. [OK] %2727V v 27 LET,
e) [H1227 Vv 7 LT, #IPv4 %Xy U —7 2 EFRLET,

Fy NT—2 F 7=y NMZ&4RTEMAT (B outside v4 any) . [ FT7—72 (Network) ]
AL, Ry FU—2 7 FL20.0.0.00 2 A LET,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)
NATG4/26 (O - 4458 IPVA £ 8 — % k& DNS ZH A A L=mE 6 2 k7—2 [

Add Network Object

MName

outside_v4_any

Description

Type
@ MNetwork \ Hast

Network

0.0.0.0/0

RTv T2 WNEIPV6 % N T —2 D NAT64 XA F 2 v 7 PAT b— V&R ELET,

a) [RY— (Policies) ]>[NAT] ZERL £,

by [HIAZ &) v LET,

) RDOTaNRT 4 ERELET,
o [#A bV (Title) ]=PAT64Rule (F 7=iF=— W —» &I 2 B D4 AT
o V=V DOIERKIS: (Create Rule For) ]=[H®) NAT (Auto NAT) ],
o [fE¥H (Type) ] : Dynamic,
s [IXEieA ¥ —7 A A (Source Interface) ] : inside,
e [56451 > % —7 = A A (Destination Interface) ] : outside,
« [t 7T KL A (Original Address) ] : [inside v6] *~ U —2 7= |,

o [E#it DT K1 A (Translated Address) ]=[1 > ¥ —7 =1 A (Interface) |, Z DA
TralE, PAT7 RLAE LTOSEA 2 —T7 A ZADIPv4 T RL AT,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT e ‘)

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
matically placed in Auto NAT rule: Dy-namic w
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside e outside
Original Address Original Port Translated Address Translated Port
inside_v6 b Any hd Interface » Any

d) [OK]%27VUvZ LET,

TON—NEFEHTAHE, NEA X —7 A A LD 2001:db8::/96 7 % v kIS4 A
V=T 2 A RIADTRTO T T 4 v 71, SMA v F =T 2 A ADIPVAT R L A%
55 L C NAT64 PAT Z#i% 2T £,

ATV T3 SBIPVA Ry MU =T DAZT ¢ 27 NATA6 V— LB E L ET,

a) [HAREEI Yy LET,

b) WOT T 4 ZFRELET,
«[#A kv (Title) ]=NAT46Rule (F 72T —H =38R 20DOL4HID) .
o V=L DER S (Create Rule For) ]1=[HE) NAT (Auto NAT) ],
o [FE¥E (Type) ] : Static,
o [E{EICA > ¥ —7 =4 A (Source Interface) ] : outside,
o [58%A > #—7 =A % (Destination Interface) ] : inside,
s [JEDT KL A (Original Address) ]=[outside v4 any] X NV —2 A7 V=7 K,
o [£E#it2 DT KL A (Translated Address) ]=[inside v6] X NU—2 7= 7 kK,

« [##lA4 7> = > (Advanced Options) ] % 7 C, [ZD/L—/Z—#7 % DNS A &4
#i9 % (Translate DNS replies that match this rule) ] 2R L £ 97,

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)

NATGG : IPv6 7 KL 22 530 IPv6 7 KL Z~0ZH ]

Add NAT Rule

Title Create Rule for Status

- @@
Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

MNAT46Rule Auto NAT

Placement

Type
ed in Auto NAT rule Static w
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

outside o inside
Original Address Original Port Translated Address Translated Port
outside_vd_any A Any b inside_vb b

©) [OK]%7VUvZ LET,

ZON—NEHEHTLE, NEHA 2 —T oA RZADBINR Ry NU—7 DIPv4T KL A
X _T, fAAARIPvE 7 R LA AEH LT 2001:db8::/96 x> hT—27 ED 1 >0
T RURAIZEBINET, SHIT, DNSHEIX, A (IPv4) 7°5H AAAA (IPve) L 22— R
IS, 7 RL AT IPvA 025 IPv6 ICAE M S U E T,

NAT66 : IPv6 7 KL AMSHID IPv6 7 K L AANDZEE L

IPv6 % h T —27 MBEHID IPv6 % v b T —7 ~Li@ilT 5854, IPv6 7 KL A &4 % v b
T—27 FORIDOIPV6 7 RVAIZEMMTEET, A¥T 4 v 7 NAT ZEHTHZ L 2T L £
T XA T I v 7 NAT £2ILPAT ZEHTEXE T2, IPv6 7 RLAIIKREIZH DD, XA
T Iy NAT ZfEHT 5 48T H Y £H A,

BB T RLRA XA TOMTEBRINTNRNTZD, NAT66 ZHF D 1 SDDL— L BNLET
To TNHOA—UE, BEINATZMEHA L CEEICET b2 enTEEd, 2720,
VE—=VRNTT7 4w 7 B LBRWGEEIE, FEINAT OAZEH L TAZT v 7 NAT L—
NEHFEIZTEET,

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B S e Y T r

NAT66 Dl : =y FD—DRBDRE T4 v I K

HEINATZ M LT, IPV6 7 RL AT — DR E T ¢ v VT EBEZETEET, RO,
2001:db8:122:2091::/96 1 b U —27 OWELT KL A%, 2001:db8:122:2999::/96 %~ kU —27 D
ST R L AN D HFIEIZOW T L TV ET,

IPvE web server

) oﬁtside
IPvE 2001:db8:122:201b::1/96

- i

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

Inside client
y. \ 2001:db8:122:2091::121
—

CE)  ZoflTIE. WA v 2 —T 2 A ART Vo I V—F A 2 —T (4 A (BV]) Tidi<,
PRI —T v RA U HA—T 2 A A THDHZ L EZEELTWET, NEA v Z—T7 = A AN
BVI DAL, AN — (X —T 2 f AT LI — N B ERTALERL Y £,

FIE

ATy 1 NESIPV6 F v FU— 27 BLXUOSMBIPVONAT % v hU— 2V 2 EHRTHX Y NU—27 7V =
7 MNEERCL £,
a) [ 7Y =7 (Objects) ] #iBIRL ET,
b) TV T—TNANE [Fy FU—7 (Network) JZEIRL, [+]1 227V v 7 LET,
) Wi IPv6e x> N —2 ZEFRLET,

Xy bNU—=7 FT V=7 MZARTEAT (B inside_v6) | [y T —2 (Network) ]
FBRIRL., 2y FU—2 7 KL Z 2001:db8:122:2091::/96 % AJ1 L E 7,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)

d)
¢)

NATBs OF - v kT —sRIDR8 T+ v o ZH [

Add Network Object

MName

inside_v6

Description

Type
@ Network (_;" Host

Network

2001:db8:122:2091::/96

[[BMN (Add) 1. [OK]&ZZ7 U v 27 LET,
[+] %27 U7 LT, B IPVOPAT X hU— 27 ZEELET,

Fy NU—2 A7 MZARTZERT (B : outside nat v6) | [*> T —2 (Network) ]
PRI, Ry FT—27 7 FL % 2001:db8:122:2999::/96 % A S L ¥,

Add Network Object

Name

outside_nat_v6

Description

Type
@ Network I:j Host

Network

2001:db8:122:2999::/96

ATy T2 NEIPV6 B NT—FT DAXF 7 NAT V— L ERELET,

a)

[/R1) &— (Policies) 1> [NAT] ZER L E£7,

b) [HARZ &2V w7 LET,

¢)

WDOTaRT 4 ZFHELET,
o [#A bv (Title) ]=NAT66Rule (F 7 iF=—H —233 T 5 Bl D4 i)

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B navssom o T e 45—z AT

o L=V DERHE (Create Rule For) ]1=[H#) NAT (Auto NAT) ],

o [fE%H (Type) ] : Static,

o [E{FIEA »#—7 =4 A (Source Interface) ] : inside,

o 5651 % —7 = A A (Destination Interface) ] : outside,

« [JtD T KL A (Original Address) ] : [inside v6] *~ U —2 A7V =7 b,

o [EHLt: DT KL A (Translated Address) ]=[outside nat v6] X~ U —2 F 7T =7

Mo
Add NAT Rule
Title Create Rule for Status

NAT66Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static ~

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside s outside

Original Address Original Port Translated Address Translated Port
inside_v6 W v outside_nat_vb v

d [OK]Z27 V7 LET,

ZON—IVEFEHTHE, NEA 2 —T = A A D 2001:db8:122:2091::/96 V-7 % v k7>
DAWERA B —T 2 A R ADTXTD T 7 ¢ v 7%, 2001:db8:122:2999::/96 % > k7 —
I DT RUANDART 4 v 7 NAT66 BHiz =z £,

NAT66 D5l : > T)LIPv6 4 > 32— 7T = A X PAT

NAT66 % FEHEET AR HFIEE, NET RUAZNEA X —T = A4 AIPv6 7 RLAD I F
S F R — MIERIZE D B THZ T,

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)
NATEE Ol - >~ T IPve A w2 —T =4 2 PAT [

7272 L. Device Manager L C, £ > X —T =2 ADIPv6 7T RV AZERATHA 2 ¥ —
Tz A APAT IRETE EFHA, DVIZ, XA T Iy 7 PAT /=N ERLERY FU—I T
H—D7)—7 FLAZMALTI SN,

IPvE web senver

outside
2001:db8:122:201b::1/36

IPvE
2001:db&:122:2091::121 — 2001:db8:122:201b::2
IPvE

inzide
2001:db8:122:2091::11/98

m Inside client
, 2001:db3:122:2091:121

GCE) ZoflTiE, NEA v Z—T A ABRT Vo I N—F A4 X —T A A (BVI) Tid7<,
FEAER 72 —T v RA A —T 2 A A THDHZ L EZEELTWET, NEA o Z—T = A AN
BVI DFEIE, A=A L H—T =2 AT LN — N EETH0NERNH D £3,

FIE

ATYT1 RNEIPv6 %y T — 27 BLNIPV6PAT 7 RL ZZEFRTHX Y T —27 7V =7 &R

L/i‘g—o
a) [ 7= bk (Objects) ] Z#IBINL ET,
by AT T—TANE [Fy hT—2 (Network) | ZIERL, [H]1 227V v LET,

c) HNERIPV6 * v NU—J 2 EHZELET,

Fy NU—7 A7V =l MZARTEZMT (] inside v6) | [y FU—72 (Network) ]
PERL, Ry FT—2 7 FL % 2001:db8:122:2091::/96 & AS L E T,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B navssom o T e 45—z AT

Add Network Object

Name

inside_v6

Description

Type
@ Network (_; Host

Network

2001:db8:122:2091::/96

d) [BIn (Add) ]. [OK]%#727 U w27 LET,
e) [t]Z27 Vw27 LT, #EBIPV6PAT 7 RL A& E#K L £7°,

Fy NT—7 7V =7 MZARTEMT (B ipv6 pat) . [AA R (Host) ] 28R L,
AA R 7 R 2001:db8:122:201b::2 # AT LET,

Add Network Object

Mame

ipv6_pat

Description

Type
:__) Network @ Host

Host

2007:dbB:122:201b::2

AT T2 NERIPV6 %y NU—27 DEAF I v 7 PAT L—LERELET,
a) [R')— (Policies) 1 >[NAT] ZER L £,
b) [HRZEZY v LET,
) WOTaNRT 4 HRELET,
o [#A bV (Title) ]=PAT66Rule (F 7=k —W— 58T D H]DOL4HD)

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)

narox=2>5 |

o L=V DVERHE (Create Rule For) ]=[H#) NAT (Auto NAT) ],
* [fE%H (Type) ] : Dynamic,

o [E{FIEA ¥ —7 =4 A (Source Interface) ] : inside,

o 5651 % —7 = A A (Destination Interface) ] : outside,

« [JL®7 KL A (Original Address) ] : [inside v6] *> NV —2 A7 V=7 |,

o [EHtk DT R LA (Translated Address) ]=[ipv6 pat] *> NT—27 A7 =7 b,

Add NAT Rule :

Title Create Rule for Status

PATE6Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
1 Auto NAT rules Dynamic "
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside M. outside
Original Address Original Port Translated Address Translated Port
inside_v6 b Any b ipv6_pat e Any

d) [OK]%27VUvZ LET,

ZON—=NEERATEE, NEA v X —7 = A A ED2001:db8:122:2091::/96 V-7 % » k />
DA LB —T 2 A AZADTNTDO T T ¢ v 7%, 2001:db8:122:201b::2 DAR— k-~
DEAF I v 7 PAT66 M EZ 1 £,

NATOE=HRY Y

NATHEHR A E=HF L, hT TNy a—T 4T %{THI2IE, CLIa > VY — v &BE< 2, £720%
FTNRAAZADCLIICe A LT, ROa<w RefHLET,

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B naron

sshownat NAT L—/L EL— LTt De v MMEEFERLET, NAT OZDOMOEHRE FR
THEMF—U—RK23HY £9,

» show xlate RAET 7 T 1 772 EED NAT Bz FKor LE 7,

sclearxlate 7 7 7 4 72 NAT B ZHIBR C& £9, BEFEOERIZIERENK T+ 5 FEThHW
AT > MRS L CHT A0, NAT V— VA EETAEESILT 77 7715
EHIBR LTI 6RNWZ RV 3, BEEET LI LT, 7947 bOKIE
OYFIC, VAT AIHLWA— LI E ST T4 T FOB LWEBEER L E
T, (Zoa~<wr NZCLlay Y —ATIHEHTEETA)

NAT 45

Z Z T, Threat Defence7 /34 A L CNAT 2% T3 HH 2N LET,

NE Web H—/\~AD7 U EXADREM (X2 T 4 v BE)NAT)

WOFITIL, WE Web h— SIZXF L TR T 4 v 7 NAT Z#FE T LET, EBEOT KL 23
FAR—hK Xy NT—7 EIZHDLZDOT, X7V w7 T RVARKETT, AXT (7 NAT
WX, EET FLRIZHD Web—_"~D T 7 4w 7 BRARNPEMBTEDLLOICTDH720
IZHEETY

N

GE)  ZofITE, WA v X —T 2 A ARTV v IN—T A2 —T x4 A (BVD) Tix7e<,
BRIV —T v AV E—T oA ATHDHZEERELTOET, WEHA v F—T A AN
BVI Th 256, Web h—PEHRINTRHEDT ) v IN—T A N—f X —T = A
A& EIR L E7 (insidel 372 &)

. v hT—9 7 FLARZEH (NAT) I



| v +r7—9 7 FLRZiE (NAT)
ME Web 5 —/ ~DT 2 £ 20l (225« v aHNAD [

13: RNER Web H—/N\—DRX B2 T 4 % NAT

Undo Translation
10.1.2.27 — 209.165.201.10

FIE

ATl F—=ROTTAR=FBIONRT Y v 7 RANT RVRAEZEETDHIRXY NI—7 TP/
k& {ERC L £7,
a) [A7 =7 b (Objects) ] #iBINL ET,
b) ATV T—TAME [y T —27 (Network) ] ZiEIRL., [+]1 27V v 7 LET,
) Webh— D7 T4 X—KT7 RLRAZERLET,
Xy NI =27 A7y NMZARTEAT (] : WebServerPrivate) . [ A b (Host) ] %%
WL, EBEORANIPT FL 2101227 % AN LET,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B nswes v —s~07 s L2 0ERE (2271 v BT NAD

New Network Object

Narme

WebServerPrivate

Deszcription

Type

() Nework @ Host

Host

10.1.2.27

d) [BM (Add) ]. [OK]DIEIZZ Vv 7 LET,
) [H1Z27 Vw27 LT, "7V 7 T RLAZEHRLET,

Fy NT—7 A7y NMIATTET (] WebServerPublic) . [ A K (Host) | %%
RL, FA K7 KL A209.165201.10 # A LET,

New Network Object

Mame

WebServerPublic

Description

Type

(O Nemwork (@) Host

Haost

209.165.201.10

f) [EM (Add) ]. [OK]DIEIZZ U v 7 LET,
AFYT2 ATV FDOAET 4 v NAT 2% ELET,

a) [R1— (Policies) | >[NAT] Z%EIRL £7,

by [HARZ %277 LET,

) ROTaNRT 4 ERELET,

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)

FIP. HTTP, & USSMTP D1 DB—7 LR (R— hERERELEZ27 v o aBNAD ]

«[#A b (Title) ]=WebServer (F7zid=—H =T 55 D4ANI)

o L=V OFER %S (Create Rule For) ]=[H®) NAT (Auto NAT) ],

o [FE¥E (Type) ] : Static,

s (Ko A ¥ —7 = A A (Source Interface) ] : inside,

e [58951 > % —7 = A A (Destination Interface) ] : outside,

«[JEDT KL (Original Address) ]=[WebServerPrivate] % v hU—2 7= K,

o [ H#11% DT KL A (Translated Address) ]=[WebServerPublic] % b7 —27 #+7 ¥ =

7 b,
Add NAT Rule
Title Create Rule for
WebServer Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address of
packet. These rules are sutomatically ordered and placed in the Auto NAT section

Placement Type
ymatically placed in Auto NAT rules Static w
Packet Translation Advanced Options

Onginal Packet Translated Packet
Source Interface Destination Interface

inside . outside
Onginal Address Original Port Translated Addrass Translated Port

WebServerPrivat v Any b WebServerPublic v Any

d) [OK] %27V w27 LET,

FTP. HTTP. 8 LU SMTP D= DE—7 FL X ((R— M E#RZETE
L=X%2 7T« v% BE NAT)

WDOR— NEHARELT-AZT 4 v 7 NAT OHITIZ, VE—F 2—FITIHE—DT7 FL AT
FTP., HTTP, BIXUSMTPIZT 7 B AT 5 L5120 £9, 2 b — NHEREIZIE,
TNTENRRDETNRA AL L TEBOR Yy hU—2 FICFELETN, R—MEHRE2RE LT

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |

W re. TP, BEUSMIP OE0DOB—7 KLR (R— FEBRERE LIRS T 1 v 2 BB NAD

ABT 47 NAT V= VERET DL, T2~y 7 1P T FLAIFRILT, R
BMOR—FEFERHTHZ ERTEET,

A\

GE)  ZoHITE, WEA v ¥ —7 = A ANAAL » TR SNTAZER RV —T v RA ¥ —T =
ARATHDHZE, T—"BZEDODAAL v FICHF SN TNWDHZ EZELTWET, WA
BT 2 A ANT VI ITN—T A HZ—T A A (BVI) T, F—BBEOTY v 7
N—T AU NR—= [ B =T oA AR I TWDEA, N T D= BN THE T —

DG ESNTWABEBEDA L NN—f B —T oA ARRRLET, =& 21, NETIEARL,

EFICA v H—T = A AZ)V—/ v insidel 2. insidel 3. insidel 4 BFEEIN D72 ETT,

14:R— FEBREHRELF-RET1v 9 NAT

Hosl
S ™~
Vi i g \
Undo Translation (\D”m@ \‘\
209.165.201 .3:21 == 10.1.227 | T %

7 !

,-'I Undo Translation
209.165.201.3:25 —= 10.1.2.29

Unda Translation
209.165.201.3:80 —» 10.1.2.28 | '
]

\ \ T /
1Y *, '
\ | /
OOl | @
_ FiPsewe SMTP s6
H‘“&Luurz? @!101.&29

II
.ﬁ

FIE

ATV T FIPH— Oy N = 4TV 7 b EERLET,

a) [ 7= bk (Objects) ] Z#IBINL ET,
by AT T—TANE [Fy hU—2 (Network) | ZIERL, [H]1 227V v LET,

) Xy NU—T A7 V=l MZARTESTT (B : FTPServer) | [AA & (Host) | Z&R L,
FTP — _"OEBEDIP 7 KL 2 10.1.227 # AT LET,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)

FIP. HTTP, & USSMTP D1 DB—7 LR (R— hERERELEZ27 v o aBNAD ]

New Network Object

Name

FTPServer

Descrption

Type

() Newwork (®) Host

Host

10.1.2.27

d) [BM (Add) 1. [OK]DIEIZZ Y v 7 LET,
ATFYv T2 HTTPH— DRy N =T 47 V=7 FafEk L £,
a) [N&x2Vy27 LET,

b) Ry MU= FT7 V= MZARTZAMT (] HTTPServer) |, [ A b (Host) ] % ig&4R
L. AABF T FLR101228% AN LET,

New Network Object

MName

HTTPServer

Description

Type

::: Metwork @ Host

Haost

10.1.2.28|

¢) [BM (Add) 1. [OK]DIEIZZ Vv 27 LET,

ATV T3 SMTPH— Dy NI —0 4TV FE/ERLET,
a) [ &=7Vy 27 LET,
by *v NTV—7 FT7 V= MIAHTZAT (B SMTPServer) . [AA & (Host) ] AR
L. "AKT7 L 2101229 % A1 L%,

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B Fe. HTTP. BEUSMIPOEOOE—7 FLR (K— FEBERE LR 5 T4 v 5 BB NAT)

New Network Object

Name

SMTPServer

Description

Type

() Metwork @ Host

Hast

10.1.2.29

c) [BI (Add) 1. [OK]DIEIZZ Vv 7 LET,
ATV T8 350 —NHHENDE T Y v ZIPT RLADXR Y NU—20F 7V =7 MEERR L £7,
a) [H1227 Vv 7 LET,

b) Xy NT—2 AT V=l MZARTEST (B 2 ServerPublicIP) | [ A b (Host) ] % i%&R
L. AAF 7 FL2Z209.165201.3 Z AL %7,

New Network Object

Mame

ServerPubliclP

Description

Type

|’::- MNetwork @ Host

Hast

209.165.201.3

¢) [BAn (Add) 1. [OK]DIEIZZ V v 7 LET,
ATV TS FTP =k d DR — MNEWAZRE LT AXT 4 v 7 NAT i E L, FIPAR—hE2~ ot
Y7 LET,
a) [R')— (Policies) ] >[NAT] ZiER L £,
by [HIAZ &)y LET,

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)

FIP. HTTP, & USSMTP D1 DB—7 LR (R— hERERELEZ27 v o aBNAD ]

o) WOTaRTF 4 %2FHELET,
«[#A bsv (Title) 1=FTPServer (& 72I3EHEDRBIDL )
o V=L DER 5 (Create Rule For) ]1=[HE) NAT (Auto NAT) ],
o [FE¥E (Type) ] : Static,
s [B(EIeA > ¥ —7 = A A (Source Interface) ] : inside,
* [5i%iA v % —7 = A A (Destination Interface) ] : outside,
« [JEDOT KL A (Original Address) ]=[FTPServer] %> NU—2 FT7 V=7 |k,

o [£#it%2 DT R LA (Translated Address) ]= [ServerPublicIP] %> NV —27 F 7=
ko

« [T KL A (Original Address) ]=[FTP] A R—h A7V =7 b,

o [t DT KL A (Translated Address) ]=[FTP] "—h 47T =7 b,

Add NAT Rule

Title Create Rule for

FTPServer Auto NAT v Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Macement Type
Automatically placed in Auto NAT rules Static ~
Packet Tr N Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside » outside
Original Address Ongmnal Port Translated Address Translated Port
FTPServer s FTP > ServerPubliclP v FTP

d [OK]%27VUvZ7 LET,
ATw 76 HITP H— NI T H R — NEMEHRTELIZAXT 4 v 7 NAT #%E L, HITPAR— h &~
v LET,
a) [ ARZ %27V v 7 LET,
b) WOTa T 4 #HELET,
«[#A bsv (Title) 1=HTTPServer (F7IHLEDORIDOLH) .

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B Fe. HTTP. BEUSMIPOEOOE—7 FLR (K— FEBERE LR 5 T4 v 5 BB NAT)

o L=V DERHE (Create Rule For) ]1=[H#) NAT (Auto NAT) ],

o [fE%H (Type) ] : Static,

o [E{FIEA »#—7 =4 A (Source Interface) ] : inside,

o [5855A % —7 = A A (Destination Interface) ] : outside,

¢ [JEDT KL A (Original Address) ]=[HTTPServer] %~ hU—2 477 b,

o [EHt: DT R LA (Translated Address) ]=[ServerPublicIP] *> N U —27 A7 V=7
ko

s [JE®DT KL A (Original Address) ]=[HTTP] R—hF 7= 7 |,

o [EH#at%: DT KL A (Translated Address) ]=[HTTP] 7"—k A7 Y= 7 b,

Add NAT Rule :

Title Create Rule for

HTTPServer Auto NAT - @O

Auto NAT rules ranslate a specified host or network address regardiess of its appearance as the source or destination address o
packer. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static b
Packet Tranzlation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside r outside
Original Address Original Port Translated Addrass Translated Port
HTTPServer v HTTP v ServerPubliclP v HTTP

¢) [OK1%7 Vv LET,
AT YT SMTP Y —RIZxt R — NEBAERE LT AXT 4 v 7 NAT Zi%E L, SMTPAHR— k&~ v
v LET,
a) [HR¥ %27V v 7 LET,
b) WOT N T 4 Z#HELET,
«[#A KV (Title) 1=SMTPServer (F72IXEZEDOBIDOLHI)
o b=V DVERHE (Create Rule For) ]1=[HE) NAT (Auto NAT) ],

o [fEH (Type) ] : Static,

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)

kIS LCREBER (X1F3voFHean ]

o [EfETEA > X —7 =4 A (Source Interface) ] : inside,
e [5E%cA % —7 = A A (Destination Interface) ] : outside,
« [Jt®D 7T KL A (Original Address) ]=[SMTPServer] %> hU—2 F7 =7 K,

s [ZE#i% D7 KL A (Translated Address) ]= [ServerPublicIP] *v U —27 F7 =7
ko

« [JE®DT KL A (Original Address) ]=[SMTP] A R— K 72 =7 |,

o [£H#t DT KL A (Translated Address) ]=[SMTP] /"— h 72 =7 b,

Add NAT Rule

Title Create Rule for

SMTPServer Auto NAT v Q

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside e outside
Onginal Address Onginal Port Translated Address Translated Port
SMTPServer ~ SMTP ~ ServerPubliclP  ~ SMTP

¢) [OK] &2V vr7 LET,

SERICH CCTELGDIEE (B4 F 32y JFEPAD

WO, 2 2DHERDHY— 2T 7 EZAT 5, 101.2.024 X NV —7 EOFRAMERLE
T, AR MBS —3209.16520111 12T 7B AT A E | EREOT KL A1E209.165.202.129: 77—
MIZEHENET, KA FBRH—,3209.165.200225 127 7B AT 5L EEOT FL A
209.165.202.130: " — M A SN ET,

v bD—0 7 FLRZEH (NAT) .



v bO—9 7 FLRZEH (NAT)

B soccimecenszn g1+ 9o FHPAD

\)

6=

ZOFEITIE, WA v Z—T = A AWAAL v FICH R SN AR 2V —TFT v KAV Z—T =
AATHDLIE, Y—"BEDAL v FITHERENTND Z LA BELTWET, WHEA
H =T 2 ANT ) o TN—TF v H—T A A (BVI) T, V—_BREDOT Y v 7
N—T AU NR—= A B —T 2 f AZEER IS TV DEA, ST 50— BN THF—N
DR SIVTCVWDRED A N— A U H—T oA AZFIRLET, 72L&z, L—A T, Wi
TR HETLA v # —7 =4 AT insidel 2 & insidel 3 MMEE SN D7 & T,

15: B0 55ET FLRAZERT 5FEINAT

Sarver 1 Sarver 2
208 165.201.11 208 165,200,225
N - _i
o E— —

Translation

Translation
10.1.2.27-» 209.165.202.130

10.1.2.27 - 209.165.202.129

FIE

ATy T

| A

l,\ |n3|d'E-‘)

l.]ILl1)4

Pachet —I Pachket 5
"~ Dest Address: _I $.| Dest. Address: |~ =
209.165.201.11 1ﬁ T\ 209.165.200.225 =)

Wil Ry NU—J Oy U —27 7 V=7 FaERLET,

a) [A7 Y= I (Objects) ] #iBIRL LT,

by TV T—TNANE [Fy FU—2 (Network) ] ZEIRL, [+]1 227V v 7 LET,
o) Xy NIV—7 A7 V=l MIARITZ(TT (mylnsideNetwork 72 &) | [y NV —7
(Network) ] Z@IRL T, EBEOFRy hU—2 7 KL 21012024 Z A LET,

7—% 7 KL XZEH# (NAT)
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d)

kIS LCREBER (X1F3voFHean ]

New Network Object

Name

mylnsideNetwork

Description

Type

@ Network r:, Host

Network

10.1.2.0/24

[OK]Z7 Vv o7 LET,

ATFYT2 DMZ Xy FU—7 1 DXy NU—7 7V =7 FEERLET,

a)
b)

¢)

MEZ7Yy 27 LET,

Fy NU—27 A7 MZ4ART (Bl : DMZnetworkl) ZfHF, [y kT —2 (Network) ]
ZEIRLT, *vy hU—27 7 KL 1209.165.201.027) (7 %y bR
[255.255.255.224] ) # ANJ1L %7,

New Network Object

Name

DMZnetwork1

Description

Type

Es "
@ MNetwork @) Host

Network

209.165.201.0/27

[EA (Add) 1. [OK] #7277 VU v 27 LET,

AFYTI DMZFXY RTU—Z 1 DOPAT T RLADR Yy NU—27 7 V=7 NEERLET,

a)

[HZ27Y 7 LET,

v bD—0 7 FLRZEH (NAT) .
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B soccimecenszn g1+ 9o FHPAD

b) *v hI—2 A7V MZLHET (B : PATaddressl) ZffiF, [ A b (Host) ] %R L
T, RA N T RLA 1209.165.202.129] Z AN LET,

New Network Object

Name

PATaddress1

Description

Type

C) MNetwork @ Host

Host

209.165.202.129

c) [EM (Add) 1. [OK] %727V v 7 LT,

ATV T4 DMZ Xy NU—=72DF%y NU—7 7V =7 FEERLE T,
a) [H&EZ7Yvy 7 LET,
b) Fv hUV—7 ATV =7 MZART (B : DMZnetwork2) 3, [ bV —2 (Network) ]
PERLT, 2y FT—27 7 FL A& 1209.165.200.224/27] (F 7%y h~AY
[255.255.255.224] ) # A1 LET,

New Network Object

MName

DMZnetwork?2

Descrption

Type
@ MNetwork O Host

Network

209.165.200.224/27

. v bO—9 7 RLREH (NAT)
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kIS LCREBER (X1F3voFHean ]

c) [BM (Add) 1. [OK] %7 U w27 LET,

ATFYTE DMZ %> NTU—Z2DOPAT 7 RLADFR Yy NU—2 7 V=7 FNEERLET,

ATvT6

a) [H&E27Vy 7 LET,
b) Fv hU—2 A7 MTAHET (] : PATaddress2) %fHiF. [ A b (Host) ]&IEIN L
T, B"A KT KL A 1209.165.202.130) # AN LET,

New Network Object

MName

PATaddress2

Descrption

Type

(O Newwork (@) Host

Host

209.165.202.130

¢) [BEM (Add) 1. [OK] %7V > 27 L%,
DMZ %> T —27 1 DX AF v 7 FHPAT R EL £,
a) [R1 — (Policies) 1> [NAT] ZER L £,
by [HHRZE27Y 7 LET,
) WOTaNRT 4 HHELET,
«[# A4 KV (Title) ]=DMZNetworkl (FE72IHEEDOBOLHEI)
o L=V DOVER%IS: (Create Rule For) ]=[FEINAT (Manual NAT) ],
 [fE%H (Type) ] : Dynamic,
o [EfFEA ¥ —7 =4 A (Source Interface) ] : inside,

e [565A % —7 = A A (Destination Interface) ] : dmz,

« [JTEDFIETET KL A (Original Source Address) ] : mylnsideNetwork % v bV —2 #7
2R/

o [ZHFEH3EIETCT KA (Translated Source Address) ] : PATaddressl %> hU—72 %
A/

s [JED%EET K LA (Original Destination Address) ] : DMZnetworkl % v b U —2 F+ =7
bk,

Y rI—9 7 ELAZH (NAT) .
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B soccimecenszn g1+ 9o FHPAD

o [ A5EET R LA (Translated Destination Address) ] : DMZnetworkl &~ kU —
I XTI,
GE)
SESET RV AZLHAY D MBI\, JEDOSET R LA LR O5EET R LA
IZRC7 FVRAZIRETDHZ &L, TAT T 47 4 NAT &RET DLER D
DET, R—h 74—V FIT_NTEMOEFICL TR ET,

Add NAT Rule

Title Create Rule for

DMZNetwork1 Manual NAT - @@

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and port
tranzlation are optional. You can place manual NAT rules either before or after Auto NAT rules and inzernt the rules at & specific loc

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Translaton Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside i dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any b PATaddress1 ~ Any
Destination Address Destination Port Destination Address Destination Pon
DMZnetwork1 v Any bt DMZnetwork1 ~ Any

d [OK]%7 Vv LET,
ATFv 1T DMZ *v hU—27 2HOXAF I v/ FEPAT Zi%E L 7,

a) [ ARZr%27V v 7 LET,

by WOT T 4 ZFELET,
« %4 kL (Title) =DMZNetwork2 (FE72ITEEDHIDOLED
o b=V DER S (Create Rule For) ]=[T-ENAT (Manual NAT) ],
* [fE%8 (Type) ] : Dynamic,
o [BfEIEA »#—7 = A A (Source Interface) ] : inside,

o [5E4CA % —7 = A A (Destination Interface) ] : dmz,

. v bO—9 7 RLREH (NAT)
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c)

BT FLABEUR— ML TREAER (F4+3voF5rAD [

« [JTEDFIE7ET K LA (Original Source Address) ] : mylnsideNetwork % v bV —2 #7

TxJ b,

o [BHLEAIE(ETTT KA (Translated Source Address) ] : PATaddress2 % v bV —2 %

A/

s [JED%EET KL A (Original Destination Address) ] : DMZnetwork2 % v kU —2 F 7

Tl k,

o [EHLE AT K LA (Translated Destination Address) ] : DMZnetwork2 ¢ > kU —

U F T b,

Add NAT Rule '

Titls

DMZNetwork2

Create Rule for

Manual NAT

- @

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and port
wranslation are optional. You can place manual MAT rules either before or after Auto NAT rules and insen the rules at a specific lo

Placement
Before Auto NAT Rules
Packet Translation Advanced Options

Original Packet

Source Interface

inside
Source Address Source Port
mylnsideNetwork v Any

Destination Address Destination Pon

DMZnetwork?2 o Any

[OK]ZZ7 Vw7 LET,

£

Type

Dynamic

Translated Packet

Destination Interface
dmz

Source Address

PATaddress2

Destination Address

DMZnetwork2

Source Pont

Any

Destnaton Port

An

SEET FLABEIUR—KMINLTEGDIER (B4 TV IFH

PAT)

WO, EEFLAR— FBLUSEER— FOMERAFIZ R LET, 10.1.2.024 *>» NT—27 DR
A NI Web h—E R & Telnet Y —EADMF 2T 1 DOFAMNMITI7EALET, &K
A R A Telnet —ERAZROTH— T 7B AT DHE, EBEOT KL A13209.165.202.129:port

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B o7 FLRB LR ML TRASER (X1 F3 v Y FHPAD

WCEBENE T, FA R Web P —EZEZRDTRICY— T 7 vATDE, EEOT K
L A1 209.165.202.130:port |28 #a S U9,

\ )

GE)  ZoflE, WA v X —T7 oA ANAAL v FICHEGR SN TAZEN 2V —T v KA V2 —T = A
AT, =R ZDAAL v FITHEHINTNDHZEEZMELTCWET, NEA v X —T =1 A
NOTV oY IN—F A F—=TxA4 A BVI) T, UT VoV ITNN—T AN~ f H—
T A AT —RBEHR SN TV DA, =0 THIRED A L N— A L H—
T AZERLET, 72& 2L A= TN TR EREILA v ¥ —7 = A Al insidel 2
BIEIND 72 ETY,

16: 7% 55 5%ER— F&EAT 5 FHNAT

Web and Telnel server:
209.165.201.11

-

- = .

/-"'; (' J_ “y \
C Internet
7 (o) A
S o i g
/ ]
Translation Translation
10.1.2.27:80— 209.165.202.129 10.1.2.27:23 —» 209.165.202.130
| |
¢ s | |
| s g |

Telnet Packet
Dest. Address:
209.165.201.11:23

Weh Packet
Dest. Address:
209.165.201.11:80 f ===

130040

FIRr

ATYT1 N Ry hU—F ROy NU—7 7027 NE{ERLET,
a) [ 7Y =7 I (Objects) ] #iBIRL LT,
b) TV T—TNANE [Fy FU—7 (Network) ] ZEIRL, [+]1 227V v 7 LET,
) Xy b= A7V MIARITZT (mylnsideNetwork 72 &) | [Fy hT—7
(Network) | Z@IRL T, EBEOFRy hU—2 7 KL 21012024 Z A LET,

. v hT—9 7 FLARZEH (NAT)
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BT FLABEUR— ML TREAER (F4+3voF5rAD [

New Network Object

Name

mylnsideNetwork

Description

Type

@ Network r:, Host

Network

10.1.2.0/24

d [OK]%ZZ7VUv27 LET,
AT w T2 Telnet/WebV — D%y NU—7 47 V=7 FEAERLET,
a) [N&x2Vy27LET,

b) *y NT—2 A7/ MZAHTZAHT (B TelnetWebServer) . [ A & (Host) ] &
RLT, AA K7 FLA 1209.165201.11) # AL ET,

New Network Object

MName

TelnetWebServer

Description

Type

ey
() Network @ Host

Host

209.165.201.11

c) [BEM (Add) 1. [OK] %7V w7 LET,

ATY T3 Telnet T2 L XX, PATT RLADR Yy N —2 7V FEEKLET,
a) [ &=7Vy 27 LET,
b) *v hT—2 FT V7 MZ4HT (] : PATaddressl) ZfHiF, [AAA b (Host) | &R L
T, BmA M T FLA 1209.165.202.129] Z A1 LET,

v bD—0 7 FLRZEH (NAT) .
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B o7 FLRB LR ML TRASER (X1 F3 v Y FHPAD

New Network Object

Name

PATaddress1

Description

Type

-:_) MNetwork @ Host

Host

209.165.202.129

c) [BI (Add) 1. [OK] %727V w27 LET,
ATy T4 HITP #fiHT 5L XX, PAT 7 RLZADXy NU—27 707 FEERLET,
a) [H1227 Vv 7 LET,

b) Fv hT—2 ATy MIARET (] : PATaddress2) ZAFF, [ A b (Host) %38 L
T, "A K7 KL [209.165.202.130] Z AN LET,

New Network Object

MName

PATaddress2

Description

Type

{_ ) Network @ Host

Host

209.165.202.130

c) [BM (Add) 1. [OK] %27 Vv 27 LET,
ATYTS Telnet 7 7 B ADKXAF I v 7 FEIPAT R ELE T,

a) [R1 P — (Policies) ] >[NAT] Z%#IRL £7,

by (HARZE27Y v 7 LET,

) DT aNRT 4 ZRELET,

. v bO—9 7 RLREH (NAT)
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AT KLRBEUR— FBLTRAESER (F1F+2voFmeaD [

«[#A R~V (Title) ]= TelnetServer (F7ZIXTEDHIDOLHI)

« L=V DER %S (Create Rule For) ]=[F#/NAT (Manual NAT) ],
o [Fi¥H (Type) ] : Dynamic,

s [EfFIEA > ¥ —7 =4 A (Source Interface) ] : inside,

s [5ESCA % —7 = A A (Destination Interface) ] : dmz,

s [TTDFIETLT KL A (Original Source Address) ] : mylnsideNetwork ®* >~ b U —27 # 7
DZE78

o [EHFEHIEIETT KA (Translated Source Address) ] : PATaddress] % > hU—72 %
AZEE/

« [JLDFESET K LA (Original Destination Address) ] : TelnetWebServer % > kU —7 %
A/ N

o [EHFE 55T R LA (Translated Destination Address) ] : TelnetWebServer % v k7 —
T F T b,

s [JED%ESEA— b (Original Destination Port) | : TELNET "— ks 7V =7 b,

o [BHLE B 5EEAR— b (Translated Destination Port) | : TELNET R— ks 7V =7 b,

G¥)

AT R ARKR— N 2 BT 2 MBI, JTDFEET KL A & B D56
T RLVAICELT RLAZIREE L, TOR— b L EHEOR— MZFE UR— K Z2IFE
THZEWZED, TATT 4T 4 NAT ZRETHLERH Y 7,

Y rI—9 7 ELAZH (NAT) .
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B o7 FLRB LR ML TRASER (X1 F3 v Y FHPAD

Add NAT Rule :

Title Create Rule for

TelnetServer Manual NAT v O

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and port
wanslation are optional. You can place manual MAT rules either before or after Auto NAT rules and inzem the rules at a specific loc

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside b d dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any o PATaddress1 e Any
Destination Address Destination Pont Destination Address Destination Pont
TelnetWebServe TELNET v TelnetWebServe v TELNET

d [OK]Z27 Vw7 LET,
ATV T6 WebT7 7 EAMDHF AT v/ FBYPAT #3%E L E T,

a) [ AR &2V LET,

b) KOTENRT 4 HFHELET,
«[#A b (Title) ]1=WebServer (F7zid=—H =R 2RI D4AN)
o b=V DER S (Create Rule For) ]=[TENAT (Manual NAT) ],
o [fE%H (Type) ] : Dynamic,
s [E{EIEA > ¥ —7 = A A (Source Interface) ] : inside,
o [585EA > % —7 =4 A (Destination Interface) ] : dmz,

« [JTEDFIETET K LA (Original Source Address) ] : mylnsideNetwork % v bV —2 F7
Tz h,

o [ 36567 K LA (Translated Source Address) ] : PATaddress2 %> U —72 %
A/

s [JLD%ESET K1 A (Original Destination Address) ] : TelnetWebServer %> kU —2 %
Tl b,

. v bO—9 7 RLREH (NAT)
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NAT R L=DNs v Ty esEnz=az |

o [ A5E5ET K LA (Translated Destination Address) ] : TelnetWebServer 1 v k7 —
0 F T2,

s [JED%ESEA— b (Original Destination Port) ] : HTTP ;"— k A7 =7 |,

o [ H5a 55— b (Translated Destination Port) | : HTTP A" — h A7 Y= 7 |k,

Add NAT Rule

Trile Create Rule for

WebServer Manual NAT v D

Manual NAT rules allow the ranslation of the source as well as the destnation address of a network packet Destination and pon
tranzlation are optional. You can place manual NAT rules either bafore or after Auto NAT rules and insert the rules at a specific lo

Placement Type

Before Auto NAT Rules w Dynamic w

et Translaton Advanced Options

Original Packet Translated Packet

Source Interface Destination Interface
inside ». dmz

Source Address Source Port Source Address Source Port
mylnsideNetwork v Any V. PATaddress2 o Any

Destination Address Destination Port Destination Address Destination Port
TelnetWebServe ~ HTTP e TelnetWebServe ~ HTTP

¢) [OK]ZZ Vw7 LET,

NAT ZfERL/=DNS UV T 1) LICEDESHZ

JGENDT RLAZNAT 2 7 4 Falb—ard—Ht57 FLAICEZHZ T, DNS G
B EMELET D L D IZThreatDefense 7 /31 AZRET H 2 ENNIZRBEERH Y £, DNS
BEE, BEHL—LORERFICHRE TE £79, DNSEIEIL, DNS Doctoring & & FEI
7,

T OEEEIX, NAT L— U Z—FT 5 DNS 7 = U —LIREDT RL A%V TF7 A4 NLET (Fz&
ZIE, IPVAD A L3 — R, IPv6 D AAAA L 22— K, £33/ DNSZ =V —DPTR L 21—
R) o 9o BT AU H =T 2 ANBMDA L Z—T = A RZBET 5H DNS IGE DA

La— NI~y 7 INEr D EEOEICEEBmZ oNET, HC, LEDA X —T
AAMBT T A FZ—T oA ZIBET H DNS JSETIE, A L a— NIIEROEND

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B onsemzsr

2y T EINTME~EETB L ONET, T OKREIX. NAT44, NAT66, NAT46, 35OV NAT64
LHEELET,
PLIFIZ, NAT L—/LV CDNS DEX#Z ZRET DHDLENEL D ERRNERLET,
« JL—)L A NAT64 % 7212 NAT46 T, DNS — 034 % v b U — 27 BICIFEET S, DNS
Al a—F (IPvd) & AAAA L =— F (IPv6) [ TEHLT 57-IC DNS EXHiz 25
‘(“‘3‘0
e DNS Y — BHEBICHFIE L, 7 TA T "BNENCIAEL, 72947 v MR+ 5%E
Effi KA A 2 D—ERD, ONEAR A R ﬁﬁFﬁ%énéo
e DNS H—_BHNEFITHEEL T T ITARXR—FIP T RLATIEE L, 7 T4 72 FRAERIC
THET D, € L“C\ ITA4T v R, WEFTEA RSN TWE Y — " EigdmaEd K 2
AT I ERTA,

DNS =% ICESJ 2 4IREIE
DNS EX#1 2 |2 5 HIRFIH A LL ISR LET,

«DNS EXHAZIIPATICHM TEEH A, UL, Hx DA F7213 AAAA L o— FICHEE
D PAT V—/)V %A TE 5D T, T 5 PAT L— VBRI /2 5 72T,

« FEINAT L — VA RET DA, 58T FLABLOEELT RLAXIEET 5 L. DNS
BEZRETCETETA, ZNOLOFEHEONAL—/LTIE, AL BIZADSTZHEEIZ1ID2OT K
L AR L TR D EBPITOND AREERH Y £9, L7z -> T, DNSISEND IP 7
KL A Z#)7% Twice NAT b—/LZ—8 &5 Z LN TX £ A, DNSIGAIZIE, DNS
FRZ ROy FNOEFEITLT KU R LT KL AOMAEDOEIZET 2 IE®N 5

FnEHA,
o FPXZiL, DNS X2 1T NAT /L—/L T :tfoc< xlate T2 h U THEITEINFET, £D7=-
o, BEL— /L O xlate BSTELE LR W EXBIAELLETTCEERA, AX

7 4 w7 NAT Tix. [ RN %%Ebiﬁ/vo
« DNS #HE#22 Tid, DNS I A v — (opcode 5) MWEZHLX HILEH A,

WwDE 7 a Tk, NAT L—/LNO DNS ExH#z OFlZ R L E7,

DNS 64 5 Z1{E1E
WD, HED IPv4d % T —2 FD FTP #—/3¢ DNS — AR LET, AT A
L AN —SHORZ T o VEBRRH Y £, ZO8E . WNEIPv6 = — ) fip.cisco.com
DT R L A% DNS Y — N8RS 2D &, DNS — NTEE TEBEOT R LA 209.165.200.225
i LET,
B — 328 fip.cisco.com D~ > 7 7 KL A (2001:DB8::D1A5:C8El, DIAS:CSE1 (&
209.165.200.225 L [RIZED IPv6 7 KLV A) AT D XL I DITIE,. AXT 1 v 7 BRI
LCDNSIGBBIEEZRETHILELRH Y £, ZOFNIIL, DNSH— DO A HX T 1 7 NAT
L. B IPv6 8 A D PAT b— L b & FHTVWET,

Bl +v+7—2 7 FLRZEH (NAT)
88
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ons e i 5EE

ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:
209.165.201.15 2001:DB8::D1A5:C8E1

Static Translation on Inside to:
FTP Request
_/l\ 209.165.200.225
IPv4 Internet

2001:DB8::D1A5:CO0F El!
Dest Addr. Translation

2001:DB8::D1A5:C8E1—> 209.165.200.225

FTP Request
2001:DB8::D1A5:C8E1

_—

Security Device %

DNS Reply
209.165.200.225

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1
User:

DNS Reply
2001:DB8::D1A5:C8E1
2001:DB8::1

PAT Translation on Outside to:
209.165.200.230

IIM

IPv6 Net

. i

-

-

\}

CE) ZofTlZ, WA v Z—T 2 A ART IV v I N—F A4 Z—T x4 A (BVD) TlIx<,
BRI N —T  RA VB —T 2 A ZATHDHZ L EZBELTWET, WEA X —T oA AN
BVI DAL, AV A=A H =T 2 AT LN — NV EZERST ZVERNH Y £,

FIE

AFYF1 FTP — X, DNS#—, NE* v hU—2 BLXOPAT Y—VHOFR Y hU—2 A7V
7 FEAERLET,
a) [A7Y=Z7 b (Objects) | ZHIRL ET,
b) AT T—=TNNE [Fy FT—7 (Network) | &&RL, [H1 &7 U v 7 LET,
) EEOFTPH—A"T RKLRAZEHRLET,

Xy NU—7 ATVl MIARTEMT (B fip_server) | [ARA & (Host) JAEIRL
T, EBEDOIP 7 FL A 1209.165.200.225] # AJ1LE,

v bD—0 7 FLRZEH (NAT) .
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B onses s

d)

2)

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host
Host

209.165.200.225

BN (Add) 1. [OK] &2 U > 27 LET,
[+]%27 Vv 27 LT, DNSHV—_DOEEDOT RLAZEHZELE T,

Xy NT—=27 A7V =7 NMZARTEMT (B dns_server) | [ A L (Host) ] &R L
T, AZ R 7 FL 2 20916520115 &AM LET,

Add Network Object

MName

dns_server

Description

Type
L:; MNetwork @ Host

Host

209.165.201.15

B (Add) 1. [OK]ZZ27 U 27 LET,
[+ %227V v 7 LTHEIPV6 %+~ N —7 ZEHZL 7,

Xy NT—=27 A7V =7 NZARTEMT (B inside v6) | [ry FU—72 (Network) ]
ZERL, *v hU—27 7 KL A 2001:db8::/96 2 A ) L £,

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)

h)

)

ons e i 5EE

Add Network Object

Name

inside_v6

Description

Type
® Network () Host

MNetwork

2001:DB8::/96

B (Add) 1. [OK] &7 U v 27 L%,
[+] %27 Vv 27 LCHERIPV6 % hU—27 D IPVAPAT 7 KL A& EHE L £,

Fy NT—7 ATV MZARHTZHT (] ipv4 pat) . [RA b (Host) ] &L
T, AA R T FL 2 1209.165.200.230) Z A LET,

Add Network Object

Name

ipvd_pat

Description

Type
'::' Network @ Host

Host

209.165.200.230

GEAN (Add) 1. [OK] %227 Vw27 LET,

ATV T2 FTP Y —"HODNS EIEZHELIZAXT 4 v 7 NAT b— LV EFHELET,
a) [R1 — (Policies) 1> [NAT] ZEIR L £7,
by [HHRZE27Y 7 LET,
) WOTaRXT 4 HZRELET,

«[#A bv (Title) ]=FTPServer (F72ITLEDBID4 )

v bD—0 7 FLRZEH (NAT) .




*y k7—% 7 FLRZH (NAT) |

B onses s

o L=V DERHE (Create Rule For) ]1=[H#) NAT (Auto NAT) ],

o [fE%H (Type) ] : Static,

o [E{FILA ¥ —7 =4 A (Source Interface) ] : outside,

o 5651 % —7 = A A (Destination Interface) ] : inside,

¢ [JEDT KL A (Original Address) ] : ftp server * T —2 A7 V=7 K,

o [E#aE AT R LA (Translated Address) ] : inside v6 % b U —2 472 =7 k, IPv4
7 RUAZ IPv6 7 R L AT D BRI IPv4 HLDIAZR T R L2 HFAAMER ST
5728, 209.165.200.225 1L IPv6 T Z ALY T2 DIAS:CSEL IZAE# L S 4L, Ry T —
7 TVT 4w 7 ARBIME TR T KL A 2001:DB8::D1AS:C8E1 (2720 £97,

o [FEAA 7> 3 > (Advanced Options) ] % 7 C, [ZD/L— ) UiZ—E T 5 DNS L& &L
#29-% (Translate DNS replies that match this rule) ] Z3N L £,

Add NAT Rule :

Title Create Rule for Status

FTPServer Auto NAT ~ Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Static v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside b inside

Original Address Original Port Translated Address Translated Port
ftp_server b Ay W inside_v6 v Any

d [OK]%#7 V> LET,
ATY T3 DNSY—"HORAZT 47 NAT L=V a2 ELET,
a) [RY— (Policies) ]>[NAT] ZiE&R L £,
by [H]AZ %=V LET,
) WOTaRT 4 HERELET,
«[#A kv (Title) ]1=DNSServer (F72IXEEDORIDOLHD

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)

ons e i 5EE

o L=V DVERHE (Create Rule For) ]=[H#) NAT (Auto NAT) ],

o [fE%H (Type) ] : Static,

o [EFILA ¥ —7 =4 A (Source Interface) ] : outside,

o 5651 % —7 = A A (Destination Interface) ] : inside,

« [JL®»7 KL A (Original Address) ] : dns server %> RNV —2 F7 =7 |,

o [EHLE T KL A (Translated Address) ] : inside v6 ®* > NU—2 7= 7 b+, IPv4
7 RL A% IPv6 7 R L AW BHERC IPv4 HLOIAL T R 2R MEH S Tn
572, 209.165.201.15 1L IPv6 TZAULZH YT 5 DIAS:COOF (AW S L, Ky hTU—
7 VT 4y 7 ANBIMEN TS T KL A 2001:DB8::D1A5:CO0F (2720 £,

Add NAT Rule

Title Create Rule for Status

DNSServer Auto NAT ) O

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static W

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside o inside

Original Address Original Port Translated Address Translated Port
dns_server v Any v inside_v6 v Any

d [OK]Z7 Vw7 LET,
ATy T84 NEIPV6 X N =T DX AF v 7 PAT V—LERELET,
a) [R1) >— (Policies) ]>[NAT] ZiER L E£7,
by (HARZ %277 LET,
) MOTuNT 4 ZFHELET,
«[# A Fv (Title) ]=PAT64Rule (F7oiL—H =3RS 5 Bl D447l
o V=V DIERKS: (Create Rule For) ]=[H®) NAT (Auto NAT) ],

» [fE%8 (Type) ] : Dynamic,

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B onsiesEE. sEmo ons 5—i3

o [EfETEA > X —7 =4 A (Source Interface) ] : inside,
e [58%cA % —7 = A A (Destination Interface) ] : outside,
« [Jtd 7T KL A (Original Address) ] : [inside v6] *~ U —2 A7V =7 |,

o [EHLE AT R A (Translated Address) ] : [ipv4 pat] R hU—27 7V =7 K,

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT - ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatic: y plac ed in Auto NAT rules DYHEITIEC W

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside b outside

Original Address Original Port Translated Address Translated Port
inside_v6 b Any A ipvd_pat b Any

d [OK]%ZZ7VUv27 LET,

DNS IS EEIE. 488D DNS H—/\

WO, A v Z—T = A ZABT 7B AA[EE/R DNS — & R LE ¥, fip.cisco.com &
W — N o F—T 24 A EIZH Y £3, fip.cisco.com DEFEOT KL A (10.1.3.14)
. ARy NU—27 ECTHO~ Y B 7 KL A (209.165.201.10) ([ZA X T 4 v 7 ITE
BT DL, NAT #%ELE7

ZOHE, TOAXT 4 v =)L TDNS JRBELEEA X —TNVICTIHLENRHY T,
LD, BEOT FLUAZMAH LT fip.cisco.com (27 7 A9 2% Z & &FFa] SN TV DHNER
a—PE, vy BT T RLUATIERLSEEDT RLUA%Z DNS b — IG5 TE5 L 91
ANL/I e

PSR A B 23 fitp.cisco.com DT KL A% 3R % DNS ZRAZ16{579 5 &, DNS H— N [FRET
v U7 7T R (209.165.201.10) R LET, VAT AT, WY —OAEZT 4 v 7

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)

FIRr

oNs SEEE. o ons v— [

N—EHZH L, DNSJEENDT R A% 10.1.3.14 IZ8# L £9, DNSIGEELEA A *—7
JUZ LRWEES . NERAS A B I fp.cisco.com (ZEAET 7 & 24 5 V2, 209.165.201.10 (2
N7 74y BRETHILERARET,

DNS Server

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

DNS Reply
10.1.3.14

User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:
209.165.201.10

®

FTP Reguest
10.1.3.14

\)

GE)  ZofliTik. WA v Z—T oA ANT N v T —TF A 2 —T =4 A (BVI) TiI7<,

AR 2N —T v RA L HA =T 2 A A THDHZ L EEELTWET, WNEA v F—T7 = A AN
BVI DIBEIE, Av A=A B —T oA AT LIV — N 2ETAVERH Y 3,

ATFY TN FTPYV—R_OFy NI —27 7V =7 bEERLET,

a) [ 7= (Objects) ] #iBIRNL ET,
b) TV T—TNANE [Fy FU—7 (Network) ] ZEIRL, [+]1 227V v 7 LET,
¢) EBEOFTPH— T RLAZERLET,

Y rI—9 7 ELAZH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B onsiesEE. sEmo ons 5—i3

Fy NU—7 A7Vl MARTEMT (B : fip_server) | [ A & (Host) ] AL
T, EEOIP 7 FL 2 110.13.14] Z AN LET,

Add Network Object

Name

ftp_server

Description

Type
L:;' Network @ Host

Host

10.1.3.14

d) B (Add) ]. [OK]ZZ U v 27 LEd,
e) [t1Z227 VU v 27 LT, FTP V—OEWFELT FLAZERLET,

Fy NU—7 TV =y MZARTZEMT (B : fip_server outside) . [ A b (Host) | %
BIRL T, AA R 7 RLA 1209.165.201.10) A LET,

Add Network Object

Name

ftp_server_outside

Description

Type
l:_:l Network @ Host

Host

209.165.201.10

AT9 72 FTP YV —NHDO DNSIEEEZHE LTZAXT 4 v 7 NAT L— L EHELET,
a) [R1)I— (Policies) ]>[NAT] Zi®R L £,
b) [H]ARF L E7 Vv LET,
o) WOTaRT 4 xHELET,

. v bO—9 7 RLREH (NAT)



| #v+k9—% 7 KLRZH (NAT)

DNS BEBE. K2 b #v b7—5 toONs H—5 [

«[#A bsv (Title) 1=FTPServer (& 72I3EEDRBIDL )

o L=V DFER %4 (Create Rule For) ]=[H &) NAT (Auto NAT) ],

o [FE¥E (Type) ] : Static,

s (Ko A ¥ —7 = A A (Source Interface) ] : inside,

e [58951 > % —7 = A A (Destination Interface) ] : outside,

s [JE®DT KL A (Original Address) ] : fip server x> U —2 A7 V=7 K,

o [EHiEHT KL A (Translated Address) ] : ftp_server outside % v kU —27 47 =7
ko

o [FEf4 72 2 > (Advanced Options) ] % 7 C, [ZD/L—/LiZ—F T % DNSILE LA
#2392 (Translate DNS replies that match this rule) | 28R L £ 7,

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT - o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside e outside

Original Address Qriginal Port Translated Address Translated Port
ftp_server v Any b ftp_server_outside v

d [OK]%Z7VUvyZ LET,

DNS EEBE. KRRk Ry kT—% LD DNS H—/\

WORNZ, HERD FTP $— 3L DNS H—R_"ZRm L ET, VAT A, A —SHORX %
T AT EBRSY 9, ZDOHA., fip.cisco.com DT KL A% DNS — N ZHERT D &
DNS H— NFIEE THEEEDT R L2 209.165.20.10 7~ L £77, ftp.cisco.com D~ > &7 T

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |
B onsiesEE. wx bRy FD—5 LD DNS H—/3

KL & (10.1.2.56) MNI2—PFICL > THHIND L2510 T 212, AXT 4 v 7 EHITK
L CDNS BB IEERET DLENHY £,

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

DNS Reply
209.165.201.10

Securit
Applianc

DNS Reply Modification
209.165.201.10 > 10.1.2.56

DNS Reply
10.1.2.56

GE)  ZofiTid, REA v 2 —T A ANT Y v P T N—F A v Z—T A A (BV]) TIEi<,
AR 2N —T v RA L E—T 2 A A THDHZ L EZEELTWET, WNEA v Z—T7 = A AN
BVIDBAIZ, A A=A B =T 2 AT LN — NV EERTZVENGHY 9,

FIRr

ATFYT1 FIPY— D%y NI =27 7V 27 b EEHRLET,
a) [A7 =7 (Objects) ] #iBIRL LT,
b) TV T—TNANE [Fy FU—7 (Network) ] ZEIRL, [+]1 227V v 7 LET,
c) EBEOFTPH— T FLAZERLET,

Xy U= FT V=7 MIARTEAT (B fip_server) | [ A & (Host) ] Z#IRL
T, EBEOIP 7 KL 1209.165.201.10] 2 AN L ET,

. v hT—9 7 FLARZEH (NAT)



| #v+k9—% 7 KLRZH (NAT)

d)

Add Network Object

MName

ftp_server

Description

Type

"

() Network @ Host

Host

209.165.201.10

[EAN (Add) 1. [OK] %727 VU w7 LET,

DNS 5#BE. K2k &y ko—2 toonsy—s [l

[+]%27 U > 27 LT, FTP Y —_OEHELT FLAZERZLET,

Fy NU—7 ATV MCARTET (B fip_server translated) . [ A & (Host) ]
EEIRLC, AA KT RLA 1101256 # A LET,

Add Network Object

Name

ftp_server_translated

Description

Type
:_:l Network @ Host

Host

10.1.2.56

AT v T2 FTP ¥ — D DNS EIE A% E
[R1) &— (Policies) ]>[NAT] Zi&R L £,

a)

b) [H]RF &2V LET,
WDOT T 4 HRELET,

©)

LA T 4 w7 NAT V— LV EHRELET,

«[#A b (Title) 1=FTPServer (& 7=I3EEDRIDL )

v bD—0 7 FLRZEH (NAT) .



*y k7—% 7 FLRZH (NAT) |

B onsiesEE. wx bRy FD—5 LD DNS H—/3

o L=V DERHE (Create Rule For) ]1=[H#) NAT (Auto NAT) ],

o [fE%H (Type) ] : Static,

o [E{FILA ¥ —7 =4 A (Source Interface) ] : outside,

o 5651 % —7 = A A (Destination Interface) ] : inside,

¢ [JEDT KL A (Original Address) ] : ftp server * T —2 A7 V=7 K,

o [EHE AT R LA (Translated Address) ] : ftp server translated %~ N U —27 47 V=
7 b,

o [fEfA 7> 2 > (Advanced Options) ] % 7 C, [Z D/L— WiZ—E T 5 DNS L& &L
#9472 (Translate DNS replies that match this rule) ] Z 3R L £,

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v c

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static ~
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside g inside
Original Address Original Port Translated Address Translated Port
ftp_server b Any » ftp_server_transla v Any

d) [OK]ZZ7 Vv Z LET,

. v bO—9 7 RLREH (NAT)



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



