sl BAE

T UHVGEREL, REHCEA SN T UMD ZRFFL Q0 ET, GEFEIE, SSL (B¥F =
7 Y/ v b LA%¥) . TLS (TransportLayer Security) . 33X ONDTLS (F—% 7 7 A TLS)
ft (HTTPS°LDAPS 72 &) (M SN ES, RO M 7 TIE, GEFEOIER & BB Tk
WZOWTHHLET,

REAEFIZOWVWT (1 _—)
AEAEORE (5 ~—)

EFARZE(ZDLNT

FUHNGEAEIL, BRSNS T VA VID AR L £9, T UXGEHEICIL, 4R
SUTNER, St B, FRIXIP T RLARY, a—WFEHI1LT7 3, 2 &2 3P9 515 HR
DEENET, TUXNAEREZIL, 23T AOAREF—0a—8EFEN T
F9, FEAEE, SSL (8% =27 Y47 v b LA %) . TLS (Transport Layer Security) . X O
DTLS (F—#% 277 A TLS) ##5# (HTTPS X° LDAPS 72 &) ([ZEA SN E T,

WD H A T OFEAEEEHRTE E9,

s WERREBAE: : W7 A 7 v 7 4 7 A REAEL, FFED VAT A ETZITE A NOFERAET
?o:®£%ii(bm%L/~w%/h%ﬁ%LTE YR T 57>, FEFRERSAH & He
BFCEFET, BOBAMNELZAERTHAZ L TEET, (MO0 E THHRGEZEH
@@hm@é#ﬁﬁmﬁot%éﬁ\&®ammcu:va%ﬁ%LTﬁEmT%i
R

> system support regenerate-security-keyring
String Certificate to be regenerated, default or fdm

WHEBFEFAEFRAER (CA) FEFAE : NEE CA FEAEIL, MMOGEHED BT AT LDME
ATX5REAETYT, 2O OREHEIL, EAKKIEEE CA 7 7 7B L TNETA T
VAT AT LR ET, IR CAGEHETIAEN TS, TA T T 4T 4
AEFAECIT L¢3, Z OFEHEIL, OpenSSL Y — L% v h&fH L CTH Y TEKT D
2, RERIEERE O EUG TE 9, HOBANMCAGENELZ LR TH b TEET, B
CBANE CAEHAEZRTET AL, CAIXT A ZAHIE TR L 7,

anz B



B ams—msi

itsiz |

fEHETE 2FGER (CA) FEMAFE : B TE 2 CAREHFEIL, MOEHFIZELT H720
R ShES, ZHTBECEL SR, A— FREAF LFEENE T, B3O CAFERFIC &
D IAT SN DREAEFIL, TALGRERE LRI ET

FERARERE (CA) &I, FEBAEIC B4 LCETOBMEHRTHZ LT, T AEida—
POTAT T 4T 4 2RGET 5D, BETELHEETT, CAIL, 2AF—FITEX—D
bR L T2 ) T 4 2T HAPKIT T F X N CTFOFVGEAELREITLET,
CA X, B TE5Y— K 3—=F 1 (VeriSign 72 &) OHFAE L HIUE, MBENICRE LT T
AR—=FCA (AT ACA) OEFELHY FT, CAIL, FEHEZEROEH L T ¥ LAEH
FORITEITVET, FEMICOWTIE, TAERF KL Q=) | 22RLTEX
A

AHRF—ESIE

RSAHEEALY AT L7 EOABF—BEBAL T, Fa—Pid, A% — L REF—Om L 25
DR —~TEERLET, TRLOF—IBEVHE LV, —HOF— TR LINE L0
X, b —HDOF—TEETEET,

fHICE 21X, T2 BB - bahd &, BABNERINET, BAIET —XICf
MmEnT=% E%L%héhiﬁoxh%u%%%®®%%~%?~$mﬁmbiﬁo?—&&
EHIZHEEINT-BLN, AR — %27 —XICHEALEERLE —H LGS, AvE—V0F
TPENRTENT SVE T,

ZOTut R L, ZEEPEEEONREF—Da—%2FH-->TWNHIZ L, BLUOZOARF—
DEEFICRVTELEIADLDOTIERL . BEEARADOLDOTH D Z L2 EH 1R
fELTWAZ EIZEFELTWET,

HE, EEEHEOAMF—INBTESET 200, 4 VA M= VIRFOBREICL > THELET, &
EZIEIFEALED Web 7T UV TIEL, WL O0D CA D/L— FEEAENT 7 4L b TRE
ShTnET,

T VA VEERER L OAS —K 5L OFEHIIZ DUV Ti, opensslorg, Wikipedia, F7213% D
OFHEIEEZ B L T EE W, SSUTLSK 5 HRUZOWTHAIZEEL TWH & T3 &
WXL TCTeEF a2 T RER A ML T 2D HE T,

WRERIDEIEAZE 2 1 T

B iss

FHEREIT X L TIE LW ORERIE AT 2 M EN H Y 9, IROREICITREHEFEN LB T
R

TFATUoTAT4RI)O— (FvTT4T R—42)L) : NERSIAE

(AFvay) XxTTATR=ZNVITAT T 4T 4 RN —TEHINES, 22—
PIE, @R Z R L Ca—FRICEEMT SN IP T FLAZBIST 572012, 7/
A ASOFERERFIZ, ZOFEHEL AR T L2LENH Y 3, GEAFZRELR2WGEE, 7
A A ‘iaﬁ)ﬁfﬁiﬁkéﬂf:?ﬂﬂ%%ﬁﬁﬁ LET,



RS

wasognes 7 |

TATUTATA VLA (FATUTATARIS—BELVIE-FTIEAVPN) : B8
Ehi- CARLHAE

(A7vay) T4v7 b =N bR E T 256, T4 L7 FU =N
TRREZEITT A0, EAZEZ AR T HILERH Y £F, =2—VFiX, 74707«
TABEIR®)E—FTZ7ERAVPNARY =2 L 5707 FRRREINTZHFEGFET D4
ERHVET, T4 L7 MY = NZESLEEH L2WGE, iEEILES Y £
Mo

EEWeb H—/\ (BEET7V X VRATLERE) : REREEEASE

(A7 a>) Device Manager (X Web X—AD7T UV r— 9 ThO, WebH—/3—
TEELET, BHEWVWOT I U THELE L TZITANONIIEAELZT v 7o — K13
& . Untrusted Authority D& 2521 5 D & [ CE £,

JE— bk 7O+ X VPN : NEREEAE

(WZH) WERER L, ®F 2727 74T 2 F BT NA ZA~OEHEAT D L EITT /N A
ID ZHESLT DAMBA =T = A AMEH LET, 7 T4 7 2 MEIZ DOFEHFEZ AR T
DMENDH Y £,

Y4 FE VPN : RSB L UERRTE S CAERE

A MHE VPN S5l C R ERRRE A - 25 A1%. BN or — B e 7 ORGECEAH
SNDEWNET AT T 4T A4 FEAELZRIRT Z2LENRNH D £9°, ZiUL VPN Bt D EFR
D—FTIEH Y FHEAN, VAT ABRETERIETEZ AL, v—IrBLRYE—F|
T DTAT T 4T AGEHEBICEBATHEDICHHLZEETE S CAGEHEEZT v
0— RTH0ERHY F9,

SSL SR o— : NE, AEIAE, BSLVEETES CAIBHES L VIIRAES IL—T
(WZE) SSLIEERY > —ix. UTOBRMOT-DIFAELEH L £,
s WHERRERZIIBEI O X — B — VI S E T,

o ¥ CAFEAEIL, 7 94T v b & BTk 20 554 AfIcE v > a v &{E
Y5 EEIZ, BEAOEBL— VIR SNET,

fRIHETE 2 CAGEHFIZ, BEUKH T LB 780 AP —[ict vy v a &1k
Bt 5L X, BEADOESNV—/VICHENICER SN ET, B TE 5 CAREFE
L, V= _OFEAZEOBAKBEZRGET 27D ENET, T 6 OREHEIL,
BEHERET L0, RN U—REICBWGEHE L7 THRETEET, VAT A
IZ. Cisco-Trusted-Authorities 7 /L — 7 CINE SN LEOEHTX 5 CAFGEHENRS
END20H, BMOGEHEEZT v 77— RTAMNEEFRN ENHY 7,

ARJ=32T FTULARY)  AEEIAAE LB TE 5 CARIRAE,

INOOFFAEIT, BEEZMHTH7-OICE L CAILE >~ TEALINTWALEND D F
9, PNERFERAEIT BT D0 T34 2 2R LT, [EHH TX 5 CA ZEBHEIISER
TULARN) a2 ERLET,

anz B



itsiz |
B 5 : openssL £ LB D £ R

{5l : OpenSSL = FA L I=-AEREEBAE D £ L

ORI TIL, OpenSSL =2~ R&EMEH L THNE Y — SFEREZ AR L £ 7, OpenSSL I
opensslorg 7> 5 G TE £9, BARMARERIC OV TIZOpenSSL RF¥ =2 AT —3 g % Zhk
WS, ZoPITHERLIza~vy RIEESND MR H Y £3, £z, ER7ZRR]0A4
TarEEHATE LA EELH D T,

ZOFNEE, BB T D 2T v 7 — R LREHEFEOBFFEICONT, 120F R
ZRTHOTY,

N

GE)  ZZIZRT OpenSSL 2~ > Rik, B2 CTY, EEOEX 2V 7 1 BHICEDLETRT A—
A EFEL TN,

FIE

ATV F—EAERLET,

openssl genrsa -out server.key 4096

ATy T2 GEHEZELER (CSR) 24K LET,

openssl req -new -key server.key -out server.csr

ATFv T3 F—L CSR AH->H O BAEAES AR L ET,

openssl x509 -reqg -days 365 -in server.csr -signkey server.key -out server.crt

Device Manager (X5 5L —% AR — h L2z, BOBAEAELZERT DL 1T) ¥ —
VX —EMLTCTF X LU URAT = RERAF T LTLIES Y,

ATy T4 WEGEHEDA 7Y =7 b % Device Manager TIERKT 5 L &1X, ELWTZ 41—V RIZ7 7 A
NET v Tu—RLET,
TrANONEZa— LTI TEET, Yoo roav s FZk-T, RO
T 7 ANDPEREIVET,

s server.crt : [V —/NFHGE (Server Certificate) | 7 4 —/V KiZa> T oY a7 v 7ua— REk
ITX—Z2 FMLET,

s serverkey : [REFlE S — (CertificateKey) |7 4 —/V RIZa v 7Y% 7 v 7Fr— REIX
N—AMLET, F—DERRFIINAY — FZEE LIEGEIE, kO3~ R LT
ETNEE S TEET, MM stdout IZEESHL, T2 T2 a2 —TEE 7,

W vz
I
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anzoxz ]

openssl rsa -in server.key -check

sEBAZE DERTE

FIE

ATy T

Threat Defense X, PEM % 7-i% DER JE0 X.509 fEE % ¥R — k L £9, OpenSSL % fifi H
L CREG U CREEA AL, BT 2GRN OIS, 2138 CBAGEHELEER L
i‘j‘o

REFAEOFEMIZ OV TIE, GEEICSWVWT (1 8—Y) 22 LTIEEN,
BRETHEHIND XA FIZo0n T, TR O EX 47 2 X—=) | 2B LT
<TEEV,

W2, [A7 Y =27 F (Objects) | _—V THEA TV =7 bEIERE X OWRET S HEICOW
THBALET, F/2, A7 V=27 FO—BICERIND FEHEOHHIERR (Create New
Cettificate) |V > 7% 27 Uy 73252 LICkY | GEHET T T 1 OREFICFEHELS TV =
7 NEAERTHZ L TEET,

[(F7 =2 & (Objects) ] &R L, HXRMD [REHE (Certificates) | BN L 7,

VAT AL, TOFEE, FREFEIHEATHEMNTE 2ROFFIEE SNIFEAER 8 L E
R

¢ DefaultInternalCertificate
» DefaultWebserverCertificate

* NGFW-Default-Internal CA

VAT MR, = R =T (AR S OB OEFE SN CADFEFHELE EN TV E
T, THOIEHBLADEST 7 a L DDIZ SSLIESRY —2MEH L xd,
Cisco-Trusted-Authorities 7 /L — 1L Z N5 DFEHER TR TEENTEY ., 2T L—T7 N
SSLEHRI > —THEHEINDT 74V N V—T7TT,

EREHPDRBR T ANZ s ) w73 HE VAN [V AT LEFH (System-defined) ] DFE
HEEIX[=—VEEK (User-defined) [OFEHEDHICHIRTE £, £7z. [MEssF— (Weak
Key) 17402 2ERM LT, #HESN/NRED bEWF—Z2ROMHELZ MK TEET,
ZNHOHNAELZ, LV RV —2FH ORI FICEEHMZ 22D LET,

ATYT2 WOWTNDEFEITLET,

CHLVEEEA T Ve 7 FEERT B0, [H A= a—hbIlED S 1 Al Lo
~  REMALET,

anz B
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B nsssvnmeazngory Fo—¢

LW E S L — T R BT At B A2 ) v L, GEFEZ L—7 O8N (Add
Certificate Group) | Zi&R L £7,

 HEHERS L — TR RN E I IIRET A3, I EOFET A ar (@) EaERT
q4ary @) 227992 LET,

BRENTVARVIERER S L—F 28T 5103, siE0 24712 (0) 22
Uy LET,

AEFEOVERL & REE DFEIIC OV TIE, RO FE v 7 2B L TLEE 0,
s WEBIB LOWHEL CAGEEFEDT v 7r— R (6 ~—)
s HOBEAWEE X OWHE CAGEIAEDER (8 X—)
B TE D CAFEEDT v Fu—F (10 X—2)

fEHETE D CATEME I/ N—TOHRE (12—

NERES L URE CASERRED T v JO— F

FIE

ATy T
&M

B iss

WEST AT T 4T 4 EHEIT. BHEDY AT AETZITAR R FMOHEHETY,

NHEB CAFEAEIL, MOGEHEDEL IHEHA TE 2EAE T, T b DFEAEIL, EAHK
PR E CAZ7 T 7B LTS T A T o T 4 T 4fEHEE ARV 9, ZNOILCAFEHET
WIEZNCTIN, TAT T 47 4 iEHETIIEY T,

Z DFEHEIX, OpenSSL Y —/vF% v hEFEH L CHS TEKT 50, BAERNOBRETEE
T, 0%, WOFEEZFEHAL T vy 7o—RFLEd, F—ALOFNZOWTIE, ] : OpenSSL
P LZWNERERHEDO AR (4 X—) 22 LT 7ZE0,

HeBANET AT T 47 4 iEAEB L ONE CAFEREZ AR T Z T 7, BHD
BANES CAFFAELZHRETHHE1L. CAIZIT A ABHKRTHEEH L £+, BCBLEHED
TERDFERIC OV T, B B4 WNER L OWES CA FFFAED AL (8 2—) Z2BRL T
<TZEV,

IO OFFAELE AT AMBEDFEIC OV T, BN OIFRAESY A7 2 =) &35
BLTEEN,

(47 =7 & (Objects) | Z@IR L, HEKMD [FEWIE (Certificates) | &38R L7,
WONWT NN EFEITLET,

« [+] > [NEREEBAEZE MBI (Add Internal Certificate) ] 227V v 27 L. KIC[FEHEL F—D
7 v 71— K (Upload Certificate and Key) 1 %7 V v 7 L £,



EES

ATvT3

RTv74

ATvTH

ATvT6

wassunmcagEnzorv7o—F i

o [+] > [NERCASIBAZ ;BN (Add Internal CA Certificate) | 227 U v 27 L, RIC [FEAE
X —07 v 7 u— R (Upload Certificateand Key) 1227 U v 7 LE7,

A EAREE IR RT AL, FET 2y (@) 2200 LEF, AT RS
Ry 7 22, GEAEOHL ., BITE. BLOADAREGEENF RSN ET, [FEHS
DOiE#a (Replace Certificate) |47 Vv 7 LT, HILWIEAEFELF—%2T v 7rm— L&
T, AATRT Ry s ACHREEXF—2UV T L b T ET,

AEHEOARTZ AT LET,
AHNTRETA T V=7 b ELTOREH S, AEHEBERO —ERICIZR D £ A,

[REEDT » 7o — R (Upload Certificate) | (#3254 1%, [REBIEDEHE (Replace
Certificate) 1) #27 Vw27 L, fEAEZ 7 AL (B : *ert) ZBRLET, FFrIEShd 774
JAEREF1E, pem, .cert, .cer, .crt, FBL W .der TF, F7oiX, EAEICAEY (1T ET,

ZERAEIX PEM £ 7213 DER TG0 X509 5FHETH ALENH Y £,

BE O A1 B EEBAE 2L, 9 BEGIN CERTIFICATE Z - > & END CERTIFICATE T A > %%
HTLTEEN, f -

MIICMTCCAZoCCQDAUV3NGK/cUJjANBgkghkiGI9wOBAQsFADBAMQswCQYDVQQGEWJIV
UzETMBEGA1UECAWKU29tZS1TdGFOZTEhMB8GAIUECGWYSW50Z2XJuZXQgVv21kz210
(...5 lines removed...)
shGJIDReRYJQqi1lhHZrYTWZAYTrD7NQPHUtK+Z21iJng67cPgnNDuXEn55UwMOQoHBp
HMUwmhiGZ1zJM8BpX2Js2yQ3ms30pr8rO+gPCPMCAWEAATANBgkghkiGIO9wOBAQSF
AAOBgQCB02CebA6YjICGr2CIZrQSeUwSveRBpmOuogqm98027Z+5gIM5CkggfxwCUn
RV7LREQGFYd76V/5u0rdWx2ZCjqy6+zuQEm4 ZxWNSZpA9UB1ixFXJCsIMBO4gkG5D
v1k3WYJfcgyJl0h4E4b0W2x1iixBU+x0oOTLRATNbKY36EWAGScw==

[F—D7 v 7r— R (UploadKey) | (E72IIMERIZ, [F—DAH (Replace Key) ) =7
Uo7 L, GEAEZ 740 (] : *key) ZBINLET, 77 A NVILETIT key ThHHHMEERN
b ET, EL, FEAFEOF T HIT £,

F—IRE 5 TE T, RSRAFXF—THHLERH Y 7,

WRIZHl &R L ET,

MIICXQIBAAKBgQClSulBknrMjzw/5FZ9YgdMLDUGI1lbYgkINTmVrk]jyLOx2TYsem
r8iTiKB6iyTKbuS4iPeyEYKNF5FglCgKWEdmthNZkBhOsPs1A8e60rSmImeDrtw+
Cc005cSfnl1TAwS5CgcGkexTCaGIZmXMkzwGlfYmzbJdDeazfSmvys76A8I8wIDAQAB
AOGAUVDgEX8VXEOmIcOubPZ54pZ064KW/0JzUKPOTwxdLgGw/h39XFpkEX1iIgmDL
(...5 lines removed...)
DSWvzekRDH83dmP66+MIbWePhbhty+D10xbiuVuHV0/ZhxOhCG8tig3R8QJIBAIM]
fId05+1dNI4tGbWv6hHh/H/ATP2ST1Z3JERMZA29f] IRUJ9JpFC21IDIvs8YGeAe
0YHkfSOULJINn8/jOCE6kCQODIJiHEGF/31Dk/8/5MGrg+3zaubokKXxiuvedb8Rh+71
MUOx09tvbBUY9REJIGLYIWTKpeKD+EOQL+FX0bqvz4tHA

[OK1 %227 U v o LET,

anz B



B cczannssvngm

itsiz |
CASERIED £

F—H A XN, ERESNTCACBAEAE THFAI SN T D RNTA XD /S WGEE, FiE
HEDHELE D F/NER 272 L TV W2 L 2T BERRRINET, WTHIZL T [#E
17 (Proceed) 1% 7 V v 27 L CiEEEZT v 7o — KLU ET 2, B LWEE) G E 2B T
LZlErBEOLET,

BEZRNERE & UAER CASEBAZE DA

FIE

ATy I
ATvT2

ATvT3

B iss

WEST AT T 4T 4 iFHEIL. FEDYV AT AETZIIAA MOFEHETT,

WNER CA FEFH L, MOFEAEDBELIHEH TE 25EHETT, b OFEREL, FEAHIK
PWRE CAZ7 I 7L TCNE T A T T 47T 4iEHE L RV 9, ZNDOIXCAFERET
XEDTTN, TAT T 47 4 iEHETITES T,

a—Fik, HOCBANRET AT T 47 4 ENH CAGEAEZ AR CTEEI, 2% 0, GEE
ET A ZAAERICE - TEAINE T, BOBEANT CAGERELRET D&, CART A
A ETHMNIRY £3, AT AF, GEAEE X —OMAFEZERLET,

Flo. ZNHOFEMFEIL, OpenSSLAMH L TIERT 52 &b, BHEHTEDLCANLEAELT
Ty7ua—Rt52EHTEET, FEMCONWTIL, NEBLIUONEH CAEHEDT v 7o —
K o(6~—2) 2L TIZE0,

IO O EEER T A0 OV TIX, B OFEHEY 17 Q=) %%
LTSES,

(47 Y=Z & (Objects) ] ZEIRL, H&KD D [REAE (Certificates) ] Z&IR L E 7,
RONTNNEFEITLET,

o [+]>[REBEEBAZE MEM (Add Internal Certificate) 12727 U v 7 L, RIZ[B EE4EHE
(Self-Signed Certificate) | %27 U v 735,

« [+] > [NERCASEBAZ M3EN (Add Internal CA Certificate) 122V v 27 L, R®IC [HCE
£ AEBHE (Self-Signed Certificate) ] %7 U v 7 35,

GE)
EAEARESEEETTIICE. FRT a2y @) 220 v LES, X4 TS Ry
7 AL, FEEOMEA . BITE . BRI OERRREHEA R R S E T, [FEFEOE
(Replace Certificate) | %27 U v 27 LT, HTLWIEHEL X —%27 v 7 —RFLET, iFHE
AT DL, MOTFIRTHIASN TSI HCBEAORMEEZRELET I LITXTEXERA,
R0z, MBI OWE CAFERAED T v 7a— K (6 X—) OMBIIE- T, FHrLwv
REFAEZIEO ST B0 T v 7 a— RT3 4ERHY £9, EYOFEIZ, HLVECELAIEHA
EORTHEAEINET,

EHEOARTIZ AT LET,



RS

sesansssvnncagnsoss

AHNIRETA T V=7 b ELTOREA S, AEHERERO —ERICIZR D £ A,
AT T8 FGEREOHL L LOFTEDHERIZONTIE, ROV EH 1 DERELET,

« Country (C) :FFHAEICED D 2 XFDIS03166 [Ha—F, =& ziE, kEOE=— K
IXUS TY, Fry7¥ur JRILLEz— REZERLET,

- Stateor Province (ST) : GEBHEICE 8 2 BB I FE 72 13N,
e Locality or City (L) : #Hio£4wI72E, FEFEICE D 5 Hillk,
- Organization (0) : FEAAEIZE D 2k £ 721X 1E 04w,

Organizational Unit (Department) (OU) : GEFAFEIZE 0 DM EAL 04 FT G472 L) |

« CommonName (CN) : ZEBAEICE D D X500 @4, Z it 7754 ZADLHET. Web Y
A b, FRIFIMOLFINCT B ENTEET, ZOERIL, W@FIZER RBEFROTZDIZ
VETT, 722 213, VE— 77 BAVPNTHEMT S NEBEHEAEIZIZICONZ & 6D 5 45
NH EJ,

s [F—% A7 (Key Type) |: ZOREEHICAERT HF—D X A7 . RSA, ECDSA (¥5M
MR 2NV BL T LT Y XA (FEHER DSA) ) . F/2IZEIDSA (= KU — Nh#RT
DENVEBLTILIAY XL

e [F—H A X (KeySize) ]: ERTDHHF—DH A X, —fKIZ, F—NEWITE, BN
R0 ET, L, BREOT A ANKENF—IE L, ARICHEFRIN 000 | AZHLE
WICHEFER D F3, FIEINA2Y A XEFH—Z2 A FIL o TR £97,

* RSA F—[3 2048, 3072, F£72134096 £~ KT,
« ECDSA & —I[% 256, 384, £721%521 £y b TY,

EdDSA ¥ —{% 256 '~ T,
s (BRI GERENE D & R S HI, BRMHIROBREICEGRR S, T 740 MEIA
H22H825HTY, 7 74/V MIRTITIL, [T 74NV MOEREZZ V7 LET, ROV

FTHOTEEEM LT, IRZRETE £, HRPGIN LA TR E 2 2 L T
TEEVN,

[AAMHN:IRAIZZ Y v 7 LT, GEHENAD L RSN D REH 23R £7,

[AER]: AERENEDE RRSNDOIARANLDOHEEAN LET, HFEAT LT
5, [AMHNZ27 Y v 7 LT, GHRSNHIRA 2R T £,

ATy TS5 [I&7F (Save) 127 U v 27 LET,

anz B
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B sz aamznry 70—+

ERETESHCASIAED 7y JO— K

FIE

ATy T
ATy T2

ATvT3

ATy T4

B iss

B TX 2GR (CA) OIFHEIL, thoFFHEBIZELTA-OIERA SN ET, XA
OB I, V— FEBAELMEINE T, B0 CAGFAEIZ LY BITINSFEHEIL., T
&L RN £,

TS OIFAESE AT AIEDOFEICOWTIT., M OIFHEY 47 Q=) 2%
LT &N,

AERFRFER N HAETETE 5 CAFERHELZ AT 50>, OpenSSL Y —/L7g & NEED CA &1
LTCCAGEHELAERLET, TOK, WOFIEEFEH L CGGEHEEZT v 7o — KL E T,

15 eH B HIIC

VAT AT BIZ AR ZHEAE LT, FILWERIIEH SN EEHTE S CAGEHENH
HZMEIDEHW L, BH SN ERSNEY Ve — RLET, HH IOV a 7 & FET
THZLT, A VA M= L ENTZEEHENRRF ORISR E T, show cert-update=
U REMHALT, CLICZOHEITF = v 7 ZEEH TE £9, configurecert-updateauto-update
dissblez~ > RZEH L THEH DY a 74222 L, configurecert-updaterun-now=~ > K%
HHLCEHZTFHTHY Y oa— RTEET,

(47 Y= K (Objects) ] 2@ L, HERNO [FEAE (Certificates) ] Z#R L £,
RONTNPEFIATLET,
«[+]>[{E#ETZ % CASIBAZMEM (Add Trusted CA Certificate) ] DJEICZ U v 27 L&
7,

CHERAEARET BT, FomREORET a2y (@) 220 v LET,

AEEDOA T Z AT LET,
AHNFRETAT V=7 b ELTORMEH S, GEEREO—EICIZR D £ A,

[REFAED T » 71— K (Upload Certificate) | (fifE T 25415, [REBIEDO@EHK: (Replace
Certificate) ]) 27V v 7 L, B TE 5 CAFEHAET 74 /v (Bl : *pem) ZRIRL F9, #F
W END T 7 A NYEETIL, pem, .cert, .cer, .crt, B WN.der T, F7/iL, [FHETEXSCA
RERAEICHE D T £

AEAEDO—ROLRENE, = SDFE A RIP T FL AL —H L THWHIRLERHY £,
LT IPT RLAE L T10.10.10.250 ZfEH L TV DIz, FEFE T ad.example.com % ]
T LN R L £,

SEEHEEIL PEM £ 721X DER B D X509 ZFRHECTH AL ENH D 77,

HE D 11T B EEBAEIZ 1L, 47 BEGIN CERTIFICATE J A & END CERTIFICATE T A v &5
HTLTEEN, ] -



RS

ATvTH

ATvT6

ez cagnzory7o—F I

MIIFgTCCA2mgAwIBAgIJANvdcLnabFGYMAOGCSGSIb3DQERBCWUAMEcxCzAJBgNV
BAYTAIVTMQswCQYDVQQIDAJUWDEPMAOGALUEBWWGYXVzdGluMROWEQYDVQQOKDASX
OTIuMTY4LjEuMTEUMBIGAIUEAWWLMTkyLjE20C4xLjEwWHhcNMTYxMDI3MjIzNDE3
WhcNMTcxMDI3MjIzNDE3W]BXMOswCQYDVQOGEWIVUZELMAKGALIUECAWCVFgxDzAN
BgNVBACMBmMF1c3RpbjEUMBIGA1UECGWLMTkyLjE20C4xLjEXFDASBGNVBAMMCZES
Mi4xNjguMS4xMIICIJjANBgkghkiGIw0OBAQEFAAOCAGBAMI ICCgKCAGEASNCceYwtP
ES6Ve+S9z7TWLKGX5J1F58AvHB82GPkOQdrixn3FZeWLQapTpJZt/vgtAI2FZIK31lh
(...20 lines removed...)
hbr6HOgK1OwXbRvOdksTzTEzVUqbgxt5Lwupg3b2ebQhWJz4BZvMsZX9etveEXDh
PY184V3yeSeYjbSCF5rP71f0bGITu6+ud4EfHp/NQvIs9dNSPME fXKieqpuN200jv
2b1sfOydf4GMUKLBUMkKkhQnip6+3W

2 OFEHEDBIEDIC £ - TRITSNTORVB AR, [CATEHEDOF = v 7 2 2% v 7T
(Skip CA Certificate Check) ] Z &R L £,

B CE D CAGEAEL L Tr—D/VCAGEAEEZ A VA M—NTIHXNERNHLLGEF. T v
JHEAF T LTLIEEN,

[FRAEDFEH  (Validation Usage) | #iXE L C., sEBHEOHEHEZHIRE L £,

—HROBERE TIE, FFEDREAEF I L TR ZMEETE 20 E ) NEBRTE £, ThbD
PREEDNGEI B Z AMCMEN TS D 2 L 2REAETRTLENH D 7, £ Lind, B
R ShET,

INSDHAT Y a NG ENTORWEREEIE, BIRAYREBERFFAI 72 LT 2 OREMEFICH L TR
RECEET, o& xIE. SSLIEFARY > —, 3 X Device Manager Z 73 A 9% Web $h—/3—
I, [BAEDME  (Validation Usage) |47 v a v a A LET, ZO7 4 — NV RTHT a3
ZIRIRT 2 & showrunning-configz~ > REFH L TR RINHLIFETa L T4 Fal— g
VICEEHER A T v r— RS ET,

N0 T arOERBNE, FEOERAEICH L THRIETE 5729, VPN S
NI 952 LTY,

* [SSL¥—~N (SSL Server) ]: U E— b SSL H— " CiEHEZRIEL 9, ¥4I v 7
DNSIZfE S E T,

*[SSLZ 74 7> & (SSLClient) ]: #15V E— h7 27 & & VPN £kt DL 4 MG L £

R
e [IPsec” 7 A 7> b (IPsec Client) ]: 715 IPsec 1 k] VPN B2t OFEHE 2 GE L &
¥

s [Z DMt (Other) ] : Snort AT VY TEI I L2 VEERE (LDAPS 72 &) ZRGEL £
T, TOF TV a i, BEOHEICIMERD DL EICOREBNRLET, 2047 a v
IO FTXTOAT T a v EHAICEMUITT - hod 7 a U2 EIRT HRNICE N2
PR L T DA Ty a v EBRIRT 5 2 8N TE T,

ATy FT1 [OKl %227V 27 LET,

anz B



itsiz |

B zsczscnamss—Jons

{ERTE D CAIAE VL —TDHRTE

FIE

ATv T
ATvT2

ATvT73
ATvT4

ATy TH

B iss

SSL#EHHRY > —RETIHTOEHTE D CAREHEI V—TZ2MHEH LT, SSLESHRY v —
PMEHET HMENS HAEAELIEELE T, =y Ra—FN, FEAZEORITHE OFEHENMEHE
TEXHAPAEICEEN TR A M LE D &5 L, FEHELRZEETLIZLZ2RD5
AvE—UNERENET, ZOD, FETEDH Y X MIGEHERRNWE, = Ra2—FD
FIEMHITE T LE TR, ZRAEEIERZ T2 830 FHA (T 7 B AFHIEL— L 24
A LUTEBTSHZ EIFAHE) o

5 7 # )V k 7 )L —"71% Cisco-Trusted-Authorities T9~, IRDBFHIZD I, MMBE D J)V— T ZVERL
TAHAVERHY 97,

e T 7 4V NI N—TFIZIRVGEHEEZEET A LERD DB E, Bk, SSLIESRY > —
WETT 74N T N—TLH LW —T O T 8R L E,
T 74N NI N—T X0 HIRESNZREAEY A N EEETOILERD D56, 1Ekik.,

fEETE DEAEDZLR Y A N (EHTETTRL) 2> —7%/Ef L, SSLE =
R —BETHE—D T N—FL LU GEIRLET,

48 HHEIIZ

TN—TI\BINT 2T _RTCOEHETE D CAEHELZ T v 7 u—FLET AT AICERER
WA

(7= 2 I (Objects) ] ZFIRL, BRI O [REE (Certificates) ] IR L E7,
RONTNNEFATLET,
s H LWV B =T BT Ik, M A2 ) v L GEHEZ L — 708N (Add
Certificate Group) | Z#IR L £,

 HEE S L—F T BT, FOIN—FOWETAary @) 220 v s LET,

AEAE 7 L= [481 (Name) 1 Z AL, EETHHAEZAS L LT,
(1227 Vv 7L, GEHEEZ 7 V—71TBMLET,

TN—TIWREI T N TORERAEFZBMLET, 70— T OB B ECARER FE D1
% (Create New Trusted CA Certificate) %27 U v 7 L CH LWGEHEEZT v 7' — R CTE £,

TN—THNOGEHENREIZ R TGE13, SEAED X] 7=y B 2270 v 7 L%
ﬁ—o

[OK] %7 Vv 7 LET,



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



