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ZVERC U CEB L £9, 7= & 21X, OSPF Smart CLI 7> 7 L — k %&f# f| L C EIGRP /L —
k& HEATT DAL, HWIC FlexConfig Z{#f L C EIGRP Z#%/E L., Z#/h 5 OSPF
Smart CLI 7> 7 L — M 2B L £7,

» FlexConfig 7> H R E L7 RE F 72 13 RED — I 2 HIFR 35 23, Smart CLI 7> 7 L— R 23
ZOREZZR LTV EAE, IOICHKEZHEM T2 Smart CLI 7> 7 L— F Taw
REHIFRTHOMLENH Y £, £ D%, Smart CLI TRE SINTZHERSR LN EL ST
R & e L £, FlexConfig 2> HHEREZ HIFR L TERIEZ MR 5 & &AEHIIT 22 ]
BRI DZENTEET,

SmartCLIA T FDERTE

Smart CLI 47 ¥ = 7 kX, Device Manager Ot CIIMER T2 Z &N TERWEEELZ TR L
F, Smart CLI A7 ¥ =2 M, HREOHMICE W T —EL VDT A X A& L ET,
EINTHEE (T 7L—hF) 1220 T, T RTOARER A~ RRFEFNIHRAAEIL, A
NUTEBPBRESIVE T, L7edio> T, HEEZHBET 272OICCLIa~vy REEHLTYH,
Smart CLI 47 ¥ = 7 NI FlexConfig A7 V=7 MIEBHZZEXTIEIHY /A,

Smart CLI 7> 7' L— MI—E L~ NVDHA X AL ETR, 2y hU—7 TELLH
YET DX ITMEZEIRT D72 DIC ASAMERR AT A R a~w 2 R U 77 LU R &Gk, 2R
OEMRTIEEZBRFET 2 LENH Y 9, AT, BfET 25 ASARIT T TIzhy . HE
LENADITSmart CLIA T V=7 hTavwy RORILY—4 vV AR+ H 2 L7217 T,
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Smart CLI A7 ¥ =7 b, #EEx U T Lo T/ A—fbasinEd,

\}

GE)  ERLETRTO Smart CLI A7 ¥ =7 3B &4vEF, FlexConfig & (X870 | W20

FIE

ATy T

ATvT2

ATvT3

ATy T4
ATy TH

ATvT6

D Smart CLI A7V =7 FAERR L, ZOH 06BN L TREMTAZ 13T EH A, BT
HEEREICR LT DI Smart CLL 7 Y = 7 F&2ERRL L E T,

[T/34 R (Device) |>[$#5%%E (Advanced Configuration) ] C [REDHE R (View
Configuration) 1% 27 V v 27 L&,

FEAMEREDHR T [A~—F CLI (SmartCLI) | D T4 T A2ED= VT2 7 ) v 7 LE
—é—o

WOWFRIEETLET.
ATV NEERT BT, [ ARE RS Y v LET

CF TVl NEFETAICE. ATV N OfRET A2y (@) 22U s LET,

FT s N EBIGT AT, F0A TV =s b nET A3y @) 220 s LET,

FTV =l NOLARTEAT L, EETHAEZATILET,
AT HHEEED [CLI 7> 7 L — K (CLI Template) ] Z 3R L £,

VAT NFavr RT o TL—bE[T U7 L—F (Template) 17 1 > RUICHAIARE T,
BONCMERR < ROBNPFRENET, BT 7 L— MonBERR/MEREZR L E
D

EAEAD L, REIZSELUTTF o L— MNia~vy REBEMLET,

PRABAYIZIE, ASA F 7213 Threat Defense 7 /34 A (Management Center (2 & > CTEELS LT
L260) NOMFORREZEN L THEELE T, A LTV O TIE, Bicxry hUV—27 W
DZDRFEEDT A ADPFFANIECTIP T RV A, f v F—T = Af A/ R EDEREEEL
T, 77— 2 ZUlHG S EL0ERH Y £,
T T L= b ~DOANZET 202D v FEIRIRLET,
« BEOMEERINT 51213, BEONT N ET Y v 7 L CGEEEZ AT 50, VAR
HEIRLET (ENFIESNTWDEE) , ANMELBELTOIEREY T A A —"—7F
L&, BEOFEHMRE, 7 a v OFRMENFRSNET, —EOT — A TITHELE
DRl SN TV ET,
7o & %I, OSPF OF 7' L— KN TiX, &% 723~ RO router ospf process-id %~ 7 A
A —/3—7"2% & [ProcessID (1-65535)] LR RI4L, processida 7 Vw7358 74—
FAARIHZ RSN E T, BRICHLOEIEZ AT L E T,
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. FlexConfig K1) > —D%E

Wﬁ@ﬁfya/%%mﬁét% AT a U EERTATEOICETE 3 BN
Y RRHDHEE. 60 HE A%énz% WIS TN E I ESNC Y £, 2
zh%@JJJD@:!’?/ FEMERLET,

e T L— b ED[FEAR (Show) |/[ME%h% IR (Hide Disabled) |V > 7 ZffiH LT
Ea—%fLES, BHhRa~y FIIHERISNETAR, ENOEZERR L THERT D4
R ET, EReT T — NERRTHITE, 77 b— b EO[EREFR (Show
Disabled) (V> 7 %27V v/ LET, MlEShbda~vy RORrERRT HIIE, T—7 v
Do [E4h & JEF R (Hide Disabled) 1V > 27 %27 U v 7 LET,

ATVl FERBRIRTE L TUBROTRTOREEZ Y V72123, 77 —1rok
DO[UVEY R (Reset) |V 27%27V 7 LET,

A Fvaroav s REGNIT DL, ITEFOLEMCHD [F|ORZ L E2 7V w7 L

£7,
ﬁfya/®:V/F%ﬁ@ T AR, ATRFOEMCHD [N ORZ BT v L
T, ITERE LGS, WENE iﬁ”ﬁ?éﬂi’é’/u

e avy REEMT HITE, (A7 3. (Options...) | RZ %27V v LT [#HRK
(Duplicate) | IR L ET, a~r REEKEIATITLHZ ERADRGEIIOHR, a2~
v REFERTEET,

R o~ FEHIBRT 512iE, [ 7 3. (Options...) [RZ %27V v 27 LTI[HI
B (Delete) 1R L FT, XR—R2 T 7L —hO—EThHDIa~vy NFHIBRTE £
Aue

ZF9FT1 [OK] %22 v s LET,

FlexConfig 7R ') & —MDEXE

FlexConfig 7N U ¥ — X HLUZ T /3 A 2 DRERICEBH T % FlexConfig 47 Y= 27 hdD Y X T,
R V—IZBENDINODOAT V=2 FORPEFSH, TN THRRICERSNDIET
THEHINEEA,

FlexConfig 47 ¥ = 7 Fh CEFIN TV D~ RiX, Smart CLI % & ¢ Device Manager C/E
HINTHEOT X TOa~vy FORIZEBINET, LzBd-T, TS AR LTIND
@:vaﬁ%ﬁéném_mﬁénfwéﬁ7/1&b AU BE—=T oA R EIKFT D

EMNHY FF, Smart CLI 7> 7 L — kT FlexConfig NE SN-HA ZEHAT 2 LE N H
éFAi mqu%yfv%%%ﬁﬁbfﬁﬁﬁé%:Hu&mg%Wﬁbf%%biﬁ
72 & 2%, OSPF Smart CLI 7> 7 L— k& ffi [l L C EIGRP /\— b Z AT 2551, &4
IZ FlexConfig % f#i | L T EIGRP Zi%E L. %ﬂ@QOWmequ/7v~b%¢mLi
R
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(

FIE

ATy T

F) BERED SmartCLI T > 7' L — b 3% 5354, FlexConfig i fl L TENEMEKR TE £ A, Smart
CLLAZ7 V=7 N HT20ENDHY 77,

18 H B HEIIC

FlexConfig 47 ¥ = 7 M &{ERR L E£3, ROEESML T ZE0,
« FlexConfig 7Y = 7 hO#EE (16 <—)
« FlexConfig 7Y = 7 b OEHOERK (18 ~<—)

B — ATV FORE (28 X—)

[T/34 X (Device) 1> [5¥#E%E (Advanced Configuration) ] T [XEDF R (View
Configuration) | %7 U v 27 LE7,

AT T2 PR E D A KT [FlexConfig) > [FlexConfigsR ') &— (FlexConfig Policy) 1 %2 U v 7 L &%

To

RT9 T3 [FV—TFU AL (Group List) |INOAT V=7 DU A NEFHRLET,

RATv74

ATV NEBEBNT DL, [HARF &2 )y LET, 707 MREREFEL
WG G, [ET#iFlexConfigh 7 ¥ = 7k Z{ERL (Create New FlexConfig Object) | % 2
Vo7 LTERLET,

ATVl FEHIRT DI, ATV P2 NVOEMICH D [X]REZ L E2 T ) v
Li—g‘o

GE)
ATV s MIREICH OB T, o FlexConfig4 7 ¥ =7 h TEFR I TV DRI
KFELRNWZ EaBEID LET, ZUCED, thot 7 V=7 MNIEBEE2TICA TV =)
kBN E T ITHIBRTE £,

[V E=— (Preview) | A > CRREINTCa~vy REfMELET,

[ERH (Expand) 1R %> (Z0% [$T07=7-t (Collapse) 1) 27V v 7§53 WMmEILRKT
XFT, ZHNICEZVEWVWa~ R LY B9 <A %9,

Tl Ea—id, BREHMEL, BITSNDEMRa~ FE2ERLET, ZhbDavy PR
ELL AN R 2R LET, a~ FRZT—%2EU70, T, ANMERTERLI 2D
RGN FER TRV Z E AR T BTN H Y 77,

AE

AFAFavy RERIELER A, B a~y RO, EORREMENRH D 2~ R R
MDERETT, AR ZEMTIACEEIC V2 — 5B LET,
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ATY TS5 [R1F (Save) 1227V v LET,

RDEZRY

FlexConfig R U 2 — &tk L7z thid, WORBOMREEEICHRCIES Y, =7 —0b 5
B, AT V=2 FOCLIZEELEY, [FlexConfig XY ¥ =0 b I T Nva—T 7
(29 %—3) | #BRLTEEW,

FlexConfig # 7> =4 FDEKRE

FlexConfig 47 ¥ = 7 MZIiZ, Bl J51ETld Device Manager % ffi ] L TR E T & 72 \WVRFE D%
EZRET DIZOICKER ASA 2~V FREERE S, 2~ ROV —r g, AN A
R IELLANTAERENRSH Y £9, AT Ald, FlexConfig 7Y =7 FOWNEZMGEL £
A,

RETH N REREZ L IZHIDA T V27 VEERT D 2B LET, 2L xiE, N
FT—%EHRL, RIP/V—TFT 47 7o halbRET HHEIE, 220N LicA 7Y =2 b
ZREHLET, WEEZNOA 7V =7 MIpBET 2 L, BIAT2A 7V 27 FOBRBESIC
R0, FENT TN a—T 4 T URSITIR0 FT,

Y

(GE)  enables X Uconfigureterminal =~ > RIZEORNTLZE, VAT AL, BB 7 o
Fal—ayavy FICETIZRE—NIAD £7,

FIE

ATYT1 [T/NM4 X (Device) ]>[5¥#5%%E (Advanced Configuration) ] C [REDFER (View
Configuration) 1% 27 V v 27 L7,
AT v T2 FEHIERE D H K T [FlexConfig] > [FlexConfig4 7 =4 + (FlexConfig Objects) | %7 U v 7
L/\li‘g—(]
ATV T3 WOWTNNEFEITLET,
ATV NEAERT B, (HERF RS Y v LET
ATV FERET I, ATV roMRET A2y (@) 22V s LET,

ZREINTW WA T V=7 FNEHIRTDI21E, A7 V=2 O [ZAH5 (trashcan) | 7 A =
v ©O) 22V v LET,

ATV T8 A7V =7 NOLARHT, EBICAT v a Tz A LET,
ATv TS5 [£% (Variables) |27 v a T, A7 V27 PAXNTHEHTLEEEERLET,
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ATvT6

ATy 17

sunz

f’ﬁﬁﬁ‘?’éﬂ%ﬁ%é"& DEHIE Device Manager N CERINLTWDHIAT V=7 NaHT b

BB R Y b= A=, BXOREX—OLEKOR, Fi34nitEA v
ﬁ 7:4%%%74/& T oA AT, OB OT TR, B4 T Vs PRI
BEE AN TEET,

T DOVERL & OFEMIZSUWTIE, FlexConfig 47 Y = 7 SO OIER (18 2—) %
ZHLTIIEEN,

lH

[7> 7' L— I (Template) &2 a2, HREZRR
L/\:jz—a—o

REARETHIDICELWERFCa~y REANTHIVLENRH Y £9, ASACLIFER T A K
PHEHLT, avr FE2ANTAHHFEEZFE LUES, HAMICIE. ASAE-IISRE LTHH
TE DY DOBENHAT D5 T34 AMBHERTT A NELOER 7 7 A NVEESLET,

ERaEREB IO T 57291 Mustache Rt 2 HT 5 Z &b TE F 9, SO VLTI,
FlexConfig ZHOZ R EEOELF (20 ~—) ZZHL TIIZIV,

F T2 VAR EERT DT ODN 2Dk v M ERIRKLET,
ATZIBINTHI2X. TTORRBICH— YV EEWT, Enter ¥—Z2 L £7,

R D10, CHEBIMNCHICAEEA 2 AN LET - (B4 A7 V=7 b2
ZRT 2L TIE. BUST 2MEDEMEEZZ O L LERH Y T3 « ({BEA B B
REZRBMEE, A7 V=7 b ZA AL - THRRY 7, FEMICOWTIE, 2 ({(£
By T {{EE) Q0—) ZBRLTIZIV,

eSmart CLIA 7Y =7 hAHT 2121, 7V =27 MA AT LET, Smart CLIIZFHTE
SR TWABL—F 47 7Dtx>&7‘%ﬁgﬁéz%75>3@é A, et AIDEAHLE
3, FlexConfig 47 ¥ =7 K W@3mm01ﬁ7/I7b®%% (26 X—v) ZHMLT
<&V,

« T U L— "NARIKD LD BT 54TV 727-%» (Expand/Collapse) (V> 27 %27V v 7 L
T, AEZEREL Flh&<< LET,

s [UE> bk (Reset) |V 2727 Vw7 LT, A7V baEREIRTE LIEZRIIToT2T
RTCOERZHEELET,

ET DD ASAa~ 2 Ra AT

[(RT— b T T L— ] (NegateTemplate) 1B vavic, A7 V=7 PRERTRELZa~
v REHIRETZIZANEZ D728 ZEQZV/%%KﬁLE¢

FH = Vs VIHERICEETHY . 2 0O HME R LET,

c BBAZMHICLES, AMETa~vr FeBEMT 2N, RINIREZHE LY TR
FTrvilinboavy FEALET, AR EFICERShET,

*FlexConfig N U =6 A7 V=7 FEHIRT 2 Z LIZ Lo THREZHIBRT 256, v X
TOETAA Apba~vy FEHIRTL7eicnboa~xy RaEHLET,

FT7V =l FARENTCLIZ R — P ERIFANE A DI B a~ 2 RefE LRV
G BETET A ZR2KOERE 7 V7 L, A7 V=27 PNOa~y R TIERLS, 3
TORY o —ZFEMTLILERHY £T, IRV EBIZOLDRHNES 2D, £k
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B rexcontig 704 FozBO R

ATvT8

T4y I BPHEENET, ATV Y PRIKTER SN TV DR Z TLICR T 72 DI LT
INHLD0av Ly RRTRTHY, ZRETTHDZ L 2R L ET, negate =~ > NITi@H
Fo7L— b TnolERFE - lddear B D o~ RIZAR 0 428, FE77 > =R 2 EEIC A
73 5%6. [negate] =~ NIFHEEITITMEZ AT S ERRDOa~ Ly Tk £,

ASARERR A Rea~w R U 77 LA LT, @R a~r Rl LET, HEIC
FoTE, B—0a~vr FTCHELZ IR T I ENTEET, & 21X, RIPEZMERT H47
Y7 hTIE, B2 norouter rip 2~ KT, 7 a~<r Ra&HT- router rip Mk ek %
HIBR L £,

FREIS, EEATDO AT —Z2 AR 5 7212 banner login =~ > R& W OnE AN LT84
H— nobanner login 2~ > KT 7 A LT —2K BRI/ 7,

TUT L= N TEEORA NENTA T V27 VBT 25, %7 — b T U7 L— R TIX
WONEFETAH T V=7 NeBIBRTAMLERHY T (0FEV, A7 V=7 MEHIBRT DENITA
TV b~OSBERINCHIBELEY) . & xE, FTACLEZEKRLT, N T 74 v7
JIFATACLESBL, RV —~v T ThI 747 77 AR, KZIZH—E AR
Vo—%HL TR =~y 7Z2HMNT D56, XF5— b 707 L— b ClEET—F
ARV —ZHIBRL TR —~v T T T4y 7 7 TR RKZEICACLDIATHIFRL
T, REZTLIZRETHERND Y £7,

[OK] %7 U w7 LET,

RDEZRY

HL|Z FlexConfig 47 ¥ = 7 M &ERT 27200 Tid., TNERETH2OIZEHoTlEdb v £+

No F 7= k% FlexConfig N Y v — BT 248235 Y £9°, FlexConfig R Y > —HND
INHDOFT Vs FORBBHINET, ZHIZLY FlexConfig4 7 ¥ = 7 FDUGEN ATHEIC
20 FARTHEBAICE S5 O TR SO ORI AR O T2 DI M AT ATREIC 72 D
F£9, [FlexConfig NV > —DE (14 ~—2) | 2L TV,

FlexConfig # 9> 14 FDERMDIERK

| BB

FlexConfig 77 ¥ = 7 NN THHT AT, A7 =7 NAKONHTERINE T, £
BfEBIDOY A MEIH Y FHA, LB -> T, BE%iEsR L THERBIO FlexConfig4 7 ¥ =7 h
WTHEHAT D Z LT TEEEA,

BRI N b OELRRM R 2R L ET,

* DeviceManager Z i L TERINTWNWDH ATV =/ NEFRULRT I EEARRIZLET,
AU, *ry hU—2 R— b, BLORERA 7 V=7 NREENET,

s INDHIIEHTAFRMENRSAEEAF TV 7 NRENOLSMELET, LR - T, i
ERTHGAITHRICERERELET, A7 V27 MARKRERET Z2HMEIIHY FHA,
ZHIEZ, W oD avw Ly RIALVRNOF TV -7 NESRT ANEND A ICHECE
RT3,

ZOFNETIE, FlexConfig 47 ¥ = 7 MIEZBINT 57 022X ONTH LET,
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ATy T

ATy T2

ATvT3
ATy T4

sanz [l

[T/84 R (Device) |>[s£#15%E (Advanced Configuration) ]-<—72>5 FlexConfig 47 =
7 M EMREETIIER L ET,

[FlexConfig 47 ¥ =7 FNOE (16 X—) | R L T EIW,

[Z%% (Variables) ]| &7 ¥ a » TCIROWTNNEZFEITLE T,
s B AEBMT DI, [HARFE27 Vv 7 LET (FREEEEEINTORWEAIT
[Z4DBM (Add Variable) 1 %27V v 27 LE9) |

c ERERET DI, TOEKORET A2y (@) 22V s LET,

BRENIRT BI01E. FOEEROwETA 2y (0) 22V 90 LEF, 2OEK~DBR
BT Uo7 — MARELBHIBRL TCWA Z & 2R L ET,
BEOALRTEAN L, EETHHEAN LET,

EROF—2 D [Z A7 (Type) 12BN L, EEANE-ILERLET,

RDZA T OER R TEET, EREHEMT 23~ FOTF—FEH#ET 574 7%
BEIRL £,

« [CFH (String) ]: 7F A PXFHITT, LT AR M =Pkl

o« [$fE (Numeric) |: BEHIETY, ar~, ML (AT RRED) LEELT 16K
KL B ORNTLEESW, HBEOGEITFINEL 2L L £,

« [7—/UfE (Boolean) ] : im¥iM true/false T3, True F 721X False ZER L £,

[y FU—7 (Network) ]:[#F 7= b (Objects) | X—V TERINTNDHR> b
T—0 7y NI N—TTT, Xy NI =0 7V NERIFTNV—T %8R
L%,

s [AR—1 (Port) 1:[F7 =2 b (Objects) ] X—TY TEHZEIN TS TCP %721 UDP
RN—=PFFT7=27 bCTT, "R—b AT V=7 FEERLET, I —TR0F0MMD 71
FaVHAOFT Y= MIEIRTE A,

s[> H—T A A (Interface) ]: [T /34 A (Device) [>[1 % —7 =4 A (Interfaces) ]
D=V TERINTVDLRMNEAS T =T 2 A ATT, A V¥ —T = AZTRLE
T AR U F—T = f ATBRNTE EH A,

c[IP]: Xy NS AZEIIT VT 4 v 7 ZARVIRWVE—OD IPv4 £721X IPv6IP 7 KL AT
7

o [f44% (Secret) ] : FlexConfig |2 EFR SNIZEHEA TV =/ T, A7 V=7 MEER
LEd, MEHELT 77 FOEROFEMIOVWTIL, EF—47 V=7 hoEE (28
N=) EBRRLTLEEN,
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B Fexcontig zHnBEE EOmE

ATy TS5 [E¥ (Variable) 1 XA 707 Ry 7 ATHEM (Add) ] £721X [~1F (Save) 1227V v 7 L
£

N TFlexConfig 47 ¥ =27 M OAKNDOLEL ZMENTE 4, LRSI LHET. £
DIATNZE > TR £, ZhbDOEBOHEMGIEOFHMZSWTE, RO My 7 25
LT IZEw,

cBEESEC ({EBRY) FF (B Q0 3—)
&7 v a v {{#key}) {{/key}} EWiET a3 {{“key}) {{/key)} (24 X—2)

AT 76 [FlexConfigZ4 7 =2 K (FlexConfigObject) | XA 7 /Ry 7 AT[OK| %27V w7 LET,

FlexConfig Z# DS R & EDEIF

FlexConfig (X7 > 7' L — F S3k & L CMustache Z i L £, ¥ AR—ME, ko7 vz
T T oRRICIRESNE T, ZNODOWELMHHL T, 222 L, ZOELZEEL
T, L ETF,

HSWE  {EHN F T HERN
FlexConfig 47 = 7 kN TiE# LIz BB A BT 5I01E, RORREHMALET,

{{variable_name}}

F70T
{{{variable_name}}}

ROFEFDOER > &, BH—HEOEHOEGEITZNTHo T - (B (Numeric) 1. [3LFF
(String) ]. [7—/VfE (Boolean) ]. [IP], ZHIZ & 2 EOFALFNEENTVWDHE, =
BAvazEHLET, £, IXTOERTHIC=EI vy azEHTH I L TEET,

722, W T — 2 _X—ANDOA T V=7 N LTET /LS N D BEREEIE LRTEROLA
L. Fy REREMFEH L, BUST547 V=7 NEEOARIZ GO L LENH Y £, B4
DFTV I N BATDAPIZ I AT 0 —=F TOETNEFRDZLICE>T, ZNUHDOE
M Z MR CE LT, ROFBOLERAMEHT 2ITITROEZLEZEHT 20ERH Y £ : [f
% (Secret) ], [r> h7—7 (Network) ], [&"—F (Port) ], [ > ¥ —7 =4 A (Interface) ],

{{variable_name.attribute} }

)

o

72 & 21X, net-objectl (R NU—27 ZA—7 T3, Xy NI—I A7V =7 NamRTd)
EWOARIDR Y NT =T BEOT R RAZTGT 51213, kaHLEd,

{{net-objectl.value}}

FTV =l NAOFT V=7 MO RMEEEZIRGL LS L5581, —#EDO Ry FMXGID O
BHEZEA LT, BROEIZ I AT T H0ERH ) 7, f_&mi\ AV H—T AR
DIP T FL A, ipvd & ipv6 E WS AFIOY TAT V=2 N LT, A X —T =2 A AT
Tl MIETMEEINET, LMo T, int-inside & WD LT (NEA v 2 —T = A A%
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RY) A B =T 2 A ABHDIPvE T RLA LS TRy b w27 ZREGT HI1iE, kEMHH

L/\i‘g_(]

{{int-inside.ipv4.ipAddress.ipAddress}} {{int-inside.ipv4.ipAddress.netmask}}

\ )

CE)  API=/ 27— %B< TI. [FEMiA 7L 2> (Moreoptions) JARZ > () 7 U w7
L. [API=Z7 A7 11— (APl Explorer) ] &R L £,

KORIC, RO 205 EBIRT 5, A7 Vm s FOBAIE, APLTFLOKH L i
FI 2 FTREMEAS TR BB AR L £ T,

EHDOE SEBETIL EnBA
7 — T FRERAY true/false, 7 —/VEMO L/ AIX. B v a v F
(ﬁ%@aﬁiﬁ) {{variable name}} 7z biﬁﬁfﬁz& va T/VG"@AO 7oL %\JZE\ E/ﬂ;ﬁﬁﬁ&:i f:li%ﬁﬁﬂ
’ R N RERED FCORMRELENCT 5 LENHHHE. 7—
vav:

{{#variable name}}
commands
{{/variable name}}

REztoar:

{{"variable name}}
commands
{{/variable name}}

WEBOEEREL Ca~vry RO v a a2 003
A7 TCEET,

W OPDF TV =2 MZh, B2 arodFFaro
WM AR T DO TE2ZNHDOET LD T —)b
BoEERH Y £97,
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| e
EHDE SBETIL BTk
Ao B —Tx AR |EH: [T /34 A (Device) 1>[Af ¥ —7 A A (Interfaces) ]
(7= 7 | {{variable_name.attribute} } @&»—:/‘(vﬁ%én(wiﬁﬁﬁﬁgx]’ ST A A
%{API:E’?\/I/éi t7~“/3‘/ Zlo)/])/&‘—7314%%?5/]3‘3‘6;&&3:1%&@/1/0
ABE—=T A A AVH =Tz A XA ETNVTHEHATE LI EIERBEMEN
<) {{#variable name.attribute}} HOVEST, A EF—T A R ETTNVIX, YT LT
commands , Vb, EZIEIP T RLANREGEENET,
{{/variable name.attribute}}
WIZ, RISLDERBHEEZ WS DHVRLE T,
Rimtsvaz: « variable_name.namel 1 > ¥ —7 = A ADimE4 & i
. , LET,
{{*variable name.attribute}}
commands . . . .
({/variable name.attribute}) variable_name.har dwareName I3 GigabitEthernet1/8 72

COA L E—T 2 AR—  NEEIRLFE T,

« variable_name.managementOnly (%7 — /W CJ, TRUE

X, AV F—T oA APNFEREE L TERINLTY
HZEEBMUET, FALSEIL, A v ¥ —7 oA AN
TNRA AEBATH T 74 v Z7IERHENDZ %
BWLET, oA Fvaid, ¥rvar x—¢
LTEHTEET,

« variable name.ipv4.ipAddressipAddressid{ >~ % —7 =
A ADIPvE 7 KL AZR L ET,

- variable name.ipv4.ipAddress.netmask (&1 > % —7 =
AADIPVET RLADOY TRy h~A7 IR LET,

IP
(B2 %)

T

{{variable_name}}

2y N AT EFIZ TSV T 4 v T AENRRVE—O IPv4
FIFXIPV6IP 7 R LA,
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sanz [l

EHOR SBETIL SBA
Xy hU—7 EH (R FI—9FTTH b) [4 7Y =7 b (Objects) ] —Y TEZHESNTNDH R Y b

(7Y =2 NE
o APLET VI
NetworkObject T
ED)

{{variable_name.attribute} }

23y (FL—TFHTVzY
k)

{{#variable name.networkObjects}}
commands referring to one of
{{value}}
{ {name}}
{{/variable name.networkObjects}}

T— 0 F 72 NRIN—TFTY, B g a2
LCRy U= ITN—T%50HT 52 LN TEET,

Wiz, IS EREM AR L ET,

* {{variable namename}} (x> NV —27F 7T =7 |k
FHRITITIN—TOLETEERLES,

« {{variable namevalue}} I~ NV —2 47V |
(Fy NI—=T T N—TTiEHY EHA) OIPT R
VADONEZRLET, Xy NT—7 A7 =7 b
DEFONEDZ A THRRE SNz~ RIgx L TIE
LWZ EEERLET, HéxiE, Y7y b TR
VATIHRLSEAR T RLATY,

* {{variable name.groups}} i v N7 —2 Z—TIZ
GENDRY NI ATV FDUAMEKLE
T, ZHUIRy NU—T TN—T R T EHTOL
RALET, 70— ONFEHED K LULET S
v vary Z7EHLET, {{value}! F7oiE
{{name}} DWTNNZEHL T, RICERy FU—
IHX TV NONFEESLET,

HfiE B BEME, 2~ MM (RATFRARED) LEERIF
p— ({variable name}} 16 EHETLE E DN T I, B OSE 10T
(R SRR L E T,

A— b TH [47 =7 & (Objects) ] X—Y TEFZIN TS TCP

(A7vV=2 NE
o APLET L
X, PortObject,
tepports F 7213
udpports T)

{{variable_name.attribute} }

FIZUDPAR— A7 V=27 FTE, ZhiE, A—F 7
N—=TTIERL, K= FTV =7 FTHLHLERDY
i‘aAo

Wiz, I >EREM AR LET,

* {{variable nameport}} IIHR— "N EFEZRK L EF, 7
7 hEEEERLEE A

« {{variable_name.name}} ITR— 47 V=7 b DL H]
ZIRLUET,

(AT M
B APLETF LT
Secret T9)

T8

{{Z ¥4, password } }
E e

{{{Z %54 password} } }

FlexConfig ICEHRSNTMEX— 47 V=2 FTT,

ST DMHER D DH DL, Wb ST 3CFHN %R
password J&MED T,

NAT— RNIZ &I EORRLFREEN TV DR, =
B\ azHLET,

sz B
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B oo o teyikeyh Lt & & 3 > (AkeylHUkeyl

EHOE BRETIL SiEA
Stringi! £ FERARLFHITT, L, BA M, 2—FaR

(B E) {{variable_name}}

&o

9 a3 {{#key}{l/keyl} Lt 2 3 2 {Akey {{/key}}
v arERITNE s aiE, B2 a v OGRS LT E OO avwy Ko7 y
7T, ARG LTHF—2HHLET, B2 a o0 HEIT. Fhas@Esnyit s s
UM R o TERY 77,

cBEDOE I vay (FRFHEICEZ V3 y) X, F—MNTRUETH DD, £72I1TZE TR
AT UV EEDREAIE EINE T, =N FALSE THDH2, £HIIA 727 M
AT UYNRWGE, B a N av s FRIERESNERA, B 2 a Uigosg
AEINET,

WIZ, BEDOEI S a OB ERLUET,

{{#key}}
one or more commands

{{/key}}

Wi a it B a v DRXTY, =N FALSE THH0, Foi34A 7= b
ICNBED R WIS ENET, F—NTRUETH I, £7-01347 V=7 Mzar s
VYNNG E, Wk g AR RAEINET,

Wiz, Wt rya O LERLET, ME—DOBWIL, F¥y Ly My a ¥ hES
Wz 52 LT,

{{"key}}
one or more commands

{{/key}}

WDORE Y 7T, B3 arBLOWitEZ v a rOFERABRCONVTHHALET,

BREOEHENES 575
BEMEDEB OO ERGNL, Xy NT—2 IV —T 2Ty NV =V B TT, T —

-

WCEEOF TV 27 FREENTWS (objectsJBIEDT) DT, *v hU—27 Z—TH

DIEZMEYIRLIATL, RRLEEZMEN L TEEARIRI L2~ FERETE T,

FTV 2 NIN=TIZEoTHT V=7 FOREICEEND R Y NI =0 AT V=7 FRE
BINETH, Xy M= FT7 V=7 NORAFITAT V=7 MZEERLTWEEA, DY
(2. networkObjects EMEZH L TRy N =7 AT V=27 FORNEFEZRGLET,

7o & ZIE, ARA B 192.168.30.0, 192.168.20.0, 192.168.10.0 % & T¢ net-group &\ 9 ZRTDF
N =7 TN—=TNo %G, ROTFEZHFEH LT, RIPV—T 4 THOZT LRI
Xy NT—=7 avy RERECEET, Xy NV—27 A7V =7 FOvaue @D Rz

W s
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T MEFEREDF TS H MRS TERARGLEEETT 5%

HZEICERLTLLEEN, Y v a »OBMFFEZ net-group.networkObjects Z {75 & |
BN A R FT V27 " LEGEENST20TY,  (FlexConfig4 7 =27 RN [value]
BRI DZEEL A AFRR LR TS 723 W)

router rip
{{#net-group.networkObjects}}
network {{value}}
{{/net-group.networkObjects}}

VAT AIE'ET Va v OBEERO LD ITEBRLET,

router rip
network 192.168.10.0
network 192.168.20.0
network 192.168.30.0

T—ILEE-ITZDOA Ty FZEDOVTCERAIREL MR AETT B35
Y

GE) Zobey7ofilix, iAOREBEPE LD TT, =& 21X, FlexConfig Z{# ]l L T/3—
Ya 6.7 LD SNMP % ET 5 Z LI TE £ A, 1% V(T Threat Defense API SNMP U
V—AEFEHTHILENHD 7,

YU g VRS TNOERD T Y INTRUEDSS . 721347V 27 MR TRWE
&, B a B EINEST, T —/UHED FALSE £7-1328 (B4 7 V=7 M k) ok
JvaTAEhET,

ZZTCOERMBIT—AMENTY, 2L xiT. T VEREFER L, BROMETHLEY
varHilavy REEEET, £O%, FlexConfig 47 ¥ =2 NNOa~vy Rovr v a v
EENETLZENCTIMNERDLGE, T AEROEEETETHLENRHHTET T, Zh
HOITH a— R L HIBRT 2 MEITH Y EH A, ZHUTK D BHIZ, HEEE G E ITED)
T DT ENRTEET,

7= & 21X, SNMP Z#H 27 5 FlexConfig Z T 534, SNMP v 7 v 7 &4 712352 &
N TEET, enable-traps &\ ) ARID T —/VEEZ/ER L, &ML TRUE ICERE L ET, K
W&o NI v T EFTICTEHE. BEEREL TCFALSEICER L, 47V =7 FERFELT,
REXTREBTAET T, av o Ry—4 A3k L5120 3,

snmp-server enable

snmp-server host inside 192.168.1.5
snmp-server community clearTextString
{{#enable-traps}}

snmp-server enable traps all
{{/enable-traps}}

ATl NNOT = IUEIZESNTCZOX A TOMEEITH) Z b TaEd, xR £
TV ORI R RET DRI, A v F—T 2 A ANEHERNE )& F =/ TEF
9, WOPFIT, int-inside [T inside & W I ARTOA L F—T oA RA%ETA F—7 = 4 A
T, A F =7 oA APNEFHERTRE SN TWRWEEIZDA, FlexConfig X% DA

sz B
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B Fexconfig #7014 Fro smatcl AT U4 FOBE

H—T7 2 ACTEIGRPBEEDA L X —T 2 A AT arwBELET, 7 —/ED FALSE
DBEIZOH A~ RBFRESIND LI, HervaralALET,

router eigrp 2
network 192.168.1.0 255.255.255.0
{{"int-inside.managementOnly}}

interface {{int-inside.hardwareName}}
hello interval eigrp 2 60
delay 200

{{/int-inside.managementOnly}}

FlexConfig &= 7> =4 FA®D SmartCLIA T2 9 FDSHR

FIE

FlexConfig 77 ¥ = 7 N &AER T 5356, %A H L T, Device Manager N Ca& & AIRE7L A
TVl MR ZENTEET, REXE, A =T oA RERORY NV—7 AT V=
7 N aRTEREERTEET,

72770, MUHFETSmart CLIA 7Y =7 baRTZEIXTEERA,

RV IZ, FlexConfig N Y > —CTHEHTL2MENH D Smart CLI A7 ¥ =7 b ZAEKLT H5E
1T, WYIREHTC Smart CLI A7 Y = 7 kD4R Z BHIC AT LET,

exiX, e bhar A AT v a v ERETHEAE. VT T 4wy 7T AL LT, LR
TI7EAVANEERATA2ZERH0 9, Zhud, JET7 27 ® AU X N® Smart CLI 47
P/ NFAET DO, SmartCLIA 7 Y =7 &2 LT ACL 2B T 2 VNN & 5 7=
T9, FlexConfig 47 Y= 7 K Taccesslit a~> NEEHTHZ LIXTTEERA,

7o I, 192.168.1.0/24 3 K18 192.168.2.0/24 % v kU — 7 [#] T2 7 —/3 LT DCERPC A > X
N7 arEAIMET 2581 ROFIEEZEITLET,

ATV 200F%y NU—=Z @ Oy NU—27 3727 FEERLET, 72& 21E. InsideNetwork

& dmz-network,

ATFvT2 o047V 27 b Smart CLITLIET 78X VA M 47 V27 hTHEHALET,

- BEL

Ei—]

ax ;&
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MName Description

deerpec_class

CLI Template

Template

access-1list dcerpc class extended

configure access-list-entry permit -

permit network source [ InsideNetworkx . ] destination [ dmz-network

configure permit port any .
permit port source ANY destination ANY
configure logging default
default log set log-level INFORMATIONAL log-interval 3ee

ATw T3 AT Smart CL1 47 ¥ = 7 h%7~7 FlexConfig 47 V=7 M afEk L E7,

2 z2iE, A7 V=7 FOLAEIN Tdeerpe class] DA, FlexConfig 47 ¥ =7 MIKD L H
W20 ET, 27— h 77— T, SmartCLIA 7 V=7 b BAER LT 72 A U R
MIBHZTEARVARICER LTS, TOF 7Y =7 MME, FEFERIZIL FlexConfig 2> H 1E

BEN=AT V7 FTIEARW=H T,

Template

1 class-map dcerpc_inspection
match access-list dcerpc class
policy-map global_policy
class dcerpc inspection
inspect dcerpc

MNegate Template

1 policy-map global_policy

no class dcerpc_inspection

no class-map dcerpc_inspection

ATy T8 7T =7 k% FlexConfig R Y v —ITBMLE T,

sz B
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B ass—+o0z0rome

D!

ES

FIE

ATy T

ATy T2

ATvT3
ATvT4

ATy T5

| BB

*—FTT1H FORE

MEX— 4TV 27 bORA LV ME, NAT— FREEO SO ITY AR 2 LT,
FlexConfig 47 Y= 7 F £721% Smart CLI 7 > 7' L — h T &N 5 XFFIE MR BN D
U A7 BT oW EIEL, XFHNOMEX— 472 =7 NEERLET,

[47 V=7 b (Objects) |H#ER L, I T Y T—T N5 [MEF— (SecretKeys) ]% %
RLUET,
RONT NP EFETLET,

cF TV AT DR, [FARF 'Y v LET,
ATVl NaRET B, ATV rofET A2y (@) %2V LET,

SRINTWRNA T V=7 MEHIRT DI, A7V FO[ZHF (trashcan) [ 7 A =
v @) 2rV v LET.

F7V=7 FOAETEAD L, AEETHBAZ AN LE T,

[/SA T — R (Password) ] & [/SAU— ROfEgd (Confirm Password) ] 7 o« —/L RO 72X
AT — RETE OMBE DL THNE AT LET,

ANTT2DE VAT ANTHFAMEREBLET,
[OK] &7 Vw7 LET,

RDBRY

cHLWAT Yz DAL, FlexConfig TENAMHT 57-DIZ, FlexConfig 47 ¥ =

7 et L, EX—ORIOEREZFER L TH 7 V=7 FERIRLET, 20%, 47
UVl NARIENTEREZRBLET, FEMIZ OV, FlexConfig 47~ =7 DD
Bk (18 ~—) ZZMLTIESN,

s FlexConfig " U & —D—#Toh % FlexConfig 4+ 7 ¥ =7 N THEHAIN TV HBEFO AT
Tl FNERETDHEIE. BT LWIITFHITT A A& B 2 72O TR R BB 2 2%
b 7,

e Smart CLI 7> 7 L— R Tld, 2~y RICRE S —RN0NEAREA, Ml 5707 (%
WET DL EEIZINODAT V27 PO—BRERINET, HEI’J LhbE TR % —
BERLET,



| s
FlexConfig R1) > —D S TN a—TF 124 .

FlexConfig R >—D S TNV a—TFTa 5

FlexConfig 7R V 2 — %Rt L7213, IROEHOFMERZHEEICH AT ZI W, [IRETOLH
(Pending Changes) |1 %A 7 0 7R v 7 A2 Ttk DRERITAK L % L7- (Last Deployment
Failed) | £\ 9 A v bE—URERRINTGEIL, FEMOFER (SeeDetails) (V27 %7 U v
7 LET, Vo r/nbEREn 7RERRINES, 2o TRIRLICREHY 3 72 T %

T EDTZT— Ay b—U2REBETHITIE, YaTdxzlEET,

JEBH 73 FlexConfig D RIBED 72D L L 72556, FEMIICIIARIER 2~ > R4 & Lo FlexConfig 47
Tl MIOWTRL &S, KRiL7za~vy FRRRSNET, ZOEREFEHL T, 47
VxJ M EEL, b0 —ERAZRAALTIEZN, 7V MRIFV o THY, 7Yy
JLTCAT V=7 FOWEDLTAT v 7 al&E 7,

7l ZiE RKTCP B A2 k4 X (TCPMSS) #RETEET, ZOHFEIL. sysopt
connection tepmss= < > K& L CTHI#I T& %3, Device Manager |2 L W RETHHA. =
DA T2 a kS D Threat Defense D7 7 4+ /L ME 0 T, ASA DT 7 # /)L ML 1380 T,

MTU DT 7 /)L kD 1500 2454 —7 =4 A TIPVAVPN ZFE(TL TV DH54A. ASA
DT 7 A MIWEE Tt 35 K ) ICEEF SN TOET, VAT AT, VPNO~y X —|Z
120 XA FISRETY, IPv6 DA, VAT LT 140 /31 M 4B TJ, Threat Defense DT
THIL DO TIE, T RRA L MZEDMSS DRIy — MRFAISNDHIET T, 2T
WHORNT 7 47, FRCTANA A LDA X —T = A AT, 1500 LLEDO MTU &2 & e, 5
2% MTU 24 2 B8 I3 R E T, TCP D MSS IZ7/ a0 — L ETHY ., A
VH—T 2 A AT LICEHESNIRND T, 8T 74y 7O OEEN VPN #2003 HDT
HY ., WBRENCWHA L L TWAEAEDOAREFE LET, FOEA1E. TCPMSSEZMTU~ A F %
120(IPv4 ) £ 7212 140(IPVO FANCRRE L. T _RTCDOA v X —T7 = A AZR UMTUZ R L £,
MSS & BIZRIIICERE L7236 T8, TLS/SSL 50— e KD 2 ViR — R o R ISREE
DMSS ZME LT DHEAE, TOMSSITA v Z—T7 24 AMTUIZHESWTERE S, MSS #%
ETEE S ET,

ZORTIX, TCPMSS%3/3A MIRETAELET, a~ o FiIi/MEL LT48/3 1 M & HL
HDOT, WOLH BRI —NBELET,

< Deployment Failed: User {admin) Triggered Deployment

“Template” field of sysopt-connection-tcpmss caused an error. ERROR: [3] is smaller than minimum allowed MSS of 48 by RFC 791 Config Error -
- aysopt connection tcpmss 3

sysopt connection tcpmss 3

TT—E, INOHDERTHEINET,

1. =T7—FAELFlexConfig4 7 ¥ =7 FOARINEZENTWDHRHATT — A vE—,
FT V2l NAITREL AT AT Ry 7 AV 7 SRTWAHADT, A7V =7 MERHN
TICICE=T—2BIETEET, THETA v E—VDORHIOILTT,

2. [ERROR:] MBMFEDLITHRAIMART AL ANBLERINDIA vE—TT, ZHIXSSH 7
FAT U FOERXAR LT, olza~r RCANLEEED., ASA OEHBISENET
T, ZOBITIE, =7 — Avt—IF [=F—: [3] 1L RFC 791 T §Fr[ I T % MSS

| sz B
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DE/IME 48 £ D H/hEWVWTT,  (ERROR: [3] is smaller than the minimum allowed MSS of 48
byRFC791.) | CT7, [RETT—] THEDLTFAIR, =T — A vbE—V&ERLE
FFEDREIRREZ R L TWET,

3. BOTFXAMNI, =7 —%5|FEZ L7z FlexConfig 47 V=7 ML OEEOITTT, Z
DITEEET HHENRH Y £9, ZOHFITIE, MTUL500A > ¥ —7 = A A (F@OIREE)
EDIPVAVPN b T 7 4 v 71N L LD ETB5A. 35 1380 ICEF LET,

Z OB EEIET DA, CLI 2> Y —L&BIv/=F £IZ L, show running-config all sysopt
%ﬁfﬁ LT, sysopt A~ FOT R TORELMERTEET, 1TEAEDsysopta~ 2 K

IR OHIRTHE LT 74V FORENRH D, FATa0 7 4 F 2 b—3 g TER
/Téi“bitk/uo al ¥—7— KTk, HHCZnNoDT 74V M ENREGENET,

FlexConfig M 45

Z ZCliX, FlexConfig ZfEH L THREZ X ET D2V OOl 2R L ET,

HO0—nNIL TIAHILE A VAR 3 VEBNEDNZT BAHEE

*%@fﬂ%zwfi IP7 Ry U THERNP—Y 7 —% Xy MIHEDIAEND D,
AZEI D Y TONTEAR— MBI Z Y Fr X ARHPNET, 20X 57271 Farol;
ﬁ\/XTA@T4 TRy A AXRT v arEIATL, NAT ZEH LT, B &Y
FX¥RNVEFAITEDLLICTHRLERDHY 7, W OO VAT va oy
VNI T T AN RTHEDIIR o TOETRH, Xy T —ZICL>TE, oA o xaxXr g
UV VEARMELIZD . TN NDA AR g U EEMME LD T AMERLD £
7

BUEANC /o TNDA VAR v a v O—EEFRT HITIE, CLIZ Y Y —/LE 7 1ESSHE »
33 > Tshow running-config policy-map =t~ > RZ2H L E£4, UUTFTOHAIE, 42~
LA vOREICEENPMZ LN TRV AT ATERENLINETT, ZOHATIE, HAH
DEHZEIZH D inspect 2~ RO—BIZHNTR>TNDL T 1 Fajf VAT ¥ g URERR
ENTWET, Hi7T25a~2 NIZLY., inspection default N7 7 4 vV 7 T ATIIHDA
VAR L a RNV ET (BEOT R ban BETLIGEEA AT v a ViER
7'v havOR— &) . ZOZ7 Z Aldglobal policy NV v— < FO—F T, service-policy
av R (HAIZERER) ZHEHLT, 3XTOL U F—T oA RAIKTHA4 VAT Vg
VICHEASNET, 7ol xE ICMPA VAT v a Uk, T8 R &S 53X TOICMP
774y 7R L TATONE T,

> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message—-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default

| BEiEYS
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sunz

inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error

A\

B BA U ART T3 VOFEIZ OV T, https://www.cisco.com/c/en/us/support/security/
asa-firepower-services/products-installation-and-configuration-guides-list.html G A F=F[#E 72 Cisco ASA
V=R T AT UF—)L AT 4T —ar WA R[#EE 28R LTLEEN,

WOFIETIL, 207 a—VIZHEAINDT 7NV N A VAT gy 7T ADA AN
7 varvERMEEIZENLT A HEE R LET, OO

« PPTP (Point-to-Point Tunneling Protocol) ZHF&NZ L Ed, ZD7w haiid, = RRA
Y RRDRA NV —=RA 2 MO bR I S NET,

+ SIP (Session Initiation Protocol) ZMEZNZ L E 9, BHFIX. A1 VAT a3 Nl Txry
U — 7 (RN RAE L TV DEAIC DO SIP 2 84k L £ d, SIP 284 55813,
ToUEA Ay hr—/LRY—TSIP N7 7 v 7 (UDP/TCP5060) &HEJicH v 4T
BIAR— ERFFRAIEN TS Z & SIPEHRUINAT OV R — MBI RNT & AR L
F£9, 77EA a3 ba—L R —L NAT KR Y —% ., FlexConfig TliZ72< | EHED
R—UEFEHALCEERELET,

1R BHEIIC

W) 72318 & 37 C % Z & TFlexConfig 2 RICHEHCTEET, ZofITIX, ACEF7 1
7 TRACEREMAZTONETR, 2200BRHFEMEDRNA VAR g U EEFELTH
9, 2L, ENOORY V—E AT HLENRD L6 (FTREMEEXE V) 1%, [EElicAE "
LET,

FDID, ZOFDA AN g T IO FlexConfig 47 ¥ = 7 N EAERT 52 & &
BEOLET, £9TDHZLT, MOA AT v a U EERTDHI LR, 1DODA AR
7 avOBRTEEMHPICETE TE, FlexConfig 77 V=7 MaRETILELDHY THA,

BERE
|
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[T/84 R (Device) | > [F5#1E%E (Advanced Configuration) ] C [XEDER (View
Configuration) 1% 27V v 27 L&,

FEMIER E D B K T [FlexConfig] > [FlexConfig4 7~ = 4 k (FlexConfig Objects) 1 %2 U v 7
LET,

PPTP A Y AT v a VEENITH4T7 V=7 MafERLET,

a) [HAX L Z7) 7 LTHLWAT V27 MEAERLET,

b) A7V =7 FOAHIEZATILET, fil. Enable PPTP_Global_lInspection,

¢) [T¥7L—1h (Template) | =T 4 X T, A>TV haEGLROITEATLET,

policy-map global policy
class inspection default
inspect pptp

d) [*7—F T 7L —F (Negate Template) | =5 1 ¥ T, ZODHE IR T2 DI EL
RiTE AN LET,
ZVVF%ﬁﬁ’?ét@@ﬁbmﬁf%%PK@ﬁTékwﬁﬁ\ﬁ:vyP%iwé
VENH DD L FIFEIC. — hF T L — ML FENLDIVY REESDALENRH Y
ij‘o

RG— L%V7v~hm\< WICHEBA#(2) FlexConfig RV =B DA T V= b
ZHIBR LGB SET, £2, EBRAICKRKLEZSGICL GELATOIREIZY
t/%ﬁét I2) BHENET,

L7ziio T, ZOBITIE, *7—h 77— MIRDOEIITRD 7,

policy-map global policy
class inspection default
no inspect pptp

F T2 MIRD X HIZR Y £9,

| BEiEYS
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ATv74

e)

sanz [l

Name

Enable_PPTP_Global_Inspection

Description

Variables

4 ADD VARIABLE

Template

1 policy-map global policy
2 class inspection_default

inspect pptp

Negate Template

policy-map global policy

class inspection default

no inspect pptp

GE)

inspection_default 7 7 AZITANT /2> TWDHZEDOMD A L AXT v ay axy b5
7o, 77 ARERERBIT LIS HY /A, [FAERIZ, global policy R Y v — ~ > 7IZ
FZEDMDA AT v a U REENTNDD, R =<y P HERILZH Y
EFH A,

[OK] %27 Vw7 LCAT Y27 FaRELET,

SIP & & N DA T V=7 P AL LT,

a)
b)

<)

d)

[HARZZ27) w7 LTHLWAT V=7 FEERLET,
FT7V = SOL4HIZ AT LET, #i, Disable SIP_Global_|nspection,
[T 7 Lb—1D (Template) | =7 4 ¥ T, A TV baELROITEATILET,

policy-map global policy
class inspection default
no inspect sip

[*7—k 77 L — b (Negate Template) | =7 4 # C, ZOXKEXIILIZRT I2DITTE
TR AT LET,

ol 2~ REMMET D720 [negate] =~ RiL, #iezab+2a~> KT
T 201D, [R5 =K 77— MIEREEZEN LT 27207 F0a~r RTER

sz B
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e)

<, ROF 47 o7 L— s TCOMEETTICRET -0 a~r RTY,

T — bOBELIL, BFEEZTICETRIZHY £7,
Lo T, ZoOfITIE, 75— T 7FL—RMIRD L5120 £4,

policy-map global policy
class inspection_default
inspect sip

FT 7 MIRO LT £9,

Name

Disable_SIP_Global_Inspection

Description

Variables

= ADD VARIABLE

Template

1 policy-map global policy

2 class inspection_default

no inspect sip

Negate Template

1 policy-map global policy

2 class inspection default

inspect sip

[OK] %27 Vw7 LTI V=7 FERIEFELET,

ATY TS A7V k% FlexConfig /R U ¥ —IZEBIM L F9,

FTV 2l FEAERT DT TIEATSTT, A7V =2 M
(BLOEEZRMF) LESGEICOARBASNES, JHUTX D, KT OMEE TR KM

TRV RZZNT e, A7V =7 Mk (BIXOESAICTE T LIIREBTIRT) Z&

samgE |

2T —= N T

FlexConfig 7~ U o —IZE /0

RTEET, ZO%, A7V =y MBS EOEIRT 5 - & T, BB HIUCA /AT T
XEF, ATV bEEFERT 5 LEEH Y EEA,

a)

H K C [FlexConfig A8 U >»— (FlexConfig Policy) ] %7V v 7 L7,

b) [Z/v—7 VAL (GroupList) [ C[+] =27 V> LET,



| sams

sanz [l

c) Enable PPTP_Global Inspection 47— 7 k & Disable SIP_Global Inspection 47 <= 7 k
ZEIRL T, [OK] 27 U v 7 LET,

TN—TF JRANMIKOIL IR ET,

FlexConfig Policy

Group List

1. Enable_PPTP_Global_Inspection

2. Disable_SIP_Global_lnspection
Tl a—I7 L= MOavy RTHEHFSNET, PHRAL W oavy RRRRS
NTNDHZ EaERLET,
Preview
1 policy-map global_policy

class inspection default
inspect pptp

4 policy-map global policy
class inspection_default

no inspect sip

d) [fR1F (Save) |27 Vw7 LET,
INT, R v—ZREETExET,

ATV T6 BEHEERFLET,
a) Web X—Y 04 EIZhH D [EHEDORER (Deploy Changes) | 74 a7V v 7 LET,

b) [5 T <R (DeployNow) | RZ %27V v 7 LET,
BEMNSE T T2 F CTRET D, FIZ[0K] 227V v 7 LT, BTHRAYZ U A NCER
JEIE 2 fifesd L £ 97
RATYF1 CLl2v Y —)LE7=ZSSHE v 3 ¢, showrunning-configpolicy-map ==~ > K&l L,
FATa 74 X2 —va yPELKAERIN TV LR LET,

WO J1TIX, inspect pptpziinspection_default” 7 A D% IZBIM S LTV T, inspect sipid 7
TAZEEN TRV LITHER LTS EEY, 2T, FlexConfig 47 ¥ =7 MIEHZSN
TEEENERFICER SN L 2R TEET,

sz B
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> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error
inspect pptp

FlexConfig DEE ZTICET Ak

FIE

ATy F

il

1

s

FlexConfig#4 7Y =7 MIELWRS — TP L— 2 ANjT5E, TOFT V=7 Ml
AL T AR OHIBRNE S 2720 £7, FlexConfig N U ¥ —0 L EMICA T V=7 b &H|
B9 % &, WMORBAKHZ, AT LBAXT— T 7 L— b2l L TEREZ TR LET,

BHEEZTICRTT-ODIZH L WA TV 27 NE2ERTAHAMEEH D 5 A,

WO, 7a— 7 SIP B EHEANIT D HEEZ R L TCWET, ZOfTiX, SIP K
BEEDE L TND T B— LT 74V N A VAT L a o EENENCT D HE (30-2—
V) T LEAEZTICELTVET,

1R BRI

FlexConfig4 7Y =7 MIAX T — T 7L — MRIELKEESNTWND I L E2HERLET,
ELLRWERIE, A7 V=7 FaREL TR —F 77— haBIELET,

[T/854 X (Device) |>[#5%E (Advanced Configuration) ] T [REDFETR (View
Configuration) 1 %7 U v 27 LE7,

E



| s

ATy T2

ATvT3

ATvT4
ATy TH

ATvT6
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FEMIER E D B K C [FlexConfig] > [FlexConfigr 1) &— (FlexConfig Policy) | %27 U v 7 L %
TO

FlexConfig /R U 2 —@ Disable SIP_Global_Inspection 47> =7 hdOx> Y OHANZH 2
X]Z27 Vw27 LT, RYT—nbHIBRLET,

2. Disable_SIP_Global_Inspection ®

ATVl hOavw s RiE, PV a—bHIBRENET, negate 2~ RiX7 L E 2 —IZiX
BINEnS, Ny 770 RCFEITEINET,

[PR1F (Save) 1227 Vv 7 LET,
EHEERFELET,
a) Web X—T 04 Eizh D [EEDRER (Deploy Changes) | 74 a2 &7V v 7 LET,

b) [4 T <ERM (DeployNow) | R¥ %27V w7 LET,

BEPTETT25ETHET 220, £IX[0K] 227V v 27 LT, BTHFAZ U R FORERH
JRIEZ e L E T

CLIz2> Y —/)L & 721X SSHE& v ¥ a2 > C., showrunning-configpolicy-map =~ > N&fH L.
FATar 74X al—vayPELKARIN T DI PHERLET,

WO TIX, inspect sip2iinspection_default” 7 A D—Z& FIZIBMEINLTWAS Z EIZHERE LT
<&V, ZHIZEY ., FlexConfig 47 V=7 P TERSNTEERENEFITEAINTZZ &N
RENET (D7 7 ATHIEFITEE TR0, inspect sip BNEEIZH D . TTDOHT
W THMED Y £8A)

> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error

sz B
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inspect pptp
inspect sip
|

—BDLITA4VT VIADA VARG IV B/RIT HAE

ZOFITIR, BMEDA L E—T A AD2 OO RARA L MNEITRTF 7 4 v 27 D PPTP A >
AR g U EAENCLET, . = RARA v MEIICARA v Py —RA 2 N hr kLR
BEINTVABZLY RRAL LV DAL VAR g v ETEZ—47Fy NI LET,

290Dy RiRA Y FEITPPTP A » AT ¥ g U EANCT BT ME 2 CLLICIX, AR
ODHNENEENETT,

1 BETEHENT U RRA L FDHRARDIPT FLAICHES N TS ACL,

2. ZOACLEZBWTH NI 74T 7T A,

3. "NITUY T ITREGHR, EDNT T 47 T TATODPPIPA VAT ¥ a VEHR)
T AR — <y,

4, AMIDA L H =T oA AR — <~ T EEATHI—E R RY —, T, EE
RV —%T 75T 4 7L T, AV ART g U EECTAFIETT,

GE) A UAXT v g VHEOY—E X R —OFHMIZ OV T, hitps:/www.cisco.com/c/en/us/

FIE

ATy T
ATy T2
ATv73

ATv74
ATvTH

- BEL

support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html T A
T HE7ZR [Cisco ASA Series Firewall Configuration Guide] # & L T 72& 0,

[T/84 R (Device) |> [E¥#1z%E (Advanced Configuration) | C [fXEDFE R (View
Configuration) |7 U v 27 LE7,

FEHIER E O H YR T [FlexConfig) > [FlexConfigA 7<= % b (FlexConfig Objects) | 227 U v 7
LET,

AR %27V 7 LTHLWAT Y27 bEERLET,

G TVl NOL4RTIEZ AT LET, i, Enable PPTP_Inspection_on_Interface,
WA v H—T = A ADEHEBIMLET,

a) [£%t (Variables) |UA RO LEIZHD [HEZ Y 7 LET,

b) E¥o4wi, pptp-if 72 EE AN LET,

c) [fE¥H (Type) | T[A v ¥ —7 =A A (Interface) ] =B L F7,

d) [fE (Value) ] T[NEB (inside) ] A > ¥ —7 = A A& @R LT,

Ei—]

ax ;&


https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
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AT TRy 7 ZATRO LI 7,

Add New Variable

MName

pptp-if

Description

Type Value
Interface v inside

e) [B (Add) 127V vyZ7 LET,
[7~ 7 b—1F (Template) | =7 4 X T, A7 FaGLROITZ AT LET,

access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1
class-map MATCH_CMAP
match access-list MATCH ACL
policy-map PPTP_POLICY
class MATCH_CMAP
inspect pptp
service-policy PPTP POLICY interface {{pptp-if.name}}

EEAEMERTH120F, ZEHT L—AOMICERALEZANT D2 RIEEL T ZEN, £72, A
VE =Tz A REERT DA TV 27 MUIZHORBENERES N TWAHT2D, BTG 2 Bk
ZRIRT DT Ry MREEEZHEHTILERNS Y £9, A ¥ —7 = A A41L Tname) B
WEBRFF SN A T2, [{{pptp-ifname} | Z AT 5 &, BHIZEH VB THNATWES X —T =
A ADname JBEDENEGSNET, PPTPA VAT v a DA VA —T = A ALEHT S
VBN D DAL, BRER CTHEMICHIOA v F—T oA ZAZEIRTILERH D £7,

[*%7— b7 7L — ] (Negate Template) | =7 4 ¥ C, ZDOFKEZ ILIZRT 72T /AT
EANNLET,

ZOBTIE, 77 A =T R v—<=v 7 BIOY—E R KU —if, PPTP A » A
7 arEBATAEDICORGFELTNDEIRELTWET, LB~ T, X7 —rT7 07
L—hCINbETXTHIBRLET,

2L, A B =T 2 A ADPEFEDY —E A RY —IZPPTP A » ALY ¥ a o & EEITIB
THHAE. RV v— <oy IR —E AR =2 EhZLERA, R — <705
T AEENTDh, FRIER) =~y THRHD T T ANTA VAT Vg BBt
WLET, %7 —F 77— TPHERERNECR2WVE 22T 512, oo
FlexConfig 47 ¥ = 7 MIFEE L TWDNFIZOWTHMICHIET 2 LERH Y 7,

A AN SNTHEA ZHIBRT 25613, FRIE L (XS OIER THIFRT 2 0813 H 0 £9, L
WoT, NS —E AR —2HIBRL T, HREICT 78X VA MEHIBRLET, €5 L

sz B
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rnWe AT OF T2 FEBIBRLEIE LT, VAT LANLZ T —RNIREN, HIETE
AR

no service-policy PPTP POLICY interface {{pptp-if.name}}

no policy-map PPTP_POLICY

no class-map MATCH_CMAP

no access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1

FT T MIRO L DI £,

Name

Enable_PPTP_lnspection_on_Interface

Description

Variables 3
MNAME TYPE VALUE DESCRIPTION ACTIONS

Template = Expand &.:'l Reset

access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.160.1
class-map MATCH CMAP

match access-list MATCH ACL

policy-map PPTP_POLICY

class MATCH CMAP
inspect pptp
service-policy PPTP_POLICY interface |

MNegate Template * Expand ) Reset

no service-policy PPTP_POLICY interface {{pptp-if.name}]
no policy-map PPTP_POLICY

no class-map MATCH CMAP
no access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1

ATFvTFT8 [OK] %227V v/ L TAT V=7 FERIFELET,
ATy 7T ATV % FlexConfig N > —IZiBML E7,
a) BT [FlexConfig i~ U 2— (FlexConfig Policy) 1% 7 U v 7 LE7,
b) [ZA—7 UAF (GroupList) ] T[+H &7V w7 LET,
c) Enable PPTP_Inspection_on_Interface A7~ =7 h&E&EIRL, [OK]Z7 Vv 7 LET,

IN—T" UAMIRDEIIZRY £,

| LB
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FlexConfig Policy

Group List

1. Enable_PPTP_Inspection_on_Interface

T Ea—lI7 = MO avy RTEHSNET, ROKITRESNTWD K HIZ,
FTRLTWavy RRRRINTWDHI EEMERLET, YL E2—TiH, A ¥ —
7 oA AEEIFAET Tinside) ISR SN D Z EICHEE LT &, BHEICIIFFICHERL
TLEEY, L Ea—TELLREENTWARWES, ZHITEMICERINLER A,
T2 —TEHENELEHMINDET, FlexConfig 47 V=7 ML LET,

Preview

access-list MATCH ACL permit ip host 192.168.1.55 host
198.51.100.1
class-map MATCH CMAP
match access-list MATCH ACL
policy-map PPTP_POLICY
class MATCH_CMAP
inspect pptp

service-policy PPTP_POLICY interface inside

d) [fRT7F (Save) 127 VU v/ LET,
INT, RY—HREETEET,

ATYTI0 EEERFLET,
a) Web X—Y 04 EIZhH D [EHEDORER (Deploy Changes) | 74 a7V v 7 LET,

b) [5T < (DeployNow) | RZ %227V w7 LET,
JERANET T2 ETRIET 20, FIL[0K] 227V v 7 LT, B CTHRAZ U R MR
JEIE 2 fifeid L £ 97
ATv 7N CLI 2>/ —/LF7213 SSH & v 2 > C show running-config =2~ > KON =—3 g & fl
ALT, FTar 74 Xal—va ZELWEEREENTND I L 2R LET,

show running-config& A JJ L CCLIOREREKZBAELZD, UToa~vr REHAL T, 2
DREDKEE DR LIV T DN TEET,

« show running-config access-lisst MATCH_ACL (ACL OB

| sz B
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HRE

« show running-configclass (7 7 A< v 7OMERA) . T_XTDOI7 TR <y THREREIN

e N
« show running-configpolicy-map PPTP_POLICY (7 7 AB XK Y v—~ v TR E DR
M) .

« show running-configservice-policy ([ > % —7 = A AZHHSINTNDERY —~ v 7D
W8 o T_TOV—E R RY —RNFERENET,

WOHDZIE, Zo—Hoa<wr RRFREINTEY, RENVMELLBEHINTWS Z & 2k
BTXET,

> show running-config access-list MATCH ACL
access-list MATCH ACL extended permit ip host 192.168.1.55 host 198.51.100.1

> show running-config class
|

class-map MATCH CMAP

match access-list MATCH ACL
class-map inspection default

match default-inspection-traffic
|

> show running-config policy-map PPTP_POLICY
|
policy-map PPTP POLICY

class MATCH_CMAP

inspect pptp
|
> show running-config service-policy
service-policy global policy global
service-policy PPTP_POLICY interface inside

| BEiEYS
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



