show | - show o

» show jumbo-frame reservation (3 ~3—73)
» show kernel (4 ~X—37)

e show lacp (8 ~~—727)

» show lacp cluster (10 ~<—73”)
* show last-upgrade status (11 ~3—3)

* show lisp eid (12 ~X—7)

e show lldp (13 ~<—7)

» show local-host (15 ~—3")

* show log-events-to-ramdisk (19 ~X—13)

» show logging (20 ~<—73")

* show mac-address-table (24 ~—1)

« show mac-learn (25 ~—73°)

+ show managers (26 ~X—73)

* show memory (28 ~<—3)

» show memory all (33 ~<—73)

» show memory delayed-free-poisoner (34 ~<—73”)
* show memory logging (35 ~—73)

* show memory profile (37 ~X—73)

« show memory tracking (40 ~<—3")

* show memory webvpn (42 ~X—3)

» show mfib (44 ~—°)

» show mgep (48 ~X—7)

* show mini-coredump status (50 ~X—13)

» show mode (51 ~=*—7)

* show model (52 ~X—73)

* show module (53 ~X—73)

* show monitor-interface (56 ~<—3)

« show mrib client (58 ~<—73")

* show mrib route (60 ~—13)

» show mroute (62 ~_X—73)

show j - show o .



* show nameif (66 ~—1)

* show nat (68 ~—73)

+ show nat divert-table (70 ~X—37)

» show nat pool (72 ~X—7)

+ show nat proxy-arp (76 ~X—1)

« show network (78 ~—737)

* show network-dhcp-server (80 ~—13)
* show network-static-routes (81 ~—13)
s showntp (82 ~X—)

+ show object (84 ~=X—1)

+ show object-group (85 ~X—7)

+ show ospf (89 ~=X—7)

« show ospf border-routers (91 ~<—73°)
« show ospf database (92 ~—7)

« show ospfevents (96 ~—1)

+ show ospf flood-list (98 ~X—73)

» show ospf interface (99 ~X—73")

» show ospf neighbor (100 ~<—73)

* show ospfnsf (102 ~<—)

« show ospf request-list (103 ~X—1)

» show ospf retransmission-list (104 ~X—73")

« show ospfrib (105 ~—2)
» show ospf statistics (106 ~X—1)

» show ospf summary-address (108 ~3—13)

* show ospf traffic (109 ~—3)
* show ospf virtual-links (110 ~<—73”)

. show j - show o

show j - showo |



| showj-showo
show jumbo-frame reservation .

show jumbo-frame reservation

FTRTDA L HZ—T 2 ATV Y VR T L—ANEINT o TWDHNE I e Fort 512,
show jumbo-framereservation =~ > R&fiH L £,

show jumbo-framereservation

ATy RERE 1) =2 EENR
6.1 oAy FREASHELE,

GEREEDHA RSAY A H—T2AAOMTUZ 150080 EIZT 5L, D% v R 7 L—ATHRBEMRY £,
ARTOMTIU Z 1500 L FIZRT E, P A7 L— A TR EHEBIICENCR Y 77,

il

WIZ, VxR T7 L— AP R— FIREINZ > T D54 3 show jumbo-frame
reservation =~ > RO 1%~ LE T,

> show jumbo-frame-reservation
Jumbo Frame Support is currently enabled

show j - show o .



. show kernel

show kernel

show j - showo |

TNy ZVHH T& B Linux bretl 2 —7 ¢ U 7 ¢ BT 2 H 2 Forn9 512X, showkernd
o< REFEHRALET,

show kernel {process | bridge [mac-address bridge name] | cgroup-controller [cpu |

cpuset | memory] [detail] | ifconfig | module}
X DA bridge[ mac-address 73y 72 TE 548 — b ETHEE SN Linx 7V v ¥ i
bridge_name EDALN—F— bk BERMACT LA (J%E—k MACT KL
A kEite) #FoRLET, macaddress ¥ —U— RAH LT, BiE
DTV v PITET D MAC T L ZADFEMAF R TEE T, bro 2 &
OEHFIRER T Y » P45 R AT DI, F—TV— FEEEETIc=
~U REHLET,
cgroup-controller [cpu  cgroup-controller DAFFHEH & #~x L EJ, cpu. cpuset F L O*memory
| cpuset | memory] F—U— FEMEHATD L. EHTE U T cgroup-controller a1 # 4
[detail] TANEY T TEET, AT B0, detail F— 7 —
NEfHLET,
ifconfig By TBIOTY) v A F—T 2 ZADOMEHEREF T LET,
module AVAP=ABIORETENTWEEY 2— L EFRLET,
process TNRAATIITINTWDET 7T 4 T I—3 N7 at ZAOBHED A
T—HAERRLET,
avy FERE Jyyy—x TERE
6.1 Zoaxry RPREAShELE,

FEREDHA FS1 Y

. show j -

ZOAT NI A—FNTEITEND S EIERT 0 AOMEHEFRER R LET,

£l
Iz, show kernel process =~ > RO Bz LET,

> show kernel process

PID PPID PRI NI VSIZE RSS WCHAN STAT RUNTIME COMMAND
1 0 16 O 991232 268 3725684979 S 78 init
2 1 34 19 0 0 3725694381 S 0 ksoftirgd/0
3 1 10 -5 0 0 3725736671 S 0 events/0
4 1 20 -5 0 0 3725736671 S 0 khelper
5 1 20 -5 0 0 3725736671 S 0 kthread
7 5 10 -5 0 0 3725736671 S 0 kblockd/0
8 5 20 -5 0 0 3726794334 S 0 kseriod
66 5 20 0 0 0 3725811768 S 0 pdflush
67 5 15 0 0 0 3725811768 S 0 pdflush
show o



| showj-showo

68 1

69 5
171 1
172 171
201 172
202 201
203 202
204 203
205 203
206 203
>

15
20
16
19
21
16
16
15
15
25

O OO OO O0oO oo u o

0

0

991232
983040
1351680
1017602048
1017602048
1017602048
1017602048
1017602048

show kernel .

0 3725824451 S 2 kswapd0
0 3725736671 S 0 aio/0
80 3725684979 S 0 init
268 3725684979 S 0 rcs
344 3725712932 S 0 lina monitor
899932 3725716348 S 212 lina
899932 0 S 0 lina
899932 0 S 0 lina
899932 3725712932 S 6 lina
899932 0 R 13069390 lina

WDETET 4 — FIZONTHBELET,

3 1:show kernel process D7 1« —)L F

Ja4—ILK AR
PID “ra+ A 1D,
PPID B ot 21D,
PRI TavADOTITAF VT 4,
NI TIAF VT 4 OFFEIERIND T A A, HIE19 Bk
A AfH) ~-19 (/b A AfE) O T,
VSIZE FRARAE Y DY A X (A FHAL)
RSS 7’1 A ® Resident Set Size (KB HAL)
WCHAN T ARFHEL TWDHT v R,
STAT 7t 2D,
* R : FATH
oS BV AL AR FHEIRIE TR Y — T
D : BIVABARAIREIRT 4 A7 A Y — 7 TR
VANV
«T: bL—RAFRIIEE ERICLD)
P A=
RUNTIME T AR =Y —F— RELFI—FVE— R TRAT TV a—
JLEFLTUVN D jiffy D%, FEATIER]IX utime & stime DA F T,
COMMAND Tt A4,

iz, show kernel module =~ > ROH 2R LET,

show j - show o .



. show kernel

> show kernel module

Module
cpp_base
kvm_intel

kvm
msrif

tscsync

Size Used by Tainted: P
861808
44104
174304

4180

3852

kvm_intel

O O 0N

&Iz, show kerndl ifconfig =~ > RO B Z R L ET,

> show kernel ifconfig

br0

brl

lo

tap0

tapl

tap2

tap3

. show j - show o

Link encap:Ethernet HWaddr 42:9E:B8:6C:1F:23

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:43 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:1708 (1.6 KiB) TX bytes:0 (0.0 B)

Link encap:Ethernet HWaddr 6A:03:EC:BA:89:26

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.255.255.255

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

HWaddr 6A:0C:48:32:FE:F4

Link encap:Ethernet
inet addr:127.0.2.2 Bcast:127.255.255.255 Mask:255.0.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:148 errors:0 dropped:0 overruns:0 frame:0

TX packets:186 errors:0 dropped:13 overruns:0 carrier:0
collisions:0 txqueuelen:500

RX bytes:10320 (10.0 KiB) TX bytes:12452 (12.1 KiB)

Link encap:Ethernet HWaddr 8E:E7:61:CF:E9:BD

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:259 errors:0 dropped:0 overruns:0 frame:0

TX packets:187 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500

RX bytes:19368 (18.9 KiB) TX bytes:14638 (14.2 KiB)

Link encap:Ethernet HWaddr 6A:03:EC:BA:89:26

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:Ethernet HWaddr 42:9E:B8:6C:1F:23

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:187 errors:0 dropped:0 overruns:0 frame:0

TX packets:256 errors:0 dropped:3 overruns:0 carrier:0

show j - showo |



| showj-showo

tap4

iz, show kerne bridge =~ > KO H Al R L £,

collisions:0 txqueuelen:500
RX bytes:14638 (14.2 KiB)

Link encap:Ethernet

TX bytes:19202

HWaddr 6A:5C:60:BC:9C:ED

(18.7 KiB)

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500

RX packets
TX packets
collisions
RX bytes:0

> show kernel bridge

bridge name

br0

brl

:0 errors:0 dropped:0 overruns:0 frame:0

:0 errors:0 dropped:0 overruns:0 carrier:0

:0 txqueuelen:500
(0.0 B)

bridge id
8000.000000040001

8000.84b261b192bd

TX bytes:0

STP enabled

no

no

(0.0 B)

show kernel .

Metric:1

interfaces

tapl
tap3
tap2
tap4
tapb

I, show kernel bridge mac-address =~ > KOH Al Z R L ET,

> show kernel bridge

mac-address brl

port no mac addr is local? ageing timer

1 00:21:d8:cb:dc:£f7 no 12.93

3 00:22:bd:d8:7d:da no 12.93

2 26:d2:9f£:51:a24:90 yes 0.00

1 4e:ad4:e0:73:1f:ab yes 0.00

3 52:04:38:3d:79:c0 yes 0.00

BEav R Command 56
show module FRAAZA VA =L ENTWELEY 2— /LIZHETHEHRAEFETL

£7,

show j - show o .



show j - showo |
. show lacp

show lacp

EtherChannel LACP {5 (~ 7 7 ¢ v 7 #kitE®R., VA7 A ID, BILORA N—DFEM7ZR L)
PRATAICIE. KOavr RE AN LET,

show lacp {channel_group number {counters | internal [detail] | neighbor [detail]} |
neighbor [detail] | sysid}

B DA channel_group_number  EtherChannel F v /L7 /L — 7&K 5% 1 ~ 48 OFPHTHEL T, =
DF ¥ XN N—TIZETHIEROHEZFRLET,
counters EZ(E SN LACPDUBE L O~ — =D 7 Z % FRr LET,
detail HAOFMERRLET,
internal WEBE R RR L E T,
neighbor RAN—EREFRLET,
sys-id LACP v A7 L ID ZFKm LET,
av Yy RERE )1y—= EEAR
6.1 Zoavy RPEAINE LT,
1

WIZ, show lacp sysid =2~ > RO Az R LEd,

> show lacp sys-id
32768,001c.cdeb.cfee

Iz, show lacp counters ==~ > RO OBl &R L £,

> show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 1

Gi3/1 736 728 0 0 0 0 0
Gi3/2 739 730 0 0 0 0 0
Gi3/3 739 732 0 0 0 0 0

Wiz, show lacp internal =~ > ROl %R L E7,

> show lacp internal

. show j - show o



| showj-showo
show lacp .

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/1 SA bndl 32768 0x1 0x1 0x302 0x3d
Gi3/2 SA bndl 32768 0x1 0x1 0x303 0x3d
Gi3/3 SA bndl 32768 0x1 0x1 0x304 0x3d

IZ, show lacp neighbor =2~ > RO AHI 2R L £,

> show lacp neighbor
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1 neighbors

Partner's information:

Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/1 SA bndl 32768 0x0 0x1 0x306 0x3d
Gi3/2 SA bndl 32768 0x0 0x1 0x303 0x3d
Gi3/3 SA bndl 32768 0x0 0x1 0x302 0x3d
BEav> R Command HoL: )

[y

show port-channel EtherChannel {5323, FFMIZ 1 70 H~ U —EXTEREINET,
Da<y NI, "—rEAR—=+F X XVLOERLERLET,

show port-channel | A — | F ¢ RAAR AR, HEED/ST A =2 £y MHT 2
load-balance NV afERBEOBRENIA VA= f VX =T 2 f AL EBIT
FRENET,

show j - show o .



show j - showo |
. show lacp cluster

show lacp cluster
cLACP ¥ 27 LD MAC & ID #FE/R 7 5I21d, show lacp cluster =~ > RZHEH L E7,

show lacp cluster {system-mac | system-id}

X DERHA system-mac VAT AID &, ERNEBERINTIZONTEIAS SN0 EE
RLET,
system-id VAT AIDBIOTITA AV T 4 =R LET,
av Y FRERE )1)—= ETHEAR
6.1 Zoavwy RREAINE LT,
151

Iz, show lacp cluster system-mac =~ > RO A#l AR L E9,

> show lacp cluster system-mac
lacp cluster system MAC is automatically generated: a300.010a.010a.

I, show lacp cluster system-id =~ > KDl &~ L £,

> show lacp cluster system-id
5 ,a300.010a.010a

. show j - show o



| showj-showo
show last-upgrade status .

show last-upgrade status

BEDYATEY T NI 2T T o7 T L— ROAT =2 AT HEWAEFRT HI121E, show
last-upgrade status =~ > K& L £,

show last-upgrade status

AR FEE -2 EERNE
6.7 Toavwy RPREAINE LT,
151

WOBNL, HEDT v 77— FREH LI 27 L TWET, EEOH T,
XyO I ZEEONR—T g U EFFICEE R ONET,

> show last-upgrade status
Upgrade from 6.7.0 to x.y.0 was successful.
Time started: Tue Dec 3 23:50:31 UTC 2020

KON, BROT v 77— KR x SN2 e RLTWET, EEOH
FTHE, xy 0 ITEBEONR—Y g o B FICESHBZONET,

> show last-upgrade status

Upgrade from 6.7.0 to x.y.0 failed.

Time started: Tue Dec 3 23:50:31 UTC 2020
Cancel Upgrade was successful.

BMEavUR Command SHER
show upgrade BEDVAT L7 v =T Ty 77— RZETLHEREERL
£7
upgrade VATV TN =T TyT T —REXy v, Hm, £
HRiTLET,

show j - show o .



. show lisp eid

show lisp eid
EID 7 — 7 V& FR T 5121, showlispeid =~ REMEMALET,

show lisp eid [site-id id]

show j - showo |

TR site-id id BEDYA PO EID Oz LET,
av Yy RER )1y—2 EEANE
6.1 Ioawy RBREAINE LT,

FEREEDHA KS4r 773 A&, EID &% A b ID #B#ft T 5 EID 7 — 7 V& RFFLET,

i
Wiz, showlispeid =~ RO AHZ R L ET,

> show lisp eid

LISP EID Site ID
10.44.33.105 2
10.44.33.201 2
192.168.11.1 4
192.168.11.2 4

BEavy R Command 5 BA
clear cluster info Ja—xxv T4 A A EI VT LET,
flow-mobility counters
clear lisp eid ASA EID 7—7 V75 EID ZHIBR L £7°,
show cluster info 7R— VT4 AV EERRLET,

flow-mobility counters

show conn LISP 7 — FE YT 4 DRBERD T T 4 v IR RLET,

show service-policy =R RY v—%FRLET,

. show j - show o



| showj-showo
show lldp .

show lldp

A > 5% —7 = A A® Link Layer Discovery Protocol (LLDP) DA7—# A% FEK~T HIZ1%, show
lldp 2~ > RZEEHLET,

)

(GE)  Firepower 1100 TiZ LLDP D& 13 AR — h I E T,

show lldp { neighbors | statistics | status} interface id

XX DEREA interface_id A B =T A A EHRELET,
neighbors LLDP A =3y TR SN TNDNE I ERLET,
statistics LLDP Oiffiit &R L £,
status LLDP 3N/ > TN E I AR LET,
av Yy FERE )1y—= EEAR
7.1 Zoavy RPEAINE LT,

FEREDHA KSq L via7 4= RIiiE, 7277 14 77285613 LLDP 233K S41, LLDP 2MEMZ 722> TV D7,
FTIFHERE L TV 2V IE 1S Unknown & FRENET,

i
I, show lldp neighbors =~ > RO il 2~ L E 7,

> show 1lldp neighbors

Interface: 1lldp-Ethl 6, via: LLDP, RID: 1, Time: O day, 00:00:18
Chassis:
ChassisID: mac 8c:60:4f:58:cl:ac
SysName: ruintpo
SysDescr: Cisco Nexus Operating System (NX OS) Software 7.0 (1)N1 (1)
TAC support: http://www.cisco.com /tac
Copyright (c) 2002-2014, Cisco Systems, Inc. All rights reserved.
MgmtIP: 10.225.126.91
Capability: Bridge, on
Port:
PortID: local Ethl/37
PortDescr: Ethernetl/37
TTL: 30

show j - show o .



. show lldp

Wiz, show lldp statistics =~ > RO A%~ L £9,

> show 1ldp statistics interface Ethernet 1/6

Interface: 1ldp-Ethl 6
Transmitted: 115
Received: 116
Discarded: 0
Unrecognized: 0O
Ageout: O
Inserted: O
Deleted: O

Iz, show lldp status =~ > RO A&7 LET,

> show 1ldp status interface Ethernet 1/6

Interface: 1ldp-Ethl 6, via: unknown, Time: 18795 days,

Chassis:
ChassisID: mac 42:8f:14:a8:2f:c5
SysName: firepower

SysDescr: Cisco Firepower 1150 Threat Defense 7.1.0 1558

MgmtIP: 127.128.254.1

MgmtIP: £d00:0:0:1::3

Capability: Bridge, on

Capability: Router, off

Capability: Wlan , off

Capability: Station, off
Port:

PortID: mac 34:12:78:56:01:03

PortDescr: Ethernetl/6

show j - showo |

TTL: 120
EIaATUFR Command ZHEA
show interface B =T 2 AR FLET,

. show j - show o



| showj-showo

show local-host .

show local-host

O—HLHRANDFRy T —7IRRERFRT HI1TIE, showlocal-host =~ R&EHA L £,

show local-host [hostname | ip_address] [detail] [all] [brief] [connection {sctp | tcp
| udp | embryonic} start[-end]] [zone]

-3 qOE 1); all (BEIE) T3 ATHERET DR — B IR A N & TS AT
Hu—HRA MREENET,
brief (A7 ay) a—hVFRANMBTAEHRREREFZRLET,
connection {sctpltep | (BEIL) &5 & Hafiod & A 7I2HS0 T, 441, TCP, UDP, F713
udp | embryonic} SCTP D7 4 V% Zif LET, start OIAEIL, Z DX A F O/
start[-end] R T LET, —end DIIEEREH S L. 1010072 & O E HEE T
TFET, LD T 4 VHIIERNHERT S Z &b, ALY TE
AT TEET,
detail (ER) 7774 77 xlate BL O R > b U — 7 Bt OFEMIEHR %25
Wiz, B—H/LBEA MEROFEMAE Ry N =27 REEEZFRRLET,
hostname | ip_address (A7 ay) a—H) KA MEILIPVAIPV6 7 KL A& HEE L
e
zone (AFvay) J—=r b, FrrEA T4y NI EIZu—HL
rMEELET,
avy FERE Jiy—=x EENE
6.1 Ioawy RPREAINE LT,
7.0 FEIE &N 7% —U— K :al, connection
ERALDHA KS4> showloca-host =2~ REMATLHE, B—INAEA MDOF Y NU—7REZFRTEET,

H—J VR A ME BBUCHT 2B TS RN T T 4 v 7 BEMET DD FRIFEDOTA
AAZBLET T 7 4 v 7 2R T DEREORA M L TER SN ET,

TOLKEAZEIT L TWA Y AT AT, 20~y ROV IZ showconnaddress =~ > K%
FEHTHZ EaMmat LTSN,

:0)3'\7‘/ FEfHTHE, B—HLRA NOEHEAT Yy FBLIOEHR AT Y hEFRRTEE
o BHAEWIZIX, AA MIEID Y TOHNIZPAT R— DT ay 7 NEERET,

Zoa~y FTHE, SEORIRE b FRSNET, HRHHIRPBE SN THWRWVWES, me L
TOoRnERSH, HRITEN S EE A,

show j - show o .



. show local-host

S

TCP AT (5D
Tix, 7%
=T RO R EFRRLET,

show local-host ==~ > K /1 Gl

(TCP 17515

WEIINTND

ﬁ%éhiﬁ

To ZOBFDPERE S IR KHIRMEZBEiEd 5 &
%ﬁﬁméﬂifo

1

show j - showo |

AT, SYNK =N 3442 & showlocal-host =~ > FH )
%émt@ﬁ@ﬁﬂﬁﬁﬁﬁuﬁiémiﬁo

DT 4=V Ri3@E., 2Lk

. BB A2 3 2 AR A MR U Tl R WL O il FRfiE
B OKAER) BEE I TWAHEAIZ, TCP embryonic count to host counter 73
ZOAT AT, MOEREA RNE ZORA MIA» D RO AR AR L E

S,

DR A M ~OFHBEREIZ TCP RIT%

Iz, showlocal-host =~ > RO A Z R L £,

> show local-host

Interface mgmt: 2 active, 2 maximum active,

local host: <10.24.250.191>,
SCTP flow count/limit = 0/unlimited
TCP flow count/limit = 1/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited
local host: <10.44.64.65>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 1/unlimited

TCP embryonic count to host =1

TCP intercept watermark = unlimited

UDP flow count/limit = 5/unlimited
Interface inside: 0 active, 0 maximum active, 0
Interface outside: 0 active, 0 maximum active,
Interface any: 0 active, 0 maximum active,

I, B—TVIRA NDF v

> show local-host all

Interface outside: 1 active,
local host: <11.0.0.4>,

SCTP flow count/limit = 0/unlimited
TCP flow count/limit = 0/unlimited
TCP embryonic count to host = 0

TCP intercept watermark = unlimited
UDP flow count/limit = 0/unlimited
Conn:

105 out 11.0.0.4 in
105 out 11.0.0.4 in

2 maximum active,

11.0.0.3 idle 0:01:42 bytes
11.0.0.3 idle 0:01:44 bytes
Interface inside: 1 active, 2 maximum active, 0
local host: <17.3.8.2>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 0/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 17.3.8.2 in 17.3.8.1 idle 0:01:42 bytes
105 out 17.3.8.2 in 17.3.8.1 idle 0:01:44 bytes

. show j - show o

0 denied

denied

0 denied
0 denied

U= WREOHIEZRLET,

0 denied

4464
4464
denied

4464
4464



| showj-showo

show local-host .

Interface NP Identity Ifc: 2 active, 4 maximum active, 0 denied
local host: <11.0.0.3>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 0/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 11.0.0.4 in 11.0.0.3 idle 0:01:44 bytes 4464
105 out 11.0.0.4 in 11.0.0.3 idle 0:01:42 bytes 4464
local host: <17.3.8.1>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 0/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 17.3.8.2 in 17.3.8.1 idle 0:01:44 bytes 4464
105 out 17.3.8.2 in 17.3.8.1 idle 0:01:42 bytes 4464

WOFITIL, FFEDKA MIBETHERICH T T, TOHREA FOFEMERZ R L TV
‘ij—o

> show local-host 10.1.1.91

Interface third: 0 active, 0 maximum active, 0 denied
Interface inside: 1 active, 1 maximum active, 0 denied
local host: <10.1.1.91>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 1/unlimited

TCP embryonic count to (from) host = 0 (0)

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Xlate:
PAT Global 192.150.49.1(1024) Local 10.1.1.91(4984)

Conn:
TCP out 192.150.49.10:21 in 10.1.1.91:4984 idle 0:00:07 bytes 75 flags UI Interface
outside: 1 active, 1 maximum active, 0 denied

> show local-host 10.1.1.91 detail

Interface third: 0 active, 0 maximum active, 0 denied
Interface inside: 1 active, 1 maximum active, 0 denied
local host: <10.1.1.91>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 1/unlimited

TCP embryonic count to (from) host = 0 (0)

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Xlate:
TCP PAT from inside:10.1.1.91/4984 to outside:192.150.49.1/1024 flags ri

Conn:

TCP outside:192.150.49.10/21 inside:10.1.1.91/4984 flags UI Interface outside: 1 active,
1 maximum active, 0 denied

WIT, D7 &b 45D UDP #5td L ORFEC 1 ~ 10 O TCP #ft 2 Mesr+ %3~ T
DHEAFOFZRLET,

show j - show o .



. show local-host

show j - showo |

> show local-host connection udp 4 tcp 1-10

Interface mng:
Interface INSIDE:
local host:

0

active, 3 maximum active, 0 denied
4 active, 5 maximum active, 0 denied

<10.1.1.11>,
TCP flow count/limit = 1/unlimited TCP embryonic count to host = 0 TCP intercept

watermark = unlimited UDP flow count/limit = 4/unlimited

Xlate:
Global 192.168.1.24 Local 10.1.1.11 Conn: UDP out 192.168.1.10:80 in
10.1.1.11:1730 idle 0:00:21 bytes 0 flags - UDP out 192.168.1.10:80 in
10.1.1.11:1729 idle 0:00:22 bytes 0 flags - UDP out 192.168.1.10:80 in
10.1.1.11:1728 idle 0:00:23 bytes 0 flags - UDP out 192.168.1.10:80 in
10.1.1.11:1727 idle 0:00:24 bytes 0 flags - TCP out 192.168.1.10:22 in
10.1.1.11:27337 idle 0:01:55 bytes 2641 flags UIO Interface OUTSIDE: 3 active, 5
maximum active, 0 denied

BEa< R Command EL: |
clear local-host show local-host v Rk > TRRSND B —HILHRA FRBD

Ty NU— 7 ki R L £,

. show j - show o



| showj-showo

show log-events-to-ramdisk .

show log-events-to-ramdisk

RAM 7 4 AT ~OfGA X hORX v T AT —H A %R HITIE, show
log-events-to-ramdisk =~ > R&#HA L £,

show log-events-to-ramdisk

avy FERE

FEREDHA RKS4 Y

Jjy—= TEAR
6.1 Toavwy RPREAINE LT,

ZOavy R, #HiiA N FERAMT 4 22120 X 7 L T4, SSDICrF 7 LT
WHPERLET, RAIMT A A7 08X 7%, T XTCON—Ry=T7TET L THR—MIH
TWADLITIEHY FHA, RAMT 4 A7 vBX > 71X, configurelog-events-to-ramdisk =~
Y REFHLTHEELET,

151
wOBIE, ZON—R2T7ETATIIRAM T 4 A7 ~Oa X IR R—KEH
TWRWZ &R LTWET,

> show log-events-to-ramdisk
This command is not available on this platform.

BEEav> R

Command £iBA

configure RAM 7 o A Y ~DHEfiA XV b O XU T E N EITMN L E
log-events-to-ramdisk | -

show j - show o .



. show logging

show logging

Ny 7 7NORZETZITEOMDO R X VRIELEFR AT HITIE, showlogging =~ o & f ]

LET,

show j - showo |

show logging [message [sydog id | all] | asdm | flow-export-sydogs | queue | setting
| unified-client [statistics] ]

BXOHRH all (fEE) T3 Thsyslog A vE—VID &, HRNESHNEFRRLE

TO

asdm (&) ZD*F—U— N, DeviceManager TITHREL A, Zh
3 ASAY 7 MU =T T, ZA&RGET H ASDMIZBE L TV ET,

flow-export-syslogs (A7 ar, HRS NetFlow IZE > THF ¥ FF v a5 TTO
syslog A vE—TaFRLET,

message[syslog_id|all]  ({£:#) syslog ID £7ziL all Z48E LAaWHE, ZOF—U— R
ETHEFT TN RUSADL_LD A v —URERENET, £
7o, AviE—Y%ID TERLIED, TXTD syslog A vE—T D
WERR LY CTEET,

queue (FEE) syslog A v —Y Fa—2KRLET,

setting (LR rX¥ U IREAZRRLET, e X7 Ny 77 3RRIh
F¥A,

syslog_id (TR BRTDHAE—VEFEFEHEELET,

unified-client [statistics] loggerD H—t A AT —4 2 syslog 7 7 A 7 > h&§xIEH, loggerD
N— R~ E— NOFEHE, syslog 7 T A 7 Ml — 2 B LT T —
FHEHRAR L. syslogZ T4 T > FDAT — X AT DM EHE
WERTLET,

avy FERE 1)1)—= EENE
6.1 Zoaxry RREAShELE,
6.3 unified-client [statistics] ¥ — 7 — KAGEMS L E L7z,

FRLEDHA KS14 Y

WAy 7 7~ X o 724N L TWD %G, ¥—Y— F&fEE 712 showlogging =2+
VREFTTDHE, BIEDOA vE—U Ny 77 LBIEORENFRINET,

show logging queue =~ > K Ti&, RONBEZFERTEET,
s Fa—HNDRA vE—T%

. show j - show o



| showj-showo
show logging .

« ¥ a—NITFERINIA v E— T DRKE
MR TE DT By 7 AFYBRRDSTZIZDIIEEI NI A v — U

« N7 T BIOMOD syslog A v E—2 T LITHIX DF 2 —

N

GE) EBoid, RETHFa2a— A XL LTHESNLIHETHY . HRKFEF2— A XERL
F7T, REINIZF 22—V A XN 00D%E, showloggingqueue =~ > RO INZFERRD ¥ = —
YA ANERINET,

show logging flow-export-syslogs ==~ > Rik, KO syslog 23 %7 h 7% 7k L £ 3, NetFlow

PHEATAHE. 2D D syslog IFMTETHL oMb T ET,

syslog A v tE—% &% EA

106015 BHID /7 RS SYN 237w N CldRino =72, TCP 7 v —3ME
HINE LT,

106023 AUHE—T oA AINENH AT ACL 7213 ) ACLIC X » THE
HENnNE7a—,

106100 ACLIZ Lo CRFAl iR Shiz 7 m—,

302013 8 LT 302014

TCP 5 4 L OVHIBE,

302015 35 K Tr 302016

UDP ##c3 L OHIBR,

302017 3 £ 1302018

GRE #&f5t38 L OVHIBR,

302020 33 K T* 302021

ICMP #5ft8 L OHI R,

313001 BT D T84 Z~D ICMP 2% v RS S E LT,
313008 BT DB T 3 A~DICMPV6 737 FMESR S E L,
710003 B KT D ~OESRORL BT S E L,

151l

Wiz, showlogging ==~ > RO H#IZR L £7,

> show logging

Syslog logging: enabled

Facility: 20

Timestamp logging:

enabled

Standby logging:disabled
Debug-trace logging: disabled

Console logging:

level informational, 3962 messages logged

Monitor logging: disabled

show j - show o .



. show logging

show j - showo |

Buffer logging: disabled

Trap logging: level informational, facility 20, 20549 messages logged
Logging to inside 10.2.5.3 tcp/50001 connected

Permit-hostdown state

History logging: disabled

Device ID: disabled

Mail logging: disabled

ASDM logging: disabled

\)

(E)  Syslog 2 X 7 DARh72MEIL. enabled, disabled, disabled-blocking, ¥ X " disabled-not

blocking T,

WIZ, BX 27 syslog — 3—3EE S 172 show logging 2~ > RO B &R L &
kR

> show logging
Syslog logging: disabled
Facility:
Timestamp logging: disabled
Deny Conn when Queue Full: disabled
Console logging: level debugging, 135 messages logged
Monitor logging: disabled
Buffer logging: disabled
Trap logging: list show syslog, facility, 20, 21 messages logged
Logging to inside 10.0.0.1 tcp/1500 SECURE
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging disabled

Wiz, show logging queue =t~ > RO B2~ L £,

> show logging queue

Logging Queue length limit: 512 msg(s)

0 msg(s) discarded due to queue overflow

0 msg(s) discarded due to memory allocation failure
Current 0 msgs on queue, 0 msgs most on queue

iz, show logging messageall =~ > KD H Al %R L £,

> show logging message all

syslog 111111: default-level alerts (enabled)
syslog 101001: default-level alerts (enabled)
syslog 101002: default-level alerts (enabled)
syslog 101003: default-level alerts (enabled)
syslog 101004: default-level alerts (enabled)
syslog 101005: default-level alerts (enabled)
syslog 102001: default-level alerts (enabled)
syslog 103001: default-level alerts (enabled)
syslog 103002: default-level alerts (enabled)
syslog 103003: default-level alerts (enabled)
syslog 103004: default-level alerts (enabled)
syslog 103005: default-level alerts (enabled)

)

syslog 103011: default-level alerts (enabled
syslog 103012: default-level informational (enabled)

. show j - show o



| showj-showo
show logging .

iz, show logging unified-client =~ > ROl &~ L £,

> show logging unified-client
Log client details:

Name : Lina

Id : 1331

Init time : Fri Sep 7 07:20:14 2018
Status : Registered

Iz, show logging unified-client statistics =~ > KO H &2~ L £9,

> show logging unified-client statistics
Log client details:

Name : Lina

Id : 1331

Init time : Fri Sep 7 07:20:14 2018
Status : Registered

Loggerd service up/down statistics:

Service status : Up
Instance-id : 4602
Last service down time : Wed Sep 12 05:17:43 2018

Log client register/unregister statistics:

Total register messages Tx : 1222

Total unregister messages Tx : 0

Last register message Tx time : Wed Sep 12 05:40:16 2018
Total register-ack messages Rx : 39

Last register-ack Rx time : Wed Sep 12 05:40:17 2018
Total configuration sent messages Tx : 14

Number of configuration pushes : 38

Heartbeat statistics:

Last heartbeat Tx time : Wed Sep 12 06:38:33 2018
Last Tx segnum : 10019
Total heartbeat Tx : 9981

Loggerd heartbeat statistics:

Last heartbeat Rx time : Wed Sep 12 06:38:36 2018
Last hearbeat Rx segnum : 701

Total heartbeat Rx : 5977

Miss count 01

Log client data messages details:

Syslogs Tx for ngfw-management : 6554
Syslogs Rx for data ports : 0
Syslogs Tx drops for ngfw-management : 0

Log client Control/Data channel statistics:

Total control messages Tx : 11757
Total service messages Rx : 98
Total notify messages Rx : 6020
Total data messages Rx : 0

Log-client error statistics:

Register messages Tx : 2373
Register-ack messages Rx : 5921
Configuration push Tx : 1
Heartbeat Tx 0
Control channel Rx 0
Data channel Rx 0
Syslogs Rx for data ports 0

show j - show o .



show j - showo |
. show mac-address-table

show mac-address-table
MAC 7 RL AT —T7 1V E2FRT HI21%. show mac-addresstable =~ > R&EH L £ 4,

show mac-address-table [interface name| count | static]

BX DA count () FATIvIBLORETF 4 v 7 =0 b OAEE—E
L\ij—o
interface_name TE) MACT RLAF—7 N N 2FRT A X —T A
A atEE LET,
static (R AT 4w 2o F)Dhe—ELET,

ATV RTIFIR AT A RERELRVGE, TXTOA o F—T =2 AMACT FL A2 b U 3%

RENET,
avy FERE )1)—=x EEAR
6.1 Zoawry RpBMshE L,
6.2 Integrated Routing and Bridging Z i L TW 255DV —FT v K 77
AT T4 —)vE— ROV HR— "RBMSE Lz,
5l

&Iz, show mac-addresstable =~ > RO A Z2 7~ LE T,

> show mac-address-table

interface mac address type Time Left
outside 0009.7cbe.2100 static -
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10

&Iz, show mac-address-tablecount =~ > RO H I ZR L £,

> show mac-address-table count
Static mac-address bridges (curr/max): 0/65535
Dynamic mac-address bridges (curr/max): 103/65535

. show j - show o
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show mac-learn .

show mac-learn

FEAf B —T A AIH L TMAC 7 —= 2 ZINERIEN 2 R d 5 121%, showmac-learn
a<wr REFEHRALET,

show mac-learn

av Yy FERE Jy—=x EEARE
6.1 Zoavry RpvEMEnE Lk,
6.2 Integrated Routing and Bridging Z i L TW 255DV —T v K 77

AT U =)L ET— ROPR—IPRBIMINE LT

FEREDHA RS,y T74NVET A F—T2A AFTERB T 74 v 7 DMACT FL Az HEIFNZFE L,
VAT AIIET AT P EMACT RLAT—T7MCEMLET, v Z—T A AT &
ICMAC 7—=27%T 48— T D5 EMTEET,

151
Iz, showmac-learn =~ > ROH B ZR L ET,

> show mac-learn
no mac-learn flood

interface mac learn
outside enabled
insidel 2 enabled
insidel 3 enabled
insidel 4 enabled
insidel 5 enabled
insidel 6 enabled
insidel 7 enabled
insidel 8 enabled
diagnostic enabled
inside enabled

show j - show o .



show j - showo |
. show managers

show managers

TNA ARELERL TWDBUEDO~ R — T ¥ K7 HIZ1E, show managers ==~ o K& fifi
ALET,

show manager s

avy FERE J1y—=x ETHEAR
6.1 Zoawy RpREAINE L,
7.2 BHEO~ X=X T R— b0 BIENnE Lz, BT,

Management Center D234, il . BLOWERY A 7 GXEET
IEoHT) WEEND LD E LT,

BRLOAA FoAs 7/ A AREREIRT BI0Ic EOT 7Y r— 3 W BER ST D 1A MR 511,
showmanagers 2~ > R&EEH L ET, Z2D%, Web 7 7 U AEHL TR —Vvilr /A
YTEET,

configuremanager add =~ > FZHEH L TT7 /31 AD U E— h~Fx— % Th 5H Management
Center g & D &, HINIARA T FURLBERAT —F ANERENET, BT —F X
U'NAT ID (3, BEPRETOLGEDOHFRSNET, T3 ANE A ST O8RS T
WHEEA, BELL TV 5l 5 O Management Center DIEF#RAF R SNNET, T3 AR, AZ v
THREDENHYTNRARE LTEHEINL TN DEE, BE L TV 57D Management
Center, BLOT' 74~ U T A AT HIERPERINET,

£l
KIZ, ManagementCenter J E— <~ R — T ¥ ~OBENTE T L TWHEIZRLET,

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

WIZ, B—H <3 — % Th % Device Manager DNH N> TWDHHZRLET,

> show managers
Managed locally.

ROBITIE, vF— VA DBERESN TRV LEZRLTWET, T3 A%
JET DRI, configure manager add % 72 1% configure manager local Z ] L TA %x—7
JNZTDRERH Y £,

. show j - show o



| showj-showo
show managers .

> show managers
No managers configured.

WIZ, 300~ F—TxORERLET, 1 DIFREF T, BIEREHS L THEYE
o 1DFAAVDORE~YFX—T % (CDO) T, b9 1 DFA 7L I ADGHEH
D~ F—T ¥ TT,

> show managers

Type : Manager
Host :1.2.3.4
Display name : 1.2.3.4
Identifier 0 1.2.3.4
Registration : Pending
Type : Manager
Host : 10.10.1.4
Display name : 10.10.1.4
Identifier : f7ffad78-bflée-1lec-a737-baa2f76ef602
Registration : Completed
Management type : Configuration
Type : Manager
Host : 10.10.2.7
Display name : 10.10.2.7
Identifier : 6d3df56e-bfl6-11ec-972b-b07al6££dd03
Registration : Completed
Management type : Analytics
BMEavUR Command £iAA

configuremanager add | J & — k< % —’ ¥ T % Management Center Z 1B L £7,

configure manager BEO~F—I v ZHIBRLT, /—~%—Y¥E— RZRBLET,
delete

configure manager 0 —J V< R — % T 5 Device Manager = H I LET,
local

show j - show o .



show j - showo |
. show memory

show memory

MELAE) ORRKEEAXL—TFT 4 VTV AT A THIEFEFAARE/RZEE AT U BICHOWVTER
% Fom9 HI2iE, showmemory =2~ REFH L 9,

showmemory [api | app-cache | binsize size | caller-address | detail | region | system
| top-usage [num] ]

BXDEREA

api

(A7vay) VAT AIBEEFEIILTV S malloc A% v 7 APl 3
RLET,

AEY TNy THEE (OF V.| delay-free-poisoner, AEY FT v h—,
FEARY 0T A4 T) DA N> TWDBEE. APIH I
TRINET,

app-cache

(FTvary) 77V r—varyZEDAEVEMEEZFRRLET,

binsize size

(AT ar) FEDOASAT VA XZHDETHEATWDLTF v 7
(AEVTHyY) OEXFREFRLES, A TV ¥ A Xdshow
memory detail =~ > R /) D Tfragmentsize] 56 HfFIVET,

caller-address

memory caller-address = > 7 ¢ ¥ = L —3 g VT A A2 FR
l./i‘d‘o

detail

(EE) ZZE AV BILIOE D Y THELAYV AT L AT OFME 2—
BRI LUET,

region

Tk Avy T EFRRILET,

system

TNAZDEFIAEY | HTOAEY | HAEERAE Y ZFRL
\i—g—o

top-usage [num]

show memory detail =2~ > R HED Y THNT T T T A A X
DO EFRLET, HBEIGUT, VARTEZRALFUH AR
DO¥E 1 — 64 DFEPHTIRECTEET, T 74/ MI 10 TT,

avy FERE

)1)—x

EENE

6.1

Zoawy RpREAINE L,

6.2.2

show memory 15 & TY show memory detail D )N EF I vE LT,

EELEOHA K54 > showmemory =< KT, AT DR KELBLOA XL —T 1 7V A7 5 CHAERM A
RERZEE ATV BOENZF TR TEET, ATV IFLEISCTHY HETOHNET,

SNMP Z{i /] L T show memory =< > R biEMEFRT 52 HTEET,

. show j - show o



| showj-showo

show memory .

show memory detail 7% show memory binsize 2~ K& EHIEHL T, A€V V—7
BTNy JTEET,

showmemorydetail o~ RHE, 28, DMA %% V., E=T7AEVD3IODET a3
WoEICEET, BT, ATV EERREDOIIIZEIV LB TOENTVEDPREREINET,
DMAIZY » 7 LTWRWAEY | F/- i%rfﬁén'cu\tcu\%%) E, e ERARESNET,
Free Memory Dfii%, & —7HORMEH AE Y T, Allocated memory in use DfEIL. F| 0 %4 T
LHNTNWHE—T7OETT, b —7H0 Y TORMIT, HOo%ETERRINET, TRAE
UBLODMA THRAEV X, BIOT AT A 7w AL OFEIC VPN —E A (2 X - Tl
ShET,
ZBEAEVE, BEAEY E—TLEXRAEY VAT AD2OOEFFITHTONET, EX
AEY B—7F, glibc E—7NDZEX AEY &ETT, glibc b —7 12]‘/ T~ RTHRET %
7o, BEEL—T AEVDOEIFIVAT LIFESTWDLAFH AT ZRLERA, EEAE)Y
VAT LI, ASA ITHERFRERZEE A E Y OEmAKLET,
FHIAEY (DMA) 1L, DMAD 7 —/LIZTFRISNTNDAEY&ETT, AEY F—1"—~y
N, SEIERFATT o B AD glibe A—/3N—~y RBIRT BERA F—3—~y R TT,
FY B THNTZ AT OREEROEFT (N1 F) FNZFRENSMEIL. show memory detail
a<r RHHAOEEDIE (MEMPOOL GLOBAL SHARED POOL STATS) Tlddh v £t A,

)

GE)

MEMPOOL_GLOBAL SHARED /&, 7 — F7 v VICT R TOY AT AAE Y ZREGFLEE
IS, B L ZIXEIC, R RDANRNL—T 4 VTV AT ACAEY FERLUET, A
2. REOATYBNEHEENEEIE, VAT ACATIPERENET, TOMKE,
MEMPOOL_GLOBAL_SHARED D A XIXFEEIE U TSN TR RINET, FD BT
ZEdib T B, FhZEE A€ Y BiX, MEMPOOL GLOBAL SHARED |2/ SV,

WAk, A4 X49,152 D7 a7 NZEEF—LICE D Y TOHNTHLRIN, B 14X
131,02 07 vy 7 RED B TENTWDLZEERLET, ZOHA, ZXAE VX
131,072-49,152=81,920 /3 b HAL Tl L E 9728, SEEEIE 100,000 /31 o0 LEd (%
XAEVDITES]) |

> show memory detail

MEMPOOL_GLOBAL_SHARED POOL STATS: MEMPOOL_GLOBAL_SHARED POOL STATS:

Non-mmapped bytes allocated = 1862270976 Non-mmapped bytes allocated = 1862270976
Number of free chunks = 99 Number of free chunks = 100
Number of mmapped regions = 0 Number of mmapped regions = 0
Mmapped bytes allocated = 0 Mmapped bytes allocated = 0
Max memory footprint = 1862270976 Max memory footprint = 1862270976
Keepcost = 1762019304 Keepcost = 1761869256
Max contiguous free mem = 1762019304 Max contiguous free mem = 1761869256
Allocated memory in use = 100133944 Allocated memory in use = 100233944
Free memory = 1762137032 Free memory = 1762037032

————— fragmented memory statistics ----- ----- fragmented memory statistics -----
fragment size count total fragment size count total
(bytes) (bytes) (bytes) (bytes)
32768 1 33176 32768 1 33176
49152 1 50048

show j - show o .



. show memory

show j - showo |

1762019304 1 1762019304%* 1761869256 1 1761869256%*
————— allocated memory statistics ----- --—--- allocated memory statistics -----

fragment size count total fragment size count total

(bytes) (bytes) (bytes) (bytes)

49152 10 491520 49152 9 442368

65536 125 8192000 65536 125 8192000

98304 3 294912 98304 3 294912

131072 18 2359296 131072 19 2490368

WO T, 131,02 00 0 I2H 4 X150,000 D7 1 7 NE Y ToN-Z L 2R LE

B

> show memory binsize 131072
MEMPOOL DMA pool bin stats:
MEMPOOL_GLOBAL_ SHARED pool bin stats:

pec =

pc
pc
pc
pc
pc
pc
pc
pc
pc

Ox86da524 size = 150000 , count =1
= 0x8f08054, size = 163904 , count =1
= 0x846e477, size = 139264 , count =1
= 0x8068691, size = 393216 , count = 3
= 0x8eeal%b, size = 131072 , count = 1
= 0x88ca830, size = 141212 , count =1
= 0x9589e93, size = 593580 , count = 4
= 0x9589bd2, size = 616004 , count = 4
= 0x8f2e060, size = 327808 , count = 2
= 0x8068284, size = 182000 , count =1

O0x8eda524 <logger buffer init int+148 at syslog/main.c:403>

show memory detail =~ > RO INZEF AL MIOBMEI I /RENDDIEMAARIC L D2 DT

‘j—o

FUTIIR D 2 SOFEERH Y F1,

BT TTA YA RTKH LT, TRTDT T 7 AL bOBFHERGT 2LERD D &,

B—DT7F 7 A M A XOEI) B THENIEFIZEL 2D LT, RT3 —< U R TEE
THREEERH V. o, EMREEZREGETHI2E, HTHLoF v 72 T35 0
VBT ) F9,

« & binsize (2% LT, ZHIZY 7 SNTZHV Y TY X NERKEZHRTHILERH D, #
O Y TIXEBAEET HAREM D Y 9, Z 084, CPUZENIREA TE AW,
Déf%m%m EETAVNERHY F7, BIVYTEHEHALLE, ook xn3 AT
VaEY Y TERTHV Y TR LI EICE T, AF VIRENRE(L LTV B ATREMED
HYET, DD, AEAL FNTIE. EBROBE TR EEMEN R ENET,

1

iz, show memory =t~ RO HHZ7R L ET,
> show memory

Free memory: 2986716635 bytes (64%)

Used memory: 1646723072 bytes (36%)
Total memory: 4633439707 bytes (100%)

. show j - show o



| showj-showo

Note: Free memory is the free system memory. Additional memory may
be available from memory pools internal to the ASA process.
Use 'show memory detail' to see this information, but use it
with care since it may cause CPU hogs and packet loss under load.

WIZ, VAT ALV D A E VAR E R RT 260 2RLET,

> show memory system

total used free shared buffers cached
Mem: 3982640 3014544 240200 0 159932 567964
-/+ buffers/cache: 3014544 968096
Swap: 3998716 137704 3861012

&IZ. show memory detail =~ > RO 2R L £9,

> show memory detail

Heap Memory:
Free Memory:

Heapcache Pool: 3804848 bytes ( 0% )
Global Shared Pool: 67372768 bytes ( 1% )
System: 2986716635 bytes ( 64% )
Used Memory:
Heapcache Pool: 308670800 bytes ( 7% )
Global Shared Pool: 6432 bytes ( 0% )
Reserved (Size of DMA Pool): 499122176 bytes ( 11% )
Reserved for messaging: 2097152 bytes ( 0% )
System Overhead: 765648896 bytes ( 17% )
Total Memory: 4633439707 bytes ( 100% )

Warning: The information reported here is computationally expensive to
determine, and may result in CPU hogs and performance impact.

MEMPOOL MSGLYR POOL STATS:

Non-mmapped bytes allocated = 2097152
Number of free chunks = 1
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 2097152
Keepcost = 2092768
Max contiguous free mem = 2092768
Allocated memory in use = 4288
Free memory = 2092864

————— fragmented memory statistics -----

(...Remaining output truncated...)

WIZ, NAFT VP A XBINICHID B THNLETF v 7 O ZRLET,

> show memory binsize 8192
MEMPOOL_HEAPCACHE 0 pool bin stats:

pc = 0x7efc3f80e508, size = 773406 , count = 92
pc = 0x7efc3e3c5013, size = 189152 , count = 23
pc = 0x7efc405df64f, size = 287036 , count = 32

show memory .

show j - show o .



. show memory

pc = Ox7efc3f9%f£f622,
pc = Ox7efc3f4£fd5f£5,
pc = Ox7efc3f4£fd8b7,
pc = O0x7efc3fl8c3eb,
pc = 0x7efc3£557139,
pc = O0x7efc3e3f1697,
pc = 0x7efc3e0506f£6,
MEMPOOL DMA pool bin
pc = Ox7efc3elccabs,

size = 8128

size = 87174
size = 82240
size = 20272
size = 8192

size = 8344

size = 8192

stats:

size = 10240

,
4
,
,
,
,

’

’

MEMPOOL_GLOBAL_ SHARED pool bin stats:

count =

count
count
count
count
count
count

count

= 106
=10

Il
R

show j - showo |

KIZ, showmemory api =~ > RO NHIZRLET, ZHud, A€V Ty —F8

& O Delayed-Free-Poisoner A& UREREN T 77 4 7 ToHHZ LR L TNET,

> show memory api
Resource Manager (0)
Tracking (0) ->

Delayed-free-poisoner
(0)

Core malloc package

->

(0) —>

WIZ, VAT LD A Y FEHRNAEFRT DHH0 %2R LET,

> show memory system

total used free shared buffers cached
Mem: 3982640 3014544 240200 0 159932 567964
-/+ buffers/cache: 3014544 968096
Swap: 3998716 137704 3861012
BEEaTU R Command SHER

show memory profile

BRI T DO AT VAR (7740 07) (BT 51
HwERRLET,

. show j - show o



| showj-showo
show memory all .

show memory all

WX T Y O KEE Lina & Snort O T DA RV —TF ¢ 7 2T A CTHAEMF A FE/ R 28 %
AE Y EICOWTERZRRT HIZI1E, showmemory all =2~ > FEEH L ET,

show memory all

avy FERE J1y—=x ETHEAR
7.0 Zoavwy RpREAINE L,

FEEEDHA KS4> showmemoryal =~ N T, WHAEY ORKELIOANL—T 4 7 VT L THAEM
MFRERZEE A ) BOBENZFRTEET, ATV ELEISCTHY Y ToRET,

> show memory all

Data Path:

Free memory: 3161408675 bytes (72%)
Used memory: 1203826208 bytes (28%)
Total memory: 4365234883 bytes (100%)
Inspection Engine:

Free memory: 0 bytes ( 0%)
Used memory: 0 bytes ( 0%)
Total memory: 0 bytes (100%)
System:

Free memory: 0 bytes ( 0%)
Used memory: 0 bytes ( 0%)
Total memory: 0 bytes (100%)

show j - show o .



show j - showo |
. show memory delayed-free-poisoner

show memory delayed-free-poisoner

memory delayed-free-poisoner & = — O AR IO EEK 2 K3 5 121E, show memory
delayed-free-poisoner =~ > R&HA L £,

show memory delayed-free-poisoner

AR FEE -2 EERNE
6.1 Toavwy RPREAINE LT,

EELEOHA KSq4> ZOHEREZ AT 5I21E, memory delayed-free-poisoner enable =~ > K& H L £,
Fa—BLOMEEHREZ 7 V74 5I121E, clear memory delayed-free-poisoner =~ > K&
L/i‘é—o

i
iz, show memory delayed-free-poisoner =~ > KOHFfl%E R LE T,

> memory delayed-free-poisoner enable

> show memory delayed-free-poisoner
delayed-free-poisoner settings:
delayed-free-poisoner threshold 100
delayed-free-poisoner desired-fragment-size 102400
delayed-free-poisoner desired-fragment-count 16
delayed-free-poisoner watchdog-percent 50
delayed-free-poisoner statistics:

136064: current memory in queue
500: current queue length
0: frees dequeued
280: frees not queued for size
0: frees not queued for locking
0: successful validate runs
0: aborted validate runs
never: time of last validate
0: threshold defragment operations
0: size and/or count defragment operations

0: watchdog-aborts

. show j - show o



| showj-showo
show memory logging .

show memory logging
AEVMERRRO R X 7 %2R AT 521X, show memory logging =~ > RZEH L E7,

show memory logging [wrap | brief | include [option]]

B DEREA brief (A Tvay) BRENAEVHERRROn X 7 2FR L ET,

include option EE) HESNET7 A — N FOREHACEDET, 74— FD

F—U— NIEEDIEFTHRETEE TN, LTROIEFTERRIN
T, ATV arEEDRVEA. HdindudeD bV IZbrief &
BELELGAERCIZRD E5,

* process

* time

« operator (free/malloc/72 &)

» address

* Size

e callers

HAERL, RO LEBY TT,

process=[ XXX] time=[ XXX] oper=[ XXX] address=0x XXX XXXXX size=XX
@ XXXXXXXX

XXXXXXXX XXXXXXXX XXXXXXXX

BRAODDRIFET FLANERENET, HIRT LI, AHD
i (F5) BHENCFIFEInET,

wrap (ATvay) AERVERRROOX L TOT7 v TSN T —2 %K
RLET, INOOEHET LT —XDRERINTZVREFESNZY L
Wkolo, BEETATF—FE, Zoavr ROANBICHESLE

—a—o
avy RER Jiy—=x EENE
6.1 Zoawry RPREAINE L,

FEEEDHA KS4 > showmemorylogging =~ > Rz LT, A€ 7 EREFRLET, KO, memory
logging =~ > REHHLTCZouX o Z2HNITHLERH Y £7,

show j - show o .



. show memory logging

il

w1z, show memory logging =~ > RO IHl 2R L E T,

> memory logging 1024

show j - showo |

> show memory logging

Number of free 203989
Number of calloc 83703
Number of malloc 120286
Number of realloc-new 0
Number of realloc-free 0
Number of realloc-null 0
Number of realloc-same 0
Number of calloc-fail 0
Number of malloc-fail 0
Number of realloc-fail 0

Total operations 407978
Buffer size: 1024 (73816 x2 bytes)
process=[cli xml server] time=[19:23:42.030] oper=[malloc] addr=0x00007efc358373c0 size=72

@ 0x00007efc3£f8e9404 0x00007efc3£80e508 0x00007efc3f4d3cea 0x00007efc3e037£f0c
process=[cli xml server] time=[19:23:42.030] oper=[free] addr=0x00007efc358373c0 size=72

@ 0x00007efc3£f80e9c0 0x00007efc3£f4d3fb8 0x00007efc3e037fb0 0x00007efc3£f4d537d
(...Remaining output truncated...)

iz, show memory logging brief =~ > KOl &R L £,

> show memory logging brief

Number of free 223195
Number of calloc 91624

Number of malloc 131572
Number of realloc-new 0

Number of realloc-free

Number of realloc-null

Number of realloc-same

Number of calloc-fail

Number of malloc-fail

Number of realloc-fail

Total operations 446391

Buffer size: 1024 (73816 x2 bytes)

O O O O o o

BEEavTY R

Command i8R

memory logging AERY aX T A R—TMILET,

. show j - show o



| showj-showo

show memory profile .

show memory profile

BRI T DT S ADAEVFERRI (e 77 A0 0 07) [T AERERRT DI
%, show memory profile =~ > RZ{HH L F9°,

show memory profile [status | peak [detail | collated] ]

EX DA collated (EE) HTRENAAEVIEREBEEZLET,
detail (LE) AE) OFEMEREFTLET,
peak (FFvar) MEHT] Oy 77 TlER, B—27 v 7FF
Ny T7r7hFRRLET,
status HER) AV TudryA 00T —0 T F ¥ Ny 7 70DH
TEOWREE FR L ET,
avy FIERE Jiy—=x EHEHAR
6.1 Zoavwy RBNEAINE L,

EREDAARZA4

show memory profile 2~ > RZHEH LT, AEVHEHRRLSVEAEV ) =2 % T T L
Va—T 4 LET, TR A VU IPMEIESRTVAHATH, TRT7 ANy Ty
DODNEEZRRTEET, 7774V 7%ABTHE. Ny 7 7IXABICY VT SE

—é—o

\}

=)

HIIE T4 2560860 £,

ARV T Ty AV T EENCT D E BBICKT DB T8 ADIRT v v AN B

451
IZ. show memory profile =~ > RO AOHIZ R L £9,

> show memory profile
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 0

show memory profiledetail =~ > ROH X, 6 DDFT—FF|& 1 DD~y X =5l
Xy S, EfiiZ CERRINTWET, ~y X —FN2iE, KEOT — X FNHIET 5
AEY NTy hOT RUABRRRIINET (16 #E) . 7—F KL, ~Nry b7
RLAZHDTHFANEIZT— FPREEL T A ANA NETT, T—% ZT7 2D
EUAR ()i, 20Ty hOTFHFANMILS>TAERY MRS TV RN &%
BEHRLET, ITROMO I 7 ME, BIDOA T LABEEIZHES THIS L7e T v b

show j - show o .



show j - showo |
. show memory profile

T RLAZRLTWET, LT, BAOITOREOT —% 17 L5OT RLA R
7> MiX 0x001069¢0 T9, HTAIDITD 2 FDDT —H 1T LADT RLUA Ty M
0x001069e4 T, DAL EERIZHE Y L TWE T, BHFIX, ~v X — DT ACHDHT K
VAWRD/NT > 8T RUVATYT, 2, BiIOITOREDT —FZ 7 L0D7 RLA
WCHEMEZEINE Lz b 0T, RS E ENRWITIEFRREREEAL, 20X
RIEFRTRITR DT, HEGEHE L TWAZ bV ET, 2O, ~v & — T
AZ3fEor ) AR () TREINET,

KIZ. show memory profile peak detail =~ > FOH B ZR~RLET, TDa~<w T
I, BE=2 XX 7Ty Ny T e KT HNNT Y R FLRIZHDLTHFAMNa—R
DRFFLTWAEANAS M EFR TR LET,

> show memory profile peak detail
Range: start = 0x00100020, end = 0x00e006e0, increment = 00000004
Total = 48941152

6%60106960 . 24462 . . . .
6%60106d88 . 1865870 . . . .
6%6010adf0 . 7788 . . ..
6%60113640 . . . . 433152 .

0x00116790 2480 . . . . .
(...output truncated...)

iz, show memory profile peak collated =~ > KDl &~ L £,

> show memory profile peak collated

Range: start = 0x00100020, end = 0x00e006e0, increment = 00000004
Total = 48941152

24462 0x001069e4

1865870 0x00106d8c

7788 0x0010adf4

433152 0x00113650

2480 0x00116790

<More>

K1, show memory profilepeak =~ > ROHAHIZRLES, ZDa~r RTHE,
=%y FFYy RNy TR LET,

> show memory profile peak
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 102400

KIZ, show memory profilestatus =~ > RO FlZRLET, ZDa~vr RTIHE,
ARV IO T 7 AV T =X T T Ny 77y OBIEOIREEZER R LET,

> show memory profile status

InUse profiling: ON

Peak profiling: OFF

Memory used by profile buffers: 11518860 bytes

. show j - show o



| showj-showo
show memory profile .

Profile:
0x00100020-0x00b£fc3a8(00000004)

BEav Uk Command Hol:):

memory profileenable | X & Uk (AEY 0774 YY) OF=L) T oA F—
T LET,

memory profile text Ta T ANTEHEAEIDOTO ST A TXAMIMEZRELET,

clear memory profile | &Y Fu 774 U U FHEREIC L > TIHREBESNAAEY Ny 77 %
7 U7 LET,

show j - show o .



show j - showo |
. show memory tracking

show memory tracking

V= Lo B EN S, BIEEID Y TEADAE Y 2FRKaxT HIZIE, showmemorytracking
av s REFETLET,

show memory tracking [address | detail | dump tracked address]

EX DA address ULE) 7TRLATLDAEID N T v X 7 2FRLET,
detail (A7 ay) WEHBAEYD NT v FIRBEERERLET,

dump tracked_address (47> 3 V) FEESHIEZAEY b T F T RLR (00—
4294967295) DX T HEFERLET,

avy FRERE Jjy—= TEAR
6.1 Zoawy RPREAINE LT,

FERALDHA KS4> showmemorytracking =t~ > RZfHH LT, Y —/LZ X VBB S TWD, BERD 4 THAH
DAEV ZHRRLET, ZOFREERT DHIZIL. memory tracking enable % i f 4 2% M 203
HYET,

15l
&IZ. show memory tracking =~ > KO &R L E9,

> show memory tracking
memory tracking by caller:
bytes-threshold: 0
allocates-by-threshold: 0
65406 bytes from 49 allocates by 0x00007efc3£80e508

3000 bytes from 1 allocates by 0x00007efc3f4el278
159 bytes from 1 allocates by 0x00007efc3fe%eell
17 bytes from 1 allocates by 0x00007efc3fe9efde

I, show memory tracking address =~ > KO H 1l &~k L £,

> show memory tracking address
memory tracking by caller:
bytes-threshold: 0
allocates-by-threshold: 0
58918 bytes from 4
3000 bytes from
167 bytes from
17 bytes from
memory tracking address pool:
32 byte region @ 0x00007efc358a06e0 allocated by 0x00007efc3£80e508
96 byte region @ 0x00007efc351d0880 allocated by 0x00007efc3£80e508
896 byte region @ 0x00007efc35f121c0 allocated by 0x00007efc3£80e508
8192 byte region @ 0x00007efc35832e20 allocated by 0x00007efc3£80e508

allocates by 0x00007efc3£80e508
allocates by 0x00007efc3f4el278
allocates by 0x00007efc3fe%eell
allocates by 0x00007efc3fe%efde

== = o

. show j - show o



| showj-showo
show memory tracking .

96 byte region
88 byte region
1036 byte region
76 byte region
24 byte region
32 byte region
34 byte region
8192 byte region
40 byte region
11 byte region
76 byte region
1024 byte region
88 byte region
56 byte region
168 byte region
112 byte region
112 byte region
16 byte region
167 byte region
2048 byte region
88 byte region
88 byte region
4112 byte region
17 byte region
72 byte region
72 byte region
72 byte region
40 byte region
24 byte region

2 byte region

76 byte region
776 byte region
512 byte region
936 byte region
24 byte region
568 byte region
512 byte region
40 byte region
1665 byte region
168 byte region
112 byte region
4112 byte region
8208 byte region
386 byte region
72 byte region
8208 byte region
4112 byte region
3000 byte region
32 byte region
16 byte region
1036 byte region
512 byte region
360 byte region
24 byte region

0x00007e£c30483910 allocated by 0x00007efc3£80e508
0x00007e£fc359e3960 allocated by 0x00007efc3£80e508
0x00007e£fc35£04680 allocated by 0x00007efc3£80e508
0x00007e£fc36024890 allocated by 0x00007efc3£80e508
0x00007efc35fd48a0 allocated by 0x00007efc3£80e508
0x00007efc35f04ad0 allocated by 0x00007efc3£80e508
0x00007efc35e54e00 allocated by 0x00007efc3£80e508
0x00007e£fc35834e70 allocated by 0x00007efc3£80e508
0x00007efc36005cc0 allocated by 0x00007efc3£80e508
0x00007efc360061e0 allocated by 0x00007efc3£80e508
0x00007efc357a6dd0 allocated by 0x00007efc3£80e508
0x00007e£fc358574£f0 allocated by 0x00007efc3£80e508
0x00007efc365b7ef0 allocated by 0x00007efc3£80e508
0x00007e£fc365b7£90 allocated by 0x00007efc3£80e508
0x00007e£fc365b8210 allocated by 0x00007efc3£80e508
0x00007e£fc365b8300 allocated by 0x00007efc3£80e508
0x00007e£fc365b83c0 allocated by 0x00007efc3£80e508
0x00007e£fc365b8560 allocated by 0x00007efc3£80e508
0x00007efc365b85c0 allocated by 0x00007efc3fe9%eel3
0x00007efc357a8610 allocated by 0x00007efc3£80e508
0x00007e£fc35728bel0 allocated by 0x00007efc3£80e508
0x00007efc357a8e60 allocated by 0x00007efc3£80e508
0x00007efc35fe90c0 allocated by 0x00007efc3£80e508
0x00007efc365b95a0 allocated by 0x00007efc3fe9efie
0x00007e£fc365b9600 allocated by 0x00007efc3£80e508
0x00007e£fc365b9690 allocated by 0x00007efc3£80e508
0x00007e£fc365b9720 allocated by 0x00007efc3£80e508
0x00007e£fc365b97b0 allocated by 0x00007efc3£80e508
0x00007e£fc365b9820 allocated by 0x00007efc3£80e508
0x00007e£fc365b9880 allocated by 0x00007efc3£80e508
0x00007efc35ff9%aal allocated by 0x00007efc3£80e508
0x00007e£fc35£19df0 allocated by 0x00007efc3£80e508
0x00007efc3585a0al0 allocated by 0x00007efc3£80e508
0x00007efc357aaeal allocated by 0x00007efc3£80e508
0x00007efc357ab290 allocated by 0x00007efc3£80e508
0x00007e£fc3592bc40 allocated by 0x00007efc3£80e508
0x00007efc35e5c8al allocated by 0x00007efc3£80e508
0x00007efc35f2cael allocated by 0x00007efc3£80e508
0x00007efc359fcdal allocated by 0x00007efc3£80e508
0x00007efc34fccf60 allocated by 0x00007efc3£80e508
0x00007efc35ffd0el0 allocated by 0x00007efc3£80e508
0x00007e£fc356bd340 allocated by 0x00007efc3£80e508
0x00007efc3643d3e0 allocated by 0x00007efc3£80e508
0x00007e£c359£fd470 allocated by 0x00007efc3£80e508
0x00007efc35e4d570 allocated by 0x00007efc3£80e508
0x00007e£fc359£d840 allocated by 0x00007efc3£80e508
0x00007efc3592ded0 allocated by 0x00007efc3£80e508
0x00007efc357eeb5c0 allocated by 0x00007efc3f4el278
0x00007efc351be6d0 allocated by 0x00007efc3£80e508
0x00007e£fc359de790 allocated by 0x00007efc3£80e508
0x00007e£fc3524£080 allocated by 0x00007efc3£80e508
0x00007e£fc357££290 allocated by 0x00007efc3£80e508
0x00007efc357e£360 allocated by 0x00007efc3£80e508
0x00007efc357ff4e0 allocated by 0x00007efc3£80e508

@ @ @@ @ @@ ®mMm @M ™mMmmd®@®@mMmM®®@®mMmM®m®M@mmM @@ ®@mMmM @@ @ m®m @ ® @ @ ® ® @ @ @

BEa<v KR Command H =]z
clear memory tracking BHEREIN THWDTRTOEREZZ VT LET,
memory tracking AEY OB EAENLET,

show j - show o .



. show memory webvpn

show j - showo |

show memory webvpn

WebVPN D A & U ffi R OFEFHE #H 2 A5k 9~ 121%, show memory webvpn =~ > K& fif
LET,

show memory webvpn [allobjects | blocks | dumpstate filename | pools | usedobjects]
show memory webvpn profile [clear | dump filename | start | stop]

X DERHA allobjects T, Tuavl TRTOMEMAEAEAT V=7 b L UMERE A4
TV 7 MTHOWT, WebVPN 2BV HHEOTEMAER T LET,
blocks AEY Tay 7O T, WebVPN A€ UEHEDEMAFE R L
ER
clear WebVPN A €Y Fu 77 A 1% 27 U7 LET,
dump filename WebVPN A€V 77 7 A VERELZ7 7AVICHAOLET, 77
A VAL, diskO0:, diskl:, flash:, ftp:, tftp: 72 & DT A& 8 D
ERH Y F7,
dumpstate filename WebVPN A E VIRIEAZFEE LT 7 7 A M I LET, 77 A LAIT
%, diskO:, diskl:, flash:, ftp:, tftp: 72 EDFATEZEH HMLERH Y
7,
pools AEY F— 2O T, WebVPN A E U FEHBEOFEMAE R R LET,
profile WebVPN A€V 7077 A VEELT, 77 A MITHAILET,
start WebVPN A& a7 7 A VOWNELEZBELET,
stop WebVPN AEY a7 7 A VORELEEELET,
usedobjects HERAEHAT V=7 MTOVT, WebVPN A E U 6l B OFEA & Fm
L‘ij‘o
avy FRERE J1)y—2 EERNE
6.1 Tawry RBREAINE L,

£l
&IZ. show memory webvpn allobjects =~ > RO 1FIZ R L £,

> show memory webvpn allobjects

Arena 0x36b14f8 of 4094744 bytes (61 blocks of size 66048), maximum 134195200
130100456 free bytes (97%; 1969 blocks, zone 0)

Arena is dynamically allocated, not contiguous

. show j - show o



| showj-showo
show memory webvpn .

Features: GroupMgmt: SET, MemDebugLog: unset

Pool 0xd719a78 ("cp_entries" => "pool for class cpool entries") (next 0xd6d91d8)
Size: 66040 (1% of current, 0% of limit)

Object frame size: 32

Load related limits: 70/50/30

Callbacks: !init/!prep/!f2ca/!dstr/!dump

Blocks in use:

Block 0xd719ac0..0xd729cb8 (size 66040), pool "cp_entries"
Watermarks { 0xd7098f8 <= 0xd70bb60 <= 0xd719a60 } = 57088 ready
Block size 66040 not equal to arena block 66048 (realigned-to-8)
Used objects: 0

Top allocated count: 275

Objects dump:

0. Object 0xd70bb50: FREED (by "jvclass pool free")

show j - show o .



show j - showo |

. show mfib
show mfib
YT Fp X MREF RS- ADEREFRT D21, showmfib =~ FEEH L £,
show mfib [source or_group [group]] [cluster | count | verbose]
show mfib [active [kbps] | cluster-stats | interface | status | summary]
show mfib reserved [active [kbps] | cluster | count | verbose]
BX DA [active [Kbps] EE) 77747~V FHx A MEETEFRRTLET, (LR

aAavv KT+

kbps #fRE L T, Rk HRE ZOEU EO~LFF ¥ A MA MY —
LMIBETEET, T 74/ NI4T, EOEFHIL 0 ~ 4294967295

‘(“j—()

cluster (A7 ar) MFIBOTRy 7 F S LHEDX A ~—liaFKr LE
T, BEILE T N—T O GTERET DA, duster ITfEETE £
A,

cluster-stats (fEE) MFIB 7 7 A ¥ Rkt E#R e Rz LE T,

count (f£E) MFIB/L— FB X0V y v DY b T —HE2RRLET,
Zoawry Rt A7y bo Rey FICET M EREERLE
7,

interface (f£#) MFIB 7 0t AZBET 5 A v ¥ —7 =A A0/ bkat
A2 FrLET,

reserved UEE) PREL I NLV—TOMFIB ~U (224.0.0.0 ~224.0.0.225

D#HiPH) ZRRLET,

source_or_group[group] (fFiE) EETEITXSV—TDIPv4, IPv6. E7-134HI. W& TE
ETDHHEE,. UICEETERELET, EETT FLRZ2=
Y ART RLATT,

status (&) %72 MFIB R E L IEAT — X A2 FRLET,

summary (fFE) MFIBO x> hY & A X —T = A ADOEITEET 5 EHITER
FERRLET,

verbose (EE) X PV BLIOS v 2 —T7 oA AT 23R A
R~LET,

EEOGIHEERELRWE, TRXTOI V=T OBERPFRINET,

avy FERE

Jjy—= EEAR
6.1 Toavwy RPREAINE LT,

. show j - show o



| showj-showo
show mfib .

il
KIZ, show mfib =~ > RO NHIZ R L E T,

> show mfib 224.0.2.39

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop

Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops

Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*,224.0.1.39) Flags: S K

Forwarding: 0/0/0/0, Other: 0/0/0

Iz, show mfib verbose =~ > RO OB 2R L ET,

> show mfib verbose
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop
Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.1.39) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.1.40) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0

Iz, show mfib count =~ > RO AHIZ R L £,

> show mfib count
MFIB global counters are

* Packets [no input idb] : 0

* Packets [failed route lookup] : O

* Packets [Failed idb lookup] : O

* Packets [Mcast disabled on input I/F] : O

RIZ, show mfib active =~ > RO B 2R L £, HAKIE, PPSOL— FMIIEE
TITROBMEPF RSN E T, AOKEIX, RPF/ 7y BRI LIZGE, Eioid—
ANFEA B —T 24 A (OIF) VA NEMBHLTRPF /Ny haE=F—LTW
DHEICERINET, ZOXIBRBEBFEEL TVIHAIET. AT Fv X b L—
T4 TN o D FREMED B D T,

> show mfib active

Active IP Multicast Sources - sending >= 4 kbps

Group: 224.2.127.254, (sdr.cisco.com)

Source: 192.168.28.69 (mbone.ipd.anl.gov)
Rate: 1 pps/4 kbps(lsec), 4 kbps(last 1 secs), 4 kbps(life avg)

show j - show o .



. show mfib

Group: 224.2.201.241, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 9 pps/93 kbps(lsec), 145 kbps(last 20 secs), 85 kbps(life avg)

Group: 224.2.207.215, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 3 pps/31 kbps(lsec), 63 kbps(last 19 secs), 65 kbps(life avg)

&Iz, show mfibinterface =~ > RO A EZ R L £,

> show mfib interface

IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running

MFIB interface status CEF-based output
[configured,available]
EthernetO up [ no, noj
Ethernetl up [ no, noj
Ethernet2 up [ no, noj

Iz, show mfib status =2~ > ROH A ZR L ET,

> show mfib status

IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running

&IZ. show mfib summary =2~ > KO A Z R L F9,

> show mfib summary
IPv6 MFIB summary:

54 total entries [1 (S,G), 7 (*,G), 46 (*,G/m)]

17 total MFIB interfaces

Iz, show mfibreserved =~ > RO~ L E1,

> show mfib reserved
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.0.0/4) Flags: C K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.0/24) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.1) Flags:
Forwarding: 0/0/0/0, Other: 0/0/0
outside Flags: IC
dmz Flags: IC
inside Flags: IC

. show j - show o

show j - showo |



| showj-showo
show mfib .

BEa<T R Command Bl

clear mfib counters MFIB/V—% /Xry N o2& 7 V7 LET,

show mroute active TITF AT TFXY AN AN —LEFRRTLET,

show mroute count TNTFXFY AR A— R DT X EFERLET,

show mroutesummary | <= L F% ¥ 2 h —F 4 7 T—T NV OEKEREF R LET,

e



show j - showo |
. show mgcp

show mgcp

Media Gateway Control Protocol (MGCP) DFXEI L O v v a U fE#HEZERRT HI2IEL, show
mgep =~ > REMEHLET,

show mgep {commands | sessions} [detail]

X DA commands av K F2—HNOMGCP 2~ ROEKEFRRLET,
detail BB Ka~r FERiTt vy a BT 2800 HR%2 H I FoR
LET,
sessions BEfF O MGCP & v v a v O¥iaFoRLE T,
av Yy FERE 1)1)—=x EEAR
6.2.1 Zoawy RBNEAINE LT,

ERLDHA 54> MGCPIiHlE£FT5I1E, MGCP F5 7 1 v 2 2 Mt + 2 LB DY £+, MGCP 57 4
7 &I 9 HI121%,. Management Center C FlexConfig Z % ET D LENH Y 7,

£l
KIZ, showmgep 2~ RA T aroflzrmLET,

> show mgcp commands
1 in use, 1 most used, 200 maximum allowed
CRCX, gateway IP: host-pc-2, transaction ID: 2052, idle: 0:00:07

> show mgcp commands detail
1 in use, 1 most used, 200 maximum allowed
CRCX, idle: 0:00:10
Gateway IP | host-pc-2
Transaction ID 2052
Endpoint name | aaln/1
Call ID | 9876543210abcdef
Connection ID |
Media IP | 192.168.5.7
Media port | 6058

> show mgcp sessions
1 in use, 1 most used
Gateway IP host-pc-2, connection ID 6789af54c9, active 0:00:11

> show mgcp sessions detail

1 in use, 1 most used

Session active 0:00:14
Gateway IP | host-pc-2
Call ID | 9876543210abcdef
Connection ID | 6789afb54c9
Endpoint name | aaln/1

. show j - show o



| showj-showo
show mgcp .

Media 1lcl port 6166
Media rmt IP | 192.168.5.7
Media rmt port 6058

show j - show o .



. show mini-coredump status

show j - showo |

show mini-coredump status

R=aT T AERORE EFE T DI, show mini-coredump status =~ > R& AL E
R

show mini-coredump status

avy FERE

FEREDHA FS1 Y

V) — EERNE
z

7.0 Zoawy RREAShE L,

R=aTFT AT OERIZT 7 4V B TEMI o TWET,

Snort3 7Rt AL, FOFAF ALy ROWEIZEY, EXRRary 7y A aZ 7 LET,
INHDXE AL, N RT 4 ATICEZIAEND TN £9, aT7REZIAE
NTHELWT OB ZARBBENDE T, Snort D 7 7 4 v 7BEIXTMENEST, I=a7
HoTRENRT D L, RRIOBIENRFBE SN E T, I=a7 X 7I00d, Ty 71D A
By L AEVEOEBERFHNAEENTWVET,

151
WIZ, 2 =aT7 Z T OERBERZ > TWDIGEOHIZRLET,

> show mini-coredump status

minicoredump feature status : Disabled
BEav R Command Hl:|
configure mini-coredump R aT X T OEREANEIITESCL
7,

. show j - show o




| showj-showo

show mode .

show mode
VAT LDEFX2 VT 4 AT XA BT RERRTHITIE, showmode =~ > FAfEMH L
£7
show mode
avy RERE 1)) —= EEARE
6.1 Zoavwy RPREAINE LT,

FRLEDHA KSA Y

BT A TN 2 F, SN aryTFEA NOREYR— L TWET, wILF o
UTHXFARET—RNEIVFR—-FENTWER A,

51
wIZ, Ex 2T 4 arTX AN ET— RE2ERTLHZRLET,

> show mode
Security context mode: single

show j - show o .



show j - showo |

. show model
show model
FRL AD/N— R 2T ETF N EERRT HI2IE, showmodd =~ > REMFBHLET,
show model
av > FERE )1)—2 EENE
6.1 Zoavwy RPREAINE LT,
¢l
WIZ, THAARETNOEIEZRLET,
> show model
Cisco ASA5516-X Threat Defense
BEavT R Command Hol:):

show serial-number FNRAZADIV YT INEEREZF R LET,

show version V7 Rz TBIOREOMOT SA AON—Y 3 ANEREFRLE
R

. show j - show o



| showj-showo
show module .

show module

BB T DB T A AN VA = A ENTWDHEY 2— VT A 1EREFRT 5
1%, =—¥% — EXEC £— K CTshowmodule =< > F&fEH L £,

show module [id [details | recover | logconsole]] | all]
BX DA all (F7HN D) TRTCOEY 2—LOEREFRLET, ZHET
7 F IV FTY,
details (FFvay) FEYa—0)E— MEBRER EOBINEREZFTR
LET,
id EVa— VIDEZEELET, /3T A—%72 LT show module % {3

THE, AR AR y MRS (@FIZ0E 1) NERENET,

log console (FTvay) EVa—Loa M ERERRLET, Z0FTvay
3, ATRTOEY 2=V THHRDIT TEDHY £EA,

recover (FFvay) FEa—NEHORESERLET,

ATVRFIFIR T I7ANVETIE TRTOEY 22— VOERPERSINET,

avy FERE J1y—=x TEAR
6.1 Zoawy RpREAINE L,

FEREDHA RSqY ZOa~y NI BEISHT DV T S AL P A b= STV DHEY 22— /LT 51E
WERTLET, BBICHT DB ARG T A AT VATV 2= LTERENET (R
2y h0) o TAAAPBIMEY 2 — LAY R— T 50nEI N TS RET ML ST
R0 E7,

show moduledetails 2~ > FOHESIE, A VA=A ENTWVWBEREY 2 — ML TRALD F
KR

V7 MU xTEYa— )V ERETE HET VDA, showmodule < > RIEZAIEEZR TR TD
EVa— N EERRLET, AT —FAEFERIT, NOED1IOBA A R— LI TND M
EIDEFRRILET,

il

WIZ, BB T 2858 V7 b7 =7 &FEFT LT D ASA 5516-X OH B &2~k L E
T, BT ALY 7 Y 2T E D a— A RE— R LTV, 207
XA ATIL@E ., Ay b LRI £9,

> show module

show j - show o .



. show module

show j - showo |

Mod Card Type Model Serial No.
0 ASA 5516-X with FirePOWER services, 8GE, AC, ASA5516 JAD19390561
1 Unknown N/A JAD19390561
Mod MAC Address Range Hw Version Fw Version Sw Version
0 84b2.61bl.92be to 84b2.61b1.92c6 1.0 1.1.3 97.1(0) 60
1 84b2.61b1.92bd to 84b2.61bl.92bd N/A N/A
Mod SSM Application Name Status SSM Application Version
1 Unknown No Image Present Not Applicable
Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
1 Unresponsive Not Applicable

WDFEIZ, HHCEREINDIE T 4=V RERLET,

%K 2:showmodule DEH T «—JL K

J4—ILF EBA

Mod EVa—NEG, 0 EIT L,

Card Type N—=RDEAT, FEVa—)VOILEREINDT A ADEE, 447
77y 74— EFTNATT, Ay b1 OHEIE, BINOE
Va— /LT (FETIEHS) .

5L TDEY2a—NVDETFTNLEE,

Serial No. U T ILER

MAC Address Range | ZDE Y 2 —LIZBITAHA v Z—7 = A 2AD MAC 7 R L A#iH,

Hw Version N R 2T DO/NRN—T g

Fw Version T =TT DONRN— 7,

Sw Version VT RT 2T ON—T 3, UL BT DB N—Y 3 T
b0 EHA, BEIZKHT D Y7 by 2T OaryR—x> b T
HHASA YT N =T DONR— 9 T, showversion 22 R
EF LT &Ik B85 oR—2 3 U EHER L £,

SSM Application Name |+ % = U5 ¢ h—FE R FV a2 — /L TETINTWAT AU r—3 g
v DA FI,

SSM Application X YTF 4 PR EVa— L TETEINTWAT Y r—3 g

Version LPDONR— g >

. show j - show o



| showj-showo

show module .

J4—ILFK

A

Status

EV a0 DTN, ADYE, AT —HX AL UpSys T, Ay
M DOEY2—VDAT—H AT, IROWTINTRY 97,

e Initializing : & 2 — /LR S 4L, 7731 A2 Ko THIESE
D LS LTV ET,

cUp: BV 2= BT AA AL DL ETE T LE L,

s Unresponsive : ZDE Y = —)L & DBFEHIZT NA AT T —)
FAELE LT,

* Reloading : € =— /L8 u— RKFTY,

« Shutting Down : EY 2 — /L& v v hE T LTWET,

*Down: EVa2— ARV vy MU ENELE,

*Recover : BV a—ANEIEA A—VE2F 7 m—RLES &L
TWET,

s NoImagePresent : €= — /LY 7 N =T HRA A =L ENT
WEHE A,

Data Plane Status

T T L— OBEDIRRE,

HHAME

Y DT A A LT E Y 2 — /LD H M,

show j - show o .



. show monitor-interface

show j - showo |

show monitor-interface

T 2= VA= R—=DDICE =X —RRICT DA X —T = A ADIEREFRT HIZIE, show
monitor-interface =~ > RZHEMA L £,

show monitor-interface

avy FERE

FEREDHA FS1 Y

Jjy—= TEAR
6.1 Toavwy RPREAINE LT,

A LB =T 2 A AZIFTEHD IPv6 7 R AEERETE 5729, show monitor-interface =~ >
KTV 27a—aNT RUADHBNBERINET, IPv4 L IPVO DT DT RUANA K —
Tz A ATHESNTWDIEAIEL, WHFOT FUARHAOICERENET, /1 X —T AR
IZIPv4 7 RUADEE SNV TWRWEE, IO IPvd 7 KL A130.0.0.0 & L TR RINE
T, A H—T A AZIPv6 T RLVANEEIILTWRWEE 7 R LA THMIZH )5

BhIVET,

T —RNBOT 2= VA== [ U H—T A ATNE, RDAT—HARREINET,

* (Waiting) (Unknown (Waiting) 72 & D X S IO AT —F A LHEE) A 2 —7 = A4 R X
ETHE EORIET A4 v H—T 2 A A0D hello 37y hEEEZEFELTOERA,

e Unknown : FIHIAT —H XA T4, ZDAT—H AL, AT —HABETERWILEE
Wi 2560H0 F7,

eNormal : f V' F—T = A AI T 7 1 v &2%fE L TWET, A7 —H A7 Normal (Waiting)
ThoOHE. AV F—T A ADAZNAIPT FLARRES LTS Z L, BIW
20D B —T = A AMOPHRPIFAET H 2 L AR LTI ZEW,

« Testing : IRN— VU > 7 S[AIDRF], A > Z—T7 x=A A Thello A vE—Y R ENTHEYE
hoe

sLinkDown : £ v #—7 = A ZAF /1L VLAN BB X7 LTWET,
eNoLink: f v Z—T =2 A ZADOYWHY I BNZE T L TWET,

*Failed: f{ VX —T A ATE T 74 v 7 BZELTOWEEAN, T A ¥ —T x4
ATCENT 74 v 7 BB LTHNET,

151
&Iz, show monitor-interface =~ KO HIZR L E T,

> show monitor-interface
This host: Primary - Active
Interface inside (192.168.1.13): Normal (Monitored)
Interface outside (192.168.2.13): Normal (Monitored)
Other host: Secondary - Standby Ready

. show j - show o



| showj-showo
show monitor-interface .

Interface inside (192.168.1.14): Normal (Monitored)
Interface outside (192.168.2.14): Normal (Monitored)

show j - show o .



. show mrib client

show j - showo |

show mrib client

MRIB 7 A 7 v MMEw OfE# %2 For4 5121, showmribclient =~ > RZ2#H L £9°,

show mrib client [filter] [name client_name]

B DEREA

filter TE) 77947y N 74 NBERRLET, 77472 03T
HIAHMRIB7 77 &, %7747 " EET S 7T 7T 51
WMERRTHEDITHHLET,

name client_name (EE) PIM E£721ZIGMP 72 &, MRIBDZ T4 7 > k& L TEMET
HLF XY AN NN—TF 47 Fa s aLO4,

av Y RERE

EREDAARZA

Jiy—=x EENE
6.1 Zoavwry RPREAINE L,

filter 7> a v ZFALT, SESERMRIBZ A7 2 MRBEINLTHWAIL—RFBIW
A B =T 2 A ALV T T TOEERZFRLET, Z0a~vr R4 7Y g rhbid, MRIB
JIA T NBEAETLH 7T S EREINET,

il

&Iz, showmrib client =< K Tfilter ¥— UV — REZEELZHEOH 2R L%
7,

> show mrib client filter

MFWD:0 (connection id 0)

interest filter:

entry attributes: S C IA D
interface attributes: F A IC NS DP SP
groups:

include 0.0.0.0/0

interfaces:

include All

ownership filter:

groups:

include 0.0.0.0/0

interfaces:

include All

igmp:77964 (connection id 1)
ownership filter:

interface attributes: II ID LI LD
groups:

include 0.0.0.0/0

interfaces:

include All

pim:49287 (connection id 5)
interest filter:

entry attributes: E

interface attributes: SP II ID LI LD

. show j - show o



| showj-showo

groups:

include 0.0.0.0/0
interfaces:

include All

ownership filter:

entry attributes: L S C IA D
interface attributes: F A IC NS DP
groups:

include 0.0.0.0/0
interfaces:

include All

show mrib client .

EEav> R

Command £iBA

show mrib route MRIB T —7 /O ) ZFERLET,

show j - show o .



. show mrib route

show j - showo |

show mrib route

MRIB 7—7 /VIND T h ) #FKord 5120, showmribroute 2~ R&2EHA L F T,

show mribroute [[[source | *] [group[/prefix-lengthl]] | summary]

BX DA * (LE) YV — = M) ZRRLET,
/prefix-length (fEE) MRIBV— DT VT 4w I AR, V74 v 7 A (T Kb
ADFy NT—=UH5) T 57 FLAD BEfE Y ME R
10 #IE T, 10 EBHEORNZA T v ¥ 2 f G ABETT,
group LE) ZNA—T7DIP T KL AEIT400,
source (fEE) — FEETDOIP 7 R L AL ITI4H,
summary MRIB 7—7 /v = MY OERZRRLET,
avy FERE )1)—= EERAR
6.1 Zoavwry RREAShELE,

FEREDHA K4V

MFIB 7 —7/VIZiX, MRIB 26 FH N2 ") 777097y MBI E T,
TITE, wNAT X RN XTy FOERENL— VDY v MIES T, BBERIOV 7Y 7
DEIEEZRE L T,

AE—=TxARLTTTDYANMPAT, HEA— b2 VIR SESERA T IRER
IRENFET, A MEE, BRI AL FOARFHETT, Ny MR, 2oz R o
WA SN2 » FTd, show mfib count =2~ > Kik, /L— F > BN L7227 1 —3
NI B ERRLUET,

151
Wiz, showmribroute ==~ FOHAHIZ R L E9,

> show mrib route
IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,

C - Directly-Connected Check, S - Signal, IA - Inherit Accept, D - Drop
Interface flags: F - Forward, A - Accept, IC - Internal Copy,

NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,

II - Internal Interest, ID - Internal Disinterest, LI - Local Interest,
LD - Local Disinterest
(*,224.0.0.0/4) RPF nbr: 10.11.1.20 Flags: L C

DecapstunnelO Flags: NS

(*,224.0.0.0/24) Flags: D

(*,224.0.1.39) Flags: S

. show j - show o



| showj-showo
show mrib route .

(*,224.0.1.40) Flags: S
POS0/3/0/0 Flags: II LI

(*,238.1.1.1) RPF nbr: 10.11.1.20 Flags: C
POS0/3/0/0 Flags: F NS LI
Decapstunnel(0 Flags: A

(*,239.1.1.1) RPF nbr: 10.11.1.20 Flags: C
POS0/3/0/0 Flags: F NS
Decapstunnel0 Flags: A

BEav Uk Command Hol:):
show mfib count MFIB 7—7 VD /— &y T — 2 2RRLET,

show j - show o .



show j - showo |
. show mroute

show mroute

IPv4 v~ VFXx AR J)b—T 4 7 T—T)VEFRRTHIZIE, showmroute 2~ > REfERH L

e
show mroute [group [source] | reserved] [active [rate] | count | pruned | summary]
BX DA activerate UEE) 77T 47~V TF Xy A NEETOREERLET, T2
T4 TIREEIL L, fBE SNz rateld ETEEEFAT L VD IERE
JTLTT, rate BNEE I TWRWEGES, 727 7 1 772155 5T1T 4 kbps
ULEDOLr—FTHEEELFATL TV DIEETTT,
count EE) 7N —7LXERICET MR R LET, ZOFR
Wik, Ty o BB Oy NI N7y ROYEY A
X BIOIBLEZVOE Yy MR EENTHET,
group (fEE) DNSAHRA R T =7V TERINLTWVDLY LT HF Y AL 7
N—TDIP T RV A4,
pruned () FN—=v T E&nir— a2 FELET,
reserved (EE) TRBHRINV—T 2R RLET,
source (L) EEITCDORA M EIXIP 7 FL A,
summary EE) ~VFXXY AR N—T 47 T—TLHNOEKFEZ N OE
WM& 1ATCERRLET,
av Yy FER Jiy—2x EENE
6.1 Zoavwry RiREAShELE,

FEEEDHA KSq4> showmroute 2~ Rid, vV FFY AN N—T 47 T—=TVONKEFRLES, T/
A AF, PIM 72 b3l Ay — IGMP LAR— b, BEOFT 7 4 v Z7I2ESWT (S,G)
BLOEFEG) =Y M ZEKRLT, SV FFY AN NV—T 4T T—TNWIT =22 AL ZE
T TAXYRZ (%) X, TXTOEFELT RLREZRL, IS [FHE—Y—RXA T RL A%
RLU, G 35~V F Xy AN I V—7 T FLAZRLET, (8,G6) =2 bV 2{EkT 5
e, Y7 o7l da=F%x A M V—FT 47 T—T7NANT RPF ZfFHLT) Roho
Tesife 7 N— T~ O/ N A A LE T,

FITar7 ¥ b— g RNOmroute 2~ REFR7T 5IZ1E, showrunning-configmroute
avy FefHLEd,

151
Iz, showmroute =~ > ROHAHIZR L F1,

. show j - show o



| showj-showo
show mroute .

> show mroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.40), 08:07:24/never, RP 0.0.0.0, flags: DPC
Incoming interface: Null
RPF nbr: 0.0.0.0
Outgoing interface list:
inside, Null, 08:05:45/never
tftp, Null, 08:07:24/never

(*, 239.2.2.1), 08:07:44/never, RP 140.0.0.70, flags: SCJ
Incoming interface: outside
RPF nbr: 140.0.0.70

Outgoing interface list:
inside, Forward, 08:07:44/never

show mroute D ITIE, IROT 4 =V FREENLTHET,
*Flags : =2 h VIZPHT D MAa 2t L £,
D (Dense) : Y FUFFr A T— RTEIELTWET,
S (Sparse) : Ty hUFA/S—2R B— FTEIELTVET,

«B (Bidir Group) : ¥/LFF ¥ A K Z—T RN GHE— RTEEL TS
ZEERLET,

es (SSMGroup) : ¥/LFFxv Ak Z/L—TNSSMDIP T KL AHFHANTH
HZLERLET, ZOT7T7F, SSMOFHHANETFENLEV Y &R

iﬁ—o
«C (Connected) : </LFX¥ AL TN —FDRA "= %, BEEEGEINZA
VE—T oA A FITHEELET,

*L (Local) : 731 ZBKNR, v VFFXY AT N—T DAL NTT, Th—
T1E. BEFHO T N—TIZxT %) igmpjoin-group 2 ¥ RIZ L > Tr—
TIATIMAE IV TVWET,

+ 1 (Received Source Specific Host Report) : (S,G) => ~ U 23 (8,G) L AR— ~iZ
FoTERENTZZ 2R LET, 2D (S,G) LAR— MIIGMP (2L » THE
RSN FREMER SV £, 2D 7 7 VIR EIINDHDIL, DRICKH L TOH
T7,

P (Pruned) :/L— "R —=0 T INTWVWET, Y7 bu=TiE, 20O
HERFELT, UL AR) =LA AU N—RNEETICMATESLLHICLE
‘g—o

*R (RP-bitset) :(S,G) = RUMRRPEZKRA L ML TWNDZEERLET,

show j - show o .



show j - showo |
. show mroute

*F (Registerflag) : Y7 MU =7 BT F ¥ A MNEETICREINTND D
xR LET,

«T (SPT-bitset) : /X7 v FBREKE/RAEEFE LYV —TZEFEINLTWDLI L%
RLUET,

«J (JoinSPT) : (*,G)x=> MU DIGH, LAYV —DFHRICHND 8T 7 1 v
7 DBMENR, T N—TDSPT LEVMEREZHA TWDHZEERLET (7
7 4V h®SPT L& UMERRE X 0kbps TF) , T-Join /XA U — (SPT)
T ITRREINTWAEEIC, HY U —O TR TRD (S,G) 737 > b3
ZEEND E, FETOHFBIZ(S,G)join A MY H—SnFET, Zhicky,
TNA AIEE LY Y —ITIMALFET,

(S,G) = MU DEA, /N —FDSPT LEVMEEZBIBELIZ720IC= MY
MMERR SN2 82 RLET, (S,G) =2 b UIZT-Join SPT 7 7 7 W& E &
NTWDEEE, T RAFEELEY )V —LEDO N T 7 s v 7l EEE=F—L
F9, EELVIV—DRNT T 4 v 7 EENRT N—T D SPT LXVMEZE FE-
TWVDIRIA | 3 BA BfE L 72356, 731 AL Z ORETOEY U —IZ
B EZ Lo LET,

G T4 RAFEEY)V—-EDONT T 4 v 7 HEERIE L,
ZOEEL I —FDSPT LEVMEZ 1 B &2l L
£, b T T4 v ZHENSPT LEVMEE B X T-5HE1E.
N7 7 4 v 7 BEOROPENMTONDE T, (*,G)=
FUIZT-Join SPT 7 7 VMR EINE T, LAY U —IC
WOy SRERE L, FT LWHBERBRBEES D &
77 TS IVET,

TN—TNZT 740 D SPT LEVWME (0Kbps) 2MEH SN TWDELAE. (%,
G) =Y F UIZIEZFIZT-Join SPT 7 7 7 NG E S, fRbRENE A, T 74
U R®DSPT LEVMERER SN TWALEIC, FILWERIENG T 7 1
I EZETDE, T AIREARAEE TV Y =2 blcu B £,

« Timers:Uptime/Expires : Uptime 1%, = FU NP /LT XX A s b—F 4 F
TS L TWE IR (R, o0 B) A =T A AT LITRL
F£9, Expires |, [PV F XX AN V=T 4 7 T—=Tnbxz kY BHIER
SNDHETOHM (R, 5. ) 24 F—T =AM AT LITRLET,

o Interfacestate : EEA VX —T 2 A AFTZIIREA I —T =24 ADRELZRLE
j_o

o Interface : HlEA v X —T =2 A AETZIIREAS X —T =24 AD U A MIFER
XNBA v HZ—T A A,

. show j - show o



| showj-showo
show mroute .

eState : 77 A U A FFE7IETimetoLive (TTL) L &\VMHEIZ X AHIERH 5
MEIMITISE LT, A1 F—T = A A LTk, F—=r7, XUHELD
W ILDEN Ty MZH L TEITSNA AR LET,

«(*,239.1.1.40) & (¥,23922.1) : IPSLF XY A b L—FT 47 T—T DT

FY, = bUIE, FELDOIPT RLAR L ZRIUCHLS SV TFF¥ AN T —7
DIPT RVATHERSNET, BMEITCOMEIZEINTZT AZ VA7 (%) 1L,
TRTOEBFETLEERLET,

*RP:RP D7 KL A, Z/8—2 F— RTEHIET 51— FBLOT 7 E A F—r3m
DOBA. ZOT R RTHIT 224.0.0.0 TT,

« Incoming interface : IE[FTLNOEDVLFF ¥ A b Ty RRERFTLTFEDA
B—=T xR, RTy MRZOA U F =T oA AER LB E, BES
n\ij—o

*RPF nbr : XEIICKT 27 v A MY —L L—ZDIPT FL X,

» Outgoing interface list : /37 > MRERHZEH SN DA v F—T = A A,

BEa<v >R Command 5oLz

show running-config | EIXNTWASLTFXFY AN L— 2R R LET,
mroute

show j - show o .



show j - showo |
. show nameif

show nameif

A F =T = A ADFmB4 AR T S I121%, show nameif =< > RAEH L £,

show nameif [physical_interface[.subinterface] | zone]
BX DA physical_interface (L) A% —7 =1 ZID (gigabitethernet0/1 72 &) #HE L F
R
YVTA B =T oA A (HFE) YT A U H—T oA A& 1 ~ 4294967293 DS A&
RELET,
zone EE) Y=t A v T4y NMaEFRLET,

AR R FIAN R AT e A AEEELRVES, 0Oy RETRTOA v H—T = A EFRLE

ﬁ—o
av Y FER Jyy—= EERNA
6.1 Ioawy RPREAINE LT,

FEREDHA KSq4y ¥ —T7=A RAZHO B THONARTERTRTHITE, Zoa~vy REERLES, v
=T A AE, EROWREECHEATE L2402 T2 0ERHY £, 1
H—T 2 A ADEF2 VT 4 LUV FRSINET, GBI T D 054G, X274
LAULVIEHENIZ 0 T,
zone ¥ — U — RZiEMT % &, [Zone Name] YT, A > F—T = A ANBTHA T4 Y
NERIZ NI 74w —0BERENET, NF 7407y =X 2 T 40— LH
CTIERWED, Ny T A B—T oA ZARA T vty FRRWEAE, A v 2 —T = A
APN—T v ReXa T 4V —VERIFIAAS v T REXF2 VT4V —VIZBLTWVTH, &
DINIZEIZIR D AREMERHV T, FA L F—T oA ARGEENDLIEX 2V T 4 — 2 & ¥5]
THIIE, T A=V ZEALET,

151
&Iz, show nameif =~ > RO HHIZRLET,

> show nameif

Interface Name Security
GigabitEthernetl/1 outside 0
GigabitEthernetl/2 insidel 2 0
GigabitEthernetl/3 insidel 3 0
GigabitEthernetl/4 insidel 4 0
GigabitEthernetl/5 insidel 5 0
GigabitEthernetl/6 insidel 6 0
GigabitEthernetl/7 insidel 7 0
GigabitEthernetl/8 insidel 8 0

. show j - show o



| showj-showo

Managementl/1
BVI1

diagnostic
inside

show nameif .

0
0

WIZ, V= DA N— T ERRTHHNBERLET, ZOFITHE, 22501
VHE—T 2 A ANA Ty MZHD, 1 ODA L H—T A ARy T T
T4y IS =T HYFET,

> show nameif zone
Interface
GigabitEthernet0/0

GigabitEthernet0/1
GigabitEthernet0/2
Management0/0

Name
passive

in
out
diagnostic

Zone Name Security
passive-security-zone

0
is-154 0
is-154 0

0

show j - show o .



show j - showo |

B shownat

show nat
NAT RV & —DOfEEHERZ FRT 5I121E, shownat 2~ > RaMEH L £,
show nat [interface name] [ip_addr [mask] | {object | object-group} name] [translated
[interface name] {ip_addr [mask] | {object | object-group} name}] [detail]

X DA detail (EE) A7 V=7 b 74—V FOBMGFLEZ SO £,
interface name UEE) EBETA v X —T oA ZAEEELET,
ip_addr [masK] (A7 ay) IPT RLVABIXOY 732y b ~A7 2B ELET,
object name (EE) Xy NV—2 FT7 V=7 NERIFTY—EAFT V=7 b

fRELZET,

obj ect-group name (EE) Xy NT—2 F 727 N IA—TEEELET,
trangated (A7Tvay) BHRENTENRTA—FEEELET,

av Yy RERE )1)—2 EEAR
6.1 Zoavwry RREASnE LK,

HEREDAA K1Y

shownat =~ RZEH LT, NATR Y > —DFETHELEREZFRRLET, detall 73~
F—U—FREFEHLT, A7 V=7 bEIEL, A7 V=7 Maz#RrLET, BNt L Y
BT 40— )L REFEHALT, shownat 2~ > NHHAZHIRTHZENTEET,

HAZIE, BLa<vr FLEEHTRTONAT 2~ RRERENET, L2 T—4A
VE—T 2 A RES— R U2 L LTHEMRTAEIICEEAS VX —T oA RERET DL, FE
BROFIA v H—T x4 A (=& 2T nlp_int tap) 2% L TIEFRD NAT L— L AER &
N, BHEA L H—T 2 A ALK T —H A X —T = AMOBENAREICRZVET, b0
JL—/LIX, Device Manager @ NAT 7 — 7 /WM ENET A, o, T—F A4 —T =
A A~OE BB & 7 735 HTTPS/SSH LT 7 & A — )L DIER RO N — L KR I E
9, ZAUE. Device Manager OEHLT 7 AT — 7 /WZITKME S VE T, NAT 7— 7 /LIiZ
M ENEEA, =T a2 7.0 LI, AT APNMBICH AT S DI ERT D v —ui
I va 0l I TWET,

451
Wiz, shownat =<2 FOHIFEZRLET,

> show nat
Manual NAT Policies (Section 1)
1 (any) to (any) source dynamic S S' destination static D' D
translate hits = 0, untranslate hits = 0

. show j - show o
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show nat .

Auto NAT Policies (Section 2)
1 (inside) to (outside) source dynamic A 2.2.2.2
translate hits = 0, untranslate hits = 0

Manual NAT Policies (Section 3)
1 (any) to (any) source dynamic C C' destination static B' B service R R'
translate hits = 0, untranslate hits = 0

> show nat detail
Manual NAT Policies (Section 1)
1 (any) to (any) source dynamic S S' destination static D' D
translate hits = 0, untranslate hits = 0
Source - Real: 1.1.1.2/32, Mapped: 2.2.2.3/32
Destination - Real: 10.10.10.0/24, Mapped: 20.20.20.0/24

Auto NAT Policies (Section 2)

1 (inside) to (outside) source dynamic A 2.2.2.2
translate hits = 0, untranslate hits = 0
Source - Real: 1.1.1.1/32, Mapped: 2.2.2.2/32

Manual NAT Policies (Section 3)
1 (any) to (any) source dynamic C C' destination static B' B service R R'
translate hits = 0, untranslate hits = 0
Source - Real: 11.11.11.10-11.11.11.11, Mapped: 192.168.10.10/32
Destination - Real: 192.168.1.0/24, Mapped: 10.75.1.0/24
Service - Real: tcp source eq 10 destination eq ftp-data , Mapped: tcp source eq
100 destination eqg 200

&Iz, show nat detail =~ > N IPv6 38 L N IPv4 TOH 1B &~ L £,

> show nat detail

1 (in) to (outside) source dynamic inside nw outside map destination static inside map
any

translate hits = 0, untranslate hits = 0

Source - Origin: 2001::/96, Translated: 192.168.102.200-192.168.102.210

Destination - Origin: 2001::/96, Translated: 0.0.0.0/0

WIZ, 73 ar 0D AT LAERLV—LOEIZRLET,

> show nat detail
Manual NAT Policies Implicit (Section 0)
1 (nlp_int tap) to (inside) source static nlp server 0 snmp intf3 interface service udp
snmp snmp
translate hits = 1, untranslate hits = 1
Source - Origin: 169.254.1.2/32, Translated: 10.1.1.122/24
Service - Protocol: udp Real: snmp Mapped: snmp
2 (nlp_int tap) to (inside) source dynamic nlp client O intf3 interface
translate hits = 0, untranslate hits = 0
Source - Origin: 169.254.1.2/32, Translated: 10.1.1.122/24

Manual NAT Policies (Section 1)

1 (inside) to (any) source dynamic obj man interface
translate hits = 0, untranslate hits = 0
Source - Origin: 10.3.3.3/32, Translated: 10.1.1.122/24

BgEa<T KR Command L)z

clear nat counters NAT R > — oo Xu2 707 LET,

show j - show o .



. show nat divert-table

show j - showo |

show nat divert-table

NAT F[a]7 — 7 )V OFEHE R &2 Fv 9 5121E, show nat divert-table 2~ > K& H L £,

show nat divert-table [ipv6] [interface interface name]

B DEREA

divert-table NAT FET—7 V2R R LET,
ipv6 (A7 ay) FEF—TADIPv6 = MU #F R LET,

interfaceinterface name (47> 3 ) EELEEE LA VX —T =4 ATH I ZREL E

—g—o
av Y FER )y—Xx ETEAR
6.1 Ioavwy RPREAINE LT,

FEREDHA KS4 Y

show nat divert-table =~ > R&EH LT, NAT FET— 7NV OFETHEEHREZFRLET, T
BT —7 LD IPv6 = b ZFRTHITIL, ipv6 A7 v a v —U—REEHLET, FE
DIIGTEA v H—T7 = A ADONATFE T — 7 NV EFRT HITIE, interfaced 7o a o —U—
REFERLET,

TET—=7M2F, BLa~vr FEELT X TONAT a2~y RRRRENET, 2L 2T,
T—=EA B =T 2 A A= 2 L LTHERT DL ICEEA =T = AERET
HE, HERFOFEMBA L H—T oA A (& 2T nlp_int tap ) Tk L TIHEFRARD NAT L—/v
DERR S, HEA =T 2 A AL KT —F A 2 —T = A A OBENRFTREICR D 3,
T B D N—)UiL, Device Manager @ NAT 7 — 7 VIZITKBEE N E A,

151
&Iz, show nat divert-table =~ > FOHHHlZ - L £,

> show nat divert-table
Divert Table
id=0xadl521b8, domain=twice-nat section=1 ignore=no
type=none, hits=0, flags=0x9, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0
dst ip/id=10.86.119.255, mask=255.255.255.255, port=0-0
input ifc=outside, output ifc=NP Identity Ifc
id=0xadl523a8, domain=twice-nat section=1 ignore=no
type=none, hits=0, flags=0x9, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0
dst ip/id=10.86.116.0, mask=255.255.255.255, port=0-0
input ifc=outside, output ifc=NP Identity Ifc
id=0xadl1865c0, domain=twice-nat section=1 ignore=no
type=none, hits=0, flags=0x9, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0
dst ip/id=192.168.255.255, mask=255.255.255.255, port=0-0
input ifc=amallio-wizard, output ifc=NP Identity Ifc
1id=0xadl1867b0, domain=twice-nat section=1 ignore=no

. show j - show o



| showj-showo

type=none,

hits=0, flags=0x9, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0

dst ip/id=192.168.0.0, mask=255.255.255.255, port=0-0

input ifc=amallio-wizard, output ifc=NP Identity Ifc
1d=0xad257b£f8, domain=twice-nat section=1 ignore=no

type=none,

hits=0, flags=0x9, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0

dst ip/id=172.27.48.255, mask=255.255.255.255,

input_ifc=folink, output ifc=NP Identity Ifc
id=0xad257db8, domain=twice-nat section=1 ignore=no

type=none,

hits=0, flags=0x9, protocol=0

src ip/id=0.0.0.0, mask=0.0.0.0, port=0-0
dst ip/id=172.27.48.0, mask=255.255.255.255, port=0-0
input_ifc=folink, output ifc=NP Identity Ifc

iZ. show nat divert ipv6 =~ > KO Al ZE R L £,

> show nat divert ipvé

Divert Table

id=0xcb9%ea518, domain=divert-route

type=static, hits=0,

flags=0x21, protocol=0

src ip/id=2001::/ffff:ffff:ffff:ffff:£fEF:f£Fff::, port=0-0
dst ip/id=2001::/ffff:ffff:ffff:ffff:ffff:ffff::, port=0-0
input ifc=in, output ifc=outside

id=0xcf24d4b8, domain=divert-route

type=static, hits=0,

flags=0x20, protocol=0

src ip/id=::/::, port=0-0
dst ip/id=2222::/ffff:ffff:ffff:ffff:ffff:£fff::, port=0-0
input ifc=in, output ifc=mgmt

show nat divert-table .

port=0-0

Command

BLL]

clear nat counters

NAT RV — o257 )T LET,

show nat

NAT RV 2 —DFATHRER B A X R L ET,

show j - show o .



show j - showo |

. show nat pool

show nat pool
NAT 7" — /v O AR % Fond 5 121E, shownat pool =2~ &AL £,

show nat pool [ interface if-name [ip address] | ip address | detail ]
show nat pool cluster [ summary | interface if-name [ip address] | ip address]
‘XD cluster EE) /7 A Y L I BEM o TV D EE, A—F—a2=y |
ENRY I T T =y h~DPAT 7 R L ADBUEDE Y 4T A ER
L\ij—()

(6.7LU%) 7 7 AZAND==y MIZBIFTLHHR— 71w 7 D55
ZFoRT B, summary ¥—Y— & &b £9,

interface if_name RELIA =T 2 A ADT = NMTHTDFREHIRLES, (E
H) ipF—U—F2aboet, eI bIZHIRTEETS,

o

ip address FoR% PAT 7 — A DARELIZIP 7 KL AIZHIR L £,

detail I IAENOR— N7 a7 ORI ESMICET A E®REERL
FT, ZOF—TU—KNE, 2=y FRT TAZ AL N—DGEHEITD I
FTRENFET, cluster F—T— R&—IfEHTLIZ LT TEER

hoe
av Y FERE )1)y—= EERNE
6.1 Zoavy RpEAINE LT,
6.7 WOF—T— KRB EIE L, interface, ip, detail, summary

GERLEDHA KS4> (6.7 Ki) NAT 7—/Lid, v v B 7 &N 7m hauIP 7 KL A/R— MM Z &I /Ek
ENFET, N—bMgMAIX, 7740 b TIE 1 ~511, 512~1023, XL 01024 ~ 65535 T3,
77y NRFIAOR— M EHHT 5 LIS PAT 7 — V2R ET 5 & RSN DHHPAOEIL
D772V FPHOMRIZIRS 720 £7,

(6.7LLK) 6. 7LIME, R— FEPIZT 74/ FT7 T v FTHY . MBS U TPRFERR—
F (1—1023) 27— NMZEHDHZENTEET, 7 7 AXLINTZV AT LDEA ., PAT
T=UE, SI2DR—b DT a v I T TAF RN BENNET,

K NAT 77— UiE, BICERS#%, D7 &b 10 0BFEELE T, 10 MO R—L K
XA A ~<—X, clear xlate TEWA 7 VT T H X v ELINET,

. show j - show o
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show nat pool .

il

&KIZ, show running-config object network =< RiZ L > TR REND, ¥ AT I v
7 PAT V— U X o TIERL S 72 NAT 7 — o ABl &R LE

> show running-config object network
object network myhost

host 10.10.10.10

nat (pppoe2,inside) dynamic 10.76.11.25

> show nat pool

TCP inside, address 10.76.11.25, range 1-511, allocated 0

TCP inside, address 10.76.11.25, range 512-1023, allocated 0
TCP inside, address 10.76.11.25, range 1024-65535, allocated 1

WIZ, PAT 7— Vi flat 7> a > & L7234 0 show nat pool =~ > Ko H| /54
R LET, incudereservex—U — RZfRE LW E | 2 00FiHNRINET, (K
W OFPHIZ, 1024 K OEE LA — FBFRILAR— MIv vy B 73 Tn5 & &
HRINET,

> show nat pool

ICMP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated 2
TCP PAT pool dynamic-pat, address 172.16.2.200, range 1-1024, allocated 0

TCP PAT pool dynamic-pat, address 172.16.2.200, range 1024-65535, allocated 2
UDP PAT pool dynamic-pat, address 172.16.2.200, range 1-1024, allocated 0

UDP PAT pool dynamic-pat, address 172.16.2.200, range 1024-65535, allocated 2

RIZ, PAT 7*—/VIZ flat include-reserve 473 = & Afli H L 72454 @ show nat pool =
~r PO ZR L £,

> show nat pool

ICMP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated 2
TCP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated 2
UDP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated 2

(6.7 W) WIT. PAT 7—/ LT extended flat include-reserve =72 g 2 L 7= 4
A® shownatpool =~ RO AIHZRLET, EELRERIZY yaTHENLZT K
LATY, ZHOITYEE PAT IEHA SN D565 T FL A TY,

ICMP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated O
ICMP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.99), range 1-65535,
allocated 2

TCP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.100), range 1-65535,
allocated 1

UDP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.100), range 1-65535,
allocated 1

TCP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated O
ICMP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.100), range 1-65535,
allocated 1

TCP PAT pool dynamic-pat, address 172.16.2.200(172.16.2.99), range 1-65535,
allocated 2

UDP PAT pool dynamic-pat, address 172.16.2.200, range 1-65535, allocated O

show j - show o .



show j - showo |
show nat pool

(6.7VF) WROBNX, Va2 2T 2=y N Ty I ORI T v T o=y
Negle, 7T AXNOR— T v 700k (R— MEFAZRT) &FOfE RN
ZRLTWET,

> show nat pool cluster
IP outside a:src map a 174.0.1.20
[1536 — 2047], owner A, backup B
[8192 - 8703], owner A, backup B
[4089 - 4600], owner B, backup A
[11243 - 11754], owner B, backup A
IP outside a:src map a 174.0.1.21
[1536 — 2047], owner A, backup B
[8192 - 8703], owner A, backup B
[4089 - 4600], owner B, backup A
[11243 - 11754], owner B, backup A
IP outside b:src map b 174.0.1.22
[6656 - 7167], owner A, backup B
[13312 - 13823], owner A, backup B
[20480 - 20991], owner B, backup A
[58368 - 58879], owner B, backup A
IP outside b:src map b 174.0.1.23
[46592 - 47103], owner A, backup B
[52224 - 52735], owner A, backup B
[62976 - 63487], owner B, backup A

(6.7 LIFE) WRolix, 7 I AZNTO T —VEID B TOMELRL TWET,

> show nat pool cluster summary

port-blocks count display order: total, unit-A, unit-B, unit-C, unit-D
IP outside a:src map a, 174.0.1.20 (128 - 32/32/32/32)

IP outside a:src map a, 174.0.1.21 (128 - 36/32/32/28)

IP outside b:src map b, 174.0.1.22 (128 - 31/32/32/33)

(6.7 LIFE) WofliZ, 7 9 A2 NDF—UIZBT % PAT 7 — L OZE 7058 R &
RLTWET, iRt ERTATI2HE. Ny 727 v 7R — NGEEANRT AX Y R
T/REIET, B : range 63464-62975, assigned 27 *

> show nat pool detail
TCP PAT pool outside a, address 174.0.1.1
range 1536-2047, allocated 56
range 8192-8703, allocated 16
UDP PAT pool outside a, address 174.0.1.1
range 1536-2047, allocated 12
range 8192-8703, allocated 25
TCP PAT pool outside b, address 174.0.2.1
range 47104-47615, allocated 39
range 62464-62975, allocated 9
UDP PAT pool outside b, address 174.0.2.1
range 47104-47615, allocated 35
range 62464-62975, allocated 27

(6.7LU%) DBlX, BEa—%FEDT A A LEDOREDA 2 —T A ARET
HHEERLTHET,

> show nat pool interface outside b ip 174.0.2.1

TCP PAT pool outside b, address 174.0.2.1, range 1-511, allocated 0

TCP PAT pool outside b, address 174.0.2.1, range 512-1023, allocated 12
TCP PAT pool outside b, address 174.0.2.1, range 1024-65535, allocated 48

. show j - show o
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UDP PAT pool outside b, address 174.

0.2.1
UDP PAT pool outside b, address 174.0.2.1, range 512-1023,
0.2.1

UDP PAT pool outside b, address 174.

, range 1024-65535,

show nat pool .

, range 1-511, allocated 6
allocated 8
allocated 62

Command

BLL]

show nat

NAT U > — stz 28 LE T

show j - show o .



show j - showo |
. show nat proxy-arp

show nat proxy-arp
NAT 7B % ARP 7 — 7 /L%~ 5121, show nat proxy-arp 2=~ > RZ&H L 9,

show nat proxy-arp [ipv6] [interface name]

BX DN ipvé (AFvay) TaXT ARPT—7 LD IPv6 = b 2 FoR L E
—g—o
interface name (F7vay) MELLEEELA v F—T7 oA AN ZRE L £
R
avy RERE )1)—2 EENAE
6.1 Zoa~vr RBREAINE L,

FEREDHA KSq > NAT 7uF% 2 ARP 7 —7 /L OE[THR I 2 "9 51213, show nat proxy-arp =~ > N &{f
ALET,

TuFARP T =TT, BLavr FOELT R TONAT 2~y FAFRENET, &
ERE T AT AR E T UM L LTHEHT DL ICEHAS v F—T = A
ERET DL, HFRROMMEA o Z—7 = A X (7oL ZiEnlp_int_tap) T+ L TIHFKARD NAT
= VDMERR S I, A L F—T 2 A AL KT —H A F—T = A A DOBEVFTREIZZR Y
9, ZIHO/N—/E, Device Manager @ NAT 7 — 7 /VITIIXBE S L EH A,

£l
&IZ. show nat proxy-arp =2~ > RO HIZRL F9,

> show nat proxy-arp

Nat Proxy-arp Table

1d=0x00007f4ce491a010, ip/id=0.0.0.0, mask=255.255.255.255 ifc=outside
config: (insidel 8) to (outside) source dynamic any-ipv4 interface

1d=0x00007f4cdc6138d0, ip/id=0.0.0.0, mask=255.255.255.255 ifc=outside
config: (insidel 7) to (outside) source dynamic any-ipv4 interface

1d=0x00007f4ce491d2e0, ip/id=0.0.0.0, mask=255.255.255.255 ifc=outside
config: (insidel 6) to (outside) source dynamic any-ipv4 interface

1d=0x00007f4cdc618al10, ip/id=0.0.0.0, mask=255.255.255.255 ifc=outside
config: (insidel 5) to (outside) source dynamic any-ipv4 interface

1d=0x00007£4d019¢c%e70, ip/id=0.0.0.0, mask=255.255.255.255 ifc=outside
config: (insidel 4) to (outside) source dynamic any-ipv4 interface

1d=0x00007f4cdc61b300, ip/id=0.0.0.0, mask=255.255.255.255 ifc=outside
config: (insidel 3) to (outside) source dynamic any-ipv4 interface

1d=0x00007f4ce49261£f0, ip/id=0.0.0.0, mask=255.255.255.255 ifc=outside
config: (insidel 2) to (outside) source dynamic any-ipv4 interface

. show j - show o



| showj-showo
show nat proxy-arp .

MEa<v R Command &5t A

clear nat counters NAT RV — B a7 )T LET,

show nat NAT AR U > —DFTREBRZ TR L ET,

"



show j - showo |
. show network

show network
BEHA LA —T oA ADBIMEEFERT HITIL, shownetwork =< > FEFEH L £,

show networ k

avwy FERE J1)—X EERNE
6.1 Zoavwy RPREAINE LT,
6.7 Zoa< R, &R L Management Center Dl 5 D7 7 & X 57—

AVE =Tz A ADRy NI = RELEFKRLET,

ERLDHA KSq4Y ZO0avy REfiH LT, configurenetwork =~ > R&EMA L CRE LI2FBA v ¥ —7 = A
ADTUNT 4 FRLET,

= Tz L TCT—Z A H—T oA AT LHLIICERT RLRAEZERTETDH L.
77— kv =A% [data-interface] & L CERINET,

151
wIZ, show network =~ > RO HlZRL £,

> show network
===============[ System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6 Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ IPvV4 J-—————————————— ===
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-—=———————————— ==
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled
Authentication : Disabled
======[ System Information - Data Interfaces ]======

. show j - show o



| showj-showo
show network .

DNS Servers :
Interfaces : GigabitEthernetl/1

===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPv4 J-—————————————m ===
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 J-—=———————————— ==
Configuration : Disabled

show j - show o .



. show network-dhcp-server

show j - showo |

show network-dhcp-server

BHA A —T 2 A4 ATDHCP Y —_"—D AT — % A% £ HIZiE, shownetwor k-dhcp-server
a~vy REHLET,

show networ k-dhcp-server

avy FERE

FRLEDHA KSA Y

1) =2 EENR
6.2 Ioavry FREASHELE,

BHA LA —T 2 A ADF T a Y ODHCPh—"—DAT —H A% FRT HIZE, Z0a~
v RZEMHLFET, DHCP — " —%&E T HI21%, configurenetwork ipv4 dhcp-server-enable
avy REEHLET,

H77121X,. DHCP - — N—0H DR ENFE T, A58, 7T RLAT— 1%
IRENET,

151
WIZ, DHCP —R—%2REL, TORAT—H AT T IHH R LET,

> show network-dhcp-server

DHCP Server Disabled

> configure network ipv4 dhcp-server-enable 192.168.45.46 192.168.45.254
DHCP Server Enabled

> show network-dhcp-server

DHCP Server Enabled

192.168.45.46-192.168.45.254

Command £HBA

configure network ipv4 BHA X —T7 =4 AZDHCP y—"—&HELET,
dhcp-server-enable

configure network ipv4 A X —T = A AD DHCP Y — "—Z L F9,
dhcp-server-disable

. show j - show o



| showj-showo

show network-static-routes .

show network-static-routes

BHALZ—T 24 A L TERESNTZAXT 4 v 7 b— M EFERTHITIE, show
network-static-routes =~ > RZ{FEH L E7,

show networ k-static-routes

avy FERE

FEREDHA RKS4 Y

Jjy—= TEAR
6.1 Toavwy RPREAINE LT,

BEHA L H—T oA ADAZT 4 v I N— MNI, BEROEEA L —T =2 AERTETDHLEX
WHEHENET, RO —MNIIE, T74LV M — M oA I35 ENFEHA, H—DEH
AHE—T 2 A ABEALTWDEEHA, @F., BIORAZYT v 71— MNIbY A,

IPoavwy RTCERRINDNL— NI, BEHA LV H—T = AHEHATT, 7—F A ¥ —T=A
ATIIEH SN EH A, through-the-box b7 7 4 v 7 IZITEH SN EH A,

il

WOPNL, BEA L F—T oA ABIMDAZT 4 o 7 )b— FRR2NZ L ER LT
T, TNV~ NU = A BHE—DL— FTT,

> show network-static-routes
No static routes currently configured.

WIZ, AZT 4y 7 v— FEHIBRT 2 5EOB 2R LET,

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : brl
Destination : 10.1.1.0
Gateway : 192.168.0.254
Netmask : 255.255.255.0
BEav R Command Hol:):
configure network BHA LV H =T 2 A ADAZT 4 v 7 N— b EFRELET,
static-routes

show j - show o .



. show ntp

show ntp

show j - showo |

B D Network Time Protocol (NTP) H—/3—_ BILORREZF/RT HITIE, showntp 2=

NafERLES,
show ntp
av Yy FERE )1)—2=R EEARE
6.1 Zoa~vr RREAINE L,

FERHEDHA KSq4y O3 NI NTP Y= —IZBT 2 EREREFR LET, L VIEFRERNLERGE
%, systemsupportntp =2~ > RZEHLET, ZOa~vr RIL, Zoa~vr Rolé,
NTP 7’12 b 2 /L CRidli SN HAEHENTP =~ Rntpg DHABREENTWET,

1

WIZ, NTP REZRTRT OB 2R L ET,

> show ntp
NTP Server
Status
Offset
Last Update

NTP Server
Status
Offset
Last Update

NTP Server
Status
Offset
Last Update

NTP Server
Status
Offset
Last Update

: 209.208.79.69

: Available

: -1.614 (milliseconds)
: 578 (seconds)

: 45.127.112.2 (clocka.ntpjs.orqg)
: Available

: -1.355 (milliseconds)

: 874 (seconds)

: 198.58.105.63 (ha81l.smatwebdesign.com)
: Not Available

: —-4.942 (milliseconds)

: 369 (seconds)

: 204.9.54.119 (ntp.your.orgq)
: Being Used

: 0.312 (milliseconds)

: 962 (seconds)

WOFNZ, systemsupportntp =~ > RA&H L CGEINERA UG 5 HikE R L Tw
F9, NTP A2 iR T HLERNHLHGEIL. Zoa~vr e LET,

[Results of ‘ntpq -pn)] D EHRLET, 7L 2iE, KO L HIIZFREINET,

> system support ntp

. output redacted ...

Results of 'ntpg -pn'
remote

refid

st

t

. show j - show o

: +216.229.0.50
: 129.7.1.66

: 2

tu



| showj-showo

show ntp .
when : 704
poll : 1024
reach : 377
delay : 90.455
offset : 2.954
jitter : 2.473

. remaining output redacted ...

ZOFITIE, NTP 4— D7 RLZADOFHTO [+ 1T, BEMRERCTHIZ a2 L
FI, TAX VR ¥ 3, BEOKIFROET 2R LET,

NTP 7 —% > (NTPD) X, FET7oHEGEND 8 DOV TNVDATAT 4T
T4V RUERFERHLT, 1 203 ILE2 s T v LET, T0O%, 7y Uk
PUZL S TELWTF Y A ~v—ERIERT 4 v H—DBREINET, RIZ, NTPD 87
7 R MY TR ELET (o4 72y bE2T T R NY v 7T BIEDYSY
UEIZTHZEIITEERA) , BOBEIE, 7y FOEL, Eoid——0DfH
BNFAE LTI OEIT TR COBMREGREND &, FFHICEWVEIENE T ET,
T, FABRICHIEFICEVREA» DY 3, Z7uy Z7HAETLIY XAZL- T,
ray A7y NEBLOA VL —F =T — %R T HLERH Y T2, 22X
ERFR B ATREMED B D £ 77,

\)

GE)  refid 28 .LOCL. D& 1E, 7 BNEHMEOR - L /ay 7 ThHZ xR LET,
SFV, KHREICEOR—HINVIay I OREFEHALET, ®RLEZETH LOCL
DO%E . Device Manager (3 NTP 8t 4 #I29 GERI) 1[o~v—27 LET, #E NTP
I, K0 EU AR CE 25A . LOCLEMZBIR L A, ZDH, —
N—Z% 3O ERETHILERNH D £,

BEav R Command Hl:):

system support ntp NTP OFE N T TNy a—TFT 4 Vv T EREERLET,

show j - show o .



show j - showo |
. show object

show object

by hADYRRIPT RLARYE, Xy hU—IH—bE 2 37 V=7 MIBETHIERERR
9 5I21%. showobject =~ > R&MHAL £,

show object [ id object hame | network-service [ detail 1]

BX DA id name (AT av) FrTHATV s FOLRHL, KT & ANCFRER
SnFEd, 7=& %X, lobject-name] IL [Object-Name| & —FH L F
A,

network-service[detail] (47> av) §RTOFy NI —I P —EA 4T V=7 hEER
LET, 7V RAUA—ZHEMTON TS Y v oS
72IP 7 RLAEFRT DI, detail ¥— T — REEHET,

S R Fo Ik ATAAEERELRVEA, TARTOFT Ve NRRRENET,

avy RER Jiy—=x EERNE
7.1 Zoavwry RPREAINE L,
151

WIZ, Cisco EWHZRIOFR Y U= —Y R 3TV FOFEMER TR T L0 %
RLET, app-id (77U 7 —3 9 ID) [ ENERE S T9, hitent (B~ b B2 k)
DEF-ORHD, BHEA Y v 7 & LTERRINET,

> show object id Cisco

object network-service "Cisco" dynamic
description Official website for Cisco.
app-id 2655

domain cisco.com (bid=0) ip (hitcnt=0)

BEa<v >R Command L)z

clear object Xy NT—=I =R ATV by b b 227 )T LE
R

show object-groups Xy NI—=I =R FT V= N IN—TLby MU MR
RLET,

. show j - show o



| showj-showo

show object-group .

show object-group

FT2 ) NITN—=TDHA TNy NI =T ATy "I N—TFEIRry hU—7 H—
ARG T2 NIN—TTHIBBCA T =7 NI NA—TOEREEETSE Y h T
R 51T, showobject-group =2~ > REMHLES, 3 XTOXA TDOAT V=7 K
TN—ThFm T HITE, "NTA—FpLTavr ReERALET,

show object-group [ count | interface | network | security | service | id name
]

show object-group network-service [ group name [ network-service-member member_name
[ dnsdomain_name 1] [ detail ]

X NN count (AT ar) A7V NTA—TOKEFNED T —TNOF

TVl o, BIOFENLOMERRIICEES AR EERLE
—g—o

detail Iy NI =P = AFT V27 MIOWTC, T VxF b A N—
WBEMITONTWAFy vy v aINZIP T RLAZRRLET,

dns domain_name (AFvay) ARiE AV R—BHELT-XYy NTI—T7H—E R F
TV MIZOWT, FDAUIN—DREFED KA A AZIERETHIFR L
£7, fil. example.com,

id name (AFvay) A7V s INA—TERLEITTHELET,

interface UEE) A F—T A REATDOF T T I,

network (A7Tvay) 2y hI—IZATDFT V=7 b,

networ k-service (AFvav) Ry NI—2H—ERFTVx b, 7= b

[group_name | HERELTH—OF TV =7 MIEREHIRCTE £9,

network-servicemember (47> 3 ) ARIEEEELE Ry NV —2H—EX ATV b

member_name IZOWTC, ZDFT V=7 FORFED A L R—TEREHIR L £,

security (FFvay) BXa VT 48,4 TOFTV =0 b,

service (FE) =t REATDFT V=7 b,

avy FEE )1)y—= EENE

6.1 Zoawry RBREAINE L,

7.1 network-service ¥ — U — K L B#E T XA —Z RN EMEINE LT,

7.2 count ¥ — 7 — R2NBIMENE LT,

show j - show o .



. show object-group

show j - showo |

il

Wiz, TAnet] EWIHOLARIDOFR Y NT—27 T V=) NI NA—TIZONWTOIEREE
s~$ %, show object-group =2~ > RO AR L ET,

> show object-group id Anet

Object-group network Anet (hitcnt=10)
Description OBJ SEARCH ALG APPLIED
network-object 1.1.1.0 255.255.255.0 (hitcnt=4)
network-object 2.2.2.0 255.255.255.0 (hitcnt=6)

WIZ, P—ERZN—T T DA R ~T 5, show object-group =2~ > ROHL )
iz~ LET,

> show object-group service

object-group service B-Serobj
description its a service group
service-object tcp eqg bgp

WIZ, Xy NT—IH—ERAAFT V=2 heZDby NITUY NeRRTHHERL
£9, v b= %= A ZL—7ID (nsg-id) . 77V 47— 21D (app-id) .
bid 72 EOBFEOFRR|FIINEDA T v 7 ZAFEFTHY , BHEHL THhENETA,

> show object-group network-service FMC_NSG_4294969442
object-group network-service FMC NSG 4294969442 (nsg-id 512/1)
network-service-member "Facebook" dynamic

description Facebook is a social networking service.

app-id 629

domain connect.facebook.net (bid=214491) ip (hitcnt=0)

domain facebook.com (bid=370809) ip (hitcnt=0)

domain fbcdn.net (bid=490321) ip (hitcnt=0)

domain fbcdn-photos-a.akamaihd.net (bid=548791) ip (hitcnt=0)

domain fbcdn-photos-e-a.akamaihd.net (bid=681143) ip (hitcnt=0)

domain fbcdn-photos-b-a.akamaihd.net (bid=840741) ip (hitcnt=0)

domain fbstatic-a.akamaihd.net (bid=1014669) ip (hitcnt=0)

domain fbexternal-a.akamaihd.net (bid=1098051) ip (hitcnt=0)

domain fbcdn-profile-a.akamaihd.net (bid=1217875) ip (hitcnt=0)

domain fbcdn-creative-a.akamaihd.net (bid=1379985) ip (hitcnt=0)

domain channel.facebook.com (bid=1524617) ip (hitcnt=0)

domain fbcdn-dragon-a.akamaihd.net (bid=1683343) ip (hitcnt=0)

domain contentcache-a.akamaihd.net (bid=1782703) ip (hitcnt=0)

domain facebook.net (bid=1868733) ip (hitcnt=0)
network-service-member "Google+ Videos" dynamic

description Video sharing among Google+ community.

app-id 2881

domain plus.google.com (bid=2068293) ip (hitcnt=0)
network-service-member "Instagram" dynamic

description Mobile phone photo sharing.

app-id 1233

domain instagram.com (bid=2176667) ip (hitcnt=0)
network-service-member "LinkedIn" dynamic

description Career oriented social networking.

app-id 713

domain linkedin.com (bid=2317259) ip (hitcnt=0)

. show j - show o



| showj-showo

show object-group .

ROBNIA TV =27 NI FERLELDTHY, 7= NI A—T0¥, 7
N—FCEEND AT =7 b0, BIOACLSNAT 2 E TSN TWA 4T
Vxl NOBEHRTEET, ZOBRIIA TV NI —TRBIEED T 3 —
~ U AICEET 55O T,

ciscoasa (config)# show object-group count

Object Group Name Group Count Dyn Count V4 CNT V6 CNT ACL

CNT NAT CNT OG in 0OG

network i28Z-route 68 0 68 0 0
0 0

network 128Z-VRF-BGP-PEERS 4 0 4 0 2
0 0

network EXCH-BGP-PEERS 4 0 4 0 2
0 0

network obgr SUBNETS NO ACL 112 0 112 0 0
0 0

network obgr SUBNETS ACL ASAMgmt 1 0 1 0 0
0 0

network obgr CLIENTS ACL ASAMgmt 8 0 8 0 1
0 0

network obgr SUBNETS CGS vMotion 1 0 1 0 0
0 0

network obgr CLIENTS CGS vMotion 9 0 9 0 1
0 0

network obgr SUBNETS UPMCOD CGS 17 0 17 0 0
0 0

network obgr CLIENTS UPMCOD CGS 90 0 90 0 1
0 0

network obgr CLIENTS 10.68.0.0 16 2 0 2 0 1
0 0

network obgr CLIENTS 10.68.1.198 31 4 0 4 0 1
0 0

network obgr CLIENTS 10.68.73.133 7 0 7 0 1
0 0

network asa_zabbix proxies 4 0 4 0 1
0 0

Total Summary

Object-group
Object-group
Object-group
Object-group
Object-group
Object-group
Object-group
Object-group
Object-group
Object-group

Redundant object-group in Network
Redundant object-group in IfC

count 14

object count 331
Dynamic count 0
IPv4 count 331
IPv6 count 0

Used in ACL
Used in NAT
Unused
Internal
Dummy

O > O O Ul O W

BEEavTY R

Command

Bl

clear object-group

N e YT LET,

WESNTAT V2 N IN—T DRy NT—=0 F TP/ hDE v

show access-list

TR_RCOT7 78R VA, BEIGET 7EA VA=Y, BX
Pey by bEFRRLET,

show j - show o .



show j - showo |
. show object-group

Command = BR
show object Fy NT—=I =R LTz r ey MUY MEFRRLET,

show j - show o
88



| showj-showo

show ospf

show ospf .

OSPF/L—7 77 at AT 2 —EIE#RE R T 51T, showospf 2~ REMEH L £
T

show ospf [vrf name | all] [pid [area id]]

X DR area_id (f£&) OSPF 7 R UL AHPHIZEH# T IT 5D =) 7D ID,
pid ({f-&) OSPF m-t&A® ID,
(vrf name | all] Virtual Route Forwarding (VRF) ({RAEL—% &L IR D) Z2H%)
W5 &, vif namex—U— RE2FEHLTa~y REREEOREL—
ZIZHIRCTE ET, TRTOHEBL—FIZa~y REEH Y856
X, al ¥F—U—FK&28bE+, 26O VRF EHEF—TU— Ko
NLEDHRWES, a~vy NiZZ e — L VRE (FFELV—Z 1S &
hiﬁ—o
avy FER J1y—= FENE
6.1 ZDavwr RPREAINE L,
6.6 [vif name | all] F¥—U— FREBMENE LT

1

KIZ, showospf =2~ RO B EZRLET, T2 TlE, FFED OSPFLV—T 4 7
Taw AT L RERE R R T OB E R L TVET,

> show ospf 5

Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x 0

Number of opagque AS LSA 0. Checksum Sum 0x 0

Number of DCbitless external and opaque AS LSA 0O

Number of DoNotAge external and opaque AS LSA 0

Number of areas in this router is 0. 0 normal 0 stub O nssa
External flood list length 0

WIZ, showospf =~ > RO EZRLET, Z 2 TiL, TXTDOSPF/L—T 1
77t AT L - BIERERTRT 56 E R L TOVET,

> show ospf
Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS (TOSO) routes

show j - show o .



show j - showo |
. show ospf

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x 0

Number of opaque AS LSA 0. Checksum Sum Ox 0

Number of DCbitless external and opaque AS LSA 0O

Number of DoNotAge external and opaque AS LSA O

Number of areas in this router is 0. 0 normal 0 stub O nssa
External flood list length O

Routing Process "ospf 12" with ID 172.23.59.232 and Domain ID 0.0.0.12
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x 0

Number of opaque AS LSA 0. Checksum Sum Ox 0

Number of DCbitless external and opaque AS LSA 0O

Number of DoNotAge external and opaque AS LSA O

Number of areas in this router is 0. 0 normal 0 stub O nssa
External flood list length O

. show j - show o



| showj-showo

show ospf border-routers .

show ospf border-routers

ABR B L TVASBR £ TOWNE OSPF v—7 > 7 7 —7 )b = MY KT HI2IE, show
ospf border-routers =~ > KZfEH L £,

show ospf border-routers [vrf name | all]

BX DA (vrf name | all] Virtual Route Forwarding (VRF) ({RAL—% & HIEEIND) ZH%)
2325 &, vrf nameXx—U — R&fiH L Ca~r REFEEDORE/L—
ZIZHIRCTE E9, TXTOHEEL—FIZa~vr REERSEL55
i, dAlF—U—FEEHET, Z4HD VRFBEE#EY —T— KO
NbHEDRNGE, a~ Yy R/ v —sYL VRE AL — 2 (ZiEH S

nE7,
avy FERE )1)—=x EERNE
6.1 Zoawy RBREAINE L,
6.6 (vrif name | all] F—TU— K2 EBMEINFE L,

£l
Iz, show ospf border-routers =~ > KO &~ L £9,

> show ospf border-routers

OSPF Process 109 internal Routing Table

Codes: 1 - Intra-area route, I - Inter-area route

i 192.168.97.53 [10] via 192.168.1.53, fifth, ABR, Area 0, SPF 20

i 192.168.103.51 [10] via 192.168.96.51, outside, ASBR, Area 192.168.12.0, SPF 14
1 192.168.103.52 [10] via 192.168.96.51, outside, ABR/ASBR, Area 192.168.12.0, SPF 14

show j - show o .



. show ospf database

show j - showo |

show ospf database

OSPF hAR B VT —FZ _X— 2T SN TV D I Z KT 5 121E. show ospf database =+ >
REFERALET,

show ospf [vrf name | all] [pid [area id]] database [router | network | summary
| asbr-summary | external | nssa-external] [lsid] [internal] [self-originate | adv-router
addr]

show ospf [pid [area id] ] databasedatabase-summary

B DEREA

addr (fEE) »—2D7 KL A,

adv-router EE) 7 R A XS NTov—4,

area_id (f5) OSPF 7 R L A&iPHIZBIHEST T b TnWb =Y 70 ID,

asbr-summary (f£%) ASBR U A hOEHZFRR L ET,

database T IR AERER T LET,

database-summary (ER) 72 _X—2A2KOEHY XA NE2FRLET,

external () $BELE-HEY RT AONEONL— k&R LET,

internal (B HBELZEHEY AT ANEOL— |,

Isid (f£7) LSAID,

network (f£8) % v NU—2 I+ % OSPF 7 — % ~— A # #or L&
D

nssa-exter nal (f£&) HMEBOD Not-So-Stubby Area V A & FR L £,

pid ({£#) OSPF 71 2® ID,

router EE) V2 EERLET,

self-originate (EE) fBELZAMBY AT MCET A ERE R R LET,

summary (EE) VAR ROBRERRLET,

(vrf name | all] Virtual Route Forwarding (VRF) (AR /L—%2 &L HIHIND) 2 A%

275 &, vif name¥—U— RK&2FEH L CTa~vy FEREDORIEL—
ZIZHIBTE £, T TOFEEL—F ICa~y FEER ST 55
iE, al ¥—U—FK2&0%d, 25O VREFEEF—TU— RO
NbEDRWgGE, a~vr FidZ e — L VRF LV — 22 H &
nEd,

. show j - show o



| showj-showo
show ospf database .

avy RER Jiy—=x EERNE
6.1 Zoawry RPREAINE L,
6.6 [vif name | al] ¥F—U— RFREBMNENE LT,
451

Iz, show ospf database =~ > RO il &R L E T,

> show ospf database
OSPF Router with ID(192.168.1.11) (Process ID 1)

Router Link States (Area 0)
Link ID ADV Router Age Seg# Checksum Link count

192.168.1.8 192.168.1.8 1381 0x8000010D 0xEF60 2

192.168.1.11 192.168.1.11 1460 0x800002FE 0xEB3D 4
192.168.1.12 192.168.1.12 2027 0x80000090 0x875D 3
192.168.1.27 192.168.1.27 1323 0x800001D6 0xl2cc 3

Net Link States (Area 0)
Link ID ADV Router Age Seg# Checksum
172.16.1.27 192.168.1.27 1323 0x8000005B 0xA8EE
172.17.1.11 192.168.1.11 1461 0x8000005B 0x7AC

Type-10 Opaque Link Area Link States (Area 0)
Link ID ADV Router Age Seqg# Checksum Opaque ID

10.0.0.0 192.168.1.11 1461 0x800002C8 0x8483 0
10.0.0.0 192.168.1.12 2027 0x80000080 0xF858 0
10.0.0.0 192.168.1.27 1323 0x800001BC 0x919B 0
10.0.0.1 192.168.1.11 1461 0x8000005E 0x5B43 1

iz, show ospf database asbr-summary =~ > KO H 6%~ LET,

> show ospf database asbr-summary

OSPF Router with ID(192.168.239.66) (Process ID 300)
Summary ASB Link States(Area 0.0.0.0)

Routing Bit Set on this LSA

LS age: 1463

Options: (No TOS-capability)

LS Type: Summary Links (AS Boundary Router)

Link State ID: 172.16.245.1 (AS Boundary Router address)
Advertising Router: 172.16.241.5

LS Seqg Number: 80000072

Checksum: 0x3548

Length: 28

Network Mask: 0.0.0.0

TOS: 0 Metric: 1

IZ, show ospf databaserouter =2~ > RO HHIZ R L ET,

> show ospf database router

OSPF Router with id(192.168.239.66) (Process ID 300)
Router Link States(Area 0.0.0.0)

Routing Bit Set on this LSA

LS age: 1176

show j - show o .



. show ospf database

Options: (No TOS-capability)

LS Type: Router Links

Link State ID: 10.187.21.6

Advertising Router: 10.187.21.6

LS Seqg Number: 80002CF6

Checksum: 0x73B7

Length: 120

AS Boundary Router

Number of Links: 8

Link connected to: another Router (point-to-point)
(link ID) Neighboring Router ID: 10.187.21.5
(Link Data) Router Interface address: 10.187.21.6
Number of TOS metrics: O

TOS 0 Metrics: 2

&IZ, show ospf database network =< > RO NHFIZ R L ET,

> show ospf database network

OSPF Router with 1d(192.168.239.66) (Process ID 300)
Displaying Net Link States(Area 0.0.0.0)

LS age: 1367

Options: (No TOS-capability)

LS Type: Network Links

Link State ID: 10.187.1.3 (address of Designated Router)
Advertising Router: 192.168.239.66

LS Seqg Number: 800000E7

Checksum: 0x1229

Length: 52

Network Mask: 255.255.255.0

Attached Router: 192.168.239.66

Attached Router: 10.187.241.5

Attached Router: 10.187.1.1

Attached Router: 10.187.54.5

Attached Router: 10.187.1.5

Iz, show ospf database summary =2~ > RO HHIZR L ET,

> show ospf database summary

OSPF Router with 1d(192.168.239.66) (Process ID 300)
Displaying Summary Net Link States (Area 0.0.0.0)

LS age: 1401

Options: (No TOS-capability)

LS Type: Summary Links (Network)

Link State ID: 10.187.240.0 (summary Network Number)
Advertising Router: 10.187.241.5

LS Seqg Number: 80000072

Checksum: Ox84FF

Length: 28

Network Mask: 255.255.255.0 TOS: 0 Metric: 1

Iz, show ospf database external =~ > ROH FlA2 R L £,

> show ospf database external
OSPF Router with 1d(192.168.239.66) (Autonomous system 300)

Displaying AS External Link States
LS age: 280
Options: (No TOS-capability)
LS Type: AS External Link

. show j - show o

show j - showo |



| showj-showo
show ospf database .

Link State ID: 172.16.0.0 (External Network Number)
Advertising Router: 10.187.70.6

LS Seq Number: 80000AFD

Checksum: O0xC3A

Length: 36

Network Mask: 255.255.0.0

Metric Type: 2 (Larger than any link state path)
TOS: O
Metric: 1
Forward Address: 0.0.0.0
External Route Tag: 0

show j - show o .



show j - showo |
. show ospf events

show ospf events
OSPF WNifiA X RO & FK~7T 521X, show ospf events 2~ > RZEHEH L E7,

show ospf [vrf name | all] [process id] events [type]

BX DA process_id (A7 ay) a—HLTEYLTHN, (FEDEDCEKTH DN
IDERELET, ZDOIDIX. OSPF/L—F 47 Fat ANA 2—
TN 7o TWDHEAIL, BEEEV Y TOENDIESTT,

type (AFvay) BrRTHARXNXATDY AL, XA T % 1DOL
FRELRVWE, TRXTOALRY FRERENET, ROXATT
TANEY T TEET,

s generic : —fixY7Z2 1 Nk,

sinterface : 1 % —7 = A ZIRRELE{LA X b,

e lsa: LSA BF A~ b3 LUV LSA ERA N2 b,
e neighbor : A /N—IREEZ LA X |,

s reverse : WDIEFTA N2 b2 FR,

orib : —HEFEBRAR—ADOFEH A N2 b, HIBRA X2 b, BXO
B A N b,

epf : SPFORF Y a—V 74X FEIONSPF EITA4 X |,

(vrf name | all] Virtual Route Forwarding (VRF) (A8 —4& & LN D) #HZ)
295 &, vrif named—U— K& L CTa~vy REREDORIEL—
ZIZHIRCTE £9, TXTOHEEL—FICa~vr REERSE556
X, Al ¥—vU—FR&2&DET, ZN5HOD VRF EHESF—T— KON
NbLEORWEAE, a2~ FidZ a—s UL VRE ([KAE/L—Z (IZH#EH &

nE7,
avy FERE )1)—=x EENE
6.1 Zoawry RPREAINE L,
6.6 (vrif name | all] F—TU— K2 EBMEINFE L,

1
Iz, show ospf events =~ > KO Il 2R LET,

> show ospf events

. show j - show o



| showj-showo

show ospf events .

OSPF Router with ID (192.168.77.1) (Process ID 5)

1 Apr 27 16:33:23.556: RIB Redist, dest 0.0.0.0, mask 0.0.0.0, Up
2 Apr 27 16:33:23.556: Rescanning RIB: 0x00x0
3 Apr 27 16:33:23.556: Service Redist scan: 0x00x0

EEav >R

Command i BA
show ospf OSPF L —F 4 > 7 Tt ADT_RCOBELERLET,
show ospf =Y 7R —% (ABR) & HiEY 2T L5 L—% (ASBR) ~D

border-routers

WESOSPF V—TFT 4 7 T—T 1 oo M) 2F R LET,

show j - show o .



show j - showo |
. show ospf flood-list

show ospf flood-list

WTFNDPOA v H—T 2 A REN LT T T T 4 T E2FHE L TS OSPFLSAD Y A &K
R BHIZIE, show ospf flood-list =~ > K& L £,

show ospf flood-list [vrf name | all] interface_name

X NN interface name A NS EE R F T B A L H—T A ADL
[vrf name | all] Virtual Route Forwarding (VRF) ({ff8/L—# & HFHIND) B

W35 &, vrif namex—Y— REFEHLTa~vy REREDREL—
ZIZHIRTE £9, T _XTORMEL—FICa~r FEERSE5854
1, al ¥—U—F2EDFET, 25D VRE BEF—U— KD\
NLEHRWGEE, a~<y NiEZ a— L VRF RAEL— 2 (2 X

nE7,
avy FER Jy—= EENE
6.1 Zoavy RPREHEAINE LT,
6.6 (vif name | all] F—U— RFBXEBIMENhZE LT

i
Iz, show ospf flood-list =~ > RO 1l &R L ET,

> show ospf flood-list outside

Interface outside, Queue length 20
Link state flooding due in 12 msec

Type LS ID ADV RTR Seq NO Age Checksum
5 10.2.195.0 192.168.0.163 0x80000009 0 0xFB61
5 10.1.192.0 192.168.0.163 0x80000009 0 0x2938
5 10.2.194.0 192.168.0.163 0x80000009 0 0x757
5 10.1.193.0 192.168.0.163 0x80000009 0 0x1E42
5 10.2.193.0 192.168.0.163 0x80000009 0 0x124D
5 10.1.194.0 192.168.0.163 0x80000009 0 0x134C

. show j - show o



| showj-showo

show ospf interface .

show ospf interface

OSPF B DA > X — 7 = A Al % £md 5I121E, show ospf interface =~ > K& AN L %
T

show ospf interface [vrf name | all] [interface name]

BX DA

AR R TFIAILE

interface_name ({EE) OSPF B DOERE R RT DA v H—7 = A ADLHI,
(vrf name | all] Virtual Route Forwarding (VRF) ({RAH/L—% L HIHEIND) 2 H%)

W35 &, vif namex—U— REFHLTa~vr REREDREL—
ZIZHIRTE £4, X TORMEL—FICa~r FEERSE5854
1, al ¥—U—F2EDFET, 25O VRE BEF—TU— KD
NLEHRWEE, a~<y NiEZ e— L VRF AL — 2 (2 X
nET,

A E—T 2 A AFEELLVESIZ., TXTOA ¥ —7 = A ZIZB$ 5 OSPF {H# A3~
ENFET,

avy RNERE

)1)—= EEAR

6.1 Zoawry RPREAINE L,

6.6 (vif name | all] F—U— FREBIMESNhZE L
151

Iz, show ospf interface =~ > RO il &R L E 9,

> show ospf interface outside
out is up, line protocol is up
Internet Address 10.0.3.4 mask 255.255.255.0, Area 0
Process ID 2, Router ID 10.0.3.4, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10 msec, Dead 1, Wait 1, Retransmit 5
Hello due in 5 msec
Wait time before Designated router selection 0:00:11
Index 1/1, flood queue length 0
Next 0x00000000 (0) /0x00000000 (0)
Last flood scan length is 0, maximum is O
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor (s)

show j - show o .



show j - showo |
. show ospf neighbor

show ospf neighbor

OSPF A N—{F#fiz A v ¥ —7 = A4 AHNLTHRT 5121E, show ospf neighbor =2~ > K%

EALET,
show ospf neighbor [vrf name | all] [detail | interface hame [nbr_router id] ]

BX DA detail (L&) 858 Lie— 2 2B 2abMie e Ron LET,
Interface_name (EH) FAN—WREFRFT 54 25 —7 =4 ADAHL
nbr_router_id (EE) XA NN— )L—HZD)L—Z 1D,

(vrf name | all] Virtual Route Forwarding (VRF) ({RAH/L—% L HIHEIND) 2 H%)
235 &, vrf namex—U— K& L Ca~y REREEDOREL—
ZIZHIRECE ET, I_XTCORENLN—F | Za~vy FEERSE 254
i, dlF—U—FE2EHET, ZHO VRFBEE#EF —T— KON
NHEORWEAE, 2~y N7 m— UL VRF (/A8 —# IZi#H S
NET,

avy FERE )1y—= LEEHNE
6.1 Zoavwry RRBASnE LK,

6.6 (vif name | all] F—VU—FKBNBMSE L,
i

KIZ, showospfneighbor =~ > RO FlZ R LET, T2 T, A F—T A X
T & @D OSPF A N—tE#REFRRT HH 2R L TWET,

> show ospf neighbor outside

Neighbor 192.168.5.2, interface address 10.225.200.28
In the area 0 via interface outside
Neighbor priority is 1, State is FULL, 6 state changes
DR is 10.225.200.28 BDR is 10.225.200.30
Options is 0x42
Dead timer due in 00:00:36
Neighbor is up for 00:09:46
Index 1/1, retransmission queue length 0, number of retransmission 1
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 1, maximum is 1
Last retransmission scan time is 0 msec, maximum is 0 msec

Iz, show ospf neighbor detail =~ > KOH SR L E3, 8E Zi7= OSPF %A
N—OFEME R A R T D HEEZRLET,

. show j - show o



| showj-showo
show ospf neighbor .

> show ospf neighbor detail

Neighbor 25.1.1.60, interface address 15.1.1.60
In the area 0 via interface inside
Neighbor priority is 1, State is FULL, 46 state changes
DR is 15.1.1.62 BDR is 15.1.1.60
Options is 0x12 in Hello (E-bit, L-bit)
Options is 0x52 in DBD (E-bit, L-bit, O-bit)
LLS Options is Oxl (LR), last OOB-Resync 00:03:07 ago
Dead timer due in 0:00:24
Neighbor is up for 01:42:15
Index 5/5, retransmission queue length 0, number of retransmission 0
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 0, maximum is O
Last retransmission scan time is 0 msec, maximum is 0 msec

show j - show o .



show j - showo |
. show ospf nsf

show ospf nsf

OSPFv2 BHi# D NSF fF# 2 £ 5 12i%, showospfnsf 2~ REAHLET,

show ospf nsf [vrf name | all]

X DA (vrf name | all] Virtual Route Forwarding (VRF) ({RAE/L—% &L HIEEND) ZH%)
2T B e, vrif named—U— RK&2FEH L Ta~vy FEREORIEL—
HZICHIRTE £, TRTOFEBAL—FZICa~vy REEHSE 854
X, Al ¥—U—RE2EDET, 5O VRF EHEF—7— KOWNg
nNLEDRWES, <> RiZZ a— 0 VRF RAELV—Z 1ZiEH &

nE7,
avy FER Jiy—=x EENE
6.1 Zoawy RPREAINE LT,
6.6 (vrif name | all] F—U— K2 EBIMEINFE L,

451
Wiz, show ospf nsf =~ > ROl ZR L ET,

> show ospf nsf
Routing Process "ospf 10"
Non-Stop Forwarding enabled
Clustering is not configured in spanned etherchannel mode
IETF NSF helper support enabled
Cisco NSF helper support enabled
OSPF restart state is
Handle 1, Router ID 25.1.1.60, checkpoint Router ID 0.0.0.0
Config wait timer interval 10, timer not running
Dbase wait timer interval 120, timer not running

. show j - show o



| showj-showo
show ospf request-list .

show ospf request-list

N—ZZH > TEREINTZTXTDOLSA DU A M EFRRT HIZIEL, show ospf request-list =~
Y REMEHLET,

show ospf request-list [vrf name | all] nbr_router_idinterface name

BX DA interface_name FANR—NERERRT DAV F—T = A ADLH, O H—T =
AAMBNL—FIZ LS TERESNIZTXTOLSA DY XA MEFRRL

i‘d‘o
nbr_router_id FAN—= =K DN—H ID, ZDFRA /N—=InH—F L~ THER

ST RTOLSADY A M EFRLET,

(vrf name | all] Virtual Route Forwarding (VRF) (AL —% & & FHIND) 2B
295 L, vrf name¥—U— &2l L CTa~ oy FEREDOAEL—
ZIHIBCTE ET, T_XTOEBL—FIZa~vr REEHESE 56
., al ¥—U—FEEOET, 25O VRFEH#EF—Y — Fong
NHBORWGE, A~y FidZ v —/39L VRE AL — 2 ([ZHEH &

hiﬁ—o
avy FERE J1y—= TEAR
6.1 Zoawy RpREAINE L,
6.6 [vif name | al] F—TU— R EMINE L,

Ll
Wiz, show ospf request-list =~ > KO AfFIZ R L £,

> show ospf request-list 192.168.1.12 inside
OSPF Router with ID (192.168.1.11) (Process ID 1)

Neighbor 192.168.1.12, interface inside address 172.16.1.12

Type LS ID ADV RTR Seqg NO Age Checksum
1 192.168.1.12 192.168.1.12  0x8000020D 8 0x6572
EEav> R Command iR
show ospf B EEZHELTVATRTOLSA DY A MNERFLET,
retransmission-list

show j - show o .



show j - showo |
. show ospf retransmission-list

show ospf retransmission-list

FEDRAN—BIOAS v F =T A AT 2HEEEZHFEL TVDLTRTOLSAD Y X
k&R T 5120%, show ospf retransmission-list =~ > R&2H L £,

show ospf retransmission-list [vrf name | all] nbr_router_id interface_name

X DR interface name A NS EE R F T B A L H—T A ADL
nbr_router_id A R— JL—Z DL—X ID,

(vrf name | all] Virtual Route Forwarding (VRF) (8L —% & N D) AR
2T 5L, vif namex—7U— REZH L Ca~vy REfrEOREL—
ZIZHIRTE ET, TXTOHEELV—FICa~vy REEH S 56
i, dAl ¥ =V —FK&EHET, ZNHO VRFE#HI—T7— KO
NLEDRWES, o~ RiZZ a— 0 VRF RAELV— 2 [T &

ﬂiﬁ—o
avy FER Jj1y—= EENE
6.1 Zoavy RBEAINE LT,
6.6 [vif name | all] F—U— FREBMENE LT

1
Wiz, AN A v H—T7 = A A ED 192.168.1.11 KA /N—/L— X |Z%f9 % show ospf
retransmission-list =~ > RO DHFIZRLET,
> show ospf retransmission-list 192.168.1.11 outside
OSPF Router with ID (192.168.1.12) (Process ID 1)
Neighbor 192.168.1.11, interface outside address 172.16.1.11

Link state retransmission due in 3764 msec, Queue length 2

Type LS ID ADV RTR Seq NO Age Checksum
1 192.168.1.12 192.168.1.12 0x80000210 0 0xB196
BEEa<T YR Command 5iRA

show ospf request-list | /L —Z |2 L > TERENTZTRTHOLSA DY X hEFRLET,

. show j - show o



| showj-showo

show ospf rib

OSPF /L —Z [E#-~—A (RIB) ZF/R<$ 5121, showospfrib =~ > R&HHL £,

show ospf rib .

show ospf [vrf name | all] [process id [area id]] rib [network prefix [network mask] ]
| detail | redistribution [network prefix [network mask]] | detail] ]
BX DA process_id ({E#&) OSPF 7'u& 2 ID,

area_id (f£7) OSPF 7 R L AHFAIZ AT Hi TV D= ) 7 0D ID,

network_prefix (ATvary) BrRTHL—FDFy hT—27 TLT 4 v 7 ABX

[network_mask] VAT v arTvry, WChlERLET,
10.100.10.1
10.100.10.0 255.255.255.0

detail (A7 v 3 r) RIBICET 2GR A R R LET,

redistribution (A7 av) BEAHEEEZRLET, *y NI—2F LT 407
AL~ AT HFRET DD, redistribution F— 7 — KD A1 detail F—
J—REHETHIEHTEET,

(vrf name | all] Virtual Route Forwarding (VRF) ({AH/L—2 &L HIFEIND) Z2H%)
232 &, vrf name¥—U— REZEH L CTa~y REReE O —
HIZHIBRTEFET, T RXRTOEBAL—ZIZa~r REEHSE 855
i, al ¥—U—K&&EHET, ZhbHO VRF HE#x—TU— Koy
NbEORWEA, o~ RidZ a— VL VRF 8L —Z IZH A &
WET,

avy FEE )1)—2 EERE
6.1 Zoavwy RPREAINE LT,
6.6 (vif name | all] F—U—RKPBREBMINFE L,

show j - show o .



show j - showo |
. show ospf statistics

show ospf statistics

S F I F 72 OSPF#iat (SPF 3 FHATESN7-E, #h, Wil L) 2&=3 25ITi%. show ospf
statistics =~ > R&HA L £7,

show ospf [vrf name | all] [process id] statistics [detail]

X nEiHA detail (A7 ar) MYH—RA L bEETFEMZ SPEIFREZfE L F
ﬁ—o
process_id (A7 ay) a—hLTEYYBTHN, [EEOEDEKRTH DN

IDEEELET, ZDOIDIX. OSPE/L—F (7 Fat AL x—
T2 > TWDEAIL, BEHEE VL THENDIEFTTT,

(vrf name | all] Virtual Route Forwarding (VRF) ({RAE/L—% & HIFETILD) A%
W23 b5 L, vrf namex—V— K& L Ca~vy REFEOREL—
ZICHIRTE £, TRTORENL—ZIZa~vy REERSE 5854
i, al ¥—U—FKz2EHET, ZNHO VRF BH#F—U — Ko
NLEORWES, a~2 RidZ a— VL VRF ALV — 2 1Ci A &

nEJ,
avy FER Jjy—= EENE
6.1 Zoavy RPEAINE LT,
6.6 [vif name | all] F¥—U— FREBMENZE LT

451
Iz, show ospf statistics =~ > RO N flz=R L ET,

> show ospf 10 statistics detail
Area 10: SPF algorithm executed 6 times

SPF 1 executed 04:36:56 ago, SPF type Full
SPF calculation time (in msec):

SPT Prefix D-Int Sum D-Sum Ext D-Ext Total
0 0 0 0 0 0 00
RIB manipulation time (in msec):
RIB Update RIB Delete
0 0

LSIDs processed R:1 N:0 Prefix:0 SN:0 SA:0 X7:0

Change record R L

LSAs changed 2

Changed LSAs. Recorded is Advertising Router, LSID and LS type:
49.100.168.192/0(R) 49.100.168.192/2(L)

SPF 2 executed 04:35:50 ago, SPF type Full

SPF calculation time (in msec):
SPT Prefix D-Int Sum D-Sum Ext D-Ext Total

. show j - show o



| showj-showo
show ospf statistics .

0 0 0 0 0 0 00
RIB manipulation time (in msec):
RIB Update RIB Delete
0 0

LSIDs processed R:2 N:1 Prefix:0 SN:0 SA:0 X7:0

Change record R N L

LSAs changed 5

Changed LSAs. Recorded is Advertising Router, LSID and LS type:
50.100.168.192/0(R) 50.100.168.192/2(L) 49.100.168.192/0(R) 50.100.168.192/0(R)
50.100.168.192/2(N)

show j - show o .



. show ospf summary-address

show j - showo |

show ospf summary-address

OSPF 7HEARATCHEINTWVDLTRTOY~ I —7T RLAFERAMIEHRDO Y A &R RTHIC
%, show ospf summary-address =~ > R&fH L £,

show ospf summary-address [vrf name | all]

BX DA (vrf name | all] Virtual Route Forwarding (VRF) ({RAE/L—% & HIEEND) 2H%)
25 &, vif name¥x—U— R&2FEH L Ca~vy FEREOREL—
ZIZHIRCTE ET, TRXTOEBL—FIZa~y REEH Y56
X, al ¥—U—FE2EDET, 26D VRE BHE#F—U— FOvg
NLEDHRWES, a~vy NiZZ e — UL VRE (FFELV—Z 1S &
hi—a—o
avy FRERE J1)—x FENE
6.1 Zoavwy RPREAINE LT,
6.6 [vif name | all] F—U— FREBMENZE LT

1

I, show ospf summary-address 2~ > RO AHIZ R LET, ZoFlik, IDRS
THDHOSPF 7Bt AWK LTH~ Y —7 FLARRESNDHANS, T_ToOV~< ) —
7 FUABEAERO U A M EFRT L7k ER L TOET,

> show ospf 5 summary-address

OSPF Process 2, Summary-address

10.2.0.0/255.255.0.0 Metric -1, Type 0, Tag 0
10.2.0.0/255.255.0.0 Metric -1, Type 0, Tag 10

. show j - show o



| showj-showo
show ospf traffic .

show ospf traffic

FEED OSPF A A Z L AT Ko TR (EEETITZE) Sl sy hoSESERZ A
TDY A EFERTDHITIL, show ospf traffic =2~ REMH L £,

show ospf traffic [vrf name | all]

BX DA vrf name | all] Virtual Route Forwarding (VRF) ({RAE/L—Z &L HIFEND) Z2H%)
2T 5L, vif namex—7U— REZH L Ca~vy REfrEOREL—
ZIZHIRTE £, TN TORBL—FICa~vy FEEH ST 554
i, dAl ¥ —U—FK&2EHET, ZNHO VRFE#HI—T7— KOng
NLEDRVYGS, 2~ RiEZ e — VL VRE (fAE/L— X IZiEH S

ﬂiﬁ—o
avy FER Jjy—= EENE
6.1 Zoavy RPEAINE LT,
6.6 [vif name | all] F—U— FREBMENE LT

FEEEDHA KSq4y ZOaAXC FEERTLL TRy 72T RSN SEIERIATD
OSPF X7y hDAF v Fvay FERAFTEET, 2OD OSPF A VA X UV ANRRIE S LT
WA A, show ospf traffic a2~ REEMTH L, WO A U AX U ADFRHERD KA
AR ADTaEAID &L HICERSINET, show ospf process idtraffic =~ > REFH L
T, YITNA L RB L ADREHEREER TR T HZEHTEET,

451
wIZ, show ospf traffic =~ > KO OB Z R L E7,

> show ospf traffic
OSPF statistics (Process ID 70):

Rcvd: 244 total, 0 checksum errors
234 hello, 4 database desc, 1 link state req
3 link state updates, 2 link state acks
Sent: 485 total
472 hello, 7 database desc, 1 link state req
3 link state updates, 2 link state acks

BEav R Command Hol:):

show ospf virtual-links | OSPE {58 U 7 /35 A — 4 & Bite DIEs Fors L% 7.

show j - show o .



show j - showo |
. show ospf virtual-links

show ospf virtual-links

OSPF {RA8Y » 7 D/NT A — 42 LBIIEDIRREZ KT 5 1Z1E, show ospf virtual-links =~ >
ERERLET,

show ospf virtual-links [vrf name | all]

BX DA (vrf name | all] Virtual Route Forwarding (VRF) ({RAEL—2 &L HIFEND) ZH%)
2T 5L, vif namex—7U— REZH L Ca~vy REfrEOREL—
ZIZHIRTE ET, T_XTOHEELV—FICa~vy REEH S 56
i, dAl ¥ —U—FK&2EHET, 2N HO VRFE#HIX—T7— KO
nNLEDRWES, o~ RiZZ a— 0 VRF RAELV— 2 [T &

ﬂiﬁ—o
avy FER Jj1y—= EENE
6.1 Zoavy RPEAINE LT,
6.6 [vif name | all] F—U— FREBMENZE LT

451
&Iz, show ospf virtual-links =~ > KOH B %R L ET,

> show ospf virtual-links

Virtual Link to router 192.168.101.2 is up

Transit area 0.0.0.1, via interface Ethernet0, Cost of using 10
Transmit Delay is 1 sec, State POINT_TO POINT

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 0:00:08

Adjacency State FULL

. show j - show o



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



