Ayt—

602101

602103
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ZOFEF, WO THMEINTHET,

o« A vt—3602101 ~ 609002 (1 ~=—7)
« A v —3610101 ~ 622102 (10 ~X—)

602101 ~ 609002

ZOIETIE, 602101 525 609002 £ TD A v tE—JIZHONTHHLET,

15—)( v t—:/ %Threat Defense-6-602101: PMTU-D packet number bytes greater than

effective mtu number dest addr=dest address , src_addr=source address , prot=protocol

£iiBA Secure Firewall Threat Defense 5 /31 & 23 ICMP ZB5EREARFEA v —V 2 EEL, 7T
TRA T = a URLETT,

WRETI a7 PELSEEEND Z L 2MRELET,

15—)‘ ‘yt—*“) $FTD-6-602103: IPSEC: Received an ICMP Destination Unreachable from
src_addr with suggested PMTU of rcvd mtu; PMTU updated for SA with peer peer addr, SPI

spi, tunnel name username, old PMTU old mtu, new PMTU new mtu.

FEA SA O MTU WAEF S E L7z, IPSec b RAADNT Y bEZAET 2L, MIET 25 SA
BRFE SN, ICMP /37w F THEEEI N TS MTU ([ZHESWTMITUNRT v 75— S
T HERES 72 MTU 28 0 L0 K& < 256 RiliDGE . BBl MTU 13X 256 ICRRE SvET, #E
BTEENT- MTU 8 0 DEE. B MTU 25 256 231\ 7215256 D EH 503K & VWEIS
BESNET, HELEZ N2 MTU 23256 £ 0 KRE WA, H MTU [3HESE S L7 EIC R E S
ET,

e src_addr : PMTU 2£FMD P 7 K LA
s rcvd mtu : PMTU A v & — U TA(5 L2 HESE MTU
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e peer_addr : [IPSec E7 D IP 7 KL A

espi : [PSec DEFXF a2 UT 4 NTA—H LT v I A

e username : IPSec b o R/VIZEE T LTV D2 —H—4
+old mtu : IPSec b > F/VIZREHHEAHIT 5TV S ETO MTU

e new_mtu : IPSec > R/VIZBEAHT STV B8 MTU

RT3 RE,

IS5—A “Jt—:) $FTD-6-602104: IPSEC: Received an ICMP Destination Unreachable from
src_addr , PMTU is unchanged because suggested PMTU of rcvd mtu is equal to or greater
than the current PMTU of curr mtu , for SA with peer peer addr , SPI spi , tunnel name

SRBAIPSec b o R TEE SN T v RN AMTU 2B 2722 & 7T ICMP A vt —
TVEZAE L, #EREMTURBATMTULL ECL7, MTUEIZT CIZETIEENTWAH DT, MTU
DOFFEIITONEE A, 2L, SEIERTHAT — 3 U BHEHO PMTU A v E—Y
MDA 4, BIIED PMTU A v &— VBB S USRI MTU B SN =581 8 E L E
7T

* src_addr : PMTU X{FHIO 1P 7 R L2

«revd_mtu : PMTU X v & — Y T%A5 L7-HELE MTU

ecurr_mtu : IPSec b > R/VIZEE LT T STV 5 HAT MTU

* peer_addr : IPSec 7D IP 7 R LA

espi : [PSec DEFXF 2 VT 4 NFGRA—H AT v R

s username : IPSec b > R/VICBHEATIT LTV D —H—4

HREFTH O ay RE,

Io5—H% ‘yt—*‘) $FTD-6-602303: IPSEC: An direction tunnel type SA (SPI=spi ) between

local IP and remote IP (username ) has been created.
ERBRAT LW SA DMERLS L E LTz,

e direction : SA D J5[A] (A 2\ REZITT U XY U R)

« tunnel_type : SA DX A (UE—F 77 BAX/TL2L)
espi : IPSec DEF 2 VT 4 NRIA=F LT v T A

elocal IP: F> D —h) T2 RiRA 2 hDIPT LA
eremote IP: > RNADVE—F = FRA L FDIPT FL A
« >username : IPSec k> R/VICBEfHT BTV D 22— —4

WET7H a0 R,
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602304

602305

602306

604101

602304 ]

Io5—4% ‘yt—*‘) $Threat Defense-6-602304: IPSEC: An direction tunnel type SA (SPI=spi

) between local IP and remote IP (username ) has been deleted.
FREA SA HIBREIVE LT,

e direction : SA D F5[A] (A 2\ REZITT U AT U R)

« tunnel_type : SA DX A7 (UE—F 77 AX/ITL2L)
espi : IPSec DEF 2 VT 4 NRIA=F LT v A

elocal IP: ho D —A)N = RFEA L FOIPT KLA
eremote IP: > RNADVE—K = FRA 2 FDIPT FL A
« >username : IPSec h > R/VICBEfHT BTV D 22— —4

WET7H a0 R,

I%—)‘ V) t—:/ %$Threat Defense-3-602305: IPSEC: SA creation error, source source address

, destination destination address , reason error string
B IPSec b X2 VT 4 7YV —Ta VOERIC, =T —0RAELE LT,

HRTH O aWE, ZHUT RN —RETT, 20X vb—UiEg L CRET DY
A1E. Cisco TAC IZBRIVWEHEL T E W,

Io5—H% ‘yt—*“) %$Threat Defense-3-602306: IPSEC: SA change peer IP error, SPI: IPsec
SPI, (src {original src IP address | original src port}, dest {original dest IP address|
original dest port} => src {new src IP address | new src port}, dest: {new dest IP address

| new dest port}), reason failure reason

FEAE /AL IKE O IPsec b RADET T RLAZFHHFIZTT—=0RFEL, €7 7 R
A BHRTEEHATLE,

HR7 I avilF, ZHhE R T —RIETY, Z04 -0 L TRET LY
A&, Cisco TAC IZBMWGEHELZI N,

I 35—+ Yt — 3Threat Defense-6-604101: DHCP client interface interface name :

Allocated ip = IP address , mask = netmask , gw = gateway address

£ BA Secure Firewall Threat Defense DHCP 77 5 A 7 > ;73 DHCP $—/N—M15 [P 7 R L A% IE
WIZHS U E L7z, dhepe 2~ > RIZ X - T, Secure Firewall Threat Defense 7 /3 A (&,
XYy NT—=I A HZ =T 2 ADIPT RLABL PRy NT—2 <~ A7 % DHCP H#—/3—7»
DG CTE, T 74NV N A= EREGETEET, 774V A— LT, F—FU =
AT RVART 74V K A—FDOT RLALLTHERAINET,
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HREFTH o ay RE,

I5—*wt— sThreat Defense-6-604102: DHCP client interface interface name : address

released

5588 Secure Firewall Threat Defense DHCP 7 7 A 7> b33, HO Y THNZIP 7 KL A Z MR
LCDHCP ——IZR L% L7z,

WET7H a0 R,

I5—*vt—2 sThreat Defense-6-604103: DHCP daemon interface interface name : address
granted MAC address (IP address )

&BA Secure Firewall Threat Defense DHCP - — S —(Z X > T, IPT FUADBIL Y T4 7 2 BT
fTahE L7,

WET7H a0 RE,

15_7‘ W) ‘t'—:/ $Threat Defense-6-604104: DHCP daemon interface interface name : address

released build number (IP_address )

SRBASNVES 7 Z A4 T2 Rs, IP T KL A& M# ) L T Secure Firewall Threat Defense DHCP H—/N—
WCRLE L,

RT3y RE,

I5—A ‘y’b-*‘) $Threat Defense-4-604105: DHCPD: Unable to send DHCP reply to client
hardware address on interface interface name . Reply exceeds options field size

(options field size ) by number of octets octets.
SRBREHEIE L, DHCP 7 74 7> MIET DHCP A 7> a v &% ETE& %4, DHCPZ 74 7
VMR ERT DA T a NIE T T, AT 7 —ODHCPA T ¥ a VE A v =T DR S OHIR
ZBR DGOV £, DHCPA 7 7 —l&, A v E—YOMIRAICINE Sz, #ET
TFEE A,

s hardware_address : #:kL7 747 hO/N—RKy =7 7 KL A

cinterface name : —— A v —VEEZETHA L E—T A R

s options field size: 7> a2 74—V RKOHRKE, T 74V MI3RATIT v b THY,

HIRDTZDD A F I T v NeERET,

« number_of octets : i L7=4 7 7 » b

WRF7HLaVBESNTWADHCP 7L a v O A XFEF-ITERERS LET,
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604201

604202

604203

604201 [J|§

I5—AwH— sThreat Defense—6-604201: DHCPv6 PD client on interface <pd-client-iface>
received delegated prefix <prefix> from DHCPv6 PD server <server-address> with preferred
lifetime <in-seconds> seconds and valid lifetime <in-seconds> seconds.
FRBA Z D syslogld, ®AD4 7 = A ZHO—FE LT, PDY— =L Z{ESNT V7 1
7 A%fEMA L TCDHCPVOPD 7 74 7 v b RZAEEND L ERSNET, BHOT LT 4 v
AZADPEIE, TV T 4 v 7 AT LT syslog WFERENET,

« pd-client-iface : DHCPv6 PD 7 T A 7 RINEANZ /2> T\ DA X —T = A A4,

« prefix : DHCPv6 PD — S—/nbZE LT VT 4 v 7 X,

» server-address : DHCPv6 PD —/N— 7 KL X,

einseconds : LS N7 V7 4 v 7 RAZBES T HATW A ERE SIS ARBIN (B

)

E7Oav L,

IS5—A4 “J‘t’—:) $Threat Defense-6-604202: DHCPv6 PD client on interface <pd-client-iface>
releasing delegated prefix <prefix> received from DHCPv6 PD server <server-address>.
FBA Z O syslog 1%, HEFRIERHZ DHCPV6 PD 27 7 A 7 23 PD H—"—in b 2[5 L2 RHES
NIZT VT 4y 7 ZRERBL TV HEICERSNET, HEOT V7 4 v 7 ZAD5EF. 7
V7 4 w7 AT LT syslog MFERINET,

« pd-client-iface : DHCPv6 PD 77 7 A 7 > "IN/ > T\ DA X —T = A A4,

s prefix : DHCPv6 PD H— N—MHZfF5 L7 V7 4 v 7 A,

« server-address : DHCPv6 PD #—/3— 7 R L X,

WREF7H a2 2L,

Io5—XAvy ‘t'—:) $Threat Defense-6-604203: DHCPv6 PD client on interface <pd-client-iface>
renewed delegated prefix <prefix> from DHCPv6 PD server <server-address> with preferred

lifetime <in-seconds> seconds and valid lifetime <in-seconds> seconds.
£%BA = @ syslog X, DHCPv6 PD 7 7 A 7 M BLARNZEI D Y ToNRIESNT=T VT 4 v
7 ADEH & PD b — =S RE L, K LEEAICFRENET, #EOF LT 4 v 7
DAL, TV T 4 w7 AT LT syslog BERSINET,

« pd-client-iface : DHCPv6 PD 7 7 A 7 RiINFANZ Iz o T\ DA X —T = A A4,

« prefix : DHCPv6 PD — N—/nbZE LT VT 4 v 7 X,

« server-address : DHCPv6 PD $h—/3— 7 KL X,

sin-seconds : BLSNT7=2T V7 4 v 7 ZAZBEEMT SN TWHEL I NS A2 FPE

A7) o
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HREFTOav L,

IS5—XAw t—:/ %$Threat Defense-6-604204: DHCPv6 delegated prefix <delegated prefix>
got expired on interface <pd-client-iface>, received from DHCPvé PD server

<server-address>.

EBA = @ syslog IZ, DHCPV6PD 7 74 7 ¥ "WZAZ LIe B SN2 T L7 1 v 7 ZAHIFRY])
IR o TV DG BRICFRINET,

« pd-client-iface : DHCPv6 PD 27 7 A 7 > "ISENI > TWDA X —T = A R4,

« prefix : DHCPv6 PD — S—/nbZE LT VT 4 v 7 A,

» delegated prefix : DHCPv6 PD — "= OZE LIEBET VT 4 v 7 A,

RT3V L,

I5—H*wHE— 3Threat Defense-6-604205: DHCPv6 client on interface <client-iface>
allocated address <ipvé6-address> from DHCPv6 server <server-address> with preferred
lifetime <in-seconds> seconds and valid lifetime <in-seconds> seconds
FBA - D syslogld, HAID 4T = A ZZHaD—FRE L CDHCPV6 7 74 7> k7 K L A DHCPv6
== ZEIN, ARG EICERINET, 7 RUABEROEEIT, ZTW-72T
R LA Z &I syslog BFERSNVET,

e client-iface : DHCPv6 7 A 7> b 7 RLVANA Z—=T NIZR o> TWBAL X —T = A A

ZaR

« ipv6-address : DHCPv6 h— 3= 555 L72 IPv6 7 R LA,

» server-address : DHCPv6 —/3— 7 KL X,

sinseconds: 7 7 A 72 K T R L RIZBEEA T DIV TWAESE SN AN FPEALD

HREFTOaV L,

15—)( ‘yt—*‘) $Threat Defense-6-604207: DHCPv6 client on interface <client-iface>
renewed address <ipv6-address> from DHCPv6 server <server-address> with preferred lifetime

<in-seconds> seconds and valid lifetime <in-seconds> seconds.
ERBA Z @ syslog i%, DHCPv6 7 A 7 > N3 DHCPv6 — N—n L LRNZEID Y To /=T R
VAOEFZIET 5 L RRSNET, 7 FUAREROGAIL, EHLeT FLAT &I
syslog NFR R SINET,

o client-iface : DHCPv6 7 A 7> b 7 RLVANA R—T IR > TWEAL LV Z—T = A R

Ao
« ipv6-address : DHCPv6 — 3= 5525 L72 IPv6 7 R L A,
e server-address : DHCPv6 $h—/3— 7 KL X,
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604206

604208

605004

604206 [Jj

cinseconds: 7 A 7> b T R L RICEEAIT DA TWAELE SN D AR (FPEALD
HREFTOaV L,

I%—)‘ ‘yt—*”) %$Threat Defense-6-604206: DHCPv6 client on interface <client-iface>
releasing address <ipvé6-address> received from DHCPv6 server <server-address>.
SEBADHCPV6 7 AT R T RLVADAL T 4 F 2 b— 3 VINETENZ2WEHE . DHCPv6
IGAT Y NMIRIELEZ FAT > 7 RURAEMMLTOET, 7 KL A EEO5A T,
7 RUAZ LT syslog BWERSNET,

s client-iface : DHCPv6 77 5 A 7> 8 7 RUVANEHNI /2o TNDBA ¥ —T = A A4,

« ipv6-address : DHCPv6 — 3= 555 L72 IPv6 7 R LA,

- server-address : DHCPv6 #—/3— 7" R L X,

E7Oav L,

15—)‘ “Jt—:) %$Threat Defense-6-604208: DHCPv6 client address <ipvé6-address> got

expired on interface <client-iface>, received from DHCPv6 server <server-address>

FBA Z D syslog 1Z, DHCPv6 27 74 7 " 3AG LT 7 R L ARHIRGINIZ /e > TWH5EEIT
FREINET,

e client-iface : DHCPv6 7 7 A 7> r 7 RLARA X —T NI o> TWbBA L H—T = Af A
4o

« ipv6-address : DHCPv6 — 3= 5525 L72 IPv6 7 R L A,

» server-address : DHCPv6 —/3— 7 KL X,

HREFTOaV L,

Io—XAw t—:/ %$Threat Defense-6-605004: Login denied from source-address/source-port

”

to interface:destination/service for user “username

BB —Y—Rary—ricia L LE)LToL ROBRDA vy E—VRERRENE
RS

Login denied from serial to console for user “username”

Secure Firewall Threat Defense 7 /XA A ~DiE 7= 7' A L OFA(T. £72ida 7 A ORI HE
ELFELE, TXTCOal A% LT, By v ardzh 3EOBITHATAE SN, RIERR
Tm3E Thbhd e, Oy a3 TLET, SSHE VA U BL N Telnet 2 7 A > D
Gy ZORAytE—I0F, 3EEORITORMSE, £7203 1 FLLEOFITORKEZIZ TCP & v
arnET LI EEIC, ARENET, thoX A TOEHEE Yy a v OBAE, TOXA vE—
IERATICRRT 27 NCAEREINE T, 22—V —ZIT B R G E R R GA TR SN E
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[l cos005

AN, AR78%E F 7213 nologging hideusername =2~ > R3ERE SN TV A HAITFERS
ET,

* source-address : v 7' A VEATOFEEILT RLA

» source-port : B 7' A ERITOREITLAR— b

s interface : BB A LV HX—T =4 A

s destination : %65 IP 7 K L&

e service : S —E A

s username : JEEEE A X —T = A A
WRT V232 ZOAy -V ORREEPD RN E | WEZAETYT, 20X yE—U
BBICRK R SND LA, WBERTENHY T, 2—P—LBELT, 2—¥P -4 LX<
ATU— REMRLET,

605005

Ia—)( Vi t—:) %Threat Defense-6-605005: Login permitted from source-address /source-port

to interface:destination /service for user “username ”

a—P=pRary—piunrsLr45L ROBRDA v =V RERSNET,

Login permitted from serial to console for user “username”
BB L — P —IIREREIC T L, EBlE v v a USRS LE LTS,

« source-address : & 7' A VEATORETT KLA
« source-port : 1 7' A ERITOIRETLAR— b

s interface : BB A VX —T =4 A

» destination : %65 IP 7 K L&

e service : FESE—E A

e username : SiSEE A L H—T = A A

WET7H a0 R,

607001

15—)‘ “Jt—:) $Threat Defense-6-607001: Pre-allocate SIP connection type secondary
channel for interface name:IP address/port to interface name:IP address from string

message

ERBA SIP A v — DA%, fixupsip 2~ FIZX - T SIP B AN EI 0 24 THAT LI,
connection_type 1%, IRDOLFHDWTINTT,

* SIGNALLING UDP

* SIGNALLING TCP

* SUBSCRIBE UDP

* SUBSCRIBE TCP

 Via UDP

* Route
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608001

608002

608003

s0s001 ]

* RTP
* RTCP

WRT7HY a3y RE,

Ia_)( Y t_:) $Threat Defense-6-608001: Pre-allocate Skinny connection type secondary
channel for interface name:IP address to interface name:IP address from string message
F&# Skinny A > — Y OMER., inspect skinny =< > KiZ X - C Skinny £ 235 D Y4 THEFH
T L72, connection_type |Z, KD LFHNONTINTT,

* SIGNALLING UDP

* SIGNALLING TCP

* SUBSCRIBE UDP

* SUBSCRIBE TCP

* Via UDP

* Route

* RTP

* RTCP

RT3y RE,

15—)‘ “Jt—:) $Threat Defense-4-608002: Dropping Skinny message for in ifc :src ip
/src_port to out ifc :dest ip /dest port , SCCP Prefix length value too small
FRBARR EWE A D/ MR L VBV SCCP 'LV 7 v 7 AR % FFO Skinny (SSCP) A v tE—T%
ZELELE,

cinifc: AL v A —T A A

esrcip: N7y FOREEITLIP T FLX

e src_port : /37y FDOFEETLAR— b

eout_ifc: A Z—T7 xR

edest_ip: /X7 FOFZESETP 7 KL A

e dest_port : /X7 R OFEIEAR— b

evalue: /X7 FD SCCP 7'V 7 4 v 7 A&
RT3 SCCP A v E—UREHTHLHELAIL, Skinny R v — vy T E AL~ A
ALT, SSCP 7L 7 ¢ v/ AD/PMEDEEZRE L LET,

Io—4% “Jt—:) %Threat Defense-4-608003: Dropping Skinny message for in ifc :src ip
/src_port to out ifc :dest ip /dest port , SCCP Prefix length value too large
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RBARR EE A DIRKE LV EWVSCCP 7'V 7 v 7 AR % FFD Skinny (SSCP) A v tE—T%
ZELE L,

cinifc: AHA B —T =4 A

esrcip: N7y FOREEITLIP T FLX

e src_port @ X7y hOEFILA— b

eout_ifc: A Z—T7 xR

edest_ip: /X7 ROFESETIP 7 LA

e dest_port : /X7 v b DFESEAR— K

svalue: /X7 F®D SCCP 'L 7 4 v 7 AE
HWRT 723V SCCP A vt —VBPANTHLEEIE, Skimy R v—~ v FENAI~A
AL T, SCCP L7 4 v 7 ADFEREDEEZREL LET,

IS5—A “Jt—:) $Threat Defense-7-609001: Built local-host zone-name/* :ip-address

BAR Y RU—ZdRREa T K. Y — 2 zone-name [ZHEfE S U727 A b ip-address FIC T
#HHTLTz, zone-name/* /X7 A —X X, HRASPEREINTNWDEAS LV H—T = f ARV —
D—ETHHIHGEIERAEINE T, FA MINTHRLOAL X —T A4 ZATHFE LTV

D, TAZYVAZETTRCDOA v H—T oA AR LET,

HREFTH O a Yy RE,

IS5—XAwy t—:/ $Threat Defense-7-609002: Teardown local-host zone-name/* :ip-address

duration time

$HBA>Y — . zone-name |Z#H5kE SA7-A A b ip-address FHD X » b U — 7 4REE = T F AN R
S3E L7, zone-name/* /XT A—H |k, RANPERINTNWDA U H—T oA AR —
D—ETHLIHGOIMEHENET, FA MINTILOA X —T oA ZTHE L TWRN

O, TAAZYRAZZITRXTOA o F—T oA AR LET,

WET7H a0 R,

A v+t — 610101 ~ 622102

611101

ZOWE T, 610101 225 622102 FTHORA v — 2 OWTEHHA L £,

I%—)‘ ‘yt—°) %$Threat Defense-6-611101: User authentication succeeded: IP, IP address

: Uname: user
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611102

611103

611104

611301

611102 [Jjj

£5iBH Secure Firewall Threat Defense 7 /31 A ~D T 7 & AW 2 — P —FIENKLH LE LT,
2 — P =LA XN R AR G A II TR SN EE AN, A8 7eYA £ 7213 nologging hide
username =< KRR E SN TV AEAITFERENET,

s |IPaddress : = — Y —FEFEICKTH L7Z7 FA4 T hDIP T KL A
e user : GRRE S N7 —H—

RT3y RE,

Io5—4% “Jt—:) $Threat Defense-6-611102: User authentication failed: IP = IP address,

Uname: user

£iiBA Secure Firewall Threat Defense T34 2 [T 7 AL L H & LF- & X2, o —WP—ZIEIC
KL FE LTz, 22— —RAITEH 2550 ARG IR TR EINEEAN, FRGEEEX
no logging hide username =~ > RRFHE SN TV ALEIIFRRINET,

s IPaddress : = —H —FBFEICRR L7277 FA T FDOIP T FL A
e user : AL S i —H—

RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-5-611103: User logged out: Uname: user
SBEESN2—Y—PRr s T RNLELE,
RT3 RE,

I%—)‘ vt’—’) %$Threat Defense-5-611104: Serial console idle timeout exceeded

Sl — Y — T 7T 4 BT 4 B0 7272812, Secure Firewall Threat Defense D 1) 7 /1 =2
VI IWVIIREHESINTET A RV EALA LT MexE LT,

WET7H a0 R,

15—)‘ v t—:/ %Threat Defense-6-611301: VPNClient: NAT configured for Client Mode
with no split tunneling: NAT address: mapped address

A SY Y N R TR LTI IFAT Y R E—RAOVPNYZ S A4 T7 > FRY L —RA
VA= ENELE,

HREFTH O ay RE,
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IS5—XAw t—:/ %Threat Defense-6-611302: VPNClient: NAT exemption configured for

Network Extension Mode with no split tunneling

AT Yy b bRV TRLTRy N —ZPERE—RHO VPN 47 MR v—
WA A M=V ENFE LT,

WETV a3 R,

15—9‘ v t—:/ %Threat Defense-6-611303: VPNClient: NAT configured for Client Mode
with split tunneling: NAT address: mapped address Split Tunnel Networks: IP address/netmask
IP address/netmask

A N RV I ETIFAT Y RE—RAOVPN Y 54T FRY L —RA
VA R—NENE L,

WET7H a0 RE,

Io—AvY ‘t'_:) $Threat Defense-6-611304: VPNClient: NAT exemption configured for Network
Extension Mode with split tunneling: Split Tunnel Networks: IP address/netmask

IP address/netmask

A TY v hoRY U E TRy NT—VHEE— FHADOVPNZ SA4 T F R o—
WAL AR—LENFE LT,

WRT7HY a3y RE,

Io—XAw 17— $Threat Defense-6-611305: VPNClient: DHCP Policy installed: Primary
DNS: IP address Secondary DNS: IP address Primary WINS: IP address Secondary WINS:
IP address

B DHCP IO VPN 7 A4 7> F R =B VA h—L S E LTz,
i: 3 IO I N

15—)‘ “Jt—:) %$Threat Defense-6-611306: VPNClient: Perfect Forward Secrecy Policy
installed

SEBAVPN 7 947 h EFyra— KRR —D—# e LT, BREERBNRESNEL
775

HRFTH O ay RE,
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611307 [Jj

611307

Ia—)( ‘yt—*‘) $Threat Defense-6-611307: VPNClient: Head end: IP address
BB VPN 7 74 7 > R3S, HEf S i~y R RIZEHi SN TWET,
WRE7I a3 RE,

611308

I5—AwH— SThreat Defense-6-611308: VPNClient: Split DNS Policy installed: List

of domains: string string

SHEAVPN 7 SAT7 v M FUra—RRY—D— L LT, 27U~ RDNSRY o —n34
VA= ENE L,

HREFTH O ay RE,

611309

15—)‘ W) t—:/ $Threat Defense-6-611309: VPNClient: Disconnecting from head end and

uninstalling previously downloaded policy: Head End: IP address

BB VPN 7 F A4 72 R, BNCA VA b= ENTRY —%2YMr LT A A h—/L LT
Wk,

RT3y RE,

611310

I 35—+ Yt — sThreat Defense-6-611310: VNPClient: XAUTH Succeeded: Peer: IP address
BB VPN 7 7 A4 7 b Xauth 28, 5§ Shic~y o RTHIILE LT,
RT3y RE

611311

15—)‘ ‘yt—*“) $Threat Defense-6-611311: VNPClient: XAUTH Failed: Peer: IP address
FBA VPN 27 7 A 77 b Xauth 28, fEfis /o~y R FTRIL £ L7,
RT3 RE,

611312

15—)‘ ‘y‘b-*‘) %$Threat Defense-6-611312: VPNClient: Backup Server List: reason

£5BA Secure Firewall Threat Defense 7 /3 A 73 Easy VPN U &— | 7 /34 ZD 4 Easy VPN
Y= R—NRX I T 7 P —3—D 1 A k% Secure Firewall Threat Defense 7 /31 A (TX T
n—RNLELZ, 2OV A RMNIL-T, B—DNVTREFHSDNNY I T v 7 P—rX—=F§ T
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611315

611316
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FEXINFET, Fyro— RNV X MNRZEDOHA . Secure Firewall Threat Defense 7 231
NIy I T T == FHLETA, reason i, KDORA v E—TDELLNTT,

* A list of backup server IP addresses
* Received NULL list. Deleting current backup servers

HRETH O ay RE,

Io—XAw t_:/ %$Threat Defense-3-611313: VPNClient: Backup Server List Error: reason

588 Secure Firewall Threat Defense 7 /XA A 3 Easy VPN U &— K /34 AT Y, Easy VPN
P R—=NN o 7T T P—s3—D U A ;% Secure Firewall Threat Defense 7 /31 A [ZX 7
a— R 5568, VA MIEG/RIPT RLAEZIEARA MR EEN TV E T, SecureFirewall
ThreatDefense 7 /34 A (X, DNSIIVHAR—hrLEHA, LR ->T, namea~> REHEHLT
AHIZIPT RLVACFE Ty BT LRWVIRY | = "—DFR X FAIFYR—-FSh it
Ao

RT3V Easy VPN —_— LT, = R—DIPT FLANRELWZ L AR LT, &
A PMATIERSIPT RLATH =" —ZRELE T, V—"—THAX M AT 505N
H DAL, Easy VPN UE— K 731 A CTname 2~ REHHALTIP 7 KL A Z4TRiIC
~ v BT LET,

Ia_)‘ ¥ t_:) %Threat Defense-6-611314: VPNClient: Load Balancing Cluster with Virtual

IP: IP address has redirected the to server IP address

£%BA Secure Firewall Threat Defense 7 /34 A 73 Easy VPN U &— F 731 ADY4HE, v— KA T
YT T N—T DT 4 V7 B —R—IZ X 5T, SecureFirewall Threat Defense 7 /N1 A B3
EDY— =T 5L 21U FA L7 hahE L,

WREF7Y a2y RE,

15—% v t_:/ %Threat Defense-6-611315: VPNClient: Disconnecting from Load Balancing
Cluster member IP address

£5BA Secure Firewall Threat Defense 7 /3 A 3 Easy VPN U £— | T34 ZDHE, m— K A
TGV T T TARE == BU LE LT,

WET7H a0 RE,

15—)( “J‘t’—:) %$Threat Defense-6-611316: VPNClient: Secure Unit Authentication Enabled
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611317

611318

611319

611320

61317 ||

£5BA Secure Firewall Threat Defense 7 /XA A 73 Easy VPN U £— k /34 ZDE, ¥ m—
REN7Z VPN R Y 2 —IZ 85T SUA BA R—T /M SNE LTz,

HRFTH O ay RE,

Ia_)( v t_:/ $Threat Defense-6-611317: VPNClient: Secure Unit Authentication Disabled

5 B8 Secure Firewall Threat Defense 7 /XA A 73 Easy VPN U £— k T34 ADEE, X ma—
FENTZVPNRY v —IZ X > TSUA BT 4 E—7 MiZSnE LT,

WET7H a0 R,

15—)‘ Vi t—:/ %$Threat Defense-6-611318: VPNClient: User Authentication Enabled: Auth
Server IP: IP address Auth Server Port: port Idle Timeout: time
£ BA Secure Firewall Threat Defense 7 /31 A 73 Easy VPN U -E— bk T /514 ZADGFE, F U a—
RENZZVPNARY =2k - T, F v U —27 A{ID Secure Firewall Threat Defense 5 /31 A
FO2—H—ZH L TIVA B34 2=z S E Lz,
« IP_address : Secure Firewall Threat Defense 7 /34 A ) BEBRFER BN EF S D ——D
IP7 LA
« port : Secure Firewall Threat Defense 7 /3 A A 7 BRBFEE R 3R S 5D —/N—D R — |k
stime: FWFEZ LT oY LDT A KV B2 A LT D ME

HRETH O ay RE,

I%—)‘ ‘y‘b—*‘) %$Threat Defense-6-611319: VPNClient: User Authentication Disabled

5 BH Secure Firewall Threat Defense 7 /XA A 73 Easy VPN U £— k T34 ZADEE, ¥ m—
REN7ZVPNARY =2 k> T, *v U —27 N{llD Secure Firewall Threat Defense 0 . —
P—IZk L TCIVA BT 4 =T MicEhE L,

WET7H a0 R,

15—)( V) t—:/ $Threat Defense-6-611320: VPNClient: Device Pass Thru Enabled

£ BA Secure Firewall Threat Defense 7 /31 A /3 Easy VPN U “E— h T /314 ZADFE, ¥ U a—
RENZVPNRY =2 ko TFNRA ZNRNZZ)L—NA Z—T NI ENFE LT, T3 Z X
AAN—EREIZ L o T, BEEEZFETTERWVWT A R (IPEFHRLE) (X, VAR A R—T LD
e, Wl bR & E T, Easy VPN —— |2 X 5> TZOBRENA R —7 Mz s T D
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()

=1
2a}

%4 . Secure Firewall Threat Defense 7 /3 A “C vpnclient mac-exempt ==~ > FZ i H L T,
A (IUA) ZHRBRT 57 3 AZEETEET,

HWREFTHay RE,

15—)‘ ‘yt—*“) $Threat Defense-6-611321: VPNClient: Device Pass Thru Disabled

£5 B8 Secure Firewall Threat Defense 7 /3 A 3 Easy VPN U E— k 734 ADY4, XU o—
RENTZ VPN R Y =X > TF A, R NRARL—RTF 4 =T M ENE LT,

RT3y RE,

IS5—Awy t_:/ %$Threat Defense-6-611322: VPNClient: Extended XAUTH conversation
initiated when SUA disabled

£5BA Secure Firewall Threat Defense 7 /3 A 7 Easy VPN U &— k /34 2 THVH |, Ao o—
R &7 VPN U 2 —12 £ 5T SUA BF ¢ E—7 Lz STV B84, Easy VPN H—/3—
1% 2 E5E/SecurlD/cryptocard ~X— A DFEFE A 7 = X LT, XAUTH % L TV % Secure Firewall
Threat Defense 7 /3A A Z#8FE L £7,

HEERT U L3 2 2 HEFE/SecurlD/eryptocard <~ — A DFRFE A 1 = X L% H L T Easy VPN U & —
N TNNA R EBRET D551, —"—ED SUA A4 X—7 WM LET,

15—)( “Jt—:) %$Threat Defense-6-611323: VPNClient: Duplicate split nw entry

£ BA Secure Firewall Threat Defense 7 /31 A /3 Easy VPN U sE— bk T /314 ZADFE, XU a—
RENTZVPNARY O —ICHEELEEAT Yy h Xy V=7 = MUREGENTWE L, =
YRV, Ry U= T RLVRAE Ry NI =7 A7 OWFIC—%T 554, BEHLE LR
SNET,

#2275 a2 Easy VPN —_— ED VPN R U =L EHEHLIZAT Y v b Fy hU—7
= MY EHIBRLET,

15—)( W) ‘t’—:/ %Threat Defense-5-612001: Auto Update succeeded:filename , version:number

%88 Auto Update Server 225 D7 v 77— MR L L7z, filename Z%kiX, image, ASDM
file, ¥ 721X configuration T3, versonnumber ¥, 7> 75— FDONR—T a3 U FK S TT,

RT3y RE,
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612002

612003

612002 [Jj

Ia—)( ‘yt—*‘) %Threat Defense-4-612002: Auto Update failed:filename , version:number

;, reason:reason
B8 Auto Update Server 725D 7 v 77— RVRER L £ L7z,

efilename: 1 A—2 77 AL, ASDM 77 A )L, Fl-iFar 74 X2l —ay 774
Il

snumber : 7 7T — hDONR—T 3 UFEF,
ereason : KD JEK, RONWT D A[EEMED B Y £7,
ST 2 V=R =T 2= VRN A RN — A RNy TR ZENTE o7z,

ST 2 VAN E V2 N AN = A Ny T LT F EEEZIATL I LR TE 2o
77

- T 2NN BV 2 = ARA R Y — b Sy 7 7 TR CHIEEIER T D Z R TE R
Moz,

ST 2= V= NR—= a2 VRN T Ty a T A NVERLS ZENTERPST,
ST 2 V=R BV 2 )VINT Ty v alll T A EEZIIAL I LN TE o T,
ST 2= F =R = T 2 — LOBED X A LT Tk,

ST xR = aw U R Y RE T LTINS,

-T2 VA= N—= U — R BT E RN,

- FHREEE OB 72 7 = — A — R — IR EE,

-T2 VAN BV 2 VN T 7 A NVHRET — X O E R LT,

-7 2= VA== T T 4 TIRREDOEHE,

- 72— )L F—"— 3= RO EXEC (2B L=,

A A=VNE, BHEDO VAT ATEETE 20y,

-PAR—= IR TWRNT 7 AL 2 AT,

2T U 2 3 > Auto Update Server D% EZ gt LE T, AZ U A IEENEEIREETH 50
E ) MEEGE L E 9, AutoUpdateServer N IE L S FXESAVTHI D . AKX 3 A SEE N EEIRAE
TRWEATE, Cisco TAC IZBWEhE L 7E3 0y,

15—)‘ Vi t_:/ %$Threat Defense-4-612003:Auto Update failed to contact:url ,

reason: reason

B Auto Update 77— U DMEM S 72 URL Url IZ7 7 B ATE EHATL R, 2L, Auto
Update Server @ URL, F7-1% Auto Update Server 72 HiIR S 1727 7 A /b —/3—URL D 1 D
ThHHEENHY £¥, reason 7 4 —/L NI, #ARKELZRERARE S THET, 5
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613004

613005
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ZONDRBDOJFIRE LTiE, == 0DINENR N, FREEDRI, /7 7 A NVNRA
DOPHRNZ ENETHNET,

#2527 9 < 3 > Auto Update Server D% € Z R L £ 7,

Io—XAw t—:/ $Threat Defense-6-613001: Checksum Failure in database in area string
Link State Id IP address 0ld Checksum number New Checksum number

BB A E U RHAD 7010, OSPF WF—#_R—2ACTF = v /%A =7 — %R LE LT,
HRT7I 3V OSPF /b AZHEE LET,

I 35—+ Yt — sThreat Defense-6-613002: interface interface name has zero bandwidth
BAZOA =T = A ZOHEA LR EWEFSNE LT,

WRFHIOaERINTWNALEBVIZAyE—V%a b — LT, CiscoTAC IZHE L TL 7
él/\o

15—)‘ v t—:/ $Threat Defense-6-613003: IP address netmask changed from area string

to area string

HBAOSPF 22 7 4 X2 b—2aOERIZL-T, Ry NIV—JHBHOZ Y THREFINE
L7,

WETV 3V IELWV Ry MU — 7 Hi T OSPF # s L7,

ITo5—H* ‘y‘b—*‘) $Threat Defense-3-613004: Internal error: memory allocation failure
BEBANE Y 7 by =T =T AELE LT,

WMEFHOOa FRENTVHLEBYICZT— Ay E—V%a b — LT, Cisco TAC I[ZH
LTLEEN,

Io—XAw t—:/ %$Threat Defense-3-613005: Flagged as being an ABR without a backbone

area

SHBHL— 2 ND Ny 7 IR — A8 22 LIZ, /L— & 78 AreaBorderRouter (ABR) & LTV Z 7'
WEINE L,

#7453 32 OSPF 7 ut A& LT,
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613006

613007

613008

613011

613013

613006 [Jj

I5—AvYy 1t — < sThreat Defense-3-613006: Reached unknown state in neighbor state machine

A ONL—FNONEY 7 F 727 T53—I2L Y T— X _— AN 72 R A S—IR
BEARALE L,

WRF7HI a2 T7— Avb—V BRE, BLXRZOZT—DFEKE R o72A X2 FOFEM
Zabt— L. Cisco TACIZTRHEH L TL 72 &,

15—% v t_:/ $Threat Defense-3-613007: area string lsid IP_address mask netmask type

number
ZRBA OSPE N T — A N— R IZHEFEDO LSA #BIML X5 & LTnET,

ME7I9 30T — Ayvb— RE BEOZOZT—DFER LR o724 X0~ O
Zabt— 1. Cisco TAC IZHEH LT 72 &V,

uy

IJ5—AYE— sThreat Defense-3-613008: if inside if state number
BN T =3 AL E L,

WRF7I Oy 27— Avb—Y RE. BLOZOZT—DJFRE g7 A X2 b OFERM
Zab™— L. Cisco TACIZH#EH L TL &,

ITo5—H* ‘y‘b—*‘) $Threat Defense-3-613011: OSPF process number is changing router-id.

Reconfigure virtual link neighbors with our new router-id

B OSPF 7t ANty hRT, HFILWL—FIDZERLLIELTVET, 2077
Va Ko TERTORMBY 7 MEIE LET, BOEESE 212, T XTORMEY 7
RAN—LEOERY IV RELEET HMLERDH Y £F,
HET7HLIVT_NTCORBY > 7 FAN—DFBY v 7 av7 4 Fal—va 2EHL,
L L—2 ID Z S £,

I5—Awt— sThreat Defense-3-613013: OSPF LSID IP _address adv IP address type
number gateway IP address metric number forwarding addr route IP address/mask type number
has no corresponding LSA

@B OSPF C, £DT —H# X—R L IP/N—T 4 7 T—7 NVHICHRES PR EE L,
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WRF7I a2 T— Avt—V RE. BLXOZOZT—DFRE o712 b OFEM
Zatr’— 1. CiscoTAC IZfEH L T 7Z& W,

IS—XAw t—:/ %Threat Defense-6-613014: Base topology enabled on interface string
attached to MTR compatible mode area string

EiBA MTR (Z AN D OSPF = ) TIZ#Hakt SH7- OSPF A » Z—7 = A ATiE, AR
BUEANCT 2HERD D T,

RT3V L,

15—)‘ ‘yt—&" %Threat Defense-4-613015: Process 1 flushes LSA ID IP address type-number

adv-rtr IP address in area mask

SEBAL— 2T, DT — A vb—VIC ko THMEESNTZLSA Z)JAFMEICHEREE =T 7T v
a2 L TWET,

WE79230 ZOL—ERFy hU—27 LSAZ 77 v 2 LTWHEAIF. L—FZD\WT
NNroA v Z—=T 2 ADIPT KL AL LSAID BNEZE L TCWAH Xy hT—7 LSA Z/L—X
DZFEL, 2y MU=V OHNBIZLSAZ 7 T v v =2 L2 E2EW L ET, OSPFIE L < #%
BT A7-012F, TRy hU—2DIP T RLAR—ETHDZ ENNETT, H2EL TV
BL—HF, ZTOTT— Aob—VERELTWAHAIL—FLIDAyE—UTadvrtr & LT
WE SN2 OSPF b—# ID o/ — % TF, ZO/NL—H B LSA #FFE L TV DA,
DON—ZNF Y NI =T DIBIZZDLSA %7 T v o L TWDaREMENREL 20 7,

FDN—H % WO THEZREME L TSV, XA 7 2LSA TOME %L, LSA ID OEBEMN
FROFREMERH Y £3, AT 5LSA DG, ZOTT7— Ay b=V @RELTWNDHL—
B B AREIRICHHE ST WAL —F TL—F ID BWEE L TWAAREERDH Y £, KL
ERR Yy U —27 TlE, ZORA = TZFOMOM LD T LSA 28 A< BHR#E SN T
WHZEEBEELTWAEAELLVET, ZOXA 7D —AEFET HI2IE, Cisco TAC (2
BRWEDELZEN,

15—)‘ v t—:/ $Threat Defense-3-613016: Area string router-LSA of length number bytes
plus update overhead bytes is too large to flood.

SRBANL— 2T, FFRVAT A Ny T 7 A XEIXOSPF 7' b a/VZ &=k 1 X
FOREVWL—FLSAZEELLYIE LE L

WRT O AV RESNE =2 VE (LSAY A X+4—/3—~y ) P Huge v A7 L3y
77 A X R TWTH, 65535 31 MR OSE1EL (OSPF 7' b a /L MEET DK
) . Huge VAT ANy 77 A4 X TZENTEET, WwiFIhiz h—2 L EN 65535
L REWEAIT, WG SISO OSPF A v X —7 = A AOHEHIET 2 HENH Y F
7T
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613017

613018

613019

613021

613022

613017 [

Ia—)( ‘yt—*‘) $Threat Defense-4-613017: Bad LSA mask: Type number, LSID IP address

Mask mask from IP_address

SRBALSA BETLOBRTENRETHALT- D, L—EDBEHNRLSA~Y AT ZHOLSA2ZELE
Lz, FEERLELT, ZOAL—MINLN—TFT 4T T—TNICA VA =L ENTHEEA,

WRT7I AV RERVAT L EBIZLSARE TN —FEHE L, TOLSADF Yy hT—7 D
RERBSABEIELET, ZELWVTF Ny ZI22o0 T, Cisco TAC IZfWE b T F XU,

15—% ‘y‘b-*‘) %Threat Defense-4-613018: Maximum number of non self-generated LSA has

been exceeded “OSPF number” - number LSAs
SRBAJEH O LSA ORI Z B2 % Lz,

WHR7I a0 32y NV HOL—ZDNEREDRERE L TRKED LSA Z4EK L THDH )
ErmEfER L ET,

I5—4 “Jt—:) %$Threat Defense-4-613019: Threshold for maximum number of non

self-generated LSA has been reached "OSPF number" - number LSAs
SBAIEE AR LSA DR RO L EWEIZEL £ LT,

ET7V a0 2y FU—I7HNOL—ZRRREDR K E L TRED LSA 24/ L TW D7)
EOEHERLET,

I%—)‘ v t_:/ $Threat Defense-4-613021: Packet not written to the output queue
BRBANE = 7 — AL E LT,

HRET7I a3y 27— Avk—V, BE, BLXRZOZT—DFINE o7z A X2 N OFEH
ate— L, Cisco TAC {ZHH L T 7Z &0,

Io—4% “Jt—:) %Threat Defense-4-613022: Doubly linked list linkage is NULL
BREANTI— 7 — AL X LT,

WR7I a3y oT7— Avb— RE. BXORZOZT—DEKNE R o7oA X2 hOFEM
Zat’— 1. CiscoTAC IZfEH L T 7Z& W,
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Io—XAwy ‘t'_:/ %Threat Defense-4-613023: Doubly linked list prev linkage is NULL number
BREANTI— 7 —BAELE LT,

WETIa T T— Avk—V ar74FX¥al—rvary, BLOZIT—DFRERER-7=
A _ hOFEMAE I — L., Cisco TAC IZHH L T 2 &,

15_)( “Jt—:) %$Threat Defense-4-613024: Unrecognized timer number in OSPF string
BBANE = 7 — AL E LT,

W7 a3 25— Ayk—Y, ar74FXal—ary, BRI —DFRE LT
A X_ NOFEMAEZ A — L, Cisco TAC IZHEH LT &0,

15—)‘ W) t—:/ $Threat Defense-4-613025: Invalid build flag number for LSA IP_ address,

type number
BREANTI— 7 —BAEL X LT,

WR7HIIVTTI— Aub—T FE, BLOZOTIT—DFK L o712 kOFEAN
Za bt — L, Cisco TAC ([ZFEH LT 72 &0y,

Ia_)‘ v t_:/ %Threat Defense-4-613026: Can not allocate memory for area structure
BRBANE = 7 — AL E LT,

W7 A T— Ayk—, arZ74FX¥al—ary, BEORTI—DFRLE RS-
A Xy FOFEMA A — L, Cisco TAC IZHH LT &,

15—)‘ “Jt—:) %$Threat Defense-6-613027: OSPF process number removed from interface

interface name
SHBA IP VRF 2’ C, OSPF VB ANA v X —T = A AMLHIREINE LT,
W73 L,

I5—Awt— sthreat Defense-6-613028: Unrecognized virtual interface intetface name.

Treat it as loopback stub route
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613029

613030

613031

613032

613033

613029 [Jj

BB (A VX — 7 A A H A T OSPF IZ Lo CRMSNA DS T Totd, M—T w7 A
YHE—T 2 A ADALT — L LTHRDNET,

HREFTO a7 L,

Io5—XAwy ‘t’_:/ $Threat Defense-3-613029: Router-ID IP address is in use by ospf process

number

£iBA Secure Firewall Threat Defense 7 /XA A NRIDO 7o A THEHAFO/NL—% ID ZE ) 4T L
9L LFELE

WEF7 a3y Tuk 2D 1 DO —F ID ZRELET,

15—)‘ v t—:/ %Threat Defense-4-613030: Router is currently an ASBR while having only

one area which is a stub area
ZiBA ASBR % AS External & 7213 NSSA LSA {5k T& D HEBICHEH T A LERH Y 7,
WRT7H S L—F ORI & 72 5 ME A NSSA £ 72138 OEic LET,

15—)( ‘yt—*“) $Threat Defense-4-613031: No IP address for interface inside
RBAA X —T oA RIARA NV —RA 2 R TERL FEEBMHT O TOERA,

WRT7O AV AL H—T oA RABATEERT L0, Fl2FIA 0 F—T =4 AZIPT Kb
AEBELET,

15—% “Jt_:) %$Threat Defense-3-613032: Init failed for interface inside, area is
being deleted. Try again.

BB A F—T oA AOPMUICTKIAL £ LTz, BRAONDRRITROD LB T,

o A UF =T = A ADERSE L R D BEBHIBR STV E T,
cH—N =B DRAN—= T =2 Ty R TEEEATL,

W7 a4 F—T oA AR T A2y 7 X2l —Yay avr REHIBLT,
HRITLET,

15—)‘ Vi t—:/ $Threat Defense-3-613033: Interface inside is attached to more than one

area
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SREAA VA —T 2 A A, A EF—T =2 A ADY I ELUANDOTERDA o F—T =2 A A Y A K
ZEENTHET,

WRF7I a3y oT7— Avb— RE, BXORZOZT—DEKNE oo A X2 hOFEM
Zat’— 1. CiscoTAC IZfEH L T 7Z& W,

Io5—X% ‘yt—*‘) $Threat Defense-3-613034: Neighbor IP_address not configured
AR E SN AN—=F T a IRENTIEH Y XA,

HAET Y a2 neighbor 2~ ROBREA T > a v &R L, TOA T arin, £20Ex
AN— A B=T 2 A ADFy NT—7 A THEELET,

I5—*vYt— sThreat Defense-3-613035: Could not allocate or find neighbor IP_address
SN 7 —NRAELE LT,

BRE7I3FKRENTNDHEBYVICTT— Ay E—V%a b — LT, Cisco TAC [Z# &
LTSN,

Io—XAw t—:/ $Threat Defense-4-613036: Can not use configured neighbor: cost and

database-filter options are allowed only for a point-to-multipoint network

SBARRE S TR A N—)3I NBMA % v U —7 ETHH &41. cost £ 721X database-filter 4~
VarMRESNELE, ZhonA 7y a i, R"A LV MY —<LFRA L NEALTDFR Y
O —2ZORERATEET,

#IEZ7H a3 ndghbor 2~ ROREA TV a VAR L, TOA T arin, £72013%
ANR=A U E=T 2 A ADXy NI —7 XA THEELET,

Io5—H% vt—’) %$Threat Defense-4-613037: Can not use configured neighbor: poll and

priority options are allowed only for a NBMA network

BB E SN A N—1X, RA U NV —<VF KA bRy hT—7 THRIE S, polld~
a rElcidpriority A v a VISRRESNE LT, TNHDA T 5 E, NBMA XA 7D
Xy b I ICOBERTE £,

#EFTS a3 neighbor 2~ ROBREA TV a v 2R L, T4 T arin, £2E3%
AN=A B =T 2 A ADFy NI —=27 ZATEEELET,
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613038

613039

613040

613041

613038 [Jj

IS—XAw t—:/ %Threat Defense-4-613038: Can not use configured neighbor: cost or

database-filter option is required for point-to-multipoint broadcast network
HMEARTE SN ANRN—N, RA VPV =< LFRA L F Tu—RFF¥y A b xy hU—7 1
TR S E L7z, cost 7214 databasefilter 7> a > OWT NN ERET HLERH D £
R

#AZT7H a2 ndghbor 2~ ROREA TV a V&R L., TOAT v arin, £7213%
AN=A B =T 2 A ADFXy NI =27 A TZEELET,

15—)‘ v t_:/ %Threat Defense-4-613039: Can not use configured neighbor: neighbor
command is allowed only on NBMA and point-to-multipoint networks

HBAX Y hU—2 ZA THANBMA THRA L Y —<LFRA L FTHRWVWE Y T —7 |
T, REEINTZXANRN—DHHENE LT,

E7Oav L,

I5—AYE— sThreat Defense-4-613040: OSPF-1 Area string: Router IP address
originating invalid type number LSA, ID IP_address, Metric number on Link ID IP_ address

Link Type number

BMBAZDOA VIR EINTNN—F NG A N v 7 D LSA BDEEINTHET, =
NBL—F LSATHY, Vo7 AR v I RPudfs, 2y NU—2 Rl —F 47
=T T T 4 VRRENTFET HERENH D £,

WRF7I Y RESNZLSA ZFELIZLV—ZIT, YHELSA XA TBIONY v 24T
WCEN AN v 7 BRELET,

15—)‘ vt—*‘) $Threat Defense-6-613041: OSPF-100 Areav string: LSA ID IP_address,
Type number, Adv-rtr IP_ address, LSA counter DoNotAge

BN —PMEESNE LT, 20T =X v —VICHET 2EE~OREITIH Y £
Ao

HRET7V2aV VAT A AR 2R LET, AFIVDBRARRLTVDOEARIE, Z2072DICH
A A DML SN EVAT LI, A% ) SRS R 5T b &10, A~k
EHANLTCHET, AEYN+405585E1EL, Cisco TAC I[ZHE#% L, show memory =~ >

K, show processes =~ > K, 35 X U'showtech-support ospf =2~ RO L T 72 &
AN
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[ EGE

613042

613043

613101

613102

613103

Syslog # v £— 602101 ~ 622102 |

IS5—XAw t—:/ $Threat Defense-4-613042: OSPF process number lacks forwarding address
for type 7 LSA IP address in NSSA string - P-bit cleared

FEBANSSA = U TIZETAIRERIAEE T RLU AR DY £ A, MRELT, PEY 227U T
THVLENDHY £, NSSA T AL—ZTH AT TLSA % Z A 7 SLSAICEH L EH A,
RFC 3101 &L T Z &,

WRF7Ha T RRAXARXENTZIPT RLAT, m@<k%1o@4y&~7:4x%
NSSAIZRRELET, 7 RRZ A XA MITALLA ¥ 2 DREIIERIFE L 72\, —T
Ny 7RSI IICLTLEEN,

IT5—*yt— sThreat Defense-6-613043:
HBABOTF—HZRX—2A YT LA BT MR ELE L,

WRT7I AV IATAAEVEMERLET, ATUNPRRLTWDLIHEEIE, TODITH
A == A =PI ENFETEAT L, AR YNNI T2 &IZ, a2 F
EHBANLTCAHET, AEYDR+405 5561, Cisco TAC ([ZH# L, show memory =2+ >

K. show processes ==~ > K, £ XL U show tech-support ospf =~ > RO DL T 72 &
AN

15—)( “Jt—:) %$Threat Defense-6-613101: Checksum Failure in database in area s Link
State Id i 0ld Checksum #x New Checksum #x

PR A U R DI, OSPE N F —Z _N— A TF = v /7 H A =5 —ZHHLE L,
HE72 232 0OSPEF 7t A2 HEH L £,

15—)‘ Y t—:/ %$Threat Defense-6-613102: interface s has zero bandwidth
BEAZ DA U F—T = AOFFHIEAE r L RE SN TNET,
WRET7I a3 RE,

I5—AYHE— sThreat Defense-6-613103: i m changed from area AREA ID STR to area
AREA ID STR

FBAOSPF 2> 7 4 Fa b= a VOEHIZE T, Xy hU—ZH#HO=Y 7 HAEHESE
L7,
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613104

614001

614002

615001

615002

613104 [Jj
iy I N

I5—*AYt— sThreat Defense-6-613104: Unrecognized virtual interface IF NAME .

BBAARA 7 —T = A R XA TR OSPRV3 IZ Ko TRk SN oToleh, —T Ny s
B =Tz A ADAZT L— & LTHRDONLET,

WET7H a0 R,

15_)( v t—:/ %Threat Defense-6-614001: Split DNS: request patched from server:

IP address to server: IP address

SRBAA 7Y » FDNSIZX - T, DNSZ U =NV — =KD 7T 1< Y DNS
Y= R—=Z U HE A L7 FPEIRTWET,

WET7H a0 RE,

Io—H% ‘yt—*“) $Threat Defense-6-614002: Split DNS: reply from server:IP address

reverse patched back to original server:IP address

SRBA 2 7Y > FDNSIZ X - T, DNS 7 = U —FE D DNS — =05 e DSE e — X —|Z
VEA LT FERTWET,

RT3y RE,

IS5— Xy t_:/ $Threat Defense-6-615001: vlan number not available for firewall interface
B A A » FIZ Lo T, VLAN 75 Secure Firewall Threat Defense 7 /31 A G HIBR S VE LTz,
RT3y RE,

I5—Aw t—:/ $Threat Defense-6-615002: vlan number available for firewall interface
SRR X A » FIZ L o T, VLAN 7° Secure Firewall Threat Defense 7 /34 2 [ZIBII S E LT,
HR7I a3 R,
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621001

621002

621003

621006

621007
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I5—A*YE— sThreat Defense-6-621001: Interfaceinterface namedoes not support multicast,
not enabled

A LTFF Y A NEYR—FLTWARWAS L F—T 2 A A LEOPIMZEZA R —7 ML LD
LLFELE,

BT a Yy MENRPR LR WEE1E, Cisco TAC ITBRIVWE b L &0,

I5—*wt— 9Threat Defense-6-621002: Interfaceinterface namedoes not support multicast,
not enabled

A LTFXY AR R—FLTWVWARNWA L Z—T 2 A LDOIGMPZ A F—7WZ L LD
ELELE,

WET D 2 ay MEPRR L2WgE1E, Cisco TAC IZBMWEbEZS0,

Io—XAw t—< 9Threat Defense-6-621003: The event queue size has exceeded number
BEBAER SN TeA XU b v 2=V v HDPEES BB A E LT,
RT3y BEBRE L WIEAIE, Cisco TAC IZBHWADE L ZEW,

IZ5—AYHE— sThreat Defense-6-621006: Mrib disconnected,(|P_addre$,|P_addreSS)eVent
cancelled

ST — S BREY A N R ZRENT DNy R &S LA, MRIB ~OREREN 2 7 LE L
Too WENTF v LS FE L,

WET Y 2 ay MEPMRR L72WgE1E, Cisco TAC IZBMWEbEIIZS 0,

I5—AwHE— sThreat Defense-6-621007: Bad register from interface name :IP_address to
IP_address for (IP_address, IP_address)

FEAPIM L —HZ 5, TV T 7 —HRA L b ELTRESNTNDEE, £72ILNAT THIO PIM
N—Z 5 PIM LY AL Ry b EZE LIEGRICFRINET, 20Ty FNOA 7t
ME SN T — X I3 T,

WRFPIaY EEL—ZDPBS>TRFCUND L P2 Z 2R E L TWET, EHERD/L—F
T w7 T L—RLET,
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622001 [Jj

622001

I5—A*AYE— sThreat Defense-6-622001: String tracked route network mask address, distance
number , table string , on interface interface-name

HERBIRI RN — RN —TF T T =T MK LGB EITEIBR SN E L, ZuE, A8
BARIRA 7 =7 NORENT v T ETIIX TV b EbolmZ L EERLET,

e string : Adding % 72 % Removing

snetwork : X hU—27 7 KL &

emask: Ry NI —2 =R

caddress: 7'— hU =1 7 KL X

snumber : L— K T RI=ZA ML —T 4T T4 AF A

edring : V—T 4 T T—T N4

- interface-name : nameif 2~ > R CIREINTZA vV H—T = A A4

RT3y RE,

622101

I 35—+ Yt — 9Threat Defense-6-622101: Starting regex table compilation for match_command
; table entries = regex_num entries

HATFHREBH I SANDR I TT T R T 5 4 BT 4 IZTAERNFTREINET,

« match_command : [EHFHT — 7 A EEM T 5TV % match =< > R
s regex_num: 2 2 NA L ENDHIEREB Y MU O

RT3 RE,

622102

I5—*Yt— 2Threat Defense-6-622102: Completed regex table compilation for match_command
; table size = num bytes

BRBAERKRB A NANDNy 7 7T R T I T 4 T 4 IZHTDIERPERINET,

« match_command : IEMEIR T — 7 L3 EE AT 5Ty D match =< > K
enum: LA NNENTZT =T NDHA X (I3 kBT

HWREFTH o ay RE,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



