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ZOFEF, WO THMEINTHET,

o A vt—3401001 ~ 409128 (1 ~=—7)
« A v —3410001 ~ 450001 (30 ~2—<°)

* v t— 401001 ~ 409128

401001

401002

401003

ZOETIX, 401001 225 409128 FTHO A v E—IJIZOWTCHHA L E T,

15—9‘ “Jt—:) %$Threat Defense-4-401001: Shuns cleared

AR A E U D OEEFEOHER A NIRRT -0l cear shun 2> RBAENE L, ik &
DX =T TITT 4T DREEENTFAIINE LT,

RT3y RE,

I5—AYE— sThreat Defense-4-401002: Shun added: IP address IP address port port

HBAshun =~ RRANEINE L, Z0a<wy ROEODOIP T KL R THER S FB A b
TT, FOMDOT FLALR—NMIA T arThY ., GO 2 & T 5012 M
INFET, MRICKL A2V y=0 7 T 77 4 BT 4 ORI SNE LT,

WET7H a0 RE,

I5—A*AYE— sThreat Defense-4-401003: Shun deleted: IP address

SBAPER ENTZAR A DO 1 ONPERT —FZ _XR—2nbHIRENFE Lz, Efkicksyvy=27
TIT 4T 4 OFEFEDFTF A EINE LT,
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401004

401005

402114
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HREFTH o ay RE,

Ia—)( W) t—:/ $Threat Defense-4-401004: Shunned packet: IP address = IP address on

interface interface name

S IP SRC I & » TERSNIZAA MIPERT = N—=ADHEA M TH DI, /37 v b
DEFEENE L, HEREN-AA M, 22 CHBRENTEA v EF—T 2 AT T T4 v 7
EES LI TEERA, 2L, A F—Fy b EOHHFRA NIEHRA 2 —T = A A
FCHERENE T, HERENTEARA DT 7T 4 BT 4 OEENRESNE L, Z0RA
T — & A v — %Threat Defense-4-401005 2 H3 5 L, ZOFRA MIBET Y A7 5%
L AL EMTEET,

WET7VavnERL,

15—)‘ Y t—:/ %Threat Defense-4-401005: Shun add failed: unable to allocate resources
for IP address IP address port port

£iiBA Secure Firewall Threat Defense 5 /31 ZA O AXAF Y RN REL TWET, HEBRPEHACTCE £H
Moo

#EZF7H 32 CiscolPS ., Fl&fa, ZORAZEALELY ELET, ATV EFRMNAL
THERR % FEh AT 57 . F721% Cisco IPS 12 L o THERRA A S b D& R L7,

I 5—*wt—sThreat Defense-4-402114: IPSEC: Received an protocol packet (SPI=spi
, sequence number=seq num ) from remote IP to local IP with an invalid SPI.

« >protocol : IPSec 7'& k =2/L

e>gpi 1 [IPSec DEFX a2 VT 4 NITA—F LT v I A

e seq_num> : [PSec > — 7 LV A &E =

semote IP>: N RXNLDYE—K = RFALA L FDIPT RLA

« >username : IPSec h > R/VICBEESTIT BTV D 22— —4

elocal IP> : b D E—H)N T2 KRAL L FOIPT KL A

EREH SA 7 — X X— R ZHFAE L7V SPL 25 E L TV A IPSec X7 v haZ[ELE L, Zh
1. IPSec BT D SA DT — 2 T Db NIRMEIC L D —R /0 RRED, Fizidn—h L
SADHEENFRINTY, £z, IPSec BT IZ L > TRIER NNy RREEINTZZ EE2 T8
LHET, TNLHBEOEHOBENRHV T, ZOXvE—IiE, SBIC1REILHERS
NI ITHIRE N TVET,

WRF7HI a2 0—HLSANHEEEINZZ LA, ETIEEHEL W RWI ER”H D 9,
LW v — )V )L— X IS SN T 5E ., 2 20O T BDIEFICER 2 S5 &
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402115

402116

a5 [

WHYET, HOWIE BEORAENEHRIC L EX bRWIEET. #55 28TiICiHNL LT
L0 FFET OEHEICHONEDYEET,

I 5 —A*AwHE—sThreat Defense-4-402115: IPSEC: Received a packet from remote IP to
local IP containing act prot data instead of exp prot data.
BRI ST ESP~y X —D 7R IPSec N7y b aRfELE L, BT E, #Fvm—h &
NictFa 74 RY vr—& Bl Ty b2XEP T, ZHIFEEZRL TS AEE
PERHY T, ZOA =3 SBHICIEILAFRENLRVE D ITHIRS A THET,

eemote IP>: F RNV DYE—F U RRA L FDOIPT KA

elocal IP> : b XD —H)L T RARA L FDOIPT RLRA

e >act_prot : %f5 L7= [PSec 7’1 k=L

« >exp_prot : HifF X417z IPSec 712 k=L

HET7H a0 BT OFREIIBENGDEL SN,

IS5—4 ‘y‘b—*‘) %$Threat Defense-4-402116: IPSEC: Received an protocol packet (SPI=spi
, sequence number=seq num ) from remote IP (username ) to local IP . The decapsulated
inner packet doesn’t match the negotiated policy in the SA. The packet specifies its
destination as pkt daddr , its source as pkt saddr , and its protocol as pkt prot . The
SA specifies its local proxy as id daddr /id dmask /id dprot /id dport and its remote
proxy as id saddr /id smask /id sprot /id sport .
REA S NALIEER S LT IPSec N7y R AT — hIcID E—HLEF A, BT,
ZoeXa )T 4 7Y ve—varEZ@ELTHO NI 7 4 v 7 ZXER T, Zhid, BT
E2tXa2 VT4 7 V=g VBRI =D ERTH 50, WEO—HOBETH S JHE
HERHVES, ZOA =V SHICTELPERENLD LI ICHIRENTHET,

« >protocol : IPSec 7'& k =2/L

e>spi i IPSec DEF a2 VT 4 NTA—L AT VTR

e seq_num> : [PSec > — 7 L AFE =

semote IP>: N RXNLDUE—K = RFA L FDIPT RLA

« >username : IPSec k> R/VICBEESTT BTV D 22— —4

elocal IP> : bR DE—H)L T2 KRA L FDIPT FL A

e pkt_daddr> : B T RAAUIRER ST N7y RN DDSESET R LA

« pkt_saddr> : I T EMUIERE NI Ty BB OEEILT R

e pkt prot> : I S EIMMULIRERS NNy B D T U AKR— K Fa hajn

¢id daddr> : = —H /L Fa X P T RLX

*id dmask> : = —H /L O X P TRy h v R

«id _dprot> : =—A /N T uFy T U AR—K Fa han

*id dport> : =—H /)L T ¥ F— |

Syslog # v £—<° 401001 ~ 450001 .



B o2

402117

402118
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«id saddr> : VE— K 7BF T IPT FL R

*id smask> : YE—h 7BFXF VP YT Xy b R
eid_sprot> : UE—F Fr¥> RTFURAKR—K Fr bhan
sid sport> : UE— kK FrFT AR— |k

WRF7HI a2 ETOFHEICENEDET, R —DOREFILE L ET,

Ia_)‘ ‘yt_:) %Threat Defense-4-402117: IPSEC: Received a non-IPsec (protocol ) packet

from remote IP to local IP .

BRBAZAE Xy MIZ VT h~ v 7 ACL & —F L7123, IPSec TH 7 fbanTnEHA,

IPSec BT I1EH T ML EN TRV y &R ERTT, 205 —F. ©T7ORY v —
Yy T 72T —NHRNTRAETLIZ NS 3, 72 xiE, A v F—T = A AR —
k23 ~Dl 5t Telnet N7 7 4 v V12T &#ZETHEICT 7 AT U — L EHRETEET,

IPSec K5 5 b & 1THTIC Telnet A L C, "— h23 ETHEA v X —T = A AT 7BAL
£9L92L, ZOAYE—UNRERINETN, K—F 23 SO A 2 —T =4 X
T DTelnet £721X 8T 7 4 v 7 OBAEFFRRENETA, ZOTT—1F, WEERTILED
HVET, ZOXA v E—VF, ZNHORMLSNTIHERSINETAL (72 & 21X, SecureFirewall
Threat Defense £ % —7 = A ZABE~D NT 7 4 v 7 OHESITERINETA) o TCPEB L
UDP Z3R 2Bl 92 A »&—3° 710001, 710002, 3L ON710003 =2 L TLZEW, 20
A vt —IF, SR TEILOFE RSNV E D ICHIRES N TWET,

« >protocol : IPSec 7'& k =2/L
 emote IP> : o xVOVFE—F U RIRA L FDIPT RLA
elocal IP> : bR dDuE—H) T2 RARA L FOIPT RLA

HE7V2ay E7OFHBICHOEDE T, R v —ORELZLRL £,

IS5—XAwy t—:)%Threat Defense-4-402118: IPSEC: Received an protocol packet (SPI=spi
, sequence number seq num ) from remote IP (username ) to local IP containing an illegal

IP fragment of length frag len with offset frag offset .

BB 7 ALARBR STz IPSec /37 v M, 128 34 RAFOA 7y hOIP 7T 27 A b
BDEFENTWELE, RIN—VaDIPRFCOEX =2V T 4 T—X%7 7 F T, V7%
VT VIKBEFIEST D7 OIR/ANIP 7T A N ATy ME 128 31 MIT S I L A HELE
LTWET, ZHIEIHEO—HOGENHY £T, ZOA vy E—UF SPICTELNIERS
NIRNE D IZHIRENTWET,

« >protocol : IPSec 7'& k =2/1

e>50i 1 [PSec DEXF =2 VT 4 NTA—=H LT w7 A

e seq_ num> : [PSec > —7 L A&EE

cemote IP>: R RNV DYE—F U FRRA L FDIPT KR

« >username : IPSec b > R/VICBHEAHT BTV D 2 — P —4
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402119

402120

a9 i

elocal IP> : ho RO —H)L T2 KIRA L FDIPT KL A
sfrag len> : IP 77 7 A b E
s frag offset> : IP 77 VA N A7y b (N1 )

W73y VE—F ETOEHEIIWEDE T, R —0RELLELET,

Io—XAw 1t — 9 Threat Defense-4-402119: IPSEC: Received an protocol packet (SPI=spi
, sequence number=seq num ) from remote IP (username ) to local IP that failed anti-replay

checking.
BB — T ARG DI IPSec /Ny M EZAELE Uiz, 71, LANCHEM S 7z e
YDDHD L=l VAFRGNEENT ATy MR ETTT, 20X vv—U3 T AR
FPHSN D — o AR T D IPSec N7 NaeZE LT &R LET, 2Oy M, AlRE
YD DWEBED—FE LTIPSec IZL W FEFESNET, 20X yv—IF, 5T 1 EILIFR
SRRV E DS ICHIRS N TWET,

« >protocol : IPSec 7'& k =2/L

e>pi : IPSec DEF =2 VT 4 NTA—K AT v T A

e seq_ num> : [PSec > —7 A &E =

eemote IP>: F XNV DYE—F = RRA L FDOIPT KR

e >username : IPSec k> R /UIZEHESIT BN TWDE 22— —4

slocal IP> : b D —H)N T2 KRAL L FOIPT KL A

WET7 a3y ET7OEHEEICBMWEDELTEE N,

15—)‘ “Jt—:) %$Threat Defense-4-402120: IPSEC: Received an protocol packet (SPI=spi
, sequence number=seq num ) from remote IP (username ) to local IP that failed

authentication.
FHBA IPSec /N7 R &G LIESGRAEICRLE LT, Ny NI Fry7TaShET, ~ry
NIRRTy, B 7 DR 72 IPSec /37 v b EEE L CWDAIREMER SV £, =
NNy O ZRICET 2LEE LSS, KBEZRLTWDSHRERS Y £9,
DA yE—UF, SHIC1TEILIAR IRV E D ICHIRS L THET,

* >protocol : IPSec 7'& k =2/1

e>5pi : [PSec DEXF =2 VT 4 NTA—=H LT v I A

* seq_num> : IPSec ¥ — 7 AEK

semote IP>: N RXNLDYE—K = RFA L FDIPT RLA

« >username : IPSec b o R/VZBHHEAHT DL TV D 2 —H—4

slocal IP> : ho LD —H)L T2 KRAL L FOIPT KL A
WETVaY ZELEAT Yy NORBFERNZWEEIEL, UV E—F B 7 OEHEICBRN
HhEIEIN,
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Io5—X% ‘yt—*‘) $Threat Defense-4-402121: IPSEC: Received an protocol packet (SPI=spi
, sequence number=seq num ) from peer addr (username ) to lcl addr that was dropped by

IPsec (drop reason ).

SRR e ALIRERT D IPSec /N R EZAF LIS, £ D37y RS IPSec 7 T AT AT
Lo THCHEESNE L, ZiuX. SecureFirewall Threat Defense D% i€ % 7= 1 Secure Firewall
Threat Defense 7 /XA A T Db DIZFIENTFEET DA REMENH D Z L 2R L TWET,

« >protocol : IPSec 7’1 k =/

e>spi i IPSec DEF 2 VT 4 NTA—L AT VTR

 seq num> : [PSec > —7 L A& =

epeer_addr> : P RADYE—F T RRA L FDIPT RLA
« >username : IPSec bk R/UZEHESIT TV D2 —H—4
elcl addr> : hrFOBE—H)L T RRA L FDOIPT KL A

e drop_reason> : /X7y RS Ry 7 ST RIA

WETH L3 UMENEI L2 WEEE ., Cisco TAC IZBMWEbEL &V,

IS5—*Aw 1 — 9Threat Defense-4-402122: Received a cleartext packet from src addr to

dest addr that was to be encapsulated in IPsec that was dropped by IPsec (drop reason

) .

StEA IPSec TH 7 ENMbT D37 v FEZEFELE LM, 2037y b IPSec 7 2 AT A
WX o THTHEEESIILE L7z, Ziid. Secure Firewall Threat Defense D% & F 7213 Secure
Firewall Threat Defense 7 /31 A Z D b OIZHENGFET DA REMENRH D Z L 2R L TWET,

esrc_addr > : EfELIP T LA
edest addr > : s8%C> 1P 7 KL X
« drop_reason> : /N7 MY Ry S ST EIA

HET O S a Y BENERL22WEATE, Cisco TAC IZBRIVWAEHLEL &N,

15—)‘ V) t—:/ $Threat Defense-4-402123: CRYPTO: The accel type hardware accelerator
encountered an error (code=error string ) while executing crypto command command .
BREAN—RU =7 7787 L—Z &M L7z crypto 2~ ROETHICE T =R S E
Lico 72787 =2 OMBZRL TOLAREERH Y £3, ZOXATDTT—F, S8
ERBHTRELET, 20Xy =V FHRNOHEIESLSL I ICHEST 78T L—2 0
VA EMRELET,

saccel type : N— R =T 77T L—FDHAT

e>error_string: =7 — 0O X A FHERT a— R

ecommand : =7 —&Z LR LT a2 N
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402124

402125

an i
HWET U > a v BBERMRR LR WIEE1E, Cisco TAC IZBWEDE L ZE W,

I%—)‘ v t_:/ %$Threat Defense-4-402124: CRYPTO: The Threat Defense hardware accelerator
encountered an error (Hardware error address, Core, Hardware error code, IstatReg,

PciErrReg, CoreErrStat, CoreErrAddr, Doorbell Size, DoorBell Outstanding, SWReset).
AR S N— R =T Ty TRERET—2@RELE L, Ty 7PEIMERRETH DL Z & &R
LET, ZORXvE—IU000FHRIE, FFlEZI0 AL, B2 TEdkoIcLE
9, ZORENSRHIND &, 5Ty 7R Yy F I, MIEIZSecure Firewall Threat Defense
T A DOHREE ML CE E£T, £, ZOMEPMRE SN EORFRER, 77 v a
LD ST A7 T4 L7 MUICEZIAEN, 65Ty JERERELES, 20
A=V, BENA— R =T ICEETROL I RS EIERNRNTA—IBREEATY
5

*« HWErrAddr> : /N»— Ko =7 7 RL A (5T v 72X > TRE)

«Core> : =7 —NRWAELTWHKFaT

* HWErrCode> : N— KU =7 =7 — a— R (5T v 72X > TRE)

e IstatReg> : BV IAHLARAT —H A LY 2RZ (BETF v A2k - TRE)

« PciErtReg> : PCI =7 — LY A X (BE5F v 72k » THRE)

« CoreErrStat> : =7 =7 — A7 —X X (K5F v 72 Lo THIE)

e CoreErrAddr> : =27 =7 — 7 NV A (5T v I L -> THIE)

« Doorbell Size> : FF A SLHKH 2~ 2 RORKE

* DoorBell Outstanding> : #LEEFFH DRF B 22~ > KL

* SWReset> : 7 — MEOKE 5T v 7 Ut v Malkk

\)

GE) The %Threat Defense-vpn-4-402124: CRYPTO: The Threat Defense hardware accelerator encountered

an error (HWErrAddr= 0x40EE9800, Core= 0, HwErrCode= 23, IstatReg= 0x8, PciErrReg= 0x0,
CoreErrStat= 0x41, CoreErrAddr= 0x844E9800, Doorbell Size[0]= 2048, DoorBell Outstanding[0]=

0, Doorbell Size[1]= 0, DoorBell Outstanding[1]= 0, SWReset=99) =7 — X v & — 1%,
AnyConnect D[ &, AnyConnect 3.1.x (27 v 77 L— RI B AR Z R L ET,

WRF7HL a3 A vE—VOFEHRAE CiscoTACIZERE L, SOLRAOM AL T X0,

I%—)‘ v t_:/ %$Threat Defense-4-402125: The Threat Defense hardware accelerator ring

timed out (parameters ).

£%BA IPSEC Dtk U > 7 £ 7213 SSL/Admin DLk 1V o V0 #EIT L TWVRW T & &5 R
FANPBHLE LT, 2F0, ST v 7RHEREL Tt BbnEd, ZoRE B
Shaé, BeFv7RNYEy &N, HIFIZSecure Firewall Threat Defense 7 231 A DERE A
i cEx £, /2. ZORERRH SN L EORSEREN, 77 v a2 FOKET—hA
T T4 MICEEZRAENR, SORLT NNy IIERERELE T,
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e>ring : IPSEC Y > 7 ¥ 721X Admin U > 7
s parameters> : RO LY
-Desc> : Gl 77 R LA
- CtriStat> : I/ 2 7 — & A
- ResultP> : kEhAR A &
- ResultVal> : i
-Cmd> : 5o~ R
-CmdSize> : 2~v > K H A X
-Param> : A< R XT A —%
-Dlen> : 7 — 4}
-DataP> : 7 —% KA X
-CtxtP> : VPN 27 % Ak RA X
-SWReset> : 7' — MEOWEEF v 7 Uk v Maldk
HRETI 3V AvE—VOE#R%E CiscoTACIZEREE L, S SR 0HT AL T 7280,

15—)‘ v t_:/ %$Threat Defense-4-402126: CRYPTO: The Threat Defense created Crypto
Archive File Archive Filename as a Soft Reset was necessary. Please forward this archived

information to Cisco.

ERBA N— R = THE ST 7 CHRE L ORES R Sk Lz (syslog A v &— 402124 55
FO402125 #5H) , BT OMEEZ I BIZT NNy 73572012, BUUEOKE/N— U = 75
BE N—Fox7 LYVAZBIOK SRR M) 28057 —0 A7 77 A VAR
ENFET, 7—FREZ, 7T v a 77 AN VAT A BT erypto_archive 7 4 L7 kU 23 H B
BINCHERR SN E LT (ERNCHEEL TORDSEEE) . 20T 4 L7 FUIZE, K250
W7 —HAT 77 ANVPHFETEET,

« >ArchiveFilename : K557 — A 7 7 7 A IVDLHI, BT —hA T 77 A VOLAHIL
crypto_arch x.bin LW HEXTF, T T, xiT1 £4IF2TT,

WBF7HLaVEET— A7 77 A4)% CiscoTAC IZHEX L., SR 55&kEL TL
7230,

15_)‘ v t_:/ %Threat Defense-4-402127: CRYPTO: The Threat Defense is skipping the
writing of latest Crypto Archive File as the maximum # of files, max number, allowed
have been written to archive directory . Please archive & remove files from Archive

Directory if you want more Crypto Archive Files saved.
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402128

402129

402130

anz [

SHBAN— R =T 5F v 7Tl EoRENMBEHENE L (XA vt'—T 4402124 BEI O
4402125 %) . ZTDOA vbE—IlE, RRBOWST —0A 7 77 A /VRT TITHFELTH
72, BET—hAT 77 ANNNEZIAENLNoT2Z L 2R L TWET,

emax_number > : T—HA 7 T 4 L7 hUTHFAINTND Y 7 A VO REE (BIEIL2

WICRESHTWET)

« >archive directory : 77— A4 7 7 4 L7 h U D4R
W7 a3y UENCAERSNTRST —H A7 7 7 A /L% Cisco TAC (2852 L £, LLAT
WCAERESNTET — AT 77ANVEEIBRLT, BOT—DAT 77 AN EEIRATLI ENT
EHXCLET WETHIEEDNDIHR) .

15—)‘ v t_:/ %Threat Defense-5-402128: CRYPTO: An attempt to allocate a large memory

block failed, size: size , limit: I1imit
FRBA SSL #5#i CRAARA MR 2 AT Y OEHNARAALN TWET, BERPELGINE LT,
csize: VY THNTWDHAEY TRy 7O AR
o limit : FFPEEID Y TAEY O A X
WRT7 V230 ZOA v E—UNRG|ERERTINDGAHIL, SSLH— B AEMBEPHET
TWH AR BV £, VE— M ETOEHEELITT v 72N —2D T u/ (X —(C
W EbhEL TSN,

L
S

Ia_)‘ ‘y’b-*‘) %$Threat Defense-6-402129: CRYPTO: An attempt to release a DMA memory

block failed, location: address
BMEANTEY 7 U =T =T —BAELE L,
e address : fiffitES Lo & LT FL &
HEET 9 2 3 > Cisco TAC |ZH#E L THAR— FAZIF T ZEN,

Io—4% ‘yt—*“) %$Threat Defense-6-402130: CRYPTO: Received an ESP packet (SPI =
XXXXXXXXXX, sequence number=xxxx) from 172.16.0.1 (user=user) to 192.168.0.2 with incorrect

IPsec padding.

£5B8 Secure Firewall Threat Defense 7 /3 A A DHfFH/N— R =7 7 7% 7 L—& THEHRHLD
IANBT — B H G e IPSec 7N > M EIVE L7z, ATTVPN 7 7 A 7 > FCTlE, IPSec /¥
7 D OBOIAB N RN ATONDIGENRH Y 77,

« Pl Ty MICBEET 5TV D SPI
« sequence number : /N7y MIBIESHT N TWD v —F v A S
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e user : L —H—4 3T
e padding : /X7 > D DOMHDIARZT —H

WE79232 Z0A =B ARETH Y . Secure Firewall Threat Defense 7 /3 A A DORHRE
PIRENTWRWGA, ATTVPNZ A4 7 FEFEHLTWAIRBERKIIVPN Y T4 7 K Y
TR 2TOT v T T L —RNUBEICRAEZERHD F4,

15—% v t_:/ %Threat Defense-4-402131: CRYPTO: status changing the accel instance

hardware accelerator's configuration bias from old config bias to new config bias .

HBAN—RD =7 T 787 L — a VEREMN Secure Firewall Threat Defense 7 /34 A TARE X
WE L7z, —#B8® Secure Firewall Threat Defense 77 v b 7 4 — AL, BEON—RT =T 7
I ITVL—ENHVET, N—KRU=T TI7EITV—FDOEREITLIZ 1D syslog A vE—
URERRSIET,

s status : success % 721 failure 7~ LE 9

sacce_instance : N— RV =T T I BT L—FDA ALK A

S i==3

« old_config_bias : H VW \iRE

L

« new_config_bias : #1 L\ &% /&

WRT7IL3VT 78I L—FOWVTNOPDRHEEERELLY L LTRRLEYGA, vX
fEHRAZIEE L, Cisco TAC |ZHEAE L T 2 &, EENEAELZSGE, V7 hu T, &%E
ER AT LET, BT LTSS, Y7 MU = T IO A 7 AT +—
Ny 7 LET, "— KU =T T 7k%T7L—%OHFREEKA KT D58, "—RKu=7T
DIEEZRLTCWDAREENRH D £,

15—)‘ W) t—:/ $Threat Defense-3-402140: CRYPTO: RSA key generation error: modulus len

len

£%BA RSA AR — X7 DARKIFIC =T — 23384 L E LTz,
slen: By NENTRLET TA L BTV 2T ADES

RT3 Cisco TAC IZEHE L THAR— FEZ T T E I,

15_)‘ “Jt_:) %$Threat Defense-3-402141: CRYPTO: Key zeroization error: key set type

;, reason reason
ZRBA RSA AR — XT OENFICZ T —NRELE LT,

stype: MONTNANDF— > N A7, DH, RSA, DSA. unknown
ereason : THIL 2kt vy a s #4047
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402142

402143

402144

402145

awns2 ||

RT3 Cisco TAC IZEE L TR — FE2Z T T EEW,

Is—)( v t_:) %Threat Defense-3-402142: CRYPTO: Bulk data op error: algorithm alg ,

mode mode
BRI — (I T —p g L E LT,

cop : WAL FE 71T SRR O W O E
calg: WOWTINORE{L7 /L =Y X4, DES, 3DES. AES. RC4
e mode : IROWTINDE— R, CBC. CTR. CFB, ECB. stateful-RC4. stateless-RC4

HEEET Y 232 Cisco TAC IZEHE L THAR— FEZIT T E I,

15—)( “Jt—:) %$Threat Defense-3-402143: CRYPTO: alg type key op
BRI — i EhIC = T =3 A L E L,

«alg : RSA £721X DSA ODWTNODKE LT LT Y X A

* type : public F 7= 1% private DWW FTNNDF— F A T

e op : WS b E 71T BALAEER O W O EE

HEEET U 23 > Cisco TAC IZHAE L THAR— R 22T T EEN,

Io5—4% ‘yt—*“) %Threat Defense-3-402144: CRYPTO: Digital signature error: signature
algorithm sig , hash algorithm hash

BERT U S LBA OERAIC TS — A LE LT,

+Sig: RSA F71E DSA DWTNOBLT LT Y X A
shash: Ny = 73U XL, MD5, SHAL, SHA256, SHA384, SHAS512 DWW/ T
j—O

HEEF7 493 Cisco TAC IZEE L TR — FE2Z T T EEW,

Io—XAwy ‘t'—:/ $Threat Defense-3-402145: CRYPTO: Hash generation error: algorithm hash
BNy Vo BT =R AELE LT,

ehash: ™y 2 73U XA, MD5, SHAL, SHA256, SHA384, SHAS512 DV /T
S

HEEET Y 232 Cisco TAC IZEE L THAR— FEZIT T E I,

Syslog # v £—<° 401001 ~ 450001 .



B 021

402146

402147

402148

402149

402150

Syslog # v — < 401001 ~ 450001 |

IS—A4Avy t_:/ %Threat Defense-3-402146: CRYPTO: Keyed hash generation error: algorithm
hash , key len len

B —fTE Ny 2 BRI — AL E LT,
«hash : ROWFTHND/Ny 2 7Y XA, MD5, SHAL, SHA256, SHA384, SHAS512
elen: By NEfZOF—DEX

AR T Y 3 > Cisco TAC (Z3EE L CTHAR— b &2 T EEW,

IS5—XAwy t—:/ $Threat Defense-3-402147: CRYPTO: HMAC generation error: algorithm alg
FB HMAC 0K 7 —MRAELE LT,

salg : MOWT IO HMAC 7 v = U XA, HMAC-MD5, HMAC-SHA1, HMAC-SHA2,
AES-XCBC

HET Y 23 > Cisco TAC [ZHfE L THAR— M &322 TS ZEW,

I5—4 “Jt—:) %$Threat Defense-3-402148: CRYPTO: Random Number Generator error
BBAESY =X L —F =T DAL E LT,
T Y 23 Cisco TAC [ZHHE L THAR— F &3 T ZEW,

Ia_)‘ ‘y’b-*‘) $Threat Defense-3-402149: CRYPTO: weak encryption type (length ).
Operation disallowed. Not FIPS 140-2 compliant

£5iBA Secure Firewall Threat Defense 7 /31 A 132048 £~ h R D RSA §F—., F721XDH 7/ /L —
71,2, 5EMBO L LELL,

- encryption type : 575D ¥ A 7
elength: RSA ¥ —D RS, 72X DH /7 Vv—7 DE S
WET7V 3220488y FULEDORSA F—%fli5 K51, E2id 1, 2, 540 DH 71—

T HFHET D L 91T Secure Firewall Threat Defense 7 /31 A £721304 7 ) r—> 3 U &7%
ELET,

Io5—X% vt—*‘) %$Threat Defense-3-402150: CRYPTO: Deprecated hash algorithm used for
RSA operation (hash alg ). Operation disallowed. Not FIPS 140-2 compliant
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403500

403501

403502

a03500 I

SHER 5 ZOVEEEOE A F 7713 FIPS 140-2 FBEAEOREEC. T ANV ANy 2 T
T Y XAMEDLIVE LT,

« operation : &4 F 7o I THEGE
ehashalg : T AN LRV Ny o TLTY X LDLAH]

HRT O a2 D LbT VX NGEEDEA F 7213 FIPS 140-2 FRREDRAEIZIEZ T AL
SNANY Y2 TN ZALEFESTNWDLZ A LET, 2 bi2id,. SHA-256.
SHA-384, SHA-512 3% Y £,

15—)( v t—:/ %Threat Defense-6-403500: PPPoE - Service name 'any' not received in
PADO. Intf:interface name AC:ac name .

£ BA Secure Firewall Threat Defense 7 /34 A 23, A V' H—F >y N h—E R Tu XL X —DT
TR a3 b= nbDPPPOE h—ERany ZERLE LT, —ERX T M X —hbH0
BT O —EAREENTHVETR, —ERanyidEENn T EFA, ZHUuL, 7=
FanOFEEOAR—EKTT, PADO/N7 v MIEEFITMEIN T, #iirIvm— 3 Ui
TSnET,

HREFTH O ay RE,

Io5—H* vt’—’) $Threat Defense-3-403501: PPPoE - Bad host-unique in PADO - packet

dropped. Intf:interface name AC:ac name

it BA Secure Firewall Threat Defense /3 A A IR A MEAELMEENZIDEZT 78 A 3k

D—JIICEELE L, T78R a3 ba—F%, B R A MNEBAMETHRELE L7z, Secure
Firewall Threat Defense T /31 A [X Z DS KIGT DEEHGER Z# T FHATLE, X

o MBS, #ir I v —ya idbir s nE Lz,

WRET7Vav A —3y M P—ER T M X —ZBlnabE{Ean, y—vx 7
RN ZE—=DT 78R 2 bua—F 38X MNEFHEOLH Zi > T 5HA, E7213 PADO /¥

7y RBARIETT,

Io—XAw t— $Threat Defense-3-403502: PPPoE - Bad host-unique in PADS - dropping

packet. Intf:interface name AC:ac name

588 Secure Firewall Threat Defense 7 /3 A A [X7R A NEAEEMIEIND IDEZT 78 A 232 b
n—JICEHELE L, T7E8RAarba—JF, BR5FKZ2 MNEAETHELE L7, Secure
Firewall Threat Defense 7 /XA A [ Z OIRE I IGT D ER A T FHATLE, X
o MIBEES L, #iir v m—ya Vidbirang L,
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WREF7Iav A Z—Xy b =R Ta M F—=ZBRWEDbELZE N, =R 7
R, Z—=DT 7'A aryha—FR0FKA NEFEOUEZFR > TWBHH, F721% PADO /X
oy RBRIETT,

15—)‘ ‘yt—*“) $Threat Defense-3-403503: PPPoE:PPP link down:reason

BEAPPP U DX U LE LT, ZBEAETDRENFHEZ < H Y £, RYIOPRUIR
SNHEMIE, PPP O OEBOEA T,

WRET7I a2y Xy MU= Vo7 Zfl{ixT, Vo7 PEInNTnD 2 2R LET,
TIZRA AV RL—EZRET L TWEIERHYFET, BiET 0 hanT /R o
BV RL—HE—HL, LRTESNAT—=RRELWZ EEMERELET, ISPEiERy hU—
7 HR— ML EIC OB REER LT,

Io5—X% ‘yt—*‘) $Threat Defense-3-403504: PPPoE:No 'vpdn group group name ' for PPPoE

is created

#%BA PPPoE Tid, PPPoE kv ¥ a U ABHGT HHIC, XA ¥YLT U h a7 4 ¥al— g
URMBETT, R ar 7 4 X2 b—v g T, XA YL R — PPPERFE, —
=%, BLXOSRATU—RERETLHIHLERSH D £9°, ROFITIX, Secure Firewall Threat
Defense 7 /3A A% PPPoE # A YL 7 7 M HIZFE L £ 9, my-username 2~ > RIS LW
my-password 2~ > Ni&, NETHIULPAPZET LT, 77X ar kb L—ZDRGEIC
EHEET,

RITHI 2R L ET,

ciscoFTD# vpdn group my-pppoe request dialout pppoe
ciscoFTD# vpdn group my-pppoe ppp authentication pap
ciscoFTD# vpdn group my-pppoe localname my-username
ciscoFTD# vpdn username my-username password my-password
ciscoFTD# ip address outside pppoe setroute

#2274 32 PPPoE fHD VPDN NV — 753 ELE T,

15—)‘ Vi t—:/ $Threat Defense-4-403505: PPPOE:PPP - Unable to set default route to

IP address at interface name
BBEE . Z DA vE—UI2iF [default route already exists| &9 A »E—U D& 77,

WRT7O a2 BUTOT 74V kN — bEHIBRT D70, £721% setroute /X7 A — X ZHIBR L
T. PPPoE & FEI TR E LT L— FBEES LW E S LET,

. Syslog # v tz—<° 401001 ~ 450001



| Syslog # v +—< 401001 ~ 450001

403506

403507

405001

a03506 ]

I5— 4 wt—’) $Threat Defense-4-403506: PPPoE:failed to assign PPP IP address netmask

netmask at interface name

HBAZ DA »E—1ZIE,  Tsubnet is the same as interface| F 721X [on failover channel| &>
A=V ONTNPBRE £,

HMET7OLavERVOERIT, HEaDFEKRER-7=T FLAZER LEY, 2FHOEAEIL.
Tx—)VF—N_N— o H—T oA ALUNDA 2 —T = A A|ZPPPoE ZHRELET,

15—% ‘y‘b-*‘) %$Threat Defense-3-403507: PPPoE:PPPoE client on interface interface
failed to locate PPPOE vpdn group group name

588 pppoe client vpdn group group_name =~ K& A LT, A > ¥ —7 =4 A F® PPPoE
AT NISRFEDOVPDN 7 V=7 5T 5 LD ICRETEET, VAT LDOREIRFIZ,
BIE LT244H1D PPPOEVPDN 7 /L —T7 NN LR o T2ih, ZOA v =V RN ERSVE
-éAO

cinterface : ¥ DA X —7 = A A LD PPPoE 7 T A T MIREFENEAE L2
sgroup_name: A ' Z—7 = A A LD PPPoe 7 7 AT ~® VPDN 7 /L —T74

WET7H Yy ROAT v FHFATLET,

1. vpdngroup group_name =~ K& AJJLC, #%7e VPDN /' v—7%BMLET, 7
= L a7 4 FXal—var E—RNTHAYNVLT U KPPPE Z#ZRL, T XTDJ
N—T" T aRT 4 B L ET,

2. SN/ A 4 —7 =1 Am 5 pppoeclient vpdn group group_name =~ > K& HIk L %

T ZDHE. PPPOEZ T A T ME, EFRFADHRAID PPPOE VPDN 7 /b — 7 Z2ffi il L
XoE LT,

GE)  TRTOLEFNEIL., ipaddresspppoe =~ > K& AL TA ¥ —7 =A A LD PPPoE

7 TAT v M BiEE LIERIZRY AR £,

15_)( Vi t_:/ %$Threat Defense-4-405001: Received ARP {request | response} collision
from IP address /MAC address on interface interface name with existing ARP entry
IP address /MAC address

£5iBH Secure Firewall Threat Defense 7 /314 A 78 ARP X7 » hEZELE LN, N7y hOD
MACT7 RLABRARP F ¥ vz = b B> THET,
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WREFH a2y DO 74w 71E, ESTHLHIEE L HNIE., ARP IRA R =1 J BN
THRTHLZLE2TTHELHVET, BETMACT RLAZIHER L TNy hOEELE
HIFIL, ZOTy bBRENREARMIBLTWENE I NEHTIET,

15—)( W) ‘t'—:) $Threat Defense-4-405002: Received mac mismatch collision from IP address
/MAC _address for authenticated host

FBAZ Oy ME, ROELLNOFREDOLGEITTKREINET,

» Secure Firewall Threat Defense 7 /34 AL IP 7 KVANRF L7ZRN, MACT RLABZED
vauth = FU D 1 D& TR LTy bezfELE LK,

» Secure Firewall Threat Defense 7 73/ X |Z vpnclient mac-exempt =2~ > R&RELF L7,
B4 MAC 7 R LA ZFFON, T 2 vauth =2 N U LR DH P T KL A& FFDO/3
/7 K3 Secure Firewall Threat Defense 7 /34 A [Z X > TG & E LT,

WR7HILAVIDMT T4 w21k ELTHLIHE bHIUL, AT —7 1 v JHENHETH
ThAHZLETRTHEAELHVET, EETMACT RLRALIPT RLAZFERB LT/ v D
BETTE. FONRr Y REREA MIBLTOANE S ERHIET,

15—)( vt—*‘) $Threat Defense-4-405003: IP address collision detected between host

IP address at MAC address and interface interface name , MAC address .

By U= ND T T 4T RDOIPT KL A7 Secure Firewall Threat Defense { > % —7 =
A AP T RLALRLTY,

RT3V 7747V DIPT RLAEZERLET,

15—)( v t—:/ %Threat Defense-4-405101: Unable to Pre-allocate H225 Call Signalling
Connection for foreign address outside address [/outside port ] to local address

inside address [/inside port ]

SEAE Y 2 — S, BEEORBTICRAM Y AT A AFY OEID Y TIZERK LD, 20137
RLUAZE# AT v hEFIFATEEHA,

WR7IL32 ZOA v E—URNEMPICERINIGAIL, BETEET, Fu— UL 7 —
NDOY A RXEMR LT, NIOXy NT—2 77347 MR TEEd, PATT KL A
DREIZR DSRS0 £7, £id, BLEROXY A L7 U MiEZE LET, 20O
T—Avb—IiF, ATIUARERNFERNTERINDAEELH Y T, TOHEIE. A€V
AEZBOT, IR ATY ZIEA L TAHAET, MEMR LARWEA, Cisco TAC (2
BHIWAEDELZE W,
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405102

405103

405104

405105

ao5102 [

Ia—)( ‘yt—*‘) $Threat Defense-4-405102: Unable to Pre-allocate H245 Connection for
foreign_address outside address [/outside port ] to local_address inside address

[/inside port ]

i BA Secure Firewall Threat Defense 5 /XA A 23, BEHGDOBAETIZ RAM A7 A A€ U OE| Y
MTIZER LT, T3 7 RLRAEHEAn y hEFHTE A,

WRTFOay 7u— L =DV A AR LT, NEORy NT—27 7747 MK
g LET, PATT RUABKBEIZRAGANHY £7, 7003, BREBEROXY A LT T
MEREZES LET, Fio, AT VHHEZEO T, 3R AT ) 2BALES, Z0
A v —UNEMPICEREINDGAIE, BHTE E3, MENER LR WEE . Cisco TAC
IZBMWAEbELEIN,

I 35—+ Yt — sThreat Defense-4-405103: H225 message from source address/source port

to dest address /dest port contains bad protocol discriminator hex

i BA Secure Firewall Threat Defense 7 /3 A X712 bk 2 /LA 7 0x08 % T8 L TV FE 375,
0x08 SN DA T2 ZAE LE LTz, T2 RARA U R DL AR v RREFEEN TV D0, F
TEBPDOET A NUHDA =T A N EZE LERRERDY £9, X7y FD
HITFFRI S NE T,

WET7H a0 R,

I5—AYHE—Y %Threat Defense-4-405104: H225 message received from outside address

/outside port to inside address /inside port before SETUP

SRBAYIHE] SETUP A v & — Y DRNCH225 A v =V ZIE LS AWEFTZELE L, Zh
WP &3 EH A, Secure Firewall Threat Defense 5 731 A [X, D H225 a2—)L 7 F U v
T F X 2T AU SETUP A vt — V2 ZFELTHEH, iOTRTOH225 A vE—
EZETAHMLENRHY 7,

WET7H a0 RE,

IS5—4 “Jt—:) $Threat Defense-4-405105: H323 RAS message AdmissionConfirm received

from source address /source port to dest address /dest port without an AdmissionRequest

SRBAY — b — =205 ACF 233245 &2vE L7228, Secure Firewall Threat Defense 7 /31 A X
= F—R—IZ ARQ ZEEL TV EHA,

#2427 U > 3 > source address THEfii 7z — b —/X— %58 L. Secure Firewall Threat
Defense 7 /3A A 726 ARQ #5245 L TV DIZ ACF 23 36(5F SN2 B B 2 HE L 7,
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Io5—X% ‘yt—*‘) $Threat Defense-4-406001: FTP port command low port: IP address /port

to IP address on interface interface name

BREBAZ AT R FIPAR—F a~x FE AN LT, 1024 (@EITY—— R—FHEHOHE
HOR— MEHICH D) KO/NERAR—MEEFEZRELE L, 2, A X2V T4
R —%ERHELE I E LTSI %A -RLEJ, Secure Firewall Threat Defense 7 /31 AL,

Ny NOBEFE, BEROK T, BEIOA XU NOREREITVET,

RT3y RE,

15—)‘ v t_:/ %$Threat Defense-4-406002: FTP port command different address:

IP address (IP address ) to IP address on interface interface name

BEAZ FAT B FTPAR—h a~v 2 REFTLT, #ICEHINTWDT R AL O
TRUVAZRELE L, YA X2 T 0 AV —%EHEL LD LT 5L BELE
Lz, T2 R, WBENEBEP TRy FE2ZEHE L, ELWY —ZXFHROMRD Y ITHID Y — A
BHRERELTCFTPEYy a2/ Yy vy 7 LEIELTWDAEENRHY £7, Secure
Firewall Threat Defense 7 /XA AL, /X7 v FOFEHE, #HiOK T, BLUOA XV hORekE1T
WET, Wy alNOT RLAE, A—hF avr 607 RLATT,

RT3y RE,

I5—*Ayt— sThreat Defense-4-407001: Deny traffic for local-host interface name

:inside address , license limit of number exceeded

FREAR A MABRZHE A E LTz, RO ELOLNOFRMFITE TTEL5E. WA MISIRIZA
v hEhET,

s NERAR A ML, 2D 547 LAWIZ, Secure Firewall Threat Defense 7 /3 AfEHT T 7 1 v
7 EERELE LT,

s NHBAS A M iZ. Secure Firewall Threat Defense 7 /3 A A “C. xlate ¥ £ 7213 = — V' —3%GiE
EYRLE LR,

WRET7I a3V RAMIRIEIR—= F 77y F7r—AICEHINET, KA MlREZ R
R HIZIE, showverson =+ RZ#iH L £9, Secure Firewall Threat Defense 7 /34 A TP
vy a U EROBEDCT VT 4 7 RA N ERNTHZ—F—%2 KT 51X, showlocal-host =
~ U REMEHLET, 1 DE T8RO =2 ——Z25@§ilIc Ol 5 121k, clear local-host =
~ U REERALES, NEa— —ZHIfRIZZ2 D ANCHIREIAIC T 511X, xlate, B, &
Wuauth # A 57 U N2 LLTFORIRTHEEELL FICRE L 7,
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407002

407003

408001

ao7002 [

R1: 524 L779 FBELVIHERE

A LTI | HEE

xlate 00:05:00 (5 47)
conn 00:01:00 (1 KFE)
uauth 00:05:00 (5 473)

15_)( ‘yt_:) $Threat Defense-4-407002: Embryonic limit nconns /elimit for through
connections exceeded.outside address /outside port to global address (inside address

)/inside port on interface interface name

SREAfER SN2/ e — LT RURAZRH LT, B SIAMRT RLU AL SRR Sz e—
T T RV R SV, ZDRAET 4 > 7 O RVIWIHIRZ#E X £ L7z, Secure

Firewall Threat Defense 7 /34 A (%, 56 AT U NEID Y CTRERG AL, TOEFREZZ T A
NEH>ELET, a—INV HFA MRS TTErF U ARARNERD SYN ACK X7 v b &
HERAR A MZPE(E LET, Secure Firewall Threat Defense 7 /3 A1, 3% Y44 5 IREIE R 2 (75
L. X7y hE2EELT, 7I9AT LV MLDACK Z2FbEd, 20X vb—I1F, ENA
N7 7 4w 7 BT HEE L HIUE, DoS HENEITH THLZ LERTHELHV £,

WET7 Va3V EELT FLAZHTANTAT v FOFELEHIL, ENae AR A Rk
BLTWDINE I el LET,

15—)‘ W) t—:/ %$Threat Defense-4-407003: Established limit for RPC services exceeded
number

5B Secure Firewall Threat Defense 7~ /3 A (X, e RFR—VEUTE L&, T CICRESNT
W% RPC H— 38— RXF7 E72 X RPC H—E R RT7Ix LT, FHOR—LEF—T L LD
ELFELL,

HRT7Oa v OR—ANI a—XSND 0T 50 (B A A7 7 NERIIR % 68
) . 3= AR—F I = RDT T 4 T T EEHIBLET,

15—)( Vi t—:/ $Threat Defense-4-408001: IP route counter negative - reason , IP address
Attempt: number

HEAIP V— K AU X ERAOMEICEAO LIS E LELEARIRLE LT,

#REFTYavderiproute a2~ KZANLT, A—bt oo XaEUty FLET, HE
DM L7 WA Cisco TAC IZBWE b 72 a0,
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Io5—X% ‘yt—*‘) %$Threat Defense-4-408002: ospf process id route type update addressl
netmaskl [distancel/metricl ] via source IP :interfacel address? netmask? [distance?l

/metric2 ] interfaceZ2

SEAEGONL— N LD BB A MY o 7 BFEOR CHEEEDRIOA > X —T =4 ARy b
U= T o7 T = aZELELE, FHOL—MZE-T, BloAf v H—T7 4 A&EHAL
TA VA M=V ENTZBEGFEONL— ER EEEIRET, FHOL— MITUEBICERY S
N, Xy NIT—=INTARARBEISNZZL2EBRLET, ZOEFIT, MreYtHEMZ
EHLCHET 2 LER DV 7T, ZOEEORELZIT HBEFOERIL. 714 —7 1S
NDHEEMENRDHO, XA LT T MY ET, @/ﬁx@%?ﬁb  ANATLEEYAR— M5 L
INZFRy T =7 bR URRICERF SN TV EEA (ZOr—ARTFHISNET) TR %
ELET,

HREFTH a0 RE,

Io5—H% ‘yt—*“) $Threat Defense-4-408003: can't track this type of object hex

BEANT XS VAT ADAR—R U R, YR FLTWRWAT Vs f XA TR
BMHLEL, STATEA 7 V=7 FRATPHENTHE L,

chex: AEFVHNOLBHEMWEE-IXT FL A ZRT 16 #EE
WRF7HaY Il ATV PEFERELTC, STATEA 7 Y27 MZLET,

15—)‘ “Jt—:) $Threat Defense-4-408101: KEYMAN : Type encrption type encryption
unknown. Interpreting keystring as literal.

BT~y NEA TNV AT AL > TRBESNETATLE, =TS A 7E
0 (FrEfbSn TN —30FF)) F72137 ELF—30FF]) ORICAR—AZHITIZH D
D, R E R T TZOICEEO X —LFFNORNIE PN T WA AR S Y £9, VAT AITR
HDOLA TELZTHTETR, TOEAEIEL, B bIiene—30F5 & xS ivE T,

WRT7IaY ELWEROX A THEEFERT D0, XA THEOBLADAR—XEHIFELE
ﬁ—o

Io—XAw t—:/ $Threat Defense-4-408102: KEYMAN : Bad encrypted keystring for key id
key id.

BB S b ENIcF —XTFHNEZELLERLTEEEATLE, VAT LARERITF— 375
DSBAR L7 W REMED B D F 9,

RT3 keystring 2~ REFANLT, F—XFFN%2d 05 —ERELET,
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409001

409002

409003

409004

409005

a0 I

I5—*Awt— sThreat Defense-4-409001: Database scanner: external LSA IP address

netmask is lost, reinstalls

BEEY 7 Lo =T IC ko T, PEAOREESRE S VE L, L—g 12 ko TEERES{TD
n. EHTSRET

WET7H a0 R,

I5—AYE— sThreat Defense-4-409002: db free: external LSA IP address netmask
BEBANELY 7 hU =T =T = EAELE L,
WR7 V3 RE

I5—AwY t— sThreat Defense-4-409003: Received invalid packet: reason from IP address

, lnterface name

EREAMEZH 72 OSPF /N v FEZ(ELE Lz, ML, =7 — A v —VICRE SN TWET,
FRIE. EEMDE -7 0SPF 2> 7 4 X2 b—1 a3 UDONET T —Or[EEMRH Y 1,

WIRTHI S a Y ZEMEEEMD OSPF R EICAREENRNNE I MEMHR L T EEV,

I5—A*y+t— eThreat Defense-4-409004: Received reason from unknown neighbor IP address

Z#BA OSPF hello., & —Z _X—RAFR, £7-137 —FZ _X—RBRA 7w F2ZELE LD,
No— S XA ER AR TE FE A,

RT3y RE,

15_)‘ v t—:/ $Threat Defense-4-409005: Invalid length number in OSPF packet from

IP address (ID IP address ), interface name

i BA Secure Firewall Threat Defense /XA A [, [EF R~y H— P4 XL HE WY 4 —L K
FDOSPF X7y b, FEFBELIEIP Ny OV A XE—FH LW OSPF /N v b &%A5
LELE, ZHE, X7y bOEEMOa 7 4¥=2b—rary 27— RLTWHET,

WET7OaVBET FLANGRBEOL—22RELY 7— FLET,
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Io5—X% ‘yt—*‘) $Threat Defense-4-409006: Invalid lsa: reason Type number , LSID

IP address from IP address , IP address , interface name

SRBALSA % A TR D LSA ZN—4BZELE Lz, FEE, v—% EDOAEY O E
7T TSN OEHED &L 50T,

WREFTIIUBET RLANOMEONL—F 24 E LY 7 — F LET, MENRE L2V
£, Cisco TAC IZBHWE b ZE W,

I5—4 w4 — sThreat Defense-4-409007: Found LSA with the same host bit set but
using different mask LSA ID IP address netmask New: Destination IP address netmask

SBANE Y 7 by =T TN AELFE L,
WR7Ia3 27— AvbE—VE2ZDEFEFaL—L, Cisco TAC ITHE L T 7ZE 0,

Io—H% ‘yt—*“) $Threat Defense-4-409008: Found generating default LSA with non-zero

mask LSA type: number Mask: netmask metric: number area: string

HBANL—H NGB~ A TTF 74NV P LSAZAERKLE Y ELELE, WY 7 b7
FT—INFAE LTI A Y v 7 3 RES TWARIREMERH Y £,

WE7OOIERINTWNEEBVIZA Yy E—%2 a3 — LT, CiscoTACIZHE L TL 7
U,

I%—)‘ ‘y‘b—*‘) %Threat Defense-4-409009: OSPF process number cannot start. There must

be at least one up IP interface, for OSPF to use as router ID

FBAOSPF (X, HHD1ODA L Z =T =2A ADIPT RLANHA—F D 2#EY L TES &
LTRIELE LT,

RT3V IPT RLARHMRBERN DA v 4 —T 2 A APD R EH 1 2HDHZ L%
MR LET, L—4 THEED OSPF 7o AREEL TWAHA, &7 rER T -EOL—F
IDZLEE LET, +RREMDOA 5 —T 2 AEBFESE T, £7 0L AML—4 ID &1
BTELHEITTIMERDHY 7,

15_)( W) t_:) %Threat Defense-4-409010: Virtual link information found in non-backbone

area: string

BRBANE = 7 — S BAE L £ LT,
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409011

409012

409013

409014

409015

oo I

WRFHILAVFERINTWNAELEBVIZAyE—T%a b — LT, CiscoTAC IZH&E 1L TL 72
LA

I5—Aw t— 3Threat Defense-4-409011: OSPF detected duplicate router-id IP address

from IP address on interface interface name

EBAOSPF X, ZDNL—F 4 7 Fut R LR UA—4F ID 2RO L — % )25 hello 737
FEZELE L, BRRBEARAHLTEETA,

W79 32V0SPFAL—Z IDEZEEDOLDIZLTL I, BiL—%0/)L—% D 2EF
L7,

Io5—A ‘y’b-*‘) $Threat Defense-4-409012: Detected router with duplicate router ID

IP address in area string

FBAOSPF 1L, ZDN—T 47 Tut A L[F L—4 ID &R OB — 2 05 hello /37
NEZE LE Lin, FERRBHEMRZ ML TE £H A,

WEFH 3V OSPFAL—X IDZEADLDIZ LT P&, Bl —% DL —% D %25 H
L/i‘é—c)

15—)‘ “Jt—:) %$Threat Defense-4-409013: Detected router with duplicate router ID
IP address in Type-4 LSA advertised by IP address

SRBHOSPF L, ZDON—TFT 4 v 7 7TatvR LR U/L—Z ID 2O/ — 205 hello 737 v
FMeZfE LE Lz, SeRBEREREMI T ¥ A,

W73V 0SPFL—42IDAE—BICLTLEE N, BiEL—20L—Z 1D #EH L E
7,

Io5—4 ‘yt—*‘) $Threat Defense-4-409014: No valid authentication send key is available

on interface nameif.
BB A v F—T oA ATHREIN TV DRAEF — L) T,
HR7I a2V HLWF—ERELET,

ITo5—H* ‘y’b-*‘) %$Threat Defense-4-409015: Key ID key-id received on interface nameif.

B S E SN X —F = — L TID BRSO FHA,
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B 200016

409016

409017

409023

409101
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WREF7 a3 XF—DEEALTCEH LWEX 2Ty 7Y — g U ERELET,

Io5—X% ‘yt—*‘) %$Threat Defense-4-409016: Key chain name key-chain-name on nameif is

invalid.

BBIOSPF A v 4 —7 oA ATHESN TS F —F = — L A7 B — L F—F = — U E
LB L EEA,

WEB7H a3 VURTEEEELET, OSPFRiEa~ v REHIBRT AN, Fn—rL a7 4
Fal—ralryET—RTHF—Fz2—0ERELTLLIEEN,

Io—XAw t_:/ $Threat Defense-4-409017: Key ID key-id in key chain key-chain-name
is invalid.

BB ¥ —F = — L TREZILTW S F— ID 2% OSPF O#FHANTY, Ziid, OSPFIZBIL T
TFESNBRVHIHAOF — IDELZ F—F = — 2 BFFA T D72 OIZRET D RN H Y £,
RT3 1~250fANOF—ID 2L THLWEF 2T 7Y o—a v
ERELET,

15_)( v t_:/ $Threat Defense-4-409023: Attempting AAA Fallback method method name

for request type request for user user :Auth-server group server tag unreachable

Eﬁﬂﬂﬁ*%ﬁ"f‘—/*—ﬂiﬂﬂ"é [0 BREFE 721 e R D nit’fTZ) %E& L., ve—7h :L“_'H-‘_‘ W\“—&/\\“_x
EHEALTCETINET,

« aaa_operation : Fdqlk £ 72 ILFF AT

e username : BB EAIT G TV D 2 — P —

e server_group : —/N—RE[ERGETH o7z AAA —/S— D4 |
RT3y VO ETHRESILE AAA U —X— O OMEZ A L £ 7, Secure

Firewall Threat Defense 7 /34 A 7> HERGE—/3—|Z%f LT ping # EIT L £T, AAA — 13—
TT—EUPIMERTHD Z L AR LET,

15—)‘ ‘yt—*“) %$Threat Defense-4-409101: Received invalid packet: s from P , s

SRBAMEZH 72 OSPF /N v FEZ(ELE Lz, ML, =7 — A v —VICRE SN TWVET,
JEKIE. OSPF OREMLEVY, 2T ERMONE T —TF,

HWRTH 2 ay ZEREFEMRD OSPF REICREAEN 2NN E I DEHER LTIV,
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anoz i

409102

I 55— A Yt — 3Threat Defense-4-409102: Received packet with incorrect area from P ,
s , area AREA ID STR , packet area AREA ID STR

SRBA OSPF /X7y RS2 DA VB —T oA ZADFEBIC—FH LW U 7 ID 2~y ¥ —I25%(E
LEL,

WRT Oy ZEMEEEMD OSPF R EICREAENLNNE I MEMR L T FEW,

409103

15—9‘ v t—:/ %Threat Defense-4-409103: Received s from unknown neighbor I

£BA OSPF hello, 7 —# _X— 2GR, £/21ET7 —F R_X—RER A7 v b EZELE LTS,
J—Z 3R ER AN TE EHEATL,

WET7H a0 RE,

409104

Io—H% ‘yt—*“) $Threat Defense-4-409104: Invalid length d in OSPF packet type d from
P (ID i), s

FRBAOSPF N7 v FEZELE LR, RS7 4 —/V FRBEED Ny X —H A XL b1
ey FREZEROIP ATy OV A ZEBEWERH Y FEATLE, 7y FOEEH
T I —MRELELL,

HRETH O ay RE,

409105

I%—)‘ ‘y‘b—*‘) $Threat Defense-4-409105: Invalid lsa: s : Type Ox x , Length 0x x ,
LSID u from I

HBAL—FZ TLSA ZZELE L2, T—FNERTT, 2D LSAITIE. ERN/ LSA Z A
7 ARERTF 2y I YA, FRIERRSOEEIREGENTWET, ZHUTATY OB F 721X
N—ZTOFHLAEWEEZL DD TT,

HRET7I D BET RLAann, MEOL—X Z8E LU FE2FITLET,
« showrunning-configr~> KZ AN LT, L—FDFF7ar7 4 Fal—rar#EL

ij‘o
« show ipv6 ospf database =¥ > FEZ AL, =7 —DONREZRHETE LT —FHIUEL
_a_o

« show ipv6 ospf database link-state-id =~ > K& A L £, link-state-id 514212 13 ME5h 7
LSADIP 7 FLAZIEELET,

e show logging =~ > RZFEITL, =7 —OREICELOEREME L 7,

cN—FxYT—KMLET,
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INEE SNTEWMD O =T — DFRFEN TE 20 1E, Cisco TAC IZEAE LT, INEE L7-1EW%
FEHL T EE 0,

IS5—4 “Jt—:) $Threat Defense-4-409106: Found generating default LSA with non-zero
mask LSA type: Ox x Mask: i metric: lu area: AREA ID STR

SEANL— 2 BB o~ A TT I AN M ILSA AR LE YO ELELE, NV 7 =T
F—D7=DIZA M v I BREIES TWDRIEEENRH Y 77,
WREF7HI a3y RE,

IS5—XAw t—:/ $Threat Defense-4-409107: OSPFv3 process d could not pick a router-id,

please configure manually

FBA OSPFV3 13, HAD 125D H—T = ZADIPT FLANbA—F 1D 2§04 TE D
LT, RILE LT,
WETV a2V IPT RUABFEREENTOAL 2 =T 2 A ANV 1 OHDHZ L%
FERLET, L—F THEHEDOSPF 7u bt ANEEL TWAEHA., 7ot A F—EBDL—X
DAEMLELLET, +90BEDA L —T7 oA AEBEIREIC LT, FHLFEN3L—%Z 1D
HEons Lol LET,

I5—XAy 't’_:/ %Threat Defense-4-409108: Virtual link information found in non-backbone
area: AREA ID STR

BRBANES = 7 — 3 BAEL £ LT,
WET7H a0 RE,

15—)‘ “Jt—:) %$Threat Defense-4-409109: OSPF detected duplicate router-id i from P
on interface IF NAME

FRBAOSPF X, ZDON—F 4 7 Frt XA L[F UA—Z ID ROz —Z 725 hello /37
Mg LE L, BB Z ML TE £8 A, OSPFL—ZIDIZ—E THLLENRH
nET,

WE7Ha3y %A= L—FZ IDELEHLET,
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409110

409111

409112

409113

409114

409115

a0 [

Io5—4% ‘yt—*‘) $Threat Defense-4-409110: Detected router with duplicate router ID 1
in area AREA ID STR

SBHOSPF X, ZDN—T 47 7 akAL[F UA—X ID & FF oML — 205 hello /37
FEZELE L, TaRBEMEEZML T E% A, OSPFA—ZIDIE—H THLLERD
nET,

WET7I a3 XA NRN— NL—XIDEEFELET,

IS5—A4A “Jt_:) $Threat Defense-4-409111: Multiple interfaces (IF NAME /IF NAME ) on
a single link detected.

SEARICY v 7 FOBEEOA v Z—T = A ZATOSPFV3 A X —T7WMCT A Z LI R—F &
NTWERA,

WREF7HS 32 0SPEV3 1T, 1 2ZFBR T R_RTDOA v B —T 2 A ZATTF 4 B—T T H,
Ry VTN THHLERHY £,

15—)‘ W) t—:/ %$Threat Defense-4-409112: Packet not written to the output queue
SREANE = T —ARAELE LT,
RT3 AE,

ITo5—H* ‘y‘b—*‘) $Threat Defense-4-409113: Doubly linked list linkage is NULL
BREANTI = 7 —BAELE LT,
RT3y RE,

15—)‘ “Jt—:) $Threat Defense-4-409114: Doubly linked list prev linkage is NULL x
BREANTI = 7 — AL X LT,
HET7V a3y RE,

Io—XAw t— $Threat Defense-4-409115: Unrecognized timer d in OSPF s

BRBANES = 7 — 3 BAE L £ LT,
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409118

409119

409120

409121
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HREFTH o ay RE,

Ia—)( ‘yt—*‘) $Threat Defense-4-409116: Error for timer d in OSPF process s
BN 7 — AL E LT,
WRE7I a3 RE,

15—)‘ “Jt—:) %Threat Defense-4-409117: Can't find LSA database type x , area
AREA ID STR , interface x

SRBANTI T T —NBAELE LT,
HREFTHay RE,

Io—XAw t_:/ %Threat Defense-4-409118: Could not allocate DBD packet
BREANTI— 7 —BAELE LT,
WETY a2 RNE,

I5—AwH— oThreat Defense-4-409119: Invalid build flag x for LSA i , type 0x x
BRBANT = T — R RAELE LT,
*E%:é77 :/ 3 D%\gzﬁ Lo

Io5—X% ‘yt—*“) %$Threat Defense-4-409120: Router-ID i is in use by ospf process d

i BA Secure Firewall Threat Defense 7 /34 A BBIO 7w A CHEATONL—% 1D 2% 0 4Tk
9L LFELE,

W7 1507 ak A L THIONL—% 1D ZRELET,

15_)‘ v t_:/ %Threat Defense-4-409121: Router is currently an ASBR while having only

one area which is a stub area

£iBA ASBR % AS External F 7213 NSSA LSA # {51k T& DI T A LERH Y 7,

. Syslog # v tz—<° 401001 ~ 450001



| Syslog # v +—< 401001 ~ 450001

409122

409123

409125

409128

awnz2 [
WET D L3y —Z O & 70 5 il E NSSA £ 721308 ORI L E 9,

Io5—4% ‘y‘t'—*‘) %Threat Defense-4-409122: Could not select a global IPv6 address. Virtual

links require at least one global IPv6 address.

EREA AR Y O MRESIVE Lz, WKARY 7 BHEET D701k, Zm—/ VL IPv6 7 KL
ANMERARETH LI MLENH Y £, LML, Za— L IPv6 7 KL AN L—HF FIZ B o0
DEHFATL,

RT3 ZOV—FDA L E—T 2 A A LTI E—/LIPV6 T RLUAZREL T2
SV,

I%—)‘ ‘yt—*‘) $Threat Defense-4-409123: Neighbor command allowed only on NBMA networks
£%BA neighbor =~ > RIZINBMA * v U —7 TOAEHTE ET,

HAET Y a3 neighbor 2~ ROREA TV a v EHERL, FA N~ A H—T A AD
FTvarEiiIry NU—0 XA TEEELET,

15—)‘ “Jt—:) %$Threat Defense-4-409125: Can not use configured neighbor: poll and

priority options are allowed only for a NBMA network

BT ST KA N, A Ve L FEA Y b Ry T — s TRIES I, poll AT
Ya rElldpriority A7 v a URRESNE L, TNAHLDOF T T3 I NBMA XA 7D
Xy NT—=J I ZOBREHTEET,

HETH a3 neighbor 2~ ROREL T a v EHRL, FANXN— A Z—T A AD
AFarElFRy MU= AT EEELET,

15—)( W) t_:) $Threat Defense-4-409128: OSPFv3-d Area AREA ID STR : Router i
originating invalid type Ox x LSA, ID u , Metric d on Link ID d Link Type d
BBAZDORA v —VIIRENTN—=E DDA Y v 7 D LSA PEEFESNLTHET,
NBL—FLSATHY, Vo7 A R) v REadfs, Ty hI—7 biiv—TF 47
N—T NTT 4y VBRPFIET DERER S D £7,

RT3 RESNILSA ZEFE LAV —HIT, UELSA XA TBLIQRY v 7 24T
WCERRA N v 7 ZRELET,
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b VA 4

410001

411001

411002

411003

— < 410001 ~ 450001

ZOETIE. 410001 ~ 450001 DA B —IZHOWTEHH LFET,

15—)‘ ‘yt—*“) $Threat Defense-4-410001: UDP DNS request from source interface
:source address /source port to dest interface :dest address /dest port ; (label length

| domain-name length) 52 bytes exceeds remaining packet length of 44 bytes.

ERBAUDPDNS /X7 v hD KA A U ZDE SN, 25531 &2 TWET, ZEHICHOWTIL,
RFC 1035 ® 3.1 A S L T 72X 0,

RT3y RE,

I5—*AY4t— sThreat Defense-4-411001: Line protocol on interface interface name
changed state to up

BBAT A T FAaNDRT—=H AN, B DT v TICEBRSLE Lz, interface_name
DEERA v #—7 = A A4, (inside 3 £ Woutside 72 &) DA, ZD A vE—U1%, fwmdla v
A —T7 A AEFET B RN down B up iCE L L Z L AR L ET, interface name 3
AV H—7 = A A4 (Bthernet0 35 & O¥ GigabitEthernet0/1 72 &) DIGE, ZD A v&—0,
WA VB —T = A AAFRT 1 b2 down 205 up IE(L L= L AR LE T,

WET7H a0 R,

I5—*AYHt— sThreat Defense-4-411002:Line protocol on interface interface name

changed state to down

BEAZ A 70 hANDAT—E AN, Ty I NEX T AR IVE LT, interface name
DimBlA ¥ — 7 =4 A4 (inside 3 &K Woutside 72 &) DFEH. ZD A vv—I1L, imHA v
A —T A AEFT T ha PN bdownl B LTZZ E AR LET, ZOHE, WA v
H—T A AT B I VDR T— X RIEEE ST ER A, interface name 23 ELA >
4 —7 = A A4 (Ethernet0 35 1 O GigabitEthernet0/1 72 &) DA, Z DA vE—IiF, W
AU H—=T A AERT T~ 2B up D down IZE{L L2 E AR LET,

WRFTHOIINBA v Z—T 2 A LEOFH LA X FOFE, WHERIR AR L
j—o

15—)‘ v t—:/ %Threat Defense-4-411003: Configuration status on interface

interface name changed state to downup
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411004

411005

412001

412002

ao0s [

A LA —T oA ADAL T L Fal— g AT —H AN, XL T v A ICETIN
* L7,

WRFI ay ZARTHLRNA XY FOSE ., WERRER 2R L E T,

I5—*Yt— sThreat Defense-4-411004: Configuration status on interface interface name
changed state to up

SRBAA LA —T 2 ADA L T A FKal—Ya VAT —HAN, FOUNLT v IIETIN
F L7,

WET7H a0 R,

15—)‘ v t—:/ %$Threat Defense-4-411005: Interface variable 1 experienced a hardware

transmit hang. The interface has been reset.

BB 25— T = A ATA— KU = TET U= ARRAELE L, ZABIECA v o —T =
A ABETTHINE, A =Ty baryra—J0Y vy bOAKNETT,

« variable 1 : GigabitEthernet0/0 72 K DA X —T = A A4,
i N

15—)( W) t—:/ $Threat Defense-4-412001:MAC MAC address moved from interface 1 to

interface 2

HBAHDLIE 2= A H—T 2 A ANBRDET 2 —)b 4 U H—T = A~DKEA NEHE)
PR S E L7, #FilESecure Firewall Threat Defense TiX. A b (MAC) & Secure Firewall

Threat Defense " — N DD~ v B U7X LA P URET — 7 VRSN TWET, 207 —
TTIE, X7y POEETT MAC 7 KL A 1 20 Secure Firewall Threat Defenseh— k(24
ATIVIIERAS LV RENET, ZOTBERATIE, A1 F—T7 A A TOHRA NDOBELH
RHEIND EFHIZ, ZOA =V PAERINET,

WRT V23V AANOBENL, AHTHLLELHIUE, MO v F—T 2 X EDKRA B
MAC A A7 —T7 47 LEDELTWEEALHY T, MAC AV —7 1 > T DGEIT,
Fw MU= EOMaFG/e AR A N ERE L CHIBRT 20, £72EAXT 07 MAC= R
(MAC 7 RLABLIOR— K XA T4 o TIIERTER) ZRELET, AR NBIEM
WZBE STV A AT, LI ARETT,

Io—XAw 1t — < 9Threat Defense-4-412002:Detected bridge table full while inserting MAC

MAC address on interface interface . Number of entries = num
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413003
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A 7Y oY T =T ARSIV DOHEIZ, SHIZ1 o= M EBEMLES ELELE,
Secure Firewall Threat Defense 7 /3 AlX, 27 F A MZEIZBHED LA ¥ 285t T — T V%
BREELTEBY, aUTXA MY A ZHIREZBZD EHICIOA vy E—UBERINET,
MAC 7 RLZZBMESNETH, T VHNORS EWRFOX 4TIy = bY (A%
R DEBMINET, WEMTbIL LD & LIRS £,

WHE7ZI aVvHRT Vv T—T N 2 FUDBEDTHD Z L 2R LET, XKBOHA
21X, EtherType ACL Z i L THaFH 72 AR A h~D 7T 7 & X %Ml L £7,

I5—A*AYE— sThreat Defense-4-413001: Module module id is not able to shut down.

Module Error: errnum message

ZBA module id TikAI &5 € Y = — /X, Secure Firewall Threat Defense > A7 A Y = — /b
NHEDY Yy NI VOERIZGE LD ZENTEEHATLE, Y7 V=T Ty 77 L—FK
DEIRHFWI CERNWH AT ZFATLTWVDH Z ERH Y 9, errnum 35 X O message 7 F A
MZ, BV 22— BT vy M T U TERWEE LRI ADEELENTH I TOET,
HRBT7HOIVED 22—V EDRRAIRETTAEAOEHFS>TIHOESa—IEd vy hE T
THM, Fioldsesson A~ REHALTCEY 2—LDCLIICT Z7E®AL, £V 2—/LD

xy N UEGIFTCWS X AT g1k LET,

I5—+*Yt— sThreat Defense-4-413002: Module module id is not able to reload.

Module Error: errnum message

£BA module id CilkB S 415 E Y = —/LIiX, Secure Firewall Threat Defense &3 = — /L2560 U
= ROERIELD ZENTETERATLE, Y7 bU =T 777 Lb—FD& ) Rl T
ERNVWA AT EZFATLTWAZENHY £7, errnum BL N message 7 ¥ A MMI, EVa—
R B— RTCERNo B MR IN D EERLENTH SN TOET,
WRTIIVEVa— VDR AIPETTLHOERFSTPOEY 2—vE ) va— T 57,
Foldsession A~ FEHLCEY2a—AVDOCLIKTZ7E®AL, EVa—AD)a— K%
b & A7 gl LET,

15—)‘ “Jt—:) %$Threat Defense-4-413003: Module string one is not a recognized type
MAANREV 22— XA T L LTRMESNRWEY 2 — A BIHSLE LT,

WRF7HOIVA VAP NLEINTNBEET 22—/ ¥ A 7%V HE— ;35 Secure Firewall Threat
Defense VY 7 N7 =7 DONRR— g N2 T v X7 L—RLET,
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m3o00s [

413004

I5—*wt— sThreat Defense-4-413004: Module string one failed to write software
newver (currently ver ), reason . Trying again.
FHEV2— ANV T hY =T A=Y 3 VIIKHETE £ AT LR, UNRESPONSIVE{REIC
BITLET, EVa2— VY7 Ny=TOT7 v 77— MRILICRITSNET,
s >dringone : TV 2 — /L EIRTT XA LTS
e>newer @ EYV a2 — L DEZALDIEFITKE T LRV 7 MU =T OF LnvI—T 5
V&S (1.0(1)0 72 &)
e>ver BV a— /L EDOY T MY =T OHAEONN—T 3 FE (1.0(1)0 72 E)
e>reason : L WA= g UREY 2 — VIEZ AL TE o 72HH, >reasonil® z 6
NDEITRD LB Y TT,

- write failure

- failed to create a thread to write the image

WETIV I VARHE, ZOBROVITT, Ty 7T — FOEDEITRBERT A v E—U0 4%
RENET, ZO®RDT v 7T — FITHRD UP ~DF Y 2 — VBB LGRS 5121E, show
module =~ > RZ&ZMH L £,

413005

13—)‘ “J‘t'—:) $Threat Defense-4-413005: Module module id , application is not supported

app name version app vers type app type

I5—H* Yt — sThreat Defense-4-413005: Module prod id in slot slot num , application
is not supported app name version app vers type app type
BBAA T Y hdot_numICEBE SN TNDET 2— AR, FR— PSR THWRWT 7 r— 3
YR—=VarFE 3T IV v ar AT EFEITLTCNE L,

smodule id: V7 bU =T R EY 2 — L O4

« prod_id : #f ID 3LF5

edot num: EV 2 — A RFHIN WD AR Y FEF, A0y FOIXVATLADAAL

A= RzZRL, Ay b 1HEGEEAR Yy MIHESNTNDHEY 2=/ ERLET,

cappname: 7V r—a o4 (SUFS)

cappvers: 77— g o=V gy (SUFHF)

capp type: 77U r—a DX A7 (10 #5)

HET O S a Y BENER L22WEATIE, Cisco TAC IZBRIVWAEHEL &N,

413006

15—)‘ V) t—:/ %$Threat Defense-4-413006: prod-id Module software version mismatch;

slot slot is prod-id version running-vers . Slot slot prod-id requires required-vers .
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HBAAE Y hdotDEY 22—V ETEELTWAY 7 h 727 DONR—2 g Ui, BIOEY 22—
IAMBERINZNRN—=V g Tl EFHATL,

edot: ARy FOIET AT LADAAL Y R—RZRL, Ay b HFEEA R v MIRE S
NTWNWDLEY 2 —VERT,

e prod_id : A1z b dot IZERE SAL TN DT /31 AD R ID STFF,

srunning_vers: A FAotIZEBEINTWAEY 2 — /v ETHAEMELTWS Y 7 h T =
TDONR—T 3y,

erequired vers: A1y b dot DFE YV 2 —/LInHLERESNTZY T U 2T DONR—=T g 2,

HET O S a Y BENMER L2 WA, Cisco TAC IZBRIVWAEHLEL ZE N,

15—)‘ v t—:/ $Threat Defense-3-414001: Failed to save logging buffer using file name

filename to FTP server ftp server address on interface interface name : [fail reason ]
FAR XY TV 2= VX DIMBFTP — =D u X7 Ny 7 7 ORFNRRIGLE L
o

WETH 3 Y Sl L7 BRI SN Gl 2 LB 21T 9

« 71 hajL =7 — : FTP #—,3— ¢ Secure Firewall Threat Defense 7 /31 A & D D HE
(R 72 <, FTP 9 —/ S—7/3 FTPPORT =~ K& PUT R EZZIFAND Z LN TE
LT LuERLET,

M — P ETIINAT— R RESNTZFTP 7 74 7 2 b 22— =L B LU
AT —RPIELWT L &R L ET,

s DT T —F T BREDRER L 720 GA | Cisco TAC IZBRWEDE 2S00,

Io5—XAwy ‘t'—:/ $Threat Defense-3-414002: Failed to save logging buffer to flash:/syslog

directory using file name: filename : [fail reason ]

HEACX LV EVa—NVICEBA VAT A 7S5 a~0uaXrd Ny 77 ORGENRIIRL E
L7,

RT3 RN NI LA, 77 v v a0 EEEEF v 7 L
. logging flash-size 2~ > RORTEHIBNIELLBESNTNWDZ L 2R LET, =T7—
D, T7T7vva 77AN AT LADTO T T7—0HA1L, Cisco TAC WA THHR— b
BT TSN,

I%—)‘ v t—:/ $Threat Defense-3-414003: TCP Syslog Server intf : IP Address /port not
responding. New connections are [permitted|denied] based on logging permit-hostdown

policy.
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414005

414006

415020

a4005 [

B UE—bh AR BX 2 HO TCP syslog — N—NIEFTHY . P — =T S,
B LUWEERE I logging permit-hostdown 7R U & —|ZHSWCEFRT STV E T, logging
permit-hostdown 7N U & =GR E STV DG, FTLWERITFF TS E T, RES N TN
WG, FTLWEERITES S E T,

eintf : P— X —3PEKE XL TV D Secure Firewall Threat Defense 7 /3NA A DA X —T7 = A

A
+ IP_Address : U &— | TCP syslog F—/3—®D P 7 KL &
e port : UE— K TCP syslog h—/3—@D KR — K

WRT7Ia2 FHEINTVD TCP syslog —_"—NEEL TWAZ 2R LET, L
WEEBL A FF A9 B 1213, logging permit-hostdown 2R Y o — %GR E L £¥, L WEREHEGT
5121%, logging permit-hostdown IR U ¥ — & F%E L £/ A,

15—)‘ V) t—:/ $Threat Defense-3-414005: TCP Syslog Server intf : IP Address /port

connected, New connections are permitted based on logging permit-hostdown policy
HBAY E— bk AR M BX U HO TCP syslog —S—NIEFTH Y . — "— T8 S,
LU EERET logging permit-hostdown 7R U o — (2 HDWTFFAI S U E 77, logging permit-hostdown
RY —=NRESNTNDLHE, B LWk TS ET,

eintf : P— X —3BEGE XL TV D Secure Firewall Threat Defense 7 /3NA A DA X —T = A

A
« IP_Address : U E— k TCP syslog —/"—®D P 7 FL- &
e port : UE— K TCP syslog —/3—DHR— k

HWREFTYay RE,

Io—XAw t—:/ $Threat Defense-3-414006: TCP Syslog Server configured and logging

queue is full. New connections denied based on logging permit-hostdown policy.

REA v XY X o —RE SN ERIZE SN TS 728, syslog A vE—U 0N Ry /X

NLHMEEMRH Y £9,

RT3y ZORWEERET 272010F% 2 — VA XEFET 2 HIEOFEMIZONTIL,
[CLI#/5A K] @ TConfiguring the Logging Queue] &7 > 3 VAL T &N, 20

BAITH LWk 245454 % (21%. nologgingpermit-hostdown =~ > R&EHA L £9, Z D

BIH LW 2 FF Al 4 5121, logging permit-hostdown =2~ > K& H L £9°,

Io—XAw 't’_:/ $Threat Defense-5-415020: HTTP - matched matched string in policy-map
map name , a non-ASCII character was matched connection action from int type :IP address

/port num to int type :IP address /port num
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417004

417006

418001
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SRBAIE ASCH SCFMRE-OMD £ LT,

» matched_string : RO WD — T4
-V T Ay T ID EXEDRIKLS 7 T A~y TH, ZOXFINL, 2= —RKEDI T X
~y T OGEEICRRINET,
SIDA =V ERESEEERO match 2~ K, ZOXFINEL, 77 A~y THRNERD
GAICERRINET,

e map_name : 7R U v— = v T DL

- connection_action : #fix K> 77213Vt FLET

cinterface type: f > X —7 = A X XA 7 (=& 21X, DMZ F72135M50)

«IP address: £ ' HF—T = A ADIP T KL A

e port_num : RN— K F 5
#4275 < 3 > match {request | response} header non-ascii =~ > K& A LT, MEEZEIEL
£,

15—)‘ “Jt—:) %$Threat Defense-4-417001: Unexpected event received: number
BRBATEEATEZEZELELEN, AXV OV RIBRSNY FHATLE,
WET U2 a v BBERMR LR WIESIE, Cisco TAC IZBWEDHE L ZE W,

Ia—)( W) t_:) %Threat Defense-4-417004: Filter violation error: conn number (string

:string ) in string
BBRZ A4 T R, BOBFIA LT RWL— NEEEEELELY E LELE,
WRT D 23y BEEPR LR WEAIE, Cisco TAC IZBWEHEL ZE 0,

15—)‘ “Jt—:) %$Threat Defense-4-417006: No memory for string ) in string . Handling:

string
SEAX T REDTZOIWCEENK L E LD, BIOA =X A TR I E T,
WRT7H Sy MENMER LR WAL, Cisco TAC IZBRIVWEbE L &,

IS5—XAwy 47— sThreat Defense-4-418001: Through-the-device packet to/from
management-only network is denied: protocol string from interface name IP address (port)
[([idfw user |FQDN string ], sg info )] to interface name IP address (port) [ (idfw user

| FODN_string ), sg_info ]

. Syslog # v tz—<° 401001 ~ 450001



| Syslog # v +—< 401001 ~ 450001

419001

419002

aso01 [

SRBAFEE SN RE T B SE~D 3w R 3, Secure Firewall Threat Defense 7 /3 A & & HE
HAXy hU—7 LOMERBLTWE0IC, BESNE LE,

s protocol_string : TCP, UDP, ICMP, F72i% 10 #5d > 1 k2L 1D

s interface name: 1 > % —7 = A A4,

«|P_address: IP 7 KL &

e port : "— h&E5

esginfo: FREL/ZIP T KL AD® X2 VT 4 JI—THFEITH T

RT3 Z0X58 7y FEAR LT LA L BB EZRELET,

Io5—H* vt’—’) $Threat Defense-4-419001: Dropping TCP packet from src ifc :src IP

/src_port to dest_ifc :dest IP /dest port , reason : MSS exceeded, MSS size , data size
FATCP N7y hORENI VxA N NV zAf 7 TT RS XENT-MSS 2B EL
7

e>grc ifc: AJJA ¥ —T = A A4
e>C IP: 7y hOEETLIP T RLA
e >src_port : /37y FOFEITLAR— B
e>dest ifc: H1A v F—T A A4
e>dest IP: X7y hOFEHIP 7 KL%
« >dest_port : /N7 > FOSESEAR—

WRT7Ia2VMSS EBADH/Nry N T2 L8R 55E61%, exceed-mss 2< > K&
ERALTTCP =y 7 ZERLET, RIZHlZRLET,

ciscoFTD# access-list http-list permit tcp any host server_ ip eq 80
ciscoFTD# class-map http

ciscoFTD# match access-list http-list

ciscoFTD# tcp-map tmap

ciscoFTD# exceed-mss allow

ciscoFTD# policy-map global policy

ciscoFTD# class http

ciscoFTD# set connection advanced-options tmap

I5—AYt— sThreat Defense-4-419002: Received duplicate TCP SYN from in interface
:src_address /src _port to out interface :dest address /dest port with different initial

sequence number.

BB oA N R A 7 I, PGBV SYN SRR L0 — 7 v A E TR
FOBEME TCPSYN ZZ{ELE L7Z, 2T, SINBARAT—T7 4 7E8NTWEZ L& RLT
WARIREMERH D F9, ZDRA =%, VU —RX704.1 IETEREINET,

sin_interface: AJJAf > Z—T7 =4 A
esrc_address: N7 ROEFEILIP T LA
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ssrc_port @ 237y FOEFILAR— b

e out_interface: i A 2 —7 = A X

« dest_address : /X7 v b DS IP T KL A
s« dest_port : /N v FDFEHEAR— b

RT3y RE,

15—)‘ W) t—:/ $Threat Defense-4-419003: Cleared TCP urgent flag from out ifc :src ip
/src_port to in ifc :dest ip /dest port.
BRBAZ U= A Ny Ry A 7RIS, HIHERZ BV SYN SIXR R D> — 7 v AFE 5%
FFOBEMB TCPSYN 225 LE Lz, ZHUE, SYNBRAT—T7 4 7SN TNDH I EERLT
WHFRENRH Y ET, 20X vE—I0F, VU —R7041 UBETERINET,

sin_ifc: A2 —T AR

esrc_ip : X7y ROEETLIP T LA

esrc_port : /N7y FOBFEILAR— B

sout_ifc: 1A —T =4 R

edest_ip : N7 v FDSEEIP T LA

« dest_port : /X7 b DSBS — b
RT3V TCP ~y ¥ —NORAT 7 V2 RFT 2 UERD H5E1E, TCP vy 7 2w
74 F¥al—v 3y ET— RTurgent-flagallow =~ > R&EMHHAL 9,

I%—)‘ ‘y‘b—*‘) %Threat Defense-7-419003: Cleared TCP urgent flag.

ERBAZ D syslog i3, BRAT TV E7idtep Ty NOBERA 2N 7 VT Sl b ZITERR
ENnFET, ZhE, 2—P—ar74Xalb— 3 (tep-map) BRRNTEL DH, £21E
TCP/3r v MZBARA  ZOEEFRESN TV LINRAT 7 7 I3RESN T RWERITAE
CLHZEnHY ET,

WRT7Ia tepmap 27 4 X2l —arT BRI TV TTHIITEESN
TWEMNE D DHER L E T,

I5—*Y+tE— sThreat Defense-6-419004: TCP connection ID from src _ifc:src ip/src_port
to dst ifc:dst ip/dst port is probed by DCD

Bl

TCPHEGENT v Rt (DCD) ISk > T u—7 &, HmnNEmG80 8 95 v &
nE L,

HE7O a0,
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419005

419006

421005

421007

m9005 [

I5—AwY+tE— sThreat Defense-6-419005: TCP connection ID from src_ifc:src ip/src port

duration hh:mm:ss data bytes, 1s kept open by DCD as valid connection
358

CPHftid, 7 v Nkt (DCD) 2k~ THZZR L LT - E RIS E L,
;3 I [

I5—H*wHt— sThreat Defense-6-419006:TCP connection ID from src ifc:src ip/src port
to dst ifc:dst ip/dst port durationhh:mm:ss data bytes, DCD probe was not responded

from client/server interface ifc name

Bl

TCP #f5eid, REITe o772, 7 v Nt (DCD) Ik > THLUBE LTz,
WE7 a7,

I5—*yt— sThreat Defense-6-421005: interface name :IP address is counted as a
user of application
BREBARA NIRRT A B ARKIROXMRE RS CWET, Bl S/ A 2 A3, application
AP =L RBARENE LIz, TA B ABREDTZDOIT, 24 K O = —H — ORI/l 0 1
ARSI ES,

sinterface name: f > ¥ —7 = A A4

«|P_address: IP 7 KL &

« application : CSC SSM
WRT7 Va3 RE, 2L, 2ROEKNB, WAL=V — T4 2 2B 55813
Cisco TAC IZHEHAF L TTIA B RAET v 7 7L — RFLTLIEEVY,

I5—Aw t— 9Threat Defense-3-421007: TCP|UDP flow from interface name :IP address
/port to interface name :IP address /port is skipped because application has failed.
BBV —ERETa— DT TV r— a3 VIBENBE LD T e R A Xy T I E
L, 774NV FTIE, ZOAyE—VIFT10BIZ 1 RILARRINRNE D ICHIRS T
7.

«|P_address: IP 7 KLV A

e port : IR— hEH

cinterface name: R Y O —REH SN TWD A F—7 = A ZADAT
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» application : CSC SSM
WHRE7I a3V PR EV2— L CRHBEERELET,

15—)‘ ‘yt—*“) %$Threat Defense-4-422004: IP SLA Monitor number(O : Duplicate event

received. Event number numberl
BB IPSLA T=H — T AR, EELILANC FEZELELL, BUE, ZOAyE—
EFEA XY MCEA SN E T, 1 DOMFEERZTNEA SN ET, ZHUTBEHHAA v &—
« number0 : SLA BifE#E =
s numberl : SLA Bi{fED A X~ ID
RT3 20X vE—URKRYIKLERINSYATL, show slamonitor configuration
SLA operation id=~> FE#ANLT, a~r Fohazavr—LFEd, avr/—Fmidy
AT A TICERENDA v E—VE2ZOFEFa—1LET, D% Cisco TAC IZBRWA
PEDHY 2, WELZERE, SLAZV o —T7 2R EBLIOR—Y 7 LTWDET7 7Y r—va
NIBET A IEHAE TAC ORI TR 7230,

Io5—4AvYy ‘t'—:/ %Threat Defense-4-422005: IP SLA Monitor Probe(s) could not be scheduled

because clock is not set.

SEAL AT A 7y I RRESN TR o272, 1 DFEITEHRDO IPSLA =4 — 7
O—7 %A a— )L TXFEHA,

W73V VATL 70y 7ANTP £ITRIOA D= L2 FEH L CTHiETE 22 %
MR L £,

Io5—A% ‘yt—*“) %Threat Defense-4-422006: IP SLA Monitor Probe number : string
SBAIPSLA E=4— 70 —T % A7 Va— A TEEHA, RESNHARLNT TR E
TLELTWD M, BAMGIFZI S 2 T,

« number : SLA Eh{F ID

e gtring : =7 — &S 5 0TS
WET Va3 AR 2 RHORR LT —T 2 HEA T2 —L LET,

I5—Aw 1t — < sThreat Defense-4-424001: Packet denied protocol string intf in :src ip
/src_port [([idfw user | FODN string ], sg info )] intf out :dst ip /dst port [([idfw user

| FODN string ], sg info )]. [Ingress|Egress] interface is in a backup state.
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424002

a24002 [

SRBA /X%~ R 23, Secure Firewall Threat Defense 7 /34 A L JUEA V¥ —T =4 A L ORI &R
HLTWAEDIZEFRSNE LT, a— 0 R Ty 74— AT, 4 V¥ —7 =1 A¥%hE
DR 4V E T, backupinterface 2~ R THREINTWNWDHA V¥ —T =4 A, REIN
TWAETTARY A B —T 2 AADNRY 7T v b LnTEEHA, T4~V
AE =Tz AANDT T H VA= BT v T LTOWDGEEIF. NI/ T7 v T A 8—T =
A A5 O Secure Firewall Threat Defense 7 /34 A fXH N7 7 ¢ » 7 13T X THEEINET,
W, TI9AV A B =T 2 A ZADT T AV K b— EBRE T LTWDLIEEIL. 774
~ U A H—T x4 A0 5D Secure Firewall Threat Defense /34 A #&H b T 7 ¢ v 7 BNEA
SNET,

« protocol_string : 7’1 h 2 L3CFH] (72 & 2 0F, TCP £721% 10 #3072 k21 ID)
cintf in: AJA V2 —7 = A 24

ssCip: N7y FOEETLIP T RLA

e src_port 1 /37y P DOFEETLAR— b

cintf out : o)A X —T7 =4 X4

cdstip: N7 FOSESEIP T KL A

e dst_port : /X7y b DFEFER— K

esginfo: FREL/ZIP T RLADEX 2 VT 4 JNV—THEIIX T

MET7OaviER SNy FOKRETERELET,

15—)‘ V) t—:/ %$Threat Defense-4-424002: Connection to the backup interface is denied:
protocol string intf :src ip /src port intf :dst ip /dst port
BRGNS Ny I T v TIRETH 7272012, OB EEINE L, e— 2 R 7T v
N7 —=LTiE A =7 2 AEEDHIRESNET, NI T v T A F =T =4 AL,
backup interface 2~ > RTHESNTWDL T TA~Y AV F—T x4 ADNNy I T v ST
HTELMWTEERAL, P74~V A F—T 2 A ADT 74V K — BT v 7 LT
DB, NPT v T A v H—T = A AfEH DSecure Firewall Threat Defense 7 /3 A A ~DE
BIXT_XTHESSNET, HlZ, 794~V A F—T A ADT 74V K b— EBX T
YLTWABEARIE, T4~ A —T = A AH DSecure Firewall Threat Defense 7 /34 A
~OERRRIES SNET,

« protocol_string : 7’1 k 2 LCFH] (72 & 2 0F, TCP £7213 10 #3072 + 21 ID)

cintf in: AJA LV H—7 = A 24

ssCip: N7y FOEFETLIP T RKLA

e src_port 1 /N7y FOFEETLAR— b

cintf out : )AL X —T7 =4 A4

edstip: N7 FOSESEIP T KL A

e dst_port : /X7y b DOFEFER— K

HWET 53V G SNy NOREEERE LT,
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I5—*wt— sThreat Defense-6-425001 Redundant interface redundant _interface name

created.
REAFET SNTITLREA VA —T = Af ANar 7 4 FXa b— a3 VERSE L,
« redundant_interface name : TLEA v ¥ —7 = A A4

RT3y RE,

IJ5—AwHE— sThreat Defense-6-425002 Redundant interface redundant _interface name

removed.

BB SN IR A VA —T 2 Af ANar T 4 Fab—Ta rhbllBkEshE Lz,
» redundant_interface name: TLRA v % —7 = A A4

WE7 O ay R,

I5—*Yt— ¢Threat Defense-6-425003 Interface interface name added into redundant

interface redundant _interface name .

SRBAERE SN TR, LA — T 2 A APA L NAN— (L —T 2 AL LT, B INT-TEA
VAE—T A ATEBIMENE L,

s interface name: A VX —7 = A A4
» redundant_interface name : TLRA v % —7 = A A4

WRT7H a3y RE,

I5—*w1t— sThreat Defense-6-425004 Interface interface name removed from redundant

interface redundant interface name .

BBAFER S NVIE MR A v 2 —T A A0, R SNTREA V2 —7 = A AMBHIERSILE L
72
s interface name: A % —7 = A A4,

» redundant_interface name : TLRA v % —7 = A A4
WET7 O ay R,
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425005

425006

426001

a25005 [

IS—A*w 1t — sThreat Defense-5-425005 Interface interface name become active in
redundant interface redundant _interface name

HBATEA L H—T oA ATIE, 1 ODAYN— AL B —T A ANT I T 4 TR A L NR—L
ROET, NTTA0IE TITATRANA— A E =T oA AL T Ei@E LET,
ENTWERA L H—T oA AN, FBHSNTZILRA VY E =T 2 A ADT I T 4TI A L 3—|T
BV ELL, ROWTNPBETIEDILE, A=A U F =T = ADYIY EZ T
E

« < redundant-interface interface-name active-member interface-name =~ > FINFEIT 1
776
CABUNA AUNR— AU H =T 2 A ANRNT v TRETHD LI, TIT 4T A
VN— A B =T A ART T LT,
T ITATIRRA L IN— A H =T 2 f ANRZ T REDEFETH D & X, AX N
A AVN— AU B =T A AN (X7 nD) 7Tyl REIZRST,
- interface name: 1 ¥ —7 = A A4,
» redundant_interface name : TLEA v X —7 = A A4

WRTILIV AN AU H =T 2 ADAT —Z ALMRLET,

I5—*wt— sThreat Defense-3-425006 Redundant interface redundant _interface name

switch active member to interface name failed.
BBAA A=A =T 2 ZADOY Y FZBRIT SN LI T =N ELELL,

« redundant_interface name : TLEA v ¥ —7 = A4 A4
sinterface name: £ & —7 = A A4,

W7o 3y MENRR L2 WEATE, Cisco TAC IZBRIWAE bR L &0,

I5—*Yt— sThreat Defense-6-426001: PORT-CHANNEL:Interface ifc name bundled into

EtherChannel interface Port-channel num

&tBA interface port-channel num = 7= 13 channel-group nummodemode =1~ > R723F{E L 722 ViR —
b Fry xR L THER S E LT,

« ifc_name : EtherChannel f > ¥ —7 = A A4,
enum: R— k F ¥ RLEE

WRT7HY a3y RE,
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Ia—)( W) t—:/ $Threat Defense-6-426002: PORT-CHANNEL:Interface ifc name unbundled

from EtherChannel interface Port-channel num
£5BA no interface port-channel num =~ > R2MEH Sk L7,
« ifc_name : EtherChannel A ¥ — 7 = A A4,
enum: R— k F¥ xLES
WET7 O ay R,

I 35—+ Yt — sThreat Defense-6-426003: PORT-CHANNEL:Interface ifc namel has become

standby in EtherChannel interface Port-channel num
588 channel-group nummodemode =~ > R2MEH & E L7,

« ifc_namel : EtherChannel A % —7 = A A4
snum: RN— b F ¥ 32 LEE

WET7H a0 R,

I5—AYHE— sThreat Defense-4-426004: PORT-CHANNEL: Interface ifc namel is not
compatible with ifc name and will be suspended (speed of ifc namel 1is X Mbps, Y is
1000 Mbps) .

15—)‘ ‘yt—*“) $Threat Defense-4-426004: Interface ifc namel is not compatible with
ifc namel and will be suspended (ifc namel is Full-duplex, ifc namel is Half-duplex)
588 channel-group nummode mode ==~ > RBEEA > X —7 = A ATk L THEITS L, ZD
WA S =T 2 A ALR—F FAYXNVOREETT 27 by 7 AR —ERHY £7,
cifc name: A —h FY FMTBEBIMLEY ELTWEAS U F—T oA A
«ifcnamel : IR— bk F ¥ FAHFITT TIAFAE LAY FIVREBIZR > TWDA v H—T = A A
HET7ZI a3y ROWVTNNEETLET,
WA B —T 2 A ADHEZ R — N T ¥ RV OBMEIZZE L, channel-group nummode
mode =~ REFHIFIITLET,
AN AU B =T =2 A PRREEOEFICLET, RKEDOT 7T 47 A\ EHIBR
THE, EORANFHW SN AN ETLACP 2B L LD & LET,

I5—A*AwHE— sThreat Defense-6-426101: PORT-CHANNEL:Interface ifc name is allowed
to bundle into EtherChannel interface port-channel id by CLACP
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426102

426103

426104

428002

429008

226102 [

SHBAAR— b 28 span-cluster F ¥ R/L 7 L—FIIR RAASHTWET,
HWR7O a2y RE,

I 35—+ wt— sThreat Defense-6-426102: PORT-CHANNEL:Interface ifc name is moved to
standby in EtherChannel interface port-channel id by CLACP

SRBAAR — b 23 span-cluster ¥ R/ Z/L—T"THR v b AX U NNARBEICBITLE L,
WET7Y Va3 r R,

I5—AwHE— sThreat Defense-6-426103: PORT-CHANNEL:Interface ifc name is selected
to move from standby to bundle in EtherChannel interface port-channel id by CLACP

ERBAA X 2 /3o R— K23 span-cluster F ¥ R/ 7 L—"T7 TRy RIVIREE~OBITRI SR & LT
REINFE L,

HWRFTH O ay RE,

I5—*wt— sThreat Defense-6-426104: PORT-CHANNEL: Interface ifc name is unselected
in EtherChannel interface port-channel id by CLACP

BBAM O R — &N RAT 572D O A TG 272912, /3> FJL AR — b 23 span-cluster
F ¥ RN T N—TF TR RVER SN E LTz,

WET7H a0y R,

I5—AYt— sThreat Defense-6-428002: WAAS confirmed from in interface
:src_ip addr/src port to out interface :dest ip addr/dest port , inspection services
bypassed on this connection.

SRBABEGE T WAAS b v S E Lz, WAAS b Cld, 3 To LA ¥ 7H#E

HP—r 2 (IPS & &dr) DAL RAEZNET,

WR7Ia32 Xy NT—=JIZWAE T NA AREEN TV DA, LEIIRETT, Ll
HDEE., Ry MU= EHEIT, OB TO WAAS 47> a O Z AT 55BN

HYET,

15—)‘ “Jt—:) %$Threat Defense-4-429008: Unable to respond to VPN query from CX for

session 0Ox%x . Reason $s
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EHBA CX 1L VPN & v 3 =3 > 7 = I % Secure Firewall Threat Defense /34 A (ZEELE L7
N, Wghipt oy va v ID FREMOBEBIC LV IEELEHATLE, ZYERFERITITROWD

THLNEZLNET,
« TLV O INEZTH D

s TLV D AE VEIY BTIZRK LT
*VPNEy gy 72 Ayb—VOTrFa— 2R KL

VPNt v g IDBNESTHD

WREF7Y a2 RE,

ZOAyE—=UF SR U —R263 THASNELL, ZTHICXKoTRAAL Y RS

£7
INEXZDMOEF2 VT 4 AN MIHEHTIA Y E—=TVD
AR RO Syslog A v E—YEBR LT E S0,

FEACOWTIE, BEFXF 20T 1A

TDAyE—VEFFI UV —R63 TEHEAINE LTz, T X > TEROBMGIRFIZEESE SN
- A X R NERR S E T,

INEFOMDOEXF 2T 4 AR MIET A v =V OFEMIOVWTIE, EX 2T 4 A
R kD Syslog A vE—TESR LTI ZE0,

TORAvE—UEFIFII IV —R63 TEASINE LE, I L > TEROK TRICEE I
=BG A X R S ET,

TNEFOMOEXF VT AARY MIBETEA vE—TD
~RY hD Syslog A vE—VESRLTIEIN,

FEACOWTIE, BEFXF 20T 1A

TDAyE—UFFFI IV —R64 TEHAINE L, ZHUTE2TT 7 A 0A 2 F23EERA
ENFET., T AN T =T A2 MIOWTIE, 430005 (47 2—) 2R LTLEFE
Uy,

INEFOMDOEX 2T 4 AR MIBET A v =V OFMIOWTIE, EX2 T 44
R hD Syslog A vE—TESRLTIZE0,
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430005

4302310

434001

434004

430005 [

TDORAvE—UFFIFI Y —R64 TEASINELE, ZHIZL-oTwL U =T A2 b2k
BIEET, 77 A4 MIOWTIE, 430004 (46 X—) LT3,

INEZOMDOEXR VT 4 ARV NMNIET DA v E—VOFEMICONTE, X2 T A
N2 RO Syslog A vE—YESBLTLIZEN,

15—)‘ “Jt—:) %$Threat Defense-5-4302310: SCTP packet received from

src ifc:src ip/src port to dst ifc:dst ip/dst port contains unsupported Hostname Parameter.
E4BA init/init-ack /37 > MIAR R FM/RT A =X TZEINET,

« packet init/init-ack : hostname /X7 A —X G A TWDH A vE—
sscifc: AJjA v H—7 =4 A%RT

e sre-ip/sre-port ¢ N7y RDOIEEITCIP L AR— M EIRT

e dst-ifc: 1A v % —7 = A4 RER"T

e dst_ip/dst_port : /N7 FD%ESE TP LR — R EIRT

WRT7Y a3V AR M TR, =2 RFRA 2 FOEBROIPT FL A% LET. hosname
NIGRA—=B 5T v —T M LET,

15—)‘ “Jt—:) %$Threat Defense-4-434001: SFR card not up and fail-close mode used,
dropping protocol packet from ingress interface:source IP address /source port to egress

interface :destination IP address /destination port

SEAEY 22— DT 2= VI B —XREDTOIITy R Fr vy FENE LTz, fail-close 3%
FIEEY 2—ARNE T LTWABRAICT N TO7 0 —2FEETH L) IR ETWb T2
O, BEVa—MMI7ua—% VXA LY FTHIET, TRTOT7a—0FRNPKDIET,
HRE7HV I VEEOHHAAZHEML, Y—EXE2ET LTSN, £, Z— 39 <icm
LW EIE, fail-open &7 a 2 TE £9, fail-open XETIL, #— ROAT—X
ANZE T OYE, BV a—MIELNDL Ty RRTRTAL ANREINET,

Ia_)‘ ‘yt—*‘) $Threat Defense-5-434004: SFR requested Threat Defense to bypass further

packet redirection and process flow from %s:%A/%d to %$s:%A/%d locally

£%BH SourceFire (SFR) (X, Wl bE7m— v I 7 4 v 7 &AL & &PE L, SFR ~
DRI T4y IDT7a—% VXA LT 52 E&EIET 2 X 91T Secure Firewall Threat Defense
FNL ZNTHERLUET,

RT3y RE,

Syslog # v £—<° 401001 ~ 450001 .


b_fptd_syslog_guide_chapter1.pdf#nameddest=unique_8
b_fptd_syslog_guide_chapter1.pdf#nameddest=unique_8

B 00

446003

447001

448001

Syslog # v — < 401001 ~ 450001 |

IS5—XAw t—:/ $Threat Defense-4-446003: Denied TLS Proxy session from src int :src ip
/src_port to dst_int :dst ip /dst port , UC-IME license is disabled.

B UC-IME 7 A B o ANA £ 721347 T3, UC-IME X, WolzAiAd F—7 N T 5 L,
Secure Firewall Threat Defense DO fflfRI L OV K8 = 7 AR — MHIFRICHE - T, #H A[HEZ: TLS
tyvia AN OTHLEHTEET,

esrcint : IXETCA X —7 =4 A4 (inside % 7213 outside)
esrcip: EBfEILIP T RLX

e src_port @ EFIAR— b

edst_int : sEEA X —T = A AL (NHEE 72ITPM)
edstip: 8% IP 7 RFL-A

e dst_port : sE5EA— b

WET7 93 VUCIMENENZ /AR TNENE I N TR LET, B AR > TV AT
Bz L £,

Ia—)‘ “Jt—:) %Threat Defense-4-447001: ASP DP to CP queue name was full. Queue length
length , limit I1imit

SRBAZ D A v —1L, Control Point (CP; = b —/LiRA ) A2 b Fa—~DFE
® DataPath (DP; 7 —% /N A) RV EWZ Y | 1 DEIFEREO= Fa—T 7 a on
KLzt BRLET, AXVMNICPT T I r—var A AR alfAiEory
F T ay I WNEENDLBE,. Ny MIDPICL o THEIES L, showaspdrop =<2 Kb
DA EBEMLET, X2~ CP~D/2 M D4, [Punt no memory] ASP FEZE T
TUABNERES K L LT SR ET,

-mweme4NVb#;~®%%o
« length : WZHDBUEDA N M
« limit : %J—Ta?ﬁéé’bé/l’/\/ b~ DRI,

HRET7I2aY Fa—P0oX0OREEIL, CPIxT b AMA CPARERE I Z 1 T\5 =
EERLET, Zud, —FHRREOE S L HIUL, T2 TRVWEAELHV ET, ZDA Y
—Yz~yﬁ>ﬁ’~§'<0 ﬂbi@réﬂéiﬁ/\ X, CPITxd DHkRE AN BT 5 2 k ERETLTLES

. showaspeventdp-cp 2~ RZHEH LT, 41X N F2—DOAMITRDEEL KIZTLT
b\é*ﬁ&% EXRETEET,

IS5—X*w 1t —< 2Threat Defense-4-448001: Denied SRTP crypto session setup on flow from
src_int :src_ip /src port to dst_int :dst ip /dst port , licensed K8 SRTP crypto session

of limit exceeded
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aszoo1 [

SREAKS 77 v 74— AT, 250M# D SRTP K51kt v > a > OfilREH S E T, SRTP
DI EALETIXE R b v a v OXTIE, 1O SRIP ISk vy a vt LThH YU R E
NET, I—ABRZOHIRIZH L THTY RENDHDIX, AT 4 7 CTHESALE 72 I3E B3
BRPEDOHRTT, DFV, 2=k L TRAZRL—RBEINTWEEAS, WHOL v/
25 SRTP Z i+ 24 TH., ZOMIBIIH L TH Y FENERA,

esrcint : EETCA X —7 = A A4 (inside % 7213 outside)

escip: XfFEILIP T RLA

e src_port @ EfFICA— b

edstint: sEeA o F—T = A AL (NERE 72 135M50)

edst ip: 48P 7 KL &

« dst_port : 85— b

« limit : SRTP W=kt v 3 > o K8 fHIFR (250)
WRT Y23y RE, BEFO SRTP WALt v ¥ a W BRI S o856 O Z587 L\ SRTP i 5
bty ar 2RETEET,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



