Ayt—

302003

302004

Syslog * v t— <> 302003 ~ 341011

ZOFEF, WO THMEINTHET,

o A wt—3302003 ~ 319004 (1 ~=2—7)
o A —3320001 ~ 341011 (30 ~<X—2)

302003 ~ 319004

ZOEITIE, A v tE— 302003 ~ 319004 R LET,

I5—AY+t— sFTD-6-302003: Built H245 connection for foreign address outside address

/outside port local address inside address /inside port

5 BA H.245 $5%: 75 outside_address?)> 5 inside address(Z a1} THi#A Sk L 72, Secure Firewall
Threat Defense 7 /34 A |%, Intel Internet Phone Offi F Z i L E L7=, A — K

(outside_port) %, Secure Firewall Threat Defense 7 /NA A #MFH & OFEEIZ LFE R SvEH
o m—J1v AR— M (inside_port) 1, PWESA o % —7 = A A THIA S T2 BHHEZ LFRoR
SNEEA,

HREFTH a0 RE,

15—)‘ ‘yt—*‘) $FTD-6-302004: Pre-allocate H323 UDP backconnection for foreign address

outside address /outside port to local address inside address /inside port

F%BA H.323 UDP /N v 7 B n— /L 7 K LA (indde_address) ST K L&

(outside address) (ZEFFHIE|I Y % C X1 FE L7z, Secure Firewall Threat Defense 7 /31 A [,
Intel Internet Phone DfE A Z e L E L7z, M4 — K (outside port) 1%, Secure Firewall Threat
Defense 7 /3 A AN B ORI LIE RSN ERF A, v—/VAR— ME (indde port) 1%,
WESA & —7 = A A TR S NI BRI LR RSN EE A,

HREFTH O ay RE,
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302012

302013

302014
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Ia—)( ‘yt—*‘) $FTD-6-302010: connections in use, connections most used
SREAGE A OB L R b SV AR RN BT A E AR L E 5,
« connections : B

RT3y RE,

IS5—4 ‘y’b-*‘) SFTD-6-302012: Pre-allocate H225 Call Signalling Connection for faddr
IP address /port to laddr IP address

SREA H.225 R F ¥ RVITERIEID Y CTHA T,
WRF7H a3y RE,

I5—AYE—IsrTD-6-302013: Built {inbound|outbound} [Probe] TCP connection id for
interface :real-address /real-port (mapped-address/mapped-port ) [(idfw user )] to
interface :real-address /real-port (mapped-address/mapped-port ) [(idfw user )] [ (user
)]

B2 SO A X FHIC TCP &t A v v R OMERR SV E LT,
* probe : TCP #5673 7' m — 7 Hfi Co D Z L &R LET
« connection_id : — & Ok5IT
- interface, real-address, real-port : EFED Y 7> K
- mapped-address, mapped-port : v v B> 7 iy 7y b
s user : —H—D AAA DA HI
cidfw user : AT T 4T 4 T AT U — L Da—H—4
inbound N FR XN TWAEGE . JLORIEEEGIIINEN OGS T\WET, =& 21X, FTP

DYt TTOHIEHT v RDERE THIE, T _XTOT —ZEEF v F/UTHEE TT, outbound
NERENTWDEE, JTTORBEEGEINE N LRRMS N TWET,

RT3y RE,

IS5—Awt— $FTD-6-302014: Teardown [Probe] TCP

connection id for interface :real-address /real-port [ (idfw_user )]
to interface :real-address /real-port [(idfw user )] duration hh:mm:ss bytes bytes [reason
[from teardown-initiator]] [ (user )]

B2 SOFBA MO TCP HEHmAHIBREINE Lz, A v E—UOMEIZKRO EBY TT,
e probe: TCP i 7 u— 7k CHDHZ L AR LET
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302014 [

cid : —EOWF

« interface, real-address, real-port : EEED Y 7 v bk

e duration : Bt 7 A 7 X A L

* bytes : B&fieth DT — F Rk E

e User : = ——D AAA D4R

cidfw user : TA T T AT 4 T AT V=D —HF—DLH]

ereason : K TORK & 72 -7=7 73 3 vreason 21T, ROFISREN TS TCP
KTOFRRD 1 OBRRESIHLTHET,

e teardown-initiator : 74 7 X U U EBBE LIZOA v HF—T = A AL,

=®1:TCPHETORE

i AEA

Conn-timeout T 7T 4T 4 XA —OHIREINDTZD, 7a—03 T
L& E Tk T LE L,

Deny Terminate Jo—x, 77V r—var A AT valloTHRT
SIE LT,

Failover primary closed TIT A4 THEBNOZE LA vy E—UNEKRT, 7o2—/b

== NT DAL A HEE N A HIBR L E LT,

FIN Timeout A& ACK % 10 IR L7212, £/ci3n—7 7 —X 2 A
LT U MMEOBHFET TI,

Flow closed by inspection Toa—t, BMESREICL- TR TENE L,

Flow terminated by IPS 7ua—iX, IPSIZE->THRTENE LT,

Flow reset by IPS Zua—X, IPSIZL-TU &Yy hEaNLE LT,

Flow terminated by TCP Intercept | 7 = —|3, TCP T2 {ElIc L > THE T ENFE LT,

Flow timed out TJa—MmE2A LT NLE L,
Flow timed out with reset TJa—NEZALT T NLELED, Uy FENE LT,
Flow is a loopback Ta—|INN—T Ry 7T,

Free thf} ﬂOW created as result of | Packet Tracer ##21Z & - T Secure Firewall Threat Defense 5 /3
packet injection AAZNLTCY Il —h 7y MREESHEED.,
DL S E L,

Invalid SYN SYN /%7y RN T LT,
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i

B

IPS fail-close

Zu—L, IPSH—RKDOX T DD TEINE L,

—NZBEEA T SR TWD
A B =Tz AADRHY
Mo

“no nameif” % 7213 “no zone-member” D FE{TR, V) — L ITHE
HIFHERTWEA v H—T oA AR N=1T2 Teoiaiod,
— XU S E L7,

No valid adjacency

Secure Firewall Threat Defense 7 /XA A 2SBEBEIH &2 BUS L &

YELELED, X7 AM By TOMACT FLAZIGT
XMoo, OO UEBREYLET, Xy MI R
0y 7 ENET,

Pinhole Timeout

Secure Firewall Threat Defense 7 /XA A B F U 7a—%
LG L E LTe, ZA 27 7 MEBAICZO7 v —237 v
KRR E SN oTzlzdiz 7 e —nNHIREN=2 & 2 fiEd
L7, TOAT ARG LET, B XY T a—0f
LTI, FTPav be— L Fy ) ETxrIve— 39
DRENBIAERR SIS FTP 7 — 4% T ¥ XA H D £7,

HiEFEO 7 v —7 O KR
TR E B A £ L

TCP /37w FIRHIRE DR KT v — 7 HR T B 2 727
D, BRI S VE LTz,

PASEPARS INEB-S ELS TS

1t

TCP 47 F DR KT v —7 N EE L=, Heing)
WraivE L=,

Fu—712 kb RST OD2A(E

T — TN — =5 RST 23215 L7722, i )
WraivE L,

7 —712 X5 FN O%1{F

Fa— TG — =5 FIN 22 L. B8R FINKT
T ANET LT, AU E L,

T —7 DT

Ta— TR L E LT,

Route change

Secure Firewall Threat Defense 7j/§4’ A BMMEa AN (LY REW
ANY v 27) v— NEBMLESEE, HETy RBRH LD
N— MZ—ET 5L, 2—P—5 ﬁ@§4A77F@
(ﬂoatmg—conn) BRI OB Il S E T, Bl
Ty ME BIFRA MY v I RO v —T = ANDHEE
BAEBHEELET, I A MBN/INIVIL— FOBMNBT 77 4
T ou—\IEEE 25 L &<, floating-conn §% E
A LT MEZE 0:0:0 IZRRETE ET,

SYN Control Ny F X FNVBERBR ST BRAELE L,
SYN Timeout 3V ANV Ry oA 7 DET % 30 BRI L =1%o 5mER

T‘@j‘o

TCP bad retransmission

AR TCP fREN R R THERE 34 T L £ L7,
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302015

302015 ]

A HL:L
TCP FINs Eghrsa—XZ gy o~ AREAELE LT,
TCP Invalid SYN Meh 72 TCP SYN 2347 » h T,

TCP Reset - APPLIANCE

71—, Secure Firewall Threat Defense 7 /31 A |2k - T
TCP UVt v FERENTZHAITK T LET,

TCP Reset - I

Wb Uy FESvE LT,

TCP Reset - O

NErBE )y hEvE L,

TCP segment partial overlap

ORI EET 287 A AR SNE LT,

TCP unexpected window size
variation

TCP UV 4 v RO S A XICEERHLHT- O TLEL
7=,

Tunnel has been torn down

RRAMET L L TWAEED, 7ua—3 K TLE L,

Unauth Deny

AL, URL 74 LV Z I Lo THESSNE L,

KRB (Unknown)

R T =033 ELFE L,

Xlate Clear

aw R IA4UDNEIBRESE L,

RT3y RE,

I5—AYE— $FTD-6-302015: Built {inbound|outbound} UDP connection number for
interface name :real address /real port (mapped address /mapped port ) [(idfw user )]

to interface name :real address /real port

)1 [(user )]

REA2 DDOFR A MEIZ UDP #fic A vy FAMERRSNE LTz, AvE—VDHEITRO LY T

D

s number : —F DOFRBIF

(mapped address /mapped port ) [(idfw user

- interface, real_address, real_port : FEED Y 7 v bk

- mapped_address, mapped_port : v v B> 7 Sy b
cuser : —H—D AAA DA

cidfwuser : YA T T AT 4 T AT VA= D= —DHH]

inbound NFR I TV DA,

TCOHEES ISR SRR S TV E T, 72 & 1T, UDP
DYt TTOHIEHT v FDERE THIE, T _XTOT —ZEE T v F/UTHEE TT, outbound

MERENTWDEE, JTTORBEEGINE P LM SN TVET,

RT3y RE,
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15_7‘ ‘y‘lz—*‘) $FTD-6-302016: Teardown UDP connection number for interface :real-address

/real-port [(idfw user )] to interface :real-address /real-port |[(idfw user )] duration
hh :mm :ss bytes bytes [ (user )]

B2 SORR MHO UDP 52 1w hAHIBRSNE LTz, A vE—VOEBKROLEY T
R

« number : — & DOikRI 1

- interface. real_address, real_port : FEZFED Y - v bk

stime: # DT A 7 X A A

« bytes : #fih OF — Z Rk

cid 1 —EOENF

s interface, real-address, real-port : ZEED Y 77 v K

 duration : ¥&e DT A 7 X A I

« bytes : B&ficth DT — F HRE

cuser : Z—H—0D AAA D4 i

cidw user : TAT T AT 4 T AT VA —IbDI—HF—DARH]

RT3y RE,

I5—H*vyt—% 2Frp-6-302017: Built {inbound|outbound} GRE connection id from interface
:real address (translated address ) [(idfw user )] to interface :real address /real cid

(translated address /translated cid ) [(idfw user )] [(user )
FREA2 DDA A FHIZ GRE ##E A v v FOMER S IVE L7z, id 1L, —EOR]F T,
interface, real_address, real_cid # 7 /ViX, 2 2O 7L APPTPGRE A F U —AD 9
HD12%RLET, By aft&otrandated_address, trandated _cid # 7 /L%, v h U —
7 7 KL RAZEH (NAT) CTEHINT-fEZR7LE9, inbound NERINTWEHIEA., B
ERTZTIHEHTEET, outbound NFERINTWAEE, #HERIIBELIFICHEHATEET,
A=V OMEITRO LB TT,

cid : B AT AT OO —EOERE

- inbound : ffil{HH4Z#e 1245 PPTP GRE 7 v — ]

« outbound : fillfH4Z#E 1355 PPTP GRE 7 = —H]

s interface name: 1/ > % —7 = A A4,

» real_address : FHEEEDKRA FDIP 7 KL A

e real_cid : DO ZHARTO = — /L ID

s trandated_address : Z2#it4D IP 7 KL &

s trandated_cid : B#iL o a—v

suser 1 AAA Z—HW—4%

cidiw user : TAT T 4T 4 T AT U A =D —F — D4R

WET7H a0 RE,
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302018

302019

302020

3018 ]

Ia—)( W) t—:/ $FTD-6-302018: Teardown GRE connection id from interface :real address

(translated address ) [(idfw user )] to interface :real address /real cid
(translated address /translated_cid ) [(idfw user )] duration hh :mm :ss bytes bytes
[ (user )]

FRBA2 DDOR A ME O GREHEEHEA v > FSHIBRS UE L7z, interface, real_address, real_port
2T E, EEO Yy ERLET, Duration id, BiDOT A T XA LERLET, A
T VOMEEFRD LB TT,

cid : B A AT AT O —EDOE S

cinterface: A % —7 = A A%

real_address: FEEEDHRAFDIP 7 KA

ereal_port : EEEOKRA DR — &S

« hhimm:ss : 5570 O FE D IEH]

* bytes : GRE & v ¥ 3 > Tzt X7z PPP /31 RO

s reason : HEGEE T ST JRIA

e user : AAA 2 —H—4%

cidfw user : TAT T AT 4 T AT U A — D —HF—DAH]

WREF7HI 3y RE,

Io5—H* vt—’) $FTD-3-302019: H.323 library name ASN Library failed to initialize,

error code number

SRBATERI S 72 ASN 7 A 75 U (Secure Firewall Threat Defense 7 /34 A2 73 H323 A vt&—
DFa—RERTE2I74770) OPEIRIZII L £ L7=, Secure Firewall Threat Defense
PNAZFBIETDHH323 Ny hOT a— Kb d TX £8 A, SecureFirewall Threat Defense
TN AE, T HEEZMATICHI2 Ny FAEEBTEL LI LET, ROH323 Ay
Y — VN EFET D &, Secure Firewall Threat Defense 7 /3N 2 X7 4 77 U ZHEMHLL X 5
ELET,

WRFTOAY ZOAE—URREDT A 77 Uk L TERKRAER SN D HA L. Cisco
TAC IZBRIWEDbED I 2, T _XToOr S Ayt — (XA LAZTREREE LW %
EALTLIEE N,

Io5—H* ‘yt—*“) $FTD-6-302020: Built {in | out} bound ICMP connection for faddr {faddr
| icmp seq num } [(idfw user )] gaddr {gaddr | icmp type } laddr laddr [ (idfw user )]
type {type } code {code }

BB ZDA vE—UlE, EEARTICMPE® v v g UM ST & XITAEREINET, A
=V OEIFTRD LB TT,
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302022

302023
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o faddr : SMEBAA FOIP T KL AZREL£T

egaddr : 70— L ARARDIP T RLAZFRELET,

eladdr : =—H /L RAMDIP T RLAZIFEELET

cidfw user : TA T YT 4T 4 T AT VAN D—F—DLH|
s user : PEEOBRE SN AR A MCBEF T O N TV D 2 ——4
stype : ICMP % A V& HEL T,

e code : ICMP 22— R&fRE L £,

RT3y RE,

I5—Awt— 3FID-6-302021: Teardown ICMP connection for faddr {faddr | icmp seq num
} [(idfw user )] gaddr {gaddr | icmp type } laddr laddr [(idfw user )] type {type }
code {code }

HRBAZDORA =V, BEASATICMP vy a UHIBRES Wz s &R EnEd, Ay
TV OEIFRD LB TT,

e faddr : HMEEARAZRDIP 7 RLAZIRELET

egaddr : 72— VL RARDIP T RLAEZBELET,

eladdr : =—H LV RARDIP T RLAEZFEELET

cidfw user : TA T YT AT 4 T AT VA —ND—F—DLH]

s user : #EEOBE SN AR A MCBEMf T O N TS 2 —H—4

stype : ICMP % A 7% HHE L £,

«code: ICMP ==— F&##EEL £,

HET7H a0 AE,

Ia—)‘ v t—:/ %FTD-6-302022: Built role stub TCP connection for interface :real-address
/real-port (mapped-address /mapped-port ) to interface :real-address /real-port

(mapped-address /mapped-port)
BBATCP T4 LI X /Ry I T 775 T —4 7ua—>0MERSNE LT,
WETV a2 RNE,

I5—%4 “J‘t’—:) $FTD-6-302023: Teardown stub TCP connection for interface :real-address
/real-port to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes

SBATCP T4 LI XN I T w7+ T —F 7Ju—NnNYEnx L,
WEFH a3y RE,
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302024

302025

302026

302027

302033

302024 [

15—7‘ ¥ t_:/ $FTD-6-302024: Built role stub UDP connection for interface :real-address
/real-port (mapped-address /mapped-port ) to interface :real-address /real-port

(mapped-address /mapped-port )
SBAUDP 7 4 L2 XNy s T w74V —4 Ta—nERESE Lz,
RT3y R,

IE_J‘ v t_:) $FTD-6-302025: Teardown stub UDP connection for interface :real-address
/real-port to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes

reason
SBAUDP T4 L7 BNy 0T ST T—% 7Ju—nEEShE L,
WRF7H a2 RE,

Io5—4 “J‘t’—:) SFTD-6-302026: Built role stub ICMP connection for interface :real-address

/real-port (mapped-address ) to interface :real-address /real-port (mapped-address )
BREAICMP 7 4 L7 XNy I T 7|7 4T —4 7a—0MMERSNE L,
RT3 RE,

15—)( Y ‘t'—:/ SFTD-6-302027: Teardown stub ICMP connection for interface :real-address
/real-port to interface :real-address /real-port duration hh:mm:ss forwarded bytes bytes

SRBAICMP T A L2 Z /RNy 0T v 74U —& 7Ja—nyranE L,
WRT7HY a3y RE,

Ia_)‘ ‘y’b-*‘) SFTD-6-302033:Pre-allocated H323 GUP Connection for faddr interface
:foreign address /foreign-port to laddr interface :local-address /local-port
FBAGUPHEREI TSN T RLAmbu— L7 RLUAZBASVE Lz, SMBAR— I, EF =
UT 4 T8 ZADINED D DR LinFoR SN EF A, v—L R— ME (WEAR— )
I, WA & —7 = A A THIE SR LR RS EE A,

sinterface: f v % —7 = A A4

- foreign-address : #MEARA SO IP T R L*

- foreign-port : #MHAR A R OR— M
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302303
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+ local-address : =—H /L AR A FDIP 7 KL A
e local-port : T — /L KA hDR— N F 5

WREF7Y a2 RE,

Io5—4% “Jt—:) SFTD-4-302034: Unable to pre-allocate H323 GUP Connection for faddr
interface :foreign address /foreign-port to laddr interface :local-address /local-port

BT Y 2 — L, BEROBIMPICRAM Y A7 A AE Y OFID Y TIRILL 20y, 72137
NLAZEA T v 2R TE £ A,

sinterface: f VX —7 = A A4

« foreign-address : #MHIARA RO IP 7 KL A

- foreign-port : SMHA A RO R — FF

e local-address: T —H /L ARA D IP 7 KL A
« local-port : @ —H /)L KA R DKR— hES

WRT7Oa30IDAvE—UPREMNICRRINDLGEIEL, BHETEET, HEICHY RS
NAHEAEIE. CiscoTACIZBRWADLELZE W, 7 a— L T —1OHh A4 ZEHERLT, N
WORy NT—2 74T v MIEETEET, ik, BEEROX A L7 U MNilEE
BHLLET, ZOAvE—VF, AEIVARDPFERTERENDAEELH D £, 2O5H
X, AEVFEHEEZREOL T, ERI3ER ATV ZBALTAHAET,

15—)( vt—’) SFTD-3-302302: ACL = deny; no sa created

BB IPSec 7R XD IAT Yy FREAELELL, XAV T—FLESADT BHT KA b
I%. deny access-list =~ > K AR U > —Zxbis LET,

ME7O9 a3y a7 X2l —2arDaccess-list I~ R AR LET, 7 OEHE
ZCBBWEbELTZE W,

ITo5—H* ‘y‘b—*‘) $FTD-6-302303: Built TCP state-bypass connection conn id from
initiator interface :real ip /real port (mapped ip /mapped port ) to responder interface

:real ip /real port (mapped ip /mapped port )

SRBAHT LU TCP B AMER SVE Lz, Z OBEGHE. TCPARBE A RABEE T, ZDXA
TORERFTIE, TXTOTCPRET = v 7 L BNMOEX2 VT 4 Fov 7 BIUOKREN A
NR2AENET,

HETH S a VERENRT X TOTCPIRETF = v 7 LOT_RTOEX2VT 4 Fxv 2B
FOMAEICL>TTCP F T 7 1 v 7 i+ 20803 5554 1X. no set connection
advanced-optionstcp-state-bypass =~ > F&fE/H LT, TCP F 7 7 1 v 7 1Zxf L T Z DiRE %
Foe—T NI TEET,
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302304

302311

30sm [

IS—XAw t—:/ $FTD-6-302304: Teardown TCP state-bypass connection conn id from
initiator interface :ip/port to responder interface :ip/port duration , bytes , teardown

reason.
SRBAMT LU TCP Bafe NIl AL E Lz, Z O, TCPIRRE N A N A TT, ZDX A
TORHETIE, TRTOTCPIRET = > 7 LBMOEX 2V T 4 F=v 7 BILOMEN A
NAINET,

« duration : TCP ##5t 0 Hi ]

« bytes : TCP #fii CThaik SN G FH S ML

« teardown reason : TCP $%#5¢ D WK
WETH L3 EENLRTXTOTCPRETF = v 7 LLOTXToOEF2) T4 Fov i B
FOA U ART 2 a N Ko TTCP T 7 ¢ v 7 ARGET D030 5 3551%, noset connection
advanced-optionstcp-state-bypass =~ > & L, TCP F 7 7 1 v 7 1Tx L TZ OHERE %
T D ENTEET,

Io—XAw t—:/ SFTD-4-302311: Failed to create a new protocol connection from ingress
interface:source IP/source port to egress interface:destination IP/destination port due
to application cache memory allocation failure. The app-cache memory threshold level is
threshold$% and threshold check is enabled/disabled.

BT U A —ary Ry v AT VEY Y TR LD, Bt LW 2 El T
FHATLE, ZOBEL, VAT LIDATYREFRIIVATLANT IV r—a sy
Va ATV  LEWVMERBATZZENRRTHAARERH D F9,

« protocol : ¥Rt ZVERRT D= OIZEH &b 7' 1 b a /L4 R
« ingress interface : f ¥ —7 = A A4
e source IP : E{ELIP 7 R L&

« source port : X[E LA — M=

- egress interface : f ' F— 7 = A A4

« destination IP : 46567 KL &

« destination port : 485 — hF

o threshold% : A E Y LEVMEDO S—k T —VfHE

« enabled/disabled : 77V r— a3y ¥ v o AE Y LEVWEEEEDA ML/ LML

WRT Va7 A ATAEY ZREICHEET SR8 % 223 5>, through-the-box #2fE
DOEERO LET,
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I5—*wt— 2rrp-6-303002: FTP connection from src_ifc :src ip /src port to dst ifc
:dst_ip /dst port , user username action file filename
BREBAZ T4 T ME FIPYV—NR—L DR TT7 7 A N ET v — REIF v e —RLE
L7z,

esrcifc: 794 TV MBFHETHA LV H—T = A A,

sSICip: 7 TIA T FDIPT KL A,

esrcport 1 7 AT b AR— b,

cdst_ifc: ——NFEET oA v F—T oA A,

edst_ip : FTP % —/8—D P 7 F L Z,

e dst_port : —s3— R — |k,

« username : FTP . —#'—44,

e action : (RFE TG ESNTT 7 a2,

- filename : (RIFE72ITBSE L7 7 A L,

HREFTH O ay RE,

I5—AvYt— $rTD-5-303004: FTP cmd string command unsupported - failed strict
inspection, terminating connection from source interface :source address /source port

to dest interface :dest address/dest interface

BBAFTP N7 7 4 v 7 OFERFIP BENEHA SN2, FIEFTPER A vE—T2, T/
A AR IV a~wy RS ERTHET,

HREFTH O ay RE,

ITo—XAw t_:/ $FTD-5-303005: Strict FTP inspection matched match string in policy-map
policy-name , action string from src ifc :sip /sport to dest ifc :dip /dport
BREAFTP A& C., REFHDOME (Z 7 ANVL, T7AN ZAT, ERka~v o B, $——,
a—HF—4) OWThnE —FHLEZEE, 20X vE—0 action_string THRE ST 7
varnITINET,

« match_string : 78 U ¥ — ~ v 7' ® match i

e policy-name: —E L7=RY v —~ v

s action_string : FATT 57 7 v a v (7= & ZI1E. Reset Connection)

ssrcifc: EEILA VX —T = A A4

esip: XfEILIPT FLA

e sport : FEILA— B

e dest_ifc: s A v H—T7 = A A4
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305006

305009

305010

305006 ]

odip: 58 IP 7 RL R
« dport : 38R — b

HRETH O ay RE,

I%—)‘ Vi t_:/ SFTD-3-305006: {outbound static|identity|portmapl|regular) translation
creation failed for protocol src interface name:source address/source port [ (idfw user

)] dst interface_name:dest_address/dest_port [(idfw _user )]
FRBAICMP =T —A L AXT 2 a UENTR D | IROFMED T SHE LT,

7 haLORRDIEF T =W T a—EEH LT N AN L TN ST
Bindb v £ L7, (EFMO7 e —723UDP £721L TCP T, #J5H D7 72— ICMP T
bHOGGRE) . e harodEzix, ZEEELIIANAANOFMT AL Z0NTh
WINICMP =7 —A vt —Y (XA 73 a—FRK37L) ZIRLICEEITHAELET,

« TNRAARTRTOICMP A v E—U A FIZPAT i L2V, V=271 —
D7y MZ—E L, AN~y Z—DIP T R L ADZEHIZ A U 7= 81 NAT/PAT AT —
MAYEBRBHYELE, PATICMP = a—R L= a—t& 7y b (47 8BLV
0) OHzEHEMPLET,

HREFTH O ay RE,

15—)( vt—’) $FTD-6-305009: Built {dynamic|static} translation from interface name

[(acl-name) ] :real address [ (idfw user )] to interface name :mapped address

SREAT L2z o PAMERRSNE L7Z, 2ay MI, HEILT FL2Z2a—h LV G
Fa—SOUVNZEBR L ET, Fo, BHMTIE, BT RV A%Z 7 a— Ul s a— 7 Ul
WAL ET,

WRT7HY a3y RE,

Ia_)‘ vt—*‘) $FTD-6-305010: Teardown {dynamic|static} translation from interface name

:real address [(idfw user )] to interface name :mapped address duration time
BT LAz oy MRHIBRSILE LTz,
WRE7I a3 RE,
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305011

305012

305013

305014
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Is—)( ‘yt_:) SFTD-6-305011: Built {dynamic|static} {TCP|UDP|ICMP} translation from
interface name :real_address/real_port [(idfw user )] to interface name

:mapped address/mapped port

FEBATCP, UDP, £7-(XICMP7 RLAZHA T v hBMERENE LT, Ary ML, v—%
MDD 70— SVANSEE I Y 7y REEBLET, W2, Aay MI, Z7e— L filnn
o — WSS Y iy N EERLET,

HRETH O ay RE,

I%—)‘ ‘y‘b—*‘) SFTD-6-305012: Teardown {dynamic|static} {TCP|UDP|ICMP} translation
from interface name [ (acl-name )]:real address /{real_port |real ICMP ID } [(idfw user

)] to interface name :mapped address /{mapped port |mapped ICMP ID } duration time
AT FLAZHAm » FAHIBRShE LT,
HET7V a3y R,

15—)( “Jt—:) SFTD-5-305013: Asymmetric NAT rules matched for forward and reverse
flows; Connection protocol src interface name :source address /source port [ (idfw user
)] dst interface name :dst address /dstﬁport [(idfw user )] denied due to NAT reverse

path failure.

SBAEROT FLAZMHLT, v~y FENEHRRA b~ AR E L=, EHELRESNEL
7=,
WRF7HIAVUNAT AT ERANERUA v Z—T oA A LTV A MIBEGT 58

BlE, EEOT FLATIEARL, ~ v 7ENET RLRZHEHLET, £/-. 77U r— s
VNZIP T RLARHDIAEN TV AEA X, inspect 2~ REA 32—7 M LET,

IS5—AwE— s FTD -6-305014: 7 24—k block of ports for translation from

real interface :real host ip /real source port to real dest interface :real dest ip
/real dest port.

§%BA CGNAT @ [block-allocation| 23iXE SN TWD G, 2O syslog (TFTLWAR— K 7y
7 DEN B TRHZAER S E T,

HREFTO AV L,
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305015

305016

305017

308001

305015 ]

Io5—H* ‘yt—*‘) $Threat Defense-6-305015: Released block of ports for translation from
real interface :real host ip /real source port to real dest interface :real dest ip

/real dest port.

$%BA CGNAT @ [block-allocation| 23F%E SN TWDHEHA, Z O syslog (THI VD 4 THN/=AR—
Fomy D) ) —ARFICAERIILET,

RF7aVL,

I5—Awt— srTD-3-305016: Unable to create protocol connection from real interface
:real host ip /real source port to real dest interface :real dest ip /real dest port due

to reason .

BEARA NPT EDRRKE—F 7y 7 OfIIREKICELTWD, IR —F 7o v 7 i3k
BLTWET,

ereason : LA FOWFncizn 47,
cARARNHTZVDPAT R—F 72 v 7 OHIRTH D value lZEL TV D
*PAT 77— /VNDOR— bk T v v BEWREZLTNS

WRF7IaV KA RHEZYDOPATAR—F 72y 7 OFIBRICEL TWAEEIE, koa<
REAL, A RS ORKT oy 7 OflBEHE L ET,

xlate block-allocation maximum-per-host 4

PAT 7—/LNDOR— 7 a v 7 ZHENEE L TWAEAIE, A— kA X202 28
BoLET, £/ ROa~ FEANL, 7y 7 A4 AR LT E I,

xlate block-allocation size 512

15_)( “Jt—:) SFTD-3-305017: Pba-interim-logging: Active ICMP block of ports for

translation from <source device IP> to <destination device IP>/<Active Port Block>

B8 CGNAT R L ZHSREN A L1072 > TV A EA, 20 Syslog iI2 L V. HED Y — %
IP7 RLANSZFDREDFEIEIP 7 RV ANDT 7T 4 TR— 70y 7 R RENET,

HEREME L,

15—)‘ W) t—:/ $Threat Defense-6-308001: console enable password incorrect for number

tries (from IP address )
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311001

311002

311003
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£588 = 41 Secure Firewall Threat Defense 5 FE A v & — VT, 2D A v —Il%, FitEE— N
WCAD =D a—F—NRRT — REERSNZEEZT] > TAD LIz rEnE 7,
e RFRATEELE 3 [T,

WETV a3y SAU—FafER L, HERITLET,

I5—*AYt— sThreat Defense-4-308002: static global address inside address netmask

netmask overlapped with global address inside address

B 1 S FEIIHEEOD static 2~ RXDOIP 7 FLANEME L TV ET, global_address (35K
X2V T 4 LD E =T 2 A LEDT RLATHH T u—r L 7 RLATHY
inside addressiEmEX 2 V7T 4 LXAVDA L H—T 2 A A EOT RLATHLR—ANVT K
L AT,

WRE7U 3 showstatic 2~ FAfHALTCary 74 Falb—y g rDstatic 2~ R
FrL, BEL WD avry REEELET, kb BROREEIL, 1011070801y U —
7 7 RLRAZFEEL T, Blostatic 2~ FT10.1.1.5 72 E L OHFPHNICH H AR A &2 ET
HYGAEVTRELET,

Io—H% ‘yt—*“) $Threat Defense-6-311001: LU loading standby start

SiBA A % /31 Secure Firewall Threat Defense 7 /31 A DI HNIA VT A T Db & &IT, A
T— KT T =A== T T T — MNMEWD R H 231 Secure Firewall Threat Defense 7~
NA AW EESNE L

HREFTH O ay RE,

Io5—H% ‘yt—*“) %$Threat Defense-6-311002: LU loading standby end

SEART — M7V 72— VA —R— T v 75— MEFRDN, A X 31 Secure Firewall Threat
Defense /34 A ~DEEZEILLE LT,

WRT7Y a3y RE,

Ia_)‘ ‘y’b-*‘) %$Threat Defense-6-311003: LU recv thread up

BT v 7T — N E AN A H 34 Secure Firewall Threat Defense 7 /31 A 2 HZ{E &
F L7,

WET7H a0 R,
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311004

312001

313001

313004

311000 [

Ia—)( ‘yt—*‘) %$Threat Defense-6-311004: LU xmit thread up

SEAART — M7V T 2 — VA —R— T v 75— MERN, A X 31 Secure Firewall Threat
Defense 7 /34 A \TiEE SN E Lz,

WRT7HY a3y RE,

I5—*wt— sThreat Defense-6-312001: RIP hdr failed from IP address : cmd=string

, version=number domain=string on interface interface name

£5t B8 Secure Firewall Threat Defense 7 /341 A BINELUSN DA XL — 3> 23— REZFFORIP A »
T—VEZEL, Ayt IO AT oA ATTRENDE A=V a Vv ESLITRRD
Bafib, V=T 47 RAAL Oy FVIEFEERTLZ, BIO RIP 7 /354 A (X Secure
Firewall Threat Defense 7 /34 A LiET 2 L O ICIE L RESIVTWZRWAREMEDRH D £77,

WRT7HY a3y RE,

15_)( v t_:/ $Threat Defense-3-313001: Denied ICMP type=number , code=code from

IP address on interface interface name

BB icmp A~ KET7 7 A YA RELBITHEHLTWAEA, RIC—E L= RU»
FFaf= 2 R U ThHIUEX, ICMP /N7 NI EZFIT L E T, ROIC—B L= U BEL
T MY DOBAE, Fi2id=r PR —E L2 72854E . Secure Firewall Threat Defense 7 73
ZAXICMP Ry FEBEFEL, ZOA =Y%M LET, iempa~vy N, A& —7 =
A A~Dping A F—TNENIT 4 B—T M LET, pingDFEITNRT 4 B—T VDA,
Secure Firewall Threat Defense 7 /31 A X1~ NV —7 ETHRIHTE EH A, ORI, 3%E
HHE/R 7 1 3 ping & HMEIINE T,

WRT7I2a2 €7 T AOEFEREIZBHWAEDLELIZ SN,

IS5—XAwy t_:/ $Threat Defense-4-313004:Denied ICMP type=icmp type , from source address

on interface interface name to dest address :no matching session

BMAAT— P 7V ICMP RETIEMENTZEF 2 U T 4 F= v 7 DIz, ICMP /37 B3
Secure Firewall Threat Defense 7 /31 A [Z X > THEIEINFE L1z, @H. ZHIZEYT DI,
J"CIZ Secure Firewall Threat Defense 7 /N1 A % i@ L /- H3h /e = 2 — 2R A 5 £ 72\ ICMP
T o — 5% F 72139 TIT Secure Firewall Threat Defense 7 /31 A THENL. 1TV 5 TCP,
UDP, F7/2IZICMP £ v ¥ a VZHELZRWVWICMP =T — A v —Y 00NNt

WRE7HI a3y RE,
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313005

313008

313009

314001
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Io5—4 ‘y‘t'—*‘) $Threat Defense-4-313005: No matching connection for ICMP error message:

icmp msg info on interface name interface. Original IP payload: embedded frame info

icmp msg info = icmp src src interface name :src_address [([idfw user | FQDN string
], sg _info )] dst dest interface name :dest address [([idfw user | FQDN string ],

sg _info )] (type icmp type, code icmp code ) embedded frame info = prot src
source_address /source_port [([idfw user | FQDN string ], sg info )] dst dest address
/dest port [(idfw user |FQDN string ), sg info ]

FiBA ICMP — 7 — X & — % Secure Firewall Threat Defense 7 /34 A T4 CITHENL S4L TV
HEDEyarEBBEELRNWEZD, ICMP =5 — /3 k2 Secure Firewall Threat Defense
TNRA AL > THEEINE LT,

WR7HL 3 VRN EEICH LT, ACLEHH L CHRA MNELGTAZ LN TEXET,

I%—)‘ v t_:/ $Threat Defense-3-313008: Denied ICMPv6 type=number , code=code from

IP address on interface interface name

FHBicmp 2~ FET7 7 ERX UAREEHIMHEHLTWDGE, &I —H Lz R R
A= R U ThiUE, ICMPv6 /X7 v MIMEEZFITLET, I —H L= MU DE
Hxr MIOBE, £l PR L7220 o724, Secure Firewall Threat Defense 7 /3
A ANXICMPV6 /N7y FEFETEL, ZOA Y=V &AL LET,

icmp 2~y RiE, A ¥ —7 A A~Dpinga A X—7NVEITT 4 B—7 /M LET, ping
T 4 —7 )29 5 L. Secure Firewall Threat Defense 7 /34 AN R b U —27 L THHETE
727 ET, ZOMREIX, TEREFHE/R Y 7 ¥ ping] & HIEENET,

WRFHSa2 €7 TAL ZAOEBREICBRE WA HhEL S0,

Ia—)( ‘yt—*‘) %$Threat Defense-4-313009: Denied invalid ICMP code icmp-code , for
src-ifc :src-address /src-port (mapped-src-address/mapped-src-port) to dest-ifc
:dest-address /dest-port (mapped-dest-address/mapped-dest-port) [user ], ICMP id icmp-id
, ICMP type icmp-type

B o — RO AREZR (BEuldh) ICMP = a—FRFIIE Ry haZIE LE L,

WRT D 23y Wi A X2 FOSEIE, JUAETT, FRNKRIZH 556, ACL &
AL THRA 2GS ENTEET,

Ia_)‘ ‘y’b-*‘) $Threat Defense-6-314001: Pre-allocated RTSP UDP backconnection for
src_intf :src IP to dst intf :dst IP /dst port.
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314002

316001

316002

31002 [

£iiBA Secure Firewall Threat Defense 5 /31 A 23, P— =155 — X %515 L CU /= RTSP 7
FAT M LTUDP A7 47 Fy¥ v abE £ L,

esrc intf : EEITLA L F—T = A A4

esc IP: EEmA X —T A AIPT FL A

e dst_intf : 5E5EA X —T = A A4

edst IP: 5E5EIP 7 RL-A

e dst_port : siSeA— b

HREF7Hay RE,

15—)‘ W) t—:/ $Threat Defense-6-314002: RTSP failed to allocate UDP media connection
from src intf :src IP to dst intf :dst IP /dst port : reason string.
i BA Secure Firewall Threat Defense 7 /XA A R AT 4T F ¥ F MK L TH LWVWE LV HR—1%
B Z R TEERA,

esrc intf 1 EEITLA L F—T = A A4

esc IP: EFmA X —T7 A AIPT FL A

odst intf: ZEoeA o H—T A AL

edst IP: %85E 1P 7 RL-A

e dst_port : siScA— bk

e reason_string : Pinhole already exists & 7213 Unknown
WETH L3y FNPREARESIX. Secure Firewall Threat Defense 7 /34 &2 D A E U SR JE
LTCWA 72, showmemory 2~ REFEIT L CHIHAIRERZEE AV 28T 570, F720%
showconn =+ RZFITL TR SN TWHEE A MR L9,

I5—*YHE— %Threat Defense-3-316001: Denied new tunnel to IP address . VPN peer

limit (platform vpn peer limit) exceeded

FRATT Y h 74 —ALVPNET O LRTHR—FERTVDHED %D VPN Frpn
(ISAKMP/IPSec) Z [FBFICHENZ L & 5 & L=BE. @ElA b oru3fTbol o1,

WET7H a0 RE,

15—)( “Jt—:) %$Threat Defense-3-316002: VPN Handle error: protocol=protocol , src

in if num :src_addr , dst out if num :dst addr

B VPN N AL TICIEET S 72 8. Secure Firewall Threat Defense 7 /XA A [L VPN /N
RV EVERCTE 8 A,

« protocol : VPN 7z —on 7' 1 k221
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B o

sin_if num: VPN 70 —DOANA  F—T = AFEF
esrc_addr : VPN 7 2 —D%[E7LIP 7 R LA

sout_if num: VPN 72 —DH A F—7 = A AFH
«dst_addr : VPN 7 = —D%g% IP 7 KL A

WR7IL30AyE—Tid, EFEERICRET D IZELHDET, 2L, AvE—
UKD IR LEREIN, VPNR—ADT 7V r— g RAZRREMENRAT D EAR. Y
7 b= TREENRK E 25> TWDLAREMERH Y £7°, koa~r RaE AT L CGERIZRE R %
V4 L. Cisco TAC ICRIEOTRE AR L T 72 &0,

capture

name

type asp-drop vpn-handle-error

show asp table classify crypto detail
show asp table vpn-context

317001

IJ5—AYE— sThreat Defense-3-317001: No memory available for limit slow
BBAAE U BMET LTV DREDT=ZD, BORENZEIEN KL £ LT,

WRFOAVMDUV AT AT VT A ET &G LT, A E2MHELET, WREILET
T, FOVKRBEDOAFIERIZT v 77 L—RLTLIEEN,

317002

15—)‘ ‘yt—*“) $Threat Defense-3-317002: Bad path index of number for IP address ,

number max
BEBY 7 N 2T O T =0 AELE L,
WET O 2 ay MEPMRR L2V gEE1E, Cisco TAC IZBMWEHhELZSUY,

317003

Io5—H* vt’—*‘) $Threat Defense-3-317003: IP routing table creation failure - reason

BN 7 by =T T RRE L0, HLOIP L —T 4 2 F—T ORI
HIVE L7,

HREF7OOaY FRENTNHLEBYICZT— AvE—Y%a b — LT, Cisco TAC I[ZH 5
LTL &N,

317004

Io5—4 ‘y’b-*‘) $Threat Defense-3-317004: IP routing table limit warning

SBAAHIT X IPL—T 4 > 7 T —TIVNO L — MR, FBE S BERRICRRELE L,
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317005

317006

317007

317005 [
WRET7Day T—7NON— MEERG T, HREBRELELET,

Io5—X% ‘yt—*‘) %$Threat Defense-3-317005: IP routing table limit exceeded - reason ,

IP address netmask
SREAEMDNL— F BT — T TBEINES N E T,
WMETVay T =70 — MEERO T, $IREZHRELELET,

15—)‘ ‘y’b-*‘) %Threat Defense-3-317006: Pdb index error pdb , pdb index , pdb type
FBA PDB (2T DA 7 v 7 AN T,

« pdb : Protocol Descriptor Block (PDB A > 7 v 7 A =7 —®Flik 1)

« pdb_index : PDB 1 7 v 7 ZakJll+

«pdb_type: PDB A T v/ A =57 —D XA

WREF7H 3y MENMERL2WEES, v YV —AFEREF AT A el IiERINATT —
Aybt—UEFOEFFaL—L, CiscoTAC IZBRWEDLED H 2, TAC OHYEFITINEE LT
B A RIS 7230,

I5—Aw t— sThreat Defense-6-317007: Added route type route dest address netmask

via gateway address [distance /metric ] on interface name route type
BRBRET LWWL— RL—T 4 7 T VTS IVE LT,

N—T 47 Ta bhalorAL T

C: ¥, S: A¥7 (v 7, 1:1GRP, R:RIP, M : E/3A )L

B : BGP, D : EIGRP, EX : EIGRP #}4f, O : OSPF

IA : OSPF N#B= YU 7, N1 : OSPF NSSA M % 1 7 1

N2 : OSPF NSSA #}i4% A 7°2, El : OSPF AN % A 7 1

E2 : OSPF 4% A 72, E : EGP, i:IS-IS, LI : IS-IS L~ 1

L2 : IS-IS L~L 2, da: IS-IS W= VU 7

« dest_address : = D/L— FD5EdEFK Y T —2

s netmask : 6%k hT—27 DRy kv A7

« gateway _address : 56ty FU—ZICRIET H OB T 55— U oA DT FL X
edistance: ZDON— b DT FI =AML —T 4T T 4 AKX LA

emetric: ZONL—FrDA KU v

cinterface name: N7 7 4 v I BN—T 4 T END XY NT—F LA U H—T = A A4
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318001

318002

318003
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HREFTH o ay RE,

Io5—4 ‘y‘t'—*“) $Threat Defense-6-317008: Community list check with bad list 1ist number

AN O I 22T 4 YR PR#BISND L, ZOXA v E—=URY X RETE L BITAER
ShET,

WRT7HY a3y RE,

Ia_)‘ ‘y’b-*‘) $Threat Defense-3-317012: Interface IP route counter negative -

nameif-string-value

REAA VX —T =24 A V— NOEBADETHLZ LERLET,

« nameif-string-value : nameif command CTIHE L7721 v ¥ —7 = A A4,
WETV a2 ARE,

15—)( “Jt—:) %$Threat Defense-3-318001: Internal error: reason
BREANEL Y 7 R =T =T =R ELE LT, TOAvE—VIESBILICRRINET,
W7V 2T — Ayt —VEEDOEEILE =L, Cisco TAC [ZHIE LTS E &V,

15—)‘ v t—:/ %$Threat Defense-3-318002: Flagged as being an ABR without a backbone

area

HEANL— XX, —HIINR I R— 2 TRREIN TNV TERL—Z L LTT T
TN TONFE L, ZOA v E—IF5sBIEICERINET,

#7453, 32 OSPF 7 ut A& LEd,

Io5—H% ‘yt—*“) $Threat Defense-3-318003: Reached unknow n state in neighbor state

machine
BREBARNEL Y 7 b =T 2T —=RELE L, TOAyE—VIESsBILICERRINET,
WRT7I30 27— AvE—T%ZDEEaE—L, Cisco TAC IZHE L TLEIW,
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318004

318005

318006

318007

318008

313004 [

IS—XAw t—:/ $Threat Defense-3-318004: area string lsid IP address mask netmask adv
IP address type number

SREAOSPF 7V ATU VI AT —F T FARX A XA vOmBICENECE L, 2t
AEY U—=TIZONBAHEMENH Y 9,

WETH D3y BENMER LR WEEIE. Cisco TAC IZBBIWEbE L &0,

Io—Aw t— 4Threat Defense-3-318005: lsid ip address adv IP address type number
gateway gateway address metric number network IP address mask netmask protocol hex attr

hex net-metric number
§%BH OSPF C, DT —H _X—R L [P NV—T 4V F T—TVRICARESPRH SN E LT,
HET Y 2 a3y MEPRRK L2WEA1E, Cisco TAC IZBMWHhE L TZE0,

I5—AYE—Y 2Threat Defense-3-318006: if interface name if state number
SN 7 —NRAELE LT,

WRFHIOaVERINTNALEBVIZAyE—U%a b — LT, CiscoTAC IZHE L TL 7
él/\o

I5—A*AYE— sThreat Defense-3-318007: OSPF is enabled on interface name during idb

initialization
SREANTI =7 —RAELE LT,

WRT7HLa3VFRINTNBREEBVIIAyE—U%2a b — LT, CiscoTACIZHE L TL 72
I,

Io5—H% ‘yt—*“) %$Threat Defense-3-318008: OSPF process number is changing router-id.

Reconfigure virtual link neighbors with our new router-id

SHBA OSPF Yt ANty T, HLWL—ZIDABIRL LS LTWES, 2077
a il Lo TITRTOEREY 7 MEIESELNET,

WRT7IIVITRXTOBRBERBY 7 ORBY 7 a7 4 Falb—Tarkz, HLib—
X ID MRS D EHICERELET,
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318101

318102

318103

318104
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Io5—X% ‘yt—*‘) $Threat Defense-3-318009: OSPF: Attempted reference of stale data

encountered in function , line: line num

£BH OSPF NENMEH T, OB CHIBR SNz —HOBET — &2 LI > LEL
Too AVH—T 2 ABLON—FDa 7 4 Fal—ag U 2HETDHE, FENERT S
FREMERH Y T, LL, ZORA v E—URERINDIGEIEL. V=T AD—HDOAT v
AL TCT—HEEORMHIRPAE L THWDEDT, HETHILERH Y 7,

o function : T L2V X hEBZ(E LI HERE
* line_num : = — K DOITE S

HET O S a Y BENER L22WA1E, Cisco TAC IZBRIVWEHEL &N,

I5—AYt— sThreat Defense-3-318101: Internal error: REASON
BRBANTY 7 U =T =T —RAELE LT,

« REASON : A X s OFffl 72 K]
HET7TH a0 RE,

IS5—XAwy ‘t’—:/ $Threat Defense-3-318102: Flagged as being an ABR without a backbone

area

SBANL— 2 ND/Ry 7 R — a7 LIZ, Jb— & 73 AreaBorderRouter (ABR) & LT7 J 78
REINE LT,

HEF7H 3> OSPF Fut A% HiLdH LE7,

15—)‘ ‘y‘b-*‘) %$Threat Defense-3-318103: Reached unknown state in neighbor state

machine
SREANI Y T RNT = T S —RRAELE LT,
RT3 RE,

IJ5—AYHE— sThreat Defense-3-318104: DB already exist: area AREA ID STR lsid i
adv 1 type 0x x

SHBA OSPF TLSA ZWOIFAZENTERWED, AFVDY — I NRETATREMENRD D
\iﬁqo
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318105

318106

318107

318108

318105 [

« AREA_ID_STR : fElg % #3075
o0 FEEE
X : BB D 16 HEFE

HWREFTH O ay RE,

Io5—H% ‘yt—*“) %$Threat Defense-3-318105: lsid i adv 1 type 0x x gateway i1 metric d

network i mask I protocol #x attr #x net-metric d

B OSPF C, DT —HX—RA L P V—T 4 7 T—T VEIIARBEE™IBH S E L,

o ERSfE
X I D 16 X
o d i

WRT7HY a3y RE,

I5—*AYHE— 9Threat Defense-3-318106: if IF NAME if state d
BREANTI =7 —RFAELE LT,

*IF_NAME : 8% %54 v ¥ —7 = A ADA4H]

«d: HfE

RT3y RE,

I5—*AYtE— 9Threat Defense-3-318107: OSPF is enabled on IF NAME during idb

initialization
SREBANE = T — R RA L E LT,

*IF_NAME : 8% %54 v ¥ —7 = A AD4H]
WRET7I a2 RE,

Io5—4% ‘yt—*“) %$Threat Defense-3-318108: OSPF process d is changing router-id.

Reconfigure virtual link neighbors with our new router-id

SBAOSPF 7Yu ANty hPT, HTLWL—FIDAEERLLIIELLTWET, Zhick
D, TX_RCOWRBY I NF T LET, HOIESEDITIE, T XTOEMY 7 R A /30—
FOEIEY VI BREEEFTTHLERDHD 77,

ed: rERID 2FETEE
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WRTIIVTXTORBERIEY) OB 7 a7 4 Falb—araz, FlLb—
ZIDEEGHEIICEFTLET,

Io5—H% ‘yt—*“) %$Threat Defense-3-318109: OSPFv3 has received an unexpected message:
0x / Ox

BB OSPFV3 N TPHI L2V BB AA v —V 22 ELE LT,
o X BEHED 16 KT
WEF7H 3 RE,

Io5—4 v — sThreat Defense-3-318110: Invalid encrypted key s .
SEAE T SR — NS T,
s M F— % F 4T

RT3 707 TXAMOXF—%EEL, servicepassword-encryption 2~ > K4 A7
LCHERALT B0, IR E LB —NATHDL Z L 2R LET, BEINTKE
XN EE, VAT ARERIZZT — A v E—URRRINET,

15—)‘ “Jt—:) $Threat Defense-3-318111: SPI u is already in use with ospf process d
REAT CICHEH SN TWA SPIZEAL LS L LELT,

eu:SPI #RTEHS
ed: utRIDEFETES

W7 a2 po SPI #EIR L £,

15—)‘ “Jt—:) %$Threat Defense-3-318112: SPI u is already in use by a process other
than ospf process d .

SEAT IR ENTWASPI A LL Y E LE LT,

su:SPI #RTHE
ed: utRXIDFETES

WREFTHIAVHOSPIZERLET, T TIHEHAINTWDHSPIO Y 2 N &R RT HITIT,
show cryptoipv6ipsecsa =2~ > K& A LET,
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318113

318114

318115

318116

318117

31813 [

Io5—4% ‘yt—*‘) %$Threat Defense-3-318113: s s is already configured with SPI u .
BT TSN TWD SPILAEHLE Y & LE LR,

oS A UH—T oA AL LTS
su:SPI #RTHE

RT3y BN SPI R EfRFRT 20>, Bl SPI Z#i8IR L £,

Io5—H% ‘yt—*“) $Threat Defense-3-318114: The key length used with SPI u is not valid
HEAX—OE I NHES TWET,
‘u:SPI ZERTH S

RT3y A7 IPsec F— 2 IR L FT, IPsec iBGEF—1% 3247 (MD5) F 7213 40 #7
(SHA-1) D 16 EHIETH L MERH Y £7,

15—)‘ v t_:/ $Threat Defense-3-318115: s error occured when attempting to create an
IPsec policy for SPI u

Ei88 IPsec APL (W) =F—3%4E L% L,

°S: LT —EFT LTS
eu:SPI #RTHS

HRETH O ay RE,

Io5—H* ‘yt'—:) $Threat Defense-3-318116: SPI u is not being used by ospf process d .
ZtBH OSPFV3 TR STV W SPL AR EMIR L L9 & LE LT,

su:SPI =#RTHEE
ed: 7utRIDFETEE

W72 32 0SPEV3IC L > TSN TWA SPL 2R T 5121, show=a~> FEASL
F9,

Io5—H% ‘yt—*“) %$Threat Defense-3-318117: The policy for SPI u could not be removed

because it is in use.
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FBAZOR SN SPIORY —ZHIBRLE S E LELLED, TORY —RNELEEF2T Y
Ty MRS THE LK,

suU:SPI #RTEHEL
WEFH 3 RE,

Ia_)‘ v t_:/ %Threat Defense-3-318118: s error occured when attemtping to remove the
IPsec policy with SPI u

183 IPsec APL (WiF) =7 —7VJe/E L% L=,

S FREESNTZT T — &2 F T UFF
eu:SPI #RTEHE

WRE7HI a2 RE,

I%—)‘ vt’—’) %$Threat Defense-3-318119: Unable to close secure socket with SPI u on

interface s
EBH IPsec API (W) —=F—23AELE LT,

su: SPI &HRTHES
CSIIRESNIA VH—T oA AE T LTS

HWREFTH O ay RE,

Io5—H% ‘yt—*“) %$Threat Defense-3-318120: OSPFv3 was unable to register with IPsec
BREANTI = 7 — AL X LT,
RT3y R,

15_)( ‘y’b-*‘) %$Threat Defense-3-318121: IPsec reported a GENERAL ERROR: message s ,

count d
BN 7 — AL E L,

cSIHEE LA v E—VERT LTS
ed: B A v — VO EFRTHHE

HREFTH O ay RE,
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318122

318123

318125

318126

a2 [

Io5—4% ‘yt—*‘) %$Threat Defense-3-318122: IPsec sent a s message s to OSPFv3 for

interface s . Recovery attempt d

BN =7 =N RAELE LT, VAT LANEX 2T YTy NOFA—T7 0 LEIRERAT
WET,

csIfRESNTEA v =V ERESNTA LV F—T = A R BRI LT
od: U BN RATIRE E £ R E

WET7H a0 RE,

IS5—4 ‘yt—*“) $Threat Defense-3-318123: IPsec sent a s message s to OSPFv3 for
interface IF NAME . Recovery aborted

B N 7 — MR AELE Lz, VAN ORITORKEEBZE L,
s HBELEA v E—UH2ET TS
«IFNAME : 8 ELToA v H—T = A A

WR7I a2y RE,

I5—*Awt— sThreat Defense-3-318125: Init failed for interface IF NAME
BEAA > F =T = AOPHULITRIGR L E LTz, BEXORDERIZ, RO LB TH,

o A B —T A ADEGE L IR D HIBR S LTV ET,
U ZAa—TDF—EAR— AR TEETATL -,
e — NN N—HDRAN—=FT—=FT a7 BElR TCEEEATL,

WRT7Voav A =T oA REPWRET D307 4 Falb—rvary avy FaHlRL
T, BRITLET,

IS5—4 12— sThreat Defense-3-318126: Interface IF NAME is attached to more than

one area

EREAA LA —T oA A, A v B —T A ADY T RPN OEE DA L F—T = A A Y A |
CEENTHET,

*IF NAME : f8EL72A v H—T = A A
RT3 RE,
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Io5—X% ‘yt—*‘) %$Threat Defense-3-318127: Could not allocate or find the neighbor
BREANTI— 7 — AL X LT,
RT3y R,

320001 ~ 341011

ZOFE T, 320001 225 341011 ETORA v —IZOWCHEHBALET,

Io5—X% ‘yt—*‘) %$Threat Defense-3-320001: The subject name of the peer cert is not

allowed for connection

5 BA Secure Firewall Threat Defense 7 /34 A2 3 HL72 VPN U £ — h 734 X E 2 (3P —/—T
HHGAE. ETEHEIC T caverifycertdn 2~ KO E—B LW TV =7 VAR E S
NTWET, PRZLEREEL TV DAREELH Y £T, ZIUL, TS ABRETIPT R
VABAT—T 47 L. Secure Firewall Threat Defense 7~ /31 A 225 VPN B 20175158 L
XoETrHDTT,

HREFTH O ay RE,

15—)( ‘yt—*‘) $FTD-5-321001: Resource varl limit of var2 reached.

BBAER SN2 ) VY — A OREMEHFEEITL— MlBRIZE L E LT,

RT3V 7Ty M7+ —LORREGRBIZELZGG, AT Z2HE0 S TLTY AT
LAEY BT D DOIZKERIRND . b T 7 4 v ZIZEEREAELET, AFY ZAR—ZN

iRt Shictc, 714 2%V e — RTO0ERH Y £, ZOMOIEITHONTIE, TACIZE
nEhETZE N,

15—)( vt—’) SFTD-5-321002: Resource varl rate limit of var2 reached.

EAfER SN2 Y — A DORREMHREZIT L — MRICEL £ L,

RT3V T Ty N7+ —LORKEGEICELZSGS, ATV EAHEHVYTLTYRAT
LAY T D DR FT T 4y ZIEEREAELET, AFY AN—AN

gt sicte, 7 A&V e — RTO0ERH Y £7, ZOMOIEICTHONTIE, TACIZE
VGO ETZE N,
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321003

321004

321005

321006

321007

21003 [Jjj

Ia—)( ‘yt—*‘) %$Threat Defense-6-321003: Resource varl log level of var2 reached.
BEBER SN Y —ADOREY VY —AFHBRELIIL— b vl LULITELE L,
RT3 RE,

15—)‘ v t_:/ $Threat Defense-6-321004: Resource varl rate log level of var2 reached
BEBAfER SN2 V= 2ADOREY Y —AEHARELFTL— b vy LULZELE L,
RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-2-321005: System CPU utilization reached utilization

ERBAT X7 LD CPU RN 95% LLEICEIFEL, Sz oL~k EE->TWnET,
e utilization % : fFf LTV A CPU D X—F T —

WRET7HIOIVZOA v E—UNEHMICERSNDIEAIT, BHTEEd, HBEICRYIES
N55AE1E, showepu 2~ RO R L, CPUMRHAREZHERLET, ZnnEmnEs
I, Cisco TAC IZEBFWEbhHELTE SV,

Io5—X% ‘yt—*“) %$Threat Defense-2-321006: System memory usage reached utilization %
BBAT AT LD AE VEHED 80% UL EIZHEEL, 5 0M DL~ EE>TVET,
e utilization % : i ST\ 5 CPU D/ 8—t T —

WRT7IIZIDOAvE—URNEHNICERRINILET, BHTEET, HEIRYIES
5% EIEL, showmemory =~ RO ZMER L, AEVMHELZHELET, Zrmn
&%, Cisco TAC IZBHWEDEL 2 &0,

15—)‘ ‘y‘b-*‘) %$Threat Defense-3-321007: System is low on free memory blocks of size
block size (free blocks CNT out of max blocks MAX)

BRBAL AT LATAERYDEZ Ty JRARELTWET, 70y RZ R EgT5E, FT77 1y
7 ORWr AT H RN H D £,

sblock size: AEV DTy 7 A X (72& 21X, 4, 1550, 8192)
« free blocks : Z2& 7' v 7 %%, show blocks =< RO H%IZ CNT H 7 LI REND
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emax_blocks : VAT ANEIN B THZ ENTEDL T 0y 7 O K, showblocks2~ > K
OFER%E MAX BT DMIREND

WRETIav RSNl Tny 7 A XOHTOCNT AT MIHDHEE T 1y 7 DREE
=X —F51Zi%, showblocks =~ R&MHLET, CNT 7 AREFMICHZ>TEr i
FAIUCIERITUT WV E 1072 DA . Secure Firewall Threat Defense /31 A 34—/ S—11— R|Z
7o TWD D, BIMFAENS LB ORENFEE L TWD RN H D £,

Io—XAw t—:/ $Threat Defense-3-322001: Deny MAC address MAC address, possible spoof

attempt on interface interface

£5BA Secure Firewall Threat Defense 7 /3 A A 23, %O LWWMAC 7 KL ANG D7 v & FEE
DAVHE =T A AETZELELIZN, TONXFry hOBRETLMACT FLRAIZ, 2074
X2 b= a rTEDOAS v H—T 2 RZAXT 4w 7IINA RENTHET, MAC A
TF—T 4 TR EIIRE I ANRERTH L ATREERH Y 3,

HR7IIoar7 4 FXal—valERN WERA NEREEIEDD, Fi2idar 7 g
X L— g UARETE L CEYARLE 2TV E T,

I5—4 ‘yt—*“) $Threat Defense-3-322002: ARP inspection check failed for arp
{request|response} received from host MAC address on interface interface . This host is
advertising MAC Address MAC address 1 for IP Address IP address , which is
{statically|dynamically} bound to MAC Address MAC address 2 .

SRBA ARP BTV 2 —/Uid, £ =T NIRRTV BHEE, 7y FNTT RARZ A4 XEH
HZHLUWVARP Y R U S, AR E SN2 IP-MAC 7 R L A £ 72 13ER9IC BUS S 7z IP-MAC
T RUVAODNRAL T 4 TN TWHEMNE I m&EF = v 7 LTH B, Secure Firewall Threat
Defense 7/34 A Z L CARP X7y FEERELET, ZOF = v 7 BRILTZEA. ARP
AVART T ay FY2a—)VTARP Ny FEFEEL, ZOAvE—UZAEKLET, *v
FU—27 ETARP A =7 4 VTP FEALTWDIN, iz 74 Fa2b—v g
(IP-MAC A T 4 7)) B THDHARBERH D £,

WR7HS a3V RERDPERICH LT, ACLEAHH L THRRA MEEGRTLZ N TEET,
JFRNES a7 4 Xal—a b BRE. "M T v I HEELET,

Io5—4% “Jt—:) %$Threat Defense-3-322003:ARP inspection check failed for arp
{request|response} received from host MAC address on interface interface . This host is
advertising MAC Address MAC address 1 for IP Address IP address , which is not bound to
any MAC Address.

B0 ARP ST Vo — Lt 4 F—T N> TWDEEE. 7y RNTT RAZ A X&h
HEHLWARP = MU N, ISR ESNTZ IP-MAC 7 RLADAAL T 4 o > T
HNEIMMEF v 7 LTH 5., Secure Firewall Threat Defense 7 /34 A %4 LT ARP X7 v
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322004

323001

322000 ]

MERELET, ZOF = v 70K LTSRS, ARPA AT g Y 2—/ LT ARP X
Ty NEREEL, TOAve—VEAKLET, Fy NU—7 ETARP AV —7 ¢ J BB
DEALTHWDEN, FRiEar 74 Xalb—3ar (IP-MAC A VT 40 0) BNESTH 5
AREER DV T,

WR7I L aVERNPERICH AT, ACLEZHEH L CARRA MEEETLZ N TEET,
FRAEN a7 4 X2 b—a CHIEA. "M T4 v 7 E2EELET,

15—)‘ “Jt—:) %$Threat Defense-6-322004: No management IP address configured for
transparent firewall. Dropping protocol protocol packet from interface in :source address
/source port to interface out :dest address /dest port
SEBAFHIP Y NLUAR T AT Ly b = FTERE SN TWRNWTZ), Secure Firewall
Threat Defense 7 /3 A A 2337 v M A BEFEL £ LTz,

e protocol : 7' | LD LFHFE 713 E

interface in : AJjA 2 —7 = A X4

* source address: /N7 v FDIX[EILIP T R LA

s source port : /N7 v FOEEILAHR— b

cinterface out : /)1 " F—7 = A 24

« dest_address : /N7 v hDESEIP 7 R A

e dest_port : /X7y FOFESEAR—

HET7I AV TS RAEHIPT FLAL A7 OEEZHRELET,

I5—*AYt— Threat Defense-3-323001: Module module id experienced a control channel

communications failure.

$Threat Defense-3-323001: Module in slot slot num experienced a control channel

communications failure.

£7%BA Secure Firewall Threat Defense 7 /34 A 23, HlfflF ¥ XL Z LT, fHEEI N AT Y b
ICRESNTWDHEY a—LEBETEERA,
emoduleid: V7 bV =27 $—EZADEY 2—LDOBPE, —EREY 2 —LOLETETE
ELET,
edot num: N— K7 =27 OV —E R EV 2 —/LOEA, BEEREELI-ZA Yy EIEEL
F9, A FOIETVATLADAAL AR —RZRL, Ay N TEREA R v MIRES
NTWLEY 2—NVERLET,

WETH L3y BENER LA WEEIE. Cisco TAC IZBBIWEbE L &0,
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Ia—)( ‘yt—*‘) $Threat Defense-3-323002: Module module id is not able to shut down,

shut down request not answered.

$Threat Defense-3-323002: Module in slot slot num is not able to shut down, shut down

request not answered.
BBRESNTVDIEY 22— R, Uy MU VERIZSE LEFATLE,
emoduleid: V7 bV =7 $—EZADEY 2—/LDOBPE, —EREY 2 —LOLEIETE
ELET,
edot_num : N— RV =7 DY —ERAEY 22— LDOYE, EENBELILAR Yy FEEEL
FT, A0y ROV ATLOAAL L AR—FR&E/RL, Ay b HIPEEAR v MIRE S
NTnDHEYa—LERLET,

WET7Y a3y MENMER LR WEE L. Cisco TAC IZBRIVWEbE L &,

I5—*AyE—Y sThreat Defense-3-323003: Module module id is not able to reload,

reload request not answered.

%$Threat Defense-3-323003: Module in slot slotnum 1is not able to reload, reload request

not answered.
BEEHEISNTVDIEY2—An, Via— FERIJEELEHATLE,
smoduleid: Y7 b =7 H—EADET 2—LDHAE, F—ERXAEV 22— LOLHIZIR
ELET,
edot_num : N— RV =7 DY —ERAEY 2 —LDYE, EENRBELILAr Yy FEEEL
T, Ay FOIXVATLADAAL Y AR—FEZRL, Avy b HILEA 7 v MIRES
NTNWAEEY2—VERLET,

HET O S a Y BENMER L2 WA, Cisco TAC IZBRIVWAHLEL ZE N,

15—)‘ “Jt—:) %$Threat Defense-3-323004: Module string one failed to write software

newver (currently ver ), reason . Hw-module reset is required before further use.

AT 2NN YT MU =T N—T g G TE A T L, UNRESPONSIVEIRFEIZ
BITLET, EVa2—WE, Y7 b= T v 75— hENBDETHEHTEEEA,

edringone : Y 2 — L&A RTT XA LTS

e>newer @ EYV a2 — L DEZALDIEFITKE T LR oY 7 MU =T OF LinvI—T 5
V&S (1.0(1)0 72 &)

eSver BV 2V ED YT MY =T OBIEON—T 3 UFE (1.0(1)0 72 )

e>reason : HLWWR—T 5 UREY 2 — UZEZIALTE 2o 8, >reasoniZ& 25
NAHEFRO LB T,
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323005

323006

323005 [

- write failure

- failed to create a thread to write the image

WRF7I2a3 FVa2—V Y7 oxTE, Ty 7T —FTERWEE, HHTE R
F9, BEMRER L2 WEE . Cisco TAC IZBRIWEbE L 7ZE&E W,

Io5—X4 ‘y‘t'—*‘) $Threat Defense-3-323005: Module module id can not be started completely

$Threat Defense-3-323005: Module in slot slot num cannot be started completely

SEAZOA vE—UX, BV RERICEHTERNIEERLET, TV, Z
DIRFENEIE XD £ T, UNRESPONSIVERREED F F (27220 £9, &b AlREMENEWEIA &
LT, EVa—AnAny MIELLEYfHFbnTnianZ EnExbnEzd,

emodule id: Y7 bV =7 H—ERADEY 2—VOHE, h—ERAET 2 —LVOL4RIE
ELET,

edot num : N—KRT7 =27 DY —E ATV 2a—LDBEE, TV a—ARNEESNTND R
a2y MEFEEELET,

WHRT7IIVEVa—ANELLEIMFTONTWHWAZ LEMHREL, TV a2 —/VDORAT—H
ALED BAEITLTCWENE I MEF v 7 LET, TV 2a— L &EIELBYAMITE L%,
FY 2 — LNEIREAN SN2 Z & % Secure Firewall Threat Defense 7 /31 A 232854 2 £ T
DTN DHZERDY ET, EV2— RO HITF 6TV D I L ZEE L. sw-modulemodule
service-module-namereset =~ > K ¥ 7= (% hw-module module slotnumreset =~ > R&f#HH L C
FEVa—NEFVEY FLEEDL IO v E—UNEREINDEEIL, Cisco TAC I2BMWE&b
HLEE,

Io5—4% vt—’) %$Threat Defense-1-323006: Module ips experienced a data channel

communication failure, data channel is DOWN.

HBAT— & T RV EEREN3AE L, Secure Firewall Threat Defense 7 /3 A A 239 —E X £
Va— M NF T 4w P HREETEEFATLE, ZOEEPRHAZ Y 7 4 Fal—a D
7 27 4 7 Secure Firewall Threat Defense 7 /34 A THRAE LIZGAIL, 7 = — A — =2 |
VA—snEY, £, ZOEFICL T, BEEIY—EAEY2—MIEESIND T T 1
72, BREEHDT7 ==V A =T R —FiF 72— 7 —XR) =Rl sivE
T, TOAvE—VE, VAT LAEVa— /LY —EREY 2 —/LD[E] T Secure Firewall Threat
Defense 7 /3NA A D7 —Z 7 L— %4 Licilfg LOBBEREET D L bFAgInET, 2
DX O REIE, =X EV 2 —AMEL, Uy b VAL, EETT -7 IS
NGB ET HARERH Y 7,

WRET7IaVIPSHREDY 7 Ny =T P—ERAEY2—/LOHA, sw-module moduleips
recover 2~ REMFHALCEY2—AEREELEST, "~ KRUzT7 $—ERXET2— /LD
B DA E=YRSSMOY n—RELEV Y FORERE L TERSNZOTIERL,
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SSM 73 UP JREEIZ R » 728412, ®Hitad™ 5 syslog A~ —7 505010 2AE R SR WEEIE,
hw-modulemodulelreset =~ > RZFEHL CEY2—N1%2 Uty FLET,

15—)‘ “Jt—:) %$Threat Defense-3-323007: Module in slot slot experienced a firware
failure and the recovery is in progress.

5% BA 4GE-SSM 73335 X j17= Secure Firewall Threat Defense 7 /34 A T, HWE T — UM 54
L., Z0%Y 7— S E Lz, ZOREE, 4GE-SSM 1L, HEEIRETH L T4 1275 T
WA ATREMEA N W £97, Secure Firewall Threat Defense 7 /34 A |%, 4GE-SSM M EJEETh 5
&ML, HEIAYIC 4GE-SSM & i E) L £ 7,

WET7H a0 RE,

I%—)‘ Vi ‘t’—:/ $Threat Defense-3-325001: Router ipvé6 address on interface has conflicting
ND (Neighbor Discovery) settings
RBAY > EORION—Z R, FIETDHNRTA =B EFFON—F T RNRNZA XA NERFL
F L7,

« ipv6_address : fHF{l/L— X D IPv6 7 KL A

cinterface : FAFMNL—Z LDV LT DA L H—T = A A%,
HR7Ia32 V7 EOIPv6 L—# 33 XT, hop_limit, managed_config_flag.
other_config_flag. reachable time, ¥ XUt ns interval IZ DWW T/L—& 7 RANZ A XA NZ
FUNRT A= 5FHEOZ L 2R L, BHRONL—F Lo TT KR4 XEN5, R
T4 I ADERENDEGN 2 TA T EALNRALTHDL 2R LET, A F—T A
AT LT A= Zanticid, showipv6interface =< K& A L £,

Io—XAw t—:/ $Threat Defense-4-325002: Duplicate address ipv6 address/MAC address

on interface
SREABID T AT AR IPv6 7 KL AEEH LT ET,

« ipv6_address : fHF{Hl/L— & D IPv6 7 K LA
« MAC_address : BEENDOBAITAFMT AT LADOMACT R L A, ZHLUS DA 1F unknown
sinterface : FHFMS AT L ED) T DA LV B —T = A 24

WRFHa320 20DV AT DI LD 1 ODIPv6 7 RLAZEH L E T,

15—)‘ “Jt—:) %$Threat Defense-3-326001: Unexpected error in the timer library:

error message
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326002

326004

326005

326006

326007

326002 [Jjj

BTSRRI A~ — AR IR, aVTFAMBELWIA TERLTEZEINT, &5
WIEENY RIRH Y £ A, FE, T2 —IZADA X FOHNR VAT LIREHZ 5 & |
% CHBARITENE T,

WET Y 2 ay MEPRR LW gE1E, Cisco TAC IZBMWEbETZS U,

Io5—XAw t—:/ $Threat Defense-3-326002: Error in error message : error _message

HBAIGMP 7’ E ANERIIG LTy Yy v MUV TEERHATLE, 2OV vy RE T UIZ
A THEITSINDA XY BRI L TWHWRWATEEMERH Y F 97,

WET O3y BENMER LRWEA1E. Cisco TAC IZBRIWShEL EE 0,

ITo5—H* ‘y’b-*‘) $Threat Defense-3-326004: An internal error occurred while processing

a packet queue
BMBAIGMP N7y b Fa—03 Ty el WMz 5 2% E LE L,
WET D L3 » BEPER LW EEIE, Cisco TAC IRV EDELZS 0,

15—)‘ “Jt—:) $Threat Defense-3-326005: Mrib notification failed for (IP address,
IP address )

SRBAT — ZBRENR A X N & U T =T 537 REAE &4, MRIB % @7 2 RT3 KRR
LE L7,

WET V2 a Y MENRR L72WIEEIE, Cisco TAC IZBMWEHELZE 0,

I5—AYE— sThreat Defense-3-326006: Entry-creation failed for (IP address,
IP address )

SRBAMFIBIZIMRIB2>H > M DT v 7T —haZELE LN, RENDT FLAICH
BT M) EZERTEERATLE, ATVRENERKELTELZLONET,

RT3y MENMER LR WEE L, Cisco TAC IZBRIVWEbE L &,

I5—AY+t— sThreat Defense-3-326007: Entry-update failed for (IP address, IP address
)
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SREAMFIB2AMRIBINHA X —T 2 A ADT v 7T — b 2ZELELEN, FREINDHT K
VACEEST A v X —T 2 ABERTCEFEFHATLE, AT URENFRERKE L TEZLN
7,

WET Y 2 ay MEPMRR L2V gE1E, Cisco TAC IZBMWEbEIZS U,

Io5—X% ‘yt—*‘) %$Threat Defense-3-326008: MRIB registration failed
B4 MFIB 7% MRIB [ZB#kCT&E EHATLIZ,
WRET O a s BEIERLRWIGEEIEL, Cisco TAC IZBRIWEDE 7230,

Io5—A ‘y’b-*‘) $Threat Defense-3-326009: MRIB connection-open failed
583 MFIB 7% MRIB ~Of%fi 2 B 17 £ & AT LIz,
WRT Y 23y BEPR L7 WEE1E, Cisco TAC BV EHEL ZE 0,

15—)‘ “Jt—:) $Threat Defense-3-326010: MRIB unbind failed
ZRAA MFIB 78 MRIB 7267 281 o RTCXFHATLT,
W7 S ay MENMER LR WEE 1L, Cisco TAC IZBRIVWEbE L 2 E W,

15—)‘ ‘yt—*“) %$Threat Defense-3-326011: MRIB table deletion failed
FRBA MFIB BHIBR SN DX T o7 — 7 LV E R CE EHATLE,
WET V2 a Y MENRR L 2WIEEIE, Cisco TAC IZBMWEHE L ZE 0,

I5—4 Wt —0 9Threat Defense-3-326012: Initialization of string functionality failed

BUBR I S AU MRE O TIIME A I L LT, Zom vk Mg R kR MER LT L
W5 TR B Y £

TS 3y MENRPR LW EE1E, Cisco TAC ITBRIVWE b L &0,
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326013

326014

326015

326016

326017

326019

326013 ]

Io5—4% ‘yt—*‘) $Threat Defense-3-326013: Internal error: string in string line $d ($%s
)

SRBA MRIB CTHEAT T —2RRAELE LT,
7oL 3y MENRR LR WEEE IR, Cisco TAC ITBRIVWE b L I E 0,

I5—*AYtE—Y sThreat Defense-3-326014: Initialization failed: error_message

error message

ZRBA MRIB ALk Cx A TLT=,
HET O S a Y BENER L22WEATE, Cisco TAC IZBRIVWAEHEL &N,

IJ5—AYE—Y sThreat Defense-3-326015: Communication error: error message

error_message
SRBA MRIB BEA NGB TWABET v 75— EZELE LT,
RT3y MENMER LR WEE L, Cisco TAC IZBRIVWEbE L &V,

15—)‘ ‘yt—*“) %$Threat Defense-3-326016: Failed to set un-numbered interface for

interface name (string )

SEAPIM kU RANIEETT RLANRRWEZDHEHATEERA, ZORIL, HBEfTEA v
H—=Txf ANBONSRW=D, FRENEHT T =N RN TRALET,

WET Y 2 ay MEPRE L72WEgE1E, Cisco TAC IZBMWEHETZSUY,

ITo5—H* ‘y‘b—*‘) $Threat Defense-3-326017: Interface Manager error - string in string

: string
SREAPIM b p v A X —T oA ABERRTIC, =7 —REALE L,
HWRT Y 2 ay BESHR L2WEEIE, Cisco TAC IZBWEDLEL 2S00,

15—)( “Jt—:) %$Threat Defense-3-326019: string in string : string

SRBAPIMRP F o pv A X —T = A ZAEAERPIZ, =TT —NEALE LT,
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B 326020

WET Y L ay MEPMRR L72WgE1E, Cisco TAC IZBMWEbEIZSU,

326020

Io5—X% ‘yt—*‘) %$Threat Defense-3-326020: List error in string : string
BEBAPIM A H—T A A U R NPT, =T —NREAELELE,
HRT O 2 a3y MENRR L22WIEEIE, Cisco TAC IZBRWAbE L Z &,

326021

Ia_)‘ ‘y’b-*‘) %$Threat Defense-3-326021: Error in string : string
BEAPIM bRV A U F—T = A AD SRC R EHFIT, =7 —0FAELE LT,
WRT Y 23y BEPR LR WEA1E, Cisco TAC IZBWEHEL ZE 0,

326022

I5—A Y — sThreat Defense-3-326022: Error in string : string

SEAPIM Yo v ANERIZIS LTy Y hEFU LV TEEHATLE, 2O vy hE DT
2 TEATZINDA XY FRFEWIL T ARWAIREMERH Y F 37,

WET D 2 a Yy MEPMRR L7220 gE1E, Cisco TAC IZBMWEbEZS 0,

326023

Io—H% ‘yt—*“) $Threat Defense-3-326023: string - IP address : string
B PIM 7 b — 7 A B IC, =T —ARAELE LT,
WRET D 2y BBPR LR WEE1E, Cisco TAC ICBWEDELZE 0,

326024

Io—XAw t_:/ $Threat Defense-3-326024: An internal error occurred while processing

a packet queue.
BREBAPIM X7y b Fa—NTy MR RWVESEZIELE LT
WRT D 2 a v BBEPR LR WEAIE, Cisco TAC BV EHEL 20,

326025

I5—AWHE— sThreat Defense-3-326025: string
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326026

326027

326028

327001

327002

326026 ]

SEAX v — U E0RITRIC, N T —2BFA L E Lz, PIM b2 %/LIDB OHIRZR &
AV ERIIRET AL I AT 2 — L ENTEA R RRFAE LW ATRESERH Y F
7,

WET Y 2 ay MEPRR LW gE1E, Cisco TAC IZBMWEbETZS U,

Io5—XAw t—:/ $Threat Defense-3-326026: Server unexpected error: error message
SBAMRIB 237 74 7 MR CTEEHATLE,
HET Y 2 a3y MERRK L2WEATEL, Cisco TAC IZBMWEbhELES 0,

Ia_)‘ ‘y’b-*‘) %Threat Defense-3-326027: Corrupted update: error message
B MRIB 2MEHH L 727 v 77— F&ZfE L E Lz,
WRT Y 23y BEPR L7 WEE1E, Cisco TAC BV EHEL ZE 0,

15—)‘ “Jt—:) $Threat Defense-3-326028: Asynchronous error: error message
4B MRIB APl TARAHDOIERIBI =7 =2 AL E L7,
HRET U 2 ay MENRR L 2WIEEIL, Cisco TAC IZBMWADbE L ZEW,

Io5—H% ‘yt—*“) %Threat Defense-3-327001: IP SLA Monitor: Cannot create a new process
EBAIPSLA E=4 —H LW o A 2B TEEHATLE,

WRT7I2aV VAT A ARV EMRLET, ATUDBARELTWDIEEE. ZRFET
HALAREENH Y £, AFVUNFHAAREIC R XI2, avr REBHANLTAET, [
FEDMEDR U220 EE . Cisco TAC IZBRIWEhE L Z&E W,

15—)( vt—*‘) %$Threat Defense-3-327002: IP SLA Monitor: Failed to initialize, IP SLA

Monitor functionality will not work

ERBAIP SLA =4 — 2 IHMRICR L £ LTz, ZOIREEIL, ¥ A ~— KA —/VESRED I ML
R LTEE. £ n B A MER SN T8I E LET, F AV BB TT D
DIZFIHTE D AE Y B+ TRVATREERH D 77,
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327003

328001

328002

329001
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WRFOAV VAT A AEVZHERLET, ATIUDBRELTWDEEE. TANFKET
HAFREM DBV F9°, AFVUNFHFREIC -7 &I, a2 FEBANLTAHAET, [}
FEDMRR U2 WS Cisco TAC IZBRIWE L F &,

15—)‘ ‘yt—*“) $Threat Defense-3-327003: IP SLA Monitor: Generic Timer wheel timer

functionality failed to initialize
ERBAIP SLA E= X — N F A ~— " A — L2 L TE 8 A,

WRFPIL AV AT LA ARV ZHRLET, AFUDNRELTVWSEEIT. FODICH
A v — A — KDL EINFETA T L, AT YNFIHAREICR -T2 EiZ, 2~<v R
EEHAJILTAET, MENPERLRWEE, Cisco TAC IZBHWEDE L 23,

Io5—4 ‘yt—*‘) $Threat Defense-3-328001: Attempt made to overwrite a set stub function

in string .

HBALYA N Fx o/ fEAZTREBI SN EDOa— 1y 7 L LT, 1 ODOEREL
ETEET, a— RNy JHEENRT TICRESN TV, FrLna—Ny 7 OFRERT
DRBLUE LT,

e gtring : F&BE D44 I
W7 3y MENRR LWL, Cisco TAC IZBRIWA bR L &0,

Io5—X% vt—’) %$Threat Defense-3-328002: Attempt made in string to register with out
of bounds key

ERBAFASTCASE L VA R U Tid, VYA MUMNMERSINZ EXITHRESNZYA XLD H%—
DN RTNERY E8A, BAZBEI-F—%28HLL>ELE L

HET7HOaY FRENTVHLEBYICZT— AvE—V%a b — LT, Cisco TAC I[ZH
LTL7EEW,

15_)( v t_:/ %$Threat Defense-3-329001: The string0 subblock named stringl was not

removed

HBY 7 b 2T oI =03 4AELE L, IDBY T 70y ZHIBRCE EH AL
* string0 : SWIDB ¥ 7213 HWIDB
estringl : Y770y 7 OA4HI

WET7H a3y MENMER LR WEE L. Cisco TAC ICBRIVWEE L &,
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331001

331002

332001

332002

331001 [Jj

Io5—4% ‘yt—*‘) $Threat Defense-3-331001: Dynamic DNS Update for 'fgdn name ' =
ip address failed
REAAX A v 7 DNSH T VAT ANRDNS —N"—FEDY V—RA L a—K&7 v 77— KT
EFEHATLE, ZOEEIL, Secure Firewall Threat Defense 7 /34 A 73 DNS $r—/X— {27 7
T ATERWEA., £IIARDO T AT A ETDNS 4 —EAREMEL TR WEAIc 3844
HA[REMENH Y FT,

- fgdn_name : DNS 7 v 77 — R REAT SN2 RE/Mi K A A >4

ip_address: DNS 7 > 77— ~h®DIP 7 KL &
HAET 32 DNS — =N EINTEY ., Secure Firewall Threat Defense 7 /3 A A /5

BIFEFETH D Z L AR LTI, MEPRR LW E . Cisco TAC IZBRWEbELL X
v,

15—)( “Jt—:) $Threat Defense-5-331002: Dynamic DNS type RR for ('fgdn name ' -

ip address | ip address - 'fqdn name ') successfully updated in DNS server dns server ip
FRBADNS h— _"—TH A FI v 7 DNST v 7T — "PRH LE L7,
ctype: UV —R La—RDA AT (A £7-1% PTR)
- fgdn_name : DNS 7 v 77— F R33AT SN 52 2E/i K A A V4
ip_address: DNS 7 > 77— F®DIP 7 KL &
e dns server_ip : DNS #—/"—®D P 7 F L A

HRETH O a Yy RE,

I%—)‘ ‘y‘b—*‘) $Threat Defense-3-332001: Unable to open cache discovery socket, WCCP

V2 closing down.

SN =S —T%, WCCP 7ut AN, FyvianboZabhal Ayvt—I00 v R
VIR END UDP Y7y FEBAIK 2N TERN o722 AR LTWVET,

HRT7IavIPary74FXal—varBELNWIE, BIUOWRLEL1I2OIPT RL
AMBEINTWNWDZ LEHERLET,

15_)( ‘y’b-*‘) %$Threat Defense-3-332002: Unable to allocate message buffer, WCCP V2

closing down.

ERBANIR=F —T9, WCCP 7ut AR, HE7ae ha)l Ave—5RET 5200 F
VEEIDSBTHZENTERPSTZEEZRLTVET,
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332004

333001
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WRT7I a2y T XTOT e R AR TR ATINGLZ EEHRLET,

I5—*AYt— sThreat Defense-5-332003: Web Cache IP address /service ID acquired

Z5BA Secure Firewall Threat Defense 5 /XA 2 D Web ¥ ¥ v > anbDP—ERARERE SN EL
7o

«IP_address: Web ¥ v v =D IP 7 KL A

* service ID : WCCP H— & R G#k5I 1
WRT7I 3D RE

I5—*AY+E— %Threat Defense-1-332004: Web Cache IP address /service ID lost

£BA Secure Firewall Threat Defense 7 /31 2 O Web % v ¥ 2 b DY —E AR KDIVE L
7

. |P_addre$ . Web —Jf\’«\v \\/7\/10) P 7 F\I/X

« service ID : WCCP #— & 25l 1
RT3V RSN Web X ¥ v 2 OEiELTHRLET,

I5—4 ‘yt—*“) %$Threat Defense-6-333001: EAP association initiated - context:
EAP-context

SHEAVE—F AR RNEDOEAP 7 Vo — g URBEENE LT,

« EAP-context : EAP v a > O—E OB+, 8HrD 16 L L TEREINET (2
Z1E. 0x2DS890AE0) .

HREFTH O ay RE,

ITo5—H* ‘y’b-*‘) $Threat Defense-5-333002: Timeout waiting for EAP response -

context:EAP-context
FRBA EAP LB ZFF o TV AHMICH A LT U b3 FALE LT,

« EAP-context : EAP & v a v O—BEDHBIF, $HD 16 L LTEREINET (12L&
Z 1. 0x2D890AE0) .

RT3 RE,
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333003

333004

333005

333006

333007

333003 ]

Ia—)( ‘yt—*‘) %$Threat Defense-6-333003: EAP association terminated -

context:EAP-context
HEBAUE— N ARARNEDEAP T Yo —va BT LELE,

s EAP-context : EAP & v a v O—E DA T, 8HiD 16 EEE L TFKRINET (=&
Z 1%, 0x2D890AEO0) .

WRE7Y a2y RE,

Iﬁ—)‘ “Jt_:) %$Threat Defense-7-333004: EAP-SQ response invalid - context:EAP-context
B EAP AT —H A 7 = ) —DINEN, AN T v MRREICKRBLE Lz,

« EAP-context : EAP & v a > O—E OB 1, 8HiD 16 L LTHERRENET (=&
Z1E. 0x2D890AE0) .

WET D 2 ay MEPMRR L72WgE1E, Cisco TAC IZBMWEDbELIZS 0,

15—)‘ ‘yt—*“) %$Threat Defense-7-333005: EAP-SQ response contains invalid TLV(s) -

context:EAP-context
FRBA EAP A7 — X A 7 U —DISEID, | DEIFEER OS2 TLV REEFNTWET,

« EAP-context : EAP &> > a > O—EOHAT. SHID 16 L LTHRREINET (2L
Z1E. 0x2D890AE0D) .

WET O 2 ay MEPRE L72WEE1E, Cisco TAC IZBMWEHhEZS 0,

I%—)‘ ‘yt—*”) %$Threat Defense-7-333006: EAP-SQ response with missing TLV (s) -

context:EAP-context
BB EAP AT —H# A 7= ) —DIREIZ, | DEITHEBOVATLV b0 £H A,

« EAP-context : EAP & v a v O—E DA F, 8HiD 16 EEE L TFKREINET (2
Z 1. 0x2D890AE0) .

HWRT O 2 a Y REPRR L2 0WEE1E, Cisco TAC IZBRIWAHEL 72X,

15—)‘ “Jt—:) %$Threat Defense-7-333007: EAP-SQ response TLV has invalid length -

context:EAP-context
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333008

333009

333010

334001
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HBAEAP AT —H A 7 U —DREI, T EIOTLV REENTHET,

« EAP-context : EAP &> > a > O—EDHAT. SHID 16 L LTHRAEINET (2
Z1¥. 0x2D890AEO0) .

WETH L3y BENER LA WEEEIE. Cisco TAC IZBBIWEbE L &0,

Ia_)‘ ‘y’b-*‘) %$Threat Defense-7-333008: EAP-SQ response has invalid nonce TLV -

context:EAP-context
B EAP AT —# A 7 =) —DINEIZ, B F A TLV REENTHET,

« EAP-context : EAP & v a > O—E DA, 8HiD 16 L LTHERREINET (2L
Z 1%, 0x2D890AEOD) .

HET O S a Y BENER L22WEATE, Cisco TAC IZBRIVWEHLEL &N,

15—)‘ “Jt—:) %$Threat Defense-6-333009: EAP-SQ response MAC TLV is invalid -

context:EAP-context

SBREAEAP AT — X A 7 U —DJREIC, FHHEINTZMAC &E—HLARWVWMACHREENTWE
j—o

« EAP-context : EAP &> > a > O—EOHAT. SHD 16 L LTHRREINET (2
Z1E. 0x2D890AE0) .

WET O 2 ay MEPMRR L72WgE1E, Cisco TAC IZBMWVEbEZS 0,

IS5—AYy ‘t'—:/ $Threat Defense-5-333010: EAP-SQ response Validation Flags TLV indicates

PV request - context:EAP-context

B EAP X7 — 4 2 /=Y — OIS, U7 BREARFAT v RIELER LI 2 L 2R TH
AE7 7 7 TLV G ENTWET,

HRETH O ay RE,

I%—)‘ v 't’_:/ %$Threat Defense-6-334001: EAPoUDP association initiated - host-address
FRBAY E— bk A" A N & D EAPOUDP 7V v —— = USBtA S v LTz,

s host-address : IRA FDIP 7 KL A, Ry Mix 10 #ERFTLTRENET (=& 2IE,
10.86.7.101) .

WET7H a0 R,
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334002

334003

334004

334005

334006

334002 [

IS—XAw t—:/ $Threat Defense-5-334002: EAPoUDP association successfully established

- host-address
SHEAR A R & D EAPOUDP 7 Vi —3 g UINEFICHEN. SNVE LT,

s host-address : "A FDIP 7 KL A, Ry Mix 10 ERFTLTRENET (=& 2L,
10.86.7.101) .

WRE7Y a2y RE,

15—% “Jt_:) %$Threat Defense-5-334003: EAPoUDP association failed to establish -

host-address
SiBAAR A k& D EAPOUDP 7 Y v m—3 3 VARSI TE FHAT LT,

s host-address : RA FDIP 7 KL A, Ry MI&E 10 XL TTREINET (F2& 2,
10.86.7.101)

#2742 2 3 > Cisco Secure Access Control Server DR EZ ML L £97,

15_)‘ ‘yt—*“) %$Threat Defense-6-334004: Authentication request for NAC Clientless

host - host-address
HEANAC 7 A4 7 v LA KRR NOEFEERNTONE LT,

s host-address : "A FDIP T KLA, Ky MiE 10 #EEL TOREINET (72& 2E,
10.86.7.101) .

HRETH O ay RE,

I%—)‘ ‘y‘b—*‘) %$Threat Defense-5-334005: Host put into NAC Hold state - host-address
FRBAAR A RO NAC v v a2 3 Hold IREBIZ 72 0 & L7z,

s host-address : A RDIP 7 KL A, Ry Mix 10 #ERFTLTRENET (=& 2L,
10.86.7.101) .

WET7H a0 R,

15—)‘ “Jt—:) %$Threat Defense-5-334006: EAPoUDP failed to get a response from host

- host-address
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SRR A Ry E EAPoUDP e 2 ZE LEHA TL,

shost-address : " A FDIP 7 KL A, Ry M 10 #EETL TRENET (2 & ziE.
10.86.7.101)

RT3y RE,

I%—)‘ v t_:/ $Threat Defense-6-334007: EAPoOUDP association terminated - host-address
SRBAR A b & D EAPOUDP 7Y v =— g U T LE L7z,

ehost-address : RA FDIP 7 FL A, Ky MI& 10 R TREINET (F2& 2.
10.86.7.101) ,

RT3y RE,

Io—XAw t—:/ $Threat Defense-6-334008: NAC EAP association initiated - host-address
, EAP context: EAP-context

F%BA EAPoUDP 72378 A k& @ EAP ZBfss L £ L7,

s host-address: " A D IP 7 KL A, Ry MIZ 10#ERLTRINET (72 & 2iE,
10.86.7.101) .

« EAP-context : EAP & v ¥ g D —E DB F, 8HTD 16 L L TFRENET (2
ZIX. 0x2D890AEO0) .

RT3y RE,

15—)‘ ‘y‘b-*‘) %$Threat Defense-6-334009: Audit request for NAC Clientless host -
Assigned IP.

REAFET SN-EIV Y THBRIP 7 L ADEEERNEE SN TWET,
cAssigned IP: 7 747 MZEDYTHATWSHIPT FLX
WETV a2 RNE,

I5—H*Yt— sThreat Defense-3-336001 Route desination network stuck-in-active state
in EIGRP-ddb name as num. Cleaning up

ERBA SIAMKAE & 1%, EIGRP /L— & 23E7E S AV (K93 43) LAINIC 1 DL L DR L— 2 7)1
57—l T DISEEZETERPSTEIEZEWRLET, ZOWREPRELTGE.
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336002

336003

336004

336005

336002 [Jj

EIGRP X, &EZEE Lo — % EOMBEREMRIE L., 7277 4 7o —
MCBT AT — A vt —Uha 50k LET,

» destination_network : 77 7 ¢ 7\l /o7 v— b
* ddb_name : 1Pv4
e as num : EIGRP /L —#

WRT7 VO a v N—F PO — 2 INOISEZZE LI o T RIRL B L U0ULr— F3H
KUK Z s L Ed,

I5—A*AwE— sThreat Defense-3-336002: Handle handle id is not allocated in pool.
ERBA EIGRP L — XL, X7 AL Ry T ONY FAVERDITDLZENTEERHA,

« handle_id : L2722 6720~ KL ID
HWET V2 ay MENRR L 2WIEEIE, Cisco TAC IZBMWEHE L ZE W,

Is_)‘ ‘y‘b—*‘) $Threat Defense-3-336003: No buffers available for bytes byte packet

SRBADUAL Y 7 RO =T, NTy RNy 77 2BV Y THZ ENTEEFATLL, Secure
Firewall Threat Defense /XA A D AT U RXRE L TWDAREMERH Y 47,

s bytes: /Xy NND/NA MK

HEZ T 49 S 3> showmem F /=1L showtech =< > K% AJJ L . Secure Firewall Threat Defense
TNHRAADAEIBRRELTWENE I AR LET, MENRLRWEE, Cisco TAC
IZBBWEDbELZE N,

I5—A Y — sThreat Defense-3-336004: Negative refcount in pakdesc pakdesc.
BBV 77 LA AT ROy M AT MRRAICRY E LT,

« pakdesc : /X7 Mg RIF
WET V2 ay BEBHRL2WEEIEL, Cisco TAC IZBWEDELZI W,

15—)( ‘y‘t'—*‘) $Threat Defense-3-336005: Flow control error, error , on interface name.

HBAA LA —T 2 A ATYATFFYy A OT7a— Ty 7 B3 AELTHET, Qelm I =—
BET, ZOBRAIE. ZOBEDA L Z—T 2 ADF 2 —IlhIHRBEDILFF ¥ X b 3
7y T,
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[l 336006

s @rror : =7 —3C : Qelm on flow ready
e interface name : =7 —NFE LA VX —T = A ADL4H]

HET O S a Y BENRERL22WEATE, Cisco TAC IZBRIVWAHLEL &N,

336006

IJ5—AYHE— sThreat Defense-3-336006: num peers exist on IIDB interface name.

SREAEIGRP DIDB DV V —2 T o FHRELINII YV =0T v 7%, BEDA v Z—T = 2 |k
WCETRELGFELTHET,

snum: BT O
s interface name: A > % —7 = A A4,

7oL 3y MENRR LR WS TE, Cisco TAC ITBRIVWE b L &0,

336007

Ia_)‘ “Jt_:) %$Threat Defense-3-336007: Anchor count negative
AT T —NEAEL, T —OFRERIT N — AT FRAICRY LT
WET Y 2 ay BERHRLZ2WEEIE, Cisco TAC IZBIWEHELZE W,

336008

I5—A Yt — oThreat Defense-3-336008: Lingering DRDB deleting IIDB, dest network,
nexthop address (interface), origin origin str

SBAA L H—T oA ADHIBRENTEY, EHo DRDB M FEEL £,

s network : 8%c Ry RV —7

saddress : R A MRy T 7T KL A
sinterface : R A MKy S A X —T x4 R
« origin_str : FEAETLEEFKT H LT

BT 3y MENRPR LW A1, Cisco TAC ITBRIVWE b L &0,

336009

I5—*wt— sThreat Defense-3-336009 ddb name as_id: Internal Error
BRBANE = 7 — AL E LT,

« ddb_name : PDM 4 (7= & 21X, IPv4 PDM)

casid: A AT A 1D
WET D L3 » BEPER LR WEEIE, Cisco TAC IRV EDEL 2SN,
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336010 ]

336010

I5—Awt— sThreat Defense-5-336010 EIGRP-ddb name tableid as_id: Neighbor address

(%interface) is event msg: msg
BB L — 2N T v T ERIFIF T LE L,
* ddb_name : 1Pv4
« tableid : RIB O ID
casid: A A7 A 1D
. address : B — 2 DIP 7 KL A
sinterface : | > % —7 = A AD4HI
cevent_msg : B L— X THRALTWDA X (DFED | up £721% down)
emsy: A X2 FOJFK, event_msg & msg DIETIZIZRO L ORH Y £,
- resync: peer graceful-restart
- down: holding timer expired
- up: new adjacency
- down: Auth failure
- down: Stuck in Active
- down: Interface PEER-TERMINATION received
- down: K-value mismatch
- down: Peer Termination received
- down: stuck in INIT state
- down: peer info changed
- down: summary configured
- down: Max hopcount changed
- down: metric changed
- down: [No reason]
WRET O AVEL— D) I BRF T ERFT T e I LTV SRR EMER L E T,
ZhiE, MEOIMETH D WREMEN H Y £, £72id, THDERE TR A D wTReMEN
HYET,

336011

Io—H% “Jt—:) %$Threat Defense-6-336011: event event
BT 2T L AR IR ELE LT, A XY MIROWTINTT,

* Redist rt change
* SIA Query while Active

7oL 3y MENRR LR WRETE, Cisco TAC ITBRIVWE L I E 0,
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336012

336013

336014

336015

336016

336019
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Io5—X% ‘yt—*‘) $Threat Defense-3-336012: Interface interface names going down and

neighbor links links exist

SHEAA LA —T 2 A ANF T L TWAED, FIIXIGRP BREATAL—T 4 7 BHIBRES T
WETR, TTDY 7 (A=) BDEFRalTF—7AnbHBRENT-ZhbiFTiZby £
Moo

WET O 2 ay MEPRK L72WEE1E, Cisco TAC IZBMWEHELIZS0Y,

I%—)‘ ‘yt—*“) %Threat Defense-3-336013: Route iproute, iproute successors successors,

db_successors rdbs
AN R =T IV T h =T O T =NREELE L,
WRT V23 MBS LRVERIE, Cisco TAC BV EDHE SN,

I5—AY+E— %Threat Defense-3-336014: “EIGRP_PDM Process name, event log”
FAN— N =27 YT MU 2T O T —RRAELE LR,
HWRT 72 a Y MEDSMRR LR0EEIE, Cisco TAC ICBRWEDE S,

I5—AYHE— sThreat Defense-3-336015: “Unable to open socket for AS as number”
BRAN— RO =27 £33V 7 b 2T 0T =3B ELELE,
WRET O L MEPRR L2V EIE, Cisco TAC IZBRWADEIZE N,

Io5—4% vt—’) $Threat Defense-3-336016: Unknown timer type timer type expiration
BREAN— R =773V 7 =T O T =B ELE L,
WRT D 2 a v BBEPRR LR WEEIE, Cisco TAC BV EHELZE 0,

I5—A*Y+t— sThreat Defense-3-336019: process_name as_number: prefix source threshold

prefix level (prefix threshold) reached

BB MR YT = X=ANOT VT 7 AR RESNTZLEWVELVERIZT 7+
WEDLEVVELNIWIZELE L, TV 7 4 v 7 ADY —=AZROWT NI 97,
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337000

337001

337005

337000 [

* Neighbor

* Redistributed

» Aggregate
#EET Y L3 > showegrpaccounting =~ > REMH LT, V7 4 v 7 AD Y —ADFEME
WMELRAG L, BEMELFEmL X7,

15—9‘ Y t—:/ $Threat Defense-6-337000: Created BFD session with local discriminator

<id> on <real interface> with neighbor <real host ip>
BAZ D syslog A v E—IE, BED 7277 47 By a UMERENTZ & &R LET,

«id : F¥/ED BFD t v ¥ a3 O wu— I Vi F O Z " TERET 4 — L R
e real_interface : BFD &> ¥ a VA FTLTWHA » #—7 = A AD nameif
e real host ip : BFD & v ¥ a VSN E TR A N—DIP 7 KL A

HREFTO AV L,

13_7( W) ‘t'_:/ $Threat Defense-6-337001: Terminated BFD session with local discriminator

<id> on <real interface> with neighbor <real host ip> due to <failure reason>
BB Dsyslog A vE—VX, 72774 77%BFD Yy v a BT LEZ EE2RLET,

cid: FFEDBFD £ v v g v Oa— VBB OfEEZ R EE T — v K

e real_interface : BFD &> ¥ 3 VA FATLTCWHA ¥ —7 = A AD nameif

s real host ip : BFD & v ¥ a U DHESL SNV R A RXR—D P 7 KL &

« failure_reason : KIZRTFEFDHBDOWT L ETMOBFD A 7 LTS, BT
? BFD RENHIFRS LTV D, B A ~—OHIRGIh, = a—#ieoEEs, ©7 % T
DINANZE T LTS, m—/vD BFD REVHIFRSHTWD, BFD 7 74 7 &~ hiX
ENHIBRINLTVWD

RT3V L,

15—)( “Jt—:) %$Threat Defense-4-337005: Phone Proxy SRTP: Media session not found
for media term ip/media term port for packet from in ifc:src ip/src port to
out_ifc:dest ip/dest port
BB X2 VT o TTIAT UV ATAT A TP T RVABLOAR— hasidos L
72 SRTP/RTP /"7 b & ZAZ LI, 2Oy b &S L2120 D%IET D AT 47 £y
aryNRONY FEATLEZ,

cin_ifc: AJjA o F—T =4 A

esrc ip: /N7y FOEETLIP T RLA
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330006

339006

339007

339008

340001
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s src_port : /N7y ROEFEITLAR— b
eout ifc : HHA L F—T AR
edest ip: /X7 OSSP 7 R LR
o dest port : /X7 > NDFEER— b

WRT7Ia3Y ZOAvE—URa—LVORKIZERSNZGE, EEThHLEEZLNE

T T FV T Ao —VICXV AT 4T By a TR ENT RSN H D 908,

TV RARA P TIEBIEHEE WL DD SRTP £721X RTP X7 v PR EE SN TWDHZHT

Ty TDAYB—UNHFHDOAT 4 TRIGR— M L TERSNTZHE, = RARA 2 FT
IZRTCP R EFESINTEY, ZNECUCMMN LT 4 =T WMITHRERH D £F, TDA v
= UNa— ikt U CHERIIICAER SN DG/, By T3y 7 a~<vr R
mYirAAravy REEHAL T T FY 7 X /t%\/“ cNFvW I varET N T, v
FV T Ayt —URATF A TRIGIP T FLABIOR— FTEHEINTWANE I 0Ll
BLET,

15—)‘ “Jt—:) %$Threat Defense-3-339006: Umbrella resolver current resolver ipv46 is

reachable, resuming Umbrella redirect.

SHEA Umbrella 3B < Z S ICR L., U Y AARARBERET LR, BES T, LY AARE
ERRRIZ 2> TRy, P—EAREHRINTWET,

HERAME 7 L,

Io5—4% ‘yt—*“) %Threat Defense-3-339007: Umbrella resolver current resolver ipv46 is

unreachable, moving to fail-open. Starting probe to resolver.
§iBA Umbrella 7 = — VA —7 U RRESNTEY . U Y ANOREERENRH S E LT,
T O a3 Umbrella U Y L AS~OEFERGEEICEAL TRy N = REZMHR L E T,

IS5—4 ‘y’b-*‘) $Threat Defense-3-339008: Umbrella resolver current resolver ipv46 is

unreachable, moving to fail-close.

SREA Umbrella 7 = — VA —7" U NEREINT TBHT) | UV ANORERENREINE
L7,

HEET7 Y 23 VUmbrella U Y IV RA~OBRFERIGEMHIZBE L TRy NV —JERTEEMHRELET,

15—)‘ v t—:/ $Threat Defense-3-340001: Loopback-proxy error: error string context

id context id , context type = version /request type /address type client socket
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340002

3s0002 ]

(internal)= client address internal /client port internal server socket (internal)=
server address internal /server port internal server socket (external)=
server address external /server port external remote socket (external)=

remote address external /remote port external

SRBAL— 7 N 7 7 ¥ %, Secure Firewall Threat Defense 7 /31 A TEITINTWE Y —
RANR=F T TV r—va PRy NU—J T 78 AT HZEEARBICLET, L—7
Ny TaXx T I =038 LE LK,
econtext_id: HV—T N7 AT N T aFUERICKH L TERSIND EHDO3R2E Y
F a7 A D
everson: 7'm b3 N—T g
* request_type : 3k A 7, TC (TCP #%f¢t) . TB (TCP /NA > F) | 72X UA (UDP 7T
Vixm—a ) OWTHINTT,
- address type: 7 L2 Z A 7 P4 (IPv4) . IP6 (IPv6) . E72ILDNS (KA A 44—
ER) OWTFRNTT,
» client_address internal/server_address internal : v —"7" w7 7547 hEB XL —7
Ny 7 = _=P@EIENTLT FL A
« client_port_internal/server_port_internal : v —7"Nv 7 754 T FEBLON—T Ny 7
P =W EICHEHT 5 AR —
» server_address_external/remote_address external : /L—>7"/3» 7 H— =L U E— | KA K
PIEEICEAS 27 KL
« server_port_external/remote_port_external : /L — 7" /v 7 H— N— L JE— [ KA NBEF
(A2 A=k
« error_string : DRI HD T T — L5

#IEZT7H a3 syslog # v E—T% 3 — L, Cisco TAC IZBRIWEbEL &,

Io—XAw t—:/ $Threat Defense-6-340002: Loopback-proxy info: error string context
id context id , context type = version /request type /address type client socket
(internal)= client address internal /client port internal server socket (internal)=
server address internal /server port internal server socket (external)=

server address external /server port external remote socket (external)=

remote address external /remote port external
HBA/L— 7 N 7 %03, Secure Firewall Threat Defense 7 /34 2 TEITEN TSP —
RAR=F 47TV r—va v NRy NU—=J X7 78 ATHZEEmBICLET, V—7
Ny TaxNd, "I TNy a—T 4 7 THEAT L7y ZJiEMEER L E LT,
scontext_id : HN—T RN T I T4 T b7 aR U ERICH L TAERSND - ED32E Y
a7 ®FAKNID
eversion: 71 h )L N—T g
* request_type : K # A 7, TC (TCP #%#t) . TB (TCP /A ) | F£721Z UA (UDP 7
Vix—ary) OWTRNTT,
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B zv00m

- address type: 7 KL 2 Z A 7 P4 (IPv4) . IP6 (IPv6) . E7/2ILDNS (KA A Y% —
ER) OWTRNTT,

» client_address internal/server_address internal : v —>7" w7 7547 hEB XU —T7
Ny 7 = "=NBEIEHT 57 LA

« client_port_internal/server_port_internal : v —7"Nw 7 754 T FEBLON—T /Ny 7
P =W EICHEHT 5 AR —

» server_address_external/remote_address external : /L—>7"/3» 7 H— =L U E— | KA K
PBEICHEMNT 27 Rz

« server_port_external/remote_port_external : /L — 7"/ 7 H— N— L JE— [ KA NHHEF
WA 2R —h

« error_string : [IBEDARRICARSL DT T — 35

RT3 syslog A v E—T% a2 — L, Cisco TAC IZBMWEDELIZI N,

341001

IS5—4 ‘yt—*“) $Threat Defense-6-341001: Policy Agent started successfully for VNMC

vnmc_ip addr

SEBARY v—x2—Y = b Yt A (DME, ducatiAG B X ' commonAG) MIEFIZBHIE S
* L7,

e vnmc_ip_addr : VNMC %—X—®D P 7 KL A
HRE7 a2 L,

341002

I%—)‘ ‘y‘b—*‘) $Threat Defense-6-341002: Policy Agent stopped successfully for VNMC

vnmc_ip addr

AR Y v —x2—T 2 b Frt A (DME, ducatiAG B L XcommonAG) 2MZ1-LE L=,
s vnmc_ip_addr : VNMC H——®D P 7 KL &

WRE7O a2,

341003

15—)‘ “Jt—:) %$Threat Defense-3-341003: Policy Agent failed to start for VNMC

vnmc _ip addr
ARV — 2=V NORMBICKMLE LT,
e vnmc_ip_addr : VNMC #—/"—D [P 7 KL X

WR7Iay ar Y —VORRERLT T — A v —T 0 disk0:/pa/log/vnm_pa_error_status %
Frxv 7 LET, R —x2—V = FORBEZHRAITT 51T, registration host =~ F
EHETLET,
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341004

341005

341006

341007

1004 ]

IS—XAw t—:/ $Threat Defense-3-341004: Storage device not available: Attempt to

shutdown module $s failed.

BATANTOSSD N L L=, 7 v FIREED U AT MGl ESNE LT, VAT ARV
TR 2T FVa— L EVY Yy P XU LEYELELEN, RKLE L,

cUs: V7 NI =T EVa—/b (cxsec 72 )

WETI I VARSI N, BENEAE L T4 752 L, Secure Firewall Threat Defense
TNRAAZVr—FRKLET,

IE_J‘ v t_:) %Threat Defense-3-341005: Storage device not available. Shutdown issued

for module %s .

B RTO SSD BRI LIzhs, 7 v TIREBO U AT ANDHIRENE Lz, VAT LNV
TR FVa—NVETYy AT LTHVET,

c%s: VT R T EVa—/b (cxsc 72 &)

WET L3y BIRSN D, BERRELE RIATEGRL, Y7 b y=T EVa—
&UR—FLET,

Error Mmge %$Threat Defense-3-341006: Storage device not available. Failed to stop

recovery of module $%s .

SRBAT T SSD BRI L7z, U NVIRED T AT ADLHIRENE LTz, AT AN
VAR ZEELESELELEN, RERLE L,

c%s: V7 hux=T TV a—/b (cxsc 72 E)

WETFZO g VHIBRESNTZ, BEERRELE NI A 7 22#1 L., Secure Firewall Threat Defense
TNRAA Y —RKLET,

I5—AvYy t— sThreat Defense-3-341007: Storage device not available. Further recovery

of module $s was stopped. This may take several minutes to complete.

SRER T SSD IZPEEMNFELE L=, VARV REO VAT ANLHIREINE Lz, VA
FAEIY T NI =T BV a— DU BANY BHELET,

cUs: V7 NI =T EVa—/ (cxsc 72 E)

WET L3y HIRSIT, BRI L KA TEAHL, V7 h =7 EVa—
%U m“—]\‘\biﬁ—o

Syslog # v t— < 302003 ~ 341011 .



B 34008

341008

341010

341011
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Io—XAwy ‘t'_:/ $Threat Defense-3-341008: Storage device not found. Auto-boot of module
%s cancelled. Install drive and reload to try again.

B VAT LET v TIRBIZ LR, §3TO SSDICREENRFEAE LD Y AT L% ) n—
R 2EMNCHIBRSNE LT, 77— FOT 74V FEWETIZY 7 by =7 £V 2 — /L0 HE)
TP EETH FMHATRER A b L— TN AR, ZOEERTn Yy 7 Sk
B

WRET I avHIBRINZ», BERBELIZLNIATEZ]L, V7 U x2T £V a—/b
#Yme—FLET,

I5—*AYt— sThreat Defense-6-341010: Storage device with serial number ser no

[inserted into | removed from] bay bay no

£%BA Secure Firewall Threat Defense 7 /34 A A AL 7ZITHIBRDO A N> M &2 L, Z D syslog
Ay —Uad ITAEMRLET,

WRT7HY a3y RE,

I5—*Yt— sThreat Defense-3-341011: Storage device with serial number ser no in
bay bay no faulty.

i BA Secure Firewall Threat Defense /34 A (X 10 532 &2 N— K5 4 227 K74~ (HDD)
DNNVA AT =R A%R—1 7 L, HDD BNEFREBOLEIL. D syslog A v —T %%
L E9,

RT3y RE,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



