Ayt—

778001

778002

778003

Syslog * v +— < 778001 ~ 8300006

ZOFEF, WO THMEINTHET,

o A »t—3 778001 ~ 785001 (1 ~=—7)
« A v —3803001 ~ 8300006 (6-2—<°)

778001 ~ 785001

ZOIETIL, 778001 ~ 785001 D A v E—IIZTOWTEHB LET,

15—9‘ v t—:/ %Threat Defense-6-778001: VXLAN: Invalid VXLAN segment-id segment-id
for protocol from ifc-name : (IP-address/port) to ifc-name : (IP-address/port).

£ BA Secure Firewall Threat Defense 7 /XA A IZ VXLAN /%47 v~ b ORNE G ZERE L XL 9 & L
TWETN, VXLAN XT w MIEZ et 7 A FNID BAdH Y £,

WRF7HY a2 RE,

15—)( W) ‘t’_:) $Threat Defense-6-778002: VXLAN: There is no VNI interface for segment-id

segment-id .

£ VXLAN ~v Z—®D& 7 A >  ID 2 Secure Firewall Threat Defense 5 /31 A TR E I 7=
VNIA B —T A ADET A MNID &E—E LW, 7 2VEREINTZAT] VXLAN
Ny MIBEFESNET,

WRT7HY a3y RE,

Io—XAw 72— 9Threat Defense-6-778003: VXLAN: Invalid VXLAN segment-id segment-id

for protocol from ifc-name : (IP-address/port) to ifc-name : (IP-address/port) in FP.

Syslog A v tz— <> 778001 ~ 8300006 .
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£iiBA Secure Firewall Threat Defense Fast Path 1. #7227 X b ID 2 ¥ VXLAN ¥/ v b
PR L CUWVET,

WREF7HaVVUNIA B —T A A BT AL NIDDRELXF v 27 L, VNIEZ A |k
IDOEREELE FHLTWARNVXLAN B A MR Ry P Lz X7y MZhDZ & 2R L
F9,

15—)‘ ‘yt_:) $Threat Defense-6-778004: VXLAN: Invalid VXLAN header for protocol

from ifc-name :(IP-address/port) to ifc-name :(IP-address/port) in FP.

£iBA Secure Firewall Threat Defense VTEP 1%, #%h72 VXLAN ~ > ¥ — %> VXLAN /47 v |
THER L CWET,

RT3y RE,

15_} v t_:/ $Threat Defense-6-778005: VXLAN: Packet with VXLAN segment-id segment-id
from ifc-name is denied by FP L2 check.

£%8H Fast PathL2 F = v 7 12 L » T VXLAN %7 v " MER S ET,
RT3V VNIA U E—T =2 A AT A NIDORELF =27 L, VNIEZ AL b
IDOREL =B LTWRNWVXLAN EZ A PR Rry T LI N7y MZdh D 2Ll
¥, Fry7Eniery bo®Z A MID E—EHT L MR STS T—T MZH D0
EODERERLET,

IS5—4 “J‘t'—:) %Threat Defense-6-778006: VXLAN: Invalid VXLAN UDP checksum from ifc-name
: (IP-address/port) to ifc-name : (IP-address/port) in FP.

5B Secure Firewall Threat Defense VTEP |, #%)72 UDP F = v 7 ¥ AMEHZ > VXLAN /37 &
Mezfg LE LT,

HREFTH O ay RE,

15—)‘ ‘yt—*“) %$Threat Defense-6-778007: VXLAN: Packet from ifc-name :IP-address/port

to IP-address/port was discarded due to invalid NVE peer.

£itBH Secure Firewall Threat Defense VTEP |, % E I/ NVE BT LIZEARADIP T FL A b
VXLAN "7y b %5 LE LT,

WREF7HY a2 RE,
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779001

779002

779003

779004

779005

719001 [

Io—AwY t_:/ $Threat Defense-6-779001: STS: Out-tag lookup failed for in-tag segment-id

of protocol from ifc-name :IP-address /port to IP-address /port .

£ BA Secure Firewall Threat Defense 7 /34 A X VXLAN 347 v b O8EG2ERR L L 5> & LEL
72, STSV I T w7 TF—TNEMHLTVXLAN Ny NNDA % 7 (87 A MID)
WX T 57U N T ERSTLNERATL,

RT3 RE,

15—% ‘y‘b-*‘) %$Threat Defense-6-779002: STS: STS and NAT locate different egress
interface for segment-id segment-id , protocol from ifc-name :IP-address /port to
IP-address /port

i BA Secure Firewall Threat Defense 7 /XA A [Z VXLAN /347 v OB EREL L9 & LT
FTN, STSILy I T v F T—TENAT R S —NROH A v Z—T = A ZAERBLT
b\EEﬁfo

RT3y RE,

15—)‘ “Jt—:) %$Threat Defense-3-779003: STS: Failed to read tag-switching table -

reason

i BA Secure Firewall Threat Defense 7 /3NA A XX T AL v F L 7 T—T N E5AAD & LE
L7z, KB LELE,

HREFTH O ay RE,

IS—XAw t_:/ %Threat Defense-3-779004: STS: Failed to write tag-switching table -

reason

i BA Secure Firewall Threat Defense 5 /XA A I X T AL v F o 7 T—=TNICEEIAL ) & LE
L7272y, RILE LT,

WET7H a0 R,

15—)‘ “Jt—:) %$Threat Defense-3-779005: STS: Failed to parse tag-switching request
from http - reason

£iBA Secure Firewall Threat Defense 7 /XA A X HTTP R Z T L C, X T AA v F L7 FT—
TNT T RENEBMHER LI E LELEN, KBLE LA,
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HREFTH o ay RE,

Io5—X% ‘yt—*‘) $Threat Defense-3-779006: STS: Failed to save tag-switching table to

flash - reason

i BA Secure Firewall Threat Defense /34 A (ZX T AL v F Lo T T =T N % T T2 A€
WCRIFELE D E LELEN, BLE L,

WET7H a0 R,

15_)( “Jt—:) %Threat Defense-3-779007: STS: Failed to replicate tag-switching table

to peer - reason

i BA Secure Firewall Threat Defense 7 /NA A XX T AL v F L T T —T V& 7 2— /LA —3—
AR N, =y NEFRIZ I TAZ VT T—F o=y MIERILLE S & LE LR, R
LE L7,

RT3y RE,

I5—*AwH— sThreat Defense-6-780001: RULE ENGINE: Started compilation for

access—-group transaction - description of the transaction .

BNV DU RT I RRAIN—T VT YT v a TR S VR LE L
72, description of the transaction X, 77 & A L —7HEKD I~ N 4 AJITT,

WRT7H a3y RE,

15_)( “Jt_:) %$Threat Defense-6-780002: RULE ENGINE: Finished compilation for

access-group transaction - description of the transaction .

AL — LT UMW N T a IR NI NV ERR T LE LT, TR T L—
7% BIZHLS & | description of the transaction [X, 77 & A I —TFHEKDav R T4 A
jj *(\\‘a—(]

HWREFTHay RE,

Io5—4% ‘yt—*“) $Threat Defense-6-780003: RULE ENGINE: Started compilation for nat

transaction - description of the transaction .
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780004

780005

780006

785001

780004 ]

SEBAL—L T DU NNAT T oW v B A L L& BRRA L E L=, description
of the transaction |X, nat =~ NEKOa~ N F 4 AJ1TT,

RT3y RE,

15—)‘ ‘y‘b-*‘) %$Threat Defense-6-780004: RULE ENGINE: Finished compilation for nat
transaction - description of the transaction .

EREBAL— L TP U ANAT b7 T g AT L VBT LE LTz, description
of the transaction (X, nat =~ KE{KADa~ > K F4 U ANTT,

HREFTH a0 RE,

15—)‘ W) t—:/ SFTD-6-780005: RULE ENGINE: Started compilation for session transaction

- description of the transaction .

AL — LT VARV ey v a NI U g TR A A VR T LE LT,
ZDOAvE=VIE, bTUF s varaly ARG ARICORERSHET,
RT3y R,

15_)‘ v t_:/ %$Threat Defense-6-780006: RULE ENGINE: Finished compilation for session

transaction - description of the transaction .

B L— LT VNS h T g VBRIV NIRRT LE LT, TDA Y
=V, PV T v araly FREDRGEICOBRERINET,

RT3 RE,

I 55— A Yt — sThreat Defense-7-785001: Clustering: Ownership for existing flow
from <in_interface>:<src_ip addr>/<src port> to <out interface>:<dest ip addr>/<dest port>
moved from unit <old-owner-unit-id> at site <old-site-id> to <new-owner-unit-id> at site

<old-site-id> due to <reason>.

BAZ D syslog X, 7 T AZ VU ZICk > T, DCHIBREICB T 25504 FOHHEEMNS
BIDH A SORIOIEREIZ 7 0 —0nB8) LI- RS ICAR S E T, reason IX LISP @& Y. B
HE NI HT—LIEbDTHALENLY 3,

HRETZ I aVH LY A FOHLVWEED V0 — A7 =X A 2B LET,

Syslog A v tz— <> 778001 ~ 8300006 .
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. * v+t —< 803001 ~ 8300006

* vt — 803001 ~ 8300006

803001

803002

803003

Z OIETIE, 803001 ~ 852002 I3 & TF 8300001 ~ 8300006 D A &— T DWW TEEHA L £ 7,

Io—A% ‘yt—*“) $Threat Defense-6-803001: bypass is continuing after power up, no
protection will be provided by the system for traffic over GigabitEthernet 1/1-1/2

BT — T v TR R =T N RARMRESND Z L AR T 22—~ DIERA v
-,
*‘Eﬁ?b :/ 3 >L[Z\%f£ L/o

15—)( “Jt—:) %$Threat Defense-6-803001: bypass is continuing after power up, no
protection will be provided by the system for traffic over GigabitEthernet 1/3-1/4

BB — N7 v TR A R 2T S SRR S D T & R O A
r—,

WRF7HY a2 RE,

Io—XAw t—:/ $Threat Defense-6-803002: no protection will be provided by the system
for traffic over GigabitEthernet 1/1-1/2

HEAN— R =7 SNANRNZARFERTEDNCR > TNA LN 22— — kT ABEHRA v E—
¥,
WEBF7O a3 UMERL,

15—9‘ v t—:/ $Threat Defense-6-803002: no protection will be provided by the system
for traffic over GigabitEthernet 1/3-1/4

SHBAN— R =7 NARZANFEIHTHDIC/R > TNDBE N 22—V =TT HERA v —
:‘}O

W7 a2 RE,

I5—XAw ‘t’—:/ $Threat Defense-6-803003: User disabled bypass manually on GigabitEthernet
1/1-1/2.

SEAN— R =27 RNANRZARFENTEDN o TNDE N 22— =Tk T HFERA v —
¥,

RT3y RE,
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804001

804002

805001

805002

sos001 ]

Io5—H% ‘yt—*‘) $Threat Defense-6-803003: User disabled bypass manually on
GigabitEthernet 1/3-1/4.

BBAN— R =7 NANZRFETEDIC RS> TND LWV 2 —F—Tx T HIFRA v E—
v,

WET7H a0 R,

I 5—AwH— sThreat Defense-6-804001: Interface GigabitEthernetl/3 1000BaseSX SFP

has been inserted

BBV R —FESNTWASFPEY 22— L DF T4 UAEANCHET 2= —~DIFRA v & —
:‘}O

WET7H a0 RE,

Io—Aw t—:/ $Threat Defense-6-804002: Interface GigabitEthernetl/3 SFP has been

removed
BEBIY A — b ST D SFP E Y 2 —AONIRIZET 52— F—~Off A v £ —,
RT3 RE,

I5—*vt— sThreat Defense-6-805001: Flow offloaded: connection conn_id
outside ifc:outside addr/outside port (mapped addr/mapped port)
inside ifc:inside addr/inside port (mapped addr/mapped port) Protocol

BT v —SEEE AR T NSNS LA RLET,
WET7H a0 RE,

I5—AvYy t— sThreat Defense-6-805002: Flow is no longer offloaded: connection conn_ id
outside ifc:outside addr/outside port (mapped addr/mapped port)

inside ifc:inside addr/inside port (mapped addr/mapped port) Protocol

S R I T e — REN 7 e —C 7 e —0F 70— RPEHI /> TNE I & AR
LET,

RT3y RE,
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15_)‘ Y ‘t'_:/ %Threat Defense-6-805003: TCP Flow could not be offloaded for connection
conn_id from outside ifc:outside addr/outside port (mapped addr/mapped port) to

inside ifc:inside addr/inside port (mapped addr/mapped port) reason

BB 7 m—AA T n— RO Aot DL AR LET, LA, ATr—F Tn—F—7
NTo7ra—x b 3l Pg URRERTT,

WRT7HY a3y RE,

Io—Aw 1t — 2Threat Defense-6-806001: Primary alarm CPU temperature is High

temperature

HMBACPUNREIRD T I A< 77— LHERELX LRV E L, /o, 20T T —L0BA F—
TN 5 TWVET,

« temperature : CPU OEBL{EDIRE (EK) .

W73 ROT 7 arTIOT I7—AEHELEHEICHNEDE T E X0,

15_)‘ “Jt—:) %$Threat Defense-6-806002: Primary alarm for CPU high temperature is

cleared
FHBA CPU OIRENEIRD T 74~V 77 — AREREL TRV F L7z,
WRE7O a3 RE,

Ia—)( Y ‘t’—:/ %Threat Defense-6-806003: Primary alarm CPU temperature is Low temperature

SHEA CPU BMEIRICET AT I A4~ 79— LRERELXTERIVE L, £/, ZOT F—24
BA =T N> TET,

« temperature : CPU OFBIEDIRE (1K) |

WRTFI a2V ROT 73 arTIDT 77— ERELEEHREICONEDLETLLEE
A

o

IS—Avyvt—o ) 9Threat Defense-6-806004: Primary alarm for CPU Low temperature is

cleared

SREA CPU OIREMEIRD T T A~ TI—ARERTEZ LRI L1,
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806005

806006

806007

806008

806009

so6005 ]
iy I N

IS5—XAw t—:/ %$Threat Defense-6-806005: Secondary alarm CPU temperature is High

temperature

SMBACPUNRSIRDO BN XY 77— AEERELZ LRV E L, £, 20T T —L0A F—
TIN5 TWET,

« temperature : CPU OHIEDIE (£K) |

WRF7HL a3V IROT 7 arTIOT 77— AR ELFEHEICHNEDE T E X0,

15—)‘ v t—:/ %$Threat Defense-6-806006: Secondary alarm for CPU high temperature is

cleared
FRBA CPU OIRENEIROE I &) 77— AREHKEL FEIY £ L,
HR7I a3 R,

Ia_)‘ v t_:/ $Threat Defense-6-806007: Secondary alarm CPU temperature is Low

temperature

5B CPU MEIRICEE T 28 h o XY 79— LRERELZ FRIVE L, 72, 207 F—24
WA F—T N2> TVET,

« temperature : CPU OEBLIEDIRE (EK) .

W73 ROT 7 arTIOT I7—AEHELEHEZEICHNEDE T E X0,

15—)‘ “Jt—:) %$Threat Defense-6-806008: Secondary alarm for CPU Low temperature is

cleared
FHBA CPU OIREMEIRDOE N 2 77 — MREREL LAY £ Lz,
WRE7I a3 RE,

I5—*AYt— sThreat Defense-6-806009: Alarm asserted for ALARM IN 1 description

BEA T T — L ANR—=F I BT =S ET,
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e description : Z DT 7 —AASR— D=V —NEE LT 7 —LDFHH,

WRF7IaVROT 7 aryTIOT T—LEFRELEEHEICEHNEDETIEE N,

I5—XAw 1t — 3Threat Defense-6-806010: Alarm cleared for ALARM IN 1 alarm 1 description
HEA T I —LANF—F1EZ VT ERET,
e description : ZD7T 7 —AASIKR— MD2—YF—NEKE LT 7 —LDHH,

WRT7H a3y RE,

I5—*9t— sThreat Defense-6-806011: Alarm asserted for ALARM IN 2 description
BT T LA 2B F Y T—ERET
e description : 27 7 —ALAS)HR— MDD —F—R3RKIE LT 7 — LD,

W73 ROT 7 aryTIOT IT—AERHELEHEICHNEDE T E X0,

I5—*A Yt — sThreat Defense-6-806012: Alarm cleared for ALARM IN 2 alarm 2 description
AT 7L ANR—b 2137 VT ERET,
e description : ZD7T 7 —AASJR— FDa2—F—NERKE LT 7 —LDH,

HRF7H O ay RE,

I%—)‘ ‘y‘b—*‘) $Threat Defense-3-840001: Failed to create the backup for an IKEv2
session <Local IP>, <Remote IP>

ERBAHUR YA N VPN Om T PR E Tk, IKEV2 By v a UL S e & &, 7203
TITAR ANy TNERINTZ XNy I T Ty a OERPEITENET,
722 L, HREGIRR EOBB CRITRRMT 25 608H0 £3, LEBn-sT, 2OAyE—Y
. Ny I Ty TOERICER LT Z EN B SN DTN, vy va VITEE OEE TARR
ENnET,

#REFZOa VL,
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850001

850002

852001

852002

gso001 ]

I5—*wt— sThreat Defense-3-850001: SNORT ID
(<snort-instance-id>/<snort-process-id>) Automatic-Application-Bypass due to delay of

<delay>ms (threshold <AAB-threshold>ms) with <connection-info>

SRR XAy MBIENBENT Y r—3 3 4 %2 (AAB) LEVMEEZB X 272812 AAB A
N RR MY H—-ENFE LT

WMEF7FH3Y NTTNYa—T 4T T =047 (Snort 27 77 A)V) ZUUEE L. Cisco
TAC 1ZE#E L £ 7,

I5—*wHE— sThreat Defense-3-850002: SNORT ID
(<snort-instance-id>/<snort-process-id>) Automatic-Application-Bypass due to SNORT not
responding to traffics for <timeout-delay>ms (threshold <AAB-threshold>ms)

HBAEHEN T U —a A 8K (AAB) LEWEEZE X A2 72 > 7T Snort 28 v T
T A TNIE LI ool DI AABA XU M MY T —&ENE L,

W7 Yy NIV a—T 40T —HA7 (Snort 27 7 7 A/L) UL, Cisco
TAC IZH#& L E 9,

15—)‘ “Jt—:) SFTD-6-852001: Received Lightweight to Full Proxy event from application
Snort for TCP flow ip-address/port to ip-address/port

SHEAZ DA v E—L, Snort GO EARY 2— (SSL RV »—72F) 12\ T TCP D
RAa— REBET L ARETHEERINET,

s ip-address : 7 12 —® IPv4 7L IPv6 7 K LA

« port : TCP iR — &5

HRETH O ay RE,

Io5—XAwy t_:) SFTD-6-852002: Received Full Proxy to Lightweight event from application
Snort for TCP flow ip-address/port to ip-address/port

B Z DX v E—0, Snort NEEFEORAERY >— (SSL AR Y > —DND 72 &) 1230\ T
TCP DA 0 — RERET DHMENRL 2D EFRRENET,

e ip-address : 72— IPv4 £721LIPv6 7 KL A

s port : TCP R — R FH

RT3 RE,

Syslog A v tz— <> 778001 ~ 8300006 .
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Ia—)( ‘yt—*‘) %$Threat Defense-6-8300001: VPN session redistribution <variable 1>

HEBAZ DDA X2 ML, [cluster redistribute vpn-sessiondb | (2 B8 3~ 5 #EABAA F 72135
TLREZEZEHEICEMLET, TNENOMBIIRO LD TT,

s <variable 1> : 77 2 = -, started ¥ 7213 completed

RT3V L,

15—% ‘y‘b-*‘) %$Threat Defense-6-8300002: Moved <variable 1> sessions to <variable
2>

BREBAY ZAZ DDA L NR—=IIBEESNTT 7T 47 By a VBOFFEMERLET,

e<variable 1> : BEISNZT VT 4 77ty ra o (BREINZELY 070w gEME
NHO FET)

e <variable 2> : BENVEDE v a9 DT T AKX —DLHI

E7Oav L,

Io—4Avy ‘t'—:/ $Threat Defense-3-8300003: Failed to send session redistribution message

to <variable 1>

RBAELRAZPID T T AR AR ZIRETDHZT—NREAELE L, W= T7—D7=H0, £
TAEA v —VD5EED 7 T A AUNR=RRFTERNEZDTHD RN H D £3,

s« <variable 1> : X v B—TDIID T T AKX A L X—DLH]

WEBT7H3Y Z0OAvE—URNFRINGTIHEEIE. I AX~— PFR—MZBfWED
HLLEEN,

IS5—4 ‘y’b-*‘) %$Threat Defense-6-8300004: <variable 1> request to move <variable 2>

sessions from <variable 3> to <variable 4>

B DA Ry RME, AUAR—REEOEDOT 7T 4 Ty a BT IN—THNOBD A
N—=IIBETA2ERET A LI ZNDZITHAT2HBEICERINET,

e <variable 1> : 77 3 a ./, Received. Sent
e <variable 2> : BEN T 27 7 T 4 Tty a v
* <variable 3> : B#tz v 3 VEREZE L TWND A L N—D4HI
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8300005

8300006

8300005 [

e<variable 4> : 77 T 4 T v a VU EZETDH A L AN—DLHI]

WRE7Hav L,

Io5—H% ‘yt—*“) $Threat Defense-3-8300005: Failed to receive session move response

from <variable 1>

BT A LVIEN, TIT 4Ty a U ERIOAN=IBEIT D L DT A N TER
LELF, T4 L7 EANRERZINHBINICZ OFSRICHT DK EZZE LR -T2 8E. =
DAXR NeRRL, AT e ERAZETLET,

s <variable 1> : ¥ A A7 U MNABNIZBENISE ZEETE R o7 A U /X— D4R

#2279 2 3 > Icluster redistribute vpn-sessiondb| % FFFE1T L T & BIRES AR L 22 W55 13,
PAR—= MZBHWEDELIZI N,

Io—XAwy t—:/ $Threat Defense-5-8300006: Cluster topology change detected. VPN session

redistribution aborted.

FRBA VPN & v ¥ 3 COFEAMBEGFEIT, o AORMIFICT 7T 4 TR A L N—IT S
W ThbRET, ZOTaEAFIZA U AR=RBINMLEVELL-VT5&, T4 L7 21X
tyvarOFEMERT LET,

WRT7IO IV ALNR—DTRTNTNA—FIZBI LI BB U720 L7z35a0E, Bz it
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