Avyt—

715001

715004

715005

Syslog A v tz— < 715001 ~ 721019

ZOFEF, WO THMEINTHET,

« X v—3 715001 ~ 715080 (

« A vt— 716001 ~ 716603 ( )
o A vB— 717001 ~ 717064 (35 ~=—)
« A E— 718001 ~ 719026 ( )
o X v—3720001 ~ 721019 ( )

715001 ~ 715080

ZOIE T, 715001 225 715080 FTHO X v E— 2 OWTEHA L £,

IS5—XAwy ‘t’_:/ SFTD-7-715001: Descriptive statement
£ BA Firepower Threat Defense 7 /3 A 3 L7z A <> b E L IXMEOFRAN R RINE T,
RT3 VBT L > TRZD £,

I5—AYE— $FTD-7-715004: subroutine name () Q Send failure: RetCode (return code
)

AT 2 —NICA vy =V EEI) L LI LTI T =3 AELE L,

WRT7I a0 OHA, ZHUIREO RWIRIETT, FENER LeWiE . Cisco TAC
WZBWEDLELE I,

Ia_)‘ ‘y’b-*‘) $FTD-7-715005: subroutine name () Bad message code: Code (message code
)
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[l 715006

715006

715007

715008

715009

715013

Syslog # v £—< 715001 ~ 721019 |

SEBANEY TN —F OB ARRR A=Y a—FEZELE L

WET DL a <050, TIUIMBEOZR2VIRIE T, MR L7254, Cisco TAC
WZBHWEDEL I,

15_)( “Jt—:) $FTD-7-715006: IKE got SPI from key engine: SPI = SPI value
SR IKE %7 > A7 A IPSec 725 SPLE A A5 L ¥ L7z,
WET I aVnERL,

Io—H* ‘yt-’) $FTD-7-715007: IKE got a KEY ADD msg for SA: SPI = SPI value

SBAIKE 28 b pv F Ay m—a 2587 L, [PSec WMEHT 2B R ox—L oy va
F—rEWICo—FLELL,

*‘Eﬁ?a :/ 3 )%\giﬁ L/o

15—)‘ Vi t—:/ $FTD-7-715008: Could not delete SA SA address, refCnt = number , caller

= calling subroutine address

SREBAREON LMDV 7 —F 05 IPSec SA ZHIECTE A, ZHiE, V77 LA BTT v
FORBBEOREERH D Z L B L TVET,

HRFH a2y FOFER L LTHV SA OEBHIIN L7384 1%. Cisco TAC 12351
WA DbEL I,

15—)‘ ‘yt—*“) $FTD-7-715009: IKE Deleting SA: Remote Proxy IP address , Local Proxy
IP address

HEAY 2 FENTE-T XL T RLATSADEIBRENLTWET,
*‘Eﬁ?a :/ 3 ’%\E%& L/o

Ia—)‘ Vi t—:/ $FTD-7-715013: Tunnel negotiation in progress for destination IP address

, discarding data

SRBAIKEIZ. ZOT—HFHDO P XV EFEL L TWET, MR NERITHELEIND E T,
DR RN K THRESINDIT X TONN Ty "RFEEINET,

WET7 O a B L,
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715018

715019

715020

715021

715022

15018 [

ITo5—H* ‘y‘b—*‘) $FTD-7-715018: IP Range type id was loaded: Direction %s, From: %a,
Through: %a

ERBA Z @ syslog A v &—1%, IPSEC SA OFffla B9 HBRICAEK SV ET,
*Eﬁ’?g :/ 3 y%‘%fcﬁ L/o

IS5—4 “J‘t’—:) SFTD-7-715019: Group group Username username IP ip IKEGetUserAttributes:

Attribute name = name

£5BA Firepower Threat Defense 7 /3 A A (2 L - THLEE X 1TV % modecfg J&MED A Al & fAD
TRERINET,

*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

I5—AYyE— srmD-7-715020: construct_cfg _set: Attribute name = name

£%BA Firepower Threat Defense 7 /34 A {2 & o THE(E 4L TV % modecfg J& D4 Fi & ED
TRERINET,

*Eﬁ’?o :/ 3 >%\%f£ l/o

IS5—Aw t_:) $FTD-7-715021: Delay Quick Mode processing, Cert/Trans Exch/RM DSID in

progress

AT = — X VBRI RCRETIHET (P TP 7 va = RKOgE) . 74 v 7 £—
ROMBENERIE L TUVWE T,

*‘Eﬁ?o :/ 3 ‘/‘/[Z‘%:fcﬁ L/o

I5—AwH— sFTD-7-715022: Resume Quick Mode processing, Cert/Trans Exch/RM DSID
completed

AT ==X TP T L, 74 v 7 T— FORBEPHERSALTOWET,
*‘Eﬁ77“~/3 p%‘gfcﬁ L/o
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[ WAL

715027

715028

715031

715032

715033

Syslog # v £—< 715001 ~ 721019 |

I%—)‘ ‘y‘b—*‘) $FTD-7-715027: IPsec SA Proposal # chosen proposal , Transform #

chosen transform acceptable Matches global IPsec SA entry # crypto map index

HBAR SN2 IPSec SA TR R—FAEBI NN T VAT 4 —ARIGERRZE LM a—F
MOBEBIRENELE, 2OF—Z 1, KEXRIAL T —2 3 VORIBEOT Ry 7 &3 BRI 1%
SEbET,

*‘E“i?g :/ 3 ’L[Z\%:féf L/o

Io—4% “Jt—:) $FTD-7-715028: IKE SA Proposal # 1, Transform # chosen_transform
acceptable Matches global IKE entry # crypto map index

BN SN IKESA b T U A7 4 —APIREMINRZE LA v — R LERENE Lz,
ZOF—ZF, IKE R T m— g VOMBEOT Ry F R ARSI B £,

*E%:é77 :/ 3 D%\giﬁ Lo

Is—)‘ ‘yt—*‘) $FTD-7-715031: Obtained IP addr (%s) prior to initiating Mode Cfg (XAuth

$s)

B Z Dsyslogld, IP7 RLUARIPutil 7 v A7 AMZ K> TEHY Y THENTWDIEAITAER
SET,

WET7Oa B L,

15—)‘ “Jt—:) SFTD-7-715032: Sending subnet mask (%s) to remote client

B Z D syslogld, IP7 RLUARIPutil 7 v A7 MK > THE Y Y THNTWDEAITAER
SNET,

*E%%77 :/ 3 \/‘JZ\E@T Lo

ITo5—H* vt’—’) $FTD-7-715033: Processing CONNECTED notify (MsgId message number )
£5BA Firepower Threat Defense 7 /31 A 23i# %14 A 7 CONNECTED (16384) Tilk-~<A m— K
EETe A v e—YFMBL TV EY, CONNECTED #f14 A 71, =23 v h By MLEAZ5E
THIaewiEflanEd, Zhid, IWENNLREM~SEESIND4EBDOI A v 7 E—F
Ny NRIRICHAIAT LB B Y £,

*‘Eﬁ77 :/ 3 QJZ‘%:%J? L/o
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715034

715035

715036

715037

715038

715039

1503 [

Io—XAw t— 2FTD-7-715034: action 10S keep alive payload: proposal=time 1 /time 2

BBAX—TTIAT XA v — R Ay —VOREELIFZEPLIEI A TOET,
*Eﬁ’?g :/ 3 ‘/%\%f(ﬁ L/o

15—)‘ “Jt—:) SFTD-7-715035: Starting IOS keepalive monitor: seconds sec.

BRAX—T T IA T IAT—IRX =TT ITAT A=V ENEORBOMETE=4LF
D

*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

IS5—Xw t— srTD-7-715036: Sending keep-alive of type notify type (seq number number
)

BEX—TT T TWMA v VOREEBLE SN TNET,
*‘Eﬁ?b :/ 3 p%‘gff: L/o

I5—4 \yt—*“) SFTD-7-715037: Unknown IOS Vendor ID version: major.minor.variance
EHBH Cisco I0S D = D /N— 5 o OEREIZ A T,

RT3 VIKEX—TT 7 A 772 EOMERE & O EEH ORENH 2 FREMER H Y 97,
RIEDMEI U 22V EE . Cisco TAC IZBRIWEbE L 7ZE&E W,

15_)‘ v t_:/ $FTD-7-715038: action Spoofing information Vendor ID payload (version:

major.minor.variance , capabilities: value )

ZRBA CiscoIOS X # —ID XA B — ROMBENREITINE Lz, FITSINTWAHAEN, Cisco
[0S AT —7 47 LTCW5 Altiga THDHA[REMENRH Y 7,

*‘Eﬁ?b :/ 3 p%‘gff: L/o

Io—X4 ‘y‘t'—*‘) SFTD-7-715039: Unexpected cleanup of tunnel table entry during SA delete.
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B 715040

715040

715041

715042

715044

715045

Syslog # v £—< 715001 ~ 721019 |

ERBA SA Mk Sl & ZFIZIKE bRV T —T VANO > MY BEIBRShEFATLEZ, 2
nix, A7—hr v rNOBEEZRLTWVET,

WRT V23 VRBESHR LRVES ., Cisco TAC BV ADEL S,

I5—AwH— $FTD-7-715040: Deleting active auth handle during SA deletion: handle

= internal authentication handle

IS5— Ayt —ISAYIRTICEREEANY RANERE T 75 0 7Tl ZHit. =5 —JReEH
DI V—=2T 7 VN Y O—ETY,

*‘Eﬁ?b :/ 3 ‘/‘/[Z‘%:fcﬁ L/o

I5—X*wY t— 2FTD-7-715041: Received keep-alive of type keepalive type , not the
negotiated type

SR Y= VNITRENTLA TOX—TT T4 TRFHEPRESNE Lz,
WRT7HLAVMEDOET T —FTI747 a7 4 Xalb—a U EHERLET,

Io—X% ‘yt—*“) $FTD-7-715042: IKE received response of type failure type to a request
from the IP address utility

HBAINLLOT RLAEZRMETINHL—T 4 VT 4DV E—NTI7®RAIFA4T b
DIPT FL R T HERNBM - ENEHA, A v E—IUUFVINOLEH T F A Mk - T,
MR L0 B RIRShvE 7,

WERF7HLaVIPT NLREDYTCay 74 Xal—a bR, WE., F%LET,

IS5—X*w t— 2FTD-7-715044: Ignoring Keepalive payload from vendor not support
KeepAlive capability

B — 7T T A TR RE SN TVRVIREET, U ¥ =715 Cisco 10S ¥ —F7 54 7
NRA B RERELELE, ~f n— RIS ET,

*E“‘%’?o :/ 3 ‘/‘JZ\%&E l/o

IS—AvY t—< 2FTD-7-715045: ERROR: malformed Keepalive payload

RAANRSTF =TT IA T "An—FeZEFELELL, ~Afu— NIERIhET,
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715046

7115047

715048

715049

715050

715051

715046 [
*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

I%—)‘ vt—*‘) $FTD-7-715046: Group = groupname , Username = username , 1P = IP address

, constructing payload description payload

FRBEO I/ N—TBIORa—FDOY T~ 754 T RO IPT NLRIZE > T, HEFD
IKE <A B— ROFEMRERSNET,

*Eﬁ’?g :/ 3 ‘/‘,!Z\%foe L/o

15—)‘ v t—:/ $FTD-7-715047: processing payload description payload
FEAZIE L TRHELH O IKE ~A 7 — ROFFMA TR SET,
HWRT7H a0,

IZ5—AYHE— $FTD-7-715048: Send VID type VID
HEARET O HE —ID A m— RDOX A FIRFRENET,
#Eﬁ?g :/ 3 )%‘Efcﬁ L/o

I5—Avt— srTp-7-715049: Received VID type VID
BEAZE LI X —ID XA B — ROX A TPRERREINET,
*‘Eﬁ?a :/ 3 ’%\E%& L/o

IS5—*yt— erTD-7-715050: Claims to be IOS but failed authentication
ERBAS(E L7z~ & — ID iX Cisco IOS VID &Ll TV ET A3, hmac_sha & 1X—E L EHA,

WRFHLAUHFOET TR —ID Ay 7 4 Xalb—a 2R 1LET, - ORER
FEERICRE L, RBENHR L2 WAL, Cisco TAC IZBWEHEL 723,

IS5—XAw t—:/ $FTD-7-715051: Received unexpected TLV type TLV type while processing
FWTYPE ModeCfg Reply
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715052

715053

715054

715055

Syslog # v £—< 715001 ~ 721019 |

#tBH FWTYPE ModeCfg Reply OALELHZ | Firepower Threat Defense L = — R TARHEID TLV 73

ZEINE LIz, TLVIFEEINE T, 7y MBAEBRL TS0, EdEL WD o
FAT v NI3ED/R— 3 > D Firepower Threat Defense 7’12 k 2 /L &R — s L TW5H7=0HIC
AT DHAREMEDR B Y 77,

#7932 CiscoVPN Y T4 7 2 MIA VA R =L STV AE A FW 35 X O Firepower
ThreatDefense 7 /XA A LED/R—VF )N T 7 AT O —)b a7 4 Xalb—rar 2lERLE
T, ZiuE. VPN 7 A 7 b & Firepower Threat Defense 7 /XA A DD /A—T g3 DR —
BEERLTWAHAaetEbdH o £7,

Ia—)( ‘yt—*‘) SFTD-7-715052: 01d Pl SA is being deleted but new SA is DEAD, cannot

transition centries

BBV PLSA DHIBRS IV TWETN, LW SAICHHIRO~—27 BfHTF 6T,
BATH L2 DH LW SAR DY /A, BF, L, 2-ODIKE B7 BREIS T, 22D % —
AR Z2HERAL WD aREndH 5 2 L A2/R L TC0ET, BBEIZABSMICETIESNE T
2, H LW PLSA BNEIE SNDET, VEOT—ZBINPBEAETIREERH Y 97,

WEF7IaLERL,

I5—AYE— srID-7-715053: MODE_CFG: Received request for attribute info !

£ BA Firepower Threat Defense 7 /NA A 23, e S BMEEZERTIE—Rar7 X2 b—
var Avb—UEZELELE,

*‘Eﬁ?b :/ 3 y%‘gff: L/o

I5—Aw t— sFTD-7-715054: MODE CFG: Received attribute name reply: value

£ BA Firepower Threat Defense 73, VE— F E7HE—R a7 4 Fab—Ta VEE Ay
t—UEZELELL,

WEF7IanLERL,

I5—Ayt— srrD-7-715055: Send attribute name

5 BH Firepower Threat Defense 7 /3 A 2, VE—h ET7|ICE—RK ar 74 FXalb—r g
Avt—VEEEFELELE,

*‘Eﬁ77 :/ 3 p%‘gff: L/o
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715056

715057

715058

715059

715060

715056 [

ITo5—H* ‘y‘b—*‘) $FTD-7-715056: Client is configured for TCP transparency

FiB IPsecover TCPIZxf LTCYE—F = N (Z FA4 T F) BRESNTVDHDT, ~v R
=T > R ® Firepower Threat Defense 7 /3 A 737 Z A 7 > b & IPsec over UDP & 721 IPsec over
NAT-T ZF F o T— 52 LITTETEE A,
WET7Iay FURADRBBLAVGEIE, ETOWTANONAT BT 7 4 F a2 b—
Ta ANIKT OIENRMERGERH Y 7,

15—)‘ v t—:/ $FTD-7-715057: Auto-detected a NAT device with NAT-Traversal. Ignoring

IPsec-over-UDP configuration.

£BA NAT-Traversal 23 H S 472728, IPSec-over-UDP E— K 227 ¢ ¥ 2 L—3 g UFRIT
RS NER A,

WET7Va nERL,

Io—Aw t— 2FTD-7-715058: NAT-Discovery payloads missing. Aborting NAT-Traversal.

£BA NAT-Traversal VID OZZ#i%, U E— & =2 N3 NAT-Traversal |22 72 NAT-Discovery
A n—REEftLEEATLE, 272< &% 22D NAT-Discovery ~A 10— R &[54 54
R £,

HET D 23 Y NAT-T EENRHKICHES> TWRNWZ EEZRLTWDHREMENRH Y 4, K&
7R Z Bl ThY . FENER LR WIEAIX. Cisco TAC ITBWEbEL &N, &K
BTN URA WG TIERWEAIL, #iE YA — b F—AlZBRWEDbELLES 0,

I5—X*vY t— <FTD-7-715059: Proposing/Selecting only UDP-Encapsulated-Tunnel and
UDP-Encapsulated-Transport modes defined by NAT-Traversal

ERBANAT-Traversal & IEH IR AL T — h T 572D SA TERINZIEBHED F T LV AR— b £—
FEBELEOR M2 = RFOROVICINEDE— RFREFHTLILERNDH D F7,

*Eﬁ’?g :/ 3 y%‘gf—cﬁ l/o

IS5—4 ‘yt—*“) SFTD-7-715060: Dropped received IKE fragment. Reason: reason

AT I IA L MEREELEEBNRRINET,
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715061

715062

715063

715064

715065
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RT3 DR SN D LEITFEFEOB I L > THRAR D 97, Z4UL, NAT 731 R
DT L TOWBLRESCE T BHBIZHE S TR WITEZ R LTV D REEMERH W £7,

ITo5—H* ‘y‘b—*‘) SFTD-7-715061: Rcv'd fragment from a new fragmentation set. Deleting

any old fragments.

SEAEI U7 ROFENTHIVE L7225, BIO MTU 2y, HAWITE 72 Bl 37 v R
T3 A MeEnE LT,

WET7VaVvnERL,

15—)‘ W) t—:/ SFTD-7-715062: Error assembling fragments! Fragment numbers are

non-continuous.
REAT T A PEFICK Yy v IDH £T,

HRET7OavhExy NUV—27 ORMEEZRLTWDAMREERH Y 3, ZORENFEE .
N RVBBEFE S VD D>, FFE D BT D3Firepower Threat Defense 7 /34 A & xF v T— F TX
72V E T, Cisco TAC IZBMWAbEL 72 S0,

I%—)‘ v t—:/ SFTD-7-715063: Successfully assembled an encrypted pkt from rcv'd

fragments!
BAZEINTT T T A M Ty hOT R T U NI LE LT,
WET I aVnERL,

I5—A Y+t — 9FTD-7-715064 -- IKE Peer included IKE fragmentation capability flags:
Main Mode: true /false Aggressive Mode: true /false

AL T IX, A v -V CRESNIHFRICESSIKETZ 77 A a2 R—FLTHET,
*‘Eﬁ?b :/ 3 ‘/‘/[Z‘%:fci L/o

IS5—4 ‘y’b-*‘) $FTD-7-715065: IKE state machine subtype FSM error history (struct

data structure address ) state , event : state /event pairs

B 7 = — X 1 =T — 3384 L, state, event JEFE T T LWEIZE RIS NLE T,
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715066

715067

715068

715069

715066 ]

WR7IL 302 NbDTT—DORESIIMES Y A, BBENERLR2WEA. CiscoTAC
IZBMWEbELZE 0,

Io5—H* ‘yt—’) $FTD-7-715066: Can't load an IPsec SA! The corresponding IKE SA contains

an invalid logical ID.
SHEA IKE SA WOZFHB ID I NULL T%, 7z — XM RxI>=— 3 30 EnE4,

WETV O avRNET T =AU E Lz, BENERRLRWSE. Cisco TAC IZBMWEH
BELIESNY,

15—)‘ “jt—:) SFTD-7-715067: QM IsRekeyed: existing sa from different peer, rejecting

new sa

SRBA ST D LAN-TO-LAN SA 139 CIZHFEELET, 2FEV, WLV E— bRy hTU—7 %
FbH, o722 Y —RXAETHSARHY ET, ZIUIEYR a7 s Fab— 3 TER
WODOT, HEL SA IR ENET,

WEFTHS 3 VHET AT TOET CLAN-TO-LAN 2> 7 4 ¥ a2 Lb—3a VAR LET,
Bz, BEOEYTNTIA = 2y hU—J 2HFTH LI TEET AL

Io5—4% ‘yt—*‘) SFTD-7-715068: QM IsRekeyed: duplicate sa found by address , deleting

old sa

BT O ) E— b7 7 ASAFT CILAFELET, 2FY, ALY E— Ay hU—7
ERL. MOET2Y —RAETLHSANRHY T, ETRIPT FLALZET LR H 5
72, W SA IFTHIFRS I ET,

WRFTHL IV TAT U b b RARREKRT LIGE. ZHUIRIED 72WIRETH S
FREMEN BV £, FIEMSER L2 WA, Cisco TAC IZBWAbEL &0,

IS5—AytE— 2FrD-7-715069: Invalid ESP SPI size of SPI size

£5BH Firepower Threat Defense 7 /31 A 73, #E4)72 ESP SPI ¥ A IPSec SA 7 0 iR —H /L %
ZELELE, ZO7RA—FLrEAxy 7EnEd,

WRET7 O avils ., ZHIUIEOZRVIREE T2, 7 BEUEICHE> TWRWNWZ L Z2/R LT
WD RREMED D U 4, RIBEDMER L7225 E . Cisco TAC IZBRIWEDELSZE W,
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715070

715071

715072

7115074

715075
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IS5—AytE—Y %rrD-7-715070: Invalid IPComp SPI size of SPI size

5 BH Firepower Threat Defense 7 /34 A 73, M%) 72 [PComp SPI A XD IPSec SA 7' 12 7R —H /L
EZELE L, 2ol —YLigAxy 7E83nET,

WRF7 O avms., ZHIBBEORVIRETTN, E7NEKRICES TWRNnWZ A RLT
WA RREMED SV £, FIEHEIR L2 W EA . Cisco TAC IZRBRWAhEL &0,

I5—AwH— 3FTD-7-715071: AH proposal not supported

5B IPSec AH 7R —H LTIV R— b ENTHEHAL, ZOTaR—PLIAFy 7ENE
j—o

*E%:é77 :/ 3 \/‘JZ\%%A? Lo

IS5—XAw t_:/ $FTD-7-715072: Received proposal with unknown protocol ID protocol ID
FtBA Firepower Threat Defense 7 /31 2 23, AREHD 7 1 k=L ID %72 IPSec SA 7' 1 AR —H /1
EZELELE, Zo7aR—YILIAXy TINET,

WRT7HIaVBEE, ZHNEREORVIREETT S, E7 BB TN L A2/RLT
WARIHEMERH Y 97, RIENHR L7254, Cisco TAC IZBRWAE b a0,

15—)‘ v t—:/ SFTD-7-715074: Could not retrieve authentication attributes for peer
IP address

5B Firepower Threat Defense 7 /3 A A 23, U E— h 22— ORAMEFHREZ TG TE £ A,

WRT7HI L aVilGEE B OBRENIE L TN Z & 2R LET, BB LW
& . Cisco TAC IZBRIWEDLE L ZE W,

Io5—A4vYy t_:/ $FTD-7-715075: Group = group name , IP = IP address Received keep-alive
of type message type (seq number number )
5B DA vt —TIE, DPD %{E A v —Y % 1 ZIZ508%T % DPD R-U-THERE # vt —3
715036 & ~7 T,

s group_name : £7 O VPN 7 /L — 74

«IP_address : VPN E'7 D IP 7 KL X

* message_type : A v&—3 %A 7 (DPD R-U-THERE ¥ 7=/% DPD R-U-THERE-ACK)
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715076

115077

715076 [

e number : DPD > — /7 A% =&
EzoNDr—AF2209H0 F4,
« SZ{Z 7 75 DPD R-U-THERE A v & —I %2 %215,
« SZ{Z{i °7 7% DPD R-U-THERE-ACK A v & —JITnE 4 %,
WD Z EIZHEELTLEEN,
« DPDR-U-THERE A v F—UNZEEN, TDOL—F L AR EFNIIEDPDIEA v —
E—ET 5,
Firepower Threat Defense 7 /N1 A 23 £ 7 72 & DPD R-U-THERE 2 v & — % %153 % HiilZ DPD
R-U-THERE-ACK A vt —V %X ETHE, ¥X=2 VT A BB EAETDHAREMENH Y £,
« 5/Z L7z DPD R-U-THERE-ACK A v & — D> —4 U ZAHBENHIOXEEDPD A v —
E—ET 5,

Firepower Threat Defense 7 /XA A 73 DPD R-U-THERE #A v &— % E'7 ~%&(5 L7124, #2%70
HifH] DPD R-U-THERE-ACK # vt =Y 2 %5 Lo 7oa. b xEZ w4 % etk
B0 ET,

*E;:I;‘%Tb :/ 3 ‘/‘/[Z‘g/‘cc L/o

IS5—AwHt— $FTD-7-715076: Computing hash for ISAKMP
BRBAIKE NS ESERNy ViR L E L,
IOFTT 7 NMIKROERBVEBMENET,

Group = >groupname , Username = >username , IP = >ip_address ...

*‘Eﬁ?b :/ 3 p%‘gfcﬁ L/o

Io5—4% wtr—< SFTD-7-715077: Pitcher: msg string , spi spi
BB SFESERAvE—UNIKEICHESNLE LT,
msg string l IR DWT I TI,

* Received a key acquire message

*» Received SPI for nonexistent SA

* Received key delete msg

* Received KEY UPDATE

* Received KEY REKEY IB

* Received KEY REKEY OB

* Received KEY SA ACTIVE

* Could not find IKE SA to activate IPSEC (OB)
* Could not find IKE SA to rekey IPSEC (OB)
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[ ERAEL

* KEY SA ACTIVE no centry found
* KEY ADD centry not found
* KEY UPDATE centry not found

TOFTV s MIROLEEBVEBINENET,

Group = >groupname , Username = >username , IP = >ip_address ,...

WET7Oa VB L,

715078

I5—AyE— 3FTD-7-715078: Received %s LAM attribute
B Z @ syslog 1%, T ¥ Lo VIRESA v — ROHTHRICAERINET,
WEBF7O a3 UNERL,

715079

I5—*Awt— %FTD-7-715079: INTERNAL ADDRESS: Received request for $s
ERBA Z @ syslog 1. WNHET KL A XA B— ROMLBEHIZAR S IVE T,
#‘Eﬁ77 :/ 3 p%‘gfcﬁ L/o

715080

Io5—A% ‘yt—*“) SFTD-7-715080: VPN: Starting P2 rekey timer: 28800 seconds.
I5— Avt—YIKE F—HAEMS A ~—DihshE LT,
*Eﬁ?o :/3 y%‘giﬁ L/o

A v+t —< 716001 ~ 716603

ZDOIETIE, 716001 75 716603 £ TD A v E—IIZONTHBI LET,

716001

15—)( “Jt—:)%FTD—6—716001: Group group User user IP ip WebVPN session started.

BB ERSNTIP T RFLRIZBITA 207 A —FRNO2—F 2%t LT WebVPN £ v~ o 3 >
N INE LT, 2= 2R WebVPN B /A o R—=T &L Tua A 95L, WebVPN
vy a URBBEnET,

#Eﬁ77 :/ 3 y%‘gfcﬁ L/o
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7116002 [Jjj

716002

I5—A Wt —sFID-6-716002: Group GroupPolicy User username IP ip WebVPN session
terminated: User requested.
FBA WebVPN £ v v g U2 —HFERICKI VK T ENE LT, BXONIHEITRDO LY
<7,

AR DIE

- P— B ADI SR

e TARNNVEALALTT I

e ORI 2 4838 L7

EFENV Y R

cEHEMNY T— LT

EEENT Yy MU LT

s R—h =F—

*NAS =7 —

* NAS ZER

*+NAS U 7 — h

o IR— FDOAREAL

e A=tV Bz 6N, ZORRE, (Rl—=2—WFIckd) Fa 7 A U HFEEEBE A

T2 lmmLET, ZOMBEAMBRT 2120, R 7 A AT 0, 2—FITst L
TREDZ—YHENRRAT—RTIRIETa 7 A U EFAT5E91CLFET,

o N— SO

cfEHTE RN —ER

o A—)L /N T

e x5 —

o R A MHER LT

« IR OE T Z —

« ACL figtr— 7 —

« JN—T" RY —THEINTWD VPN [ e 7 A iR

« I~

WETD a3 VHBICHENRSHTORWIRY | LEITAZETT,

716003

Io—XAw t—:)%FTD—6—716003: Group group User user IP ip WebVPN access “GRANTED: url

SBRISH SN IP T FLRIZBITH Z DT —FHND WebVPN =—H (%, Z® URL ~D7T
I ARG Z LN TWET, SEISERGFT~O—F DT 78 A%, WebVPN [EHH D ACL
ZEMRLCHIEICx £,

*‘Eﬁ?b :/ 3 ‘/L[Z‘gic L/o
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716004

716005

716006

716007

716008

716009

Syslog # v £—< 715001 ~ 721019 |

Io—XAw t—eFTD-6-716004: Group group User user WebVPN access DENIED to specified

location: url

SHBAZ D L—FND WebVPN 2—HT. ZD URL ~D T 7 B AMEAELEINTWET, X
F I EREFT~D WebVPN 2 —H D7 7 & A%, WebVPN [EA D ACL ZfEH L CHIfEI & F
T, ZOBEHIT. BEOZ L FYNRZOURL ~DOT 7B AZESLTWET,

*‘E“ﬁ?g :/ 3 )L[Z\%:féf L/o

15—)‘ Vi t—:/ $FTD-6-716005: Group group User user WebVPN ACL Parse Error: reason
ERBRER S 72 7 v — T ND WebVPN == —H D ACL N IE L it T FHATL,
73> WebVPN ACL Z{EIEL £,

Io—XAw t—2FTD-6-716006: Group name User user WebVPN session terminated. Idle

timeout.

SRBA VPN b /b 7a b 2 /L WebVPN IZERE SN TW Wiz, e S/ v—7RNT
2—PIZk LT WebVPN B o g UIMERRENERATL,

WET7Va B L,

15—)‘ Vi t—:)%FTD—4—716007: Group group User user WebVPN Unable to create session.

SHEAY YV —2ORED -, RS NE I V—TFHRO2—PIZx LT WebVPN & v o g U8
ERSNFEHEATLZ, ToE2iE, 22—k 74 UHIBRICELZ/REENH Y £9°,

*‘Eé%?g :/ 3 y%‘giﬁ I/o

IS5—Ayt— $FTD-7-716008: WebVPN ACL: action
5B WebVPN ACL 287 7 > a » OF TEBG L E Le (72 & X 13T oBshs) .
*Eﬁ’?o :/ 3 D%‘gf—fi l/o

15_)‘ WV t—:/ $FTD-6-716009: Group group User user WebVPN session not allowed. WebVPN

ACL parse error.
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16010 [Jjj

SREARSEE 4B ACL DMEHT L TWRW =D, 2O —FHOIEE Sz 22— D WebVPN
EyvarPFasnEti, TOTT=MEEINDET, = —%H WebVPN 24 L TH
TA T B EFHFTEINEREA,

#2745 < 3> WebVPN ACL ZETE L E5,

716010

Ia_)‘ v t_:/ SFTD-7-716010: Group group User user Browse network.
BB SN2 7 —TND WebVPN L—H R K >y hU—2 %7 T 7 XL F LT,
#Eﬁ—)?g :/ 3 y%‘gfcﬁ L/o

716011

Io5—H% ‘yt—*“) $FTD-7-716011: Group group User user Browse domain domain .

SREHZ D 7 L— T NOFER S 72 WebVPN 2— 728 RSN RAA 27T A LE L
7o

*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

716012

15—)( v t—:/ $FTD-7-716012: Group group User user Browse directory directory .
SBATER S WebVPN 2 —H723 fefics e 4 L2 M 27 70X LE LT,
WET I a nERL,

716013

IIo5—X% ‘yt—*‘) $FTD-7-716013: Group group User user Close file filename .
SRBAFENE S 72 WebVPN o — 78 $Efii Sz 7 7 A VEPAL £ LTz,
WRT7Oa R,

716014

15—)‘ ‘yt—:)%FTD—7—716014: Group group User user View file filename .
ERBAfEH S 72 WebVPN 2 — 78 dEfii SNz 7 7 A VAL E LTz,
*‘Eﬁ?b:/a :/‘/Z‘gfcﬁ I/o

716015

ITo5—H* ‘yt_:)%FTD—7—7l6015: Group group User user Remove file filename .
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B 76016

SEAFER S NT= 7V —T7 WD WebVPN = — %78 FRfi S N7 7 A LV &2HIBR L E L7z,
WEF7IaVLERL,

716016

15—)‘ “Jt—:)%FTD—7—7l6016: Group group User user Rename file old filename to

new filename .
SRBATETE S 72 WebVPN o — W08 RS ” 7 A VOARTEZZE LR LT,
*E%:é77 :/ 3 \/‘JZ\%%OC Lo

716017

Io5—X% ‘yt_:)%FTD—7—7l60l7: Group group User user Modify file filename .
SEAFEAH S U7 WebVPN = —H03 RSl 7 7 A V&2 EIEL £ LT,
WRT7IanERL,

716018

15—)‘ ‘yt—:)%FTD—7—716018: Group group User user Create file filename .
ERBAFEHE S 472 WebVPN o— W03 fEfi SN2 7 7 AV 2AER L £ LTz,
*‘Eﬁ?o :/ 3 ‘/‘/[Z‘%:fcﬁ L/o

716019

IS5—AytE—ISFTD-7-716019: Group group User user Create directory directory .
SRR S 72 WebVPN = —H23 RS ie7 4 V7 MU 2Bk LE LT,
WET Y anERL,

716020

15—)‘ ‘yt—:)%FTD—7—716020: Group group User user Remove directory directory .
ERBATRHE S 472 WebVPN o— W23 ffiiS =7« L7 MU ZHIBRL £ L7z,
*‘Eﬁ?b :/ 3 :/le‘gfcﬁ I/o

716021

Ia_)‘ ‘yt_:)%FTD—7—7l6021: File access DENIED, filename .

SRBAFENE S 72 WebVPN = — 23, FEfli SN2 7 7 A V~DT 7 B AEZHEINE LT,
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716022

716023

716024

716025

16022 [
*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

Ia_)‘ v t_:)%FTD—4—716022: Unable to connect to proxy server reason .

B WebVPN HTTP/HTTPS D U # A L 7 kA5, FEf§ S 7B TRIRL £ L7z,
T Y3V HTTPHTTPS 7' o % U EL R L E 7,

Io5—H% ‘yt—:)%FTD—4—7l6023: Group name User user Session could not be established:

session limit of maximum sessions reached.

BRSOy va VERRKREYyva Ly m— REBBL WD), 2a—F vy a i
L TE E¥ A,

WETIaVMRETHIUT, BESNHTOLHIRZMINL, B— R TR 752K %
2LET,

15—)‘ v t_:)%FTD—7—716024: Group name User user Unable to browse the network.Error:

description

SBERANAR L CWD L HIC, ==L CIFS 717 b2V & L C Windows v NV —72 %
TIOAXTEERHATL, =& %L, TUnableto contactnecessary server| (%, UE— bk ¥ —
NPERAARATELIZBIEARETHAZ L2 LTWVET, Jiuk, —FRRRETHLILED
HBOVETL, SBWECN T TN a—T 4 VI BRERBELH Y £T,

HEET D232 WebVPN 734 2L CIFS 7’1 b L TT 78 AT 54—\ & OO 4
fiei® L ¥ 9, F7=. Firepower Threat Defense 7 /31 A TNetBIOS X — A H— "D 7 ¢ Fa
L—ya G L ETS

15—)( v t—:)%FTD—7—716025: Group name User user Unable to browse domain domain .

Error: description
BB — PR CIFS 7 m ha Lz fILTYE—F RAS U E2T7FUXTEEEATL,

T U232 WebVPN 734 2 & CIFS 71 b /L CTF 7 B A 5% —3 & DR O
fifti® L £ 7", Firepower Threat Defense 7 /34 A T NetBIOS R—A — "D a7 f Falb—
VarvEMBLET,
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716026

716027

716028

716029

Syslog # v £—< 715001 ~ 721019 |

I5—XAwy t_:)%FTD—7—716026: Group name User user Unable to browse directory directory

. Error: description

S —VNCIFS Ve barzALCIE— T4 L7 NV EZT TR TEEEALTL
Yl

HWRFTH 32 WebVPN T34 2 & CIFS 712 2 )L TF7 7 & 2T 5% — L Dok
#LFEJ, 7. Firepower Threat Defense 7 /XA A TNetBIOS R — A H—_"Da 7 ¢ Fa
L—a kR LET,

Ia—)‘ v “Z—:)%FTD—7—716027: Group name User user Unable to view file filename . Error:

description
BB — PR CIFS 7 r ha Lzl LT E—F 77 A VERRTEEFATLE,

HET Y232 WebVPN 734 2L CIFS 71 b 2L TT 7 & A 5% — N & OO
flEs® L£ 9, F7-. Firepower ThreatDefense 7 /31 A TNetBIOS X — A H— D37 1 ¥ =
L—Ya VR LET,

15—)‘ W) t—:)%FTD—7—716028: Group name User user Unable to remove file filename .

Error: description

SR —VMNCIFS 7o ha Lz AL T E—h 77 A LEHIBRCTEEHATLE, 774
NDT 7B AMDOARRENFRR EEZBNET,

HEET D232 WebVPN 734 2L CIFS 7’1 b L TT 78 2T 5% — & DM O %
#LET, F7-. Firepower Threat Defense 7 /31 A LD NetBIOS R*— A Y— "D 7 4
Xal—2albT7ANDT 7w AELHRLET,

Io5—4 ‘yt_:)%FTD—7—716029: Group name User user Unable to rename file filename .

Error: description

B — YN CIFS 7 a2 AL CUVE— K 77 A VOARIZEE TEEFHATLE,
Tr7ANDT 7B AEDRRNTRREEEZHNET,

TS 3 WebVPN 53 2 L. CIFS 712 k2L TT 27 & A4 5P —s3 & ORI OB
B LE ¥, F7=. Firepower Threat Defense 7 /31 A £ NetBIOS *— LA $r—/Dza 7 4
Xal—=art7r7ALVDT 7 v AEEHERLET,
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716030

716031

716032

716033

716030 |[Jjj

ITo5—H* ‘yt_:)%FTD—7—7l6030: Group name User user Unable to modify file filename .

Error: description

B —VNCIFS 7 ha vz AL THEFO 7 7 A VEER L LD & Lizd X2, REN
FELELE, 77ANVDT 7B AMEORENREREEZBNE T,

RT3 WebVPN 734 2L CIFS 71 L TT 7 & AT 54— 3 & | o
#LFEJ, 7. Firepower Threat Defense 7 /34 A D NetBIOS r— A Hr— D7 ¢
Fal—valbT7r7ANDT 7 AELHRLET,

15—)‘ “Jt—:) $FTD-7-716031: Group name User user Unable to create file filename .

Error: description

BB —Y N CIFS 7V ha a2 R LT 7 AV EERLE D & Lz & &2, RIBERREAEL
FL, 77ANVDT I AMEORENRK EEXONET,

HARZET 32 WebVPN T34 AL CIFS 71 ha /L CTT7 7 v AT 5% — L O OHEGE
i@ L £ 7, F7=. Firepower Threat Defense 7 /3 A A @ NetBIOS Fr— A H— a7 ¢
Fal—var by ANDOT 7 AMEEHRLET,

15—)‘ ‘yt—*“) SFTD-7-716032: Group name User user Unable to create folder folder .

Error: description

B — YN CIFS 72 ha LA LT+ VA 2ER L L D & Lz & &z, RIEN AL
FLiz, 77 A4NVOT 7 B AMEORERNRKEEZONET,

RT3 WebVPN T34 AL CIFS 7 u ha L TT 78 AT 5% — L OO
e LEJ, F£7=. Firepower Threat Defense 7 /XA A L® NetBIOS F*—LA Y— D7 ¢
Xal—var Iy ANDT 7 AEEZHRLET,

I%—)‘ ‘y‘b—*‘) SFTD-7-716033: Group name User user Unable to remove folder folder .

Error: description

SBACIFS 72 haDa—YRT7 VA &EIERLE S & Lize &2, MEREAELE LR,
O, TV BAMEOREE-I1IT7 7 A VBEET B — L OBEORENFK T3
ELTZRREmERH Y 97,

HET Y232 WebVPN 734 2L CIFS 7’1 b L TT 7 & 29 5% —\ & OO 4
figi L ¥ 9, F7=. Firepower Threat Defense 7 /31 A TNetBIOS X — A H— "D 7 4 ¥
L—ya raEE L ETS
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716034

716035

716036

716037

716038

Syslog # v £—< 715001 ~ 721019 |

ITo5—H* ‘y‘b—*‘) SFTD-7-716034: Group name User user Unable to write to file filename

BMAL—YNCIFS 71 Fa Lzl L TT7 7 A MCEZIAS O L Lz L &io, MENRREEL
FLlic, ZOTT—E, T BAEORBEE/2IT7 7 A VBFET 2P —3 & Ol O RTEENR
JRRTRAE LI mREMEDS H Y £,

*‘E“i?g :/ 3 ’L[Z\%:féf L/o

Io—4% “Jt—:) $FTD-7-716035: Group name User user Unable to read file filename .

HBACIFS 72 ha/vDa—WRT7 7 A L EGHEALRA D E LIz XIT, MEREELE LT,
T ANDT 78 AEORBENERKR EZE 2 5N ET,

WRT7H2aY 77 ANVDT 7B AR LET,

IS5—XAw t—:/ $FTD-7-716036: Group name User user File Access: User user logged into

the server server.
BB —Y N CIES 72 ha L&A L T — NICIEFICe 714 LE L,
WMEF7O a3 UNERL,

Io—XAw t—:/ SFTD-7-716037: Group name User user File Access: User user failed to

login into the server server.

BB —YNCIFS Ve harzffA LT —Nza s LEoELELED, RERLEL
7=,

WET7V oy a—PRELVWA—PHLENAT -2 AN LI L 2R LET,

ITo5—H* ‘y‘b—*‘) SFTD-6-716038: Group group User user IP ip Authentication: successful,
Session Type: WebVPN.

B WebVPN & v v 3 VEBlGAT 2101%, 92—V Re—b —"FF ) E— K ¥—
NIZE > TEFIGRIEESNDIMENH Y T (7= & 21X, RADIUS F721% TACACS+)

WET7Oa B L,
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716039

716040

716041

716042

716039 [

ITo5—H* ‘y‘b—*‘) SFTD-6-716039: Authentication: rejected, group = name user = user ,

Session Type: $%s

FBH WebVPN £ v & a U &BIAT 211E, T2 —FRr—h L = "ELVE— F F—
ANZE S TEFICRIESNDLENRH Y £9 (72L& 21X, RADIUS £721% TACACS+) ., 2D
e, 2=V 7L T7r vy (=P ENRRT—R) B—FH LW, =—HIZ WebVPN

Ty Ta AT AHARS Y ERHA, 22— PRI EILIIAHOEEITRRINETA
D, AEN728%6 F 7213 no logging hide username =< > KRR EINTWAHEAIEIFRRINE

7

e %s: v g ZAT7 (WebVPN F7-I13EF)

WEF7O o avn—LERFTVE—FNP—RO2—F I LTIyl ZO2—HFITH
LT WebVPN SR ESNTWNWD Z L 2FER L £,

ITo5—H* ‘yt—*‘) $FTD-6-716040: Reboot pending, new sessions disabled. Denied user login.

i BAFirepower Threat Defense 7 /3 A A 23 U 7 — MU D72 —7)3 WebVPN (21 7 A
YTEEREA,

euser : Ty gy a—W

*‘E“i?g :/ 3 )%‘E:féf Lo

I5—AYt— sFTD-6-716041: access-list acl ID action url url hit_cnt count

Z#EA acl ID @ WebVPN URL C., fiZ{& url iIZ% L T ecount HlDOE v FA3H Y F£ L7, action [T
permitted ¥ 721% denied T,

* acl ID : WebVPN URL ACL

s count : URL 237 7 & R I 7=B1%
surl : 77 A EZ{7= URL

saction : 2—W T a v

*‘Eﬁ?a :/ 3 )%\giﬁ L/o

IS5—AYtE— srTD-6-716042: access-list acl ID action tcp source interface

/source_address (source port ) - dest interface /dest address (dest port ) hit-cnt count

#5288 acl_ID @ WebVPN TCP T, iX{EJiA > ¥ —7 = A X source_interface/source_address 33
K OREIEIEAR — | source_port T32{5 X 41, dest_interface/dest_address %6 5¢ dest_port |ZH5%

Syslog # v z— < 715001 ~ 721019 .



B 760

716043

716044

716045

Syslog # v £—< 715001 ~ 721019 |

SN Ty MZR LT eount FlDE » A3 Y £ L7, action |& permitted ¥ 72 /% denied T
7

s count : ACL N7 7 & A I uizll%k

* source_interface : IH{gIGA VF—T = A A

* source_address : £GP 7 F LA

* source_port : IE{FILAHR— b

* dest_interface : 5i5EA L F—T = A A

s dest _address : 589G 1P 7 R L A

saction : +—W 77 a v

WET7Va vnERL,

Ia—)( ‘yt—*‘) $FTD-6-716043 Group group-name , User user-name , IP IP address :
WebVPN Port Forwarding Java applet started. Created new hosts file mappings.

B — 725, WebVPN & v o a 2725 TCP AN — MEET 7Ly &t L E LT,

e group-name : & v ¥ =3 VIFEEMIT LTV D ZL—T4
e user-name : © v =3 VIZEHEMIT LTV D Y4

« IP_address : &> ¥ =3 SIEHESHT BN TWDIRETIP T FLX
*‘Eﬁ’?b :/ 3 y%‘gff: L/o

Io5—A% ‘yt—*“) % FTD-4-716044: Group group-name User user-name IP IP address AAA

parameter param-name value param-value out of range.
BREAfER ST T A —F DIEN AR T,

« group-name : 7 /L — 7 D4 Hi

* user-name : = — D4 Hi

« IP_address : IP 7 F L A

* param-name : /N7 A — & D4 Hi

* param-value : /X7 A — X DfH
RT3 ar 74 Fal—valBZEBELT, BRSNEATA—FEEELET, <
7 A—Z 3 vlan F 7213 nac-settings DA, E LD AAA H— /33 L8 Firepower Threat Defense
TAA X TELSRESN TN Z L &R LET,

Io—Aw t—3 2FTD-4-716045: Group group-name User user-name IP IP address AAA

parameter param-name value invalid.
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716046

716047

716048

716046 [

BRBATER SN T A —Z OEPARTT, EIFHEFICEWAREERS 5720, RSNEE
oo

« group-name : 7 /L — 7 D4 Hi

* user-name : L — DL Hif

« IP_address : [P 7 FL- X

s param-name : /N7 A — & D4 Hi

WE7I 3y a7 4 X2l —2a 2B BELT, BEESNEAATA—FEEELET,

Io5—A*A ‘yt—*“) % FTD-4-716046: Group group-name User user-name 1P IP address User

ACL access-list-name from AAA doesn't exist on the device, terminating connection.

ERBAFE € S 172 ACL 28 Firepower Threat Defense 7 /34 A2 _ECTHOMNY A TL,

« group-name : 7 /L — 7 D4 Hi

« user-name : L — W DF i

« IP_address : [P 7 R L- X

+ access-list-name : ACL D4 i
WET7Ia a7 X2 b—2a rEERLT, fREINTZ ACL 287 57>, ACL D
ARTEEIELE T,

IS5—4 “Jt—:) % FTD-4-716047: Group group-name User user-name 1P IP address User
ACL access-list-name from AAA ignored, AV-PAIR ACL used instead.

£5BA Cisco AV-PAIR ACL 2MEH & i7=7=, ifii S/ ACL ™MEHSNERHATL,
« group-name : 7 /L — 7 D4 Hi
o user-name : = — Y D4R
«IP_address : [P 7 K LA
« access-list-name : ACL D4 Hi

WRF7HaEHTAHELWVACL Z2#ERL, 207 4 Fal—varyaEBELET,

15_)( “J‘t’—:) % FTD-4-716048: Group group-name User user-name IP IP address No memory
to parse ACL.

BB ACL Zffth + 270D+ AE U RH Y FHATL,

« group-name : 7 /L — 7 D4 Hi
e user-name : = — Y D4R
«IP_address : [P 7 K LA
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716049

716050

716051

716052

Syslog # v £—< 715001 ~ 721019 |

WET V2 a Uk A€ ) 2T %7, Firepower Threat Defense 7 /34 A &7 v 77 L— R
T TORMERS LET,

I%—)‘ ‘y‘b—*‘) $FTD-6-716049: Group group-name User user—-name 1P IP address Empty
SVC ACL.

BT TAT 2 RMEMT D ACL BZET LTS,
« group-name : 7 /L — 7 D4
« user-name : = — DL i
«IP_address : [P 7 FL- &

WREF7HIaFEHTAELWACL 2R L, 207 4 Fal—vary#EELET,

I5—AYt— FTD-6-716050: Error adding to ACL: ace command line
BBAACL = P U7 —=0H Y £ LT,

+ ace_command line : =7 —DFRE & 72> T\WAH ACL =2 [V
WEFHO 3y ¥y m— Falhgls ACL Rz EIEL 7,

15—)‘ v t—:/ $FTD-6-716051: Group group-name User user—-name 1P IP address Error
adding dynamic ACL for user.
BT 7 v a v EFITT LD AT Y RH Y EH A,

s group-name : 7 /L — 7 D4 i

* user-name : = — DA

« IP_address : [P 7 KL A
HRT7 O a3 R AT Y Z AT 5>, Firepower Threat Defense 7 /351 A &7 v 77 L— K
L TORAMERS LET,

15—)‘ v t_:/ $FTD-4-716052: Group group-name User user-name IP IP address Pending

session terminated.
AL — N0 A o EE T TET, T O vy a KT LE L, ZhuE, T
720N SVC WNRIKIToh B A[REMEN H D 7,

« group-name : 7 /L — 7 D4R

« user-name : L — DL H]
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716053 [

« IP_address : IP 7 R L&
HEF7ZH a2y 2—FDPC TSVC DOHBEMZHZEL T,

716053

I%—)‘ ‘y‘b—*‘) SFTD-5-716053: SSO Server added: name: name Type: type
ERBRES ST A 7D SSO B — A MERE SINE LTz,

s name : Y — 3D i
s type : — DX A4 7 (—/ D ¥ A 7|F SiteMinder 721F T9)

*Eﬁ’?b :/ 3 Q%\giﬁ L/o

716054

I5—AwHE— sFTD-5-716054: SSO Server deleted: name: name Type: type
RS NTZA A TDSSO P — N2 T 4 Falb—va Y BHIBRENE Lz,
* name : Y — 3D
s type : V— DX A T (Y— 3D H A 7L SiteMinder 721} T7)
RT3 vnERL,

716055

15—)‘ v t—:/ $FTD-6-716055: Group group-name User user-name 1P IP address

Authentication to SSO server name: name type type succeeded
FiBH WebVPN =—#73 88O #— S CIEFIZFRIES L E L7z,

s group-name : 7 /L — 74,

* user-name : L — 4

« IP _address : —/ XD IP 7 KL &

e name : Y — XD LR

stype : —SDH AT ($—/3D 5 A 7|3 SiteMinder 721F TH)

WET7VaVnBERL,

716056

15—)‘ V) t—:/ $FTD-3-716056: Group group-name User user-name 1P IP address
Authentication to SSO server name: name type type failed reason: reason

ZBA WebVPN = — 78 SSO H— X TOFRFEITRI L £ L7,

s group-name : 7 )L — 74,

e user-name : L — 4
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«IP_address : 7 — "D IP 7 FL &

* name : Y —/ DA Hi

s type : V=D A T (Y— 3D K A 7L SiteMinder 721} T9)
e reason : pSalklZ ARH L 72 JRUA]

RT3 VRIOIFRIZE U T, =—4 %721 Firepower Threat Defense ¢ & 3 3 U %
BIETHZHENHY 7,

IS5—A “Jt—:) SFTD-3-716057: Group group User user IP ip Session terminated, no type
license available.
BB —N, T ARSI TWRWY T4 7T M H L T Firepower Threat Defense 7 /3
AREHR LI > ELE L, 20X vE—UF, —TA4 B ZAOFZHBEREINT-IHEIC
HbRRINDLZENDHY T,

sgroup : —V O T A URHCHEH SN N—T R v—

s user 1 L—F DL H|

e [P:2—HFDIPT KLXA

ctype  BRENTZTA B ADEA T IRONTRNTT,
- AnyConnect Mobile
- LinkSys Phone

ST TAT U IDBERINTZT A ADH AT (AnyConnect Mobile ¥ 72 (% LinkSys Phone
LIS DBE)
- Unknown

WRFH a3 VR ERICHSE LI AKATA B AZBEALTA VA F—LTHLERH Y
£,

ITo5—H* ‘y‘b—*‘) SFTD-6-716058: Group group User user IP ip AnyConnect session lost

connection. Waiting to resume.

ERBA SSL R > RAVDBEFEEI I, AnyConnect & v a VU WRIET VT 4 TREIZRV ET, ZD
JFIRE LT, RIERA N, AZ U RA FRA N, FEFy N7 HEROBEENE 2 HILE
7,

« group : AnyConnect & v ¥ a2 UZBHAH T 5TV D bRk ZL—T D4

cuser . v g VBT STV D 2 —F DL R

sip: By aOREFEILXIPT RLA
*‘Eﬁ?b :/ 3 y%‘gff: L/o
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716059

716060

716061

716500

716059 ]

ITo5—H* ‘y‘b—*‘) SFTD-6-716059: Group group User user IP ip AnyConnect session resumed.

Connection from ip2 .
#5288 AnyConnect & v > a2 Y 3IET 7T 4 TIRREDN G FRBA L &£ L7z,
« group : AnyConnect & v ¥ 2 NZBEAT T BTV S b v F—T DA
cuser : & v ¥ a SZBEEMT BTV D 22— D4R
cip: By aVOBEEILIPT LR
cip2: By a URHERASNOARA MNDOEEITLIP T KA
*‘E%%?g :/ 3 D%\giﬁ I/o

IS—*vy t— 2FTD-6-716060: Group group User user IP ip Terminated AnyConnect session
in inactive state to accept a new connection. License limit reached.
ERBAHT L\ {5 SSL VPN (AnyConnect 72137 74 7> L RA) Bt EFFaI+ 572012, I
77T 4 7IRED AnyConnect £ v a3 T U hEIE LT,

« group : AnyConnect & v ¥ 2 VNZBEST T B TWD k)L T — T DAH]

cuser : & v ¥ a SNIBEEMT BTV D 22— D4R

cip: By aOREFEITIPT RLA
#E:ﬁ77 :/3 ‘/%‘giﬁ L/o

Io5—4 ‘yt—*‘) $FTD-3-716061: Group DfltGrpPolicy User user IP ip addr IPv6 User Filter
tempipvé configured for AnyConnect. This setting has been deprecated, terminating

connection

SREAIPv6 VPN 7 ¢ L2 NBELIE & HL, IPv6 T 7 4 v 7 77 B ARIEHHEOKE 7 « V2 DR
DICERE SIVTWDIGEIT, Btk T LET,

WRF7HIay 2—HFDIPv6 bT7 7 4 v 7 ZHIEHT 572012, IPv6 = M) A L7-HKE
TANEERELET,

13_)‘ v t_:/ %FTD-2-716500: internal error in: function : Fiber library cannot locate

AK47 instance

BT AN TATITIRT AU r— a3y H—F b AX A ~T AL AR RAERHETX
FH A,

W7 L a3 VMBEORKAZEET 5121, Cisco TAC IZMWEHhE T EE W,
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B 76501

716501

Io5—XAwy t_:/ SFTD-2-716501: internal error in: function : Fiber library cannot attach

AK47 instance

BT FANRNTATTINT T r— gy D= LAY 4~T A VAR ABRERTX
FH A,

WRF7H S a UMEOFKNZRET 5121, Cisco TAC IZfIWE b T Z &,

716502

15—)‘ W) t—:/ $FTD-2-716502: internal error in: function : Fiber library cannot
allocate default arena

ST AN TATITUNT IV NOT NV —FZEOYTHRZ LN TEET A,
WRF7I a3 VMEOFRKNZEET 5121, Cisco TAC IZFIWADLE T ZEW,

716503

I5—X*Y t— 2FTD-2-716503: internal error in: function : Fiber library cannot

allocate fiber descriptors pool
BREAZ 7 AN TATIZINRT 7 ANBRF T =N ZEDETHZENRTEEEA,
HRT7 VD3 VHBEORKZ R ET 5I21E, Cisco TAC IZHWEHE T 7ZE 0,

716504

15—)‘ ‘yt—*“) SFTD-2-716504: internal error in: function : Fiber library cannot

allocate fiber stacks pool
BMATZ 7 ANTATITIVRT 7 ANRE v 7 T—=NE2FVETLHZLRTEEEA,
RT3 VEOFENEZHET HI2IE, Cisco TAC IZfIVEbhbE T E &N,

716505

15—)( “Jt—:) $FTD-2-716505: internal error in: function : Fiber has joined fiber in

unfinished state
R 7 A ANHOREE DA TERIIRE T,
HRT >3 VEBEOFRIRN AR ET HI2IE, Cisco TAC IZFIWEHHE T 72 &,

716506

I5—*Y+t— sFrD-2-716506: UNICORN_SYSLOGID JOINED UNEXPECTED FIBER

EBANE T 7 AN TA T T IINEREIRE LT,
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716507

716508

716509

716510

716512

7116507 [

HIZT7 42 S 3 > Cisco TAC IZBRIWEDEL F X0,

Ia_)‘ v t_:/ $FTD-1-716507: Fiber scheduler has reached unreachable code. Cannot

continue, terminating.
5B Firepower Threat Defense 7 /3A A TTHI L7227 —23 384 L, B SLE Lz,

WR7H a2 E CPUMHEREZIXICPURTIREEDHE, BLOATY U —27 OFHEMEEH
NFEF, BENREE L WEEE . Cisco TAC IZBRIWEbE L &N,

I5—% “J‘t’—:) SFTD-1-716508: internal error in: function : Fiber scheduler is scheduling

rotten fiber. Cannot continuing terminating

BEAZ 7 ANRNRTVa— TP ARRT 7ANEAT T 2a— )L LTWDHTed, ETUBEEARITTE
EFHEA,

WETF7H L3 UMEORINZR T T HI21E, Cisco TAC IZfIVEhETL7ZE 0,

Io5—% ‘yt—*‘) $FTD-1-716509:internal error in: function : Fiber scheduler is scheduling

alien fiber. Cannot continue terminating

BT 7 ANART D 2 —TNRHID T 7 A N AP 2a— L L TNATD, & TR A FHAT
EEEA,

W7 a3 MBEORKAZEET 5121, Cisco TAC IZfWEHhHE T EE W,

I5—4 ‘y‘t'—*‘)’ SFTD-1-716510:internal error in: function : Fiber scheduler is scheduling

finished fiber. Cannot continue terminating

BEAZ 7 ANRNARTVa—T R T I 7ANE AT 2a— )L LTWLH e, ETUBEARKITTE
FHEA,

WEBT7H L3 UMEORRZRTT HI20E, Cisco TAC IZfVEhETL 0,

IS5—4 ‘y’b-*‘) $FTD-2-716512:internal error in: function : Fiber has joined fiber

waited upon by someone else
R 7 A N, FHEEDOWDL T 7 A NTHFE SVE LTS,
HRT V>3 VIMBEORIRNZRET 2121E, Cisco TAC IZWEHHE T 7ZE 0,
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716515

716516

7116517

716518

716519
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I%—)‘ ‘y‘b—*‘) $FTD-2-716513: internal error in: function : Fiber in callback blocked

on other channel
AT — ANy JNDT 7 A RNBOTF v X TT7 7 SVE LT,
HRETH L a VEOIRINZ FET 5I2i%, Cisco TAC IZFWAHE T E 0,

I5—A* Yt — epTD-2-716515: internal error in: function : OCCAM failed to allocate

memory for AK47 instance
ZRBA OCCAM 73 AK4T7T A VARV AFIZATV ZHIV Y THZENTEEHATLE,
WRT7H L a VEBEORKEEZRKET H121E, Cisco TAC IZWEHE T 7ZE W,

15—% ‘y‘b-*‘) %FTD-1-716516: internal error in: function : OCCAM has corrupted ROL

array. Cannot continue terminating
B OCCAM (Z& £41% ROL FLSIHHE L TV D72, #& TALBL AT T & £H A,
HRT O a UREDRRZ R ET 5121E, Cisco TAC IZHWHHHE TS0,

15—)‘ ‘yt—*“) $FTD-2-716517: internal error in: function : OCCAM cached block has no

associated arena
B OCCAM ¥ v v o 7 u vy 727 U —F0EEM T o TinERA,
HET Y 2 a VEORRZFET HI21%, Cisco TAC IZFIWAHE T E 0,

I%—)‘ vt—*‘) $FTD-2-716518: internal error in: function : OCCAM pool has no associated

arena

$2B8 OCCAM 7' — W27 V) —F REEA T 5TV EH A,
WETH L a UMEORKNZRTET HI21E, Cisco TAC IZlWEhETL a0,

Io5—H* vt’—*‘) SFTD-1-716519: internal error in: function : OCCAM has corrupted pool

list. Cannot continue terminating

B OCCAM (ICEEN DT —/L U X FMBHR L TW D2, & TRELZ /AT TE £ A,
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16520 [

WRF7I a3 VMEOFRKNZEET 5121, Cisco TAC IZFIWADLE T ZEW,

716520

Io5—A ‘y’b-*‘) $FTD-2-716520:internal error in: function : OCCAM pool has no block
list

$iBl OCCAM 7F— L7 vy 7 U A RBEENRTOER A,
WET7H Y3 REORRAZRET 5I121E, Cisco TAC IZRIWEHLE TS 2 &0,

716521

15—)‘ ‘yt—*“) $FTD-2-716521: internal error in: function : OCCAM no realloc allowed

in named pool
SREA OCCAM NARIFTE =L TORED Y TEHFITLEFATL,
RT3 VMEOFENEZRET 521X, Cisco TAC IZfIVEGhE T E &N,

716522

15—9‘ v t—:/ %FTD-2-716522: internal error in: function : OCCAM corrupted standalone
block

SEAOCCAM ICEENARZ L RTay 7Tay 73R L TWET,
WR7H S a UMEORNZEET 5121, Cisco TAC IZfINE b T &,

716525

I5—*4wy+t— 4FTDp-2-716525: UNICORN SYSLOGID SAL CLOSE_PRIVDATA CHANGED
SREANEL SAL =T — 03 %A L E L,
#2745 < 32 Cisco TAC IZBBWEHLEL FE WV,

716526

I5—AYt— srmD-2-716526: UNICORN SYSLOGID PERM STORAGE SERVER LOAD FAIL
SRBAKAA R L= =N F LT RO~y MCEENEALE LA,
T4 3> Cisco TAC ITBWEDbEL 7ZE 0,

7116527

I5—*wt— sFTD-2-716527: UNICORN SYSLOGID PERM STORAGE SERVER STORE FATL

BMEAKAA RNL— 77 A VD~ NRIZEENREAELE LTz,
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716600

716601
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HIZT7 42 S 3 > Cisco TAC IZBRIWEDLEL F X0,

Ia_)‘ v t_:/ $FTD-1-716528: Unexpected fiber scheduler error; possible out-of-memory

condition
5B Firepower Threat Defense 7 /3A A TTHI L7227 —23 384 L, B SLE Lz,

WR7H a3 ECPUMHEKRELZIXICPURTIREEDHE, BLOATY U —27 OFHEMEEH
NFEF, BENREE L WEEE . Cisco TAC IZBRIWEbE L &N,

15—)‘ “Jt—:) SFTD-3-716600: Rejected size-recv KB Hostscan data from IP src-ip .

Hostscan results exceed default | configured limit of size-conf KB.

£RBA Hostscan D215 T — & O ¥ X3 Firepower Threat Defense 7 /N4 A (R E I N7 HI[R %
B H5E. 7T —AIIEINET,

« size-recv : Hostscan DZfE57 — % D% A X (KB Hifir)

s src-ip : EETLDIP 7 RLA

« default | configured : Hostscan 7 — % OIRIEZLZ 7 7 4 /v N & T 2 0VEBENRET D%
BETHXF—TU—FK

» size-conf": Firepower Threat Defense 7 /34 A 37 T A 7 M IvbH 51 AL % Hostscan 7 —
2O A RNZxF L TRE SNz BIR

#2527 9 < 3 > Firepower Threat Defense 7 /NA A N7 T A 7 2 b 5H50F A5 Hostscan 7 —
H DY A XD EFREHELTITIE, Cisco TAC IZBRIWE L 2 &0,

15—9‘ “Jt—:) SFTD-3-716601: Rejected size-recv KB Hostscan data from IP src-ip .
System-wide limit on the amount of Hostscan data stored on FTD exceeds the limit of

data-max KB.

5B Firepower Threat Defense 7 /3 A A [ Z{RfF S 4172 Hostscan 7 — ¥ O\ IR 2 2 5 & |
Hostscan O#1 L WRERITHET S E ¥,

* size-recv : Hostscan D255 — X DY A X (KB HAL)

e sre-ip : EFITLD P 7 KA

* data-max : Firepower Threat Defense 7 /3 A A |2 & > THRAF Z 415 Hostscan #i& F D &%
SR (KB HAL)

#2ET7 49 2 3 > Hostscan DIRTFT — % OHIRZEF 3 535413, Cisco TAC IZEE L TL 2 &
AN

. Syslog # v z— < 715001 ~ 721019



| Syslog # v+—< 715001 ~ 721019

7116602 [Jj

716602

Io—XAw t— <FTD-3-716602: Memory allocation error. Rejected size-recv KB Hostscan
data from IP src-ip .

SREBA A £ Y % Hostscan 7 — Z IZEI D Y CCWARPIZZ T —NEELE L,
» size-recv : Hostscan D [57 — % DY A4 X (KB HAL)
e sre-ip @ EFITLOIP 7 R LA

*E’ﬁ‘77°/5|‘/Hostscan@ﬁ?UBE%f7z‘/lxM WICRELET BEESNTWDHEHE) . MERN
fig ik U7e 540, Cisco TAC 12 ZHLfE < 7230,

716603

15—)‘ “Jt—:) SFTD-7-716603: Received size-recv KB Hostscan data from IP src-ip .

SRBAFEE L7z A XD Hostscan 7 — ¥ D IEFIZZESINE LT,
e size-recv : Hostscan D32 2T —Z OH A X (KB HATL)
e sre-ip @ EFITLDIP 7 R LA

*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

A v t— 17001 ~ 717064

ZOIE T, 717001 225 717064 L THO X v B— 2 OWTEHA L £,

7117001
I5— 4 vt—’) SFTD-3-717001: Querying keypair failed.
ERBRRRER IR UM B2 % — T B RO)N D FHATL,

ﬁﬁ?b&ayb?xbf%yhny74¥;v—yaynﬁ@@%—&7ﬁ@5:&%ﬁ
RLT, BEREREHEELET,

717002

15—)‘ “Jt—:) SFTD-3-717002: Certificate enrollment failed for trustpoint

trustpoint name. Reason: reason string .
BAZ DO LT A RHRA 2 D ORERELRDIE L E Lz,

* trustpoint name : BFEKER DX G L 72D T A MKRA M
* reason_string : FERER DKL L 72 BEH

WE7HIL a3 VERLEBEBIZOWT CA Y — 2R LET,
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717004

717005

717006

717007
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ITo5—H* ‘y‘b—*‘) SFTD-6-717003: Certificate received from Certificate Authority for

trustpoint trustpoint name .

REAZ D T A FARA » MIx LT CADBREHIEL EFICZELE L,

« trustpoint_name : t 7 A NARA N4
RT3y R,

IS5—A “Jt—:) $FTD-6-717004: PKCS #12 export failed for trustpoint trustpoint name .

A CAGEAESLITNIFEEL N A NRA U NOT AT 2T 4T 4 FEAENGFE LV, F-
IR — T BREL WD, PTAMRA L Mo/ AKR— M TEEFHEATL,

s trustpoint_name : N7 A NRA 4

WRET OO a VRSN b7 A MRA MO U TREARGERA#BE F— T 0D 5 Z L AT
BLET,

IS5—XAw t—:/ $FTD-6-717005: PKCS #12 export succeeded for trustpoint trustpoint name

BREA R T A MARA U FBIEFICZ I AR— vk LT,
s trustpoint_name : N7 A NARA > N
WETV a2 RE,

IS5—A “Jt—:) $FTD-6-717006: PKCS #12 import failed for trustpoint trustpoint name .
BBAZR SN2 T A MKRA Y hOA VAR — PR TEEEATL,
s trustpoint_name : N7 A NRA N4

WETI AV AR — N LTeT =2 OBENEHERLET, ZD%, pkesl2 L a— 2K
WELLEEVHTOR TS Z LR L. T— 42/ A v R—FLET,

Io—XAw t—:/ $FTD-6-717007: PKCS #12 import succeeded for trustpoint trustpoint name

BRBAYR L7 h 7 A RARA » b OA R — FRNIEFIZET LE LT

s trustpoint_name : N7 A NKRA 4
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717008

717009

717010

1701

17008 [
*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

Io—XAw t— 4FTD-2-717008: Insufficient memory to process requiring memory.

HMEAAEY AZMELTLH RO AT VED Y CERITHICNIZ T =D RELE Lz, £
Y OEI B THIZZEDOMD T ut 2 TRIENFEA U, IBEOLIRNTE T 5305 AREMER &
9,

* process_requiring_memory : A€ U ZNE LT LR 7 rEX

WRT7IaAVELIWIT Ry 7 T5DIC AT VB L 0r 7 %2 I4E L, Firepower Threat
Defense 7 /35 A #Vm— RKLET,

I5—AY4E— sFTD-3-717009: Certificate validation failed. Reason: reason string .

SRBAGERAEORGENKRI L E LTz, ZAUE, 7 o 72 EOKRGERTT. BRI RiEAER
M, T ar 7 X2 b—y g COMBENRRKRTHLRRESENH Y £,

« reason_string : I DOFRFED B L 72 Al

WRTI AR N T A NRA Y EBRARONL RN 2 ENEBTREN TV D HE
X, 274 X2 b —2a VTRGEDTED AR N T A RRA »V ERRESNTNWD Z & & ff
#8 L ¥9, Firepower Threat Defense 7 /XA A ORFLNFRGER ORFZNI R L CIEMETH D Z L &
ERLET, MEOKRKRZME L, RSNTREZFTIELET,

Io5—4% “Jt—:) $FTD-3-717010: CRL polling failed for trustpoint trustpoint name .

SRBAGEEAERZNY A v (CRL) A—U I MRRWLE Lz, CRLTF = v 7 NHBEREAIT, Z
L > TERS/HEG IND RN H Y 7,

« trustpoint_name : CRL Z %R L7 b7 2 FARA > b DAH]

WRF7HIaUREESNTZ CRLEMMIAA > b EOBICEHRMNFEST D 2 & MR L., FEIO
CRL BUSAIE LS HERET D Z L 2B L £7°,

15—)( W) t—:/ $FTD-2-717011: Unexpected event event event ID
BRBREHE ORMETIET T SN nA XU R ELE L,
HRT Y 2 a VENRR LW 54, Cisco TAC IZBMWAHE L 7ZE0,
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117014

717015
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I%—)‘ ‘y‘b—*‘) $FTD-3-717012: Failed to refresh CRL cache entry from the server for

trustpoint trustpoint name at time of failure

SBAER SN R T A MRS U M D F v v a2 SN CRLE U DY 7Ly vafk
I8, RENTZ M2 L £ L=, ZhiZ X > T, Firepower Threat Defense 7 /31 A
FIZHWCRL AT, %07 CRL b & DM 3 MEES S WTREMED & D F9,

« trustpoint_name : 7 A FARA kDA
s time_of failure : &R A FEZ

WRTIav xRy MU= 3 —n0X YU 8 = OB EORMBE LR L E
7, crypto ca crl retrieve =~ > F& i/l L T, CRL ZF# TG L £7,

Io—XAw t—:/ SFTD-5-717013: Removing a cached CRL to accommodate an incoming CRL.

Issuer: issuer

REAT VX OVEERAEZ M L CTIPSec b FAEREIET D X I ICT A ANRFEEINTNDHE
AL, RO CRLZX 7o — RETICHETL L I, CRLBAEVIZHF vy v a3
LAEEERH D £, T v a0 0IC72 - Tl CRL 2% 7 Avb /< e o728
Bl BERAR—=ZAMEHATREIC /2 5 £ TV CRL BHIFRENTWEET, ZDOA vE—
VT, N—=TENDH% CRLICK L TARKSILET,

cissuer : ¥ v v =2 &7z CRL ZHIMRT 5T /34 ZADL4HI
*Eﬁ’?gt/a ‘/%\%f& L/o

I5—4 “Jt—:) SFTD-5-717014: Unable to cache a CRL received from CDP due to size

limitations (CRL size = size , available cache space = space )

SERT U X LA E AR L CIPSec b RN ERAT D L I ICT AL ARBESNTNLE
B, B OT- I CRL Z X v m— FEFICHETP L I, CRLAAEVIZF Y v ad&h
LAREMERHV ET, ZOAvE—VIE, ZIELTLCRLAKRETETCHF v vallNE LR
WEAICAER SN E T, KEWCRLIZF ¥ v = SInFHAN, l&HEdFR—rahFEd,
T, B IPSec #fi CCRL X U ou— RENDH T L &ZEWR L ET, IPSec ##HitdD/S— A K
BRI N T —< R ZHBT HAEMERH 0 7,

*E:ﬁ77 :/ 3 ‘/%‘giﬁ L/o

Io5—X% vt—*‘) SFTD-3-717015: CRL received from issuer is too large to process (CRL

size = crl size , maximum CRL size = max crl size )
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7117016

117017

717018

106 [

SBA IPSec Rl L > T, HFAIENT-HARKCRL YA XL HREVWCRLBF T v 2— RER
FL7m, 2O T2, BRORMAIBAELET, 20X vE—F, 102 1ELE
REINLNE D ICHIES N TWET,

WET7V a2V CRLIADKNTF =y 7 Tl A=) T 4 B bERRRK LD
REMEDN DV 9, ZORBEEZMRS 2 5EIE, CADY Y 2—a & L TCRLOY A
Ru/NELTHT L, F721X CRL MRiE%E 2 & L 72\ Firepower Threat Defense 7 /3 A A % 5%
ETHZENRHY ET,

IS—XAw t_:/ $FTD-6-717016: Removing expired CRL from the CRL cache. Issuer: issuer

REBAT U X VREAE A LT IPSec b v RV EFRRET 5 X 9 IZ Firepower Threat Defense 7 /3
A APERESNTWDEAIT, BEO- I CRL 24 7 un— FEFICHET L 912, CRL 23
AEVICHR Yy v a2 SNDARHERHY £9, ZDOA vE—U1E, CADBEE LIZANHIRE
TFIERESNI-X v v v 2 FFFE L, CRLAFT ¥ v v anbHlBRSNGa I AR S E
7

*E;:I;‘%Tb :/ 3 ‘/L[Z‘gic L/o

Ia_)‘ ‘y‘b-*‘) SFTD-3-717017: Failed to query CA certificate for trustpoint
trustpoint name from enrollment url

SBRRBAER DD CAFFAELZERTHZ LICE > TR I AMRA U FERFIELE S L Lz L
ST =R ELELE,
WRTIOIVIDRTAMRA L N CREURLARES N TND Z EA2MR L, CAY—
LOER AR LT, BEREeERITLET,

15_)‘ Vi ‘t'—:/ $FTD-3-717018: CRL received from issuer has too many entries to process
(number of entries = number of entries , maximum number allowed = max allowed )
FRBAIPSecHHEIC L > T, Y AR— FTCELHLVEL ORI M) ZEFLCRLAF V1 —
FENFE L, 2k, #EoRBEEE 3T —RETT, ZoXyE—TF 108
LEILOFREINZ2VE I ICHIBBS N TOhET,

« issuer : CRL 7174 ¢ X.500 4

 number_of entries : {5 L7 CRL NOKI=> h U DK

« max_allowed : Firepower Threat Defense 7 /3 A A 34— h 4% CRL = U DK
HET792aV CRLARDKT = 7 Tldk, A7 —F U7 4 BEBERBRRRERDF]
RERSY 3, ZOMEERRLT 5 HECIE, CADY Y 22— 3 U EFHEL TCRLOYA
Ru/NWEL T 5 L, F£721% CRL MiGEA #4022 & L7240 Firepower Threat Defense 7 /31 A & 3%
ETHIENDHY ET,
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717020

17021
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ITo5—H* ‘y‘b—*‘) $FTD-3-717019: Failed to insert CRL for trustpoint trustpoint name .

Reason: failure reason .
$%BA CRL NEUG S22, L CTH Y | failure reason D72 F v v v 2 [THATE XA,

« trustpoint_name : CRL ZZ K L7 b 7 2 hARA > F D4R
« failure_reason : CRL Z ¥ v v ¥ =2 [T ATE 2o 7o #H

#2427 2 * 3 > Firepower Threat Defense 7 /31 A OBEDFREZ] A CA DKL % L TIEMETH
5HZ & EER L ET, NextUpdate 7 4 —/L K372 W5 1K, NextUpdate 7 o« —/L R & G142
EICRTAMKRA L MERELET,

15—)‘ “Jt—:) $FTD-3-717020: Failed to install device certificate for trustpoint
label . Reason: reason string .

SRBAEGRROREEE T A FARA V MIBGEREIZIA A — ML LS E LTS & X,
EENEELE LT,
s label : % §%*%I5: D Firepower Threat Defense sl &% A A h— /L TE 0o 7- h T A hAR
A4 NDTYL
* reason_string : LB & BRFE T & 7 WELH

WETOavEFEOHAZSR L CTEEORKZIY ke, B HEAITLET, — KR
PR IX, %72 REB] 28 Firepower Threat Defense 7 /34 A (24 VA R— R &N TWAH72d, £/
TREAROFEAFICEENTVDAMF—L T A MRS P TERENDF—T LD
Ay FOIDITRELET,

Io5—H* ‘yt—*“) SFTD-3-717021: Certificate data could not be verified. Locate Reason:
reason string serial number: serial number , subject name: subject name , key length key
length bits.

BEAT U T NFE S LTV NATRINIGEAEZMGEL L9 & LE LR, Bz
HERIZE> TR LE L, ¥ =F ¥ 2L GERET —# 2T 2 &, Bl — ¥
A TRV AR— h SN F— A XL RSN DN DO T — R AET D AR
PR H D £,

* reason_string : LB & BRFE T & 7 WELH

s serial number : FRFEHF OFEAEDO Y T NLEE

« subject name : FREEF OFEHEICE ENH TV =7 M,

« key length : Z OFEEICEL T DO I F—HNOE v ML
HET7 VY a v S iERELFT, ARITHL &, ARRFT— 2 A4 TREEATH
L8, PAR—FINDOERF— A XL TWReWnWZ 2R LET,
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7117022

7117023

7117024

717025

nnz2 |

Io—XAw t— 4FTD-6-717022: Certificate was successfully validated.

certificate identifiers
RBARR] S N REE N B ICRGES ILE L7,

s certificate_identifiers : 15 I\ ZRRAE S AV REEZ 50T 6, ZiuZix, Bl U7
NG, TV M BROBIERBEENET,

*‘E“i?g :/ 3 ’L[Z\%:féf L/o

15—)‘ “Jt—:) SFTD-3-717023: SSL failed to set device certificate for trustpoint

trustpoint name . Reason: reason string .

ERBA SSL Bt ORBFED 1= OFTE D k7 A KA A > b T Firepower Threat Defense flE ] £ % 3% & L
KoL L TRIRLE L,

* trustpoint name : SSL 73 Firepower Threat Defense it EH A X E CEX o 7c T A RARA >
IN2EA:]
« reason_string : Firepower Threat Defense flFFH & % 5% /& T & 72 VB
WETV a2 ROLHIT, RBUZOWTHE SNZBER TR SN MEE R L ET,

RSN T A RARA 2 MBEERSILTE Y, Firepower Threat Defense flE # % ff - C
WHZ R LET,

» Firepower Threat Defense sEB]ENEFN THDH T & B L E T,

« MWERGAIX, NI ARMRA U MEFEBELET,

I5—Xw t— srTD-7-717024: Checking CRL from trustpoint: trustpoint name for purpose
FEA CRL RIS SN TWET,

* trustpoint name : CRL ZHfF S TWD M T A2 MARA & D4 HI
« purpose : CRL 235G S 40T % B

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

15—)‘ W) t—:/ $FTD-7-717025: Validating certificate chain containing number of certs

certificate(s) .

SRBAGEET = — U PRGEES LTV ET,
 >number of certs : F = — U NOFEHEDEL

WRT7)avnERL,
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717028

717029
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ITo5—H* ‘y‘b—*‘) $FTD-4-717026: Name lookup failed for hostname hostname during PKI

operation.
B PKI AL — g U ORITHICATED R A M H R TX EH A,
s >hostname : fER-TEX 2o T2 R A M4,

WRFHIaVTIEDKRA NMDIY 7 4 Xal—2 3  BIODNS — =2 Y 2FHR
T, RRTEXDHZ L BMER LET, T b, AL —va v alHRTLET,

I5—AYHE— sFTD-3-717027: Certificate chain failed validation. reason_string .
BB ET = — A REE T E EH A,

s reason_string : AEET = — U EZRGECTE 0o 0B HH 0 5 2BHIL, CAY— NZHE
TEXRV. FF R MEA L FRFIHTE . SHET A F LT 4T 0 OFSHIENEIN
o REREDN R LI/ 8T,

T 5 S 3 VEHIOR SRR AR L. ROLEO VT E AT L CRREE FFRTT L
iﬁqo

* CRL F = v 7 BB AL CA ~DE A ET 5 Z L 2B L £,

* FTARRA Y IPRBRESNTEY | MEEICHEHATE D Z L 2R LET,

« F=—UNO IDERERFHRAICESWTAH THD Z L 2R LET,

CREHENRG L TOARN T LR L E T,

I5—X*Y 72— sFTD-6-717028: Certificate chain was successfully validated additional

info .
REHREAET = — U BIEFICHRAES L E Lz,

* >additional info : FAEIET = — N ED L O ITHGEES Lz Z R T BIME#HR (CRL F = v
I NFEATE N0 722 L &<T [with warning] 73 &)

WET7Ia vnBERL,

Io5—4% “Jt—:) $FTD-7-717029: Identified client certificate within certificate chain.

serial number: serial number , subject name: subject name .
BB T4 7 FEEHE L LTIRE SN TV DEHEDS N S E 7,

e serial_number : 7 7 A4 7 FEEE S L GRBII SN OREEFEDO Y 7L &5
s subject_name : 7 7 A 7 2 FiEEL L ClBI SN AREEICE EN LT 7TV 27 M
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717030

717031

717033

7117034

717035

i |
*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

Io—XAw t—< $FTD-7-717030: Found a suitable trustpoint trustpoint name to validate

certificate.

ERBAREFEORGEICEEH TX 2@ E 7T TRER 7 A FARA » R EOMND LT,
« trustpoint name : FEEOKGEICHEH D R 7 A RARA b

*Eﬁ’?g :/ 3 ‘/%\%f& L/o

15—)‘ “Jt—:) SFTD-4-717031: Failed to find a suitable trustpoint for the issuer:

issuer Reason: reason string

SRBAEHTIRE/ R T A FARA » RO FX A, FEPAROKEFIL, A E2MEAET 572
DI 72 BT A RRA » FOMERAIRRIZ /2 2 TV D MENRH Y 9,

o >issuer : FRAE S AV CWCFEAE OFELT
s reason_string : Y172 8T A MARA R ELO G 72 W B

WR7V avar 7 Fal—arZf~THI A RMRA » bRRGE, WBIE, 3 LU
SNTWAHZ LR L, BEIORSINEZREEZELET, £, 2074 F2b—va v
M. IDFEHER Y, BEODX A TOFMHELZZF AL TWDLZ L 2HRLET,

I%—)‘ ‘y‘b—*‘) $FTD-6-717033: OCSP response status - Successful.
B OCSP D AT —H A F = v V7 JWENEFIZZE SNE LT,
*Eﬁ’?g :/ 3 y%‘gf—cﬁ L/o

I5—4 “Jt—:) SFTD-7-717034: No-check extension found in certificate. OCSP check
bypassed.

ZRBA lid-pkix-ocsp-nocheck] LHE% & Te OCSP INEMFERAENZEINFE L, kv,
OCSP A7 —H A F = v 77 LTI OiHEERIETE £,

*‘Eﬁ?b :/ El ‘/‘/[Z‘%:fci L/o

IS5—4 ‘y’b-*‘) $FTD-4-717035: OCSP status is being checked for certificate.

certificate identifier.
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717038

717050
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ERBA OCSP A7 —H A F = v 7 WEITIN DA ENFHI SN E T,
» certificate_identifier : FIEFE~ » 7N X - TUEE EZ TV D REIEZ 5B 5 15
*E::%77 :/ 3 ‘/‘/[Z‘%:/‘cc Lo

15—9‘ “Jt—:) FTD-7-717036: Looking for a tunnel group match based on certificate

maps for peer certificate with certificate identifier .

SRBAGERAE ID I X > TG SN A BT OFEAEIL, "RE7 b RV Z N —TO—HER A D
729012, RESNF-EAE~ vy Ik o T ENTWET,

s certificate_identifier : FIEFlE~ v 7HANZ X - TOEE STV B REE 253 5 158
*‘Eﬁ’?o :/ 3 y%‘gff: L/o

Io5—X% ‘yt—*“) SFTD-4-717037: Tunnel group search using certificate maps failed for

peer certificate: certificate identifier .

BT E ID IZ L - THB S o B 7 OFREAEL, "WHe7R b xb F—T 0O Ha2lh b

WIZ, RESHCRERE~ v 71X > TRE S E L, —ENRA20) FHEATLL,
« certificate_identifier : FIEFIZEE~ v ZTHIANZ X o TRBL S LTV B REAE 2505113 2 1

WET D L3 U LI BT REAER LOBGER 2 OlE 51k CA GE &~ v 7 HANZ &S0
T, ZOEERTFHINEbDOTHLZ 2R LET,

I%—)‘ v t_:/ $FTD-7-717038: Tunnel group match found. Tunnel Group: tunnel group name

, Peer certificate: certificate identifier .
BREBAREE ID IC X > TRl SN D BT OFEHFIL, RESINIFEHE Y v 7T L > TR S
. Rt T—T~O—FNREHOND £ L,

« certificate_identifier : GEFH1FE~ > ZHIANZ X o TRE STV 5 FEE 2580517 5 1f

« tunnel_group name : FEE~ v THRIT—H L7z b 1V T —T DLHI

*Eﬁ’?g :/ 3 ‘/‘JZ\%&E L/o

15_)‘ “Jt—:) SFTD-5-717050: SCEP Proxy: Processed request type type from IP client
ip address , User username , TunnelGroup tunnel group name , GroupPolicy group-policy

name to CA IP ca ip address
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151 [

ERBASCEP 7 m ¥ U NIA v —UEZE L, CAICHHLE LT, CADRDLDIREIXY 74T v
MRk ET,
e type : SCEP 7' 10 % U A5 L7 Bk & A 73541, PKIOperation, GetCACaps, GetCACert,
GetNextCACert 33 & (' GetCACertChain DN F 41702 SCEP A v &— X A 71270 £,
s client ip address : 15 LT2BEROEFEILIP 7 R LA
s username : SCEP xR %515 L7- VPN & v o g VBT b -2 — V4
s tunnel-group name : SCEP B3R %55 L7z VPN & v ¥ a VICEERM T L horxv 7

="
* group-policy name : SCEP B3R % 5{5 L7= VPNt v ¥ a VIZBEMITF bz 7 —7 KR Y
t‘/»_.

*caipaddress : 7)V—7" R —THESNTWVWHCADIP T RL A
*Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

717051

Io5—H% ‘yt—*“) SFTD-3-717051: SCEP Proxy: Denied processing the request type type
received from IP client ip address , User username , TunnelGroup tunnel group name ,

GroupPolicy group policy name to CA ca ip address . Reason: msg
$%BA SCEP 7’1 ¥ U ELR OB AESR LE Lz, ZHud, EI A, 7adro=7—iR
fe, FITERN R BRI K > TRAET HREEMERH Y 7,
e type : SCEP 7' 10 % U A5 L7 Bk & A 735741, PKIOperation, GetCACaps, GetCACert,
GetNextCACert 35 X O GetCACertChain DT 423D SCEP A vt — Z A 71272 £,
s client ip address : 15 LT2BEROEFEILIP 7 R LA
* username : SCEP B3R #3212 L7= VPN & v > g VIZEESTF Sz —F 4
s tunnel-group name : SCEP E3R %55 L7z VPN & v ¥ a VICEERM T L horxv 7

="
* group-policy name : SCEP 3R % 5{5 L7= VPNt v ¥ a VIZBEMITF bz 7 —7 R Y
t‘/»_.

s caipaddress : 7)V—7 R —THESNTWHCADIP T RLA

e msg : ZORDOMMBENESR SN BH £ 7213 7 — 2 =R U5
ET7 o a v hEncBaNOORERARE L E T, HiE L TERPENTH L Z L2
FREINTWDEEE, CAURLOREZMR L ET, €I TRVEEIL, Fr RV I —TT
SCEP DGR A R— T /W > T D Z & %72 L. debug crypto ca scep-proxy =~ . K%
fEHLCEBIZT ANy 7T LET,

717052

Io—X% ‘yt—*“) SFTD-4-717052: Group group name User user name 1P IP Address Session
disconnected due to periodic certificate authentication failure. Subject Name id subject

name Issuer Name id issuer name Serial Number id serial number

SBAEHINRREA FREES I L, By g UG SR LTS,
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e group name : £y a VINET LT V—T R — D4
s user name : ¥ v a L D—F4

eIP: By aLDONRTY 7 IPT LA

s id subject name : & > 3 2 > @ 1D fEBEDOF4

o id issuer name : £ > 3 O 1D iFBAEDOIITE 4

e id serial number - > 3 O IDIFAZEDO VU T IILEE

WET7Va v ERL,

SSP &fkD F vy 7

15—)‘ v t— 3rTD-5-717053: Group group name User user name 1P IP Address Periodic
certificate authentication succeeded. Subject Name id subject name Issuer Name id issuer

name Serial Number id serial number
SRBATEHINY 22 R ERRREIC AR L & LT,
s groupname : &> a VBT H 7 V—T7 KU —DL4HI
e user name : v a O —HW4
s id subject name : & > 3 2 > @ 1D fEBHEDOF4
e id issuer name : ¥ > 3 O 1D iFBAEDOIITE 4
e id serial number : £ > a O IDiEAEDO U T LVE =

%&77 :/ 3 D%\gzﬁ Lo

SSP &fkD F ey 7

Io5—H* ‘yt—*‘) SFTD-1-717054: The type certificate in the trustpoint tp name is due
to expire in number days. Expiration date and time Subject Name subject name Issuer Name

issuer name Serial Number serial number
REA N T A MARA » FNOIRE SN FEEO RS TSV TV ET,

« type : AEAED X A 7 (CA £721% D)

s tpname : SEAFENETDH T A FARA b OAHI
« number : FEIIRE TD H %L

* date and time : FZNHBRD H

s subject name : FEAEDIF4

o issuer name : FEPAZEDRITE L

s serial number : FEHED Y T ILE S

RT3 VREAELZ TR L LT,
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717055

717056

117057

I |

ITo5—H* ‘y‘b—*‘) $FTD-1-717055: The type certificate in the trustpoint tp name has
expired. Expiration date and time Subject Name subject name Issuer Name issuer name

Serial Number serial number
RBA T A hARA v FNOFRE SNTZFEAEOF RN TV ET,
« type : AEAED X A 7 (CA £721%1D)
«tpname : FEAFENETDH 8T A FRA b OAHT
e date and time : B ZhEARR O B I
s subject name : FEAEDIF4
o issuer name : GIFBEDIRITEL
o serial number : FFIAEO U TLE S

RT3 ViEHEEZ TR LET,

LD A L SSP DA

15—)( v t—:/ SFTD-6-717056: Attempting type revocation check from Src Interface
:Src IP /Src Port to Dst IP /Dst Port using protocol
FBACANCRLAZX 7 m— RL KD & LTWzh, OCSPRIIMERERZXFLLS & LT
WE L7,

. type 1 KR D # A 7 (OCSP % 721% CRL)

* Src Interface : JINMEFBDFEITILDA  H—T = A ADLH]

* Src IP : JINMERB D EITITOIP 7 R LA

* Src Port : KENHERDFEITILDOR— &=

* Dst IP : KINHERBELR OEF LY — D IP T LA

* Dst Port : JINERBESR DKL — DR — FE =

* Protocol : RINHERRIZME & o 7w k=L (HTTP, LDAP, %72(3 SCEP)

*‘Eﬁ’?o :/ 3 y%‘gff: L/o

Io—X% ‘yt—*“) SFTD-3-717057: Automatic import of trustpool certificate bundle has
failed. < Maximum retry attempts reached. Failed to reach CA server> | <Cisco root bundle
signature validation failed> | <Failed to update trustpool bundle in flash> | <Failed

to install trustpool bundle in memory>

REAZ D syslog i, ZNHDOTT— A vE—Y D1 DTERINET, 2O syslog iX, BE)
A VA= MEEOFRER T —FAEH L, HICEERRELLEGEICELWT ANy 7 Ay tE—
VICHEET LD DTYT, £ T —0fEMIET Ny ZHhICER RSN ET,
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WR7HSaVCADT /78I E)T 4 HfiEL, 7T v =2 CA/L— hEFHE TR A Tl
LET,

ITo5—H* ‘y‘b—*‘) $FTD-6-717058: Automatic import of trustpool certificate bundle is

successful: <No change in trustpool bundle> | <Trustpool updated in flash>.
SRBAZ D syslogid, ZHHDKINA vE—TD 1 OTERINET, ZDsyslogld, HEIA >
A= MEEORR T2 —FEEH L, HICEENBELEGAICIELWT ANy 7 Ayt =2
FHET LD EDTYT, £ 7 —OFMITT Ny ZHNIERINET,

#REFHOa VL,

15—)‘ v t—:/ SFTD-6-717059: Peer certificate with serial number: <serial>, subject:
<subject name>, issuer: <issuer name> matched the configured certificate map <map name>
REAZ or 71, ASDM B R E A U CERAE S HL, BXE SRk E~ v 7 b— iz
HEONWTHAINTWEIGEEITERSINET,

*‘E%%77 :/ 3 D%\giﬁ Lo

I%—)‘ V) t_:/ $FTD-3-717060: Peer certificate with serial number: <serial>, subject:
<subject name>, issuer: <issuer name> failed to match the configured certificate map

<map_name>

FAZ Or 713, ASDM A REI EFH 2T L CGRIES #1, RE SN/iE#E~ v 77—
ESVTIHFAI ST RWERITERSNET,

HET7ZV a3 n 7 TERENTVD ETREHENTFII SN Z LIZR> T EH5EIE. SR
STV % map_name DFEAE~ v TBIEL MRS L, LIS THER AT T5 &9 1v v
TEREELET,

SSPEEHDO R LA hv

15—% v ‘t’_:/ %FTD-5-717061: Starting protocol certificate enrollment for the trustpoint
tpname with the CA ca name. Request Type type Mode mode

SRBA CMP BERZERMS Y T—ShE LT,
s tpname : HELSNTWD T A MKRA b ORI
cca:CMP 227 4 X2l —a TSNS CARA MELIZIP T FLR

s type : CMP %R % A 7" (Initialization Request, Certification Request, 3 J2 " Key Update
Request)
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717062

717063

717064

i |

s mode : B4k N U & — (Manual & 7213 Automatic]
s protocol : k7 v k2L . CMP

WEF7IaLERL,

15—)‘ v t_:/ SFTD-5-717062: protocol Certificate enrollment succeeded for the
trustpoint tpname with the CA ca. Received a new certificate with Subject Name subject

Issuer Name issuer Serial Number serial
ERBH CMP BERECRICAEPI L E LT, BrLWEEENZE SN E LT,
s tpname : HELSINTWD b T A MKRA - b ORI
cca:CMP 27 4 F2b—a CRESND CARAMERLIZIP T FLA
s subject : 5 LIZAEBAEN O DOH T V=7 (4
o issuer : A5 LT2FEAENS ORITE 4
e serial : Z{E LIZGEAEN OO TILHE
« protocol : B§x7 1 k=L . CMP
WRT7IaNERL,

SSP EJHD R L& A ~v

Io—4Avy ‘t'—:/ SFTD-3-717063: protocol Certificate enrollment failed for the trustpoint
tpname with the CA ca

S8 CMP BRERERIZI L £ LT,

e tpname : BHELIILTND N T A MARA N OAH
cca:CMP a7 4 Falb—aryTRtahd CARA M ERLITIPT FLA
s protocol : XEk7 1 k=L . CMP

WRF7HIa2VCMP TNy 7 FL—REMHHLT, BEEEAZEELET,

SSPEHEADRMHEL

15—% v t_:/ SFTD-5-717064: Keypair keyname in the trustpoint tpname 1s regenerated

for mode protocol certificate renewal
B LT A RARA Y FNOF—XT X, CMP 2 L CGGEHEOBEAICHER I E T,
s tpname : HELSNTWD T A MKRA - b ORI
s keyname : N7 A NARA 2 FNDF—XT D4 i
* mode : &k U F— (Manual ¥ 7213 Automatic)
« protocol : &7 1 k=)L . CMP
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B o2 ns0 ~ 119026

*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

X v t— 78001 ~ 719026

718001

718002

718003

718004

ZOIETIX, 718001 225 719026 FTHO A v E— I HOWTHHALET,

Io—XAw t—:/ $FTD-7-718001: Internal interprocess communication queue send failure:

code error code

RBAVPN I — R AT 7 Fa—TAyE—VEFa— |l AL L LILEEIZ, NEEY
ThU T 2T =RREALELE,

WRET VD a il JHUEREOZRVRIE T, BIREDHER L2254, Cisco TAC IZH[H
WEDELSTZS,

15_)( v t_:/ $FTD-5-718002: Create peer IP address failure, already at maximum of

number of peers

BBAR— R AT T ETORREEBHLE L, BTLVETIIER S ET,

WE7H3o0—RRF UV U TRy NI—T a7 4 X2 — g VERRT, a—
RRZG oo 7 BT OEMN, HFAESNTRRMEZBIE L TN 2R L ET,

I5—AYt— ¢FTD-6-718003: Got unknown peer message message number from IP address
, local version version number , remote version version number

BB — R AT 7 ETONTANNL, B SNRNe— R AT T Ay =Y
NEEINE L, ZHUL, ET7HON—Va VOAR—EE R L TWDIHEENRH D 7325,

WEY 7 b =7 27 —=nRKRE > Tnd & BbhEd,

HR7 30T _XTCOu—RKARNT Uo7 ETICHBERD D 2 & 2GR LEd, At
B0, ZORENRKSHGE. FRITEE LI RVEIERGIEEZ ShD5E1E, Cisco TAC
WZBMWEDLELTZE N,

I%—)‘ v 't’_:/ $FTD-6-718004: Got unknown internal message message number
BREANEEY 7 U =T =T =03 BAELE L,

WET7 O D avias, ZHEIRBEORVIREE T, RBENERR L722W5E6 ., Cisco TAC 235/
WEDEIZEN,
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718005

718006

718007

718008

718005 ]

ITo5—H* ‘y‘b—*‘) $FTD-5-718005: Fail to send to IP address , port port

S — K ANNT T Vry NTONRF y FOFEEHRIZ, WENY 7 o =7 =T —N384E
LELE, ZHIEFRy hU—7 DORIEZRL TWDATEEMERH D £,

#4277 2 * 3 U Firepower Threat Defense 7 /34 A TRy N —2/Dary 7 4 Xal—a %
Fxz=v7 L AVBE—=T 2 ANT VT 47 CTFa ka7 —H ) Firepower Threat Defense 7
NA R BB LTS Z L 2R LET, FENARR L72WEE, Cisco TAC IZEBWEDH
<TEEv,

Ia—)( v “Z—:) $FTD-5-718006: Invalid load balancing state transition [cur=state number

] [event=event number ]

BRAAT — b~y 2= RAELE L, ZHIE REY 7 MU =7 =7 —=PFHET D]
BN H D Z L AR LTVET,

WME7OavEmsy., ZIVUIEORWIREE T, BIEMRE L2V A, Cisco TAC (2R
WA DbEL XN,

15—)‘ ‘yt—*“) $FTD-5-718007: Socket open failure failure code

AR — R AT Yy FEBZOELTWDEEIC, =27 =0 ELE L, Th
X, Ry MU= ORBEETZIINEY 7 b =7 =7 =N HET D AREM DS H D Z L 2R LT
WET,

#2427 © > 3 > Firepower Threat Defense 7 /34 A TRy N —2/Dary 7 4 Fal—a %
Fxv7 L AVE—=T 2 A ANT 7T 47 TF 0 k235 —H ) Firepower Threat Defense 7~
PNA A Z@EB LTS Z EZMERLET, BEPMER L2WEA . Cisco TAC IZHBWE b
<TZEVy,

15—)( ‘yt—*‘) $FTD-5-718008: Socket bind failure failure code

£5BA Firepower Threat Defense 7 /34 A 32— R NZ 207 Yy MINA Y RLEY &L
feedlZ, 27— ELE L, 2t Xy N2 ORMBEEZIIREBY 7 b =7 =
T—PFET DRREMRH D Z L Z R L TNET,

#2427 > 3 > Firepower Threat Defense 7 /34 A TRy NI —2/Dary 7 4 Fal— 3%
Fxv7 L/ AVHE—=T 2 ANT 7T 47 TF 1 k3L 7 —H ) Firepower Threat Defense 7
NA A Z@EB L TND Z &R LET, BBBHR LRWEE, Cisco TAC IZBVWE b
<7EEWN,

Syslog # v z— < 715001 ~ 721019 .



Bl 7800

718009

718010

718011

718012

718013
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IS5—Avyt—Y 2rrD-5-718009: Send HELLO response failure to IP address

£%BA Firepower Threat Defense 7 /3 A A 31— K /NF 2 07 7 D 1 2|2 Hello Response A
T—UERFELEO LI, =m0 RAELE L, 2T, Xy NV —J7 OREET
BNEY 7 F U =7 27 —=BEET D ARENRH D Z L AR L TNET,

#2427 2 > 3 > Firepower Threat Defense 7 /34 A TRy NI —2/Day 7 4 Fal— 3 Uk
Frxv I L, A X =Tz AANT 7T 47 TF v b a)bF—%N Firepower Threat Defense 7
NA R Ziil LTS Z e 2R LET, RIBESR L2WEE, Cisco TAC IZEWA bt
<IEEwy,

I5—Ayt— srrD-5-718010: Sent HELLO response to IP address

£%BA Firepower Threat Defense 7 /34 A [, B— R /3F . 7 B 7|2 Hello Response A v & —
VEFELELL,

*‘Eﬁ’?b :/ 3 y%‘gff: L/o

I5—4 W — $FTD-5-718011: Send HELLO request failure to IP address

£ B8 Firepower Threat Defense 7 /N4 A ;31— R XT3 07 B 7 O 1 O|Z Hello Request A
E—UERELEYELIEEEXIL, 2T RAELE L, ZHE, Xy N ORMEE
FNEY 7 Ny =7 =7 —EHET A AR S S5 2 L Z R L TVET,

#2427 > 3 > Firepower Threat Defense 7 /34 A TRy NI —2/Dar 7 4 Fal—a %
Fzv I L, AV F—TxA ANT 7T 47 TF v ka7 —HH Firepower Threat Defense 7
NA R Zlim L CnD Z L a2 LET, BEIR L2V E, Cisco TAC IZBMWA bt
<TE&EWY,

IS5—4 w4t — 4FTD-5-718012: Sent HELLO request to IP address

5B Firepower Threat Defense 7 /34 A X, ©— K /N7 v 7 B 7 (Z Hello Request A v & —
VEKRELE L,

*‘Eﬁ?a :/ 3 ’%\E%& L/o

IS5—AytE—Y 2FTD-6-718013: Peer IP address 1s not answering HELLO

HBe— K XT3 7 BT Hello Request A v B— VIR L TV EH A,
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718014

718015

718016

7118017

718018

nsos [
RT3 —RNRT UV TSSFET Xy N —JHERORAT — X 2 &R LET,

Io5—A ‘y’b-*‘) $FTD-5-718014: Master peer IP address 1is not answering HELLO
BT — K RNT 7 v AKX — 7 ) Hello Request A v E—IZRE L TWVERA,

W73 00— RSV FSSFvAY—ET LRy NI — VGO RT — X X5k
FLET,

I5—AYE— 3FTD-5-718015: Received HELLO request from IP address

£5 B8 Firepower Threat Defense 7 /31 A (X, ©— K XT3 7 7 M5 Hello Request A
t—UEZELELL,

*‘Eﬁ?b :/ 3 ‘/‘/[Z‘%:fcﬁ L/o

IS5—*Avyt— 2rrD-5-718016: Received HELLO response from IP address

£%BA Firepower Threat Defense 7 /3 A |%, Hello Response /37 > h& a2 — K NZ v 07 B
TirbZELELL,

*Eﬁ’?o :/ 3 >%\%f£ l/o

15_)‘ ‘yt—’) $FTD-7-718017: Got timeout for unknown peer IP address msg type

message type

£5BA Firepower Threat Defense 7 /XA A INRHDOET DX A LT 7 M EME L FE L=, E7137
TIZT 7747 VA RDPOHIBRSNTWD RN HDH DT, A ve—VI3EHINE L,

RT3 A B—UNRRLWEE, FREEE L RVWEMERS ISR Z SN 54
T, B—= R AT T BT ERANT, REDRTRTIELW E2/MERLET,

I5—Ayt—Y 2rTD-7-718018: Send KEEPALIVE request failure to IP address

EBA Keepalive Request A v E—3 20— R ANT 07 ETD1IDICEELEY ELTND
L, 2T RAELELL, ZhiE, Ry NY—27ORBEEIIREY 7 2T 25—
DT DR S5 Z L 2R L TWET,

#4227 2 © 3 U Firepower Threat Defense 7 /34 X TRy N —2/Dary 7 4 Xalb—a %k
Fxv I L, A X =Tz AANT 7T 47 TFa b a)b7F —%) Firepower Threat Defense 7
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718019

718020

718021

718022

718023
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NA A ZBBELTWDZ EEMRLET, MENMER L2V E. Cisco TAC IZBWA bt
<TZEV,

15—)‘ ‘yt—*“) $FTD-7-718019: Sent KEEPALIVE request to IP address

5B Firepower Threat Defense 7 /3 A A [X, B— K /3T 7 E7(Z Keepalive Request A
“12%17%%15 Li L/?L:o

*E;:I;‘%Tb :/ 3 ‘/‘/[Z‘g/‘cc L/o

I5—Ay4E—Y 2FTD-7-718020: Send KEEPALIVE response failure to IP address

£5BH Keepalive Response A v E— % B — R AT T ETOIDICERFLEY ELTND
LEIL, =mT—RELELL, 2L Xy Y= OREEIINHY 7 by =7 =5 —
DIFET DAl H D Z L 2R L TVET,

#2427 2 * 3 U Firepower Threat Defense 7 /34 A TRy N —2/Dary 7 4 Xal—a %
Tz L, AV F—TxAANT 7T 47 TF v ka7 —=H) Firepower Threat Defense 7
NA R Bl LTV D Z & 2l LE T, BEBMRR L2 WEE . Cisco TAC IZBWEHHE
STEEW,

I5—Ayt— 2FTD-7-718021: Sent KEEPALIVE response to IP address

&% BA Firepower Threat Defense 7 /3 A X, v — K /XF /227 BT |2 Keepalive Response A~
T—VERELELE,

WET7 O a nERL,

I5—Ayt— $FTD-7-718022: Received KEEPALIVE request from IP address

£5BA Firepower Threat Defense 7 /31 A [, = — R /XT 07 7 )b Keepalive Request A
-V EZELELE,

*‘Eﬁ?a :/ 3 ’%\E%& L/o

I5—Ayt— 2FTD-7-718023: Received KEEPALIVE response from IP address

£ BA Firepower Threat Defense 7 /3 A (X, ©— K XT3 7 B 7 )b Keepalive Response
Avb—VEZELELE,
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718024

718025

718026

718027

718028

nso2 [
*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

I5—Ayt— 2rrD-5-718024: Send CFG UPDATE failure to IP address

%A Configuration Update A v E—TZm— R AT 27 7O 1 DICEEFELES L LT
Lz, mI—BRELELE, ZHhE, Xy NT—JORMEERZEIRNET Y 7 by =T =
T—INFETDHAREMENDH D Z LR L TWET,

#4277 2 * 3 > Firepower Threat Defense 7 /34 A TRy N —2/Dary 7 4 Xal—a %
Frxv I L, A X =Tz AANT 7T 47 CTFa b ab7F—%) Firepower Threat Defense 7
NA A ZBBLTND 2 EA2MRLET, BBBIMHR LRWES, Cisco TAC IZBWEbE
TZEW,

I5—AyHE— 2FTD-7-718025: Sent CFG UPDATE to IP address

%A Firepower Threat Defense 7 /31 A [L, v— K /NF 27 BT (T Configuration Update
Avt—VEEELE L,

#Eﬁ77 :/ 3 )%‘gfcﬁ L/o

15—)‘ ‘yt—*“) $FTD-7-718026: Received CFG UPDATE from IP address

5B Firepower Threat Defense 7 /3A A [X, ®— K /N7 v 7 B 7 ) Configuration Update
Ayt —VaEZELELE,

*‘Eﬁ77 :/ 3 QJZ‘%:%J? Lo

15—9‘ v t—:/ $FTD-6-718027: Received unexpected KEEPALIVE request from IP address

&5 BA Firepower Threat Defense 7 /3 A A X, m— K N\TZ v 7 E7 )b T ¥a Keepalive
Request A vt —T%&ZELE LT,

TS a3 URENRERLRWES, £ EE L AVWEERS & Z SNE5EE81T.
RTCOR—RANFT U7 ET7NELSRESIL, SR THWAZ 2R LET,

15—)‘ ‘yt—*“) $FTD-5-718028: Send 00S indicator failure to IP address
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718029

718030

718031

718032

718033
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B OO0S Indicator A v =V & H— R AT 7 ETDOIDICEFRLEI LTS LE
o, =T —PRELELE, 2L, Xy MUY=V OMEEZIINT Y 7 v =7 =7 — N7
TETDHEERD D 2 EZRLTVET,

H#E3E T U © 3 > Firepower Threat Defense 7 /3 A TRy U —2/Dar 7 4 ¥alb—a %
Frxv I L, A X =T AANT 7T 47 CTF 1 k3L —%7) Firepower Threat Defense 7
NA A ZBBLTNDZ &R LET, BBEBMHR L WEEA, Cisco TAC IZEBWAbE
STEEW,

IS5—Avt— $rrD-7-718029: Sent 00S indicator to IP address

£5BA Firepower Threat Defense 7 /34 A 73, OOS Indicator A v E—Y% a0 — R XT3 7 ¢
TIWWHELE L,

*‘E“‘ﬁ-ﬁ?g :/ 3 )L[Z\%:féf Lo

IS5—AvytE—Y 2FTD-6-718030: Received planned O0S from IP address

5 BA Firepower Threat Defense 7 /3 A A 73, B— K NZ 27 E7 )b EFEYZ O0S A v
t—VEZELELE,

*E%:é77 :/ 3 D%\giﬁ Lo

I5—A4Yt—2 3FTD-5-718031: Received 00S obituary for IP address

5 BA Firepower Threat Defense 7 /31 A |X, B — K NZ 27 BT )25 00S Obituary A
-V EZELELE,

WET7OaVnERL,

I5—AYE—Y 4FrD-5-718032: Received 00S indicator from IP address

5B Firepower Threat Defense 7 /3 A A X, B— K /NF 7 E7 726 00S Indicator A
-{Zv—f/\‘%ﬁ,fg Li l/f:o

*‘E%‘%77 :/ 3 \/‘JZ\E@T I/o

I5—*wt—> 3FTD-5-718033: Send TOPOLOGY indicator failure to IP address
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718034

718035

718036

718037

1803 [

%A Topology Indicator A v E—Y 42— R RT3 7 ETDO1IDICEELLI E LTS
XL, mT=PRAELELL, UL, Xy N OREEZIINEY 7 ho =7 =5 —
DIFIET DAl D Z L 2R L TWET,

#2427 2 > 3 > Firepower Threat Defense 7 /34 A DR > b T — 7 R—AFELMRALET, A
VHE—=T oA AINT I T 47 TTa ka7 —H M Firepower Threat Defense 7 /XA A % il
LTWAZ L &R LET, BENER L 2WES . Cisco TAC IZBRIWAbEL a0,

I5—Ayt— 9rrD-7-718034: Sent TOPOLOGY indicator to IP address

£%BA Firepower Threat Defense 7 /3 A X, B — R /NF 2 7 E7|Z Topology Indicator A
-V EREELELE,

WET7OaVnERL,

I5—AYE— 4FTD-7-718035: Received TOPOLOGY indicator from IP address

£5 B8 Firepower Threat Defense 7 /3 A A 23, B— K XF 2 7 7 M5 Topology Indicator
AvbE—VEZEFELELE,

*‘Eé%?g :/ 3 y%‘giﬁ I/o

Io5—*4 ‘yt—*‘) $FTD-7-718036: Process timeout for reqg-type type value , exid exchange ID

, peer IP address
&8 Firepower Threat Defense 7 /3 2 WET DX A LT U AL L £ L7z,

WRT7ILIVETVNEIALT Y NSNTEZ MR LET, A LT U RSN TWRWGS
T, B—RKRZG 7 ET70ary7 4 F¥al—var&®F=y7 L, E7 & Firepower Threat
Defense 7 /34 2 L DRIOF > b U — 7 P A R L E 7,

I5—AYE— 4FrD-6-718037: Master processed number of timeouts timeouts

FRBA~ R # —1%H| D Firepower Threat Defense 7 /31 A 23, fEfiINT2EOET XA LT 7 b
PV L E LTz,

HRT7OIAVHALT Y MPIELYTHDL 2R LET, XA LT U FENTORNVEES
I, E7OR—RARXZ v 0ary7 Xalb—rarEF =y L, T & Firepower
Threat Defense 7 /34 A2 L OO R v MU — 7V #f e MR LET,
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718038

718039

718040

718041

718042
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IS5—Ayt—Y 2rrD-6-718038: Slave processed number of timeouts timeouts

FRBA A L — 7 1&#E|D Firepower Threat Defense 7 /31 A 23, fEfii SN oOT XA LT D K
AP LE LT,

WRT7IIAVIALT T MPIELTHDLZ 2R LET, XA LT 7 FENTOHRNVES
X, 7 Or—R R0 r7Dary7 4 X¥alb—varEFxv 7 L, BT & Firepower
Threat Defense 7 /XA A & DO %> MU — 7 2 iR L £1,

IS5—Avyt—Y 2rrD-6-718039: Process dead peer IP address
£5BH Firepower Threat Defense 7 /34 A 7 v R E 7 ZMHLE L7,

HRE7923aV Ty RETORMBIELNTHDL Z Ea2MEELET, XA LT U IR T
WAL, E7OR— KT v oary7 4 Xal—rarEF oy L, BT & Firepower
Threat Defense 7 /34 A2 L OO F v MU — 7 e R L ET,

Io—XAw t—:/ $FTD-6-718040: Timed-out exchange ID exchange ID not found

5B Firepower Threat Defense 7 /34 A N7 v K BT A LE L7z2d, 22 ID 2358k S v
TATLT,

*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

15—9‘ “Jt—:) SFTD-7-718041: Timeout [msgType=type ] processed with no callback

%A Firepower Threat Defense 7 /31 A2 287 > N ET7 A LE Lics, LB Ta—n Ry s
MEHINEEATLE,

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

I5—Awyt— $FTD-5-718042: Unable to ARP for IP address

BT TIcar 7 R LXK D & LizE X2, Firepower Threat Defense 7 /34 A C ARP [E5E
FWAELE LT,

WRF7Ia Xy NT—IPREELTWDL 2L e TRTOETRAEWVIBEETELZ LA
R LET,
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718043

718044

718045

718046

718047

718048

18043 [

Io—XAw t— <FTD-5-718043: Updating/removing duplicate peer entry IP address
£%BA Firepower Threat Defense 7 /34 A NEETHET = MU MM L, HIBRL TWET,
*Eﬁ’?g :/ 3 y%‘%fcﬁ L/o

I5—AYE— 3FTD-5-718044: Deleted peer IP address
5B Firepower Threat Defense 7 /3 A A 32— R RT3 07 BT 2HIBRLTWET,
RT3 vnERL,

I5—Ayt—Y 2rTD-5-718045: Created peer IP address
5B Firepower Threat Defense 7 /NA A 32— R RT3 07 7 #MmHLE Lz,
#Eﬁ?g :/ 3 )%‘gfcﬁ L/o

Io5—H% ‘yt—*“) $FTD-7-718046: Create group policy policy name

BEALAEICe— R ANF 7 BT LiEET 572, Firepower Threat Defense 7 /34 A 737
N—T R o—%ER L E LT,

*‘Eﬁ77 :/ 3 QJZ‘%:@? L/o

15—9‘ “Jt—:) $FTD-7-718047: Fail to create group policy policy name

AR — R ATy ETROBEEEX 2 ) T 4 THRET LD N—T R —%
ER L & 9 & L7= & X2, Firepower Threat Defense 7 /31 A CTREEN AL £ L1z,

ME7I9 30— KRR 07 a7 4 FXFal—yarPNELWZ E2HERLET,

15—)‘ ‘yt—*“) $FTD-5-718048: Create of secure tunnel failure for peer IP address

BBAE— R ARZ T ~DIPSec b RAVEFESLL L D & L7 & &IT, Firepower Threat
Defense 7 /3 A A TREENHEALE L7,

WET7V A v n—FAFUr 7 ar7 Fab—vayRELL, Ry bU—7 BEIE
LTS T L ZaB L £,
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718049

718050

718051

718052

718053

718054
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I5—Ayt— 9rTD-7-718049: Created secure tunnel to peer IP address

£%BA Firepower Threat Defense 7 /31 A 32— K XZ v 2 7 BT ~OD [PSec b v R/ % IEH
\ZHESL L E LT,

WET7OaVnERL,

I5—AYE— 4FTD-5-718050: Delete of secure tunnel failure for peer IP address

BB — R ART U BT ~DIPSec b 1 EK T LE D & L& X|Z, Firepower Threat
Defense 7 /3 A A TREENFHEALE LT,

W7 a v u—RAR"Too 7 a7 Xalb—valryNIELL, Ry MU —7 BEE
LTWAZ La2ERLET,

IS5—4 w1tz — 3FTD-6-718051: Deleted secure tunnel to peer IP address

£%BA Firepower Threat Defense 7 /31 A 32— K XZ 2 > 7 BT ~D IPSec b v RV & IEH
T LELE,

WET7Oa B L,

IJ5—AYE— 9FTD-5-718052: Received GRAT-ARP from duplicate master MAC address
5B Firepower Threat Defense 7 /3 A A NEHHL~ A Z —7/ 5 Gratuitous ARP #5225 L L7z,

HEFHO IR ARG T a7 4 Xal—varEFov s L, Xy RT—27 R
BELTWAZ 2R LET,

IS5—XAwy t— $FTD-5-718053: Detected duplicate master, mastership stolen MAC address
£5BA Firepower Threat Defense 7 /31 A NWEE~v A X —LIBFNT-~vAX =% R LE L,

WEF7 Y avn—FNR_RFov v ari g Xal—yaraFav 7L, Fv hT—7 )R
EELTWDZ 2R LET,

15—)( V) t—:/ $FTD-5-718054: Detected duplicate master MAC address and going to SLAVE
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718055

718056

718057

718058

718059

7118055 [

%A Firepower Threat Defense 7 /31 A NEE Y A X —Z L, AL —7 E— NICOVEx
TWET,

WRE7Ha v o—FRTov v  ar7 4 Xal—varyEFov /7L, Xy hU—27R
BELCWAZ L 2R LET,

IE_J‘ v t_:) $FTD-5-718055: Detected duplicate master MAC address and staying MASTER

5t BH Firepower Threat Defense 7 /3 A WEHBE~V A X —ZHRHL, AL —7 =Rt E-
‘/Cl/\i-é‘o

WEFV)avn—RATvvvrary g Fal—varkFov /L, Xy hT—I RN
BELTWD LR LET,

I5—AYE— sFTD-7-718056: Deleted Master peer, IP IP address

5B Firepower Threat Defense 7 /3A A BN T — 7 Anbra— K NT v v < A4 —%H|
PrRLUE L7,

*‘Eﬁ?b :/ 3 ‘/‘/[Z‘%:fcﬁ L/o

Io5—4 ‘y’b-*‘) $FTD-5-718057: Queue send failure from ISR, msg type failure code

£RBH VPN 2 — R RZ o 7 % 2 —C Interrupt Service Routing 725 A vt —T % F 2 —IZ A
NTWNDEEIZ, WY 7 b =7 =7 —0PRAELEL,

WET7 VD avme, ZHIRBEORVIREE T, RIBENRR L722W5E . Cisco TAC 235/
WEDEIESN,

I5—AYE— 3FID-7-718058: State machine return code: action routine , return code

BT — R ARNF U SHRREEY BT AT Vg —F DR a— KRk L—
AENTWET,

*‘Eé%?b :/ 3 ‘J‘/!Z‘gfcﬁ I/o

Ia_)‘ ‘y’b-*‘) $FTD-7-718059: State machine function trace: state=state name ,

event=event name , func=action routine

BHE— R AT THERREEY DA R R EREES R LA STV ET,
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718064

Syslog # v £—< 715001 ~ 721019 |

*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

I5—*Ayt— srrD-5-718060: Inbound socket select fail: context=context ID .

Yy PRRa—VBRET—2REL, YTy FPEBARDL LN TEERA, 2T A
WY 7 b0 =T =T =NHET DARMEN DD Z LR L TVET,

HRT U L a VRTENRHER L7eWEEE . Cisco TAC IZBWE L a0,

I5—AwE— sFTD-5-718061: Inbound socket read fail: context=context ID .

SRR — LT = S, Yy MR BVRILE L, Zhid, WY
T 2T 2T =N HET D RREMENRH D AR L TNET,

WETH L3 UMENRI L2 WEEE ., Cisco TAC IZBWEbEL &V,

15—)‘ Vi t_:/ $FTD-5-718062: Inbound thread is awake (context=context ID ).
S — K ARNZ vy Ta AN, AEEBRBLET,
*‘Eﬁ?b :/ 3 p%‘gff: L/o

15—)‘ ‘yt—*“) $FTD-5-718063: Interface interface name is down.

BREAA LA —T 2 A ANF T LTWNDHIENRE— R RT v Tat Al Lo ThHE
nE L,

WR7HIS AV A X —Tc AR AT 4 Xal—2aFR/ITC, A X —T7 A ANH)
ELTWBZ 2R LET,

I5—*Ayt— 2rrD-5-718064: Admin. interface interface name is down.

SEAGFIA LA — T A AME T LTSI ENO— R AT/ Fuv Ak Th
HahE L,

WR7 VA VERA I T2 22T A Fal—varEfl T A8 =Tz AN
EL VD Z 2R LET,
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718065

718066

718067

718068

718069

7118065 [

Io—XAw t—< 4FTD-5-718065: Cannot continue to run (public=up /down , private=up

/down , enable=LB state , master=IP address , session=Enable /Disable ).

BT R TORHREENHZ SN TWRNED, B— R ATy Tre A2 FTTEE
Hh, BRI, 22007 77 4 T A v B —T A A a—RKRXT U TR, 32—T )b
W7o TWnAHZ &TT,

WET7HI v AL =T A AL T4 X2 L—2a b BRRT, DB 200D( 0
B =T 2 A ANEELTEBY, = RNRXT UV TNRA F—T Mo TND I L R L
D

I5—Ayt— srD-5-718066: Cannot add secondary address to interface interface name
, ip IP address .

S — R RT v iR, AN v E—T oA RTBINT A Z Y T R U ARSI
T, BHUZY T RUVRZBIMTABBRICEENEELE L,

WET7O a0 BN XY TRVAE LTSN TS T RLRAZHN ThBA72—
HOT FLATHLZ L MR LET, A =T =2 ADA LT 4 Fab—Ta U aff
W LET,

15_)( v ‘t’—:/ $FTD-5-718067: Cannot delete secondary address to interface interface name
, ip IP address .

B H Y T RUAOHIBRAAILE LT, 2T, 7T Ry Y FORBEEZITNE Y
T M7 T —NFEETLHARENSGDZEERLTWVET,

WRF7HIOINEA L EZ—T A ZADT Ry U TEREFSR, B HFY 7 RLARE
Ne—EBDT RUATHDHZ EafR LET, MENEELRWEE . Cisco TAC IZBWE
L ZEN,

I5—+*vyt— 4Frrp-5-718068: Start VPN Load Balancing in context context ID .
HBAD— N AT TreARRmSh, ks E Lz,
WRE7 O a v ERL,

15—)‘ V) t—:/ $FTD-5-718069: Stop VPN Load Balancing in context context ID .

SO — R ARNF S FaARNEILESNE LT,
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718072

718073

7118074
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*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

I5—*Ayt— srTD-5-718070: Reset VPN Load Balancing in context context ID .
SEBALB VAN Yty bEnE L,
*‘Eﬁ’?b :/ 3 y%‘gff: L/o

15—)‘ W) t—:/ $FTD-5-718071: Terminate VPN Load Balancing in context context ID .
SRBALB Yub ANKTENE L,
*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

15_)( “Jt—:) $FTD-5-718072: Becoming master of Load Balancing in context context ID

588 Firepower Threat Defense 7 /3 A A 3 LB v A ¥ —(Z72 0 £ L7z,
HRT7I a0,

15—)( W) t—:/ $FTD-5-718073: Becoming slave of Load Balancing in context context ID

£t B8 Firepower Threat Defense 7 /3 A A LB A L—7272 0 & L7z,
WRT7IaNERL,

I5—AYE— 4FrD-5-718074: Fail to create access list for peer context ID .

FRBAACLIL, LBET RNBETELEX 27 MR AEIENRT D7D SV E T, Firepower
Threat Defense 7 /31 AN T HD ACL DWT N EER CTE FHATLE, 2k, 7K
Ly TORBEEIZIINE Y 7 o= 7 ORENFET D REMENH D Z L 2R LT E
7T
HRT7VaVvT_RCOET THEA L H—T =4 ADT Ry v ZERERS, 3T
ETYNELBHINTND Z MR LET, MENRR LRWEE . Cisco TAC IZBRW
B TEEN,
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718075

718076

118077

718078

718079

718080

nsors [

I5—Ayt— srmD-5-718075: Peer IP address access list not set.

HBEX2T b RAEHIFRT DES. Firepower Threat Defense 7 /XA A 23, Bd# 4% ACL %
Filz7p e 7 = MU 2R LE Lz,

WET7OaVnERL,

15—)‘ “Jt—:) $FTD-5-718076: Fail to create tunnel group for peer IP address .

BBAn— R AT T ETROBEERET DI2OD bRV T—TEERLE S L L
7= & %|Z., Firepower Threat Defense 7 /3 A TREEMNHKAELE LT,

WRF7H a3 o u— R AT a7 4 X2l —2a U NIELWT EEHERLET,

I%—)‘ ‘y‘b—*‘) $FTD-5-718077: Fail to delete tunnel group for peer IP address .

BT — R AT 7 ETROEEZRETDIOO by ZV—=TEHIRLE S &L
7= & ZIZ., Firepower Threat Defense 7 /31 A CTRaEENFEAELE L,

WET7Oa B L,

15—)‘ “Jt—:) $FTD-5-718078: Fail to create crypto map for peer IP address .

AT — RN ANT 7 ETRIOEEZRET LSOOI VTN vy TERERLED L L
& X|Z. Firepower Threat Defense 7 /3 A A TREHENHBAEL F L7,

WRF7Iaon—RF ATy a7 4 Xalb—valyRNELWI 2R LET,

ITo5—H* ‘y‘b—*‘) $FTD-5-718079: Fail to delete crypto map for peer IP address .

BBAD— N ART 7 ETROEEERET SOOI VTN vy TEAIRLE S L L
& X2, Firepower Threat Defense 7 /3 A A TREENIHEAE L E L1,

WET7Oa v BERL,

15—)‘ “Jt—:) $FTD-5-718080: Fail to create crypto policy for peer IP address .

Syslog # v z— < 715001 ~ 721019 .



Bl 718081

718081
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718083

718084
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BB — R AT T HMOBEERETHTOIEHNT LN T AT —A kY M E
ERR L L D & L7z & =12, Firepower Threat Defense 7 /34 A TREENFEALE Lz, Zi,
WESY 7 o =7 ORENFET D ARMUERH D 2 L 2R L TWET,

WETH L3 UMENRI L2 WEE4E ., Cisco TAC IZBWEbEL &V,

15—% ‘y‘b-*‘) $FTD-5-718081: Fail to delete crypto policy for peer IP address .

FAR— N AT 7 ETROBRERET DIZOICHENT O N T AT =Ly bR
HIBRL & 5 & L7z & %1Z, Firepower Threat Defense 7 /3 A A CTRIENRKA L E LT,

*‘Eﬁ’?b :/ 3 y%‘gff: L/o

Io5—X% ‘yt—*“) $FTD-5-718082: Fail to create crypto ipsec for peer IP address .
HEAVPN R — R ANT v T D7 T AR FALDA X—T VT H5E. VPNR— R AT
VU TFRARE, B R RT VT I TAANOMDOTRTOT A A A FY—
PA b hrrrdOty FEERLET, hrpLleic, 57 xA—2Dkvy b (T7&A
UAK, Z2V7F~v7 BIOM T AT 5 —h Ty ) BNEICERSNE T, 0L
IRMEZ/NRTA—=Z D 1 DETNIEB AL ETITRETEETEATLE,

«IP_address : YV E—F ET7DIPT FL XA
WRTIOIAVAvE—VEFRNT, (ERTE D72 B T A =X DX A T IZEA DD
T NUMBRONE I DEHERLET,

Io5—H% ‘yt—*“) $FTD-5-718083: Fail to delete crypto ipsec for peer IP address .
BT — BV VPN B — R RT3 7 TN ANT T AENGHIREINDGA, e/
A—ZPHIBRSNET, | DELITERORKE T NT A —F ZHIRTEEEATLE,

*IP address : U E—F E7DIPT FL-X
WRT7I AV Ay E—VERIT, BIRTERNSTEREZ/NT A =2 DX A T IZEHE OO
T MU BRNINE I DEHRLET,

I5—Awt— 3FTD-5-718084: Public/cluster IP not on the same subnet: public

IP address , mask netmask , cluster IP address

ERBA 7 A% IP 7 KL A3, Firepower Threat Defense 7 /NA A O A ¥ —7 = A A L]
Cxy hT—7 RIZHY EFHA,
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718085

718086

718087

718088

719001

718085 [

WRFHay 752K (F3AR) IPT7 RLAREANHA v X —T A AT KL AD[E T
NEICARY NT—7 Fi2hdZ 2R LET,

IS5—*Avyt— $rTD-5-718085: Interface interface name has no IP address defined.
B Ly =T oA ATIPT RLARRESH TN EEAL
WRFHIL a3 AL —T oA ADIPT RLAZHRELET,

I5—AYE— sFTD-5-718086: Fail to install LB NP rules: type rule type , dst

interface name , port port .

B — R AT v 7 BT HOEE ER#ET D 72T % SoftNP ACL #1HI 2 1ERL L &
9 & L7z & X2, Firepower Threat Defense 7 /34 A TREENBAELE Lz, Ziux, WY 7
N =T ORENFET DR H D Z L AR L TWVET,

HRZT 9 S a VREDNRER LW EA . Cisco TAC IZBRIWEDHDEL 7ZE0,

I%—)‘ ‘yt—°) $FTD-5-718087: Fail to delete LB NP rules: type rule type , rule rule ID

BT — N NT 27 BT ROEIE Z RS D 72 DI 9% SoftNP ACL BLHI 2 HIFR L &
9 & L7z & %I|Z, Firepower Threat Defense 7 /3A A TREENEAELF LT,

WET7OaVvnBERL,

15—)‘ V) t—:/ SFTD-7-718088: Possible VPN LB misconfiguration. Offending device MAC
MAC address .

MBEET AV A —O(EEIL, B — R AT 7 BT DONTNDORENE S TWHTA]
BEMEA TR L TVWET,

WEF7I2a30T_RTCOETOu—R RT3 a7 o Xal—ya 2N, BES
NEETICRHICEELET,

Io5—H* vt’—’) SFTD-6-719001: Email Proxy session could not be established: session

limit of maximum sessions has been reached.

REAR K v v a VHIRICE LD BEET A -V T X by va VAL TE A,
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719005
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« maximum_sessions : fx K& > 3 VK

*‘E%%?g :/ 3 D%\giﬁ I/o

Io—XAw t—< 2FTD-3-719002: Email Proxy session pointer from source address has been

terminated due to reason error.

BATT -0ty a VBT LELE, BEAONETT—E, Eyiar F—gR—2X
~DE v a ryOBMOKRE, AEVEY Y TORK, F¥ R N~DOT —F EZALDORKT
R

s pointer : Ty a3y RAH

s source_address : F5 - A—/L 7uXxy JIA T NDIPT KL A

ereason : =7 — Z A

*‘Eﬁ’?b :/ 3 y%‘gff: L/o

Io5—H% ‘yt—*“) SFTD-6-719003: Email Proxy session pointer resources have been freed

for source address .

SEATRICE Y M THNIE v v a UREENRRIRS I, By g O THRICNULLICRE &
nE L7,

spointer : T a3 KA K

e source_address : EFA—/L 77X JIAT L ROIPT RLA
RT3 BRI,

15—9‘ “Jt—:) SFTD-6-719004: Email Proxy session pointer has been successfully

established for source address .
BEHBEERT AN 7 TAT U by va VRIS VE LT,
WRETVavnE L,

15—)( ‘yt—*‘) SFTD-7-719005: FSM NAME has been created using protocol for session

pointer from source address .
SBAFTHAEEE v v a2 VICH L TFSM MERR Sk LT,

*NAME : v a vV DFSM A UV AH A4
e protocol : EEF A —/L 7' ha XA (7 21X, POP3, IMAP, ¥ X1 SMTP)
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719006

719007

719008

719009

719006 [Jj

spointer : T a3 KA UK
s source_address : &5 A—/L aXxT 7747 FDIPT FL A

WEF7IaLERL,

15—)‘ ‘y‘b-*‘) SFTD-7-719006: Email Proxy session pointer has timed out for

source address because of network congestion.

BEAX Y MU= ORBEREELTEY, T—F 2B FA—N T TAT  FNEZTEFA—IL
= NIHEETEEEA, ZOREBIZE ST, Ty 24 ~—NtchEd, Try 7
BAS—=WNIALT UMD L, By a X OFEDBIRNOINET,

s pointer : Ty a3y RA K
* source_address : E 7 A—/L 7 uaXL 7V I7AT L FDOIPT RL A

WRET7I avnkicAr—yarzmiffrLEd,

Io5—H% ‘yt—*“) SFTD-7-719007: Email Proxy session pointer cannot be found for

source address .

AT v a3y T EAR—ANT—HTHEy arBROMNDEFHA, By ar RAv
B WARETT,

spointer : T a v KA K
« source_address : 5 A—/L 70X VT4 T hDIPT KL A

*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

15_)( “Jt—:) SFTD-3-719008: Email Proxy service is shutting down.

SBEFA A TEXUNRT =TV TT, ITRTOVY—ARNT =T v 7 &, T
TOALy R TEINET,

#Eﬁ?g :/ 3 )%‘Efcﬁ L/o

I5—AwH— 2FTD-7-719009: Email Proxy service is starting.
BB A—L TR X URA F—T LT,
*‘Eﬁ?a :/ 3 ’%\E%& L/o
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Io—XAw t— 2FTD-6-719010: protocol Email Proxy feature is disabled on interface

interface name .
BRBAEE 7 A —/L T X UBERED CLI B IFOME &4, FFED T N RA VM TT 4 &—7
Mo TWET, Zhid, 2=V DR DAL AL v FTT, TRTOA L F—T = AR
TIRTOT B FaAVRETIIRDE AL DY vy NEU Y V—FURECHE L, 7
B—sL P Y —=2ARZA Ly R V=0T v 7 E3NET,

s protocol : - A—/L Fax Fua hanl ¥4 7 (2L z2iX, POP3, IMAP, BL W

SMTP)
+ interface_name : Firepower Threat Defense f > % — 7 = A A4,

*‘Eﬁ?b :/ 3 )%‘Eiﬁ L/o

15—)‘ v t—:/ SFTD-6-719011: Protocol Email Proxy feature is enabled on interface

interface name .
RBAE A —/L T u % UBERES CLL 2 BIFO &4, FFED T U RA v FTAR—T v
W7o TWET, 2L, 2=V DAL DAY 2L vFTT, YO THEASINDIHAIZ, 7
2= LY V= ARRA Ly REEID B TEHID, A OREL—FUBMERNHENET, %
FOIT—LTIE, HEOT v ba/ o) vy Ay XAy FEFHEBHSNET,
e protocol : EF-A—/)L FuFx T ha)L A7 (fz& ziE, POP3, IMAP, BL O
SMTP)
» interface_name : Firepower Threat Defense 1 > % —7 = A A4,

*‘Eﬁ’?b :/ 3 y%‘gff: L/o

Io5—H*A ‘yt_:) SFTD-6-719012: Email Proxy server listening on port port for mail
protocol protocol .
FEARE SR — b EORFED 7 v b =2 USHF L TY v A2 F ¥ DML T TCP
B —T B shE L,
e port : BXE SN/ — MBS
s protocol : EE - A—/L Fa¥x Fua hanL ¥4 7 (=& z2iX, POP3, IMAP, BL W
SMTP)

*E;:I;C-;Tb :/ 3 ‘/L[Z‘gic L/o

15_)( ‘y‘b-*‘) SFTD-6-719013: Email Proxy server closing port port for mail protocol

protocol .
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719014

719015

719016

n901s [

SMEBARESINTAR— N EOFFEOT T Uk LTY vy Ay Ty rxANHLELIL, TR
TCP BRI VL —T I HHIBR S E LT,
e port : FXE SR — &S
s protocol : FE V- A—/L Fa¥xy Fua ha X477 (7L z1E, POP3, IMAP, BLW
SMTP)

*‘Eﬁ?b :/ 3 ‘/;JZ\%:/;E Lo

15—)( “Jt—:) $FTD-5-719014: Email Proxy is changing listen port from old port to
new _port for mail protocol protocol .
BRI e b arD) vy R R— N TEENRT 7TV T SNET, ZOR— M
LTAR—TNRTRXTDA L Z—T 2 A ZATY v R FX RARAL LI, FHA—KT
Vo ZABHEASNE LT, 20727 v a i, CLIZGUHINET,

*old_port : LIRTRXE SN/ — FE S

e new_port : ¥ L < REINToAR— FNES

e protocol : EF-A—/)L FuXx T ha) A7 (=& ziE. POP3, IMAP, BX

SMTP)

WET7Va vnERL,

I5—*Awt— sFTD-7-719015: Parsed emailproxy session pointer from source address
username: mailuser = mail user , vpnuser = VPN user , mailserver = server
ERBA = — 4 SCF18 vpnuser (447 Y X #) mailuser ($—/3 7 U I #) mailserver O
TIIAT Y Mo ZEEINELE (2 21, xxxiyyy@cisco.com) , 417 V I # i34~
TarTY, TUIZBRWGAEIT, VPN 2—HH L A— L a—FARE LT, = F
VIZEPATYa T, AELRVWER. 7740 PREDA =LY — R S ET,

spointer : T a v RNA K

e source_address : EFA—/L 77X JIA4AT L ROIPT RLR

e mail user : B A—/L T H TV FOL—H4

« VPN _user : WebVPN = —+4,

s server : B A —/L P—

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

IS—XAw t—:/ $FTD-7-719016: Parsed emailproxy session pointer from source address

assword: mailpass = ******  ypnpass= **xkx*
’

Syslog # v z— < 715001 ~ 721019 .



B oo

719017

719018

719019

719020
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B/ N AT — RICFSAH vpnpass (44817 U X %) mailpass DIENTZ 747~ FbZESH
F Lz (& 2E xxxyyy) » ARIT YV IXEFA T ar T, TV IZNe0WEAIX, VPN
NAT— R E A —)L RAT— R[FE LT,

s pointer : T a v RA UK

« source_address : F5 A —/L 70X VT4 T RDIPT KL A
*‘Eﬁ?b :/ 3 ‘/;JZ\%:/;E Lo

15_)( v t—:/ SFTD-6-719017: WebVPN user: vpnuser invalid dynamic ACL.

SRBAACL 3 Z O — W 2T TE Ieno 72720, WebVPNtE v v a Uil & nuE L7z, ACL
T, EOLIRA—FHIENEFA—INTAHT NOT 7 BRAIHT HILTWDO0%EHHI L
*9, ACLIZAAA Y — "\ B A U n—RENET, 2O T —D7H, vl 4 DTk
BETIEH THA,

* vpnuser : WebVPN == —44,
WET7I230 AAA T —EZH{NT, Z0O2—FDEAF v/ ACL ZEIEL £,

I5—AYE— $FTD-6-719018: WebVPN user: vpnuser ACL ID acl ID not found

AT — L RSN TWA ACL Y A R TACL RS20 £H¥ A, ACLIZ., YD ko7
I—HHIBNEBEFA—IN TAT NOT 7 EBAIHTHENTWDEONEZHBILE4, ACLIZ
O—HLVTREINET, 2O T—DH, FITIIRTEINET A,

« vpnuser : WebVPN == —44%,
cacl_ID : 7 — /L Ca&iE S 4172 ACL #I 3CF5 ]

WR7H 3 u— LD ACL K Z TR L £,

Io—Aw t— 2FTD-6-719019: WebVPN user: vpnuser authorization failed.

B ACLIEZ, FOLIRa—HFHIBNEFA—N T AT FOT 7 AT HENATNDHD
MEHBILET, BT =y 7 DRBOTZD, 2—VFREFA—NVT AT MIT 7 BATE
FH A,

« vpnuser : WebVPN == —4
*‘Eﬁ?a :/ 3 ’%\E%& L/o

13—)‘ v ‘t'—:/ $FTD-6-719020: WebVPN user vpnuser authorization completed successfully.
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719021

719022

719023

719024

1921 [

SEAACL L., FOL I Ra—VHIBREBEBFA—N T HIL  DOT 7 RAZNHTHENTNDED
NEHBILEST, 2—WFI, BEF AL THITL h~ADT 7B AZRTENET,

* vpnuser : WebVPN = —H4,
HETIavnERL,

15—% ‘y‘b-*‘) SFTD-6-719021: WebVPN user: vpnuser is not checked against ACL.

SEAACL L., FOL > Ra—VHIBNEFA—NVTHIL v OT 7 RRATHTHENTNDED
MEHBILUES, ACLEZHER LR F = v I 0B, R—T NIl > TWER A,

* vpnuser : WebVPN = —44,
HRTO a3V EREAIT. ACLT = v/ lileE A F—T M LET,

IT5—A Yt — erTD-6-719022: WebVPN user vpnuser has been authenticated.
BEAL—YHD AAA =N K> TRERES L E LT,

« vpnuser : WebVPN = —H4,
HRT7HavnERL,

15—)‘ ‘y’b-*‘) SFTD-6-719023: WebVPN user vpnuser has not been successfully

authenticated. Access denied.

BB —FADBAAA T — NI Lo TSN E L, By va vidblrannEd, =—Hi
BFA—INTHIY b~DT 7B A EHFA S NEEA,

* vpnuser : WebVPN == —44,
WET7Va B L,

I5—AwH— sFTD-6-719024: Email Proxy piggyback auth fail: session = pointer

user=vpnuser addr=source address

£5BA Piggyback FRAEAS, TN 472 WebVPN £ v a 2 LT WebVPN v v 3 v 5F—
AR—=ATa—PHELEIPT FLADO—HEMRIEL TWET, ZiUE., WebVPNE v 3 &
FBFA—NTaFr vy a BRI —PFIZL > TRKBEN., WebVPN v v g BT
WZHENL S VTN D E WY FREICE SN TWE T, RBAENKRR L2, By g Idkish
F9, 2—HE, BFA—NT AT b~DOT 7B AEZFAISINER A,

s pointer : T ay RNA H
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Avyt—

720001

720002
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« vpnuser : WebVPN = —'4;
s source_address : 7 7 A7 bIPT KL X

WEF7IaVnLERL,

15_)‘ ‘y‘b-*‘) SFTD-6-719025: Email Proxy DNS name resolution failed for hostname .

REAIP 7 KL ARER TRV, HHAEEZR DNS Hh— 372, IPT KL ATHEA M,
BIRF-CEEH A,

» hostname : FEIR T DML EDH LKA N

LT D23 Y DNS V= O IPEE A~ BOE LI2 A — /v F—= A 0FG 00 E D I it
L/iﬁ—o

I5—AYE— sFTD-6-719026: Email Proxy DNS name hostname resolved to IP address .
FEBAIP 7 FLUATRA MABIERFICHRSE L,

* hostname : IR T HMIEDH LKA M
«IP_address : SXE L7 A —/L =B ERENTZIP 7 R LA

*E;:I;C-;Tb :/ 3 ‘/L[Z‘gic L/o

720001 ~ 721019

ZOMWE T, 720001 225 721019 FTHO X v EB—ZOWTHA L £,

Ia—)( ‘yt-’) SFTD-4-720001: (VPN-unit ) Failed to initialize with Chunk Manager.

SEAVPN 7 = — LA —N—H T ZTF ANAEY Ny 77 &Y 7 257 A THIHETX F
Hh, VAT ALEORENRREAEL, VPNT = — LA — — % T 27 AEFBRETEXER A,

e unit : Primary %7213 Secondary

W7 a0 Avb—U2BR L, VAT L LYLTHIIHEORIED JRBER 2200 E 5 s
ERASET,

I5—Awt— $FTD-6-720002: (VPN-unit ) Starting VPN Stateful Failover Subsystem...

ERBA VPN 7 = — /LA —"— BT X7 ARG L TR L TV ET,
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720003 [Jj

* unit : Primary %7213 Secondary
*Eé%?g :/ 3 \J‘/IZ‘%:%OC I/o

720003

I%—)‘ ‘y‘b—*‘) SFTD-6-720003: (VPN-unit ) Initialization of VPN Stateful Failover

Component completed successfully

BT — MRFIZ VPN 7 = — VA — = T T 27 AOHHEAE T L TWET,
s unit : Primary ¥ 7213 Secondary

WET I aVnERL,

720004
I5—AYt— sFrD-6-720004: (VEN-unit ) VPN failover main thread started.
SRBET — REFIC VPN 7 = — /LA — =D A A VLB A Ly RS ET,
* unit : Primary %7213 Secondary
RT3,

720005

IZ5—AYHE— $FTD-6-720005: (VPN-unit ) VPN failover timer thread started.
SRBA Y — NFIZ VPN 7 = — LA — =D X A ~—HE A L v RRFE SN E T,

s unit : Primary ¥ 7213 Secondary
WRT7Oa R,

720006
IS5—A Yt — eFTD-6-720006: (VPN-unit ) VPN failover sync thread started.
EHBH T — RHRIZ VPN 7 = — LA — =D L 7 R EALEE A Ly RSB SN E T,
* unit : Primary %7213 Secondary
WRT7I 3N,

720007

Is_)‘ Vi t_:/ $FTD-4-720007: (VPN-unit ) Failed to allocate chunk from Chunk Manager.

BRBAFEANCH D HTONTAEY Ny T 7Dy F37e<72Y) 255V £, Firepower Threat
Defense 7 /54 22U YV —ADMERH Y £F, WEHENTNDHRA v E—VOENRELTE LY
A1, Firepower Threat Defense 7 /N A A ([ZHE VAR D022 TWDAIREMER H D £97,
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720009

720010

720011
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* unit : Primary %7213 Secondary

HRT7 I3V ZOREL, % TVPN 7 2 — LA — "= T VAT APRLILD A v —
ZALHELL, ATCEID Y TONIATY 2 LT & SICBES D AR H D 77,

Io5—X% vt—’) SFTD-4-720008: (VPN-unit ) Failed to register to High Availability

Framework.
SEAVPN 7 = — VA —NR—H T AT LN T T 2— ) —R_—H T AT LG TEE
H¥ATLE, VPN 72— LA — = BT AT A& EH TEEHA, OV T2 2T LD
WL ORIENRIR & 2o T A AR dH 0 £97,

e unit : Primary ¥ 721 Secondary

WETI Y3y A ve—VEREL, VAT AR CIIIEORBOIGEA 2 5 1% T
~ET

Ia_)‘ ‘y‘b-*‘) SFTD-4-720009: (VPN-unit ) Failed to create version control block.
HBAVPN 7 = — /LA — =BT AT AN AR—=T g VT 8y 7 BERCE EHATL,
ZOAT 7L, VPNT 2 — /v F—R—=H T RAT AN, BEDY V—RAD FLEHMET 7 —
AT xT N=Ta v ERHETADICMIETYT, VPN 7 = — /L3 —R_— BT U RT L&)
TEEHA, MOV T 27 LAOYHHULORIED K & 72> T D REERH D £ 97,

e unit : Primary ¥ 7213 Secondary

WET I3V Ay b—VERK L, VAT ARETHIIEORIEO ISR 215 Y 5 5%
~ET

I5—AwH— sFTD-6-720010: (VEN-unit ) VEN failover client is being disabled

SEAA N — AN T 2 — =R F—FERZ L RN T T 2=V —R—F A X —T T L E
L7ze VPN 7 =2 — LA —R—%2FHT512F, 72— VA —NR—F—2TEHTILERHY
ij_o

* unit : Primary % 7213 Secondary

HRET Va2 failoverkey 2~ REEHA LT, 777 ¢ 7H#ELE A A HEOM O
AWEX—%2ERLET,

15_)‘ “Jt—:) SFTD-4-720011: (VPN-unit ) Failed to allocate memory
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720012

720013

720014

12002 [

BMBAVPN 7 = — LA —N—= BT U RTANAEY Ny 77 2804 ToREEA, TR
VAT AR YV —ZAOREEE R LT E T, Firepower Threat Defense 7 /3 A [ZIZEWVVA
D3> TUVWET,

* unit : Primary %7213 Secondary
WEF7O a3 ORI, BENT 7 107 ZHIBET 5 Z & 12 X o T Firepower Threat Defense
THNA XA DAL T LUEINDATRERH Y T, HENT 74 v 7 ZHET S Z &1C
Ko T, BEfFOMEEAMAZ LIRS 572 DIZFI 0 Y ToHN/- AE Y BMEMATREIZZ2 U | Firepower
Threat Defense 7 /34 A @ FH DAL — a3 SNIRD AREERH D 37,

Ia—)( W) t—:/ $FTD-6-720012: (VPN-unit ) Failed to update IPsec failover runtime data
on the standby unit.

SBAXIIET D IPSec b o R AL L3 BEE THIFR STV D728, VPN 7 = — /LA —/3—
YT ATEANIPSecc DT VX A LT —XET v 7 T—hFTEEHA,

e unit : Primary ¥ 721 Secondary
*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

15—9‘ “Jt—:) SFTD-4-720013: (VPN-unit ) Failed to insert certificate in trustpoint

trustpoint_name

BB VPN 7 = — A== FT U AT AN T A RA - MCGEFHEEZHALL ELEL
7

* unit : Primary % 7213 Secondary

s trustpoint_name : 7 X FARA  FDAH]

HZT 5 23 DIEREONE LIS T, WL 5 2 HRILE T,

Io—XAw t—:/ $FTD-6-720014: (VPN-unit ) Phase 2 connection entry (msg_id=message number

, my cookie=mine , his cookie=his ) contains no SA list.
BB = — X2 MLV v SR EXa )T T YT = ar R0 A,

e unit : Primary ¥ 7213 Secondary

* message_number : 7 = — X 2= N DA vE—T 1D
emine : H3 D7 = — X1 7 v ¥ —

shis: E7 D7 =2—X17 vF—

WET7 I a nERL,
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720016

720017

720018
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I%—)‘ ‘y't'—*“) $FTD-6-720015: (VPN-unit ) Cannot found Phase 1 SA for Phase 2 connection

entry (msg_id=message number ,my cookie=mine , his cookie=his ).
BAFED 7 = — X 28 P VIS LR 27 ==X 1 EFa )74 7Y vm—a
YISO FH AL
e unit : Primary ¥ 7213 Secondary
* message_number : 7 = — X2 #fiT= L N DA v E—T 1D
emine : HHDT7 =2 — A1 7 v F—
chis: E7D7x2—X 17 v¥%—
*E%:é77 :/ 3 D%\gzﬁ Lo

15—)( vt—’) $SFTD-5-720016: (VPN-unit) Failed to initialize default timer #index .
B VPN 7 = — LA — =BT AT ARPFEDL A v— A X Mgt c&EEHATL
oo 77— RMERIZ VPN 7 = — VA —N— BT 27 LERHHTEEHEA,

e unit : Primary ¥ 7213 Secondary

sindex : ¥ A ~— A XU NONE A>T v 7 A

WRETI a3y AvE—VEREL, AT AR TYLO RO I 22000 & D AT
~NET

IS5—+Awt— ePTD-5-720017: (VPN-unit ) Failed to update LB runtime data
BB VPN 7 =2 — LA — =TV RAT AR VPN B — R NT T TR N T — R %
Ty T T— R TCEERHATL,
s unit : Primary £ 72/% Secondary
HRT7Ia L,

Io5—H% ‘yt—*‘) SFTD-5-720018: (VPN-unit ) Failed to get a buffer from the underlying
core high availability subsystem. Error code code.
£5BA Firepower Threat Defense 7 /XA A [ZEH WA A0 TW D ATREMENH Y £3°, VPN
Tz V=N BT URAT AN T 2= V== Ry Ty ERETEEHATLE,

* unit : Primary %7213 Secondary

ecode : FHA ALY T AT AMBIREN/TT— a— K
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720019

720020

720021

720022

7120019 [

WRTOaVERNT 74y 7 O8EEEL L, BUEOAGKEZSGELET, HEFF 71 v
7 3% & . Firepower Threat Defense 7 /XA A [XE(E D AM &2 ALE T 5 72 DIZEID BT H Tz
ATV R LET,

15—)( vt—’) SFTD-5-720019: (VPN-unit ) Failed to update cTCP statistics.
ERBH VPN 7 = — LA — R — 7 2T LN [PSec/cTCP B D#iit 2 7 v 75— F TE £HA
TL7,

e unit : Primary ¥ 7213 Secondary

WRT7H S avkEi L, 7y 77— MEEHIICEE SN D DT, A4 2/ EED
IPSec/cTCP FEFHIR DT v 7T — " A v b=V TT v 7T — b ENET,

15—)( “Jt—:) SFTD-5-720020: (VPN-unit ) Failed to send type timer message.

FBRBA VPN 7 = — VA== YT U AT ANEMRIR I A ~— A v B =TV % A X A AEET
EETEEHATLE,

* unit : Primary % 7213 Secondary

stype : XA ~Y— AvE—VDXAT

B7a B L, ROZA LT U MHEMRSI A ~— A vE—VRHEINE

o

H#
_§—

IS5—4A WAtz — SFTD-5-720021: (VPN-unit ) HA non-block send failed for peer msg
message number . HA error code .
FAVPN 7 = — N A =N H T AT AR T Ry 7 Ay —VEREFETEEFATL,
. AR O Do 7= Firepower Threat Defense 7 /3 A A 7213V YV — AR EIZ L » THI &L
ZENDH R IREE T,

* unit : Primary %7213 Secondary

» message_number : ©'7 A v E—T D ID F 5

ccode : =7 —RV a—F
#2527 - < 3 > Firepower Threat Defense 7 /XA A CTHHATE 5 U Y — AT 512240, Ik
BlIItEShET,

15—)‘ “Jt—:) SFTD-4-720022: (VPN-unit ) Cannot find trustpoint trustpoint
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720024

720025
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SEAVPN 7 = — VA —N— P TV RAT AN T ARV FELRITHRBELILO ELIEEE
2, =T —0BFELEL,

e unit : Primary ¥ 72 1% Secondary
e trustpoint : N7 Xk ARA b DAHI,

WETV Y FTARMKRA U MIARL—Z 2 Lo THIBREN D WTReED H Y £,

15—)‘ “Jt—:) SFTD-6-720023: (VPN-unit ) HA status callback: Peer is not present.

SRBA YT AN FTRE £ 7213 AR A2 72 o 72 Z & & 1 — )L Firepower Threat Defense /3 A
BT AL, VPN 72— A —N— BT RAF ANAT 72— f—N— P T 2F A
LB EZITET,

* unit : Primary % 7213 Secondary
enot: [not] £/IXT7T 77 DFEFE

WET7 O a vnERL,

15_)‘ ‘yt'—’) SFTD-6-720024: (VPN-unit ) HA status callback: Control channel is status

BT 2 — A== gy b Fy FUET v T ERRE T T, T bR
I hE— L F Y RUE, T =L F— "= T Fx RN T v TIE T h R R failover
link =< > K & show failover =~ FIZ L > CEREINET,

* unit : Primary ¥ 72 1% Secondary
e status : Up £ 7213 Down

*‘Eﬁ?a :/ 3 )%\giﬁ L/o

15—)‘ “Jt—:) $FTD-6-720025: (VPN-unit ) HA status callback: Data channel is status

BT 2 — =R T Ty XIT v T EEI X T T,

s unit : Primary £ 72/% Secondary
e status : Up F£721% Down

*‘Eé%?b :/ 3 y%‘giﬁ I/o
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720026

720027

720028

720029

720030

7120026 [

I%—)‘ ‘y‘b—*‘) SFTD-6-720026: (VPN-unit ) HA status callback: Current progression is
being aborted.

BREAA R —Z E X DMOINRGRENREL, 72— N A== ETRRE (T 7747
FTAFIAZ 3 A) ICHEBTDANBHED 7 = — VA — —DEITRFWr S E Lz, 72z
X, failover active 2~ RARR AL T— g VHIIZAZ UL EETAT EINZSGES, 7
TT 4 TEHEENY) T — SN TWDHEHETT,

e unit : Primary ¥ 72 1% Secondary
*‘Eﬁ?b :/ 3 y%‘%:fcc Lo

I5—AwH— sFTD-6-720027: (VEN-unit ) HA status callback: My state state .
HEAD—H L T LA — N TN ZADIRBENEE S E T

* unit : Primary % 72 |% Secondary
estate : T — /)L 7 = — /LA —"— FNA, ZOHALEDIREE

*E%:é77 :/ 3 \/‘JZ\%%A? Lo

15—)( vt—’) $SFTD-6-720028: (VPN-unit ) HA status callback: Peer state state .
BT = — LA — N — BT OBUEORENHE S ET,

* unit : Primary ¥ 7213 Secondary
e state : 7 = — /LA — 3— BT OBIEDIRRE

*Eﬁ’?o :/ 3 >%\%f£ l/o

15_)‘ “Jt—:) SFTD-6-720029: (VPN-unit ) HA status callback: Start VPN bulk sync

state.

AT 7T ¢ TEEEIL, TR COIREEHRE A Z A B ARET D EHNA TETNET,
* unit : Primary %7213 Secondary

*‘Eﬁ?o :/ 3 ‘/‘/[Z‘%:fcﬁ L/o

15_)( ‘y’b-*‘) $FTD-6-720030: (VPN-unit ) HA status callback: Stop bulk sync state.

BEAT 7 T 4 TIEENT R TOREIE WA X Z A IREA~EE LIEDY £ LT,
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720032

720033
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* unit : Primary %7213 Secondary
*‘E%%?g :/ 3 D%\giﬁ I/o

I%—)‘ ‘y‘b—*‘) $SFTD-7-720031: (VPN-unit ) HA status callback: Invalid event received.
event=event ID .
FREAVPN 7 = — VA — =BT RT LN, LR D7 2 — VA== T AT LD
NI a— NNy 7 AR N EZELE L,

* unit : Primary ¥ 7213 Secondary

- event_ID : 2{5 L7-#E%h72 1 < M ID

*Eﬁ’?g :/ 3 ‘/‘,!Z\%foe L/o

I5—AYE— sFTD-6-720032: (VPN-unit) HA status callback: id=ID , seq-sequence # ,
grp=group , event=event , op=operand , my=my state , peer=peer state .
BB L RS T 2 A= R T U RT ANAT—H AT v T — M@ L2 N
VPN 7 = — VA —R— BT VAT AL > TORESNE LT,

* unit : Primary %7213 Secondary

«ID: 7747 NIDES

. sequence # : > — 7 LV RAE

e group : 7 /L'—7 1D

s event : FHIEDA X2 |

soperand : BLFEDO AT K

«my_state : A7 ADOHEDIRE

s peer_state : £57 OHSEDIKEE

*E;:I;C-;Tb :/ 3 ‘/L[Z‘gic L/o

15—% “Jt_:) SFTD-4-720033: (VPN-unit ) Failed to queue add to message queue.

BB AT LA VY —=ARKTFLTWDAREMNDR H Y £, VPN 7 = — /LA —— H T 25
APHNEA =% F2a—IC ALK ) L LIn e XTI =AU E LT, T, Firepower
Threat Defense 7 /3A A (ZEHWEM B> TEY, VPN 7 = — /LA — "—HT 27 AR5
BrI7 74y 7 20T H0DY) Y —=2A&ED B THNRNT L 2R T —RERETH 5
AREMED N B D £ T,

e unit : Primary ¥ 7213 Secondary
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720034

720035

720036

720037

120034 [

#7932 DT —(X, Firepower Threat Defense 7 /31 A OBSED AR AP Y . HHH
Ay —VEFONHETL7-DIBINOY AT LY =R HHTE S L9125 e, ik
LAREMER B £7,

Io5—4% vt—’) SFTD-7-720034: (VPN-unit ) Invalid type (type ) for message handler.

FBRBA VPN 7 = — VA — N = YT U AT AP A vt — D A A TR LD LT & =T
TIT—MRELE L,

e unit : Primary ¥ 7213 Secondary

stype: AvkE—T XA
WET I aVnERL,

I5—AwH— sFTD-5-720035: (VEN-unit ) Fail to look up CTCP flow handle

F%BA VPN 7 = — VA — = T VR T APRBE L FATT DRI, AX /31 25 T cTCP 7
o —2NHIE S D AREMERH Y 7,

* unit : Primary %7213 Secondary

WET V32 cTCP 7 n—2HIR SN DA A v =V THREL T, 7r—nHlkshic
Ml (&I 74 RV 24570 R Z2HBILET,

Io5—H* vt—*‘) $FTD-5-720036: (VPN-unit ) Failed to process state update message from

the active peer.

IR 2 A BRI L > CRIR SIVIRIET » 77— b A v 2=V & VPN 7 = — b — /3
YTV ARTLAPLBLLE D & LI Eil= T = RAELE L,

* unit : Primary %7213 Secondary

WR7I3MERL, 2L, BEOAMELIZV AT LY Y —ADK FIC L 5 —FH7
REETHDARRENDH Y FT,

IS5—AwH— $FTD-6-720037: (VPN-unit ) HA progression callback: id=id

, segq=sequence number ,grp=group ,event=event ,op=operand , my=my state ,peer=peer state

BREATAED 7 = — LA — N — DRI S S E T,

* unit : Primary % 7213 Secondary
cid: 77472 ~ID
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720038

720039

720040

720041
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e sequence_number : > —7 L AFK A

s group : 7 /L —7 1D

sevent : FLIEDA X |

s operand : BIEDO AT K

* my_state : Firepower Threat Defense 7 /XA A2 OHAEDIREE
« peer_state : 7 OHIEDIKEE

WET7Va v ERL,

Ia—)( ‘yt—*‘) SFTD-4-720038: (VPN-unit ) Corrupted message from active unit.

SREBAA X L ONAAEE N T T 4 TIHEBENOEB LA v -V EZELE L, TI/T 4T
HEENODA vy E—UMHELTOET, ZHid, 777 4 THEELEAX A EEORTH
PO T 7 — AT 2T EFEITLTCND I S o CHIE I END AREERH Y £7,
0= VEEIN T 2=V F— N XT DT 7T THEEIZR Y E LT,

* unit : Primary %7213 Secondary
*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

15—)‘ ‘y’b-*‘) SFTD-6-720039: (VPN-unit ) VPN failover client is transitioning to

active state

B — I NVEEN T == VA== XTOT I T 4 THEEICR D E LT,
* unit : Primary % 7213 Secondary

WRT7Y O avnERL,

15—)‘ “Jt—:) SFTD-6-720040: (VPN-unit ) VPN failover client is transitioning to
standby state.

SHE T — VBN T LA — N ST D RE LN, EEIZ ) E LT,
* unit : Primary %7213 Secondary
*‘Eﬁ?b :/ 3 ‘/‘/[Z‘%:fcﬁ L/o

IS5—4 ‘y’b-*‘) $FTD-7-720041: (VPN-unit ) Sending type message id to standby unit
BREAT 7T 4 THEEND AL AR IEEAA - URFEENE LT,

* unit : Primary % 7213 Secondary
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720042

720043

720044

12002 |||}

stype : AvkE—V XA
cid 1 A v E—VOMNT

WEF7IaLERL,

15—)‘ ‘y‘b-*‘) SFTD-7-720042: (VPN-unit ) Receiving type message id from active unit
BRBARZ UNA B L > TT 7 T 4 THEBENPODA v —VRZESNE LT,

* unit : Primary % 7213 Secondary
stype: Avb—T XA
vid 1 A v BE—TOMB]T

*‘E%%?g :/ 3 D%\giﬁ I/o

ITo5—H* ‘y‘b—*‘) $FTD-4-720043: (VPN-unit ) Failed to send type message id to standby

unit

B VPN 7 = — VA — = BT RAT ANT I T 4 TEEENORAZ R EARA =D
EREELEIELEEEIC, 29— ELELL, 20T —E, a7 7z—/LF——

P TUATATT 2= A== Ny Ty BRRET D, 72— /LA —/"—LAN U V7 3 ¥
UrTHZE (Ayk—U720018) IZKoTHIEERISNDATREERH Y £7,

e unit : Primary ¥ 721 Secondary

stype: Avb—T X AT

vid 1 A v E—T O F
HET > 3 show failover =~ > REMFH LT, 7z — A —"— XTREFIZEHEL T
WHZE, BT 2=V A —N"—LAN U VI RT v TIRETH D Z L 2R LET,

15—)‘ “Jt—:) SFTD-4-720044: (VPN-unit ) Failed to receive message from active unit

B VPN 7 = — VA== BT U AT LINAZ N EETA v —VaZELLOI L L
XL, ZT—RAELELE, 20T —F, LA v =00, BEAvE—VOk
FRIZEHD Y TONTE AT DORBIZE > THIERISNDAREERH Y 7,
s unit : Primary %7213 Secondary

HAET U 3 > show failover =~ FEfH LT, ZE=T7—%MBL., T VPN 7 = —
A== ORI — KB 7 = — VA — " —DRE R L ET, LA v E'—
VNE T T 4 TRE L AL AN EREBTHEREORNT 7= AT =T N=Va 2 FTLT
WD Z LI TAEL L AREMENAH Y £, showmemory =~ > REMEH LT, AE VK TIR
BRHDNE S MEHBILET,
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720045

720046

720047

720048
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ITo5—H* ‘y‘b—*‘) SFTD-6-720045: (VPN-unit ) Start bulk syncing of state information on
standby unit.

BT 7T ¢ TARE NS VT R E AR LR T 2 2 A2 A AREIT @M L E L
7o

e unit : Primary ¥ 7213 Secondary
*‘E“i?g :/ 3 )L[Z\%:féf L/o

15—)‘ “Jt—:) SFTD-6-720046: (VPN-unit ) End bulk syncing of state information on
standby unit

AT 7T 4 THEN S DSV FHUER T T LIe 2 & 2 A7 A JEEITEM L E LTz,
* unit : Primary %7213 Secondary
*E%:é77 :/ 3 \/‘JZ\%%A? Lo

15—)( ‘yt—‘“) SFTD-4-720047: (VPN-unit ) Failed to sync SDI node secret file for

server IP address on the standby unit.
5B VPN 7 = — LA — "= T VAT LN AL VR EETSDI Y — D ) — K v—7
Ly b 77ANERIILES ELcEEi, == REAELELL, SDI/—K ¥ —7 Ly
F77ANE 7Tyl TWET, ORI —d YT via Ty AN VAT
LN EN LTS Z LR LTV D ARERH Y £7,

* unit : Primary ¥ 72 1% Secondary

« IP_address : +—/SDO P 7 KL A
WMRETV avdira~y FEEALT, 77 v v a0NFERRLET, /—Fy—27 Ly
k77 A VDA ENL ip.sdi TY,

15—9‘ “Jt—:) SFTD-7-720048: (VPN-unit ) FSM action trace begin: state=state , last

event=event , func=function .
B VPN 7 = — /LA — = T 27 AOFRIREE~ & U BEREDS BRI S AL E LTz,
* unit : Primary % 7213 Secondary
« state : FLEDIREE
e event : & A N b
« function : BIEEITH ORRE
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720049

720050

720051

720052

120049 |||
*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

Ia_)‘ ‘y’b-*‘) SFTD-7-720049: (VPN-unit ) FSM action trace end: state=state , last

event=event , return=return , func=function .
B VPN 7 = — /L —_— T 2ATF AOFRIREE~ > U HEREN I T LE LT-,
* unit : Primary % 7213 Secondary
- state : FLEDIRTE
e event : &AL b
ereturn : ;=Y =— R
« function : BL{EEITH DR
*‘Eﬁ?b :/ 3 ’LIZ‘E/‘GE Lo

I5—AYt— sFrD-7-720050: (VEN-unit ) Failed to remove timer. ID = id .
BB A =B A Ly RInb 2 A ~—ZHIBRTE £ A,

* unit : Primary % 72 1% Secondary

eid: 14 ~—1ID
RT3 VN,

15—)( vt—’) $SFTD-4-720051: (VPN-unit ) Failed to add new SDI node secret file for

server id on the standby unit.
BB VPN 7 = — LA —N— H TV AT AN RAE R IEBTSDI Y — D ) — K > —7
Ly b 77 ANEBMLEY ELIEEIZ, =7 —0ALELL, SDI/—F ¥ —7 Ly
77 AME, 77y v allBHSNTWEST, 20T —%, 7T7via Ty TRT
AWV TN, BHE L TWA Z AR L TW B HREMERH D 77,

e unit : Primary ¥ 72 1% Secondary

sid : SDI— "D P 7 KL A
WRET7Vavdira~vy REHERALT, 77y vaORNFERRLET, /—K—7 Ly
k77 A NVOLENL ip.sdi TT,

IS5—4Awyt— $PTD-4-720052: (VPN-unit ) Failed to delete SDI node secret file for

server id on the standby unit.
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720054

720055
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BRBAVPN 7 = — VA —N— YT RTLNT 7 4 TEET/)— =7 Ly N 77 A V%
HIfgL Lo e Lz xic, =2 9—0%ELELE, HIRLE>ELTWS/ — R —2 by b
Tr7ANNT T oa TZ7AN VAT ENICTFELZWID, 7T 932 7740 VAT D
FEAI O IZREN H - DR H Y £77,

* unit : Primary %7213 Secondary

« IP_address : SDI +—/ 3D P 7 KL X
WRET7Vavdira~vy FEEALT, 77y vaORARERRFLET, /—Fy—2 Ly
N 77 A NVOATHIL ip.sdi TT,

Ia_)‘ ‘y’b-*‘) SFTD-4-720053: (VPN-unit ) Failed to add cTCP IKE rule during bulk
sync, peer=IP address , port=port

ERBA VPN 7 = — LA — "= 7 AT AL R HIZ A & 2 XA #EE T ¢ TCP IKE #
HiZa—RLED L&, mT7—0RELE LT, AF UM EBICEWARD D>
TWT, B IKE BRIDOZLRMNTE TRNC X A LT U T 5 Al dH 0 £,

s unit : Primary ¥ 7213 Secondary

«IP _address : 7 IP 7 N1 X
eport : BT AR— hEH

#E:ﬁ77 :/ 3 ‘/%‘giﬁ L/o

15—)‘ “J‘t’—:) $FTD-4-720054: (VPN-unit ) Failed to add new cTCP record, peer=IP address
, port=port .

FBA CTCP L= — R A Z U A HEICHR SN, 7 v 77— FT& £ A, *IET 5 IPSec
over cTCP h oV F /UM T = — )L — N— 1% \THERE L TNV W RIBEMENR B W £ 97, ¢ TCP 57— ¥
R=ZARNSFNT RS TNED, RLETIP 7 KL A LR hEEEFOLa— RKRTT
WAFEL TWD ATREMED & 0 £77,

* unit : Primary %7213 Secondary

*IP address : 7 IP 7 FL A

sport: BT F— [FEE
HRET7 O a it —RRIRETH Y BEFD cTCP b rABMEILESND LdF S
DAREMED B U £,

I5—AwH— $FTD-4-720055: (VEN-unit ) VPN Stateful failover can only be run in

single/non-transparent mode.

HEBAVPN Y 7V A7 AL, o7 (FEFEE) B— RTEIEL TWeWRY BltsSnE® A,
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720056

720057

720058

720059

720056 ]

* unit : Primary %7213 Secondary

#ZT7 93 VPN 7 = — /LA —/"—% %R — N T i) 72 & — NI Firepower Threat Defense
TN, A HFE LT, Firepower Threat Defense 7 /31 A & FHL#) L £,

15—)( vt—’) SFTD-6-720056: (VPN-unit ) VPN Stateful failover Message Thread is
being disabled.

BB 2 — A== A X =T ML LD & LI T T == A== F—RERINT
W WEEEAS ., VPN 7 2 — L —NR—H TV RATFTLDAAL L Ay E—0B ALy BT 0 B—
TR £, T == A — 3= F—[T VPN 7 = — LA — N~ [ZHLFETT,

e unit : Primary ¥ 72 1% Secondary
*‘Eﬁ?b :/ 3 ’LIZ‘E/‘GE Lo

IS5—AwE— $FTD-6-720057: (VPN-unit ) VPN Stateful failover Message Thread is
enabled.

AT = — T — RN R — TN T T = — ) F— R — F—REHRXINTNLEE. VPN
T 2= NG —NR—= BT VAT DAL Ay E—VH0BEA Ly RBA RX—=T /I 0 7,

* unit : Primary % 7213 Secondary
*‘Eﬁ?b :/ 3 p%‘gff: L/o

15—)‘ vt—’) $FTD-6-720058: (VPN-unit ) VPN Stateful failover Timer Thread is
disabled.

BT 2 — LA — R—F =N REZ T T 2 — T —NR—BA X —T NV THIEE. VPNT =—
NH—=R—= BT UATEDAAL  FA<—BA Ly KI3T 4 B—T N0 F7°,

* unit : Primary %7213 Secondary
*‘Eﬁ?b :/ 3 ‘/‘/[Z‘%:fcﬁ L/o

15—)‘ ‘y’b-*‘) SFTD-6-720059: (VPN-unit ) VPN Stateful failover Timer Thread is
enabled.

BT = — LN RNERINTNT T = — I F— =N Z—T L ThH5E. VPN
T 2= VF—=N—= P TURATLDAAL BB RA L RBA =TT F9,

* unit : Primary ¥ 7213 Secondary
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720062

720063
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*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

Iﬁ—)‘ ‘yt—’) SFTD-6-720060: (VPN-unit ) VPN Stateful failover Sync Thread is disabled.

I = — A —NR—N A R—T NV T T = — L —— F—RNEZIN TR WVES . VPN
T 2= VA== BT VAT EDAA L )V T FHHEBEA L R T 4 B—T 2720 &
7,

* unit : Primary ¥ 7213 Secondary
*‘E“i?g :/ 3 )L[Z\%:féf L/o

13—)‘ ‘yt—*“) $FTD-6-720061: (VPN-unit ) VPN Stateful failover Sync Thread is enabled.

SR = — LA —R—IN A X —T NV T T =2 — )L — R — F—RNEXEINTWBEES. VPN
T 2= VA= R—=HP TV AT LD AA 3T RIELAER A Ly RISA R2—T W72 0 F97,

* unit : Primary %7213 Secondary
WERT I a nERL,

Ia—)( ‘yt—*‘) SFTD-6-720062: (VPN-unit ) Active unit started bulk sync of state

information to standby unit.

EREBH VPN 7 = — VA — = BTV RTF LDOT 7T 4 TEEEN AL o3 HEEA~ORBEFHR O
2V EHEZBRIG L £ LT,

* unit : Primary %7213 Secondary
*‘Eﬁ77 :/ 3 QJZ‘%:%J? Lo

IS5—AwE— $FTD-6-720063: (VPN-unit ) Active unit completed bulk sync of state

information to standby.

BA VPN 7 = — LA —NR— YTV AT LDT 7T  TEEEIN AR ™A I EA~OWREEF RO
SNV R EET LE LT,

¢ unit : Primary % 7213 Secondary
*‘Eﬁ?b :/ 3 p%‘gff: L/o
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720064

720065

720066

720067

7120064 ]

I%—)‘ ‘y‘b—*‘) SFTD-4-720064: (VPN-unit ) Failed to update cTCP database record for
peer=IP address , port=port during bulk sync.
BB VPN 7 = — LA — "= H T L 2T L30T FHUEHFICBEFD ¢cTCP L a— K& 7 v 7
T—hLErELiExl, =m7—PRAELE L, cTCP La— KRESMY £HA, AHF
VSAEEE T ¢TCP 7 — ¥ R—A L HIR S rIREMEDR S Y £,

e unit : Primary ¥ 7213 Secondary

«IP _address : 7 IP 7 KL X

eport: 7 R— FEE

WRT7Ia0 Avbe—VNERELET,

IS—A4Avw t— 4FTD-4-720065: (VPN-unit ) Failed to add new cTCP IKE rule, peer=peer
, port=port .
2B VPN 7 = — LA — "= BT U RAT AP AY S EET TCP T — 4 _X—A x> N H
OFHIKE HAIZ BN L X5 & Lz i, =7 —»%4 L% L7z, Firepower Threat Defense
F A ANTEWARAD)N - TUWT, ¢TCPIKE HAIDBIMERN X A L7 7 MR, 587
LZaolo Rt & v £97,

* unit : Primary %7213 Secondary

«IP address : 7 IP 7 FL A

sport : £ R— hEE

RT3y TR TH L /MR H VD 77,

ITS5—*yt— eFTD-4-720066: (VPN-unit ) Failed to activate IKE database.

RBAA X UNAEEBENT T 4 TIRIREEICBIT L TWVWA EEIZ VPN 7 = — /L —N— BT
AT IANIKEEX 2T 4 TV —2ay T—HAR—RET 7T 47 L Lo LizE&
2. T —DBRAELE LT, AX UM ERBIC, KEEXFa2 T4 7YYz — gy 5F—4%
NR—=2ZANRNT ITT 4 TN DZ w250 Y —ABEORMENH 2 AREERH D 97,

s unit : Primary ¥ 7213 Secondary

T4 23> showfailover 2~ REEH L TT = — /LA — "— AT RNEFIZE/EL T
HMNEIMEHRL, A vEB—VTEOMO IKEBHED T —2 BB L E T,

Io—XAw t—:/ SFTD-4-720067: (VPN-unit ) Failed to deactivate IKE database.
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HEAT 7T 4 THENAZ AL PREBICBITLTVD ESIZVPN 72— b == H T2
TANIKEEX 2T 4 TV vm—vay 7—AX—R%I T /T 471 LI LTnE
W2, ZT—DFAELELL, 7774 7E#EIC, KEEXalT gy 7Y vz—Yary 7—H
R—=AMIET 7T 4 TN a2 ) Y —ABEEOMENH 5 AleEnH v £,

* unit : Primary %7213 Secondary

RT3 showfailover =~ REFA L TT = — /LA —— TR EFIZENEL TV
HEMEIDEHER L, AvE—YTIKEMEL T —Z2BRELET,

Io5—X% vt—’) SFTD-4-720068: (VPN-unit ) Failed to parse peer message.
REAVPN 7 = — LA —N— BT VAT APRAX RS EECTZFEINTZET A v — T 2 fif
HLE L&l =90 ELE L, AP UM EETZEINLZET A yE—Y
IR CE EH A,

e unit : Primary ¥ 721 Secondary
WRT7VLIVT VT A THEBERAZ U AAMEBOWM G TR A=V a D7 7 — L0 =T )
FATINTWVWDHZ L &R LET, £72. show failover =~ &AL T, 7xz—/F4—
N RTBEFICEELTHWDZ L bR LET,

Ia_)‘ Vi t_:/ SFTD-4-720069: (VPN-unit ) Failed to activate cTCP database.
ERBAR & UM HEEINT 7T 4 TIRBBICBAITL TS L ZIZ VPN 7 = — L — N — H T
AT EMNCTCP T—H_XR—R&ET I T 47\ L LD L&, =T ELELE, A
B UNAEEBEIL, TCP T —HRXR—ANT T 4 T H L xF 5 Y — AR#EOREN
HDHAHEMERH Y 7,

* unit : Primary ¥ 7213 Secondary

#2745 < 3 show failover 2~ REEH L TT = — LA — "— ST REFICE/EL TV
BINEIDNERER L, AvbE—TEOMO cTCP BT —%2BELET,

ITS5—*wyt— eFTD-4-720070: (VPN-unit ) Failed to deactivate cTCP database.
SREAT 7T 4 THEEN AL XA IRREITBIT L TN D & EIZ VPN 7 = — L — " — T TR
T AN CTCP T — X _X—RA&ET 7T 4TI LEH e L &Eic, mT9—0N¥ELELE, T
JT 4 TIEIZ, TCP T — X RX—ANET 7T 4 T D2 & ETH Y Y — ZAEHE D
NHDRREMENRH Y £9°,

s unit : Primary ¥ 7213 Secondary

T S 3 showfailover 2~ REEH L TT = —/L A — "— AT RNEFIZE/EL T
EMNEIMDERERL, AvE—YTTCPEET T —2MEBELET,
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720071

720072

720073

721001

120011 [

I%—)‘ ‘y‘b—*‘) SFTD-5-720071: (VPN-unit ) Failed to update cTCP dynamic data.
FRBA VPN 7 = — LA —N— T VAT AN cTCP BT — 4 %7 v 77 —hL IO & LIz &
TN, =T —BRELELE,

e unit : Primary ¥ 7213 Secondary
RT3 U —RFRRETH L AIREMERH Y 3, ZHUTEMWNRT v 77— T
HDD, AL T—RNEAETINEINDICEERELET, /2, AvE—VTEOMD T =—
NA—N—fEA =V RR LET,

15_)( v t—:/ SFTD-5-720072: Timeout waiting for Integrity Firewall Server [iInterface

,ip ] to become available.
5B Zonelab Integrity Server 23 % A A7 7 MANCEEft 2 HEMN. CX EHA, T2 T 4 T/AHX
VA T z—NVF ==ty T v T, 7 =— VA —/3—1%IZ Zonelab Integrity Server &
Firepower Threat Defense 7 /XA A DD SSL Hi A EMES. SN D LERH D £,

« interface : Zonelab Integrity Server Nt SNV TNDHA L F—T = A A

* ip : Zonelab Integrity Server @ IP 7 N L A
#2327 U 2 3 > Firepower Threat Defense 7 /N1 A & Zonelab Integrity Server ® 127 ¥ = L —

varN—8T5HZ L EMFR L., Firepower Threat Defense 7 /34 A & Zonelab Integrity Server
DM DOBELEHERLET,

I5—AYE— $FTD-4-720073: VPN Session failed to replicate - ACL acl name not found

HEBAVPNE v v a VB A RS EEICERIT D L& A X NS IEENEEMT ST 4
LA ACL R C&EFHATL,

« acl_name : fRH S 720 o> 7= ACL D4 i

WRT7 V3V AL ANARET, AU EBOREPEL SN TVRNI & 2R L E
T, T 7T 4 7HE T writestandby 2~ REF[TL T, AZ A/ HEEEZFHOFE Y G E
T

15—)( ‘yt—*‘) SFTD-6-721001: (device ) WebVPN Failover SubSystem started

successfully. (device ) either WebVPN-primary or WebVPN-secondary.

BMAIUMED 7 = — VA —N—4E (T~ VU E72ZEHZY) D WebVPN 7 = —/L 7 —
N— BT ATFT ANEFICEE LUE LT,

* (device) : WebVPN 7' A ~ U T34 AL 72X WebVPN &£ > X U F/31 R
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721003

721004

Syslog # v £—< 715001 ~ 721019 |

*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

Ia_)‘ ‘y’b-*‘) $FTD-6-721002: (device ) HA status change: event event , my state
my state , peer state peer .
S WebVPN 7 = — /LA —/N— %7 L 27 AE, a7 HA 2 U AR—F 2 R b EMIICAT —
X A@IEZE LET, A A X b, B—7W /L Firepower Threat Defense 7 /34 A D LV VIR
e, BLXOT7 2 — A — "= 7 OH LWRENRE SN ET,

* (device) : WebVPN 77 1 ~ U £ 721X WebVPN & 7 > % U Firepower Threat Defense 7 /N

A

s event : H L HA £ X2 b

« my_state : = — 7% /L Firepower Threat Defense 7 /34 A DF LV VKA

« peer : BT O LU VIRKE

WET7Va nERL,

I5—*wHt— sFTD-6-721003: (device ) HA progression change: event event , my state
my state , peer state peer .
580 WebVPN 7 = — /LA —_"— 7L 2F A1F. 27 HA 20 R—F 2 Mhbi@msnsA
N2 MIESNT, HOIREPLHOREICBITLET, HEA 2 b, ©—L/L Firepower
Threat Defense 7 /34 A OF LVVREE, BLOT = — /LA —— ET7 OH LUVIRENHE S
TWET,

* (device) : WebVPN 77 A ~ U F 721X WebVPN & 7 > # U Firepower Threat Defense 7 /XA

A

sevent : FT LVHA A X2k

* my_state : = — 7% /L Firepower Threat Defense 7 /31 & OF LV VIRHE

« peer : BT D LV VIRTE

WET7OaVnBERL,

I5—AYE— srTD-6-721004: (device ) Create access list list name on standby unit.

SRBAWebVPNEAH DT 7B A U A ME, 77T 4 THEEBND RAX L EBICERI SN ET,
2B UNRAIEBETWeVPN 7 7R U A RREFICA VA R—LENE LT,

* (device) : WebVPN 75 o < U 7213 WebVPN & 5 > # U Firepower Threat Defense 7 /31
A

e list name : 77 £ X U R 4,
*‘E%%77:/3 y%‘giﬁ I/o
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721005

721006

721007

721008

121005 [

I%—)‘ Vi t_:/ $FTD-6-721005: (device ) Fail to create access list list name on standby
unit.
B WebVPN B D7 7R VR RNRT 77 4 THEBEIZA VA R—VEInb e, ab—NnR
BUNAIEEBIIA VA M=V ENET, AFUNNAEEBIZIT 7 AV A NEA VA N—/LTE
FHATLE, AXUARAEBIZZOT 78R VA NBT TIFEL TWZAEEMERH VY F
D

« (device) : WebVPN 77 A ~ U £ 721X WebVPN & 4 > % U Firepower Threat Defense 7 /XA

A
e list_name : A ¥ U NAIEIZA VA RV TERDSTZT 7 ER U A FOAH]

WMRET7Oay T T7 4 7HEEL AL A EEEDOW ST show access-list =~ > R L
9, HINFEZLKR LT, A—EBERHINEIDEHERLET, VEULLT, 77747
457 T write standby 2~ > RZEH LT, A U A\ASHEEEZFORY SEE 7,

15—% ‘y‘b-*‘) $FTD-6-721006: (device ) Update access list list name on standby unit.
BAA S UNAIEBTT /A VA NONENT v 7T —hSRE LT,

+ (device) : WebVPN 77 A < U F 721X WebVPN & 7 > # U Firepower Threat Defense 7 /XA
A

elist name : 7 v 77— ST 7R YA NDOLH]
#E:ﬁ77:/3 ‘/%‘giﬁ L/o

Io5—4 ‘yt—*‘) $FTD-4-721007: (device ) Fail to update access list list name on standby
unit.
SRBAA X VXA IEEN WebVPN EH DT VA VAT v 7T —hLED E LT E X,
TT=PRAELE LI, A UANAIREILT 78R VA NERETE A,

* (device) : WebVPN 77 1 ~ U F 721X WebVPN & 7 > % U Firepower Threat Defense 7 /XA

A

elist_name : 7> 7T — FINBRNoTET 7B U A NOAH]
WRT7O a2 T 7T 4 7B E AL S A LEE DM ST show access-list 7~ > R& i L
9, HIINEFZLEKR LT, R—BBHb5NEIDEHERELET, RBESUT, 77747
451 T write standby 2~ > RZEH LT, AX U A\SEEEZFORM SEE 7,

15—)‘ ‘y’b-*‘) $FTD-6-721008: (device ) Delete access list l1ist name on standby unit.
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FiBA WebVPN [HA DT 72 U R MR T 77 4 ZHEBENGHIIRSND L, ALT 78R U R
FEHIRT A L OICERT AR v —UNAZ UL IEBICEESNET, FOME. WebVPN
EHDOT 7 A JRARRAZ S BEENOHIBRESLE Lz,
* (device) : WebVPN 77 A ~ U F 721X WebVPN & 7 > # U Firepower Threat Defense 7 /XA
A
« list_name : HIfRS N7 78X U R NDOARI

*E;:I;‘%Tb :/ 3 ‘/L[Z‘gic L/o

13—)‘ “J‘t’_:) $FTD-6-721009: (device ) Fail to delete access list list name on standby

unit.

S WebVPN [EAG DT 7 A YA MNT 77 4 ZHETHIEREh D &, LT Z7EA U AL
EHIBRT 2 KD ICERT DA v B — VR AZ UM EBICEESNE T, xETET s8R Y
AP AR NAEETHIRLE D E L&, =T —REPBAELE LTz, AZ 143
BT 722 VA MBFELEEATL,

* (device) : WebVPN 77 1 ~ U £ 721X WebVPN & 7 > % U Firepower Threat Defense 7 /N
A

e list_name : HIfRS N7 78X U X FDOAH]
WRTO AV T T 4 7HEELE R A BEE DM 5T show access-list =~ > R&2{#H L
4, HINFEZLBR LT, R—ERHE50EI D EERLET, REIULUT, 77747
EE T write standby =~ REFEH LT, AFZ NS EBEZFORHH S ET,

15—)‘ “Jt—:) $FTD-6-721010: (device ) Add access list rule list name , line line no
on standby unit.
BEAT 7B A U X NBRIRT 77 4 ZTHEBEIGBEINE NS & [F CHAID A Z 31 258 IEM
SNFET, FLWT 78X UR MRS A Z oA HEBICIEFIBMShE L,

* (device) : WebVPN 7'J o < U £ 7213 WebVPN & # > % U Firepower Threat Defense 7 /31

A
e list_name : HIfRSN7=T 78R U A NDOAH]
sline no : 77X U A MTEMENT-HAOITES

*‘Eé%?g :/ 3 y%‘giﬁ I/o

I%—)‘ ‘y‘b—*‘) $FTD-4-721011: (device ) Fail to add access list rule list name , line

line no on standby unit.
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7121012

7121013

121012 [

REAT 7 v A VA MRAMT 77 4 THEBIBEMEND L, AX AL EETHRLET 7 A
UA MRAIOBMAFEITESNE T, LT 722U R MRHIZ A X DR EEICBIL L
L&, ZT9—BRELE L, AXUAALMEEBICRICLT 78RV X MRRIBGFET S
HHREMENH D F97,

s (device) : WebVPN 7°F A < U £ 721% WebVPN & 5 > % U Firepower Threat Defense 7 /3
A DUNT I

s list name : HIfR SN 727 78X U X FDOAH]

-line_no : 77 A U A MBS NI BAIOTE S

WRTFO a2y 777 4 7THEL AL A BEEDM ST show access-list =~ > R&flH L
9, HINFZLE LT, A—ERHINEIDEHERLET, VEULLT, 77747
451 T write standby 2~ > RZEH LT, AX U A\SEEEZFORY S ET,

Ia_)‘ ‘y’b-*‘) $FTD-6-721012: (device ) Enable APCF XML file file name on the standby

unit.
B APCEXML 7 7 A NT 77 4 THEIZA VA =N ENDE, AFUNAEETRHEL
TFANDA A N=ADRERITENTE T, AF¥ A IEEIZ APCEXML 7 7 A VRN IEHEIZA
VAPV ENE L, AZ UL EETAira~v REFHL, ZOXML7 7 A AN T Ty
Va T AN VAT KFETDH I EEFR R LET,
* (device) : WebVPN 77 1 ~ U £ 721X WebVPN & 1> % U Firepower Threat Defense 7 /A
A
sfile name : 77 v = 77 AV VAT A ED XML 7 7 A VD4R

*E“ﬁ?g :/ 3 ’%‘E:fcc L/o

I5—AY4t— 2FTD-4-721013: (device ) Fail to enable APCF XML file file name on the
standby unit.

S2BA APCF XML 7 7 A VIR T 7T 4 THEBEIIA VA M—LEND L, AX A LEERTHU
T7ANDA A N—=VINBITINE T, AX U NAIEEIZAPCFXML 7 7 A V& A VA R—
NTEERATLE,

* (device) : WebVPN 7*7 1 ~ U 721X WebVPN & 1 > % U Firepower Threat Defense 7 /A

A

sfile name : 77 v = 77 A VAT A ED XML 7 7 A VDL R
WRET V2 av T 7T 4 7RBLAS ALEKEOR ) Tdir a2~ REFEALET, 711
7 MY VAREHIEL T, R—BRHLI0EI0%EMRLET, REISUT, 777 4 7%
{& T write standby =~ > FZEH LT, AZ U A"AEBELZHBORBSEET,
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I%—)‘ Vi t_:/ $FTD-6-721014: (device ) Disable APCF XML file file name on the standby

unit.

S APCF XML 7 7 A VAT 77 4 TARETHIFR SN D & A U ANAHETR LY 7 A v

DHIBRMNFAT SN E T, AF¥ A 2B NS APCF XML 7 7 A A EFICHIBR S E LT,
* (device) : WebVPN 77 1 ~ U F 721X WebVPN & 1 > % U Firepower Threat Defense 7 /31
A
sfile name : 77 v 2 77 A )V VAT A ED XML 7 7 A VD4R

WET7VaVnERL,

IS5—4 “Jt—:) $FTD-4-721015: (device ) Fail to disable APCF XML file file name on
the standby unit.

RBA APCE XML 7 7 A AT 77 4 7THEBETHIBREIND &, AX U ARNAEBETRILUZ 7 A /v
DOHIERFITENE T, AZ S IEENS APCEXML 7 7 A L EHIERL X 9 & L- & X1,
T —NIELFELTn, T7ANNDAZ U NAIEFBIZA A N—LENTWARWAREMENH Y
F9,

+ (device) : WebVPN 77 1 <~ U F 721X WebVPN & 7 > # U Firepower Threat Defense 7 /XA
A

sfile name : 77 v = 77 A VAT A ED XML 7 7 A VDL R

#2327 - < 3 > show running-config webvpn =~ > R &M L C. %5 ® APCF XML 7 7 A
WIRA F =T N TRV E 2B LET, AROT 7 A NVBA X =TV TRVIRY ZDA Y
VI EHE L ThEVETA, JBOT 7 A NANBA 2—T NV TH DAL, webvpn =1 7
X2l — 3 % 7E—KTnoapeffile name =~ REZEHA LT, HEDT7 7 A VET 4
=T ML THET,

I5—AYE— sFTD-6-721016: (device ) WebVPN session for client user user name , IP
ip address has been created.

B YU E— k WebVPN 22— ¥ RNIEFICa 7 A v L, 0l A UAERNAZ A HEE I A
f—LEhE LT,
* (device) : WebVPN 77 1 ~ U F£ 7213 WebVPN & 71 > % U Firepower Threat Defense 7 /A
A
s user_name : = — YV DL H]
+ip address : VE—h 2—FDIP 7 KL A

*E;:I;C-;Tb :/ 3 ‘/L[Z‘gic L/o
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721018

7121019

121017 |

I%—)‘ vt—*‘) $FTD-4-721017: (device ) Fail to create WebVPN session for user user name
, IP ip address .

FBA WebVPN = —H 037 77 ¢ ZEEEIZn J A 3D L u 7 A UEFRB AKX 8 A 2EEIC
@%éhi?oX&/A4%%_m74/m$%@§bfmée%m\z?—ﬁ%gbib
7o
* (device) : WebVPN 77 1 ~ U £ 721X WebVPN & 1> % U Firepower Threat Defense 7 /A
A
+ user_name : = — D4 Al
«ip_address : VE—hF Z2—FDIP T KL &

WRTV AV T I T 4 THEEL AL AL IEBEOW G T, —HD WebVPN = —HF D41
show vpn-sessiondb detail webvpn =~ > RZ i/ L, WebVPN SVC = —H D513 show
vpn-sessiondb detail sve =~ > FZEHLET, = M 2L T, ACa—F vy g
L 1 — Rl J7 @ Firepower Threat Defense 7 /34 A (CEKR IO E I D EMER L ET, HHE
WU T, T2 7 4 73E T write standby =~ > RafliH LT, AX 31 3EE L2 FHEW L
£,

15—% ‘y‘b-*‘) $FTD-6-721018: (device ) WebVPN session for client user user name , IP

ip address has been deleted.

ZEBH WebVPN 2— N7 7 5 4 7HEETa /7 5L, a7 N Ave—UNAZ
NABEBEIZEFE I, AZ AL EBEBNS 2Py v a UAHIBRSE T, A 3 3E
5 WebVPN = —H L a— RO EFICHIBRENE L,

* (device) : WebVPN 77 1 ~ U £ 721X WebVPN & 1 > % U Firepower Threat Defense 7 /XA
A
* user_name : = — DL HI

cip_address : VE—F =2—HFDIP 7 KL R
#E:ﬁ77 :/ 3 ‘/%‘giﬁ L/o

15—)‘ vt—*‘) $FTD-4-721019: (device ) Fail to delete WebVPN session for client user

user name , IP ip address .
FiBA WebVPN 2 — N7 /7 4 THEE TR 7T U N5 L, rnlT7 U N AvkE—URAX
NAFERIZEF SN, AR EE PPy v a UBHIBRSIVE T, AZ 3o HEE
25 WebVPN 2—H La— FZHIBRL LS L L7zl &lZ, =7 —0N%AELE L,
* (device) : WebVPN 77 A ~ U F 721X WebVPN & 7 > % U Firepower Threat Defense 7 /XA
A
« user_name : =— D4R

Syslog # v z— < 715001 ~ 721019 .



Syslog # v £—< 715001 ~ 721019 |

B 200

cip_address : VE—hF =2—HFDIP 7 KL A
WRTO 3y T 0T 4 THEL AL N IEEOWTT T, —fD WebVPN 2 —H DG 51
show vpn-sessiondb detail webvpn =~ > RZ ] L, WebVPN SVC =— % D51 show
vpn-sessiondb detail sve =~ > REZMEH L ET, R—ERHL0E I 0EMRLET, LEIZ
I U T, 77T 4 74 T write standby 2~ > REMEH LT, A¥ 3 A 2@ 2 ORI S
‘E\i‘a_c

. Syslog # v z— < 715001 ~ 721019



	Syslog メッセージ 715001 ～ 721019
	メッセージ 715001 ～ 715080
	715001
	715004
	715005
	715006
	715007
	715008
	715009
	715013
	715018
	715019
	715020
	715021
	715022
	715027
	715028
	715031
	715032
	715033
	715034
	715035
	715036
	715037
	715038
	715039
	715040
	715041
	715042
	715044
	715045
	715046
	715047
	715048
	715049
	715050
	715051
	715052
	715053
	715054
	715055
	715056
	715057
	715058
	715059
	715060
	715061
	715062
	715063
	715064
	715065
	715066
	715067
	715068
	715069
	715070
	715071
	715072
	715074
	715075
	715076
	715077
	715078
	715079
	715080

	メッセージ 716001 ～ 716603
	716001
	716002
	716003
	716004
	716005
	716006
	716007
	716008
	716009
	716010
	716011
	716012
	716013
	716014
	716015
	716016
	716017
	716018
	716019
	716020
	716021
	716022
	716023
	716024
	716025
	716026
	716027
	716028
	716029
	716030
	716031
	716032
	716033
	716034
	716035
	716036
	716037
	716038
	716039
	716040
	716041
	716042
	716043
	716044
	716045
	716046
	716047
	716048
	716049
	716050
	716051
	716052
	716053
	716054
	716055
	716056
	716057
	716058
	716059
	716060
	716061
	716500
	716501
	716502
	716503
	716504
	716505
	716506
	716507
	716508
	716509
	716510
	716512
	716513
	716515
	716516
	716517
	716518
	716519
	716520
	716521
	716522
	716525
	716526
	716527
	716528
	716600
	716601
	716602
	716603

	メッセージ 717001 ～ 717064
	717001
	717002
	717003
	717004
	717005
	717006
	717007
	717008
	717009
	717010
	717011
	717012
	717013
	717014
	717015
	717016
	717017
	717018
	717019
	717020
	717021
	717022
	717023
	717024
	717025
	717026
	717027
	717028
	717029
	717030
	717031
	717033
	717034
	717035
	717036
	717037
	717038
	717050
	717051
	717052
	717053
	717054
	717055
	717056
	717057
	717058
	717059
	717060
	717061
	717062
	717063
	717064

	メッセージ 718001 ～ 719026
	718001
	718002
	718003
	718004
	718005
	718006
	718007
	718008
	718009
	718010
	718011
	718012
	718013
	718014
	718015
	718016
	718017
	718018
	718019
	718020
	718021
	718022
	718023
	718024
	718025
	718026
	718027
	718028
	718029
	718030
	718031
	718032
	718033
	718034
	718035
	718036
	718037
	718038
	718039
	718040
	718041
	718042
	718043
	718044
	718045
	718046
	718047
	718048
	718049
	718050
	718051
	718052
	718053
	718054
	718055
	718056
	718057
	718058
	718059
	718060
	718061
	718062
	718063
	718064
	718065
	718066
	718067
	718068
	718069
	718070
	718071
	718072
	718073
	718074
	718075
	718076
	718077
	718078
	718079
	718080
	718081
	718082
	718083
	718084
	718085
	718086
	718087
	718088
	719001
	719002
	719003
	719004
	719005
	719006
	719007
	719008
	719009
	719010
	719011
	719012
	719013
	719014
	719015
	719016
	719017
	719018
	719019
	719020
	719021
	719022
	719023
	719024
	719025
	719026

	メッセージ 720001 ～ 721019
	720001
	720002
	720003
	720004
	720005
	720006
	720007
	720008
	720009
	720010
	720011
	720012
	720013
	720014
	720015
	720016
	720017
	720018
	720019
	720020
	720021
	720022
	720023
	720024
	720025
	720026
	720027
	720028
	720029
	720030
	720031
	720032
	720033
	720034
	720035
	720036
	720037
	720038
	720039
	720040
	720041
	720042
	720043
	720044
	720045
	720046
	720047
	720048
	720049
	720050
	720051
	720052
	720053
	720054
	720055
	720056
	720057
	720058
	720059
	720060
	720061
	720062
	720063
	720064
	720065
	720066
	720067
	720068
	720069
	720070
	720071
	720072
	720073
	721001
	721002
	721003
	721004
	721005
	721006
	721007
	721008
	721009
	721010
	721011
	721012
	721013
	721014
	721015
	721016
	721017
	721018
	721019



