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DELETE prefilterrules 237

GET remoteaccessvpns 238

PUT ravpns 238

POST ravpns 238

DELETE ravpns 238

GET s2svpnsummaries 238

GET secureclientcustomizationsettings 239
PUT secureclientcustomizationsettings 239
GET securityintelligencepolicies 239
GET sshclientsettings 239

PUT sshclientsettings 240

GET sshserversettings 240

PUT sshserversettings 240

GET snmpalerts 241

GET SNMP Settings 241

PUT SNMP Settings 241

GET syslogalerts 241

GET syslogsettings 242

PUT syslogsettings 242

GET timesynchronizationsettings 242
PUT timesynchronizationsettings 242
GET timezonesettings 243

PUT timezonesettings 243

GET umbrelladnspolicies 243

PUT umbrelladnspolicies 243

POST umbrelladnspolicies 244
DELETE umbrelladnspolicies 244
GET umbrelladnsrules 244

PUT umbrelladnsrules 244

GET vpntunnelstatuses 245

GET zerotrustpolicies 245
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PUT zerotrustpolicies 245
POST zerotrustpolicies 245
DELETE zerotrustpolicies 246
GET ztnapolicies 246
PUT ztnapolicies 246
POST ztnapolicies 246
DELETE ztnapolicies 247
RY—FD L TH— X 247
PUT policyassignments 247
POST policyassignments 247
GET policyassignments 247
AT —=H AP —E A 248
GET taskstatuses 248
VAT L 248
GET domain 248
GET serverversion 248
Ny r—U % 249
POST Cancel Upgrades 249
POST Retry Ugrades 249
DELETE upgradepackages 249
GET upgradepackages 249
GET listapplicabledevices 250
POST upgradepackage 250
POST revertupgrades 250
GET upgradepackages : =% — 251
POST upgradesnapshot 251
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Management Center REST API [ZDU\T

Management Center REST API {3, Management Center % & ¥ 3 5 /= DR & APl Zf2flt L 97,

» Management Center REST API {Z- DT (1 ~X—7Y)
< Frigne (1 =—2)

* REST API DAL (17 ~—27)

e RANTT T 4 A (18 —2)

PHHEY Y—2 (18 X—)

Management Center REST APl [ZDUMT

REST API %, [RESTful] FANZESLS TV r—vary Iarlo3 07 Ao —T oA A

(API) T, X—T = UM 6.1 LI Management Center T3 X< AhIZTE, REST 7 7 A4
Ty N CHERATEET,

REST 7 AT v haA v A h—/L L=, ¥5E D Management Center ® REST =—3 = > h
(=7 P LT, RAEOHTTP A Y » REMH L, BUEOBRERRICT 7 A LT, BINO
RIENT A =B EFITTEET,

FTHE HE

INODOFREEET — T N T, FHHACT LT HEDIC URL ICAR—=ARNBIMENTWET,
URL Z T 2581, AX—Z2ZHBRL T &,

N—2 3 14 DHFHEEE

RI:N=D3V741IDOHLWAY Y RETIVRRSA U+

%7 (Name) AR URL

\'1

J(]_

\'1
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£ 71 (Name) AR URL

Switchmode POST /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis /operational/switchmode

R

88 pZs s sisk | POST /api/fmc_config/vl/domain/{domainUUID} /deployment
/pendingchangesrequests

TINA R

{87 7+ A A |GET /api/fmc_config/vl/domain/{domainUUID}

H—T A A /devices/devicerecords/{containerUUID}
/operational/virtualaccessinterfaces

A1 o—

78R X M |GET, PUT /api/fmc_config/vl/domain/{domainUUID}

ﬁ; /policy/chassisplatformsettingspolicies
/{containerUUID}/accesslistsettings /{object UUID}

VPN k> R/LD GET /api/fmc_config/v1l/domain/{domainUUID}

AT —H A /policy/vpntunnelstatuses

AT—H R

L/ﬂf~—}\0)§f§7;/ GET /api/fmc_config/v1l/domain/{domainUUID}

o— K /job/taskstatuses/{objectId}
/operational/downloadreports

DRT LERE

EHRTEDEE |GET. PUT /api/fmc_platform/vl/systemconfiguration

/changemanagementconfigs

R2N—=23 2 T40DFELWAYY RETVRRSA Uk

£l (Name)

AR

URL

ot k)

TIT4T7 Yy
va v

GET. DELETE

/api/fmc_config/v1l/domain/{domainUUID}

/analysis/activesessions

=874y Sy POST /api/fmc_config/vl/domain/{domainUUID}
/analysis/activesessions/logout

o —H%—7 75 ¢ |GET. DELETE /api/fmc_config/vl/domain/{domainUUID}

|l /analysis/useractivity

BE
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N—2 3 1.4 DETHERE .

21 (Name)

AR

URL

HEDEH GET /api/fmc_platform/vl/domain/{domainUUID}
/audit/configchanges

Sr—

77jf’U‘ﬁ§$§ . GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID}/appinfo

— AV GET. PUT, /api/fmc_config/vl/domain/{domainUUID}

B—T A A A
~y b

POST. DELETE

/chassis/fmcmanagedchassis/{containerUUID}

/chassisinterfaceevents

EtherChannel 1 >
H—T A A

GET. PUT,
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID}

/etherchannelinterfaces

Eﬁ%?if?’l}b— GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID}
/faultsummary

A AK v 2R | GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID}
/instancesummary

A B —7 x4 A |GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID}
/interfaces

A X —7 A A|GET /api/fmc_config/vl/domain/{domainUUID}

0)1%%%? /chassis/fmcmanagedchassis/ {containerUUID}/interfacesummary

A2y MY O GET /api/fmc_config/vl/domain/{domainUUID}

2 /chassis/fmcmanagedchassis/{containerUUID}/inventorysummary

RELT N R GET. PUT, /api/fmc_config/vl/domain/{domainUUID}

POST. DELETE /chassis/fmcmanagedchassis/{containerUUID}/logicaldevices
A

SNMP %7 GET., PUT /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings

W7 A % —7 = |GET. PUT. /api/fmc_config/vl/domain/{domainUUID}

A A POST. DELETE |/chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/{

A

[ /84 X (Devices) 1

DDNS & E GET, PUT /api/fmc_config/vl/domain/{domainUUID}
/devices/devicerecords/{containerUUID}/dhcp/ddnssettings
DHCP YV L —#& % |GET. PUT /api/fmc_config/vl/domain/{domainUUID}

/devices/devicerecords/{containerUUID} /dhcp/dhcprelaysettings
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£ 71 (Name) AR URL

DHCP H—/3— GET. PUT /api/fmc config/vl/domain/{domainUUID}
/devices/devicerecords/{containerUUID}/dhcp/dhcpserver

BHlo L N—2 = |GET. PUT /api/fmc_config/vl/domain/{domainUUID}

)/;Z"?f“—‘}s /devices/devicerecords/ {containerUUID} /managementconvergencemode

7 ILOBIT POST /api/fmc_config/vl/domain/{domainUUID}
/devices/operational/modelmigrations

IRABR ST 1) 7 A GET, PUT, /api/fmc_config/vl/domain/{domainUUID}

V=T 4R
C/_

POST. DELETE

/devices/devicerecords/{containerUUID}

/routing/virtualrouters/{virtualrouterUUID} /bfdpolicies

ANILA

> IV D EERA GET /api/fmc_config/vl/domain/{domainUUID}
/health/tunnelstatuses/{containerUUID}/tunneldetails

5k

CDFMC A7+ 7 |GET. POST /api/fmc_config/vl/domain/{domainUUID}

NERA /integration/cdfmcsnapshot/{objectId}

SecureX X E D H | POST /api/fmc_config/vl/domain/{domainUUID}

%ﬁ /integration/operational/refreshsecurexconfigs

IV bk

Azure AD L)V A |GET, PUT, /api/fmc_config/vl/domain/{domainUUID}

POST. DELETE

/object/azureadrealms

Azure AD DA GET /api/fmc_config/vl/domain/{domainUUID}
T—H A /object/azureadstatuses

5214 —hK U |GET. POST /api/fmc_config/vl/domain/{domainUUID}

Z } /object/ciphersuitelists

HAZANSIIP YU |GET /api/fmc_config/vl/domain/{domainUUID}
;(]\g)§f§7>/t1pﬁ /object/customsiiplistdownload/{objectId}
K

B AHX ANSIIP U |GET, PUT, /api/fmc_config/v1l/domain/{domainUUID}

A b

POST. DELETE

/object/customsiiplists

71 A& I ST URL
VA RNDHE D
o— R

GET

/api/fmc_config/vl/domain/{domainUUID}
/object/customsiurllistdownload/{objectId}
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N—2 3 1.4 DETHERE .

£71 (Name) AR URL
J3 A% A SIURL |GET. PUT. /api/fmc_config/vl/domain/{domainUUID}

DA

POST. DELETE

/object/customsiurllists

R4 72 ——>" |GET /api/fmc_config/vl/domain/{domainUUID}
/object/distinguishednamegroups

FvlEA GET. POST /api/fmc_config/vl/domain/{domainUUID}
/object/distinguishednames

Azure Ad L/L . | POST /api/fmc_config/vl/domain/{domainUUID}

0)5ft7;/[j_— N /object/azureadrealms/{realmId}/download

SREEERRE: 7 L — | GET /api/fmc_config/vl/domain/{domainUUID}

- /object/externalcacertificategroups

HhES CA ZEFAZE:  |GET. POST /api/fmc_config/vl/domain/{domainUUID}
/object/externalcacertificates

A EERHE: 2 L — | GET /api/fmc_config/vl/domain/{domainUUID}

va /object/externalcertificategroups

SRR GET. POST /api/fmc_config/vl/domain/{domainUUID}
/object/externalcertificates

77/]’/1/735::1\‘U GET /api/fmc_config/vl/domain/{domainUUID}
/object/filecategories

7y A% 47 |GET /api/fmc_config/vl/domain/{domainUUID}
/object/filetypes

A CA GERAE 2 | GET /api/fmc_config/vl/domain/{domainUUID}

/yb_:f /object/internalcertgroups

NTP ¥—% GET. PUT. /api/fmc_config/vl/domain/{domainUUID}

POST. DELETE

/object/ntpservers

F—"—F w7 |POST /api/fmc_config/vl/domain/{domainUUID}
/object/operational/overlaps
Y —2x7w7»7 |GET. PUT, /api/fmc_config/vl/domain/{domainUUID}

AV

POST. DELETE

/object/resourceprofiles

Secure Client @ 77

GET. PUT,

/api/fmc_config/v1l/domain/{domainUUID}

AR AR POST. DELETE /object/secureclientcustomizations

SI Z‘\ v NDU—7 PUT., POST, /api/fmc_config/vl/domain/{domainUUID}

74—k DELETE /object/sinetworkfeeds

SIURL 7 +— K |PUT, POST, /api/fmc_config/vl/domain/{domainUUID}
DELETE /object/siurlfeeds
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£ Hl (Name) AR URL

Azure AD L L. |POST /api/fmc_config/vl/domain/{domainUUID}

DT A K /object/testazureadrealms

:L——th—&jff/Dh— GET /api/fmc_config/v1l/domain/{domainUUID}

va /object/azureadrealms/{realmId}/usersandgroups
VLAN 2 )L——>7"% | DELETE /api/fmc_config/vl/domain/{domainUUID}

a /object/vlangrouptags

) o

7 7Y r—3 3 |GET, PUT, /api/fmc_config/vl/domain/{domainUUID}

Tn—

POST. DELETE

/policy/ztnapolicies/{containerUUID}/applicationgroups

TV =g

GET. PUT,
POST. DELETE

/api/fmc_config/v1l/domain/{domainUUID}
/policy/ztnapolicies/{containerUUID}/applications

A7 N RN
RIERY v —

GET. PUT,
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}
/policy/chassisplatformsettingspolicies

MBALA Y v —

GET. PUT,
POST. DELETE

/api/fmc_config/v1l/domain/{domainUUID}
/policy/decryptionpolicies

BERY —n—
L

GET. PUT,
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}
/policy/decryptionpolicies/{containerUUID}
/decryptionpolicyrules/{

DNS @%ﬁﬁ GET. POST /api/fmc_config/vl/domain/{domainUUID}
/policy/chassisplatformsettingspolicies/ {containerUUID} /dnssettings

7 AN RY PUT., POST, /api/fmc_config/vl/domain/{domainUUID}

v DELETE /policy/filepolicies

77 A ) )L—)L |GET. PUT, /api/fmc_config/vl/domain/{domainUUID}

POST. DELETE

/policy/filepolicies/{containerUUID}/filerules

FID 77 v k PUT., POST, /api/fmc_config/vl/domain/{domainUUID}

T+ —LRERY DELETE /policy/ftdplatformsettingspolicies

S —

HTTP 7 7 & A3 | GET. PUT /api/fmc_config/vl/domain/{domainUUID}

iﬁ /policy/ftdplatformsettingspolicies/{containerUUID}
/httpaccesssettings/{

PJAJ‘ﬁé&%/U*~/D GET /api/fmc_config/vl/domain/{domainUUID}
/policy/natexemptrules/{deviceId}

‘Neﬂqo“’ﬂflli/““ GET, PUT /api/fmc_config/vl/domain/{domainUUID}

/policy/ftdplatformsettingspolicies/{containerUUID}

/netflowpolicies/{
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IN—2 3V 1.3 DETHERE .

£71 (Name) AR URL
Secure Client ® % | GET, PUT /api/fmc config/vl/domain/{domainUUID}
;(57<y,(;i§%iﬁ /policy/ravpns/{containerUUID}

/secureclientcustomizationsettings

SSH” 747 F|GET, PUT /api/fmc_config/vl/domain/{domainUUID}
e /policy/chassisplatformsettingspolicies/{containerUUID}

/sshclientsettings

SS}{ff-/§~—§%ﬁ§ GET. PUT /api/fmc_config/vl/domain/{domainUUID}
/policy/chassisplatformsettingspolicies/{containerUUID}

/sshserversettings

SNMP X & GET. PUT /api/fmc_config/vl/domain/{domainUUID}
/policy/ftdplatformsettingspolicies/{containerUUID}/snmpsettings

Syslog DR E GET., PUT /api/fmc_config/vl/domain/{domainUUID}
/policy/chassisplatformsettingspolicies/ {containerUUID} /syslogsettings/ {

R RO E | GET, PUT /api/fmc_config/vl/domain/{domainUUID}
/policy/chassisplatformsettingspolicies/{containerUUID}

/timesynchronizationsettings

B2 A LY —2FE |GET, PUT /api/fmc_config/v1l/domain/{domainUUID}
/policy/chassisplatformsettingspolicies/{containerUUID}

/timezonesettings

ZTNA R VU > — GET. PUT, /api/fmc_config/vl/domain/{domainUUID}
POST. DELETE /policy/ztnapolicies

VAT LERE
JE— NEMT 7 |GET, PUT api/fmc_platform/vl/systemconfiguration
+ R /remotemanagementaccess

SIS a—TFay

FINA A POST /api/fmc_troubleshoot/vl/domain/{domainUUID}
/troubleshoot/device

aA—H—

Z—H— GET /api/fmc_config/v1l/domain/{domainUUID} /users/users

N—2 3213 DHFHEE

RI:N—=2aV7300FH LAY Y FETVRRSA Vb

£l (Name) AR URL

N9 T7yT (FKR)
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£ 71 (Name) AR URL

if/ﬁxf;i/§§y37 POST /api/fmc_config/vl/domain/{domainUUID}/backup/
T operational/devicebackup

Ny 7T v 7DOX|GET, ID 2L 5 |/api/fmc_config/vl/domain/{domainUUID}/backup/
VAVA=EN GET downloadbackup/{targetId}

YA VA GET. ID 2 X% |/api/fmc_config/vl/domain/{domainUUID}/ backup/files
77 A GET. DELETE

Sr—

Ty —IOWEEA |GET, IDIZ K% |/api/fmc_config/vl/domain/{domainUUID}/chassis/
VH—T A A GET. PUT fmcmanagedchassis/{containerUUID}/physicalinterfaces

[ 7/84 X (Devices) 1]

MG 7 4 T —
FULTEY v—

GET. IDI2 k%
GET. PUT.
POST. DELETE

/api/fmc _config/vl/domain/{domainUUID}/devices/
devicerecords/{containerUUID}/routing/virtualrouters/
{virtualrouterUUID}/bfdpolicies

=T RN A
VH—T A A

GET, IDIZ L%
GET. PUT,
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}/devices/

devicerecords/{containerUUID}/loopbackinterfaces

TINARISARA

T T AH DNV A
T X —DFRE

ID IZ X % GET,
PUT

/api/fmc_config/vl/domain/{domainUUID}/deviceclusters/
ftddevicecluster/{containerUUID}/clusterhealthmonitorsettings/
{clusterUuid}/{object UUID}

NILAR

VE—KrT7 7R
VPN 77— h 7 =
A

GET. IDIZ k%
GET

/api/fmc_config/vl/domain/{domainUUID}/health/

ravpngateways

VPNtEv T g~ POST /api/fmc_config/vl/domain/{domainUUID}/health/
g)%g‘r ravpnsessions/ operational/terminateravpnsessions
Cisco Secure &) |GET, POST /api/fmc config/vl/domain/{domainUUID} /health/ csdac
R

INAREPR SR A GET /api/fmc_config/vl/domain/{domainUUID}/health/
H—T A A pathmonitoredinterfaces

wa

Mo x)VOER |GET, POST /api/fmc_config/vl/domain/{domainUUID}/ integration/

umbrella/tunneldeployments/{objectId}
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IN—2 3V 1.3 DETHERE .

21 (Name)

AR

URL

N A

ID (2 X% GET

/api/fmc config/vl/domain/{domainUUID}/ integration/

707k umbrella/tunneldeployments/
{containerUUID}/transcripts/{objectId}

F—xt 2 — |GET /api/fmc_config/vl/domain/{domainUUID}/ integration/
umbrella/datacenters

Cisco Umbrella b |ID {2 X A GET /api/fmc_config/vl/domain/{domainUUID}/ integration/

TR YTk

umbrella/tunneldeployments/{containerUUID}/
transcripts/{objectId}/{object UUID}

Ik

MIFE) 7 T —
ST T
L—k

GET, ID 2L %
GET. PUT,
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}/object/
bfdtemplates

DHCP IPv6 7 —/L

GET, IDI2 L%
GET. PUT,
POST. DELETE

/api/fmc_config/v1l/domain/{domainUUID}/object/
dhcpipvépools/{objectId}

NESCA DX 7
o— K

POST

/api/fmc_config/vl/domain/{domainUUID}/object/

downloadinternalca

NERZRAED GET, ID 2 X% |/api/fmc_config/vl/domain/{domainUUID}/object/
GET. PUT. internalcas
POST. DELETE

PN RIE B 3 GET. ID 2k % |/api/fmc_config/vl/domain/{domainUUID}/object/
GET. PUT. internalcertificates
POST. DELETE

¥V ¢ |PUT., POST. /api/fmc_config/vl/domain/{domainUUID}/object/

J—TRT DELETE securitygrouptags

SIURL U X | PUT. POST. /api/fmc_config/v1l/domain/{domainUUID}/object/
DELETE siurllists

SERHE T 7 A LD POST /api/fmc_config/vl/domain/{domainUUID}/object/

tﬁéﬁ validatecertfile

Y S—

FlexConfig R Y
\:/»_4

GET. IDI2 X%
GET. POST

/api/fmc_config/vl/domain/{domainUUID}/policy/

flexconfigpolicies

FTD 77 v

~
7 ¥ —LRIE

2

GET, IDI2L %
GET

/api/fmc_config/vl/domain/{domainUUID}/policy/
ftdplatformsettingspolicies
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21 (Name)

AR

URL

R—RNZ vy
TRGE

GET, ID 2L %
GET, PUT

/api/fmc_config/vl/domain/{domainUUID}/policy/

ravpns/{containerUUID}/loadbalancesettings

FlexConfig D17

POST

/api/fmc_config/vl/domain/{domainUUID}/policy/

flexconfigpolicies/{containerUUID}/migrate

IN—3 1.2 DR

RA:N—=D3 D 120DH LWAYY RETVRRSA U b

£ 71 (Name) AR URL

Y=

BEO AN GET /api/fmc_config/vl/domain/{domainUUID}/chassis/
fmcmanagedchassis/{containerUUID}/chassisinterfaces/
{interfaceUUID}/evaluateoperation

7 L—277v ~ |POST /api/fmc_config/vl/domain/{domainUUID}/chassis/

AV HE—T A A fmcmanagedchassis/{containerUUID}/operational/
breakoutinterfaces

Bii A v #—7 = |POST /api/fmc_config/vl/domain/{domainUUID}/chassis/

A A fmcmanagedchassis/ {containerUUID} /operational /joininterfaces

BEA

LAR—Fr & |GET /api/fmc_config/vl/domain/{domainUUID}/deployment/

o— R jobhistories/{containerUUID}/operational/downloadreports

EFEFA— GET /api/fmc_config/vl/domain/{domainUUID}/deployment/

R— K jobhistories/{containerUUID}/operational/emailreports

[ 7/814 X (Devices) 1]

EIGRP V' —F ¢
N

GET, IDIZ L%
GET. PUT,
POST. DELETE

/api/fmc_config/v1l/domain/{domainUUID}/devices/

devicerecords/{containerUUID}/routing/eigrproutes

{48 EIGRP /L —
k

GET, ID 2L %
GET. PUT,
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}/devices/
devicerecords/{containerUUID}/routing/virtualrouters/
{virtualrouterUUID}/eigrproutes

ﬁf/i/f;léQiﬁ GET. PUT /api/fmc_config/vl/domain/{domainUUID}/devices/
devicesettings
EBHE<wx— % |POST /api/fmc_config/vl/domain/{domainUUID}/devices/

operational/changemanagers
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N—2 3 V1.2 DEHEERE .

&A1 (Name) A= URL

e

EBS 2w/ ID 12 X5 GET. /api/fmc_config/vl/domain/{domainUUID}/integration/
Tawv k POST ebssnapshot

Cisco Umbrella @ |POST /api/fmc_config/vl/domain/{domainUUID}/integration/
%ﬁﬁ;fﬁ;«x S operational/testumbrellaconnections

Cisco Umbrella ~ |GET. ID 2 X% |/api/fmc_config/vl/domain/{domainUUID}/integration/

@%fﬁ”ﬁ GET. PUT umbrellaconnections
POST
AT—R R
RAT AT —H A GET /api/fmc_config/v1l/domain/{domainUUID}/job/
taskstatuses

Iz k

AnyConnect 57*%[5 PUT., POST, /api/fmc_config/vl/domain/{domainUUID}/object/

75 ¥, 4#— | DELETE anyconnectexternalbrowserpackages

S

AnyConnect sX> |PUT., POST, /api/fmc_config/vl/domain/{domainUUID}/object/

Ir— DELETE anyconnectpackages

AnyConnect ~a |PUT. POST. /api/fmc_config/vl/domain/{domainUUID}/object/

77 A )V DELETE anyconnectprofiles

SEHHE D B e PUT. POST,. /api/fmc_config/vl/domain/{domainUUID}/object/
DELETE certenrollment

%EEﬂ%’? vl PUT., POST, /api/fmc_config/vl/domain/{domainUUID}/object/
DELETE certificatemaps

Tn—7 R PUT. POST. /api/fmc_config/vl/domain/{domainUUID}/object/

v DELETE grouppolicies

ARAPMAF¥ |PUT. POST, /api/fmc_config/vl/domain/{domainUUID}/object/

Ry lr— DELETE hostscanpackages

IPv47 KL A7 — |PUT. POST. /api/fmc_config/vl/domain/{domainUUID}/object/

V% DELETE ipvdaddresspools

IPv67 KL & PUT. POST. /api/fmc_config/vl/domain/{domainUUID}/object/

-7 —) DELETE ipv6addresspools

Cisco Umbrella £& | GET. POST /api/fmc_config/vl/domain/{domainUUID}/object/

g%;j{ U - operational/umbrellaprotectionpolicies
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£ Hl (Name) AR URL

RADIUS #—, |PUT. POST. /api/fmc_config/vl/domain/{domainUUID}/object/

Tn—" DELETE radiusservergroups

SSO #—/ N — PUT. POST,. /api/fmc_config/vl/domain/{domainUUID}/object/
DELETE ssoservers

-

H#fj NAT /.—/L |PUT. DELETE /api/fmc_config/vl/domain/{domainUUID}/policy/

ftdnatpolicies/{containerUUID}/autonatrules

FH) NAT /L—/L PUT. DELETE /api/fmc_config/vl/domain/{domainUUID}/policy/

ftdnatpolicies/{containerUUID}/manualnatrules

NAT /L —/b DELETE /api/fmc_config/vl/domain/{domainUUID}/policy/
ftdnatpolicies/{containerUUID}/natrules

EgtERY > — |GET, IDIZ X% |/api/fmc_config/vl/domain/{domainUUID}/policy/
GET healthpolicies

RYS—ww2Z |GET. POST /api/fmc_config/vl/domain/{domainUUID}/policy/
operational/policylocks

RA VPN PUT. POST, /api/fmc_config/vl/domain/{domainUUID}/policy/ ravpns
DELETE

7 RL & 4 | PUT /api/fmc_config/vl/domain/{domainUUID}/policy/

D E ravpns/ {containerUUID}/addressassignmentsettings/{objectId}

SFRAE~ » 7oz | PUT /api/fmc_config/vl/domain/{domainUUID}/policy/

'ﬁ§ ravpns/{containerUUID}/certificatemapsettings/{objectId}

El%}'j{j)D 7 74V |PUT, POST, /api/fmc_config/vl/domain/{domainUUID}/policy/
DELETE ravpns/{containerUUID}/connectionprofiles

IPSec DEEMERTE |GET. ID 2 & % |/api/fmc_config/vl/domain/{domainUUID}/policy/
GET. PUT ravpns/{containerUUID}/ipsecadvancedsettings

IPsec Iif 5~ v A GET., ID 2 X% |/api/fmc_config/vl/domain/{domainUUID}/policy/
GET. PUT ravpns/{containerUUID}/ipseccryptomaps

LDAP B~~~ 7 |GET., ID 2 X % |/api/fmc_config/vl/domain/{domainUUID}/policy/

GET. PUT ravpns/{containerUUID}/ldapattributemaps
S2S VPN #~ U — | GET /api/fmc_config/vl/domain/{domainUUID}/policy/
s2svpnsummaries
Cisco Umbrella GET., IDIZ X % |/api/fmc_config/vl/domain/{domainUUID}/policy/
DNS R Y o— GET. PUT umbrelladnspolicies

POST. DELETE

. Cisco Secure Firewall Management Center RESTAPI /A— 3 2 181 94 v O A3 —FHA K



| Management Center REST API 2D\ T

n—vavn oz |

21 (Name)

AR

URL

Cisco Umbrella

GET, ID 2L %

/api/fmc_config/vl/domain/{domainUUID}/policy/

DNS /L—/b GET. PUT umbrelladnspolicies/{containerUUID}/umbrelladnsrules
‘=R
FONA A GET /api/fmc_config/vl/domain/{domainUUID}/search/ device
4R
FINA AT |GET., IDI|ZX 5 |/api/fmc_platform/vl/license/ devicelicenses
A GET. PUT, ID
(2L 2 PUT
A<v— Kk Z14% |GET. POST /api/fmc_platform/vl/license/ smartlicenses
A
TEA
Z2F w3 aw | POST /api/fmc_platform/vl/updates/upgrades/
DT T T L—R
FS TN a—Fa0y
B Ay POST /api/fmc_troubleshoot/vl/domain/ {domainUUID}/task

IN— 3 2 11 DFHEEE
BrLWBERRIZRD LBV TT,
+ L7 — 401 Invalid Session BL 429 Too many Writes ZBIMLE L7z,
« 74—V RAEHANOANALT Z2DH D MFELHIBRL X L7,
* APIExplorer |IZ h 7 7V a—h, Xy hU—F <o 7 By —vDvsvari

BIMLE L,

REN—=DIVII0DH LAY Y RETIVRRSA U+

Zu7 (Name) A URL
ST a—Fa29

Ny bk b—Y
A i%

DELETE, ID(Z &
% DELETE

/api/fmc_troubleshoot/vl/domain/{domainUUID}
/packettracer/files/

Yy hI—0TvT
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£ 71 (Name) AR URL
Netmap A |k GET., ID 2L %A |/api/fmc_netmap/vl/domain/{domainUUID}
GET. POST. /hosts/{objectId}
DELETE
Vulns GET. ID 2 X% |/api/fmc_netmap/vl/domain/{domainUUID}/vulns/
GET. POST.
DELETE
aA—H—
Duo H7E GET, ID 2 X% |/api/fmc_config/vl/domain/{domainUUID}
GET. PUT /users/duoconfigs/
BAY—ER
2 a JEkE GET., ID 12X % |/api/fmc_config/vl/domain/{domainUUID}
GET. PUT /deployment/jobhistories
LR— ]\O)ﬁljj/ GET /api/fmc_config/vl/domain/{domainUUID}
oz— K /deployment/jdohistories/{containerUUID}/operational/downloadreports
B A—L POST /api/fmc_config/vl/domain/{domainUUID}
— h /deployment/jobhistories/{containerUUID}/operational /emailreports
TINAR Y SRA
Threat Defense 77 | POST /api/fmc_config/vl/domain/{domainUUID}
F 2B OYEGIRI /deviceclusters/ftdclusterreadinesscheck
Fxv7
Threat Defense 27 | POST /api/fmc_config/vl/domain/{domainUUID}
FRAHRTF N, A /deviceclusters/{containerUUID} /operational /ftdclusterdevicecommands
~ K
ANJLRAY—ER
]\ ‘/*/DX?%«& GET /api/fmc_config/vl/domain/{domainUUID}
=z /health/tunnelstatuses
rozorofsE | GET /api/fmc_config/vl/domain/{domainUUID}
/health/tunnelsummaries
=
Management GET. ID 2 X% |/api/fmc_config/vl/domain/{domainUUID}
Center &FExI2 |GET /chassis/fmcmanagedchassis
vy—y
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N—2 3 2 11 DEHRE .

21 (Name)

AR

URL

*v hU—27 E

GET, ID 2L %

/api/fmc config/vl/domain/{domainUUID}

3 a—) GET. PUT /chassis/fmcmanagedchassis/{containerUUID}/networkmodules
;?jy rNU— 7 & PUT /api/fmc_config/v1l/domain/{domainUUID}

Y a2 — )L DR

/chassis/fimrenagedchassis/ {containerlUUID} /operational /syncnetworkmodule

S B
Tz A A

GET, IDI2 L%
GET

/api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/ {containerUUID}/chassisinterfaces

TINARHP—ER

ECMP vV —

GET. IDIZ k%
GET., PUT,
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}

/devices/devicerecords/{containerUUID}/routing/ecmpzones

{48 ECMP /' —
Nz

GET, IDICL %
GET. PUT,
POST. DELETE

/api/fmc_config/v1l/domain/{domainUUID}
/devices/devicerecords/{containerUUID}
/routing/virtualrouters/{virtualrouterUUID}

/ecmpzones

PGy bR L

POST

/api/fmc_config/v1l/domain/{domainUUID}
/devices/devicerecords/{containerUUID}

/operational/packettracer

Sy b b L=
PCAP

POST

/api/fmc_config/v1l/domain/{domainUUID}
/devices/devicerecords/{containerUUID}

/operational/packettracerpcap

RY o —_—2D
JL— k

GET, IDI2 L%
GET. PUT,
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}
/devices/devicerecords/{containerUUID}

/routing/policybasedroutes

AR Y o=
ADN— k

GET, IDIC &%
GET. PUT.
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}
/devices/devicerecords/{containerUUID}

/routing/virtualrouters/{virtualrouterUUID}/policybasedroutes

VTEP 7~ U 2 —

GET, IDIZL %
GET. PUT.
POST. DELETE

/api/fmc_config/v1l/domain/{domainUUID}

/devices/devicerecords/{containerUUID} /vteppolicies

VNIA V4 —7 =
S£ 2

GET, IDI2 L%
GET. PUT,
POST. DELETE

/api/fmc_config/vl/domain/{domainUUID}

/devices/devicerecords/{containerUUID} /vniinterfaces

Threat Defense 3~
RXTDOA o F—
Tz A A

GET

/api/fmc_config/vl/domain/{domainUUID}
/devices/devicerecords/{containerUUID}
/ftdallinterfaces

e
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£ 71 (Name) AR URL

XA v 7 @M | GET, PUT /api/fmc_config/vl/domain/{domainUUID}
74— ]\ /integration/dynamicattributesfeeds
FIozH k

AnyConnect 458 |GET, ID (2L % |/api/fmc_config/vl/domain/{domainUUID}
75 Ry — | GET /object/anyconnectexternalbrowserpackages
2N B AF POST /api/fmc_config/vl/domain/{domainUUID}
v ATV /object/bulkdynamicobjects

7

WEa I 2= 4 |GET., ID|Z X5 |/api/fmc_config/vl/domain/{domainUUID}
UIZSN GET. GET 4 — /object/extendedcommunitylists

N—=7A R, ID
I &% GET A —

R=F Ak,
OUT. POST,
DELETE
X4y~ kL—4 |GET /api/fmc_config/vl/domain/{domainUUID}
PCAP U X | /object/packettracerpcaplist
X7y B R L—H POST /api/fmc_config/v1l/domain/{domainUUID}
PCAP 7 v 7°]:/ — /object/packettracerpcapupload
S
%EII\\
7 v 77 L— Ko | POST /api/fmc_platform/vl/updates/revertupgrades

(L5

RKE:N—2aVI10DFHLWAY Y FEBFDITY FRSA

£ A1 (Name) A=K URL
TINAR YIS RA
Threat Defense 5 |PUT. POST, /api/fmc_config/vl/domain/{domainUUID}
/\‘/]) AT TG AR DELETE /deviceclusters/ftddevicecluster/{objectId}

(BE1F)
FNARH—ER
BGP PUT. POST,. /api/fmc_config/v1l/domain/{domainUUID}

DELETE /devices/devicerecords/{containerUUID}/routing/bgp
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ResTAPl a1 ]

£ 71 (Name) AR URL

BGP O %% E |PUT. POST. /api/fmc_config/vl/domain/{domainUUID}
DELETE /devices/devicerecords/{containerUUID}

/routing/bgpgeneralsettings
AIoxH bk
AS /NA Y A K PUT. POST, /api/fmc_config/vl/domain/{domainUUID}
(BEFE) DELETE /object/aspathlists

JLiE =2 X = =7 ¢ |PUT., POST. /api/fmc_config/vl/domain/{domainUUID}

U2k DELETE /object/expandedcommunitylists

WaE7 78 A U |PUT., POST. /api/fmc_config/vl/domain/{domain UUID}

N DELETE /object/extendedaccesslists

IPv4 7L 7 (>~ |PUT, POST, /api/fmc_config/vl/domain/{domainUUID}

7 2 2~ (B |DELETE /object/ipvadprefixlists

%)

IPv6 7L 7 4 v PUT. POST, /api/fmc_config/vl/domain/{domainUUID}

7 A A K DELETE /object/ipveprefixlists

ANY— U A K |PUT. POST, /api/fmc_config/vl/domain/{domainUUID}
DELETE /object/policylists

JL— K <= - PUT. POST, /api/fmc_config/vl/domain/{domainUUID}
DELETE /object/routemaps

Uy 72 A 1) |PUT. POST. /api/fmc_config/vl/domain/{domainUUID}

PZEIN DELETE /object/standardaccesslists

W2 I 2 =7 ¢ |PUT. POST. /api/fmc_config/vl/domain/{domainUUID}

U2k DELETE /object/standardcommunitylists

REST APl ®F 31k

Management Center REST API (37 7 /L f THIZ /2> TWET,

\}

(GX)  UCAPL &— KN TlZ, REST API [3E4hiz 72 v 97,

AFvT1 SRFL (F) >[HER (Configuration) ]>[REST APIEEE (REST API Preferences) [%3%## L £7,

AT w72 [REST APIZE#IZT S (EnableREST API) | ICF = v 7 ZANET,
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Management Center REST AP1 12D T |
B <x+755742

ATY T3 [R1F (Save) 1227V v 27 LET,

R O —
NAMTSOT4RK
REST APl TR RFEREZHFDTZOIC, IROXA N T T 7T 4 A& BEIDLET,

s AJREZR G AR, Ula—Y—L APl —V—2 Bt L £9, FRHIHLELRDRVEED . API
a—HPF =L LTEHET I FEFEHALRNTL &N,

« APl 22— P — 2B, FIZEWHERE 5- 2 720 TL 72 &0,
s W= N=EDar T UV ERRELE T,

« EATARE T — RAMARFEN T D AREMEN H D728, JSON =2 7 Y Z e/ = & A
X‘Lij—o

* CC £721Z UCAPL £ — FZfEH L T\ 554 1X, Management Center 35 J OVE BRI 57 )
A A~D RESTAPI 7 7 & A %N+ HMBNH Y F3,

BEE!) VY —X

Management Center REST API @ Dffid V) >/ — &%, Cisco DevNet (https:/developer.cisco.com/
secure-firewall/management-center/) CTHERR TX £77,
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=9=
=% =R

API TS X 7JHA—5(ZDUVT

¢ APl =7 X700 —F 22O\ T (19 %—Y)

« APl =7 A7 00— T ~DOFBFE (19 =—)

s LHV—APIZ I AT 0 —F3~D7 7EA (21 X—)
e CodeGen ZfEH L= 7L a— RORE (21 ~—)
* API XT A —H DFr (23 X—)

0 — —

APl THOX70—35[ZDU\T
APl =7 X7 m—Z1Z1X, RESTAPIHOHIRFEA v Z—T =4 ADBHEINTEY, REST
APl OIEBENF R EINE T,

APl — 7 A2 71— 7|3 Management Center [Z& ¥ | ¥k ® URL ® Management Center 7>5 7 27 &
ATEET,

https://<management center IP or name>:<https port>/api/api-explorer

N—30 3 2 6.4 1% OpenAPI 1A% (OAS) (2SN T, HTLWAPI =/ A7 —J 2 H L%
T, BEELT, VA= APl AT —F b6 T 7B ATEET,

A —7" 2 APIHEEED—E# & LT, CodeGen ZffiH L CTH o 7 a— REARKTE £7, CodeGen
L. Swagger TSN 22 —7T 4 VT 4 THY, =7 APILERND APLZ 94T F T
A7V Ea—REAERLET, GOV TIE, [CodeGen 2 L7V 7 /va— ROHL
) #BRLTLIIEEN,

ZOxT 7 A7 u—7|Z1X, Management Center TfEH T& 5 APl O—H & Z DFEMA LRI
e

CDO Tit, API=7 A7'0—Z({ICDO 77 v b 74 —ALTIITSN, API=7 A7 11— 0
FEOYH LI _CT 7 7 7 R Management Center (25845 Z LIZHEBE L T2 &0,

API TH R JO—S5~MEEEE

REST API X Management Center & [F] UFBREA ] L £ 9, REST APl O F9#i%. Management
Center NODMERRIZRIIG L E T
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APl T 2Fa—351z20T |
B wzszx70—s5~0n54>

Management Center D7 7> h &2 LTAPI =/ A7 0 —Jlun /A4 T HIENRTEE
TR, EOT AT SBMHEREFF> TOWDOREEDAFETTHZ N TEET, 2 —FEE O
ROFZEIZDOWTIL,  [Firepower Management Center Configuration Guidel] # 2 L T £ &
W, 1ODT7 7 T, APl A7 —F5 %G RESTAPL A ' Z — 7 = A A L a—H—
AVE =T A ADWM G EFRIFFICHERTHZ LI TEERFAL, —HltuersZ4 358 95—
HiFgERLTr 7Ty MERET, T, 2—H—A L F—7 = A XL REST APLIZ{H
MOT Y NEeEHT L2 L AHER L £,

API=7 27— |\ZH T T D883, B EIC L VN ZaeTIERnEn) =
T—MFREINDGERDY £7, AEHELZMEH L CHRE2FFIT2 L9012, 77 v ¥FIcpigh
BT HLENRHY 9,

(o) — IRY
APITHORTJA—5~0aO04 >
REST API (%, Management Center & [A] UgRilEd X OMERET VA H L £7, Mo T
i%. [Firepower Management Center Configuration Guidel] (G£35) ZZM L T 72 &0,
388 BRI

Management Center |Z, RESTAPI Z#fEH L CH¥ A7 #5479 2 DI ERMHEREZ R > TnbH 7
AT IR DLZ MR LET,

ATw 1 RO URL IZ&HE) L £ 7 : https://<management_center IP_or name>:<https_port>/api/api-explorer

Firefox 77 U &AL T2 & ZZ, v /A EiEO e — NZKRRI2 237025556, about:support & f#5%
N—IZ AN LT [FirefoxZ ) 7L v a (RefreshFiregfox) | A7 ar %27V v 2r325E, [FLU Firefox 7
7 UHICH L EAREIE L | Management Center f > % — 7 = A4 ANFRINET, FEHIZ OV TR,
https://support.mozilla.org/en-US/kb/refresh-firefox-reset-add-ons-and-settings % 28 L T < 72 &\,

ATV T2 a—HF—4LRXAT—FTas AL, [VA4> 4> Signln) 1227V v 7 LET

RDBERY
WEEZR ) Y — R EER AR L,

> E |—I—|
FAA D DERTE
FITFIDED RAAL EIIFHEED FAA T, RESTAPLIZZ v — LIZBBAFE(TTE £

j—O

4R SRS

A% E ¥ A Management Center &, Management Center CHERK STV D 1 D F 7213 E D K A
A CRESTAPLIZT 7 B A HMEREZFFOT I U v b METT,
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| AzHsz2T0—5120010T
LA —AP T2 T7a—5~075 €2 |

HED[RAALY (Domains) | A=a—% Ky ¥y LT, HDO RAAL U EZBRIRLET,

RDBERY
HHID Y V=R L BRI A TR LET,

N O —
LA—APIZTORT7A—5~ADT7 €A
640 IZKGETALIICAPI =/ AT 0 —INERINE L, FTLWAPI= I/ X702 —5 T

IILRTOBEDIZ & A EDRMERF SN TWETR, —EHO2—F =T\, v F—T = A ZA%hf
ez ENHY ET,

1R BHHEIIZ

\}

GE) Vv H—=7 A7 1m—7 (%, Management Center D5 %D UV — A THIBRS N E T, k., Bl
FED REST APITHEREICT 7 B A4 2 I21%, A—7 > API{ERRZ A L T &0,

Management Center (Z, RESTAPI Z i L CTH¥ A7 ZF(TT 5 DIZMBERMEREFF>TWNDET
NI NN DH I EEMERLET,

https://<management_center IP_or name>:<https_port>/api/api-explorer T APl =27 A7 u—7|lH
7oA LET,

HEMO [V — 27 A7 u—F (Legacy Explorer) | 27 V v 27 LT,

RDERY
WBHEEBY, LI — APl 2 u—S 5 LET,

CodeGen Z{ERA L =Y > 7L a— FOEE

F—7" APTHARIZEE DWW T CodeGen =—7 4 VT 4 ZfFH L, SEIFERSFHETH TV
a— REERTEET, ZO2—T 4 UVT 4%, A T4 THU LA — RTELLA—T
V=AY —)L T, fERa— NI, FCEEHT MR NIy YL E LTHERT SO
DHLDTY,

CodeGen = —7 4 U T 4. A —7 2 AP OV 7V a— REERLET, =0
72, RESTAPI CIiEFFrf SNTZTRXRTOAY v REZ YV RRA 2V bOY 70 a— RBARK
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APITY Z27O—5(z20T |
B 7 attgosyon—r

ENhEd, 7 a— Rk, HTML, Perl, Python, Java 72 DO X F X F R SFECHEATE
\iﬁqo

CodeGen = —7 V7 4 DFERIL FF 2 AL MIOWTIE, IRO URL ML T ZE0y,
https://repol.maven.org/maven2/io/swagger/swagger-codegen-cli/

F—T U API RO o O0—k

A —7" 2 APTAARIL. REST APl OFE#E(L S AU 72414k T, Management Center REST API D A —
TV APHERRIZIE, APLDOT Y RARA Vb 74—V N NI A2 BIOEMIIET 55
MREENTWET, APIMEEAEMEA LT U7 a— REAR L2 Y . APIHEREICES 9 2 4
EDFREMBTEET,

F—7" APIHARIZISON 7 7 A LT, 1FEAEDTHA T 4 H THAWMD Z LN TE
ij‘o

15 H B HIIC
APl =V A7 a—Z\ 27 VB ATE57 /17 b Management Center 235 V) £ 97,
TIUYNACEAEELZEH LTS M by rr— RTELH T L,

RATYT1 APl AT a—F~0u 7 A 20 3—) ITR#HSNTWLIFIEAEHALTAPI=/ XA r—F %
BlE £,

ATy T2 £ EMO [fERED X 7 v — K (Download Spec) 1 7 U7 LEd, 77UV OEREITISLT, 774
NERGFTDEIDITURIND D, ETBT7 7 A NAVDPEERRTINET,

ARTYTI T ANERIFELET, 58 E 7 7 A NVAITHER L TLEE,

RDRARY
Fooma—RL727 74T CodeGen 2—T 4 VT 4 HEITLET,

CodeGen 1—T 4 ) T4 ZFERAL=Y 2 TIL O— FDER

Swagger CodeGen = —7 4 U7 4 T 5 & A—7" 2 APIHARD G 7L 33— RE AR
T&xFd, 2OV 7 32— KX, Java, HTML, Python, Perl 72 8D & & X £ /2 S7E T
T&EET,

48 HHIIZ

Swagger CodeGen =—7 4 U7 4 %X 7> a— KL %7, CodeGen ZfEH L=V 7/ a—FR
OHE 21 _X—2) #ZRL TSN,

Jave T U A2 A4 DBREN L2 —Z I VA R—/LENTWNWEZ L

. Cisco Secure Firewall Management Center RESTAPI /A— 3 2 181 94 v O A3 —FHA K


https://repo1.maven.org/maven2/io/swagger/swagger-codegen-cli/

| AzHsz2T0—5120010T
apl 52—z 0xw ]

Management Center REST API A — 7> API g # ¥ v u— R LE9, 4—7 2 API{LEEDO X
vra—F (22—Y) 2ZRLTIEIN,

CodeGen 2—7 4 VT 4 B#FITTX DL L) ICRBEAREZRETHZ &

a<v R I b java -jar ./swagger-codegen-cli-<VERSION>.jar generate -o <OUTPUT PATH> -1
<LANGUAGE> -i <OPEN APT SPEC FILE> A~ REZFEITLET,

1 -

java -jar ./swagger-codegen-cli-2.3.1.jar generate -o C:\work\codelapi schema\html -1 html -i
fmc_swagger.json

<veErsTon> (X, i LT\ 5 CodeGen = —7 4 U T 4 DRFED/A— 3 T3, ZHE CodeGen jar 7 7
ANDT 7 AN E B LTWALERH Y 7,

<outpur_patH> [FAEK SN2 — REH 1T 5 /32 T,

<LANGUAGE> éi CodeGen “CEEJZ‘@‘%)%?&T'TO *&ﬁéﬂé jﬂj"\/ El :/&Cﬂi\ html, Jjava, perl, python 7L£
ERBYET, 2oL T a v EEHTHIELTEET, BIEOFEMZ2 Y X MZOUTiX CodeGen
DRF2 A MEHERLTIEZN,

<OPEN_API SPEC_FILE> XX 7 v — RL7A—7 APIEEED 7 7 A L TF, Z#uid CodeGen 234> 7 /L
aA— REARTDHIODY =TT, ZOavy FeffiHL7anE | CodeGen (ZH 1 22t TE £ H A,

RDBERY

AR ENza—REH NN ATHREL, HREIDSCTHEHALET, Sz a— Rix—fFl e
LCEZDVNENHY £4, /2, MBS UTERELARWVEY ., ZR B ICFETEINLWN
ZENRBHY ET,

APl /NS A —32 DFKT

£V Y=, RNTA—F EFNICEEMT N7 =L ROy RHY £, APIT
AT —=FHNTEDY V=R LY R — FENTOBBIEOWNTNNEFEITTEHZ LI
LT, WNIRA—ERT 4 — )L REFRRTEET,

1R BRI

FRE W D Management Center &, HJ?D REST API B4 32 72 DI B2 HEBR & FF >
T Y NRRETT,

ATV 1 APl=/ 27 u—J%& 4, 2B L TLKEIVAPI= A7 a—F~Dua 71 (203—) ,
ATFvT2 BROY V—2&E2FRLE T,
AFYT3 ZFDOY Y =R LY R— FENTOLEIEONTNNEBRIR L £,
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.3

i

D247 2 bEDER

RESTAPI 7 A4 7> F&2EH LU TRESTAPIICT 7B ATEXE9, #H%. RESTAPIZ 547
YRNIT T UYDT T T4 LTHATEETA, EEDORESTAPIZ 74 7 MafEAT
xFET,

N

(GE)  RESTAPLICHIO THEE T 2 &, REHIEOEENF RSN E T, RESTAPI ZEHT57-DI121%

AEAEZZ T ANDBENDH Y £,

sRESTAPL 7 T4 7> "6 DFEE (25 _—)

RESTAPI V 547 > bH b DEREE

APl EDAVB—T A REA—Y—A23—DARIZIF, BHBT7HOU2FERTH
EEPEDOHLET, EREHIZ. MDA X —T 2 A ATRBHIIEA T A, [FIRHE
AT A LEER LIl T Y FENET,

REST APL 2D CTHEE T D BRI, MR FIC K VR 22 TIERnE nW o =7 —nk
IRESNDGERHY 7, AEAEALMGH L CEREFFAIT5 L 012, 77 v FIchish 2B L
£,

h—2 V R=ZABFETIE, 22—V HENRNRAT—RERETDHZEICE-T =7 U ZHE L
T, BRITLIC2—FHZLENRRAT— RELE ST, RONZHMZTHTITP Y —E R (2T
JERATHITE, ZOM—TrEFEHLET, 2F0, BRILIC2—FH ENRT— TR
FEL7e THEe L H1c, 2—VPEKEHREZ —BICERSNTET 7R M=V U TEIHRZE
T, TNEFEHTALEEONDEY V=T 78 ATE, 3EIEFCTHEHGCXET,

KON, h—7 o _R—ZADHFEOSEZRLET,
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B zzr—osx

Token-Based Authentication

REST Client REST API

HTTP GET Request
Get Access Token (Username, Password)

e
Authenticate User :
€ HTTFP error Code 401 (unauthorized User)
Generate Access and Refresh tokens :
HTTP 200 OK
» Access and Refresh tokens
All HTTP actions
Request for access to the Resource (Access token) >

Validate Access token :

HTTF error Code 401 (unauthorized User)

Appropriate HTTP response
Give access to Resource

Iy
In case the access

token expires

HTTP POST
Generate new Access token (Access and Refresh token}._

Validate Access and Refresh tokens :

< HTTF error Code 401 (unauthorized User)

Generate new Access and Refresh tokens :

HTTP 200 OK
Return Access and Refresh token

.

REST Client REST API

aaal b—72 Y DER

h—=27 Ui —F 4 V7 4%, RESTAPIZ 947 P CHRATE AGEN—7 &L
9,
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| 931472 rEnil

zir—soozs [

1R BHHIIZ

R TE ¥ & D Management Center &, RESTAPI Z{EH T B 72O OEIEMEFFOT 7 Fidw
CT, ARFEZFITTEDH RESTAPL Y 74 7 h b %E T,

AFv 1 RESTAPIZ 947 bafx £,

AT 72 https://<management_center IP or name>/api/fmc_platform/vl/auth/generatetoken @ URL I{ZPOST =2~ >

REITHIEHI> I IAT U M ERELET,
ATV T3 2—P—LZLRATV— REEATGH~Y X —L LTEDET, POST AXLIFLEAICTHMLERNH D 7,

RDBERY

API ’\@EEE@C\ N &\“—‘ X-auth-access-token:<authentication token value> %JEJJD Liﬁo

RESTAPI 7 7 A4 7> RinBOREFE (25 2—) ICR#HiSN TV D X 9T, BRIz~ 4 —
X-auth-access-token:<authentication token value> j;o J:U‘ X-auth-refresh-token:<refresh

token value> %Jﬁjﬂ]bf\ }"*7 \‘/%E%ﬁbij«o
P N—= D FRTO REST ERIZFEFE b —2 75 D pomain vutp ZFEH L £,

aaal b—72 v DEH

Management Center REST API 8GE h— 7 1% 30 AR T, 3METEHRTHZ ENTEE
D

1R BHHIIZ

Management Center REST API 72 6 AN 258G E & D b —2 2 LES, oD h—7
/o)Eﬂéﬁﬁ) 3 E?E(%T&)é s %‘fﬁ%wubij‘o

AFv 1 RESTAPI V7 47 bafx x4,

AT 702 X-auth-access-token:<authentication token value> 33 JX N X-auth-refresh-token:<refresh token value>
~v X —%f LT, https://<management center IP_or name>/api/fmc_platform/v1/auth/refreshtoken ® URL

IZPOST a2~ REITH LIV FIA TV M ERELET,

RDEZRY

API /\@ES&GC\ N 57\\‘_‘ X-auth-access-token:<new authentication token value> %_’JEJJD L

i?ﬁo

Eﬂ%ﬁ:\ ’\‘)3\\“ X-auth-refresh-token:<new refresh token value> %JEIJH L/T\ ]““*7 ‘/zi’
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4.
=% =R

RESTAPI ADA T2y k

o ZORAEE (30 X—2)

o =L O—FEHEFL (32 X—)

o JNEREE (33 N—)

o L— MR (35 ~—2)

o XA m— FOHIR (36 X—)
ATV FOF—N=T AR (36 4—D)
« 74—V RADER (37 R—=)

T TNTa=T 4T (3T R=Y)
cFy NU—U v T (388—Y)

« ot (40 N—20)

AT —E R (42 X—Y)

c ZBHEEH (2°—V)

s =P (44 —Y)

EAT—E R (45 2—2)

c TNRA AT N—T P —ER (47 =)
c FRA R T TFGAKE (48 2—)

« TNA AHAXT DY —E R (51 =)
e TR AP —E R (552—)

e AL AH—E X (93 RX—73)

e RN T w7 (95 R—)

e Uy — (96 N—)
ATV V= k=R (104 =)
« T4V A (108 X—)

<R (109 2—)

cHAEY—E X (110 2—2)
ATVl b h—ER (118 X—)

e RY—H—ER (203 X—)

R —E[ Y TH—E R (247 —2)
« AT —H A HP—E R (248 X—7)
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RESTAPINOA TSz b |
B =xue

« VAT LIEHR (248 X—)
e RNyl —ThHH (249 =)

ZREE
ZORIE IS -

R 1%, LLFIZ8 9 Uniform Resource Identifier (URI) 7 4— A0 HTTPS ZaR & LT,
Management Center (2255 STV E T,

https://<management center IP or name>:<https port>/<object URL>/object UUIDoptions
ZZ T,
¢ <management center IP or name>
Management Center @ IP 7 K L R E 72T 58 2EM KA A 4
* <https port>
Management Center T3 2 HTTPS #&it O AR — &, Z DR — MIFIZ 443 FTT,
* <object URL>

HEIDY Y —204ED URL, 26D URLIZY V—ATLIc—ETHY., LUToOLE
D T‘é‘o

® options

BRTHRESNLIA v ar, 733 NIHIOEERBLIOWEED 7 4 VA ) 72
ATxEd,

* {UUID}

%< O URLIZIE, BETHLENRDH D 1 DEITEHDO UUID NEENTWET,
AEDURLICIE, FBIERN—7 VIZEEND RAAL L UUIDBEENTWET, 47 /:7
FEHIBREZIZIERET D, HOIWVIIRED ATV =7 MCET A IHREERT 56
URI DRBIZA TP =7 + UUID 272 0 £9°,

FEHTELHERAY v FiIZkD LB TY,
* GET

- fREESNEA TVl I bT— 2R LET, GET X, wiAlh sEH#EETT,

¢ PUT

—HBELEAT7 V27 MIUEREZBIMLET, 7 V7 FRFELRWESIT, 404 =
F— T V=208 /-25930 £ A (Resource Not Found) | #iKL £,
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=i ]

\}

GE)  HFEPUTZMEA L THLWA T V=2 FaERTH T F
T, ZOMEEIZSHDOY U —ATHIBRIND AfREMERH D F
T, POSTZMEH L THLWAT Y =7 F&/E L. PUT &1 H
LTHHEOA T =7 NEEBLET,

¢ POST

—HESNIHRTAT V=7 PEERLET, POST HBMEIZIE, KO L 5o T
PHENT, AFRSND ISON ATV =7 FInbD <A 1— AR BERH Y £,

{object]
“

GE)  EATTRER L — VDR KREIE, T AL ADAFEVIUKFLET,
BHERNL— TRV DAEY 2T 720, HEDHIRIX
HERA, V= NVDRT =< AL EREEDOTA T A
DUV TIE, Management Center DA A RZSZHL T 7230,

* DELETE
~HBESNTAT Vo7 FEHIBRLET,
* PATCH

—HR—FEShTLEEA,

APLIE, IZIETRTCOERD I =) — RTA—=H PR —FLTHET, GET ERIZX L,

ﬁ®7i)aﬂ7% AR LT, IRENDA TV =7 b ER—V%— 3 v ZHlET
HZEMTEET,

* expanded

- 2T, VA MHOIEE O —E A RS T A0 ERIZB RO B %779, True/False

DOETT, —FDOT7 44—V RKiZ., ZO7 7 7 PtruellREINTWVWELHEADAFRINE
j_o

* offset

-UXNAOBBEE R LET,
®* limit
- R=UNTHETHITA T 208 E R LET,
AP, TR ELITEIND I ) = RI A=A Ty NV Z ) T R—F LET,

TANEY L TNTETNDOBEDBMICESWTETTH N TEET, 742U VT
FHTEDANRTA=HFTIA TVl MTEoTELRY, UUTOERT-EEZRINET,
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RESTAPINOA TSz b |

IL—ILO)—IEELE

BEOT 7 v AfIEN— V& —FEFASREEZEH L CPOST 2~ RCENTEET, 20
FEREIZ LD . 1,000 DV— LA —EZBINTX 97,

ZOBERIZ. TR A— I L TOMEHATE F7,

Z OF§RED URL IZIRD L0 T,

https://{fic TP or rawe} : {https port}/api/fic aonfig/vl /darain/{daredin WD} /policy/accesspolicies/ {policy UIID}/accessniles Aulk=tne
T a

?bulk=true

BEONL—VNZDFEROSRA 0 — RTHEHAINDZ EE2RLET,

—fEPOSTERDXA m— FANDA 7 V=7 ML, TXTH LM THLIMNENHY £, FL
—FEESRINTRR 247 V27 NaeflAGbEd Z T TEERH A,

WEHE D POST #E L 138720 . —45 POSTITIXISON A7V =7 b O—ENLETT, JSON
F7V =7 FO—EIZE 1~ 1,000 HETOAT V=7 PRFFSNET, D ISON A
TVx 7 M, o ZTHDLERS Y T, &4 7V NI~ TRUIDZLERD
0. —EREIIADS ZTHARET,

[{object}]

[{objectl}, {object2}, {object3}, {objectd}, {object5} ..]

RO Y — T A—=2F, —FEPOST ZRTHR— FSNET,
® bulk=true

ZDORT A=, —FEPOSTHEREN 7 =) —CEH SN TCWA Z A EELET, 20
T A= E. L DO— BRI HE T,

section=mandatory/default

ZONRT A=, —ABBNESnbdE va VERELET, ZONT A =2 %
LW, B2 a 3T 740 bow s v a v ich D £4, wafis 7740 MED S
MIFRISNET, BZ v a VE2RETL2HE1E, TNARFETLILERHY £, fFIEL
RITFTESRIZKRMLE S, 7 v a2 RELSEIE. 273V 2HETE A,

category=<Name of the category>

ZONRITA=ZF v—=APEMENDAT AV ERELES, W7 TV Z2BET L5G
T, EUPET DRLENRH Y £, FAELRITATERITRBLET, 7TV 24EE
L7eHmEE, B va v Z2BETEEEA,

insertAfter=<Index of rule>

ZONRTA=HT BBELTEN—N AT v 7 ADBIZNV—LVPHEAIND Z EEFEEL
9, B varFEzqREIATIIEBRELRWGA, L—E, ARAL Y FOBOE Y
varERIATIVIGEMESNET,

® insertBefore=<Index of rule>
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| RESTAPIRODA T b
T |

ZONRFA—=FF, BELINV— AT v 7 ADFNINA— VRN BASIND Z EEHEEL
FT. B varEREFIIT AV EBRELRWES, L—UE BARA U FORTIOE Y
YarERIIATIVICEMSNET, insertBefore I3 insertAfter L 0 HESL I ND DT,
Wi 55 &2 ET D & . insertBefore /XT A —Z BN@HINET,

N—IVEZFN—NDITN—T%, v aFEIhTIVOETHIA T v 7 AT
ATDHEE, AT7IAVERTEIVa ORI A—E AT v 7 ALITHEH LT, L—
DIFMIBEZEETCEET, A VT v I A7 va ol T ETLIHA, 1
T I ANEDR Y VayERIATIAVICRNE 2T —RERINET,

ATy I ARELRWGE, V—/VET 7B ARY O—DRIHASNET, BT Y F
s va B HELT AT v 7 ARBELRWES, V=3T3 £/-i3k 7
Ta Y ORBICHAZSIVET,
FOPOSTHTH, T_XTD/L—1F 1 DORICTEASNE T, POST ERIZHEE DI AL AT
PIETHZLITTEEE A,

\}

GE)  — L OJEFFIX, Management Center (& L % VESCOfMT HIEICHEEY 5 2 £7,

EfEE

~
L4
C

\}

(X))  RESTAPI TiE, 1 X—=U B0 25HDISEDOHRFRINETN, BRI =) — T X —F%
3 301E 1000 4 F THECH £ 9,

JREDOREEITIRD X 512720 £,

« LOCATION - T LS ERREN7= U Y — X ID, POST DL DI, HLWY VY —2 1D %
(URIFEHE L) HELET,

* CONTENT-TYPEJGERA v B —URILDAT 4 T XA Ty IEA = RLOFHR LN
XERLET,

« BISBEIIZHTTP AT —Z A3 7 —a— KRG Ed, HAEERa— R, &
DHT IV TBNET,

¢ 20x-200 BED I — RIIKD L 5 2B OS2~ LE T,

* 200 200

— TOKJ o — ) L7 BERIT R D RIS,
* 201 201

— [Created) . ERNZET L, HLWI YV —RA&ERK,
202 202
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— [Accepted] . BERDZIFT AN SN, BUIRTE T,
* 204 204

— No Content] . H— S—7RBisk % EBICHIE L7=A8, 20T o VTR (=,
¢ 4xx -400 FEEDO A — RiX, ROEH77 747 MIlO=T7 —% R LET,
* 400 400

— [Bad Request] ., fEZh72 27 =Y T A =& GFREKINBRVNT A—F KELTNHN
T A=K EITES Ml E)

ik, ST ARY =N/ D K DI, RESTAPIRRATA T V=7 FOMR
EEIFHIBR SN 2Rt N TEET,

® 401 Invalid Session
B DA = B
®* 404 404

— INotFound| ., f§& SN 7= URL BEEFDO Y YV —R L —F L7, 7= & %X, HTTP
DELETE IZ. DU YV — AN W DI R T A0 H Y F1°,

® 405 405

— [Method Not Allowed] , U Y —ATE A S TWRUVHTTP R Tz, HiAH
DEHY Y —ATOPOST 72 &,

® 422 422

— [Unprocessable Entity | ., A Bm— R2BKREFEET, ZAUEL, 204800031 kKb K
WA B— REFETDHEEITHELET,

— R B RCFR ST ISON S U H v 7 A7 ¥ MBI TCE W T T 4 F721EE5H
BNenwe T 4T 4 MM e— RIZEgEn T,

® 429 Too Many Writes

—WHI L TEATEN LB/ EFH/AIBRERIET T r vy 7 ShET, ZOEREZFEHRAITLTL
TZE,

* 429 429

— [TooMany Requests] . APLIZIEE SN EROBN LT EH, 20T —Id, 1ol
D 120 L EDOESRZEFE T2 ERAELET,

—FBERNLTES, VATALT, TRTOIZ AT " b 105282 5058k 525
FANDSZ LTI TEEH A,

— P =B ) OEXALBEN LT E S, APl T—EIZFF AT 5 PUT. POST. 721
DELETE BRIV —"— LOa2—HF—TL 2 1 DOHKTT,

*5xx-500 FEDa— K —_"—MHlOo=T—%2RLET,
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| RESTAPIRODA T b
L—r#iE ]

TT—RRAELESERIE, =29 —a— RN, =27 =T FMErdo—F4T V=
T IR F—VIEBEICEENDHENRNHY T, JISON DT —B I OELEDEERX—<T

ROLEY T,

{

"error": {

"category": "FRAMEWORK",

"messages": [

{

"description": "Action is mandatory to be specified."
}

1,
"severity": "ERROR"

}
}

ZIZTC A7V T anxT 2 TRO LB TT,

RK7: ATy fTAanNT4

JonRT« 247 5 BA

2 y—v F4rvaFUOYAL | ET A e
DY Ak

a—F pe] Error/Warning/Info = — K

EES CFH Error/Warning/Info (Z%Fh9" 5
FEANA v E—

L — kR
Management Center REST API (X, v MU — 7 AWM EZ®BHT 572D L— MR Z FEE L T

£7,

FMC REST APLiX, v U —7 OWEEZRET 572012 L — MR Z#H L £, APII,
H—DIPT RLADLS159H7-0 R KI120D GETE R 22 1T AN D L HICREF SN TWVWET,

APLIZ, T /NA A TC—JEIZ 1 203 GET (PUT, POST, F7/2iE DELETE) ZERDAEZFFA]L
i‘j‘o

F72, IPT FLRAZ LICEHRK 10 ORIBFEGA T SNE T, THHDRT A= IEE I
TBY, BETEETA, TNOHDOLEVEEZBZDE, 7747 MIHTTP429 =7 —%
ZIELET,

IIA T N TINGORIREBZ =56, APLIZHTTP429 =5 — %K L £7,
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B < o—rong

RESTAPINOA TSz b |

R4 A— FOHFIE

7o

APLiZ, A 22— F232048000 XA P LD KREWVWR =V EZIFTAND I ENTETEREA,
ZiUE, RESTAPI & API =7 A7 u—J DM FIZYTTED £7, Ik, RERER/ T
A—HTIEIHY EFHEA,

A v —=UNZORIREB %56, APLIZHTTP422 =7 — %KL 7,

DX —N—=F4 F

F— =T A RiE, HRE LT RETE R AL A L CY AT ARERT 547 V=7
FOREFEEERLET, H0BRTE, 2—F— T SERER A L CEROF 7 V=
MO — =T 4 FEMERTEET,

F TV NRA—N—=T A4 FENDHE, ERINZ L XIZEOAT V=7 MREED SR
SNET, TNICEV IEDER LEBEXINDSZ LEFEHY EHA, ZOMEIT, A——F 4 FQ
HibR SN m Aok sivEd, A— =74 FTiX, 4l (Name) | 7« —/L K& [FH

(Description) | 7 4 —/V R&EFRE, A7 V=7 FNOTRTO T 4 —)L RITREBEN R X
ET,

ZOMEEED URL TR D L BV TI,

https://:{fmc_ip or name}:{https port}/api/fmc config/vl/domain/{Domain uuid} /object/hosts

[123.5] OA—="=FA FMEZEH LT, FAA > [Global \RETAIL] DA 7Y =7 b
ltesthost | DA —/S—F 4 REVERT B DDA 10— REBER L E3,

{
"type": "Host",
"value": "1.2.3.5",
"overrides": {
"parent": {
"id": <Parent UUID>
"type": "Host"
}l
"target": {
"name": "Global \\ RETAIL",
"id": <target domain UUID>,
"type": "Domain"
}
}l
"overridable": true,
"description": " ",
"name": "testhost",
}

FTa v

?bulk=true

BEATV =7 FOF—1"—=F A FOEREZRLET,
[GET] :
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TJ1—LFEDERE .

WEDAT V=l MIBITLTXTOF—"=F 4 RZ VAT 5H72DD

URL : /api/fmc config/vl/domain/{domain UUID}/object/hosts/{host UUID}/overrides

FEED RAA VETLFIT A ALOFT V=7 NMZBTF D4 —1—F 4 KD
URL : /api/fmc config/vl/domain/{domain UUID}/cbject/hosts/{host UUID}?overrideTargetId={target UUID}
BEDRAAL ERIEET A, A RIZBIT AT _XRTOA—"—=F 1 NIZBT 5

URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts?overrideTargetId={target UUID}

)

GE) A= "N"—FA4RLTH, BAT7 V=7 NOEIBIEEINDZ EIEH THA,

J4—ILKENDER

RE¥2 XA FNONRAL T ZADOHDLHFEEZHIRT 272012, IROT 44—V ROARINDNER INE
Lz BT 4 — L RIINR— g 0 7.1 TRAICEEHZ b, FELALS RV ETOTERE

LTL7EEY,

*®8:

Al URL D74 —IL K4 FLWI1—ILF&

ftddevicecluster = masterDevice controlDevice
master_device UUID | control device UUID
slaveDevices dataDevices
slavel device UUID datal device UUID
slave2 device UUID data2_device UUID
slave3 device UUID data3_device UUID

Observable i/ ke e dbmerace| 7R T A R U A | allowlist

Indicator /oo kb ail Adfdetr| TR A R U A | allowlist

Incident /e ik e/ e WDy idAreicet | 7R 7 A R U A | allowlist

*#{E5t (Source) /i e Sk el Adkare | 7K 7 4 R U & | allowlist

kSIS a—TFTqa25

POST device

SR X A 7 . POST
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. DELETE packettracerfiles

RESTAPINOA TSz b |

B TPK Y =2 D T TN a—T 4 v 7k Y= LET,
URL : /api/fmc_ troubleshoot/vl/domain/{domainUUID}/troubleshoot/device

FEBR : [T /34 A (Devices) 1>[ b T 7/ 2—F 47 (Troubleshoot) ]

DELETE packettracerfiles

POST task

¥k % A7 . DELETE

#LHA : Management Center 2>5 PCAP 7 7 A VZHIBR L ET, ID ZfEE L2WEGEE, TX3TH
N N R L—H% 7 7 A )L % Management Center 7> HHIFR L £,

URL . /api/fmc_troubleshoot/vl/domain/{domainUUID}/packettracer/files/

ID THIRT 278D

URL . /api/fmc_troubleshoot/vl/domain/{domainUUID}/packettracer/files/{pcapFileName}

ME[R : [T 734 A (Devices) |>[FT7 7y 2—F 4% (Troubleshoot) 1>[/3%7 v k h L —
# (Packet Tracer) ]. [/X%7 > b F L —HDZEH (Modify Packet Tracer) |

gk # A7 . POST
W Y a T EREX AT BERLET,
URL : /api/fmc_troubleshoot/vl/domain/{domainUUID}/task

FEMR @ [T /34 AZE%E % E A (Deploy Configuration to Devices) ]

2y kD=0 yT

GET netmaphosts

2R 2 A 7 0 GET

Pl Xy P =y 7O IDICEEMTOENTHWDERA METELET, IDZFEE LW
BAIZ, TRTORY NPT —F EV2—NDTRTOERA MO—EXTELET,

URL . /api/fmc_netmap/vl/domain/{domainUUID}/hosts/{objectId}

ID 24X % GET ©
URL : /api/fmc_netmap/vl/domain/{domainUUID}/hosts/{objectId}/{object UUID}

MEFR : [ 7 V=2 h~3%—Y+x (Object Manager) ]
T A4NEZ Y I REZR N T A — 4 ¢ ipAddress
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| RESTAPIRODA T b
POST netmaphosts .

POST netmaphosts
gk &% A7 . POST
Wl Ry FU =7~y FITARA FEERLET,
URL : /api/fmc netmap/vl/domain/{domainUUID}/hosts

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE netmaphosts

gk % A 7 : DELETE

Ry N2y THOEBEINTARA FEEIBRLET, IDBEEII TV RWEA.
Zy NT—7 <y FAEREHIBRLUET,

URL : /api/fmc_netmap/vl/domain/{domainUUID}/hosts/
HEDKRA N ZHIRT 5 URL : /api/fmc_netmap/vl/domain/{domainUUID}/hosts/{objectId}

MEFR : [A7 Y =7 h~3F—T % (ObjectManager) |>[4 7 V=7 h~3—T v DAEE (Modify
Object Manager) |

GET vulns
sk H A7 GET

M EELEID 2oy N =2 <y THOMEEMEEZRIG L £, ID #HE LRWES
. 2y NV =V ED 2 — L OTRTOMEFHHEO—ELTE L E7,

URL : /api/fmc netmap/vl/domain/{domainUUID}/vulns/

ID (24 % DELETE @ URL : /api/fmc netmap/vl/domain/{domainUUID}/vulns/{objectId}/
MERR @ [8 U > — (Policies) ]>[* v b7 —Z i (Network Discovery) |

T4 N T FRE/R /X T A —4 :ipAddress, source, port, protocol, id

POST vulns
k2 A7 POST
P Xy N =T =y ST E ER L £,
URL : /api/fmc_netmap/vl/domain/{domainUUID}/vulns

MERR : [AR VU 2 — (Policies) 1>[r v V7 —Z#ui (Network Discovery) 1>[ v bV —727 fifh
DZEF  (Modify Network Discovery) ]
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[ DELETE vulns

DELETE vulns

X

RESTAPINOA TSz b |

Bk % (7 : DELETE

FHHHEESKEID AFoxy NU—r <=y RO AEIR L 9, IDBAEESH T
BRWEAS., 2y NI =<y THNOTXTOMETFHELEHIRL £3,

URL : /api/fmc_netmap/vl/domain/{domainUUID}/vulns
ID {2 & % DELETE @ URL : /api/fmc netmap/vl/domain/{domainUUID}/vulns/{objectId}

FERR : [AR YU 2 — (Policies) |>[* > MV —Z kil (Network Discovery) ]>[1 > b7 —7 fith
DZEH  (Modify Network Discovery) ]

TANE Y I RIREZR 2N T A —4 @ ipAddress, source, port, protocol, id
DELETE (213 source Z &0 5 MERH Y £7,

GET activesessions

RS A7 GET

BT T Tty v a B BUSLET,

URL : /api/fmc config/vl/domain/{domainUUID}/analysis/activesessions

HEFR @ [Z9#T (Analysis) ]>[=—W%— (Users) |>[7 277 « 772 v 2> (ActiveSessions) ]

T4 NE Y T FIREZR /8T A —# : userid, loginTime, lastSeen, username, email,
department, authenticationType. currentIP, user, realmild, realmName, firstName, lastName,
phone, discoveryApplication

DELETE activesessions

R AT GET

W7 T4 Ty v a VERIBRLET,

URL : /api/fmc_config/vl/domain/{domainUUID}/analysis/activesessions

HEFR @ [79#T (Analysis) ]>[=—W%— (Users) |>[7 77 4 772 v 3> (ActiveSessions) ]
TANZ Y TVMENRRER AR T A—=H a7 T Moty arDID (W~ XEID)

GET analysisusers

SxR& A7 GET
B =2 EE L ET,
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DELETE analysisusers .

URL : /api/fmc config/vl/domain/{domainUUID}/analysis/analysisusers
HEBR : [208T (Analysis) 1> [=—%— (Users) ]>[=—%— (Users) ]

TANEY U TIMEHFIRE72 /8T A — 4 userid, user, lastSeen, realmild, realmName,
username, firstName, lastName, email, department, phone, discoveryApplication,
activeSessioncount, availableForPolicy

DELETE analysisusers

HR ¥ A7 . DELETE
A =P —ZHIBR L ET,
URL : /api/fmc_config/vl/domain/{domainUUID}/analysis/analysisusers

HERR : [Z9#T (Analysis) ]>[—%— (Users) |>[=—H%— (Users) |>[=—H—DEHE (Modify
Users) ]

POST logout
HRZ A 7 POST
BT T Tk va BB ER ST FLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/analysis/activesessions/logout

HEBR : [208T (Analysis) ]>[=—%— (Users) 1>[7 77 « 73 3> (ActiveSessions) ].
[T27T 477y a OERE (Modify Active Sessions) ]

GET useractivity
ERZ A7 GET
W =Y —=T T BT 4 ZIG L LT
URL : /api/fmc_config/vl/domain/{domainUUID}/analysis/useractivity
MERR ¢ [99#87 (Analysis) ]>[=—%— (Users) |>[—H%—7 277 1 &7 1 (User Activity) ]

TANE Y I RIREZR /N T A —H @ eventld, time, event, username, realmName,
discoveryApplication, authenticationType, ipAddress, startPort, endPort, description,
vpnSessionType, vpngroupPolicy. vpnConnectionProfile, vpnClientPublicIP, vpnClientCountry,
vpnClientOS, vpnClientApplication, vpnConnectionDuration, vpnbytesOut, vpnbytesln,
securityGroupTag., endpointProfile, endpointLocation, device

DELETE useractivity

Bk % 4 7 : DELETE
W 2= =TT o T 4 HHIBRLET,
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B ==v—c=x

URL : /api/fmc _config/vl/domain/{domainUUID}/analysis/useractivity

HEBR : [208T (Analysis) 1> [=—%— (Users) |>[—W—7 277 4 7 1 (User Activity) ]
>S[2—H—=T 7T 4 ET 4 A FDOETE (Modify User Activity Events) |

BEEY—EX

GET auditrecords
gRk¥ A7 GET
B EALa—-REREELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/audit/auditrecords

IDIZ2X % GET ©
URL . /api/fmc_config/vl/domain/{domain UUID}/audit/auditrecords/{objectID}

HEFR : [ AT 2 (System) ]>[E=%4 U 7 (Monitoring) ]>[#%#& (Audit) ]

T4 NE ) TIFHTE B /37 A—# : username, subsystem, source, starttime, endtime

GET configchanges
HRZ A 7 GET
A BEAEICEEM T O TV OIRELEE LRSS LE T,
URL : /api/fmc platform/vl/domain/{domainUUID}/audit/configchanges

ID (24 % GET @
URL ! /api/fmc_platform/vl/domain/{domainUUID}/audit/configchanges/{object UUID}

HEBR : [T AT L& (System) |>[fXZE (Configuration) ]
TANE Y IR RIREZR N T A — 4 auditLogld, snapshotld

KEEH

GET previewchanges
FR 2 A7 GET
il F Ty PR—ROEELRFLET
URL : /api/fmc config/vl/domain/{domainUUID}/changemanagement/tickets/{containerUUID}/previewchanges

HEBR : [T /31 AR E % E AN (Deploy Configuration to Devices) ]
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GET tickets [

7 A NV F R T & 537 A —# : ParentEntityTypes

GET tickets
R Z A7 GET

Dl HRE LTy bERIGLET, ID ZRELRVWEEE, vl ra—F—0F~T
DFry FeBRELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/changemanagement/tickets

DIZ &% GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/changemanagement/tickets/{object UUID}

MERR : [7 3 A AIZERE A A (Deploy Configuration to Devices) ]

PUT tickets
gk & A7 PUT
M lRESNET Y FEARELET,
URL : /api/fmc_config/vl/domain/{domainUUID}/changemanagement/tickets/{objectId}

FERR @ [7 /34 AZEXE A E A (Deploy Configuration to Devices) ]

POST tickets
HRZ A 7 POST
B s F oy FERERLET,
URL : /api/fmc _config/vl/domain/{domainUUID}/changemanagement/tickets

MEBR : [T /31 A E % E AN (Deploy Configuration to Devices) ]

GET validationresults
FRZ A7 GET
B ANTF vk ORIERE R A B LE T,
URL : /api/fimc_config/vl/domain/{domainUUID}/changemanagement/tickets/ {containerUUID} /validationresults

FEMR @ [T /34 AZE%E % E A (Deploy Configuration to Devices) ]

Cisco Secure Firewall Management Center RESTAPI /A—2 3 2 181 94 w9 R B — b HA K .



RESTAPINOA TSz b |

W

a1—H—

GET authroles
FRZ A7 GET
B AT ARNOBEFO TR TO2—Y—a— LO—EEZIE L ET,
URL : /api/fmc_config/vl/domain/{domainUUID}/users/authroles
HEBR : [>> AT A& (System) ]>[—¥—4H# (User Management) ]
T AN TIER RN T A—F 72 L

GET duoconfigs
R AT GET

FLEA - FEE L72 IDICEEAHT STV D Duo DR EZX TS L £, ID ZE LR WAL,
F_TD Duo RED—EZHFAHE L £,

URL : /api/fmc_config/vl/domain/{domainUUID}/users/duoconfigs/
ID{Z X% GET @ URL : /api/fmc_config/vl/domain/{domainUUID}/users/duoconfigs/{objectId}

FEMR : [ A7 2 (System) ]>[=—H—"&# (User Management) ]>[=—H— (Users) ]

PUT duoconfigs
ZORZ A 7 PUT
A R L7z ID ICBHEAHT 54TV 5 Duo DR EEZEHL L £7,
URL : /api/fmc_config/vl/domain/{domainUUID}/users/duoconfigs/{objectId}

FEBR : [ AT A (System) > [ — W —&# (User Management) ]>[=—¥%— (Users) ]

GET SSO Config
HRHZ A7 GET
T AL AV TN A A VR EERSELET,
URL : /api/fmc_config/vl/domain/{domainUUID}/users/ssoconfigs/{objectId}

MERR : [ A7 A (System) ]>[=—H#—"&# (User Management) > [ > 7/ A
(Single Sign-On) ]

TANG Y TINERREIRNT A—=F 72 L
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PUT sS0 Config |||

PUT SSO Config

GET users

HRZ A7 PUT
B TN ADV TN A A UEREEEELET,
URL : /api/fmc config/vl/domain/{domainUUID}/users/ssoconfigs/{objectId}

FEFR : [ A7 & (System) ]>[=—HW—&# (User Management) ]>[> > 7 /LA A
(Single Sign-On) ]

gsR& A7 GET

P fBESNZID 2RO —F—DIFRERGE L ET, IDEEELRWEAEIZ. FMCOT
RCO2—P—D—EEEHLET,

URL : /api/fmc_config/vl/domain/{domainUUID}/users/users
ID 2 X% GET @ URL : /api/fmc_config/vl/domain/{domainUUID}/users/users/{object UUID}

MEMR : [ A7 & (System) ]>[=—H—"# (User Management) ]>[=—H— (Users) ]

BEAHY—EX

GET deployabledevices

FRZ A7 GET

A AR DY | BT OERNR TETVDTRTOT A, ZAD—EE2 G L ET,
URL : /api/fmc _config/vl/domain/{domain UUID}/deployment/deployabledevices

FERR @ [7 /31 RZEEE A H A (Deploy Configuration to Devices) ]

TANEY U TIMEHTE 587 A—4 : name

POST deploymentrequests

ZR A 7 POST
B HRE LTeT S AT B & B 2 ZR 2 AR L £ 9
URL : /api/fmc_config/vl/domain/{domain UUID}/deployment/deploymentrequests/{object UUID}

FERR : [7 3 A AZEXE A A (Deploy Configuration to Devices) ]

GET deployments

SR Z A7 GET
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. GET downloadreports

W TN, ZADREBADOFEMEZ TS L ET,

URL : /api/fmc_config/vl/domain/{domainUUTD} /deployment /deployabledevices/ {containerUUID} /deployments
FEBR : [T /31 A E % E A (Deploy Configuration to Devices) ]

TANEZ Y T TE 5 /37 A—4 ¢ startTime, endTime

GET downloadreports
PRkA A7 GET
B Frrn— B LH— R EREGLET,
URL : /api/frc config/vl/domain/ {domainUUID} /deployment/jcbhistories/ {containerUUID} /operational /downloadreports

FEFR : (B (Overview) ]1>[L7AR— k (Reporting) ]

POST emailreports
Bk & A7 . POST
B B LK — b AT A — L THEE LET,
URL : /api/fic config/vl/domain/ {domainUUID}/deployment/Jcbhistories/ {containerUUID} /operational /emailreports

MERR - [BEZ (Overview) ]>[L A" —  (Reporting) ]

GET jobhistories
HRZ AT GET

A HEELTCRBEY a 7EBS LE T, ID Z2HRE LRWGE. TR TORMY 3 72 B
LET,

URL : /api/fmc_config/vl/domain/{domainUUID}/deployment/jobhistories

ID(ZX% GET D

URL : /api/fmc_config/vl/domain/{domainUUID}/deployment/jobhistories/{objectId}
FERR : [7 31 AZERE A A (Deploy Configuration to Devices) ]
TANE Y TR AIREIR /N T A—H

deviceUUID: {uuid};startTime:start time in secs;endTime:end time in secs;rollbackApplicable:true or false

OREHFHL T, SEE&FER T4 VA HEMELIRETEET,

PUT jobhistories
ER K A7 PUT
Al FEE L7 ID DRY s 7E2EE LET,

URL . /api/fmc_config/vl/domain/{domainUUID}/deployment/jobhistories/{objectId}
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GET pendingchanges .

FERR @ [7 /31 RZEEE A E A (Deploy Configuration to Devices) ]

GET pendingchanges
R A A 7 . POST
A BN 2T AL AT RTORY —F T V27 NOEFEZRELET,
URL : /api/fmc config/v1l/domain/{domainUUID}/deployment/deployabledevices/ {containerUUID} /pendingchanges

FERR : [7 /3 A AZEXE A E A (Deploy Configuration to Devices) ]

POST pendingchangesrequests
gk & A7 . POST

W T 2T, RETORY BT EIIRE T O CLIZEE & 2 \WNEZE Ol & /T
LT DERZEAERR LT,

URL . /api/fmc_config/vl/domain/{domainUUID}/deployment/pendingchangesrequests

MERR : [7 3 A AR E A (Deploy Configuration to Devices) ]

POST rollbackrequests
Pk & A7 . POST
B - 7, ARy 7 EOER A B LE T,
URL : /api/fmc_config/vl/domain/{domainUUID}/deployment/rollbackrequest

HEBR : [T /31 AR E % E AN (Deploy Configuration to Devices) ]

FINARATI—T H—

GET devicegrouprecords
HRHZ A 7 GET
A FRE L7 IDICREMHT DN TV AT NS 2 Z N —T 2B LET, IDEZHE LW
BlE. TRTOFAAL R T N—FDO—EEEEHL £,
URL : /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords

D2 &% GET @
URL . /api/fmc config/v1l/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

MERR @ [7 734 A (Devices) 1>[7 /3 AE . (Device Management) ]>[7 /31 ADFK < (View
Devices) ]
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. PUT devicegrouprecords

PUT devicegrouprecords
HRZ A7 PUT
M EELIEA T V2 NID ZFFOT AN A IN—T HERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

FERR : [7 /31 A (Devices) |>[7 734 A& B (Device Management) |>[7 /34 ADZH  (Modify
Device) |

POST devicegrouprecords
gk HZ A 7 . POST
B HEE LT2A T Y= 7 b ID A F07 S AT =T %A L E T,
URL : /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

DELETE devicegrouprecords

R ¥ A7 . DELETE
B HRELTEA T V=7 FID ZEOT A R T N—THHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

FINA RIS RA

GET ftddevicecluster
R & A7 GET

B FEE L2 IDICBEATT STV D BB T A0 7 7 A% L a— RERS £ 72134
FLET, GETIZID BMEE SN TV RWEAIEL, T_XTO BT 05 7 7 A2 D —&
ZEASL £,

7.1.0 DRFRIT, IROT 4=V RRES BRI ONE LT,

BID74—ILER [FILWWVIs—IL K
£

masterDevice controlDevice

master_device UUID | control device UUID

. Cisco Secure Firewall Management Center RESTAPI /A— 3 2 181 94 v O A3 —FHA K



| RESTAPIRODA T b

slaveDevices

dataDevices

slavel device UUID

datal device UUID

slave2 device UUID

data2 device UUID

slave3 device UUID

data3 device UUID

PUT ftddevicecluster [JJ]

URL . /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/ftddevicecluster/

IDIZX % GET ®
URL : /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/ftddevicecluster/{objectId}

HEFR : [7 734 A (Devices) 1>[7 73A A& B (Device Management) ]>[7 /341 ADZFER (View
Devices) ]

PUT ftddevicecluster
FRZ A7 PUT
BE : HEE L7z ID BT BTV D BRI R T BB 2 F A X La— RELEHE LET,
7.1.0 DEET, RO7 4= RREEHZONE LT,

BID74—IL K4

FLWIA—ILK
£

masterDevice

controlDevice

master_device UUID

control_device UUID

slaveDevices

dataDevices

slavel device UUID

datal device UUID

slave2 device UUID

data2 device UUID

slave3 device UUID

data3_device UUID

URL . /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/ftddevicecluster/{objectId}

FERR : [7 /31 A (Devices) |>[7 /31 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

POST ftddevicecluster
Bk ¥ A 7 . POST
B BT AR 2 T AKX L a— REERLET,
7.1.0 OFFE T, ROT7 4 — )V EREZHZ NE LT,

BD74—IL K4

FLWLWIA—ILF
%

masterDevice

controlDevice

Cisco Secure Firewall Management Center RESTAPI /A—2 3 2 181 94 w9 R B — b HA K .



RESTAPINOA TSz b |
[ DELETE ftddevicecluster

master_device UUID | control device UUID

slaveDevices dataDevices
slavel device UUID | datal device UUID
slave2 device UUID | data2 device UUID

slave3 device UUID | data3 device UUID

URL : /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/ftddevicecluster/

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE ftddevicecluster

k% A7 . DELETE
LA HEE L72 IDICBEAH T HIu T2 BBUCKHT D85 7 7 A2 L a— REHIBR L £,
URL : /api/fmc config/vl/domain/{domainUUID}/deviceclusters/ftddevicecluster/{objectId}

HEFR : [7 /31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

POST ftdclusterreadinesscheck
gk % A7 . POST

G ar b= BLO (2 b=V E EERSH D) T—F TN AD T T AL H M
AT —HA (ay ha—/WIe LR 2R LET, ZOMEFRNT = >~ 71X, Management
Center WoDY TALT—= AT v T HBYR=b4257T7y b7 4+—24 (420072 E) HT
j‘o

URL : /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/ftdclusterreadinesscheck

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]

TANE Y TR RIREZ RN T A—H skipControlReadiness : ZAUXTZ T Y /XNT A —H T
7, true (skipControlReadiness=true) Zf5iET 5 &, 22 b — /L OEFIRNHT = v 7 A F
TN, arhu— DT = E TN, ZAOEENFATSNET,

POST ftdclusterdevicecommands
gisk % A4 7 : POST
S BEIC KT BB 2 5 A 2 TR SN O~y REETLET,

URL : /api/finc_config/vl/domain/{domainUUID} /deviceclusters/{containerUUID} /operational /ftdclusterdevicecommands
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GET clusterhealthmonitorsettings .

EHFEE72 7 4 IV H © 7 4 )V H X operation & deviceUUID TJ, 7 A /X DEDOERITIKRD &
BYTT,

deviceUUID:device
uuid;operation: {enable|disable|control}

deviceuUID LT /XA A D UUID T, %HET 4 —/V KTY, operation LT /314 A TEITT BN
ERHDHa~v RT, WA —/VRTT,

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

GET clusterhealthmonitorsettings
FRH A7 GET
FiBH : Firewall Threat Defense 7 7 A X D~NVAF = v 7 = —REXTE L F1,

IDZ2X % GET ©
URL : /zni/firc amnfighil/doveiny/{dovedrLUID}/devicech stersy/ftcbivicech ster/ {contained D) /chusterhes] o torsettingsy {chustertinid}/{doject. WD)

HEFR @ [7 734 A (Devices) |>[7 7 A A% (Device Management) ]

PUT clusterhealthmonitorsettings
HRH A7 PUT
#iBA : Firewall Threat Defense 7 7 A X D~V AF = v 7 B =F —REEEELET,
URL : /zpi/firc aonfig/vl /darein// {careinl D} /deviceclusters,/ frddevi cecluster/ {amntairerUUID} /clusterheal thvoni torsettings/ {clusterUaid)

FelR - [T /31 A (Devices) 1>[7 73 A& E (Device Management) |>[7 /31 ADEFKE (Modify
Device) |

FINA AHARTDH—ER

GET ftddevicehapairs
FRH AT GET
MR FRE L@ e = 7 ID ICBEAH T DTV BREIE A B L3, ID 2R E
LW AIE, 3 XToOEAAEa 7T A7 V=7 Fo—EE2RGLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs

IDIZ2X % GET ©
URL : /api/fmc config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{ha container UUID}

HERR : [7 /31 A (Devices) [>[7 734 A& HL (Device Management) [>[7 /34 ADZEH  (Modify
Device) |
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[l ruriddevicehapair

PUT ftddevicehapair
HRZ A7 PUT
A BT A B &R T A RTR L TIROWT I OBIEEZ R E L E T,
« TNRAADT = — VA —_"— N H—FMHE2RELET,
« FRY ANDAA v FDIRFE

« TNA R 7 BT E T2 13RI B9 Tk

URL . /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{ha container UUID}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

POST ftddevicehapairs
HRZ A 7 POST
M RESNTE T IA~ VBRI XY A7V 27 MNID ZFFomal itET A 2 X7

PR L ET, —EIZ 1 DL EOE T AMESLT O POST #EZ E(T LW TL &N, kD
POST #AEIZHETeHTIC, HIFED POST BMENIEWICHE T L TWA Z & 2R L £ 7,

\}

GE) @, FBAID POST #AEIL 60 FPLINITINE LE T, &I POST HfEA AL L=, 120 LA
B T B %D POST #EA FATT 5 Z L 2453 L 9, POST HEDISEICIX, # A7
IDEXAY AT —HABFFOR AT TV "IRGENET, TOX A7 ID FpoH A
U ATVl NCGETHEZFITTHI LT, FARAIDETEEMRTH LN TEXET, 3F
FNZ-DUNTIL, GET taskstatuses (248 ~X—3) #SH L TL &V,

URL . /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

DELETE ftddevicehapair
gixk4 A7 . DELETE
B ARE LA T V=0 b ID BT A A B AT IR L ET
URL : /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{object UUID}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) |
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GET failoverinterfacemacaddressconfigs .

\)

(£)  configure high-availability disable =~ > K& 34T L, BBk T DB 754 2 b 7 = —)b
F—N— a7 4 Fal—a EHIRLET,

GET failoverinterfacemacaddressconfigs
R A 7 GET

B EE SN BEICKET BB HA X7 ICEEA T bW s BT AR AT
A7 =A== K)o — A X —T =2 AMACT FLAZAD L a— RZHEELET,
GETIZID BMEE SN TWARWEAIX., T ToO ZEUT T 2 5 &l it 7 = — L A4 —/3—
RV — A B —T A AMACT RLZADLa— RO—E2EELET,

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs

ID IZ& % GET ® URL :

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs/{object UUID}

MERR : [7 /34 A (Devices) 1> [7 731 A& H (Device Management) ]

PUT failoverinterfacemacaddressconfigs
HRH AT PUT

A HEE SN BT DB & RS I BEEM T STV S L BRI T S B
A7 2= == R — A HX—T 2 A AMACT FLADL a— REEFLF
—é‘o

URL.:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs/{object UUID}

FERR : [7 731 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

POST failoverinterfacemacaddressconfigs
Bk Z A 7 . POST

B T AN AT A HA XTI EAT STV A, BTk BB &Rl
A7 2= F—N_R— R — A B —T 2 AMACT KL ZAD L 32— R&EERKRLFT,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer_UUID}/failoverinterfacemacaddressconfigs
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. DELETE failoverinterfacemacaddressconfigs

HERR : [7 /31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE failoverinterfacemacaddressconfigs

gk % A 7 : DELETE

TR ¢ R E S BEUCT B BE HA X7 ICEEM T S TW D A6 D B T
A7 o — N F—R_R— R — A F—T A AMACT RLADL a— REHIELET,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) |

GET monitoredinterfaces
gisk&Z A7 : GET

. E S BB KT A5 HA ST ICBEMIT S TW A IS T A B & AT
FAMEERS G A v X —T 2 A ARY — La— FETELETGETIZID BIEE STV
LA, T_XCo BRI 2858 s AR, v 4 —T 2 A KR — L a—RKo—&
EEEGLET,

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces

ID (24X % GET @ URL :

/api/fmc _config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces/{object UUID}

MERR : [7 /34 A (Devices) 1>[7 731 A& H (Device Management) ]

PUT monitoredinterfaces
gisk & A4 7 PUT
S - HEE ST BRI B B B AT BT BTN S . IR B B
R A L H—T = A AR L—D L m— RELEE L ET,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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Friqaz9—ezx |l

TINARAHY—EX

GET bfdpolicies
ZRZ A7 GET

S T L IDICEEMT AN TWAEBFD Ay 72 S LE4, GETIZID BNEESINT
WARWEASIZ., T_XTOBFD Ry 7O—&E2BE LT,

URL : /z0i/firc aonfig/Avl /coredny/ {coredrlUID} /devi.ces/devicerecors/ {amtairer D} /routing/Avirtal muters/ {virh el router D} ofdpol icies

ID i2& % GET @
URL : /a0 /fire aonfighd/daveiny/{comeir D} /devices/dsvicerecosy/ {atairet UID} ruting/Arirt sl ters/ fvirt elroted D) oftpol icies/ {dojedt UID}
MEFR : (A7 =2 b~ —Y % (Object Manager) ]

PUT bfdpolicies
R X A 7 PUT
il HEE L7 ID ICBEATI TS BFD ARy 72 B L £,
URL : /opi/frc confighcneir {chned D) s cesy s cereccas/ crtairent LD irg/drt el fers/(virt el et D) Hftpelicies/ (dojectid)
HEFR : [ 7Y =2 h~3—Y % (ObjectManager) >[4 7Y =7 FOEHE (Modify Object) ]

POST bfdpolicies
ZRZ A 7 . POST
Wil : BFD A& v 2B L £,
URL : /z0i/firc anfig/Avl/cdamein// {caredrlUID} /devices/devi cereaa s/ {amtainer D} /rout ing/Avirt el routers/ {virtual routerUUID} ofdpol icies

e . [ 7 V=2 F~F%— % (Object Manager) [>[47 ¥ =7 FDEHE (Modify Object) ]

DELETE bfdpolicies

k5 A7 . DELETE

W FRE L72 IDICBEESH T T\ b BFD 8 v Y& HIBR L £ 7,

URL: &/ anfig/Al/comainy/ {covedriUID} /Osvices/devicereco s/ {aontainert UID} /routing/Ad vy el rauters/ {fvirtel rostert D} ofdool icies/ {dojectId}
MEPBR : [ 7Y =27 b~%— % (ObjectManager) >[4 7Y =27 hDZEHE (Modify Object) ]

GET bgp routing
ZRZ A7 GET
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B rurbgp

PUT bgp

POST bgp

DELETE hgp

RESTAPINOA TSz b |

P FRE L7z vif OFRE Lo T 3 A AZBERHT 5729 TD BGP (ipv4 38 X Wipve) D
—EERELET, T ABRBEESNTORWEAIL, T X3TOBGPO—EETELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/bgp

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /routing/bgp/ {objectId}

FEMR : [7 /34 A (Devices) |>[7 /31 A& (Device Management) ]

BRZ A 7 0 PUT

A HRE L7 vif OFRE Lo 7 3 A CBIEAHT 57TV 5 BGP (ipvd 38 X WVipv6) &AW
LET,

URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/bgp/ {objectId}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

gsRZ A 7 . POST

A FRE LT vif OFRE L7273 A AR T H3u72 BGP (ipvd 35 X Wipve) Z{ERK L &
—éqo

URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/bgp

FERR : [T /31 A (Devices) ]>[7 /34 AEH (Device Management) |>[7 /3 ADZET  (Modify
Device) ]

Bk % A7 . DELETE
P BE L bgp A7 V=7 FEHIBRLET,
URL : /api/ fme_config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/bgp/{cbjectId}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]

GET bgp general settings

sk H A7 GET

W EE LT A RCEET T 5TV A BGP O— R EA TG LE T, TN AntE
ESNTWARNWESIE, T XTOBGP D—ERED—EXTE LT,
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PUT bgpgeneralsettings .

URL : /api/ fime config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/bgpgeneralsettings

IDIZ X5 GET @
URL : /api/firc_config/vl/damein/ {damainUUID}/devices/devicerecords/ {containerlUID} /routing/bgpgeneral settings/ {doject Id}

FEFR : [7 34 A (Devices) 1>[7 /31 A% H (Device Management) ]

PUT bgpgeneralsettings
#sR& A7 PUT
A FEE L7 BGP O — R EA AR LE T,
URL : /api/firc_config/vl/darein/{daweinUUID}/devices/devicerecords/ {containerlUID} /routing/bgpgeneral settings/ {dojectId}

HERR : [7 /31 A (Devices) |>[7 /34 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

POST bgpgeneralsettings
R ¥ A7 POST
Wt © BGP O —fixix & 2 ER L £77,
URL : /api/fimc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/bgpgeneralsettings

HERR : [7 /31 A (Devices) [>[7 734 A& HL (Device Management) [>[7 /34 ADZEH  (Modify
Device) |

DELETE bgpgeneralsettings
kX A7 . DELETE
BUW - BGP O — M & MR L £
URL : /api/ finc config/vl/davain/ {dameinlUID}/devices/devicerecords/ {containerlUUID} /routing/bgpgeneral settings/ {dojectId}

FeRR : [T /51 A (Devices) ]>[7 7341 AEH (Device Management) |>[7 /34 ADZEF  (Modify
Device) ]

GET bridgegroupinterfaces
ERHF AT GET

G FHEELIENGFW T RA ZID & A v H—T =2 ZAIDICEEMT T N TWET Y v 7
N—T AL B —=T 2 AETELET, A F—T A AIDZHEELRWGEAIX, FBELE
NGFW 731 A IDICEEM T SN TWAETRTOT N v F—TF A v Z—T =2 ZAD—E
ERAGLET,

URL : /api/ fme config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces
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. PUT bridgegroupinterfaces

ID IZ& % GET @
URL : /api/fiec config/vl/damein/ {darain UUID}/devices/devicerecords/ {container UUID}/bridgegroupinterfaces/ {doject UUID}

FeBR : [T /31 A (Devices) ]>[7 /A A& H! (Device Management) ]

PUT bridgegroupinterfaces
R A7 PUT
B RELET AL ADT Y v IN—T A v H—T oA A LR LET,
URL : /api/fmc_config/vl/domain/ {domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

POST bridgegroupinterfaces
BR ¥ A7 . POST

B 4RI LT NGEW 7734 A 1D & A ¥ 5 —7 = A A ID LB 5TV BT Y v 7
N—=T B =T = AEAERLET,

URL : / api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

HERR : [7 /31 A (Devices) [>[7 734 A& HL (Device Management) [>[7 /34 ADZEH  (Modify
Device) |

DELETE bridgegroupinterfaces
kX A7 . DELETE

HBHHELIENGEFW T ARA AID & A v H—T =24 ZAIDICEHEMITONTWE T Y v 7
N—TF A B —T x4 ALHIERLET,

URL : /api/fic_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

POST changemanagers
gk & A7 . POST
#iH : FMC 725 CDO ~® FTD Ok E B OBAT 2 % AR — 9% APL

URL : api/fmc_config/vl/domain/{domainUUID}/devices/operational/changemanagers

HEFR : [ A7 2 (System) ]>[#%%E (Configuration) ]
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GETa< > K

ceTavo ki

gR& A7 GET

B TR AT R—FENTWD show v RO IEZEELEST, M 2— RKRNDO=
< REETL, Z0oa<vr FOoRhEzERELET, XM r—RNiZa<y RRRWEER.
HTTP 500 =5 —ZiK L £,

EITT5a~r FERETAES., M o—R3kO 7+ —~ v hoa<wr RREER T
HULENRHY F9,

show {command}

R, BIMDA T a b RTGA—=REEDDLIENRNTEET, T A—=XF, BHIDO/XT
A —=H DFBITIAL—ZATXE Y £97,

show {command}é&parameter={parameterl} {parameter2} {parameter3}...

RODFIZ, commands THEATEHa~r FaERLET,

avwU kR

show aaa-server

show aaa-server&parameter={parameters}

show access-list&parameter={parameters}

show banner

show crypto

show cryptoé&parameter={parameters}

show dhcpd state

show failover

show failover&parameter={parameters}

show firewall

show ip

show ip&parameter={parameters}

show logging

show loggingé&parameter={parameters}

show network

show ntp

show route

show route&parameter={parameters}

show rule&parameter={parameters}

show snmp-server&parameter={parameters}
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RESTAPINOA TSz b |

avy kR

show snort3 status

show ssl

show ssl&parameter={parameters}

show version

show versioné&parameter={parameters}

show von-sessiondb

show vpn-sessiondb&parameter={parameters}

awy PP —ERE, N—=Ta 66 UBEEIATLTCNWDT A ATORMERLET, | DOT
WA RZOE L {HDH, A7 10 HORIRFER O L BT R SN E T,

NR—=U X —va VI R—FENTWERFAL, BHION—V B 5HI03H 55451, 810
BTonET, 20D, 1 X—=V I OMNEERTHa~vr RERITLARWTLE
AN

—EOEEDa~ > K, BT show running-config all, show running-config access-list 7R
Eoa<y RiE, HIfFEBVICEELRV, F13087 4 —~ VR THBE 5 2 D ATREER &
LD, HHLRNTEE N,

URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID} /operational/commands

FEFR : [7/3A A (Devices) 1>[7 /31 A% EL (Device Management) ]

POST copyconfigrequests

Pk & A7 . POST
A FEE LT BB DB T8 AT A AREE A —LET,
URL : /api/fmc_config/vl/domain/{domain UUID}/devices/copyconfigrequests

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH (Modify

Device) ]

GET devicerecords

gRZ A7 GET
AL AERMABELET, TS RAID ZEE LIEEAIT. BE LT AL ZDEH
FRAELET, IDERELRWEESE. T XTOT S AOFEHREEE LT,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords

ID &% GET @
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

MERR @ [7 734 A (Devices) |>[7 731 A& (Device Management) ]
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PUT devicerecords .

TANEY) T TE 585 A—4 : hostName

PUT devicerecords
HRZ AT PUT
B BE L7 ID ST SN TWAT A A La— REEFELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

FERR : [T /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

POST devicerecords
gk A7 . POST
#H . Management Center [Zf57E L727 N A A28k L E T,
URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE devicerecords

k% A7 : DELETE
TR FRE LT T A A DR E MR L £,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

HElR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADZEHE  (Modify
Device) |

GET devicesettings
HRkH A7 GET
B TN RERE ARG LT

URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicesettings/{containerUUID}

FEFR : [7 /34 A (Devices) 1>[7 /31 A% E (Device Management) ]

PUT devicesettings
R A7 PUT
BB T AREREE LET,

URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicesettings/{containerUUID}
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RESTAPINOA TSz b |
. GET ddnssettings

HERR : [7 /31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

GET ddnssettings
gy A7 GET

P RE LT HET AL X IDICEEMIT LN TS DDNS R U v —2 5 LET,
ID #EELRWESIZ. T XTODDNS RN >—D—EZ2HFELE£7,

URL : /api/fmc _config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/dhcp/ddnssettings

IDIZ2X % GET ©
URL : /api/fic_config/vl/damain/{domainlUID} /devices/devicerecords/ {containerUUID} /dhep/ddnssettings/ {dbject UUID}

MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

PUT ddnssettings
PRH A7 PUT
M HEE LT3 TS E T A DI 54TV S DDNS ARV ) & — 2B H L E,
URL : /api/fmc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /dhep/ddnssettings/ {cbjectId}

HERR : [7 /31 A (Devices) [>[7 734 A& HL (Device Management) [>[7 /34 ADZEH  (Modify
Device) |

GET dhcprelaysettings
HRH A7 GET

S HRELary T ET NS A IDICEEAMS T BN TWDT N4 A DHCP RV v — % s
LET, 754 AID ZfELZWEAIEL, ¥ XCTODHCP V L—D—EZHFELE T,

URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /dhcp/dhcprelaysettings

ID (ZX % GET ©
URL : /api/fic_ config/vl/damein/{dameinUUID} /devices/devicerecords/ {containerUUID} /chap/cheprelaysettings/ {doject UUID}

MERR : [7 34 A (Devices) ]>[7 /31 A& (Device Management) ]

PUT dhcprelaysettings

gk A7 PUT
B HEE LT ET AL A ID CBEEMT N TWST /S ADHCP U L—%2EF L
F7,

URL : /api/finc config/vl/darain/{darainUUID} /devices/devicerecords/ {containerUUID} /dhep/cheprelaysettings/ {dojectId}
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GET dhcpserver .

FERR : [7 /31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

GET dhcpserver
HRZ A7 GET

P fRE L2y T ET NS X IDIZEEEA T 5TV DHCP 3 ——74R U v — & F5
LET, 78 21D ZEE LRWEEIE, X3TO DHCP —"—R ) v —D—EEZEE L
i‘j‘o

URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/dhcp/dhcpserver

IDIZ2X % GET ©
URL : /. api/fmc config/vl/domain/ {domainUUID} /devices/devicerecords/ {containerUUID} /dhcp/dhcpserver/ {dbject UUID}

HEFR : [7 734 A (Devices) |>[7 7 A A% (Device Management) ]

PUT dhcpserver

gRZ A7 PUT
HHA CHEE LT E TS R ID WCBEEAMT 5TV S DHCP r—N—R ) o — %A H
LET,

URL : /api/ fie config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/dhcp/dhcpserver/ {objectId}

HEFR : [7 /31 A (Devices) |>[7 734 A& B (Device Management) |>[7 /34 ADZH  (Modify
Device) |

GET ecmpzones
ZRZ A7 GET

FPA : HEE L2 ID ICEEAT T S TS ECMP Y — o 25 L %9, ID Z465E LR WEES
X, T _XTOECMP Y —rO—E&Z RS LET,

URL : /api/fmc _config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ecmpzones

IDIZX % GET @
URL : /api/ fme config/vl/domain/ {damainUUID}/devices/devicerecords/ {containerUUID}/routing/eampzones/ {objectId}

HEBR : [ U > — (Policies) 1> [ b7 —7Z7#li (Network Discovery) |>[HAZ A hFay
(Custom Topology) ]

PUT ecmpzones
gsRZ A7 PUT
SR FRE L7 ID ICEEA T BN TCWAS ECMP VY — 2 EE L ET,

URL : / api/fmc_config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID}/routing/ecmpzones/ {cbjectId}
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. POST ecmpzones

HeBR : [R U ~— (Policies) 1>[* > b7 —727#H (Network Discovery) >[I AX A hdRu Y
(Custom Topology) ]>[H A ¥ & hAR B PDOEF (Modify Custom Topology) ]

POST ecmpzones
k% A7 . POST
i ECMP V' — v 2B L £ 77,
URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ecmpzones

FERR : [NV 2 — (Policies) ]>[* v FV—7Z7 Kl (Network Discovery) |>[# A% A hARr Y
(Custom Topology) |>[F A ¥ A hABrTOZETE (Modify Custom Topology) ]

DELETE ecmpzones

Bk # A 7 . DELETE
A FEE L7z ID ICBHEAHT H40 T D ECMP Y — U ZHIBR L £,
URL : /api/ fme config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID}/routing/eampzones/ {objectId}

MERR : [ Y — (Policies) 1> [* v U —27 i (Network Discovery) |>[#A¥ A hARu Y
(Custom Topology) ]>[H A ¥ L hARw DR (Modify Custom Topology) ]

GET eigrproutes
HRZ A7 GET

G FRE L IDICEEM T SN TWAEIGRP #HE L9, IDEZEELARAWESIT., T
T? EIGRP D—E#FfS L4,

URL : /201 /fitc aonfigrhdl/cameiny/ {domedrLUID} /dsvicesy/devicerenomds/ {antairerl UID} /routing/Ai rh sl rotersy/ fvirt Bl osterl UID) eignorautesy/ (dojectId)
ID (ZX % GET ©
RL : /aai/fire aonfig/Ail/cveiiny/{cbadr LD} desices/deviceranardsy/ {cantaired D) AotingAirt elro tersy/ fvirt sl et UID) elgpara tes/ {dojedtId)/{dojedt WD}

FEFR : [7/3A A (Devices) |>[7 731 A% E (Device Management) ]

PUT eigrproutes
gk& A7 PUT
A FEE L7 ID BRI 54TV D EIGRP 248 H L £,
WRL : /zni/fic amnfigAvl/domeiny/{cbmeiri D} devices/davicerems/ {axtained D}/ tHing/virt elrovters/ {virn sl e D} el tes/ {doject T}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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POST eigrproutes .

POST eigrproutes
FR ¥ A7 . POST
WA : EIGRP #1ER L £7,
URL : /zpi/firc anfig/vl/chein/ {domedrlUID} /devi.ces/devicerscords/ {aontainedlUID} rout ing/Avir el routers/ {virt sl routerdUID} eigrrates

FEFR : [7 /31 A (Devices) |>[7 734 A& B (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE eigrproutes

k% A~ . DELETE
FEA : FBE L7- EIGRP ZHIBR L £9,
RL : /aai/fire anfigyAl /coriny/{cbmeirlUID} /devices/devicereco s/ {aatainedt D}/ rovting/Adr el rostersy/ {fvirt el routerd D} elgyarautes/ {doject T}

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

GET etherchannelinterfaces
giskZ A7 : GET

G FEE L NGEW FAA A D & A v F—T = A 2 IDICE#ERMITON TS A —HF %
FFXY RNV A H—T 2 A ZAZEELET, IDZHEE LARWEESIL. $5E L2 NGFW 7 /34
AZAIDIZEE#EMF T HENTNDETRTOAS —HFy hF ¥y F A X —T oA AD—EEHTHEL
9,

URL : / api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/etherchannelinterfaces

ID &2 GET ®
URL : /api/fic config/vl/damain/ {darain UUID}/devices/devicerecords/ {container UUID} /etherchannelinterfaces/ {doject. UJID}

HEFR @ [7 734 A (Devices) |>[7 731 A& (Device Management) ]

TANG ) TINETE DT A—=H

PUT etherchannelinterfaces
HR A A7 PUT
M EELET A A LA =Ry N FYRNV A E =T oA AEERLET,
URL : /api/fmc config/vl/domain/ {domain UUID}/devices/devicerecords/ {containerUUID} /ethernetchannel interfaces/

HERR : [7 /31 A (Devices) |>[7 /34 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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. POST etherchannelinterfaces

POST etherchannelinterfaces

HRk 2 A7 . POST
M BELET A AR =Ry N Ty RNV A F—T oA ABERRLET,
URL : /api/fc config/vl/domain/{domain UUID}/devices/devicerecords/ {container UUID}/ethernetchannelinterfaces

MelR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE (Modify
Device) |

DELETE etherchannelinterfaces

POST exports

k5 A7 . DELETE
P BELET A AN =Ry N Fyx N A F—T oA AEHIRLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/ethernetchannelinterfaces

FEFR : [7 /34 A (Devices) 1>[7 /31 A& E (Device Management) ]

Bk & A7 . POST
A HRE SN BBUSKE T D DT S AREER Ny r—IE LT AR — R LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/devices/operational/exports

MERR : [ AT L (System) ]>[Y—/b (Tools) ]>[A »AR— /=7 AR — 1 (Import/Export) ]

GET fpinterfacestatistics

sk H A7 GET

TR F8E L7 NGIPS 7 /31 R ID IZBEHHAHT 5 TWBTRTDOA U H—T = A ZADOFEE
HwoO—BEBERELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/devices/

devicerecords/{container UUID}/fpinterfacestatistics
MERR : [7 /34 A (Devices) 1> [7 731 A& H (Device Management) ]

TANE Y U TERTE 537 A—4 : name

GET fplogicalinterfaces

gRX A7 GET

S FEE LIENGIPS T AL ZAID & A v X —T = A A IDICEEMT G TV AEHBEA v Z—
T oA AETELET, IDEHEELRWEAIE., f8E L7 NGIPS 731 A IDIZBEfHT H i
TV TRCOFREAS VA —T 2 AD—EERG L £,
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PUT fplogicalinterfaces .

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

IDIZ X5 GET @
URL : /api/fic config/vl/domain/ {damein UUID}/devices/devicerecords/ {container UUID}/fplogicalinterfaces/ {doect UUID}

FEFR : [7 34 A (Devices) 1>[7 /31 A% H (Device Management) ]

TANEY TV TE 537 A—4 : name

PUT fplogicalinterfaces

PR Z A7 PUT
FHCHRELET A A L0 VX —T oA AEEHELET,
URL : /api/firc_config/vl/davein/{damein UUID}/devices/devicerecords/ {container WUID}/fplogicalinterfaces/ {dbject UUID}

FERR : [T 734 A (Devices) 1>[7 /31 A& H (Device Management) |>[7 /31 ADEHE (Modify
Device) ]

POST fplogicalinterfaces

FRk# A7 . POST
W FRE L2 T N A RICERERA F—T = A AEERRC LT,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

HERR : [7 /31 A (Devices) [>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE fplogicalinterfaces

HR % A7 DELETE

P BRE LT A XA LB =T oA AZHIBRLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/
fplogicalinterfaces/{object UUID}

FERR : [T /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

GET fpphysicalinterfaces

SxRZ A7 GET

S FEEL7ENGIPS T AL XD & A v 2 —T = A ZAIDIZEHENT SN TWAE A o & —
T2 A ADER ARG LET, IDEZFEE LRWEAIE, F8E L7-NGIPS 7 /31 A ID (ZES# At
THENTWATRTOYEA v X —T =2 AD—BEETELET,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces
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. PUT fpphysicalinterfaces

RESTAPINOA TSz b |

ID IZ& % GET @
URL : /api/fic config/vl/damain/ {davain UJID}/devices/devicerecords/ {container UUID}/fophysicalinterfaces/ {doject UUID}

FeBR : [T /31 A (Devices) ]>[7 /A A& H! (Device Management) ]

TANE Y TR TE 537 A—4 : name

PUT fpphysicalinterfaces

BxRkZ A7 PUT
D HBRELET AN, A LOYEA L H—T o f AEERLET,
URL : /api/firc_config/vl/davein/{damein UUID}/devices/devicerecords/ {containerlUID} /fophysicalinterfaces/ {dbject UUID}

HERR : [7 /31 A (Devices) |>[7 /34 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

GET ftdallinterfaces

POST imports

GET inlinesets

gk & A7 GET

B FTRTCOIA T DA B =T oA AERELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/ftdallinterfaces
MERR @ [7 /34 A (Devices) ]>[7 731 A& (Device Management) ]

TANE Y TIHERFRE RN T A—HF ¢ filter 1 ZHUE, BEDHA TDA L H—T = A R
BT 512007 Y 8T A—FTF, $H— S TOD 7 1 A2 &I
cclEligibleInterface: {boolean};interfaceMode: {mode};virtualRouterId: {uuid};named: {boolean};
cclEligibleInterface : CCLIMGA L H—T7 oA A BUSTHT-20OD T 4 VX, 7 4V HFfEIT
HIZ true THDOILENH Y F 9, interfaceMode : A V' H—T = A AE—RFEFEHLTT 4V
B LET, V=T v RTNNA ATORYFR— NS ET, HEETE HMHEIE rovted TT,
cclEligiblelnterface 7 4 /L # TIXEMA TX £t A, virtualRouterid : /L —7 v KT /N A TD
HA AR — k&3 ET, cclEligiblelnterface 7 4 /L ¥ TIHHEHTE EH A, named : L—T v KT
INA ATOIRYR— & ET, cclEligiblelnterface 7 1 /L% TIIfFH T £ A,

PRk A7 . POST
S BB T D ORRE SN Y — AN T NA AREEA VAR— N LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/devices/operational/imports

HEFR : [T A7 & (System) |>[Y—/v (Tools) |>[A v AR— /=2 AHR—k (Import/Export) ]

gsRZ A7 GET
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PUT inlinesets

PUT inlinesets .

G HELIENGIPS TS ZAID EA T4 By MIDIZEEMTONTWDEAL T4V
Yty FOBFWEIRGLET, 1074y FIDEFEELZWEAIL, F5&€ L7=NGIPS 71
A4 ZID ICHEETT SN TWETRTOAS IA4 v By ho—ExEELET,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets

IDZX% GET D

URL : /api/ fme config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{dbject UUID}
MERR : [7 /34 A (Devices) ]>[7 /31 A& HL (Device Management) ]

TANEY U TIERTE 537 A—4 : name

ZORZ A 7 PUT
B RELET AN A LDA T4y PEERLET,
URL : /api/fimc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{cbject UUID}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) [>[7 /34 ADZH  (Modify
Device) ]

POST inlinesets

HR 5 A7 . POST
M BELET AR Rl T4y FEERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets

FeRR : [T /31 A (Devices) ]>[7 /731 A& H (Device Management) |>[7 /34 ADZET  (Modify
Device) ]

DELETE inlinesets

Bk % A7 . DELETE
B BEELET AN A LEDA T Ay FEHIBRLET,
URL : /api/ fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/inlinesets/{object UUID}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]

GET interfaceevents

R H A7 GET
A - TN 2 EOTRTO netmod A X hO—EEZEEL £,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/interfaceevents
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. POST interfaceevents

RESTAPINOA TSz b |

MERR : [7 34 A (Devices) |>[7 731 A& H (Device Management) ]

POST interfaceevents

HR 5 A7 POST
W] ¢ HRE L7273 A A BT netmod A 2 R AARRL L E
URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/interfaceevents

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

GET ipv4staticroutes

BsRZ A7 GET

S HE L IDICEEMNITONTWAIPVE AE T v 7 A— e BELET, ID 2T
L2AWEAIE, TR CDOIPVERAXT 4 w7 — b D—EEZTHELET,

URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipvéstaticroutes

GETID @
URL : /api/frc_config/vl/davein/ {daveinlUID}/devices/devicerecords/ { containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

MERR @ [7 /34 A (Devices) ]>[7 731 A& (Device Management) ]

PUT ipv4staticroutes

gsRZ A7 PUT
G EE L IDICEEMTON TS IPVvE A X T 4 v 7 — NEZEHELET,
URL :

/api/fmc config/vl/damain/ {damainUUID} /devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

FelR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEHE (Modify
Device) ]

POST ipvastaticroutes

Bk Z A 7 . POST
A PV A X T 4 7 b— REERC L E T,
URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipvéstaticroutes

HERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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DELETE ipvéstaticroutes [

DELETE ipv4staticroutes
Bk % (7 : DELETE
FA EE L IDICEEMTONTWD IPvE A X T ¢ v 7 b— &R LET,

URL :
/api/fmc config/vl/damain/ {damainUUID} /devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

MelR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE (Modify
Device) ]

GET ipv6staticroutes
ZRZ A7 GET

S EE L IDICEEMMITONTWAIPV6 ZZT 4 v 7 — a2 BSLET, ID ZRE
LZWGEIE, T XTDOIPV6 AXT 4 v — hDO—EETELET,

URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipvéstaticroutes

GETID @
URL : /api/firc config/vl/darain/{daweinUUID} /devices/devi cerecords/ {containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

FERR : [T /34 A (Devices) 1>[7 /A A& H (Device Management) ]

PUT ipvbstaticroutes
FRZ A7 PUT
B R L7 ID ICBEAHT R TWD TPV AX T (v 7 L— hNEETLET,
URL : /api/firc config/vl/davain/{doveinUUID}/devices/devi cerecords/ {containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

HEFR : [7 31 A (Devices) [>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

POST ipv6staticroutes
FR ¥ A 7 POST
B D IPV6 A X T 4 v 7 — M EERRLET,
URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes

FeRR : [7 /51 A (Devices) ]>[7 /341 AEE (Device Management) |>[7 /3 ADZET  (Modify
Device) |

DELETE ipv6staticroutes

2k % A7 . DELETE
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. GET loopbackinterfaces

RESTAPINOA TSz b |

B FRE L72 ID SRR STV D IPV6 AX T v 7 — M EHIBRL T,
URL : /api/fic config/vl/davain/{darainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {cbject UUID}

FERR : [7 /31 A (Devices) |>[7 /31 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

GET loopbackinterfaces

2R 2 A 7 0 GET

S FEE L7 NGFW AL 2 DA » Z—T =4 A D ICFEST STV B L—TF Ry
T AVHE—=Tx2A AERELET, IDERELARAWVESIEZ. I XTOL—T RNy 4 X —
Tz A AD—EETUGE L ET,

URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/loopbackinterfaces

IDIZX% GET @
URL : /api/firc_config/vl/damain/ {domainUUID} /devices/devicerecords/ {containerUUID} /loopbackinterfaces/ {dbject UUID}

MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

PUT loopbackinterfaces

gRZ A7 PUT
S FRE L7 NGEW SR Z DA v Z—T = A 2 ID ICEEF T HNTWAL—T Ry
I A E—T oA ABREBRLET,

URL : /api/finc_config/vl/domain/{domainUUID} /devices/devicerecords/ {containerUUID} /loopbackinterfaces/ {dbject1d}

FERR : [T /31 A (Devices) ]>[7 /34 AEH (Device Management) |>[7 /3 ADZET  (Modify
Device) ]

POST loopbackinterfaces

HRZ A 7 . POST
B N—T Ry T A E—T 2 f AEAERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/loopbackinterfaces

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]

DELETE loopbackinterfaces

gisk & 4 7 : DELETE

A FBEE L7 NGEW AL Z DA V' F —T = A A ID IZB#ERT T O TV BL—T Ry
T AE—T A AEHIBRLET,
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GET managementconvergencemode .

URL : /api/ fime config/vl/domain/ {damainUUID} /devices/devicerecords/ {containerUUID} /loopbackinterfaces/ {cbjectId}

FERR : [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEHE  (Modify
Device) ]

GET managementconvergencemode
R AT GET
FH TS AD I R=T 2 RREEE G L £,
URL : /api/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/ {containerUUID} /management convergencemode

IDIZX% GET @
URL : /api/ finc_ config/vl/davein/ {dameinUUID} /devices/devi cerecords/ {containerUUID} /Aranagementoonvergencemode/ {doject UUID}

MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

POST managementconvergencemode
R ¥ A7 POST
B 7L AD T A=Y KRR RE LET
URL : /api/fic_config/vl/domain/ {domainUUID} /devices/devicerecords/ {containerUUID} /managementconvergencemode

HERR : [7 /31 A (Devices) [>[7 734 A& HL (Device Management) [>[7 /34 ADZEH  (Modify
Device) |

GET Metrics
PRZ A7 GET
B : 734 A HealthMonitor A bV v 725G L £,
URL : /api/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID} /operational /metrics
MERR @ [7 734 A (Devices) |>[7 731 A& # (Device Management) ]

T ANB ) WA RIREZ R/ NT A — 4 metric

POST modelmigrations
2R Z A 7 POST
LA : modelmigrations 47 V=7 N EAERR L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/devices/operational/modelmigrations

HERR : [7 /31 A (Devices) |>[7 734 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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. GET ospf interface

RESTAPINOA TSz b |

GET ospf interface

gsR& A7 GET

P FBE LI NGFW T8 AID & A VX —7 = A A ID IZEE#ESHT 521 Cv 5 OSPF A >
B—T oA 2AETELET, A F—T A 21D EHEELRWESIT. 5E L7- NGFW &2
A4 2D ICPESTT 5N TWASTRTDOOSPF A v Z—T7 = A ZD—EZFHE L E T,

URL : /i /firc aonfig/vl /dovein// {domeirLUID} /devices/devi cerecords/ {aontained UID} /routing/vi rivel routers/ {virt el roarerd UID} fospfinterface
IDIZ X% GET @
URL : /a0 /firc anfig/l /doeiry/ {domeirLUID} /devices/dsvicerecordy/ {cantained LD} /routing/Ai rhsloters/ fvirh elmuted D) ogpfinterface/ {dojed o)

FEFR : [7 /34 A (Devices) 1>[7 731 A% E (Device Management) ]

GET ospfv2routes

BxR¥ A7 GET

S F5E L2 IDICBENHT S5 TWA OSPFV2 L— R 2EE L EJ, ID #I5E LAWEES
X, _XTOOSPFV2 — b O—EH AL T,

URL : / api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ospfv2routes

IDIZX %5 GET @
URL : /api/fic config/vl/damain/{damainlUID}/devices/devicerecords/ {containerUUID} /routing/ospfv2routes/ {cbjectId}

MERR @ [7 /34 A (Devices) ]>[7 731 A& (Device Management) ]

GET ospfv3interfaces

gsR& A7 GET

A FEE L IDICEEM T SN TWD OSPEV3 A v ¥ — T = A 22 BB LET, IDBEE
SN TWARWEAIL, T _XTDOSPFV3 A v Z—7 = A ZAD lit # 5L £,

URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /routing/ospfv3interfaces

ID IZX % GET ©
URL : /. api/fic config/vl/darain/ {damainUUID} /devices/devicerecords/ {containerUUID} /routing/ospfv3interfaces/ {dojectId}

FEFR : [7/3A A (Devices) |>[7 731 A& E (Device Management) ]

GET ospfv3routes

SxRZ A7 GET

SBH  FE L IDICEEEMT SN TWA OSSPV Pt R Z2HAE L E9, ID #fE LRV
Ait. TRTOOSPFV3 7tk 20— Er AL 3,

URL : / api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ospfv3routes
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POST packettracer .

ID IZ& % GET @
URL : /api/frc config/vl/damain/ {damainUUID} /devices/devicerecords/ {containerlUUID} /routing/ospfv3routes/ {doject ID}

FeBR : [T /31 A (Devices) ]>[7 /A A& H! (Device Management) ]

POST packettracer
BR K A7 . POST
BT AR £7213 7 FAEZ DAy h hb—Yaw s FHAOERERELET,
URL : /api/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/ {containerUUID} /operational /packettracer

FEBR : [T /31 A (Devices) 1>[bT7 TN 2—TF 47 (Troubleshoot) 1> [/%%7 > b kL —
H (Packet Tracer) ]. [/X7 v b h L—HDZEH (Modify Packet Tracer) ]

POST packettracerpcap
Bk & A7 . POST
Wl T ZADPCAP 7 7 AV awy R ZMEA LT, X7y F =Y Z2BELET,
URL : /api/finc_config/vl/domain/ {domainlUID} /devices/devicerecords/ {containerUUID} /operat ional /packet tracerpcap

MEBR : [T 31 A (Devices) 1>[ M T 7/ 2—TF 47 (Troubleshoot) 1>[/X7 > hF%
T+ (Packet Capture) |>[/37 v hF ¥ 7 F ¥ DZEH (Modify Packet Capture) ]

GET physicalinterfaces
HRZ A7 GET

A HEELIENGFW T AL ZAIDE A v Z—T oA ZAIDICHEEIT SN TWAYEA & —
TxAAEBBLET, /X —T7 24 AIDEHEELERVEAIE. FE L NGFW T34 2
ID [ZBH AT SN TV B TR TOYEAS v X —T = AD—EEEEGLET,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/physicalinterfaces

ID (ZX % GET ©
URL : /api/fic_config/vl/damain/{darain UUID}/devices/devicerecords/ {container UUID} /physicalinterfaces/{dbject UUID}

FEMR : [7 /34 A (Devices) |>[7 /31 A& H (Device Management) ]

PUT physicalinterfaces
BRk& A7 PUT
M HRELIET A, A LOYEA L —T 2 A AEEBLET,

URL . /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/

physicalinterfaces
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. GET policybasedroutes

FERR : [7/3A A (Devices) 1>[7 /341 A4 H (Device Management) ]>[7 /34 ADEH (Modify
Device) ]

GET policybasedroutes
ZRZ A7 GET

P BEESNTEARY U R_R—=2— RIS LE T, ID ZHELRWEAIE. T XTOR
Vo —_R—=2)—  O—EERELET,

URL : /api/ fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/policybasedroutes

IDIZ2X % GET ©
URL : /api/fic_ config/vl/damein/{dameinUUID} /devices/devicerecords/ {containerUUID} /routing/policybasedroutes/ {dbjectId}

MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

PUT policybasedroutes
gk & A7 PUT
BE . RY —_R— 2D — NEEELET,
URL : /api/firc_config/vl/darain/ {damainlUID}/devices/devi cerecords/ {containerUUTD} /rout ing/pol icybasedroutes/ {doject Id)

HERR : [7 /31 A (Devices) [>[7 734 A& HL (Device Management) [>[7 /34 ADZEH  (Modify
Device) |

POST policybasedroutes
R4 A 7 POST
B RY = _R= 2D — FEER L ET,
URL : / api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/policybasedroutes

FeRR : [7 /51 A (Devices) ]>[7 /34 A& H (Device Management) |>[7 /3 ADZEF  (Modify
Device) ]

DELETE policybasedroutes
gixk4 A7 . DELETE
B R Y = R—2 D — R EHIBR L E T,
URL : /api/fic_ config/vl/damein/{dameinUUID} /devices/devicerecords/ {containerUUID} /routing/policybasedroutes/ {dbjectId}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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GET redundantinterfaces .

GET redundantinterfaces
Rk Z A7 GET

TR FBELIENGFW T3, AID & A X —7 = A AIDIZEEA T O TWAILEA % —
T2 AEBELET, A F—7 A AID Z4HE LARWEEIT. $5E L7- NGFW T /314 &
ID IZBE#EAHT HONTWDETRTDILEAS v X —T =24 AD—EX2EELE7,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

ID &% GET ®
URL : /api/fc_config/vl/damein/{damain UUID}/devices/devicerecords/ {container UUID}/redundantinterfaces/ {doject UUID}

FEFR : [7/3A A (Devices) 1>[7 731 A% H (Device Management) ]

PUT redundantinterfaces
FR & A7 . PUT
FHHCBELET AN A LOILEA V=T 2 A AEERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

FERR : [T /34 A (Devices) 1>[7 /341 A& H (Device Management) |>[7 /341 ADEHE (Modify
Device) ]

POST redundantinterfaces
Bk & A7 . POST
B RELET AL ADILEA VX —T oA AEERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

MERR : [7 /34 A (Devices) |>[7 731 A& H (Device Management) ]

DELETE redundantinterfaces

k% A7 DELETE
W HRE LT AN, ADTLRA VF—T7 = A A& HIBRLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

MEFR @ [7 734 A (Devices) |>[7 731 A& (Device Management) ]

GET staticroutes
BRH A7 GET
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. GET subinterfaces

RESTAPINOA TSz b |

G FRE L NGEW S ARAL ZID EA v Z—T A 2 IDICEEMITONTWAZREZT ¢ v
IN—bEBELET, A X —7 =21 AIDEEELRVEAIT, F85E L7ZNGFW 7 /31 A
ID IZBE#EAHT N TWDETRTDRAZT 4 v I )— FDO—EEZRELET,

URL : /z0i/firc amnfig/Avl/damein//{caredrlUID} /devices/devicerecords/ {amtainerd UID} /rout ing/Avirt el rauters/ {virtual routerd UID} /staticroute
ID 2L % GET ©
URL : /a0 /firc anfigAil/doveiny/{domedrLUID)}/devices/devicerecords/ {antairert UID} /A ting/Avirh slmoters/ fvirt elrosted D /staticrotes/ (dojed I}

MERR : [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

GET subinterfaces

gRZ A7 GET

B FEE LEENGFWTF A XD EA 2 —T = A ZAIDICEEM T ONTWAY T A &2 —
TxARAERELET, /¥ —T 24 AIDEZHRTELBRWEEIE., FHE L7 NGFW 7 /314 X
ID ICREAT O TWDETRTOY T A v —T oA ZAD—EEZREL £,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

ID IZ& % GET @
URL : /api/firc_config/vl/domain/ {domain UUTD}/devices/devicerecords/ {container UUID}/subinterfaces/{dbject UUID}

MEFR @ [7 /34 A (Devices) |>[7 731 A& (Device Management) ]

PUT subinterfaces

gRkH A7 PUT
P RBELET AN ALY TS 2 —T 2 ABEH LET,
URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces/

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify

Device) |

POST subinterfaces

Pk & A7 . POST
HHCRBELET AN ALY T A v —T oA AEERLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

HEFR @ [7 734 A (Devices) |>[7 731 A% H (Device Management) ]

DELETE subinterfaces

Bk % 4 7 : DELETE
HHCHBELET AL ALY T A o2 —T oA ZAEHIBRLET,
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GET virtualaccessinterfaces .

URL : /api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

FEFR @ [7 734 A (Devices) |>[7 731 A& (Device Management) ]

GET virtualaccessinterfaces
giskH A4 7 GET

PR L R D9 T D Firewall Threat Defense DA T 7 B A A o F—T = A4 A% HBE L F
j—O

URL : /api/finc config/vl/darain/ {darainUUID} /devices/devicerecords/ {containerUUID} /cperational /virtualaccessinterfaces
FEMR : [T /34 A (Devices) |>[7 /31 A& H (Device Management) ]

T AN ZRBUMETE 53T A—4 : dvtild

GET Virtual BFD Policies
gRkH» A7 GET

G EBE L IDICEEMTONTWABFD A Y v —2HE LE T, GETIZID M EESH
TWRWEASIE, TXTOBFD RY > —D—EE2EELET,

URL : /api/firc anfig/vl/dovedny/ {dameirlUID} /devices/devicerecords/ {aontaired UID} /routing/virt el routers/ {virtel router UID} ofdpol icies/
IDIZX % GET @

URL : /201 /firc aonfigrhdl/cameiny/ {domedrLUID} /dsvices/devicerenomds/ {antairer U} /roting/A rhal ratersy/ fvirt sl roster UID) Jofcpol icies/ (dojectId)
e . [ 7 V=7 h~F— % (Object Manager) ]

PUT Virtual BFD Policies
HRH A7 PUT
A FRE L7 ID ICBEHEAHT STV BFD R v — 2 A L £7,
URL : /ai/firc configrhdl /cheeiry/ {credriUID} devicesy/devicerecosy/ {antainext LD} A tHirgArirtalrosters/ {virt Blmued TID) frpol iciesy {dojedt I}
MR . [A 7Y =7 b~%— % (Object Manager) >[4 7Y =7 FDZEHE (Modify Object) ]

POST Virtual BFD Policies
HR A A 7 . POST
FLHA : BFD R Y > —&fEk L £,
URL : /z0i/firc amnfig/Avl/camein// {daredrlUID} /devi.ces/devi cerecords/ {amntainer UID} /routing/Avirt el routers/ {virtualrouter UID} ofdool icies

MEFR : [A 7Y =27 h~3— % (Object Manager) >[4 7 V=7 NDOZEHE (Modify Object) ]

Cisco Secure Firewall Management Center RESTAPI /A—2 3 2 181 94 w9 R B — b HA K .



RESTAPINOA TSz b |
[ DELETE Virtual BFD Policies

DELETE Virtual BFD Policies

Bk A7 . DELETE

W FRE L7 IDICBEEAHIT TV bH BFD AR Y v —ZHIBR L £,

URL : /aai/firc anfigAv/dovein/ {domeirLUID},/devices/devicerecosy/ {amtaired UID} rodtirgA v elrodters/ fvirtualoted UID} ool icies/ (doject T}
MERR : [A 7Y =7 h~%—% (ObjectManager) >[4 7Y =7 FDZHE (Modify Object) ]

GET virtual BGP
FR¥ A7 . GET

A R E SNV — 2 EOFRE & 72 BGP (ipv4 B L Wipve) #HE L £, ID MM4E
EINTWARWESIL., L —Z FOFT_XTHOBGP O—E 525 L £,

URL : /zpi/firc aonfiig/Avl/cameiry/ {daredrilUID} /devices/dsvicereco s/ {ataired D} /routing/Arirt el routersy/ {virtuslrouterd UID} Apvstaticrastes
ID (2L % GET ©
URL : /a0i/firc anfigivl/doveiry/{doveirLUID}/dsvices/dsvicereanrdsy/ {contzirert UID) /ratirg/Adr eloters/ {virt elro et D) Apsstaticm tes/ {dojectId)

MERR : [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

PUT virtual bgp
PR H A7 PUT

FE FRE L7e vif OFRE L7273 A CBEAHT 57TV 5 BGP (ipvd 38 X WVipv6) # 4
LET,

URL : /zpi/fic anfig/vl/dovein// {dovedrLUID} /devices/deviceremorcs/ {antainer UID}/routing/Ad rivelrouters/ fvirtu sl rured UID} oo/ {doject Id}

HElR - [T /31 A (Devices) 1>[7 /3 A& H (Device Management) |>[7 /31 ADZEHE  (Modify
Device) |

POST virtual hgp
FRH A 7 POST

A FRE LT vif OFRE U727 A AR T H472 BGP (ipvd 35 X Wipve) ZERK L &
@—O

URL : /api/firc config/Avl/carein/ {dareinlUID}/devices/devicerecords/ {containerUUID} /routing/virtual routers/ {virtual routerUUID} ogp

FERR : [T /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

DELETE virtual bgp

gk % A 7 . DELETE
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GET virtual ecmpzones .

A FEE LT vif OFFE L7273 A ZZBHEAfHT 50T % BGP (ipvd 38 X WVipve) & HllbR
L/\i‘a_o

URL : /zpi/firc aonfig/l/dareiry/{dareirlUID} devices/devicerecords/ {aantained UID} /routing/Avirt el routers/ {virtualrouterIUID} g/ {doject Id)

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

GET virtual ecmpzones

SsRX A7 GET

A F5E L7 ID ICBREAT T S TV D HEE S8V — % O ECMP V' — 2 Hfg L %

9, ID ZRELARWESIE, T XTOECMP Y —>O—EE2R&ELET,

URL : /zpi/firc aonfig/Avl/daredry/ {daredrlUID} /devices /devicerecords/ { aontainerUUID} /rauting/virtel rauters/ {virtalrouter UID} eqrpzares

IDIZX% GET @

URL : /zni/firc config/Avl/daredny/{domedrLUID}/devices/devicerem s/ {antained UID} /routing/Avirt slroutersy/ fvirt elroterd UID) eapares/ {doject I}

MERR « [AR Y 2 — (Policies) ]>[* > U —27 it (Network Discovery) ]>[F A X L Flm Y
(Custom Topology) ]

PUT virtual ecmpzones

gsRZ A7 PUT

A HEE SN ID ICEEM T STV AIRE S NTZEEL—% D ECMP V' — 2 A H L E
@—O

URL : /api/fic_config/vl/domain/ {domainUUID} /devices/devicerecords/ {containerUUID} /rout ing/ecmpzones/ {dbject Id}

FERR : [NV 2 — (Policies) ]>[* v FV—7Z7 i (Network Discovery) |>[# A& A hARr Y
(Custom Topology) ]>[# A% A hAR B YDZEHE (Modify Custom Topology) ]

POST virtual ecmpzones

PRk & A7 . POST
LA HEE SN ARARL— 2 O ECMP ' — EAERR L £7,
URL : /api/firc aonfig/Avl/dovein/ {daveirlUID} /cevices/devicerecards/ {aontainerlUID} /routing/viravelmouters/ {virtel routerdUID} /eatpzres/

MERR : [NV 2— (Policies) 1> [y MU —7Z7 Kl (Network Discovery) |>[# A& A FARw Y
(Custom Topology) 1> [# A ¥ A FAR v YDZEE (Modify Custom Topology) ]

DELETE virtual ecmpzones

gk % (7 . DELETE

Bl - FRE S ID S BIEAT T DL TV D HRIE SRRV —Z O ECMP Y — ZHIlFR L £
D
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RESTAPINOA TSz b |
. GET virtual ipvdstaticroutes

URL : /api/ fic config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/eampzones/ {objectId}

HEBR : [R U — (Policies) 1>[* > b7 —727#i (Network Discovery) >[I AX A hRay
(Custom Topology) ]>[F A ¥ A hA B TDEF (Modify Custom Topology) ]

GET virtual ipv4staticroutes
R AT GET
A HRE SN RV — X EORESNICIPVA AX T 4 v 7 — N EERSLET, ID 23ME
ESNTORWEAE, (KAEL—F EOTXTOIPVE AXT 4 v 7 — FO—EERGLE
‘340
URL : /zpi/firc amfigAvl/dameiry/ {daredrlUID} /devices/devicereco s/ {aataired D} /routing/Avirt el odtersy/ {virtuslrouterd UID} AprAstaticrastes
IDZ2X % GET ©
URL : /a0/firc aonfig/ivl/dovainy/{doveirLUID),/devices/dvicerenrty/ {contairedt UID) /o tirg/Adra el ters/ {virt eloted D) Apdstaticm tes/ {dojectId)

N

GE) AV RESB—RE, AT 4 v I = F U KRS FOBELERILTTT, —1FU—
IR AHEEIL, INET— R 400 TEENEISNET, L, 72U NFA—X
ignoreWarning=true % 5 L CREST = — /L2359 5 &, ZE WA SN E T, ZOEEIL,
7 —sNVVRF 24T 4 v 7 b— MIbBEH S ET,

HEBR : [T /314 A (Devices) 1> [T /A A& B (Device Management) ]

PUT virtual ipv4 static routes
Gk Z A 7 PUT
W IEE LT AL ALEDIPVE AZT v I V— N EEFELET,
WRL : /i /firc cnfighfl/deiry/ {cmeirL LD} /cevicesy/devicereaords/ {antainert UID} Aouting/A rh el o ters/ fvirh el ter U} ApvAstatica tes/ {dojectId)
A\

CE) AYVy REAMu—FRE, AET 4y 7 V=2 FRA Y FOBELFERICTY, A—F)—
I IRDLGEIL, INET— R 400 TEENERINET, EL, 72U NTFA—X
ignoreWarning=true Z fi /& L CREST = — /L& Ff5T 5 & | EHFITEEINE T, Z ORI,
7 a—s3 )V VRF 24T v 7 b— MIbEH S ET,

HERR : [7 /31 A (Devices) |>[7 734 A& B (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

POST virtual ipv4 static routes
HR ¥ A 7 POST
B i LU — 2 CBBER T 5TV 5 IPvA A ¥ 7 4 7 b— B R L £
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DELETE virtual ipvé static routes [

URL : /api/fiee aonfig/vl/daredn/ {damedriUID} /devices/devi cerecords/ {aantainer UID}/rauting/Ad rivel routers/ fvirtuel router UID} ipvstaticroutes

\}

GE) REZT 4y 70—k (IPv4) DL, AV y REXAMa—RNIRAFZT v 7 — bk =2 KRR
A POBELFELTY, b= M =703 55813, JSEa— F400 TEENRSINET,
Ak A

7272, 7Y XT A—4% ignoreWarning=true % 5§ L C REST 2 — /L& %(53 5 &, E&HX
Y INET, ZOEEEX Z2— UL VRF 247 4 v 7 b— MNIbEHEET,

FePR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE (Modify

Device) ]

DELETE virtual ipv4 static routes

gk % (7 : DELETE
P IPVA AX T 4 v I — FEHIBRLET,
WRL : /i /firc gl /bvainy/ {chmair LD, /devices/ devicerarords/ {atainedt 1D}, /m tng/virh elr ters/ fvirh Bl terd LD} ApAstaticm tes/ (Goject Id)

“

GE) AV REAu—FRiE, AET 4 v 7 h— bz REA Y FOBFEHLERIL T, A—hU—
00 LA, BT — R 400 TEENRSNET, EL, J2YRTA—X
ignoreWarning=true Z ff &€ L CREST = — /L& 3515 &, BEEITEEINE T, Z ORI,
71—V VRF AZT 4y 7 b— MIbEH S ET,

HERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify

Device) ]

GET virtual ipv6staticroutes

gRk» A7 . GET

A FRE SR — X EORTESINTZIPV6 AX T 4 v 7 — N ERELET, ID 235
EZNTWRWEGEEIT, (KAEL—Z EOTRTOIPV6 AXT 4 v I N— DO~ EETHELF
o

URL : /api/firc aonfig/Al/davedry/ {caredrLIUID} /devices/deviceremyds/ {artairer UID} rosting/Airt slrosters/ fvirt lroster UID} /Apvstaticrastes
ID (24X % GET ©

URL : /i /firc cnfighl/doeiny/ {cmeirL LD} /cevicesy/davicerenords/{antainet LD} Aouting/A rh la ters/ fvirh el ter U} Apvstaticotes/ {dojectId)

“

GE) RAVyREAB—RE, A¥T 4 v I V— b= KBRSV hOHHELEFRTTT, A—h—
700 LG, BT — R 400 TEENRINET, L, J2YURTA—H
ignoreWarning=true Z fi /£ L CREST = —/V & 35T 5 & | BHFITEEINE T, Z OEEIL,
7 a—s3 v VRF 24T v 7 b— MIbEH S ET,
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. PUT virtual ipv6 static routes

MERR : [7 34 A (Devices) |>[7 731 A& H (Device Management) ]

PUT virtual ipv6 static routes
gk K A7 PUT
W HRELET AN ADT Y vV IN—T A B —T = AEEFELET,
RL : /a0i/fic aonfigil/doveiny/{doreirLUID},/dsices/dsvicerecandsy/ {contziredt UID)/rotirg/Avirt el tersy/ fvirt elio ted D) Apsetaticrn tes/{dojectId)

\}

() AV FRES—FRiF, AET 47— b2 RRA LV bOBEERLTT, L—hU—
I IRDLGEIL, IREA— N 400 TEENRINE T, LEL, F2UNTA—X
ignoreWarning=true Z ff % L CREST = — /L& 35T 5 & | BEITEEINE T, Z ORI,
78—/ VRF AL T 4 v 70— MIbEHSNET,

FERR : [7 /31 A (Devices) |>[7 /31 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

POST virtual ipv6 static routes
Bk & A7 . POST
A R E LB — 2 ZBIEAHT BTV D IPv6 A X T v 7 b— M EERR L 77,
URL : /zpi/firc anfiig/Avl/damedry/ {daredrilUID} /devices/devicereco s/ {aataired D} routing/virt el rodtersy/ {virtuslrouter UID} Apvstaticrates

)

GE) AV FREXSMB—FRE AE¥T 47 V= b RERA L FOBAEERILTTT, —FU—
IR LY EIE, IREA— N 400 TEENRINET, LEL, F2UNRNTA—H
ignoreWarning=true Z {5 L CREST 2 — /L& (5T 25 & | EHITEHEI N ET, ZOBEEIL,
7 —/sN)LVRF AZ 7 4 v 7 — MIb#EHAINET,

FERR : [T 734 A (Devices) 1>[7 /31 A& H (Device Management) |>[7 /34 ADZEHE (Modify
Device) ]

DELETE virtual ipv6 static routes

Bk % 4 7 : DELETE
A HEE LT IPVE AX T 4 v I — REHIBRL £,

WRL : /z0i/firc anfighdl/cmedry/ {comedrlUID} /devices/devicerey/ {axtaired D} tHrgAirt sl ters/fvirt slmuted D} dpssatico tes/ {dojedId}
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GET virtual ospf interface .

\)

GE) AV FRES—FRF, AET 47 V= b RRA LV FOBEERLTT, L— kU —
I IRDLGEEIL, INEa— N 400 TEENEREINET, EL, 72U NTFA—X
ignoreWarning=true Z fi/f L CREST = — /L& Jf5T 5 & | BHEITEEINE T, Z ORI,
7B —/VVVRF AZT 4 v 70— MIbEMHESNET,

HERR : [7 /31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

GET virtual ospf interface
FRk¥ A7 . GET
T R E SRR L — X ICEEAMT T STV DS, FRESNTZ OSPF A VX — 7 = A A& HL
BLET, IDBFHRESNTWRWEAIE, f8E SN — 2 IZBEEMIT b Tn b
TOOSPFA v H—T A AD—EERHLET,
URL : /z0i/firc anfig/Avl/caredry/ {cavedr D} /devices/devi cerecords/ {catained UID} /routing/vi riuslrouters/ {virtuslrauted UID} /cepfinterface
IDIZX % GET @
URL : /z0i/firc aonfig/vl /doeiry/ {dovedrLUID} /devices/dsviceremny/ {contaired D} /routing/Ad o slioters/ fvirh sl et UID) cgpfinterface/ (dojed I}

HEFR : [7 734 A (Devices) |>[7 7 A A% B (Device Management) ]

GET virtual ospfv2 routes
FRZ AT GET

T T SR — 2 ICEEAT SN TWD . FEE SN OSPFV2 Yot 2 2 Fifs L F
T, IDDBMEE SN TWARWEEIE, F5E SNV — 2 (ZBEAHT 53TV 53T P OSPF
Vv 20—ExRE L1,

URL : /zpi/fric aonfig/Avl /camedn/ {daredrlUID} /devices/devi cerecords/ {aantainerUID} /routing/Avi rivelrauters/ {virtual roaterU D} /ospf2rautes
ID i24& % GET @
URL : /a0 /frrc anfighil/daveiny/{dmedrLUID)}/devices/dsvicereaonds/ {aontairer UID} mutirg/Avi rh sl ters/ fvirt sloutert LD} ogofi 2ratesy/ (dojedt I}

FEFR : [7 /34 A (Devices) |>[7 731 A% EL (Device Management) ]

GET virtualpolicybasedroutes
FRA A7 GET

P EE LI —Z I IZEEAMIT BTV A, FBELEARY =2 — N RS L E
T, ID ZFRTELR2WEEAIL, T _XTORY —_—=2)—  O—EBEZXEELET,

URL :
goi/firc anfig/Avl/daredn/ {cavedlUUID} /devices/devi.cerecords/ {aontainerUUID} /rauting/viruel routers/ {virtual rauterUUID} ool icybassdrastes
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. PUT virtualpolicybasedroutes

IDIZX % GET ®
WRL : /i /fitc anfighil /iy {cbredrLUID) /dsvices/deviceramary/{antainet UID} rotirgArirtuala tersy/fvirt alrotert UID) ol iciesedr tesy/{dojed T}

FeBR : [T /31 A (Devices) ]>[7 /A A& H! (Device Management) ]

PUT virtualpolicybasedroutes
Bk& A7 PUT
B HEE LR — ZICBEM T DTV DR Y = _R— 2D — FEEE L ET,
WRL : /a0 /fre anfig/Adl/cmeiry {cheir LD}, devices/aicererardy/ {contaired D} rodting/Ari sl ters/fvirt el ted D) licesedo tes/fdofect 1)

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

POST virtualpolicybasedroutes
BER K A7 . POST
il R E LR — Z IS T bR Y = _R—= 2D — PR LT,
URL : /zpi/firc aonfig/vl/dovein//{domeirlUID} /devices/dsvi cerenords/ {amtained UID} /rosting/Avirt slrauters/ {virt el moured U} ool ichesedrtes

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE virtualpolicybasedroutes
kA A7 . DELETE
A RE L7 AR — ZICBEM T 6N TV E R Y == b— M ZHIER L £,
URL : /i /fire configriil/coveiry/ {cmeirLUID},/desvices/devicereaory/ {aontairert 1D} o HirgAr h Bl tersy/fvirt sl et D) Al ickessdn tes/ (dojedt )

FelR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEHE (Modify
Device) ]

GET virtualrouters
gk A7 . GET

S EE L IDICEEMT SN TWAIREL—F 285 LEd, IDZIEE L2 WESIL,
TRTCORBNL—F DO—EETE L ET,

URL : /api/ fme_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/virtualrouters

IDIZ2X % GET ©
URL : / api/frc config/vl/damain/{damainUUID}/devices/devicerecords/ {containerUUID} /routing/virtualrouters/ {cbjectId}

HEFR @ [7 734 A (Devices) |>[7 731 A% (Device Management) ]
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PUT virtual routers .

PUT virtual routers
k& A7 PUT
B R LT A O — 2 A E L ET,
URL : /api/fic_config/vl/darain/ {domainlUID} /devices/devicerecords/ { containerUUID} /routing/virtual routers/ {dbjectId}

FEFR : [7 /31 A (Devices) |>[7 734 A& B (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

POST virtual routers
PRk 2 A 7 . POST
B ¢ HEIE ST = LT S BT BV AR — & 2R L E T
URL : / api/ fmciconfiq/ v1/domain/{domainUUID} /devices/devicerecords/ {containerUUID} /routing/virtualrouters

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

DELETE virtual routers

Bk # A 7 . DELETE
P FRE SN AR —Z ZHIBR L T,
URL : /api/ fe config/vl/damain/{damainUUID}/devices/devicerecords/ {containerUUID} /routing/virtualrouters/ {cbjectId}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

GET virtual static routes
FRH A7 GET

B PR SR — X ICBEA T DT RE SN A X T 4 v 7 b— |k (ipv4 & ipv6)
ZERARLET, ID BHE SN TWRWEAIL, BESNARE L — 2 ICBEEMIT T
TRCOAZT 4 w7 — b (ipvd BELWNipve) O—EZ2ESELET,

URL : /zpi/firc aonfiig/vl/damein// {camed il UID}/devri ces /devicerecords/ {aontainer IUID} /routing/Avi riuel routers/ {virtel routerUID} /staticroutes
IDIZX % GET @
TRL : /apj/ﬁmiamﬁg/vl/chmj.n/ {comedriUID}/devices/devicerenords/ {amtained D} rastirg/Ad ralrosters/ {virtual rastert D} /staticrodtes/ {dojedt 10}

FEFR : [7/3A A (Devices) |>[7 731 A& EL (Device Management) ]

GET virtualswitches
gk A7 : GET
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RESTAPINOA TSz b |

FLEA : FEE L7 NGIPS 7 /34 A ID L{RAEAA v F ID IZBHHEMT SN TWAIRBA L v F %
BAGLET, (REAA v T ID ZHE LWEEATE, F5E L7z NGIPS 7 /31 A ID (ZBEff 1T
ENTWATRTORMBAL v TFO—EE=TELET,

DAYy FlX. Firepower 1010 T/8Af A TOAFRATEEY,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/

virtualswitches

ID &2 GET ®

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/
virtualswitches/{object UUID}

FEBR : [T /31 A (Devices) ]>[7 /A A& E! (Device Management) ]

TANEY TR TE 537 A—4 : name

PUT virtualswitches

PR Z A7 PUT

M HE LT A A EORBAAS v FEEELET,

DAYy FIE. Firepower 1010 T/Nf A TOHRMERATEFT,

URL : /api/finc_config/vl/domain/ {UUID} /devices/devicerecords/ {containerUUID} /virtualswitches/ {object UUID)

FeRR - [T /31 A (Devices) 1>[7 /341 AEE (Device Management) 1>[7 /3 ADZET  (Modify
Device) ]

POST virtualswitches

Bk & A 7 . POST

P HRE LT A A BRI AA v FEERRL £ 7,

ZD Ay FlE. Firepower 1010 T/Nf A TOHRMERATEE T,

URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/virtualswitches

FelR : [T /351 A (Devices) 1>[7 /7341 A&EH (Device Management) 1>[7 /3 ADZET  (Modify
Device) ]

DELETE virtualswitches

Bixk& A 7 : DELETE
B FRE LT AN, A LORAEAL v FEHIBRL £,
ZD Ay FlE. Firepower 1010 T/Nf A TOHMERATEET,

URL : /api/fic_config/vl/domain/{domain UUID}/devices/devicerecords/ {containerUUID} /virtualswitches/{dbject UUID}
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GET Virtual Tunnel Interfaces .

FERR : [773A A (Devices) 1>[7 /341 A4 H (Device Management) ]>[7 /34 ADEH (Modify
Device) ]

GET Virtual Tunnel Interfaces
SsR& A7 GET

S FEE LI NGEW AL ZID & A v Z—T = A 2 ID IZBE#ERT T SN TWARAEE kg
NAVE—T 2 A ZAERELET, A Z—T7 =14 AIDEIEELZWVESIL. $5E L7ZNGFW
TNRA ZAIDDIIZEEM TN TS TRTORBE N RGNS v Z—T =2 AD—BEERSELE
bd‘o

URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/virtualtunnelinterfaces

IDIZ2X % GET ©
URL : /api/finc_config/vl/darmain/{darainUUID} /devices/devicerecords/ {containerUUID} /virtualtunnel interfaces/ {dojectId}

MERR + 5 /3 A X > VPN >
TANEY TR AREZ /R T A—F 72 L

PUT Virtual Tunnel Interfaces
gRZ A7 PUT

S FRE L7 NGEW T34 Z DA v Z—T = A A2 ID IZBER T SN TWARAE kop
A B —T oA ZAEEELET,

URL : /api/fic config/vl/domain/ {dameinlUID} /devices/devi cerecords/ {containerUUID} /virtual tunnelinterfaces/ {doject Id}

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

POST Virtual Tunnel Interfaces
HRk 4 A7 . POST
] NGFW 73 ZZRAE o R A B —T = A RAEAERR L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /virtualtunnelinterfaces

MEBR : [T /34 % (Devices) ]>[VPN]>[VPNDOZHE (Modify VPN) ]

DELETE Virtual Tunnel Interfaces

gk % A 7 . DELETE

T FEE L NGFEW 531 XD A v Z—T = A 2 ID IZEEA T SN TWARIE o x
NA B =T A A&HIBRLET,

URL : /api/finc_config/vl/darain/{darainUUID} /devices/devicerecords/ {containerUUID} /virtualtunnel interfaces/ {dojectId}

MERR : [7 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]
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. GET vlaninterfaces

RESTAPINOA TSz b |

GET vlaninterfaces

gsR& A7 GET

TR FEE LI NGFW T34 AID & A VX —7 = A A ID IZEE#AF T BTV 5 vilan 1 >
B—T oA 2AETELET, A F—T A 21D EHEELRWESIT. 5E L7- NGFW &2
A Z IDIZEEMFIT SN TWATRTDvlan A v Z—T = AD—EEEEL £,

ZDAYy FlX, Firepower 1010 7/3f A TOMAERATEET,
URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/vlaninterfaces

ID 2 X% GET @
URL : /api/finc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/vlaninterfaces/{dbject UUID}

MEMR : /34 A > VPN >
T4NEY U TIFEHATE 2837 A—4 : name

PUT vianinterfaces

gsR& A7 PUT

Pl HE LI NGFW T34 ZID & A v F—7 = A A ID IZEERHT STV 5 vlan A &~
H—=T oA AHETHELET,

ZDAYw FlX. Firepower 1010 T/3f A COAERTEET,
URL : /api/fic_config/vl/domain/ {damain UUID}/devices/devicerecords/ {container UUID} /vlaninterfaces/{dbject UUID}

FEBR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

POST vlaninterfaces

HRk % A7 . POST

] NGFW 731 AT vlan A V¥ —7 = A A%/Ek L7,

DAYy FlX. Firepower 1010 T/Af A TOAFRATEEY,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/vlaninterfaces

MERR : [7 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

DELETE vlaninterfaces

gk % A 7 : DELETE

A FBE LI NGFW 531 A ID & AV #—7 = A A ID IZEEA T HH T3 vian 1 >
&#71/(X%ﬁ|“§é§b\i‘é—o

DAYy FlX. Firepower 1010 T/8Af A TOAFRATEEY,

URL : /api/finc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/vlaninterfaces/{dbject UUID}

. Cisco Secure Firewall Management Center RESTAPI /A— 3 2 181 94 v O A3 —FHA K



| RESTAPIRODA T b
GET vniinterfaces .

FEBR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

GET vniinterfaces
giskH A4 7 GET

FHH  FBE L7 NGEW 531 R ID & AV F—7 = A A ID IZBE#ERT T 5T\ 5 VNI A o~
BT oA ZAEWELET, A F—T7 A AID ZIELLRWEAIL. NGFW 734 2 FD
FTRTOVUNIA v EZ—T oA ZAD—EEELFET,

URL : /api/fmc _config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/vniinterfaces

IDIZX% GET @
URL : /api/ fme config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /vniinterfaces/{cbjectId}

MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

PUT vniinterfaces
sk 2 A7 PUT

FA  HBE LI NGFW T34 2D & A v H—7 = A A IDIZHEA T B TWD VNI A
&_‘73:/";(%:%%]\/35"9‘*0

URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /vniinterfaces/ {cbjectId}

HElR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEHE  (Modify
Device) ]

POST vniinterfaces
gk % A7 . POST
BT : NGFW T84 R VNI A v ¥ —7 = A ZAZAER L £,
URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/vniinterfaces

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

DELETE vniinterfaces

gk % A 7 . DELETE

S HELIZNGEFW TR, ZID & A v F—T = A A IDIZEHETT S TW5 VNI A >
H—T o2 AEFELET,

URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /vniinterfaces/ {cbjectId}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]
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. GET vteppolicies

RESTAPINOA TSz b |

GET vteppolicies

gsR& A7 GET

B HEE L7 NGFW 5234 21D & AR Y o — ID I EfHT S5 TW5B VIEP R U 2 —%H
BLET, IDZIEELRWEASIL, F8E L7 NGEW T34 2 ID IZBEMT SR Tn b3
TOVTEP RV —D—EXBELET,

URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/vteppolicies

IDIZ X% GET @
URL : /api/fimc_config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /vteppolicies/ {dbjectId}

FEMR : [T /34 A (Devices) |>[7 /31 A& H (Device Management) ]

PUT vteppolicies

BLRZ A 7 0 PUT

S FEE L7 NGFW 534 Z ID &R Y o — ID IZBH#ERT I ST\ 5 VIEP R Y 3 — %28
FLET,

URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/vteppolicies/{cbjectId}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

POST vteppolicies

ZR S A 7 POST
Wt - F5E L72 NGFW 7 /34 2T VTEP AN U v —ZAFp L £ 77,
URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/vteppolicies

FERR : [T /34 A (Devices) |>[7 /31 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) |

DELETE vteppolicies

gk % (7 : DELETE

SiBH : FEE L7 NGFW 534 Z ID &R Y o — ID IZBJEAT I ST 5 VIEP R Y > —%Hl
I-S;%Li—é‘o

URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID} /vteppolicies/{cbjectId}

HERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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| RESTAPIRODA T b

~zy—tezx I

NILRAY—ER

GET csdac

POST csdac

R AT GET
i . 73 2D Cisco Secure BiJEME X7 X DA T —H ARG L £7,
URL : /api/fmc _config/vl/domain/{domainUUID}/health/csdac

MEBR : [T AT L& (System) ]>[IEFME (Health) 1> [1E®MER U ~— (Health Policy) ]

HR ¥ A 7 POST
Al . 7 8o A D Cisco Secure BB R X DAT — X AZTH L ET,
URL . /api/fmc_config/vl/domain/{domainUUID}/health/csdac

FEFR : [ A7 & (System) |>[IEHE (Health) 1> [IE# AR Y 2 — (Health Policy) ]> [1E%
PR Y 2 —DZHE (Modify Health Policy) ]

GET Health Alerts

gRk» A7 . GET

B BT 7 — F e BGLE T,

URL : /api/fmc_config/vl/domain/{domainUUID}/health/alerts

MEFR : [ AT 2 (System) ]>[IE#PE (Health) 1> [1IEH A Xk (Health Events) ]

T4 VB o TIAEARRES /ST A—H : startTime. endTime. deviceUUIDs. status. modulelDs

GET Health Metrics

ZRZ A7 GET

G TR, ZADANVRAET=Z—RX N v I ERELET,

URL : /api/fmc _config/vl/domain/{domainUUID}/health/metrics

HEBR : [> AT L& (System) |>[1EFME (Health) 1> [1E®M:A X b (Health Events) ]

TANE Y U TIEAIREZR /8T A —4 ¢ deviceUUIDs, metric, startTime, endTime, step.
regexFilter, queryFunction
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RESTAPINOA TSz b |
. GET pathmonitoredinterfaces

GET pathmonitoredinterfaces
HRZ A7 GET
B SREEGIRGA v 5 — 7 = A ABEYGLET,
URL : /api/fmc config/vl/domain/{domainUUID}/health/pathmonitoredinterfaces

FEFR : [ A7 2 (System) ]>[1EFME (Health) ]

GET ravpngateways
HRkH A7 GET

B RAVPN 77— b U = A OFFMAZ TS L EJ, ZiUTiE. RA VPN GEFAEOH LR, +
R—hSndmRKEYy va v BRGERET,

URL . /api/fmc_config/vl/domain/{domainUUID}/health/ravpngateways

ID (2L % GET ®
URL : /api/fmc_config/vl/domain/{domainUUID}/health/ravpngateways/{object UUID}

FEBR © 57 /3 A A > VPN >

POST terminateravpnsessions
R A7 POST
M VE—RT 7 EBAVPN By v a VEKTLET,
URL : /api/fmc config/vl/domain/{domainUUID}/health/ravpnsessions/operational/terminateravpnsessions

MEBR : [7 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

GET tunneldetails
FRZ A7 GET

S IDICEIEAT T ST S tunneldetails 77 Y = 7 FEESE L ET, IDBNFEESIN TV
WA, IDICEEMT 5N TWAD T TO tunneldetails 7Y = 7 hO—EZFIG L E3,

URL . /api/fmc config/vl/domain/{domainUUID}/health/tunnelstatuses/{containerUUID}/tunneldetails

FEBR : [T AT & (System) |>[1EFME (Health) ]>[IE®:A X b (Health Events) ]

GET tunnelstatuses
gk A7 GET
SR TR TOEENROEHRICKTT A TS2SVPND VRV AT —Z 22 BE L £9,

URL ! /api/fmc_config/vl/domain/{domainUUID}/health/tunnelstatuses
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| RESTAPIRODA T b

GET tunnelsummaries .

MERR : [7 34 A (Devices) |>[7 731 A& H (Device Management) ]

TANEY LTI ATRE2R 8T A —% 1 S2SVPN AR Y ID Th U RIVAT—F A% T 4
JLZ Y 7B vpnTopologyId: {uuidly T3 A ID TRV XNVAT—H AT 4 VE U LT
F 5 deviceId: {UUID}, MY FIAT—H AT KRV RNVAT =L AT 4 NVE Y TT 5
status: {TUNNEL_UP | TUNNEL_DOWN | UNKNOWN} 33 X TN sortBy{:|<|>
{Topology|Device|Status|LastChange}, 7 A /ngﬁ%% : & < ti%JlLﬁTY— I\ L/\ > 6i[$féJILET
Y—hFLET,

GET tunnelsummaries

INY DT Ty

SR 2 A 7 0 GET

G TR TOBEENS LR OEBICKTT AT S2S VPN D kv RV AT — 2 ZDEK ST~
Pl —ERELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/health/tunnelsummaries
MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

T g NE Y TIERAIREZRNT A—& S2SVPN hARR Y ID TRy~ —%7 1)1
X 7% D vpnTopologyId: {uuidly 7 /3A AID ChorpxnY~< =27 X)L 7T5
deviceId:{UUID}, hARB YV ELIIT A AT hr At~V —% 27— T 5 groupBy

groupBy:Topology|Device,

7O

POST devicebackup

Bk & A7 . POST
W FEE L7z UUID BT BivTe Ny 7 7w T &R L £7,
URL : /api/fmc_config/vl/domain/{domainUUID}/backup/operational/devicebackup

HEFR : [ AT 2 (System) ]>[Y—/v (Tools) [>[/3v 27 7 v 78 (Backup Management) |

GET downloadbackup

gRZ A7 GET

TR FEE SN UUID IZBEMT SN TWA NNy 7 T v 72Xy e— R LET (FMC O
LA, UUID OO D IZw R —Y il T2 AT ELENSHY £7) . GETIZT 4V Z N
BESNTWRWEE, IOy I T v T ey ra—RKLET,

URL : /api/fmc _config/vl/domain/{domainUUID}/backup/downloadbackup/{targetId}
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B ceTiiles

GET files

DELETE files

Sr—3

GET appinfo

RESTAPINOA TSz b |

IDIZX % GET ®
URL : /api/fmc_config/v1/domain/{domainUUID} /backup/downloadbackup/{targetId}/{object UUID}

FEBR : [>> AT & (System) ]>[Y—/v (Tools) [>[/Nv 7 7 v 74 (Backup Management) ]

2R 2 A 7 0 GET

LA FEE L7 UUIDICEEE#EAM T 5N TCWnWA Ry 7 7 v 72 BE L E7 (FMCDO¥ATE. UUID
DR VI~ =Y FE2ATTTHHLENH D £9) . GETIC T 4V EZBNEESN TR
WA, BFTONRy 7T v I EERELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/backup/files
ID {2 &% GET @ URL : /api/fmc_config/vl/domain/{domainUUID}/backup/files/{object UUID}

HEFR : [ AT 2 (System) ]>[Y—/b (Tools) [>[/3v 27 7 v 7&E (Backup Management) |

Bk % (7 : DELETE

FH FRE SN2 UUID ISR 6T a Ny 7 7 v FZHIBRLE T (FMC 0% A1,
UUID DDV 2R =V ¥ Wl F 2 AT L20ERH Y £T) ,

URL : /api/fmc _config/vl/domain/{domainUUID} /backup/files/{targetId}

FEBR : [ AT & (System) ]>[Y—/v (Tools) [>[/Nv 7 7 v 748 (Backup Management) ]

2R 2 A 7 0 GET

P . = TOA AR A ERRICER IR T X TDOA A==V g VARG LE
bdéo

URL : /api/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/appinfo

MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

POST breakoutinterfaces

Tk 517 POST
A E—T oA AT PR L E T,

URL : /api/fic config/vl/davain/{damainlUID}/chassis/finarenagedchassis/ {containerUUID} /operational /breskoutinterfaces
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| RESTAPIRODA T b
GET chassisinterfaces .

FERR : [7 /31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

GET chassisinterfaces
giskH A4 7 GET

A IDICBEMIT O TVWD Yy — A U F =T = AERBIG L ET, ID ZHE LAWY
BlE, TANTOT Y=V A I =T =2 AD-HEHHFLET,

URL : / api/fmc config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/chassisinterfaces

IDZ2X % GET ©
URL : /api/fic_config/vl/darein/{daeinUUID}/chassis/finarenagedchassis/ {containerUUID} /chassisinterfaces/ { interfaceUUID}

MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

GET chassisinterfaceevents
ERH¥ AT GET
FH TN, R DT RNTOD netmod A X hO—EEES LT,
URL : /api/fimc config/vl/domain/ {domainUUID}/chassis/frcmanagedchassis/ {containerUUID} /chassisinterfaceevents

MERR @ [7 /34 A (Devices) ]>[7 731 A& (Device Management) ]

POST chassisinterfaceevents
TRk & A7 . POST
A - T84 A BT netmod A X b BAERL L £,
URL : /api/fic_config/vl/domain/{domainUUID} /chassis/ fimcmanagedchassis/ {containerUUTD} /chassisinterfaceevents

FePR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEHE (Modify
Device) ]

GET etherchannelinterfaces
R H A7 GET

SLEA : IDICESEAT T 5T WA S % — Etherchannel £ > % — 7 = 4 AREZXTELET, ID
ZHRE L72WEETL, 73T Etherchannel 1 > # —7 = A ARED—EEZIELE7,

URL : /api/ fme_config/vl/domain/ {domainUUID}/chassis/fmcamanagedchassis/ {containerUUID} /etherchannelinterfaces

IDIZX% GET @
URL : /api/ firc_config/vl/darain/ {dareinlUID} /chassis/ fimarenagedchassis/ {containerlUUID} /etherchannel interfaces/ {doject UUID}

HEFR @ [7 734 A (Devices) |>[7 /31 A% (Device Management) ]
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RESTAPINOA TSz b |
. PUT etherchannelinterfaces

PUT etherchannelinterfaces
FRH A7 PUT
ALHA 5 L7233 % — 3 EtherChannel f > % — 7 = A AR EEEHLF7,
URL : /api/fic config/vl/damain/{dareinlUID} /chassis/fmarenagedchassis/ {containerUUTD} /etherchannel interfaces/{ interfacslUTD}

FERR : [7 /31 A (Devices) |>[7 734 A& B (Device Management) |>[7 /34 ADZH  (Modify
Device) |

POST etherchannelinterfaces
k% A7 . POST
#iA : EtherChannel 1 > % — 7 = A AREEIER L E T,
URL : /api/fimc_config/vl/domain/ {domainUUID}/chassis/fmcmanagedchassis/ {containerUUID} /etherchannel interfaces

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

DELETE etherchannelinterfaces
Bk # A7 . DELETE
FREH : FBE U723 v — 3 EtherChannel A > % —7 = A ARTE&EHIRL 7,
URL : /api/finc_config/wvl/domain/ {domainlUID} /chassis/faranagedchassis/ {containerUUID} /etherchannelinterfaces/ {cdbjectId}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

GET evaluateoperation
ZRZ A7 GET
BT A2 —7 o f ADBT R RIELET,
URL : /zpi/fric aonfig/Avl /carein// {daredrlUID} /chassi s/ firarenagedthassis/ {aontainer D} /crassisinter faces/ { inter facd UID} /evaliatecperation

HEFR @ [7 734 A (Devices) |>[7 731 A (Device Management) ]

GET faultsummary
HRZ A7 GET
B =V B EET X 2 BF L ET
URL : /api/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/faultsummary

FEFR : [7 /34 A (Devices) |>[7 731 A% E (Device Management) ]
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GET fmcmanagedchassis .

GET fmcmanagedchassis

HR 2 A7 GET

M HRE SNy — VEBI R T N, ADEREZBIF L E T, ID BHEEINL TV W
Bl TRTOY Y —VEHAZET A AD— B2 TG L ET,

URL : /api/fmc _config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis

ID IZX % GET ©
URL : /api/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectId}

FEFR : [7 /34 A (Devices) 1>[7 /31 A% EL (Device Management) ]

POST fmcmanagedchassis

BR K A7 . POST
#H] : Firewall Management Center T3/ ¥ — VBRI RT /N A 2 Z{ERL L £77,
URL : /api/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis

HERR : [7 /31 A (Devices) |>[7 /34 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]

DELETE fmcmanagedchassis

ik % {7 . DELETE
#tH7 : Firewall Management Center CH5/E S 7o ¥ — VE B R T N1 A ZHIBR L £ 77,
URL : /api/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectId}

HElR - [T /31 A (Devices) 1>[7 /3 A& H (Device Management) |>[7 /31 ADZEHE  (Modify
Device) |

GET instancesummary

GET interfaces

HRHZ A 7 GET
B Sy — I M A RE L ADY ) —F—E A RS L E T,
URL : /api/fmc config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/instancesummary

MEFR @ [7 734 A (Devices) |>[7 731 A& (Device Management) ]

2R 2 A 7 0 GET

BT RTOV Yy = A H—T oA ARG LET, £ ¥ —7 =4 AUUID BEE S
TWAHES., DA v H—T7 oA RAZEEOHEREZEFIG L £,
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. GET interfacesummary

RESTAPIROA TS x4 + |

URL : /api/fmc config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/interfaces

IDIZX 5 GET @
URL : /api/fc config/vl/domain/ {damainUUID} /chassis/ficaranagedchassis/ {containerUUID} /interfaces/ { interface UUID}

FEMR : [T /34 A (Devices) |>[7 /31 A& H (Device Management) ]

GET interfacesummary

BxRkZ A7 GET
P =AU F—T o AOWET — 2 =BG L ET,
URL : /api/ fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/interfacesummary

MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

GET inventorysummary

FRZ A7 GET
M vy — b R NV =T =2 ARG L ET,
URL : /api/ fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/inventorysummary

HEBR : [T /314 A (Devices) 1> [T /A A& B (Device Management) ]

POST joininterfaces

HRZ A 7 POST
B A AT A RZBIMLET,
URL : /api/ fie config/vl/damain/ {domainUUID}/chassis/ficmanagedchassis/ {containerUUID} /operational/joininterfaces

FERR : [7/3A A (Devices) 1>[7 /341 A4 E (Device Management) ]>[7 /34 ADEH (Modify
Device) |

GET logicaldevices

gy A7 GET

P FEE L2 IDICRHEAHT 6TV AT N A2 BF LET, ID BFREINL TN
BaiE, ESNZ Yy — Y CHEAWERT X TCOMmMIT A A0—BEE2IE L ET,

URL : /api/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/logicaldevices

IDIZ2X % GET ©
URL : /api/fic_config/vl/domain/ {domainUUID} /chassis/ fraamanagedchassis/ {containerUUID} /logicaldevices/ {doject UUID}

MERR : [T /34 A (Devices) ]>[7 /XA A% H (Device Management) ]
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| RESTAPIRODA T b
PUT logicaldevices .

PUT logicaldevices
HoR X A7 PUT
B © R LT BT N AR EE LET,
URL : /api/finc_config/vl/domain/{domainUUID} /chassis/fcranagedchassis/ {containerlUUTD} /logicaldevices/ {dbject1d}

FEFR : [7 /31 A (Devices) |>[7 734 A& B (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

POST logicaldevices
kA A 7 . POST
BB EE LY v — v BB A AR ER LT,
URL : /api/fic_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID} /logicaldevices

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

DELETE logicaldevices

k2 (7 DELETE
DL AR LR BT A A2 HIBR L £,

URL : /api/fic config/vl/damain/ {domainUUID}/chassis/ fmcmanagedchassis/ {containerUUID} /logicaldevices/ {dbojectId}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

GET networkmodules
giskZ A4 7 : GET

SRR ID ICBEMS T SN TWA Ry NT—7 Va2 — L 37 V=7 MIETABERZEE L
1, DERELBRWVEAE, T RTOXY PV F V21O~ EEZFELET,

URL : /api/ fmc config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/networkmodules

ID 2 X5 GET @
URL : /api/frmc config/vl/domain/ {domainUUID} /chassis/fimamanagedchassis/ {containerUUID} /networkmodules/ {cbjectId}

FEFR : [7 /34 A (Devices) 1>[7 731 A% E (Device Management) ]

PUT networkmodules
gk A7 . PUT
WA EELERY NY— TV a— B EFH LET,
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. GET physicalinterfaces

URL : /api/ fime config/vl/domain/ {domainUUID} /chassis/fmcmanagedchassis/ {containerUUID} /networkmodules/ {cbjectId}

FERR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE  (Modify
Device) ]

GET physicalinterfaces
PRkA A7 GET

P  IDICEEM T O TV AR Y Yy =S X —T oA AEBRGELET, ID ZfRELR
WA, TR TOV Y — I WA L —T = AD—EERE L £,

URL : /api/fmc config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID} /physicalinterfaces

ID 2 X% GET @
URL : /api/ firc config/vl/damain/ {daveinUUID} /chassis/fiarenagedchassis/ {containertUID} /physicalinterfaces/ { interfaceUUID}

HEFR : [7 734 A (Devices) |>[7 7 A A% B (Device Management) ]

PUT physicalinterfaces
HR X A7 PUT
B HEE L2 IDICREMT SN T Dy — VB X — T 2 A AEEELET,
URL : /api/fic config/vl/damein/ {darainlUID} /chassis/ finaranagedchassis/ {containerUUID} /physicalinterfaces/{interfaceUUID}

HERR : [7 31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

GET snmpsettings
HRZ A7 GET

FLEH  IDICEETT SN TWAIRE SN SNMP R ERY > —Z2HE LET, IDBFEEIN
TWARWEAIT., BFEDY Y —3 DT _XTOSNMP ZERNY > —FFELET,

URL : /api/ fmc config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/snmpsettings

ID 2L % GET ®
URL : /api/ fme config/vl/domain/ {damainUUID}/chassis/ fimamanagedchassis/ {containerUUID} /smmpsettings/ {cbject UUID}

MERR : [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

PUT snmpsettings
FRSZ A7 PUT
il FEE L7 SNMP B EAR D v — 2R L £,

URL : / api/fc config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/smmpsettings/ {objectId}
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GET subinterfaces .

FERR : [7 /31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

GET subinterfaces
SsR& A7 GET

BB IDICEBEM T O WA Y Y=Y T A X —T oA AREFRE L £, IDVETE
ENTVWARVWESIE, T RXTOYYy—3 T A B —T oA ARED—ELEZRELE£T,

URL : /api/fmc _config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/subinterfaces

IDZ2X % GET ©
URL : /api/fic_config/vl/damain/{domainlUID} /chassis/ fimcmanagedchassis/ {containerUUID} /subinterfaces/ {dbject UUID}

MERR @ [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

PUT subinterfaces
ERH¥ A7 PUT
B HEE Ly — Y BT A BT AREEEELET,
URL : /api/fic config/vl/domein/{domeinlUID} /chassis/firmanagedchassis/ {containerUUID} /subinterfaces/ { interfacellUID}

HERR : [7 /31 A (Devices) [>[7 734 A& HL (Device Management) [>[7 /34 ADZEH  (Modify
Device) |

POST subinterfaces
gk &% A7 . POST
B = VT A =T 2 f AREEERR L E T,
URL : /api/fmc config/vl/domain/{domainUUTD} /chassis/fmcmanagedchassis/ {containerUUID}/subinterfaces

FeRR : [T /51 A (Devices) ]>[7 7341 AEH (Device Management) |>[7 /34 ADZEF  (Modify
Device) |

DELETE subinterfaces
gk # 1~ : DELETE
B Ly — Y T A v H—T = AREEHIR L E T,
URL : /api/fimc_config/vl/domain/ {domainUUID}/chassis/frcmanagedchassis/ {containerUUID} /subinterfaces/ {dbjectId}

HERR : [7 /31 A (Devices) |>[7 734 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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. POST switchmode

POST switchmode
FRH A7 . POST
FH == RERAT AT IO T A RS RTEWRT D720 OEME AP,
URL : /api/fmc config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmode

FERR @ [7 /34 RZEEE A E A (Deploy Configuration to Devices) ]

PUT syncnetworkmodule
HRH AT PUT
B FXOS B L UHEH MO Ry hU—7 EVa— I T—X WG LET,
URL : /api/

fme_config/vl/domain/ {domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/operational/syncnetworkmodule

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

AoT)Oox MY —EX

POST collections
PRk K A7 . POST
B TAXII Y —ADa L7 va UEBMLET,
URL : /api/fmc tid/v1l/domain/{domain UUID}/taxiiconfig/collections

MEBR - [ > 7 U 2= > & (Intelligence) ]

POST discoveryinfo
FR K A7 . POST
B Y — A SRR TAXIL 2 L7 & a ST AR A BM L £,
URL : /api/fmc _tid/vl/domain/{domain UUID}/taxiiconfig/discoveryinfo

MR - [ > 7 U Y= A (Intelligence) ]

GET element
SsR& A7 GET

S FRELZIDICHEEM TN TWEL T ) Ve v At s v —2EELE9, ID %
BELRWEASIZ, TXToA4 TV Pz A r—o—&E2TELE T,
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GET incident ]

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/element
ID {24 % GET @ URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/element/{object UUID}

MR : [ > 7 U Y= A (Intelligence) ]

GET incident
BRHZ A7 GET

S FBRELZIDICEEMN TN TWAESL T IV AL T M RBLET, ID%
BELAVWEAT., T COA LTIV AL VT NoO—&E2FELET, 740 1
TIEHEN—TIZ 25 HORERPFRINE TN, 1init 23T A—F ZEHT T 40 4 F THES
TET,

)

GE) 7000, &g ry 2 MIHFTY A RMIRD E LT,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/incident
ID I24 % GET @ URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/incident/{object UUID}

HEFR : [f > 7 U Y= A (Intelligence) |

PUT incident
SR ¥ A7 PUT
SR EELEA T2 D EEOA LTIV A AT NEERELET,

)

GE) 7100, Aous r) 2 MIHFTI R RMIARVE LT,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/incident/{object UUID}

MEFR : [£ 7 U ¥ = A (Intelligence) ]

DELETE incident

ZRZ A~ . DELETE
M AT NEHIBRLET,
URL : /api/fmc_tid/vl/domain/{domain UUID}/taxiiconfig/incident/{object UUID}

FEMR : [ > 7 U ¥ = A (Intelligence) ]
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. GET indicator

GET indicator
gk H A7 GET

S FRELZ IDICEEMIT O TWAL Oy — 2 EFELET, ID ZEELRNWES
I, T TCOAL P —2O—EBERELET, 7 74/ b THEI—I2 25 HoFERBFR
IRENETA, linit 23T A—F 2 A4 0E 40 - % THEHLE £ T,

\}

GE) 7000, wus rU 2 MIFTU R MIRD E LT,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/indicator
ID (24 % GET @ URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/indicator/{object UUID}

FeBR - [1 > 7 U 2= A (Intelligence) ]

PUT indicator
gisk x4 7 PUT
B EEELEA T2 FIDEE A T — 2 EEELET,

\}

GE) 7100, R"ug ry A MIBFTYA MR ELE,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/indicator/{object UUID}

FEMR : [ > 7 U ¥ = A (Intelligence) ]

GET observable
giskH A4 7 GET

A FRE L7 IDICEEEMT SN TTWA R REA T V=7 AR LET, IDZfRELR
WIEEATE, T TCOERAIES 7 V=27 bO—EB2ESELET, T 74/ b THHEKE—TI1225
HOFRERNFREINFE TN, 1init 2XT A —F 2fEHT L 40 tFF THESCTE T,

)

GE)  71.0VKE, muAs b2 NI 2RI E L,

URL : /api/fmc tid/vl/domain/{domain UUID}/tid/observable
IDIZX % GET ® URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/observable/{object UUID}

FeBR : [4 > 7 U 2= > X (Intelligence) ]
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PUT observable [

PUT observable
gisk % 47 : PUT
FH - HEELAAT Vs P ID A EOEEAEAT Uy NEEE LS,

\)

GE) 710D, Aus r U MIBFRMURMIARDE L,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/observable/{object UUID}

FEMR : [ > 7 U ¥ = A (Intelligence) ]

GET settings
HRH AT GET

D HRE LB A /A 7ROEEZBAF L ET, ID Z48E L2WEAIE, 33 To TID &%
D—REBFLET,

i

il

URL : /api/fmc _tid/vl/domain/{domain UUID}/tid/settings
fElZ & %5 GET @ URL : /api/fmc tid/vl/domain/{domain UUID}/tid/settings/{value}

MR : [ > 7 U Y= A (Intelligence) ]

PUT settings
gik& A7 PUT
G AT IV AREET VT 47T 5D, £REFET 7T 40 71T LET,
URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/settings/{value}

HEBR : [4 > 7 U 2= > X (Intelligence) ]

GET source
Bk H A7 GET

S HELZIDIEEM T ONTWAAL T I V2 A Y —AF2EELET, IDEIREL
RS, TR TCOA TV P2 AV —2A0—EE2BELET, T 74/ FTIEEHEL—
W25 EDFERENFRENE TR, 1init 23T A—F 2 HT 10T 40 £ THEHSLE £ T,

N

GE) 7000, &og ry 2 MIHFTY A RMIRD E LT,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/source

ID (2 X% GET @ URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/source/{object UUID}
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. PUT source

FeBR - [4 > 7 U 2= & (Intelligence) ]

PUT source
giskx 47 PUT
B HEE LA T Vs FID RO LT Y VxR Y AEEE £,

\}

GE) 7100, R"uq ry A MIBFTYA MR E L,

URL : /api/fmc tid/v1/domain/{domain UUID}/tid/source/{object UUID}

FeBR - [4 > 7 U 2= A (Intelligence) ]

POST source
giskZ A 7 : POST
A ATV AERO Y — R EBIMLET,

\}

GE) 7100, Aus rYx MIBFTY X MIRD E L,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/source

FEBR - [ > 7 U 2= A (Intelligence) ]

DELETE source

k& A7 . DELETE
B TN ADBA TV A Y — AEHIBRLET,
URL : /api/fmc_tid/vl/domain/{domain UUID}/taxiiconfig/source/{object UUID}

FEMR : [ > 7 U Y= A (Intelligence) ]
ZA4AEUR

GET smartlicenses
sk H A7 GET

. Cisco Secure Firewall Management Center RESTAPI /A— 3 2 181 94 v O A3 —FHA K



| RESTAPIRODA T b

POST smartlicenses .

TR ID WCEEEMT 5N TV AEID B TEAT AL ATA B ARG LET, IDZHEEL
RWEAE., TRTCOENY Y CTERT A AT B AD—EEZTELET,

URL : /api/fmc platform/vl/license/smartlicenses
ID {24 % GET ® URL : /api/fmc_platform/vl/license/smartlicenses/{object UUID}

FERR : [ A7 A (System) |>[7 A &> A (Licenses) |>[A~— FFA &> A (SmartLicenses) ]

POST smartlicenses

Pk 4 A7 . POST
B T AL AT AEFEHLET,
URL : /api/fmc_platform/vl/license/smartlicenses

FERR : [ AT L (System) ]>[7 A &> A (Licenses) |>[A~— kT A > A (SmartLicenses) ]

GET devicelicenses

RS A7 GET
B TR ATA B AERELET,
URL : /api/fmc_platform/vl/license/devicelicenses/{objectId}

MERR @ [7 /34 A (Devices) ]>[7 731 A& (Device Management) ]

PUT devicelicenses

S ER

GET device

FRZ A7 PUT
B TR ATA B RAEETR LET,
URL : /api/fmc platform/vl/license/devicelicenses/{objectId}

FelR - [7 /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEHE (Modify
Device) ]

FRH AT GET
M HELET XA M T T A RAERKELET,
URL : /api/fmc_config/vl/domain/{domainUUID}/search/device

MERR = [7 /34 A (Device) ]
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RESTAPINOA TSz b |

GET globalsearch

HRZ AT GET

G ELET XA NERIEIPT RLRAIL—BT 547V =7 PR v—2RRLET,
URL : /api/fmc config/vl/domain/{domainUUID}/search/globalsearch

HERR @ [57#7 (Analysis) 1> [#%% (Search) ]

T A NG Y TR N T A= T g N H Y TSNS T FA PRIZIT P T
F\]/Xo

GET objectsearch

ZLRZ A 7 0 GET

P BELLETIFANERIFIP T RLVARIL—EHTHA T V=7 FEeRBLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/search/object

HERR : [2#7 (Analysis) ]>[[#5% (Search) ]

TANEZY U TIERATRRER /NG A—& - T4 NEZ Y o DIEASNATERANERIZIP T
FL A,

GET policysearch

Rk H A7 GET

SR CHEELETFANERIZIIPT RLVA (R —HNO Y T INME) I—8T DR —
EHRRLET,

URL : /api/fmc config/vl/domain/{domainUUID}/search/policy
MERR : [20#8T (Analysis) ]>[#i5& (Search) ]

TUNE Y TR AIRER AR T A= . TANZ VTSN DE T XA NERIZIPT
F\I/Xo

MEY—EX

GET cdfmcsnapshot

SR Z A7 GET

Pl ID I BEEAH T 540 T B cdfmesnapshot 47 Y = 7 N ARG LE 9, IDBEEILTW
PRVEATEL ID ICBEA T STV 54T D cdfimesnapshot 47 Y = 7 b O—E &2 K5 L %
ED

URL : /api/fmc_config/vl/domain/{domainUUID}/integration/cdfmcsnapshot/{objectId}
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POST cdfmcsnapshot .

ID IZ& % GET @
URL : /api/fmc config/vl/domain/{domainUUID}/integration/cdfmcsnapshot/{objectId}/{object UUID}

HeBR : [$iA (Integration) ]>[Z DOfthdHEE (Other Integrations) [>[7 7 7 K¥—E X (Cloud
Services) ]

POST cdfmcsnapshot
2Rk % A 7 . POST
B @ cdfmesnapshot 47V = 7 R AERR L £9,
URL : /api/fmc_config/vl/domain/{domainUUID}/integration/cdfmcsnapshot

HEFR @ [#4A (Integration) ]>[Z Dfthd##A (Other Integrations) 1>[2 7 7 K¥—E & (Cloud
Services) ]

GET cloudeventsconfigs
R A 7 0 GET

A HEEE L IDICBEEMTOENTWVWDE I T T KA XV MOREEZERSELET, GET @ ID
FHRELZWEGESIZ, IXTOIV I RARVINDORTEAS TV =27 bO—EZ2RELET,

*%ﬁf@ URL : /api/fmc config/vl/domain/{domainUUID}/integration/cloudeventsconfigs

IDZX % GET @
URL : /api/fmc _config/vl/domain/{domainUUID}/integration/cloudeventsconfigs/{objectId}

FeBR . [ 7 V=7 h~F— % (Object Manager) |

PUT cloudeventsconfigs
HRZ A7 PUT
M FRE L ID ICEEMIT O TS I R ARV NOREEZEFELET,
URL : /api/fmc_config/vl/domain/{domainUUID}/integration/cloudeventsconfigs/{objectId}

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DEE (Modify
Object Manager) |

GET cloudregions

SR 2 A 7 0 GET

B HEELEIDICEEM TN TWEZ I R =V a VoOREZERAELET, GETIZID
PDIEESNTORWERIT, T _CDOIV T TR —Varo—E2EELET,

*ﬁﬁ‘b@ URL : /api/fmc_config/vl/domain/{domain UUID}/integration/cloudregions/
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. PUT cloudregions

ID 2 X% GET @
URL . /api/fmc _config/vl/domain/{domain UUID}/integration/cloudregions/{object UUID}

FEBR : [>> AT & (System) ]>[#4& (Integration) |>[Z 7 ¥ K% —E A (Cloud Services) ]

PUT cloudregions
PRZ A7 PUT
Sl HE L IDICBEEMSIT N TWE I R —Va VOREEER LET,
URL : /api/fmc_config/vl/domain/{domain UUID}/integration/cloudregions/{object UUID}

HEBR : [T AT & (System) |>[#& (Integration) |>[Z 7 ¥ K% —E X (Cloud Services) ]

GET datacenters
FRH A7 GET
A 1 9T Umbrella 77— X 2o ¥ —DO—E a2 TS L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/integration/umbrella/datacenters

MERR - [#t 5 (Integration) ]>[EF = U7 453k o 7 (Security Analytics and Logging) ]

GET dynamicattributesfeeds
R 2 A 7 GET
W AT Iy BT 4 — FERGLET,
URL : /api/fmc config/vl/domain/{domainUUID}/integration/dynamicattributesfeeds

MEMR : /34 A > VPN >

PUT dynamicattributesfeeds
HRZ A7 PUT
W AT Iy BT 4 — REEHLET,
URL : /api/fmc config/vl/domain/{domainUUID}/integration/dynamicattributesfeeds

FEBR : [7/354 A (Devices) ]>[VPN]>[VPNOZEHE (Modify VPN) ]

GET ebssnapshot
BR& A7 GET

S FEE L IDICREEM T BN TWAEBS Ay Y ay hERELET, IDEEELAR
WAL, T _XTCOEBS A F v 7 vay ho—E&2REGLET,

URL : /api/fmc_config/vl/domain/{domainUUID}/integration/ebssnapshot/{objectId}
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POST ebssnapshot .

ID IZ& % GET @
URL : /api/fmc config/vl/domain/{domainUUID}/integration/ebssnapshot/{objectId}/{object UUID}

HeBR : [HiA (Integration) ]>[F DDA (Other Integrations) ]

POST ebssnapshot
R A A 7 . POST
B D EBS AF v v a v FEMERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/integration/ebssnapshot

HEBR : [$tA (Integration) ]>[Z DMODHEA (Other Integrations) ]

GET externallookups

GET externallookups

P FRE L7z ID ICBSE AT BTV D externallookups 47 Y =7 NERAELET, ID 25
ELRWEAIX, TP externallookups 47 V=7 hO—&EEEELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups

ID IZ2& % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

MEFR : [ 7Y =7 h~F—T % (ObjectManager) |>[47 V=7 h~F—T v DEE (Modify
Object Manager) |

TANZ ) TIMEMTEDNTA—=HF

PUT externallookups
HoR X A7 PUT
AR : externallookups 47 ¥ =7 FEEE LT,
URL : /api/fmc _config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) |

POST externallookups

POST externallookups
W FRE LT T A —H & L T externallookups 47 = 7 F&BER L £,

URL : /api/fmc config/vl/domain/{domain UUID}/integration/externallookups
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[ DELETE externallookups

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE externallookups

DELETE externallookups
W RE L7 UUID 2 #5282 A7 =7 FEHIBRL £ 7,
URL : /api/fmc _config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

MEFR : [47 Y =2 h~3%—U % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

GET External Storage
HRkH A7 GET

BB ¢ HOE L7z ID I BEERT STV BAMIA < R A R L — VREEBIG LET, GET I
ID BHESRTOROE R, FTRCTOIBA S bR R L= VRED B RGLET,

*%f@ URL : /api/fmc_config/vl/domain/{domainUUID}/integration/externalstorage

ID (2L % GET D

URL : /api/fmc_config/vl/domain/{domainUUID}/integration/externalstorage/{objectId}
MEFR : [ A7 2 (System) ]>[#4 (Integration) ]
T AN Y CTIAER IR N T A—=F L L

PUT External Storage
HORZ A7 PUT
A HEE L7z ID ICBIEA T S5 TV DAMEA R PR ML= UREEERE L ET,
URL : /api/fmc config/vl/domain/{domainUUID}/integration/externalstorage/{objectId}

HEBR : [>> AT L& (System) ]>[#4& (Integration) ]

GET FMC HA Statuses
HRZ A 7 GET
A : Management Center HA A7 — 4% A& Bfg L 77,
URL : /api/fmc config/vl/domain/{domainUUID}/integration/fmchastatuses

FEBR : [> AT L (System) ]|>[#4& (Integration) ]> [ Al (High Availability) ]
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GET packetanlyzerdevices .

GET packetanlyzerdevices
HRZ A 7 GET

FH ¢ PR L7 IDICEEEAH T 540 TV D packetanlayzerdevices 47 Y = 7 F ARG L 9, ID
BIRE L2 WEAIE. 73T packetanlayzerdevices 47> =7 hO—E &2 RF&E L £,

URL : /api/fmc _config/vl/domain/{domain UUID}/integration/packetanalyzerdevices

IDIZ X5 GET @
URL : /api/fmc config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

MEFR : [ 7Y =2 h~3—U % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) ]

TANZY) CTIMEMTE DT A—=HF

PUT packetanalyzerdevices
FRk& A7 PUT
Wl HEE L2 UUID 28557y F 7FHIA Y A7V =7 FEaERELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

MEFR : [#7 ¥ =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

POST packetanalyzerdevices
FR K A7 . POST
BB HRE LT N T A—H B RO PRI BERA 7 V= FEERLET,
URL : /api/fmc _config/vl/domain/{domain UUID}/object/packetanalyzerdevices

FeBR . [ 7 V=7 h~F— % (Object Manager) ]

DELETE packetanalyzerdevices

k% A~ . DELETE
M HEE LI UUID 28527y T F 74 A7V 27 FEHIBRL £,
URL : /api/fmc config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

MEFR : [ 7Y =2 b~ —T % (ObjectManager) >[4 7V =7 h~F—T % DOEE (Modify
Object Manager) |

POST refreshsecurexconfigs
Bk ¥ A7 . POST
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. GET SecureX Configs

AHA : SecureX BXEZ EH L 7,
URL : /api/fmc config/vl/domain/{domainUUID}/integration/operational/refreshsecurexconfigs

HeBR : [$iA (Integration) ]>[SecureX (SecureX) ]

GET SecureX Configs
R AT GET

SBH  FEE L7 IDICREAT T BT 5 SecureX O EAX TS L3, GETICID BNFEE SN
TWRWESIT, X TO SecureX i*CD—E A TG L £,

URL : /api/fmc_config/vl/domain/{domainUUID}/integration/securexconfigs

ID IZ2& % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/integration/securexconfigs/{objectId}

FERR : [ AT & (System) ]>[SecureX (SecureX) ]

PUT SecureX Configs
ZORZ A 7 PUT
A FEE L72 ID ICBEAH T HAU TV D SecureX DX EA AL L ET,
URL : /api/fmc config/vl/domain/{domainUUID}/integration/securexconfigs/{objectId}

HEBR : [>> AT A (System) ]>[SecureX (SecureX) ]

POST testumbrellaconnections
Yk % A 7 . POST
LA @ Cisco Umbrella 7 7 7 R~D#EiaT A M LET,
URL : /api/fmc config/v1/domain/{domainUUID}/integration/operational/testumbrellaconnections

FEBR : [AR Y v — (Policies) 1>[7 7 &A= hr— L (AccessControl) ]>[DNSAK U > — (DNS
Policy) ]> [Umbrella DNS7R Y 32— (Umbrella DNS Policy) ]> [Umbrella DNSZKR V 3 — D&
(Modify Umbrella DNS Policy) ]

GET transcripts
gk » A7 . GET
B FFEDT NA A L hARE PO Cisco Umbrella JBBID T > A7 U7 MR LET,

IDIZ2X % GET ©
MERR : [#t5 (Integration) ]>[EF = U7 43k v 7 (Security Analytics and Logging) ]
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| RESTAPIRODA T b
GET tunneldeployments .

GET tunneldeployments
HRZ A7 GET
ZBH : Cisco Umbrella @ k VIR T — & 25 L £ 7,
URL : /api/fmc _config/vl/domain/{domainUUID}/integration/umbrella/tunneldeployments/ {objectId}

ME[R : /34 A > VPN >

POST tunneldeployments
k% A7 . POST
A R R VRBH AR L E T
URL : /api/fmc config/vl/domain/{domainUUID}/integration/umbrella/tunneldeployments

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

GET tunneltranscripts
HRH A7 . GET
A REEDT NA AL hAR B PO Cisco Umbrella EFAD N7 227 V7 M AT LET,
URL : /api/fic config/vl/darain/{daveinlUID} /integration/inbrel 1a/tunnel deployrents/ {containerUUID} /transcripts/ {dojectId}

FEBR © 57 /34 A > VPN >

GET umbrellaconnections
sk H A7 GET

FLEA : FRE L72 ID ICBEEAT I 5T 5 Cisco Umbrella #5fk E 4 A L9, ID 25 EL
RVEAIX. T Cisco Umbrella ##:0—E 2 Bf5 L £,

URL : /api/fmc config/vl/domain/{domainUUID}/integration/umbrellaconnections/{objectId}

ID I2X % GET ©
URL . /api/fmc config/vl/domain/{domainUUID}/integration/umbrellaconnections/{objectId}/{object UUID}

FERR : [NV v— (Policies) 1>[7 7 A= Fm—/L (AccessControl) ]>[DNSH YU I+ — (DNS
Policy) ]> [Umbrella DNS7R Y 32— (Umbrella DNS Policy) ]

PUT umbrellaconnections
gk A7 . PUT
B : ¥5E L 7= Cisco Umbrella kiR E2 AW L £,

URL . /api/fmc_config/vl/domain/{domainUUID}/integration/umbrellaconnections/{objectId}
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B o0 r9—kx2

RESTAPINOA TSz b |

FERR = [AR Y > — (Policies) 1>[7 27 &A= hm—/L (AccessControl) ]>[DNSA Y > — (DNS
Policy) ]> [Umbrella DNS7R Y 32— (Umbrella DNS Policy) ]> [Umbrella DNS/R U 3 — D&
(Modify Umbrella DNS Policy) ]

FITSTH R H—ER

GET AnyConnect Custom Attributes

gRk¥ A7 GET

A FEE L72 ID ICBEE AT H 40TV %D AnyConnect 7 A X AJgMEZ TS L9, GET IZ
DIRE SV TWRWEATE, TXTD AnyConnect # A X LA TV =7 NO—EEZTHFLET,
“%gﬂ)IJRIJZ /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectcustomattributes

DIZ& 2 GET ®
URL : /api/fmc config/vl/domain/{domainUUID}/object/anyconnectcustomattributes/{objectId}

FTARXTOFA—"—=F 4 F%& A +3%URL :
/api/fmc _config/vl/domain/{domainUUID}/object/anyconnectcustomattributes/{containerUUID}/override
MER : [A7 V=7 b~%—Y % (Object Manager) ]

TANE Y U TVMEHFIRER R T A =5  RIEHOA TV =7 N amRT H5E51F
’—unusedOnly true] . % HIJ E{ﬁ@ﬁ'ﬁﬁ%*ﬁ Téiﬂ/\ T Mameorvalue: {nameOrValue} ] L ﬁ‘ﬂyf
B THEALET,

PUT AnyConnect Custom Attributes

R A7 PUT
FLHA - f8E L7z ID (CBEE#EAF T 540 CTU 5 AnyConnect 7 A ¥ LAEMEEEE L,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectcustomattributes/{objectId}

MEFR : [A7 Y =2 h~F—T % (ObjectManager) |>[47 V=7 h~3x—T v DEE (Modify
Object Manager) |

POST AnyConnect Custom Attributes

R A7 POST
#B : AnyConnect 7 A % AJEMEEAERR L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectcustomattributes

MElR : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]
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| RESTAPIROA TS x4 b
DELETE AnyConnect Custom Attributes .

DELETE AnyConnect Custom Attributes

k% (7 . DELETE
FH : FRE L7 IDCBE ST 50TV D AnyConnect 1 A & A JEMEAEHIBR L £7,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectcustomattributes/{objectId}

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

GET AnyConnect Packages
HRHZ A 7 GET

A HRE L7 ID ICBEAT T 50TV D AnyConnect /8 77— 2 Hifs L £4, GET (2 ID A3
FBESNTWRWEAIE, 73TOD AnyConnect /S r— 47 V=7 hO—EEZRELET,

*%f@ URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectpackages

ID IZ2 &% GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectpackages/{objectId}

MERR : [A 7Y =7 h~3—T % (Object Manager) ]

PUT anyconnectpackages
BRSZ A7 PUT
B FRE L7- ID ICBIEAT T 50TV D AnyConnect /N v 77— A AR LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectpackages/{objectId}

MElR : [A 7Y =7 h~3%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

POST anyconnectpackages
ZLRZ A 72 POST
#iBH : anyconnectpackages 47 ¥ =7 hEERR L 9,
URL : /api/fmc config/vl/domain/{domainUUID}/object/anyconnectpackages

FEFR : [ 7Y =2 h~3x—Y % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

DELETE anyconnectpackages

Bk K A7 . DELETE
Al FEE L7 ID ICBEEfH T 540 TV D AnyConnect /Ny 77—V ZHIBR L 97,
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RESTAPINOA TSz b |
. GET anyconnectexternalbrowserpackages

URL : /api/fmc _config/vl/domain/{domainUUID}/object/anyconnectpackages/{objectId}

FEFR : [47 Y =2 h~3—Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) ]

GET anyconnectexternalbrowserpackages
PRkA A7 GET

A 4R E L7 IDICBEAT T 5TV D AnyConnect A7 7 v r — VS L 9,
GET {2 ID DMEE STV R WEATE, 37T AnyConnect /MR T 7 U Ry r— 47
V= bO—HERHRLET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectexternalbrowserpackages

ID IZ2 & % GET @
URL : /api/fmc _config/vl/domain/{domainUUID}/object/anyconnectexternalbrowserpackages/{objectId}

HEFR : (A7 V=2 h~3—Y+x (Object Manager) ]

TANE Y TMERTREIR R T A — 4 REROAT Y = 7 N ERRT HHE1
’—unusedOnly:trueJ N %ﬁﬁkfﬁ@ﬁﬁﬁ%*ﬁ%#é%ﬁﬂi |—nameOrValue: {nameOrValue} ] k;f‘ﬂ%ﬁ
abhETHEMLET,

PUT anyconnectexternalbrowserpackages

HOR A A7 PUT
A - FEE &7z ID BT H41CV D AnyConnect M7 T TNy r— U BB HE L
ﬁ—o

URL : /api/fmc config/vl/domain/{domainUUID}/object/anyconnectexternalbrowserpackages/{objectId}

FEFR : [ 7Y =27 h~3%—T % (ObjectManager) >[4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

POST anyconnectexternalbrowserpackages
FRZ A 7 POST
i - AnyConnect /M7 7 U Xy r — U B AERK L £ 9,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectexternalbrowserpackages

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

DELETE anyconnectexternalbrowserpackages
Bk H A7 . DELETE
A FEE L7 ID IS REEAT T BT D AnyConnect S5 7 7 T r — U ZHIBR L £9,
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GET AnyConnect Profiles .

URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectexternalbrowserpackages/{cbjectId}

MEFR : [47 Y =2 b~ —Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) |

GET AnyConnect Profiles
R AT GET

P FEE L7z ID ICBSE AT 50 Tu D AnyConnect 7' 12 7 7 A L& L EJ, GET (2 ID
DHEE SIVTWARWGAIL, T3 TO AnyConnect 702 7 7 A VAT V=7 hO—EEZTFFL
ij‘o

URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectprofiles

ID IZ2 XL % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectprofiles/{objectId}

e . [ 7 V=27 h~3%— % (Object Manager) ]

T A NS RFREIR N T A =2 REAOAT V=7 b RFETLHE1T
’—unusedOnly:trueJ N %ﬁﬁkfﬁ@ﬁﬁﬁ%*ﬁ%#é%ﬁﬂi |—nameOrValue:{nameOrValue}J k;f‘ﬂﬁ
BPOETHALET,

T A NVBIMERTRRR N T A= c REHOAT V=7 M ERFET 2561
’—unusedOnly: true] . %Hﬁ k 1@@@%%*@??5%@61 |—nameolf\/all,le: {nameOrValue}J k ?{“ﬂyf
B THEALET,

PUT anyconnectprofiles
gRk& A7 PUT
FLHA - fEE L7z ID (BB 540 CU % AnyConnect 71 7 7 A IV E AR L E T,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectprofiles/{objectId}

MEFR : [ 7Y =2 h~F—T % (ObjectManager) |>[4 7 V=7 h~3—T v DEE (Modify
Object Manager) |

POST anyconnectprofiles
PRk K A7 . POST
#BH : AnyConnect 7’12 7 7 A L EAERR L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/anyconnectprofiles

MER : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]
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. DELETE anyconnectprofiles

RESTAPINOA TSz b |

DELETE anyconnectprofiles

k% (7 . DELETE
FBH : FRE L7 ID CBE ST B Tuv D AnyConnect 712 7 7 A L &EHIBR L £9,
URL : /api/fmc config/vl/domain/{domainUUID}/object/anyconnectprofiles/{objectId}

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) |

GET anyprotocolportobjects

gsR& A7 GET

i HEE L IDICEEM T SR T AT e hal B— N ATV FERELET, ID
ERELRWESE, v ba R [T (AlD) JICHREINTZTXTOT e fain R—
FT7Vxl NO—BERGLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/anyprotocolportobjects

ID IZ2 &% GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/anyprotocolportobjects/{object UUID}

MEFR : [4 7Y =7 F~3—T % (Object Manager) ]

GET applicationcategories

gsR& A7 GET

S BRE LEZIDICEEMT N TWAT I r—rar 73 ) 7907 vERELE
T, IDEZHRELRWESIX., IXToOT7 7V r—yvar h753) 7927 ho—EExEE
LET,

URL : /api/fmc _config/vl/domain/{domain UUID}/object/applicationcategories

ID (ZX % GET ©
URL : /api/fmc_config/vl/domain/{domain UUID}/object/applicationcategories/{object UUID}

FEBR . [ 7 V= h~F— % (Object Manager) |

GET applicationfilters

2R Z A 7 0 GET

S FRELZIDICHEEMT O TWE T U r— g J4 W 7027 FERIGELE
T, IDEZRTELRWEAIE., IXCOT 7NV r—rary 7402 A7V 27 oO—E2EE
LET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/applicationfilters
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PUT applicationfilters .

IDIZX % GET @
URL . /api/fmc config/vl/domain/{domain UUID}/object/applicationfilters/{object UUID}

PR : [ 7 V=2 h~F— % (Object Manager) |

PUT applicationfilters

gk H A7 PUT
P ERELEZIDICEEMIT O WA T AV r—a sy T4V F T2 VBB LE
-gAO

URL : /api/fmc_config/vl/domain/{domainUUID}/object/applicationfilters/{objectId}

MEFR : [ 7Y =2 h~F—T % (ObjectManager) |>[4 7 V=V h~3—T v DEE (Modify
Object Manager) |

POST applicationfilters
Pk & A7 . POST

SR FHRE LRI A—HEHERA L CT TV r—yay Z40E 7027 M EEREIX
H——F 4 RLEF,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/applicationfilters

MEFR : [47 Y =2 b~3—U % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

DELETE applicationfilters

Bk % A 7 : DELETE

A FRE L IDICEEMTONTWAT I r— g AN E ATV FEHIBRLE
j—o

URL : /api/fmc_config/vl/domain/{domainUUID}/object/applicationfilters/{objectId}

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DEE (Modify
Object Manager) |

GET applicationproductivities
FRA A7 GET

S BEELEZIDICEEMIT SN TWA T Y r—va VEENA T Ve NERELET,
IDAEBELRWERILZ, TXTOT7TFVr— g VAEENEAS TV 27 Fo—E2TELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/applicationproductivities

IDIZ2X % GET ©
URL : /api/fmc config/vl/domain/{domain UUID}/object/applicationproductivities/{object UUID}
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. GET applicationrisks

RESTAPINOA TSz b |

e . [ 7 V=7 h~F— % (Object Manager) ]

GET applicationrisks

gsR& A7 GET

S HRELIDICEEM TN TWAT Y r— gy V27 A7V VERBLE
T, IDEZHRELZWEGAIE, IXCoOT7 7V r—rar VA 3707 hoO—%x2TEL
iTO

URL . /api/fmc_config/vl/domain/{domain UUID}/object/applicationrisks

IDIZ2X % GET ©
URL : /api/fmc_config/vl/domain/{domain UUID}/object/applicationrisks/{object UUID}

MEFR : [4 7Y =7 h~3—T % (Object Manager) ]

GET applications

sk H A7 GET

SR FRE LEIDICEEMIT LN TWAT ) r—yar 7Y reBRELET, ID%
BELRWESIZ., T_XTo7 AV r—ar 37927 ho—E2EELET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/applications

ID(ZX % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/applications/{object UUID}

FeBR . [ 7 V=7 h~F— % (Object Manager) ]

GET applicationtags

gsR& A7 GET

P EELEZIDICHEEMT N TR T IV r—a v 7 437027 VBB LEY,
ID ZHELZWERIL. T R_COT 7V r—2ar 2037027 ho—EEx AL £,

URL . /api/fmc_config/vl/domain/{domain UUID}/object/applicationtags

ID iZ2 &% GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/applicationtags/{object UUID}

MERR : [A 7Y =7 h~3—T % (Object Manager) ]

GET applicationtypes

sk H A7 GET

S HEE L IDICEEMTON T AT IV r—vary AT A7V 20 FERGLE
T, IDEHRELRWEEIR, I XCOT TV r—ar A7 F 7027 bo—ErT&L
F7,
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GET aspathlists .

URL : /api/fmc _config/vl/domain/{domain UUID}/object/applicationtypes

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/applicationtypes/{object UUID}

FEBR : [ 7 V= h~F— % (Object Manager) |

GET aspathlists
gRkA A7 GET

P EELEZIDDIICEEMTON TV AEESV AT ARZRZIRELET, IDBFEESA T
VAT, TRTOHEBEVATARZAO—ERTELE T,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/aspathlists
ID (2 & % GET @ URL : /api/fmc_config/v1/domain/{domainUUID}/object/aspathlists/{objectld}
MERR : [A 7Y =7 F~3—T % (Object Manager) ]

PUT aspathlists
ZORZ A 7 PUT
Bl FRE L72 ID B 1T HAu T D AsPath U A F 2 A L ET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/aspathlists/{objectId}

MEFR : [47 Y =2 b~3F—U % (ObjectManager) |>[47 V=7 h~F—T ¥ DEH (Modify
Object Manager) ]

POST aspathlists
ZLR A 7 POST
A AsPathList 47 ¥ =7 M &ER L ET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/aspathlists

MEFR : [ 7Y =2 h~3—T % (ObjectManager) |>[A 7V =7 h~F—T % OEE (Modify
Object Manager) |

DELETE aspathlists
$ixk4 A7 . DELETE
A - FEE L7 ID BT 5T D AsPath U A B &2HIBRL £ 77,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/aspathlists/{objectId}

HEFR : [ 7Y =27 h~3x—T % (ObjectManager) |>[F 7V =7 h~F—T % ODEE (Modify
Object Manager) |
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. GET azureadrealms

RESTAPINOA TSz b |

GET azureadrealms

gsR& A7 GET

G FRE L IDICEEMIT SN TS Azure AD LV AZEE LE9, ID ZIEE LW
Alit. TNTO Azure AD VL ADO—EEFELET,

URL : /api/fmc _config/vl/domain/{domainUUID}/object/azureadrealms

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/azureadrealms/{object UUID}

PR : [ 7 V=7 h~F— % (Object Manager) |

PUT azureadrealms

BxRZ A7 PUT
A FBE L7 Azure AD LV AEAEE L ET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/azureadrealms/{objectId}

MEFR : [A7 Y =2 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DAEE (Modify
Object Manager) |

POST azureadrealms

R ¥ A7 POST
FLEA : Azure AD LV AEAERR L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/azureadrealms

MElR : [A7 Y =7 b~3%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]

DELETE azureadrealms

kX A7 . DELETE
FLEA  FRE &2 Azure AD LV AEHIBRL £97,
URL : /api/fmc config/vl/domain/{domainUUID}/object/azureadrealms/{objectId}

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

GET azureadstatuses

SsRZ A7 GET
A Azure AD LIV ADAT—HX A RAELE T,
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GET bfdtemplates .

URL : /api/fmc config/vl/domain/{domainUUID}/object/azureadstatuses

FEBR : [ 7 V=7 h~F— % (Object Manager) |

GET bfdtemplates
HRHZ A 7 GET

P IDICEEAM T SN TWARFM 7V —F 47 T o7 b— heRELET, ID R
EINTWRWGESRIX, TXTORFWN T+ T =T 47707 —rO—REELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/bfdtemplates

ID i2 &% GET @
URL . /api/fmc_config/vl/domain/{domainUUID}/object/bfdtemplates/{object UUID}

MEFR : [A7 Y=/ h~3—T % (Object Manager) ]

PUT bfdtemplates
BRSZ A7 PUT
Al FEE ST R T T L — b EE L ET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/bfdtemplates/{objectId}

e . [ 7 V=7 F~F%— % (Object Manager) [>[47 ¥ =7 FDEHE (Modify Object) ]

POST bfdtemplates
HR 2 A7 . POST
Wil WM 7 49— 4 v T T — MEERLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/bfdtemplates

PR . [ 7 V=7 h~F—T % (Object Manager) [>[47 V=7 FDEE (Modify Object) ]

DELETE bfdtemplates

k% A 7 : DELETE
S RESNTERGMTZ V=T 47 T 7 — M EHIERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/bfdtemplates/{objectId}

HEFR : [F7 =7 h~3—Y % (ObjectManager) >[4 7Y =2 FOZEE (Modify Object) ]

POST bulkdynamicobjects

SR ¥ A 7 . POST
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RESTAPINOA TSz b |
. GET certenrollments

W FEDEA T Iy I ATV FNDFAFT Iy AT V= b vy B EBILE
j—o

URL : /api/fmc_config/vl/domain/{domainUUID}/object/bulkdynamicobjects

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

GET certenrollments
gk A7 . GET

S FEE L IDICEREMT O TWA PRIDOBEEA T V-7 FE2EELET., GETHDID
FEELRZWESIZ. T XTOPKIDOBEA Ty hOo—E2TELE T,

URL . /api/fmc_config/vl/domain/{domain UUID}/devicegroups/certenrollments

ID IZ2 & % GET @
URL . /api/fmc _config/vl/domain/{domain UUID}/devicegroups/certenrollments/{parent object UUID}

HEFR : [7 /34 A (Devices) 1>[7 73A A& B (Device Management) ]>[7 /341 ADZFER (View
Devices) ]

PUT certenrollments
HRZ A7 PUT
A R L7z ID ICBEEAHT STV HREFEOREREZ AT L £ 7,
URL : /api/fmc config/vl/domain/{domainUUID}/object/certenrollments/{objectId}

MERR : [7 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

POST certenrollments
gk ¥ A 7 . POST
BT« A BB A MR L £
URL : /api/fmc_config/vl/domain/{domainUUID}/object/certenrollments

FEMR : [7 /34 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

DELETE certenroliments

BixkZ A 7 : DELETE
Pl FEE L7 ID BRI T BTV D REEOBEREZHIFR L £ 97,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/certenrollments/{objectId}

HEMR : [7 /34 A (Devices) ]>[VPN]>[VPNOZE (Modify VPN) ]
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GET Certificate Maps .

GET Certificate Maps
PR A7 . GET
A FEE L7 IDICEEA I DTV DEEHE~ v 72 B L £3, GET IZ ID 2MEE S
TOWRWEAE, TR TOE~Y Yy 747V hOo—EE2RELET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/certificatemaps

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/certificatemaps/{objectId}

FEFR : [7/3A A (Devices) ]>[fEFAZE (Certificates) ]

TANE ) TVAERAREZR RN T A—H  RIEFEHDOA T V=7 NERKRTHHEIT
(unusedOnly:trueJ N %ﬁﬁ&{[ﬁ@ﬁﬁﬁ%*ﬁ%ﬁ‘é%é\(i lnameOrvalue: {nameOrValue} ] & LA

AR THALET,
PUT certificatemaps
gk & A7 PUT

B EE L7z ID ICBEAH IT H TWDREE~ v TR AT L E T,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/certificatemaps/{objectId}

HEFR : [7 734 A (Devices) |>[VPN]>[VPNDOZH (Modify VPN) ]

POST certificatemaps
PR & A 7 . POST
il REE S T RERL L £ T,
URL : /api/fmc config/vl/domain/{domainUUID}/object/certificatemaps

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

DELETE certificatemaps

k% A~ . DELETE
P FRE L7z ID RS L TV DREE~ v 7R HIBR L £
URL : /api/fmc_config/vl/domain/{domainUUID}/object/certificatemaps/{objectId}

MERR : [T 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

GET ciphersuitelists
gRk» A7 . GET
B WAL — U R R EEGLET,
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RESTAPINOA TSz b |

URL : /api/fmc_config/vl/domain/{domainUUID}/object/ciphersuitelists

FEBR . [ 7 V=27 h~F— % (Object Manager) ]

POST ciphersuitelists

HR ¥ A 7 POST
LA BE B AL — U A MEAERRL £,
URL . /api/fmc_config/vl/domain/{domainUUID}/object/ciphersuitelists

MEFR : [ 7Y =27 h~3x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ OEE (Modify
Object Manager) |

GET communitylists

GET continents

GET countries

SxR¥ A7 GET

i HEELEIDICEEMTIONTVWE I a=TF s VXA MNERELET, IDEZEE LW
BAIE, TR Toaia=F 4 VA NERELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/communitylists

ID IZ2X % GET ©
URL : /api/fmc config/vl/domain/{domainUUID}/object/communitylists/{objectId}

MeBR . [ 7 V=27 h~F— % (Object Manager) ]

gsR& A7 GET

FH HEE L IDICEEMS TN TWAKRESF TV 27 NERELET, IDAZIEE LW
At TRTOKEAT V=27 FO—EETELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/continents

ID (Z2X % GET ©
URL . /api/fmc_config/vl/domain/{domain UUID}/object/continents/{object UUID}

MR . [ 7Y =27 b~ — % (Object Manager) ]

PR Z A7 0 GET

G EELEIDICEEMNITONTWAEF V27 F2IELET, IDZHETELAWES
X, TRTCOEF 7V Fo—E2BELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/countries
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GET customsiiplistdownload .

ID IZ& % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/countries/{object UUID}

PR : [ 7 V=2 h~F— % (Object Manager) |

GET customsiiplistdownload

R A A7 GET
P ELZUUID 2o AX 20X 2T 4 ATV V2 AP VA MRS LE
-gAO

IDIZX% GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/customsiiplistdownload/{objectId}/{object UUID}

HERR @ [#7A (Integration) 1>[A 7 U Y= A (Intelligence) ]

GET customsiiplists
gk & A7 GET

S HEELEIDICEEMNITONTWAEI ARSI L X2V T A AT V2 ARy hU—
J VANFT7Vx7 PERSLET, IDERELRVGEEIE, T XTOIAZ L EFX 2
TA ATV ARy M= VAN FT V27 bO—EERELET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/customsiiplists

IDIZX % GET ®
URL : /api/fmc config/vl/domain/{domainUUID}/object/customsiiplists/{object UUID}

MEFR @ [#A (Integration) |>[A 7 U Y= A (Intelligence) ]

PUT customsiiplists
gk& A7 PUT

Bl FBELEIDICEEMTON TWAIAZ L X2V T 4 AT V2 ARy hU—
J VAMNFIT V27 FEETRLET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/customsiiplists/{objectId}

MERR @ [#A (Integration) |>[A 7 U Y= A (Intelligence) ]

POST customsiiplists
Pk & A7 . POST

M WAZ X2 VT A AT IV ARy NI =7 VA NFT V=7 MEAERL E
D

URL : /api/fmc config/vl/domain/{domainUUID}/object/customsiiplists
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[l DELETE customsiiplists

FEFR @ [#4A (Integration) ]>[A > 7 U Y= A (Intelligence) ]

DELETE customsiiplists
k% (7 . DELETE
B EE L7 IDICEEMIT SN TVA I AZ A EXF 2V T4 ATV V2 ARy U —
7 VARNFT Vs FEHIBRLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/customsiiplists/{objectId}

HEFR @ [ (Integration) |>[A > 7 U Y= A (Intelligence) ]

GET customsiurllistdownload
FRHZ A7 GET
B FEELZUUID 28O AX DX )T 4 AT VP2 AURL U A FEREL
ij—o

IDIZ2X % GET ©
URL : /api/fmc config/vl/domain/{domainUUID}/cbject/customsiurllistdownload/ {objectId}/{object UUID}

MEBR : [#iA (Integration) ]>[A1 > 7 U = A (Intelligence) ]

GET customsiurllists

FRkZ A7 GET
B EBELZIDICHEEMAT LN TWAEX 2T 4 A>T U2 AURLY A N TV
J FERELET, IDZHEELR2WESE, T XTOIAZLOEXF2 VT 4 AT UV
VAURLYVA N AT Vs FO—E2TELET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/customsiurllists

ID IZX % GET ©
URL . /api/fmc_config/vl/domain/{domainUUID}/object/customsiurllists/{object UUID}

MEFR @ [#A (Integration) |>[A 7 U Y= A (Intelligence) ]

PUT customsiurllists
gk A7 . PUT
S EE L IDICEEMTONTWAI AT A X 2T 4 AT U P22 A URL U &
FAT Vs N EETELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/customsiurllists/{objectId}

MEFR - [#5A (Integration) >[4 7 U ¥ = A (Intelligence) ]
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POST customsiurllists .

POST customsiurllists
FR ¥ A7 . POST
B WAA L X2 T4 AT IV 2 AURLY A AT V=7 FEERLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/customsiurllists

MeBR : [$i 4 (Integration) ]>[A > 7 U = X (Intelligence) ]

DELETE customsiurllists

gk % A 7 : DELETE

G HEELZIDICEEMTON TV DEIDIAZ L X2 T 4 £ T U= AURL U A
FAT7 =7 FEHIBRELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/customsiurllists/{objectId}

HEFR @ [ (Integration) |>[A 7 U Y= A (Intelligence) ]

GET dhcpipvbpools
FRH A7 GET

SBH  FEE L2 ID ISR 5 CWA DHCPIPYG 7 — v A7 V=7 FERASLET, ID%
EELRWEAIL, T XTODHCPIPV6 77—V F 7V =/ NO—EEZEBELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/dhcpipvépools

IDIZX % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/dhcpipvépools/{object UUID}

el . [ 7 V=2 h~F— % (Object Manager) ]

PUT dhcpipv6pools
R H AT PUT
LA BRI L72 ID ICBEEAHT ST DHCPIPVG 7 — v A7 V=7 hEERLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/dhcpipvépools/{objectId}

FEFR : [ 7Y =2 h~3—Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) ]

POST dhcpipvbpools
gk & A7 . POST
L : DHCPIPv6 7 — A7 V= 7 M EfERR L £,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/dhcpipvépools
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[ DELETE dhcpipvbpools

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE dhcpipv6pools
k4 A7 . DELETE
A FRE L7- ID ICBIEAT I 57TV D DHCP IPv6 7' — VA7 V= 7 F&EHIBRL £7,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/dhcpipvépools/{objectId}

MEFR : [ 7Y =27 h~3x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ OEE (Modify
Object Manager) |

GET distinguishednamegroups
R A 7 GET
B TRTOMNL I N—T ATV 2 bO—EERSLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/distinguishednamegroups

FERR : [T /34 A (Devices) 1> [fiEBHE (Certificates) ]>[FEBHEDZEE (Modify Certificates) ]

GET distinguishednames
R 2 A 7 GET
M A T Y 2 FERGLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/distinguishednames

MEBR : [T 731 A (Devices) ]>[FEAA®E (Certificates) ]

POST distinguishednames
HRkH A7 POST
P RN A T 27 NEERCLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/distinguishednames

FEMR : [T /34 A (Devices) |>[fEBE (Certificates) 1> [REBHEOZEE (Modify Certificates) ]

GET dnsservergroups
FRA A7 GET

PR - FEE L2 ID ICEIEATTT STV D DNS — " — JL—7 2 BE L Ed, ID 2fEEL
ROV, TXTODNS =R I N—70—E52 5L E7,

URL : /api/fmc_config/vl/ RKAA Y /{domain UUID \\ dnsservergroups/A 7 ¥ =2 k/
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PUT dnsservergroups .

IDIZX % GET ®

URL : /api/fmc _config/vl/domain/{domain UUID}/object/dnsservergroups/{object UUID

B ICMPVA 47V 27 DT RT (RAL VLT NAR) OF—"—F 4 REIGFLE
T, INBFITEICEERIC 0 9, EInZHE.  Texpanded] 7 =V /8T A — & (34 X
WET,

FEDAT V27 MBI A2T_XTOA—""—F 4 K2R T5

URL : /api/fmc config/vl/domain/{domainUUID}/cbject/dnsservergroups/ {containerUUID}/overrides/{objectId}

BEDRAAL VEFIITAAL AIBITALT T2 hOF—1R_"—F 4 KD

URL : /api/fmc_config/vl/domain/{domainUUID}/object/dnsservergroups/{containerUUID}/overrides

MERR : [7734 A (Devices) 1>[7 /34 A (Device Management) ]>[7 /31 ADFE A (View
Devices) ]

PUT dnsservergroups

PRZ A7 PUT
SR HEE LA T Y27 FID B ODNS —— N —TEEELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups

FelR : [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE (Modify
Device) ]

POST dnsservergroups

BR K A7 . POST
B HEE LA T Y2 M ID 2RO DNS "= —T R ER L £,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups

HERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

DELETE dnsservergroups

gk % A7 : DELETE
M HE LA T Y27 M ID #FFO DNS h—N— 7L —TEHIR L £,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups/{object UUID}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

POST Download Azure AD Realms

gsR& A7 GET
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. POST downloadinternalca

WA FEED Azure AD LV LD —Y—L TN —T Xy m— RN LET,
URL . /api/fmc config/vl/domain/{domainUUID}/object/azureadrealms/{realmId}/download

PR : [ 7 V=2 h~F— % (Object Manager) |

POST downloadinternalca
gk % A 7 : POST

P HELERRRAT— R&EHH L TRB(L X472 PKCS12 7 7 A VWOWNEGRIERA 7 ¥ =
7 ERSLTCE Y ye—RNLET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/downloadinternalca

FERR : [T /34 A (Devices) |>[7iFFZE (Certificates) ]>[fEIHEDZEH (Modify Certificates) ]

POST dynamicobjectmappings
BR ¥ A7 . POST

W REDEA T Iy I AT NOFAF Iy ATV b vy BT EBILE
RS

URL : /api/fmc_config/vl/domain/{domainUUID}/object/dynamicobjectmappings

MelR : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

DELETE dynamicobjectmappings

gk % A 7 : DELETE

Wl FEDEA T Iy I ATV FDFAFT Iy AT V=7 b vy B EHIBRLE
@—o

URL : /api/fmc_config/vl/domain/{domainUUID}/object/dynamicobjectmappings

TANG ) TINERTE DT A—=H

INTA—4 &

ID #EfH>4 7=/ |"ids:idl,id2,..."

ko

FKEHDOA 7Y |"unusedOnly:true”

ko

WD LFEThaE A4 | "nameStartsWith: (name-pattern}"
i

T—Y = MID: "agentId: {Agent ID}"
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GET dynamicobjects .

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

GET dynamicobjects
HRHZ A 7 GET

P FEELZIDDICEEMT O TWA LA T I v A7 V=7 FERGLET, GETIZID
PIREINTOWARWERITE., T R_RCOEA T I v I 3T V27 bO—EEZEELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/dynamicobjects

ID i2 &% GET @
URL ! /api/fmc_config/vl/domain/{domainUUID}/object/dynamicobjects/{objectIdOrName}

MEFR : [A7 Y=/ h~3—T % (Object Manager) ]
TANE Y TIERTRERRT A —HF tname (AT V= FID B ARATHEEINLTWDE

B TE EHA)
PUT dynamicobjects
HRH AT PUT

B RELEIDIEEM TN TWAX AT I v I AT V=7 hEETLET,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/dynamicobjects/{objectId}

MEFR : [ 7Y =2 h~3%—U % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

POST dynamicobjects
k& A 7 . POST

A HRE LT T A= F M L THA T I v I AT V=7 e B ETA— =T A F
L/iﬁ—o

URL ! /api/fmc_config/vl/domain/{domainUUID}/object/dynamicobjects

MEFR : [ 7Y =27 h~3x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

DELETE dynamicobjects

Bisk % A 7 : DELETE

A EEE L IDICEEM T ONTWAE A A FI v/ AT oy bEHIBRLET, ID ZFEE
PTG HE, 74N EZ Y Ik TRBIRENTE ATV =7 FOEIBRENE T,

URL : /api/fmc config/vl/domain/{domainUUID}/object/dynamicobjects/
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. GET endpointdevicetypes

ID (2 & © DELETE @

URL : /api/fmc_config/vl/domain/{domainUUID}/object/dynamicobjects/{objectIdOrName}

TANG ) TINERTEDNRT A—=H

INSA—4H E

ID #EpH> 47 -/ |"ids:idl,id2,..."

ko

FKEHDOA TV =7 | "unusedOnly:true”

ko

WDOXLTFThEE A4, | "nameStartsWith: {name-pattern}™”
A

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) |

GET endpointdevicetypes
R AT GET

S EELEZIDICEEMITONTWAZ U RRA VU N TARALRAEZA T F TV FNEE
BLET, IDEHEELAVWESIEX, T _TOZ RRA LY N TARAABZAL T F T FO
—EEIELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/object/endpointdevicetypes

ID (2L % GET D

URL . /api/fmc_config/vl/domain/{domain UUID}/object/endpointdevicetypes/{object UUID}

e . [ 7 V=27 h~F— % (Object Manager) ]

GET expanded community lists
HRZ A 7 GET

B FRE L IDICEEMT SN TV AIEEa I 2 =T 4 VA MRS LET, IDEREL
NEAE, TRTOaIa=F 4 VR NERELET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/expandedcommunitylists
IDIZX5 GET @

URL : /api/fmc_config/vl/domain/{domainUUID}/object/expandedcommunitylists/{objectId}

MEFR : (A7 Y =2 b~ —Y % (Object Manager) ]

PUT expandedcommunitylists
Bk& A7 PUT
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POST expandedcommunitylists .

B RE LRI =T A VA RNEERLET,
URL . /api/fmc config/vl/domain/{domainUUID}/object/expandedcommunitylists/{objectId}

MERR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

POST expandedcommunitylists
2Rk % A 7 . POST
At LR a R 2 =T 0 U R P EERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/expandedcommunitylists

MEFR : [T Y =2 h~F—T % (ObjectManager) |>[4 7V =/ h~3—T v DEE (Modify
Object Manager) |

DELETE expandedcommunitylists

k¥ A7 : DELETE
S RELEIERa I 2 =7 40 VR NEHIBRLE T,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/expandedcommunitylists/{objectId}

el : [A7 Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F%—T ¥ DEHE (Modify
Object Manager) ]

GET extended access lists
giskH A4 7 GET

F L IDICEEMITONTWAIERET 72 VA MERGELET, IDERELRWD
AT, T _XTCOPEET 72 VA NO—EZ2EE L E7,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/extendedaccesslists

ID (Z2X % GET ©
URL . /api/fmc_config/vl/domain/{domain UUID}/object/extendedaccesslists/{object UUID}

FEMR : [T /34 A (Devices) ]>[7 /3 A& E (Device Management) ]>[7 /341 ADFE/R (View
Devices) ]

PUT extendedaccesslists
giskZ A7 PUT
S HEE L IDICEEMMTONTWANBET 7 XY X NA2EE LET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/extendedaccesslists/{objectId}
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. POST extendedaccesslists

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

POST extendedaccesslists
HRk & A7 POST
L JERT 7B AU A NEERRL £,
URL : /api/fmc config/vl/domain/{domainUUID}/object/extendedaccesslists

MEFR : [ 7Y =27 h~3x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE extendedaccesslists

k& A 7 : DELETE
B FEE L7 ID ICBEAHT SN TV DIEET 7B A Y A M EHIBRL T,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/extendedaccesslists/{objectId}

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 ¥ =7 h~3—T v DEE (Modify
Object Manager) ]

GET extendedcommunitylists
HRZ A7 GET
A HEE L7 IDICEEM T O TV D IREaI 2 =7 4 YA FE2HIG L E T, IDZFREL
BRONEAIE, TRTOMEEII2=F 1 VA MO—EE2EELET,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/extendedcommunitylists

ID (ZX % GET ©

URL : /api/fmc_config/vl/domain/{domainUUID}/object/extendedcommunitylists/{objectId}
GET A—/"—J 4 KD

URL : /api/fmc _config/vl/domain/{domainUUID}/cbject/extendedcommunitylists/{containerUUID}/overrides

IDIZEXD GET A —"—7 4 RD
URL : /api/ fmc_config/vl/domain/ {domainUUID} /cbject/extendedcamunitylists/ {containerUUID}/overrides/ {cbjectId}

MERR : [A 7Y =7 h~3—T % (Object Manager) ]

TANE ) TINER RN T A =4  RMEHOF T V=7 M BRET D561
’—unusedOnly:trueJ N %Eﬁ&{ﬁ@ﬁﬁﬁ%*ﬁ?ﬁ??é%ﬁfi |—nameOr\/'alue: {nameOrValue}] . fﬁﬁ;

@574) 70@71‘7‘:/1 7 }‘ %*ﬁ?ﬁ?—g«é%é\ﬁi |_type: {type}] k%ﬂ%‘é\b“@f{%ﬁﬁ Li—g«o

ExtendedCommunityLists THAR— k 415 ¥ A 1%, Standard & Expanded T3,
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PUT extendedcommunitylists .

PUT extendedcommunitylists
HoR X A7 PUT
P HEELZID ORI 2a=T 4 VA MEEELET,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/extendedcommunitylists/{objectId}

FEFR : [47 Y =2 h~3—U % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DEH (Modify
Object Manager) |

POST extendedcommunitylists
#Rk & A7 POST
P R 2 =T 4 U X M EERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/extendedcommunitylists

MEFR : [ 7Y =2 h~x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

DELETE extendedcommunitylists
2k % A 7 . DELETE
A HEELZID DL 2 =7 0 U A MEHIBRLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/extendedcommunitylists/{objectId}

MEFR : [ 7Y =7 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

GET externalcacertificategroups
HRZ A7 GET
B TR TOBETEL CAI V=T DO EEBGLET,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/externalcacertificategroups

HERR @ [7 734 A (Devices) |> [fEH]ZE (Certificates) ]

GET externalcacertificates
HRk& A7 GET
M EHETELCAAT Vs FERAELET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/externalcacertificates

FEBR : [T /34 A (Devices) ]> [FEBZE (Certificates) ]
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. POST externalcacertificates

POST externalcacertificates

HRk 2 A7 . POST
B FEHTED CAAT V= MEERLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/externalcacertificates

HeBR : [T /31 A (Devices) ]>[AEBAE (Certificates) ]> [REBAEDZAE (Modify Certificates) ]

GET externalcertificategroups

FRZ A7 0 GET
A T RTCOMNBIEAE S NN —T O EEBE LT,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/externalcertificategroups

FEFR : [773A A (Devices) ]>[fEFAZE (Certificates) ]

GET externalcertificates

R A7 GET
A AMEEEREA T V27 VARG LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/externalcertificates

FEBR : [T73A A (Devices) ]> [REBAZE (Certificates) ]

POST externalcertificates

PRk A7 . POST
LA AMERRERAEA T YV 2 7 B EER L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/externalcertificates

HEBR : [T 731 A (Devices) ]>[AEBAZE (Certificates) ]> [REBAZEDZAHE (Modify Certificates) ]

GET filecategories

gR& A7 GET
i FE L/ IDICEEMTONTWAZ 7 AN AT ZBELET, ID ZfE LAV
Bt TRTOT77ANDT IV O—ELEELET,

URL . /api/fmc config/vl/domain/{domainUUID}/object/filecategories

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/filecategories/{object UUID}

HEBR : [274T (Analysis) 1>[7 7 A /v (Files) ]
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GET filetypes

GET filetypes .

gsR& A7 GET

B RE L IDICEEHT 5 CWD 7 7 A VEA TEBIFLET, ID 2 HE LAV
X, TRTOT7 7 ANEATO—EEEH/LET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/filetypes

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/filetypes/{object UUID}

MERR : [43#7 (Analysis) 1>[7 7 (/b (Files) ]

POST findoverlaps

GET fqdns

PUT fqdns

gk 2 A4 7 . POST

i HEESNERY N = F TV MY TINVBIOR—-FT7 V=2 MITILD
F—=N—=T v TR/ LET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/operational/findoverlaps

xR & A7 GET

A FEE L7 ID ICEEMITT SN TWH EQDN A7 Y27 b2 BA L %9, GET O ID %
BELRVWEAIX., T XCOFQDN A7V =7 hO—EZ#EHEL£7,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/fqgdns

BEDRAAL VEFIIT AL A LIZBIT AT XTOA—"—F 14 KD URL :

/api/fmc_config/vl/domain/{domain UUID}/object/urls?overrideTargetId={target UUID}
ID 24X % GET ® URL : /api/fmc config/vl/domain/{domain UUID}/object/fqgdns/{object UUID}

WEDAT Yl MIBITL2TXTOF—"=F 4 RZ VAT 57200

URL : /api/fmc config/vl/domain/{domain UUID}/object/fqdns/{fqdn UUID}/overrides

BED K AL L EFEF AL R EOFT V27 MeBT BA—"—F 1 KD

URL : /api/fmc config/vl/domain/{domain UUID}/object/fqdns/{cbject UUID}?overrideTargetId={target UUID}

MEFR : (A7 ¥ =2 h~3x—Y % (Object Manager) ]

gk A 7 . PUT
A HRE L ID ICEEMT T SN TWA FQDN A7V =7 h&2EB L ET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/fgdns/{object UUID}
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. POST fqdns

POST fqdns

DELETE fqdns

RESTAPINOA TSz b |

FBEDAT V=7 MIBIT DA — "= FefmEETEH+T L5700

URL : /api/fmc config/vl/domain/{domain UUID}/object/fqgdns/{parent object UUID}

MERR : [ 7Y =2 b~ —Y % (ObjectManager) >[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

BR K A7 . POST

FH HRE LI RNTA—ZEMHLTFQDN 7Y =7 MaEREZIZA—"—F 4 FL %
bdéo

URL : /api/fmc_config/vl/domain/{domain UUID}/object/fqgdns

**ﬁ Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/fgdns?bulk=truee

HEFR : [47 Y =2 b~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEH (Modify
Object Manager) ]

k% (7 : DELETE
LB HEE L7z ID ICBIEAHT 5TV D FQDN A7 Y= 7 R &KL £,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/fqdns/{object UUID}

WEDA TV =7 MIBIT LA == A FEHIlRT 57200

URL : /api/fmc config/vl/domain/{domain UUID}/object/fqdns/{cbject UUID}?overrideTargetId={target UUID}

9_XTD FQDN % HIfRT 572D

URL : /api/fmc_config/vl/domain/{domain UUID}/object/fgdns/

FEFR : [ 7Y =27 h~3%—T % (ObjectManager) >[4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

GET geolocation

TR A7 GET

Pl HFEELZIDICEEMf T TWL YA r—va A7V FERGLET, DA
BELRWEAE, I3 Tovtasr—yvar 47227 ho—BE2RELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/geolocations

IDIZ2X % GET ©
URL : /api/fmc config/vl/domain/{domain UUID}/object/geolocations/{object UUID}

MeBR . [ 7 V=7 h~F— % (Object Manager) ]

. Cisco Secure Firewall Management Center RESTAPI /A— 3 2 181 94 v O A3 —FHA K



| RESTAPIRODA T b
PUT geolocations .

PUT geolocations
HoR X A7 PUT
B HEE L7 ID ICBEAT T BTV A BB RA T V=7 AR LET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/geolocations/{objectId}

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

POST geolocations
kA A 7 . POST

A ARE L7 T A= 2 L CHEMLER S 7 Y = 7 F 2 ERE23A— =T A F
L/iﬁ—o

URL . /api/fmc_config/vl/domain/{domainUUID}/object/geolocations

FEFR : [A7 Y =2 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) |

DELETE geolocations

gk % (7 : DELETE
P FRE L7 ID ICBEM T TV D HIBRL B A 7 Y = 7 R EHIBRL £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/geolocations/{objectId}

MEBR : [A7 Y =7 b~3%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

GET global time zones
HRH AT GET

BB HRE L IDICEEMNS T N TWA T a— L A L= F TV =7 bEESGLE
T, IDEEELZWVEAIL, T XTOTa—R"VEXA LS~ FT 27 hO—E2TEL
F9,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/globaltimezones

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/globaltimezones/{objectId}

MERR . [ 7Y =27 b= — % (Object Manager) ]

GET grouppolicies
ERHF A7 GET
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. PUT grouppolicies

A FEE SN ID ICEEM T 5 TWS VPN VL —FRY —%2BE L £9, GETICID
BEEEINTOARWESIT., TXTO VPN 7L —7RY) > —0—EZ2TE L E7,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/grouppolicies

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/grouppolicies/{objectId}

MEMR : /34 A > VPN >

PUT grouppolicies
BRk& A7 PUT
L HEE SNz ID ICBEAH T BTV D VPN Z 0 —T R Y —E BT L ET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/grouppolicies/{objectId}

FERR : [T 734 A (Devices) ]>[VPN]>[VPNDOZEHE (Modify VPN) ]

POST grouppolicies
HRk# A7 . POST
B VPN 7 L—T7 R Y —EAER L E T,
URL : /api/fmc config/vl/domain/{domainUUID}/object/grouppolicies

FEBR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

DELETE grouppolicies
kX A7 . DELETE
B HEE SN2 ID ICBEAT T STV D VPN 2L —T7 R o —ZHIR L £,
URL : /api/fmc config/vl/domain/{domainUUID}/object/grouppolicies/{objectId}

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

GET hosts
R H A7 GET

S FRELZIDICEEMN T ONTWERA N AT V27 FERELET, IDEFEELRZWV
BT, TR_RTOFRA N AT V27 FO—EE2TELET,

*%:0) URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts

RED RAAL VEITT A A BB T 5T XTOA—1"—=F A FIZET D

URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts?overrideTargetId={target UUID}

IDZ X % GET @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{object UUID}
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PUT hosts

POST hosts

DELETE hosts

PUThosts [

WEDAT V=l MIBITLTXTOF—"=F 4 RZ VAT 5H72DD

URL : /api/fmc config/vl/domain/{domain UUID}/object/hosts/{host UUID}/overrides

FEDRAAL VEIEZT A A EDF TV =27 MBI DA —"—=F 4 FD

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/hosts/{host UUID}?overrideTargetId={target UUID}

MEFR : (A7 Y =2 h~3—Y % (Object Manager) ]

PR Z A7 PUT
B RANET V2 FEEFELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{object UUID}

BEDAT V=7 MBI A== FefEETEHRTI7-00

URL : /api/fmc_config/vl/domain/{domain UUID}/object/fgdns/{parent object UUID}

FERR : [A7 Y =7 b~%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

gsRZ A 7 . POST

W RRE LRI A—FZHEH L THRA N ATV 27 NEAEREITA— =T 1 RLZE
—é—O

URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts
—¥& Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts?bulk=true

MEFR : [ 7Y =27 h~3—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) ]

Pk & A 7 : DELETE
B HEELEARA N ATV VEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{object UUID}

WEDAT V= MIBIT LA == A FEHIRT 720D

URL : / api/fmc_config/vl/domain/{domain UUID}/object/hosts/{cbject UUID}?overrideTargetId={target UUID}
’Jﬂ’\“"c DRA N& I%'JF/%T 572D URL : /api/fmc _config/vl/domain/{domain UUID}/object/hosts/

e : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]
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. GET hostscanpackages

RESTAPINOA TSz b |

GET hostscanpackages

FRZ A7 GET
#BH : HostScan /Xy 7 — B LE ¥, GETIZID 2MEE SN TWRWEESIX, - XTo
HostScan /X 7 — O—E 2 BS L £ 9,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/hostscanpackages

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/hostscanpackages/{objectId}

FEBR : [T /34 A (Device) ]

PUT hostscanpackages

R A7 PUT
Pt FEE L7 ID @ HostScan /N 7 — VA AR L FT,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/hostscanpackages/{objectId}

FERR : [7 /31 A (Devices) |>[7 /34 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]

POST hostscanpackages

Pk & A7 . POST
Wil HostScan /Ny 7r — VA AR L £77,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/hostscanpackages

HERR : [7 731 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

DELETE hostscanpackages

k% A~ . DELETE
FiA : F8E L72 ID @ HostScan /N v 7 — U & HIBR L £,
URL : /api/fmc config/vl/domain/{domainUUID}/object/hostscanpackages/{objectId}

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

GET icmpv4objects

SsRZ A7 GET
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PUT icmpvdobjects .

S FRE L IDICEEMSIT SN TWAICMPVE 7Y =7 2B LET, ID 2 ELR
WBEAIE, TRTOICMPVA A7 hO—EZEELFT,

—¥ @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpviobject

BED K AL L EFIET A R BICBT 5T RTOA— =54 KD

URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmp6objects?overrideTargetId={target UUID

ID (2L % GET ®
URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

WEDAT V=7 MZBIT LT XTOF—"=F 4 F2U R T 570D

URL . /api/fmc _config/vl/domain/{domain UUID}/object/icmp4objects/{icmpv4object UUID}/overrides

FED RAAL FEIEIT AA A EDOF TV 27 NMZBITFHA—"—=F 4 KD

URL : /api/fic config/vl/damain/{damein UUID}/doject/icmpAdojects/ {icmpAdoject UUID) ?overrideTargetId={target UUID}

MEBR . [ 7 V=7 h~F— % (Object Manager) ]

PUT icmpvdobjects

HR K A7 PUT
] ICMPV4 R— b A7 V27 FEETLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

BEDA TV =7 MBI A== FefEETEH+T 5700

URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpvdobjects/{parent object UUID}

MEFR : [ 7Y =27 h~3x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

POST icmpvdobjects

SR ¥ A 7 . POST

] HRE Lo T A= F 2 L TICMPVAR— N A7V = 7 bR ElE 2134 — =T A
FLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects
—*% Post ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpvdobjects?bulk=true

MER : [A7 Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

DELETE icmpv4objects

Bk % (7 : DELETE
SEH  FRE L7 ICMPv4 R— R 2B L,

Cisco Secure Firewall Management Center RESTAPI /A—2 3 2 181 94 w9 R B — b HA K .



. GET icmpv6objects

RESTAPINOA TSz b |

URL : /api/fmc _config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

BEDA TV =7 MIBIT LA == A FZHIlRT 57200

URL : /api/fimc config/vl/domain/{domain UUID}/dbject/icmpvacbjects/ {doject UUID}?overrideTargetId={target UUID}

I _T D ICMPv4 ZHIFRT D720 D

URL . /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/

MEFR : [T Y =2 h~3F—T % (ObjectManager) |>[47 V=7 h~F—T v DEE (Modify
Object Manager) |

GET icmpv6objects

gk H A7 . GET
G EBE L IDICEEMT ONTWAHICMPY6 A7 Y =7 FETELET, IDEZRELLR
WAL, TRTOICMPY6 7Y =7 bO—EEZFIEGEL £7,

—% ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects

FED B AL VETET AL 2 LSBT 5T RTOF—"=F 4 RO

URL . /api/fmc config/vl/domain/{domain UUID}/object/icmp6objects?overrideTargetId={target UUID

IDIZX % GET ®
URL : /api/fmc config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}

BEDA T V=7 MIBIFAZTRTOF—R_R—=F 4 RE VAT 5
URL : /api/frc_config/vl/domain/{domain UUID}/dbject/icmpédbjects/{icmpédbject UUID} ?overrideTargetIc={target UUIDs
BEDRAAL VERIFZT A ALOF TV 27 MZBIFT A4 ——=F 4 KD

URL : /api/fic_config/vl/domain/{domain UUID}/dbject/icmpéabjects/{icmpédbject UUID}?overrideTargetId={target UUID}

MERR : [ 7Y =27 b= — % (Object Manager) ]

PUT icmpv6objects

gk A7 PUT
WLEA  ICMPV6 iR— b AT V=7 FEEFE L ET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpv6objects/{object UUID}

KEDAT V=7 MIBITF A4 —"—F 4 REREFZITERNT 572D URL :

/api/fmc_config/vl/domain/{domain UUID}/object/icmpvé6objects/{parent object UUID}

e : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]

POST icmpv6objects

Bk & A 7 . POST
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DELETE icmpv6objects [

FH HEELE AT A= EHEHA L TICMPV6 R— N 7V =7 FEEREIZA—1N—F 4
FLET,

URL : /api/fmc_config/vl/domain/{domain_ UUID}/object/icmpvéobjects
—4§F Post ® URL . /api/fmc_config/vl/domain/{domain UUID}/object/icmpv6objects?bulk=true

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) |

DELETE icmpv6objects

HR ¥ A7 . DELETE

il FEE L2 ICMPY6 AN— b A7 V=7 FZHIBRL £,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpv6objects/{object UUID}
FEEDA 7= MIBITFHA——F4 REHIBRT 57200

URL : /api/fmc_config/vl/domain/{domain UUID}/cbject/icmpvédojects/ {cbject UUID}zoverrideTargetId={target UUID}

T_TOICMPY6 7V =7 NEBIRT 5700

URL : /api/fmc config/vl/domain/{domain UUID}/object/icmpvéobjects/

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

GET ikevlipsecproposals

gsR& A7 GET

FLEA - FEE L7z ID WS BEEfTHT S 4072 IKEv] IPsec PR R—Y L2 B L 4, GET HOID %
BELLEWESIE., T XTOIKEV]l IPsec 72 R —F N A7V =27 hO—EEEELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ikevlipsecproposals

IDI(ZX % GET ® URL : /api/fmc_config/v1/domain/{domain UUID}/object/ikevlipsecproposals/{
ikevlipsecproposal UUID}

MERR : [ 7Y =2 b~ — % (Object Manager) ]

PUT ikevlipsecproposals

FxRZ A7 PUT
FLEA : FEE L72 ID ICBEAT I H 47 IKEv] IPsec AR —H /LA LEH L £,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikevlipsecproposals/
{ikevlipsecproposal UUID}

MEBR : [A 7Y =7 b~3%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]
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. POST ikevlipsecproposals

POST ikevlipsecproposals
FRH A7 . POST
LA HEE L7z ID ICBEEAf 1) H 4172 IKEV] IPsec 7' R AR —H LA ERR L £ 9,
URL : /api/fmc config/vl/domain/{domain UUID}/object/ikevlipsecproposal

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) |

DELETE ikevlipsecproposals

k% A 7 : DELETE
LB HEE L7z ID ICBEEAT T 7z IKEv] IPsec 7 B AR —H LA HIBR L £,
URL : /api/fmc _config/vl/domain/{domain UUID}/object/ikevlipsecproposals/{ikevlipsecproposal UUID}

FEFR : [ 7Y =27 h~3%—T % (ObjectManager) >[4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

GET ikev1policies
PRk ¥ A7 GET

G BT LR IDICHEEMNTONTWAIKEVI R — 47 V=7 NERELET, GETH
DID ZIEELRWEAIL, T_XTOKEVI R >—FT7 V=7 hO—EEZEBIELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ikevlpolicies

ID IZ X % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}

MeBR . [ 7 V=7 h~F— % (Object Manager) ]

PUT ikev1policies
HRZ A7 PUT
B R L7z ID BT 5 TWAD IKEVI AR v — 47 V=7 hEERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/ikevlipolicies/{ikevlpolicy UUID}

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

POST ikev1policies
SR ¥ A 7 . POST
S FEE L IDICEEMIT SN TWAIKEVI RY > — 37V =7 FEERLET,
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DELETE ikevipolicies [Jj

URL : /api/fmc config/vl/domain/{domain UUID}/object/ikevlpolicies

MEFR : [47 Y =2 b~ —Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) ]

DELETE ikev1policies

Bk K A7 . DELETE
A FRE L7 ID ISR STV A IKEVI AR v — 47 V=7 MEHIBRLET,
URL . /api/fmc_config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}

MEFR : [A7 Y =7 h~F— % (ObjectManager) |>[4 7V =V h~F—T v DEE (Modify
Object Manager) |

GET ikev2ipsecproposals
gRkZ A7 GET

FLEA : FEE L72 ID IS BEAHT D7z IKEV2 IPsec 7 AR—HW L A2HS L £9, GET D ID %
FBELRZWEASIL, T XTOIKEV2IPSec 7o R —H L 7V x7 hO—EZBELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ikev2ipsecproposals/

ID IZ & % GET @
URL . /api/fmc config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

e . [ 7 V=7 h~F— % (Object Manager) ]

PUT ikev2ipsecproposals
ZRZ A7 PUT
DL HRE L7z ID (CBIEAT T H 4172 IKEV2 IPsec #2 8 2B H L £,
URL : /api/fmc config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

MEFR : [ 7Y =2 h~3—T % (ObjectManager) |>[A 7V =7 h~F—T % OEE (Modify
Object Manager) |

POST ikev2ipsecproposals
gk & A7 . POST
A FRE L72 ID I BIEfH T S 47z IKEV2 IPsec 7' R AR —H L &2 AERR L £ 77,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikev2ipsecproposals

HEFR : [ 7Y =27 h~3x—T % (ObjectManager) |>[F 7V =7 h~F—T % ODEE (Modify
Object Manager) |
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. DELETE ikev2ipsecproposals

DELETE ikev2ipsecproposals
k% (7 . DELETE
LA EE L7z ID ICBEA T 7z IKEV2 IPsec 7' AR —H /L ZHIBR L E 7,
URL : /api/fmc config/vl/domain/{domain UUID}/cbject/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) |

GET ikev2policies
gy A7 GET

SR FRELZ IDICEEMITONTWAIKEV2 A7V 27 h2RAELET, GET HOID %
FBELRZWEEAIEZ, T _XTOIKEV2IPSec 2R 47 V=7 hO—BEZXEELE T,

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ikev2polici

ID IZ2 & % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID}

MERR : [A 7Y =7 h~3— % (Object Manager) ]

PUT ikev2policies
BRSZ A7 PUT
L HEE L2 ID ICBEM T DN TS IKEV2 A7 V=7 hEAEHELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID

MElR : [A7 Y =7 b~3%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]

POST ikev2policies
HRkH A7 POST
B FEE L2 IDICBEM T BN TWD IKEV2 A7 Y =7 b &ER L £,
URL : /api/fmc config/vl/domain/{domain UUID}/object/ikev2policies

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

DELETE ikev2policies

gk % (7 . DELETE
S FEE L IDICEEMITONTWAIKE 7727 FEHIRLET,
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GET interfacegroups .

URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID

MEFR : [47 Y =2 b~ —Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) |

GET interfacegroups
PRkA A7 GET

S EELZDICHEEMNIT O TWASL L Z—T oA A TN —TF F 7= NG L E
T, GETHDID ZFEE L2WEAIE, T XTCDOA v Z—T 2 A ITN—TFT V=7 hD—
BEEARAELET,

“%ga)IJRL/Z/api/fmc_config/vl/domain/{domain_UUID}/object/interfacegroups

RED RAAL VEITT A 2 RIZB T 5T XTOE—1"—=F A KD

URL : /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups?overrideTargetId={target UUID}

IDIZ2X % GET ©
URL : /api/fmc config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

WEDATV =/ MTBITLTRXTOA—"=F 4 R&Z Y X 5

URL . /api/fmc config/vl/domain/{domain UUID}/object/interfacegroups/{interfacegroups UUID}/overrides

HBEDRAAL VEFIZITAAALEOF T 27 MEBITHA—S—F 4 RO URL :

/api/fmc config/vl/damain/ {damainUUID} /cbject/interfacegroups/ {interfacegroups UUID} ?overrideTargetIc={target UUID}

FeBR . [ 7 V=7 h~F— % (Object Manager) |

PUT interfacegroups

gk 2 A7 . PUT
S EELZIDICHEEMIT O TWAS v Z—T oA A TN—TF F 7= NEEE L E
bé‘o

URL : /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

BEDA T V=l MIBIFOA—""—TF 14 REREFEIIEFIT L7200 URL :

/api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{parent object UUID}

MERR : [A 7Y =7 h~F%—T % (ObjectManager) >[4 7 Y=/ h~F—Y v DEFE (Modify
Object Manager) |

POST interfacegroups
Hk & A 7 . POST

G EELEIDICHEM T ONTWAL LV F—T oA AT N—T 377 M EEREB &
OB —N"—F 14 FLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups
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RESTAPINOA TSz b |
. DELETE interfacegroups

—4$F Post ® URL ! /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups?bulk=true

FEFR : [47 Y =2 h~3—Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE interfacegroups

¥k % A7 . DELETE

S EELZIDICHEEMIT O TWAL v Z—T oA A TN —TF F 7= FNEHIR L E
-éAO

URL : /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

BEDAT Y=l v
URL : /api/fmc config/vl/domain/{damain UUID}/cbject/interfacegroups/{dbject UUID}?overrideTargetIc={target UUID}

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

GET interfaceobjects
HRZ AT GET

B X2 )T S A H =T 2 A R T N—TDEFDOT RO H—T = A A
FT7 27 FOY R NERELET,

—& ® URL ! /api/fmc_config/vl/domain/{domain UUID}/object/interfaceobjects

BEDORAALERIZTFTAA XA EOTRTOF—1R—F 4 RD

URL : /api/fmc_config/vl/domain/{domain UUID}/cbject/interfacecbjects?overrideTargetId={target UUID}

ID (24X % GET @ URL :

/api/fmc_config/vl/domain/{domain UUID}/object/interfaceobjects/{object UUID}

BEDAT V=7 MBI LT XTOA—N"=F 4 F2U A T5

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/interfaceobjects/{interfacechjects UUID}/overrides

BEDORAALVEFIZITAA A LOF TV 27 MeBIT A4 —/"—F 4 RO URL :

/api/fe config/vl/damain/{damain UJID}/dbject/interfacedbjects/ {interfacedojects UWID}2overrideTarget Io={target UUID}

MERR : [A 7Y =7 h~3—T % (Object Manager) ]

GET internalcas
sk H A7 GET

TR B L7 ID ICBEMT SN TV ANER CA RS LET, ID Z2HRE LR WEESIE, T
SRTONE CA D—EEZFELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/internalcas
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PUT internalcas .

IDIZX % GET ®
URL : /api/fmc config/vl/domain/{domainUUID}/object/internalcas/{object UUID}

MERR @ [7 734 A (Devices) |> [fEH]E (Certificates) |

PUT internalcas
PRZ A7 PUT
ALl FRE L7 ID ICREERT T 5TV DN CA K L £9,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/internalcas/{objectId}

FEMR : [7 /34 A (Devices) |>[fEBZE (Certificates) > [REBIEOZEHE (Modify Certificates) |

POST internalcas
PRk A7 . POST
ARET N CA ZERC L 7,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/internalcas

FERR : [T /34 A (Devices) 1> [7iEBHE (Certificates) ]> [FEBHEDZEE (Modify Certificates) ]

DELETE internalcas

k% A7 . DELETE
A FEE L7z ID ICBhEAHT STV D INES CA ZHIBR L £97,
URL : /api/fmc config/vl/domain/{domainUUID}/object/internalcas/{objectId}

MEBR : [T /31 A (Devices) ]>[AEBAZE (Certificates) ]> [REBAZEDZAHE (Modify Certificates) ]

GET internalcertgroups
FRZ A7 GET
M T RTONEEAES VT O EE2BE L7,
URL : /api/fmc config/vl/domain/{domainUUID}/object/internalcertgroups

FeBR : [ 7 V=2 h~F— % (Object Manager) |

GET internalcertificates
BRHZ A7 GET

BT« HEIE L7z IDACBIIEAT 1F BT 2 NIRGE & U L9, ID 2R LRV Ea1E,
TANTONHGEREO a2 FLET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/internalcertificates
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. PUT internalcertificates

ID 2 X% GET @
URL . /api/fmc_config/vl/domain/{domainUUID}/object/internalcertificates/{object UUID}

MERR @ [7 731 A (Devices) |> [fEH]ZE (Certificates) |

PUT internalcertificates
PRZ A7 PUT
B HEE L7 ID ICBIEAT I DTV D NEREIEZ 8 L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/internalcertificates/{objectId}

HEMR : [7 734 A (Devices) |>[fEBZE (Certificates) > [REBIEDOZEHE (Modify Certificates) ]

POST internalcertificates
FRZ A 7 POST
Al NHERRERTE 2 AER L 97,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/internalcertificates

FERR : [T /34 A (Devices) 1> [fiEBHE (Certificates) ]> [FEBHEDZEE (Modify Certificates) ]

DELETE internalcertificates

k% A~ . DELETE
i FRE L7 IDCBhEAM T DTV D NERRE E 2 HIFR L £,
URL : /api/fmc config/vl/domain/{domainUUID}/object/internalcertificates/{objectId}

HEBR : [T 731 A (Devices) ]>[AEBAZE (Certificates) ]> [REBAZEDZAHE (Modify Certificates) ]

GET intrusionrulegroups
FoRZ A7 . GET
At : Snort3 RAN— LI N—T % LET, ID ZHHE LRWYGEIL. §XTO Snort3 2
A= TN —TFDO—EE2 S L £,
URL : /api/fmc config/vl/domain/{domainUUID}/object/intrusionrulegroups

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/intrusionrulegroups/{objectId}

FERR - [R Y 2 — (Policies) |1>[7 7 &= ha—/b (Access Control) ]>[BAKRY 2 —
(Intrusion Policy) ]

T A4NE ) TIERRER T A—H fEDOFEX BIHSFEETe) : filter=name:Browser,
filter=name:Browser/Firefox. filter=showonlyparents:true, filter=showonlyparents:false.
filter=issystemdefined:true % 7213 issystemdefined:false,
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PUT intrusionrulegroups .

PUT intrusionrulegroups

POST Intrusion

HORZ A7 PUT
A FRE SN2 ID 2 FFO Snort3 RANL— VT N— T HETLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/intrusionrulegroups/{objectId}

HEBR : [R U ~— (Policies) 1>[7 7 &A= hu—/b (Access Control) ]>[{ZARY I —
(Intrusion Policy) 1> [ AR U > —DZF (Modify Intrusion Policy) ]

Rule Groups
HR ¥ A 7 POST

P HBE LN T A—Z 2 L TSnort3 IR ANV— VT N—T B E T iZA— =T 1
L/iﬁ—o

URL . /api/fmc_config/vl/domain/{domainUUID}/object/intrusionrulegroups

HERR : [N U v — (Policies) ]>[7 7 A= Fr—/L (Access Control) |>[{EARY I —
(Intrusion Policy) 1> [R AR Y > —DZHE (Modify Intrusion Policy) ]

DELETE Intrusion Rule Groups

gk % A7 : DELETE
B HEE &7 Snort3 R AL— LTV —T EHIBR L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/intrusionrulegroups/{objectId}

FEMR : [N U — (Policies) ]1>[7 7 &A=z hr—/ (Access Control) ]>[Z AR 2 —
(Intrusion Policy) 1> [{ZF AR U > —DZEH (Modify Intrusion Policy) ]

GET intrusionrules

gsR& A7 GET

A FRE &7 Snort3 L— L EHUG L E T, ID ZHEE LeWEEETE. 73T Snort3 /L—
NO—EEEELET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/intrusionrules

ID 12X % GETD
URL . /api/fmc_config/vl/domain/{domainUUID}/object/intrusionrules/{objectId}

MERR : [ARY 2 — (Policies) 1>[7 27 & A= hr—/L (Access Control) ]>[BFARY 2 —
(Intrusion Policy) ]

TANE) TIFEHTEDLNRTA—H
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. PUT intrusionrules

ilter=gid:123 OR filter=sid:123 OR filter=gid:123;sid:456 OR filter=overrides:true OR
filter=overrides:true;ipspolicy:UUID1,UUID2,UUID3 OR filter=fts:123. ipspolicy 137 >~ X ] Y D
Snort3 {2 AR Y 2 — UUID T,

PUT intrusionrules
FR X A7 PUT
R FRE &2 ID T Snort3 L— L EZMERRE T ITEF L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/intrusionrules

ID (2 X% PUTD
URL ! /api/fmc config/vl/domain/{domainUUID}/object/intrusionrules/{objectID}

FERR : [R U 2 — (Policies) 1>[7 7 &A= hr—/ (Access Control) ]>[RARY I —
(Intrusion Policy) 1> [RANR U > —DZH (Modify Intrusion Policy) ]

POST intrusionrules
ZRZ A 7 . POST
P HRE L7 %T A— 2 & LT Snort3 L— L A VERE I IZ A — =T A RLE T,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/intrusionrules

MEMR : [R U — (Policies) ]>[7 7 &A= hu—/L (Access Control) ]>[RAR Y 2 —
(Intrusion Policy) 1> [fR AR Y > —@DZH  (Modify Intrusion Policy) ]

DELETE intrusionrules

kA A7 . DELETE
B - F8E L 7= Snort3 /L— L& HIBR L9,
URL : /api/fmc config/vl/domain/{domainUUID}/object/intrusionrules/{objectId}

HERR : [N U ~— (Policies) ]>[7 7 A= hr—/L (Access Control) ]>[{ZARY I —
(Intrusion Policy) ]>[RAKRY v —dDZEHE (Modify Intrusion Policy) ]

GET ipv4addresspools
k& A7 GET

S HEELZIDICEEMTONTWA P T RLAS— VATV =7 FERELET,
GETIZIDMEE SN TV RWERIT, T _XTDIPVET RL AT — VATV =7 hO—EZ
BLET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/ipv4addresspools

H—rN—F A RO

URL : /api/fmc config/vl/domain/{domainUUID}/object/ipv4addresspools/{containerUUID}/overrides
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PUT ipv4addresspools .

IDIZX % GET ®
URL : /api/fmc _config/vl/domain/{domainUUID}/object/ipvdaddresspools/{objectId}

PR : [ 7 V=2 h~F— % (Object Manager) |

TANEZ Y T RFIRER /N T A—% . REHAOA 7T V=7 N ERET H5E1E
’—unusedOnly: truel . % ﬁﬁ & 1@@@%%*@?@'@4 51957{5\(1 |—nau“neOrValue: {nameOrValue} | & /ff‘ﬂﬁ
AT THEALET,

PUT ipv4addresspools

R A7 PUT
B HEE L7 ID ICBEAHT B TWD IPVE 7 KL AT — AT Ve 7 NEERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipv4addresspools/{objectId}

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DZEE (Modify
Object Manager) ]

POST ipvdaddresspools

HRk X A 7 . POST
B IPv4 7 KL A F—L A7V =7 P ERIER LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipviaddresspools

MEFR : [ 7Y =2 h~3%—U % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE ipv4addresspools

#k ¥ (7 : DELETE
S FRE L7 IDICBEMIT SN TWD IPVE T RL AT — AT V=7 EHIBRLET,
URL . /api/fmc_config/vl/domain/{domainUUID}/object/ipv4addresspools/{objectId}

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DEE (Modify
Object Manager) |

GET ipvb6addresspools

SR 2 A 7 0 GET

G EEE L IDICEEMTONTWAIPVG T RLAF— 37V r FETELET,
GETIZID BEEEN TWARWEAIL, T R_XTOIPv6 T RL AT — 47V =7 hO—ELHL
BLET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/ipv6addresspools
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. PUT ipv6addresspools

RESTAPINOA TSz b |

FR—=T 4 RO
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipvéaddresspools/{containerUUID}/overrides

IDIZX % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipvéaddresspools/{objectId}

MEFR : (A7 Y =2 b~ —Y % (Object Manager) ]
TANEY TR WRER R T A—F  REAOAT V=7 b BT 2561

(unusedOnly:trueJ N %ﬁﬁ&’f[ﬁ@ﬁﬁﬁ%*ﬁ?ﬁ?#é%éfﬁ rnameOr\/alue:{nameOrValue}J k;ﬁﬂ%‘
AOETHEHLET,

PUT ipv6addresspools

gk & A7 PUT
B HEE L72 ID ICBEAHT B TWD IPV6 7 KL AT — AT V7 NEERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipv6addresspools/{objectId}

ER : [A7 Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

POST ipv6addresspools

R % A7 . POST
B IPV6 7 RLAS— ATV = s NEERRLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/ipvéaddresspools

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

DELETE ipvb6addresspools

Bk & A 7 . DELETE
A FRE L7 IDICBEMIT SR TWD IPV6 7 RL AT — AT V=7 M EHIBRLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipv6addresspools/{objectId}

MEFR : [A7 Y =7 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) |

GET ipvdprefixlists

sk H A7 GET

G FEE L IDICEEMITONTWAIPVA S L7 4 v 7 AU A NEERELET, IDEIEE
L7aWEA I, T _XTOIPYE L7 4 v 7 A A NERELET,
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PUT ipvaprefixlists [}

URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipvéprefixlists

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipviprefixlists/{objectId}

FEBR : [ 7 V= h~F— % (Object Manager) |

PUT ipvaprefixlists
PR E A7 PUT
B HE L7 ID ICBET B TW D IPVA T LT o v Z A A RN EEELET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipvdprefixlists/{objectId}

MEFR : [T Y =2 h~F—T % (ObjectManager) |>[4 7V =/ h~3—T v DEE (Modify
Object Manager) |

POST ipvaprefixlists
ZRZ A 7 . POST
D IPva VT oy 7 A A M EAERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipviprefixlists

el : [A7 Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F%—T ¥ DEHE (Modify
Object Manager) ]

DELETE ipvaprefixlists

k% A~ . DELETE
B HRE L ID ISR SN TWDIPVE T LT v 7 AU A M EHIBRLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/ipviprefixlists/{objectId}

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T % OEE (Modify
Object Manager) ]

GET ipv6prefixlists
FRk& A7 GET

S FEE L IDICEEEM TN TWAIPV6e L7 v 7 AV X ME2EELET, IDEZIET
L7aWEEAIE, 7 _XCOIPV6 L7 4 v 7 AV A MNEERELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipvéprefixlists

ID IZ2 XL % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipvéprefixlists/{objectId}

MEFR : [A7 V=2 h~F—Y+x (Object Manager) ]
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[l rutipveprefixiists

RESTAPINOA TSz b |

PUT ipv6prefixlists

HoR X A7 PUT
B FRE L2 IDICBEM T DN TWD IPVe T LT 4 v 7 AU A M EERELET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/ipvéprefixlists/{objectId}

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) |

POST ipvé6prefixlists

HR ¥ A 7 POST
B IPV6 LT 4y 7 AV A REAER L E T,
URL . /api/fmc_config/vl/domain/{domainUUID}/object/ipvéprefixlists

FEFR : [ 7Y =27 h~3%—T % (ObjectManager) >[4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

DELETE ipv6prefixlists

R ¥ A7 . DELETE
il FEE L7 ID BT 65 TWD IPve L7 o v 7 2D X M ZHIBRL £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ipvéprefixlists/{objectId}

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

GET isesecuritygrouptags

GET keychain

gsR& A7 GET

SR ELZID A OISEY X2 VT 4 INV—T 27 727 NeBELET, ID &
BELRWEARIE, X TOISEYX=2 VT 4 INV—T X7 3727 bO—E2EELE
—é—O

URL : /api/fmc config/vl/domain/{domain_ UUID}/object/isesecuritygrouptags

ID i2& % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/isesecuritygrouptags/{object UUID}

PR . [ 7 V=2 b~ — % (Object Manager) |

SR ¥ A7 GET
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PUT keychain ]

S HEELZIDDICHEEMT O TWAF—TF =—0 37V =7 FEBELET, GETHD
IDZEELLVWEASIE. T RTCOXF—Fz—> A7V FOo—EE2FELET,

—& ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/keychains

ID i2& % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

BEDA T2l hOTRXRTCOL—"—F A K2 AT HURL, 7Y =7 bIDPHFES
NTORWEAIE, TRTOXF—F 2 —r A7V MRFFENE

77, /api/fmc_config/vl/domain/{domain UUID}/object/keychains/{keychains UUID}/overrides/{objectId}

KED RAL L ETETNA A LEOT R TOA—/3—F 4 KD URL :
/api/fmc_config/vl/domain/{domain UUID}/object/keychains?overrideTargetId={target UUID}

FED RAAL FEIEIT AA A EDOF TV 27 NMZBITFHA—"—=F 4 KD

URL : /api/fmc config/vl/domain/{domain UUID}/dbject/keychains/{keychain UUID}?overrideTargetId={target UUID}

\)

PUT keychain

GE¥) #—% v FUUIDIE, FAA U F21ET /54 2D UUID T,

MERR : [4 7Y =7 F~3— % (Object Manager) ]

R Z A7 PUT
B RELEIDIEEM TN TS —F =2—0 A7V NEERLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

FBEDA TV =7 MIBIT A== FefmEETEHT 500

URL : /api/fmc config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

PR . [A 7Y =7 h~F— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) |

POST keychain

gk 2 A 7 . POST

T BELIEANTIA—ZEEM L TR —F == A7 V=7 FERAFREITA = =T A
F‘Liﬁ‘o

URL : /api/fmc_config/vl/domain/{domain UUID}/object/keychains

—%E Post ® URL :

/api/fmc_config/vl/domain/{domain UUID}/object/keychains?bulk=true

WEDAT V=V MBI LA —1"—=T A R/l %

URL : /api/fmc_config/vl/domain/{domain UUID}/object/keychains
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[ DELETE keychain

FB X —F =0 ATV POERFICA —N—=F f RNHRTEINRD- 725613, RO LD
2720 F9,

1. PUTZEALT, ¥F—F=z—0 A7 V=7 FOA—R_"—F 4 R7137 4% [true] ITH
HLET,

2. ¥—Fxz—r F 7=V FOPOST A——F 4 REEHRLET,

MEFR : [ 7Y =27 h~3—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

DELETE keychain
gixk4 A7 . DELETE
D HRE L2 ID ICEEMS T bR TV AR —F =— A7 V=7 FEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

WEDA TV =7 MIBIT LA —"=F 4 FEHIRT 57200

URL : /api/ fme config/vl/domain/{domain UUID}/cbject/keychains/{keychain UUID}?overrideTargetId={target UUID}

\)

GE¥) #—4 o FUUIDIZ. RAA U E72ITT /314 A2D UUID T9,

MEFR : [ 7Y =7 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) |

GET localrealmusers
gRZ A7 GET

SR FEE L IDICEEM TR TCWAr—h L LA 2= —F TV FERELE
T, IDEEELRWESIE., ¥ Tor—H L LA a—F—FT V=7 ho—EEEEL
F9,

URL : /api/fmc _config/vl/domain/{domainUUID}/object/localrealmusers

ID IZX % GET ©
URL : /api/fmc_config/vl/domain/{domainUUID}/object/localrealmusers/{objectId}

FEBR : [> AT L (System) ]>[#4& (Integration) ]>[L /LA (Realms) ]

TANE Y TIHHARIREIR R T A—H LV A Ta—H—% T 4 VZ ) 7T 5T,
realm: {realmuuID} ZfEH L E£9, :L‘_“H_‘—’J{Zuﬁﬁf7/]’/1/§ U 74 A21%. name: {name} &
FEHLET,
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PUT localrealmusers .

PUT localrealmusers
HRZ A7 PUT
B HELEID Ao — AL LA a—H—F TV FEEFELET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/localrealmusers/{objectId}

FEBR : [T AT A (System) ]>[#4& (Integration) ]>[L /LA (Realms) ]>[L /L ADEHE
(Modify Realms) ]

POST localrealmusers
Bk Z A 7 : POST

S FEELT NG A A AEFHL e — A LA a—P—F T N EERE T4 —
ST RLET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/localrealmusers

MERR : [ AT & (System) ]>[#i# (Integration) ]>[L /LA (Realms) ]>[L/VADER
(Modify Realms) ]

POST localrealmusers
gk % (7 : DELETE
M B L=V LV AA T Vs FEHIRLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/localrealmusers/{objectId}

MEBR : [A7 Y =7 b~3%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

GET mappings

gsR& A7 GET
HEHHE L IDICEEMN TN TWAR AT I v A7V =20 b~ BT E2ESLE
‘é‘o

URL : /api/fmc_config/vl/domain/{domainUUID}/object/dynamicobjects/{objectIdOrName}/mappings

PR : [ 7 V=2 h~F— % (Object Manager) |

PUT mappings
ZRZ A7 PUT
B HEE L7 ID BB DRSS TRy s AT V=0 b vy LT EEILET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/dynamicobjects/{objectId}/mappings
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RESTAPINOA TSz b |
. DELETE mappings

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE mappings

Bk % A 7 : DELETE

] HEE L D ICEEMITONTWDEF AT Iy 7 V27 b vy B 7 ZHIBRLE
j—O

URL : /api/fmc_config/vl/domain/{domainUUID}/object/dynamicobjects/{objectId}/mappings

TANZ ) TR TE DT A—=HF

INTA—7H (]

ID Z#ffoA47 Y=/ |"ids:idl, id2,..."

N

RFEFR DAY~/ |"unusedonly:true”

N

WDOETIHE A4, | "nameStartsWith: {name-pattern}"
i

T—Y 2 MID: "agentId: {Agent ID}"

MEFR : [ 7Y =7 h~3F— % (ObjectManager) |>[4 7 V=7 h~F—T v DEE (Modify
Object Manager) |

GET networkaddresses
Bk A7 . GET
HHH Xy NU—Z LRANDOTRTCOF T V=7 hO—EE2TELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/networkaddresses
RERDAT V=7 bOBEY AT S

URL : /api/fmc config/vl/domain/{domain UUID}/object/networkaddresses?filter=unusedOnly:true
HATETITETHRET 572000

URL : /api/fmc config/vl/domain/{domain UUID}/object/networkaddresses?filter=nameOrvValue: {name or value}

FeBR . [ 7 V=2 h~F— % (Object Manager) |

GET networkgroups
ZRZ A7 GET

S HEELLEDDICEEMTONTWDI Ry NIV =2 INV—TF FT7 V=7 PG LET,
ID ZHELZWEAIE, TXTCORy hUV—2 V=T 47 V=7 hO—BEERELET,
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PUT networkgroups .

—& ® URL ! /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups

REED RAAL VETIIT A A LOTRTOF—R—=F A4 KD

URL : /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups?overrideTargetId={target UUID}

ID i2& % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

BEDA TV =7 MIBIT LT XTOA—N"=F 4 F2U A T5

URL : /api/fmc _config/vl/domain/{domain UUID}/object/networkgroups/ {networkgroups UUID}/overrides

BEED RAAL VERIIT A ALOFT V27 NMZBTF D4 —/"—F 4 FD
URL : /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{networkgroups
_UUID}?overrideTargetId={target UUID}

HEFR : (A7 Y =2 h~3—Y+x (Object Manager) ]

PUT networkgroups

HoR X A7 PUT
W Ry NI I N—T R EELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

FEDAT V=7 MIBT 24— =T 4 NefRE /I3 EHT 572D URL :
/api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{parent object UUID}

MEFR : [ 7Y =2 h~3—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) ]

POST networkgroups

gk 2 A 7 . POST

] HE LN T A= 2L TRy N =7 TN—T % ElE 2134 — =514 FL &
ﬁAO

URL : /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups
‘*ﬁEPOStO)IJRl,Z/api/fmc_config/vl/domain/{domain_UUID}/object/networkgroups?bulk:true

MERR : [A 7Y =7 h~F%—T % (ObjectManager) >[4 7 Y=/ h~F—T v DEHE (Modify
Object Manager) |

DELETE networkgroups

Bk % 4 7 : DELETE
G EELEX Y NU—7 T —THHIRL £,

URL : /api/fmc config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}
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. GET networks

GET networks

PUT networks

POST networks

RESTAPINOA TSz b |

BEDAT V=7 MIBITDA—1"—F 14 REHIRT S

URL : /api/fmc config/vl/domain/{domain UUID}/dbject/networkgroups/ {doject UUID}?overrideTargetId={target UUID}
TRTCOR Y T =7 T N—T%HIRT 5

URL : /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

FRH A7 GET

W HEE L2 IDICBEMIT o TWD Ry N =2 A7 V=7 FETGLET, IDEZIEE
LRWGAIE, TXTOXY NI —2 47 V=7 bO—EEEHRLET,

*%:0) URL : /api/fmc_config/vl/domain/{domain UUID}/object/networks

KD KA AL FETIITRA A EIZBIT AT _RTOA—R—=F 4 KD

URL : /api/fmc config/vl/domain/{domain UUID}/object/networks?overrideTargetId={target UUID}

ID IZ& % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/networks/{object UUID}

WEDAT V= MTBITLTRXTOA—"—=F 4 R&2 Y X T 5

URL : /api/fmc_config/vl/domain/{domain UUID}/object/networks/{network UUID}/overrides

FiED RAA VETLEIT A A LOFT V=7 MZBIT LA ——=F A KD

URL : /api/fmc config/vl/domain/{domain UUID}/object/networks/{network UUID}?overrideTargetId={target UUID}

FEBR : [ 7 V=7 b~ — % (Object Manager) |

PR Z A7 PUT
B Ry NI ATV FEERLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/networks/{object UUID}

WEDAT V=7 MIBIT A== FeiREELITERT L7200

URL : /api/fmc_config/vl/domain/{domain UUID}/object/networks/{parent object UUID}

e : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]

Bk & A 7 . POST

M HRE LI T A—Z B L TRy NV—0 TV 27 FEERETIZA— =T A K
L/\i‘é—O
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DELETE networks [JJ}

URL : /api/fmc config/vl/domain/{domain UUID}/object/networks
—‘fﬁ Post @ URL . /api/fmc _config/vl/domain/{domain UUID}/object/networks?bulk=true

MERR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A 7V =7 h~F—T % DOEE (Modify
Object Manager) |

DELETE networks

GET ntpservers

PUT ntpservers

Bk & A 7 . DELETE
B EELERY NU—2 ATV FEAIBRLET,
URL : /api/fmc config/vl/domain/{domain UUID}/obJject/networks/{object UUID}

BEDAT V=7 MBI LA —1"—F 4 Rl 2

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/networks/{object UUID}?overrideTargetId={target UUID}

FRTOR Y FU—7 EHIRT S

URL : /api/fmc_config/vl/domain/{domain UUID}/object/networks/

MER : [A7 Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

gR& A7 GET

S FRE L ID ICBEM T O TWA NTP —R_"—F 7V 7 VS LE9, GETIC
ID BMEEESNTOWARWVESIE. T _XTODNS b —R_R— I —7 47V =7 bO—E L2 G
Li‘g—o

URL ! /api/fmc_config/vl/domain/{domainUUID}/object/ntpservers

ID I2 &% GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ntpservers/{object UUID}

MERR : [A7 Y =2 b~ — % (Object Manager) ]

BRAZ A7 PUT
W HEELEA T Y2 ENTP =" —FT7 V=7 FEEHELET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ntpservers/{objectId}

MEBR : [A7 Y =7 b~3%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]
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. POST ntpservers

POST ntpservers
FRH A7 . POST
B NTP —_—F7 =7 MEERLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/ntpservers

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) |

DELETE ntpservers

k% A 7 : DELETE
LB HEE L7 ID ICBEEMT BTV D NTP =" —F 7 V= 7 FEHIBRLET,
URL . /api/fmc_config/vl/domain/{domainUUID}/object/ntpservers/{objectId}

FEFR : [ 7Y =27 h~3%—T % (ObjectManager) >[4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

POST overlaps
PRk A7 . POST
G A== TF T F T2 7 NEERRL £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/operational/overlaps

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

GET packettracerpcaplist
HRZ AT GET
B RRICT vy T e — RENTEEATTRTDOPCAP 7 7 A L EEAGF L E T,
URL : /api/fmc config/vl/domain/{domainUUID}/object/packettracerpcaplist

FERR : [T /34 A (Devices) |>[FT7 7NV a—F 47 (Troubleshoot) 1>[/37 v F&x+ 7
F % (Packet Capture) ]

POST packettracerpcapupload
gk & A7 . POST
P Xy R R L—H B PCAP 77 A NVEA VR — R LET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/packettracerpcapupload
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GET policy lists [JJj}

FERR : [T /34 A (Devices) 1>[ 7 7NV a2—F 47 (Troubleshoot) 1>[/37 v F&x+ 7
T (Packet Capture) ]>[/X7 > FF ¥ 7 F ¥ DETE (Modify Packet Capture) ]

GET policy lists
gy A7 GET

S HEELZIDICEEMTONTWAERY —U 2 FE2RELET, IDZHEELRWEES
X, TR_XTORY —U X FERELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/policylists
[JRl‘fbr(}Ejﬂby:H)Z/api/fmciconfig/vl/domain/{domainUUID}/object/policylists/{objectld}

FeBR : [ 7 V=7 b~ — % (Object Manager) |

PUT policylists
FRk& A7 PUT
B FEE L7 IDICEEMIT BN TVnDEARY o— U X b EEE LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/policylists/{objectId}

FEFR : [A 7Y =2 h~%— % (Object Manager) >[4 7V =7 hDOEHE (Modify Object) ]

POST policylists
k2 A7 POST
P ARV =Y R NEERLET,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/policylists

e . [ 7 V=7 F~F— % (Object Manager) [>[47 V=7 FDEE (Modify Object) ]

DELETE policylists

k% A~ . DELETE
S HRELZIDICEEMN TN TWARY —F TV FEHIBRLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/policylists/{objectId}

PR : [ 7 V=7 h~F—T % (ObjectManager) [>[4 7 V=7 FDEE (Modify Object) ]

GET portobjectgroups
FRA A7 GET
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. PUT portobjectgroups

RESTAPINOA TSz b |

BB BEELEEIDICEEMTONTWAR— N ATV N IN—T ATV NS
LET, DEHFEELAVERIT. T R_XCOR— N F T2 N IIN—T FT V=7 FO—&
ERELET,

—® @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups

FED RAA U ETIZT AR RIZBITHTRXTOA—N—=F 4 KD

URL : /api/ fme config/vl/domain/{domain UUID}/object/portobjectgroups?overrideTargetId={target UUID}

ID IZ2& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

WEDOAT V=l MTBITLTRXTOA—"—=F 4 N2V X 5

URL : /api/ fme_config/vl/domain/{domain UUID}/object/portobjectgroups/{portobjectgroup UUID}/overrid

FEED RAA VELFIT A A LOAFT V=7 MZBIFHA—3—F A RO URL :

api/fimc_config/vl/domain/ {domain UUID}/dbject/portaojectgroups/ {portaojectgroup UUID} 2overrideTargetId={target UUID}

KEFAOA TV NOLO—E R 7T

URL : /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups?filter=unusedOnly:true

ZETETIIETHREBET D200

URL : /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups?filter=nameOrvalue: {name or value}

FEBR : [ 7 V=2 h~F— % (Object Manager) |

PUT portobjectgroups

R A7 PUT
G AR—= ATV N TN—TEERLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

BEDAT V=7 MIBITHA— "= FefEETEHTLH7-00

URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{parent object UUID}

MEFR : [47 Y =2 b~3F—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEH (Modify
Object Manager) ]

POST portobjectgroups

gisk& A 7 : POST

S BELIENRNTGRA =B L TCR— N 3TV N INV—T B E 2T A — R —F
A4 FLET,

URL : /api/fmc _config/vl/domain/{domain UUID}/object/portobjectgroups
—¥& Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups?bulk=true

MEFR : [ 7Y =2 h~3%—U % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]
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DELETE portobjectgroups .

DELETE portobjectgroups

GET ports

k% A7 . DELETE
FH CHEELEAR— N ATV N AT EHIBRLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

BEDA TV =7 MIBIT LA == 1 FEHIRT 57200

URL : /api/fc config/vl/damain/{damain UUID}/doject/portabjectgroups/ {dbject UUID} 2overrideTargetId={target UUID}

TRTCOR—= I FT V=7 VT N—TZHIBRT 5

URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/

MEFR : [ 7Y =27 h~3x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ OEE (Modify
Object Manager) |

PRk » A7 . GET
BT RTOR— N ATV FO—BERSLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ports

KREAOAT V=7 NOBRO—EH R

URL : /api/fmc_config/vl/domain/{domain UUID}/object/ports?filter=unusedOnly:true

AETE I TRR T 27200

URL : /api/fmc config/vl/domain/{domain UUID}/object/ports?filter=nameOrvValue: {name or value}

FeBR . [ 7 V=7 h~F— % (Object Manager) ]

GET protocolportobjects

HORHZ A7 GET

B fEE L7 ID IS T b TWAS T r haLt A= A7 V=7 FEBSFLET, ID
FRELRVEAE, T_TO7r hal R—h 37 V=27 bo—E2BELET,
*%0) URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects

FeED RAA VETEIT A A LICBIT 2T _XTOA—"—=F 4 RD

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/protocolportabiects?overrideTargetId={target UUID}

ID IZ2 &% GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

WEDOAT V=l MTBITLTRXTOFA—"—=F 4 N2V X 5

URL : /api/ fre config/vl/domain/{domain UUID}/object/protocolportabjects/ {protocolportobject UUID}/overrides

BEDRAAL VFEIITNRA A LEDOAT V27 MIBITHA——=F 4 KD
URL : /api/ fire aonfig/vl/davein/ {darain UJID}/doject/protocolportdsjects/ {protoaolportdoject. WID} 2overrideTargetId={target UJID}
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. PUT protocolportobjects

RESTAPINOA TSz b |

MEMR : [A7 V=7 b~%—Y % (Object Manager) ]

PUT protocolportobjects

FR X A7 PUT
B T bl K b AT Vs FEEELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

FrEDAT V=7 MIBIT DA —"=T A FaefEETHEHF+T57-00

URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{parent object UUID}

MEFR : [A7 Y =2 h~F— % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) |

POST protocolportobjects

gk # A 7 : POST
S FRELIERTGA— AR LT e hal R— s 7 V=7 NEAERE T4 — /3 —
74 RFLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects

—¥& Post D

URL : /api/fmc _config/vl/domain/{domain UUID}/object/protocolportobjects?bulk=tru

FEFR : [47 Y =2 b~ —Y % (ObjectManager) |>[47 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE protocolportobjects

#k ¥ (7 : DELETE

FHCBELEYe har AR— b ATV FEHIBRLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}
BEDE TV =7 MIBITLA—"—T A FZHIBRT 2

URL : /api/finc config/vl/davain/{darain UUID}/doject/protocolportabiects/ {dboject UUID} ?overrideTargetId={target UUID

T_RCHOT e haviR—h A7V FEHIRT S

URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

GET radiusservergroups

gsR& A7 GET
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PUT radiusservergroups .

A FEE L7 ID ICBEMHT STV D Radius —N— 7 —7 2 BS L£9, GETIZ ID
PIEEEINTORWEAIE, 3TCo Radius Vr—X— FNV—TF 47 V=7 hO—EETEL
F9,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/radiusservergroups

DIZ &% GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/radiusservergroups/{objectId}

MERR - [ 7Y =27 b~ — % (Object Manager) ]

TANE Y CTIMEHATRER N T A =& REHOAT V=7 NERFET H5EIE
(unusedOnly true] . %Hle’fﬁ@ﬁﬁﬁ%*ﬁ;ﬁj—éiE/\ X rnameOr\/’alue:{nameOrValue ] k;f‘ﬂ%‘
BOETHEALET,

PUT radiusservergroups

HORZ A7 PUT
WA FEE L7z ID ICBEAHT 5TV D Radius —N— 27— T 2 AT L ET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/radiusservergroups/{objectId}

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

POST radiusservergroups

HR ¥ A 7 POST
A : Radius Y —"— 27 L —TEER L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/radiusservergroups

FEFR : [ 7Y =27 h~3%—T % (ObjectManager) |>[AF 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

DELETE radiusservergroups

GET ranges

Bk % A~ . DELETE
St - BB L7 ID ICEESHT BT A Radius — =7 L —7 % HIBR L £,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/radiusservergroups/{objectId}

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~v3—T v DEE (Modify
Object Manager) ]

gsR& A7 GET
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. PUT ranges

PUT ranges

POST ranges

DELETE ranges

RESTAPINOA TSz b |

i EBE L IDICEEM T LN TWAT RLAHEIEA 727 FERELET, ID ZIEE
LAWESIZ, TXTOT FLAGEHEA 77 Fo—&E52TELET,

—&® URL : /api/fmc_config/vl/domain/{domain UUID}/object/range

BED K AL U EFIET A R BB 5T RTOA— =54 KD

URL . /api/fmc_config/v1l/domain/{domain UUID}/object/ranges?overrideTargetId={target UUID}
IDIZX % GET ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{object UUID}

BEDAT V=7 MIBITL2TXTOA—"N"=F 4 F2URAT5

URL . /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{range UUID}/overrides

FEED RAAL FEIEIT A A EDOF TV 27 NMZBITFHA—"—F 4 KD

URL : /api/fmc _config/vl/domain/{domain UUID}/object/ranges/{range UUID}?overrideTargetId={target UUID

el . [ 7 V=2 h~F— % (Object Manager) ]

HoR K A7 PUT
il 7 PV RO Z LR L £,
URL : /api/fmc _config/vl/domain/{domain UUID}/object/ranges/{object UUID}

BEDAT V=7 MIBIT A== FefmEETEH+ 5700

URL : /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{parent object UUID}

MEFR : [ 7Y =2 b~ —T % (ObjectManager) |>[A4 7V =7 h~F—T % DEE (Modify
Object Manager) ]

Bk & A7 . POST

A FRE LN T A=A B LTT RLAOFEMEERE /2134 ——F 4 FLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ranges

— 4% Post @ URL : /api/fmc_config/v1/domain/{domain UUID}/object/ranges?bulk=true

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

Bk % (7 : DELETE
BB EEELET FLAOHEHEZEIRLET,

URL : /api/fmc _config/vl/domain/{domain UUID}/object/ranges/{object UUID}
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GET realms

PUT realms

POST realms

DELETE realms

GET realms .

BEDAT V=7 MIBIT LA == 4 FZHIRT 2

URL : /api/fmc config/vl/domain/{domain UUID}/object/ranges/{cbject UUID}?overrideTargetId={target UUID}

FTRTOT FLREHZHIRS 57200

URL : /api/fmc_config/vl/domain/{domain UUID}/object/ranges/

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) |

SxRZ A7 GET

FE FEELIDICEEMAT LN TVWALALA AT P27 FERELET, IDAEE LR
BEZ, TRTOUVAVA AT V=7 hO—EEZRELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/realms
IDIZX % GET @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/realms/{object UUID}

FEBR : [>> AT L& (System) ]>[#4& (Integration) ]>[L /LA (Realms) ]

HoR K A7 PUT
A EE L2 ID ST O TV D LIV AF T V2 FEERELET,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/realms/{objectId}

FEBR : [>> AT & (System) ]>[#4& (Integration) ]>[L /LA (Realms) ]>[L /b ADEHE
(Modify Realms) ]

2R 2 A 7 . POST

P BELIEANTIA—ZEEM LTV ALET TV =7 N E T3 A——F 14 FLZ
h@‘O

URL : /api/fmc_config/vl/domain/{domainUUID}/object/realms

MERR : [ AT & (System) ]>[#A (Integration) ]>[L /LA (Realms) ]>[L /L ADZEH
(Modify Realms) ]

gisk & 4 7 : DELETE
G EEELELALLAT T2y FEHIBRLET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/realms/{objectId}
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. GET realmusergroups

FEBR : [T AT A (System) ]>[#4& (Integration) ]>[L /LA (Realms) ]>[L /v ADERE
(Modify Realms) ]

GET realmusergroups
ZRZ A7 GET

S fEELEIDICEEMTONTWA LI A 2—F TN —TF T o7 A LET,
IDEEELLWESIE. TR TOLALZ—F TN —F F T hO—EE2TELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/object/realmusergroups

IDIZ2X % GET ©
URL : /api/fmc_config/vl/domain/{domain UUID}/object/realmusergroups/{object UUID}

MEFR : [4 7Y =7 h~3—T % (Object Manager) ]
TANZ Y TIMEHTE 537 A—4 : realmUuid

N

GE)  ZONTFRA—=FITHMHETT,

GET realmusers
gk Z A7 GET

i B E L IDICEEMTF LN TWVWA L LA 2—F—F TV FERELET, ID %
BELARVEAE., T_COLLL 22— 4T V=7 FO—EE2TELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/realmusers

IDZX % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/realmusers/{object UUID}

MEBR . [ 7 V=7 h~F— % (Object Manager) ]
TANEZY T TE 5737 A—4 & realmUuid

\)

GE)  ZONTA—ZEFHMHATT,

GET resourceprofiles
HRZ A7 GET

FLEA : FRE L7z ID ICEBEAT T 5TV 5 ResourceProfile 47 Y =7 FEBFSE L £9, ID 15
ELRWIEAIL., 73T ResourceProfile 77 Y =7 bO—EZ2EEL £9,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/resourceprofiles
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PUT resourceprofiles .

IDIZX % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/resourceprofiles/{object UUID}

PR : [ 7 V=2 h~F— % (Object Manager) |

PUT resourceprofiles
Hik & A7 PUT
A - FRE L72 ID I BIEfF 1T S 41TV D ResourceProfile 47 V= 7 AT L E T,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/resourceprofiles/{objectId}

MEFR : [A7 Y =7 h~F— % (ObjectManager) |>[4 7V =V h~F—T v DEE (Modify
Object Manager) |

POST resourceprofiles
BR K A7 POST
2B : ResourceProfile 7' Y = 7 M2 1ERL LE T,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/resourceprofiles

MERR : [A7 Y =7 b~3%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

DELETE resourceprofiles

k¥ (7 . DELETE
HH ¢ FEE L7 ID ICBE ST T 50TV D ResourceProfile 47 Y =7 b & HIBR L 97,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/resourceprofiles/{objectId}

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7 V=7 h~F—T % DOEE (Modify
Object Manager) ]

GET route maps
PRkA A7 GET

S HE L IDICEEMN TN TVWAIL—r~y 7F2IELET, IDZEELARWVEES
X, T TONL— b=y 7O—ELTELFET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/routemaps
ID{Z X% GET @ URL : /api/fmc_config/vl/domain/{domainUUID}/object/routemaps/{objectId}

MERR : [A7 Y=/ h~3—T % (Object Manager) ]
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. PUT routemaps

PUT routemaps

RESTAPINOA TSz b |

HORZ A 7 PUT
FEA : 5E L7- ID 28> RouteMap ZHIER L £7,
URL : /api/fmc config/vl/domain/{domainUUID}/object/routemaps/{objectId}

e . [ 7 V=7 F~F—T % (Object Manager) [>[47 ¥ =7 FDEE (Modify Object) ]

POST routemaps

k% A7 . POST
#iBH : RouteMap % 1ER% L £7,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/routemaps

MR : [A 7Y =7 h~%—Y % (ObjectManager) |>[4 7Y =7 FOEHE (Modify Object) ]

DELETE routemaps

Bk K A7 . DELETE
B : FREE L72 ID Z$5-> RouteMap ZHIER L £9,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/routemaps/{objectId}

FEFR : [A 7Y =2 b~%— % (Object Manager) |>[4 7V =7 hDOEHE (Modify Object) ]

GET secureclientcustomizations

xR & A7 GET

A B I N2 ID @ Secure Client D A X <A A&EHAELET, ID #HRE LR WIEEIE.
9 _TD AnyConnect # AX VA AAT =/ hO—EERELET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/secureclientcustomizations

IDIZX % GET @
URL : /api/fmc config/vl/domain/{domainUUID}/object/secureclientcustomizations/{object UUID}

FeBR . [ 7 V=2 h~F— % (Object Manager) |

PUT secureclientcustomizations

ZRZ A7 PUT
FLHA - 8 L7z AnyConnect DNV AZ <A B —val A7 V=7 MeERLET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/secureclientcustomizations/{objectId}
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POST secureclientcustomizations .

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

POST secureclientcustomizations
ZR A 72 POST
AL © AnyConnect # A ¥~ A B —Ta v A7V =7 baEERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/secureclientcustomizations
FEFR : [A7 V=2 h~3F— % (ObjectManager) |>[4 7V =7 h~F—T v DEE (Modify
Object Manager) ]

DELETE secureclientcustomizations
TR ¥ A7 . DELETE
B F8E L7z AnyConnect D AZ v A B —a A7V =7 FEHIBRLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/secureclientcustomizations/{objectId}
MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

GET securitygrouptags
HRZ AT GET

SR HEELEZIDICEEM TN TWAII AR L X2 VT 4 TN—T X T T b
EFERELET, IDEZRELRZWEGEAE, I XCOIAY L X2 VT 4 IN—T X T F7

Va2 bO—RERELET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/securitygrouptags

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/securitygrouptags/{object UUID}

MEFR : (A7 V=2 h~3x—Y % (Object Manager) ]
TANEY I TE 5737 A—4 : name

PUT securitygrouptags
ER K A7 PUT
B HEEE L ID ICBEEMT SN TV D I AZ A X2 VT 4 IN—T BT AT V=7 |k
AEELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/securitygrouptags/{objectId}
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. DELETE securitygrouptags

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE securitygrouptags

gk % A 7 : DELETE

S BELZIDICEEMTONTWAIIRAEZ L X2 VT4 IN—T Z S F T b
ZHIRL £,

URL ! /api/fmc_config/vl/domain/{domainUUID}/object/securitygrouptags/{objectId}

MEFR : [A7 Y =2 h~F— % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) |

POST securitygrouptags
R & A 7 . POST
B WRAZ L X2 VT 4 TN—T BT F TV NafERLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/securitygrouptags

MERR : [A7 Y =7 b~3%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

GET securityzones
HRZ AT GET

S BEELEIDICEEMATONTWA X2V T 4 VY — 47 V=7 FETELET, ID
ZRELRWESE., T ToFa2VT4 V=0 A7 V27 hO—E2BELET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/securityzones

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

MEFR : (A7 Y= 2 b~ —Y % (Object Manager) ]
TANE Y TR TE 587 A—4 : name

PUT securityzones
Bk& A7 PUT
S X VT = ATV NEERELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

MEFR : [ 7Y =7 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]
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POST securityzones .

POST securityzones
g2 A7 . POST

M FELIEANT AL 2L TeX 2V T = AT V=7 NeERE A — N —
74 FLZET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/securityzones
—7J& Post @ URL : /api/fmc config/vl/domain/{domain UUID}/object/securityzones?bulk=true

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) |

DELETE securityzones

Bk ¥ A7 . DELETE
HHCRELEEX 2T = ATV FEHIRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

MEFR : [A7 Y =7 h~3F—T % (ObjectManager) |>[4 7 V=7 h~3—T v DAEE (Modify
Object Manager) |

GET SI DNS Feeds
ERH AT GET

S HBEEL-IDICEEMTONTWAEXF2 )T 4 AT VP2 ADNS 7 4 — A7
P/ BB LET, GETIZIDBHEESN TWAWESIT., TXToeFa T4 AT
VP2V ADNS 74— R A7V =7 ho—Ex2BELET,

URL : /api/fmc _config/vl/domain/{domainUUID}/object/sidnsfeeds
IDIZ &% GET D URL : /api/fmc config/vl/domain/{domainUUID}/object/sidnsfeeds/{objectId}

PR : [ 7 V=2 h~F— % (Object Manager) |

GET SI DNS Lists
k¥ A7 . GET

S EBE L IDICEEMSITONTWAEF a2 VT 4 AT YV ADNSY X AT V=
7 EBRELFET, GETIZID BEESNTWAWESIT., T XToteX=2UT 1 £ 2TV
oz UADNS YR N TVl FO—EEXTELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/sidnslists
IDI(ZX % GET ® URL : /api/fmc_config/vl/domain/{domainUUID}/object/sidnslists/{objectId}

MERR : [A7 Y=/ h~3—T % (Object Manager) ]
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RESTAPINOA TSz b |

GET sinetworkfeeds

gsR& A7 GET

S EBELZIDICHEEMT N TWAEXF 2 VT A AT IV ARy NT—T T f—
RATox2r 2B LET, GETIZID BEEINTHWARWGEAE, I3 Totrx2 )T o
AT VP2V ARy NI—7 T4 — R ATV hO—EEBELET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/sinetworkfeeds

ID i24& % GET @
URL . /api/fmc_config/vl/domain/{domainUUID}/object/sinetworkfeeds/{objectId}

MEFR : (A7 Y= 2 b~ —Y % (Object Manager) ]

PUT sinetworkfeeds

BRZ A7 PUT
B EELEEX 2 VT4 AT IV ARy NI —F 74— REEELET,
URL . /api/fmc_config/vl/domain/{domainUUID}/object/sinetworkfeeds/{objectId}

MEFR : [A7 Y =7 h~F—T % (ObjectManager) |>[47 V=V h~3—T v DEE (Modify
Object Manager) |

POST sinetworkfeeds

HR# A7 . POST
X2V T A ATV VA Xy NU—Y T4 — REEHRLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/sinetworkfeeds

MEFR : [47 Y =2 b~3—Y % (ObjectManager) |>[A47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

DELETE sinetworkfeeds

k5 A7 . DELETE
S EESNTEF 2V T A AT IV ARy NU—7 T — REHIBRLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/sinetworkfeeds/{objectId}

MEFR : [ 7Y =2 b~ —T % (ObjectManager) |>[A 7V =7 h~F—T % OEE (Modify
Object Manager) |

GET SI Network Lists

SR ¥ A7 GET
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GET Sinkholes

GET siurlfeeds

PUT siurlfeeds

GET Sinkholes ]

i EE L ID ICEEMTFON TR EF2UTF 4 AT U V2 A Ry hT—7 U R
A7 V=27 FEIRGLET, GETIZID MEESNTWRWEAIE, I XTotx=2) 74
ATV 2 ARy NI—=7 VRANFT V27 bO—EEZERELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/sinetworklists

ID 2L % GET ©
URL : /api/fmc_config/vl/domain/{domainUUID}/object/sinetworklists/{objectId}

MERR - [ 7Y =27 b~ — % (Object Manager) ]

SR 2 A 7 0 GET

A FBE L7 ID ICBEAHT STV 5 Sinkhole 7Y =7 ARG L E9, GETIZID
BESHTWARWESIE, TXTO Sinkhole 7Y =7 FO—EZTE L F7,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/sinkholes
IDZX % GET @ URL : /api/fmc_config/v1/domain/{domainUUID}/object/sinkholes/{objectId}

e . [ 7 V=7 h~F— % (Object Manager) ]

gR& A7 GET

S EELEZDICEEM TN TWAEXF2 YT 4 AT VP2 AURL 74— K A7
Ul PERELET, IDEZRELRZWEGEAIL, TXTOEX2 VT4 A 0TIV R
URL 74— R A7V =7 hO—EZEIELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/siurlfeeds

ID (Z2X % GET ©
URL : /api/fmc _config/vl/domain/{domain UUID}/object/siurlfeeds/{object UUID}

MERR : [A7 Y =2 b~ — % (Object Manager) ]

FxRZ A7 PUT

S EELEZIDDICEEMN TN TWAEXF2Y T 4 AT VP2 AURL 7 4 — K47
“/\‘3:7 ]\7&%% Lij"o

URL : /api/fmc_config/vl/domain/{domainUUID}/object/siurlfeeds/{objectId}

MER : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]
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. POST siurlfeeds

RESTAPIROA TS x4 + |

POST siurlfeeds

HRk 2 A7 . POST
X2V T A AT VY2 AURL 74— A7 V=27 b EERLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/siurlfeeds

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) |

DELETE siurlfeeds

GET siurllists

PUT siurllists

gk % A 7 : DELETE

S EELEZIDICEEf TN TWAEXF 2T 4 A>T YUYV AURL 74— KA
VxJ FEHIBRLET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/siurlfeeds/{objectId}

MEFR : [A7 Y =2 h~F—T % (ObjectManager) |>[47 V=7 h~F—T v DEE (Modify
Object Manager) |

xR & A7 GET

S FEELZIDICEEMMT AN TWAEXF 2T 4 AT VP2 AURLY A ATV
J FEBELET, IDERELRWEGAIX, TXToEXx=2UT7 4 A7V Y= AURL Y
AN ATVl FO—EERELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/siurllists

ID IZ& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/siurllists/{object UUID}

FeBR . [ 7 V=2 h~F— % (Object Manager) |

gsR& A7 PUT

S BBE L IDICEEMSITONTWAEF a2 VT 4 AT YV AURLY A ATV
7 hNEERELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/siurllists/{objectId}

MERR : (A7 Y =27 h~F—T % (ObjectManager) >[4 7 V=7 h~3x—Vx DEHE (Modify
Object Manager) |
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PoST siurllists ]

POST siurllists
Hk & A 7 . POST
W X2 VT 4 AT YUY AURL Y A M7 V27 bEERLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/siurllists

FEFR : [47 Y =2 b~ —U % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

DELETE siurllists

gk % A 7 : DELETE

S EBE L IDICEEMSITONTWAEF 2T 4 AT YV AURLY A ATV
7 hEHIERLET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/siurllists/{objectId}

FEFR : [A7 Y =2 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) |

GET slamonitors
sk H A7 GET

B FEE L IDICEEMITONTWASLAT=ZZHELEJ, IDEZIEELARNVESIT.
TRTOSLA E=FO—EXFELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors

ID &2 GET ®
URL : /api/fmc _config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

FeBR . [ 7 V=7 h~F— % (Object Manager) ]

PUT slamonitors
ZRZ A7 PUT
LB HEE L7 ID ICBEEMIT O TWD SLAE=4 — 47 V=7 NEEELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

R . [A7 V=7 h~F—T % (ObjectManager) [>[47 V=7 h~Fx—T ¥ DEHE (Modify
Object Manager) |

POST slamonitors
gk X A 7+ POST

Cisco Secure Firewall Management Center RESTAPI /A—2 3 2 181 94 w9 R B — b HA K .



[ DELETE slamonitors

RESTAPINOA TSz b |

A HRE LT T A—F 2 LT SLA =4 ZAERE 72134 —"—F 4 FLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/slamonitors
—¥& Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors?bulk=true

MEFR : [ 7Y =2 b~ —T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

DELETE slamonitors

Bk % A7 . DELETE
P FEE L7 ID ISR BTV D SLAE=X A7 V=7 MEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

FEFR : [47 Y =2 b~3%—T % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEH (Modify
Object Manager) |

GET SSO Servers

HR X A 7 GET

A HEE L7 IDICBEf T 5T D SSO—N—R Y o —FT7 V=7 b ERSLET,
ID ZHE LWGEIE, T XTOSSOV—N"—RKR) v—FT7 V=7 hO—EEBHGLET,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/ssoservers
FARCDA— =T KO

URL : /api/fmc_config/vl/domain/{domainUUID}/object/ssoservers/{containerUUID}/overrides

IDZ2X % GET @ URL : /api/fmc_config/vl/domain/{domainUUID}/object/ssoservers/{objectId}

FEBR : [> AT L& (System) |>[=—W—%&H (User Management) |> [ > 7 /LA A
(SSO)  (Single Sign-On (SSO)) ]

T4 N TIHEHATREIR R T A —F  REHOAT V27 N ERBET HHAIE
(unusedOnly:trueJ N %ﬁﬁ&{[ﬁ@ﬁﬁﬁ%*ﬁ%ﬁ—é%é\fi rnameOr\/alue:{nameOrValue}J k;ﬁ"ﬂ]f
BOETHEHALET,

POST ssoservers

gk % A 7 POST
B 2 SSO F— S EY S ATV 7 R EER L ET
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ssoservers

MEFR : [ AT 2 (System) ]>[=—H—&E (User Management) ]>[ > 7 /LA A
(SSO)  (Single Sign-On (SSO)) ]
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PUT ssoservers .

PUT ssoservers
HRZ A7 PUT
A EE L7 IDICBEfM T 5T D SSO—N—R Y v —FT7 V=7 hEEELET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/ssoservers/{objectId}

FEFR : [ A7 & (System) ]>[=—HW—&# (User Management) ]>[> > 7 /LA A
(SSO)  (Single Sign-On (SSO)) ]

DELETE ssoservers
k5 A7 . DELETE
A HEE L IDICBEEMT TS SSO—N—KRY > —FT7 V=7 FEHIBRL £,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/ssoservers/{objectId}

FEMR : [ AT & (System) ]>[=—H—&H# (User Management) ]> [ > Z/L¥A A
(SSO)  (Single Sign-On (SSO)) ]

GET standard access lists
giskZ A7 : GET

B FEE L IDICEEM T ON TV AERE I =T o VX MG LET, IDERTEL
WG, TRCOEME I 2 =T 4 VA MNERELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/object/standardaccesslists

IDIZX % GET @
URL : /api/fmc config/vl/domain/{domainUUID}/object/standardaccesslists/{objectId}

MeBR . [ 7 V=2 h~F— % (Object Manager) ]

PUT standardaccesslists
FRZ A7 PUT
B HE L7 ID BB T BTV AIERET /A Y R R EEE LET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/standardaccesslists/{objectId}

PR : [ 7 V=7 h~F—T % (ObjectManager) [>[47 V=7 FDEE (Modify Object) ]

POST standardaccesslists
R A4 7 . POST
B T S AU % AR L E T

URL : /api/fmc_config/vl/domain/{domainUUID}/object/standardaccesslists
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. DELETE standardaccesslists

FEBR . [ 7 V=7 F~F— % (Object Manager) [>[47 V=7 FDEE (Modify Object) ]

DELETE standardaccesslists
k5 A7 . DELETE
AEA FEE L7 ID ICBEAM T G TV AIERET 72 A U A M ZHIBRL £9,
URL : /api/fmc config/vl/domain/{domainUUID}/object/standardaccesslists/{objectId}

FEBR : [ 7 V=7 h~F—T % (Object Manager) [>[4 7 V=7 FDEE (Modify Object) ]

GET standard community lists
R A7 GET

il FRE L7 IDICBEMT T DN TV ORI 2 =7 4 U X FZHUG L ET, ID ZHEEL
RN E, TRTOEREaI =T 4 VX F2RELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/standardcommunitylists

ID IZ2 X % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/standardcommunitylists/{objectId}

HEFR : (A7 V=2 h~F—Y+x (Object Manager) ]

PUT standardcommunitylists
HoR X A7 PUT
A FEE L7 ID ICBEEM T SN TV AIREEaI =T s YA MEERELET,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/standardcommunitylists/{objectId}

e . [ 7 V=7 F~F— % (Object Manager) [>[47 V=7 FDEE (Modify Object) ]

POST standardcommunitylists
#Rk & A7 . POST
BRI 2 =T 4 U X MEERLET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/standardcommunitylists

MEFR : [A7 Y =7 h~3—Y % (ObjectManager) >[4 7Y =2 FOZEE (Modify Object) ]

DELETE standardcommunitylists
Bk & A 7 : DELETE
B - HEE L7 ID ISRl DR TVAEIES S 2 =7 ¢ U 2 FEHIRLET.

URL : /api/fmc_config/vl/domain/{domainUUID}/object/standardcommunitylists/{objectId}
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POST testazureadrealms .

e . [ 7 V=7 F~F— % (Object Manager) [>[47 V=7 FDEE (Modify Object) ]

POST testazureadrealms
#R % A7 . POST
A : Azure AD LV ADEEEZ T A R LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/testazureadrealms

MEFR : [ 7Y =2 b~ —T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

GET time ranges
ERH AT GET

P fBE L IDICRBHEM T 5N TV AR A 7 V=7 NG LET, IDEZRELR
WIEAIE, TR TORREEA 7Yz ho—E2BELE T,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/timeranges
ID(Z X % GET @ URL . /api/fmc_config/vl/domain/{domainUUID}/object/timeranges/{objectId}

MEFR : [A7 V=2 h~F—Y+x (Object Manager) ]

PUT time ranges
HR X A7 PUT
L R A T Y 2 7 FEEE L ET,
URL : /api/fmc _config/vl/domain/{domainUUID}/object/timeranges/{objectId}

FeBR . [ 7 V=2 h~F— % (Object Manager) ]

POST time ranges
R A A 7 . POST

Wi HEE LT T A= F A L TR A 7 Y = 7 R EZITA— =T A FL &
j—O

URL ! /api/fmc_config/vl/domain/{domainUUID}/object/timeranges

MEFR : [ 7Y =2 h~3x—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

DELETE time ranges

gk % A 7 . DELETE
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. GET time zone objects

RESTAPINOA TSz b |

B HEE L2 ID ICEEMT SN TV A IFRBEIH A 7Y = 7 FEHIBRLE T,
URL : /api/fmc config/vl/domain/{domainUUID}/object/timeranges/{objectId}

MERR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

GET time zone objects

R A7 GET

S HEE L ID IS T 5TV A XA LY =0 AT V= NERFELET, ID 2fRE
LZWEGEIL, T_XTCOXA LY = F TV hO—EERELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/object/timezoneobjects

ID IZ2 & % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/object/timezoneobjects/{objectId}

FRCOF—S—F 4 F&—5T 5

URL : /api/fmc config/vl/domain/{domainUUID}/object/timezoneobjects/{containerUUID}/overrides

MeBR . [ 7 V=2 h~F— % (Object Manager) ]

PUT time zone objects

FRZ A7 PUT
P XA L= F T2 VEETELET,
URL : /api/fmc config/vl/domain/{domainUUID}/object/timezoneobjects/{objectId}

PR : [ 7 V= h~F— % (Object Manager) |

POST time zone objects

2R 2 A 7 . POST
T ELTNRT A=A L TEA LY =TV = FEAERE A ——T A K
L/ij‘o

URL : /api/fmc_config/vl/domain/{domainUUID}/object/timezoneobjects

MEFR : [A7 Y =7 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) |

DELETE time zone objects

gisk & 4 7 : DELETE
SR FEE L IDICEEM TN TWA XA LY = ATV NEHIBRLET,

URL : /api/fmc config/vl/domain/{domainUUID}/object/timezoneobjects/{objectId}
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GET tunneltags

PUT tunneltags

GET tunneltags .

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

SsR& A7 GET

At FRE L IDICEEMSIT SN TWD horrV 27 A7V =7 bR LET, ID 45
ELRWGERIE. TRXTO RNV EZ T ATV 27 hO—FERRLET,

URL . /api/fmc_config/vl/domain/{domain UUID}/object/tunneltags

ID i2 &% GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/tunneltags/{object UUID}

MEFR : [A7 Y=/ h~3—T % (Object Manager) ]

PRk& A7 PUT
P BEELEIDICEEM T 6N TWD N RV E T AT Ve NEERLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/tunneltags/{object UUID}

el : [A7 Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F%—T ¥ DEHE (Modify
Object Manager) ]

POST tunneltags

k% A7 . POST
B HELIEANT A= EHFRA LT R 2V Z T EEREZIZA— =T 14 RLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/tunneltags

MEFR : [ 7Y =2 h~3—T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

DELETE tunneltags

BixkZ A 7 : DELETE
S HRE L IDICBEEMT N TWD hor X E I ATV 27 P aRIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/tunneltags/{object UUID}

MEFR : [A7 Y =2 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) |
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. GET umbrellaprotectionpolicies

GET umbrellaprotectionpolicies

gsR& A7 GET

FBH : CiscoUmbrella 7 7 7 RKoa b, $87E S 1v7= ID IZBEEST T 520 CV 5 Cisco Umbrella {13
R —ZEFBLET, IDBPFEEIN TV ZRWEASIE, CiscoUmbrella 7 7 7 R B4R
T ® Cisco Umbrella fRi#ER Y > —D—EHE 2 EFS L F T,

URL : /api/fmc config/vl/domain/{domainUUID}/object/operational /umbrellaprotectionpolicies

ID i24& % GET @
URL . /api/fmc config/vl/domain/{domainUUID}/cbject/operational/umbrellaprotectionpolicies/{object UUID}

FERR @ [V >— (Policies) |>[7 7 &A= hr—/L (AccessControl) ]>[DNS7 U — (DNS
Policy) ]> [Umbrella DNS7R Y *— (Umbrella DNS Policy) ]

POST umbrellaprotectionpolicies

Pk & A7 . POST
#tH] : Cisco Umbrella PR Y & —Z2AFR L £ 77,
URL . /api/fmc_config/v1l/domain/{domainUUID}/object/operational/umbrellaprotectionpolicies

HERR : [AR VU >— (Policies) ]>[7 7 &A=z hr—/ (AccessControl) ]>[DNSH U 2 — (DNS
Policy) ]> [Umbrella DNS7R U 2— (Umbrella DNS Policy) ]> [Umbrella DNS7R U & — D% H
(Modify Umbrella DNS Policy) ]

GET urlcategories

GET urlgroups

gsR& A7 GET

F HEELZ IDICEEMTONTWDH URL 5 I 7927 F2RELET, ID 245
ELRWEAIT, T _XTOURL T I 7 V=7 FO—E2EELET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/urlcategories

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlcategories/{object UUID}

MEFR : (A7 Y =2 h~3x—Y % (Object Manager) ]

SxRZ A7 GET

S EELEZIDICEEMITONTWA URL ZV—7 7 V=7 FaEELET, ID 25
FLRWEAE., TRXRTCOURLINAN—T 47 V=7 hO—E5#TELET,

*%":0) URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups
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PUT urlgroups

POST urlgroups

PUT urlgroups .

BEDRAAVERIITAAA A LRIZBTATRTOF—"—F 4 KD
URL : /api/fmc config/vl/domain/{domain UUID}/object/urlgroups?overrideTargetId={target UUID}

o

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

BEDA TV =7 MIBIT LT XTOA—N"=F 4 F2U A T5

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{urlgroup UUID}/overrides

FED RAAL VFEIEIT A A EDOF TV =7 NMZBITFHA—N—F 4 RO

URL : /api/ fme config/vl/domain/{domain UUID}/cbject/urlgroups/ {urlgroup UUID}?overrideTargetId={target UUID}

FEMR : [ 7Y =2 b~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

PRZ A7 PUT
TR - urlgroup AT V=V FEEELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

BEDA TV =7 MIBIT A== FefmEETEH+ 5700

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{parent object UUID}

MEFR : [ 7Y =2 b~ —T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

SR ¥ A 7 . POST

P BE L AT A= E2FEH L Curlgroup 47 V=7 MEERERITZA——F 14 KL E
R

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups
*?ﬁ Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups?bulk=true

MERR : [A7 Y =7 b~3%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

DELETE urlgroups

gk % (7 : DELETE
S FRELZURL IV —F 377 FEEIRLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}
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GET urls

PUT urls

POST urls

RESTAPINOA TSz b |

BEDAT V=7 MIBIT A== 4 FZHIRT 2

URL : /api/fic_config/vl/domain/{domain UUID}/cbject/urlgroups/{cbject UUID}?overrideTargetId={target UUID}}

I _TPO URL ZHIFRT A7-HD

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

giskRZ A7 : GET
FA HEE L IDICEEMT SN TWAH URLA 7 V=7 FEERELET, IDZEELRN
BAIE, T_XTCOURLA 7 V=7 hOo—EEZFELET,

—& @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls

KD KA AL FETIITRA A EIZBIT AT _RTOA—R—=F 4 KD

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls?overrideTargetId={target UUID}
IDIZX %5 GET @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}

WEDAT V=7 MTBITLTRXTOA—"=F 4 R&2 Y X 5

URL : /api/fmc config/vl/domain/{domain UUID}/object/urls/{url UUID}/overrides

BED R AL LV EFIEFAL A LOFT Ve s MeBF B4 —"—F 4 D

URL : /api/fmc config/vl/domain/{domain UUID}/object/urls/{url UUID}?overrideTargetId={target UUID}

REHAOAT V27 FOIHRO—EERT

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls?filter=unusedOnly:true

AT ETZIIE TR S D720

URL . /api/fmc_config/vl/domain/{domain UUID}/object/urls?filter=nameOrValue: {name or value}

MEFR : [A 7Y =7 F~3—T % (Object Manager) ]

FRZ AT PUT
B URL #EHELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/urls/{object UUID}

FBEDAT V=7 MIBIT DA — "= FefmEETEHT 500

URL : /api/fmc config/vl/domain/{domain UUID}/object/urls/{parent object UUID}

FeBR . [ 7 V=2 h~F— % (Object Manager) |

gk & A7 : POST
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DELETE urls

GET Usage

pELETE urls [

A HRE Lo T A—Z 2 L C URL ZAEE 72134 — =T 4 FLE T,

URL : /api/fmc config/vl/domain/{domain UUID}/object/urls

—F& Po
FERR : [

st @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls?bulk=true

F 7V x 7 b3 —T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DEE (Modify

Object Manager) ]

FR¥ A7 GET
FH : FBE L7 URL ZHIBR L £,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}

WEDAT V=7 MIBIT LA —1"—7 4 F&HllRT 2

URL : / api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}?overrideTargetId={target UUID}

T _TCTOHOURL ZHIBRT 572D URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls/

FERR : [

7V = bvx—T% (ObjectManager) >[4 7 V=7 h~F—TV ¥ DEHE (Modify

Object Manager) ]

HRZ A7 GET
Description:

FTV 2 NER)—RRTHRESINIZAT V=7 NUUID & # A ZOMEAPRIRI 2R L E
T YR—bSNDAT V=7 F2AT

247 [

Xy NU—7 NetworkAddress, Host, Network, Range, FQDN, NetworkGroup

(Network)

A— b Port, ProtocolPortObject, PortObjectGroup, ICMPV4Object,
ICMPV60bject, AnyProtocolPortObject

VLAN % 7 VlanTag, VlanGroupTag

URL Url, UrlGroup

URL : /api/fmc _config/vl/domain/{domainUUID}/object/operational/usage

T4 NE Y U IFERATEEZRNT A—HF s uuid Tuuid:object-uuid] B LN Ttype:object-type]
AT VO ATEIBELET,

FEMR @ [

7= h=F— % (Object Manager) ]
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. GET usersandgroups

GET usersandgroups
HRZ A7 GET
TR FREE L7z Azure AD LV AICEREAMS T bW A2 ——L T —T 2 EE L E£7,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/azureadrealms/{realmId}/usersandgroups

el . [ 7 V=7 h~F— % (Object Manager) ]

POST validatecertfile
ZLRHZ A 7 POST
A RFEOREAE/X—T 7 A NV E T v e — LTI L E 7,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/validatecertfile

FEMR : [T /34 A (Devices) |>[fEBHE (Certificates) > [REBHEODOZEHE (Modify Certificates) |

GET variablesets
R A7 GET
] HEELLZIDICEEMN TN TWOEREy A7 V=7 FaeBRLET, IDZFEEL
BOWEEIT, TARTOEHEY P A7 V=7 FO—BETGLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/variablesets

IDIZ2X % GET ©
URL : /api/fmc_config/vl/domain/{domain UUID}/object/variablesets/{object UUID}

MEFR : (A7 Y =2 h~F—Y+x (Object Manager) ]

GET vlangrouptags
PR A7 . GET
FLEA  HRE L2 IDCEBEA T DTS VLAN V—F X 7 A7V =7 G L £,
ID ZHEE L2V EIE. TRXTCOVLAN VV—TF 27 7V =7 hO—EExRGLET,
—‘%io)IJRIJS /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups
BEDRAALVERIZT A A RIZBITATRTOF—"—=F 4 KD
URL : /api/fmc _config/vl/domain/{domain UUID}/object/vlangrouptags?overrideTargetId={target UUID}

ID i2& % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

BEDAT V=7 MIBIT LT XTOA—N"=F 4 F2U A T5

URL . /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags/{vlangrouptag UUID}/overrides

BFED RAAL VERIITANAALEOFT V27 MBI 4=/~ 4 FD
URL : /api/fic config/vl/davain/{darain UUID}/dbject/vlangrouptags/ {vlangrouptag UUID} ?overrideTargetId={target UUID}
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PUT vlangrouptags .

REHOAT V27 "OHEY A M5

URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags?filter=unusedOnly:true
ARTETIE TR T 720D

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/vlangrouptags?filter=nameOrValue: {name or value}

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) |

PUT vlangrouptags

ZLRZ A7 PUT
#iBH : viangrouptag 47 V=7 NEEHLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

WEDAT V=7 MIBIT A== FeiREELITERT L7200

URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{parent object UUID}

MER : [A7 Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

POST vlangrouptags

Bk & A 7 . POST

i BELENTA—ZEFEH LT VLAM 2 V—7 Z VA E E 134 —"—F 14 RLF
@—O

URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags
*:J% Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags?bulk=true

MEFR @ (A7 Y =7 R~ —Y % (ObjectManager) >[4 7V =7 h~3—T ¥ DEE (Modify
Object Manager) |

DELETE vlangrouptags

GET vlantags

R ¥ A7 . DELETE
B HEE LT VLAN P V—T 2 I A7 V= 7 M aHIBRLE T,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/vlangrouptags

FERR -

gRZ A7 GET
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. DELETE vlangrouptags

RESTAPINOA TSz b |

- HBELE IDICEEMITONTWA VLAN X 7 A7V 7 NERELET, ID 2fEE
LRAWEEIL, TR_XTOVLANZ /' 797 ho—Ex#BELET,

—&® URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags

BED K AL U EFIET A R BB 5T RTOA— =54 KD

URL . /api/fmc_config/v1l/domain/{domain UUID}/object/vlantags?overrideTargetId={target UUID}

IDZX % GET ©
URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

WEDAT V=7 MZBIT LT XTOF—"=F A4 F2 U R MT5720D

URL . /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{vlangrouptag UUID}/overrides

FED RAAL FEIFIT NA A EDOF TV 27 NMZBITHA—"—=F 4 FD

URL : /api/fmc config/vl/domain/{domain UUID}/object/vlantags/{vlantag UUID}?overrideTargetId={target UUID}

KERDOAT V2 hOBREY A NS

URL : /api/fmc _config/vl/domain/{domain UUID}/object/vlantags?filter=unusedOnly:true

ZETETIIETHREBET D200

URL : /api/fmc config/vl/domain/{domain UUID}/object/vlantags?filter=nameOrValue: {name or value}

FEBR : [ 7 V=2 h~F— % (Object Manager) |

DELETE vlangrouptags

PUT vlantags

POST vlantags

gk % A7 : DELETE
B FBE LI VLAN ZV—T 2 747V =7 FEHIBRLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/object/vlangrouptags

FERR :

HoR K A7 PUT
B VLAN # /A7 V=7 hEERELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

DA77 MBI A== REefREEITEFRT 572D URL :

api/fmc config/vl/domain/{domain UUID}/object/vlantags/{parent object UUID}

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7V =7 h~F—T % DEE (Modify
Object Manager) ]

HR 5 A 7 . POST
i FRE Lo/ T A =2 il LT VLAN Z 7 2R E 123 A—1"—F 4 FLET,
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DELETE viantags ]

URL : /api/fmc config/vl/domain/{domain UUID}/object/vlantags
—4%: Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags?bulk=true

MERR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A 7V =7 h~F—T % DOEE (Modify
Object Manager) |

DELETE vlantags

Bk ¥ A7 . DELETE
M HRELIE VLAN # 7 A7 V=7 MEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

BEDAT V=7 MBI LA —1"—F 4 Rl 2

URL : /api/ frme_config/vl/domain/{domain UUID}/cbject/vlantags/{cbject UUID}?overrideTargetId={target UUID}

T _XTD VLAN # 7 ZHIBRTH72DD

URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/

MER : [A7 Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

R)o—H—EX

GET accesslistsettings
R AT GET

7l : Management Center OFFED T ¥ — 7T v N7 4+ —AFRERY O —DT 7 AU R
FRY =2 LET,

ID (2L % GET ©
URL : /api/fic aonfig/vl/cavedn/ {dareinlUID} /policy/chassisplatfommsettingspol icies/ {containerUUID} /accesslistsettings/ {doject. UJID}

MEFR : [NV 2 — (Policies) 1>[7 27 &A= hr—/L (Access Control) 1>[7 27 kA= |
72—/ LR Y 32— (Access Control Policy) ]

T A IVEIERZEH CTE 587 A —H : ticket-id

PUT accesslistsettings

gsRZ A7 PUT
S BEDY Y =TT T —ARER) T —DT 7 BAV A MR O —%EHLE
KR

URL : /api/firc config/i/darein/ {caredrlUID} /pol icy/chassisplat formsettingspolicies/ {containerUUID} /access] istsettings/ {doject Id}
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. GET accesspolicies

HEBR : [R U — (Policies) 1>[7 7 &A= hu—/b (Access Control) ]>[7 7 &A=z k
7 —/L7R U 2— (Access Control Policy) 1>[7 7 &A= bu—/LKRY I —DEE (Modify
Access Control Policy) ]

GET accesspolicies
PRkA A7 GET

S EELZIDICEEfITFONTWAT V78X ary he—L R —FFELET, ID
FEELAWVEASIT. ¥ XTo7 78R arie—nA R —0—EE2EELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies

ID IZ2& % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

MEFR : [ Y ~— (Policies) ]

PUT accesspolicies
FRY A7 PUT
B TR aryia— L R —EEELET,
URL : /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

HEBR : [ U ~— (Policies) |>[7 7 A=z br—/LR Y 2— (Access Control Policy) 1>[7
g Ray ha—/LiRY 2 —DEHE (Modify Access Control Policy) ]

POST accesspolicies
#Rk 2 A7 POST
HHHEELEANTA—F LT 78R ary ba—L R —ZER L7,
URL : /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies

MERR : [AR VU 2 — (Policies) 1>[7 7t A= hua—/LRY 2 — (Access Control Policy) ]>[7
A ha—)LRY —DEE (Modify Access Control Policy) ]

DELETE accesspolicies
$ixk4 A7 . DELETE
P BELEZID 257 78R arha— L R U—%HIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

MERR @ [R U S — (Policies) |>[7 7kt Zx=r hm—/nR I i — (Access Control Policy) ]>[7
s Axar bua—RY —0ZHE (Modify Access Control Policy) ]
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DELETE accessrules .

DELETE accessrules

k% A7 . DELETE
A CHRELET 78R arba— A R =T 7RIy h—L— L EHIBRLET,
URL : /api/ fie config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{dbject UUID}

HEBR : [ U ~— (Policies) 1>[7 7 &A= hu—/b (Access Control) ]>[7 7 &A=z k
7 —/L7R U 32— (Access Control Policy) |>[7Z7&A=2> bur—/AKRY I —DEHE (Modify
Access Control Policy) ]

PUT accessrules
Bk 2 A7 PUT
B EELET 7R ar o=V K)o —DT 72 A — LV EEE LE T,
URL : /api/fmc_config/vl/domain/ {domain UUID} /policy/accesspolicies/ {container UUID}/accessrules/ {dbject UUID}

MEMR : [R U — (Policies) 1>[7 7 &A= hra—/L (Access Control) ]>[7 7 &A= |
a2 — LR Y 32— (Access Control Policy) |>[7 7 &A=y bu—/LKRY o —0OEE (Modify
Access Control Policy) ]

POST accessrules
B3R X A 7 : posT
M RELET 7R ary ba— LR —DT 7 Aay ha—Lb— L EER L £,
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules

FEBR : [N U 3 — (Policies) 1>[7 7 &A= bua—/ (Access Control) ]>[7 7Rz k
7 —/L7R U 32— (Access Control Policy) |>[7Z7&A=2> bu—/LKRY I —DEE (Modify
Access Control Policy) ]

GET accessrules
gk A7 . GET

P BELERY v —IDRB I ON—/VIDIZEEMT SN TWD T 7 & Aflf#EA— L & Bifs
LET, L—VIDERELRWGEIE, FFELEARY —IDICEEHT 5T DT To
TIERANL—LO—EERTELET,

URL : /api/fmc _config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules

IDIZX % GET ®
URL : /api/finc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/ {cbject UUID}

FEMR : [R U — (Policies) ]1>[7 7 &A=z hua—/ (Access Control) ]>[7 7 &A= |
72—/ LR Y 32— (Access Control Policy) ]

Cisco Secure Firewall Management Center RESTAPI /A—2 3 2 181 94 w9 R B — b HA K .



RESTAPINOA TSz b |
. GET addressassignmentsettings

GET addressassignmentsettings
HR X A7 GET
Wl VPNRA AR YNOT RLAEY Y CTHRELZRSGLET,

ID IZ2X % GET ©
URL : /api/fmc config/vl/domain/ {domainUUID} /policy/ravpens/ {containerUUID}/addressassignmentsettings/ {cbjectId}

MERR : 5 /34 A > VPN >

PUT addressassignmentsettings
HORAZ A7 PUT
A VPNRA hARRYNOT RLAED Y TRELZELLET,
URL : /api/fmc_config/vl/domain/ {domainUUID} /policy/ravens/ {containerUUID} /addressassignmentsettings/ {cbjectId}

MEPR : [T /34 % (Devices) ]>[VPN]>[VPNDOZHE (Modify VPN) ]

GET advancedsettings
FRH AT GET

P VPN YA MR R e DNOFEHEREZ TS L EF, GETIZID BEEINTWRWES
X, PR YOR—OFMRE= M 2E0 ) A NG LET,

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/

advancedsettings

IDIZ2X % GET ©
URL : /api/fmc_config/vl/domain/domain UUID/policy/ftds2svpns/{topology UUID}/
advancedsettings/{advancedSetting UUID}

MEMR : /34 A > VPN >

PUT advancedsettings
R H AT PUT
B L VPN 1 N R A ORI E 2 LT

URL . /api/fmc _config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/
advancedsettings/{advancedsetting UUID

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

GET allowdnsrules
gk A7 . GET
A FEE SN DNS RYU > —DFT R TCOFrIL— L EZEE L E£1,
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GET applicationgroups .

URL : /api/fmc config/vl/domain/{domainUUID}/policy/dnspolicies/{containerUUID}/allowdnsrules

FERR : [NV v— (Policies) 1>[7 7 A= km—/L (AccessControl) ]>[DNSH VU I — (DNS
Policy) ]

TANE Y TR TE 537 A—4 : name

GET applicationgroups

2R 2 A 7 0 GET

A FEE U7z ID ICEHEATHT BV TU B Cisco Zero Trust 7 7 ) r— g U 7 v—T%E5 L
F9, ID #HEE L2WEEAIE. 7XTD Cisco Zero Trust 7 7V r—v g I —70— %%
BAELEI,

URL : /api/ fmc_config/vl/domain/{domainUUID}/policy/zerotrustpolicies/{containerUUID}/applicationgroups

ID IZ2X % GET @
URL : /api/fic_ config/vl/davain/{darainlUID} /policy/zerotrustpolicies/ {containerUUID} /applicationgroups/ {dbject UUID}

FEMR : [R U — (Policies) ]1>[7 7 &A= hu—/L (Access Control) ]>[Zero Trust” 7"V
r—3 a3 AR Y — (Zero Trust Application) |

T A IVH B TE 53T A—4 « ticket-id

PUT applicationgroups

gRZ A7 PUT

AEA  FEE L72 ID IZBEEAHT H AU TW D Cisco Zero Trust 77U r—3 3 VW I V—T % B H L
S

URL : /api/ fmc config/vl/domain/ {damainUUID} /policy/zerotrustpolicies/ {containerUUID} /applicationgroups/ {odbjectId}
HeBR : [N U > — (Policies) |>[7 7 &A= hur—/L (Access Control) ]> [Zero Trust7 7'V
r—3a R Y — (Zero Trust Application) |>[ZeroTrust?” 7'V /7 — a R —DERE (
Modify Zero Trust Application Policy) ]

POST applicationgroups

PRk A7 . POST
#iBH @ Cisco Zero Trust 77V r—3a  FV—T%AER L £,
URL : /api/ fme_config/vl/domain/{domainUUID}/policy/zerotrustpolicies/{containerUUID}/applicationgroups

HEBR - [N U — (Policies) 1>[7 7 &A= hu—/ (Access Control) ]>[Zero Trust” 7'V
r—3a R Y 2r— (Zero Trust Application) ]>[Zero Trust” 7'V 7r—a VAR U —DZEH (
Modify Zero Trust Application Policy) ]
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. DELETE applicationgroups

DELETE applicationgroups

Bk % (7 : DELETE

A ;5T L7 ID ISR BTV 5 Cisco Zero Trust 7 7 U r—3 9 70— BB L
7,

URL : /api/fic_config/vl/domain/ {domainUUID} /policy/zerotrustpol icies/ {containerlUID} /appl icationgroups/ {dbject1d}

FeBR : [ U~ — (Policies) |>[7 7 &A= hu—/L (Access Control) ]>[Zero Trust7 7'V
r—3a R Y 2 — (Zero Trust Application) ]>[Zero Trust” 7'V 7r— 3 ViR O —DZEH (
Modify Zero Trust Application Policy) ]

GET applications
BRA A7 GET

A B U7z ID ICBHEATIT 5T A Cisco Zero Trust 7 7V r—a VARG LE9, ID
FHRE L2WEATL, 73T? CiscoZero Trust 7 7V r—a v O—E 2B L £9,

URL . /api/fmc config/vl/domain/{domainUUID}/policy/zerotrustpolicies/{containerUUID}/applications

ID IZ2 & % GET @
URL : /api/fc_config/vl/domain/ {domainUUID} /policy/zerotrustpolicies/ {containerUUID}/applications/ {dbject UUID}

HEBR - [N U — (Policies) 1>[7 7 &A= hu—/L (Access Control) ]>[Zero Trust” 7'V
r—3 a3 AR Y v— (Zero Trust Application) |

T4 NV TE A5/8F A —# : ticket-id

PUT applications
HRZ A7 PUT
AH : RE L7z IDICBE R 53TV B Cisco Zero Trust 7 7'V r— a VAT LET,
URL : /api/fmc_config/vl/domain/{domainUUID} /policy/zerotrustpolicies/ {containerUUID} /applications
HEBR : [N U ~— (Policies) |>[7 7 &A= hu—/L (Access Control) ]>[Zero Trust7 7V
r—3a AR Y 2r— (Zero Trust Application) ]>[Zero Trust” 7'V 7r—3 3 VAR U O — DR (
Modify Zero Trust Application Policy) ]

POST applications
FRZ A 7 . POST
#BA : Cisco Zero Trust 7 7'V 7 —3 3 U AAERLL £ 7,

URL . /api/fmc config/vl/domain/{domainUUID}/policy/zerotrustpolicies/{containerUUID}/applications
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DELETE applications [JJj

HEBR : [N U ~— (Policies) 1>[7 7 &A= hu—/L (Access Control) ]>[Zero Trust7 7'V
r—3a AR Y 2r— (Zero Trust Application) ]>[Zero Trust” 7'V 7r—a AR U O —DZEH (
Modify Zero Trust Application Policy) ]

DELETE applications

Bk K A7 . DELETE
FEA : FEE L7- ID ICBEEfT T H 40 TS Cisco Zero Trust 7 7'V 77— a U ZHIBR L £ 97,
URL : /api/fmc _config/vl/domain/{domainUUID}/policy/zerotrustpolicies/{containerUUID}/applications

HeBR : [ U > — (Policies) |>[7 7 &A= hu—/L (Access Control) ]> [Zero Trust7 7'V
lr—3 2 R Y v— (Zero Trust Application) ]>[Zero Trust” 7'V 7r— 2 AR Y v —DERE (
Modify Zero Trust Application Policy) ]

GET autonatrules
sk H A7 GET

A HEE L IDICEEMT STV A NAT LV— L2 A LET, IDEEELARWESIE.
T _CONAT L— LD —Em T L ET,

URL : /api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

ID I2X % GET ©
URL : /api/ fie config/vl/domain/{domain UUID}/policy/ftdnatpolicies{container UUID}/autonatrules/{dbject UUID}

FEBR : [ /54 A (Devices) ]>[NAT]>[NATYU & k (NAT List) ]

PUT autonatrules
FRZ A7 PUT
P HRELIEANTA—ZEMHH LU TNAT V— V2B H L ET,
URL : /api/fic config/vl/domain/{damain UUID}/policy/ftdnatpolicies/ {container UUID}/autonatrules/{autonatrule UUID)

MERR : [7 734 % (Devices) ]>[NAT]>[NATVU % I (NATList) ]>[NATR Y 3 —DZEHE (Modify
NAT policy) ]

POST autonatrules
gk &% A 7 : POST
P FBRELIE AT A—ZEHHLCNAT RY U—2Ek L7,
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

HERR : [7 731 A (Devices) ]>[NAT]>[NATY A k (NATList) ]>[NATAHR YU > —DZEHE (Modify
NAT policy) ]
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[ DELETE autonatrules

DELETE autonatrules
k% A7 . DELETE
LA HRE L7 IDCEREAT T BTV D HEh NAT b— /L& HIBR L £9,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/ftdnatpolicies/{containerUUID}/autonatrules

FEFR : [7 734 A (Devices) ]>[NAT (NAT) ]>[NATY A k (NAT List) ]>[NATAY > —D
755 (Modify NAT policy) ]

GET blockdnsrules
k¥ A7 . GET
M BESNIEDNS AU v —DF_RTCOTay 7 b— L EESELET,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/dnspolicies/{containerUUID}/blockdnsrules

HERR : [V > — (Policies) |>[7 7 &A= hr—/L (AccessControl) ]>[DNS7 U > — (DNS
Policy) ]

TANE Y TR TE 537 A—4 : name

DELETE categories

ZR % A 7 . DELETE

W FEE LAY — ID ICBEfT b TWD T T ZHIBRL £,

URL:

/api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/categories/{cbject UUID}
HEBR : [N U — (Policies) 1>[7 7 EBA=> bu—/ (Access Control) ]1>[7 7 &A=z b
m—/L7R U 2~ (Access Control Policy) 1>[7Z7&®A=2> bu—AKRY o —DEE (Modify
Access Control Policy) ]

PUT categories

gsRZ A7 PUT
B BRELEARY U—ID ICEEMT O TWAE BT IV EERE LET,
URL:

/api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/categories/{cbject UUID}

HEBR : [R U — (Policies) 1>[7 7 &A= > hu—/b (Access Control) |>[7 7 &A=z |
1 —/L7R Y >— (Access Control Policy) [>[7 7t Az > hu—/LKY —DEHE (Modify
Access Control Policy) ]
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POST categories .

POST categories
FR ¥ A7 . POST
B TIER S bR Y Ym0 T Y EAERLET
URL : /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/categories

HEBR : [ U ~— (Policies) 1>[7 7 &A= hu—/b (Access Control) ]>[7 7 &A=z k
7 —/L7R U 32— (Access Control Policy) |>[7Z7&A=2> bur—/AKRY I —DEHE (Modify
Access Control Policy) ]

GET categories
R A7 GET

B HETELERY O —IDICEEMT N T A LTIV ZEEGELET, IDZFET LRV
Bl BELERY O — DD ICEEM TN TWETRTCODT I 0—EZ2FRELET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/categories

ID IZ2 &% GET @
URL : /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/categories/{object UUID}

MEMR : [R U — (Policies) ]1>[7 7 &A= ha—/L (Access Control) ]>[7 7 &A=z |
72—/ LR Y 2 — (Access Control Policy) ]

GET chassisplatformsettingspolicies
HRZ A 7 GET

A IDWCEREM T ONTWE Yy —v 7 Ty 7 —ARERN) U —FRELET, ID &
BELRWEAT., I ThOYy—3 7T b 74 —LFRER) V—D—BEEEELET,

URL : /api/fmc _config/vl/domain/{domainUUID}/policy/chassisplatformsettingspolicies

IDIZX5D GET @
URL : /api/fmc config/vl/domain/{domainUUID}/policy/chassisplatformsettingspolicies/{ocbject UUID}

FERR : [N U — (Policies) ]>[7 7 < =2 > (Actions) |>[AF ¥ 7 (Scanners) ]

PUT chassisplatformsettingspolicies
gk& A7 PUT
B RE LIS v =TTy b7 - MREA Y L2 EE LT
URL : /api/fmc_config/v1l/domain/{domainUUID}/policy/chassisplatformsettingspolicies/{objectId}

MEMR : [AR U — (Policies) ]1>[7 7 > =2 > (Actions) ]>[A%F ¥+ (Scanners) ]>[AF ¥
DZEH  (Modify Scanners) ]
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. POST chassisplatformsettingspolicies

POST chassisplatformsettingspolicies
HRZ A 7 POST
WA vy =TTy P A ARERN Y =2 ERl L E T,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/chassisplatformsettingspolicies

HEBR : [N U ~»— (Policies) |>[7 7 v a > (Actions) |>[AF v (Scanners) ]>[AF ¥
DA (Modify Scanners) ]

DELETE chassisplatformsettingspolicies

k% A 7 : DELETE
FHCRELEY Yy =TTy N7 —AEERY —EHIER L £,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/chassisplatformsettingspolicies/{objectId}

FERR : [N U — (Policies) ]1>[7 7 ¥ =2 > (Actions) |>[AF ¥ 7 (Scanners) |>[AF v
DZEF (Modify Scanners) ]

GET connectionprofiles
PRk H A7 GET

A VPNRA bR R PHNOEHG 70 7 7 AT — X 2 BE LET, IDBEEINTW W
A, VPNRA FARBYOTRTCOER T e 7 7 A VO—EE2IGELET,

GET @
URL : /api/fmc _config/vl/domain/{domainUUID}/policy/ravpns/{containerUUID}/connectionprofiles/

ID IZ& % GET @
URL : /api/ fmc config/vl/domain/{domainUUID}/policy/ravpns/{containerUUID}/connectionprofiles/{objectId}

MEMR : /34 A > VPN >

PUT connectionprofiles
FRZ A7 PUT
FH : VPN RA R PNOBEMT O ID T 7 7 A VT — X2 AR LET,
URL : /api/frc_config/vl/domain/{domainUUID} /policy/ravens/{containerUUID} /connectionprofiles/ {cbjectId}

MEBR : [T /34 % (Devices) ]>[VPN]>[VPNDZHE (Modify VPN) ]

POST connectionprofiles
HR K A 7 POST
@il 1 VPNRA AR w PRICEERE T 07 7 A V2B L £
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DELETE connectionprofiles .

URL : /api/fmc config/vl/domain/{domainUUID}/policy/ravpns/{containerUUID}/connectionprofiles

MERR : [7 734 A (Devices) ]>[VPN]>[VPNOZEH (Modify VPN) ]

DELETE connectionprofiles

k5 A7 . DELETE
FE : VPNRA bR e PNOBGEN T SN ID 2o 7 n 7 v A V5 — X 2l L Ed,
URL . /api/fmc config/vl/domain/{domainUUID}/policy/ravpns/{containerUUID}/connectionprofiles/{objectId}

FEMR : [7 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

GET decryptionpolicies
PRk ¥ A7 . GET

At FRE L7 IDICBEMT T 5TV AESRY —2 G L£d, ID ZHEE L2WEE
E, TRTOESRY v—0—R2 G L7,

URL . /api/fmc_config/vl/domain/{domainUUID}/policy/decryptionpolicies

ID 2L % GET D

URL : /api/fmc_config/vl/domain/{domainUUID}/policy/decryptionpolicies/{object UUID}
FEFR @ [AR U — (Policies) 1>[7 7'V — a7 1727 % (Application Detectors) ]
TANG ) TINETE /37 A —4 : Name

PUT decryptionpolicies
HRZ A7 PUT
W HEE LTS R Y R A LET,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/decryptionpolicies/{objectId}

HeBR : [ U ~— (Policies) 1>[7 7V r— a7 4727 % (Application Detectors) |>[7 7
Vi—arTd 477 %DEHE (Modify Application Detectors) |

POST decryptionpolicies
gk & A7 . POST
BT AR S LT
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/decryptionpolicies

HEFR : [ U — (Policies) 1>[7 7'V — a7 1727 % (Application Detectors) 1> [7 7
Vor—avr7 4727 %O%EHE (Modify Application Detectors) ]

Cisco Secure Firewall Management Center RESTAPI /A—2 3 2 181 94 w9 R B — b HA K .



RESTAPINOA TSz b |
. DELETE decryptionpolicies

DELETE decryptionpolicies
ZR % A 7 . DELETE
il FRE LTS AR Y —Z2HIBR L £7,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/decryptionpolicies/{objectId}

MEMR : [R U > — (Policies) 1>[7 7V r—3 a7 177 % (Application Detectors) |>[7 7
Vi—arT 477 %DEHE (Modify Application Detectors) ]

GET decryptionpolicyrules
2RZ A7 GET

P ERE L IDICEEMTON TV ARESRY —L— L2 BELET, IDEZIFETE LR
BAIZ, TR TOEERY O —L—LO—E2TELET,

URL : /api/fmc_config/vl/domain/{domainUUID} /policy/decryptionpolicies/{containerUUID} /decryptionpolicyrules

IDIZ2X % GET ©
URL : /api/fic config/vl/darain/{daveinlUID} /policy/decryptionpolicies/{containerUUID} /decryptionpolicyrules/ {doject WUID}

HEFR : [AR U — (Policies) 1>[7 7'V — a7 17 27 % (Application Detectors) ]

PUT decryptionpolicyrules
ZORZ A 7 PUT
M BRELEESRY v — LB EE L ET,
URL : /api/fic config/vl/damain/{damainlUID} /policy/decryptionpolicies/ {containertUID} /decryptionpolicyrules/ {dbjectId}

HEBR : [N U — (Policies) 1>[7 7V r—3 a7 4727 4 (Application Detectors) |>[7 7
Vir—arT 477 %DOKEHE (Modify Application Detectors) ]

POST decryptionpolicyrules
FRH A 7 POST
BE EHERY = — LA ER LT,
URL : /api/finc config/vl/domain/ {domainUUID} /policy/decryptionpolicies/ {containerUUID} /decryptionpolicyrules

HeBR : [N U ~— (Policies) 1>[7 7V r— a7 4727 % (Application Detectors) |>[7 7
Vor—ars 4727 %DOKERE (Modify Application Detectors) |

DELETE decryptionpolicyrules

Hk 2 (7 : DELETE
B HEE LIRS AR Y V== V2 HIBR L £
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PUT defaultactions .

URL : /api/fc config/vl/damain/ {damainUUID}/policy/decryptionpolicies/ {containerUUID} /decryptionpolicyrules/ {dojectId}

HeBR : [R U ~— (Policies) 1>[7 7V r— a7 4727 4 (Application Detectors) |>[7 7
Vir—arT 47 7% DOKEHE (Modify Application Detectors) ]

PUT defaultactions
gk 2 A7 . PUT
B HEELET 2R arbe— RV —IDEBLRTFT 74V DT 72 9 ID I
FFENTWABT IV DTV a2 ERELET,

URL : /api/ fme config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions/{dbject UUID}

FEFR : [N U ~— (Policies) ]1>[7 7 &A= hr—/L (Access Control) |>[7 27 &A=a |k
a2 —/L7R Y 32— (Access Control Policy) |>[7 7 &A=y bu—/LKRY I —0OEHE (Modify
Access Control Policy) ]

GET defaultactions
gRZ A7 GET

M HEELET 278 A arbr— b R —IDBLOT 74 FOT 7 g v ID IR
HTFONTWAET 7NV NOT 7o a0 LET, 774V EOT 7 v a v ID BRES
NTORWEAF, BELEZT 7R 3y be— bR o—IDIZEEMMT LN TNDTRT
DF TN ENDOT I arD—ExBELET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions

ID IZX % GET ©
URL : /api/ fme config/vl/domain/ {damain UUID}/policy/accesspolicies/{container UUID}/defaultactions/{cbject UUID}

FERR - [ Y 2 — (Policies) |>[7 7 &A=z hr—/ (Access Control) |>[7 27 EA= |
17— L7 U 2 — (Access Control Policy) ]

GET dnspolicies

Sk H A7 . GET
FiH DNSAHA U > —ZFAELET, IDEHFELRWVWIESIL. T XTODNSKRY —D—E%
RS LET,

URL : /api/fmc_config/vl/domain/{domainUUID}/policy/dnspolicies
IDIC &% GET D URL : /api/fmc_config/vl/domain/{domainUUID}/policy/dnspolicies/{objectId}

MERR : [AR VU — (Policies) |>[7 7 &A= hr—/L (AccessControl) ]>[DNS7H U 2 — (DNS
Policy) ]

TANE Y TVERTE 537 A—4 : name
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GET dnssettings

gsR& A7 GET

T BEDT Yy =TTy P A —LRERY O —DODNS RERY > —ZBELET, ID
PDEEENTOWARWEE, BEDY Y —3 7Ty b 74 —AFKERY —DFTD DNS &
EEBFLET,

URL : /api/fmc config/vl/domain/{domainUUID} /policy/chassisplat formsettingspolicies/ {containerUUID} /dnssettings

ID &% GET ®
URL : /api/fic config/vl/darein/ {dareinlUUID} /policy/chassisplat formsettingspolicies/ {containerUUID} /dnssettings/ {doject UUID}

MERR @ [AR Y 2— (Policies) 1>[* > MU —2 0t (Network Discovery) ]

PUT dnssettings

gk A7 PUT
G BEDOY Y=V T Ty F T —ARERY —DIREESNT- DNS RERY > —%2LH
LE7,

URL : /api/fic config/vl/darain/{daveinlUID} /policy/chassisplat fommsettingspolicies/ {containerlUUID} /dnssettings/ {dojectId}

MERR : [AR Y 2 — (Policies) 1>[ v hU—Zfi (Network Discovery) ]>[ v hU—727 fafh
DZEH  (Modify Network Discovery) ]

GET dynamicaccesspolicies

R HZ A7 GET

W FAFT Iy T EARY =BG LET, GETIZID MEE SN TWZRWIEAETT,
FTRCOXAFI v T/ AR v —D—EEERELET,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/dynamicaccesspolicies

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/dynamicaccesspolicies/{objectId}

MEMR : /34 A > VPN >

PUT dynamicaccesspolicies

R A7 PUT
FBELZIDICEEM T NI F AT Iy TI7EAR) V—2EHLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/dynamicaccesspolicies/{objectId}

MERR : [T 734 A (Devices) ]>[VPN]>[VPNOZEH (Modify VPN) ]
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POST dynamicaccesspolicies .

POST dynamicaccesspolicies

HRZ A 7 POST
P BEM T ONTEA AT I TR R U—EERLET,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/dynamicaccesspolicies

FEBR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

DELETE dynamicaccesspolicies

GET endpoints

PUT endpoints

k% A~ . DELETE
i RE L IDICEEMN T ONTEA AT I v T RARY U—EHIRLET,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/dynamicaccesspolicies/{objectId}

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

2R 2 A 7 0 GET

BB PR YHNOTRTOT Y KARA v FERZIZ VPN A M bR PHNOFEE Sz ID
BT BTV AHRFED = KR A > M EEIG L E T, GETHDID Z2F87E LZ2WEAITL,
FRBEOTRTOZ FRAV FO—EEERELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints

IDIZX % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

MEMR : /34 A > VPN >

gsR& A7 PUT

P AR PHNOTRTOZ RARA > FEFIZ VPN A R bR e PHNOFRE S ID
WCEHEM T BN TWARKEDZY RRA v NEEELET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

FEBR : [7/34 A (Devices) ]>[VPN]>[VPNOZEH (Modify VPN) ]

POST endpoints

gk 2 A 7 . POST

P PR PHNOTRTOT S KARA » FEZIZ VPN A M MR e PHNOFEE Sz ID
BB T SN TWARKED=Y RARA > NEERR LE T,
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[ DELETE endpoints

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints

MERR : [7 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

DELETE endpoints

Bk % A 7 : DELETE

B PR RO TRTOT S KARA  FEZIZ VPN YA M bR e PHNOFEE SN2 ID
BB T STV ARKEDT Y RERA Y FEEIBRLET,

URL : /api/ fme config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

MEBR : [T /34 % (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

GET filepolicies
PRk » A7 . GET

B HEELZIDICEEMTONTNDE 77 ANV KR — ATV =7 FERELET, ID
FREELRWESIE., TXTOT77A NV RIS —F 7V hO—EZEELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/filepolicies

ID IZX % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/filepolicies/{object UUID}

HERR @ [AR U > — (Policies) ]>[7 7 A= hra—/ L (AccessControl) ]>[~/L 7 =7 BLWN
77 A )R Y y— (Malware & File Policy) ]

PUT filepolicies
ZRZ A7 PUT
B HRE L7 IDICBEEM T BN TWDE 7 7 A LR Y —E BT LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/filepolicies/{objectId}

FeBR : [R U > — (Policies) |>[7 7 A= ha—/L (Access Control) |>[¥/V U =T &7 7
ANKRY —DEE (Modify Malware & File Policy) ]

POST filepolicies
gk % A7 . POST
Wl 7 7 ANRY a2 AR L E T,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/filepolicies

HEBR : [N U — (Policies) 1>[7 7 A=z hbr—/ (Access Control) |>[¥/V U =T &7 7
AWK —DZ T (Modify Malware & File Policy) ]
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DELETE filepolicies [

DELETE filepolicies

k% (7 . DELETE
B FRE L IDIICEEMS TN TWE 7 7 AR —ZHIBRLET,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/filepolicies/{objectId}

MEFR @ [8 U o — (Policies) 1>[7 7 A= hr—/ (Access Control) |>[~¥/V T =T &7 7
AWK Y > —DZH  (Modify Malware & File Policy) ]

GET filerules
giskH A4 7 GET

D FEE L IDICEEMITONTWE 7 7 A NE A TEREELET, IDZHETC LARWES
X, TRXTOT7 7 ANEATO—EEEHRLET,

URL : /api/fmc_config/vl/domain/{domainUUID}/policy/filepolicies/{containerUUID}/filerules

IDIZ2X % GET ©
URL : / api/fmc config/vl/domain/{domainUUID}/policy/filepolicies/{containerUUID}/filerules/{cbject UUID}

HEFR : [AR U — (Policies) ]>[7 7 A= hr—/ b (AccessControl) |>[~/L 7 =7 BLW
7 7 A VAR Y 2 — (Malware & File Policy) ]

PUT filepolicies
HORZ A7 PUT
B HRE L IDICEEM T N TWDE 7 7 A LR Y U — 2 BT LET,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/filepolicies/{objectId}

HEFR @ [AR U > — (Policies) 1>[7 7 EA=> hr—/ (Access Control) |>[¥/V U =T &7 7
ANKRY > —DEE (Modify Malware & File Policy) ]

POST filerules
FR ¥ A 7 POST
T AN — L EER L E T,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/filepolicies/{containerUUID}/filerules

FERR : [AR VU > — (Policies) |>[7 7 A= hu—/L (Access Control) ]>[~v VT =T &7 7
ANKRY —DEE (Modify Malware & File Policy) ]

DELETE filerules

gk % A7 . DELETE
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A HEE L2 ID ICBEEMTOENTWAE 7 7 A W — L EHIBR L £,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/filepolicies/{containerUUID}/filerules/{objectId}

FERR : [/ U — (Policies) 1>[7 27 &A= b —/ (Access Control) [>[~ VT =T &7 7
ANKRY —DETE (Modify Malware & File Policy) ]

GET flexconfigpolicies

2R 2 A 7 0 GET

A BHE T 5TV D ID 87D Flexconfig AR U & — 2 HfG L 77, ID Z45E L2WiGH
X, T_TOD Flexconfig KV v —D—EETHLE T,

URL : /api/fmc_config/vl/domain/{domainUUID}/policy/flexconfigpolicies

ID IZ2 & % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/flexconfigpolicies/{object UUID}

HEFR : [7 734 A (Devices) ]> [Flexconfigis U 2 — (Flexconfig Policy) ]

POST flexconfigpolicies

FR S A 7 POST
#H : Flexconfig AN Y > —ZAER L £ 7,
URL . /api/fmc_config/vl/domain/{domainUUID}/policy/flexconfigpolicies

MEBR : [T 731 A (Devices) ]> [Flexconfigis U >— (Flexconfig Policy) ]> [Flexconfigis U v —
DZEH (Modify Flexconfig Policy) ]

GET ftdnatpolicies

HRZ A 7 GET

LB HEE L7z ID ICBEATT ST D BRUSKET D0 NAT AN Y o — &2 Hifs L £, ID
ZHRELZRWGEIE, TNTO BEISHT 50 NAT R Y o —o—HalG L ET,

URL ! /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies

ID iZ2 &% GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

MEMR : [T 734 A (Devices) ]>[NAT]>[NATVU A | (NAT List) ]

PUT ftdnatpolicies

sk 2 A 7 PUT
B FRE LT ID 2 FF BEUC T A NAT R U o — 52 EF L ET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}
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POST ftdnatpolicies .

FERR : [T /3A A (Devices) ]>[NAT]>[NATYU A k (NATList) ]>[NATH Y > —DZH (Modify
NAT policy) ]

POST ftdnatpolicies
FR ¥ A 7 POST

P FRE L7 R T A— 2 2l L C BRI D051 734 A NAT R Y v —% 1Bk L &
j—o

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies
“ﬁ%IRBtG)IJRIIZ/api/fmc_config/vl/domain/{domain_UUID}/policy/ftdnatpolicies?bulk:true

MERR : [7/3A A (Devices) ]>[NAT]>[NAT U A  (NATList) ]>[NATHA U > —DZHE (Modify
NAT policy) ]

DELETE ftdnatpolicies

k¥ A7 : DELETE
il - HEE L72 ID 2 R0 BBk 2 B51H NAT R U o —Z2HIBR L £,
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

MERR : [7/3A A (Devices) ]>[NAT]>[NAT U A  (NATList) ]>[NATA U > —DZE (Modify
NAT policy) ]

GET ftdplatformsettingspolicies
PRZ A7 GET

FEA - BEEAT T S 4TS ID Z{# 4% FTDPlatformSettings 748 U & —ZHifG L £4, ID 45
ELRWEAIE,. 33T O FTDPlatformSettings 78 U v — D —& 2 G L £,

URL : /api/fmc_config/vl/domain/{domainUUID}/policy/ftdplatformsettingspolicies

ID I2& % GET @
URL : /api/fmc config/vl/domain/{domainUUID}/policy/ftdplatformsettingspolicies/{object UUID}

FEMR : [7 /34 A (Devices) |>[7 /31 A& H (Device Management) ]

PUT ftdplatformsettingspolicies
gk & A7 PUT
FLEA : BEELAT T BV CU S ID &% 95 FTDPlatformSettings AR U & — 2 & H L7,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/ftdplatformsettingspolicies/{objectId}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]
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. POST ftdplatformsettingspolicies

POST ftdplatformsettingspolicies

HRZ A 7 POST
#iBH : FTDPlatformSettings 7~ U > — & 1Bk L £,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/ftdplatformsettingspolicies

FERR : [7 /31 A (Devices) |>[7 734 A& B (Device Management) |>[7 /34 ADZH  (Modify
Device) |

DELETE ftdplatformsettingspolicies

GET ftds2svpns

PUT ftds2svpns

k% A 7 : DELETE
A BEATT S 72 ID & FF> FTDPlatformSettings 78 U v —ZHlkR L £ 97,
URL . /api/fmc_config/v1l/domain/{domainUUID}/policy/ftdplatformsettingspolicies/{objectId}

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) |

SR & A7 GET

B FRE &7 ID ICRHEAHT STV D BSR4 MR VPN bR e U s
LET, IDBIETINTWARNES, TXTo ZRIC+T 58 4 R VPN FRe 0
—E ARG L ET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns

ID IZ2X % GET ©
URL : /api/fmc _config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}

MEMR : /34 A > VPN >

gsR& A7 PUT

P FEE SN IDIZBEAM T B LTV D BEUC KT S B A R VPN R m U E AR
L/i‘g—o

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID

FEMR : [7 /34 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

POST ftds2svpns

SR ¥ A 7 . POST
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DELETE ftds2svpns ]

B FRELTe T A =2 2 LT &BUE T 205 ¥ R VPN bR &Rk L &
R

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZ®E (Modify VPN) ]

DELETE ftds2svpns

2k % A 7 . DELETE

A R E S ID BRI BV TV D BRI DB A R VPN R AR v U & EIBR
L/i‘j‘o

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID

MERR : [T 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

GET healthpolicies
R A 7 0 GET

il BEATT DTV D ID 2R OIEFMER Y —Z2 G L Ed, ID Z467E L2RWIEEIE,
FTARTOEFHERY o —D -T2 BGFLET,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/healthpolicies/{objectId}

IDZX % GET @
URL : /api/fmc _config/vl/domain/{domainUUID}/policy/healthpolicies/{objectId}/{object UUID}

MeBR : [> AT L& (System) > [IEFM: (Health) 1> [1E®MER U 2 — (Health Policy) ]

GET hitcounts
gsR& A7 GET

B Y TOHNTERY) —F T DN KT HT AL ADRH DO v b ME
% Management Center 2> 5 /S L £ 97,

KEE DT /8 R L CEITENTZ R OB TH 55E. GET #BIERHZE » N B w2 ME
FONA AN S ABICERNC RS S E T,

URL :

* /api/fmc config/vl/domain/\{domainUUID\}/policy/accesspolicies/\{containerUUID\}/operational/hitcounts?
filter = "\{filterString\}"

* /api/fic config/vl/davein/{dareinUUID} /ol icy/prefilterpolicies/ {containerlUID} /aperational /hitconts?filter="{filterString}'

HERR -

o [RV >— (Policies) |>[7 7 A= hr—/,R U — (Access Control Policy) [>[7 7
tRxar bur—LRY —DZE (Modify Access Control Policy) ]
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[l ruthitcounts

PUT hitcounts

RESTAPIROA TS x4 + |

o [ARY 2— (Policies) 1>[7 V7 4 /L% KU I — (Prefilter Policy) |>[V 7 4 L& R
T —DZH  (Modify Prefilter Policy) ]

SsR& A7 PUT

S BB THNERY I HT BT AL ADEEH O v h Y MERETE L.
Management Center (217 L £ 7,

URL :

* /api/fmc config/vl/domain/\{domainUUID\}/policy/accesspolicies/\{containerUUID\}/operational/hitcounts?
filter = "\{filterString\}"

* /goi/frc aonfig/vl/daredn/ {darednlJUID} /policy/prefilterpolicies/ {containerUID} /cperational /hitoounts?fi 1ter="{filterString}"

HERR -

« [R VU — (Policies) 1>[7 7 &A=z hr—LKY I — (Access Control Policy) ]>[7 7
X3 be—LRY —DEE (Modify Access Control Policy) ]

o [R VU 2— (Policies) ]>[7 V7 4 /v ¥ RV I — (Prefilter Policy) |>[7'V 7 4% R
T —DZH  (Modify Prefilter Policy) ]

DELETE hitcounts

2k % A 7 . DELETE

M ey MUY MEREZHIBRL, T ANOFD B ToNERY v —F 72 id—1 0
Management Center "5 Dt v M AU MEEuizlkEy hLET,

BENIERIC5E T35 &, DELETE#EIC L > T200 D (OK) A vE—IYRNREND Z LI
FEELTLLEEN,

URL :

* /api/fmc config/vl/domain/\{domainUUID\}/policy/accesspolicies/\{containerUUID\}/operational/hitcounts?
filter = "\{filterString\}"

* /api/firc config/vl/davein/{dareinUUID} /colicy/prefilterpolicies/ {containerlUID} /aperational /hitconts?filter="{filterString}'

HERE

« [R VY — (Policies) 1>[7 7 &A= hr—/LAKY I — (Access Control Policy) 1>[7 7
tRxar br—LRY —DZE (Modify Access Control Policy) ]

« [V ~— (Policies) ]>[7'L 7 4 /W% KU — (Prefilter Policy) [>[7 L7 4 /L% KR
> — D7 H (Modify Prefilter Policy) ]
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GET httpaccesssettings .

GET httpaccesssettings
HRZ A7 GET

A IDIZEREAT T SN T WA FIDHTTP 7 7 B 2R EXBIE LE T, ID 2 E LWL
X, T XTCOFIDHTTP 7 7 EAHREDO—ELZTELET,

URL : /api/fmc config/vl/damain/ {damainUUID} /policy/ftdplatformsettingspolicies/ {containerUUID} /httpaccesssettings

IDIZ X5 GET @
URL : /api/fic config/Al/darein/ {daneinlUID} /policy/frdplat formsettingspolicies/ {containerUID} /hittpaccesssettings/ {doject. UUID}

FERR : [NV 2 — (Policies) > [ v bV —Z7fiH (Network Discovery) |

PUT httpaccesssettings
gRk& A7 PUT
FLH : FEE L7 FTDHTTP 77 B AR ELEE L7,
URL : /api/firc_config/vl/darein/ {dameinlUID} /pol icy/frdplat formsettingspol icies/ {containerUUID} /hittpacoesssettings/ {doject Id)

FEFR : [NV 2— (Policies) 1> [+ v MV —7Z i (Network Discovery) ]>[R > b7V —7 i
DZH (Modify Network Discovery) ]

GET identitypolicies
ZoRZ A 7 0 GET

DA HEE LZIDICEEMN TSN TWAIDARY V—52 A LE T, IDERE LRWVWEESE.
T_XTODRY > —FEEBLET,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/identitypolicies

IDZX % GET @
URL : /api/fmc _config/vl/domain/{domainUUID}/policy/identitypolicies/{objectId}

FEBR : [AR Y > — (Policies) 1>[7 7 &A= hra—/L (AccessControl) ]>[ID7R VU 3 — (Identity
Policy) ]

GET ikesettings
R A7 GET

SiEH VPN A R R AR e PNOFRE S ID ICEE T 5 TWA IKE REXBE L E
T, GETOID #FELRWEAIE, FAa YO IKE OFREEZTELE T,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ikesettings

ID IZ2 &% GET @
URL : /api/finc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ikesettings/{ikesetting UUID}/

MEMR : /34 A > VPN >
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[l rutikesettings

PUT ikesettings

gsRZ A7 PUT
A VPN A M R AR e PHNOIEESNZ ID ICEEMMTONTWD IKERELXLE L E
kS

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/
ikesettings/{ikesetting UUID}

MERR : [7 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

GET inheritancesettings
gy A7 GET

At FRE LT 7B AR Y —ICBEEA T DN TV DA EZ RS LE T, ID 2fEL
BRWGEIR, TN TOMARED Rz s LET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/inheritancesettings/

IDIZ2X % GET ©
URL : /api/firc_config/vl/davein/{damein UUID} /policy/accesspolicies/{container UUID}/irheritancesettings/ {dbject UUID}

HEFR : [AR U — (Policies) |>[7 7 &A= hu—/LiR U 2 — (Access Control Policy) ]

PUT inheritancesettings

sk 2 A 7 PUT
B HEELET 7 AR —IZBEIT O N TV AR EE AT L E T,
URL:

/api/fimc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/inheritancesettings/{cbject UUID}

MERR : [R Y 2 — (Policies) |>[7 27 &A= hr—/LAKRYU 2 — (Access Control Policy) ]>[7
gt Ray ha—/LR Y —DZEHE (Modify Access Control Policy) ]
GET Inspector Configurations
ZRH AT GET
WL 1 Snort3 7 A & L NAP ZHuUfF L 77,

URL : /api/fmc config/vl/domain/{domainUUID} /policy/networkanalysispolicies/ {containerUUID}/inspectorconfigs

FEBR : [N U 2 — (Policies) 1>[7 7 &A= ba—/ (Access Control) ]>[7 7 tA=z v k
7 —/L7R U 32— (Access Control Policy) ]

GET inspectoroverrideconfigs
FRA A7 GET
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PUT inspectoroverrideconfigs .

WA : Snort3 A X LA NAP A—_"—F A RERGLET,
URL : /api/fic_config/vl/darain/ {dameinlUID} /policy/networkanalysispolicies/{containerUUID} /inspectoroverrideconfigs

FEBR : [N U 3 — (Policies) 1>[7 7 &A= ba—/ (Access Control) ]>[7 7Rz b
v — LR U 2 — (Access Control Policy) ]

PUT inspectoroverrideconfigs
gRkA A7 GET
W : Snort3 B A X L NAP A—/"—F 4 REEHELET,
URL : /api/fic_config/vl/domain/ {domainUUID} /policy/networkanalysispolicies/ {containerUUID} /inspectorconfigs

FEBR : [N U — (Policies) 1>[7 7 &A= bur—/ (Access Control) ]>[7 7 A=z b
a2 —/L7R Y 32— (Access Control Policy) |>[7 7 &A=y bu—/LKRKY I —0OEHE (Modify
Access Control Policy) ]

GET intrusionpolicies
FRZ AT GET

B RE L7 ID BB DR COARAKY v — & BB LET, ID AHEE LAV e
F. TARTORARY v —0—EE2RELET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/intrusionpolicies

IDIZX % GET ®
URL : /api/fmc config/vl/domain/{domain UUID}/policy/intrusionpolicies/{object UUID}

FERR : [V 2 — (Policies) 1>[7 7 &A= hra—/ (Access Control) ]>[fZARY T —
(Intrusion Policy) ]

PUT intrusionpolicies
PR Z A7 PUT
B HEE L7 ID ICBEATT BTV RARY o —2ZHLE T,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/intrusionpolicies/{objectId}

FERR : [R VU 2 — (Policies) 1>[7 7 &A= hra—/ (Access Control) ]>[RARY I —
(Intrusion Policy) ]>[R AR Y > —DZHE (Modify Intrusion Policy) ]

POST intrusionpolicies
Pk & A7 . POST
B L7285 A — 2 I L TRAKY S— % LT

URL : /api/fmc config/vl/domain/{domainUUID}/policy/intrusionpolicies
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[l DELETE intrusionpolicies

HEBR : [R U ~— (Policies) 1>[7 7 &A= hu—/b (Access Control) ]>[ZARY I —
(Intrusion Policy) 1> [ AR U —DZF (Modify Intrusion Policy) ]

DELETE intrusionpolicies

Bk % A 7 : DELETE
P EE L IDICEEMT LN TWARERARYD —ZHIR L £9,

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/intrusionpolicies/{object UUID}

FERR : [N U ~— (Policies) ]>[7 7 A= hr—/L (Access Control) |>[{EFARY I —
(Intrusion Policy) 1> [R AR Y > —DZHE (Modify Intrusion Policy) ]

GET intrusionrulegroups
SxRZ A7 GET
G A=y MEARY —IDDRFRESNIZEAL—IVIDDRY —ZL O8EZ BS L
*9, GETO/L—/VID Z4EE LR WAL, AU ¥ —IDIZEEM T 5TV 59T Snort
3 12 A RuleGroup O — & & BU&G L £ 7,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/intrusionpolicies/{containerUUID}/intrusionrulegroups/

ID IZ2X % GET ©
URL : /api/ fie config/vl/domain/ {damainUUID} /policy/intrusionpolicies/ {containerUUID} /intrusionrulegroups/ {dbjectId}

HERR : [NV >— (Policies) ]>[7 7 A= hr—/L (Access Control) ]>[RAKRY v —
(Intrusion Policy) ]

PUT intrusionrulegroups

gk 2 A7 . PUT
S 2=y MEARY —IDOFEESNIZFEANL—ILIDDORY o —ZL OEELZE L
i‘a‘o

URL : /api/finc config/vl/dovain/{darainUUID} /policy/intrusionpolicies/ {containerlUUID} /intrusionrulegroups/ {dojectId}

MERR : [AR U 2 — (Policies) |>[7 7 &A= hr—/ (Access Control) ]>[RARY I —
(Intrusion Policy) ]>[R AR Y > —DZHE (Modify Intrusion Policy) ]

POST intrusionrulegroups

sk 2 A 7 PUT
G A=y MEARY —ID DFRESNIZEAL—VIDDRY —ZL OBEZ LT L
F7,

URL : /api/ficc config/vl/damain/ {domainUUID} /policy/intrusionpolicies/ {containerUUID}/intrusionrulegroups/ {dbjectId}
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GET intrusionrules .

HEBR : [N U ~— (Policies) 1>[7 7 &A= hu—/b (Access Control) ]>[RARY I —
(Intrusion Policy) ]> [ AR U > —DZEH (Modify Intrusion Policy) ]

GET intrusionrules
SsR& A7 GET
P A=y MEARY —IDDIREENTZFEANL—LIDDORY > —Z L OFMEZESE L
£, GETD/L—/LID ZEE LARWEAIL, R > —IDIZEEST T 5T 59T D Snort
3BAN—LO—EEZEFELET,

URL : /api/fmc_config/vl/domain/{domainUUID}/policy/intrusionpolicies/{containerUUID}/intrusionrules

IDIZ2X % GET ©
URL : / api/fc config/vl/domain/ {domainUUID}/policy/intrusionpolicies/{containerUUID}/intrusionrules/ {cbjectId}

HERR : [R Y 2 — (Policies) ]>[7 7 &A= hr—/L (Access Control) ]>[EARY L —
(Intrusion Policy) ]

PUT intrusionrules

gsRZ A7 PUT
HBH X =7y MEARY —IDDIRESNTZEANL—IVIDDRY > — L OFEZZEE L
F9,

URL : /api/ fic config/vl/domain/ {domainUUID} /policy/intrusionpolicies/{containerUUID}/intrusionrules/ {objectId}

HERR : [N U ~— (Policies) ]1>[7 7 A= hr—/L (Access Control) ]>[{ZARY I —
(Intrusion Policy) 1> [ AR YU > —DZEF (Modify Intrusion Policy) ]

GET ipsecadvancedsettings
PRA A7 GET

P VPNRA AR B PO IPsec iEMIFXE &2 HfS L £9, GET IZ ID BETE STV RV
BlE. AR OE—O IPsec iR ET=Y M) 2 E— B2 RS LET,

URL : /api/fimc_config/vl/domain/{domainUUID} /policy/ravpns/{containerUUID} /ipsecadvancedsettings/ {objectId}

IDIZ2X % GET ©
URL : /api/firc config/vl/davain/{domeinlUID} /policy/ravens/ {containerlUUID} /ipsecadvancedsettings/ {dojectId}/ {doject UUID}

MERR : [A 7Y =7 F~3—T % (Object Manager) ]

PUT ipsecadvancedsettings
gsRZ A7 PUT
FiBA : VPNRA FARa JND IPsec DEEFIRER L E L E T,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/ravens/ {containerUUID}/ipsecadvancedsettings/ {cbjectId}

Cisco Secure Firewall Management Center RESTAPI /A—2 3 2 181 94 w9 R B — b HA K .



RESTAPINOA TSz b |
. GET ipseccryptomaps

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

GET ipseccryptomaps
ZRZ A7 GET

FiBH  VPNRA FAR PO IPsec 7V 7 b~y 7REXEIGELE T, ID BVEEEIN TN
PEIZ., "AeOHE—~DIPsec 7V 7 h~y TR EZGL—EZEE L £,

URL . /api/fmc config/vl/domain/{domainUUID}/policy/ravpns/{containerUUID}/ipseccryptomaps/{cbjectId}

IDIZ2X % GET ©
URL : /api/frrc_config/vl/domain/{domeinUUID} /policy/ravpns/{containerUUID} /ipseccryptamaps/ {dbjectId}/ {dbject UUID}

MEFR : [4 7Y =7 h~3—T % (Object Manager) ]

PUT ipseccryptomaps
ZORZ A 7 PUT
Bl VPNRA hARBYNOD IPsec 7 ) 7 b~y TREZEHELET,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/ravpns/{containerUUID}/ipseccryptomaps/ {cbjectId}

MelR : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

GET ipsecsettings
PRZ A7 GET

T VPN A R AR e PO IPsec #E X E & BUfF LET, GET IZID 2MEE I LT
WEEEIE, PR YOR—O IPsec iXEX> M E2ETe U X MERIELET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ipsecsettings

ID i2& % GETD
URL . /api/fmc_config/vl/domain/DomainUUID/policy/ftds2svpns/{topology UUID
}/ipsecsettings/{ipsecsetting UUID}

FEBR © 5 /3 A A > VPN >

PUT ipsecsettings
HRH A7 PUT
] VPN YA R R AR e PN IPsec 2B EEX AR L ET,
URL : /api/fic_ config/vl/damain/ {domain UUID}/policy/ftds2svpns/ {topology UUID}/ipsecsettings/{ipsecsetting UUID}

FERR : [T 734 A (Devices) ]>[VPN]>[VPNDOZEHE (Modify VPN) ]
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| RESTAPIRODA T b
GET Idapattributemaps .

GET Idapattributemaps
HRZ A7 GET

FLHH : VPNRA hAR PN LDAP @it~ v 72 BS L £9, GETIZID 2MEE STV
LA, PR ueYOHRE—~0O LDAP B~y 72— Br &G L £,

URL : /api/ fmc config/vl/domain/{domainUUID}/policy/ravpns/{containerUUID}/ldapattributemaps/{objectId}

ID &% GET ®
URL : /api/firc config/vl/darain/{damainUUID} /fpolicy/ravpns/ {containerUUID} /1dapattributemaps/ {dojectId} / {dbject UUID}

MERR : 7 /34 A > VPN >

PUT Idapattributemaps
HR & A7 PUT
] VPN RA WOFEE 4172 ID 257D LDAP Bk~ v 72 AW L £7°,
URL : /api/fmc config/vl/domain/{domainUUID} /policy/ravpns/{containerUUID}/ldapattributemaps/{objectId}

MEFR : [7/3A A (Devices) ]1>[VPN (VPN) ]>[VPNOZEHE (Modify VPN) ]

GET loadbalancesettings
ZRkZ A7 GET

A VPNRA FARBEVPHNOBR— RAT U AREEZISG L ET, GETIZID NEEIN TV
WAL, FAREYOBE—0OE— RS VAR ED L N A S EERELET,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/ravpns/{containerUUID}/loadbalancesettings

ID IZ& % GET @
URL : /api/ fme config/vl/domain/{domainUUID} /policy/ravpns/ {containerUUID}/loadbalancesettings/{cbject UUID}

ME[R : /34 A > VPN >

PUT loadbalancesettings
FRZ A7 PUT
Fil] : VPNRA FAR B PHNOE— RNRT U ARELXZEE LET,
URL : /api/fmc config/vl/domain/{domainUUID}/policy/ravpns/{containerUUID}/loadbalancesettings/ {objectId}

MERR : [T 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

GET loggingsettings
FRH AT GET
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RESTAPINOA TSz b |
. PUT loggingsettings

HHHEELET A ar b= R —IDBLRT 74 bDT 7 a2 ID IS EE
o Tn2eXr FREZEEGELET, 7740V 0T 72 a D BEESIL TN
BAIE. BELET 78R ar ba— L RY U —IDICEEMN T HEATHETXTOT 7 41
cOT v arO—EERELET,

URL : /api/fmc _config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/loggingsettings

ID (2L % GET ®
URL : /api/fimc config/vl/domain/ {domainUUID} /policy/accesspolicies/ {containerUUID}/loggingsettings/ {cbject UUID}

HEFR : [R U ~— (Policies) ]

PUT loggingsettings
gk & A7 PUT

S EELET7EX arha— L RV —IDBIRF 74/ DT 7 g 2 ID ICEEHE
fFFbnTWnWbsteXr VZEXLEE LET,

URL : /api/ fme config/vl/domain/{domainUUID} /policy/accesspolicies/ {containerUUID} /loggingsettings/{cbjectId}

HEBR : [R U ~— (Policies) |>[7 7 A=z br—/LR Y 2»— (Access Control Policy) 1>[7
JrRxay ha—)LiRY T —DEHE (Modify Access Control Policy) ]

GET manualnatrules
giskH A4 7 GET

A R L7 ID ICEEAM T SN TCWAFEINAT V— V2 EG L E4, ID Z35E LW
Bl TRTOFEHNAT L— L O—E 52T L ET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

ID (2L % GET ©
URL : /api/finc_config/vl/damain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{cbject UUID}

FERR : [T 73A A (Devices) ]>[NAT]>[NAT YU A | (NAT List) ]

PUT manualnatrules
BRk& A7 PUT
LEA  HRE L72 IDCESEA I b TV D HEI NAT Lb— /L&A B L £,
URL : /api/fmc config/vl/domain/{domainUUID} /policy/ftdnatpolicies/{containerUUID} /manualnatrules/ {objectId}

MERR : [7/3A A (Devices) ]>[NAT (NAT) ]>[NATYU A  (NAT List) ]>[NATR YU > —D
758 (Modify NAT policy) ]

POST manualnatrules
YR & A 7 . POST
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| RESTAPIRODA T b

DELETE manualnatrules .

B B L7 8T A= i L CRE NAT L— L 21k L £,
URL : /api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

FERR : [T 73A A (Devices) ]>[NAT]>[NATYU A k (NATList) ]>[NATH Y > —DZEH (Modify
NAT policy) ]

DELETE manualnatrules

POST migrate

PR & A 7 . POST
R FRE L72 NAT R U o — DO F&) NAT L— /L EHIER L 9,
URL : /api/fic_config/vl/damain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{dbject UUID}

FEFR : [7 731 A (Devices) ]>[NAT]>[NAT U A k (NATList) ]>[NATAR Y > —DZEH (Modify
NAT policy) ]

PRk K A7 . POST
P HRE L7273 A A D flexConfig DBATEBRIE L 77,
URL . /api/fmc_config/vl/domain/{domainUUID}/policy/flexconfigpolicies/{containerUUID}/migrate

HEBR : [7°73A A (Devices) ]> [Flexconfigis U >— (Flexconfig Policy) ]> [Flexconfigix U > —
DZH (Modify Flexconfig Policy) ]

GET natexemptrules

GET natrules

PRZ A7 GET
TR - TS ADY A FE VPN bR T Lo TAR S 7z VPN NatExempt /b—/L % Bifs L
£7

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/natexemptrules/{deviceld}

FERR : [T 734 A (Devices) ]>[NAT (NAT) ]

SxRZ A7 GET

Sl EE L NAT R Y O —IZBEMT 5N TW AT _TONAT V—v (FEB L OEE)
OD—EERELET,

URL . /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/natrules

MERR : [T 734 A (Devices) ]>[NAT]>[NAT U A b (NAT List) ]
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. GET netflowpolicies

RESTAPINOA TSz b |

GET netflowpolicies

HR X A7 GET

LB ID IZBEA T STV D Netflow R Y & —Z2BfF LET, ID & L2WGEEIEL, T
~RTO Netflow R Y > —DO—EEELET,

URL : /api/ fic config/vl/domain/ {domainUUID} /policy/ftdplatformsettingspolicies/ {containerUUID} /netflowpolicies

IDIZ X5 GET @
URL : /api/fic config/vl/darein/ {darainlUUID} /policy/ftdplatfommset tingspolicies/ {containerlUUID} /retflampolicies/ {doject UUID}

FERR : [NV 2 — (Policies) > [+ v bV —727 i (Network Discovery) |

PUT netflowpolicies

R A7 PUT
A ID B T 5TV D Netflow AN Y & —2ZH L £,
URL : /api/fic config/vl/darain/{daveinlUID} /policy/frdplatformmsettingspolicies/ {containerlUID} /netflompol icies/ {dojectId}

HEBR : [R U > — (Policies) > [~ M7 —7Z7 il (Network Discovery) |>[* > b7 —7 i
D2 H (Modify Network Discovery) ]

GET networkanalysispolicies

g2 A7 GET

B RESNTEIDOR Y hT—I 5 ARY) =BG LET, IDZEELZ2WEAIE. T
RCORy T =T 5HR) o—O—EE2TGLET,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/networkanalysispolicies

ID 2 X% GET @
URL : /api/fmc _config/vl/domain/{domainUUID}/policy/networkanalysispolicies/{objectId}

FEBR : [N U 3 — (Policies) 1>[7 7 &A= bua—/ (Access Control) ]>[7 7 A= k
17—/ U 2 — (Access Control Policy) ]

PUT networkanalysispolicies

R A7 PUT
P FRE L IDICREEMT T Dd Yy NT—7 R ) o—2ZER LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/networkanalysispolicies/{objectId}

MEMR : [R U — (Policies) 1>[7 7 &A= hra—/L (Access Control) ]>[7 7 &A= |
12—V Y 32— (Access Control Policy) |>[7 Z7&AXA=> bu—/LKRY I —0OEE (Modify
Access Control Policy) ]
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| RESTAPIROA TS x4 b
POST networkanalysispolicies .

POST networkanalysispolicies
FR ¥ A7 . POST
B : Ko b U= R Y v— R AR L E T
URL : /api/fmc config/vl/domain/{domainUUID}/policy/networkanalysispolicies

HEBR : [ U ~— (Policies) 1>[7 7 &A= hu—/b (Access Control) ]>[7 7 &A=z k
7 —/L7R U 32— (Access Control Policy) |>[7Z7&A=2> bur—/AKRY I —DEHE (Modify
Access Control Policy) ]

DELETE networkanalysispolicies

Bk ¥ A7 . DELETE
P FRE L2 IDICREM T T Dy N =7 0AR ) —ZHIBR L £7,
URL . /api/fmc_config/vl/domain/{domainUUID}/policy/networkanalysispolicies/{objectId}

MEMR : [R U — (Policies) 1>[7 7 &A= hra—/L (Access Control) ]>[7 7 &A= |
a2 — LR Y 32— (Access Control Policy) |>[7 7 &A=y bu—/LKRY o —0OEE (Modify
Access Control Policy) ]

DELETE natrules

gk ¥ 7 : DELETE

S HEE LAY — IDICEEIT SN TWANAT V—/L (FEIE-IZEE) Z2HIBLE
7,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/ftdnatpolicies/{containerUUID}/natrules

MERR : [T /XA A (Devices) ]>[NAT (NAT) ]>[NATVU A k (NAT List) ]>[NATR YU > —oD
Z55 (Modify NAT policy) ]

GET policylocks
ZRZ A7 GET
B T EARY DR =y I AT —F AR LET,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/operational/policylocks

FERR : [/ U ~— (Policies) ]1>[7 7 &A= hr—/L (Access Control) |>[7 7 &A=k
17— LR U 2 — (Access Control Policy) ]

POST policylocks
Pk & A7 . POST
FHCBELET /R avre— R v—%kuay s iy JBERLET,
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. GET prefilterpolicies

RESTAPINOA TSz b |

URL : /api/fmc config/vl/domain/{domainUUID}/policy/operational/policylocks
HEBR : [R U — (Policies) 1>[7 7 &A= bu—/b (Access Control) |>[7 7 &A=z k

1 —/L7R Y 32— (Access Control Policy) ]>[7 7t A2 bu—/LR U o —DEH (Modify
Access Control Policy) ]

GET prefilterpolicies

R A7 GET

B FRE L IDICBEEMS T DN T DT L7 A A E RY =2 B LE T, IDEEE LA
WIEAIE, TRTOT VL7 4 E R o—D—EE2RHELET,

URL . /api/fmc_config/vl/domain/{domainUUID}/policy/prefilterpolicies

ID IZ2 & % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/prefilterpolicies/{object UUID}

MERR : [AR Y 2— (Policies) 1>[7 27 & A = hm—/L (Access Control) ]>[7'L 7 4 /L& K
U > — (Prefilter Policy) ]

PUT prefilterpolicies

HR K A7 PUT
B HEE L7 IDICBEAMAT DR TWA T L7 g VAR Y — % ER L ET,
URL : /api/fmc _config/vl/domain/{domain UUID}/policy/prefilterpolicies/{object UUID}

FEBR : [N U ~r— (Policies) |>[7 7 &A= ha—/L (AccessControl) |>[7' L7 4 /LXK
v — (Prefilter Policy) [>[7'V 7 4V Z KU T —DZEFH (Modify Prefilter Policy) ]

POST prefilterpolicies

R K A7 . POST
B FRE L IDICEEMIT SR CnD T LT g v Z R Y = ERR LT,
URL . /api/fmc_config/vl/domain/{domain UUID}/policy/prefilterpolicies/{object UUID}

MERR @ [A8 U 2 — (Policies) ]>[7 7 A= hr—/ (AccessControl) ]>[7' L7 /L&Y
> — (Prefilter Policy) ]>[7'L 7 4 /L #HR U 2 —DZF (Modify Prefilter Policy) ]

DELETE prefilterpolicies

Bisk % 1 7 : DELETE
SR FEE L IDICEEMITTONTWAE T L7 4 L EZ R —ZFHIR L £7,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/prefilterpolicies/{object UUID}
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| RESTAPIRODA T b
GET prefilterrules .

FEFR @ [A8 U > — (Policies) ]>[7 7 A= hr—/ (AccessControl) ]>[7'L 7 4 /L HZ R
v — (Prefilter Policy) [>[7'V 7 4V Z KU T —DZEF (Modify Prefilter Policy) ]

GET prefilterrules
ZRZ A7 GET

S FEE L A— L IDICEREMT O TWA LT o A2 — LB FELE T, ID 25T
LBWEGEER, T X TOT L7 Z—nNo—&2TELET,

URL : /api/ fmc_config/vl/domain/{domain UUID}/policy/prefilterpolicies/{container UUID}/prefilterrules/

ID 12X % GET @ URL:
/api/fmc config/vl/domain/{domain UUID}/policy/prefilterpolicies/{container UUID}/prefilterrules/{dbject UUID}

FEFR : [/R VU 2— (Policies) 1>[7 7 & A 22> hr—/L (Access Control) |>[7L 7 4 /L% K
U v— (Prefilter Policy) ]

PUT prefilterrules
FORZ A 7 PUT
P BEE LAV IDICEEM T O TN T LT 4 M E— L EERELET,
URL : /api/fic_config/vl/davain/ {damain UUTD} /policy/prefilterpolicies/ {container UUTD} /prefilterrules/ {dbject UUTD}

FERR : [AR VU — (Policies) 1>[7 7 &A= hra—/ (AccessControl) |>[7' L7 4 /L H R
> — (Prefilter Policy) ]>[7'LV 7 4 /LK U 2 —DZH (Modify Prefilter Policy) ]

POST prefilterrules
FRZ A 7 POST
BB LT 4V EZ = VB L E T,
URL : /api/fmc_config/vl/domain/{domain UUTD}/policy/prefilterpolicies/{container UUID}/prefilterrules

HeBR : [R U ~— (Policies) |>[7 7 &A= ha—/L (AccessControl) |>[7' L7 4 /LXK
v — (Prefilter Policy) [>[7'V 7 4 V&KUY T —DEF (Modify Prefilter Policy) ]

DELETE prefilterrules
gixk4 A7 . DELETE
A FRE L2 — LV ID BT BTV ST LT 4 2 — L HIR L E T,
URL : /api/firc_config/vl/domain/{domain UUID} /policy/prefilterpolicies/ {container UUID} /prefilterrules/ {dbject UUID}

HERR @ [A8 U > — (Policies) |>[7 7 A= hr—/L (AccessControl) |>[7'L 7 4 /L& R
2 — (Prefilter Policy) [>[7'V 7 4 V&RV > —DZHE (Modify Prefilter Policy) ]
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. GET remoteaccessvpns

RESTAPINOA TSz b |

GET remoteaccessvpns

PUT ravpns

POST ravpns

DELETE ravpns

gsR& A7 GET

TR HRE SN ID IZBEM T STV D B RUIKT B85 RA VPN hARu UG L E
9, GETIZID 2MEE STV RWEGAIX, X TO FEUZKHT 5 RAVPN hARe v o—
BERMSLET,

URL . /api/fmc _config/vl/domain/{domainUUID}/policy/ravpns
ID {24 % GET @ URL : /api/fmc_config/vl/domain/{domainUUID}/policy/ravpns/{objectId}

MERR : 7 /34 A > VPN >

2R 2 A 7 PUT

FEA  FEE L7z ID I3 AT H 21TV B Firewall Threat Defense RA VPN hikm &4 288 L F
bd_‘o

URL . /api/fmc_config/vl/domain/{domainUUID}/policy/ravpns/{objectId}

FERR : [7 /34 A (Devices) ]>[VPN]>[VPNOZE (Modify VPN) ]

PRk K A7 . POST
#tBH : Firewall Threat Defense RA VPN bR 2Bk L £97,
URL . /api/fmc_config/vl/domain/{domainUUID}/policy/ravpns

FEBR : [7 /54 A (Devices) ]>[VPN]>[VPNOZ & (Modify VPN) ]

gk % (7 : DELETE

SLHA - FRE &7z ID IS EEAT I 53TV B Firewall Threat Defense RA VPN~ P& BB L
\iﬁqo

URL : /api/fmc config/vl/domain/{domainUUID}/policy/ravpns/{objectId}

FEBR : [7/34 A (Devices) ]>[VPN]>[VPNOZEHE (Modify VPN) ]

GET s2svpnsummaries

2R 2 A 7 0 GET

S VAT ATRESNTWVAETRTO S2S VPN &, F o RAVOIEFMEE & HICEERR Y
<~ —ff& CTHRS L £,
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GET secureclientcustomizationsettings .

URL : /api/fmc config/vl/domain/{domainUUID}/policy/s2svpnsummaries

MERR : 5 /34 A > VPN >

GET secureclientcustomizationsettings
HRZ A 7 GET

S VPN RA F7R B PN Secure Client D A X~ A AREXTUELE T, GET 2 ID s
EENTWARWESIX, PRV OHE—0 Secure Client D A X~ A AFRKET MY &Y
A NERELET,

URL : /api/fmc_config/vl/domain/{domainUUID} /policy/ravpns/{containerUUID}/secureclientcustomizationsettings

ID IZ2 & % GET @
URL : /api/fic config/vl/darain/{daveinlUID} /policy/ravpns/ {containerlUID} /secureclientcustami zationsettings/ {doject WUID}

HEBR : [R VU >— (Policies) 1>[7 7 A= hu—/L (AccessControl) ]>[SSL7A U I — (SSL
Policy) ]

PUT secureclientcustomizationsettings
HRH AT PUT
L : VPN RA MR PNOFRE &7z Secure Client 1 A X~ A AR EEZEE L ET,
URL : /api/fic_config/vl/domain/ {darainlUID}/policy/ravpns/ {containerlUTD} /securec] ientcustani zat ionsettings/ {doject Id}

FEFR @ [V >— (Policies) 1>[7 27 &A= ha—/L (AccessControl) ]>[SSL7A Y I — (SSL
Policy) ]>[SSLA U > —®MZ:8  (Modify SSL Policy) |

GET securityintelligencepolicies
ZRZ A7 GET

P EELET 7 BARY U—=ICEEMT N T X2 VT 4 AT VP2 AR
—FBELFET, GETIZID BEESNTWAWESIT., T XToteX=2UT 14 ATV
P ARY I —EBELET,

URL : /api/fic_config/vl/domain/ {domainUUID} /policy/accesspolicies/ {containerUUID} /securityintelligencepolicies

ID IZ2 &% GET @
URL : /api/fic config/vl/darain/{daveinlUID} /policy/accesspolicies/ {containerlUUID} /securi tyintel ligencepol icies/ {dojectId}

MEFR : [ > 7V ¥ = A (Intelligence) ]

GET sshclientsettings
R 2 A 7 GET
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. PUT sshclientsettings

RESTAPINOA TSz b |

i IDICEEAMIT SN TV ED Y Y —V 7T v N7 4 —LRERY —Dssh 7 AT
YVIRERY —E2BGLET, ID BREEINL TV RWESIT, FFEDT Yy — 7T v b
TA—LRER) —DFT X TDssh 7 7A4 7 FERER) —DO—EE2HIHFLET,

URL : /api/ fmc config/vl/darain/ {darainUUID} /policy/chassisplatformsettingspolicies/ {containerUUID}/sshclientsettings
IDIZX % GET @

URL : /api/firc aonfig/vl/dameiny/ {dameinlUID} /policy/chassisplat fomeettingspol icies/ {amntainerIUID} /sshclientsettings/ {doject. UIID}
FERR : [R Y 2 — (Policies) ]>[7 7 & A=a > hu—/ (AccessControl) ]>[SSLA Y+ — (SSL
Policy) ]

PUT sshclientsettings

gk & A7 PUT

W REDY Y =TTy N7 — ARERY —OIRESNossh 7 T A4 7 2 FRER Y
v—EEELET,

URL : /api/ fire config/vvl/davein/{darainlUID} /fpolicy/chassisplatformsettingspolicies/ {containerlUID} /sshcl ientsettings/ {doject Id}

HEBR : [/R U >— (Policies) |>[7 7 &A= bu—/L (AccessControl) ]>[SSL7~ Y I — (SSL
Policy) ]>[SSLAR Y > —®ZH (Modify SSL Policy) ]

GET sshserversettings

HRZ A 7 GET

BB IDICBIEAH T DIV TVWDRED Y v —2 T Ty N7 4 —ARERY ¥ —Dsshh—r3—
RERY —FBELET, DBPBEESNTWRWERIE, TOREDOYY— 7T v b

T A= LREDTNTD ssh —"—RERNY —D—Fa2 L ET,

URL : /api/ finc config/vl/darain/ {darainUUID} /policy/chassisplatformsettingspolicies/ {containerUUID}/sshserversettings

IDIZ2X % GET ©

URL : /api/firc anfig/vl/dameiny/ {dameinlUID} /policy/chessisplat fommeettingspol icies/ {amntainerdUID} /sshserversettings/ {doject. WIID}
FERR : [R Y 2 — (Policies) ]>[7 7 &A= hu—/ (AccessControl) ]>[SSLA Y I+ — (SSL
Policy) ]

PUT sshserversettings

HR & A7 PUT

W REDY Y =TTy b7 — LARER Y = OFRE SN ssh P ——RER Y 2 —
EEELET,

URL : /api/ fire aonfig/vl/darain/ {dareinUID} /policy/chassisplatformsettingspol icies/ {containerUID} /sshserversettings/ {dojectId}

FERR @ [V >— (Policies) 1>[7 27 &A= ha—/L (AccessControl) ]>[SSL7A Y I — (SSL
Policy) ]>[SSLA Y v —®DZH (Modify SSL Policy) ]
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GET snmpalerts

GET SNMP Sett

GET snmpalerts .

gsR& A7 GET

G REL IDICEEMITONTWASNMP 79— A7 V=2 FEBELET, ID &
BELRWEAIT, T_XTOSNMP 79— A7V FoO—EZFELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/snmpalerts

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/snmpalerts/{object UUID}

FEFR : [NV 2 — (Policies) 1>[7 7 > 2> (Actions) ]>[7 77—k (Alerts) |>[7 7 — h &%
7~ (View Alerts) ]

ings

gRk» A7 . GET

Wil FTIDSNMP 77 v b7 4 — ABER D =2 G L £,

URL : /api/fmc _config/vl/domain/{domainUUID} /policy/ftdplatformsettingspolicies/ {containerUUID} /snmpsettings

ID IZ2 X % GET @
URL : /api/fic config/vl/damein/ {dameinUUID} /policy/frdplatformsettingspolicies/ {containerUUID} /smpsettings/ {dojectId}

HEFR @ [AR U — (Policies) ]>[7 7 &A= hua— L (Access Control) ]

PUT SNMP Settings

HoRZ A7 PUT
Bl FTIDSNMP 7' 7 v N7 4 —ARER Y O —2EHLET,
URL : /api/fmc config/vl/domain/{domainUUID} /policy/ftdplatformsettingspolicies/{containerUUID}/simpsettings

FEMR : [R U 2 — (Policies) ]>[7 7 &A= hu—/L (Access Control) ]

GET syslogalerts

gsR& A7 GET

P FRE L2 IDCBEAM T BT\ syslog 7 7— b A7 V27 FERELET, ID &5
ELRWGAIE, T X TDsyslog 77— A7 V=27 hO—EZ2EEHLET,

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/syslogalerts

ID (ZX % GET ®
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/syslogalerts/{object UUID}

FERR : [AR VU 2 — (Policies) ]>[7 7 > = > (Actions) 1>[7 77—k (Alerts) ]
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RESTAPINOA TSz b |

GET syslogsettings

gsR& A7 GET

A ID ICEEAMT B NTAFED Y Y =V T T v T = LARIER Y —D syslog iR ER U
—ERELET, IDBFRESNTW WS, ZOREDY Y — 7T v M7+ —AiRIE
R —OFTXTD syslog sXER Y > —D—HEEHELET,

URL : /api/frc config/vl/domain/ {damainUUID} /policy/chassisplatformsettingspolicies/ {containerUUID} /syslogsettings

IDIZ X% GET @
URL : /api/fic config/Al/darein/ {dameinlUID} /policy/chassisplat formsettingspol icies/ {containerIUID} /syslogsettings/ {doject. UUID}

MERR - [ A7 & (System) ]>[E=%# Y >~ (Monitoring) ]>[Syslog (Syslog) ]

PUT syslogsettings

BLRZ A 7 0 PUT

P RFEDY Y=V T Ty F 7 A —ARERY —DHRE SN TosyslogiRER Y —H A HE
LET,

URL : /api/firc_config/vl/dorein/ {dameinlUID} /policy/chassisplat formset tingspol icies/ {containerUID} /syslogsettings/ {doject Id)

HEFR : [ A7 2 (System) ]>[EF=%4 U >~ (Monitoring) ]>[Syslog (Syslog) ]

GET timesynchronizationsettings

R 2 A 7 GET

M REDT Y =TTy F T A — ARERY U OFEE SNTCRAIRMERER Y > — 2 i
FLET, DBFESNLTORWESIE, BEDYYy—v 7Ty P74 —LRERY —D
TARTORAFRRER ) —O—BERELET,

URL : /api/ fine config/vl/davein/ {dareinlUID} /policy/chassisplatformsettingspolicies/ {containerlUID} /timesynchroni zationsettings

IDIZ X5 GET @
URL : /zpi/firc anfig/Al/doedny/ {camedrlUID} Aol icy/chessisplat fomeettinggool icies/ {aontainer UID} /imesyrchioni zaticrssttings/ {doject. UJID}

FEFR : [7/3A A (Devices) |>[7 731 A% E (Device Management) ]

PUT timesynchronizationsettings

PR Z A7 PUT

P REDOY Y — T Ty N7 A —ARERY —DIE SN RLRMEER Y v— 52K
HLET,

URL : /z0i/firc anfig/l /dovedny/ {dameirlUID} Aoolicy/dhassisplatfomeett-inggpol icies/ {antainerUUID} /rimesyndhroni zaticnsettings/ {doject Id}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]
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GET timezonesettings .

GET timezonesettings
gk Z A7 GET
S ID ICEEAMHT SN TTCWVWABED Y Yy —> T T F 7 4 —ARER) O —D X A LY —
VERERY —HBAELET, DR ESNTOWARWESIE. BEOYYy—F Ty T —
LAREDTRXTDHA LY —BRER) —D—E2HRELET,
URL : /api/fic_config/vl/darain/ {dameinlUID} /policy/chassisplatformsettingspolicies/{containerlUID} /timezonesettings

IDIZX% GET @
URL : /zpi/fic aonfig/vl/darein/ {dareinlUID} /policy/chassisplatformsettingspol icies/ {container D} /timezoresettings/ {doject. UUID}

FEFR : [7/3A A (Devices) 1>[7 731 A% H (Device Management) ]

PUT timezonesettings
Ry A 7 PUT
B BEDL Y — VT Ty R T BRERY D F A B~ RERY - BT LE
¥,

URL : /api/firc config/Avl/davein/ {dameinUJID} /policy/chassisplatformeettingspolicies/ {containerUID} /timezonesettings/ {dojectId)

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

GET umbrelladnspolicies
HRZ A7 GET

A F8E L7 ID SRS 54TV 5 Cisco Umbrella DNS AR Y 2 —Z2BS L 4, ID 245
ELARWEESTEL., TXTO Cisco Umbrella DNS iR Y > — DO —E 2 FifS L £ 9,

URL : /api/fmc _config/vl/domain/{domainUUID}/policy/umbrelladnspolicies/{objectId}

IDIZX5D GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/umbrelladnspolicies/{objectId}/{object UUID}

HERR : [ Y >— (Policies) |>[7 7 &A= hr—/L (AccessControl) ]>[DNS7 U — (DNS
Policy) ]> [Umbrella DNS7R Y 32— (Umbrella DNS Policy) ]

PUT umbrelladnspolicies
BRk& A7 PUT
AL HEE L7z ID SRR 5TV % Cisco Umbrella DNS AR U v — & AT L £ 7,

URL : /api/fmc_config/vl/domain/{domainUUID}/policy/umbrelladnspolicies/{objectId}
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. POST umbrelladnspolicies

FERR = [AR Y > — (Policies) 1>[7 27 &A= hm—/L (AccessControl) ]>[DNSA Y > — (DNS
Policy) ]> [Umbrella DNS7R Y 32— (Umbrella DNS Policy) ]> [Umbrella DNS/R U 3 — D&
(Modify Umbrella DNS Policy) ]

POST umbrelladnspolicies
R4 A 7 . POST
#LAA : Cisco Umbrella DNS 7R U o —ZER L 3,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/umbrelladnspolicies

FERR : [N VU 2— (Policies) |>[7 7 A= km—/L (AccessControl) ]>[DNSAH YU I — (DNS
Policy) ]> [Umbrella DNS7R Y 3 — (Umbrella DNS Policy) ]> [Umbrella DNSK V > — DR
(Modify Umbrella DNS Policy) ]

DELETE umbrelladnspolicies

k% A~ . DELETE
S - BB L7- ID ICEESHT BTV B Cisco Umbrella DNS AR Y o —ZHIBR L £ 4,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/umbrelladnspolicies/{objectId}

MEFR : [AR Y ~— (Policies) 1>[7 7 &A= hm—/L (AccessControl) ]>[DNSA Y > — (DNS
Policy) ]> [Umbrella DNSAR U 2— (Umbrella DNS Policy) ]> [Umbrella DNSA U o — D% 5
(Modify Umbrella DNS Policy) ]

GET umbrelladnsrules
gR& A7 GET

A : F5E L7 ID ISR 54TV 5 Cisco Umbrella DNS /L—/L 25 L £9, ID ZF57E
L72WEAIE, T ? Cisco Umbrella DNS /L—/LO—& 25 L £ 3,

URL : /api/frc_config/vl/domain/{domainUUID} /policy/ubrel ladnspolicies/{containerUUID} Aubrel ladnsrules/ {dbjectId}

ID IZ2& % GET @
URL : /api/fic aonfig/Avl/carein/ {dareinlUID} /olicy/nbrel ladnspolicies/ {containerUUID} Anbrel ladhsrules/ {dojectId} / {doject. UUID}

HERR : [V > — (Policies) 1>[7 7 &A= hr—/L (AccessControl) ]>[DNS7 U > — (DNS
Policy) ]> [Umbrella DNSAY U 2»— (Umbrella DNS Policy) ]

PUT umbrelladnsrules
sk 2 A 7 PUT
S - F8E L7 ID WCEHEATIT 5TV 5 Cisco Umbrella DNS /L—/L A2 L £,

URL : /api/finc config/vl/damain/ {damainUUID}/policy/unbrelladnspolicies/ {containerUUID} /urbrel ladnsrules/ {cbjectId}
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GET vpntunnelstatuses .

FERR - [AR Y > — (Policies) 1>[7 27 &A= hm—/L (AccessControl) ]>[DNSA Y > — (DNS
Policy) ]> [Umbrella DNS7~ YU 32— (Umbrella DNS Policy) ]> [Umbrella DNSZR VU 2 — D&
(Modify Umbrella DNS Policy) ]

GET vpntunnelstatuses
FR ¥ A7 GET
S VPN o RV D AT — X Z 2 BE L FT,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/vpntunnelstatuses
MEFR : 5 /34 A > VPN >
T4 VA BNERTE B /8T A— 4 : ticket-id

GET zerotrustpolicies
gRkZ A7 GET

S FBE L7 IDICEESHT 5TV CiscoZero Trust R Y v — 2 EEA L F4, IDAEFEEL
WAL, T T Cisco Zero Trust N Y > —D—EZHFE L E£7,

URL : /api/fmc_config/vl/domain/{domainUUID}/policy/zerotrustpolicies

ID IZ2X % GET ©
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/zerotrustpolicies/{object UUID}

HEBR : [R U ~— (Policies) |>[7 7 &A= hu—/b (Access Control) ]>[Zero Trust7 7V
r—3a AR Y r— (Zero Trust Application) ]

PUT zerotrustpolicies
ZRZ A7 PUT
FEA : HRE L7 ID ICBS#EfT 1 H 40T D Cisco Zero Trust KU & — 2 EH L E T,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/zerotrustpolicies/{objectId}

HeBR : [N U > — (Policies) |>[7 7 &A= hu—/ (Access Control) ]>[Zero Trust7 7V
r—3 3 R Y 2— (Zero Trust Application) ]>[Zero Trust” 7'V 7r—3 3 VAR U o — DA (
Modify Zero Trust Application Policy) ]

POST zerotrustpolicies
Bk & A 7 . POST
B : Cisco Zero Trust AN U o —Z{E L £9,

URL : /api/fmc_config/vl/domain/{domainUUID}/policy/zerotrustpolicies
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[ DELETE zerotrustpolicies

HEBR : [R U ~— (Policies) 1>[7 7 &A= hu—/L (Access Control) ]>[Zero Trust7 7'V
r—3a AR Y 2r— (Zero Trust Application) ]>[Zero Trust” 7'V 7r— 3 AR U O — DR (
Modify Zero Trust Application Policy) ]

DELETE zerotrustpolicies

Bk K A7 . DELETE
P F87E L7z Cisco Zero Trust R U & —&HIFR L £,
URL ! /api/fmc_config/vl/domain/{domainUUID}/policy/zerotrustpolicies/{objectId}

HeBR : [N U > — (Policies) |>[7 7 &A= hu—/ (Access Control) ]> [Zero Trust7 7V
lr—3 a3 R Y v— (Zero Trust Application) ]1>[Zero Trust” 7'V 7r—v a AR Y v —DERE (
Modify Zero Trust Application Policy) ]

GET ztnapolicies
gk & A7 GET

G EBE L IDICEEMTONTWD ZINARY —Z2 A LET, IDZHEELRWES
1T, T _TCDZINARY —D—EZEE L E9,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/ztnapolicies

ID(ZX % GET @
URL : /api/fmc config/vl/domain/{domainUUID}/policy/ztnapolicies/{object UUID}

HeBR : [N U ~— (Policies) |>[7 7 &A= > hu—/L (Access Control) ]>[Zero Trust7 7V
r—3a AR Y 2r— (Zero Trust Application) |

PUT ztnapolicies
gk& A7 PUT
LB HEE L7 IDICBEMT 5TV D ZINA R Y v — 52 EH L E T,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/ztnapolicies/{objectId}

FERR : [V 2 — (Policies) 1>[7 7 &A= hra—/ (Access Control) ]>[Zero Trust” 7V
r—3 3 AR Y 2— (Zero Trust Application) ]>[Zero Trust” 7'V 7r—3 3 VR U o — DA (
Modify Zero Trust Application Policy) ]

POST ztnapolicies
SR 4 A 7 : POST
B : ZINA Y S — 2B L5

URL : /api/fmc config/vl/domain/{domainUUID}/policy/ztnapolicies
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DELETE ztnapolicies [JJj

HEBR : [N U ~— (Policies) 1>[7 7 &A= hu—/L (Access Control) ]>[Zero Trust7 7'V
r—3a AR Y 2r— (Zero Trust Application) ]>[Zero Trust” 7'V 7r—a AR U O —DZEH (
Modify Zero Trust Application Policy) ]

DELETE ztnapolicies

Bk K A7 . DELETE
LB HEE L7z ID ICBEEMT BTV D ZINA AR Y —%HIBR L £,
URL : /api/fmc_config/vl/domain/{domainUUID}/policy/ztnapolicies/{objectId}

HeBR : [ U > — (Policies) |>[7 7 &A= hu—/L (Access Control) ]> [Zero Trust7 7'V
lr—3 2 R Y v— (Zero Trust Application) ]>[Zero Trust” 7'V 7r— 2 AR Y v —DERE (
Modify Zero Trust Application Policy) ]

RYD—EIYETH—ER

PUT policyassignments
R Z AT PUT

A LWT AL ZAEFITH LT AL R T — T EBINT A7=010, BY S THELOT
AR —HEHLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}

FEBR : [NV 3 — (Policies) 1>[7 7 &A= bua—/ (Access Control) ]>[7 7Rz k
17— LR U 32— (Access Control Policy) |>[7Z7&AXA=2> bur—/LKRY I —DEE (Modify
Access Control Policy) ]

POST policyassignments
gk A7 . POST
P REIVYTOT 78R R =T A ZRETNIT A A T A—TICEHO B TET,
URL : /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments

MERR : [R VU 2— (Policies) 1>[7 27 & A= b —/b (Access Control) |1>[7 7 &A= b
72—/ LR Y 2— (Access Control Policy) ]>[7 7t A2 bu—/ LR U o —DZEH (Modify
Access Control Policy) ]

GET policyassignments
FRZ AT GET
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B x7—s5=xv-c=x

FA  FEE L IDICEEMIT LN TWAERY —EY B TE2ERELET, IDZHELRWIE
EBlE. A= b TR ZAADTRTCORY —B) YT —-ELHELET,

URL : /api/fmc config/vl/domain/{domain UUID}/assignment/policyassignments

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}

FERR : [V 2 — (Policies) ]>[7 7 &A= hr—/ (Access Control) |>[7 27 A= |
72—/ LR Y 32— (Access Control Policy) ]

TANE ) TR TE 5737 A—4 : name
AT—RAHP—EX

GET taskstatuses

Bl FEE L2 ID Ko, DIENCEE SN REh oY a 7/2 27 ZBlT 5l e TG L £
T ZAUE, BUE, TS AOBBEBLOEAY g 7 TYHR— SN THWET,

ID (Z2X % GET ©
URL : /api/fmc_config/vl/domain/{domain UUID}/job/taskstatuses/{object UUID}

FEMR @ [T /34 A/EADZEF  (Modify Devices/Deployment) ]
~ — ==
O R T LTEHR

GET domain
sk H A7 GET

Al s RAA L DNR=D g UFREERLET, ID ZFELRWEEIE, T XTORAA >
D—REEIRFLET,

URL : /api/fmc platform/vl/info/domain/{domain UUID}/
ID 12X % GET @ URL : /api/fmc_platform/vl/info/domain/{domain UUID}/{object UUID}

HEBR : [ AT & (System) ]>[ R AA > (Domains) ]

GET serverversion
giskH A4 7 GET

A =N D=V g UEREZER LET, ID ZHELRWEEIE, TATO—~—
DRz BfFLET,

URL : /api/fmc_platform/vl/info/serverversion
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s |

ID 12X % GET @ URL : /api/fmc_platform/vl/info/serverversion/{objectID}

HERR -

N — B

POST Cancel Upgrades
PRk & A7 . POST

i 0 Z OPOSTHEMEIX, B3 D05 2 E1T L CW DA ARER T /A ALY 7 by =
T T T T =R R r—TFy L LET,

URL : /api/fmc_platform/vl/updates/cancelupgrades

FERR : [ AT & (System) ]>[Y—/v (Tools) ]>[A4 ¥ 2—V 7 (Scheduling) ]

POST Retry Ugrades
FR ¥ A7 POST

FLEA 2 OPOSTHAEIL. BB T D5 2 EITL CWO DA FRER T A A2V 7 F U=
T T T L= RNy b=V R FHRITLET,

URL : /api/fmc platform/vl/updates/retryupgrades

MERR : [ A7 & (System) ]>[5#7 (Updates) ]

DELETE upgradepackages

gk % (7 : DELETE

AEA A HX S Management Center 2> B FfE O F BT T D5 7 v 77 L— Ry r—T %
HIBR L £7,

URL : /api/fmc_platform/vl/updates/upgradepackages/{package UUID}

HEBR : [> AT L& (System) ]>[Y—/b (Tools) [>[A7 ¥ =—1U 7 (Scheduling) ]

GET upgradepackages
kA AT GET

B RN T ST L— R, AT F RN Y —R T oL — R, BEOEKyYy b7 4w
I AkdEte, m—R )V CAFRE BT D8 7 v 7 L— Ry =V O—E E L
BLET,

URL : /api/fmc_platform/vl/updates/upgradepackages

ID 12X % GET @ URL : /api/fmc_platform/v1/updates/upgradepackages/{package UUID}

Cisco Secure Firewall Management Center RESTAPI /A—2 3 2 181 94 w9 R B — b HA K .
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RESTAPINOA TSz b |

HEBR : [>> AT L& (System) ]>[Y—/b (Tools) ]

GET listapplicabledevices

gsR& A7 GET
B BEDT v TS — RORy =V EPIR— F LTWABERF DT /XA A 3T F 0
—ERRENET,

URL : /api/fmc_platform/vl/updates/upgradepackages/{container UUID}/applicabledevices

HeBR : [>> AT L& (System) ]>[Y—/b (Tools) [>[A7 ¥ =—1U 7 (Scheduling) ]

POST upgradepackage

gisk % (7 : POST
P T A= S LT, 2D POST #1EIX BBk D05 2 FEIT L TV D4 T 5T
WNARZRHARGEIR Y T v =T T o T T VL—=RK Ry —Cua 7y ad b, £ &R
IR A 2 FEAT L CVWARMS T AT AL ADT v 77 L— Rt 25t LET, Z0
Tuv A X, WOHIRIE T, A2 RTuy, 772X, Fiid@malAETICEA T
7,
« TRTOREIZBWT, kD POST #/EIC#ETemIIC, BAED POST #IENEFIZET LT
WAZ LR LET,

e NATRATGENVT 4 XTDT T~V /) —RFKCTPOST BAEZFEITLET, —FEIZ1D
LA EOE R AT O POST #EE FIT LN TL 72 &0,

s TPOST#EEFEITLET

N

GE)

WE . B POST #EIX 60 FPLINIZINE LE 9, &40 POST #fEZBALAE L7-t4. 120 VLA
B o T Bkt POST BEZ (T4 5 2 L 2R L £9, POST #EDISEIZIZ, X A7
IDEZARY AT —BARFOXAT T V27 REENET, TDOX A7 ID BFHOH A
I ATVl NCGETH#MEAFEITTHIET, YAVDORETEERTHENTEET, &
FIZ DU TiL, GET taskstatuses (248 X—37) &ML T &V,

URL : /api/fmc platform/vl/updates/upgrades/

FERR : [ AT & (System) ]>[Y—/b (Tools) 1>[A4#7 Y =2—1 2 (Scheduling) ]

POST revertupgrades
FRZ A 7 POST
M Ty I L— RO E MY T—LET,

URL : /api/fmc platform/vl/updates/revertupgrades
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GET upgradepackages : E=% — .

FERR : [ AT & (System) ]>[Y—/b (Tools) 1>[A%7 ¥ =—1V 2 (Scheduling) ]

GET upgradepackages : E—=4% —
ERHF AT GET

PtBH POST 7 v /7 L — RHX AT BFAT LB, Ty 77— R ek RrsE=F—LF
bé-o

URL : /api/fmc_platform/vl/domain/{domain UUID}/job/taskstatuses/{task ID}

FERR : [ AT & (System) ]>[Y—/v (Tools) ]>[A% ¥ 2—V 7 (Scheduling) ]

POST upgradesnapshot
Pk & A7 . POST
W Ty ST RORA Ty T gy NEERLET,
URL : /api/fmc_platform/vl/updates/upgradesnapshot

HEBR : [ AT L& (System) ]>[Y—/b (Tools) ]
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. POST upgradesnapshot
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