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o VAT ABIOSIKEV2 VIL 7 F 4 7> b &E#&iE L TWAEEIL, IOSVTLZ 747 v M
FoTHthEnNT= vy a v OF— K CFG EBMEE VAT APRRIGTE 2=, 10S T
DRERXBER 2 LET,

s b= b N=2DY A M VPN IZRG M E LTRESNET, DFED, VPN b XD L
LoD RRA P THERARBTE LT, 7 n 7 7 AV EER L2, Zox
¥ RARA v FaMg—DA == —% (INITIATE_ONLY) (ZZE 3 2 gkl L AR
% (RESPOND_ONLY) [ZAEH$ 2 Z LN TE £, 47, #ierIReEhi s 72+
HEICVE— P FRA L FEEFRL TS, ZOEEEZLTHITIE, APLT 7 R
7'v—Z 2B E) L. GET /devices/default/s2sconnectionprofiles Z{#H L T 7' v 7 7 1 /L
EROTDMENDHY T, TOK, ALOWNEZ 2 — L TPUT
/devices/default/s2sconnectionprofiles/{objld} A~ FIZHL Y {F1F, [connectionType] % B #T L
THHDOZ A 7R EELT, AV Yy REFATLET,

IPsec 7A—NDA 70— F

IPsec 7R —DA 70— REMHEHATLLIIC, YR—FT 57 A AETNVERETEET,
IPsec 1 P VPN 72XV E— T 7 EAVPNEX 2T 4 7V m—3 3 2 (SA) DX
REH. Psec I ET A ADT 4 —)V R T a7~ T )N 7=k 7 LA (FPGA) IZA 7 m—
RENBTZD, T/, ADIRT —< U ANMAELET,

F7 v — FEEIL, Bro, AJIOERME S L OME 5403 & H ) o FRIRE Sk L O 51k
FUCEHE L CWET, YATAY 7 b =TiE, EX 274K O —%2@mHAT A7 0ONE
T —w0H L ET,

IPsec 70— DA 70— RIT 74 /V N THNI2>TEBY, ROT A RAZAFIZHAIH
F7,

* Cisco Secure Firewall 3100

IPsec 7A—MDA 70— FIZET 24I$E1E
WD IPsec 7 a2 —iIA7u—RENEHFA,

¢ IKEvl Fo /b, IKEV2 N RV DOBBF7a— RENET, IKEV2 1%, LR s
Y R—BFLTWET,

RV 2= IRN=ZADF—HFHERPRESNTND 71—,

c JERERRE S TWD 7 r—,

s NTFTUAR—PE—FRDT7E—, P RALE—RDT7EB—DIHANRL 7 — RRINET,
« AH JZ3, ESP/NAT-T JE D AR YR — kI Ed,

cRARNTTTAVT—va v RERESNLTVWDH 7 r—,

<64 'y NUSOT U F VT LA Ty RY A RXEFL, 7o F U T vA BRI -
TWRWNT r—,

Il 1 rRAVPN
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44 rvenoEE

e T AT T —IVT 4 IVENFEII o> TNDB T I —,

IPsec 7O0—NA 70— FDOEE

IPsec 7 —DF 71— R, ZOWELZYR— 5 —FRU=7 79y N7+ —LTITT
74V N THENZ 2> TWET, FEEZLHE T 5HITIE, FlexConfig % L T flow-offload-ipsec
g REEELET, Z0avr ROFEMIZOWTIE, ASAa~ 2 R T77 LU RAEZBRL
TLTIEEWY,

Y4 +fEI VPN D EE

N—F %)V FTARX—=F Fvy FT—7 (VPN) F, X7V v V=R (f X —F v bE
OMOFRy hT—T7E) ZFEHLT, VE—FETHTEX2 T2 N RAVEMHRSLT DR Y
T —Z i T9, VPN TIX R R EEH L TRFEDIP N7y NNOT—X /37> N3
A2 (A-F N PA~X@X/FU 7% Lfﬁﬁéniﬁ VPN Tlx 7T A " —DF
PR L RBRED 7= DK AL MEFH 4, AP IR S NE T,

BT TN A0 VPN fER T & £ BRI T~ TRA > by —HA o b T, B
WY DHRE A TR TRET 22 LTy KBUEARANT TV FAKR =7 v a2 VPNIZT A
AR CTEET,

1R BHIIZ
WDOHEFEIZL > T, FEETE DY A FE VPN #i0 & A 7 LS E 4,

« VPNEE ClE, BbaEH L TRy hTV—2 DT T4 N —P#ESNE T, FHTX

B sk 7T Y RAE, ERTA B AT SRS TWS Eonicko
THZ2 Y £9, Ziid, Cisco Smart License Manager (28 &35 & & 27 /34 A L Tligi
BEEREZ T AL T a v EBIRL T A NE I Mk > THIE S E 4, iHT 1
BUREEH L TV L5E, ETmEERERAZ AT L TWRWEEIE, TR RRE 5
fbxfliHcEx A,

c K20 D—FED IPsec 717 7 A NVEAEKTE ET, —EMIX, IKEVIN2 T mR—HL

CRERRE, B A 7 DHZ LV —7 BELUSA 741 74 A4 LAOMAEDEIZI > Tk
Eéﬂi# Bfro7a 7 7 A VEBAHTEE T, 20D, T XTOHA ME VPN
BRI C R UREAHHT AL, 1 ODO—ED Psec 727 7 A NEFHOZ LTV 9,
*5@Mm7n774»®@@£@@%ﬁ%¢6k\%ﬁ@%ﬁfﬂ774»ﬂ@%b
HD LR UBMEOMAGDEEMH L2 ED . HrLny1 ME VPN 85 2 1ERk ©
TFEHEA,

FIE

ATV [T/ A (Device) 1527 Vw7 L, WIZ[¥A MEVPN (Site-to-Site VPN) ] 7 /L—7" 0 [

EDF R (View Configuration) [ %7 VU v 7 LET,

#4 rraveN ]
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ZHT, [V A VPN (Site-to-Site VPN) ] _X—UNPHE | RIEFHRHA DT X TOHERNFER S
nEJ,

RATYT2 WOWTNNEFITLET,

e B LWY A M VPN Bt 2B+ 2121, [H A& 227U w7 LEd, A Rl VPN
PO E (123—V) 2L TIEEN,

FIEEREBTFAELRWEETYH, [V MR OIER (Create Site-to-Site Connection) |7~
22X ) I TEET,

B O A TET B0k, FouEomE @) TAarE s Y v LES, YA M
VPN #5 DRE (12 3—) 28R LT FFEN,

cHERREDOY < —%2 7 ) v TR —Rlabt—731ZiF, F0FEFEO[2E— (copy) 17
g2y (@) #7097 LET, ZOHEE Rea Ay MW T, UE—F Fg
RDEPETEE LT, RO OB EE R — FTx F4,

- R0 o 7= BEge A HIBR T 5 21, 2 0BG [HIBR (delete) 174 2> (©) 22V v
7 LET,

H 4 & VPN 2t DR E

V&= b THAA R A =T —DWH I EFHA /TG, A hY—RA b VPN &
ERL L. T AZRDT A R Y 7 TEET, TRTOEGIIRA 2 NV —KRA 2 T
TR, TAALANBIT D8 P RNV EERT DI LT, KOVRER/NT TV RAR—2 £z
IZA Y2 VPNIZY 7 TEET,

1R BHHIIZ

O—H Fy NT—27/UF— Xy NU—27 OLELET &2, 1 DO VPN ESZERT
XFET, ZFEL, VE—bMRy NI BEER T2 7 7 A LV T—ETHDIHEAIL, v—L
Xy MU= LT OB A FRl C & £,

UE—bFXy hU—IBNEBELTODH5E1E. K OHIROE LW v 7 7 A V& I AE
T EICEBELTLLIEEN, VAT AL MR VE, ERENDIERF (777X b
IE) T, #k7 w7 7 A )V EAER LTZIER TR L £ 9

ez, VE—RFT U FRA L M A~DT 7 Z213192.16.0.0/16 725 10.91.0.0/16 £ TH
Fo RV 7 &, 192.16.0.0/24 725 10.0.0.0/8 DFED ~D h o2V 73— b FR
AL NBEINLTUTOIHLE., BOER T 7 7 A NVEERT DHIC A DB 7T e 7 7 A V%
ERT 2 BN H D £7,
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FIE

RATY T [T34 A (Device) 127V v 7 L, RIZ[VA FEVPN (Site-to-Site VPN) | 7 /L—7 D [§%
FEDFR (View Configuration) 1 %727 U 27 LET,

AT T2 ROWVTNNEZFEITLET,
s HrLWY A ME VPN B 2 BT 211X, [ ARZ 227V v LET,

FIEEREBNGTFELRWEAETYH, [V MR OIER (Create Site-to-Site Connection) ] 7R
BT ) v 7 TEET,

OB RET B0, rommomE @) FoarEs) o LET,

FE 72 o =B 2 BB 5 ICIE, B0 [HIBR (delete) 174 2> (O) 220 92 LET,
ATFYT3 BALNY—RA L N VPNEFEOT RRA L N2 EFRLET,

« [#5i 7' = 7 7 A /L4 (Connection Profile Name) ]: Z DO#fi DA HIT, A~N—A72 L Thk
K 64 3CF £TTY, ffil, MainOffice, IP 7 KL A [FTARTE LTHATE £HA,

«[#A47 (Type) 1: VPN ho XA N L TCEETOMERDD N T 7 4 v 7 Wil T 55
F, WOWTNNEZRIRL ET,

o [JL— F_X—2Z (VII) (RouteBased(VTL)) ]: V—T 4 > 7T —T) (FIZAXT 4 v
I— 1) BHERLT, hox BT se—hLty hU—2 L UE— Ry b
UV—U%EHRLET, ZOF T a @R RTG53, KEM VA 0 F—Tx
A A (VII) 20 —H/VVPNT VHAAf L H—T A AL L GERTHXLENH Y £
T, £, bRV E— Ty RIZEFNIP T RLAZEHTL20ERH Y £
T VPNEEE 7 17 7 A VEAER LT-1&IZ, %7, VIO RfHfL— &7 7+
AHENL— N ERE L T TEIN,

o [RV T —~_—2 (PolicyBased) |: R— /Xy hU—Z7 L UE—|FRy hT—7
Z, YA MEVPNE 70 7 7 AV CHEHERELET, Z4UL, VPN h ko
TIRETIVENDD T 7 4 v BEBRT DIDOOWUERDT o —FTT,

s[m—HF YAk (LocalSite) |: ZNHDA T arTlir—hL T R&RA v N2 ER
Liﬁ‘o

[B—HINAVVPNDOT 72 AA 5 —7 x4 A (Local VPN Access Interface) ]: U E— k

T MR CE DA F—T oA AR ET, ZhiddeE, SMNBA 2 —7 =1
ACT, AVH—Tx2A ATV VT N—TDA NI TEEREAL, Y v—
N=ADFERED /Ny 7T v T T R ET H5E1E. BT REHRTE 5T XTOA
H—=T 2 A A @RL TSIEE N, b= EN=ZRDOEHEDOTE, BIRTE DA F—
7 A AL 12T T,

s[@—HNFy hT—72 (Local Network) ]: (RVU I —_X—2DHK) [+ 27V vV

L. VPNEGIZBMT 20ERH L —h vk y hU—27 2B+ 2%y hU—27 %
TV MEBBRLET, LDy NU—7 EOa—F—F, ZoOEFEEZ LT
VE—h Xy hT—ZZBETEET,

I #4 rraveN ]



B v rravenzgomE
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GE) INEDOFXY NT—ZIZIPvd 7 RLUAETIZIPV6 7 RLARFERHTXET

N, BRHOFN T DT RUAZA TR0 £8 A, 728 203,
12—V IPv4 Xy b U —27 O VPN #feiZiL, 27< &b 125D Y E— K IPv4
Xy MU= BETT, 1 DOEHROMMAIT, IPvd & IPv6 ZflAEHbE D
TENTEET, T FRA LV MORESNIZRYy N =V 13EET HZ &%
TEEHA,

s [UE—FHA F (RemoteSite) |: ZNHDA T arTUE—h T KRSV MEER
]\/i—é‘o

[AZT 47 (Static) /[#A4FIv7 (Dynamic) 1: VE—FETDIPT KL AN
W E 72138y (DHCP 2 EAfEH L T) oYL L TERINDD, [RET 4 v 7
(Static) ] ZEIRL7=A, VE—NETDOIPT RLABLANLET, [FA4 Ty
7 (Dynamic) ] #®IR L7246, VE—METOHNRZ O VPN ki 2Bt TE 5 &
2T £,

Jb— b =D VPN OIGE1E, BIRTELDIX[AZT 4 v 7 (Static) | DA T,

[VE— P77 FL A (RemoteIPAddress) | (A¥ T 4 v 7 7 RLAREDH) : VPN
Pt e " A NTHVE—RNVPNET DA X —T 2 A ADIPT RLAZ AT LE
T

[VE— Iy 77 v 7T (Remote Backup Peers) |: (A7 Tz, RY—_—
ADEREDH) [T OEM (AddPeer) %227V vy 7 LT, UE—FZY FFRA B
DNy I Ty THBMLET, 774V RS ERBMERATERI RS L, &
AT NI 7T vy TET D1 DT VPN iz fFMIL LY & LET, BNy
77T v T EBMTEET,

KNI T v TETERET D EXIC, TOET CHEMAT L FRiHA X — LiEHES
RETEET, 794~V VE— b ETORTEIHEALIZOLFECFEERFERLE
T, BT 7 7 A VICERESN TV AR UEEZEHT 212X, Zh6OREEXZEH
DEFIZLET,

IOy 7T v 7T &%, PO T B (AddAnotherPeer) 1% 27 U v 7
LTHIOET 284570, E7 Z2HIBRY 520>, F2id [t (Bdit) 1227V v7 L
TET OREXELTEET,

Ny P T v TETNTIA VT LIFRRDA 0 F—T =4 A% L TEETRER
YalE, [m—HIVVPNT 7B AA &% —7 A A (Local VPN Access Interface) | C
MBI A F—T 2 A A BIRL TN Z L 2R LET,

[VE—bFxry U —2 (RemoteNetwork) ]: (RVU T —_"—2AD&) [+]&7 U v/
L. VPNEGICBIMT AMERHD IV E— bRy hT—T &Rl T25%y hU—7 4
TV FEBRLET, Zhooxy FU—7 boa—W—id ZoEkaz LT
n—A Fy NI =7 | ZEETEET,

ATV T4 [Next] #27 Vw27 LET,
ATYTE VPNDOTTA N —REETEFRLET,
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G¥) TARRZKY, EDOREE T m Fa)LBBRIRTE D0 REY £77, bEAR

Hy7e 7 s 3 L DS & DR B ICIE, WU A7t 7 2| AL
BB,

[IKE/S— 3 2 (IKE Version2) ], [IKE/S—< =3 >1 (IKE Versionl) ]: A v % —% v
fF—x /7 AF =z ¥ (IKE) 2 x—ya UIFICEHATHIKE N—Y a3 2R L
T, KU —_R—=2DEHOLGEIT, WINNELIETW G E2ERTEET, — F_—2X
OEE, BIRTEDLDIE—FHDHTT, TAARE I 1O T LOERORIT v =—
alrERITTALAIE. 22—V =0 L=V a v, BIOL Y 120 T NZIT
ANDN=TarOELLTHHEHENET, MGFON—Va 2 T5 L, RIIE
RUIR—=VarbtoxraTrm—a URIEFIITON o256, T3 AiExH 95 1
ODONR—=T g VNZHBIZ 7 A — ANy 7 LET, IKEV2BREINTWBHEA, Filk
MICRITSNET, T —va UTCHERHTHICE. MAFOE T NIKEV2 2% AR — h g
LHUMEMRH Y FT,

[IKE#R Y > — (IKEPolicy) ]: A/ ¥ —F v hF¥—x= 7 AF =¥ (IKE) (X, IPsec 7
DFBFE, IPsec i AF{bFx—Dxr I o — g LB, BEXOIPsectXaUT 40 7TV
T— a3y (SA) OHBNREICERA SN F—EFH T haL Ty, Zhir/mn—
PR Y =T, AN LTIeA TV =7 MITXTOVPNIZEH S ET, [#wkE (Edit) ]
7V w7 L, IKENX—Va D EZBETa— SWCHR A — %R L, FrLn
R —EFMb L, ERRLE T, FEMIZOVTIE, 77— VLIKER Y —0E (19
N—=) ZBRL TSN,

[Ipsec” @ 7R —4 /L (IPsec Proposal) ] : IPsec 7' 2 AR—H/LiE, IPsec b FID KT 7 4 v
U HR#ETHEX 2T 4 T hal T A ZAOHMAEDEEERLET, [WE
(Edit) 1227V v 27 L, IKERXR—Ya 207 aR—PLE2@R L £, 22—+ —|2F
AT 5T _XTOTaR—PFLERINLET, [T 74/ FOFKE (Set Default) 1 %27V v
L, VAT AT 7NV ERBIRLET, LTI AR —bF a7 T4 T AL
TRV ET, —BEREESINDIE T, LBV T R—F ADoK bH TR —P L
ET, BT oI — TR ET, FICONTIE,  [MPsec 7R A—H L DFE
24 R—) | ZZRLTIEEN,

[REFEX A 7" (Authentication Type) ]: VPN#kt T 7 Z3RGET 2 1L ([(FAlIA FHE)F—
(Preshared Manual Key) | F£ 7213 [fEFA#E (Certificate) | DWW T1Dy) , Tz, BIRHRFIZ
FEANWTRD T 4=V RIZANTD0ERSH Y £3, IKEvI DG, #HICRkE Sk
IKEvl RY o —F 7T =7 FTEBRINHRFES R E BINNEDR —ET 5 LERH Y £
T, ATV a COFEMIZOWTIE, AT LREEARORE (6 ~—) ZZMLTL
7ZEU,
+ (IKEv2) [v—#/VEqidHA ¥ — (Local Preshared Key) ], [V E— b7 Hpidf
¥ — (Remote Peer Preshared Key) ] : VPNEHDTZDIZZ DT A XL JE— K TN
A ATERINIZF—, ZNODOF—IIKEV2 TR LRLZ bV ET, ZOF—
WZIE 1~ 127 DERFERETEET,

+ (IKEvl) [FaidtfF%— (PresharedKey) ]: 2— W/ T NNA ALV E— K T/NA R
DO S TERENT-F—, ZOF—I21T 1~ 127 OEKFEIEETEET,

#4 rraveN ]
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o [REFE (Certificate) |: B— ANV ET DT NA AT AT T 47 4B FE, UL,
AL (CA) OEE LRI ETHLILERH Y £9, BOBAEHFIIMEHT
EFEHA, GEAFEELT v B — L TWRWESIE, Lyt 7Y =2 hOERK

(CreateNewObject) (V> 27 %227 U7 LET, o, TAT T 4T AEHEDE
PR ST v — FEAERS L ORI CAGEREEZT v 7o — KT A0 ERH VY F
T Ty u— RINTZFEAED MEEOMEH  (Validation Usage) ] 7% [IPsec” 7 A 7
>~ (IPsecClient) | ZE L L IICHESNTWAZ 2R LET, FLET v u—
RLTWARWEAIL, 2OV —RE%ET LERIZFITTEET,

s [IPsecix & (IPsec Settings) |1: BX =2 VT4 7Y —varDIATEA L, TATH

ADETDHE, VAT AEFEX 2V T TV —varEHERrII—MLET, v
AT LT, BT oIV —va VEREZETDLE, T BREET LT 7 F A ME
FFR—ANVICHRESNTETA TEZALMED S B, MW FHaHlLnvkex=07 40 7Y
VIE—alDIATEALELTHERLET, 74 744 L0%, [HRERAL 747
HALE NI T4 v T8 TATEALD2OBHNET, TNOEDTATHEA LD
THDCERYNCEET DL, v X2 VT 4 TV vm—2a URHIRGIICAR Y £,

[TA4 7 XA LHIM (Lifetime Duration) |: X = U7 4 7V T—1 3 OFHHIR
WYL D £ TOFRRE (4 ZHEELET, HE T 2%MHIT 120 ~ 214783647
BT, Za—rULdT 7 40 R ik 28,800 F (8 KEf]) T,

o [TA T XA LYV AKX (Lifetime Size) |: FTEDEF 2V T 4 TV vx—2alDf

RN EIND ETIZ, TOEF 2V T4 7Yy —va &AL e T MeEE
TEDHNT7 74y 7 0OE%FKBHA THELET, #iPHIL10—2147483647KB, F7=
IZ22 T, Zr—s0 5T 7 40 MiE 4,608,000 F 234 R TE, YA AR—ZDH]
[RAHIBRL, MR Z2ME—ORIRE LTHEMRTAICE, 70—V REZEAOEEICLE
7T

« [NATBE (NATExempt) ]: (KU ¥ —_R—2DH) a—H/LVPNT VAL L H—T =

A ATVPN bT 7 4 w27 ZNAT R S —InbaRd 50 E 90y NAT Lb—LEZo—%
IV Xy NO—J A LRWGEAE, a—hV 32y NU—T BFRANTDHAS X —T A
AHEFERLET, ZOF T aid, a—hHLb Xy hT—IN1ODL—FT v KA Z—
TxA A (TN DT N—TF ANR=TER) OHRICHHERICOLERELET,

O—h Xy NI BEEDON—T v R A H—T 2 A ZAFERF1DUEDOTY v
TN—T" DA N—DEHITH DA, NAT G0kRL— & FEICIERR T2 L ERH D £
T, B — V& FE)TIER T 5 FIEOFEMIZ OV TIL, NAT 7»6 0% A i VPN
T4y 7O 31 X—=) EERLTIEEN,

« [Perfect Forward Secrecy HIDiffie-Helman 2 /L— 7" (Diffie-Helman Group for Perfect Forward
Secrecy) ]: B AALINIZRVIRD ZLIC—EDE Yy v a»r F—2ERBIMEMNT 57
¥, Perfect Forward Secrecy (PFS) M T o E 20 afiEL LY, —EDEYy 3~
F—2MHTLZLICEoT, RUVWMY ZLUBOESNORELET, 20 LiE, Y
B BEPFEER S, WEENT S FRA 2 N T, ZTHEA SN D FREHEA F—F 7213
EX—2 AFLTWAHATH> THi%y LET, PerfectForward Secrecy & H NI T %
e, [£Y 27 A7 /—7 (Modulus Group) ] U A h T, PFSt v a3y F—0DApkk
\Zf# 19~ % Diffie-Hellman S —3# 7 /L =Y X AZ SR L £ ¥, IKEvl & IKEV2 Olj )7 %
AT DL, A7 v a TIKEVI THR— RS THWD b DICHIRESNET, A7 v =

Il 1 rRAVPN
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OB OWTIE, T % Diffie-Hellman {23 7 /L — 7Dk E (5 2—) &M
LTL7Z&EW,

ATYT6 [k~ (Next) |27 U 27 LET,

AT T1 ~VU—%MR L, #&7T (Finish) 1227V v 7 LET,
Y= —FEBRNI7 Y v FR—Ricar—InET, ZOBERITRF2 A MY T T, U
E— N ETORE, FLERIETOREELFICEETHEOIHEHATEETS,
A FEVPNREICED T 7 4 v 7 OFFF] (18 X—) THHALL LI IZ, BMOFIET
VPN b RXVAD T 7 4 v 7 BFFR[THMENH Y T,
RE & RB%, T3 ACLIICeZ A > L, showipsecsa 2~ > R&fEH L Tz RABRA v b

TEXa VT4 TV —va BN ND ZEEMHRLET, [V N VPN #5 Off
28 —=) | LTI,

REMRILAEZ—T A ADETE

J— h_R—=2Z2DH 4 N VPN T2 7 7 A LV TOIRMIE A v Z—T = A A (VTD)
EHERATEET, VINIWEA v ¥ —7 =4 AZEEM T O THBY . ZhEa it LTI E—F
BT ~O VPN #Eft DS SIVE T, A v ¥ —T = A ZAZHHT 5 &, 4 R VPN £
NEFEbEh, B 2 77 ALV TVPNOR— LRy NU—2 L UE— Ry NU—2 %
HETHOTIERLS, AXT 4 v I N—hEEBL— Z2HEHL TN 7 4 v 7 2l CE E
R

FIE

ATy Tl [T/3%4 A (Device) |27 Vw7 L, [A % —7=AA (Interfaces) |~V —DV 7 %7
Uo7 LT, MR F VA ¥ —7 A A (Virtual Tunnel Interfaces) (%27 U v 27 LET,

ATV T2 ONTNILEEITLET,

o [H] LM b Rr A X —T = A ADVERL (Create Virtual Tunnel Interface) ] % 7
Vo7 LTHLWA VX —T o f ZAEERLET,

DA v H—T oA ADWET A2y (@) 220 s LET,

B =T o f APREN RS T2/, ZOAL B —T7 24 ZAOHIRT A 2 (0) 22

Vo LET, A ¥ =Tz AZHIRTDHHNIC, T, T F—T A A%FEHRT 59

S MEEHET BT 7 A VBT RTHIRT A SER S D £,
ATFYT3 ROF TS arERELET,

o [4AT (Name) ]: A v F—T7 A A% (K48 LT . MGFEDOA ¥ —7 =4 ADA4H]
EEFRTLHE, TNEELT_NTORI =247 V27 FTHARPHBNICERE SH
FT, ARNCKLTFEHEHATHZ LI TEERTA,

#4 rraveN ]



#4 FRIVPN |

B v rrveNngmcEs 570 v oHE

[RF—4 2 (Stats) 1: 2AFA X% 2V vr Lo L+ (@) |
[Description] :  ({EE) #LHIE 200 SCFLANT, SAT2 ANLTIC 1ATTASNLET,

[ N> /VID (TunnelID) ]:0— 10413 OFE, ZOFEH [Tunnell] &\ HFEIZFHINE
NT, A Z =Tz A ZADN—FRU =T ANBERSNET, 20O VIHIEHA ST
IRWESERINT H0ERH Y 7, 7L xIE A ¥ —7 =4 A Tunnell Z{ET 512
F1E2ANLET,

[ R R DEETE (Tunnel Source) ]: 2O VITIZELEM T B DA v H—T = A A%k
WLEFT, bRV OEETIL, RKE MRS U F—T 2 A ATERINTETA MHE
VPN B E— hx=> RARA V MR T 2720DA Vo H—T =4 A TT, A > 7 —
Tz ARREDYE— R RARA LV MIBEETEL AV F —T oA ALBRLET, £
BIeA v =T = A AL, LAt EOYEA L —T 24 A, B TA X —T oA A,
F721% Etherchannel Z 8 ECTEF T, /L HF—TxA ATV o IREA X —T = A A
(BVI) DAY NR—=ZTHZ LT TEERA,

[IPT RLA LY TRy b~ A7 (IP Address and Subnet Mask) ]: IPv4 7 KL A3 KO
WY TRy b~RA7, =& z1E, 192.168.1.1/24 £ 7213 /255.255.255.0 T4, ZDT FL A
X, PRV EETA VA —T 2 A ADT RLALFELH 732y b EICHL0ETHY £
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ThHY, Bt Z L ICRARDIKERY —%BETHZ LT TEEHA, 47V =7 NOMKE
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BHABAGILTAF—EH e f 2L TF, Psec B 7 DFREE, [Psec R F—DRIT o —
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(State) 1 FZ &2V v 7 LTHMIZLET, X2 U T 4 REOMOMAE DY & TS
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LEd, FALAX—ZMEHT L, EREZ 2O THTHRAL, #FE7 =—X
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T, %ﬂb\747514la®b§7/act©¢ﬂ_)_ TFoNET, T 74/ FE86400 TF, MEH]
RDOT A 7 XA LEFRET HITIE, 1ﬁ%)\7niﬁ/u (Z4—NFEZEHOEFIZLE
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<V FAENDTRTCOMABRDLEELBET HEDICH—O T e R—PLE2EEFETEE
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ATvT3

ATy T4

ATy TH

IKEv2 & 1Psec 7O K—# L0z [

TEFH A DBEED IKEV2 IPsec 7R R—F L0 H Y £9, TOMOEF 2V T 4 & EOHLE
O EFEETIH LT e R —FLEERTHELTEET, VAT LAERAS T V7 b
1T, MREFZITHIBRTE /A,

WOTFIATIE, [A7 =27 b (Objects) | X—VNHEBEAT V=7 N EERBLOWET D
FIEICHOWTEA L9, VPN D IKEV2 IPsec R EXME L TWDHREINZ, 7= h U
A MIEREIND [FilllPsec” 1 78— /)L DERK (Create New IPsec Proposal) [V > 7 &7 U v
7 LC, IKEV2IPsec 7 RAR—P I 477 ME{ERTHZ EHTEET,

FIE

(47 YxZ & (Objects) ] ZFIR L, HEKD D [IPsec” 7 AR—H /L (IPsec Proposals) | % &R
L/\ij‘o

FT 2 N T =T LD EICEH D [IKEV2] ZiEIR L T, IKEv2 IPsec 7"RAR—H LA KR LE
R

ROWTNPEFATLES,
ATVl PEERT DI, [N AYEZ Y v LET,

cATVxy VT B, AT V=0 hOfiET A 2y (@) 22Uy LET,

ZHRINTW WA T V=7 FNEHIBRTHI2E, A7 V=2 O [ZAH5 (trashcan) ] 7 A =
v (O) 22V v LET,

IKEvV2 IPsec 7 AR—H /LD 7T 4 ZFRELET,
< [4BT (Name) ]: A7V =7 bO&ET (K 128 XF) .

« (51t (Encryption) ]: ZO7 BR—=HLDON T/t EF=2) T 4 7'm h=L (ESP)
BEbT LAY X, FATHTRTOTALIAY ZLEZRIRLET, VAT A%, &b
WT A TY ZEANBIED TR BBNT AT XACELHE T, WETDLLODRMHRTED
FTCET7T LRI — N LET, AT a rOFEBICONTIE, FHT AT LT Y
REDORGE 3 _X—Y) EBHMLTIIEEN,

EEAPE N> 2 (IntegrityHash) ] : @BaEICERT 2/ v o FII3EEET LT Y XA,
FFAT 2T R_RTOT7NTY ALZERLET, VAT AL, RHFRNTLTY X LNBIG
DTHERBPNWT LT ZAALCELET, BHAETL2LONRERTELETCE T LAy —
FLET, 73 P O@RBIZONWTIE, T2y a2 7T XL0RE (4
NR=) SR TIEEN,

GE) ek T T XA L LT TNNDAES-GCM/GMAC 47y 3 v &2 EIRT 5
ek, XNVEAET LT ALEZRIRTIMLERH Y 7, ZbOK={b
HETIE, XNVPUANDOET v a ERIRL TV DEATYH, BEME Ny 2T
FEHEEEA,

[OK] %27V v 7 LTERZRTFLET,
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H 4 & VPN it D HERR

ATy T

ATy T2

#4 FRIVPN |

Etﬂ,\
A M VPN #52 R E L. REZT A ZEBH LB T, VAT IR E—F TNA R
DX aVT 4 TV — g VENIT A AR L E T,

Bt & ML T X W EAIX. T3 A CLI 2» 5 ping interface interface_name remote_ip_address
aAv REMHALT, VPNA U E =T = A ZAEJ L2V E— RT3, ZAORABFET D Z
EEMRLET, RE LA VX —T oA ZAEI LTeBER B FE L2 0 EA 1, interface
interface name ¥ — U — RZA4 7T L7 E £, BRSO A 2 —T = A ARHIZ/R > T
WNE SRR L 9, BRIk L CRIES 7oA V2 — 7 = A ADEIR I LTV D AJREMED
HVFET, FEINT-RXY NT—JIZHLIEA VX —T oA ATIEERL, VE—FTA A
MLl v —T oA AEBIRT HDVLERDH Y T,

I BT =7 RANFEETLH5E81E, MFOT KRSV P TREBLOYR—FEN T3
IKENRXR—V g b d—2R L., HEIDSU T VPN AR LET, 77 B AH#EE-IT
NAT L — Vi A 7y 7 L TnRWZ & 2R LET,

FIE

FNALACLIICR A LET (CLI (<=2 RIA v A B —Tx2AR) ~ORT AL 55
)

showipsecsa 2~ R&H LT, IPSec bt X =2V T 4 7YV —2a VRS TVWD Z
LERERLET,

THEADT NA A (local addr) & VE—k 7 (current_peer) ORIZ VPN e 03N S
TWDIET T, ZOEHAENL TR T 70 v 7 &2FETDHE. N v b (pkts) B3N L
9, T77EAURNIUL, #Eion—HL Xy NU—7BXORYE— |k Xy hT—T RE
RENET,

- Z2i3, ROHDIE., IKEV2 852~ L TWET,

> show ipsec sa
interface: site-a-outside

Crypto map tag: s2sCryptoMap, seq num: 1, local addr: 192.168.2.15
access-list |s2sAcl|0730e31lc-1e5f-11e7-899f-27£6e1030344

extended permit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0

local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer: 192.168.4.6

#pkts encaps: 69, #pkts encrypt: 69, #pkts digest: 69

#pkts decaps: 69, #pkts decrypt: 69, #pkts verify: 69

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 69, #pkts comp failed: 0, #pkts decomp failed: 0

#pre-frag successes: 0,
#PMTUs sent: 0, #PMTUs rcvd:
#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0,
#send errors: 0, #recv errors:

#pre-frag failures: 0, #fragments created: 0
0, #decapsulated frgs needing reassembly: O
#Invalid ICMP Errors rcvd:
0

0
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local crypto endpt.: 192.168.2.15/500, remote crypto endpt.: 192.168.4.6/500
path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: CD22739C

current inbound spi : 52D2F1E4

inbound esp sas:
spi: Ox52D2F1E4 (1389556196)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }
slot: 0, conn_id: 62738432, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (4285434/28730)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OxXFFFFFFFF OxFFFFFFFE
outbound esp sas:
spi: 0xCD22739C (3441587100)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }
slot: 0, conn_id: 62738432, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (4055034/28730)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

WROHNIE, IKEvl Btz R L TWET,

> show ipsec sa
interface: site-a-outside
Crypto map tag: s2sCryptoMap, seq num: 1, local addr: 192.168.2.15

access-list |s2sAcl|0730e31lc-1e5f-11e7-899f-27f6e1030344

extended permit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer: 192.168.4.6

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 10, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.2.15/0, remote crypto endpt.: 192.168.4.6/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 077D72C9

current inbound spi : AC1l46DEC

inbound esp sas:

spi: OxAC146DEC (2887020012)
SA State: active

I #4 rraveN ]
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transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn_id: 143065088, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (3914999/28567)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000007FF
outbound esp sas:
spi: 0x077D72C9 (125661897)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn_id: 143065088, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (3914999/28567)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ATwv 73 showisskmpsa a2~ RafHLC, IKER X2 U7 TV vo—Ta U afRLET,

sa¥—U— REEHETIC (FEfbyicgats®F— TV —RE&HHLT) Zoa~vy Rafl
M9 % & IKEMEHERAE RSN ET,

722, oOHINE, IKER X274 7Yz —ra a2l T0nET,

> show isakmp sa

There are no IKEvl SAs

IKEvV2 SAs:

Session-id:15317, Status:UP-ACTIVE, IKE count:1, CHILD count:1l

Tunnel-id Local Remote Status Role
592216161 192.168.2.15/500 192.168.4.6/500 READY INITIATOR
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:21, Auth sign: PSK, Auth verify:
PSK
Life/Active Time: 86400/12 sec
Child sa: local selector 192.168.1.0/0 - 192.168.1.255/65535
remote selector 192.168.3.0/0 - 192.168.3.255/65535
ESP spi in/out: 0x52d2fled4/0xcd22739c

wOHEE, IKEVI EX =2V T 4 7Yoo —2 g R LTHET,

> show isakmp sa
IKEvl SAs:
Active SA:

Rekey SA:
Total IKE SA:

(A tunnel will report 1 Active and 1 Rekey SA during rekey)

= o

1 IKE Peer: 192.168.4.6
Type : L2L Role : initiator
Rekey : no State : MM ACTIVE
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There are no IKEv2 SAs

H4 rEVPNDEZ=ARY) VY

YA M VPN ESiZE=Z L, "TF I Na—T 47 &24T91201%, CLI 22> VY — /L&
. ERIET AL ZADOCLIICE S A LT, kOavy REFEHALET,

eshowipsecsalZ VPN v v a Y (X274 7V vx=—vay) #RR-LET, Th
B OFEFHE clear ipsecsacounters 2~ > K&EHIHL T &y hCT&E T,

» show ipsec keyword |3 IPsec S Ef 7 — % B L OWEFHEHRZF R L E 7, showipsec? & AT
L. AR X —TU — 2B L ET,

« show isakmp |E ISAKMP iEH 7 —# B L OWerHE#R A £ R L ET,

4 ~fE VPN D44

LIFIZ, ¥4 FE VPN 2@ ET 5012~ L ET,

NAT 5 DY A RfEIVPN 5 7 1 v U DFRS

A B =T 2 A ATHA ME VPNEHRNTEEZINTWNT, DOFDOAL X —T A AHITD
NAT L— V48 E L TWAHEA,. NATL—A 235 VPN ED T 7 4 v 7 ZEE TR TE £
T, ZOEMEIX. VPN #HD Y E—F =2 RBNET R 2 Z20ETE 28812179 & (EH
\/C:“j‘o

VPN #f5 2 1E§ 5 & &2, [NATZERSF (NAT Exempt) | 47> a VEEIRTHE, L—/L
NHEBWICERSNET, 2720, Zhiie—b L CR#ESNT-R Yy NU—7 RE—D/)L—
TYRALHE—=T 2 A A (T oV TN—T AU R=TIIR\) 2 LTSN TWDY
BOREELET, ZORDVIC, BEFERNOOT—H/L Ry FT—7 BERDONL—T v B A
=T xA A, FTRT 1O EDTY v T—T AR —DERITIFET D846, NAT #&
PR — 2 FECTRET HDHLENRH Y £7,

NAT /L—/L7535 VPN N7 7 ¢ v 7 BT 2121, 568ER YV E— b Fy hU—T DL X
0= NTT 4 I DFEMT AT T 47 4 NAT b— L EERR L E3, ®IZ, (EEOSk
(A B—Fy FpE) DT T4y ZIINATHEALET, v—H/L Ry U — 27 I8
DA HE =T A ARDLGE . BA v H—T oA ANV —LEER L ET, ROEHEEL
TLIEEW,

NI OO — NV Ry NI = RN LB E. Fy NU—J B ERTHIL TV b
PRETARY NTU—F ATV N I —TEER L ET,

#4 rraveN ]



#4 FRIVPN |

B winzovq rmveN 570 v o oms

*VPNIZIPV4 % v R T —27 L IPv6 %~ NU—7 Diifi & 58546, FNEICER DT
AF 2T 4T 4 NAT b— L AEVERL L7,

WOFTIX, R—AF =LY ) BPDOFT 4 A% THHA FY—H A 8 horLERLE
T, A E—Fy MIET T 7 4 v 271250 T (FFEZIER—AZ—D10.1.1.6 225
www.example.com ~) | A LV H —F v h~DT 7 EADZDICNAT (2 X » TRt SN S /87
Vo Z IPT RUARKETT, ROFITIE, A F—7 A4 APAT L=V EEH L TWE
T, 7272L. VPN Mo RNV ERHTH T 7 4 v 72O TE (& 2, A=A F—0D
10.1.1.6 %> 7 BD 102278 ~) . NAT 2 FITLERHA, TDD, TAT VT AT 4
NATV—/VZEAER LT, DT T 4 v 7 HENT DRERHYD £3, 74T 7T 47 1 NAT
WERICT RLRIZT RLAZEHRLET,

1:94 Y= L VPNDI=ODA B3 —T A RXAPATEEUVTATUT 14T 4 NAT

2. Identity NAT between NWs connected by VPN

Src: 10.1.1.6 — 10.1.1.6
Dst: 10.2.2.78 —> 10.2.2.78

3. IM received

1.IMt0 10.2.2.78

Src: 10.1.1.6

FW Outside IP: 203.0.113.1

R

— Internet -
|:|l n & & :;r 5- [ inside ]
i | " L4
. . San Jose —
— ; e F—
. Boulr ElreallT u-_ll:sne to-Site VPN Tunnel k/_jm 5578

‘ 10.1.1.6 > 203.0.113.1:6070 '

B. The firewall performs interface PAT for
outgoing traffic.

A.HTTP to
www.example.com

@rc: 203.0.113.1 :607@

C. HTTP request to www.example.com

WORFNE, Firewalll (R—/v&—) OREZRLET, BITEH, WNEA L F—T A ANT

VoD IN—TThHDHERET DD, HEA L= A U H—T oA A— L& LR T D4
ERHVET, V=T 4 T ENTZNETA L F—T A ANR1OHDGELEELLIEAD.
Zut A LELTY,

N

GE)  ZoflITlE, IPVADORERELET, VPNIZIPV6 v F T —27 b & En 584, IPv6 IZ1E8
SN NA—VEERLET, IPV6 A v F—7 = A A PAT (ZEETX 2\ =, PAT #fEHT
HIZIZBEBEDIPV6e 7 RLAZFSHRA N 7027 FEERTALERHLZ LICHEELT

STEEW,
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FIE

SESERRXY NUV—Z HERTDIE, A7 V=7 FEERLET,

a)
b)

<)

(A7 Y= 2 I (Objects) ] ZRINL E7,
HRDS [y RU—2 (Network) | ZZRL, [+ 227V v 7 LET,
Iy F T = NTR—ILE—EREELET,

Fy NU—7 3TV =7 MZA4ARTELT (boulder-network 72 &) | [Ry U —7Z
(Network) | Z&IRL T, x> hU—2 7 KL X 10.1.1.024 Z A1 L £ 7,

Add Network Object

MName

boulder-network

Description

Type
@ MNetwork .::‘ Host

MNetwork

10.1.1.0/24

d [OK]ZZ7 Vv LET,
e) [H&EZ7V v 7 LTHr /) BTONEERy NV =2 EERLET,

Fv NI —0 ATV =y MTAHTESHT (sanjose-network 72 &) | [Fv hTU—7
(Network) | Z#EIR LT, Fv hU—27 7 KL 2 1022.024 # AN/ LET,

#4 rEveN i
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Add Network Object

Name

sanjose-network

Description

Type
@ Network ) Host
Network

10.2.2.0/24

f) [OK]Z7 U vy2s LET,
AT F2 Firewalll (R—/L%—) ETVPNRETY L/ BN IHE, R—AF— Ky hT—7 D
FETAT T 4T 4 NAT ZRELE T,
a) [R1J P — (Policies) | >[NAT] Z#IRL £,
by [HHRZZ27Y 7 LET,
o) WOTaRXT 4 HRELET,
«[# A kv (Title) 1=NAT Exempt 1_2 Boulder San Jose VPN (& 7= (X3 D4 A
o b=V DIER %S (Create Rule For) ]1= T8 NAT (Manual NAT) .

o [EdE (Placement) |=[FFED/L—/L DL (Above a Specific Rule) ], [HEINATOHIIZ

TFHEINAT (Manual NAT Before Auto NAT) [ &7 & a > ORFION— LV EERIRLET,
TNV, 5B, v H—T = A AD—fRIRA B —T = A APAT )L—/LDHIIZ
KTNDZEEMHERLTIIEES, £H)ThRNE, L—ABRELWNT 7 ¢ v 70
MENBRWEERH Y £7,

«[Z AT (Type) 1=[A&¥7T 1 v 7 (Static) ]
o [(EfEICA ¥ —7 =4 A (Source Interface) ]=insidel 2,
o [5B55A 2% —7 = A A (Destination Interface) ]= [/ (outside) ]

« [JLDFIEILT K LA (Original Source Address) ] = boulder-network ® % > ~ U —72 %
7 V=7 ~ (boulder-network network object) .

o [BHLE A DIIEITLT KA (Translated Source Address) ] = boulder-network ™%
U—7 +7 V=2~ (boulder-network network object) .

« [JTED%EHET K LA (Original Destination Address) ]= sanjose-network MO > b U —7
F7 Y= (sanjose-network network object) .

Il 1 rRAVPN
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o [BHLE A DFENET K1 A (Translated Destination Address) ] = sanjose-network ™% > k
U—7 *7 V=7 (sanjose-network network object) ,

GE) FEAET KU AIIAER L7\, DT RUA LB INT=5meT R
VAZRILT RVRAEZRETHZLIZE->T, 74T T 47 4 NAT %
WETHMLENSHY 3, [KA—F (Port) 1 7 4 —/L RiF+_XTEHADE
FICLET, ZON—E, EEILEEOH DT AT T 47 4 NAT

ERELET,
Add NAT Rule
Title Create Rule for Status
MAT Exempt 1_2 Boulder San Jose VPN Manual NAT w o

Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Placement Type
Above a Specific Rule w inside1_8Rule y? Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
insidel_2 b outside hd
Source Address Source Port Source Address Source Pont
boulder-network v Any v boulder-network v Any »
Destination Address Destination Port Destination Address Destination Port
sanjose-network Vv Any b sanjose-network v Any b

d) [FM (Advanced) |1 % 7 T [4E%iA v ¥ —7 = A A TF 1 F T ARP72 L (Do not proxy ARP
on Destination interface) ] Z &R L £7°,
e) [OK]%27 VU vyZ7 LET,
) MOWNEHA L X =T A AL, WEON—NVEERT D7 A E#HYIRLET,
AT w73 Firewalll (R—/14—) ETR-AVL—DONIE Yy NT =7 DA F—Fy MNIADEE, F
AL T I A H—T = A APAT ZHELET,

4 MR VPN
|
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GE)

ZHIUDIIHIIRR ERICT 7 40 TR S LD T2, WA v 2 — 7 = A AT
TLE%]774/7%ﬁAWT6§4T w7 ALK —T A APAT /L—/LR
HOLAREMENHV £T, 7L, ZOREFHANZZHESIEL-DITRLTWNE
T, ZOFIEEETTHRIC, NEHA X —T oA ARy NT =0 2 R—F5
= VIRTTILFELTVD I 2R LT, FELTWAHEEITZOFIEE A
Fo7LTLEE,

a) [HARFrEZVY I LET,
b) WOT AT ERELET,

Il 1 rRAVPN

«[#A v (Title) J=insidel 2 A > % —7 = A A PAT (£7-I1EEDORIDLED)
s PL— v DIERKRISE (Create Rule For) ]= F#) NAT (Manual NAT)

« [Adi& (Placement) ]=[fFED/L—/LDF (Below a Specific Rule) ], [HBEINATDHIIZ

@JNAT (Manual NAT Before Auto NAT) (&7 a T, 2O Z—T A AD
TeDI IR LT — V2 IR L £, ZO— /WMEEDSIET F L AT S
LD 728, sanjose-network Z 564t & L CHEMHT 50— /WL Z O/L— /L ORNIK D E
BHY FET, £ 9 TRITIIX, sanjose-network /L — /VIFKEIZ—FHTEHZ LnHV
Hh, T 7408 TiE, B LWOFE NAT Lb—/u13 [HEINATOEIICNAT /L—/L (NAT
Rules Before AutoNAT) &7 v a VORZRICEEINE TN, ZHLTHLIEH Y £
oo

«[Z A7 (Type) 1=[#AF>7 (Dynamic) ]
s [(EfEA ¥ —7 =4 A (Source Interface) ]=insidel 2,
s [FESEA v #—7 = A A (Destination Interface) 1= [/} (outside) ]

s DEDFIEILT R LA (Original Source Address) | = boulder-network DR > hU—72 7

7Y =7 & (boulder-network network object) .

o [BHREHFIEILT K LA (Translated Source Address) |=[Af > % —7 = A A

(Interface) Jo Z DA T a i, 5EhA v F—T =4 AFERATHA o F—T <A
A PAT Z i E LE£7,

s [JED%E5ET K LA (Original Destination Address) ]=1{L& (any) ,

o« [BHRFE DT K LA (Original Destination Address) ]=1£& (any) .
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Add NAT Rule
Title Create Rule for Status
inside1_2 interface PAT Manual NAT v ‘D

Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Placement Type
Below a Specific Rule w NAT Exempt 1_2E v Dynamic ~

Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Intarface

inside1_2 A outside b
Source Address Source Port Source Address Source Port

boulder-network v Ay , Interface ~ Any b
Destination Address Destination Port Destination Address Destination Port

Any hd Any bt Any v Any ™

y Yy

) [OK]%Z7 VU vz LT,
d) MOWNHA L Z—T7 A AT LI, FFEOL—NVEERT D70 220 IRLET,

EEERFELET,
a) Web X—TY 04 EIZhH D [EEDORER (Deploy Changes) | 74 a7V v 7 LET,

+
R

W

b) [47 <ER (DeployNow) | ARZ %7 1U v 7 LET,

BB T T ETHET 20, [OK] 227 U v 7 LT, BTHAZ URANERITERE
JEZMER L ET

Firewall2 (%2 /8) OEHZIT>TWDHHE. €OT A AZFAHKONV— V2R ETE £
D
s FEYT A T 2T 47 4 NAT b— L%, %6%57° boulder-network D541 sanjose-network [f1]

FI272 0 £97, Firewalll ONHB L OSSN Ry N =T HITFIZH LAV F—T = A A
AT NEERLET,
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. NERA 3 —T A RATHEDY A FEVPN I—HF—(ZA V2 —F v b TUVERERBTEHE (A7 E=UY)

s FENY AT I v I A4 B —T A APAT/V—)VIL, 58508 MEE] DO%5E 1 sanjose-network
FTIZ72 0 £,

NEBA VB3 =D 24 ATHEDY A FEVPNI—H—IT/ 2 F—F Y
T O EREREETEAE (NT EZUD)

A FEVPNTIE, VE—F Xy hT—7 EOa2—PFICTEHSDT A AN LTSV F—F
MZT 7 BRASHTZWEERH D ET, 2L, A X —Fy MIBERLTWBERE—A ¥ —
TR A H—T A R) LOT AL RV E— K 2—HF—=RT7 7 EALTNSHT
O, A VA =Ry N ST T4 BN A B —T oA ADIMAINEF D FE FIRK I3 DHLEN
HYFET, ZOFHEIAT V=T LRENIBEELH D FT,

WORNIFIZ 7R L TWET, 198.51.100.1 (AA > YA bV A FA) & 203.0.113.1 (U E—
YA ROV A KB B2 A FE VPN hRAREESNTHNET, VE—F VA FOR
WAy hU—27 (192.168.2.024) NHD—H FTF7 7 4 v 7T XCVPNZ@B LET, &
DD, WiEx >y NT—7 Oa—¥RA 2 —xy b EOH—sN (www.example.com 72 &) |12
T 7R AT LA, BERITRMIC VPN 2l L, Z D1 198.51.100.1 1 > X —7 = A AN A
UHE—Fy MI— IRy ENET,

. WWW. example com

Site A: Site B-
198.51.100.1 el 20301131
VPN ‘“\Eﬁg
192.168.1.1 é 192.168.2 1
[
KROFNETIE., ZOP—EZXOBEHECOVTHHALE T, VPN o FADmHF DT R

A MR Eféﬁ%#%@if

188 BRI

ZOFETIE, VPN NG 74 v 25T 78Aar ha— LR —0xt4 45, VPN F 5
T4 I EHATLHEDOT 74N MREXEH L TWDL ERELET, FTHhoar 7 ¢

F = L— 3 T, 2T no sysopt connection permit-vpn =~ > R TEINET, oD
|Z FlexConfig % /1 L C sysopt connection permit-vpn Z A0 L7854, F 721X RA VPN #f¢
T 77 ANTESINEZNT T 4 v 7 TT 7R AHIEARY v —% 31 329 % (Bypass

Access Control policy for decrypted traffic) ] 47> a VU AIRIRT HZ LT, 77 &AL —v
ZIRET D FNRIEAREIZRY £7,

Il 1 rRAVPN



4 i VPN
SRS B —T T4 ATHEBDYA FRIVPN 1—F—2f 28—y k 7o uRERBTEHE (A7 E=2s) ||

FIE

ATFYT1 (FAMA AL YA B) UE—F VA FB~OFA MH VPN i a i E L ET
a) [T/3% A (Device) |27 Vw27 L., [V FEIVPN (Site-to-Site VPN) ] 7 /L — 7T [%/E
DF7~ (View Configuration) | %7 YV v 7 LET,
b) [HE7Y vy 7 LTHLWERZEBMLET,
) WDOEIIZZY RARA U MaEFRL, R~ Next) 1227V v/ LET,
« [Bki~ v 7 7 A /L4 (Connection Profile Name) ]: D0 o3 Wt D44 R & 11T £
9, fil, Connection Profile Name,

s [B—HNWVPNT 7 AA % —7 A A (Local VPN Access Interface) | : 7 EhA »
Z—T A ZAHIERLET,

s[B—HNFy 8T —2 (Local Network) ]1: 7 74/ h® [{EE (Any) |OFFIZL
i‘g—o

«[VE—HFPT FL-ZX (Remote IP Address) ]: UE— bk ETDINA L F—T = A R
DIPT FLAZ AN LET, ZOFITIEX, 203.0.113.1 TT,

s [VUE—FFv bY—72 (RemoteNetwork) ]:[+]Z 7 Vw7 LT, VE— b ET DR
HEXY NI =V BEHETOHIXRY NT—T A7V FE2ERLET, ZOHITHE
192.168.2.0/24 T¥, [* v NV —7 OFHIUER (Create New Network) | %27V w7 L
TR TV =7 FEERTEET,

Wiz, O FNEOR N E K TRLET,

Connection Profile Name

Site-A-to-Site-B

LOCAL SITE REMOTE SITE
Local VPN Access Interface @ Static Dynamic
outside w Remote IP Address
203.0.113.1

Local Network
Remote Network
l._j Site-B-Network
d FTFANRN—=RY—%ERL, [IR~ (Next) 1227V v 7 LET,

« [IKEAR Y — (IKEPolicy) ]:IKEDEEII~NT B =0 ZIC@ B e 52 £, ¥
V74 D=—RZHEDOETIKENN—Yay, R v—, BXOT7aR—9F L a2ER L

#4 rraveN ]



#4 FRIVPN |
B oo s— T RTHBOYA FRIVPN I—F—f 28—y k THORRERBT HHE (AT EZDY)

i?‘ AT Hom—AneE ) E— FOFFHEAF—TAELTIZE, JE—P Y
D FERFICHENT 2D £,

* [NAT42F% (NAT Exempt) ]: [N#B (inside) ] A > ¥ —7 = A AZiRIRL 7,

Additional Options

NAT Exempt

inside v

* [Perfect Forward Secrecy D Diffie Helman 7 /L —=7" (Diffie Helman Group for Perfect Forward
Secrecy) ]: ZOWREIEINT E=U TICEELEFA, HEIZSCUTHRELET,
e) [T (Finish) 1227V v 27 LET,
BEROMEN 7 Y v FR—RiZav—shEd, #uolEE, 7%2A 77/ 020
o F¥a A MIAEV T T, VE— K ETOREICHKLTHI ENTEET,
ATY T2 (A MA AL B A N) NBA L Z—T oA ADDEREINTZT X TOEREZ IR IP 7
RLA (L BZ—7 A APAT) OFR— MIEHT D L5 NAT V— L Z2RELET,

TNNA ZADHMREZ 58 T+ 5 &, InsideOutsideNatRule & V> 9 £ RiTD NAT L— L MERL S
FI, ZON—E, I =T oA AR TT A, AR HEBEOA o H—T = A A
Mo, A E =T A APAT % IPv4 77 4 v ZIZHRELET, SMNBA v F—T =4 AT
MEED)] RETA L H—T 2 AEEND D, BERL—/VE, REEZITHIRL TV
ZRWRY . FTCICHFEEL TVET,

WOFNET, BEIpN—VEVERT D EEHA LT,

a) [ — (Policies) ]>[NAT] 227V v 27 LE£7,

b) KOWTNNEFATLET,
» InsideOutsideNatRule ZfRET HI121X, [7 7 > a > (Action) ]FIZ~ T A F—/3—
L. [fitE (edit) 1712 (@) 227097 LT,

=V EFRERT DI, [ ARZ 27 v 7 LET,

©) WDT ST 4 HfE LT A— A ERELET,

s [ZA bV (Title) 1: H LW L—L DY LT WAHIZ A= E2EDT A LE
9, 7= & 21X, OutsidelnterfacePAT & AJ1 L £,

s PL— L DVERSE (Create Rule For) ] : [FEINAT (Manual NAT) ],
o [Bdi& (Placement) ]: [BHEINAT/L—/LDH] (Before AutoNATRules) ] (&7 41 F) o
o [#A 7 (Type) 1:[#AF v (Dynamic) ],

s [JED/3% > b (Original Packet) ]: [[#{E7T7 FL A (Source Address) ] C[{EE (Any) ]
F 7213 [any-ipv4] Z IR L £, [XELA ¥ —7 = A A (SourceInterface) ] T, [{:

Il 1 rRAVPN



| &1 rRAVPN

SRS B —T T4 ATHEBDYA FRIVPN 1—F—2f 28—y k 7o uRERBTEHE (A7 E=2s) ||

ATvT3

B (Any) | T 7x0b) ZBBRL TS Z L 2R LET, ;D37 » b (Original
Packet) |DMDOTRCOFT > aid, 774V FOUEE (Any) |OFEFICLE
?‘O

o [EHtk D3 >~ b (Translated Packet) ] : [F855A > % — 7 =+ A (Destination
Interface) ] T, AN (outside) | ZIBIRL £, [EH#ifsDT KL A (Translated
Address) 1 C, [f v Z—7 = A A (Interface) | ZHR L £3, [k 7 v b
(Translated Packet) | DMLOTXTOA T > g %, T 74V 5D {EE (Any) 1O
FFEFICLET,

WORNE, BETLT FLAIZHEE (Any) | Z&IRL7-v I AeflzRm L TET,

Title Create Rule for Status

- @
Manual NAT rules allow the translation of the source as well as the destination address of a network packet.

Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location,

OutsidelnterfacePAT Manual NAT

Placement

Before Auto NAT Rules v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface

Destination Interface

Any outside
ource Address Source Port Source Address Source Port
Any Interface Any bl
Destination Address Destination Port Destination Address Destination Port
,".p-)- b ;"4."-,- b An W W Any b

[OK1 %27 U v Z LET,

(A FA, AL A B) YA FBORERY NT—T ~DT VB AEFATIHT /A
L — 2R E LET,

VPN #ft 21ER T 57210 T, VPN LD T 7 ¢ » 7 BREBINICEFAI SN 5D TlEd v £4
ho BHALTWDETZ7®A avba— bR —RYVE—F Xy hT—=I DT T w7
EHFALTWARLERHY 97,

WOFRIETIE, VE—F Ry NU—7 HAOBEFNV—LOBINFIEEZRLET, BIMO/L—/LH
MENE S I, BEFONL— K-> TR Y £,

[R') >— (Policies) ] >[7 9 X #lfH (AccessControl) 1 %7 Vv 7 LET,

#4 rEveN i



#4 FRIVPN |

B oo s— T RTHBOYA FRIVPN I—F—f 28—y k THORRERBT HHE (AT EZDY)

SOURCE

Il 1 rRAVPN

b) [HZEZYV 7 LTHLWIL—AEERLET,

¢)

WDOT T 4 ZFAL T — L ERELET,

« [JIEFF (Order) 1: AV —WNTINLOERIZ—EL, 7 av 7 T 5aREEDOH DM
D=V DRIONEZ RN L ET, T 74/ FTiE, = VER ) o —OxZITEMN
ENFET, V= LONBEEHR TEFTILERTCEEZEEIE. 2047 v a &
HET AN, BIIL— A2 T —TADOEDAR Y MR FTF Ty Ry X LET,
s [#A4 bV (Title) |: AX—=ZRZEDTITONY T WARTZAD LET, #,
Site-B-Network,

«[7 27 ay (Action) |: [FFd] (Allow) . 2O LT 74y 7 O7a haViERER
IRBAZTNZ2WEAIE, [ (Trust) | 2 @R T E 9,

s EEICE/2I1T565E (Source/Destination) ] # 7 : [585 (Degtination) ]> [y kT —
42 (Network) ] C, VE—h Xy hU—Z D VPNER T2 7 7 A /VIZFEHLTWD
DERUATY =7 FNaBRLUET, [EEILE %5 (Sourceand Destination) ] DM
TRTCOAT v a N oL, 774V O HEE (Any) |OFEFIZLET,

DESTINATION

«[7 7V /r—3 3> (Application) ], [URL], BL N [2—H— (Users) | ¥ 7 : 1
LDFTTIIT 74N FORE (MHBRLARY) OFFIZLET,

« IR A (Intrusion) ], [Z77 A /v (File) 1 %7 : A7 a T, BERELIZ~ALT =T
ERBETHEAELIZIT 7 ANV KR — 2R TEET,

c[BX 7 (Logging) |47 : AT v arTHROuX 7V 2HMTEET,

d) [OK]%27VUvZ LET,

ATy T4 (A bA AL VAN BEERGFLET,
a) Web X—TDf LIZH D [EEDRER (Deploy Changes) | 714 2> %7 U7 LET,

b)

[543 <R (DeployNow) | RZ %227V v 7 LET,

BN ET 35 ETRET 20, [OK] 227 U v 27 LT, %RTHAZ U R METITEME
AR LET, VA FUET7 T4 7DFEICTLHE. BEAMNEFICK T Lk, &
BHOETIIRNZ ERFRRENET,

ATFYT5 (A B, VE—F VA1) UE—h Vg FDT AR T AL, VA b A~DYA
N VPN 8t 25 E L £,

YA b ADOT A AFREDNSHSGF LI HEROBE L HH LT, ¥4 b BRIOHERERE L E

B



| &1 rRAVPN

SRS B —T T4 ATHEBDYA FRIVPN 1—F—2f 28—y k 7o uRERBTEHE (A7 E=2s) ||

a) [7 /34 A (Device) 127 U w2 L, [ FMEVPN (Site-to-Site VPN) | 7 /L—7"T [
DFE7x (View Configuration) (%727 V v 7 LE T,
by [H1%27 Vv 7 LTHLWERAZEBEMLET,
) MOXIIZmU RARA Y bEEFRL, IR~ Next) 1227V v 7 LET,
s [B55i 7 1 7 7 A V4 (Connection Profile Name) ]: 1700 o WO 4 A& 11T £
¥, . Site-B-to-Site-A,

R
it

¢ [R—ANVVPNT V&AL 2 —7xA A (Local VPN Access Interface) ] : ZMilA >
B—T oA RAEEINLET,

e[m—Hxy hU—2 (LocalNetwork) ]:[+]Z 27 Vv 27 LT, m—A/LORi#ER Y
NI —2 % EH#TDFY NI—7 AT V=7 "ERIRLET, ZOHITIE192.168.2.024
TY, [y FU—7 OFHMIERK (Create New Network) | %27V v 7 LCHIcAT
YV MEAERTEET,

«[VUE—FPT7 KL A (Remote IP Address) ]: AA > A NOIEA v Z—T = A A
DOIPT7 FLAEZASLET, ZOHTIE, 198.51.100.1 T4,

s [VE— IRy bTU—7 (RemoteNetwork) |: 7 74/ FDO[{LE (Any) |OEFEIZL
F9, BEIEELET, ZoFERABNCIEBERH Y TR A,

Wz, AIOFINEORZK TR LET,

Connection Profile Name

Site-B-to-Site-A

LOCAL SITE REMOTE SITE
Local VPN Access Interface @ Static Dynamic
outside v Remote IP Address
198.51.100.1

Local Network
Remote Network

€ We don't recommend to use “ANY” for this
option.

d) 7I7ANR—=RI—%EHRL, K~ Next) 1227V v 7 LET,

« IKEZR Y v— (IKE Policy) ]: IKE OFXEII~NT = JICEBEE 2 FH AL, A
A D VPN E#EHOKIRERI UA T v a VERITEBEOH 24T v a VERELE
T, FAHAF—FTELLRETHIHLERHY 3, VA4 AT A RTHESNT

#4 rraveN ]



B oo s— T RTHBOYA FRIVPN I—F—f 28—y k THORRERBT HHE (AT EZDY)

W5 (IKEv2?D) m—hF—L E—hF—240Hx £7,

11272, WO T CRI—THIHILERD D £,

#4 FRIVPN |

IKEvl D3FE., F—

* [NAT42F% (NAT Exempt) ]: [N#B (inside) ] A > ¥ —7 = A AZiRIRL 7,

Additional Options

NAT Exempt

inside v

* [Perfect Forward Secrecy D Diffie Helman 7 /L —=7" (Diffie Helman Group for Perfect Forward
Secrecy) ]: ZOREITINT = TICEELET A, 14 b AD VPNERO KT

ﬁ%éﬂf“ RELRELET,

e) [#& 7T (Finish) 1227V v 7 LET,

ATvT6 (A B, VE—bF VAN Rif\xy T =7 DT XTONAT L—/LZHIBRL, £DVA

IO NT T 4 v 7T _RTCVPN h o RAZEETDHEIICLET,

YA N ADTINA ZATIET RVAEEN TONATZD, ZOT /3 A TNAT 2 FEIT4 203
XH0 FHA, 72720, FERORNEZHERL T IEE, HEONTRY hU—TR3HY ., %
DOFTRTHRZO VPN HEFIZSIM L TWE DT TR WERIL., Thbooxy N — 7T

72 NAT V— L ZHIBR L 2N TL &0,

a) [R1)L— (Policies) |>[NAT] %27 VU v 7 L%,
b) KOWTNNEFITLET,

o L= L EHIBRT DI2IE, [T 27 > 3> (Action) 1FNZ~ T A A—"—L T, [HIFR

(delete) 174 =2 (O) 220927 LET,

L=V ERELT, R#EXRy NU—ZIZEAINRWVWE DT AT

V[T va v

(Action) [FIIC~ 7 & A—"—L T, [k (edit) 1742 (@) 22097 L%

R

ATFYTT (A B, UE—bHA b)) Ry NU—TInbA U F =y hADT 7B RAEFFAT D

TR - ERELET,

WOFITIX, R#ER Y MU= DBEEDRBIEA~D VT 7 v 7 BNHFINET, A
DEMIZEDLETHETEET, RER NI 74 v 72BN T D70 v 7 b—L % L—/LDHi
WCEL ZENRNTEET, oA 7Ty ar b LT, A FADT AL ATy 7 —)LEFH

ETHIEHTEET,

a) [RY— (Policies) |>[7 ¥ £ X#|fEl (AccessControl) 1 %27V v 7 LET,

by [H1Z227 Uy 7 LTHLWWL—LVEZERLET,
) DT mNRT 4 ZEH L TL— L ERELET,

s [IEFF (Order) 1: AU —NTINLOERIZ—EHL, 7av 73+ 25HHE

D H Dt

D=V DRIONEEZEIRLET, T 74/ FTiE, —ER ) o —OREIZEMN

Il 1 rRAVPN



| & rRAVPN

SOURCE

H4 FRIVPN 51 2EMDREL— 2 DRy kT—ohbD 571 v eRET 5% [

ENFET, V= LONBEEHR TEFTAILERTCEEZEEIX. 2047 v a &
LT D0, BILV— N ET—TNVNDOHEOARy NIRRT v 77 RRay 7 LET,

s [#A4 bV (Title) |1: AX—=ZRZEDTITONY T WARTZAD LET, #,
Protected-Network-to-Any,

o [77 3 ar (Action) ]:[#® (Allow) ], 2O RTF 7 4 v 707 v ha/VENKET
IFRAZMANLNGEIT, [ (Trust) ] Z2EIRTE £,

« [BHECE/1358 5 (Source/Destination) ] % 7 : [#{E7T (Source) |> [y kT—%
(Network) 1 C, B—Hh/L X2y NU—Z DO VPN 707 7 A WEH L THDHD
ERICAT V=7 FERIRLE T, G0 L 585 (Source and Destination) ] DD 3
RCOA T a A5 TUE, T 74V O HEE (Any) JOEFICLET,

DESTINATION

«[7 7V r—3 3 (Application) ], [URL], BLWN[=2—H%— (Users) | ¥ 7 : 21
SDZTTIET 74/ FOKRE ((THRRLARV) OFEIZLET,

« [1ZA (ntrusion) ], [Z7 A/ (File) 1 ¥ 7 : A7 a>T, BREII~Nr T =T
ERBTHRAELIT T 7 AN R o—%BRTEXET,

c[mX¥L Y (Logging) | #7 : A7 arTHEOuX L VAT £7,

d) [OK]%27 YU v2r LET,

ATYF8 (A B, UE—F VAN EREEZRFELET,
a) Web X—Y0f EIZH D [ZEEDREM (Deploy Changes) | 74 a2 %27V v 7 LET,

b)

[47 <IEBH (Deploy Now) |h& %27 Vv 27 LT, BENETTLH2ETRLET,
EBENETTHETHET LM, [OK] 227 Y v 7 LT, BTHRAY VA NERIZERE
JEREMRLET, VA RUET 7T 47 OFFICTHE, EBENEFICKT L%, #
BHOERZT/ 2N ENRERREINET,

Y4 MEVPNICEFLBHDOREIL—FDLRY FT—O DD S
7497 ERETDAE

1 DOT A ZNEBDOFREN—Z 2B ET 2 HBIIE, 7 e — L —2 TY A L H

VPN %

RETDMENDH Y 9, WAL LML —ZIZED B TEATNDA v —T = A X

YA M VPN 2R ETDHZ LT TEER A,

#4 rraveN ]



#4 FRIVPN |

B 5 rrveN cB s EMOREL— 2 DRy FT—2DBD RS T 1 vl ERET BHE

&M

RAEN—Z DN—T 4 T T —TIWXENENEIR D20, A ME VPN 20 LT, BTAH
DAL —ZNTHEA RSN TSRy hT—7 L OB IR#ETZVENS L HEITIE. A
2T 4y 7 N— NeERT D MERHY £, /o, BRI R Yy N =7 REEND
Koz, A ME VPN 2 T T o068 EH Y £,

WOFIZ=Z 2 THEST, ZOFITIEL, ¥ MEVPNIZ172.16.3.1 DINEEA o H—7 = 4 ATHE
FEINET, TOVPNIZIE, WNEA v X —T =2 A ANT 0 — UL —Z D—HTHH D
7280, BIMOERERLTHE R Y FU—7 192.1682.024 &0 D Z ENTEET, 727210
VRI AL —H DO—ETH 5 192.168.1.0/24 %~ b U — 27 |{ZH A FE VPN ¥ — EX%%fﬁé
VBN DAL, WD ART 47— ERELT, 203Xy NU—27 %% A4 M
VPN i EZBINT 205N H D £97,

insid — 172.16.3.1 —_—
i "'! | outside P

192.168.2.0/24
192.168.1.0/24

192.168.1.1
wrl-inside FTD

IR HEIIC
ZORITIX, T7TI2192.168.2.024 0 — /%y R T—7 L 1721620024 A FT—27 D

Eil %4FWWW% YEL, IRELV—FEERL, AV F—T7 oA A%HREL T iE
J—ZIZE) BT TWABZ EERFEE L TWET,

FIE

7a— AR — v VR ~DLV— R — 7 2/ ELET,

ZON—RNZEY, A FE VPN OANT (VE— ) =2 Pk TR#EINTZ= > RRA
v MZ. VRIRABAL—Z D 192.168.1.024 %> NT— 727 7 A TXE T,
a) [F/AA R (Device) ]>[)IL—F 4 >4 (Routing) ]>[REMNFET (View Configuration) |
DNEIZER L FE T,
b) Zu— AL — 2 DFRTA 2y (@) %2V v LET,
) /T u— 2\ WI—HD[AXT 4 v )V—T 47 (StaticRouting) ¥ 7 T, [+]&7 VU v/
LTh—FERELET,
« [£4F0 (Name) ] : fEEDO4HT (2svpn-leak-vrl 72 &) &fFF 5 Z LN T&E £,
o[ % —7 AR (Interface) ] : vrl-insde ZiE&R L £,
« [ k= (Protocol) ]: IPv4 ZER L £,

NESANA 7(Mmm@]:DM@JWM*VFUH7%E%¢6ﬁ7VI7%%
BN L 9, MERIGAEIZE. LWy hU—27 OfER% (Create New Network) ]%
TV w7 LTCHET V=Y ]\é’f/ﬁﬂibij}

Il 1 rRAVPN
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H4 FRIVPN 51 2EMDREL— 2 DRy kT—ohbD 571 v eRET 5% [

Name

nw-192-168.1.0

Description

Type
@ Network Host

MNetwork

192.168.1.0/24

s [F—bT x4 (Gateway) |: ZOHEBIZIZEHOEEICLET, BlOREL—X TN —
M) —=2F5581% F— b U =A7 RLAZRIRL EH A,

KDL HIREAL T alNEREINDILT TT,

I #4 rraveN ]



#4 FRIVPN |
Y4 FEIVPN IZHE T EEHRDREIL—EZDRY FT—OM6D ST 4 v o 2 RETDHE

Mame

s2svpn-leak-vri

Description

nterface Belongs to different Router

vr1-inside (GigabitEthernet0/2) ~ VR1

Protocol
@ Pv4 IPvE

MNetworks
03 nw-192-168.1.0

Gateway Metric

g 1

SLA Monitor

d [OK]ZZ7VUw7z
AT T2 VRIS T a— Ui —Z ~D— ") — 7 ZHELET,

ZON—RZED, 192.168.1.024 % FU—27 EDxT 2 KRA » ME, A FRE VPN b ox
NVERIBT AR AR TEET, ZOBTIE, VE— R RARA 2 b23172.16.20.0124 %
T — 7 ZRFEL TWET,

a) IENL—FD Ry 7 XU A R)D [VRI] 28R LT, VRI REICYIY BT,
b) VRINV—FD[AZT 4 v )—T 4> (StaticRouting) | ¥ 7 C, [+]&#2 Vv 7 LT
N— M ERELET,

o [471 (Name) ]:{EEDOLART (S2svpn-traffic 72 &) #ffiF5 Z &M TEx £,
s [ #—7xA A (Interface) ] : outside Z iR L F 7,
«[7'm h=v (Protocol) ]: 1Pv4 Z B L 7,

Il 1 rRAVPN
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H4 FRIVPN 51 2EMDREL— 2 DRy kT—ohbD 571 v eRET 5% [

o[y hTU—72 (Networks) ]: UE—hTV RARA > hORES NIy hT—T D
TDIHERR LT=A 7Y =7 N &SI L E£F (external-vpn-network 72 &)

o[ —bTU A (Gateway) ]: ZOIHBIFZEADEFIZLET, BOEMEAL—X|T/L—
Fa) =73 55803 F—bU=AT7 FLAZERRLEEA,

WDE D7 AT a T PNEREINDHITTTT,
Mame

s2svpn-traffic

Description

Interface Belongs to different Router

outside (GigabitEthernetd/0) ~ [E Global

Protocol
@ Pud PuE

Metworks

‘L3 external-vpn-netwark

Gateway Metric

SLA Monitor

¢) [OK]%&227 VU vZ
ATv T3 192.168.1.024 % b U —27 %A MME VPN i 70 7 7 A MTBEMLET,
a) [T/ R (Device) ]>[%4 FfE VPN (Siteto-SiteVPN) ] > [REDRR (View
Configuration) (ONEIZEIR L 9,
b) TR T AAOEET A2y (@) 22V v LET,
) VAP —=ROFEHDX—T T, [R—H/Ry hU—2 (Local Network) ] D FD [+] & 7
Uo7 LT, 192.168.1.024 %~ "I —0 DA TV =7 FEBIMLET,

#4 rraveN ]
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B 5 rrveN cB s EMOREL— 2 DRy FT—2DBD RS T 1 vl ERET BHE

d)

Connection Profile Name

Site-B

LOCAL SITE
Local VPN Access Interface

outside (GigabitEthernet0/0)

Local Network

+
'3 nw-192-168.1.0

' nw-192.168.2.0

VA4 —FzmETLET,

REMOTE SITE

@ Static (T ) Dynamic

Remote IP Address

10.10.10.1

Remote Network

+

'] external-vpn-netwark

Bl 5 rRAVeN



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



