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VAT LEH

TIITIE, VAT AT HR—ADEHFROVAT LDy 7T v TBIMETLRED, VAT
LEBRH AT OFATIHIEIZHOW TR L ET,

TN 2T T T—brDA A= (1 =)

C VAT LDy 7T w7 EETE (13 3—)

R LAEFEE (20 2—Y)

¢ TNNA AREDTY AR— K (28 X—)

* Device Manager 5 & O Threat Defense ==—%—7 7 & ZADOEE (29 ~X—7)

s VAT LAOHEEIELIZV Yy hE T (36 5—)

AT LID T IN Y a—TF 4T (37 —)

o —KEYTRWEE X 27 (51 X—)

Ot
VI T7 79T T—FDA R EF—)L
VAT AT HNR—RAL VAT AT NI 2T ORI T T T e VA =L TEET,
TITIE, INDLDOEH TR T T LADA A M=)V FIEIZOWTERALET,

VATLT—ER—ZABLUV T —FOEH
AT NI, BEOTF A R—2ABLIPNEX 2T 4 ATV A T4 — REFEHLT
EERY—ECAZRMELET, VAT, BX2V 7 4 RNV —TERIOERNPFEHIND
k9., ZhoDF—2R_R—2B LT 4 — FICRT2EFR 2L Tk,
ARTLT—E3R—XABLUVT4—FOEFOUE
Threat Defense (ZIRDOT —HRX—2AB LR T7 4 — R L TEERY—E X2 L£9,

\'l

BAIL—IL

BT 7o WEsstERABERNC 72 % & | Cisco Talos Intelligence Group (Talos) [d—H—731
R— NARERBANL—LOFEFH 2 ) V—ALET, TNOLOEHNL, RAL—L, TV
rtyt — BEOV—AVZERT LR o —ICBE KT LET,

LRT LEE
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B 25747 5R—25&071— FOEHOBE

BANL—ILOTHIIL, FRBIOEFHRSINZBAL—LETY T otk Y —L, BEfF
DAL= NOEESNIAT =4 A, BESNET 7 40 MEAKY L —OREHEENT
WET, L—LOEHTIE, V—ADHIBRENTZD, HTLWL— L T3 T 740k
DOEENEMELEI N0, T 74NV FOEBENEEINTZVTL52EHH0 97,

RAN—=IVDOEHNZ L > THTON AR ZFNTT DT, BELZHREMATOLENDH Y
ij‘o

BANV—IVOFHFITENEL RDERH DD, V—1DA L HR—MNIXxy NT—7 D
ERABERDI2NE ZIZEITLTL SN, KRy NU—7 Tld, EFOFITHALML .,
BifTHAMEIZRDZENBY 9,

REFEHRT—2A—RX (GeoDB)

A aDHPBINEIERT — X X—2Z (GeoDB) %, V—T 4 7 A[FE/RIP 7 R L AT
H L HEEwRT — % (E, #h, ELRERLY) OF—¥X—XTT,

GeoDB O HEHICIL, M SNV —T 4 V7 AEERIP 7 F LAY 2T ANEHEATT 5
Z R ATRER BRI AR T BT A EHE RSN E N CVET, (EEHRT — XX, T2
R arvhbo—— bt LTCHERATXET,

GeoDB O HEHIZ M BEEIET 77 A4 TV ALKk > TRV 4, 4 A b— i@
H. 30~40537000 £, GeoDB D HEHIIMD T AT AOFEEE (EATH O HBREH OUL
L) RT3 H0EFEAN, EHBRETTHETUAT LD Y —RAEHE
LET, THEdmT 25581215, ZORICOVWTERL T ZIN,

ffEssET—4 X—X (VDB)

VAADMEFEET —# X—2A (VDB) I, ANV —TFT 4 T VAT A ITAT b,
BLOTFVr—var D7 40 H—7V 0 MEF TR, RA MPEELZIT 5D AN
W HBENDOMTINEDT —F X—=A T, 77 AT VA=V AT AIT 4 =TV
k& a2 BT T, FFEDHA MR Ry NU—T DIREDY AT ZHRIFETND
E I MEHWT 5 D% YA — K~ LET, Cisco Talos Intelligence Group (Talos) TiZ,
VDB O EMI) 72 B 2 Bl L CWET,

Megath D~ o B 7R THT D DI HEERNINE, *y hT—7 <= v TNDKRA MO
FoTERVET, VAT LDH T XA LDEEER/NIT DD, VAT LOFH
RNMMEDFEHICEH 2 AT P a— L T5Z L 2B LET, RIS, EHOFEITIC
MNDHBRBLZOER (45) 2T 512it. Xy hU—27 EOFRA FOFE 1000 TE|
D E9,
VDBZEH L%, BEINE-T AV r—ar FAT 02 F_—F 4 T VAT
T4 H—=TV o FEANNCTH-DIC, BELXHEETAILNERNHY £,

Cisco TalosIntelligence Group (Talos) ¥ T4 ATV TVADT4—F
TaloslZ,. EX=2VT 4 AT VP2 AR —ERATH-0EHOICEFT SN DA
YTV AT 4= FDT 7R AERELES, AT =T ASNA Ry bRy
M Tl X2V T 41T 2B ERTHA MIBESS LB TIX
WA DD, DAXLFREEEH L CTEAT DO TIEERIORMIGEVW- X R A, Zh
507 44— RIZiZ. BEHOBEOT7 FLARURL BAEEFNTWVET, VAT AILE-T

B o x7LoEE
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74— RNFEHESND5E. HERTIVNEILDH D 8 A, HtOHE DA ITH Ly
—ENERHINET,

URL AT 3Y/ILEaATF—Y3 Yy T—4~R—2X

VAT AlX, Cisco Collective Security Intelligence (CSI) 7»5 URL 7 TV & L EaT —
ar7T—AX—2xRELET, ATV v aT—va iALTT 4 F Y T
THURL 74 NE V7 77 AGIHN—VEZFRET DL, BRI URL 3T —4
NR—2rWBEINFET, [VRATLERE (System Settings) |>[URL T 4 LA VT DEERE
(URL Filtering Preferences) | TF — X X—ZDFH & < DNDZ Do URL 7 4 )b
AV TREEHRETEET, URLAVTIV/bE 2T —vay 7 —F_X—2AOEHIL,
DT AT LT = XR=2AOEHAEERT L2 FIETITERTEEEA,

DARATLT—RAR—ADEH

VEIE LT, FEITUY AT AT —FXN—2AOFFLG L TEHTE £, FFEe 2=t
A= bV A IO HEENET, TOTD, VAT LADEHT RLANLA U H—FRy h~D
/\OXZY)S\‘\‘ETﬁAO

FlE, A E =Ry IO EHFARA =V ERSEL T, V= AT —aryinbT vy a—
RC&EET, ZOHET, FEIZ, YRAanbBEHEZEHET 27200 2 —F v F~D/RAR
BT Xy v 7Ry NT—7 Z%5RE L TWET, software.ciscocom D AT LY 7 b7 =
T T T T L—=REX T = RTLDOLERICT AN DL EREL T n— R LET,

N

GE) 202245 A, GeoDB 32 2Dy r—IicpEl&nE Lz, IPT RLUAEE/KBEIC~ v BV
TP HET— Ry =8 V=T 4 U AREIRIP 7 R L AICEEMT bz iBino =
TXANT—H eGP /8y 77— C9, Device Manager [ IP /X v 77—V OERZMHH L F
Th, £, TNETIHEA L LY FHA, ZORENCLY, v—DI LV TEHEHIN
Threat Defense J2BRAICIWVTT ¢ A7 FEPKIBIZEN SN ET, A 2)b ZTHE T GeoDB
EAFTHHEEE, HW0WA— A TRy =V LRI 7 7 ANV EFFOET— RoXy 7 —
¥ (Cisco GEODB_Update-date-build) Z AT L T 72\,

FT = N—2OFHERHFLTHEAT DL, EHNRATS Pa— L aRETHILHT
TET, INOOHFIY A ARKREVWGERH L7, Xy NT—=I T 7T 4 €T 4 378
W IZ A Y 2 — /L L TLTIEE W,

\)

GE) T2 X=2AEHERETHOLE, 2—F— AV F =T A ADT 7 ¥ a U ~OIENIEL 72
LHENRHY £,

1R BHEIIZ

AP OEEICR U CEIEN B 52 A2 L 2T AT, ZhbDOTF —H#X— R % Fif)
THEHTDHANS, T/, ACRTEERELET,
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B =745 5~—zomsH

ATy T

ATy T2

ATvT3

VDBEBLXWURL AT IV 2FHTHE, 77V r—arE307 2V BEIBRSH 2 e
MWRHDZ EICHEBELTLEIN, BEREEZERTIANIC. ZNODOREIESN-HEAAEHL T
WABT 72 AN — N E L SSLIESNLV— L ETHTILERH D £7,

FIE

[7/31 A (Device) 127 Vw7 LThb, [HH (Updates) (DY~ U —TEEEDET (View
Configuration) 1 %7 VU v 27 LE7,

ZHICE o T, [EH (Updates) | —UNBEET, ZOX—VDEHERITIT, FT—FX—2R
DEBAEDNN—V g v BIOE T —ZRXR—2DREEFHRRFREINET,

F—BR—=2 & FTHERT DL, FOTF—FZRXR—=2D® 7 ¥ a  TROWVTNNDO AT
arxs Vv LET,
[Z7 7D RMBHEH (Update From Cloud) ] : Device Manager B HH /Ny 7r—U % A ah
DESETLLOICLET, ZHTRBMHECEREEOSWFIETT, EFHTI21E1
H— EASDINAPLETT,

« (FEED) >[* 73y (option) 1: V=V AT —varFHEV—T AT — 3 C
B SNTWD RIATDLHEF ANy r—VUaBIRLET, 7Y 3 NIROWTIUNT
j‘o

o [7 7 A NVDER (SelectFile) ]: VDB F 7= THIERLEEH N 7y — T B3I L 77,

s [FHrLuwR— 3 ZHHT (Update to Newer Version) ] @ BifEA A b—/L I T 5
RBAN—=NRy =D XD BH LWy =V 2B L E7,

s [HWR—Y g N2 H 77 L — R (Downgrade to Older Version) | : HIfEA A h—
WENTVDRANL—=IANy = XD b Ny =V 2@ IR £,

N—IEBIWRVDBOEHTIL, 777 4 7T HDDOFEDREMBMLETT, 777 Rh
LEHT L6, ST CERTLINEI»EZRLNDLDT, [ITWV (Yes) 27V v/ LE
To [ x (No) 1227V v 7T 2581F, BEDRVWE ZIZTE LT REMY a 725
LT TEENY,

MEDZ7 7ANET v7r—FT55503, LT FHTEELRMTILENRDHY £7,

Gx) BAN—IRy r =B FETT v a— RT 584810, %7 Snort D/X—T 3
W2 L7e Sy =% A7 (Snort 2 D3A13 SRU, Snort 3 DEEIXLSP) %27 >
Tar—RLTLKEEW, ETI7T4T77%/3—=Ya D Snort O r—T87 v
Ta—RTEETH, X"—=VarzUVBEI5ETT 77 471270 £+ A, Snort
DONR—= 3 DU Y FEZ 2OV T, Snort2 & Snort3 DUV Bix 25 L TL 72
Sy,

(A7 ar) EMRT —ZRXR—2AEHAr Y 2 — L ERET HIE. ROFIEICENE
—é‘o

B o x7LoEE
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Cisco Security Intelligence 7 + — FDE#H .

a) HOT—F_X—20k7 v a o THEEE (Configure) 1V 27 %27 Vv 27 LET, TTCIC
AV a— VINREINTWDLEGE, [ (Bdit) 1227V v 27 LET,

T=ERXR—ADEFAT Y 2 — )/ VTML L TWET, ATV 2 —/MIRRERT 2 LEN
HYET,

b) HFBARREZI AR E L £ T,
c EOFTOME (B, Bk, £E3HK)
c WRETFIAROE S, FHBLERMER 7T HA,

s EH AP DR, FRE SNRLIT Y~ — 2 A LAOT-OFE S, YR TRy
DTSN DTN 1R, BTE 7213 RICBE L £7, FEMZm L CIEMRRIFZ 2
REFT 2121E, A DOEEDOBRIZ A V2 —VERET DLERH Y £7,

¢) N VEIX VDB OEHTIL, 7T —FX—ANEFHINDIZNC T AT ADERIE % 6
THEICTHEEIT, [EHOHBER (Automatically Deploy the Update) 9= > 7 7R v
J AEA T LET,

BEHIL, BESNADETIEAEDCRY A, BEERCCE, FEEEIN W RRNVWED
OB ELELRERHEINET,

d) [fR1F (Save) 1227 Vv 7 LET,

G¥) EMIR AT Y 2 — v EHIRT 2356, e (Bdit) (V272270 v 27 LTAY
Va—r T XA TRy 7 A%HE, [HIER (Remove) | R¥ %7 U v/ L
E3 e

Cisco Security Intelligence 7 « — KD E#T

ATy I

Cisco Talos Intelligence Group (Talos) %, EHIMICHEH S NLH X2V T4 ATV V2R
T4 —=R~DOT7 78 A%ZRMLET, vV U7, AL Ry hXy b, T4 77
E. X2V T 0T 5B AERTA MIBESHLLBNTITHA DD, TAX LG
% BOHT L CEAT 2D TR ORPUTIBNSE EH A, VAT AL >TT 4 — FAEH
INLHGE. BHEHTLILETZH Y FH A, BHEOBHOFMICITEH LW —EREH S E
7

VAT EINT 4 — KA E =Ry NPOLEHTDHHA I T EEEICHIE L WSEEIE, &
D7 4 — RFROBHBEHFLAHENCTEXET, 7L, BEEHLITLIT. HHoMET L7 —#
THDHZEPEFEIZRY T,

FIE

[7 /34 2 (Device) 1% 27 V> 7 LThb, [EH (Updates) 1D~ U —TREEDHRTR (View
Configuration) | %7 U 27 LE7,
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. D7 v 74 L— KThreat Defense

ATy T2

ATvT3

ZHUC Ko T, [HEH (Updates) | S—UREET, X—IE, [EXFa2VT 44TV V=
VA7 4— R (Security Intelligence Feeds) ] DBIED/NN—2 = v BT 1 — RO
ARFRRRINET,

74— REFETEHRTLIE, [BEX2VT 4407V P2 A7 4 — R (Security Intelligence
Feeds) ] 7V —7"C[4 3 <HEH (UpdateNow) ] &2 U > 7 LET,

NATRAZE)T 4 TA—THNDO 1 BEOEED T 4 — REFETHEHTIHHAIL. ZOfh
DHEEBOT7 4 — RLTFENTHEE L C—EMEHETHILERH D 7,

(A7 a ) EHRLEHOBE ZBET 51203
a)

b)

[ AadD7 4—F (CiscoFeeds) ] &7 v a id b [i%E (Configure) |V 27 %71V v
JLET, TTICATVa—ARREIN T L84, [WE (Bdit) 12270 v7 LET,
HET HHE AR ET,
7T 7 4V M R (Hourly) 1 C9, [fH (Daily) ] 58 (R ZHEE) £203 [l
(Weekly) 1 %81 (HEH ERAIZHEE) ZRETHZ L TEET, FHESNLREZNLY
V= A ADTOFEEZ I, Y EEHUIE CREZ DN S D T2 ONT IR, RTE 72132 10
B LET, FHZE L CIEMERRFAZREET 2121, MADOEELEDFRIZ A ¥ o — Vi
ETHMERDLY 7,

[HIF% (Delete) 1227V > 27 LT, HEIEFH INLRWEIIZLET,
[OK] %27 Vv 7 LET,

D7 v 74 L— FThreat Defense

COFEEEHL T, AZ 2 K7 2 ® Threat Defense 7 /3NA A% 7 v 77 L —RKLET,
FXOS #HHT HMENH DAL, TNERINCEITLET, ®AHAEER#EET » 77
L— R332, A T4 7Y T ¢ ThreatDefense D7 v 77 L— K& L T 7ZE 0,

A

FE

=
=
=)

Ty TVU—RHPIZ T 74N RayXEINET, VATLENRET I T 4 T FEITENR
WCHRZTH, 7y 77— FRIEFE CTHEBELIZ v v R T L2NnTLEEN, VA&
TABMERTEZ2VREEIZZ2 0 | A A—MERREIZ 255500 £3, KRk Lz (7
FHETH) DAY —BLOA T AT v 77— REFH TR L, RLT
Ty T = REBRITTE ET, MENEE I WA IE, Cisco TAC IZBRWVE HHE <
72U,

Ty T L— RPICHRAET HAREMEOH D Z b O X O OMORBEOFEMIZ DUV T
L. ThreatDefense D7 v 77 L— KD T TNy a—T 407 (113—) 28R LTLE
YN

LR LEHE
6| I
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D7 v 74 L— KThreat Defense .

1R BHHIIZ

FHT v TV = FOF =y 7 VA MEET LEY, EFICEHIN, BEAEIINATND
L EMERLET,

Je

i

Ty ST = RFiOF =y 7 VA ML, #H (Cisco Secure Firewall Threat Defense U U — A
= b EHGLZENLIME) Ny Ty TOER. Ty T =Ry =0, BX
#9257 » 77 L— K (Firepower 4100/9300 ® FXOS 72 &) OFETHNEGEENET, Fi-,
VBEIRERELDOF = v 7 RO T = v 7 T A AIVREOTF =7 FATHOEZ R
EARTVa—VENI AT OWSOF =y 7 bEENET, 7T v 77 L— FFEIEOFEMIZS
WCIE, Ty 77 L —REIOF =y 7 VA MEED, BEVWD/SA—T 3 D [Device Manager

ATy T

ATy T2

ATvT3

ATvT4

H Cisco Secure Firewall Threat Defense 7 v 7 7 L — R A K] 2L T 7ZE0,

FIE

[7 /31 A (Device) |Z@IR L, [H (Updates) ]/3R/LD [REDZFER (View Configuration) ]
Vw7 LET,

[V AT LT w77 L—F (SystemUpgrade) ]/3R/VIZIE, BUEFEITHDY 7 MU =T /=T 3
V. BIOTTIET vy Ta—RENET v 77— Ry r—URERENET,
TyT T V=R Ry r—=V%7 v 7r—RLET,

Ty TR—=RTELRy =V 12EF T, il r—U27 vy 7 u— K358 1y
Wy F—UNEEBIONET, ¥—Fy "=V a TS RET VI LTz Ny r—
D EEHRLTLEEY, [ (Browse) | £/X[Z7MILDEZH#Z (Replace
File) |27V vy 27 LT vy a—R&HBELET,

Ty 7a—RRETT5E, RAAT eI Ry 7 ARERENET, [OK] 227V v 7T 5
IS, MBS T[T <IET v 77 b— R&3(T (Run Upgrade Immediately) ] %3N L T,
B—NA Ny 7 AT aERIRL, 59T v 7 7L —FLET, 59T v 771 —FKT%
BalE, 777V —RaioF v 7 VAN TELRETELETTHI ENFHCEETT
(KDAT v T B
IR TF = v 7 &2 ETe, Ty 77 L— REIORKTF = v 7 2#FETLET,
Ty 77— REiOF =y 7 VA MR LET, BET 5T XTOXRY | FRICRET = v
JHEFTZTLTNDZ L EMER LTS, R T = v 7 ZFETETLRVWES, 7Ty
77— ROBMRHZIAT SN E T, BRI T = v 7 IR T 58 Ty 77— RidFy
YEAESIET, FEHICOWTIR, Ty IV L— R T = v 7 DT 8 X—) &
ZRLTLZEN,
[§9<Ty 7Y L—F (UpgradeNow) 1227 U w7 LCT v 77 L—R&EBHLET,
a) R—ANRNy XS a U EBERLET,

[7 v 77— RICERT S EHBINICR vy LS, BIOAR—Y g Zm—ARy 73

% (Automatically cancel on upgrade failure and roll back to the previous version) ] % &R T
EY. ATV arEANCTLE AVY—FERBFAST T URT v T T L— FRKKL
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B 7 77— rgmprns v roxs

ATy T5

ATvT6

TvITTL—

T23BE. T RTEHBRINCT v 77 L— RETORREICREY £, KW LE=T v 77 L —
RETFEICX Yy B ALERITHRITCE A2 LT 2561, 2047 a 2L
iﬁ—o

b) [%¢fT (Continue) %27 U2 LT, 7Ty 77 L —RLTT A AZFHELHLET,
HEWICa 7473, T ARHFEETL2FCTT v 77 L — REERTELIRAT—H
AR—=VICBEILET, £/, ZOXX=J12iF, #ITHTDOA A M= EFy BT A
F T arPEENTHWET, HEIr— ARy 7 2HEHLTT v 77 L— RHRRILT-
LAIE. Ty 77— RE&FFH Ty LT 50, BT TCEET,
ToTTL—RRZ T 74w 7B Rey 7ERET, ISA3000 DEEICDIH, BIFEE
kT BN—=R U 2T XA NRRERETDHE, NTFTT7 40737 v 7 7L —FHIZ ke y
TENETH, TAADT v 77 L— FEOBERE TRICRERL TR 70 v 70
EENET,

ARER L XWIHER AL, Ty T TV — PP LIl L EMEGRE LET,

[T /3 ZAOMEE (Device Summary) [-<X—\2iE, BEFATHOY 7 b =7 O/N—T 3 VR
TRINET,

TS T —REODX AT 58T LET,

a) VAT LT —HN—2EFHFLET, RANL—/, VDB, GeoDB D HENFEHNRE ST
WRWEAIE, 22 CTEHLET,

b) Ty 7T L — FRICHLERERAEE (MU HiuX, FITLET,

c) EHLET,

FERKREF = v o DEST

T T = RNy =R A NV ENDHENS, RN T = v 7 BEITINT, VA
TLIHD T v T T L= R ThhERSINE T, £72, b7 v 77 L— ROkh &1
FLHEEMEOHZEA N2V T =y 7 SET, WEERNT = v 7 IR LESEEE, 1>
A b=V EFRITTAENCRIEAEET 2 LERNHY £, Fx v 7K LEEEE, KElA
VARN—LERLAHE, Ty ZRKICOWTO T e MRERIN, BREIICA VA h—
WNEFEITTHA S a N5z ET,

WOFNEOBNGE > T, 7 v 77 b— RZBET 20N T TR T = v 7 2F477 5
ZEHTEES,

1R BEIIZ

Fxv I TDHT T T L— RN r—U% 7 v 77— RLET,

B o x7LoEE



7y T L—FKDEZ4S") % Threat Defense .

FIE

ATy T [T314 A (Device) 127V v 7 L, [E#HiV~VU— (Updatessummary) | [BREDHER (View
Configuration) 1 %7 U v 27 LE7,

[V AT LT v 77 L— K (System Upgrade) | &7 v a Zid, BAEFETHOY 7 o =T
NR=Tar, BXOTTZT v 7r— RSN EHINERINET,

AT 72 [Readiness Check] 7 v a v ZfER L £9°,

T T T L — RF =y I NEREFITSIN T2 WEETE, [Run Upgrade Readiness Check]
Vo2& 7Yy 7 LET, Ty OEITIRNNS ZOEBRICERSINET, e AD5%E
T, 20 BPRREE DD 7,

T T T —RFzy I RTTILETENTWDEEE, 208 v a  ilidTF = v 7 Bk
WK DR ENE T, F= v IR LT8E X, [See Details] #7 U v 7 LT, #
T = v 7 OFMER R LET, MEZEELHE, Ty 7 2HEFEITLET,

ATV T3 R T = v 7 IR LIZHAIEL, Ty 77 L— Ry r—Y% A U A =)L 3 SRR
ZRRRT DMERH Y 9, FEMERICIL, Bl SN BEOEETEICET 5~ VTR E E
NTHET, KL AZ U7 MZOWTIE, [ShowRecoveryMessage] V > 7 &7 U v 7 3%
EHEWMNFRENET,

— R Z2 RO N DB UL FIOR L E T,

« FXOS =3 g T HEMEN 720N : FXOS 7 > 77 L — REERINZA VA h—1T 5
Firepower 4100/9300 7¢ & D A7 A Tlt, HIfTD Threat Defense 7 7 =T /N—T g
LTI D FXOS D/ N—2 3 VIRLBIZ IR D560 0 0 £, ZO%4 . ThreatDefense
V7N =TT T L—RTHENC, FTFXOS%ET v 77 L — RTH50ENRH Y F
7

s TNARET R R—RFEINTNRN Ty 77— Ry =%, ¥ R—hrENT
WRWT A ZZNWEA VA =LV TEER A, BoloXwr—C%7 v a—RNLzo,
TN ANEET VD=, H L Threat Defense 7 b7 = 7 /83— g » CTlidhAR— b
SNTWRWHEEERS Y 7, 7 AOREHMEEZHRL, PR —FSTnd /Ny
T NBNIET vy 7 — LTSN,

o T A4 ATRENATS  THREEREENRWEAIE. VAT ARy I T v EORHE
77 ANEHIRLTLIEZESWN, ERLTET7 7 A VOHZHIBRL 7,

7Y T9L—KDEZ=Z%")>% Threat Defense

Threat Defense D7 7' 7 L — R&BMGET B L, BEIMIZu 747 &N, Ty 77 L— Ko
WEEHR TEDARAT—HA—VIIBEILET, /2. Z0X—=T0F, EITHOAL A h—
NEXy B THL T arBNEERLTHWET, BEio— ARy 728 LT v 7T

LR LEHE
|



DZSN & |
B threatoeense 07 v T L— FOF v UL ELGERT

L— RBRKRLIEGAX, 2oX—=—Uhs, Ty 77— REFH Ty LT 50, BR
TCEET,

F/NA AT SSH THEkE L. CLI (show upgradestatus) #fifHd4 5t Cc&xEd, nr/=y
MU BNERENT- L XITEN D EZFoRT BT continuousF—V — RZBIML£9, £7/-. iF
MEWREZFoRT D23 detall F—U— FEBMLET, WHOF—U— RZBMNL T, M
REEE WA TS LET

T T T L—RKMET LIz, XA ARV T—r35E, AT —H A= L CLIIZT 7
TATERLI B ET,

Threat Defense D7 v 75 L—FD X v oL FIEERT

Ty T V—RAT—H ADN—F L CLL 2R LT, R L7z (F7213EiTd) o X
VXY —BILRA T F AT T T —REFEH TRy oL L, KRLET v L— %
HfT 52 emTcEEd,

T T T V= RAT=ZADN=V TR OT v T T L— e X v T SIS,
[7 v 77 L—FROFxx /L (Cancel Upgrade) 1227 Y v 7 LET, 777 L— KM
KBLT25801E, [Ty 77 L— RDF v /L (Cancel Upgrade) 147 U v 7 LTV =
TEAEIEL, Ty 77 L—REiOT A ZAOWRREICET Z En T £4, £/, [FfT

(Continue) 127 Vw7 LTCT v/ 7L —ReERITTHILENTEET,

«CLL: #4707 v 77 L— &% ¥ /L4 %214, upgradecancd ZfEH L £9, 7 v
77— R L 72 5481%, upgradecance ZfEH L CYa 7 &EILL, Ty 77 L—
RRETOT/NA ADIRIEICR T Z LN TEET, £/, upgraderetry #fEH L TT v 77
L— REFRITTHIENTEET,

\}

GE) S 74/ N TlX. Threat Defense |37 v 77 L— RNk IRT 5 & HEIRIZT v 77 L— REiD
Wl TsnET (TEEFy L) ) o KRLET v 77 L— RE2FH TRy L E
TIEHERITCEL L0272, Ty 77— FREHETH EZICAEIY Yy LA T Vg
CEBNCLUET, mATAEORTIE, BEIY v WA T N RIEBNCEH S U E
T, DFEV, I ODDTNRA ATT v 77— KRR LT2GE, TOT A AT RIEITRED
E3

INeEDOATvaid, Ry FTEYR—-—FEINTWERA, EFERT v 77 L— RETIlR
FHIEIZ DWW TIL, Threat Defense D (10 X—3°) 2R L T ZE W,

Threat Defense MD1E7T

AV =T v T T V= RELFAVTFUAT 77 L— RIZEFI LTI b b b3, v A&
T AR B0 ITHERE L7 W EA T, 1EC AIRET9, Threat Defense #2845 &, V7
2T, EDAD Yy —T v T T L= RELEA T F AT v 77 L— ROEFOIREE
WRVET, 7o 77— REOBRELETIIRFFINEFA, Ny FHEAZICELT S L.

LR LEHE
10| I



| vz27LE8

ATy T
ATy T2

ATvT3

Threat Defense D7 v 79 L— KD STV a—Fa .

Ny FHLVARINCHIBRSNE T, xRy FEZERYy N7 4 v 7 AETICRERT I EIETE
VWD THEELTL I,

IROFNETIX, Device Manager 7> H1E 6T 2 HIEIZOWTH L EF, Device Manager (27 7
A TE WG AEIE, upgraderevert =~ > K& LT SSH & » & = > ® Threat Defense =
< RIA4 B ETLTE EJ, showupgraderevert-infoa~> REFEHTLHE, VAT AN
EDN=Ta VICRD DD EERTEET,

1R HHEIIZ

2=y RIINAT XA ZTZEY T 4 XTO—WTHLILAEIEL, WO =y M ILIIETHLERN
BV FET, BEMNIZIE, 72— A —A"—ORER LIZREZE T TEL L HIC, MDD
=y NCHEITZRFFICEHGBLES, Moo=y N Ty a U EZE, ZRENTEITNA
BThHLIEEMRLTHL, 7reAZMBGLET, BN T 7 0 v 7 B s Z
EICEELTLEE, 207, AIRBTHIUL, TNEEBRFFIMNIFATL T EE W,
Firepower 4100/9300 > % — 3 O34, Firepower D A ¥ ¥ —/3— g NZIFFFRNCRRE R L Ok
LEXIN TV DB FFRED Threat Defense /N— a A H Y £9°, ZiiL, ThreatDefense ¥ 7 h 7 =
TaRETL LB, HESA TR, CGiLTE5%) N—Ya VOFXOSZEITLTWD HHE
PERH D Z L HBHRLET, LV 3= 9 20 FXOS 1XIH/3— 3 > @ Threat Defense &
NAEBNERH Y 908, A TIIHEBEOMAE DT OV TIET A M2 FE L TWET,
FXOS# X v 7L —RTDHZEIETERNZD, ZOX 7RI T THROMAS Y2/
B3 2120%, THA ZADOFHA A —LBHEIZ/e 0D 7,

FIE

[Device] Z3#R L, ¥KIZ [Updates summary] @ [View Configuration] 227 U v 7 L £,
[System Upgrade] £ 3 = > C, [RevertUpgrade] V > 7 %27 U v LET,

BUEDN—T g VEHILENDNAN=D g VERTHERIA T R Ry 7 AREKRINET, #
TETE BN—T g U0 EEE . [Revert Upgrade] V > 7 13F RSN EH A,

L=y M= g UBNTFRTEDLN—=Va rThoya (W OEHAAREZRSGE) o [Revert]
27U v 7 LET,

#otth. 7 /XA A% Smart Software Manager (ZF &Gk T 2 LERH D £,

Threat Defense D7 v 75 L— KD ST a—TF4 04

DIFOREIT, AZ L KT arEZiid A7 XA T VT A XTOT A AT v 7T L—FR
THEEIRAETDIARERDY I, A TATEVT DT v 77 L— RIZEAOME
ERTTNY a—T 47T BHINE, AT XA ZE YT ¢ Threat Defense D7 v 77 L— K
DETTINY 2a—T 4 o THEBRLTLIIEE N,
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. Threat Defense D7 v 74 L —

Ty

Ty

Ty

DZSN & |
NONSCPIIRVERES P2

T9L—FKNRysr—onIs—,

W7 v T T L— KRRy =& O 512, AL THWDET LE YA FR—
FBIOF T rm— R ¥ A~ TEREIIREL, @URAA—Ta 0OV 7 y=T O
Fyra— RX—=UE2SRUET, EHMERT v 77 L— KRy r—1 3 A VA F—
WX =D Ry b7 4 v 7 A, BIOZEOMOEYETLX T a— Re L HIZRRE
NET, T T V=R =077 A NVAIKIE, Ty 8T+ —4b, RNobr—UX
AT (ToFT7VL—R RNoF, KRy b T4y 7 R) | V7 =T 3=Tar BLIO
LV RS TWET,

N—=2g 621 UBEOT v T L— KRNy r =3B INTEY., 774 V4DOKE
l& shREL.tar T¥, BAMNEDT v 77 L— RNy =V RE L 20T ZS Y, Ty
T =Ry =V DA EER LD, BFA—/LTEELZY LBRWNTLEEN,

T L—FHIZTNA RIZE LKL EETERL,

FRARAF, Ty T T L—FRf, F37 v 77— FRR LSS, NI 74097
FESTZEEEILELES, Ty 7L —FRTBHIC, 2= —DNENPODNT T 4 v
MTFNRA ZADERA L B —T 2 A AT I BRATHEOITT NA AHERZ @R 50BN
NI LR LTI,

T L—FRIZTFNAANET VT4 TFEERERIGIZRZ S,

HITHFOA Dy —BIORA T F AT v 77— RIZFE T ¥ B/ TX£9, Threat
Defense 7 v 7 7 L— RKOF ¥ /L E-IEHRAIT (10—) 22U TS0,
TN, AMGE LI WEE, £33 7 v 77 L— REX v L TERWEEETE. Cisco
TAC IZBWAbEL X0,

7

Ty

B o x7LoEE

VAT ANET VT 4 TICRZTYH, Ty — NI FEICHERS E S IE v Y
7y TLRW ] TLEEY, VAT ANMEATERUVIRIBIZZRY . FA A — LI
RAOGENH Y 9,

TTL—FEBY LA, DRATLNFHESY ITHEEL L,

FP. XX v a2 INEEEREHIN TWL I 2R LET, W7 Iy o R
VEFEHRLTHER A FT50TIERLS, URL 2L [R5 NAZHIBRL, R—24
N—ICHEER LT (72 & x2I1E, http://threat-defense.example.com/)

BlEBERIENEEL, EIOA Y —V U —RFEHZA T TR U — R TRETHLE
NHHEEIT. HLTEAEE50H Y £4, Threat Defense DEIT (10 2—°) ZHR L
TLEEWY, B TERWEEIX, A A—VEFERTAVERH Y 9,

T L—FREBT 5,

AV =T v TV —RERIZA LT F U RAT v F 7 L— REBBT A58 [Ty
7 L— NIRRT 5 & BEIIZF v BV S5 ... (Automatically cancel on upgrade
failure...) | (AEhF ¥y &) A7 a U Z2FEHLT, ROXIIT, Ty 77 L—Rpk
LG E OEEZ =R L E£7,



i1 20814 2—>1t ||

s [HENF v > BADHER (Auto-cancelenabled) | (7 74/ 1K) 7T w77 L— KRK
Wdne, ToTF 7=y rersh, 74 RTHBICT v 77 L— Rl
OWREIE TEINET, MEZEIEL, R THRITLTIEEN,

« [BEhF v BN L) (Auto-canceldisabled) |: 7 v 77 L— RN KRR LT=5E. 7
NARAFZEOE TR ET, MEZEELTTICHRITT S0, FEITTY v 77
L—Fzd ¥y 2 LTHRTHATL TS,

FEANZ DWW TIL, Threat Defense D7 w77 L— KD X v BV F 23 HRIT (10 *—
V) ESRLTLKEEN, BEATEZITF Y 2L TERWEA. EERENRE S
WA, Cisco TAC IZBRIWAHEL 2 &0,

TINAADEA A=k

FALAETA A=DALT DL FALAREMEESA, HLVY 7 R T =T A A—Thig
VAR—=NAENET, HAA—JLOBME, THHEWREOT 74V RERETZ V—2 A R
=95z ETT,

WOYGENL, THAA A&/ A A=V LET,

*ASA V7 b =7 /5 Threat Defense Y 7 U = TIZV AT A BT H5E, ASA A
A—=THBFEITLTCND T 31, A% Threat Defense £ A — % FEIT L TWDT A RILT v
T —RThrZiFTEERAL

L P ABE LB T, BIEOETE T CORITASKILL A,

TR, ZADFA A—=LOFEZHOWTIE, ZHHADOT 1 225 LD [ReimagetheCisco ASA
or Threat Defense Devicel] 7213 Threat Defense D7 A v 7 A% — N7 A REBB LTS
W, TIHDHA RiX,
http://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html T

AFTEET,

~ — W O . —

DARATLDONYO Ty TEETT
VAT ABEEENY T T v T LTEL I LT, FERIICERTE I AW EL 2 S ENAE UCEROE
DB L7 LTH, TS RAEZETLT AN TEET,

REOF AL RSy I T v T EBHETEDDE, ELLOF AL ABRLEF AT, (A
VU —R7ZF TR, EARESLEZEE) RUA—2a DY 7 Mo T 2 FET L TVAEES
DHTT, TTIAT VA CTEEE I —FT 570NNy I Ty 7B MEL T v A&
ALBRNWTLTEZE W, R T o7 77 A NM0E, ZOFETEETLZZENTERNEIIZ
TTIAT v A —BIRFET DIERPEENET,
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B x7comervs7y7

\)

GE) Nu 7o 7ITEEIP T RLAORETEEINETA, LER-ST, No s T v 7 774
NEBILLTH, BHT RLARANYy 7Ty 7 ab—|C XV EZHE2 NS ETH0 4
o ZTHUTED ., 7 RLVRICHT HAERITTXTREESN., 785y NU—T 8T A
N EDOBIOTFTNSA REREEZETTHZE L TEET, NI T v I T A B A FRLT
T RBEERLEEN TN RND, HERICHFEET DT A B AT 7 7 REBEERORIEIX
TRCRFEESNE T,

Ny 2Ty FERELETNEEN, AT LAY 7 My =TIIEENETA, 751 AZ5ELR
WA A—=T DRERDDHE. VT V2T 2l A VA=V LTy I T v T %
Ty7u—RLT, REXZRETLILERD D £,

NPT o THEIRET —FARX—Ana vy 7 ENET, X7 T v 7OMITZR) v—, #v
ValR— KRR EEFRTEETN, HELEETDH I LIXTTEERA, HILEIT> WD,
VAT KIZEIHEHTEERA,

(N 7T w7 eI R=VDOEIT, NI T vTDO7 7 AN, fERBFE, 77 ANV A
Araie, VAT ALATHATEDARGFOTRCONY V)T v at—a R xLET, Xv 7T v
TOHEAT (FH), ArVa—/, HOIEL) X, VAT AR LAY I T v 7 a—o
VERS FIEIC SV TWET,

Je

EVh RNy 7o ab— 3 AT AARIMERSINE T, T4 FRAZ VAN OFDITHEE 2Ry
IT v At —EHRTHED, Ny T v av—IFEHTHE Y — L, “eiRt—
NI FETDHERND Y £, VAT AL, TAAARCERRIODORy 77 vy Far—%
RRELET, LNy 7T v ICEoT, b WAy 7 7y FNEESHRI ONET,

WIZ, Ny 77 v TOEHEETHREICOWTHBALET,

> TA@%%AV?TV?

EIT L5 BIINOTU NNy 77 v T TE T,

FIE

ATYF1 [T4 A (Device) |27 Vw7 LThH, [Ny 27T v 7 L5t (Backup and Restore) ] O
< —T[EEDER (View Configuration) 1 %27 U v 7 LET,

ZHCEY ., [Ny T v 7B XU (Backupand Restore) | X— U3 & 97, A ATHE R
FTRCOBFDON Yy 7T v 7 ab—nRKIZ) A SR TOET,

ATv T2 [FEI/NNvH T v T (Manua Backup) 1>[§F /Ay o7y (BackUpNow) 1 %72 U w7
LET,

ATFYT3 Ny r 7y TORREAN L ALE THAEZ A LET,

B or7LEE
I



| vz27LE8
2y oa—LEnEEETOY LNy 7y T |

AT STERL, FBROH DML ANy 7T v 7T H5EF, RbVIC[ATrYa—L
(Schedule) 127 U v 7 CT&xE7,

ATv T4 (&) [EncryptFile] &7 a v Z#RIRL T, Nv I T v 777 A NVERKEFLLET,

TOF T arvERRLIEGER, Nv I T v 777 A4 VOEITTICHET [Password] (L
[Confirm Password]) % A9 20813 H Y £7,

ATvF5 (ISA3000 D) [Nv 7T v 77 7ANOEF (Location of Backup Files) ] Z 34 L £,

[B—H/N— KT ¢ A7 (Local Hard Disk) ] £721Z[SDA— K (SDCard) ]2 \v 77 v
EVERRCEX E9, SD I — REMFEHATIRAIL, I— REHEH L CRELE KT A A ZE1E
T&5HZL&TY,

AT9T6 [59T< Ny 7T v7 (BackUpNow) %7 U7 LET,

VAT UPNRNy 7T T TavREMLET, Ny I T v TIRETTLE, Ny T v
T ANNRICFRENET, VEISELT, Xy 7 v 7 abt—2 L AT LIF T a— R
LT, DGR FETE ET,

Ny 7T TN ESNTZG, [Ny 77 v 7L (BackupandRestore) ] X—T %L TH
H ib\iﬁ‘/u Y AON /XTAO)@JVE%)E?< IRBAREMEN S D720, NI T v T E58TT
LTI T —RHFIET 5 2 ZMET LTS ZE W,

i, —WBELERHMONY 7T v TR, VAT ACESTAY T 4 Kal—a L F—H

R—=20 v 7 PREIN, TIUNRER TRy 77 v 7 7w ARICERTENMA DI ENTE
R RDGENRH Y T,

ATV 2= )LENF=BEBTOIVRATLDINYG T v T

VAT DEFEROFFED ARHI N Y 7T v 7572, ATV a— NNy 77T v T HET

TFET, AT Va— ARy T AL, 1RIEFFETENET, BNy 2T v T EER
FTLHEININRNY I T T ATV a—VEFRT DL, ATV a— "y 7T v TR,

ORIy I T v T EHRELET,

N

CE) kDR 7T v TORT Y a—NEHIRT DI, A7 Y a— L EREL T, [HIF
(Remove) | %227 U v 27 LET,

FIE

ATY T [T34 A (Device) |27 Vw7 LThH, [Ny 27T v 7 L5t (Backup and Restore) ] O
< U —T[EEDER (View Configuration) | %7 U v 7 LET,

ATY T2 [R5 a—)LN\yH 7 v T (Scheduled Backup) 1> [/N\vP 7wy TERX~7 T a1—)L (Schedule
aBackup) |27 U v 27 LET,
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B =vwnivo70 72502 LomE

ATvT3
ATvTa
ATy TH

ATvT6

ATy 71

FTTIAT YV a—= N Ny I T v TRbHLGEIE. [R7Pa—IL/INy 97 v T (Scheduled
Backup) ]>[#m& (Edit) %27V v 27 LE7,

Ny I T v T O4RTEATT L, FETHHEANTLET,

Ny 77y TORAREEANTILET,

(f£E) [EncryptFile] 77> a VEARINL T, Nv /7 v 777 A NVERKSILLET,
IOFT v arERINLEGAIL. Ny 2T v 77 7 A VOB IIZ B [Password] (38 XY
[Confirm Password]) # A1 D 4E R H D £,

(ISA 3000 DH) [Ny 7T w777 A4 /DOYAT (Location of Backup Files) | Z &R L £ 9,

[@—H /v ~—RF 4 A7 (Local Hard Disk) ] £721X [SD#Z— F (SD Card) [IZXv 27T v
EAERRCEET, SD U — REMHAT FIAIEL. I— REMEH L CREL T 1 Z(Z[EfE
T&E5HZ LT,

[A%7 Y a2—/ (Schedule) 1227V v 7 LET,

BIRLZARIZET A E, VAT AR I T o7 ENET, 87 THE. Xl T v o
=M™y 7T v T ORIZEINET,

TGNV I T Vv T Rro 21— ILDETE

TN 7T v TR REL, VAT LETEHMICANY 7T v cExET, e H#
EMRBOBERTICANAy I T v T b b TEET, THH RN I T v T A5 a—1iZ
YV, BICEEDONNy 7T v By MR TEET,

\)

GE) B A T Y 2a— NV EHIBRT 256, A7 Ya—LEmEL, [HIFE (Delete) 127U v 7
]\/\iﬁ—o
Fig
ATY T [T34 A (Device) |27V w7 LThE, [Ny 7T v 7 L5t (Backup and Restore) ] D

ATy T2

ATv73
ATvT4

~ U —"T[HEDF (View Configuration) | %27 U v 27 LET,

[E#A/Nv Y 7 v 7 (Recurring Backup) ]>[E%%E (Configure) 1 %7V v 7 LET,
TTICEMANY 77 v 7THRE L TODEAIE., [EH/Nv Y 7 v 7 (Recurring Backup) ]>
HRE (Edit) 127U v/ LET,

Ry T v TO4FTIEANTT L, AR THHEAN LET,

B (Frequency) ] LBE#H AT ¥ =2 — /L& IR L £7,

B o x7oEE



Ny 7y ITDER .

«[H%& (Daily) ]1:BAIZBIRLET, Nv 7T v 73 EH, A7 Y a—)L SRT-RENCE
BEhET,

s [ (Weekly) ]:MeH LR Z@EIRLES, Ny 77 v FTERNLIZADOR T Y2 —
NENTRENCES S ET, & xE, mEARER, KER, @A 23K (Fik 11
B IR I Ty Te A a— LT HhZ b TEXET,

« [H& (Monthly) ]: AfF &R ZEIRLE T, Ny 77 v ATERLTCANOR TV a—
NENFEEINCRG SN ET, 72220 1H, 158, 28 HD 238 (1% 11HE) 123y
DT T AT a— AT HI L TEET,

FEESNIRZNT Y~ — 2 A LAOT2DFHRE S U, HREHUCREZI DY S5 7o ONT 1R,
ATE7ZIIRICBE L £, FHzE L TERRBAZRET 21203, FAOEEDERIZ A7
Va—NVEMETOVERD Y T,

ATYF5  ({EE) [EncryptFile] 77 v a VEBIRL T, Nv I 7 v 777 A NVERELLET,

ZOF T are@RRLIEEAIL. Ny 2T v 77 7 A VOB LI E 7R [Password] (B XY
[Confirm Password]) Z A1 4 5 0E R H D £,

ATwT6 (ISA3000 DH) [N 2T v 777 ALDEAT (Location of Backup Files) ] Z 2R L £,

[@—H /"= RF 4 A% (Local Hard Disk) ] £721% [SD#Z— F (SD Card) [IZXv 27T v
EAERRCEET, SD U — REMHAT RIS, I— REMHEH L CREL BT 1 R (Z[EfE
Tx 5T,

ATy TT [#RT7F (Save) |27 U 27 LET,

BIR LA SN2 L, Ry T v 7RNEGENET, BTTHE, Xy T v7 o
=By I T T—=T ) A N ENET,

EMWHIR A V2 — Ve BRETFHIRT 2 £ T, Ny s 7 v 7205 L) £195,

o (o} 2, —
NI T TDERT
THRAATNRy 7T v 7T 2PAR LI EEITFATEN TV LD ERLEY 7 by =T N=V g
(BN REZEZED) BDEITSNTODRY, Ny 7T v T2ETRTEET, REOT /A2
RNy 7T v TEELTEL01F, EBEDT A ZEFLET AT, AEA=Yar0y 7
My =T (BN FESEED) ZFETLTVDHREDHRTT,

L, ZOTRAAMNA TRAZEV T 4 XT O THHEGAE, Ny 7T v 7IEELT
TEHA, ET. [T/AAR (Device) >[4 7L FE T« (HighAvailability) ] ~<—
PO HAZBIET 52 LT, Nyl 7 v T EEILTEET, Ny 7T v I HA ORENDE
ENTWDIEHAE, T/ ATHA ZJV—7ICHESRMLET, WFDx=y N TR LNy
Ty T EELLRNWTLSESY (WMFO2=y "R T 77T 4 712> TLEITZD) . DY
2, F9, T T4 TICTHEE TRy T v T EE L, FOR%RIZ, o=y FTR%ED
NPT o T EE LT IEEN,

BT DN 7T o7 At —=NEET A AAHEL RS, HX T 28cET ANy 77
TaT v 7 u—RRTLHULERHY £T,

LR LEHE
|



. Ny 7y ITDER

DZSN & |

T LTWDHH, AT AFE- L EHTEEEA,

\}

G¥)

Ny 7Ty FUFERIP 7 RUAOREITZENETA, LTER->T, X7 v 7 774
NEETLTH, BET RLARNy 77 v ab—llVESHBIONDZ LiIZH 8

Mo ZHUZEY, 7 RLVARICKTTDERTTRTRFEESN, B2 XY NU—T T A
N EDORIOTNA AR EEE LT HIEHTEET, NI T v AET A B AFERSY
T RBEEROEEN TN, BIRICHEET DI T4 B ALY T U REGOREET

ATy

ATy T2

ATvT3

TR SNET,

1R BRI

BDOY AT KTy 7T v T EHEIT 256 (TAA RERZWTHLERE) | XA NS T
T A ARE, WANTT NA AZREGR L, NI T v 777 A )VTHE SN HERRIC N2 A
arDIARVAERANITHIETT, "ol T T 77 AMIUITA B AFHSZ F
7 R —EAERNE EN TN, BRI T2 T A B ADERRL Y 7 U RO
RSN E T,

FIE

[7/314 2 (Device) 127 Y v 27 LThb, [Ny 27 v 7 L85 (Backup and Restore) ] D
< —T[EEDER (View Configuration) | %7 U v 7 LET,

TR ED, [Ny 7T v TR IO (Backup and Restore) | -X— U3 & 9, A REEZ:
FTRCOBFDON Y 7T v 7 ab—RmRIZI A PSR TOET,

BIELED EFT DNy I T T at =0, HHER NNy 77 v 7O A MIRWER, [Ty
70— F (Upload) 1>[#% (Browse) |27 Uy 27 L, "oy 7 v/ at—%7 vy 7ua—K
L\i‘a—c

T AND [{HEIE (restore) | TA 2 () 227V 7 LET,

BT 20E I DOFERP RO ONET, 774/ T, Bkl Ny 77 v 7 ae—|3Hl
BRENETH, ZNERFFTDIE, EuaiiT 3 500, [Hokic Ry 77 v 72HIBR L
72\ (Do not remove the backup after restoring) ] 23R L E 7,

Ny 7T 9T 77 ANBIEFILSNTWDEEE, 77 A VERWTESTHDI0E R
[/SA T — R (Password) ] AT HHENRHY £7,

WINTETTDHE, VAT LIFEEILET,

B o x7LoEE
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ATy T4

15A3000 7751 203 [

G¥) AT ANFEENE, Mgt T — % X—2 (VDB) . HIE{IEE#R, BLUOL—1L
T=HRXR—=ZAOFEHFNEIIICT =7 S, BRBEISCTH Y ye— REInE
T, TNOOEHIIKFERRGENRNH D720, WIRIORITHIRIT 2 [REENH Y
FT, XATVAREMHRL, ¥Uro— R LIEGEIEV AT LT —H_—
AOFH (=) OFIIES>TTFETHEF 22X U rm— RFLTLEIN,
FEARV =L FHEBEINET, THRRS LN E, TRLBEORIZT TR
BLET,

PEIZS U T, [T/AM R (Device) | >[AX— k542 A (Smart License) | > [BREDRE
(ViewConfiguration) |22 Vv 27 L, T/ A& B LT, WERFT T a 748 A
EHEAMZLET,

Ny 7T v FTA B AERSZ 70 FREERITZENEEA, TOD, HLVT A
TLINRNy 7T v TE LT 2HE (TAA AT DL &R L) | VAT ADBFHEE— R
DEXE, ENEREL, BERTXTOITA B REZ/ANIT L08R H Y T3, EITHIIC
TNA REREKL, FABCRAEENI LG, BINOERIILEH D £H A,

LURIDSN 72T THEI LV AT AMIBITE T T 51T 0OREIE. 7480 AR 70 R
EEFETHIVNETISH S, 2720, Nu T v AE RN v 7T v T OEREICIEENZ LTz
TARRAEMBE LT HENGENTWDLHREER S D7D, NBERTXTOF T a7
AV ANEII o> TNDZ L 2R LT IEE,

ISA 3000 /N1 R (DA

NV Ty T

ISA 3000 @ SD 77— Ri%, Hll? ISA 3000 7 /34 A L DTV Y T £J, SD I— KL
VAT ANy T T EAERTIUR, ZOMREEFH L TT N, AEEHICRBRTTEET, &
DFFEZ, BEENBAELIZT AL ADNS SD I — RERDH L TH LWT A ZHAT DT
Y, TORIZ, Ny T v T EEHLTELTEET,

VB2 R 7T o T EHEEICHAET DI, SDI— RN I 7 v T2 ERTA2 v 7T v
I a T ERELET,

274 ILDOEE

LRy I T T EERTDE, Rl T T T APy I T v L= VICFER
ENnFET, Nv s Ty av—IEYRICEINE A, T ADT 4 AT FEROF]HEMR
RRLEWEIZET DS E, Il 77 o7 ab—HOEHEZT 57012, fvSy s
Ty 7 abt—nNElRENET, I, Ay T4 v I RAUNDOT v T T L—REAL A R—
NTBHE, TRTONIT T T 7 ANDBHIRSNET, LER-T, EFRCAAY 7T >
T IFANEERL, bR LEVEEORy 77 v at—REBRENnTWRWnWI Ea
MR LT EEW,

RNy 27 v 7 av—z&HT 51203, WOBEELITI ZLnTEET,
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B zzczmem

DZSN & |

T FANELEREIRA RN L —VIIZ T —R N I T T A N T —T AT —3
NCF T — R AR, 77 ANAD[F T — R (download) 17 A 2y (W) &7
Vo7 LET, TO%, BRI T 7 ANV AR =T 7 A NVERBEITE 7,

VAT IR I T T Ty ANET v 7a— K5 TAAL ZATHHATE R ho T
Ny 7T w7 a—wErT 5551%, [7y7B—F (Upload) 1>[7 74 ILDSHE
(BrowseFile) 127 Vw7 LT, X"y T7 vy at—%2U—J AT7—varhb7 v/
n—RLET, TO%, HiTExET,

N

GE) 7Ty —Rshhk7Zr7AME, 2O 7 7 ANVEE—ETH LD
WCARIDERSNDEAERHY £7, £, VAT A3 L ED
Ny 77y 7ab—nnT TIHET D56, 7Ty 7n—Ranik
77 A NVHOE 2T 57Dk bEWLORHEIBRS N ET,
ENY TR 2T A=V g Nl ko TR SN T 7 ANET
Tu—RKT5ZLIITEERA,

Ny I T T EETLTD Ny T v at—&EITTHITE. T ALD[ET
(restore) 1 7 A4 2> () 7 Vw27 LET, HITOM T AT LAIEHATE R0,
WINRETTHEVT—hMLET, VATARBEEHL TWT, BEFIZR> THLRES
BEL T ZE0,

NI T T T ANEHIRT D  REDNy 7T vy IPRRETR ol b, 7740
OllET 4= (@) 227V v LET, BIBRORRIKRD HILET, HIRT5 L, Ay
IT T TrANEEETLZEIITEEYA,

ERELRKEEHE

BEEAANVE

VAT AARY NRA—YPNEFT LT Vv a T AAT— AR EF TR TCEXET, =
OFFHRIZ, VAT LAZERL, VAT LAREUNICEREIN TWD Z & 2RI -0 &r b
7,

o 7 &#FoRT 5I121%, [T/N1 R (Device) | >[T/34 REE (Device Administration) ]>
[BEERY (AuditLog) [#7 Vv 27 LET, 6, HAEMIZHH[Z A2 U A~ (TaskList) ]
TAay R EIZ[JERR (Deployment) | 7 A A KA ET Y v 7T 5HE VAT LE
HIFWML R cEET,

TITHEH, VAT LAEBERBIOEFREHROW OO FERESE X ATITHOWTMBALE
—3‘0

R 2%, RDEZA TDOAR "2E8bb N TEET,

B o x7LoEE



| vz27LE8

gas vt |

[HRBELT 44— RFDEH A X2 b (Custom Feed UpdateEvent) 1. [hRAB LT« — FOEH
[Z2%BX (Custom Feed Update Failed) ]

IHNHEDARY NI, DAL X2 )T 4 AT VP2 AT 40— ROFEFHBEFIC
SETERFEKR LI 2R/ UET, MR, EFaRBLI-a—Y =4 THIns-
74— RIZBEAT A EERNEENFE T,

HRBLIL—ILIT7ALILDA oR— FDFBEA N +

INHDAXRY MEI, 12U EDOIAZ MBRAN—NEEL T 7 ANVEAL VAR — N LD
EERLET, A0 M, BN, B, BLOHIBRESNIZ V=L OBOE L, 1
AR—bhENTNV—NVOFEMERTZR 2 —RNEENET,

Deployment Completed (BRA5ET) . Deployment Failed (BBIKLK) : o3 JRFfLIEFT Y
TATA%
INHDOANRY NI, EFICET LEREBEY a 7ERRIRLEERY a 72 R LET,
FECIE, Ya TR La—YE, FOVa T 2T 4 T 4 ICETAERNE ENE
T KLY a 7i2id, TORMICEET A =T — XA v —URNEENET,

SRR IR [ v = — (Differences View) | # 7 b H 0V £9, ZOXT7IZiE, a7 TTA
W SNIEARERNRRINE T, 2L, BShE=r T4 7 0T _XTOT

T AT AELA XY FOMAEDLETT,

INHEDARY N T 4 NF Y 7T DI, FRIERT 4 VX O[RERE (Deployment

History) 1227 U v 27 LEd, ZNHDA X hDA X2k #A 7d Deployment Event (&

BIA XU R) THY, SET LTEARY NERITIRBLIEAR NOBET 4 NVE Y 7T

DT LIETERNZ LITEEL TSN,

AR FAIZIE, 22— —EFDVa T4 (EEXLTWDIEE) F72iX User (username)
Triggered Deployment (—#'— (—%—%) MU H— A b)) | BDEENET, £
o T23A Ay b7 w7 U4 = ROFITIRFICHAET S [Device Setup Automatic
Deployment (7 /34 A &> h7 v 7 HENER) | ~a 7 & [Device Setup Automatic
Deployment (Final Step) (7 /31 A&y b7 v 7HEERR (BKFIH) ) | Ya7bdb0 E
75

Entity Created (T 5«4 7« YEfk) . Entity Updated (Z>F « 5« E#1) . Entity Deleted
(ZoTA4T18I) ZoT4T714% (ToT4T7408)
INHDAXy NI, BAESNco T 4T 4 FEAT V=7 MNIEENMZ b2
EERRLET, TUT AT A OFECIE, =T 4T 44, XA T BLOIDIIMA T,
EREEMZ 2—FREENE T, ZNOOHBIZEHLTTZ &) 7 TEET, FHM
TIX[ER E 2 — (Differences View) | 7 b H 0 E£3, ZOFX 7L, 7= 7 M
ZLNTEEERERINET,

HA Action Event (HA 793> ARV k)

INSDOANRY MI, AR ETOT 7 ay (a—FRB LT 73 ERT
AT AN LT 7 ay) ICEE L7 O TT, HA Action Event I3 A X2k # A
TTER, ANV FAIFROOTIINTT,

227058 |}
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DZSN & |

« HA Suspended (HA —F§fE1E) 2 —H N A7 A THA Z BRI —REIELE L
720

«HA Resumed (HA fBH) : = —¥MNT X5 A THA ZEMMICHBR LE LT,
sHAResst (HAVEv ) : a2—¥F N AT L THA ZENICY Yy FLE LT,

« HA Failover: Unit Switched Modes (HA 7 = —/L A4 —/3— : = | &— R0 &
Z) A== E— REBRMIZUID BRI, ~VA X MY VRO
AT IENT 2= )V A ==L FE LTz, TORXAvt—VF, 77T 4T ETHRRAZ N
AN IR oTein, AR UL BT RT I T 4 Ttz b 2nmLET,

High Availability Sync Completed (FrIFRMERIHATT)

TIT 4T 2=y RRAZ N 2=y FERELZRMLE Lz, A MTiE, [
W= gV ER LTZRION—V 3 VOBEBEERDEENTOET,

InterfaceList Scanned (RF¥F v v Ehnf=cA VB2 —T AR )X )

TDARY NI AVE—T oA AL LR N)OEFEEAT Y L LD B2 R LET,

Pending Changes Discarded (fREHFDEEDHE)

L—

Task

B o x7LoEE

ZDAXRMNE REPOT R TOEEEZ2—FRHIFRLIZZ 2R LET, ZOA Y
~ & LLij @ Deployment Completed - <X k @D f# D Entity Created, Entity Updated, 35X
Entity Deleted £ X F RSN T X TOLEENHIRS ., BEEZZT AT V=7 D
WA, BBRICEMINIEA—V a VIZRINTHET,

IWEHFARD b

Snort 3 & 1T L T\ 554 LSPUpdateServer =27 4 7 A INH D Z DA XY NI, #HL
WRANL— Ry r— VR 7 o — RERTA A =Sz & 2B, Ik, £
TLIFEHE S NIAR AL —VIZET 23EIE R EZ R LE T, A X ME100 D/L—/ LI HIRR
INTWAHTD, 100 ZB 2 H/— /LB, HIFR, EREFAEINZGAE, 42 RS
ITRERERNE TN RV ET, ZDOA 2 MM, Snort2 DFEHNI DWW TITER RS
FHA,

Started (2 XV BH8R) . Task Completed (2 XU ET) . Task Failed (2 X7 %k8)

BAT AR M, VAT LAEI T —FIC ko TRHBENTE=Y a 7ORBB IR T %
RLET, ZNHD2oDA Ry ME, A7 VA FTIODZAZITHESESNET, =
DE A7 U A ML, AEMICHDH[F A2 U AR (TaskList) |RZ 227V w7 F5HE%E
NEINET,

H270%, B a 7RFE) (X3 Ar T a—ENE) TEAR—AEHFRLEDT
JvarnEEnEd, A7 VA MNOEBEDHEAIL, B 7 D2oODH A7 AR
h, # A7 OBMEOFRR, B2 T RO WFT S LET,



| vz27LE8

gansorrssvn |

User Logged In (—H%— A4 4 >) | User Logged Out (A—H— RS F7 L)  a—H—
%
ZIBHDA R ME, DeviceManager D2 —H—na 7 A VB L2 —HF—a /7 v LDk

MEREILIP T RLUAZ/RLET, UserLoggedOut X N, 727747 a2/ 77k
&L T A RV ZEIR L7200 BBin 77 U FOW G THALET,

THEDA Ry MI, TAA A E O EZTHENL L TWVWDRAVPN 2 —H|ZEHT 5 & O Tl
HVERFAL, T, TRAACLIOR T A /el T Y FNbEENER AL

BEEOJTDRTELUVSH

ATy I

ATy T2

ERu 72, BV a7, T —#X—AOFEH, DeviceManager DR 7 A L a7 T K
EL VAT AR LToA R R — Y= Lo A X MZBET AR E EN TV E
-é‘o

07 TR TE DA XY MOFEEOTAICOWTIR, BEARV N Q03—Y) 28 LT
STZEW,

FIE

[7 /3 A (Device) %7 U w7 L, [T/NA REHE (Device Administration) ] > [BXED R
(View Configuration) ] V> 27 %27V v 27 LET,

HRO [EAn 7 (AuditLog) 127V v 7 LT CGRBIROEE) |

ARy MIAMINZZ —7551F &, 1 BOHRTIERERBNZ Z v — 705010 S ET, &Ho
HEFNY A MDO—F FLICERENET, HIDIE, HAX MIMVZ2ENTWDHD, B
M, 41XV M, ZOAXRY FERBLIEZ2—, 2—FOEEILIP T KL ADOLHERTE
F9, 2—F LT RLAD (VAT L] X, T ABEPRA RV MG LEZZ 2R
L CWET,

WaEFEITTEET,
s AR NGO H D[P Vv I LTAR bERE, A0 MOEMEHERLET,
b —ETAarE ) v I TEHEARVEIRHALET, £ DA RV MIE, A XU b
BYE (A R_NEAT, 2—PL, FETIPT FLARY) OfHERY 2 B’H D £,
272, =T AT 4 AR R ERBEANRY MIFRD 20X TRH D 7,
o [BE%E (Summary) ]: ZEARAZRA R MEMESTRESNE T,

o [ZH v 2 — (Differences View) |: BEFO [EBHFE A RELA X FO—HE LT
ITONTZAER L DA RENET, BT a 705G, 2ot a—3k<, &7
0 =T LHUNENDLEANHY £, ZOX 7L, BEY a 7O oo
TAT A AN POEEDOTNTOERNPENSNET,

«[7 4% (Filter) 1 74—V ROEIZHD Ky 727 U A L5 B oK 4 38
RLUET, 7740 8 TlE, BE2EMOA XV MRFoREINET, BE2485R, 7H

227058 |}
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B =zcs0505u0y

M. A, F36» AICETTExEd, [HAX L (Custom) 227V w27 L, BB LD
HTRREZ A LT, EMRfEEEELE T,

B NTHEEDY 7% 27 ) v 7 LT, HNHEOBRR 7 4 V2 HBMLET, YRR
FHINT, BYHEBZEA Ny MR ERINET, BMIZ[7 4% (Filter) ]
RNy 7 A&7 )y LT, Z4NEEEEERTHIEHTEES, 74 VF Ry 7 AD
TIIEFRIERBFAD T 4 VI RN O0nHY, 7V v 7 LTHEETS 7 A V&2 5&M0%
B—RCT&XET, /XU FDTANE Y TOFMIONTIE, BEEe o7 02 v
7 (24 X—=2) ZZRLTIEEN,

T TP R=UE IV —RLT, R ERHFOAX P TEHLET,

EBXATDI4ILE) Y

MBI 74N A2 2L T, BEDXA TORA =V RFREIND LI IAL
TEMTEEYT, 74 NVXOXKEHRIL, EMEREE—HTYT, =& 21X, [User=admin] T
X admin & W) ARTOZ—F R LTzA X2 M2 NRERENET,

ROFIELZBMETITMAGDOETEN LT, 70V Z2ERTEET, ZOY XA ME, 7+
NEERLBNT 5 CICHEBICERT S ET,

FHIEZED 74N EZEI YYD

[7 4 /v% (Filter) 17 4 —/V RO FIZITFRTERO 7 A NEDRHVET, Voo x2r 0y
IFTHIETTT 4 ERe— RENET, EREROONET, TTICT7 4 VX RHEA X
NTWAEEIE, Binashd, BBz ohEd,

MR RSNIZIBEEZV VY
T4 NVH R T DR BB IEL, T A VE Y T ORYEL R ARG en S T —T
NVETZA R MERIERNOEREZ 27 Vv 73528 TY, HAZ27 Vv /358, %
DI & BROMAFDHIZE L BRI SN TWDIEREEMEHA LT, [7 4 /4% (Filter) ]
74—V RREHINET, L, ZOFEEFEHRT LR, AU FOBEFEDOY A K
WCHHOMENEEN TV ALERH Y £7,
HEIZET 27 4 VWA BERZBMTEL5E81E, TOHBIZY VA D—Y Veibitb L
TG, [Z7 U 7 LTT 4 L ZIZEM (Click to Add to Filter) ] 2+ RNFRE
nEJ,

7 b2y ERFREER

[7 4% (Filter) ] 74—V KZ227 Vv 27 LT, Ray7Z¥Zoury UARNNPLMLERT b
Iy VHEBEBRL, EEORICBEMEEZ AT LTHD Enter ¥—%2 3§ 2 & T7 1 L4
AR T 52 L b TEET, ROBERIHT L7 4NF Y T H2ETTEET, T3TCD
BERNTRXTOANRY N A FICEHET 20 THERN I SIZER L TEE N,

s[4 X2 hZ AT (BventType) ]: ZAUE, EH ., A X M ERIUTTR, B2d
BELHVET (T4 T4 42— —D L) R BEMiTIEH Y FHA) . B

B o x7LoEE



gxnso7 1s0>7 |

A X2 hDOYA. A X2 b #A 7L Deployment Event (BEHA X2 k) TH, A
VA TOBMIPZONTIL, BEEA N 208—Y) ZZRLTIZE0,

(2 (User) 1: A~ R &S Li2—FO&HT, +AF L 2—F% SYSTEM
(FThEF)

« BEECIP (SourceIP) |: A—HW—NA X FEFHIALIZIPT FL X, AT LD
LAY NOEEITLIP 7 KL A SYSTEM T,

[T 47 41D (EntityID) ]: =07 47 4 £72iEA 7Y =2 FOUUID, Ziud,
PR C X 72V RV IUTS (8e7021b4-2ele-11e8-9¢5d-0c002¢51931 72 &) T, i,
DT 4 NVEEFERTHITE, A XY MNERERNO= T 0T IDE VY v 7T
%)y, RESTAPI #ff L, PHEd 2 GET 2 —/LZ X » THER ID 2 BET 505
N E9,

‘[>T 47 44 (EntityName) |: =7 47 4 L7234 TV =7 b4, 2—F
PHERL LTz T 4 7 4 OREld, W, 2—¥R47 V=7 M 72481 (fy
NI —2 A7 Y= 2 FODlnsideNetwork 72 &) TH, VAT ANER LT 4T 4
DHEL (—HOA—F=ERDOT T 4T 4IZOVTH) | FATERS N TWTHE
fRCE D4H1TT, 7oL AT, BImRmICAai 2 20 BHY 2 70%E 13 TUser

(admin) Triggered Deployment| T3,

[T 4T 4 X A7 (EntityType) |: 2T 4T 4 £7-13A47 V=7 bofEE, =
oI, FAER SN T THEAETX 5401 (Network Object 72 &) T9, APl =7
A7 —F T ltype] HDOBEEA TV =7 F FFNLEZRRL_LICL> T T4
T A LA T EMRETEET, BE ., APLX A TIET X TUMNIFETHY . AN—RTH
FNFEFA, TNHEETNVIZERINTND LBV ICIEMIZATI L, Enter ¥—%
&, CFFINER LT WERICEE S NE T, EH0BATAS LTHERE
LET, APl 27 e —J 2<%, [FEfi4 72 2 > (More options) ] 7R

(1) 227U wZ L, [API=Z 27 11— (APl Explorer) ] Z3&4R L %4,

BHLEREOT J4IL2DIL—IL
BEOT N vV BREEGTEME T 4 VX EERT D5E. ROL—MCEBELTLEE
v,
W UHATOEZIZIL, TOXAT DT XTOMDOMIZOREEGERH Y £9, =& 21X,
[User=admin] & [User=SYSTEM| &G FEFNTWAHEE, WITNHhO2—HFIZ Lo T
BG4 _ M E—FH L E T,
« WIp DB A T DOHEFIZIT, ANDBERNRH Y £9°, 72& 21X, TEvent Type=Entity Updated
L TUser=SYSTEM] DEENTWBEE., 777 47 22— TR VAT AN v
FUTAEEF LIAR NEIRERINET,
s UA N RA— R, EHFHR, @59, FRI3HEMART 2 P XEHO—FIMEHA T £
A,

227058 |}



DZSN & |
B =rss0z 57 zEREEORR

BHBLUVIVT A TAEEBEDWHESR

BB IO T 47 4 A X FOFEMICIE, [ZERE 2 — (Differences View) 1% 73 &£

TWET, 20X 71T, FWVHREEEFOOS I SNTZHEBERERINET,
«JBBY a TOEANE. BERNCT S A THEITESNTWEERTE L., EBRICERESN-AT
L DETT,
T UT AT A AR NDFHIT, ATV 2T FOLRIONR—T g A TONTEREDEE
T, ZoT AT A AR FOBHIL, 7V =7 FOLRIONR— 3 ANATEONTERE
DEFTT,

FIE

ATFY T [F34 A (Device) 1227 Y w7 L, [T/A\f REE (Device Administration) ]>[ERE DK
(View Configuration) ] V> 27 %27V v 27 LET,
ATy 72 HRO[EAErZ (Auditlog) 127V v 7 LET (REROBE) .
ATYT3 (FTFvav) Avk—YDO7 4 ) HMEL
JBEAA RN TN E Ry 7 ZAD RIS [EHERE (Deployment History) ] FHiE#
TANEHET Y w7 LET,
T UT AT AEHANR D BLOH HEEOFEEUCK LT, [f X hOfES (Event
Type) | EHRZMHEH L TCT7 4V FZFETIERLET, ITXTOTUT 4T 1 OB 2
Rt DI, [ERE AT T 4 (Entity Created) . [FHHEHT T 7 « (Entity
Updated) ]. 3K O [HIBRE A= 7 7 4 (Entity Deleted) ] D 3 DOfLERAEOET,
T4V BFRD X DI £,

-

ATy T8 A efE, R Y 2 — (Differences View) | #7427 U v 7 LET,

B o x7LoEE



| v2x7088

< Deployment Completed: User (admin) Triggered Deployment

Summary Differences View

DEPLOYED VERSION

() Syslog Server Removed

Entity ID: 4al685df-311d-11=8-8
syslogServerIpAddress: 192.1568.1.25
portiumber: 514

devicelnterface:

inside

) Network Object Added

Entity ID: b6dfd101-311d-11ed-893d-a302dbBbcile

) Network Object Edited

Entity ID: ddbcdde 11c-11e8-893d BEb92E%4ca
value: 192.168.2.9/24

EHEIZESTENTHNT, RE LKA TV =7 FofEl s . Added (1ERR)
BR) . F721X Edited () AFERENET, Edited 47 ¥ =7 M,
347Vl PO OHIBRESNTEBEOAF I RINET, BT 3 7054,

garnszEoRz |

PENDING VERSION Legend: Removed Added Edited

subType: Network
value: 12.1.190.8/24
isSystemDefined: false

name: RemoteNetwork

192.168.1.8/24

. Removed (#Il
EHEEIN-@BEE-
BRIz

TA4T 4 ZEIEMNORB LAY F9, AHLIZIE, 7 V=7 b= T 4T 4 XA TH

RENET,

REPOELEEDRE

FEREA SN THWRW—EDORIE D

EHITF L TOZRWERIE, T TORE P OLHE 21k

TCEET, BET L L. TRTORENT A RAFET DREBICRED £, 0%, &RE

DEHZE ) —EZBBTE £,

FIE

ATy T

Web X—2 04 EIZH D [EEDOREB (Deploy Changes) 1 74 2> %27 U w7 LET,

RETOEENHLGE. TA 2B Ry ME& THfRERINET,

ATy 72 [##iA T3> (MoreOptions) |1>[9 NTHE (DiscardAll) 1227V v 7 LET,

227058 |}



2T LER |

B 7 rxszroxszr—t

ATvT3

WRA AT TIOK] &7 V7 LET,

EEPMEFESN, T EARTETTDHE, RETOLEENRNI L Z2RT Ay E—URERS
nNET, BEfn 7 [REFPOLEEDOHIE (Pending Changes Discarded) ] X2 F2MBINE 1
£,

TINAREBEDIY AHKR—F

&M

ATy T2
ATvT3

ATy T4

BHEREAESN TWIARED I —% JSONER T/ AR — FTEET, ZO7 71 /UL,
T—=HATERIF LV a—FOREHNTEATEET, AT RFOMES—L ok v
T4 T HFT R T AT MBI N E T,

T A NEYBHET AL ARBDT A AN VR — b T AL XTxERA, ZOMREIL. v
AT LR T v T ORBEETIIH Y A,

REEZL T O — RTHENS, D b1 ODRHY a 7N IEFIZET L TWAKLERSH Y
ij—o

FIE

[T /34 A (Device) | #ER L, [T /34 A H (Device Administration) ] 7 /L — 7T [RED
#7~ (View Configuration) 1 &7 U v 27 LET,

HIXT[REDHK 7> ua— R (Download Configuration) %27 U v 27 LET,

[T /31 AR EDHAS (Get Device Configuration) [ %27V v 27 LT, 77 ANVEEHRKTH T 3
THEMELET,

77 ANEFANMER L TWD5E, 77 A VOMERA L &I, [# 7 m— K (Download) ]
A4 & [Fileis ready to download] A vt —IYNERRINET,

RIEDYA XL TIE, 77 ANVDERIZEG P NDZERDY 3, ZA7 J A MOER
07 EERLIZY, B ZOR—UIZRE-720 LT, ExportConfig¥a 7RE T LT 77
ANDBERESNDDERHFLET,

T ANDBEREINTZLZORX—=VIZEY, [RET 7 A /VDX T — R (Download the
ConfigurationFile) 7R (%) 227Uy 7 LT, Z7ANET—I AT —a VIBR(FLE
hd‘o

B o x7oEE



| vz27LE8
Device Manager & & U\ Threat Defense 1—H'—7 4V £ XD EE .

Device Manager # & U\ Threat Defense 1—H%—7 7 X
NEE

Z—4—73 Threat Defense (212 71 > (HTTPS 7 7 & R) T 5720 DIREAER L ORE Y —

AERECEETR—IN 2—Y FT—F_X—X LV RT LFERZOEBZE—FITMZ T (F
IXZEDORDYIZ) IRV — " EfH CTX £7, DeviceManager 7 7 E A DiBMO 7 —7 v

i%fﬁ?ﬁﬁy%ﬁ@ﬁ?%ﬁ%:kﬂ@ﬁbf<ﬁé%o

RRIE &2 W T X HEEL DI Device Manager =—H—7 7 v FEHETEETR, 21D
DEFNR—F =T LB SN Z L EdY ER-A, | N\OZ—FRERZEMATLE. T
RTCO2—PFPToEERERBAINET, =y 7ERBIZHY A, 2FEV, B O=2—V
NECAT V=7 NOFFHZRFFICKRADL ZENTEET, TO/BE, 1 A\O2—FEFNRE
BrEFICRFCEET, Flo, 2—PICESWTEERLZWETHZ L TEERA,

5o0a—W—ty g ERFFICLETEET, 6 \BEOZ—FRe A 0358, kbl
Wa—% v a VAEHBIICe ST SRET, £ TA KAV AL LT U RRBY ., FE
TIT 47 a—FEI 20 5% ST RENET,

BBAZxT HBA#E CLI ~0 SSH 7 7 E AT, MRS L OGRAI 2% ET 52 &b T &
T, A= T E R IAN Y — AR EH T LRICHICT =y 7 SHTH, 7 o—)b
+— 777%%(i@m@m%ﬁwn%%%wmﬁé;kﬁféifoD T — A L Hh
Y —Z2OM G CTERET L2 —F2ER LAV T EEN, EBE1—Y— %2R, CLI2—
#— & Device Manager = —W—NANEDDLZ LiExH Y FHA, 2—F—=TH T MIZES
WZAEBIC,

\}

GE) ANV —A—Z AT I5E, RO AAA B — =T N —THRET L), AAA — 33—
PICREREGR AR Y o —ZEpk L T, =—H—» ﬁm@ﬁﬂﬁz IR BB TN ADIPT KL
APFICT 7 EATELEHICTHIET, 2= —lZLDT M ADH T2y b~DT /&
A cE £9,

Z ZTlX. DeviceManager 35 X ONCLI = —H—7 7 ¥ ADFE S 1L L EFBHIEIZOWTHB L
£

Device Manager (HTTPS) 1—H—F M4 EREREE (AAA) ERE

S AAA H— =755 O Device Manager ~® HTTPS 7 7 ¥ A 2k C& £9°, AAAFRGER
FOBRAIZHcT 22 L2k, SEEFERL-NVDOT 7B AL 5 TE, 9 _XTH2—
P—RNa— D NVEHET I ML T A o0 R 20 £,

IS DA —Y %, Threat Defense APITR LN API =7 270 —F 2OV T HERIEINE
j—o

AAA Y —R—TEH 22—V —DRAZRETHIL T, B—NA_R—AT IR arra—
(RBAC) Z#EftCEF9, AT AHEIZV—"—F A FICL > TR LRV FF, =2—F—N

LRT LEE
|



. Device Manager (HTTPS) 1—H—FMSEEREE (AAA) R7E

&

DZSN & |

Device Manager (074§ 5L X—=U0f EMICa—F -4 Ln— A RNERRINET,
AAA Y —NR—TELLT AV "NERETDH L, WOFIATERY 72 ARIZEDT D~
A TEET,

SAML 2 —H—333E

SAML % —NR—= T AT T 4T 4 V—AERTETHEEIL, KBL-NVEEDL T —V %
BELET, Mla—V— ik, ., EATHEE. BEEHEE, HARY /EX AL —
P FHLRVEAL——DRIET /v AZ A THFRETEET, SAML — X—DFHE
ERLTLLIEE N,
RADIUS 21— —&%E

n—/L_X—2 7 7R ar ku—/ (RBAC) Z#ftd 521X, RADIUS H—/"— LD —
P—TH T hEEH LT, dsco-av-pair EEEZEFR L ET (ZHUITISEDHA T, FreeRADIUS
TIXZ DJEMED A~VL1T Cisco-AVPair T, AL TS AT ATIEL WAL Z R LT
LFEEW) . ZORMEZ2—Y =TT P TELL ERSINTWDIXLERSHY 9, ELL
ERIN TV W E | =—H—0 Device Manager ~D7 7 ANES VLT, cisco-av-pair
JBHEDT AR — F SN DHEIZ, kD EFBY TT,

« fdm.userroleauthority.admin (X 7 VEHEZE T 7w A2 L ET, b0 —FiL,
B ANEBEL—PRETTELTNCOT 7 v a v a2FTTEET,

- fdm.userroleauthority.rw | Z#t A M 0 /EEIALT 7 B AZ L L ET, b0 —E,
AR L — P NFETTELTRTOT 7 v a VEFEITTE, HELmER L OREH
THZELTEET, 77T Lb—RDA A=), N7 v 7TOEREET, BE
1 7' DFR, DeviceManager 1 —H—Dt v a VO TRE, VAT AT VT 4 VIR
T a Nl LTORGIR™H Y 3,

« fdm.userrole.authority.ro|3FAM Y HHT 7 B 228 LT, Zhboa—FiF, ¥ v
VaR—REBREERRTEETN, EECTEERA, 2—FPELELLLES ETHE, H
RBARELTNWDZ a2 RT I — XA v—URERSET,

FIE

[7 /34 2 (Device) 157 Vw7 LTinb, [PRATLERE (System Settings) | > [EET7 Ut
A (Management Access) | V > 7 DIEIZZ Y v 7 LET,

[System Settings] ~— VN T TIZR RSN TV DHEETE. HIK T [Management Access] & 7 U v
7 LET,

ATY T2 FERRINTORWEGEIEL, [AAAGKE (AAA Configuration) | ¥ 7427V v 7 LET,
AT w73 [HTTPSHEf: (HTTPS Connection) |4 7Y a > D&IE,

* [‘EE/REST APIFH O —/3— 27 )L—=" (Server Group for Management/REST API) |: 77 A
~ URSREY — A & L TR % RADIUS 7213 SAML H—3— 271 —7 (SMERRERR 7
M) £ikve—hn 2—9P— F—2~X—2R (LocalldentitySource) % &R L £,

B o x7LoEE
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Threat Defense CLI (SSH) 1 —+#—mastmziE aan) %z [

YNNI N—TWELEHFEL 2GR, V2% 7Y v 7 LTTSIMERLET,
RADIUS D54, H— 3= LIZRADIUS —R—F 7V =7 b /B L T/ — 7128
MTDUELEHDETH, = NR"—T N —TE2ERTIHEEIWLINEFETTEET,
RADIUS OFEIIZ OV TIL, RADIUS H—_"EBL O/ L—T7 25 L T 72XV, SAML
DFEAIZOWTIE, SAML —R_—0OEE SR L T 7ZE0,

o [ — M K HFEAE (Authentication with LOCAL) ] (RADIUS ®Z) : 4 RADIUS H—
W= N—T%@RNTE5E6, ve—/V[EH (admin) | TV beEen—HL 7 A
TUTAT 4 V=AM TLHEELRETEET, ROWVWTOUNEERL ET,

« BBV — 3Dl (Before External Server) ]: A7 AL, £Fm—A/1 Y —ZIZxFL
Ta—H4 L RNAT— FEfR LE T,

o PN — D% (After External Server) | : SN Y —ANMEH CTE WG S F2id=—
T HT ERIE Y — A TRONSERENSTZHA/ITDHR, a—h ) J— AR
SNFET,

s [EHA L2y (Never) ]: GEHfELE) m—h v YV —2ARFE o= EHAESNRW D,
EHEa—F L LTl TEEHEA,

ZE [ L72vy (Never) | Z3iRT 5 &, [ (admin) | 7 D> F&HH
L T Device Manager (21 74 L TE <720 £7, AAA — =ML
TERLBROTEHBEETLTAAA F— =D T U v MREDHES TV
ZEEIE. VAT ARy 7 ERET,

GE) [ —H Wz X D3%GE (Authentication with LOCAL) ]i%. SAML %3 545
Bl S EHE A, SAML TiE, SAML 1 7' A UEHRAE AT D721 [v
VTN A A (SSO)  (Single-Sign On (SSO)) |V > 7 Z#HRIIZZ Y v
ITHEMBENS DD, O—HNDa2—HP =4 L RAT— 2 ANTHI L
T, WOTHR—HNT —F_X—2A&HH LT/ TEET,

ATy T4 [{R7FE (Save) |27 U w27 LET,

Threat Defense CLI (SSH) 1 —H—F M4\ EB:25E (AAA) HF

S4EB RADIUS - —/3—7>5 D Threat Defense CLI ~® SSH 7 7 & 2 &t ¢ X £4, RADIUS
BB L OHAZHNNCTHZ LT, TAA AT L@ RO — I v —FT h o b2 iEH
THDTIERL . BHOFGEY — AL S FSERL-NDT 7 v AEAZRMET S Z LT
\iﬁqo

Z 6D SSH A — %, Threat Defense API B X TNAPI =7 27 00— F 2OV TCITERIE S
NEHA, SSHOFAIZERT DHIDIHEHTDH A=A LF, HTTPS 7 7 ZRAIZHLE
DEITHEY F4, =77 L. SSH & HTTPS DO J5 DO FF A 44tk TRl U RADIUS == — W A 3% i
L. EH5078 Fa b THRHEDLI—FNRU AT AIT 7 BATEL LT DI LidalhEE
<7,

LR LEHE
|
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2T LEE |
B threatDefense cLI (SSH) 1 ——FADSHEREBIE (AAA) BE

SSH 7 7t AlZa— /L _X—AD7T 7 & Alf#l (RBAC) Z#2{t7 52X, RADIUS #— 3 LoD
=TT N EEH LT SarviceType @tz ER£ LE T, ZORMEITZ=—FT D T
FERENTWVAMERHY 7T, EXEINTVARNE, 2—FD SSH ~DT 7 & ZANHER &
nEJ, WiZ, ServiceType BETHY AR — SN TWAEEZRLET,

* [Administrator (6)] : CLI ~® config 7 7 ¥ AL &t L E 9, b= —H L, CLI
TIRCOa~vy RefHTEET,

* NASPrompt (7) £721% 6 A D L)L . CLI ~® basic 7 7 E ARGEERE L £, i
bOa—HTshow a~v 2 FRE, F=F VU IRNTITNY a—T 4 T DIZdDHH
BYEEHa~vy RefHTEET,

RADIUS = NTELLTAV L FEBRETHE, WOTFIETSSHEET 7 AHIZEDT
B NEAEIMITEET,

)

GE) m—WNY—RENEY —ADOMW S TEET 22 —F2/ER LT3y, EETL2—
W4 BT D85E1E, R UGRiEHER 2R > T D Z L AR L E 3, FFrHERS 12— L
2—WTH T N TERRDGE, ININN—VarOa—FT I FORAT— RE[FH LT
QA THZLITTEERA, Bl A TELZDFR—HIVDNRRAT — REER L-EED
HTCTT, HERBFE TGS, AU — RN D L REL T, AT /27— R &> THES
a—FEHEn— I a—FOLEELTa A L TWAINR T ESNET, o —hv
F= A R=ANMERENFE TN, 22— AR — DT —F R— A FET BRI AT — KR
ELL WS, MR — "R E 4, SN Y —ADANAT— RRELWEE, 74 VR
R LET,

1R BHEIIZ
N EBL—TICROFEZ BN L, HEBEVICRTETEDLLIICLTLEE L,

M — =R Ta F A 95 L, Threat Defense ITMBE Rk E 2 ER L9238, = —
P—t v a VERFIERTDHZEIXITEEEAL, 22—ty a V2B T DI
I, FERGETAOMERH LT T, 2—PFIUIRDE DR A v —URERINE

9, [New external username identified. Please log in again to start a session. ]

o« [AERIC, D 7 A o LIBRIZ Service-Type TEF L7- 2 — VW ORGENEE S iz
I, 2—IEHERGET OMERNH Y £F, =2—PFIFRKRDOL IR A v&— /73@1%/7‘52%?
9, [Your authorization privilege has changed. & v 3 5 V& BlET B2 H 9 —Eu /A v
LT &V, (Please log in again to start a session.) |

FIE

ATY T [TA A (Device) 127V w7 LThE, [VATLERTE (System Settings) | > [BEET7 I+
A (Management Access) | V> 7 DJEIZZ Y v 7 LET,

LR LEHE
EE I
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Device Manager 1—%'—+ v 3 v DERE .

[System Settings] ~*— VN TIZRK R SN TWHEETE, HIK T [Management Access] %7 U v
7 L/ \i j—o

RATY T2 BRI TORWEGEIT, [AAAGKE (AAA Configuration) | ¥ 7% 27V v 7 LET,
AT w73 [SSH##: (SSH Connection) | DA 7 a v ERELET,

o [r—237v—7 (Server Group) |: 774 < VUGRGEY — A & L TfEHT 5 RADIUS ¥ —
NI N—TE T —h)V 22—+ F—H—2Z (LocalldentitySource) % ZR L £3, 4+
HRFRREZME 35 RADIUS h— ) —T7 2 RIRT LM E R H Y 7,

PR TN =T IR ETEHE LI WEE X, [ LWRADIUSY— 7 b — 7 OfERL (Create
New RADIUS Server Group) 1 V> 27 %27V » 7 LTCHFITERLET, =T &I
RADIUS =R 47 V=7 FEEHR L T L—TI0BMT 208 H 0 308, —
TN—THEFRT HEZILINEIATTE ET, RADIUS OFEMIZ-OWTIX, RADIUS
P— BN N—T2HR L T EEN,

SSH#Kt CTlx., Z V=7 HNOERHD2EDY—"OLPMEREN D Z LITEE L TLEE
W, 3D EDY—NB L I N—T T 5 5E, BIOY— "R TEND Z &I
HYFEFA, SHIT, [T ¥ A L (Dead Time) | & [Fe KKHBGRITH (Maximum Failed
Attempts) | Z/V— 7@ SN EE A,

e [ — B K HFBEE (Authentication with LOCAL) | : M — /8 7 L— 7 %3 INT 545
B R—HNTAT T AT 4 V=AM 55k ETCE LT, SSHT 7 AT
X, B = I NT = Z R PN — ORI HER SV E T,

ATy T4 [{RF (Save) |27 U w27 LET,

Device Manager 1 —H—+t v 3 U DEE

[E=42 1245 (Monitoring) [>[tv 3> (Sessions) | #i#IRN§ 5 &, HIfE Device Manager
A4 LTnoa—HF—DY R MRFRINET, ZOYU R ML, Fa2—FRBUED
tyvaiin A4 LTV SRR ENET,

B U —P 4N EHEIZFREINAEEIT. 22— RERLHFETLT FLANSEYy Y g 20
W2 EEEWRLET, By vaid, 2a—FL4EEELT R RIZESHTREINTERR X
. vy ra NIEEOEA LAZ T EELE T,

CDOVAT AT, 5ODFRB—F vy g UNAETT, 6 ABO—YRNu s A 15
L RbBEWEEOE Yy Y g URHBINICe ST FERET, £ TA FLVREO—Y
X, 77T 4T 40320 520w EBEICe 77T hERET,

Device Manager = — " —3GR 572/ N2 T — K& AJj L, 3[EMEKEL Ta 7 A KRB L2
B T AU MEISHHey s ERET, 2= F—RHEr 7 A U ERADITIT, FHET D%
e Y £7, Device Manager = —W—7 v Naenw v 7 fgRd 5 ik icf?)@ FHA, F
7o FRATREES e v 7 2 A L7 U F T2 2L b TEEEA (SSHEZ—F—D8E13,
INODORELHREL, ThHU o houy 7 ZMERT 22 ENTEET) o

LR LEHE
|
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DZSN & |

. HNERL—HF—FBAD AR /N4 HA L= T Device Manager 7 7 £ A DER1E

VEIZE LT, ty v a v Ol (deete) 1712 (0) 2209 r4520i1cky, =2—
P—tyraEZRTIHLILENTEET, BEHFOEYy Y a U EHIRT L, AbR
JTURINET, BEyarERTIRRESE. vy 27U MR 2—F =33 <
a7 A4 BT ZENnTEET,

NEL—F—FHDRAAR /N4 HAL =Y k TO Device Manager 7 7 t

ADEMIE

Device Manager +—#—HIAMBRIEEZRET D L. ZNHDZ—HF—[INA T A T
TARXT DT I T A TBILORZ U ANAEEBOW I 74 TEET, 2L, AF A
2=y haOPEIR 7 A U ERDSEDITIE, T/ T 47 2=y baOr s AL LT,
WL OPDBINFINEZ AT L LENH Y £7,

P —PF =T 7T 4 Ta=y NI Tr A oT5E, FOa—F—La—HF—DT 7
Y AMEETERT DA T V27 PIMERESNE T, BHEE FZIIHARY EE AR —TF—1T
FO%, T T 47 REEN—YT—FT V27 POBREFEBEL, AZ U A HETER
ENDEICTARERDY £7°,

JEB B XL OEBORTCORPINIEFIZE T LTHUD T, IMfa—P—ZAX (2= M
oA TEET,

WHH o — Y — L PHIY B RH 2= —L, T/ T T o=y Men s A VRICERE
BEICEEY, 2720, BARY EA V3R EZEATE WD, BWUIREREZ R
22— Y |IHELXERZEKET IMNERD Y £7,

Threat Defense CLIOOO—AJ)L A—HF— 7 HhH > FOERL

ATy T

ATy T2

BB T D05 T34 ATCLIWCT 7 B AT 52— —2ERT&Ed, ZNHDThY
VRNIEBT SV = a DT 7R AT ST, CLINDT 7B ADOBZRBHEHIRY
9, CLIIZ "I TN Y a—T 4 v IRoE=Z— U RIS £,

BEDOTNA A2 biln—=a—Y =7y b —EIERT 52 i3 TEEtA, 71
AZLICEAEOO— N a—F—CLIT T DOy " RBHY £9,

FIE

config #EfR & FFOT h 7 v FEMEH L TT A AD CLIICu 74 > LET,

FHEL—YF T U MIISERMERZH Y £725, confighéfRzFio> Wil EDT v
VI COHLEEHY EHA, SSHE Y avrFE-idary Yy — L R— b 2FEHTEET,

BEDT /A A T /LTI, a2/ —)LiR— k5 FXOS CLIIZ#E) L E£9, connect ftd %
R LT &I A8 o CLIICT 7EALET,

a—F—=Th v MEERLET,

configure user add username {basic | config}

B o x7oEE
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ATvT3

Threat Defense CLI O O—H1 )L A—H— 7 H > FDER .

ROMER LNV 2RO —PEERTEET,

e config : 2 —V—IZHET 7 B AL HELET, T _XTOa~y ROFEBEEHERN 2 —
FIZH 2 bNET,

ebasic: =P —ZHAWRT 7 ¥ AMENELET, ZhiFa—VIcREaTI~YL FOAT)
ZERFALEE A,

51

WORFITIL, config 7 7 B AMEZHH LT, joecool & W\ I HRIDL—HF T h o MBIl E
T NAT— NIIANRICHEERRE R 5,

> configure user add joecool config

Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
joecool 1001 Local Config Enabled No Never N/A Dis No 5

GE) configurepassword 1> REMEH L TRAT— RELETE 32 L ba—H—(C
fmzxE7,
(ER) BEX =2V 7 4 BHZMeT XTI FOMWEEZTEL 7,
ROa<y REFERHLTCT 74V 0T Ay MNaWEEAER CTEET,
- configure user aging username max_days warn_days
=P DONRAT — ROFHHIRERE L ET, SATV— RORERAGAEEE. AWREN
AW Z L a—FIBmET 585 2 WIREIN & 2 2 BATNCEIT T 502 HE L E

T, EHLLOfEL 1~9999 TT A, ZEEETORAMITERRKABLUNICTEZNERH D F
T, THT L SOVERIFIZ R AT — FOFREIRIZH Y £H5 A,

- configure user forcereset username
WEla 7 A VR 2 — IR AT — FERHIICET T2 K 5 2R L £,
« configure user maxfailedlogins username number

TAT RN a 7 SNHEIOER LIz 7 A VR OR KA E 1 ~ 9999 £ TTHE
L %7, configureuser unlock 2~ > R LTT AV vy 7 2R L E3, #r
LW oy bOFT 740 ME, SEEBETOR T A ORKTT,

« configure user minpasswdlen username number
IRAT— ROF/NEEZ 1~ 127 FTCTHRELET,
- configure user strengthcheck username {enable | disable}

NAT — ROEBRHZ 2 —FIZx L TRAY — REEZ T LD ICERT D, SAT—
NOTREREE A AN EITEDCLET, 22— — 2T — FOFMHIRBEIN =55
F 7213 configureuser forcereset =~ > RZEH L7256 1X, = —F—2BRkica /71 Lz
LEICZOEMRHERICE RN R £7,

227058 |}
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B o xrromeBErroryrayy

ATV T4 VEIIELCa2—YF T v FEFRLET,

A=Y THy s " hbuy 2Ty MLEY ., THY Y FEHIBRT D0 £iRZ OfMORE
AEIELTZYD LRTERERWAREEDR SV 3, VAT LDa—¥—=7h v B4
DI, Roa<w FelfLET,

» configure user access ——'4 {basic | config}
=W Th T NOWEREERLE T,

« configure user delete username
fRELET Iy NERIBRLET,

- configure user disable username

BELET AU FPEHIBRETEDCLET, 7H T P2 AT 2ET2—Hidn s
A TEEEA,

« configure user enable username
BELIET AU MR LET,
« configure user password username

BELIa—VPDONRAT—REEH L E3, 2—F—(JlF configurepassword =~ >
EHEALCHSONRAY— REEETHLERDH D 7,

« configure user unlock username

B 7 A YT ORRNEGREEEOBIEARKE T v 7 Shica—Y =T hvr haen y
7R L ET

VATLOBEEEIEI VY FETO Y
MENE U T, Y AT AEH/EHSEZIIyy MU TEET,

TEOFNELIAMZ, reboot =< FE /=1 shutdown =~ > FE2HH LT, SSHE v g%
721X Device Manager CLI 22> Y — /A nBH I NHDH AV #FITTHZ L TEET,

FIE

ATY T [T3A A (Device) 127 V27 LToD, [PATLERE (System Settings) 1> [H2E/ > vy
k&> (Reboot/Shutdown) 1>V > 2 %27V v LET,

T TIZ[V AT LRE (System Settings) | X— V2 FRr L TWHEAIL. BIRO [HES)/ > v~
k&7 (Reboot/Shutdown) 1 %27 VU v 7 LE9,

ATV T2 VEREREFTTORF &) v LET,

B o x7oEE
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22760 +r5Inva—5125 |

« [FEHE) (Reboot) ]: v AT ABEFIZEMEL TE LT, AT L THRBMIRICEDS
RWNGE, TAA AEHESTEEY, £, VAT LY T =72 u— 570
(2T A A BEEIT 5 K 9RO DFIENN O0d Y £7,

s[¥¥ > h& 7Y (ShutDown) |: AT A% ¥ ¥ v hF T LT, il &7 ik CER
A T7ICLET, Xy FT—I BTN, AZHIBRT 556, 728 21375 A 233 H#19
DA, Yy MU VEBEHLETS, TAA A2V Yy NE U LIERKIZ, N—F
T2 T DFUNFTAAL v TFNOLDREREF AT HIENTEET,

ATYT3 T arRNETTALHAETHLET,

ALV AN T AT T —NMCERE L TWAERIE. 77 AT U4 — AN vy NE T
THELEEW VAT AT T M= —1LFET, ROTua 7 MnERENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ISA 3000 DFE., V¥ v METURETT DL, AT A LED WNHET LET, EIRZL 50
2, < B 10 - TL &0,

VAT LAOHEENE LT v v FX U X, Device Manager £ 72X CLI T T 7 23 &
FATTEERE A,

FHEEH . Device Manager D X— VN EH S, FEEINE T T w4 o R=UICBE L
F, BEBNETTORNIN—VE2RHLL Y &35 &, £ DR TO Device Manager Web
Y= N—OEERIEIZIESN T, Web 7 7 U HIZ 503 £7213404 =T =R EREND Z LR H
0D ET,

Ty MU UDBE . VAT AIREINCE ST RE LR Y | 404 =T —RERIN
9, VATLAERERICATICLEYIELTWATED, ZHITEESN AR T,

DRTFLD RS TIN a—F4 08

TITIE. W ODPDVATALNAD N T TN 2 —F 4 T DR AT B I UEREIZ OV T
G LET, BEOHIE (778X artue—LRY) ORI TN a—T 40 T OFHMH
WL, TOBRBICET2E RS L T E0,

BRET AT 560D ping 7 KL X

pingiX, FFEDT RUANMEMAIEE T, IWETHMNE I DT 52O/ a~ T
To ZAUTEEARBHRSIEL TWD 2B LET, 2720, T ATETIN TV AR
DRV —IZEV, FFEDXATDNT T 4 v VITEFICT A, AZ BB TERNWIENH Y
£7, pingCLI 2> Y — 1 ZH<, ERIET A ACLI~OR T A i ->T, T2 &
MDTEET,

227058 |}
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B s5:7xr52:00png7 LR

\)

6=

VAT BFEBDOA A =T 2 A ARB DD, T KL ADping i END A ¥ —T =
A AZHETEET, Bac T A NTLHILENEETHLHD, HEICELWa~ L REflif
TOMENDY 7, 7oL 2E, VAT ATEREA X —T A RAEN LTI RIDTA B
AP —=N—(CBET LMER DY £, ZO%E, pingsystem =2~ > FaMH L Tl a7
A NTLHMENRHY £, ping ZEHT 5L, HEROT—% A F—T oA A% 8L TEH)E
TELDET AT LD, FUHERERELNRWATREERH Y £7,

HH O ping I%, ICMP N7 MEfEH L CERiZT A N LET, Xy T —27 TICMP »%E1E
SNTWAHEAIE. ROVIZTCPping #EHTEET (F—F% A ¥ —T =4 AD ping D
) .

IP 7 RUAFERITZEREMAA M (FQDN) OWT 22 % ping TEX £J, ping 23 FQDN T
BERET B 720Dl BEHA L A —T 2 A AETIFT —H A U F—T 2 A ADWTIDITHE S
AT DNS H— "= IP 7 RLAZIEFICKTLERNS Y £3, BHA X —T oA AT —
A A B =T 2 A AfEHNZ DNS = N"—ZRETLMLERNH Y £, FFEDA v F—7 =
A AT DNS b= "—NRE SN TWRWEEIL, dig=a~y FE2EA LT, %ED FQDN O
IP7 RLAZRKRLET,

WIZ, *y NU—2 7T RV R % ping T 520D ERA T arwzRrLET,

EEBAUA—T A REN L7 FLAD ping

pingsystem ==~ > RZEH L £9,
ping system host

RANMIIPT RUAETAIFEREM KA A 4 (FQDN)  (www.example.com 72 &) (2T
EFET, T—HF A F—T=A A% LT ping LITEV, VAT L ping DT 7 4V M
EH Y /A, pinglECltc ZFEH L TEILTHE TRl b Ed, WICHIZRLET,

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms

>

=TT T—TNEFERTET—F A3 —T A REN L7 FLAD ping

B o x7LoEE

pinga~> REHEHALET, A v F—T oA AZFEETTIC, VAT AR EHIZAA b
ANDON— NERBTELNEINEZTAMNLET, VATATEFEZOLIICLTHT
T4 D EN—T 4 TT 5720, —RENCETTIVLERHDDIEZDT A K TT,

ping host

RITHI 2R L ET,
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EHETR T 500png 7 KLZ [

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

GE)

HALTT M, BORLEZE, 7y AR, EHITERETDIT—H RE =%
ETEXET, FHATRERAS Y a v E2RRTDHIZE, CLITVT A oD r—20 9]
AL ET,

BEDT—FAVA—T A RENLEZT7 FLAD ping

BEDT —H A 2 —T oA A%fH LB T A N4 584, pinginterfaceif_name
av s REHALET,

ping interface if_name host

Wil ZR L FET,

> ping interface inside 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

TCPping 2#EAT 3T —3F A VA—T A REN LT KLAD ping

pingtecp =2~ R&{EH LEJ, TCPping TiX, SYN X7 v h&EEEF L, 585805
SYN-ACK /37w b3l E D LRk & /e LET,

ping tcp [interface if_name] host port

RARETCP R— FE2ETLHHLENRSH Y £9°, FQDN OHLHVHEIH L TV D EA1T,
nslookup fgdn-name =~ > R&ZfEH LT, IP 7 RL A2 L £7,

FF L a T, pingBEETEHA L E—T oA ATIEARL . pingDEEFETA L F—T = A
ATCHDHA L H—T 2 A AEEETEET, ZOXA 7D ping Tl&, T N—T 17
T NEMEALET,

TCP ping Tl&. SYN/XF» R&EEFE L, 5856005 SYN-ACK /X7 » M IRI D &)
ERARLET, WITBIZRLET,

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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GE)  HALT T, 0 LEZE., B3IOTCPping DEETT FLALIEETE £, A
TRER ATy a v EBFRTAHICIE, CLIT~NSVF A oD —20 19 2R L £,

RARFETDOIL— FDIER

IP7 RLASND NT 7 4 v 7 OFEFETHBEREEL THDEEE, AA METOL— b ZBH
THZELICEoTHRy NU—7 RACEENR RO E ) DERTEEd, FL—ZL— T
I, ZESEICx LT, 2R — N CUDPXT v hZ2EFE LD ICMPve = a—%X[F L7D
LET, 3 FE TORPITH HL—F D25 ICMP Time Exceeded A vE—I0NiKEN, hL—
AN— NMZZOZT—RNREINET, &/ —RiI3 207y NaZET 5720, Akt
REEDLIEEN1ED /) —RIZHo&3EHY 9, tracerouteCLI = Y — &<, £7201%
TNAACLI~OR 7 A NZE-T, #FEMHTHZENTEET,

)

GE) T—HA¥—T7 AR (traceroute) F7-IXEMBEEA > ¥ —7 =1 A (traceroutesystem)
PRHTHL—FE RL—2FT 572000 a~y RRHY £, @l a~y R
HEolzLTLiEan,

WRDOFIZ, N7y MR- THNZE RSN D WO H HFERERLET,

HAhES B

* BA LT T NOMBNICT B —T ~DINEE%E LEEATLE,

nn msec K —FT, MELEEDO T =707 7 KR Ao bR
(XU .

IN. ICMP * v NU—ZZHETE EH A,

'H ICMP 7R A MZHEETEX EHA,

'P ICMP 7' |k 2 /LZEETE £H A,

A ICMP NEHFIZ L > TIESL TV ET,

? FRAHD ICMP = F —723 84 L E LTz,

REEEA VA —T A RAENLIzZ/IL— DB
traceroute system =~ > K& L E 7,
traceroute system [#%#¢/t (Destination) ]

RA MTIE, IPV4/IPV6 7 R L A E 2135 2ERM K A A 4 (FQDN)  (www.example.com
72E) BEMTEES, RIIHIERLET,

LRT LEE
w0 | I
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FRAZD =2 L— b~xT [

> traceroute system www.example.com
traceroute to www.example.com (172.163.4.161), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms

10.

O J oy U WwWN

O

88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms

lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms
04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms
wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms
wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187 ms
rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms
rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms
sbb-gwl.example.com (172.16.16.210) 7.396 ms 7.548 ms 7.653 ms

10 corp-gw2.example.com (172.16.16.58) 7.413 ms 7.310 ms 7.431 ms

11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms

12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559 ms
13 dcz05n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms
14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms

T—RAAVA—T A RENLIZIL— FDEH
traceroute =~ RafifH L x4,
traceroute [#fi/c (Destination) ]

T A B —T 2 A RAIDNS == RETLHHE. KA MIITIPv4/IIPv6 7 R LA
F 721X www.example.com D X 5 2522 Effi KA A 4 (FQDN) #{8ETE£3, FFED
A B —T 2 A AZDNS B — =P E I N TWRWEEIE, diga~vy REfH LT,
FREDFQDN D IP 7 FLAZMBR L E T, RICHIZRLET,

> traceroute 209.165.200.225
Tracing the route to 209.165.200.225

1 10
2 10.
3 10.
4 10
5 10.
6 10.
7 172
8 209.

)

.83.194.1 0 msec 10 msec 0 msec

83.193.65 0 msec 0 msec 0 msec
88.193.101 0 msec 10 msec 0 msec

.88.193.97 0 msec 0 msec 10 msec

88.239.9 0 msec 10 msec 0 msec
88.238.65 10 msec 10 msec 0 msec

.16.7.221 70 msec 70 msec 80 msec

165.200.225 70 msec 70 msec 70 msec

CE) HALTTb, Ny Mg, 1 J— R ry v, BLXO L —2b— K
DERFBTE LTHHATAZIP T FLRAFRIFA v F—T oA AEFFETE £, HHATHE
RF S a v ERFTAIZIE, CLITST Ao —20 19 ZERLET,

TINARAD FL—X)L— F~ADETR

7 7 # /v FTTlE, ThreatDefense 7 /34 AL, hL—Z)b— MNIKy 7L L TERRINEREA,
FREND LT BIZE. T3 AZEBET D37 v OIFER AlBERFF 2385 L. ICMP £
EARREA v =D L — MRZECTHERH Y £3, TOEOITIE, HERY—EZARY

v— J)L—)b

£,

LFEOMDAT T a L EFHET D FlexConfig 77 V=7 b EERTHIHLERH D
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B 7 zor—z0— xR

P—ERARY—& T T 4T 7T AOFEMITOVTIL, hitps://www.cisco.com/c/en/us/support/
security/asa-firepower-services/products-installation-and-configuration-guides-list.html "¢ AT R E 72
[Cisco ASA Series Firewall Configuration Guidel] # &M L T< 72 &0,

\)

GE) XUy MEGERE (TTL) 25727V A 458, TILBN 1Oy MIRey PEnES

ATy T

ATvT2

ATy T3

D, HERIZTTIL D REWSRT y FE2FREBESNDL By v a Tk, ESRILE
9, OSPFhello /X7 v b ED—H D/ MITTL=1 THEEINDHT2D. X7 v MMkl
M (TTL) 25727 VA b5 &, FHMLAWVEERNRETHAREERNHVET, FT 74y
7 JITAEERTDHEICIE, INOLOFEBFHICEREL TIZEN,

FIE

[T/84 R (Device) | > [5£#15%E (Advanced Configuration) ] C [BXEDE R (View
Configuration) 1 %227 VU v 7 LET,

FEMER E D H IR T [FlexConfig] > [FlexConfig4 72 = ¥ k (FlexConfig Objects) 1 %2 U v 7
LET,

TTL Z O3 720047V =7 FEER L £,

a) HLWAT V=7 FEERT DT, [HARZ %2270 v 7 LET,

b) A7V r Fo4uEiEATILET, #l. Decrement TTL,

) [T 7 L—1 (Template) | =7 4 ¥ T, £ T v MaEFLKROITEATILET,

icmp unreachable rate-limit 50 burst-size 1
policy-map global policy

class class-default

set connection decrement-ttl

d) [*7—Fr77b—1 (Negate Template) | =7 4 # T, ZOREXZ IR T2OITHE
ITE AT LET,
WYY 7 E— R CTa~vy REAHCT L0, FF—F T 7 L— ko, #Hla~vr K
LRRIZZN GO a~r FEEDLMNERH Y 7,
FlexConfig N U =6 2047V =7 F&HIR LSS (EFICHEAINZE) . BX
CEANKBRLTESGETH ELXHOREBIZY By M 5720)) | xF— T 7 Lb—
FSEA S ES,
Lo T, ZoOfITiE, X7 —F 707 b—MIKRO L HITRY 7,

no icmp unreachable rate-limit 50 burst-size 1
policy-map global policy

class class-default
no set connection decrement-ttl

e) [OK]Z7 Vv 7 LAV FERFELET,

LR LEHE
@ | I
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ATY T4 A7V =7 k% FlexConfig /R U ¥ —IZEBIM L £,
FlexConfig " Y & —NDEIR L1247V =7 NORERHSIVET,

a) HIKT [FlexConfigih U *— (FlexConfig Policy) | %7 V v 7 LE7,
b) [Z—7Y AL (GroupList) | C[+] %27 U7 L%,
c) Decrement TTL A7V =7 F&@®IRL, [OK]Z27 VU v 7 LET,

Tl bEa—l3I7r 7L —bhpavry RTHEHSNET, PHREND I~V RBREREINT
WAHNERLET,

d) [fR1F (Save) 1227 U7 LET,
INTHRY v —%EBTEET,

NTPD ST a—F 44
AT AE, FHET—EMHOH AEMICESWTIELLEEL, 4 Xy MReZFDMoF—% R

A2 FEIEREICOIE L £, DA b 10, BAEAIZIE 3 D Network Time Protocol (NTP)
P R—=T, VAT LANFHIMEHTE HMEREZEG T2 ICT24ER’HY £,

TN ADEERGEX (A A > A=2—T[7T /3 A (Device) |27V v7) 12, NTP ¥ —
N ~DEFAT —Z APRENET, AT —ZANEAELITA L POOBRE, RELE
= N— ORI RN SV 77, B OBBENRE S 72y (—Rp e BE TR
Hlix. ROBEEZR L £,
« £ 9. [F/NM1 R (Device) | > [ RFLEE (System Settings) ]>[NTP (NTP) ] T3
LEDONTP r—N"—NEEINTWDL I MR LET, JHTEMFICR>TnERA
23, NTP %— =33 DL L& 25 LGN KIEIC ELET,

CEBA LA —T oA AP T RL A (T4 R (Device) |>[SRTLEE (System
Settings) | > [EH 4 % —7 4 X (Management Interface) | CEF SN D) & NTP
P—R—DRIZF Yy FT—2 RANHD L 2R LET,
EHA LB =T AR T NV ANT —HZ A X =T 2 A ATHY, T 74/~
N— MBI REY 25 A. [T/A R (Device) 1> [JL—F « >4 (Routing) ] T NTP
Y= N—lIHT DAL T 4 7 L—hERETETET,

c WRHIREIRA =T 2 A A= U oA ZRET DAL, 73 A CLLIC R
74> L, pingsystem 2~ RZFEH L TH NTP h—"—~DR > T —27 /A0
HOMEI DT ARLET,

cTNRAACLIIZR A L, RO R LTNTP ¥ ——0D X7 — 7 2 & filgid
LET,

sshowntp : 2 < RNk, NTPV— & Z DR AVEICEE T2 AR 2 E#RE R~ L E
9, 7272 L. DeviceManager Dt A7 —# A TIIZ DMOFERZHLEHL TR T —4

LR LEHE
|
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ARERTIZD, ZOa<wy RPRTRESCE R AT — X ARPRTHEE —H L
TERBVET, TOavr NIECLI 2y Y —AMSLRITTAHAIE L TEXET,

system support ntp : Z =2~ > NiZiE, showntp OH A&, NTP 7’1 | 2L TRl
SNHIEAENTP 2~ > R ntpg DN EENTWET, NTP [AHZ iR 7 5 LB
HOIBEET., oavr REHHALET,

[Results of ‘ntpq -pn] O ZERLET, 72L& 2L, RO LI ICERRINET,

Results of 'ntpg -pn'

remote : +216.229.0.50
refid : 129.7.1.66

st 2

t tu

when : 704

poll : 1024

reach : 377

delay : 90.455

offset : 2.954

Jjitter : 2.473

ZORFITIL, NTP —"D7 RLADRIO [+ &, BENREMTHL 2R
FI, TAXVRY * 3, BEORKIFEOE T 2 LET,

NTP 7 —% > (NTPD) X, T OHEESND 8 DOV TNDATAT 4T
D4 RUEFEHLT, 1 o0V FLEE 7T v LET, TO%, suy sk
PIZESTELWF Y A ~v—ERIERT 4 v H—DREINET, KRIZ, NTPD2SZ
TR M) v THRBEAFELET EfOA 7y h 2T RN v FBEDYS
DLEIZTHZ 3T ERA) o BOBIE, <7y FOEK, 1T ——0DfH
BFEL T DERLEF TN TOBEMPIESINDS & FHPICEWVBIENE U F
T, o, FABICOIEFICEWVRREINR N0 £, 7ay 7 {#ET7LITY XATE-
T, 7nuvyl 378y LAV L —% =5 —%fFRTHXLENRH Y TN, =
FUTITERRER D D ATREMES 0 £ 9,

GE)  refid 23 LOCL. DA, BT BNERBEOR =T 70y 7 Th
L2 LxRLET, DFV, FHREICEOR—HNL T 0y D
HAEMHLUET, ®IRL7ZZET 2 LOCL. OH;4 . Device Manager
(INTP#fe 2 123t GERM) (~—2 LEd, @H NTPIL,
LV @G 2 FIHTE %G, LOCLEMiZ2 3R L £H A,
DI, = N"—% 3O ERETLIVLERDHY £,

BB UEA—TAADDNSD STV a—TFTa2T

WA LB —T oA ATFEHTHDRLEL 1 OO DNS —_"EHRETALERHY £,
DNSH— 3, A<w—F T LR, F—FRX—ZDOFH (GeoDB., /L—/L. VDB &) .

B o x7LoEE
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BIORAAL VA BRRTDIULENSDZOMTXCOT I T 4 BT 4 R EDY—EA~DY
T NGO - DI HNEE T,

DNS $— "OFE XM HEARIEETT, 71 AOYIERRERIC, AT 2% DNSH— D 1P 7
RUARZANTHI20TT, ZOREIL, [T/AM R (Device) 1> [P RTLEE (System
Settings) ] >[DNSH—/\ (DNSServer) | X—Y TH TER T £,

72120, v bU— 27 OGO RIES DNS b — NHEDOBED =D, VAT AINGERE
fifi KA A >4 (FQDN) %R CE/RWI ENHD £, VAT ANDNSH— "% T& /2
WA TE, MEZREE LTI 572010, LFNOEEZMF L T 72& 0, DNSO—fiy7s
MEO NI T Ny a—T 4 v 7HSRLTLIIEIN,

FIE

ATy 71 MEOEEZMHELET,
a) SSHEMHLTT A ADCLIIZRZ A LET,
b) ping system www.cisco.com Z AJJ L E ¥, IRD K 572 Tunknown host] A vt —IRFER
SINDYGE. VAT HNIRAAL VA EFRRTE TWER A, ping BEIIT DAL, 21
THTT9, DNS [IHEREL TWE T (ping 2514 5121, Cul+C F—Z2 L FET) .

> ping system www.cisco.com
ping: unknown host www.cisco.com

G¥) system ¥ —U— RZping2~> RZEDH 2 ENIEFICEETT, system ¥—
U—RERETDHE, BHIPT FLADDLping N EENET, ZOA 0 Z—
7z A AL, HFEDNSY—NZHEH T LME—DA L F—T = ATT, Av—
b A B ARLTEFOIZDOIZ Y — 3 ~D/— N BRI 728, www.cisco.com
® ping FAT b e A7 > 3 T,

ATy T2 FEHALUE—T oA ADREEHERLET,
a) [T/3M R (Device) | >[4 B —T x4 R (nterfaces) 1227 U v L, [EEA & —
7 = A A (ManagementInterface) | Z#tE L C, WORZMHERLET, EEZM2 555
ZNODOEFIT[RAF (Save) 127 Vw735 LFIEHShES, BT FL2aZk
I 2560, BESEGEL T A LETHERDH Y £7°,

EH XY NT—I D= T2 IPT RLARELWZ L, T—H A X —T A
A= T2 ELTHEALTWAEAIT. BROFIETEFORELHRELET,
o T —HA A =T 2 A A= T2 L LTHEHALTWRWESIL, BEIPT KL
ALY TXy b~RART7 BIOF— 1 U =2AIPT RLANRR LY TRy M EICHDZ
LEMERLET,

b) [T/31 R (Device) |> [P AT LEKTE (System Settings) ] > [DNSH—/\ (DNS Server) ]
#7 Vw7 LT, ELOWDNS h—A_"PRESINTNDHZ L EMRALET,

LR LEHE
|
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d)

e)

Xy U —=7 ZyDICT A Z &R L TV D 5AIE, A T& % DNS — 27 %
Y—ER T unS I =l OB ET D HERDHY 7,

Fe BN B—=T oA A= T L LTHEHALTWAIEAIL, HERL— 3D 5
ZlEMRLET,

0000 DF 7/ E V— " BMETT, TT7HVEIL— DT — 7 =A% LTDNS
PR TERVEAIT, BIMOL— FBXKEICRY F3, KIS, 2 ODEARZR
WERLET,

A A H—T A ADT RV AEZRGT 572 DIZDHCP ZfH L T\ T, [DHCP%
HEHLTT 7 4/v hb— N &EfS (Obtain Default Route using DHCP) |47+ 3 v %
B LG, 7 7 4 /L hb— b Device Manager [ZI3FR /RSN EH A, SSHMMD
showrouteZ A7 LT, 0.00.0DLV— 5D Z EAMHRLET, JHITINBA & —
T2 A ADT 74NV NRETH LD, FBETHARERNEORRTT, (TNS4R

(Device) |>[4 B —7 4 R (Interfaces) | IZBEIL C, HMEA v H—T = A AD
REZHRBLET)

INRA v H—T 2 A ATEIP 7 RLRAEMEH LTV 55E, £721XDHCP 2»H 7
T b — NERSG L T RWESIE, [T/AM X (Device) 1> [Ib—T 4 2%
(Routing) 1 #&E4, 774/ M b— MIELWS— My =4 BPEHEITND
ZEaMmRLET,

T 7 4k b— KB DNSH— NZRZETEX R2WEAIE. V—7 1 7 (Routing) ]3—
VTDNSH—NRADAET 47 — N ERTLHLENDY £, BEEHRLY NU—
7 (DFYV, VAT LEAOWTNDDT —H A H—T oA ATEEERE I N TS %> b
T—27) ON— MIBMLARNTLEEN, VAT AL, TNH0OFXy NU—ZZHBN
=T 4 VT TE DT,

Flo, Boli A V=T 2 A ANV —NICNTF T 4 v P BRRETHAXT 4 v T — |k
DFELRNZ L 2R LET,

JRBARZ ANIRBHOEHEDFEN RSN TWAEAIT., 22 CREBLT, BENRETT
HETHELET,

ping system www.cisco.com Z 57 A~ L9, BEDBHE LW aid, kO FNEICHE
iﬁ—o

ATwF3 SSH v 3T, digwww.cisco.com # AS L £,

«digiZ, DNS = "N SIRE A2 EDVREINTNDDIZ, — "B AHT & MR TE 7
WS, DNSIFE LS RESN TS HOD, L TW% DNS H— N2 FQDN O 7 K
VAREESN TN EEZBERLTHWET, 207 —X, NXDOMAIN A7 —H
WEoTRaSNET, WEITROEIIZD £,

> dig www.cisco.com

; <<>> DiG 9.11.4 <<>> www.clisco.com

B o x7LoEE
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global options: +cmd
Got answer:
->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 43246

;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

rr

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 78blc6b2b3ef5b689£fc2£65260db9e9036a7d9fefb301943 (good)
;; QUESTION SECTION:

;www.clisco.com. IN A

;7 AUTHORITY SECTION:

3600 IN SOA a.root-servers.net.

nstld.verisign-grs.com. 2021062901 1800 900 604800 86400

;7 Query time: 13 msec
;; SERVER: 10.163.47.11#53(10.163.47.11)
;7 WHEN: Tue Jun 29 22:28:43 UTC 2021

; MSG SIZE rcvd: 145

fRRE . ZOHA. BIODNS b — NERETHH, BH LIZDNS—E2FEH LT, #
PRI D NN D FQDN 2RI CTEX H LI LT, Fy NU—JEHESLISP L

T, XY b7 =27 TEMET A DNS —"DIP 7 RLAZTSG L £,

c AU RBEA LT T FTAEES., VAT ANDNS b —_R—|ZBETX W0, F720T
HAETXTODNS —_N—RNE T LTWTSE L TWERTA (ZOAFEMHIZENT
) . WROTFNEIZHESRF T,

AT w74 traceroute system DNS server_ip address =~ > FZfiH L T, DNS #—/X—~D/L— F % |

k

[/*‘Z Li—a—o
7= & 213, DNS H—,378 10.100.10.1 DEAIT. KO L HSITAHLET,

> traceroute system 10.100.10.1

FIREPEDN & DAERZ LU TITR LE T,
« MLU—=Z—bRET L, DNS #—=NZEEL TS, ZOHE, DNS —/3npdjL—

MEEREIZHY, VAT LNRBETEET, LER->T, =T 4 Y 7ORBEITIH Y £

ho 72720, (EPOEHTZOY—NIHd 25 DNS ERDOIGEZE SN TWEE A,
FRRE - NABVDNL—FRT 7 A4 T U —/L T, DNSIZMER 5 R — FTh 5 UDP/53
DT 740 IB ROy 7ENTWSLAREMNH D £, BApD Ry hT—7 XA IZHB -
TDNS =R~ DT7 7B AZRTZENTEET, TP HELOMETT, T

T4l &TRy 7 LTWNDE ) — REHERAL, VATLAEHELHHILTCT 78R L—L
EERTIHVLENDY FT,

s L= =5 120/ — RIZEZBFEFETER, ZhiE, RO LHIIZRINE
ﬁqo

> traceroute system 10.100.10.1

traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets
1
2
3

* ok ok
* ok ok

* ok ok

227058 |}
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(and so forth)

BRER : ZO%A, VAT LNV T 4 I ORERS Y ET, F— U =AIPT R
L AZ%F LC ping system Z 384T L CL 72 &V, B O FINEIZHE, EHA v X —T7 = A
ADHBELZFERRL, LERF— P T2 ENV— b ERELTCND I L EMHERLET,

¢ hb—=2b— NI, V= FERTERLSRDFNINS 200/ — Redim L £, Zh
X, KOX D ICFRENET,

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.475 ms 0.532 ms 0.542 ms

2 10.88.127.1 (10.88.127.1) 0.803 ms 1.434 ms 1.443 ms

3 siteO4-lab-gwl.example.com (10.89.128.25) 1.390 ms 1.399 ms 1.435 ms
4 * *x %

5 * *x %

6 * *x %

RREK . ZOGE, &HBEO ) — R TA—T 4 R FiSTnET, VAT LEHE L
WHHLT, 2O/ —RICEESNTWDHNL— N EBIETHIHLERDY £, 72720, BK
HIZZED /) — RS DNS =" ~D)— R 2R E L T RWERIE, F— b o =A 2%
B 50, FTFMBORZT v 7 V— FEfERRK LT, N7 7 1 v 7 % DNS #—|Z
N—T AT TCEDN—Z LT IOICTHMENRDHY £,

CPUB KU A EY)ERAEDHT

CPU & AEVHHRIZONWTDOY AT ALV DOIFRERTT 2I2E, [E=2 YT
(Monitoring) 1>[> AT L (System) | ZiER LT, CPUBLOAEVEHFELRTHRS Z
TEMERLET, ZIHDF T 7|Z1F showcpu system =2~ > K & show memory system =< >
&M LT CLI THEE L2 For s E T,

CLI 2 Y —=NVZB< M CLIICr 7 A4 LT, ZhbDa~vy FOJIN—=Ya a1
L, OB RAELR R TEET, @B, ZOHFRE MRS 2 O HRGUCBI T 2 /kiver) 72 R
NI D EE=°. Cisco Technical Assistance Center (TAC) DIERVBHoT-HSIZBONE T, %
TG R O < ITHEHET, TAC OFEIRBMLETT,

DIFIZ, ARDZENTEDLWNLONDORA V FaRLET, IbDa~y ROFEMIZON
TIL, http://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_ Command Reference
for Firepower Threat Defense.html C Cisco Firepower Threat Defense 2~ K U 7 7 L' > A %%
LTI 7ZEN,

sshowcpu lL, 7—% 7L —r® CPUEHREZFRL T,
» show cpu core (%, & CPU 27 DFEHF LR 2 ICFRLET,

« show cpu detailed |3, BID =7 & BLOT —Z 7L — 20D CPU DIFH R % %
RLET,

B o x7LoEE


http://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| vz27LE8

nsozs I

«showmemory |X, T—Z 7L —rDAEUHHELZFRLET,

\)

mEVROF

GE)  —#HoxF—v—F (ERICHAINTHRY) X, &I cpu E7-iEmemory =2~ > K& ]
LT, 707740 T EITMMOBEZRET DLENRHY £9, 2 bOEEIL, TACD

fERpR b HmEOHMEM L E T,

VAT AISEIERT Vv a T AERE R ZICESELET, VAT A AR ITIX
system support view-files =2~ > K% L £79, Cisco Technical Assistance Center (TAC) ~OD
fWEbRERIICZDa~vy REFERT 5L, MAZMIRLC, #Re /2R R"TEHL1T
720 FT,

a<w R, a7 BBIRT 720D A=a—%FRLET, VP — FIBHTDHIZE, KD
avr REfEHALET,

e HTF 4Ly NUIWCEETHIIIE. T4 L2 FYDOLRIEAS LT, Enter 2 LE T,

s FTRT LT 7 ANERINT DT, 7T M CTsEANLET, ZO%, 77 A VE4D
ANBROBENET, BEBRARZANTHLERDH Y 9, KLFE/NLFIIXFIE
9, 774NV VA NIRRT OV A XIORENET, EFICKE Ve 720 < aicidm
R RIGENH D £7,

[--More--| DNEREINTZHSpaceF—52 ML TrZ = N DROSN—VEHRRLET,

woa 7 o N OREFRRTHICITEnter M LET, 0 7 ORKICEETDHE, AA
VAZa—ZRVET, [-More-] OITIZIZ, B 7OV A XEFRR LB RINET,
ATDTRTOR—UERRTDVBENGLS, OFZFALT, av U FERTTBICIE.
Ctrl+C ##ERALF 7,

c Ao —REEDL~LE 1O ERAHIZIE. bEASNLET,

Dﬁ\%ﬁaﬁb\tiii’ LT, LAy e—URNBIESNTCEZIZZEDRA v E—VEERTED
\Z9 5 I21E, system support view-files =2~ > RO Y (2 tail-logs =~ > R&EfH L £
ﬁ—o

WOHNE, AT b~Ou T A AT E2 BT 5 cisco/auditlog 7 7 A VN ED K HIZRRE
NHPERLTWET, 77 ALY A NI REMLOT 4 L7 FUTIHED . 20k, BHED
TAVZ PIHNOTZ 7 AL YA RRRREET,

> system support view-files

===View Logs===

Directory: /ngfw/var/log

cisco
mojo
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removed_packages
setup

connector

st

scripts

packages
removed_scripts
httpd

2016-10-14 18:12:04.514783
2016-10-14 18:12:04.524783
2016-10-11 21:32:23.848733
2016-10-06 16:00:56.620019

5371
353
326517
1018

SMART_ STATUS_sda.log
SMART_ STATUS_sdb.log
action_queue.log
brl.down.log

<list abbreviated>

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: cisco

Directory: /ngfw/var/log/cisco

2017-02-13 22:44:42.394907 | 472 | audit.log

2017-02-13 23:40:30.858198 | 903615 | ev_stats.log.0
2017-02-09 18:14:26.870361 | O | ev_stats.log.0.lck
2017-02-13 05:24:00.682601 | 1024338 | ev_stats.log.l
2017-02-12 08:41:00.478103 | 1024338 | ev_stats.log.2
2017-02-11 11:58:00.260805 | 1024218 | ev_stats.log.3
2017-02-09 18:12:13.828607 | 95848 | firstboot.ngfw-onbox.log
2017-02-13 23:40:00.240359 | 6523160 | ngfw-onbox.log

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)

> audit.log

2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin, IP:10.24.42.205, Message:Login
successful,

2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login
successful,

2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login failed,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login
successful,
2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Unlocked

account.,

<remaining log truncated>

FS TN a—TFTaT T7AILDERK
AL R — b 282 L72FRIT. Cisco Technical Assistance Center (TAC) OFEM4EFIZL D, &
T A TEROEBHERDONDZENRH Y FT, ZOERIT. MEORWNELLET, 2
Wr7 7 A VORHIT, ROONTEGATZ T TOHENERA,

WROFNETIE, v bV Z2BE L TBEY 7 A NV EERT 2 A OV THA L £,

B o x7LoEE
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ATy
ATvT2

ATvT3

—pwcnneEsazs [

FIE

[the name of the device in the menu] #7 U v 27 LEF, [T /34 A (Device) ]

[NZ 7Ny 2—TF 47 (Troubleshooting) ] N T, [V 7 A /VDOIERE K (Request File to
be Created) | £721L[7 7 A VOER A FF 2K (Re-Request File to be Created) ] (SFRITIC/ERL L
TWEEE) 27V vy 7 LET,

VAT LW T 7 A NDERRERIGLET, MORX—VICBEI LT, H TR TETAT—
HAGMERTEET, 77 ANVDHERNES & 77 A NWERBRER [¥ U r—R
(Download) ] AHR&Z > & & bizEKRINET,

77 ANVDHEFERE ST G, (XU a— R (Download) | R %27V v/ LET,

TrAME, TITUVOEEDKE Y u— R HFREFRA LYV —I AT —va il Fdyra—
FEiLE7,

— R TEVWEEX XY

WIT, T FEIZ LT NWT 7 g VIZOWTHBALEST, b3 _XToOT7 7y a
I, TRAAAREDHELAEZEZLET, TNOOLEELZMZDHENT. T3 ANBLE, E
By NU—2ZICx L CEERY—ERAEZEHE LTV 2R LET,

I274T7 94— ILE—FDERE

Threat Defense 7 7 A 7 U4 —/Vix, V—T v RE—RELRFX T VAT L hE— RTE
ITCEET, V=T v RE—FOT77AT U= MINV—T v Ry T THY, A7V —r
PT Xy FOWTNNNHERT HDRA DT IV b= U= A L LTHRELET, —H.
NZUAXRT L N 77 A7 74 —/ViX, [BumpInThe Wire] £7201% (AT VA 75747
TA—N] DEIKERETHLA Y277 AT VA= ThY, HEHINTZT A A~D/L—
2Ry 7E LTSN EE A,

7 — % /L ® Device Manager [Z/V—7 v RE—RFOZEYR—FLET, 2L, T340 2%
T UART L NE— RTCETTDIUENDLGEIE. 77 AT UV —VE—FEERL
T, ManagementCenter CT7 /3 AZEHTH ENTEES, ¥z, hTUAXT LY b E—
ROTNRA AN =T v FE=—RNIEBETDHL, B—IL v RX—V ¥ TEDT A REHE
95 Z LA TE, Management Center ZfEH L C/L—TF > K E— ROT N, RAEEHTHZ L
HTEET,

n—HNVEBTHL), VE—MNEHTHINIERRLS, T— FE2EETLH7-012ET 31
AD CLI ZHEHTHIVENHY £97,

WOFEETIE, v— DN 2=V AL TWARE, £hldn—hL 32—V v Zffi A
FEDHEDET— FOEH HFIEIZHO W THBHALET,
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B 7ovr—rz—rozs

A

AR U ATUF N ET—RELEETLHE, TS ARTEITHIREN, VAT AET 7 4V FRE
WEY 4, 2720, BFIP 7T FL AL ERR MIIMRER SN E T,

1RO BRI

FTZUART LY b= NCBITT 2123, 7747 U4 —vOT— ReZES DN
Management Center %1 & A h—/L L £7,

WFNPDORET A B A2 AN LTV DS, m— A< F =Yy ZHIRLTY £— M
BIZY) 0 B 2 HA1Z, DeviceManager CEILDL DT A B A AP T HMLERH Y £7, M
Mz L7pn & FH DT A 2 A Cisco Smart Software Manager D7 /34 A ZE| D ¥ THI
FEFICRVET, 7Y ar T4 20AMEERIRESL] 23R L TSN,

TANA ARE AT HMERICRESN TV DEEIE, £ 7MW A=Y v (AIRBRGE) £
/% configure high-availability disable =~ > K&fEH LT, @l AEREE PHT 2 081 H
VET, 77747 a=y "D HAZHW T2 L 2BBOLET

FIE

ATYT1 SSHZ 747> FaEMH LT [EHIPT KL A (management IP address) | ~D#fi & B &, 7%
FECLI Y 7B A& >a—F—L TF AL ZACLIICR /A v LET, 28 213, [[EE
(admin) | = —H—4 72 L,
BEIP 7 FLAITHE L TV DRIE, ZOFIHICHED Z L B EZETT, Device Manager % il
AT 2856, 7—4A X —T A ADIPT RLAZNLTT NS AEZEHTHILHTX
T, LT AL AR Y E— N TEHTIICIE, FHYBEFR—NEEHIP T FLAEMH
THLERDY 9,
BHLIP 7 RL AT CE WA, RO X D ITxHL L £97,
EHWHIAR— N, BEEL TV DRy N —Z BRI SN TS Z & R L E T,
IRy NT—JITEBIPT RLAL = N2 A NEESNTND Z L 2R LET,
Device Manager 75, [T/31 R (Device) |> [V R TLRE (System Settings) | > [EIE
A3 —27 4R (Management Interface) | Z®IRL T, 7 FLABIOF—hT = A

ZRREL £ (CLI TiX, configurenetwork ipv4/ipvé manual =~ > R&fEH L T 72 S
W)

G¥) BHIPT FLRACAHA TS — P2 A 2L TWD 2 2R LET, UE—
PR —=V¥EZEHLTCWI5E. T4 A8 =T A& — bV =A
ELTHEAT &I TEERA,

ATYT2 F=REL—T v I R TV AXT Ly MIER LT, VE— MEEAEHT I, Ko
FIRZETLET,
a) B—HNVEHEZEGIL, S - ~vx =Ty T FERBLET,

LR LEHE
EEE I
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b)

274794 —L E—FozE [

TIT AT IRIR—=U Y PHETDMIE, 77 A7 04—V E—FEEHETEEEA,
F—V ¥ ZHIBRd 512, configure manager delete =~ > K& H L £,

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.

T7AT U=V E—RE T UARXT LY MIAEBRLET,
configurefirewall transparent

1 -

> configure firewall transparent

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

UE—bh vX—V ¥ ERELET,
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey
[nat_id]
Z T,
+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE} C, Z D7 /A A& EHT
% Management Center ® DNS 7R A R4 F 721X IP 7 KL A (IPvd £721% IPv6) ZfRE

L %9, Management Center 23 [E 7 RN L A$FE TX 241X, DONTRESOLVE %
M L ¥7 ., DONTRESOLVE # 7 525%41, nat_id BS4ETT,

* Regkey 137 734 A % Management Center ~% &k 75 DIZHE e JE T O—E DGRk
¥—7T7,

e nat_id %, ManagementCenter & 7 /NA AROFGFET o ARSI A4 T v a v
DIHLFFH)TT, hostname 73 DONTRESOLVE (3 E STV B HE 1T EE T,

7~ & 21T, Bk — secret T192.168.0.123 D~ — % AT 31213, UTo=a<wr R
FATTLET,

> configure manager add 192.168.0.123 secret

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers
Host : 192.168.0.123
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BEDYEY bk

d)

DZSN & |

Registration Key HE
Registration : pending
RPC Status :

Management Center |22 71 > L, 7 /354 AZEIMLET,
FEAMIZ OV TCIE, Management Center DA T A ¥ ~LVT BRI L TL &0,

F—RERNITUART LY 0B —Ty RIZEE LT, n—h/VEBIEAHT HIZiE, kD
FIEZEITLET,

a)
b)

d)

Management Center 7> &7 /31 R & B ERFRER L £ 7,
BN KT B ToNA ZAD CLIICT 7B A LEd, ARERSITar Y —L R— b
TIRALET,

ZHUE, B REAEET L ERENHIBRIS, BEIPT RLRAXT 74V MIRES>TLE
D1, B— REBERZRIEHIP 7 KL A~0 SSH 8 N kb b Z ERdb 5720 T,
Tr7AT VA= ET—REL—Ty NICEELET,

configurefirewall routed

% -

> configure firewall routed

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

= 32—y 2R LET,
configure manager local

RITH 2~ L ET,

> configure manager local
Deleting task list

> show managers
Managed locally.

ZN T, Web 7 7 7 T https:.//management-IP-address |7 7 E A L T —h /L~ X — ¥
RS ZENTEDH LIV E L,

BN LRVETHAIE, VAT AREE LHHAEAROT 7 40 MY by P TEET, HE
EEEV LY P LETEEREALR, v X =V v ZHIBRL TEMT 2 ERENZ VT Sh
=7,

B o x7LoEE



| vz27LE8

&

ATy T2

ATvT3

grovty+ I

BEXHEEL TR I T FE2ETTHIEAIT. BExt6 v 7 v 7 at™—%2Ficyg v
O— RLTWAZ LA LTI, YATFAZETLTAHITIE, YATFTLDOU By MEIZ
Ny 7 o7 a—%7 v 7a— RTE0LERHD FET,

1R BRI

WINDDERET A & A2 A LICEEIE, v —b~ 32— v ZHIERT 2 A Device

Manager TN O Z T HMENH Y £, WA LRNE, ZNLHDT A & A7) Cisco
Smart Software Manager D7 /N A ZIZEID B THNICEFIZRVET, A Fvar T4k
ADHMEETITENE) 22U TIEEW,

T AN A AR E STV DAL, £7 . Device Manager (RIBEZRGE) £720
configure high-availability disable =~ RZEH LT, mafHMERE L PWr§ 2081 H D
FT, T/ 47y MO HA ZHETAZ L EBEIO LET

FIE

SSHZ FA47 > b LT, FHIP 7 FLA~OHERLZBE, &RiECLI 77 & AL
A—F—HTT A 2D CLIICn 7 A LES, 2L ziE, [FHE (admin) |2 —F—47
E‘o

~ %= % 2B 5121%. configure manager delete =~ > FZ&HfH L £,

> configure manager delete

If you enabled any feature licenses, you must disable them in
Device Manager before deleting the local manager.

Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>

> show managers
No managers configured.

n— N 3=y e iE LET,
configure manager local

RITH 2R L ET,

> configure manager local
Deleting task list

> show managers
Managed locally.
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ZH T, Web 77 7 T https.//management-IP-address (27 7 £ A L Tr—h)L ¥~ F—T ¥ &
S ZENTEDLICRVE LI, REEZZ VT THE, T4 R By b T v T U g H—
ROFETHERDD A v —UNEREINET,

Cisco Secure Firewall 3100 TD SSD DRy kX v T

SSD 232 odb BG4, REIRFZ RAID BB SNET, 77 A T U+ —LVOEENPA->TND
JRAET Threat Defense CLI TIRD X A7 #FATTEE T,

*SSDD12%Ky NAY 75 : SSDICEENHALEIE, RETEXES, SSDR 1D
LORWEES . 77 AT U3 —ILOBEENA N2> TWAHE SSD ITE Y A8 H A,

*SSD D1 DEWVHT : SSDMN 2 2HDLEIE. 1 DRV T I ENRTEET,

«2OH® SSD #EMT % : SSD A 1 DDOEFAIE, 2-2H D SSD %#:E/)I L T RAID 2K T
9,

A

¢l

FE O ZOFEEZMFEH LT, SSD % RAID 7 HHEIFRT 2RI SSD 2V #h X720 TL 72 &, 57—

ZBRRONDAREN DY £,

FIE

XTYF1 SSDD 1 2FEVALET,
a) SSD % RAID 7»HHV 4L £9,

configureraid remove-securelocal-disk {12}

remove-secure ¥ — U — R{L SSD % RAID 7>HHIR L., B ELT 1 2 7 HRe 2 iz
L. SSD #4&IZE L £, SSD % RAID O HIBRT 27517 TF — & & F D £ L HEEF
TAHEEIL. remove ¥ — U — N&FHCTEx£9,

% -

> configure raid remove-secure local-disk 2

b) SSD A Xy M VICERRENRL D ET, RAID AT — X A& L ET,
show raid

SSD 73 RAID 2 G HIBREN D &, BIEEE FSA4 TORELLIEE LTERENET, 2
DSHORITATIE, AV NR—FT 4 A7 L LTERINRLS R ET,

1 -

> show raid

B o x7oEE
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c)

Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:

Sync Completed:

Degraded:
Sync Speed:

RAID member Disk:

Device Name:
Disk State:
Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

Device Name:
Disk State:
Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:

Sync Completed:

Degraded:
Sync Speed:

RAID member Disk:

Device Name:
Disk State:
Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

SSD % ¥ ¥ — U LWHANICE D A L E T,

1

858306
operable
equipped
available
optimal
raid
raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync
1
0

none

nvmelnl
in-sync
2
0

none

1

858306
degraded
equipped
available
degraded
raid
raidl

2

1.0
active
idle
unknown
1

none

nvmeOnl
in-sync

none

Cisco Secure Firewall 3100 TD SSD D7~y F R Ty 7 .
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ATFw T2 SSD#EMLET,
a) SSD #ZED A1 MIWEZEML 7,
b) SSD % RAID (Z:EBM L &7,

configureraid add local-disk {1] 2}

H LU SSD & RAID OFINE T T 5 F TR D Z L0 0 £, FOR.
Tr7AT U —/VTERICEEL £9, miEEb &, BRERARICERBIIFITSNE
T, AT —F AEF T AHIZIE, showraid =2~ REFEHALET,

VRO AT ATHEHASINTEY, /20y 7 SN TWAHSSD ZELY i 556 1X.
Woa~<r REATTLET,

configureraid add local-disk {1] 2} psid

psid % SSD D HEIZHE H 7z 7 ~VICHIRI S L CWET, ik, AT A2 FEEIL,
SSD #f 7 4+ —~ > b L TRAID [ZBEMTE £7,

B o x7oEE
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



