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Token-Based Authentication

REST Client REST API

HTTP GET Request
Get Access Token (Username, Password)

e
Authenticate User :
€ HTTFP error Code 401 (unauthorized User)
Generate Access and Refresh tokens :
HTTP 200 OK
» Access and Refresh tokens
All HTTP actions
Request for access to the Resource (Access token) >

Validate Access token :

HTTF error Code 401 (unauthorized User)

Appropriate HTTP response
Give access to Resource

Iy
In case the access

token expires

HTTP POST
Generate new Access token (Access and Refresh token}._

Validate Access and Refresh tokens :

< HTTF error Code 401 (unauthorized User)

Generate new Access and Refresh tokens :

HTTP 200 OK
Return Access and Refresh token

.

REST Client REST API
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