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Z Z TlE. FDM %{# [ L T Firepower Threat Defense THAT3 D@D X A 7 2OV T K D
B LET, ZADLDOMEAENL, T AREY 4 P — Fﬁ‘mTLTiaD Z DYIHIERE D

REFSNTWND Z L &AL LTWET, UHIREEZZLLIZLE TS, ZNHOflZEHAL
T, "WEOMHAGELHFECEET,

« FDM TT /A AR ET HHE (1 =)
e Xy NU—2 NI T 4w I ERRDLIE (TX—)
BT 0y 7T BHEIE (15 8—)
N =T Ty 7T HEE (21 =)
T IR TH TN a—ARY— (URL 74U 7)) OFEHEIE (24 X—)
TV = a O EHIET 5 51E (30 N—)
T Xy FEBEMT5HE 34 2—)
e XY NI EDNT T4 v T BNy VTR THHE (41 =)
s ZOMDOF (47 X—)

T =, =JL =0 N
FDM TT/N\M R ZERTEI 2 H%
Ty T4 P = ROETH., WS ODDOEARY o —NHETNCRTESNIHEEL TS
FONA APMBETT,

A =T A RAENEA =T AR, TDOMDT —H% A X —T = A ATERTE
ENER A,

(Firepower 4100/9300) HRICFRE INTZT —H A L F—T = A AIHV FH A,

e (ISA3000) 7' U o T N—I0L2 2ONE A v B —T A A& 2ODINEA v X —
7x4x#aiﬂfwiﬁ vy NT v T ESETTAHIZIE. BVILOIP T FLAZFHT
RETDHLENRHD F9,

+ (Firepower 4100/9300 ZFr<) WA v H—T = A AB I OIS > X —T =4 ADE&
%JU?/I' y\\%‘/o
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B ovcsqzemesansk

« (Firepower 4100/9300 Z[r<) WEHINOINTE~D T 7 4 v 7 2T XTEET LT 7 A
Jb— b, ISA 3000 DA, N, BLOIEELSNE~DTXTO T 7 (v
I RHTATHET I AL—ANHY FI,

+ (Firepower 4100/9300 33 J. TN ISA 3000 Z B <) D BAEB~DT X TDONTF T 4 v I %
WA v B —T 2 A ZADIPT RLADEER— MBS H A Z—T =14 A NAT /L—
b

« (Firepower 4100/9300 35 X TN ISA 3000 Z <) WA ¥ —7 = A ATEITSNTND
DHCP #—/3—,

WOFNETIL, BIMSREOR EDOMELHA L £, SFIEIZOWTEMRIERE2F T HIC
m\m~°®AW7T&/fm U7 LTLTIEE N,

FIE

AT T [T/34 A (Device) | Z#IBIRL, [A~— T A& A (SmartLicense) |7 /L —7"T[HKED
#7~ (View Configuration) 1 &7 U v 7 LET,

4547 a7 Ak A (Threat, Malware, URL) Z & I(Z[A%0t (Enable) %727 U v
JLET, By b7y THPICT NS AERE LTESEIE. RERRAVPN 71 B 2B HC
TEET, BENEIDDLLLRVWERIE, BT A0 2R L £,

B L TORVDIEAIL, 20— bR TE (4, [Register Devicel %7 J v 7 LT, it
BV E T, FE T A £ 2 OA RGNS ATICEGE L TS 2 &0,

el 23X BRBRBE T A ATRO L HIZR0 T,

Threat DISABLE

Q Enat

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules, You also must have this license to
apply file policies that control filas based on file type.

Includes: T Intrusion Pol cy

ATV T2 MDA 2 —7 x4 RZHRE L T DAL, [7734 X (Device) | R L, [f v ¥ —T =
A4 A (Interfaces) |~V —llHBV 27 %7V 7 LThb, A X =Tz ADXA T %
JVw 7 LT AV F—T 2 ADY A NEERLET,

« Firepower4100/9300 TiZ, &#i. IP7 RL A, £72idb X2 U T 4V — 2 2 H L TRl
_&EéhfwéT DA B—=T 2 AABRWD, HHT LA 2 —T 24 ZAEH2)
WL TRETD2MLERH Y 7,

< ISA3000XDTRTDOF—F A L Z—T 2 A ANEGENDI T v T II—TNEANERE
INTIRETHFEIN 2D, TNOEDA v HA—T 24 AZRETIHILETHY A,

7277L. BVIOIP 7 RLAZ FEICRETHVLERDH Y 3, 7V v I T N—TF%5054E
THHEEE, TV U N—T R RE L THEBNCR I A v F— T oA AERETEET,
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ATvT73

M T7 (2 e85 55% [

FDH%, eDXy NT—TBFRAMTHEA LA —Tz2f AL LTENOLERETEE
TO

MOET AV TIE, MDA L F—T 2 A ZADT Y v TIN—TEAEK, BlxDOFxy hT—7
EERE. FEWM T OMAEDLEERETEET,

Firepower 1010 D354, Ethernetl/l (UM LSO A o Z—7 = A ZT$_T, VLANI (N
W) ICH Y TONTET IV EAE—ROAL v FR—TT, A vTFR— 27747
VAR — MIERET LI LERTEET, LHUITE HTLWVLAN A F—T = A X
ZBIMLTAAS v FR— 2BV ETEY, £/2id, FTUI7EFE—RFROAS vy FR— %
RELET,

KA H—T =24 AD[E Edi) 1742 (@) 2270927 LT, PT FLAREORE
EEHRLET,

WOFITIE, Web h— =72 DT Y v 7 77 ZAAREREHEABLE T 5 TR
(DMZ) ¢ LTHAT DDA v 2 —T A ZEMHRLET, 2T L2b [BR1F (Save) ]
7 Vv LET,

Edit Physical Interface (

Interface Name Mode Status

dmz Routed v D

Description

IPv4 Address IPvE Address Advanced Options

Type

Static v

IP Address and Subnet Mask

192.168.6.1 / 24

LA v H—T o f ZERERT DAL [F7 V=27 & (Objects) J&&IR L, HERNO[E
X= U7 ¢ —> (Security Zones) | Z#IRL 7,

WEFTIIVNESCTH LY — B ERLET, A v —T A ATIERL, X%
T A =N SNWTRY V=R T D0, KA X —T oA AT —ZB LTV DL
ERHVET, A F—T oA AEHERTIHE, VA F—T oA A%EIZEIET

XFEHA, ZOD, LA F—T oA ZAEERLEE. FRIIREEOA X —T A A

DOAZEFE LBIIIEIC = A7V 27 NERETHIVERDH D 9,
WOFITIE, DMZA v X —T =2 ADT=DIZH LWDMZ Y — 2Bk T2 HiEE R~ LE T,
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ATvT4

Add Security Zone

MName

dmz-zone

Description

Mode

@ Routed O Passive

Interfaces

+

@ dmz

W7 A4 7> FMDHCPZHEHA L CT A AMBIPT RLAZESET 5 XL 51T 2855814,
[T /34 A (Device) | iR L., KIZ [P ATLERE (System Settings) | > [DHCPH—/\—
(DHCP Server) | 3R L ¥, [DHCPY—/3— (DHCP Servers) ] ¥ 7 &R L 97,

FTTICNEA v Z—7 = A ARITHER SN TWASDHCP Y — =R H D £ 0N, 7T KL R T —
WERELZY, FREHIBRLIZV T2 LN TEET, MONERA v X —T7 = A AR L
-8BE1T. oD A v F—T 2 A A FIZDHCP Y — =% %> T v 7T 500 2L —fEHY
T, EWNEA v X —T =2 ADHP—R—=BLOT RV AT —LEFRETHIE, [HEZY v
7 LET,

74T M LTRSS WINS BLUYDNS U A k% [f%E (Configuration) ] % 7 T
TS5 L TEET,

WO TIX, 7 RL A 7 —/13 192.168.4.50 ~ 192.168.4.240 Tinside2 £ > X —7 = A A LD
DHCP ¥ —R_R—%&ETHHEERLTWET,

Add Server

Enabled DHCP Server O

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

ATw s [T/31 A (Device) ] ZiBIR L, KIZ [REDFKR (View Configuration) 1% [JL—T 4 > 7

(Routing) | 7 NV—7Tor Vw27 L, 774/ L— ERELET,
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ATvT6

M T7 (2 e85 55% [

T 7 4V R b— MEEE ., INHA v F—T = A ALUSNIFAET HT v T AR Y — A FE 2L ISP
N—RERLTHET, T74/L D IPv4 L— MIEED ipvd (0.0.0.000) . 77 4/ bD

IPv6 /L— MIEED ipv6 (::0/0) T, HHTHIP A=Yz T — bEERLET,

A L H—T 2 ADT KL ADORIGHIZ DHCP 2+ 5854, LERT 740k L— Lk
T TICE>TWAZERnHY £9,

ZON—VTERLIEV— NI, T2 A4 =T =2 A AFOHKTY, BEHA X —T = A R
I BLERTA, BES— MU oA IX [V RATLERE (Sysem Settings) | > [BEBA V32—
7 x4 R (Management Interface) | TR T L £,

ROFNZ, IPv4 DT 74V h v—hermLET, ZOFITIE, isp7— b7 = AIXISP 77— b
JxADIPT RLAZ#HNTDHFy vU—2 7= TT (7 RLURITISP 6 BT
HUHENRHVET) , [F— T =A (Gateway) | D FEO HiLWR v MU —7 B{EKT 5
(Create New Network) | Ky 77X URXA 27 Vw7 LTCZOFT V=2 MaAERT 5
ZEMTEET,

Add Static Route

Protocol

IPvd ) IPve
®

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

KU — (Policies) | ZBIRLChy hU—2DtFa T4 KU —2HELET,

FRAZ By T v T4 P—RiE, NS — v e —r oD T 7 vy Ta—%
M LET, £, A X —T oA ZAEMHHT DEAIC, BA X —T oA AKTD
A B2 =T 2 AA ANAT AN LET, FILWA U F—T oA AEHERLTZELGETEH, NED
= ATV 7 MGEBINT AESITFNLICT 7 XL — AN BB S E T
=L, BEROWNEHA V2 —T A AR DIEEIL. WEY —V o NEY —~D N T 7 4 >
77— T 5T 7w AR — A BMETY, ot U T 40 V= EBNT A5
I, ENoD) =D NTT 4 v T EFATHL—IVRNMETT, TNHIIRIEEOEEIC
30 FE9,
S5, MBEPAMELTHEREEHDL DI, ZOMORY U —%2FEL T, BMYF—ERAD
O, NATB LT 72 A L— L2 FRETEET, RORY O —2RETEZET,
¢ [SSLiE %5 (SSLDecryption) ]:fRA, ¥/ 7 =7 72 EIZOWTH S b &7kt (HTTPS
28 ERETIHRAR. BEAES (LT ALNENRDH Y £, FoERAE ST HHMEN
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HOEVEHMT DITIESSLEZRY U—2H L ET, VAT LI, BERICERZ A
b LU ET,

(TATUT 47 4 (dentity) ]: fHlx D2—WF—IZxy NT—F T 7T 4 €7 1 Z B
5, Flia—Y—F i —Y—IN—T DAL NR— S ICESINT Ry NT—7
T 7w 2 EHEET H5A R, BED Y — X IP T FLAZEEMIT b TWE a—F—%
HESTDIDITAT T 474 RV —%HLET,

c[EX=2VUT 4 ATV TR (Security Intelligence) |1: EFX¥=VT 4 ATV
ARV =% AL T, BIRSNWTWDHIPT FLAEIFXURL L oiEzT<IZ ke y
FLET, BBHORERYA a7 ry 7L, 77 BAH#EARY > —TZEh 6 E2BE
THMLENRRL ARV ET, Y AaTE, EF2 VT4 AT IV ADT Ty 7 VAR
DEICEF SN D LD, BEMORIEZRT R AL URL OEMFEH 7 +— Rafeft L
TWET, 74— 2T DL, 7727 VX NOHEE ZBINEZITHIBRT 272012
Vo—%tmETOMENDH Y A,

*[NAT] (C(ry RU—2 7 RLAZEH)  NEBIP 7 RV REIRDONL—T 4 TR T
R L AICE#S D720 NAT R Y >—%FH L £,

o [7 7 & A (AccessControl) ]: F v hT—2 ECHRAITHEEROREIZT 78R 2
fep— R —%ALES, E¥=2UT7 4 V=2 IPT RLA, v hail, R—
k., 77V 47—y a3y, URL, 2—V—F/ida—F— I N —T12 L > TT7 4 VX IHET
TET, Fe, 77 BAHENA—NVEERH L TRALTZ 7 AL (AT =T) R —%
HWHLET, ORIV —Z2FHLTURL 74 V&V 7 E2FELET,

o [ A (ntrusion) ]:BARY > —ZfH LT, MHOEZEEBELET, 77 & AHIE
N—NEFHLTRARY U —2@EA LT, BARY —%HE L THEDRAL—
VBRI ETIT B TEF9,

WOBEITIZ, 7278 ZHIEHRY > —THEY — L DMZ V' —2 DD NF 7 (v 7 ZEFal4
LHEE R LET, ZOBITIHE, [BEOR% T (At End of Connection) ] 23R STV 5
. [rF 7 (Logging) | ZFRWTHOWT IO X 7 THEA T a ANIRESNEE A,

Add Access Rule

Order Title Action
2w Insicie_DMZ B Alow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones *  Networks +  pors *  Zones *  Networks +  Pons/Protocols +
g inside_zone B dmz-zone

AT9 T BERERGFELET,
a) Web X—YOf EIZHD [EEDORER (Deploy Changes) | 74 a7V v 7 LET,

@&

o
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b) [Deploy Now] Rh# &7 U v 7 LET,

JBRBANTE T T ETRET 20, [OK1 227 Vv 7 LT, BTH A2 URANEITERMAE
}_‘%ﬁﬁﬂ‘h L\ij—o

2y bIT—=0 bS T4 ERRNDAIE

TNAZADOMMREETETTHE, A F =y NERITZOMDT v T AR —2H X B
T—J DT XTCONEET 7 4 v T IV BAREZHATHT 7R ar ba—LR) vo—E
MOFTXTHONT 7 4 /7%71:1/&#5772‘/1/1\7’7/5/73\ RESNET, BMOT I
TR v he— b = VEERTDHENC, Xy U= TEBRICEELTWD N T T 4 v
R D EENBET,

Firewall Device Manager D& =4 U U VI Z M L TRy NU—2 8T T 4 v 7 3 T
T3, LFOEMOEIZIZI Firewall Device Manager @ L 7R — N B &SLH £ 7,

« Xy FU—7 ORE

R HEL XY NI B L TN D —H
o YO

« —PFRFEHLTNDT /A 2

s by MR LZWT V7 EX ar br— b—L (R —)

MOT 78 A VL—LTiE, AU T—, 8%, X274 V=0 REDNT T 4 v 71D
WCTOFERBHLNZ20 F3, L, 2—PFEREBIGFT HI10F, =2 —F 2385 GEROD)
TOUERNHDLITAT T AT 4RI —DORENPLETT, Xy NV—7 THEHEND T
Ulr—ya v OERERET D12, BINTWHWL ONOFREEZITHI LERH Y 77,

WOTFNET, NT77 4 vV &FE=4%F 25X I|ZFirepower Threat Defense 7 /A A &R ET D
EEBHIL, RERY O —BIOE=FY 7 R =D RV —x2 0 K Fat ZOHE
R LET,

)

GE) ZOFIETIEH, 2—VFNRTI7BALEFASA PO Web VA S ATV EVLE2T—2 3D
WIFHF S NARVIZD, URL BT A ZyvaR— NcHRERIERSNEEL, BT
FVBLPLE 2T —va o7 =25 BiRT 5100F, A7 FUR—RADOURL 74 V¥ Y~
JEFHEL URLT A €Y AT BUERD D EF, ZOWROBIIET 5B, #
BI2H7 Y (7R E) ~OT 7R AEFAITLHBOT 78 A3y b —L—LE&E
MLT, 77®A arba—b R r—=THRYDONV—/VICHRETEET, URL 744U~
T DEEDFEMIONTIZ, 7278 FE TN 2—Z R — (URL 74 V2 Y ) DIk
Fi 24 ~—2) ZZRLTIEZN,
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B <95 57000 8mrans

FIE

ATy T

2—FOMELRRDIIE, BRI BEM T N TV 2=V 2B T LT AT T 47 14 R
U—o &E#%ET?

TATT AT 4R =240k 28, Xy NUV—2 2T 22—V BIOZO2—H
PEALTHD Y Y =T HEREMNETEET, ZoHRIT, 2—FoHEHS v =
A= RICERINET, 2—PFHERIL. A2 FEa—TICRRINDERA N MTbRR
SNET,

ZOFITIE, 2=V T AT T 4T A ZBIGTLHOIT 7T 4 Tiata FELES, 77
T4 TRAEERT D E, TARA AN Z—FHERRAT—REROONET, 2—PiT
HTTP Tﬁ?f\)L Web 77‘7%%@5%?6*8/\ DIHEIEZINET,

PRI R L7256 Th, T2 —W X Web i 2T 52 LIXTEET, Zh
I, B, BRCET 22—V OT AT U T 4 T A RPN EEBERLET, HEITET
T, AR LIca—YF D N7 7 4 v ay 7 T57 78R ar ba—L b—LE{E
RCEET,

a) AAY A=a2—T, [KV— (Policies) |7 Vv 7 LT, [TATT AT+
(Identity) 1% 27V v 7 LET,

TATT 4T 4 RY) =%, BNTEILENTWET, 777 4 7RAEEMHE LT
WABEE. TAT T 47 4 R U 2 —I% Active Directory B —/ 3 & ff i L T —H % 3%
L., 2—¥MEA L TWDEY—27 25— a9 U DIPT L XA a—F (BT E3,
FDH, VAT LIEFDIPT RVAD NI T 4 v a—HDRNT 7 47 & L TR
LET,

by [TATYT 4T 4KRY—DOFFE (Enable Identity Policy) 1 %7 U 2 LET,

) [TAT>T 4T 4= LOVERK (CreateIdentityRule) JARZ o E/lI[+HARZ %27V v
7 LT, 77T 4 TRk a BB T DNV — VBB L ET,

ZOFEITIE, TRTONTEREZ F#HHT TV EIREL TWET,

d) —D[4AET (Name) % AJJLE T, Require Authentication 72 & {TE D4 Al % &R
TEET,

e) [IBEIrFE7mi3sd (Source/Destination) 1 ¥ 7 &7 74/ hOFEFIZLET, Ziud
UEE (Any) | EMEICEH SNET,

IVHIRENTWD M T 7 4 w7128 ET, R —ICHIRNENZ D Z ENTEET,
Tl L. 777 4 7RALIHTITP v 7 7 4w ZICk L TOHRFIT SN D720, FE HTTP
NI 4 I DEETSBESMHIC—H L TWDLZ EITEETIIHY A, 74T
F 4T 4RI =D T NT ¢ DEICONTIE, 2BRLTLLEESN, TATF T+
T4 —ILDFRIE

f) [7 27 a3y (Action) | T[T 277 « 7#8aE (Active Auth) ] Zi®R L E7,
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W OMREFROREN D DD, TAT T AT 4 RY —DOREMTHOIL TR
EIRELT, [TAT T 47 48U —3%E (Identity Policy Configuration) | ¥ A 7 &
TRy 7 ANRE £,

T I T 4 TGRS E R [F v 7T 4 7 AR—4Z /L (Captive Portal) ] DF%E & [SSLIE 5
(SSL Decryption) ] D% E&EITVVET,

TATUT AT A IN—INT2—YFDT 7T 4 T8t LB LT 546, = — T
NTNWBA L H—T 2 A LDOF T T 4T R—=ZNVKR—MIUVFA V7 FEh, #GE
ERODDHTa T IREREINET, XY T T 4 T A= HFIZIESSLIE B — L BN
T, ZON—ME, VAT AL > THBMIZAEMRIILET A, SSLE 5 /L— il
HT 2FEEIRINT 2 LERH Y £77,

o [B— NGEE (Server Certificate) 1: 77 7 + 7 @BalbRflC o —FITHER T 2 WEBRE
HEAZER L ET, FRIER SN H CE4 D DefaultinternalCertificate % 34R9 %
M. RPN ERREB EDO/ERL (Create New Internal Certificate) 1227 U w7 LT, 77
UHENEFL TV HIEEEZ Y v e — R T&E£7,

TIUEREEL TV HIENEEL Y v 7 u— FLARWGE, = —FIXEEHE LT
TOMENRD Y £,

o [BA—"F (Port) 1: ¥ ¥ 7T 47 R—H)LiR—br, T 74/ ME, 885 (TCP) T
T, BIOR— FE2RETHEAIL. 1025 ~ 65535 OHPAICT HMLERH Y £1°,

« [HEAFEHEDE S (Decrypt Re-Sign Certificate) |: FEAFEHECTOE 5% F24E
TN —VER T 2NE CA GEITE A @R L £ 7, FAIERFHD
NGFW-Default-Internal CA FIFFAE (57 4V ) 7>, {ERREIET v 7 u— K LIZEE
HELZFEH T ET, FEHENEMFELRWEEIE, [Create Internal CA] % 7 U >
7 LCHERR L £, SSLIEBRY —2F 7G4 L T WEEIcoR, HEH
B EO AN BRO LNET,

TIA T NDT T IWIZEHELEL A A =L LTWRWESIZ, Fra—
FRZy ) 22007 LTabt—2AFLET, BHAESZA LR =L+ 5
BEIZOWTIE, 770D~ T vE2BB L TLESN, BELADESL—L
D CAFHEDHE T a— REBB LTSN,

1 -

(TAT T 47 48U —0f%E (Identity Policy Configuration) ] %A 7 2 71X, kD
L2 £,
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B <ot 57000 emrah%

h)

)

Identity Policy Configuration

Identity Policy

ACTIVE AUTHENTICATION

Server Certificate Port

DefaultinternalCertificate v 885

SSL Decryption

Decrypt Re-Sign Certificate

NGFW-Default-InternalCA v g

@ Download the selected certificate. @ Install it on all client machines for all
browsers. Read detailed instructions (2

If you do not install the certificate, users will see warnings for untrusted HTTPS
connections.

[PR1F (Save) 1 &2 U v 7 LCT VT 4 TRADEEERAFLET,

[7 27 4 7#FE (Active Authentication) | % 7723 [7 7 a3 (Action) |RED Tl
RENET,

[7 277 4 7#GE (Active Authentication) |4 7 C, [HTTP® =+ —— K (HTTP Negotiate) ]
PEIRLET,

kv, 79 9FBIXOT o7 MY oIRGB AREFRGET 2 b al
NTLM, HTTP X— v 7 DRI T =— N TXF7,

GE)

HTTP Basic, HTTP &~ — BIONTLM #iE X Tld, =2 —WFigA v ¥ —7 = A
ADIPT RLVAZEH LTy 7T 47 R—F NV XA L7 hEnET, 727201
HTTP ®* 2 =— h TlE, =—W3582&HH DNS 4 firewall-hostname. AD-domain-name %
FHLCUZA LY hanEd, HITP x> =— v 2T 2856, 777 « 7%GE
UL LTWATRTONEA v Z—T A ADIPT RLAIZZ D4R Z~ v BT
THEIIEDNS Y —R"EFTHTHLERHY £, 29 LaanE, UEA LT MIFET
f%# 2—PERIETEET A, DNSHP—RZHHTERN, ELEFEHEEERN

e, TOMOFREEST RKONTHNEBER L ET,

[ADT A 5> 7 47 4 Y —A* (AD Identity Source) | C[HI LW T AT T 4T 4 L)L A
DAERL (Create New Identity Realm) %27 U v 7 L&,

VVAY—=_"FT V=27 b TIHER L TWDHEE, £ a@RL T, — Dk
EFNEEZ AT v 7 LET,

WD7 4=V RIZAHLT, [OK]Z27 U7 LET,
s [4HT (Name) 1: 7 4 L7 RU LIV ADAHI
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[ZAT (Type) 1: T4 V7 R =X AT, YHR— I NDHA 7L Active

Directory D& T, ZD7 4 — /L REERETLHZ LT TEEHA,

*[74 7 hU=—%4% (Directory Username) ], [7 A L7 h U /32T — K (Directory

Password) ] : BUS9 2 = —PIEHUTRT L Cilib) 72 #E BB & > —H OB = — W
£ L NA T — R, Active Directory Tld, & SN 7c 2 —FRHHEIILEDH D FH A,
RAAL NOAEBEO 22— Z$5ETE £J, = — %4 1% Administrator@example.com
70 EDOEREMA THHMENH Y £7 (Administrator 7217 T72 <)

GE)
Z OfE#H A5 1dap-login-dn & Idap-login-password 23Rk SVET, =& 21F
Administrator@example.com (& cn=adminisntrator,cn=users, dc =example,dc=com | /T Tﬁ& o
ALET, cn=users [THICZDOEMRO—HTH LoD, T THETL2=2—FiX

B4 D Tusers| 7 4 /LH @T“C RIES DMENH Y i‘g“

[N—ADN (Base DN) ]: 2—HBIOI/L—7FEH, oF0, 2—H L/ —7
DOIGEOREREF T/ 2V TB5720DT7 4127 U YU —, (de=example,dc=com
2E) . N—ADNDORKEOFHHMZHOWTIE, T4 L2 FU _X—ZD DN DIRE%E
ZHL TN,

[AD7'Z A <1 KA A (ADPrimaryDomain) ]: 7 /31 ANSIMNT DB N H 55
{&Hfi Active Directory K A A >4, 5], example.com,

[RA R4 FE721XIPT R LA (Hostname/IP Address) 1: 7 4 L7 h U $— DK A b
BETNXIPT R A, =Nk LTS b s o456, IP7 RL
AT . BREM RAAL LA B AT AHLENLY 3,

[T" k (Port) ]: H— "t oBEEICHEHTLHR— &R, T 74/ ME389TT,
b E LT LDAPS #8IRI 2413, N— b 636 AL £,

[ 54t (Encryption) |: 22—V B IO NV—TDFEROZ 7 v u— RIS
T A T 2121, HEEDJ1E ([STARTTLS] £ 721X [LDAPS]) ZER L £,
T 74/ ETIE[72L (None) 112725 TkH, 2—HFBILNIT/V—TDIFEHRN 7 Y
T TRANCHE e RENFET,

¢ [STARTTLS] Ti%, Wb iz xrav=—hrL, T4 L7 hU $—NTH
R—brENc&EbLBEFRXEHFERALES, R—F3892EHALET, oA
Favii, VE— KN TV EBAVPNIZCUVARFERTAES I R— S
FHA,

* [LDAPS] CiZ. LDAP over SSL BAEETY, A— bk 636 i H L E7,

[E4H T & 2CAGEHIE (Trusted CA Certificate) | : B (b7 A RN 2454, F8GE
& (CA) OFEEZT /7°rz~— RLT, YAT LT L7 Y F— B OEH
TELEmAAMILET, RIESGEAELZERT 256, fSEHEO Y — 413
P— D [FA FL/NPT R LA (Hostname/IP Address) | & —EHTHMLERH Y £97,
7221, IP7 FLA L LT 10.10.10250 ZfEH L TWA D2, FEHET
ad.example.com Z {92 & #2523 R L £47,
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I

7o & 2, WOA A—TIZ1X, ad.example.com B —/ SO 5L S 40T WEERE D VER
FEP RSN TWET, T4~ U FAA Videxamplecom T, 7 4 L7 U 2—H4
I% Administrator@ad.example.com T3, X THOZ—HIB I NI /L—7FOFRIZ, @5

4 (DN) ou=user,dc=example,dc=com O FIZH YV F T,

MName Type
AD
Directory Username Directory Password

Administrator@ad.example.com

Base DN AD Primary Domain

ou=user,dc=example,dc=com example.com

DIRECTORY SERVER CONFIGURATION

B ad.example.com:389 a
Hostname / IP Address Port

ad.example.com 389
Encryption Trusted CA certificate

NONE v

k) [ADTAT 2T 47 4/ —A (ADIdentity Source) ] C, {Ek L7477 FEERL
‘i—a—o

=IO L D270 £,

Order Title AD |dentity Source Action
1 v Require_Authentication AD ~ a Active Auth v
Source [ Destination Active authentication
Type ACTIVE AUTHENTICATION
HTTP Negotiate e For HTTP connections only, pre

specified identity source to obt
connections, even non-HTTPR, f

Fall Back as Guest prompted to authenticate agair
access. You must configure the

Turna — Qalant tha aithanticati;

1) [OK] %7 U w27 LCA—LEBmLET,

T4 RuDhEEERS E BB (Deploy) 174 2> RZ ARy hRFERILT
HZERBHYET, T, EBRAESNTOWRWEERHDLZ 2R LET, 22— 1
B—T 2 A AEERTHIET T, T3 AEREZRET DI A 0T, £E%
JEEATHMERDH D 9, MOMICRE SN EENRT A A TIITINHIEEN M
EAEBET D720, —EHOEETAEELZ M THOEREZREATEET, ZOFIAT,
B OEHE R LET,
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2y b7—5 +57090eR~2EE ||

AT w72 Inside Outside Rule 7 7 & 2 2> ha— )L b— L DT 7 a % [#FA] (Allow) JIZEE L E

ATvT3

ATy T4

D

Inside Outside Rule 77 & A L— Ui, B TE 50—/ & LTERENET, 7=72L, (5
TEDLRTTA VT DA AN v a M FFITSNRNTD, P T 74y 7 —BEEICT 7Y
=3 a REFOMOEME (V=2 IPT FL A, BLOR— F2BL) BEaEhi0nga,
VAT AIEHETEDL NI T4 v I O—EOKHE (T r—2a e l) 2FEHTEEY
boo BREATED NI 74 v/ CHHRLSHFAIN—LVEEET DL, VAT AITRTOLT
T4 T DA VANRT v a v wFATLET,

GE)

(ISA 3000, ) F7=. Outside Inside Rule, Inside Inside Rule 5 J2 U8 Outside Outside Rule %
[Trust] 225 [Allow] IZEE T 52 & b L T EI 0,

a) [RVU— (Policies) |"X—YD[7 27 tZx=a kr—/L (AccessControl) %227 U v 7 L%
ﬁ—o

b) Inside Outside Rule {TTOLEMICH D [T 7 3> (Actions) | B/~ T AEEDED L,
[t (edit) 17 A = & [HIBR (delete) 1 7 A 2o RFrEnET, L—EH T,

e (edit) 1742 (@) %227V v LET,
c) [7Z7 v =ar (Action) |1 @ [#F7] (Allow) | 2R L 7,

Order Title Action

1 v Inside_Outside_Rule

d) [OK]%#7 VU v7 LTEHEERTFLET,
TR aryra— LRI —DF T F NN T arcuxXerErENMELET,

PO X IINENRT V8 A ay b u—L )Lb— L EBERN BT BB DR, X oia

RN— FICHEG S N For S E 7, Inside Outside Rule TiX v X2 7 WBNHLRTT R, T 7 4L

T rvarourX o I3 EgbINTWET, TDH, ¥y ah— RZiX

Inside Outside Rule DIHFHRDHNBE R ZI, — & —EH LR WERIIKM I NERT A,

a) 77FA b=V R —XR=UDFHOT 7NV T 7 arT, fEROSM%
77Uy LET,

Default Action ACCESS CONTROL: @) BLOCK v

b) [BF T3 nDEIR (Sdect LogAction) | > [fE#EDEAIEEF & # TH (At Beginning and
End of Connection) ] Zi&R L £,
o [OK]%7VUvs LET,

Waggtes — 2 _X—2A (VDB) OEHFAZr 2 — L EZRELET,
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T AAIVDBDO EFHZEHRICY U —A L TWET, ZHdiE, S CHEREShE 77U r—
arvERBETEAT VA= ary T4 T AREGEENTWET, EHMIIC VDB & T

_}'Lu—‘—»

HUENHY ET, EFETFHTY 70— RT50, £FEMNRAr 2 — L E2RET
EFEJd, WOFET, Arva—NVOREFEEZRLET, T 74/ hTiX, VDB OEHIT
ML STV D728, VDB OEH 2 BGT DI BMEEZ FATT o0 ERH Y £,

a) [T/%4 A (Device) |7V 27 LET,
b) [E#H (Updates) ] 7 /L—7"C [ EDZF R~ (View Configuration) | %727 U v 7 LET,

Updates

View Configuration >

¢) [VDB] Z/—7T[&E (Configure) ]%27 Vv 7 LET,

VDB 2165 0

Configure
Set recurring VDB updates

UPDATE NOW

d BHATZYa—LZERLET,
Ry NT—T B ELRWVWEMBLOMEELZRINRLET, £/, EFHrFvrn— K75
L. VAT ADNHBMICEREETAZ ELEMLTBOLTLEE Y, ZiE, BrLnws 4T
I B BT DI TY, TDH, EIT LU TRIFELZN, B L TOWARWVERE
ERELREBESNET,
7-E2iE, DAY a—/L Tk, VDB 2582 1 B, HFEH OFFT0:00 (24 B 5%
EA) CEHENET,

Set recurring VDB Update

Frequency
Weekly
Days of Week Time
v oa 00wv : 00w

e) [RfF (Save) 1227V v 7 LET,

ATv TS EEREARFELET,
a) Web X—TY 0 EIZHD [EEDRER (Deploy Changes) | 74 a7V v 7 LET,
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grzInvs+35% I

b) [Deploy Now] h&# &7 U v 7 LET,

BNGETTA2ETRET D2, [OK] 227 Y v 7 LT, B THXAZ VR MEIZENRE
JREMeEER L £,

RDBERY

ZOEEND, BHEA Y aAR—FBLUOA R MZa—RBXOT 77— 3 U OFHRHN
FRENET, BELLRWONRNE =BT OFEREZFAM L, 7FA T2 MEMZH| R
BEOOH LT 7 A A— L ERBECTEET,

BABLO~L Y =TT A ERONELZET 2568, 1 2F 213 E0EOT 72 A L—1
TRARI S —L T 7 AR —OFPDBLETT, /2. ZHLDOREED T AL 2
HBIMETHLELRSH Y F9,

URL 7 7 F VT HBEHMOINE LG HI121E. URL 74 V2 VU v V2 BETLNERD
D\i‘é—o

VI T DAE

BARY)—%2T 78 A ary bo—)L )L— LZBEINT5Z LIk -> T, WEUR ARG A
Th (IPS) DT 4 NZ VT HFEETEET, BRARI OV —IRxy NUV—2 v NTFT7 40 %
ITLT, T 74 v 7 ONKEFEMOBGE L L ET, BNt =2 ) o Thogl s —
BLIEGA, VAT AIEOERE Re y 7 UL THBEARIELET,

ZFOMT_XTORNT 7 4 w7 DL, Xy NT—7 FT T 4 v ZIBADHEBRRNNE S
DERRDENCEITENET, BARY —%2T 7R 3 ho—/L b—/VICEERMT 5 Z
LT, 77 A I ba— L b= VORI T D NT 7 ¢ v 7 @ik IEDHENC, RA
RV —F7F 77 ANV RK)—2FHAL TN T 74 v I DA VAR v a v BFETTH L
I, VAT AR TEET,

N7 4y 7 DORE [ (alow) | THL—MIBARY O—2RETEET, £ A7
vait, VT 74 v 7 & [EHE (trust) |EF [T v > 7 (block) T2 X I9F/ESNTN—
NTIEFEITENE A, T2, T740 8 T 272 a VB FFA (allow) | DBE, T 744 b
T varO—HE LTRARI =2 ETEET,

12 ARV 3 —IZ Cisco Talos Intelligence Group (Talos) (Z &> TEREFSINTERY, RBAL—I,
7V T uty F—WREE, FEBREDRE SN TVET, Snort3 &2 A AN Vg T Y
YELTHEALTODEAIL, Talos R Y & —IZES&, MEDHAY AR Y —%AFTE
£,

BIERBEATZHATAE T 74 v 7V OBREIINZ, EX2VT7 4 AT VP2 ARY —
FERTAZ LT, BEMOAREIPT RLALEDTRTDO T 7 4 v 7, FEEBEMOARIEURL
~NOTRCO T 7 4 w7 BHFICTa vy 7 TEET,
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ATy T

ATy T2
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FEAEE L TV RWEATEL, Threat 714 B A2 FHIMEL L9,

BARI =t Xa VT 4 ATV P RAEHHAT D121, Threat ZH T 2 LB N H
DET, BIE, M7 A B A E2FEH L TV AHEEIE. 74 B AOFHIRA A ML ST
FT, FAALRERELTWAEAS, VERS AL 2% A LT, Cisco.com @ Smart Software
Manager 7 1 7 > MIEMT 20 E R H D £,

a) [the name of the device inthe menu] %27 U v 7 L3, [7 /34 A (Device) |
b) [A~—hFZ A& A (SmartLicense) | 7 /L —7 D [BXEDFE~ (View Configuration) | %
7V w7 LET,

Smart License

View Conflguration >

c) Threat 7 /v —7"C[H%Mt (Enable) 1227V 27 LET,

VEIG LT, YATAITA B A ZT H Uy MOBELEZY ., FHMET A o X2 H%)
fBLIZD LET, INA—T DT A4 B ANERRZ LRSI, RNZ 0% [k
(Disable) 1 RZ ANZEDLY £,

Threat DISABLE

1OFFIFEHOT 78 A L—LDEARY O — 58I L FE T,

BN DVINAX XY LV END N T T 4 v ZICHIET DAV ERELE T, ZOHITIE,
Inside Outside Rule (/R AA AT Vg v &BILET,

a) AAY A=a2—T[KRY— (Policies) |27V v7 LET,
[7 77Xz hra—/L (Access Control) R T —NRRINDZ 4R LET,

b) Inside Outside Rule {TOLMIZH D [T 7 2~ a > (Actions) | B~ T AEEDED L,
[fRfE (edit) ] 7 A =2 & [HIBR (delete) ] 7 A v BRAINET, L—L &I,

e (edit) 1742 (@) %27V v LET,
c) FIEBIRL TWWARWEAIE, [727 Y3 (Action) 1D [F7] (Allow) ] Z&IRL £,

Order Title Action

1 v Inside_Outside_Rule
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d) [fRARYU P — (ntrusion Policy) 1% 7 %27V v 7 LET,

e)

f)

R ARY > — (Intrusion Policy) | hZ V&2 27 U v 7 LTob, RARY U—Z@RL £
D

(NTZrADENT-EX 2 Y T ¢ LHEGME (Balanced Security and Connectivity) 7R YU 2 —
I BEAEDRY FU—ZZHELTWES, Fry P Le{RW 774y 7% Fry
T HAREMEN D D WIS ZRPE TIE R < BT 2 2B A FEBL L E
T, Ruy7END 8774 v RS T ELHLHWLIGAIE, (X270 LA
#5925 (Connectivity over Security) R U v —%IRTDHZ LIZL > TRAAL LV AY
Ta rEEMTEET,

X2 VT 4 BT DMEND LA E, HEEXLD b X2 VT ¢ 29 (Security
over Connectivity) ]~ U > —Z L E T, [HAME (Maximum Detection) ] AR Y 2 —T
I, FYy NI AT TART I FXxOEFa VT4 BEY oz ) EHS, BIfEIC
S OICKE B A RITTAIREER H Y £,

Edit Access Rule

Order Title Action
1 v Inside_Outside_Rule Bl Alow ~
Source/Destination Applications URLs Users Intrusion Policy Fili

INTRUSION POLICY

@

LEVEL OF INTRUSION POLICY

Balanced Security and Connectivity v

BALANCED SECURITY AND CONNECTIVITY

This policy is designed to balance overall network performance with network infrastructure
security. This policy is appropriate for most networks. Select this policy for most situations
where you want to apply intrusion prevention.

[OK] %7 Vv 7 LCTERAERELET,

ATy T3 (EE) [RYJP— (Policies) ][>[BA (Intrusion) \CBE L, HET A 2227 U v 7 LT,
RARY 2 —@ syslog — "EHELET,

RAAXNY ME, 778RA2Y b —bb— VHICERE STz syslog — " Z2 B H L £ A,

ATFYTh BANL—I T —ER—ZADEHFHAT Y 2 —)LERELET,
VAIE, BFAE Ry ST ENEINERETHIRERAR) —TTHAINSD, EAL—IL
Fe B R—ZDOEHETEHANCY) V—A L TWET, L—LTF—Z_X— 2T ELHTT5
MERH D FF, BHEFERICTH Y — RT250, FRIIEHNRAr V2 — V2R ETE
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4, ROFET, AFrPa2—NOREFEEZRLET, T741VFTIE, T—F_X—2ADF
IS L IS N TWATD, B SN — L2 ST 5123 B ENLETT,

a)
b)

<)

d)

e)

[T/34 A (Device) |7V v LET,
[®#r (Updates) ] 7 /L —7"C [REDZFER (View Configuration) | %27 V v 7 LEd,

Updates

View Configuration >

[v—v (Rule) |1 7 /—7"T [&E (Configure) 1227V v 7 LET,

Rule

Conflgure
Set recurring Rule updates

UPDATE NOW

BHAT Y 2a—VEERLET,

Fy NI =7 ELZOCKEMBLIOHEEZRINLETS, £/, EHz v rn—F15%
L. VAT ANHBMICERT S Z E LML TBWTLEE, Zhid, HriLv—
ERMET HTeOICHETT, Z07, FATLTRFELZD, ERAL TOWARVWERELT
LEFESNET,

72 2R, MOARF Y a— /L Tlid, —b T —F =203 H\IZ 1 [\, AW B DRI 0:00
Q4 EFRFXEMHR) ICEFTSNET,

Set recurring Rule Update

Frequency

Weekly

Days of Week Time

[Save] 27 U v 27 LET,
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AT9 75 BEHORIERA LA b EOERZ LRI Rey 7 T572008X2 )T 4 ATV V=
VARY—HERELET,

X2V T4 ATV AEREA LT, BBIZL Do THDLHRA MR A b & DOk x
TRyl FTHIET, BRI LICERERET D72ODT 4 —T Ny M A VAR Vg v
WCHBERRHZEHRITEET, X2 VT4 AT VP AR RRERNTF T 4 v
R oy 7 LT, FRICBELAHD N T 7 4 v 7 OB LY £ < O AT ARG Z 5
TIENTEET,

a) [7/3A % (Device) 157V v L, [H# (Updates) ] 7 b—7 T [EDFET (View
Configuration) 1% 27V v 7 LE T,

b) [EFX=2UTA4A T VTV AT7 ¢ — R (Security Intelligence Feeds) | 7 /Vv—7"TC[57
HEHT (Update Now) 1 &7V w27 LET,

c)  F7miE, [RE (Configure) 1 #7 Vv 7 LT, 74— NOEMEHZHELET, T
74V hO R (Hourly) 1IXIZEAEDR Y NT =272 L TWETHA, HEIZST
THEZROLTZENTEET,

d) [RY I — (Policies) [#27 V27 LT, [BEF¥x=VT 447U T= A (Security
Intelligence) ] ARV > —%227 VU v LET,

e) HRUITV—ZFEIEAMELTWARWGEEIE, [EX2 VT 0407V V= AOFML
(Enable Security Intelligence) ] %27 U v 27 LE7,

f) [*vbhT—2 (Network) |#7C, 77v7/kay 7 VA D[+ %27V v7 LT,
[*>y hU—2 7 ¢ —F (Network Feeds) | Z 7IZHHTXTDO7 4 — REFRLET,
TA4—FRORICHD (| ARZ %27V w7 LT, 74— FOMBHEZMER TE 9,

T4 —FBFELRNVE VNI A v b—URNERRENDIHEET, B THLY —ER LT
SV, 74— FROF T ra—RIFEEZTLTWERA, ZORBENER L2WEEIT,
BHIPT RLAEA U Z—Fy RIS ANH D Z 2R L TIIEEN,

g [OK]ZZ7 Uy 7 LT, @RLET7 s — REBMLET,

fIZHARIETP 7 RLARHLGEIE, [H] > [y bT7—0F4 TP b (Network
Objects) |27 Vw7 LT, ENHDOT7 RVRAEEFELAT V=7 B TEET, U
A RNDTFEICHD Bty NU—2 4727 FOVERL (Create New Network Object) ]
7V w7 LT, T<ICEBNTSZLbTEET,

hy [URL1¥#7%27Vwyr7 L, 77v7/Fkuay7UAND[+>[URL7 14— F (URL Feeds) ]
7Yy 7 LT, §XTCTOURL 74— R&Z®IRLET, [OK]ZZ Vw27 LT, UR|
B L £,

Fv hU—Z7 U R R ERBRIC, MEDOURLA 7Y =2 h& Y A MIBEMLT, 74—F
EEN T RWNWZDOMOY A hETry 7 TEET, [+]>[URLA TP + (URL
Objects) 1227 Vw7 LET, VA NDOFEEZICHD [FHIURLAE 7 =27 FOIERL (Create
New URL Object) | %27 U > 7 LT, HriLWA T V=7 FMEBIMTE E£7,

i) (B8 (gear) | 7 A a7V v L, [#fHiA~X hr¥ 7 (Connection Events
Logging) |2 AN LT, —HL7=#EHOEX2 )V T4 AT IV V2 ARV &R
U= ERTELEIICLET, [OK] 227 U v 7 LTEREZRIFELET,
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i)

Bin X VR A LW, R V=R TREBVITHEEEL TWAHENE S D OFE
MZEER T 2720 DT —Z Z G bV EE . ST syslog — % EEK L TV H5E L,
CIZTEIRTHZET, 2OV =N ARV FEEEFETEET,

Logging Settings

CONNECTION EVENTS LOGGING o

MEIZIG LT, 470 [7ra > 7 L7 (DoNotBlock) ] VA MIFy hT—2 4T
UVl FERZIFURLA 7 V=7 FE2BIMLT, 7rv 7 U R MIKT HH04 % B T
EJ a8

[ a7 L7 (DoNotBlock) 1V A ME, AT A MY A MTERL, B4 Y A KT
T, BISU R MZHDT FLARURLA 7 B v 7 U A MIBLFERENTWAHEA, 0D
7 RUARURLOEEIZ T 78 A a3 ra— AR —0@BEHEINET, 74—
RIZZDOXEIICLTTry 7 TEETH, BTRERT RLARHA M7 ry 7 Sh
TN Z LR TESGEIE, s 2 R E2EH LT, 74— REE2THIBRT S Z &
L, FOTuy I EF—NR_—T4 RTEXET, ZO%, TNOOEHULT 7 & AHIH,
BIORARY — BESNTWDIEE) ICL o TRHME SN D RICER LTS EEN,
L7 o T, HERICERPEEN TV DA, RAREFICHFEINTZTry 7 S
£,

[7 7 B ABLOSUL—/L (AccessandSIRules) | % v v =2BR— R, BLOPAS X b Ea—
TOEXa2VT A4 AT IV V2 Aa—%2FHLT, R —IZXoTEBEICKr v
TENTWDH T 7 4w 7 &REL, [7r > 7 L7 (DoNotBlock) 1V A MZ7 KL
AR URL ZBMT 20BN H L0 E ) hERkOET,

ATV T6 BHEERFLET,
a) Web X—Y 04 EIZHD [EHEDORER (Deploy Changes) | 74 a2 %27V v 7 LET,

&

b) [Deploy Now] R¥ &7 U v 7 LET,

BN ET T ETRHEST S0 [OK] 227 U v 27 LT, %RTH A URMELITERIE
JEZMER L ET
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RDBERY

ZORFRNG RADPFFE SN EIE, EY v v aR—FB X0 N Mg, 4 —
Ty b BEROBBICET 2ERBERENET, ZOBEREFMLT, Xy hT—27I1235
X2 U T A MRBBENE S FRBEATORARY =D L~ P 5 LERH
LMEIMERETEET,

X2 VT4 AT VP2 ADGE, [7 7 BEABIOUSUL—/L (Accessand SIRules) |4 >
YaR—RTRY v—0Dby MIEMERTEET, EXFa2 VT4 ATV V2 A AR b
FAR P Ea—T7 THHRTEET, EX2 U740 A7V V= 2070y Z7HITREA
OEBIERIIIBENET A, ZHUX, RETDRICN I 7y v omdTay 7 ENH72HT
D

RIVOIT7Z2TAYI T BHAE

FIE

2—HF, A —Fy F YA FNELFEBTFA—NAREODZOMOBEFEND, BEEOH D
V72T (AU xT) EHSETHERICEICSLENTVWET, FETE S Web A
FCH, BoMlONT, MER R — IV Y =T EEAATHIENH FF, WebX—
Wi, BOEELTHODF TV e E®HH I N TEET, ZOFT V=7 MIIE, A

A= FATAIRE Y 7 A /v Javascript, K572 ERH 0 £9, I A S Web ¥4 M
BHEZ, SMBOEEILTHRA RSN TNDEAT V=7 M AAENE T, EOEX =2V T 4
I, BAIOERIZET TIE R, B4 7V =7 NEENCTH~D Z & TF,

<N =T HEFER L VY =T 2R TA27DIC 77 A NVKRY) —2FEHLES, 77
AN EZFTTE T 7ANVR) S —2FER LT, 77 A ML T 2T REENTNENE
IMITER L . BEDEZA TDTRTOT 7 ANEHEIETL b TEET,

~ /0 = 7 B#EE AMP Cloud ZfE L C, X NV —27 N7 7 ¢ v 7 Tl S IBTER 72
VT =27 OMWEERELET, AMPCloudiZ7 7B AL, vV =TIy 77T v 7 23T+
L, BHA L H—T 2 A ANFIA U H—F Y BADONRNANRKIEETT, TN ARNRT 7
ANEBRETDZE, 77400 SHA256 Ny ¥ 2 B2 EH L TT 7 A AV OHEEIZOWT AMP
Cloud \ZWEEEd, "Rt H2MEIL, [V —> (cean) ]. [¥/v 7 =7 (malware) ].
F 721X [P (unknown) ] (BAREZRHIEZ FHRW) 12720 £9, AMPCloud I[CE|ETE 220
Ve, MBI A (unknown) 112729 F9,

Tr7ANKRY S —% TR ay hag—)L L— VT A2 LT, 782 ay ha—
W IV—IVDFMFZ—ETDH T 7 4 v 7 Z@BBSEDHANT, BRI 7 7 A VDA A
arvEFITTLEY, VAT A RTEET,

N7 7 4w DHE [FFA] (allow) | THL—NMZT 7 AN R U—5HRETEET, £ A
X7 vavid, V774 v 7% fEHE (tust) [ EIEL[7r > 2 (block) |5 L 9KESN
TV — A TIRETEINER A,

2T 1 £FEEMEL TR WESTE. Malware 38 X O Threat 7 4 £ 22 H b L £9,
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T ANKY =T A2, RBARY O —IZ03 7 Threat 7 A & 2 AT AT, Malware
EAMETHLERNH Y £, BIE, FHMET A B AEEHA L TWAEHEAIEL. TR 6 0O T
ARV AEREPILET, T AEBELTOWDEAIEL. LERIA BV AZBALT, £
A5 % Cisco.com ¢ Smart Software Manager 7 /7 7 & MZBIT 2 LERH D £,

a) [T/3 A (Device) |27 Vv LET,
b) [A~¥— KT A EZ2 A (SmartLicense) | 7 /L—7 D [ZEDFK /- (View Configuration) | %
7Yy LET,

Smart License

View Conflguration >

c¢) Malware 7 /v —7C[F%t (Enable) | %27 Y 2 L, Threat 7 v —7T% [Hahik
(Enable) 1% 27 Vv 7 LET (FLEAMEINTORNES)

MEZIE U T, VAT AEITA|AET DT MIBEGE LT, FHli7 A B A% H%)
L0 LET, ZA—TDIF3 A48 ARHANR T EDREN., RE % [EDL
(Disable) R ¥ KDY £,

Malware DISABLE

RTFYT2 1 OFFIFEEOT VA L—NADT 7 AR —5BINLET,

CNT 2T BRIRODAX Y END DT T 4y TIHIET o=V ERELET, ZOHIT
l%. Inside Outside Rule {27 7 A /L A A~ g &BIMLET,

a) AAY A=a2—T[KU— (Policies) %7 Vv LET,
[77EA=z hr—/ (Access Control) | R Y v —MNERRINDHZ EEMHERLET,

b) Inside Outside Rule {TOAMNCH D [T 7 > a3 (Actions) | B~ T AERbLED L,
e (edit) 174 232 & [l (delete) |74 2o RERINET, A—A &< I,

Ut (edit) 171422 (@) 220927 LET,
¢) ELERL TWARWESIT. [727 33> (Action) 1D [FFA (Allow) ] 2R L E£7,

Order Title Action

1 v Inside_Outside_Rule

d) [Z77ANKEY L — (FilePolicy) | #7 %2V v s LET.
e) HHTHZZ7 AN KR —%27 U w7 LET,
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wnyvz7EInys3enE [

TR, ~ VU 2T L RASNEZTRCOT 7 ANV E Ry T [y T 2§
_T7r w7 (BlockMalware All) ]. £721FAMPCloud 27 =V LT7 7 A LOME %}
Wrdon7ay 7 XL [Z 7Y Red Xy 277 7 (Cloud Lookup All) ] T9,

Ty ANNED LTSN DN AR T 25EIE, 77U Vv 2 7y 7wl LE
To 77 ANDPIFISNDFIECHELZSL, BTT7r X 7RI —20 XS5
ENTEET,

fich, vy xT7 278y 7T HIDICHATE LR V=030 £F, oKD
T—I%. 7 7 A IViiliE=<° Microsoft Office, F 7213 Office BLWPDF R¥ = A hDT v
n—Ro7ay 7 EEELTWET, 2FE0, ZNHORV > —%2FHT5E, v LU=
TRTay 7 SNHET TR, 2—=VFIEINLDOT 7 ANV EA T EMDOF Y hT—7 |2
EETERLLRVET, =—XZHEIGEIE. ZNHORY U —2BIRTEET,

ZOFITIE, [V =T % T Ty ” (Block Malware All) ] Z38#IR L £,

. - Editing Rule Inside_Outside_Rule [2]
Name ‘ Inside_Outside_Rule 4 ‘ B Logging: ON 1% Time Range: ‘ None ‘ Rule Enabled: @) =
‘ Select Variable Set v B File Policy: | Block Malware All ‘
All Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
Edit Access Rule
Order Title Action
1~ Inside_Outside_Rule Bl Allow ~
Source/Destination Applications URLs Users Intrusion Policy File policy
SELECT THE FILE POLICY Cg CONTR
Use file pol
Malware Pr
lock Malw All righ
ElE i policies o |
regardless

Query the AMP cloud to determine if files traversing your network contain
malware, then block files that represent threats.

f) [m¥ 2 (Logging) #7427V v 27 LT, [Z77A/VA~_F (FileEvents) ] D FIZdH
L7740 X 7 (LogFiles) | BRI TND Z L AR LET,

TT7FNVEITHEH, 774NV R —%BRT LT 74V aX o Zi3EMeEInEd,
ARV IBIOF v v aR—RZT7 7 A VBIO~ L0 = TIEREFERTDHIZE. 774
VB X T RN LETT,
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B 7ot75701—2Kus— WRLTLE YY) OREHK

ATy T3

7Ot T4H

NDREHE

FILE EVENTS

B2 LogFiles

g) [OK] %27 VU7 LTEREEZEFLET,

EEERFELET,
a) Web X—Tf5 Eizh b [EEDREE (Deploy Changes) | 74 2> %27V v 7 LET,

b) [Deploy Now] R¥ &7 U v 7 LET,

BENTETT2ETHET S22, [OK]Z27 ) v 7 LT, B#THFA2Z VA NERITEME
2R L ET

RDBERY

ZOREEND, 77 ANETLEFYNT = T REFEEINHHEAIC, BHY v aR— RBLOS
RUNMIT AN BFATRT 7 ANBINY LT =T OA X MIETHERNE RS NE
T, ZOEREZFTMHEL, 77 ANOEEICEHL TRy FU—ZICEBIZEF 2 ) T 4 (IR DL
TNE I NERETEET,

I 1—RKRYS— (URLT 4 JILR ) 2Y)

2y NI DT 7T H TN 2—AR) —%BRECEET, 777X TN a2—AKT
—id, M CHEYIE SND Ry NI T IO T o T 4 &, REYIEENDT VT A ET 4
ZXEBILET, B, ZNHDRY —iF A X —Fy FOFEHICER L, A0, 15
HIEAEDELEE (BB TRWERGFTOHER 2 &) . Web N7 7 ¢ v 7 Oifilflliz B E LTV
3

URLZ A4 NE IV THRMHEHALT, T7RBAR) =7 7874 TNV a—ARK) —%
ERCTEET, RHRHT Y (Fry o TNARE) TIANEZI LI TELHED, Tuayrd
% WebH A k2 EBNCHRIT 5 BEEH 0 FHA, HF Y OBRETIE, A FORELE
T=varEHRELT BNELRT ey T b TEET, a—¥RzosTraY L
EaF—YarOMABADETURLEZBELL Y L+5L, kv varnruy s ShET,

BT F=EABIRLEaT—var F—FEMHATEZET, RY —DOIERE B
RSN ET, ZOFETIEH, VATLENBWeb bT 7 ¢ v 7 ZHF5E 0 ICHESEITHE L F
T BB, BEA T U P2 AT LWURL 2 T2 <, BEfFEO URL IS T A LD
TV LV R TEICEHRIND 2D, VAT AMIBEEICEFTOFEREMFEHA L T, ERkIhi=
URLZ7 4 NVZLET, vV xT | ARA Ry by b, 747y EXal
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FIE

ATvT1

ATvT2

FoETETLA—RKY— WRLT L5y s oxgrs [

T AT 2B RTEEOLH LA MI, TR Y —2 8 LI VIRA Y o —2
B L720F 2 "—2% kEloThkx L HETSAREMERH Y £,

WOFINAT, URL 7 ANV Z VT HREALTT 78S H TNV 22— R o—%RET B HIE
WZOWCHBLET, ZofITCix, BHOITIV DL HLEaT—v a0t A b &
VRO =% )Ty hU—=F 7B A~ BROKRZEY A FTh 5 badsite.example.com
7wy LET,

iﬁﬁ@kbfwﬁw%@ﬁ\WMJ?%?VZ%%%MLETO

URLA T FV LVt aT—vayOFREENT 2568, LB INLOMERES v 2R —

R AR NIRRT HHEITIE, m&74ﬁ/x§ﬁw LT HMERDHY ET, BUE, G

FTABV AL TV DEEIE. T4 B ZAOFHERAEMEENTWET, T3 2AE%

fib’(b‘ D86, BRI AU AEMA LT, Cisco.com @ Smart Software Manager 7 77 7 »
BT 2 0ERH Y £7,

a) [7/3 A (Device) |27 Vv LET,
b) [A~¥— K7 A2 A (SmartLicense) ] 7 /L —7® [{XEDZE R (View Configuration) | %
70y 7 LET,

Smart License

View Configuration >

¢) [URLS 4+ >X (URL License) ] 7/ —7® [£%Mt. (Enable) 1227V~ 2 LET,

MBS LT, VAT AETA B AET AU MCEGELTEY ., M7 A v 2265
IbLIZY LET, ZA—F DT A4 v ARG ERREN, RE T [EHL
(Disable) | RZ 2P0 £1,

L'JRL License DISABLE

URL 7ANVZ YT OT IR a3y be—nL b—LuaERLET,

Ta X T =V OVERREINC, 22— NT 78 AL TWAY A FOAT Y 2 IR T
FET, TOHAE, AT A7) (R E) IZ[Allow] TV v a VERELTLV—LE
TERRCE £9, T3TH Web 55t DA LV AXT v a L aFEITLTC, URLBZ OB T IV @
LTWANEIDLEHWT H2MLEND L0, SRUSNAOT A bOOT TV ERHEE L E
7
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B 7ot75701—2Kus— WRLTLE YY) OREHK

72770, 7ay IR BETAIENRTTICHABHA LTS URL A7 U BGFEETIHERHY
I, TuvX R —TH A VAT g BRI ENATY, TuylXnbs T a
V2T, TayZ&NW0WhT 3 ~OFERICET AT IV IFERLESG L £,

a)

b)

d)

AAf v A=a2—T[HRYU— (Policies) |7V v7 LET,
[7Z7&®Aa hua—/ (Access Control) | ARV I —NERINDHZ L MR LET,

[+ &7V vy 7 LTHLOIL—LEZBMLET,
B, #A4 bv, BXOT 7 v a 2% ELET,

«[JEFF (Order) 1: 774N T, HLWL—LEIT 7 A a3 ba—L K —D
RBEIBIMESNET, 72720, R UHEsls LOMOFREEZRET 20— 0
Al (D) 220N — AV ERETLILERSY T, 5 LT, L—/ i
AEnFEHAL ERTRASN V=L, T NANTRICEA SR D LV —L
D1DODHTY) o TON—/TIE, T3 2R ERHTAER L 72
Inside_Outside Rule & [f] CHEo/4a 8 2 L E 3, ftho/L—/L b FRERICIER T
F9, T/ BRI br—VORREERET DHITE, BFOBEBTREDL—IL%Z
BRE L, RS SNDDELR SN0 EREICRETEDLLIICTH I LD
FOIFETT, ZOFITIE, V—LDIERFE LT 2R L £,

«[#A hv (Title) ]: /L—/LIiZ Block Web_Sites 72 EDERD & 5 4 /i & 1T £,
«[77 a3y (Action) ]:[7 2 v (Block) ] Z&EIRLE T,

Order Title Action

1 v Block_Web_Sites @ Block v

[1615 7o/ St (Source/Destination) ] % 7 C, [#E{E7t (Source) | >[V—> (Zones) |
D[+ %27 U7 L, [inside zone] R L THD, YV —r DX AT TRy 7 AT[OK]
7 Vw7 LET,

LEOBMBIEICHIETT, [HNE2Z7 Vv 7T/ 3WTALTad Ry 7 AR
D, BT L5HEAEZZ Y vy LET, HBROHEBZ7 Y v/ CEEY, BRLZEA L
7V 7T BB MRESNET, Tyl v—21%, BREAOHEAZRLET,

72720, [OK (OK) 1RZ %27 Vv 74 H5ETHRY —ZiFfbBEMESNEFA, H
HZ®IRT 57200 TEAR+557T9,
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FoETETLA—RKY— WRLT L5y s oxgrs [

Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks ¥

¥ Filter

a outside_zone

Create New Security Zone CANCEL “

e) RUHMAMA LT, [#EfEL (Detination) [|>[YV—> (Zones) ]| T [outside zone] % i3

WL EF,
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks +  Pons +  Zones +
8 inside_zone B outside_zone

f) [URLs] ¥ 7 %27 U>Z7 LET,
g) [#7 3V (Categories) | D [+]Z 7 Vw7 LT, BRELITHMONIT 0y 2T 507
Y @R ET,

ZOFITIE, Ay hxry b, BEOHLVA b, vV U=THA4 b BLOY—T v L
Fy NI —F U TEBRIRLET, 70y 7352 ERMLERAREEREVIEBINA T Y
NHVET, Ty LA ERbhosTWThS, TOHT I RNbhbARNSRE
/X, [URLto Check] 7 4 —/V RIZURLZ AL, [GolZZ Vw27 LET, VoI T v/
FERZRT Web A PRERSINET,

URLs Us.ers'.o Intrusion F-‘olic'_u'ﬂ File [::cnlic'_,..'a Logging
CATEGORIES +
Botnets Reputation: Risk Any b
Malicious Sites Reputation: Risk Any ~
Malware Sites Reputation: Risk Any w
Social Networking Reputation: Risk Any b

hy LEa7— a3 i@ BIN57 1y X7 % [Social Networking] 77 =V (25495
\Zi%, £ DA 7 2 Y O [Reputation: Risk Any] 227 U v 7 LT, [Any] DR 2 fEFR L TH
H AT A X% [Questionable] IZBBEN L ET, AL HICIX, RTA4FXE2 7 Vv LET,
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B 7ot75701—2Kus— WRLTLE YY) OREHK

i)

k)

Social Networking Reputation: Untrusted-Questionable ~

Ouestiona... Untrusted

ANY o

0 If you change the rule action, the reputation
range you have selected might flip to the
opposite range.

Include Sites with Unknown Reputation

LEaT7—2al ATAXOEMTFFAIEnsY A e, A7 vy 7 &by
A4 FERLET, ZOHAE, LE 2T — 3 )3 [Questionable] & [Untrusted] O #iFHN (2
L= xRy NT—=F T HA bOHRT a7 IET, LicnosT, =2—HF
E VR0 0 —EICER SN Y —v b Ry bU—F 0 7P MTET 2
EATEET,

LE 27— a B ARHARURLE L E 27 —va r—FIZED DL, [LEaT— s
VKRB YA S &G DD (Include Sites with Unknown Reputation) ] 473 a > % R
LET, #@F, FriLnd A MM S CWERA, 72, ZOMOBEBTY A FoO L
Ea7—varBANTHSD (FRIFHBTERY) HELH0 E7,

L¥aTr—varaEHTLE, BIOFETHER LT TV NDY A R @RI
oy /7 TxET,

BTV VARNDOEMIZH D [URLS] U A FORED [+ 227 Y v 7 LET,

Ry TT T HAL Tl Ry 7 ADFET, [HIHURLOVER (Create New URL) ]V >
77 Vv LET,

4T E URLOM JFIZ Tbadsite.example.com| & AJJ LT, [HEAN (Add) ]. [OK] DNEIZZ
Vo7 LTHT V=7 FEERLET,

F 7Y =7 MIURL &R CARIZMT 50, 72347 =7 MIRIOARTIZFT 5 2
EMNTEET, URLICIE, URL D7 ha v aaht, h— KDLzl £
7
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FoETETLA—RKY— WRLT L5y s oxgrs [

New URL Object

Name

badsite.example.com

Description

URL

badsite example.com

1) AT V=7 Fa@RL T, [OK] 227 U v 7 LET,

WY = ORI A T V=7 FE2BINT 5720 T, VA MIAT V=7 FaNEN
SNET, FRAT7 V=7 ME, BEIICRRS L EEA,

Order Title Action
1 e Block_Web_Sites
Source/Destination Applications URLs Users © Intrusion Policvo File pu::-lic\fIB Logging
URLS b CATEGORIES +
C‘J badsite.example.com Botnets Reputation: Risk Any (e
Malicious Sites Reputation: Risk Any ~
Malware Sites Reputation: Risk Any ~
Social Metworking Reputation: Questionable b

m) [BX>7 (Logging) | #7 %7 Vv 7 LT, [ATTULarn#ER (Sdect Log
Action) > [ DBIIAF &8 T (At Beginning and End of Connection) | Z3&R L %
?‘0

Web 17 3 X afl—RBLOERA XV M7V BLRLE 27— a0
A2 FRTHIIE,. e X 72 AMETH2HERH Y £,

n) [OK]%Z7 Vw7 L TL—NEREFLET,
AFY T3 (A7 ar) URLZANEZ Y T aFELET,

URL A B ADRBEILENTWABEE, AT LI Web T Y F—FRXR—ZA~DEHF %
HEWICAZDL LES, T—ZI3@EE 1 HIC1IEESFINETH, VATALITI05TEICHE
HaeTFov s LET, MODOBEETEHNZHELR2VEAIT, Bzt 7IcTEEd,
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B 77— aosmenmsanz

ATy T4

P

Fo. HHEENTOWRWURLE DT DDV ATEETH L IERTHZ b TEET,

L7ZRoT, £ A PF—LENTWD URL 7 —F X—R|ZFH A bDOBT IV i<, Cisco

Cloud IZH T T U MNEFENTNDLZ ERDHVET, 77U Ko AT7a) b EaT—Tay

NENDE, BT AU R—ZAD/L—/L% URL ERICE L @HTE £, AEUHIRICE

DAL AR—LEND URL T —FR—A/hEZ g —2 ROVAT AT, 2047 V=

VEBIRT A ZENEETT, Ly T v IR RN ERETCEET, T 744 b

WX [BEH L7y (Never) ] T, vy 77 v FHRERITEFHINEE A,

a) [7/3 A (Device) |27 Vv LET,

b) [VRATLEEE (System Settings) 1>[F5 7«4 v U &E (Traffic Settings) ] >[URL 7 1 )L
A1) 5 MEE (URL Filtering Preferences) |27V v 27 L£7,

c) [FEOURLHCisco CSI®D 7 = U (Query Cisco CSI for Unknown URLs) | Zi®IN L F 7,

d) ®7% [URLAE#HE AT RERFR (URL Time to Live) | (24 Bf72 &) ZBIRL £,

e) [SavelxZ Vw7 LET,

EHEERIFLET,
a) Web ~—T DA BIZH D [EE DB (Deploy Changes) | 7 A 2 %7 U7 LET,

b) [Deploy Now] R¥ v &7 U v 7 LET,

BT T T ETHET S0, [OK] 227 U v 7 LT, BTHAZ URAMERLITERE
JEZfERd LE T,

RDRARY

ZOREST, URLA TV LB aT—rar, BEXO o vy I 8T 5 EmNE
WA v aR—REARY MIFERESIEDET, ZOFREFMEL T, URL7 4 ALZX Y T
WEoTHELL WA FOBR Ry 7ENTNENE I, £l EIT IV
VaT7—3a UREEBEMTOINERNSHNE 5 et £,

SERBINLE 27— g VZESWTWeb YA b~DT 78R ET 0y 7352 L%, 22—
PIZHERICEENT D Z SOV TR LET,

CaAVDERZEHET S7E

TIOY R=AOT TV r—ary 7oy b 7r—Lbn, BERy NU—27 ONEHE L O
WCHRIE L L CWeb 72 ha Lzl T25Y v F AT 47 77U r—2a Uiohbb
T, Web (ZIBEENTT SV r—va b ERGETHZIEXZ R TT7 v h 7+ — A>T E
7

FTD CiL, BfiDOA > Ay v a VEFITLT, HHTL27 7V r—ra v EZRELET, 2
U XY, FED TCP/UDP AR — h & % —7 >y MZT 50 TiEel, 77V r—vara s —
Ty hELET 78X arba— Vb= ERBRTEDLLICRVET, LR -T, Web
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FIE

ATv T

7Iusr—vavopmesnss5% [

N=2AT7 TV =2 a UPRRCR— P2 L THWTS, N ZERNICT vy 7 72135
AITEET,

REEDT 7V r—ab i &7 ay 775K 0BRTEETN, ¥4, #7573V
27 VR FlIEVRRAEOEEMEICE SN TOL— L ERR TS b TEET, 2k
21X, VA BEL, EVRRAEOBEEMENMENT ) = a U ETRCGEML T ey
T5H, TRy b= = LVEERTEET, 2R DX TSV r—a
DOWTNHEFEALLYIETEL, EyvarBnNToy s EnNET,

VAL, VAT ARBIOWERET —#X—X (VDB) OEFEE L THEZT T r— 3
VFEATIAEBHLEMLTWES, O, FEITL—IAZEHRTLHZ LR, &Y A
DT TV r—rarET7ay 7 TH50v—NVEBHLWT U r— g SCHBIIZEATE £
7,

ZOERBITIE, [T/ =~ AP —/7 1% (anonymizer/proxy) | I 7 A VIZET L7 7Y r—
varezny s LET,

158 HHEIIZ

ZOMRAGEITIE, ARG Ry hU—2 NT T 4w 7 BRANDLHE (T3—Y) BETLT

WHZ EEAEE LTWET, TOMAFITIE, [77V 7 — a3 (Applications) 1% v =
R—RTOWTESD, 77V 75— a yOERRWICET 2E#® &2 BUST 5 HIEIC W TR
LTCWET, ZEICEASNTWET F Y r—ya VRS 28T SR N7 7Y r—
A R—ADN—)VEHFTEET, 2. TOMEABITIX, VDBOEHFE A7V a—L
THHECOWTHRALTHWET (ZZTEHBVKRLERA) . 77V r—2 a3 %FIELL
AT EDL L DIC, EHIMIC VDB AT L T 7Z2E 0,

TV =g R=ZADT VA ar ha— Lb—LEEHRLET,
a) AAY A=a—T[HU— (Policies) 17 Vv 7 LET,
[77kEZxar hr—/b (Access Control) | R T —NRRINDZ 4R LET,

b) [ ZEZ7VUy 7 LTHLWWL—LEEBINLET,
) JEF. A b, BXOT 7 avERELET,

«[IEFF (Order) 1: T 74/ FT, HLVIL—LZT 78 A 3 ba—LRY —0D
KBIBIMENET, 72720, FURELsEs LOMMOEEEZRET 50— D
Al (BN 2O —NEERETDILENRH Y £3, 5 Ladiux, v—/uidii
AINFETA ERTRASINDIL—VIL, T— 7WWTW@ BEsnsL—n
D1 ODHTT) o ZONL—LTIE, T3 ZADOYWIFRERICIER LT
Inside_Outside Rule & [7] CEo/5d 6 2 M L £ 3, oL —L b RIERICIERR T
i# TRy ba— VOMERERKIET HITE, ROBEETREDL—LE
RIE L., BN SN NESE SN0 EREICIRETE L L )18T5 2 &0k
%®ﬁ£f#o_@mf I, =L DIEFE LT [1] 2R L £7,

RZ k754 F 4 R : Firewall Threat Defense D% [



RZ k75497 4 R : Firewall Threat Defense D& I |

B 77— aosmenmsanz

o [#A kv (Title) ]: /L—/LIiZ Block Anonymizers 72 & DFEKRD & B4 Bz (1T £
R

s [77vaY (Action) |:[7 8> (Block) | Z®INL E7,

Order Title Action

1 v Block_Anonymizers @ Block

d)  [EEFIC/HEESE (Source/Destination) ] % 7 C, [#E{§5 (Source) | >[V'—> (Zones) |
D[+ %27 Vw27 L, [inside zone] R L THDH, V' —r DX AT TRy 7 AT[OK]
27Uy 7 LET,

Source/Destination Applications URLs Ust
SOURCE
Zones + | Networks +

¥ Filter

D

H outside_zone

-

Create New Secunity fone CANCEL “

e) [AUEAMZMEHL T, [#E#hE (Destination) ]>[V—> (Zones) ] T [outside_zone] % i3

WLET,
Source/Destination Applications URLs Users Intrusion Policy File policy Logaging
SOURCE DESTINATION
Zones +  Networks + | Pons +  Zones i
B inside_zane B owside_zone

f) [77 U/ —v a3 (Applications) | ¥ 7 %27 U v 7 LET,
g [T7 VUl —=ar (Applications) |D [+ Z27 Vv 7 LT, Ry T 7y XATar
Ry 7 ADTFEHIZH D (@27 4 /v % (Advanced Filter) (V27 %27 U v 7 LET,

FRICT TV r—vay TANE T V=7 bEERLTC, 22D [T 7V r—va
7 4% (Application Filters) ] U A F TR TE LI, 778X v he— b—
NTCEBEBEBEELC, A7 a v TERHET7ANE AT V=27 P LTIRIFET D Z
EHLTEFET, H—DT7 7 r—3 3 T — A E TR L TWARWESIT, [EERT ¢
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FIur—vavorResaT s [

/L% (AdvancedFilter) | Z# A7 07 Ry 7 AZFEHLT, KOfHEIZT ) r—ra v
ZsR U CEb e b 2 AT £,

FMEERRT DL, ¥ATR TRy 7 ADTHIZHD [T 7Y r—3i a3 (Applications) ]
DA RMPEFH SN, FMHC—BT 277V r—va vnFnREShEd, il Lic—u
. I T7 T r—va AZEHESET,

COVRAMEISKRTLESWN, 2EE VAIZBIEFITE T XTOT Y r—9
a7y LESETHEERHY £T, L, AEEZERL TWHKEET, TFPT
WEHEFEICE ) AZICHEIRTWET, FEAEOMIL. o7 7V r—yarar
Dy /7352 EHRBLERAL, SEIFERTANFEEER LT, BRI T ST
TV r— g VEMERT DX 0 £, Zhbd Y 2 ME VDB O EH TE
FTELHIEERATBONTLEEN,

ZORITIE, [T 2V (Categories) |V A MMNLT /=~ AP —/T7 X 2RIRLE
7

Filter Applications ©  RESET FILTER

Risks Categories m Tags Any selected

Any i T Search Categories T Search Tags
mobile application not work related
Any bt e
VolP high bandwidth
Type s ; - ;
web senices provider file sharingfransfer
Any N E-COMMSTss shars media
- -

Filter the list of applications 33 Applications

T

Applicatior Description

ASProxy ASProxy open-source web proxy
B Afer School Anorymous messaging app.
n Avocent Registered with LANA on port 1078 epfudp.
LY Avoidr Web based proxy compatible with many popular social networking sites.

h)y [@ER 7 ¢ L% (Advanced Filters) | #4707 ARy 7 AT, B (Add) 1227V v
7 LET,

T4 NEPBINEN, [7F YU — a3 (Applications) ] ¥ ZIZFRENET,
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B v+ rzemyans

Source/Destination Applications URLs Users Intrusion Policy

APPLICATIONS SAVEASFILTER +

¥ Categories: anonymizer/proxy

i) [BX 7 (Logging) 147 %7V >Z7 LT, [ATTFTYarm&ER (Sdect Log
Action) |> [E#DBEAAFF & # THF (At Beginning and End of Connection) ] Z3#&R L &

ER
ZDON— Lo T T ay 7 SNDHEROEREIIGT DL, vX 7280 T 5
BN H D F97,

i) [OK] %227V v 7 LTA—AERELET,

ATvT2 BERARGFELET,
a) Web X—TY0f EIZH D [ZEDRERM (Deploy Changes) | 74 a2 %7V v 7 LET,

b) [Deploy Now]| R¥ v &7 U v 7 LET,

BB T T ETHET 50, [OK] 227 U v 7 LT, BTHAZ URAMERLITERE
AR L £

RATY T3 [F=4%Y 7 (Monitoring) 1%7 U v 7 LT, #REEFELET,

INT, [y hU—7 O E (Network Overview) | % v aR—RKOT 7V /r— a0 74
Yy MIRayFEnNERNFRRINET, [TT (Al) V[HES (Denied) J/[FFFI
(Allowed) | Fuy 7 X oo A7 avZEH LT, Rey XS r I r—ra O
WCEREYTET,
T = a BT D ERIL. [WebApplications] % v ¥ 2R — RTHRBETHZ LT F
9, [Applications] % v ¥ =R — RlZ7' 1 h 2/ /VEIEOERNFREINET, 207 7Y
g=arEEHLED LT =RV GE. TAT T 4T 4 R =GR CTRRAEN
VB Z LEFREE LT, BT LT oa—He 77U r—ya VEABEMT L Z &M
TEET,

BIry FEENY DHE

TNA ANERTRERA  F =T = A AN D YE. A v F (L7iTBlo—5) (TR L
T, MoV 7Ry M —E 22l e £,

PT xRy M EIBINT HEAER R ERIIZEH Y £, ZOERFITIE. RO—KRT T U A
WXL L £
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$I%y reemysss [

e TRy MI., FIAR—Fxy NT—7 192.168.2.024 ZFEHTANEBxy hT—27 T
@—0

eIy NT—T DAV E—T A AZEX, AXT 4 w7 T RLA1921682.1 n3dH 0 £,
ZORBITIE, WAV H—T A AT IOy NUY—TEHATT, BOFETIE, 7T
BSnTWAbA o —T2A AEEH LT, HILWLWRY NU—TDOHT A X —T A
AEAERC L E T,

e FRXA AT, DHCPZHEH L TRy NTU—27 FDT—I7 AT — 9 00T RLUAZERAEL
¥4, T RLRA F—/L & LT 192.168.2.2 ~ 192.168.2.254 ZfifH L £ 1,

cMONEFR Y P BLONH Ry hT—T ~DOFRy NU—7 T 7 BRI, FalEnE
T, ARy NT—ZIZBEITA NI 7 4 v 7 Tk, NATZERH LT T U v o 7 R
AT LET,

\}

GE)  ZoflIclit, 7V vV IN—TICRERDA v Z—T =2 RTEEN TN E RS L

FIE

ATy T

TWET, BIE. REHDOA L Z—T A ART Y v T —TF A R_R—ThHHBE. RO
FIEICHETFNIC I NE T Y v T —TNHHIBRT 20BN B Y £,

IR BHHIIZ
Py NT—=T I —TNEF LT Ry hOA U H—T 2 AB LA A v F IR BERG
LET,

AHE—T 2 A AEHFRELET,

a) [T/8% A (Device) |27 U w27 L, [f % —7=xAA (Interfaces) |+~ VU—ICHDV
YOIV I L, RICAE—T 2 A AXAT B VI LT, A F—T A ADY
ANERRFLET,

b) # L TWDHA L H—T = A ADITOHPNZH D [T 7 v a > (Actions) | B/~ A%
LSBT, [ (edit) 1712 (@) 22V 9s LET,

) HAMRA L =Tz AADT T 4 ZHELET,

«[4HT (Name) |: A > H—7 = A AZEEOLHET ([Inside 2] 72 &)
«[E—FK (Mode) ]:[/b—7 v K (Routed) ] Z#ERL £,

C[RTF—H A (Status) |: ATF—F A RITAEIY v LT, A X —T = ZEHE
fELETF,

« [IPv47 R LA (IPv4 Address) 1 %7 : [ZA 7 (Type) [\ Z[AXT 17 (Static) ]
ZIEIR LT, [192.168.2.124] Z A1 L £7,
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B o+ rzemyarz

ATy T2

d)

Edit Physical Interface {

Interface Name Meode Status
inside_2 Routed . O
Learn More
Description

IPvd Address IPv6 Address Advanced Options

Type

Static <7

IP Address and Subnet Mask

192.168.2.1 f 24

[fR1F (Save) 127 Y v 27 LET,

A B =T A A VAN, BFHINTA VI =T oA A AT —HALBRTEINTZIPT
R ARERENET,

GigabitEthernet1/5 inside_2 Q Routed 192.168.2.1

A B —T A AP DHCP V—ZZHELET,

a)
b)
<)

d)

[T/34 2 (Device) |7V >v27 LET,
[V AT LERE (System Settings) ]1>[DHCPH—/\ (DHCPServer) 127V v 7 L%,
[DHCP#—/% (DHCP Servers) | ¥ 7% 7 U v 7 LET,

FiZ, BEHFODHCP Y —A_"BERENET, T 74NV IIEREEHEAL TCWBEE, VAL
IZIENEA v Z— T oA ADWTIIDEETNE T,

XOEHOH EZ7 Vv LET,

=TT 4 BEELET,
« [DHCPH— DA%t (Enable DHCP Server) ]: 2D FZ V&2 Y v 27 LT, =N
=R L £,

o[f X —T7 A A (Interface) ]: DHCPH—ERAZHMLL TWVWEIA X —T = A%
BIRLES, ZOfITIL, inside 2 ZTIR L E4,

o [7 FL A7 —/L (AddressPool) |: — "3 Ry U —2 EOT A ZHEHGTE D
7 KL A, 192.168.2.2~192.1682254 # A LE T, F*v hU—27 T KL (0)
A B —=Tx2A AT KLA (1), £2EF7 e =Xy 2k 7 LA (255) NE%
NENE L TLEE Y, £, XY NI =T EOTF AL RZAFT 4 v 7T R
ANMERFEIE, A bETNLDT RLAZBA LET, 7 —/VITHE— 0
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f)

ey |

LT RLATHLIVERH D=0, FHORMEIIREBENOAAT 47 T R
AR ET,

Add Server

Enabled DHCP SeNerO

Interface

inside_2

Address Pool

192.168.2.2-192.168.2.254

GEM (Add) 1227V w7 LET,

#  INTERFACE ENABLED DHCP SERVER ADDRESS POOL
1 inside Enabled 192.168.1.5-192.168.1.254
2 inside_2 Enabled 192.168.2.2-192.168.2.254

ATFw T3 NEEFa T4 V=i v —T A4 ABIMLET,

AUE =T oA AR V=% T HITE, A =T oA RATEF2 VT4V —VITBL
TWARERHYET, EX2 VT4 V—roR) v —2TBRLET, 2070, V—rTA
VHA—=T 2 A AEBMBLIOHIRT S L, A v Z—T A ATEA SR —IXHEIIC
EHRINET,

a)
b)

¢)

d)

AL A=a—T[F 7=k (Objects) |27V v LET,

F TV FOBWKNG, [BX 2 YT 4 —2 (Security Zones) | ZiBIRN L £,

[inside zone] A7 ¥ =7 FOITOLEMIZH D [T 7 > a3 (Actions) | BT~V T AEHD
BT, [tk (edit 1742y (@) 2200 LET,

[ % —7 AR (nterfaces) 1D FIZHDH [+ %27 Vv 7 LT, inside 214 F—T = A
AEBRL, A H—T 24 AVART[OK]Z27 V7 LET,

Interfaces

oy
inside

inside_2

[fR1E (Save) 127V v 7 LET,
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B o+ rzemyarz

Security Zones

3 objects
L NAME MODE INTERFACES
1 inside_zone Routed inside, inside_2
2 outside_zone Routed outside

ATy T4 WXy NU—JBDO T 7 4 v 7 &FFAT257 782 ar ba— b=V EERLET,

774w 7% TRTOAL U F—T = AMTHBWITITFFIENE T, FEDONT T 4 v
I ERTAT AT, TV/EA Y ha— L — L EERT AMERH Y T, HE—OHISMT.
TIZRA QA a— L = ADT T ANV N T I aryThTI T4 v 7 EBHFAILTWVWDHEET
T ZOBITIE, XA ADEY N T v U4 P —RTHRELTZTay I DT THIV KN T
arERELTWSZEARHRE L TCWET, LERN-T, WA v X —7 oA ARO b T
T4 w7 EHFAT DN NVEERTDVLERH Y £, 20X D — BT TITER LT
HHEE. ZOFIEEZAX Y T LET,

a) AAY A=a—T[KRY I — (Policies) %7V vZ7 LET,

[77tEA=z ha—/ (Access Control) | R v —MNFRINDZ L aMERLET,
by HEZ7YV v 27 LTHLWL—ALZBEIMLET,
) lEFF, A4 bV, BEOT 7V arvaRELET,

«[EF (Order) 1: F 74/ T, HLWWIL—ET 78 A 3 bao—L RY —D
RBIBEMESNET, 72720, FUEETAEER L OO &M% AT 2 L— L O
(EAD) 122N —VERETLZHENH Y 7, 5 LARTIUE, v—/IiRE s
NEtA ERTRESNDIL—1IT, T—7 VR TERIICBESNDL—1LD 1 D
DHTT) o TON—)VTIE, —BOFESEFRTEERT 5720, VA MOK%
WC— V& BINTE ET,

o [#A kv (Title) ]: /b—/ 1T Allow_Inside Inside 72 EDEMO & 5 £ R 21T £,
o [T 733 (Action) ]:[#Fr] (Allow) ] Z@&EIRL £,

Order Title Action
4 v Allow_Inside_Inside

d) [fF7o/HSE (Source/Destination) ] % 7 C, [#E{E (Source) |>[Y— (Zones) | ®
[+1 %7 VU~ L. [inside zone] ZEINL TnD, V—rDXATarRy 7 AT[OK] %
7V w7 LET,
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Hoxy reemyssE [

Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks +

ﬁ outside_zone

Create New Security Zone
Create New Secunty Zone CANCEL

e) [ UJGIET, [385% (Destination) ]>[Zones (V' —>) | O [inside zone] & &R L £7,

EEILBIOSEICRI LY = 2R 51213, BF=2UT7 4 Y—iZ 220 koA~
B =T 2 A ANREFENTVDRLERDH Y £,

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Networks +  Pons +  Zones +
B inside_zone 8 inside_zone

) F7vary) BABIOIAVT 2T DA AR T a v ELET,
WA v X — 7 = A RAIEFTE LY —ANICH Y ET0, — i, =—FE7 v~
FyTaRxy FU—ZICHRLET, ZOD, 2—WiE, SMNER Y BT — 2 72T Wi-Fi
Ay b ARy bbb Ay NU—7HNIZ, Hb7eW) BICEBEFFHIAALTHET, Lz
NoT, WiEbxry NUI—JREZBENT S T 7 4 v ZIZRARLTIVY = 7 OIEHRN 720D
A% X UBBERGERH Y 7,
ROBAEDETEHETLET,
s {RARY ~— (IntrusionPolicy) ¥ 7 %27 Vv 7 LTRARY U —2HHMEL, AT
AL EFHLTCNT U ADENTZEX 2V T ¢ Lt (Balanced Security and
Connectivity) ] ARY > —Z @I L E7,

c[Z77ANKY — (FilePolicy) 1#7 %27 Vv 7 LT, [TRTOIAT =T 272y
7 4% (Block Malware All) 14V > —Z3IRL 9,
g) [BX> 7 (Logging) ¥ 7 %7 Vvr7 LT, [AFTYL 3> DEIR (SdectLogAction) 1>
[HEHDRREEES L U THE (At Beginning and End of Connection) | Zi#R L £,

ZDON— T D EEICE T AEREBRSE T AR, v X S 2AIMETALER D
NET, XL TN EoTH Y aR—RIZAZT 4 v I BBMEN, A XV E2—7
AR PRFERENET,

h) [OK] %727 U v 7 L CL—LZRFELET,
AT TS FRY TRy MIBERR) —RNERINTWDHZ L 2R LET,
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B v+ rzemyans

inside zone X = VT 4 V= NIAf VH—T = A AEEMT B LIZL - T, inside zone D
BEfFORY —RHBIRNICHHY 72y MCEHSVET, 2720, R —DA AXY
Va VIR AL T2 RY = OBIMALERND L AR L E T,

TNA ZAOYMREETTTHE, WORY =0T TIZEH SN TWET,

o [T 7®A=z> bu—/ (Access Control) ] : Inside Outside Rule i%, HFHRY 7 x> kL4
ARy NT—=2BOTXTONT 7 4w 7 ZFF LET, LETOMERAFICHES> TV D5
fB. RV V=L o TRBABIORL T 2T OA AT va bt EhET, iR
Xy NT—=7 LAy NU =T DRIO—ED NT 7 4 v 7 ZFFr 3 20— )L B LEET
To TON—APRRITIUE, 2—PFEIA ¥ =Ry FRMOINEFR Y b T =727 7' A
TEEH A,

[NAT] : InsideOutsideNATrule |Z, #MiAA > ¥ —7 = A AT 5T _XTOA o HX—T = A
A &I, A v Z—T7 A4 APAT BiEH SNET, ZON—LEFo>THODLEE.,
HHAR Y U= ONEBICBET DT 7 0 v 7 DIP T KL AL, AMEA v 2 —T =
AADIPT RLAD—BEDOR— MIEBRINET, TXTOA ¥ —T = AFIX
inside zone A > % —7 = A AWM ENDHL—NNRWEE, A B —T = A AT
95 & EXITH LOWAL— L OIERBLEEIZ R DGERH D £7,

[TATF T 474 (dentity) 1: 774V DT AT T 4T 4 R —ddb b £ A,
722 L. LEIOERENGE > T D56, Fillky NU—2 OFFGECRERT AT T 4
TA WY =RHLREENRD Y £, BHENDTAT T 4T 4 BY =072 <
FER Y FU—2 Oa—F_R— ZERRBERB AT, FLORY =2 ERLE T,

ATvT6 ERERFLET,
a) Web =Yk EIzhd [EEDRER (Deploy Changes) | 74 a7V v 7 LET,

b) [Deploy Now] K& %27 U w7 LET,

RN TET T 5 TRHIET 20, [OK]Z 27 U v 27 LT, BTH A2 U X MEITRME
JEZ MR8 L £,

RDEARY

YT 2y "OU—7 27— 3 VIADHCPZHEHA LTCIPT FLAZEGELTWAZ & &,
FDOU—I AT —a VIMLONEHR Y hU—7 BLOSNEERy NU—JICRETEDLZ L%
TR LET, BERA vV aPR—FBIUOA RV P Ea2—TE2BHLT, v hT—27 DAL
WEFHE L E9,
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AV RTI—HIED ST v o ERYLTImE=8T A%

2YRT—DO LD T4y FNNYTIZTEZRT S

73k

Firepower Threat Defense 7 /NA AL, 777 4 727 7 AT U4 —/LEBIRIPS (IRA
WM AT L) EFR2a )T 4T A AL LTRBSNET, 7310 20T ER, x> b
V=27 7T 4 7 IRiEZ Rt U, RUBEREHRCER A RT 22 212h Y £7,

L. VAT AINRNy VT BT RTREMTLZELTE, ZOHE. T3 ATEHRSSRO
AA v FHR—=REDONT 7 4o 7250 LET, ZOFE— KX, FITESLTAMNEHT
fFRHENET, £9TDIET, TARET VT4 TR 7 74T U4 —/LE LTRERBETSHI
WZEDT A ATEND Z EMTEET, Ny v ERAZEMT L, *v hT—7 R8N
LEBOMEE (22— NRBRLTCWAURL AT IY RL) 2F=FT&£7,

Ny 7 E—RiE, BEIZTESCT A MAMTERALEZ TS, BHEORWIDS (B AKE Y A
TL) Il B —EARRE IO AL, EBREERE TNy T E— NEFEHTHZ
EHLTEET, X T AU E—T A RET I T4 TRIT7AT I —INDNL—T v R A
VE—T 2 A RALRESHEDH T LT, P LE LT L0 — EADMAG DR ZRAET
xFET,

ROFIETIEL, RENTEDAAL v F R—=bDOD T 7 4 v 7 2T 272D, VAT A
BNy VTICRAT D kR L ET,

\}

GX) Z OFX, /~— K7 =7 Firepower Threat Defense 7 /XA Al T3, FIDv IZ/Xv 7 E— K
PHATAZELTEETN, Ry NU—ZOFEITRL Y £4, ZEMIL. FIDv Sy o7 A
VHE—=T7 24 ADVLAN ORTEEZSR LTI, TS DFE. FIDVITIZZ OFIEN
WHENET,

IR B I

FIE

ATy T

WOFIETL, WEA v =T 2 ALHINTA H—T 2 A AT L, T34 2A0FHt >~ k
ToTUAP=FRET LTS ZEEEHEE LTWET, Ny P TRIDEETH, VA7
AT —=BRXR—=ADHEFHEL T 0 — RTH7DICA VF—Fy NMIERTOILENRH D 7,
F 7z, Firewall Device Manager # B 72 0OIZEFA L X —T =24 R HEHR TZDOLERH Y
F9, ZAUL, WNEAR— N EITEELAR — b ~OEEER A L CRIEETT,

Z oL, [R1 — (Policies) |>[&A (Intrusion) [X— T, RAKRY > —O syslog &
AL TND Z EbREMEE LTHET,

AAf v F R—F%SPAN (AA v F FRAKR—hKT7FI7A4Y) R—FrL LTHREL., EETA
B—T A ADE=Z YV Ty a 2R ELET,
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AR kTF5%F 1 R : Firewall Threat Defense D FA%1 |

B coro—vtorso0vvaRvsTcEz8T 8%

ATy T2

ATvT3

W OFITIE. Cisco Nexus 5000 >V — X A A v F D2 DDEETA ¥ —7 = A AT SPAN
R—heE=ZV T vy arZRELET, BRDIMEOAL v F2HEHL CWDEHE
T, MERa< L RRRRZZERH D F9,

switch (config) # interface Ethernetl/48

switch (config-if)# switchport monitor

switch (config-if)# exit

switch(config)# monitor session 1

switch (config-monitor) # source interface ethernet 1/7
switch (config-monitor)# source interface ethernet 1/8
switch (config-monitor)# destination interface ethernet 1/48
switch(config-monitor)# no shut

R4 212iE, ROFIEIZHENF T,

switch# show monitor session 1 brief
session 1

type : local

state : up

source intf
rx : Ethl/7 Ethl/8
tx : Ethl/7 Ethl/8
both : Ethl/7 Ethl/8

source VSANs :
destination ports : Ethl/48

Legend: f = forwarding enabled, 1 = learning enabled

Firepower Threat Defense { > % —7 = A A% AA v F D SPAN ;R— M L £,

Firepower Threat Defense 7 /31 A LOHIERMEHOR— F 2 RINTHZ L2 BEO LET, &
Ay TFOREFNIESNT, AL v FOA —H Ry N 1A IZr—T7 NV EHRE LET, ik
TR )T By a DAV H—T 2 ATT,

Firepower Threat Defense f > % —7 = A A% /Ny V' T7TE— R THELET,

a) [T/3% A (Device) |27 Vw27 L, [ % —7=AA (Interfaces) |~V —iZHDV
Y& Vw7 L, [ H—7=AA (Interfaces) ]| F 721 [EtherChannel (EtherChannels) ]
7V v LET,

b) MWET HWERA Z — 7 = A A F 721F EtherChannel DRt 7 A = @) %rvvrLZE
ﬁ—o
BEFEH SN TW WS v X —T oA AZBRLET, FHPOAL U F—T A 2% Ry
VT AVE =T 2 A AEBT DL T BANCEF 2D T 4 oA =T =
AAZHIRL, Z2DOA L F—T = ZAZfEMNT HMOT X TOREZHIFRT D LERH Y
£,

©) [AF—4 A (Status) | AT A ¥ % 4% (enabled) 1727 (@) 1cirEL £,

d) wEHRELET,
o [f > H—7 A A% (InterfaceName) ]: Hx K48 LFTDA X —7 = A ADL R, J=
FIXNLFICTDHHERH Y 4, 72L& z1E, monitor 72 & T,
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Ry RT—0ED ST v kYL TIcE=8T5h% |

o [EF—F (Mode) ]:[#¥v 7 (Passive) ] IR L £,

Interface Name Mode Status

monitor Passive .2 ()

¢) [OK]%727 Vw27 LET,
ATFYVTE A B =T A ADNRy T X2 T4 V= ZERLET,
a) [A7Y=Z7 b (Objects) |ZFINL, WICHKRNG [EF =Y T 1 V' —2 (Security Zones) |
ZIEIRL £,
b) [HARFET VT LET,
) ATV bOAHIEAN L, ALE THMEZ AT LET, ], passive zone,
d) [F—F (Mode) ] T[Sy 7 (Passive) | Z#IRL £,
e) [H1z27 V7 LT, X T Ao F—Txf AERLET,

Name

passive_zone

Description

Meode
) Routed @ Passive

Interfaces

@ monitor

f) [OK]ZZVUvZ L%ET,
ATFYTE Nyl T vXalTFg V= HAD 19U EOT 78 XA — L ERELET,

ERT 20— O L FEIX, WETHHERICE > TR 9, =& 21X, IDS (B AR
VAT L) ELTUVRTLAERET HHEIE. BIVE TONIZEBARY —%&E L [
(Allow) J/V—nA3p7e< & H 1DEMETT, URLAT Y F—2 ZIUET 5561, URL
BT T OEREE G — AR &b 1 DITNETT,

[7uewvZ (Block) ]V—NVEER LT, =T RAVH—T oA ATT VT 4770y
T ENDEREMBRTEET, A F—T oA ARy T 7OT, ZN6OEFITERERICIT
Tay 7 ISRNFEFAN, VAT AL DRY N2 ED NTF T 4 v T OFREGIEIIAMIC
WTEET,
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B ~ro—vrorsocvresvedczzsdamn

WOHERBITIZ, 77 AHIEAL— VO ERERGECOWTHBALES, Th b0 ff)
. RNy T A H =T oA RAZHHETTEY £, BT L= LDEETLS— & LT
NRovT vXa T4 V—VEBBIRLET,

AR Ty T HFE (15—)

e N T BTyt 5 NE (21 =)

T U SETIN a—ARY — (URL 7 42V 7)) OFEMEFE 24 <—2)

TV = a O ERIET 505k 30 ~—)

WROFINETIE, BARY > —2@EHAL T, URL AT IV F—XENET S 2 5D [
(Allow) ] /LV—ZER LET,

a) [R1U— (Policies) |>[7V X 2> kB—JL (AccessControl) ] Z&R L £,

by [HEZVyZLT, IRXCDOINT T 4w 7 EFAITHN, BARI —%i#HT 51—
NEBIMLET,

) N—ADIEFLELTLIEZRIRLET, ZOL—ET 74V bOL— L0 H BRI T
TB T 7NV D=L EFA—N=F T LEF A, WDAZLNAL—ABTTITHD
LAITE B A BIRL, Ry v T A F—T oA ATDO T 7 4 v 7 MUV I
EFNHON—E—HLRNEIIZLET,

d)  J—I/LDA4HREI, Passive IDS7 2l E AN LET,

e) [7Z7vay (Action) 1 & LT[FFA (Allow) ] #ERL ET,

f)  [fE70/%E5C (Source/Destination) | % 7 @ [#%{§7t (Source) |>[Y—> (Zones) | T
Ry v T V= EERLET, ZOXTOMOREIFELLRNTIEIVY,

ZORERT, FHliE— FTIATHDO/L—/WIIRD K 512720 £,

Order Title Action
1 v Passive_|DS
Source/Destination Applications URLs @ Users @ Intrusion Policy 9
SOURCE
Zones MNetworks + Ports

E passive_Zone

2) [(RAR Y > — (Intrusion Policy) | #7427 Vv 27 L, AT7A4 X% 27V v 7 LT [4¥
(On) JIZLT, FEAEDFR Y hU—ZITHEREND [NT A0t NTEx 2 T 4
& 4%fitE (Balanced Security and Connectivity) |78 U & —72 EDRARY > —Z 8N L £
7
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h)

)
)

k)

)

Ry RT—0ED ST v kYL TIcE=8T5h% |

INTRUSION POLICY

«@©

LEVEL OF INTRUSION POLICY

Balanced Security and Connectivity ~

[m¥ 7 (Logging) 147 %27 Uy 7 L, X7 A7 a T HEHROK TR (At
End of Connection) | Zi®R L &7,

SELECT LOG ACTION

() At Beginning and End of Connection
@ At End of Connection

' No Connection Logging

[OK] %7 VU vZ7 LET,

[+]%227 YV v 27 LT, URLBELOTRTOHTTP ERDO AT IV ZHWrd B 7012 A
TEANT A —T A VAT v a v EETTHMERSHLV— NV EBIMLET,
O KY, Xy aR—RKCTURLAT I VEREMRTEDL L1220 £,
IEERFR 2 A L, T A=~ AZR M LS50, URLAT IV FKEEZEET D
Ll EH1ODT 72 AKIEN—VBRFET DA DIV AT LMEIURL AT U %
HIWFL £,

N—DIEFE LTLEERLET, 2, Aio/L—/L (Passive IDS) @ EIZHALE &
NET, (TARTORNTZ 74w 7IZEHIND) V—LVORIZEET DL, S1FKRL T
WHNL— VTR L T—H L EE A,

JL—L D4 i, Determine URL _Category 72 X% A L £7,

[77 v ay (Action) 1 & LT[EFA (Allow) ] Z&IRL E7,

FE, [Pr Y7 (Block) [ZRIRTEET, WThDT 7T arThH, ZONL—LD
HED R S ET,

[1%{5 /5685 (Source/Destination) | % 7 @ [#%{E7t (Source) |>[Y—> (Zones) | T
Ry T V=V EERLET, ZOXTOMOREITELLRNTIEINY,
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Order Title Action
1 ~ Determine_URL_Category
Source/Destination Applications URLs @ Users © Intrusion Policy 0
SOURCE
Fones + Metworks + Ports +

ﬂ passive_zone

o) [URL (URLs) [ #7 %27 Vw27 L, [H7 =2V (Categories) | L LOKRICH B [+] &7
Vo7 LT, WTFNpOh T3 23R ET, 72& 21X, [Search Enginesand Portals]
ZERLET, LEISUT, LEaT—Yay LULEBRIRT S0, T 740 RO
MEE (Any) JOFFIZLET,

CATEGORIES t

Search Engines and Portals Reputation: Risk Any w

p)  [RARY P — (ntrusionPolicy) | #7427 Vw7 L, A7A X% ) v LT[HVv
(On) JICL T, YDA —/VISGER LD LR CRARY > —2 IR L ET,

Q@ [mXr7 (Logging) 147427 Yy L, n¥r s 47y a L THEEOK TR (At
End of Connection) ] Z3#R L £,

772 L, 77 variLT[ZueyZ (Block) ] ZEIRLIZHEX, [BEGOBLAR & &
TR (AtBeginning and End of Connection) | Z &R L E£3, 71 v 7 i 7-8k BRI
T L2z, ORI OHw iR E RS T £,
1 [OK]%ZZ27Vv27 LET,
ATvTe (AFvar) FomovXaUTF o R —2RELET,
KOtxa2V 74 R —bRELT, M T 74 v ZICEDK ) REBELGA DN EMBTE
ij—o
[TATT 4T 4 (dentity) 1: 2—PHHREPEELET, TA T T 47 4 HY —IZ
N—VERELT, FMELIP T FLACHEEMT LN TND 22— REIFEIND
EricTcEEd, X T A E—T A ADTAT T AT 4 R —DEET v
ZFEN—TFT Yy R A B —T 2 A ADT R RALELTT, Xy hU—2 hFT7 47
EIFARDHE (1= 2) THAINTWDHEABZSRLTIES N,
c[BEX=2VUT 447U Y= A (Security Intelligence) ] : BEFIORIEZ2IP 7 K LA & URL
E7my 7 LET, s, BBE 70y 7 355E (155—) 22BLTE30,

GE)
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ATy T17

ATvT8

T D1t Dl

zotwns [

Ny T A E =T 2 A A LEOTRTCOEELINTZ N T 7 40 v 7IFESARATE LTHEIN
D1z, SSLIEBFNL— TN, Ny v T Ao X —T oA ATEHINEEA,

EEERFELET,
a) Web X—Y 04 EIZH D [ZEEDRERM (Deploy Changes) | 74 a2 %27V v 7 LET,

b) [DeployNow] R¥ %27 U w7 LET,
REANTET T2 ETHRET 52720, [OK]ZZ7 U v 7 LT, % THRA27 URXMNETITENE
JEAE R L ET,

Bty v aR—REHEHLT, X2y NU—RIBTEETD N7 7 4 v 7 ROBBOREEE 5)
Hr L &9, Firepower Threat Defense 7 /NA AN AREREE AT 77 4 71 ey 7S 556
X, T RAEFREALT, BHMRR Y NTU—2IZkT 57 74 T U+ — W RE RIS 5
TITATRN—Ty R A LB =T =2 AERETEET,

FERBIDOEOFNMZ T, BHFEDH —ERIZOWVWTIH L TWDE —EOETREF N RENT
WET, BAICE > TUIRDOBINESLOAREMERH D F97,

T 7t X HE
sTrustsec BX 2 VT 4 IN—T Z T HER Ly NU—2 7 7% ZADOH|IE %
Network Address Trandation (NAT)
IPv4d 7 KL XFE® NAT
o NI Web — _"—~DT 7 & ZD#AE (2% 5 ¢ v 7 HE) NAT)

« FTP. HTTP. BLOSMTP OH—7 RL X (FR— NEMAEZTELI-AXT 4 v 7 H
&) NAT)

< SUSEITIG U TR DA M (XA F X v 7 FE) PAT)

BT RLUABIOAR— MG U TRRLIER (¥ 1) v 7 F#) PAT)
* DNS IGZELE : SMEED DNS H— /83—

* DNS GBI : IRA b K FU—72 [ DNS $—/3—

e NAT 225 D% A R VPN kT 7 1 v 7 DR

IPv6 7 KL AFE®M NAT
* NAT64/46 OF : NELIPV6 R b T —27 LANERIPVA A X —F v b
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« NAT64/46 OB : S &L IPv4 A o #—F » b & DNS Z2#i % H L7=NEL IPv6 =~ bk
U—7

¢ NAT66 D] : X NI —Z D AR T 4~ 7 Z5H
* NAT66 OB : > T )N72 1Pv6 A X —T7 = A A PAT

« DNS 64 [ ZAE1E

* RADIUS #B A AT D SEHE 1k
« Duo LDAP Z#{#iffl U7- " BEFR B OR T H %

AL H—T 2 A ATYE—F T IV EBAVPNZ—VP—ZA LV H—F v F T &R
iRt 25 (AT B=27)

s JE—RFNTI7EAVPNZHEH L THHBAE Y NU—2 DT 4 L7 Y H—_—%ffi [
ERAVSRES

o« J)L—FIZ Ko T RAVPN 7 7 & A& #4251k
o B DRMNL—F ONERAR >~ BT —27 ~D RA VPN 7 7 & X & A[REIZT 5 J71E
* AnyConnect Client D7 A 2 b a I x N AR~ A XF 5 Fik

« NAT 725 D% A b VPN b T 7 1w 7 DR

A =T 2 ATHIDOY A FE VPN 2—H =2 v F—k v b T 78 A%
R’ 2751k (~T v=v7)

o B M VPN IZBIT DEEDOIRENL—F DXy NT—=TINHD NT 7 4 w7 e ffi#
ERAVSRES

SSL/ITLSDESR

ol 2y U= IO EHWSSL/TLS N—Ya>d7a vy
FlexConfig 7R') — (FlexConfig Policy)

=)V F T gV b A VAT Vg v EFNENCT D R

* FlexConfig OZ ¥ % JtiZ R 51k

s —BDRNT T 4T TTADA VAT v a Y EAEMCT D IE
REL—T1 2T

cHET AT NL AZEM A SEBOBIENL—Z ~DA v Z—Fy N T 7t 2 &t
% )ik

s DO — % 2 L CER Y ——2v—TF 4 73 5 )51k
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« B DA —Z ORISR Y NT—27 ~D RAVPN 7 7 B A% A[REIZT 5 ik

o« A MR VPN IZBIT AEEOREL— X DXy NT— T INED NTF 7 4w 7wk
ERAVRES
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