Network Address Translation (NAT)

ZIZTE, Xy hT—27 T RLUALEH (NAT) & ZOFREHFECHOWTHBHALET,
« NAT ZfEHT 2BH (1 _—)

« NAT DFER (2 _—2)

NAT DHA RZA4 2 (10 X—2)

« NAT O E (17 ~—)

cIPV6 % v U — 7 DL (51 ~—2)

NAT DE=ZY 7 (67 X—)

« NAT Of] (67 ~—2)

NAT Z {9 ©EH

PRy FT—FHOFZEa L B a—FBIRT A RTIE, SA NZHATAEEOIP 7 L
ANEN B THENTWVWET, T U T IPvd T RLARRRELTWATZD, 26D IPT K
VADRKEZIET F7ARX—= b THY, TTARXR—F DRESXY NT—T ORI —T 4 7
T&FH A, RFC1918 TiL, 7 RARF A XZN72W, NETHATE L7744 X—K IPT K
VABKRDEDICERZSINTWET,

¢ 10.0.0.0 ~ 10.255.255.255

¢« 172.16.0.0 ~ 172.31.255.255

* 192.168.0.0 ~ 192.168.255.255

NAT O ERBERED 1 DIE, TTFAX—=FIP Ry NT—I RS U F—Xy MR TELH LD
T 5ZLTT, NAT X, 7IAR_R—FIPT FLAZXT U w7 IPICEEHZ, N7 T4
R R Fy NT—INOFFGAR_R— KT RLRENTY v A H—Fy hCHEATHERT
KD, W—T 4 VT REERT RLVARIZEHBLET, ZOL2ZL T, NATIZX7 Vw7 7R
VAZERILET, ZHUL, *y hT—=F7BKRICKLTLODONRT Y v 7 7 RURIET 25T
WZH/NRIZT RANE A4 X925 1512 NAT Zi%iE

FIXET% 67’:@“(“?0
NAT OfhOEREIZ 1L, RDOBY T,

e X UT 4 cNENIP T RUAZRERL, EEKELZEHILELET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B vwrozs

cIPIV—T 47V a—1a NAT T 28805, BEEIP 7 FLARMEICARY £
A,

o M AMERCEER FTREZR X T Y v 7 T RV AR BE B 2P, NERIP T KLy v
TAX—AEELTEXET, EZE, A X —F v b 77ﬁx7%&#%ﬂ@ﬁA
A=y NHICEEIP 7 FRUAEHMEFRFTE LT 08, NEHNIZIET—07 FL 2%
EHETEET,

«IPv4 L IPv6 (Jb—T v RE— RKD&H) ORIOEH : IPvd F > RT—JIZIPv6 R F T —
7 BT AEAIL. NAT 24 5E, 20044 7FDO7 RLUAMTEHRTE £4,

\}

GE) Mﬂ@%ﬁfﬁ%@iﬁmo%E@%?74y7ﬁyhaMﬂ% ﬁbﬁw%ﬁ FDORT
T A TITIEBREINFETAN, EX2 VT 40 AU — 34T\ DI SNET,

NAT O£ K

Z ZTClE. NAT OFERIZHOW TR L E T,

NAT O) FH:iE
D= T )VTIE, ROMRFEEFEH L TWET,

e EBEDT RLVA/KRAMEXy NI—=J /4 F—=Tx A A EFEOT RLALIT, FART
EFZINTWD, BHATOT RLATY, WXy NT—7 P77 8295 L&
W > MU —7 ZEWT 25 &) A2 NAT O F U ATk, Nk Yy hU—27 R
[EEED] Xy MU=V ET, NE Ry NT—7 1T TR, T RSN
TWAEEDOR Y NU—JIZEHTEAZ LIZTHEE L TLEE N, LER-T, AT R
VAZET H X OIINAT Z5%E L7cHma. [EEO) 1, SN x Yy N — 27 B
N — 2T 7R LEZEEONTR Yy hT—T g L FE T,

XU TT RVAIFRANMEYy NO—=J/L o F =Tz A : v ETT RLALX
EEEOT RUANEEINDET RLATY, WiElxy NU—7 B0MNRICT 7 BAT 5 &L X
WCNER Y U — 7 BT 5 &) BRI 72 NAT O U A Tid, Aty T —7
NI~y 7] Xy NU—=2ZI120 £7,

N

GE) T RLRAOEHRY, FARA A AL X —T =2 A ATHEINT IP
T RLRIIEBRENEE A,

« WHRDBRNG : AXT (7 NAT TiE, WEMICERZGTcEET, 2FED, AAX b
~OFHE L R A NS OO ZBRGTE £,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
nat 547 |

« EFEIEBLUSEIED NAT : (LB D7 > MZOWT, BEILIP 7 RV AESEEIP T KL
ADW 72 NAT b—/L E e U, 1| DEIEW 2B 5, £ EH#m LR &R
TXFET, AF¥T 4 v 27 NAT DA, V—LENHFHTH AL, -8 213, BEOH
ens 1585e] 7 RUVAMBRAETLHHAETH, 2004 RE@E L Toa~vy REBIUNH
Tix M#EL) BEOY 5658 DMEHINTWAZ EIZERLTLEIN,

NAT 24 7

NAT |, ROGEEFH L THEETETET,
e A AF I VI NAT : EBEDOIP 7 FLAD T —TF2, (EEIZ. LV/hEW) =y
TIPT RLAD T NN—FICHEEBIBE T~y B 7T ENE T, EEORANEZTNNT T 4w
I EBMTEXET, ¥4 T I v 7 NAT (18 —) ML TLIF X,

cHAFIvI R—F T RLRAEH (PAT) : EEOIPT RLAD T L—TFR, 150 IP
T RLRIZw v BT ENET, TOPT RLAO—EOEGFILA— MBEA I ET,
FAF w7 PAT (24 3—2) ZRBLTLIEE N,

c AXT v I NAT : EEDIPT FL ALy EVTIPT RLALEDRTO—E LIz~ v
vy T, WA NI 7 4 v 7 BB TEET, AX¥T 4 v 7 NAT (30X—2) =&MW
LTL &N,

cTAFUTF 4T 4 NAT : EBEDT FLANE—T FLRICAZT ¢ v 7 ICEHESh, i

AHNZNAT 34 XA LET, KEBART FLAD V=T 2EHT 5500, /IEWN
T RLZADOY Ty MIGERTI2HEIE. NATEZ ZDOHFETRETEET, 74707«
7 4 NAT (40 X—v) ZZHL TSV,

JIL—T v FE— F®O NAT
WOBRIL, NEBIC T T A R_X— bRy T —27 %8>, —T v RE— FO—RE) 72 NAT O
R LTWET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |

B conarssusmar

1:NATOf : L—TF v FE—F

Web Server
WWW.Cisco.com

\_l

\|

73
a (

g,
] 209.165.201.2
Originating ‘ Responding
Packet @ Security Packet
- gl Appliance -
Translation ——1} Undo Translation
10.1.2.27—> 209.165.201.10 o 209.165.201.10 =10.1.2.27

10.1.21

T
|n5|de>

Y

il

\|

-t
o
-t
M
3"
-~

NEBAR A R 10.1.2.27 78 Web H— 257 v R ETH L. ry NOEBOEELT

1.
KL 210122713~y 2 7 KL A 209.165.201.10 [ S E T,

2. = ARPEEFT B L, v LT T R 2209.165.201.10 125 %355 L. FID 731 %
MNEONRry " EZELET, Zhd, FID T3 A R T7 1 F2 ARP ZEITL T/ v
N EERTDHZHTT,

3. FID T A A ZFD0H%, Nry R A MIEET AR, ~ v BV T T RLR

209.165.201.10 Z#ZEH L, EBEOT FL 2 10.1.227 2R LET,

B &) NAT & & U F&) NAT

HE)NAT B L FEINAT &) 2 IO FIETT KLU AL A RETX F9,

FH)NAT OBIEREZ LB L LAWEEIL, BEINAT 2HAT32 22880 LET, B
NAT (3% ENER S T, Voice over IP (VoIP) 72 EO AR TIHEHEMENRBNGENDH Y 97,
(VoIP TlE, A THHAEINTWALT TV 7 FOWTRICHL B IRV FL 2D

BNRTHZEnHYET)

B & NAT
Py NT—0 FTV27 hORTA—=Z L L TRESN TS TNTO NAT Lb— L%, Hl
NAT L—/L & RSN ET, ZHuE, Xy hU—27 727 MINAT 2R ET H7-H DT

HOMBERLTETT, L, JA—7F7 V=7 ML TINHDL—LVEERT 5 Z
LIFTEEEA,

. Network Address Translation (NAT)



I Network Address Translation (NAT)

FEj NAT

zznar Jj

INHDONL—VEAT V2l FARO—HE L TRESNETN, A7V b~vF—Vx %k
WMLTAT V=7 PERNO NAT RELMEET 522 LITTEEH A,

T KA B =T 2 A RZADE, HEILIPT LR LSS IP T R L ADME T2 HE)

NAT L —/V ERRE SN E T, MRIORAEDTONDLSGE. Ny NNOEELT R A Lsd
7 R AT, ERIOL— X > TEMTEET, ZNbDOA—/uiE, HAIZHKEOMNIT R
TWERAL, FF77 47050 T, BRHMEAGOEOLV—VEMFHTEET,

JL— VTN 270 B Z L 1E72 DT, sourceA/destinationA T sourceA/destinationB & 1B D25 #a
PITOND XOICHRET HZ LT TEETA, ZOMEORRIZIZ, FEINAT 2HT 52 &
T, 1 DOV— L THEFILT RULRABLUOSELET RV AZ#BBITEET,

FH)NAT TliE, 1 DONL—/VTHEEILT RUR LT RVADW S Zp TEE£4, #£E
BT R A LT RLUADM G A#FEET D &, sourceA/destinationA T sourceA/destinationB &
VRO TN D X D IHRETE E9,

N

GE)  RH¥T 4 v 7 NAT O%E, V— VIR FRTH L=, =& 213, FrREOHERN 156856 7
RUANBRATIHETH, ZOHA FEBLTOa~y REBIUOGEATIE NEErT) B8X
W k] DMEHEIN TSI EICERELTLESN, e 2E, A— 87 R ALHZ A
THAXT 47 NAT R E L, HETLT KL A% Telnet ¥ — & L THRET 25HA1,
Telnet — 2N D TXTCD T 7 4 v 7 DR— N % 2323 )05 23 ITEBT 512015, BT
HEFIEAR— N (EEE: 23, v v B 7 :2323) #IEETHLERH Y £3, Telneth— 37
RLRAZEETLT RLAL LTHRELTWAED, TOEELAR—FEREELET,

EHET KLU AT AT a T, 587 RLABZEETAHE. L7 L A2 A5 I~y v
YITTBEN (TAT T 4T 4 NAT) | BIOT LRIy B 7 T&EEd, mlvv e
T, WICAXT 4 v =B 7 TY,

E &) NAT & FE) NAT D L3R

HE) NAT & T8 NAT O EREWIL, RO LB TY,

e ET KL RADEFSTE,
c HEINAT : NAT L— /L3Ry N =0 AT V27 "G A—=F LD Ed, R
NTD—2 3727 FOIPT RLVAX, 2D () 7 RLRAE L THEELET,
« FEINAT : EEDOT RL AL~ VT RLABMGOR Y NI —0 AT V=7 k-
FRERY NI ATV 27 N IA—TEHHLET, ZOHA. NATIZR Y b
U= T2 hONRTA—=ZTEHVETA, Xy NT—T ATV 27 NE
X7 N—T0, NATREDNRT A—H L FF, EEOT FLADRXRy hT—7
FT I N ITN—TEERATEDLZ L, FEINATR IV A —F 70 THDH
EEEWRLET,

« IX{E 7o L U%E St NAT O FELT7 1%,

Network Address Translation (NAT) .



Network Address Translation (NAT) |

B vr—romEs

o HE)NAT : K—UE, N7y RORBGETEIIBEOWTNCEA TE E7,
ZDEYH, EETIPT RLUA, 5658 1IP 7 RLAZEREFN 1 DT, 3250/ —
ABPERHENIHELHY T, ZOXH 200V — L% 1DIHEE L, HEL/4E
AT L CREE DA Z58E T2 Z L IX T A,

« FEINAT : 1 DOV —/MZ KD FETLELEDOmM N EBRINES, 15D > b
12O —Z Lin—8ET, UBEOLV—VEF v SnEdA, 7 a 0
BT FUVAEZRELZ2WGEAETYH, v~ v T 792537y M, 1 DO FTH#) NAT
=TI —E LET, EEITBLIOSELITHAEICKE O T ons 720, XETe
SR DA G ORIIE T, BAasEBezEH T Ed, &2, HET AL
A DTITIE, BIETC ABEHE B DT L3R 5B A cE £,

* NAT L— L DJIEF,
« HE) NAT : NAT 7 — 7 /L CHEBIZIEFAH T S vE T,

o FEINAT : NAT 7 — 7 )V CFEICIERT LET (HEINAT LV — L ORITET2I135) &

NAT L—ILD)ER

HEINAT BLX N FEFNAT L—LiE, 320087 2 g AXHEIEND 1 2OT — T VIR ES
NFET, HOCEZ a3 1O—b, RIZETZ a2, &EICEZar3lnd Lo,
—HENAONDETIEFICEASINE T, HExE, By a v I TEBROh-T2HA,
v varv2besvar3iFiHisnEEA, ROKRIZ, HEZ v a v NOL—VOlEF%

~LET,

\}

GE) 73 ar0bdbb, ZokZvarilid, VAT LAMERTHZOIMER SN D NAT L—
ANEENTHET, ZNHDOL— L, tMOTXToOAL— LI HEESET, Zhbo
N—UE Y AT A THBEBRICER S, BEIS U Txlate 37 V7 SvEd, B2 a0
T, A= OB, fRE. FIFEFITTEEEA,

. Network Address Translation (NAT)



I Network Address Translation (NAT)

R1:NAT)L—)L F—T L

NAT L—ILODIER .

F—TILD+t
o3y

L—IL B4 T

o a vHDIL—ILDIER

7 al

F#) NAT

RIEICBRG T 2IEIC, SO —ZA T SET,
BHIO—ENEAIND 120, — &2 — L ORI E
BHONL—LINKD L H1 ﬁébgﬂﬁbiﬁo%obﬁ
WS, BEAOL— LV EIRFE B0 IS T & 2RV ATRE
HRHY £I, T 744 FTIE, FEINATV—LiEE Y
var lLigEmEnEd,

[EAHOL—LVEFIZ] Eid, ROZEEZERLET,

o FRROL— VBN L — LV ORNCECE T 2 LB B Y
F9,

o GO A G e L — VT, EEITLEHD LD L — )L
OFNCEET A LERH Y £,

BETLT RURAEFSEET P L RITESHTEEO L —
JVNE SN D ATREMEN B 5 BT DL — L AR T &
RVEEIL. AL OHERFIRIZHE S K O ITRFICIER L
TLEE,

a2

H &) NAT

v gl T—ERROVLLRWES, B2 a2
DIL— L BRIRDIAFCEHA SN E T,

1L RAEZT 4 w7 I—)b,

2. AT I v I N—),
BIL—ILBATTIX, RDIEFHA KS4 UnMERSH
£9,

1 EEOIPT RLAOEE /M HRDIE, 728 %
. T RLABIHOA T2 ME, 7 RLan
WEOATY =7 FEY bERICGTHES N E T,

2. BELRIUEASITIE, IPT RLAESE (B0 bE

KET) MEHINET, 7=& 21, 10.1.1.0 1%,
11.1.1.0 L v b eiciitis £,

3. FUIPT RLABEREINAEE. Xy hU—27 F

T2 NOARINT NI 7y METHEEINE
9, 7= & 21X, abracadabra /i catwoman £ ¥ S IZEE
s nE7,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B wors—3zax

F—TILD+E
A IL—ILBAT a3 vHDIL—ILDIERE
v 33 | FH)NAT FE—EBERRONERWEE, B a3 D—Rn

AT 4 X2 b— g VBT DIEIC, RO E—
ATHAINET, Z20®I7 vaillid, &b KB
N—NEEDLMENRHY T, Z0kv7 v a il n
TH, — RN —VORNZEADOL— L3 KD L H I
THULERHY 9, 9 LanEE, &l Lr—iu
VST RSP A= S

72 zE, B a 20— TiE, Xy M= 47727 PNIZERSINL TV AHIRDIP
T RUVARHDELET,

*192.168.1.024 (AXT 4 v )
©192.168.1.024 (XA F I v 7)
«10.1.1.024 (A&7 14 > 7)
©192.168.1.1/32 (A¥ T 4 v )
©172.16.1.024 (XA F v 7)) (7Y =2 | def)
©172.16.1.024 (¥4 FIv7) (7T =2 | abe)

ZOfER, FHINDIEFIFRO EBY T,
©192.168.1.1/32 (RAZT 4 v )

«10.1.1.024 (AF¥T 4 v 7)
*192.168.1.024 (AXT 4 v )
©172.16.1.024 (¥ A F v 7)) (F7T =2 | abe)
«172.16.1.024 (¥ A F I v 7)) (7Y =7 | def)
©192.168.1.024 (¥ A F v 7)

NATA B2 —T x4 R

TV ITN—T AR —= A B =T 2 A AEREMANLEDA L F—T A A (DFD, T
RTCDA VB —T A R) ITHEHASNANATLV—LEHRELTY . FEOEBEDOA ¥ —T =
AR T A E—T oA ZAEHB LT TEXET, BEOT RLRIZIHMEEDA >~
H—T A AERETEET, BT A X —T oA RUIFFEDA V F—T = A%
ETEET, Fld, 2O L AEETT,

72X, HEDOA A —T A ATRILTTAX—=FT RLRAEZFEHL, IMB~DT 7 A
BRI _RTDOA v Z—T oA AZFR U0 —r)L F— VBT 246, EBEOT LRI

. Network Address Translation (NAT)



I Network Address Translation (NAT)
NAT DIL—TF 1 VI EBE .

FEEDA v E—T A AFEEL, v Y7 7 RLXZZoutside £ > ¥ — 7 = A AEIEE
L/\i‘é—(]

R2:EEDA B —T 4 ADIEE

T e

£
o )

10.1.2.0—>» 209.165.201.1 :xxxXx ‘
Security
@_ Appliance
Y
===
10.1.2.0 10.1.2.0 10.1.2.0
r/_._/' '\.,\ (,_._r’__""h_ — ~—
any| ( Eng ) ( Mktg\l‘ ( HR \P
\"\.__/—'/ \M_F\h—— \ﬂﬁ——f/

7elEL, MEE) DA Z—T =24 2RI, TV vV IN—T A NRN— A F—T A
AiTEA SN EHA, EE) DA X —T=2A AZBETHE, TXTOTY v T —
T AUN— A F =T 2 A AV SNET, TDRD, TV v T)—7 X /N—|INAT
AT DI, A=A E—T oA AERETLHILERHY ET, ZOFRR, 12504
VE—T 2 A ADIBNERDEED NV — VN EHWER S NS Z L2 3, 7V v UEEA
vHE—Tx4 A (BVD) EIRICNAT ZRETHIEIETET, AN~ A X —T A AT
DHNAT ZHETE E7,

N

GE) ASTA AV TAV H T FF NNy T BT— R TEETAA VX —T = A AITKT L
TIEHENAT B ECXFEHA, f v F— T2 ADEEIF. A v F—TxAf A%ETf L X —
T2 AFT V2l FEERT D EICX o TRBEMIITONET,

NATDIIL—T 1« VT RTE
Firepower Threat Defense 7 /34 A (X, Afisiz (vy B T) 7 RLRIZERFBENDL AT
NDSEHETHHUENH D FT,

Ry NEEETABEOH A v Z—7 =24 ADWREIT, F8E LTS EIEF D5k A v 27—

TxA AMEREN, FBELTWARWERIILV—T 47 T—T N vy 2 T v FBMER SR
T, TAT VT 4T A NATOEEIL, 58, v F—T = A AZEELTCNDHATH, L—
Mo 777 OFERAZRINTXET,

WMBLRDN—T 4V ITEEDEZA X, ~ v T T RVADZA TSI TR F97,
DLFOE My 7 Tk, FOZEMZOWTHBALET,

TYETALA B —DT A RERMLELRY FI)—OLEDT7 FLR

5 (v B T) A F—T A AER ARy hT—2 EOT FLRAEFERHT 5546, FTD
TNA AT T XV ARPEZFEHA L Cv vy BT FLAD ARPERITSE L, v v B 7T

Network Address Translation (NAT) .



Network Address Translation (NAT) |

B —=oxvro—sto7rLz

- ADESVE Y/

RLABTO T 74 v 7 #RITZELET, ZOFHIETIE, FIDT AL ANRZOMDF > K
D=0 DF—= R T2 THHILENRNZD, V—T 4 IRl bEnNEd, 20/ 2—

va it MRy NI ) — TkvxwaiMTwéﬁA_m%@Lfk
D, AT I w7 NAT £7215AZT 4 w7 NAT R ED 1:1 a2 L T DA ITEEN
M%fﬁoﬁ%fiy&MWT@7vaﬁﬁ9@<f%@%f%é%@@ﬁﬁk@mmﬁ
ENdHD, MRy hT—7 THHATELT RLAND L LR WEATYH, Z0HEE M
%T%i# PAT TiX, v~ v BV I A H—T =2 ADIPT KL ALMHTE £,

—JED7FLA

side (o BT AU B —T A AZADFy NI —27 E ARSI LV EZ 0T RL AR
VEREA, OV 7Ry hETT RLAZRETEET, 77 AR —A—FITIE,
FID T RA XA L TWAY Y EL T T RULADAEZT (v 7 Jb— NBLE T,

EEDTZRFLAERBRLTZ FLR (PA4AT2T 4T« NAT)

NAT D 4 4

TAT T 4T 4 NAT OF 7 4/ FEIET, 7’133 ARP AN /->TEY | Lo

NAT L—/L b —E L E£3, HEIL LT % ARP 84 T& 4, SIS U CHEYE
x&?4/7wﬂ@7m#ymw%ﬁ@ ITEFET, TOHARER. Ty TAR) —L L—X
B e — I D AR T HOMERH Y £7,

TAT T 4T 4 NAT OBA, BHFIE7 252 ARP IZIAETY, HAEIC X » T O ME
DELDZZENHVET, ez, MEE] OIPT RVADIRHERT AT 7T 47 4 NAT
w%w% RELTHGE, 7aXF VU ARP ZAOFFICL TR E, vy VT A ¥ —T =
p@&ﬁéhh?ybvwﬁﬁwmx%@%%%%%ﬁ:#:kﬁ%@i#o:@%
é\Vyfyﬁiyb7~7®$x%ﬁﬁbiy%7~7®@@$xbkﬁﬁﬁét\Mw
ZORNOT FL AT ( MEE] OT7 FLRAE—HT5) NATL— e —HLFET, Tk X,
FEERZIEIFTD 731 A [T D37 R TROWGAETH, FHRWVCZi DT KL AD ARP
77X LET (ZOMEIEL. FENATL—LRREINTND IHREAELET, NAT
= VTIHE L L 565D T R L A5 *ﬁ?é%%h%@iﬁﬁ 7m%/mw# EBES
Fot) 7 RLRIZK L CORITONET) o EEEDAR A RO ARPJSEDHINZFTD 7 /354 A D
ARPSE#ZE LA, VT 74 v 7IXf8 > TCFID 734 A [ZEfE SN ET,

R 7

ZZTIE. NAT ZEEET 27200 HA RT A4 ATHOWTEEMCHA L £,

A 2B3—T A RADHA LS4

NAT (ZHEHED )L —F v NPl v B —T =2 A ZAF 1IN —FT v R YT A v Z—T A4 A TH
A—hrENFET,

L. TV I N—F AR B —T oA A (T v IARMEA 2 —T = A BVI
D—ETHHEA L H—T A R) TDNAT OFREIZITKOHIBENH D £97,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
s NAT 07 4 k51> [

e TV T TN—TDALUIN—|INAT ZRETDHICIE, A=A H—T =2 AEFRE
LET, NAT2 7V v IA—F 4 Z—T x4 A (BV]) BIRICHRETAHZ LIZTX
FH¥ A

TV T N—T AN F—T =2 A TNAT 1T H A, EETA ¥ —T =
AAETHA L H—T 2 A ABRBETIVLENGDET, /X —TxA4 AL LT HE
B AEETAHLIITEEYA,

A UHA =T A AR ENTWBIP T RUVARRWZD, 58 v F—T =2 A ANT
Vo TN—T DAL N~ f B —T 2 A A THHEE, A X —T7 A APAT % i%E
TAHZLIITEERA,

CEETA VH =T 2 A REGERA L H =T 2 A ARFE LTV v P TN—T DAL N—TH
LA, IPvA %y FU—27 L IPv6 kv h U —2 (NAT64/46) [FlLAZEHT 25 Z LT T
FH A, AXT 1 v 7 NAT/PAT 44/66, %A T v 7 NAT44/66, BLOF A FI v 7
PAT44 DHNFFAI SN TNDHIETHY . XA F I v 7 PAT66 [TV AR — FZivEH A,

IPVe NAT DA K54 >

NAT Tid. IPv6 DY R— MIIRD T A RT A v LHIRNLENE T,

FEHEDN—T v KR E—FDA X —T = A ZADHFEIL, IPvd & IPv6 & DI THL A TE
£,

W LTV Y TN—T DAL NR—=ToHDHA X —T A ATIL, IPv4 & IPv6 DD
L TEERA, 220D IPv6 F*y hIT—ZMETZIT2 5D IPv4 R N T — 7 W TOHREH
TEET, ZOHIRIZ, A =T A ANRBRRDLT N oD TN—T DAL N—=ThHdY
Gy FEFT I Y TN—T DR N— LFERE IR —T y K A U F—T = ZADRIZ
TR LEEA,

cFHLT Yy TN—=TNDA B —7 = A TERT D5EIE, IPVoHEDZ A F I v
7 PAT (NAT66) IIfEHTEEHA, ZOHIRIX, A1 o F—T oA ANRRDHTY v
TN—T DA N—=THDHHGE, T TV v TNA—T DR N— L BRI —T
FAVE—T A ZOBNZITEY LEE A,

« AXTF 47 NAT DAL, 164 FTOIPv6e 7 Ry MEEETEXET, IV K
EWT TRy NI R—FINFEHA,

« FTP % NAT46 & & I 58415, IPVAFETP 7 54 7 + 25 IPv6 FTP - — 2 #ikt
THEEZ, 74T v MIYEEASYy 7 E— K (EPSV) E/IIIER—K E—F
(EPRT) ZfHEfH+ 2B NH Y £9, PASV 2= RE I OPORT =1~ RiL IPv6 Tl
PHR—hENERA,

IPv6 NAT DR R TS5 F4 R

NAT 245 &, IPv6 %y hU—2Z ], EHICIPVERBIIPV6 Xy U — 27 OB TEHT
XFET =T v RE—FKOHR) , WOXAKN T T 7T 4 AR LET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B o xxvvaxgToranicnT s NAT -+

« NAT66 (IPv6-to-IPv6) : AX T (v 7 NAT i+ 52 L& HRELES, ¥4I v 7
NAT £721X PAT i TE ETM, IPv6 7 RLRIIKEIZH DD, XA F I v 7 NAT
EERTAMLERHY EHA, VH—V N T T4 v T EFFRAILBRWVGEEIE, A¥T 4 v
NAT V— /L& H—FRICCE 7 (T NAT O&H) |

« NAT46 (IPv4-to-IPv6) : A& T 4 v 7 NAT 2425 Z L 2HIE L 9, IPv6 7 R %
ZERNT IPv4 7 F L RZEI LD 0372 0 REWD T, BEIWZAZT (v 7 BHITHIETE
9, V=2 T T7 4 v P B L2WGEEIE, AXT 4 v 7 NAT b—/L &2 B — 0
IZTEET (FEINATDOA) , IPv6o 7Ry MIE#T 55 (96LLT) | fRO~
BT T RUVRIET 740 N CTIPVAEOIAZIPV6 T RL A LD EF, ZOT7 RLAT
X, IPV4 7 RLAD32 Yy WIPV6 7 L7 4 v 7 ADBIZEDIAEFN TWET, 72& 2
XL IPV6 T LT 4 T AN T VT 4w 7 ADEE, IPvd 7T KL AE, 7 RLZADE#%
D3Ry MIBMENET, =& 21E. 201b:0/96 (2 192.168.1.024 2~ v &' 7+ 548
A, 192.168.1.4 13 201b::0.192.168.1.4 |2~ v B> 7 &N ET (RAXRLTER) , /64 72
EL IOV ENT LT 4w 7 ZADYE ., IPVAT RL AR T LT ¢ v 7 ADBITEIME 1,
Y7407 AD0s N IPv4 T KL ADHZBIZIBIMENET,

¢ NAT64 (IPv6-to-IPv4) : IPv6 7 R L ADEIZK I TX B +457250D IPvd 7 R L A 37200
BAENDH D F9, KED IPv4 BHERILTH7-DICF A F I v 7 PAT 77—V E T 5
TEEHELELET,

A ARY O goRETA FaJLIZxT B NAT HR— k

THFVERERS T T r—a @7 e harvo—H, £721337y MZIPT RLA
EWOALET TV r—varvEre halo—EiE, oV —ERERMETHZDI0 A R
Ry varynFEITENET,

« BUR—IVOERL I OT TV = ay e haid, EER—- N EE R I m—
FENTER—=FTEHI Y TCP £7-1X UDP #fi2 & £4, 41 A7 ¥ 3 Tl
INHDEHHY) K= OB R—ANHAL D, 2—F—FZEZNLE2FT57 7k
A 3y hue—/ b= VEERTZLEEHY FHA,

NATOEXMZ : 70 haLDO—EHE LTONRTry b TF—FRNDOE® G Z U Bk OFTP
HHABTIIP 7 RLAB I UOR— o7 o haji, = KiRA 2 oW hmnici
B4 25 NAT BN DHEE. A VAT ary oYU, BOAERZT RLAB L
OR— h D NAT Bz K42 K917y b FT—Xa2EXHz £, B2V B
IENAT DEZHZ N2 EEEL 8 A,

o 1 b )LD DA L ART g TR, A VAT g UonE T e hallh
BDFEEE D RFC ~DOHER TR SV E T,

WDOFIZ, NAT ODEXHz L NAT OFIRFEEZEHT 54 VAT vavwtgra hars
RLET, b7 e hansaEis NAT L— L OEREHNL. 25 OFRHEIEICEE LT
K&V, ZZIZEEENTWRNWA U ART Vg V57 a b3/ I NAT OEE 2 &
HALEHA, ZNDHDOA AT v 3 021E, GTP, HTTP, IMAP, POP, SMTP, SSH, X
NSSL BEENFE T,
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\)

1oARs L avxg T kanizxd s NaTHR— ]

6=

NAT DFEEZHZIL, VA RSN TWLR— FTOLYR—FENET, HFFEER—-FTIN

bO7u hanEHT 55, B CTNAT 2 L2072 &0,

R2Z:NATOHHR— bRETFT TV r—2a v A VARRI 3y

TIN5 —vay

A VARG a3 URR
Jakaj, R—Fk

NAT (2RS¥ S HIREIA

EREHDE VR—IL

DCERPC TCP/135 NAT64 732 L, PSIS
DNS over UDP UDP/53 NAT %R — MiX, WINS #&H O£ pifiEk < | FExs
fERACcTEEEA,
ESMTP TCP/25 NAT64 72 L, R I
FTP TCP/21 HIFRA L, st
H.323 H.225 (=—, |TCP/1720 NAT64 732 L, PSP
IV UDP/1718
H.323 RAS RAS DA,
UDP/1718 ~ 1719
ICMP ICMP HIBR72 L, FEXF I
ICMP =5 — (TNRA A A H—
T A AEEEIND
ICMP N7 4 w7 ®D
A ANRT g UFEE
1ITEhEHEA)
IPF 7 g RSVP NAT64 72 L, FEXHIG
NetBIOS Name Server |UDP/137, 138 (i4157C |[NAT64 72 L, FEXT It
over IP R—1F)
RSH TCP/514 PAT 72 L, st
NAT64 72 L,
RTSP TCP/554 NAT64 73 L, st
(HTTP 7 u—% 7
TR L EHA)
SIP TCP/5060 JEAE PAT 72 L FINI
UDP/5060 NAT64 % 7-1% NAT46 772 L
Skinny (SCCP) TCP/2000 NAT64, NAT46, F7-13 NAT66 73 L X
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FIVr—vay

A VARG a3 URR
Jakaj, R—Fk

NAT (B9 5 IR EI1E

EREHDE VR—IL

SQL*Net TCP/1521 NAT64 72 L, %
(R=T =321, 2)
Sun RPC TCP/111 NAT64 72 L, %t
UDP/111
TFTP UDP/69 NAT64 722 L, K his
RAE—RIPT FLRIEHRENER A,
XDMCP UDP/177 NAT64 72 L, %t

NAT DEMDHA 54 >

*NAT/L— X, T8 A &8T5 T 7 4 v 7I2ORHEA S, RADIUSRGFEZ: &, 7

WA R XS TRHMBESND F T 7 4 v 7T S EE A,

TN TN—=T DA N=THI A Z—=T =2 ADEHIF, A=A F—T =
A AZAHDONAT V=NV EFTR LEST, 7V v IREA X —T7 = 2 BVI) BIEIZKT S
NAT b— /U3t TE FH/ A,

« A MW VPN THEHSHAIE v A v H—T =A A (VTI) O NAT b—/UIT/ER
TEFEHA, VIIOFETLA v Z—T = A ZADN—VEERT S &, NAT I VPN ko2
M SN ERA, VIITh R Y 7 ENTZ VPN 877 ¢ v 712 S5 NAT

=V EERT DI, A v Z—T7 =24 AL LT lany] ZFEHTILERHY ET, 1

V=T oA AL EWRICHRET A Z LITTEERA,

« (HEINAT D) . BEDOF TV 7 MK LTI OONAT L— AP T2 EHETXF
T ATV MU THEEDO NAT L— L5 RET 5848, FUIPT KL A&EE

TOEBRDLARMODERD ATV = 7 PEAFKT DLERDH Y £7,

e AV HE—T 2 A ATVPN BERINTWDIGE, TOA L F—T A ADFHE(E ESP K7
T4y ZITIENAT b—VidiE ] SvER A, AT AiX, HELHEHD VPN ko RV %E
LCORESP b T 7 4 w7 &FFa L, BEED b 3 MZEEM T BN TW W T 7 4
i Fry7ENET, ZOHEIL. ESPEBIZOUDP O — k 500 & 4500 (@ S E

j‘O

XA F I v PAT T 57 A ADEHRDT /34 A (VPN UDP AR— | 500 & 4500
IXFEBRIEH SN DR — N TiER) THA ME VPN ZE%R L72A. PAT 7734 AD
TRICHDT A ANLERGEZRETILENHY F9, ELWVR— FESRDNL RN
72, VARV AT XR2YT 40 7Y m—ay (SA) ZBBTEEE A,

e NAT 2 7 4 F a2l —a BB L&, BHEOEHBENIA LT 7 b5 FE TH
PICHLWNAT 20 7 4 X2 b—ya VAR TEDL L9107 5121k, T34 A CLI
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naT Diema 4 k54> [

Tdear xlate 2~ REMHEH L TCEBRT— 7L 2 HELET, 277 L, BT — 7 L%
ETn L, BHEMEHL QW DBEOERN T XU S E 7,

BEF O (VPN h o 72 8) IC#EAT 58 LW NAT V— L2 1ERCT D54 14, clear
connZfEH L CEEGAK T I 20ENH Y 3, ZD%, BaFEMrIL LY &35 L,
NAT /V—/L 3 H &4, B iE L < NAT Z2# S E T,

N

GE)  H¥A4F3I w27 NAT £/ PAT L— L& HIERL., HIRL7-L—L
WCEENDT FLALEET Ly BT RLAZETHH LN
=V BB 5 &, HIRSN-—VICBEEMN T ST
DN LA LT 7 b3 50, clear xlate £ 7213 clear conn =~
YREHERLTZ VT ENDET, HFriLo— I s ES
oo ZOTFTHHFEOBNT T, RILT RUABREHDOAR A ME
DY CTHENRWE I TEET,

1 ODFTVx T N II—TFITIPv4 & IPV6 Dl ST DT RLAZEDHZ LIXTEEHR
o TVl M ITN—=IT0F, 1DODEZATDOT RLADREEGDDHVLENDH D F9°,

o 7 RLARLH TRy b OFFAN CTHRIICIEET 2 0 KBREICHEET 2 I nb 5T,
NAT CHEH SN Ry N2 47 V=7 MT 131,838 22D IPT RLAEZEDDH D
LIXTEERAL, 7T RUAZEMEZ LV IRWEERICSEIL, /NS RAT7 V=7 ML CE
WON—N TR L ET,

« (FEHINATOA) , BIETLT KL AL LTany & NAT L— /L CEHT 554, Tlany)

N7 4w DEFH (Pv4 & IPv6) 1N — Lo THRRY T, FIDT /A 2By
MZxt LT NAT 23179 5002, 737 v DY IPv6-to-IPv6 & 7213 IPvd-to-IPvd T 5 M E
N T, ZORHESEMTIE. FTD 7/34 A (X, NAT L—/L® any DEARETE £
I, 7=&ziE. Tanyl 2B IPV6H— "D — L EZRELTEY, 2O — "R IPv4 T
RLANL=y B 7SN THDHEE, any X EEDIPV6 FT7 7 4 v 7 | Z#EMKLE
T, "any" 705 "any" ~O/L—/LEHRELTEY, EETLEA X —T A AIPvAT KL
A= BT TEGA, v BT A A —T 2 A ADT RLAIZL > THdet IPv4
THDHIENREINDTD, any ik EEDIPVE VT 7 4 v 7| ZEBRLET,

Ry BT ATy VR NA—TEEIRD NAT V— L TX F4,
v ELVIIPT RLA F— Lz, IRDT RLRAEREDBHZ LITTEERA,

BT A A =T 2 ADIPT VA, —/UZ lany] 4 v Z—7 = A A%&ff
ETDHE, TRTDOAL L E—T =2 A ADIPT RLABNESSNET, /¥4 —T =
A APAT (—T v RE—FDH) OFEIZ, A1V F—T =24 AT RLADRDY I
AU H—T oA AL EHEELET,

e Tx— N F— N A —T =2 AZADIP T RL A,

o (XA FIvZ NAT) ., VPNOREIRGEIX, AZ A A F—T 24 ADIPT
N
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B woenossrscy

CART A4 I BIOFATI v I NATRY —TITEET7 FLAZFEH LW TLEE
W, 72zt BHET FLAERBHTSEE, PPTPOBL U FVERENZ A F I v 7 xlate
TIIRL AZT 4 v 712 v N LT=85E . PPTPESGOMESLIZ R T S ATREMRN H Y 17,

e NAT L—/LDEETT KLRAELEVE— T 7 ERAVPNT RLAT—/LOEHET KL AL
fEHTEEHA,

L=V THA L H—T 2 A ABFEETHE, V=T 4 T T—TNTh— BRI N
LHDOTIIRL, FOA LV E—T oA APMNA L F—T A A LTHEHASNET, 727
L. TAT YT 47 4 NAT DA, ROVICV— b vy I T v T E2ERT AT 3
URHY ET,

NATIZ, BB T 7 4 v Z7ICORBEHINET, VAT AL TEREINTZ N T T 4 v
7 1%, NAT OXFE4C7,

e Ry NT—IF Tl NEFII T A—TF D PAT F— i, KICFEL /N LFEEHLE
DOELAFIEM T RN T N,

* Protocol Independent Multicast (PIM) L A% DWNHEESA m— R TNAT 2325 Z &%
TEEHA,

e (FEINAT) T 2T )WISPA L X —T A Aty bT w7 Ob—T 4V ITEETH—F
AVL_NT T =2 NeERHTLHT7A~ VA E—T 2 AA RN I T TS A B —
72 A A) ONAT V—VEAERT D5EEE. V— L TR EELZRTE LR TLZ S0,
TIAIVA L E—=T 2 ADN—NVBNRN I T T AU B =Tz A ZAD/L—/L X L]
WCHDZLEHER LTI, 2k, AL RZ, T4~V ISPHRFAATE 7
WA, BIED L —T 4 R RBICHE SN TIE LW NAT 58561 % — 7 = A A & 841
TEET, kA7 o=y VEBET DL, NAT Lb— LiE, F8E LARWIEAICITEET
BA—NDTTFTA<V A H—T 2 A4 A FITERLET,

AU H—T o f ALERINTNAT L— L E—F LR RT T 4 v 7 I2OWTASP K

2 - 7 B nat-no-xlate-to-pat-pool 23R SNVAHLE T, WEEZITL N T T4 v I DT AT
VT AT ANAT V=V ERELT, NI 74 v IR EBRINTICERTESD LI LE
ﬁ‘o

*GRE bR/ RARA 2 FONAT ZRETHHAEIT, = FRA L N THF—TT 54
TEEHNITHMLERH Y FT, B LW E, PR EHELTEEYA, = FK
A MI, =TT I T TTOT RLRIZERFELET,

« DHCP & BOOTP (7R — k UDP/67 ~ 68 #= 45 L £7, BOOTP (FFEIL I TWHT=8,
DHCP & FE1T L TV A4, BOOTP AR— b D NAT L— /L Z BT 5 & R— FE[) 24 Th
ROBEN AT DR DH Y £, Fv hT—27 87 A METDHCP ER &2 EET 54
A1, RPOVICDHCP UV L—%fH3 5 Z L 2T L T E a0,

« T, BEFOER (xlate) ZHEH LIV Y= 8T 7 4w (== bT7 74T
) 3. [#Ei1 X2 b (Connection Events) JIZHT LW 7 r—& LTCREFKINDIZENH
DET, T, 7747 IR ET TITKE T LTNT, h—_"=23DO7ry
EETDE, HEROKT & xlate DHIBROM OB WEIRR CTT A RAZEFZELET (LD
Yite, 77V r—2a Y OBEETETCP AX v 707 V—2T v 7BRERE) . T35
AT HIbR L7212 IS O A xlate ZHIFRT D720, xlate 23 FE7EAFAE L TV DRI — /3 —
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FIRE

ATy I
ATy T2

ATvT3

RTv74

ATy TH

NAT D& E .

Ny ML FREMER SV T, AR U RARONERWEGE TN A%
— T AT A gy hr— T — = I E SN TRIDOESE A X M Eu ZCE
LEI,

Fy NU—7 7 RUABBIIIEFEIEBHELRG AR £3, BHROMES NI TNV a—T 4
VTN AR T BT, — I TEBRIET L I T A2 L A H#HE L4, NAT
ZEBETARNCHERSFET L Z ENEETT, ROFIETIZ, EARNRT Fa—F%2R 1L
F9,

[R1) &— (Policies) ]>[NAT] &R L £7,
MBI L— LA RE LET,

HAF I NAT V—/b, XA FI v 7 PAT/V—/b, AZT 47 NAT L —b, BLOT
AT T AT 4 NAT L—VEAERRCE 9, MBI OWTIX, INAT# 47 3~X—) |
LT X,

FEYNAT -3 HEINAT & L CEETHL—LERELET,

THHD2oDFEEF T g U OHRIZOWTIL, BE)NAT B L T8 NAT (4 ~<2—3)
EERLTLIZE 0N,

WROBETHIAT DL —VEER L ET,
« XA F v NAT (18 <—7)
« XA F v PAT (24 X—7)
« AXT 47 NAT (30 <—7)

cTAT YT 4T 4 NAT (40 <—7)

NAT R Y o — L — L& L £9,
R =L ZDON—NEEBT DI, KO EEITVET,
L= LVERET HITIE, VL ORRET A2y @) 27U v LET,

o L— L ZHIBRT 2121, v—v® [HIER (delete) 174 2> () 227V v 7 LET,
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B sr=vonar

4+ 32w NAT

ZIZTH, AAF 2 v NAT & ZFORTETFIEITHOWTEHHALE T,

A4+ 2y NAT[ZDULVT

2 AF I w7 NAT Tld, EBEOT RLZAD I NV—1F, %%ty NU—27 FTr—F 4 v 7
HRER~ Y B ST RLAD TS — VBB EINE T, v v T ENES—MchsrT LA
X, BE, BEOINV—T X000 ET, BEHRORA MRk Ry NV —2IZT 7
2T HE, NATIL, v~ v BT ENEZT—ANBIPT RLAZZORA MIE D 5 TET,
BT, EEEORA MGG LT L XTI ER SV E T, BRI EE ik L TV B
MIETEDNTHY, BRRZA LTI NT5HE, ZO2—FERCIP 7T RLAZRFLEYE
o LTERST, T RBANVN—IVLTEDHERDBTAISNTVDIHEATH, Ry NV—27 D
Z—WE, XA T I v 7 NAT 2 EHT DR A MO 2 it T 8 A,

N

GE) BB L CWDM, 72782 A=A TSN TWIUE, UV E— b RA MNMIEHFEALR
xbm@%ﬁ%%#f%i# 7 RUVAXTHARFAEETH D720, BRA M~OBR L S
FHA, FEL. ZOESE. TZ7HAL—ADOEX2 )T (IKGECTEXET, VE—FER
RN D DEEGENRRINT D &, B DT A KA A ~—nV -ty h&hET,

WOBNZ, — IR Z AT I v I NAT DTV FERLET, EEOKRR NTITANAT & v
arvEERTE, WA N T T4 v NI ENE T,

R3: 54+ 3v% NAT

Security
Appliance ; B
10.1.11 209.165.201.1
; >
10.1.1.2 209.165.201.2
Z >

Inside /Outside

WO, v v BT T RUANDORERBREEZRATCNDVE—MNRAMERLET, 20T
KL AL, BRFRCIIET — T IR Wizdh, Ny M Faey 7EnEd,
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s4+3voNToxEeFE

4:RIVEVT T RLAANDERHBZERA TS YE—F KRR b+

Web Server
WWW. example com

209 165.201.2

209.165.201.10

Security
Appliance *

9 47_ < ‘J7 NAT wkll\\t*ljll\\
XA F w7 NAT IZiE, IROREBRH Y 77,

vy BT ENTET—MIHDT FUAREREDO 7 V—T L0/ nGEe, TREUEIZ R
FT 4T INENE, T RLARRETHAREMERH Y £,
PAT TiX., 1 OOT7 L ADR— &2 L T 64,000 B2 5 EMAE N TE 5720,

DA R SPBEBEICRATHHEIT. PAT E72IXPAT D7 4 — Ny 7 FREFEH L E
7,

sy BT S VTN —T 4 VT HRERT R R E SN AT S4B NH L DI, L—
T A VTR T RL RIS HEHABETERWEARH Y £7,
A F 3 w7 NAT OFIEIZ. —EHo 72 ha /LR PAT ZEHTE R NE W) Z 2T, =&
ZIE. PAT I3k D ﬂ%bbiﬁho

cGRENRX—V g3 0D LoT, A= =m0 — KT B572DDHR— "N WIP 7' haj
TIIELEEA,

o« —HDNTFRAT 4T TV =gl X o, 120OKR—FEIT—X AR —
L2uEEL, BIOR— N EICHB AR ZEL, A—7 0 A E— RTERRnWT 7)) r—
varyTHEEEL EHE A,

A4+ 2w BEINAT DERTE

HAFI v 7 HEBINAT V— V&R LT, 581y NUV—2 ETLU—TF ¢ > JHREZ2BID TP
T RUVARIZT RUARELHRLET,
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B 7 rzvramnarons

1R BHHEIIZ
[47 =2 | (Objects) ]&3BIRL, L—/MIMFERF Yy bT—J 7V x 7 bEFFT L —

TEREKRLET, FiE. NAT V=L E2ERL TR E XA T V=7 baETHZ 8D
TEET, A7 V=27 NIROEN 22T HERH Y £,
« [JLDT KL A (Original Address) 1: *v hU—27 A7 =7 b (FA—FTiE/e) I
THMENRHY £, mA L, #H, 23T Ry bonThrEffTE £,
o [E¥iE A7 R LA (Translated Address) [: Ry NI —2 A7 V=V NELIFIN—T%
FBETEETN, Y 7Ry bE2EDHZ LT TEEHA, Z—TITIPV4T KL A L IPV6
T RVAOW G EZFDOHZEITTEETA, 1DDFATIETEDLMERDY £7, 7
N—TICHHEARA NPT RLVADOEEFNEENTWDHEE, #iFHIES AT v 7 NAT
WERH &, AARIPT RVRIZPAT D7 4 —L Ny 7 L LTHERAENET, 77V =
I RMIHAEART RLAR IO EENTWARWESIZ. ZOF 7V =7 M) PAT IIfH
HanEd,

FIRr

ATw 1 [R)>— (Policies) ]>[NAT] Z&R L £,
RATYT2 ROWTNNEETLET,
e LWL — VBB T DL, [ RZ %27 ) v o LET,
« R ON— NV ERET DI, —N D [fFEE (edi) | T A2 (&) 27V v LE

R
(REZ /2o T2 =V 2 HIERT 5121, V—v D [ZHF (trashcan) | 7 A 22 %27V w7 L
\ij—) o

ATY T3 ERHARNL—L T a 2R ELET,

«[ZA R (Title) | : —D4RTEATILET,

s DLV DERKRS: (Create Rule For) | : [HEINAT (Auto NAT) ] Zi®&R L £ 7,

[#A 7 (Type) 1:[#A4F > (Dynamic) | ZEIR L 7,

RTYT8 ROy NEBMAT v a v BRELET,

s [E(EJLA > F—7 =4 A (Source Interface) |, [3E85A ¥ —7 = A A (Destination
Interface) ]: (U v TN—T AR — A U H—T = A ATHHE) T O NAT L—/L)
WHEINDA X —T7 x4 A, [EE7 (Source) JIFFEEDA L H—T 2 AT, ZDOA
VHE—T oA AR LT NI 7 0 v 73T 3 AZAY £F, [585C (Destination) ] 1E
v~V TENTEA VAT 2 A AT, ZOA L E—T oA A&BEBALTET 7 4 v 71X
FNRAANBHET, T4V NTIE, V= UIT Vo TN—T A NR—f X —T =
A AZRSTRTDOA o F =T =4 X ([Any]) ([ZHEHINET,

s [JED7T KL A (Original Address) |: B#9 57 KL AZELRy NT—7 ATV K,

o [£Hi57HT KA (Translated Address) ]: v~ v B 7 7 RLRAEGLeRry NU—2 47
Vxl bERFIN—T,
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g14+rzvozmnaTonE [

AT TS (A7 ay) [RFMiA 7Y a3 (Advanced Options) | V> 7% 27 Vw7 L, HOA T 3
VEBRRLET,

 [ZDN—Z—FF % DNS & & Z#a (Translate DNS replies that match this rule) ] : DNS
JSEDIP T RVAZEMST DN EIMERELET, vy BT, F—T A AND
EEEDOA X —T7 = A AIBET D DNS IGE DA, 7 KLA (IPv4 A 721X IPv6
AAAA) La— R~y BV 7 EINTENLEBROMICEEBRZ ONE T, Ko, £
DAVE =T 2 A AND Yy EV T X —T A AZKBET 5 DNSIEEOLE, L a—
RIZFEEOEN O~y B 7 SNTEICEE I ONET, ZOF 7 v a IRk RDL
THEAS, EERZITID AL a— L AAAA L a— RETH AW T D NAT64/46
BHDT=OIZHERZ ERHY £3, FEHCOVWTIX, INAT 2 L/ZDNS 7=V &
IREOEZHZ (89 =) | ZBRLTLIEEW,

[~ Z—7 = A APAT ~D 7 #—/L A/l — (Fallthroughto Interface PAT) ] (3u%cA v ¥ —
TxAR) ZOMOT Y ELTT RUARTTIZEHD Y THNTWAIEAID, 58501 v
H—=T 2 A ADIPT RV RARENy 7T v 7 HRE L THERTLINE I DERELET (1
VH—T 2 A APAT 7 =N 7)) o ZOF T adt, TV TN —T DR —
TIERGEEA v H—T = A AZBIR LG A ICOAREATEET,

ATv7T6 [OK] &7 V7 LET,

A+ 3 v FE NAT DERE

H#E) NAT CIZEM 222 WIREIE. FA4F I v 7 FEINAT V=V 2R LET, 2&
1. SIS U TR I AZ LT-WEARETT, £ 1473 v 7 NAT 1L, s6dexy hU—
7 ETC—F 4 VI RRERBIOIP T RLAZT RLAEZEH L £,

1R BHHIIZ

[£7 =7 & (Objects) |H#BIRLT, L— A THERRY NT—F A7 V=7 bEIES
N—TZER LET, IPVAT RL AL IPV6 7 RLADM %2 7 —F I AND ZLIFTE £
The 1DODXATEIREENTWALERLY 3, 721, NATL— VA2 ERLTWD
XA TV FEERTDHZELTEET, 47V 27 MIROES G2 T 0B
HoET,

s [EDEFEITLT R LA (Original Source Address) ]: *v T —2 A7 V=7 MEXT
N—THRETEET, AN, &, T3V 7 X2y bEEGDLIZENTEET, TR
TORTRDFEEIL T 7 4 v 7 BT 256, ZOFIHEAXy 7L, L—/T[TT
(Any) 1Z#HELET,

o [BHE A5G 6T R LA (Translated Source Address) 1: %y hU—27 A7 V=7 hET
T N—THBECTEETR, 7Ry FEFDLZ LT TEEYA, 71— IZ 1Pv4
T RUVAEIPVGT RLVADM S %EDDHZ EIXTEERA, 120X A TIETED DL
MHYFET, FNA—TIZHHERA NPT RLAOBENEENTWDLEE, &L
AF Iy NATIZHERH S L, RARNIPT RLVAIZPAT D7 +—/b Ny 7 & LTS
NET, 7727 MIARART RLARTIODOLDEENTWARWEAIZ, T4 7V =
7 MR PAT IZER S ET,

Network Address Translation (NAT) .



B s r:oosmnmro

FIE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

Network Address Translation (NAT) |

B

X JE

N—IVTET RVADRABRT v 7 BEWERET D &, [JLD%E5ET F LA (Original Destination
Address) 13 X OV [EHEASEHT KL A (Translated Destination Address) | D%~ NU—7
TV NEAERTEET,

XA F v 7 NAT DA, 5 THR— NEREZFTTH2 L TEES, A7V b v
F—T % T, [JEDFEA— b (Original Destination Port) | & [A#iE A58 58— & (Translated
Destination Port) I TEX AR —F 47027 bRHDZ EE2MHRLET, BEFELHR—F
HE LIS, BHINET,

[/R1) >— (Policies) 1> [NAT] ZER L E£9,
WONTINEETLET,
LW — VBB T DX, [N ARF 27 Vv LET,

 MFEON—NVERET DI, V—A D [fFE (edit) 1742 (&) 227V v 7 LE
‘ﬂ—o

(REZ o o=V 2 HIERT 51212, V— D [ZHF (trashcan) | 7 A 2% 27V w27 L
1) .

HARB 2L — L g ERELET,

«[ZA kv (Title) ] : M—/V D4 HETZATLET,
o L=V DOERRTE (Create Rule For) ] : [TEINAT (Manual NAT) ] &3&IRL £7,
s Pb—/VOFLE (RulePlacement) | : /L— /L& BINT 282 fiE LET, L— I T2
YW (BE)NAT O/L— L DORi%) . £738RT 20— 1O EFICHATEET,
«[#A 7 (Type) 1:[#A4F v (Dynamic) | Z&INL F9, ZORTITHETT FL
ANZDOHBHSIVET, 58T RLAOEMEER L TV D5E, BHITFEICHIICITD
ET,

ROA B =T 2 A AT T ar BZHRELET,
o [FEF LA ¥ —T =1 A (Source Interface) |, [FESCA ¥ —7 = A A (Destination
Interface) ]: (T U vV I N—T A N— A U H—T = A AZHH) Z O NAT L—/L3
WHINDEA ¥ —T A A, [BETT (Source) J1IFEBEDA L H—T = AT, ZDA
VHE—T A AERBHLTNT 7 4 v 7 XT3, AZAD £F, [585E (Destination) ] 1%
vy BT EINTAE—T 2 AT, TOA L EZ—T A AERBE LTI T 74 v 271X
FNRAAMBHET, FIZHNITIE, =TTV P I N—F AN~ H—T =
AAZERS T RTOA v F—7 =4 A ([Any]) [ZHEHINET,

TNy N 7 RLA (IPvAd £7213IPv6) . DF YD, TORTy MIFEREND 7y T
KL AZRHFEELET,

TCDINT s EBBE T FOBNZONTIE, RO EZR LT ZE0,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
g14+rzvozmnaTonE [

Source Destination

| R (o) —

—’_/ |

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

s [EDFHIEITLT KL A (Original Source Address) |: A#id 57 KL AZ&iery hT—7
A 7 NN ol = & SST N Al 0 e

« [JED%E4ET K LA (Original Destination Address) |: (A 7vay) , %87 FL 2 &4&
Xy NU—2 ATV b, ZZAOEFICTHE, BEICERRLS . FELT FLAD
FHNEASINET, T SVAEZRE LSS, TOT7 RVRIZAZT 4 v 7 Bk
WIET DM, BIZTAT T 47 4 NAT 2T £,

[41 23 —T 4R (Interface) | RN LT, EETA VX —T = A ADTOFEEL ([T
T (Any) JIEERAH]) Z2_X—RCTEET, ZOFT T a VEBRBIRT 55, B
HOHAT V=27 NOHLBIRTEILERHY 9, 5857 NLARIIHR— NEHERE LT
ABT 407 A B —T A ANAT ZRETHITE, 2047 a2 RIRL, 55k
A—=RFC#E LR —F A7 V=7 PLBBIRLET,

ATV T6 EHFEHATry N T RLA (DFD, IPvAE£72131Pv6) ZHEELET, 7y 7 RL A
WX, A v A —T oA ARy NU—TIZEREINFET, LEIZL LT, IPv4 & IPv6 DT
BT ET,

o [BHEE(EILT R LA (Translated Source Address) ]: ¥~ v E V7 7 RLAEETeR Y
NTD—2 3TVl NERFIN—T,

o [EHLE 5657 KL A (Translated Destination Address) |: (7> 3 y) B I 7/%
7y NCHEREND5ET RLAZELRy NIV —0 7927 NERITIV—T, [Jo
D%E4%7 K LA (Original Destination Address) | DA 7 ¥ =7 M &EIRLIZHE, R LA
T2l NEBBRLCTAT YT AT A NAT ZRETEET (0F Y, BHIIARET
) .

Destination Port) ], [Z#i# 7458554 — K (Translated Destination Port)

o

AT Tl (AFvay) yY—ERAEBROSTES— A R— hMERELET, [JeosiA—~ (Original
]
HAF 7 NAT [ZR— b EHZ P R—F LTV RN, [DEEA— b (Original
Source Port) | 7 ¢ —/L R & [Z2#ap5 A 5{5 64— & (Translated Source Port) | 7 ¢ —/L Ri%%E

HOEFIZTDOIMNERHY T, 72U, SiEEBITFICAZT v 7 ThDHID, iR —
MIKR L THR— N AEFITTEET,

NAT TliX, TCP £721X UDP OARYR— b EhE 7, RN— 2L 545, EEOY—E
AXFTVx2l hOTa halgbtesy BT A AT O e FavoiliFaE T
Wb LET (LS TCP £/2I1Ei i H UDP) . 7A T 7 47 4 NAT Tif, &E
BEOR— e~y B IR — b OEGIZRI LY —ERAFT V=7 MR TEET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B s r=zvuemr

AT T8 (A7 ay) [RFMiA 7L a3 (Advanced Options) | V> 7% 27 Vw7 L, HOAT v =3
VEBRRLET,

o [ZDN—IZ—FT % DNS Jin& & 2542 (Translate DNS replies that match this rule) ] : DNS
ISEDIP T RV AGZEWMT HNEINERELET, vy BT F—T oA A5
EREDA o H —T = A AZBET D DNS IGEDLA. 7 LA (IPv4d A 721X IPv6
AAAA) La— RE=w v B 7 INTENDEBEOMEICEZHR L b ET, e, EEE
DA VE =T 2 ANHY v EL T A H—T 2 A ATBEITHDNSIREDLA, L a—
RIZFEBEOEN O~ vy B 7 SNTEICEE I ONET, ZOF 7 > a IRk RL
THEAS, EERZICID AL a— L AAAA L a— RRETHEWIT T D NAT64/46
BHDT=OIZHERZ ERH Y £3, FEHICOVWTIX, INAT 2 L7ZDNS 7=V &
IEDOEZWZ (89 =) | EBBLTIEEN,

[f % —T = A APAT ~D 7 #—/)L AL — (Fallthrough to Interface PAT) | (58261 > ¥ —
TxAR) ZOMOT Y ELTT RUARTTIZEHD Y THNTWAIEAID, s80E1 v
H—=T 2 A ADIPT RV RARENy 7T v 7 HRE L THERTLIZNE I DERELET (1
VM= 7:4xmw7w—wﬂ/7)0:®ﬁfyayi TV TN—T DAL IR—
TRV A v H—T =2 A AR LG AICORERTEET,

ATy 0K %227V v7 LET,

54+ 399 PAT

WD NE > 7 T, A4 F v 7 PATIZOWCHHALET,

SA4F+ 299 PATIZDINT

HAF I w7 PAT TlE, EEOT FLABIVREELAR— N1 DO~y 7 7T RLAEB
JOBEBADOR— MIEBINDZ LICE->T, BEROEEOT KLAR 1 DO~y B 7 1P
T RLRICEHBmENET,

EEIA— MRS L IC R 5700, BHERICIIBIOE T v > a URKETT, 7HEx
ﬁ\mlLMMSLﬁ\WLHJM6EH%®%@ﬁ%%TTO

WORIE, XA F I v PAT D— R F IV 42 RLET, EEOFRA MZITN NAT & v
VarvEERTE, WE NI T4 v IR ENE T, vy BT RLAIZEOEHTHIA
CTIN, "= REAFTI v 7IZEHDYTHNET,

B5:414F3vY PAT

Security

Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021 >
10.1.1.2:1025 Z 209.165.201.1:2022 >

Inside /Outside

. Network Address Translation (NAT)



I Network Address Translation (NAT)
s4+svoemmoxseis

TR L CTWBR]L, 77 A L— L THFAEN T, sikry hU—27 Eo Y E— |
RA MIEHIFE R A b ~OFEGRE B TEE T, EEOR—F 7 FLABIO~ v E S
H— b7 FLRARE B b PRIRTETH D0, KA M~OBHRUIHL SN EEA, 727
L. Z2OBAE. 7T78AL—NLDOEX2 U F 4 ITEGFETIET,

BER OB RIIRBEIND & R— MRS FRHHRINIZR Y £7,

)

GE) AV H—TxAARZTEICRRDPAT 77— NV EHEHTHZLE2BEIDOLET, HEDOA X2 —
Tz A A, FFIC Tany) A VX —T =2 AR T —NEFEHTLE T—ABTITHE L,
HLUWEHIHEHTEX DR — b2 £,

TA4F+ 2V PATORREFR

HAFTIv 7 PAT TIE, 1 DO~y BT T RLAEZEHTE 5720, V—T7 4 7[R
T RUANERESNET, SHIC, FIDTAAA A A H—T =2 A ADIPT KL A% PAT 7 K
L2 LTHERATEET, 2L A Z—T 2 A LEDIPVG6 T RLAICKH LA v Z—T =
A APAT 5 LI TEEHA,

FILTY v TN—TNDOA v Z—T oA A TERRT HBFE1EL, IPV6 SO XA T v 7
PAT (NAT66) [IfEHTX A, ZOHIBRIZK, 7V v T N—T DA N— LfEAER) 7o L —
Ty RAVH—T oA ADMITITFZEY LEE A,

HAF w7 PAT I, ISR LI TR T—H AN — L5 O~V T AT 4T T
TV — g UTIISEELEE A, SOV TIE, A VAT Vg U T a b a o
HNAT HAR—F (12%—2) 2L TN,

HAFI T PATICE ST, B—DIP T FLANLEEINTE L TR Z A5 o
ERENDZENHVET, ZOBE, 2O T 7 4 v 713 —3—TDoS KL L THI
SNBEREMELH D £,

T4+ 2y BE PAT DERE

AT Iy 7 BB PAT L=V EEH LT, HEDIP T RLADRIZERST 5D Tz, [EH
HDIPT RLAER—FOMBEDLEICT RLAZEHBRLET, H—DO7 FL A (FEika v
H—T 2 ADT RLARDT KL R) [TE#BTEET,

1R BRI

[4 7Y =27 (Objects) |HFIR L, V—ILICHER Ry NT—T AT V=7 MEZIFTN—
TERERLES, 203 NAT V=L Z2ERLTWL L XA T V=7 FeElT52 8D
TEET, A7V =7 MIROBEMHEZTHZTHLERH Y £7,

« DT KL A (Original Address) ]: *v hU—27 A7 =7 h (FA—FTiE/e) I
TAHMLENDY £7, AA N, @, FEIV TRy honTFirasfH T 9,

o [T F LA (Translated Address) ]: PAT 7 RL ZZEET H AT a LIiFkD &
Y TT,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
A4 F 3 v BE PAT DFRE

o [585EA X —7 = A A (Destination Interface) ]|: 581 v X —7 = A AD IPv4 T K
VAEGHT D5, Xy N2 47V MILEHY FHA, f X —T A
A PAT IE IPv6 (I CE £ 8 A,

*[H—?D PAT 7 F -2 (Single PAT address) | : H—DHRA &Gy FT—2 F7
f)I 7 I\ %’f/'zﬁk L/i—a—o

FIE

ATwF1 [RY) >— (Policies) ]>[NAT] Zi&R L £,
RATYT2 ROWTRDEEITLET,
BT LUV — NV EERT DI, [ ARZ 2270 v LET,
« EfFON— NV ERET DI, —A D [ffk (edit) 17 A2 (&) 227V v LE

j—O
(REIZR o2 V— NV EHIBRT 5120%, V=D [ZHF (trashcan) | 7T A a2 7 Y w7 L
i j_) o

ATy T3 HARMAL— L AT a BB ELET,

«[ZA kv (Title) ] : V—vD&HTEZADLET,

o b=V DOER%S: (Create Rule For) ] : [HEINAT (Auto NAT) | 23R L £,

«[ZA 7 (Type) 1:[#A4F > 2 (Dynamic) | ZiEIRL 7,

RTYT 8 KONy NEWMAT v a v BRELET,

s (BEoLA v ¥ —7 = A A (Source Interface) ], [$EIEA > % —7 = A A (Destination
Interface) [: (F VU v TN—T AN~ A H—T x4 AZHH) O NAT L—/LH1
WHEINAA 2 —T7 =4 A, [IEE7T (Source) [ IZEEDA L X —T A AT, ZDA
VH =T 2 A AERBH LT RT 7 4 v 73T 3 AZAY F7, [565C (Destination) ]I1E
VYT INIAH =T 2 A AT, TOA L E—T 24 AR LTI 7 4 v 71X
TNAANPLIET, T74NVETE, A= MET Y P I N—T A N— (v F—T =
A AR TRTOA v H—T A A ([Any]) [ZHEASNET,

s [JEDT KL A (Original Address) |: BT 57 KL A&EGTery NU—T A7V b,

o [EHLE AT KL A (Translated Address) ]: (ROWTIUNZAR Y £97,

o (B —TxAAPAT) 5EEDIPVAT RLADA 2 —T7 = A X &AM+ 51213,
[f > % —T=AA (Interface) |ZFIRLET, T2, TV v VT N—TF XA — 1
VHE—T 2 ATIIIRWEFEDSEIA V H—T = A RAERINTDHLERH Y 77,
IPV6 (A Z—T7 = A APAT I T& £ A,

CHEIA L H—T 2 A ADT RVAUNOE—T RLRAEMHATA581T. 072012
YERS LT A N Ry hU—0 7027 FEERLET,

. Network Address Translation (NAT)



I Network Address Translation (NAT)

ATy TH

ATvT6

sq4+zvoEnearozz [

(A7 ay) [fEA 7 2> (Advanced Options) (V> 27 %227V v 7 L, BHOA T 3
VEBRRLET,

o[ v H—T = A APAT~D 7 +—/L AL — (Fallthrough to Interface PAT) | (3851 > ¥ —

TxAR) ZOMOV L TT RUARTTIZED Y THNTWAEAIT, 5601 v
H—T A ADIPT RV AENy 7T v 7 HRELTHATLINE Y DERELET
VH—T A APAT 7 =X ) . ZOFTvait, TV TN—TDRA L N—
THERWIEEA VF—T oA AZBIR L TG RICOAMEATEET, I/ 4 —7 =
A APAT Bz HT FLAL LTRELTWAEAICIE, 2o+ va HMERA T
EFHA, TOF T a i, IPve Xy NV —7 THHTHZ L TEERHA,

[OK] %27 Vv 7 LET,

T4+ 32y FE PAT DERE

BE) PAT DB ERD =— X &4l L CWRWEERIX, ¥4 v 7 FEIPAT V— L&A L
T3, e xIE, BERIG U TRRDIERE LIEWEAERETT, ¥4 v 7 PAT X, #
BOIPT NUADBIZEMT 5O TIERL, BAEDIP T RLARLR—FOMEAEDEICT R
VAZEBLET, B—DT7 FLA FEhA v T —T A ADT RLARLHOT KLR) (I
CxFET,

1R BRI

[47Y=2Z b (Objects) ] ZBIRL T, L—/LTHEREY NT—27 T V27 bEI1ET
N—T%ER LET, IPvAT KL AL IPv6 7 RLADW A2 7 N—FIZ ANAZ L3 TEF
ho 1DDXAL FEFWEENTODLERSH Y T, £21%, NATL—AZEHRL TS
LEWEAT V2 FEERT D22 TEET, £AT7 V=7 MIROBEM ST HEN
b0 ET,

s JLDOEIFEILT R LA (Original Source Address) |: *> NI —2 A7 V=V NEIFT
N—TEETEET, AA N, #@H, T3V 7Ry FEEDLIZENTEET, T
TOIRDFEIL T 7 4 v 7 BB D56, ZOFIREAXy T L, —/L T[T
(Any) 1 ZfRELET,

o [BHFEEIEITCT R LA (Translated Source Address) : PAT 7 KL AZ$RE T HA4 7 2 =
YIRDEFY TT,

s 3641 % —7 = A A (Destination Interface) ]: 56561 X —7 = A AD IPv4 7 K
VAZERT 256, 2 NI—2 37 V=7 NEIMEHY FHAL, A X —T A
Z PAT [F IPv6 IZITBEH TE £E A,

o [Hi—® PAT 7 K LA (Single PAT address) |: H— DK A N a&Tery NU—27 47
Yl FEERLET,

=T RVADAZT v 7 B E L TWDY6, [DtD%se” R LA (Original
Destination Address) | & [Z#iE 56567 K LA (Translated Destination Address) ] D% v kU —
7 F TVl NHIERTEET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B 7 rzvr=merons

HAFT Iy 7 PATORE, 5 ThR— NEMEZIATTHZ L TEET, A7 V2V hvxR—
V¥ T, [JtDESA— kb (Original Destination Port) | & [AH#iEA56 54— b (Translated
Destination Port) JICEHTEX AR —F 47027 "RHDHZ EE2WRLET, BELHR—F
IHE LGS, BHINET,

FIE

ATwF1 [RY) >— (Policies) ]>[NAT] Zi&IR L £,
ATV T2 WOWTIILEFITLET,
LWL — L BAERR T DITIE, [HARZ &7V v o LET,
« EFEON— NV ERET DI, V=D [ (edit) 1742 (&) 227V v 7 LE

—aAO
(REIZ 72 > o=V ZHIBRT B2, v—D [ZH5 (trashcan) | 7 A 2% 27 U w7 L
1) .

RATFw T3 HARK L — L T g EBRELET,

«[ZA R~ (Title) | : —ND4HTEATILET,

« PV DVERRTS: (Create Rule For) ] : [T-EINAT (Manual NAT) ] 238K L £,

s PL—/VOFLE (RulePlacement) | : /—/L&BINT 28 A E LET, L—dh T2
UN (BE)NAT OL—/LORIE) . FEGBRIRTHZ540—10 ETFITHEATEET,

s [#A T (Type) ]1:[#A4F v (Dynamic) | Z&INLE9, ZORTITEETT R
ANZOHBEHIIVET, 55T RLAOEMEER L TV LG, BHRITEICHIICITD
nET,

ATFYTE RDOA LV HE—=T 2 A AT T a bR ELET,

s [EfFA ¥ —7 =1 A (Source Interface) ], [FESCA v ¥ —7 = A A (Destination
Interface) |: (T Vv TN—T A N\— A4 X —T x4 AIWNIH) Z D NAT L—/LIR
WHINAA v Z—T7 x4 A, [EEITL (Source) JITHEBEDA L H—T A AT, TDA
VHE—=T 2 AERBHLTNT 7 4 v 71X T A RZAD £F, [485E (Destination) ] 1%
YT INT A E =T 2 A AT, TOA L F =T A A &EFRA LTI 7 4 v 71T
TFNRAAMNOHET, T7HNVITIE, A= MET D v P T N—T AR~ H—T =
A AR TRTOA v H—T A A ([Any]) [ZHEHINET,

ATYTE TONry B T RUA (IPvAd £72131Pv6) . DFED ., Ty MIERENE Ty b T
RURAERELET,

TEDINT s b EBEHE Ly ROBNZONTIE, IROMAEBRB LT Z &0,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
sq4+zvoEnearozz [

Source Destination

/_f"_'\_\ _/_/—-L'\.
I:ll—(\_[nside ) ( Outside ) |:|i
A— q__,_/—/l - —
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

s [EDFHIEITLT KL A (Original Source Address) |: A#id 57 KL AZ&iery hT—7
A 7 NN ol = & SST N Al 0 e

« [JED%E4ET K LA (Original Destination Address) |: (A 7vay) , %87 FL 2 &4&
Xy NU—2 ATV b, ZZAOEFICTHE, BEICERRLS . FELT FLAD
FHNEASINET, T SVAEZRE LSS, TOT7 RVRIZAZT 4 v 7 Bk
WIET DM, BIZTAT T 47 4 NAT 2T £,

[41 23 —T 4R (Interface) | RN LT, REETA VX —T = A ADTOFEIE ([T
T (Any) JIEERAH]) Z2_X—RCTEET, ZOFT T a VEBRBIRT 55, B
HOHAT V=27 NOHLBIRTEILERHY 9, 5857 NLARIIHR— NEHERE LT
ABT 407 A B —T A ANAT ZRETHITE, 2047 a2 RIRL, 55k
A—=RFC#E LR —F A7 V=7 PLBBIRLET,

ATV T6 EHFEHATry N T RLA (DFD, IPvAE£72131Pv6) ZHEELET, 7y 7 RL A
WX, A v A —T oA ARy NU—TIZEREINFET, LEIZL LT, IPv4 & IPv6 DT
BT ET,

o [BHEFE(EILT R LA (Translated Source Address) ] : IROWT N7 £,

o (f{UH—T A APAT) 5EHDIPVAT RLADA H—7 = A A% 5121,
[ % —T7xAA (Interface) |ZBINRLET, /o, 7V v T N—F A" — 4
VH =T 2 ATIHRWEEDEEA VA —T oA ABERTHILERH Y £,
IPV6 (21 H—T7 = A APAT I TE 8 A,

A A =T 2 A ADT RVAUANDHE—T L AZMEHT2581L. £07HIC
YERA LT AN 2y NU—0 A7V =27 FEERLET,

o [BHEF5E9CT R LA (Translated Destination Address) ]: (7Y 3 y) B
Ty TR END5ET FLRAZELXy NTV—7 A7V 27 VR IV—7, [
D% (Original Destination) | ZEIRL72HE, WLAT7 V=7 FE2EIRTLHZ LIk -
T TAT T A7 4 NAT (DF W EHIRL) ZRETEET,

AT Tl (AFvay) Y—ERAEHROS T — A R— hMERELET, [eosifA—~ (Original
Destination Port) ], [Z#i# 74568554 — b (Translated Destination Port) ]

o

HAF 7 NAT (TR — b EHZ PR —F LTV RN, [JDEEA— b (Original
Source Port) | 7 ¢ —/L R & [ A 5{5 6 — & (Translated Source Port) | 7 ¢ —/b Ri%%E
HOEFIZTDOMNERHY 3, 722U, SiEBEHBITFICAZT 4 v 7 ThHI, sk —
MZxt L TAR— NE#EFEITTE ET,

Network Address Translation (NAT) .



B xs7<vonar

ATvT8

Network Address Translation (NAT) |

NAT Ti%, TCP £721Z UDP OH N YR — hInEd, N— 2L T 54, EEOF—E
AFTV 2y bOTabartvy S =R LTy b a ha)omlinE L
Wbl LET (LS TCP £/2I1Eli i UDP) . 7AT 7 47 4 NAT Tid, &
EOR— M=y B R —FOBGIZFE L —E AL T V7 FEFHTEET,

(A7 ay) [FEMAZ > 3 (Advanced Options) 1 V> 7 %7V v 7 L, BMOA T > 3
CEBEIRLET,

o[ H—T A APAT~D 7 +— /L A)L— (Fallthrough to Interface PAT) ] (31 > & —
TxAR) ZOMOT BT T RUARTTIZEH Y B THNTWDIEAIC, 5801 v
&~714X®m7hvx%A/&7/7ﬁtkLTﬁm#6#&oﬁ%%Ebiﬁ(4
y9—7;4xmﬂ7j~wﬂy7)o:@iﬁyaym\fuyyﬁw—f®fyﬂ—

TEHRWSEA v H—T o AEFR LG AICOMEATEET, I/ v 4 —7 =
A A PAT B BEMEHT R AL LTk ELTP%FA§1\_@ﬁ7/a/iﬁ%T%
FHA, ZOF T aiE, IPv6 Xy NU—7 THEHATHZ L TEERAL

ATvT9 [OK] &7V w7 LET,

A2 T4 9% NAT

ZZ T, AXT 4 v NAT £ ZDFETFRICONTHHALET,

AT 492 NAT[ZDULNT

ART 47 NAT TlE, EBEOT RLANL~ v B 7T R A~OREESBIMER S
T, v~ v BT T RLRATERTAIKER CTRIUTHDT20, AXT 4 v 7 NAT TliE, WFhH
M OB (KA M ~DOFEE & R A S BLEEGOM ) 2Bh T4 Badra+2577%
A NV—NVNIFETDHR) » — . FAF I v 7 NAT BEXOPAT Tid, &K A M BLABEDO£
BRI L CRARDT RUAEIIR— b EERAT 5720, WHBEOBRKITZ T AR—FSnFEH
Ao

WO, — B2 AZT 4 v 7 NAT DY F V4 ERLET, ZOBBITIEICT 7T 47T
BB, EBEORA BN E Y E—F RA OGN E 2 A TE £9,

H6:R32T4v% NAT

Security

Appliance
10.1.1.1 E 209.165.201.1
< '

10.1.1.2 ; 209.165.201.2
>

‘ #
Inside / Outside
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I Network Address Translation (NAT)

R—rE@ERE LR 71y NAT |

R— FEMERTELIZXZ T4 v NAT

R— NEMAERE LTIZAZT v 7 NAT TliE, FEBEO7a hariBlOR— e~y
Xh7=7v rarBIOWR—MEEETE £,

ART 47 NAT ZfEH L TCHR— FNEREET L HE, F— FMERIXIP 7 FLUX%EF UHEIC
<~y BT H, BIOEICY y BT EERTEET,

WO, RN— NEWPRE SN2 KR A X T ¢ v 7 NAT D> F V) AaRrLET, BE
vy BT LieAR— e, JOEICYyy BT LA — FOMGZRLTHWET, WTo
F—=ATH, IPT7 FLAFHIOEIC vy B 7 ENTWET, ZOEBITIFEICT 7T 47 Th
L2, BEENTZARARE Y E—F RA SO NEREZ G TE £,

7:KR— FEBRERELIRE T4 v NATO—BRESF YA

Security
Appliance /
10.1.1.1:23 209.165.201.1:23
< 7 »
10.1.1.2:8080 ; 209.165.201.2:80
< Z >

Inside /Ouiside

RN— DB —VEBRE LIRS T 4 v 7 NAT X, fEESNHR— FOSESEIP T KL AD A
W27 72 A &HIRL £, NAT L— /LB DORIDR— F T3P 7 L AT 72L&
FETHE BT ey SET, B2, FEINAT O8%4. NAT L— L OEETLIP T
RUALE—FHLARWNT 7 4w 7550 IP 7 RL AL —ET 28546, saftdh— MoBf%R<
Reyv7SnET, LER-T, F8EIPT RL A L THAINAMOTRTDO NFT 7 1 v
JIBIMV— IV E BT 20 ERNH Y £7, 72 2E, A—FE2HEEETITIP 7 KL RIZA
2T 47 NAT V=V EFEL, R— NEHNL— L DEBEAIZENERLE TX £7,

\}

GE)
VoIP 72 &) ZMHHT25A1F. NAT XAEEIMICE I X R—hEE#HBmLE7,

A HYVF Y RZNADT SV r—ar A VAR a U RMERT Y — 3 (FTP.

WIZ, R—= "EWARELIZAZT 4 v 7 NAT OF DO REIo—@ %2~ LE T,

FATOTATAR—bEBREFRELLZRAZT 14 Y9 NAT
WEL Y V) —A~DHNT 7 B A E@F T ET, mEE, B2 KR— T —ERX%
5 3 5B DY —3 (FTP, HTTP, SMTP 72 ¥) 2RHHEE1E. FhboH—b
ANWT VAT HIZODE—DIP 7 L AZNHa—F It c& 4, 2%, 74
TUTAT A4 B— NEBEBRELILAXT 4 v I NATZHEL, T7EALLHIELT
WAR— MZESNT, B—OAEIP 7 RLRAEZEF—SR—DIELWIP 7 KL X2~ v
Vo TEET, AN HEEOR— F (121, 80, BLO25) EFEHLTW
L2, A= AR THMLEETHY THA,
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Network Address Translation (NAT) |
B 1 sz0x57cv5 NaT

BEUNDKR— FDR— FEBRERELIZRAZ T4 YU NAT

R— NEMAERTE LI AT 47 NAT 2325 &, TRBERR— FLEEEDS O
A= F~OEHS, ZOWOEMBEEFATTEET, 72L& 21X, NE Web b — 303K — |k
8080 ZfE I 25A. A— b 80 I 5 Z L 24N —VITFHFAI L, TDO%, LHisx
TEOR—F8080ICRET Z &M TEET, HERIC, EX=2 VT 2SI DICEDDITIE, Web
Z—WPITHERELISN DR — b 6785 I8t T D L o ICHR L, £ D%, LMz R— bk 80ITKE
TIEMNTEET,

R—FEBERELI-RET AV A3 —T 24 XNAT

ABT 47 NAT I, EBEOT KL A2 A 2 —T 2 AT KL A LKR— FOMAED
Wy BT THEICRETEET, e xIE, T ZADOIHA v H—T = A A~
D Telnet 77 E A ZWNHHAA MU XA L7 8T 556, NWEEA RO IP 7 KL A/R—
23 &BANRA L A —T 2 AT RLRA/R—F 23 I~y B 7 T&EET,

1X{EDRET 499 NAT

B, AAT 4 NATIFZ1I 1O~y 7 TRELET, LarL, BAICE-TiE, 1
DDEBEOT RV AEZEE O~y B 7 T RLVRICHETHZERDY T (I x%) . 1%t
LDAZT 47 NAT R ET D56, EEORA NN NI 7 0w 7 2l a5 &, BiTk
WO~ 77 RLABMEHENET, LrL, AR MIETTCHRBESNEZ T 74 v 7D
BE. EEOy BT T RUASND N7 4 v 7 #BIGTE, 1 DOEEDOT KL RATIFE
X FEHA,

WO, —fEE72 1 JIZ DA ZT 47 NAT T U AR LET, EREORZ NG
HEWICERIO~ vy BT T RUABMER END 720, EEOKRA N IPRYIO~ v BT
IP DZEHIE, BRERANZ I T BB D M T £,

H8:1x3%DRAT 1% NAT

Security
Appliance
‘1 0.1.2.27 f 209.165.201.3 »
10.1.2.27 Z 209.165.201.4
<«
‘1 0.1.2.27 < 209.165.201.5

Inside f Qutside

72& ZIE, 101227120 — RARZ U REFEET L ELET, BRIND URLIZISLT, b7
T4y EELWWeb —oNiIZU XA L7 FLET,
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I Network Address Translation (NAT)

towvevsorut Gz |

9:NIRMEDRET 497 NAT DI

Undo Translation
209.165.201.5 &> 10.1.2.27

Undo Translation
209.165.201.3 = 10.1.2.27

Undo Translation
209.165.201.4 = 10.1.2.27

oad Balancer
0.1.2.27

Web_Servers

< v ELTLF UL (FEHLE)

NATIZHE, 1L IS IZT TR, DxZ, Zx0, Zx 12 EIEEORED AL T 4
I =y BT T VI EERNTE DLWV FMERHY £, 11wy 7231645
BV IRTEEMTL 2RO LET, Ihboo~vy e 7 A7 v aid, TH
LRWRERDFEET D AREMED H Y £,

BERERICIE, DRIZIZI ML LR TT, 72770, REVDEHEICRY, EBEO~ v B 7RO
CHTHOLNIRLRWAREER D D720, LB ETHEBEORKT R A L TIXZDO%
EERERT A2 2B LET, &L DRIZOTFT VA TR, DHOFEEDOT KL
NEE D~y B T T RLAZERIC vy 78R ET (AlXL, BiZ2, Ci%3) , T
DEBEOT RLARS B T INieb, ROV BT T RUABNRPDFERDT R LRI
v EVTEN, TRTOY Y EL T T RLARS B 78N ETHITSNET (A
4, BIE5. ClX6) . ZOfER., EBOEZT RLRICK L TEEDO~ vy B 7T KL ARELE
THZLIZRVET, I HEORED LI, RO~y B TIEFHRGRTHY . LUED
vy BT TR, FEORANAND T T 4y 7 ERBTEETN, FEOFRA ML HDOT X
TORTZ 7471, BEILOEYO~ Y7 T RVALETEZEHTEET,

WO, —fRAIRDRZDAHET 47 NAT > F V) FERrLET,

Network Address Translation (NAT) .



B 57 vrammrons

Network Address Translation (NAT) |

10: bRLEZEDRZ2T 499 NAT

Security
Appliance
10.1.2.27 / 209.165.201.3
< '
‘1 0.1.2.28 7 209.165.201.4
‘1 0.1.2.27 7 209.165.201.5
‘(1 0.1.2.28 7 209.165.201.6
<2122 / 209.165.201.7
Inside /Outside

SRV ELIFSES I a7 4 X2 —2a TR, vy BT T RLRALD B EL DEBROT
RUABGFIELET, EBEOT RLABARETHLED BRI, vy BT T RULABRARELE
T, MG HOREEZ RETELOE, K FMLOEBEOIP T RLAL~ v BT F—LDORT
BT EIToTmEE T TY, BOVDOEVOEBEOT RLVRIINT 7 4 v 7 A TEE
TR, INB~D T T 4 v BRIBTEERA, BOY X —2 T T 4 v 7%, BERDME
HD S5 H>OHEHE FHELIP, S84 IP, EEFLA— b, SR —F, 7o hai) ([2X- Tl
IR FEBOT R A CIEEINET,

\)

GE)  ZxPE721E%5% 1 O NAT X PAT Tiddh 0 8 A, 2 ODOEBEOR A FABFE CEETLTR— b
FG A L CRE UAMEB Y — 336 LR U TCP 5658 — M7 7B 23 535414, W0k
ARMBFECIPT RLAZEREND L, T RLVADBEANHD 5ODZ FILNR—E TR
720, MAFOERENY Y hENET,

WO, — B2 S/ DDA ZT v 7 NAT v F U A %2R LET,

1:Z2/VDRET 4y NAT

Security

Appliance
10.1.2.27 / 209.165.201.3

>
10.1.2.28 7 209.165.201.4 >
10.1.2.29 7 209.165.201.3 »
10.1.2.30 7 209.165.201.4 >
10.1.2.31 Z 209.165.201.3 »
Inside /Outside

COXEICARET 4 v I N—=NEFEHTEZOTIERL . NHROBREENEE T T 7 4w
IR T DON—IVEAER L, FODT RLVARIZHEAF I v 7 V—VEERTDHZ L 2BED

L/i‘j‘o

AR T4 v BE NAT DRE

AT 4 7 HEINAT V=V EFEHA LT, 7 RVRAESELERY NU—2 ETU—F 4 JH]
BERBIDIP T RLVAICEH AL ET, Fio. AZT 4 v 7 NAT L—/L TCiR— FDLEHLE Tx F

B
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I Network Address Translation (NAT)
255¢vrannaTozz ]

1R BHHIIZ

(A7 =2 I (Objects) |ZIERL, V—/WIHERR Yy NI =7 X7V =2 FEIZZTV—
TERAERLET, £ NAT L=V EZERL TNWLEEIIAT V=2 MEERT 52 &8
TEET, A7V MIROEWZH-ZTLERH Y 7,

« [JLDT KL A (Original Address) ]: *v hU—27 A7 =7 h (FA—FTiE/e) I
THOMLERHY 9, KA, #@H, 23V TRy hoWThrEEHTEET,

o [ 77 R LA (Translated Address) | : 247 NV AZIRET HI21E, RO
varhbHET,
e [5E55A H —7 = A A (destinationinterface) |: %8551 v F —7 = A ADIPv4T KL
RAEFEHAT AT, 2y VU2 F TV MINEHY A, TR — M
CIT, AFT 4T A H—T A ANAT ZHE L E T, EEFELT KL A/R—
I, A X =T 2 ADT LA, BLOFEIUAR— MEFICEBEINLET, IPv6oITA
VH—T oA APAT I TE /A,

o[7 KL A (Address) ]: KA N, #PH, FBF 732y v 2E50FRy NU—7 £

Vxl NERIFIN—TEER LET, IPvAT FLALIPVEOT RLADRE % 7 )L —
TICAND ZLIFXTEER A, 1 DOX A TETREEN TV DILERHY £, @
WOoAX1 DOy BT, EEOT RLALEUEO~ Yy B T 7 FLAEZRE
LET, L2, 7 RLRAOER—HEHLRWEELH £,

FIE

ATw 71 [RY) >— (Policies) ]>[NAT] Zi&IR L £,
ATV T2 KOWTINEFEITLET,
BT LWL — L EERT DI, [ ARX 2270 v LET,
cBEFEONL— NV ERET DIIE, =D IR (edit) 17 A= (&) 227 Vv 7 LE

R
(REIZ 5 T2 =V B HIRT DI, V=D [ZH5 (trashcan) | 7 A 2% 27V w7 L
i?) o

ATFv T3 ERMARNL—NL 3T g EZHRELET,

«[ZA R (Title) | : —D&RTEASILET,
o b=V DOVER%S: (Create Rule For) ] : [HEINAT (Auto NAT) ] Z8R L £,
c[ZA 7 (Type) 1:[AZT 47 (Static) | ZIERL E7,

ATV T8 ROy NEWA T a BB ELET,

s (EfFoLA ¥ —7 =4 A (Source Interface) |, [$85E1 % —7 = A A (Destination

Interface) ]: (U vV I N—TF A NR— A U H—T = A ATHJE) Z O NAT b—/L73
WHENDA X2 —T x4 A, [EFEL (Source) [ IFHEEDA L H—T = AT, ZDA
VE=T A RERBA LTI 74 v 7 IET A RIZAD £7, [48% (Destination) ] %
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. RET 4 v B8 NAT DFRTE

T TINTAVE—T 2 A AT, TOAVE—T oA AERBHLTIT 7 4 v 7%
FNRAAMBHET, TT7HLVEFTIE, V= E TV o T N—T A R—f L H—T =
A AZRS T RTDA U F—T =4 A ([Any]) [ZHHINET,

s [JEDT KL A (Original Address) |: B#a9 57 KL AZELRy NT—7 ATV K,
o [BEHE 7T KL A (Translated Address) ]: (ROWT TR0 F£97,

¢« T RVADHBREITN—TEMATHIZIE, ~ v 7ENZT FLAEETexy b
T—0 X7Vl NERIIINA—T RN ES, @, 131 O~y 7T,
EEOT RLALRIUHEDO~ B 77T RLAZRELET, LnL, 7 RLADEK
M—B LW HELH 77,

(R—  NEWERELT-AZT w7 A HZ—T A ANAT) 5i0A 2 —7 A
ADIPT RUVAZFERTHIZIE, [f ¥ —7 =4 A (Interface) | ZRINLET, F
Toe TV DT N—T A N— (L Z—T 2 A TIIRWRFEDSE A v H—T =
A ABFRTDHIVLERSHY 3, IPV6ITA L F—T7 A APAT (IMEATE £HA,

THUEIAR— NEB LI, AXT 4 v I A H—T A ANAT ZRELET, &E
T RLA/BR—RI, A Z—Tx2A ADT FL A, BLOFE UR— FEBICEH X
nEd,

3

o (A7 =) EdAR— bk (Original Port) ], [Translated Port (Z#iy74 A — k) ]: TCP
F7XUDP RN— N2 BT L UNER O LHGE, TOR— N EEWREHRR— N2 ERT D
A= ATV FEBRLET, 7 V=7 MIRIU 7w b a/VHTRTIERY £8
oo ZEDXT T2 NBELEFELBZWGES. [FBA 7Y =7 FOER (Create New
Object) 1% 7 U w7 LET, =& 21X, %EIT LT TCP/80 % TCP/3080 (T2 T X &
iR

AT TS (AT ay) [REMiA 7Y a3 (Advanced Options) | V> 7 %27V w7 L, HOAT > =3
VEBRIRLET,

 [ZDN— T —FT % DNS & & Z#a (Translate DNS replies that match this rule) ] : DNS
JIGEDIP T RVAGZEWMT HNEINERELET, vy B I A F—T oA A0
EKEEDOA X —T = A AIBET H DNS IGE DA, 7 RLA (IPv4 A 721X IPv6
AAAA) L a— R~y B 7 ENTENLEBEOMICEESHB L b ET, KxHo, EEE
DAVE—=T 2 A ANDLT Yy BT A X —T = A AKET 5 DNSISEDOLE, L a—
NIZEBREOENO~ vy BV SNTEICEEMI ONET, ZOF 7T a JI3RsR2IRN
TS, EERZICID AL a— KL AAAA L a— RRETHEWIT T D NAT64/46
BHDT=OICHERZ ERHY £3, FEHICOVWTIX, INAT 2 L7ZDNS 7=V &
IEOEEEZ (89 =) | ZBRLTLESY, ZOF TV a IR — NEBRELT
IGEIIEATE A,

[5E5eA v H—7 A ATARP Z 7 1% L7\ (Do not proxy ARP on Destination
Interface) ]: ¥ v BT IP 7 RLVANDEFE/T >y hO7 m ¥ ARP N LET,
VoI E—T A ZALRLF Y hT—27 LT RLAEBEA LTHE. VAT A
II7 B X ARPZEHA LTy BV 77 FLADTRTOH ARP B R|IZIGEET 5 = &L T,
VBT T RVAEGEHRETH RN T 74 v 7 2RITZELET, ZOIERE, T34
AMEDMD Ry T =7 D — N7 = AN DUENIRNT=D, V—T ¢ > T HERAL
SINET, TuaF T ARPIILEIG U TEICTE E T, BT H5E, EMICHE
T HN—FIZEY 72N — FPRBRESNTWDIMERHY ET, TAT T 47 4 NAT D
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2485 ¢y EHNAT0%E [

i, BHEIET HF T ARP WARET, HEIC & o TIHEGEICET 2REA S 2
AREVENN D D £,

ATv7T6 [OK]Z27 U7 LET,

A3 T 4979 F&ENAT DEXTE

HE) NAT N=— A& SR WGE. A¥T 4 v 7 FEINAT V— LV EMHLET, 7Lk
X, ST U CR R E A LIZWEARRETT, A¥T 4 v 7 NATIE, 7 KL AZ50
F hT—2 ETHA—F 4 VI RRERBIDIP T FLAICEH LT, £7-. AF¥T 1 v 7 NAT
=L TR— FOEWE TXE4,

4a & H RIS

[47 Y =2 kb (Objects) ] #IBIRL T, L— A TRERRY NT—F 47 V=7 FEIES
N—T%ER LET, IPv4 7 KL AL IPv6 7 KL ADE &2 7 V—F I ANnDZ LixTca s
Th, 10X TEFNREENTWDLIRLERDHY £7, 721X, NATL—LEZERLTND
XA T V2 FEAERT Db TEET, FoA T V7 MIROEMF G2 T LB
HoEF,

s [LDE[FILT KA (Original Source Address) ]: fv NV —27 A7V =/ hFiids
N—TEBETEET, AA L, ., FET TRy b EEFODLZENTEET, T
TOFDREETL DT 7 4 v 7 BEWMT 256, ZOFEEAF YT L, L—T[TT
(Any) 1 ZHEELET,

o [BHFEFAEIEITLT R LA (Translated Source Address) | : ZHE AT KL AZRTET HIT
X, ROFTvarnbo £7,

o [580EA % —7 = A A (destinationinterface) ]: 58/ > ¥ —7 = A ADIPv4 T KL
AEEATHICE, Ry NI —=2 AT V=7 MIVEHY AL, ZHITR— FEH
LIz, RET 4 v I A S =T oA ANAT ZZE LET, HELT RLUA/R—k
. A F—T 24 ADT RV A, BLOFUAR— MEFICEBINET, IPv6ITA
VH—T A APAT (I TE A,

o[7 FL A (Address) ]: RA b, ®ifl, B3V 7Ry Vg Rry NU—F £7
Vxl FERIIIN—TEZER LET, IPvdT KL AL IPV6 T KL ADW & 7 /v —
FICANDZ LI TEERA, 1 DOX A TEFNEENTVWDLENSY F3, i@
W IR 1Oy B TR, EBEOT FLALRICEO~Y vy E 7 7 RV AERE
LET, L2L, TRLADEP—HEHL2WEELH D £,

W= IVTHET RVADRAZT 4 v 7 BWERET H &, [JLDsasET R LA (Original Destination
Address) 138 X OV [ ~56557 K LA (Translated Destination Address) ] D%~ b U —27 7
TVl FEERTEEY, R— MEBRERE LTS DAZT 4 v 7 A 2 F—T = A ANAT
DHEFRET HEEIE, 5D~y B 77 RLAIKTHAT7 V=2 FOBNEAFx v 7T
ELN—NANTA U E =T oA RAEEELET,
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B <57 vosmnrozs

FFEIC, s, FLIFEOMSFOR— NEHL S FATTE £9, Object Manager Tik, LD
A= EEBRINTZAR— P CHATEDER N AT V=27 NBEHDBZ BB LET,

FIE

ATwF1 [RY) >— (Policies) ]>[NAT] Zi&IR L £,
ATV T2 RONTNPEFEITLET,
LWL — L ZAERT DI, [ ARF 27V v 7 LET,
« BFON— NV EFRET DI, V—A D [k (edit) 1742 (&) 227V v LE

ﬁ—o
(REIZR o2V — NV EHIRT 5120%, V=D [ZHF (trashcan) | 7T A 227V w7 L
ij‘) o

RATFw T3 HARKIL— L T arEBRELET,
«[ZA RV (Title) ] : V— VD& HTIZADLET,
« b=V DOVER%S: (Create Rule For) ] : [FEINAT (Manual NAT) ] Z3&R L £,
s JLb—/VOELE (RulePlacement) ] : /L— v ZEBINT 552 ELET, Lv—uiFxh T2
U (HE) NAT O/L— )V ORit:) . £I3EIRT 50— O ETFICATEET,
c[ZAT (Type) 1:[AZT 4> 7 (Static) |ZEIRLFT, ZOREIFERFILT FLRIT
DHEHINFET, 5%k7 FLADEREZER L TV L6, BEIIE ICEHNICITOVE
R

ATFYTE RDOA LV HE—T 2 A AT T a 2R ELET,
o [(EfEA v ¥ —7 =4 A (Source Interface) ], [FECA ¥ —7 = A A (Destination
Interface) ]: (FV v TN—T AN~ A B —T x4 AZHH) O NAT L—/LHR3
WHINEA X —T A A, [BETLT (Source) JIEFEBDA L H—T A AT, ZDA
VHE =T 2 A AEREBH LT KNI 7 4 v ZIET 3 AZAYD £, [56%% (Destination) ] (%
VT ENTA L E—T 2 A AT, DAV EZ—T oA A&ERALTET 7 4 v 71%
FRAANBHET, T7HNL TR A—MEIT Y o P ITN—F A R_R—f o Z—T =
A AR TRTOA v H—T A A ([Any]) [ZHEHINET,

AT TONry B T RUA (IPvA £7213IPv6) . DFED ., Ty MIERENE Ry v T
RLRAERBELET,

DNy b EEBGE STy ROFINZONTIE, ROREZRL TS ZE N,
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I Network Address Translation (NAT)
24851 vo BT 0%E [

Source Destination

IR
('\ Outside/) I:li

i |

S o
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

s [EDFHIEITLT KL A (Original Source Address) |: A#id 57 KL AZ&iery hT—7
A 7 NN ol = & SST N Al 0 e

« [JED%E4ET K LA (Original Destination Address) |: (A 7vay) , %87 FL 2 &4&
fToxy NU—0F 727 b, *E@ii’#é& SEHEICBfRR <, EEILT FLAD
EHNEASNET, 50087 RLAZERE LSS, TOT RVARIZAZT v 7 Bk
BRIET D, ‘a?47/7474ww%ﬁmf%iﬁo

[41 23 —T 4R (Interface) | RN LT, EETA VX —T = A ADTOFEEL ([T

T (Any) JIEERAH]) Z2_X—RCTEET, ZOFT T a VEBRBIRT 55, B

HOHAT V=27 NOHLBIRTEILERHY 9, 5857 NLARIIHR— NEHERE LT

ABT 407 A B —T A ANAT ZRETHITE, 2047 a2 RIRL, 55k
— M LR — A7 V7 FHEBEIRLET,

ATYT6 BHFEH NNy N T RLAR (DFD, IPvd £/ 1Pv6) ZHELET, "y h 7T RL X
W, BHA L H—T oA A Xy NT—=ZIZERINET, BTG LT, IPv4 & IPv6 DT
BT ET,

o [BHEFE(EILT R LA (Translated Source Address) ] : IROWT N7 £,

T RLADHFREIN—T%EHATHIIE, ~ v T ENET RLRAZELxy b
ID—0 7Vl NERIFIIN—T 2B LET, BFE. 11O~y 7Tk
EEOT FLAELFR LD~y B 7 FLAZRELET, UL, 7bvx@§
D=L WGAELHY £7°,

o (R— MEHEFR Ebtx&74/74/& 7 = A ANAT) %8560 IPvd 7 KL A
DA H—T A RAEFEATHITIE, [ F—7 A A (Interface) | ZFIR L ET,
it\79yyfw~7fVﬂ~4V&—7:4xfﬁﬁwﬁﬁ@ﬁ%4y&—7m
A AZBBRTHVENHY 4, ZHUIR— MEH LIS, R2T w7 4 H—
T2 A ANAT ZRELET, BETLT FLA/FR—NMNI, AV F—T =4 ADT KL
A, BEXORUAR— MEFICEBEINET, IPV6ITA ¥ —7 = A A PAT IZEHT
TERA,

o [ZBHE 58557 KA (Translated Destination Address) ]: (A7 = v) BfaS /-]
oy NCHERESND5ET FLAZBLRX Yy NU—0 A7 V=7 EIITV—T, [
D%64% (Original Destination) ] #@IRL7=5G, ALAT7 V=2 FE2RIRTLHZ LIk
T TAT T 47 4 NAT (DFEVEHIRL) ZRETEET,

Network Address Translation (NAT) .



B =57na

ATy 717

ATvT8

ATy

Network Address Translation (NAT) |

(FFvay) Y= ALHOEE T — A R— NEFII5EE— 2 A— 230 L E
j—o

A= MNEBEBRTE LTZAS T 4 v 7 NAT 3% L72G6. HEx. 5806, 3 0mbo
RN— ML CcExE4, 72L& z1E. TCP/80 & TCP/8080 M2 ZE#CT& £,

NAT Cl&, TCP £721X UDP ARV HR—hSnF 7, A— NELHBT 855, EEoY—E
AZFTVx2l hOTa halbtesy B A ATV O e FavoiliFaE T
Wb LET (W EH TCP £/2I1Ei & H UDP) . 7A T 7 47 4 NAT Tit, &
BEOR— e~y B IR — b OBEGIZRI LY —ERAAFT V=7 MR TEET,

s DEDEEICA— R (Original Source Port) ], [Z#a# 7 15{5 04— K (Translated Source
Port) |: SHMELT RLADR— NEH A EFR L ET,

s DED%ESEAR— bk (Original Destination Port) ], [Z#a7 458557 — N (Translated Destination
Port) |:%8%:7 RLADR— NEHAEFR L ET,

(A7 ay) [RFA~7> 2> (Advanced Options) | V> 7 %27 Vw7 L, BOA T 3
VEERLET,

c [ZDN—IZ—ET 5 DNS JHE A 22 (Translate DNS replies that match this rule) ] : DNS
IGEDIP T RV RGBT HNEIMERELET, vy BT F—T oA A5
DA X —T = A AIBET D DNS IGEDHA. 7 KL A (IPv4 A 721X IPv6
AAAA) La— RE~ vy B 7 SNENLEBROMICEEHRLONET, KeHT, EE
DAVE—=T 2 A ANLY Yy BT A H—T = A AIBENT 5 DNSISEDOSE, L a—
NIFEBREOEN O~y B T INTEICEEBMI ONE T, ZOF 7T a IIFERRRN
TR SH., EBEHZICEID AL 33— FE AAAA L o — RETH AR T D NAT64/46
BHDT=OIZMERZ ERH Y £3, FEHCOWVWTIX, INATZHL7Z-DNS 7 =1 &
IS DOEEHZ (89 2—) | ZBRLTLLESY, ZO4 Ty g 3R — NEWEIT
IR TE ERA,

[5E%cA > H—7 x4 ATARP Z7 1% L7\ (Do not proxy ARP on Destination
Interface) |: ¥V BV IP T RLANDEFE /Ty hOF a2 X% ARP Z I L ET,
VoI A =T 2 A AR F Y hT—=27 EOT RLVAEMBHA LA, VAT A
7B X ARPEZEH L T vy B 77 RLADTRTOD ARP ERITISET 5 = & T,
VY BT T RVREGENRETHNT 74 v 7 2RITRELET, ZOERLE, T34
ANFEDOMD IRy FT—07 DF— 7 = AT DMENRN=0, L—T (v 7 HMEIE
SNFET, FEF T ARPIIMEIIS U TCESNIZTCE £, BT 256, RiITirE
T HN—F IR — FDRRESNTWDOIMERS D ET, TAT T 47 4 NAT D
LA, BEIE7 82X ARP BARET, HEI10 X » Tkt 2REE 5 i =
AEEMERN D Y £,

[OK] %27 U v 7 LET,

7AT>T47T 4 NAT

IP7 FLAZBAFIZEMTANEOHANAT 2 7 4 X a2l — g VEARECXET, 72 &
ZIE. 12Oy NU—T ZRW -z, T XTOXRy hT—ZIZNAT ZiH 325 LW\ o 7oL
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I Network Address Translation

—

TATOTATA

FIE

&
ATvT2

(NAT)
747 717 capNaToRE |

e — LV EVER T DA, AXT 4 v NAT V— L E2VERE LT, Ry NU—7 % B HICE#H
THZLENTEET,
WO, — T AT T AT 4 NATDOU T VA ERLET,

R12: 74 T>T 47T« NAT

Security
Appliance/
< 209.165.201.1 f‘ 209.165.201.1 >
< 209.165.201.2 g 209.165.201.2 >
Inside /Outside

T TAT T 4T 4 NAT OFREFEICHOWTEHA L £,

B &) NAT DR E
ABTF 4T TATrT 4T 4 HEINAT L— A AERH LT, 7 FLAOEEAERHIELET,
SFED, BEOT FLAIZEHBLET,

1R BHHEIIZ

[47 =2 b (Objects) |ZBIRL, L— /UK BERRXy NT—7 7V bEFRITIN—
TEREKRLET, FiE. NAT V= L2 ERLTWNDE XA T V7 bEERTHIED
TEFET, A7V MIROBEHZRmEZTLERSHY 97,

s [T KL A (Original Address) 1: *v hU—27 A7 T2 b (FA—FTiE/) I
THOMENDY £7, AA N, #@H, ETV TRy hondFara i TE £9,

o [BHEFHT R LA (Translated Address) | : JGDERE AT V=7 hear T YnEo
A=y NT—2 A7Vl NERIFIN—T, RLAT V=7 Nl T&E
R

[R1) >— (Policies) ]>[NAT] ZER L £ 7,

RONTINNEFATLET,
B LV — LV EERT A2, [ ARX &2 7Y v LET,
 BEFON—NVEMRET HITIE, V—AD [fRE (edit) ] 742 (@) 227V vy 7 LE
R

(REZ o o=V 2 HIERT 51212, v— D [ZHF (trashcan) | 7 A 2227V w7 L

£7T) .

ATFv T3 ERHENL—INL AT a v BRELET,
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Network Address Translation (NAT) |
B 7777 annroz:

«[ZA bL (Title) | : —ILDL4ETEZ AT LET,
s PL— v DERKRSE (Create Rule For) | : [HEINAT (Auto NAT) | Zi®R L £7,
«[#A 7 (Type) 1:[A¥T 14 v 7 (Static) ] ZiEIRLET,

ATV T8 RONry NEMAT v a b BERELET,

s (B(ELA ¥ —7 = A A (Source Interface) ], [$E5CA > % —7 = A A (Destination
Interface) |: (FV v TN—T A N— A H—T x4 AZHH) O NAT L—/LH1
WHINEA X —T7 A A, [BET (Source) JIEFEBDA L H—T A AT, ZDA
VHE =T 2 A AR LT KNI 7 4 v Z1ET A AZAYD £, [58%% (Destination) ] (%
BT EINTA LV H—T 2 A AT, TOAE—T oA AEBHALTET 7 4 v 7%
FTRAZANBHET, TV ITIEH, V= MET Y o P T N—T A NR—f o H—T =
AAZRSTRTDOA > F—T7 x4 A ([Any]) ([Z#H I ET,

«[JLD7 KL A (Original Address) |: Z#9 57 NLAZEZLRy NTV—0 7V b,

o [T LA (Translated Address) ]: TOEETERUAT V=27 b, RIS
T, a7y RESTLKE—ONOFT V= NEBIRTEET,

TAF YT 4T 4 NATIZIE, [DEOHK— b (Original Port) ] 473 = > & [EHaFEHA— b
(Translated Port) | A7 g UV ERELRNTLZE0,

AT TS (AT ay) [EMA 7Y a3 (Advanced Options) |V 27 %27V v 7 L, BOA T v =
CEBIRLET,

s [ZDN—)v b —F9 % DNS & % (Translate DNS replies that match this rule) ]: 7 A
TUT AT A NATIZIE, 2OF T a v ERELRNT SN,

s [FEEA v H—T 24 ATARP 72 % L7\ (Do not proxy ARP on Destination
Interface) ]: ¥ v BT IP 7 RLVANDEFE /Ty hO7m X2 ARP N LET,
vy TAH =T oA ALFIC Ry hT—7 DT RLVAEERA LIZHE. VAT A
X7 BF U ARPZHEH L Ty BT FLADTRTO ARP ERIZIGETHZ L T,
Yy T T RLVAZRGELET DT 74 v 7 2 ITZELE T, ZOHIELE, T4
AMEDMDFR Y NT =7 D — N7 = AR DUENIRNT=D, v—T ¢ > TR
SNET, FrF T ARP [IMNEIG U TESICTE ET, BT L5E. LiichE
TN — 2T — RRRESNTWDUERDY £T, 74T 7T 47 4 NAT D
iy, WEIXT X ARP BARE T, HAICL - TikEptEIcEAT 2 MEE S Xl 25
AREMERH D T,

c[BEAA L H—T = A ADN— K )V T T T DSEIT (Perform Route Lookup for Destination
Interface) ]: JTLDEEILT RLU A EEHLE DR EILT RLAIZKH LTCRILAT V=7 M &
BIRLTWT, EETTA v F—T oA AE5HA =T oA AL RIRT D56, Z0F
Tva s aEIR LT, NAT b—VICRE SN TV D50, v & —7 = A AT 51K
PO N=T 4 T T =TSN TIA =T = A REROSEDL I ENTE
£,

ATFv7T6 [OK]ZZ7 U v7 LET,
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I Network Address Translation (NAT)

747 771 5NATORE [

TATUT4T414FHNAT DERTE

FIE

ATy I
ATy T2

ATvT3

HEh NAT NBEHEO=— X%l L TCWRWERIE, AXT 4 v 7 TAT VT 47 4 TH)
NAT V— V&R LET, 2L 2, IR TRRZERE LI-WGEERETT, A
TA YT TATT AT 4 NAT b— LV &HH LT, 7 RLAOEHRERGIELET, 2F0,
HEDT RLAIE#LET,

48 HHEIIZ

[£7Y =2 b (Objects) 1 ZBRL T, V— /L TRERKy NU—2 A7V =/ bERITS
N—THER LET, IPv4 T KL AL IPv6 7 RV ADM F &2 T NA—TIZAND Z EIdTEE
Hho 1DODFATETREENTVWDOILERDHY £9, F£721F, NATL—LEZELRLTWD
LEWCHAT V2 EERT D22 TEET, A7V =7 MIROBEME ST T BN
b ET,

s [EDEFEITLT R LA (Original Source Address) ]: % NI —2 A7V =7 hEizix/
N—TERETEET, "A N, #@H, FREY 7R3y bE2EDLZENTEET, T
TORDKEIFIL DT 7 4 v 7 2 BB 556, ZOFREzAFy 7L, L—/LT[TT
(Any) | ZfEELET,
o [ IFEIETCT R A (Translated Source Address) ]: TTDEETERUA T V=7 b,
WG T, ar T oY RNEoe /=004 7V =7 NE@RIRTE £T,

W= IVTHET RVADAZT 4 v 7 BWAERET H &, [JLDFasET R LA (Original Destination
Address) |3 KON [EH#Hak 56567 KA (Translated Destination Address) | D% > U —72 %
TVl PEAERTE ET, R— MEMARE LISEDAZ T 4 v 7 A % —7 = A ANAT
DHEBRET 2%Eld, 5D~y BT T RLRACKHT 247 V=2 FOBME A% v 7T
XN ATA U H—T oA AEEELET,

FREIL, s, FIFTOMESFOR— FNEH S FATTE £9, Object Manager Tik, JtD
A= M B INTEAR— N CHERHTELAR— N7 V=27 IRHLZEEZHERLET, 74T
YT AT A NAT IR CA T Y =7 MR TEET,

[R1) &— (Policies) ]>[NAT] Zi®R L £,
WONWTNNEEITLET,
LWL — L ZBAERT DL, [FARZ %27V v 7 LET,

« EfFON— NV ERET DI, =D [k (edit) 17422 (&) 227V v 7 LE
R

(REIZ 5 T2 V=V B HIRT DI, V=D [ZH5 (trashcan) | 7 A 2> %27V w7 L
i?) o

HARH NV — F T a v ERELET,
«[ZA R~ (Title) | : —O&RTEASILET,
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Network Address Translation (NAT) |
B 75 7 smNnToRE

s L=V OERxE: (Create Rule For) | : [TFEINAT (Manual NAT) | 23R L 7,

o JL—/LDOFEE (RulePlacement) ]: /L—/LZ BT 2BMAEL £, L—dhT =
U (H#E) NAT O/L—/LOFIH#) . FI3@EIRTHL— 1O EFICHEATEET,

S[ZAT (Type) 1:[AFT 4 v (Static) |&ERLET, ZOREIEFELT KL AL
OHBASNET, 55087 FLAOEHMZTHEL TWVAHIEE . BHIIEICHMIITbNE
R

ATFYTE WOA B —T 2 A A LT ar#RELET,

o [EFEA ¥ —7 =1 A (Source Interface) ], [FESCA ¥ —7 = A A (Destination
Interface) ]: (FV v TN—T A N— A B —T = A AIZHH) O NAT L—/LR
WHEINAA 2 —7 =24 A, [IBE7T (Source) | ITEBEDA v X —T A AT, ZDA
VHE—T A AERBH LT NI 7 4 v 71X T A RAZAD £F, [485E (Destination) ] I1%
YO TINTAVE—T 2 A AT, TOA L E—T A AR LTENT 7 4 v 7%
TNAAPHLHET, T4V EITIE, = MET D v P T N—T AR~ H—T =
A AZERSTRTOA v Z—T =4 A ([Any]) (ZHEHAINET,

ATV TONNTy E T RLUA (IPvd £72131Pv6) . DFE VD, O Try NMIERENAETFY Y T
RURAERELET,

TCDINT > N EBERE TN o FOBNZHONTIEL, RO EZESRB LTSI, 22 TH. N
WARARNTTAT T 47 4 NAT AT LET0, SMBARA ML LET,

Source Destination
] o RS _/omS.d o)

10 1.2.2 NAT Heal‘ 192.168.1.1

Identity Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 10.1.2.2 ---> 192.168.1.1

Original Packet Translated Packet

« DEDEFEITLT KA (Original Source Address) ]: Z#i L TW57 RLAEZEL Ry hU—
X TVl NERIFIN—T,

s [JED%E5: 7 K LA (Original Destination Address) |: (L&) %887 RV AZETex v K

D=0 47 Tx b, BAOEFIZTHE, 5EICHRR, BETLT R AOEL)NHE
HEInET, 5% FLAZRELILGA, £OT RVAILAET v IV BEMERET D
n, BUICTAT T 47 4 NAT 2l £9,

[ & —7 AR (Interface) | ZIBRL T, HEETLA VF—T = A ZADLDOFESE ([T
T (Any) JEERAT]) Z2_X—=RITEET, ZOF T a V2 RIRT 56, gk
HDFEHA TV =7 DHRINT DM ERH Y 3, 568087 FLRICHR— NEBZZRE LT
ALT A7 A F =T 2 A ANAT ZHIETDI1F, ZOFT T a 2@ RL, 5k

ﬁ%%ﬁﬁbkﬁ%%ﬁfyxﬁF%@ﬁbiﬁo
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I Network Address Translation (NAT)

747 771 5NATORE [

ATV T6 EBHFEHATry T RLZ2 (DFD, IPvA £72131Pv6) ZHEELET, 7y K 7 RL A

ATy 717

ATvT8

WX, A v A —T oA ARy NU—TIZEREINFET, LEIZL LT, IPv4 & IPv6 DET
BT ET,

o [ IFEIETCT KA (Translated Source Address) ] : TR ETERUA T V=7 b,
WIS T T, arT oY NESLKFE—DOROF TV =7 FEERTE £,

o [ 58557 K LA (Translated Destination Address) ]: (A7 =) A= ]
Ty NCHERHENDET RLAZGELRy NU—2 A7V NERIZITN—T, I
D%E% 7 K LA (Original Destination Address) | DA 7 ¥ =7 M &EIRLIZHE, R LA
Tz haBIRLTCTAT VT AT A NATZRETEET (DF D, BHRIIAET
) .

(A7 ay) = RAEHBORETY —E R R—bE3sme ) —E 2 R"— 2@ LE
—é—O

A= MNEBEBRTE LAY T 4 v 7 NAT %€ L7256, #Emx. sk, 230l
RN— ML cEE4, 72L& z1E. TCP/80 & TCP/8080 M &2 E#CTx £,

NAT Ti&, TCP £72iX UDP DABY R — b EhET, N—F2ZB/T D56, EROV—E
AFTVxl hoTr harbvy S =2 A7V b7 v haLOnE L
W27 E I LET ([l e b TCP /21Xl 5 & UDP) , 747 7 47 4 NAT Tlik, %
BEOR— e~y B IR — b OBEGIZRI LY —ERAFT V=7 MR TEET,

s DEDEFIEAR— b (Original Source Port) ], [Z#iiE#A5fE7C4— & (Translated Source
Port) ]: XETLT RLADKR— MEHAE TR L £7,

s DLD%ESEAR— bk (Original Destination Port) ], [Z#iA50 55— ~ (Translated Destination
Port) |:%6%:7 RLADR— NEHAEFR L E T,

(A7 ay) A7 2> (Advanced Options) (V> 27 %227 Vv 7 L, BHOA T =
AR ET,

c[ZDN—v & —FT %D DNS & A 2L (Translate DNS replies that match thisrule) ]: 7
TUT AT A NATIZIE, ZOF T v a VERELRNTIESN,

« [5E%EA v H —T A ATARP 7 2% L72\ (Do not proxy ARP on Destination
Interface) |: v v BT IP T RUVASNDERFB/Nr Yy hO7a % ARP N L ET,
YT B =T 2 A ALFE LRy NU—2 LEOT RV REFER LSS, VAT A
X7 XV ARP A L T v BV 77 RLADTRTO ARP ER|ZJHET 5 = L T,
YT T RLVAZRGSEET DT 74 v 7 B ITZELET, ZOFIEREE, T4
ARINEDMD R b T =2 D7 — b = ANZIRDMERIRNIZD V=T 1 > 7 DMEIAL
SNET, 7uF Y ARPIILEIISCTEMCTE £, BT 56, LitichiE
FTHN—ZIEI RN — P RRESN TV DOIRERDY ET, 74T T 47 4 NAT D
LA, BEIX72X Y ARP BARET, H5I10 k- Tl 2REE 5 i =
ATHEMEDR B D E T,

s [FEEA LV H =T = A ADN— vy 7T v T DFELT (Perform route lookup for Destination
Interface) ] : JCDEEILT RV R L EHELDOHEETLT FLRAIZH L TRILA T V=2 b
BRLTWT, R v H =T =2 RLGA U F =T 2 A BT D56, 20X
Tva s aBIR LT, NAT b—MICRIE SN TV D550, v 2 — 7 = A AT 51K
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Network Address Translation (NAT) |
. Firewall Threat Defense ® NAT JL—/LD T A/ F «

DI, V=T 4 T T—=T IS TEA VH—T 2 ABRDEIEB LN TE
\i‘g_o

ATy 79 [OK] #2727 LET,

Firewall Threat Defense @ NAT JL— )LD 7 O/\F 4

X NU—27 7 RLUAZH (NAT) W—ZHHLT, IPT7T RLVAZMOIP 7 KL AT H:
LET, BEIF. NATLV—LEHEALTTIA =K T FLRAEXT Y I INV—TFT 47
TEDT7 FLAREBLET, 1207 FLAMNLHOT KL RAZEBT 50, R—FT7 KL
ZJ5 M (PAT) ZMEH L TEEOT FL A% 1 DICEH L, R— N ESE@H L TEETT R
VAR TE ET,

NAT L —/VDIEARW 2T a7 13, ROLERBY TT, a7 0%, FERIATWAHZ L
ZFr¥x . HE) NAT L—/L & F8) NAT L—/LCE U T,

(&8 (Title) ]
N—NDHFTEANSTTLET, ARNIAR—RAEEODLZ LIXTEEEA,
L—ILDER IR (Create RuleFor) ]

ZEHL— )L % [HEINAT (Auto NAT) 1129 57>, [FEINAT (Manual NAT) 112¢ 570,
HE) NAT IZFE)NAT LD > VTR, FEINAT ZHT 25 &, 5087 L R(2H
DNWTHEFBILT R ADOEBIOESZERRTE £,

[RT—H R (Status) ]
=V a2 T 7T 4 T DN T D,
[EZiE (Placement) | (FE) NAT OH)

=V EBINT A RRE LET, V— I T I IN (BEINAT DL—/LOFRI) |
FAITERTAL— LD ETICHATEET,

[24 7 (Type) ]

EWav— )% (XA F v 7 (Dynamic) [T 250, [AH¥T 1 v 7 (Static) [ICT D%

BELET, ¥A4TFTIvIBERTIE, TRLRX F—Anbvw vy 7 7 RUARHEN
WIS DD, F£720 \mqwi‘ﬁ’i??umf%hwﬁﬁAbﬁ%E@m_L

WanEd, v 77T RUAR— FNEEICERT HAVERDLGEIX. AXT 4>
7 MR L ET,

WIZ. BV O NAT L—/L a7 ¢ B3 L E9,
BE)NAT /N7y REBRTO/NNT 4

[7%47 > NZEH#a (Packet Translation) | A7 a &M LT, #ELT FL AL EHBF R~ >
T T RVAEERLET, ROT BT 413, HEINATIZOAEH SV ET,
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I Network Address Translation (NAT)
CETTUORVESIS S SR DA |

[EETA 2 —T 4 X (Sourcelnterface) |. [385%A > #—T =4 X (DegtinationInterface) ]

(TN oY TN—T RN U H—T = AZME) ZONAT L—LREH S D
A F—=TxA A, [IXETC (Source) JNEFEBREDA L Z—T =2 A AT, ZOAF—T =
ARERBELTRINT 7 4w 7137 35 RZAD £97, [56% (Destination) ]~y B> 7
ENTA LV H—T 2 A AT, ZOA X =T 2 AEFEB LT T 7 4 v 7137 /31 A
bHET, T7FNVDNTIE, =TTV oY TN—T A= 4 X —T A A%
{FTRTDOA v F—T7 x4 A ([Any]) [ZHHINET,

[t 7 KL X (Original Address) | (EIZwh%E)

TR CWAEETT RLAZEL Xy NV—0 A7V =7k, ZA—F TR %y
D— 0 37l MITAVLENHD, AA M, #iH, 23V 7%y h2E50A52 &0
T&EET,

[E#EHT7 KL R (Trandated Address) | GEEILZE)

D~y 7T FUA, ZZTERTINEILZ. TELTWDLIEBRL—LVDOX AT
WL THRZeD F9,

«[#4F v Z/NAT (DynamicNAT) |: v v BV 7 7 RL A&y hU—2 47
Pl bERIIIN—T, Xy NU—I F TVl hERF I NN—TICTEE T,
BTy NEEHZ LIFTEFERA, ZA—TITIPVA T RL 2L IPv6 7 KL ADM
FEEODDHZEIITEETA, 10X A TTETEDDILERLY I, I A—TFIC
HHERA NPT RLADOHGEREEN T DA, ®IHIZZ AT I~ 7 NAT (Zff
A, RARNIPT RLRAFEPATO 7 +— /b Ny LTHEHAESNES, 7V
J MIARART RLAR I DLW EENTORWESIX. TOF 7Y =7 RS PAT
RSN ET,

«[#AF 3 v 7 PAT (Dynamic PAT) |: ROWTFNEFEITLET,

e (A B—TxAAPAT) , 565D IPVAT RLADA X —T = A X &4
DL, [M X —7 A A (Interface) | Z#EIRLET, £/, 7V v —
T AUN—= A B =T 2 ATIHRWFEEDSE AV Z—T 2 A AZEIRT 5
VNGBV F9, IPV6IZA o H—T7 =4 APAT (MEHATE £ A,

HEMA L H =T 2 A ADT RVAUANOE—T RV RAEFEHTH5E581L. €Dk
ODIER LT AN Ry NU—7 ATV 27 FEBEIRLET,

«[AZT 4 v ZNAT (Static NAT) ]: ROWTNNTRY £,

e T RLADHREIN—THHEATHIZIE., v~ v BT ENET FLRAZ Gty
NT—0 4TVl NERIIITN—TEBRLET, 707 FERIZTN—
TN, ARA N, ®H, FREFY TRy NEEDLIENTEET, BEE. 1
DOy BT, BEOT FLALFELHO~ Yy 7 7 RLAEZRELE
T, L)L, T RLADOE N —E LW EAELH Y 7,

o (R=MEWMAERTCLIZAZT 4 v I A H—T x4 ANAT) %A 42 —7 =
AZADIPT RUREMEHT HITIE, [ F—7 =1 A (Interface) | ZiBR L F
T, Flo, TV TN—T AN~ [ =T 2 f ATILI2WREE DL A
VH—T 2 A AT AMLERH Y T, TIUIFR— MR LI, X2 T v
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Network Address Translation (NAT) |
B a0y rzarnss 4

I A HE—T 2 A ANAT X ELET, EEFILT RLA/R— NI, A F—
T2 ADT RLVA, BEORUFR— MEFICEHBINFET, IPV6ITA o F—
7 A APAT IIfEHTE A,

«[7AT T 47 4 NAT (Identity NAT) |: JEDOEFEIEFMUAT V=7 b, PRI
WU T, avrT o YRESLKFE—DROA TV 27 MEBRIRTE £7,

[FTtDR— b+ (Original Port) ], [E#E#H#HR— bk (Trandated Port) | (R2 T4 v %9 NAT @
#H) o

TCP £7-1X UDP iR — b 2B 50NN H H5HE. TTDOR— b B I OEHF R — F &
ERTDAIDR—P ATVl @R LET, A7 07 MIFEILT 7 h 2 VaiFizd 2424
ERHY F9, 72&20F, BLEIZS U T TCP/80 % TCP/8080 (2 AT X £,

FEHNAT D/ RERTONT 4

[/347 v NZEH#: (Packet Translation) | A7 a v &AL T, %IETLT R AL EHEHL~ v
L T RLVAERERELET, ROTa%7 413, FEINATICOAEAINET, BRI
Tb\éi}%é\%ﬁ,{ﬁ%\ ‘@‘/\““Cj—j%/a :/VC“@_O

[EETA 2 —T 4 R (Sourcelnterface) ], [38%A 2 —7 =4 X (DedtinationInterface) ]

(TV T TN—T R N— [ B —T A ATME) Z O NAT L—/L )@ S35
AU H—=TxA R, [EEIC (Source) JITEFEOA L F—T A AT, ZOA L HF—T =
AAERBHLTCRT 7 4 v 7137 34 AZAD 9, [585E (Destination) | ix~ v &7
INFEAVH—T 2 A AT, TOALEF—T A AZRALT T 7 4w 71TT A A0
ODHET, 774NV ENTIEH V—MET Y oY TNAN—T A N— 4 U F—T = f A% R
{FRTOA U F—T7 A4 A ([Any]) ICHEHSNVET,

[FTTDEETTT KL R (Original Source Address) | (FIZ@hZE)

BHLTWAT RLAZEe Ay NT—0 F T2 hERIIIN—T, Xy NU—F
FTV 7 NETIFINAN—TICT H T ENARET, AR N, @i, 237 Ry FEE
WHZENTEET, TOERBILNT T 4 v 7 2T XTEBRT HGEIL, L—IZ [T
T (Any) | ZHEELET,

[E#FAHZEIETT FLR (Trandated Source Address) | GEFEILWHZE)

B O~ oy 77 RV R, ZZTERTIAFIL, TRELTWDEIEHBL—LDHF AT
WCH TR 9,

« [ AT v ZNAT (DynamicNAT) |: ¥ v b7 7 RLAEZELery NT—7 47
Vxl NERIIIN—T, Xy NI FT V2V NERIFIN—TITTEET,
7y &l LITTEERA, ZL—7ICIPvA T RL 2 & IPv6 7 R L ZAD
FaEHhbZ LiZTEERA, 1ODF A TEFEOINERHY £, FL—T71C
HPHE AR NPT RLAOBGNREENTWDLEE, ®FAILS (I > 7 NAT ([ZfE
AEI, ZRAFIPT RVRIZPATD 7 44— RNy 7 L LTHAEINET, 770
7 MIABEART RLAR 1O EENTORWEAIX, £DO4 7Y =7 F)SPAT
WERASIET,
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I Network Address Translation (NAT)
FMNATO/ 7y bzTass [

«[#47F 3 v 7 PAT (Dynamic PAT) ]: ROWTNoEFEITLET,

« ({2 B —TxAAPAT) , 58 A L F—T =2 ADIPT FLAZMEHT 5
X, [ % —7 A A (Interface) | ZBRNLET, £7o, 7V vV T NL—7 A
UR— A B =T 2 A ATIIIRVFFEDSEEA F— T = A AT RIS HMLEEN
HYET, IPVOICA L Z—T A APAT I TX £ A,

HEHA L H—T 2 A ADT RVAUSNOE—T RV RAEFHT 55812, £Di
OIHERR LT AN Ry NU—7 ATV 27 PE@EIRLET,

e [AHT 4 v ZNAT (Static NAT) ]: ROWTAMNIZARD £,

« 7 RVADREIN—THMBEAT LI, ~ v BT ENET RLAZETLX Y
NTD—0 4Tl NERIIITN—T2BIRLET, A7) FERIZTN—
T, RA R, i, FREY TRy REGOLZENTEET, BE, 151
DOy BT T, BEOT FLALFECHO~ Yy 7 7 RLAEZRELE
T, L2 L, T RLZDBER—ELARWEELH Y 7,

s (R—bMEMERELIZAZT 4 v I A H—TxA ANAT) %A ¥ —7 =
AADIPT RV AZEHT DT, [ ¥ —7 =4 A (Interface) | ZiBIN L £
T, T, TV VI N—T A= f o H—T = A ATHRVEFEDSE A
VBT oA RAEERTHLENHY T, ZIUIAR— NE#L LI, AE4T 4w
JAHE =T A ANAT ZRHELET, BEILT RLAR/R— NI, A& —
T2 ADT RLA, BIXORUAR— FEFICEBRINET, IPV6 1A X —
7 A APAT [IfEHCTE EH A,

“[7AT 7 47 4 NAT (Identity NAT) ]: TOREILEFLAT Y =7 kb, KRBT
JGCT, avrT Y RESTLKFA—DRDOF 7TV = 7 FEBIRTEET,

[FTEDFE%LT KL R (Original Destination Address) ]

ST RLAEZELFRy NI =0 4T V=7 b, ZZADOEFICTDH L, s8ICBRR<,
FETLT RVAOEBRPEA SNET, 58T FRLAZIBE LGS, 07 RV AIZA
BT 4 P ERERET D0, BICTAT T 47 4 NAT i T& 97,
[ % —7xA A (Interface) | TR L T, ®MEIA L F—T = A ADTLO5E5E ([T
T (Any) JEBIRAR) Z2X_X—RZTEXET, ZOF TV a U ERIRT 56, BHE
BDFIAT V=7 SHBIRTEMLERH Y 7, 28587 RLRITHR— NEWERE LT
ABT 4T A H—T 2 A ANAT ZEETHITX, ZOF 7 a 2B, 5EE
AR—=HMIELZAR—F A7 Y=7 PHEIRLFET,
[EH#FEHFEELET F LR (Trandated Destination Address) ]

BHENT- Ry NCHEREND5ET RLAZEhRXy NU—2 7 V7 NEFIRS
J—"7, [JLD%E5E (Original Destination) | BR L7285, [AILAT V=7 M E2®RIRT 5
ZEICkoT, TATFT T 4T 4 NAT (DF VLR L) 2RETEET,

Network Address Translation (NAT) .



. SHH NAT 7 0/8F «

Network Address Translation (NAT) |

[TDEETAR— kb (Original SourcePort) 1. [E#FAEER— b (Trandated SourcePort) ].
[FTtDFEFR— b (Original Destination Port) ], [ZE#iFHFEFLR— b (Trandated Destination
Port) ]

40 NAT 70/ T«

TEONRT y B X OERER N v MORETXB IO — A2 EXRTHHR— AT
VUVl by BR—FEEHLIEY, R—FEaEBRETIRE LA T V=7 PEBRL T —F
ANKET AN—NVDOFEEER ETEET, P—ERERTET D L&, RONL—IVIZHER
LTL7EENY,

o« (AT v Z7 NAT £721X PAT) [JeDE(EILA— K (Original Source Port) |35 LT
[ ¥ A58 56— b (Translated Source Port) | TIIAM T ¥ A, s — R T
DHEWTEET,

« NAT Ti¥, TCP £721Z UDP OAN( VR — hanFEd, KN— FEEHBT 5556, EE
DYy —ERA ATVl bOFr bharbwy 7 =R AT V=7 b7 a b
VO GRFE CIZeb X5 LET (W EH TCP £721Ei 5 & & UDP) . 7 A
F T 4T 4 NAT Tlt, BEOR— e~y 7 R— OWFICRI ATV =2
MefEHTEET,

NAT Zi%ET 5 & &, [ (Advanced) |47 a o THRIAR—E X 284425 705 ¢
ERETEET, o077 T 413 T_TAH T arTHY, S —ERARMNEREA
R CBRELET,

ZDIIL—ILIZ—ET B DNSILEDE

DNSJSEDIP T RVAEEBTINE I DERELET, v v BT F—T oA A
MNOFEBEDA L H—T oA AZBENT S DNS IWEDHA. 7 LA (IPv4 A 7213 IPv6
AAAA) La— R~y By 7 ENE»LEBOMFICESBE o ET, Kxho, FEBE
DAVE—T 2 A APDHY BT A F—T oA AZBET 5 DNSIHEDOEA, La—
RIZEBEOEI L~ vy B SN EICEE B\ ONET, O3 T v a VIdFeR
TS, EXHZITEID AL a— L AAAA L o— RETHEHATTHh 5 NAT64/46
BHDOT-OIZHEIRZ ERZBH Y £, OV TIE, INAT 2@ L/ZDNS 7= &
ICEDOEZHZ (89 X—) | EBRLTIEIY, ZOFTvavid, A¥T4v7
NAT V—/L CiR— ME#ZIT > TV D & E TR TE T8 A,

[M2YR3—T A APAT (BBEAE—T A4 R) ~DTA+—)LA)L— (Falthroughtolnterface
PAT (Destination Interface)) | (44 F+ 3 w49 NAT D#H)

ZOMD~ BT T RUARTTIZHID Y THNTWAIGAIZ, 5l v F—T x4 A
DIPT R 2Ny 7T v 7 HRE LU THERTONE I DERRELET (¥ —T7 =
A APAT 74— ) o ZOFTavid, 7V oY IT—TDR L R=TIL72\
RSEA B —T oA ABFIR LG RICOREHTEET, BT FLReLTT
TICAVF—T A APAT ZHELTWDLGE, ZOF v a r Z@RRTEEEA, 2
DOAT v aid, IPv6 F v hT—7 TIIMEH T EHA,
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I Network Address Translation (NAT)
Py k7—s 0z ]

JWHA VA —TIAATTAXL ARPLEL (RE2 T 1949 NAT OH)

<y EVTIPT RLANDEEN 7y hOTFax ARPEHEHICLET, v v BT A
VHE—T 2 A ALFE LRy hU—7 EOT RV AZBHALESGA, VAT AT T axy
ARP L C~ v B 77 RLADTNTOARP ERIGETHZ LT, ~v 7
T RUVAZSHEET DT 74 v 7 B RATRELET, ZOFELE, T4 ANRZ 0
DRy NT—=T DT — T =2 AIZIRDYUENRRNZD, V—T 4 T RIS E T,
7'r ¥ ARP (FMEIS U CTESICTCE 7, BT 52856, LiRICiiET 210 —4%
WY 72— RISERESNTVWDOILERD Y T, TAT T 47 4 NAT DA, @
L7 % 2 ARP BARE T, HEIC K o TIHEGMEICRET 2 AL 5 & & 2 J rTaetEd &
nET,

BWEAVEA—TTARTIL—bILY I T TE#ETLET (RE2T14 VY IDNAT DH, L—
TYRE-FOH)

TEDEETLT LR EEBRBEOREEFE LT FLAICH LTRIUA T V=7 FEBIRLTW
T, EEAVF—T oA RESEHA L H—T 2 A AERIRT D5, 2O T vark
BER LT, NAT L— /MR E SN TNWD5%A v F—T = A AZEHT 5DV IC, L—
TAT T T VCHESN I v — T 2 A A RO IHELENTEET,

IPv6 v kT — DEHR

IPV6 Efl Ry hU—Z L IPVA Xy N =7 DT T 7 4 v 7 @i S5 0LERH S

o NAT 2 L CT RV R A TR BT H0ERHY £9, 25O Pv6 Xy NU—7

DFATH, MRy NT—I MENET RLAZBITLERSHLGERH D £,

IPv6 % v U —7 CIIROER S A THEHTE £,
* NAT64, NAT46 : IPv6 /X7 F & IPvd (BLOZORx) ICEHLET, 220K »—
BEFRTDHVENH D £, 1 D0XIPv6 205 IPvd ~DZEH . © 9 1 DX IPv4 15 IPv6
~OEBA T, ZiUL. 10 F#) NAT L—/L TETTX ET73, DNS H—3—5344
WHry hU—7 EIiChHEGE, DNSIREE Y 74 T H0ERH Y £9, s8kaRET 2
EEIZFEINAT L—/LCDNS U J 4 FEAINITHIENTE WD, 250 HE)
NAT V— LV EERRT A Z e L iy ) a—3 g T3,

A

GE)  NAT46 RV R—FTEDE, AT 4 v 7 v TDOHTT,

« NAT66 : IPv6 737 b &EBID IPv6 7 R L AIZEH L £3, AHXT 4 v 7 NAT OfF & H#E
BLET, 14T w7 NAT £721L PAT Z A TE E4208, IPv6 7 RL AT KEICH D
72, AT I v 7 NAT Z2EATHLENHD A,
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Network Address Translation (NAT) |
B natesss 1P 1 s 1P AT R LR

\)

GE)  NAT64 B L ONNAT46 1%, EHRERNZL2NL—T v RA A —T =2 A ATORMEHTE 9, NAT66
. V=T v R A B =T AL TV D TN —TF AR — (B —T = A ZADMW ST
ATxEd,

NAT64/46 : IPv6 /5 IPvA ~D T KL X iR

N7 7497 BIPv6 Xy T =27 NHIPVAERR Yy NU—ZIZBET 555, IPv6 7 RL-X
EIPVAICEBRT HAMERH Y ET, T, N T 74 v 7 EZIPVANLIPVOIIRTRERDH Y £
T, 22ODT FL A F—)b (IPv4 X hT—ZIZIPv6 7 KL A% A L 35 1Pvd 7 KL A
T & IPVO Ry T —JIZIPVA T RLAZNA LV RTLHIPv6 T LA S —)V) ZERT
LZMEMNH Y T,

s NAT64 /L — VD IPv4 7 R LA F—)UFaB IS <, —BRIIZIPY6 7 94T b 7
RUAZFEHLTIR 1 Oy BT ERETDHITET RUARRED 2WGERH Y F
T, BAFTI VI PAT X, #AFT I v 7 NATRAZT (v 7 NAT L% &L Z¥D
IPv6 7 747 b 7 RUARDLLGE TS, HEIERICHETEET,

¢ NAT 46 /L—/L D IPv6 7 KL A F—) UL, =y 7 IN5IPvdT RLZADEEFEL N
D, ENEVEZL D ET, ZHUTEST, £ IPv4 T RLAZFID IPv6 7 KL AIZv v
B TEET, NATA6 1 IARZ T 4 v I ~ v B T DOhEYR— T D0, XA
S/ PATZEHTHZ LI TEERA,

BEEITLIPVE v FU— 7 LS IPvA Xy FT—27 D2 ODORY U —%EHRTIHLENDY £
T, ZAUE, 120 FE)NAT L—/LTCEITTEXETHN, DNS — =040 xry hU—7 E
WCH DA, DNSINEZEZ U T4 FTAMLENRHY ¥, s eiHET DL X FEINAT L —
JVTDNS U T A MEANITHIENTERWED, 250 HEINAT L— 1V EERTHZ &
PNEVEG Y ) 2—a TY,

NAT64/46 )15 : RNERIPV6 =Ry FT—5 ESERIPVA A V3 —2% Y k
Wiz, NERIPV6 Ry " U= BNHDHEHRIC, A X —Fy NCEESINDE N T T 4 v
% IPv4A | BT H B2 Bl A R LET, T OB TIXDNS BN R 2720, 150 FH)NAT
JL—)LC NAT64 & NAT46 Ol T OEW A FITTE D, EBRELTWET,
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I Network Address Translation (NAT)
NAT64/36 Ol : &S IP6 =y k7 —% st IPva w5 —% v + ]

[—= |
Web server
L& | 208.185.200.225:27

outside
IPvé | 200.165.201.1/27
2001:db&:- 100 — 208 165 201.1 ©
200,185 200 225 — 2001:dh8-D1A5-CEE1 E
inside
1P 2001:db%:: 185

B Inside client
! ,  2001:dbS:100

—_—

ZOBITIE, ANBA L Z—T 2 AA ADIPT RLAZFSE AT I v 7 (X —T A A PAT
ZHEHL T, NEDIPV6 X N U —7 % IPv4 ICEH L £, AEBIPve b7 7 ¢ v 7 13,
2001:db8::/96 %> NI —27 DT RLAIZAZT 4 v 7 \ZEHBIL, WKy NV —27 TOEEFE
MR[BEIZR Y £,

FIE

ATFYFT1 WNELIPV6 % h T =2 Db D Xy U —27 7V =7 FEERLET,
a) [F7Y =2 I (Objects) ] ZiEIRL £,
b) H&MOL[Fy T —2 (Network) ] Z&ERL, [H1 227 Vv LET,
c) WHERIPV6 *v hT—27 H#EFRLET,
Fv MU= 3TV =7 MI4RID (inside v6 72 Y) &FAH1F, [ v U —2 (Network) ]
PRIRLT, Xy FU—2 7 RL % (2001:db8::/96) Z ASLFET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B natesss o5l pagiIPve F oy kT—5 ESMERIPUE A LB —R 0 b

Add Network Object

Name

inside_v6

Description

Type

@ MNetwork () Host

MNetwork

2001:DB8::/96

d [OK]%ZZ7 Vv o LET,
ATY T2 IPv6 * v bU—7 % IPv4 A L CTRHORT 72D OFE NAT L— /L A2 {ERR L £,

a) [R1)— (Policies) ] >[NAT] Z#RL £,

b) [HARF L ZE27 Vv T LET,

) WOTaRT 4 HRELET,
«[#A F/v (Title) ]=PAT64Rule (F7ziFa—H =38P 2 5l D4 7i)
o b=V DER S (Create Rule For) ]=[F#) NAT (Manual NAT) 1],
o [Ad® (Placement) ]=[HBEINAT/L—/L DR (Before Auto NAT Rules) ]
o [# A7 (Type) 1=[¥ A7 > (Dynamic) ]
o [IBEeA v ¥ —7 = A A (Source Interface) ]= ¥ (inside) .
s [50%CA X —7 = A A (Destination Interface) ]=[7M5F (outside) ]

o [JTED/X7y FFEIEIET R LA (Original Packet Source Address) ]=inside v6 1 v k7 —
IF TV b

o [BEHE o RH(EILT R LA (Translated Packet Source Address) |=[f > % —7 =
A A (Interface) ], DA T a T, A ¥ F—7 A ZAD Pvd 7 KL AN
PAT 7 FL A& LTI ENET,

o [JTLD /N RNFESET K LA (Original Packet Destination Address) ]=inside v6 &> b
U—J 4Tk

o (K I3 v RFESET R LA (Translated Packet Destination Address) ] = any-ipv4
Xy NIT—=IFTTxr K
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I Network Address Translation (NAT)
NAT64/46 D15 : 5}ERIPvA A > 2 —% v b & DNS ZE#&FERAL=NEIPv6 =~y T —% .

Title Create Rule for Status

PATG64Rule | MNAT c

Placement Type

Before Auto NAT Rules - Dynamic -4

Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface

inside ' outside ok
Source Address Source Port Source Address Source Port

inside_v6 v v Interface v X b
Destination Address Destination Port Destination Address Destination Port

inside_v6 A hd any-ipvd b ~

d) [OK]%27YUvr LET,

ZDON—ZED . WERA H—T = A AD 2001:db8::/96 V7 % v hINBAVERA o H —
T2 A AZMMITXTD RN T T 4 v IR, A =T = A ZADIPVAT R 2 ZAEH
L C NAT64 PAT e SvE 3, W2, WA v ¥ —7 = A AZADINBR Y hT—2 D
IPv4 7 R LA T9R_C, fAALIPVE T K L2 % L C 2001:db8::/96 F » kU —
7 ED1 507 RLRICERINET,

NAT64/46 D5l : SV ERIPvA 4 2 —F%y F& DNS EHaA{FERAL=RERIPV6 v FT—%

WO, WEROIPV6 B R~ U — 7 BFEL, W2 —V =00 E L T 50 < DD [Pv4
HHYP—EABINEOA 2 —F3 v b EIHEET D725 T3,
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Network Address Translation (NAT)
B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

=
Web server
209.165.200.225/27
EJ 1
: Y =l DNS server
@ . 209165202 129/27
\'—oﬁtside R
IPvd 209.165.201.1/27
- DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
33311228201&}22_5" iugal[]{;”lsﬂzt?;tLAE'CBH gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
/ \ 2001:db8::100
——

ZORITIE, A E—T A ADIP T RLABESHEAFI v LB —T A A PAT
PR LT, NEOIPve %y NU— 7 Z IPVA IZEH L £, SN IPvE T 7 ¢ v 7 1%,

2001:db8::/96 %> U —27 DT RVAIZAXT 4 v 7 ARSI, Wity hU—2 TOEE

DA[BEIZ/R Y 97, NAT46 /L—/L CDNS OEXIWZ AT 5 & /M58 DNS Hr—rsX—M»
HDOINE R A (IPvd) L a— Fnb AAAA (IPv6) L a— RIZE#ATE, 7 KL 2N IPvd »»
5 IPV6 IZEHE S IVET,

wix, WNERIPV6 > b7 —2 £ 2001:DB8::100 I2H 5 7 74 7 > b www.example.com %

BIZ 9L LTWDHHED Web RO —iiy 2 — 7 o A TY,

1. 7947 O3B a—%732001:DBS8::DIA5:CA81 |23 % DNS ¥—/3—|Z DNS ZKk %
PELET, NAT L—/LZ LY, DNS ZROEEIC L5058 MRD K ) ITEBRSNET,

«2001:DB8::100 % 209.165.201.1 FO—F DO R— MNIZEH (NAT64 A > Z—T =1 A
PAT /L—/L) |

«2001:DB8::D1A5:CA81 % 209.165.202.129 (ZZ5# (NAT46 /L — L, DIA5:CA81 X IPv6
@ 209.165.202.129 IZAHY LE£3) .

2. DNS #—/ 3—73 www.example.com 73 209.165.200.225 TH % Z & &R A L 22— N{T&
ZLUET, DNS OEXHZ WA/ > T D NAT46 L—/LZ LD . A L— K3 IPv6
DEED AAAA L a— RIZE# I T, AAAA L 22— R 209.165.200.225 A3
2001:db8:D1AS:C8El IZA#Ha I L E T, 7285, DNSIGEDEEILT RL A LT RLA
IS NER A,

*209.165.202.129 % 2001:DBS::D1AS5:CA81 [ZZE#

*209.165.201.1 % 2001:db8::100 |ZZE
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I Network Address Translation (NAT)
NATG4/26 (O - 4458 IPVA £ 8 — % k& DNS ZH A A L=mE 6 2 k7—2 [

3. INT, IPV6 7 T7AT > b Web —"—D P 7 KL A& H L. www.example.com
(2001:db8:D1AS5:C8E1) Z HTTP E:RkZX{ET&xE£7, (DIAS:CSEL IZ IPv6 D
209.165.200.225 IZFE4 LE ) . HTTP ERDOEE T LN LHmEINFE T,

«2001:DB8::100 % 209.156.101.54 FO—E DO HR— MIZEH (NAT64 A F—T =1 A
PAT /L—/L) |

«2001:db8:D1A5:C8E1 % 209.165.200.225 {ZZ5#a (NAT46 /L—/L)

WOFNATIE, ZOFIOBRETIEZOWTHALET,
FIE

ATy T WEIPV6 X T — 7 LANHIPVA *y N — 2V 2 EBRTDFy NV—0 AT V=7 N EAER
LET,
a) [ 7= & (Objects) ] #IBINL ET,
b) BRMNMOL [y hTU—2 (Network) | ZEIRNL, [+ 27 Vv 7 LET,
) WHIPv6 x> hU—2 ZEFRLET,

Xy NI —27 A7 x=7 MIATHT (inside v6 72 ) ZfH1F, [*r> FV—72 (Network) |
FERINLT, 2y FU—2Z 7 KL & (2001:db8::/96) & AJILFET,

Add Network Object

Name

inside_v6

Description

Type

@ MNetwork () Host

MNetwork

2001:DB8::/96

d) [OK]ZZ7 Vv Z LET,
e) [H1%227 Vv 7 LT, #HIPvd %y hU—7 2EFRLET,

Fy NT—27 777 MZ4HT (outside v4 any 72 E) ZfHT, [Ry hU—7
(Network) ] Z3&R LT, X~ hU—2 7 FL A (0.0.0.00) ZAHLET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

Add Network Object

MName

outside_v4_any

Description

Type
@ Network ) Host

Network

0.0.0.0/0

ATy T2 WNELIPV6 * v NU—27 DO NAT64 XA F 2 v 7 PAT b— L ERELET,

a) [R1)I— (Policies) ] >[NAT] Z®IRL 7,

by [HIAZ &)y LET,

) WDOTa T 4R ELET,
o [#A bV (Title) ]=PAT64Rule (F 7=iF=— W —» 8RS 2 B D4 AT
o V=V DOFER%IS: (Create Rule For) ]=[H ) NAT (Auto NAT) ]
o [# 47 (Type) 1=[#A4 7+ v7 (Dynamic) ]
o [EETLA ¥ —7 =4 A (Source Interface) ]= N (inside) ,
o [FEMCA v % —7 = A A (Destination Interface) ]=[#M (outside) ]

« [JEDT KL A (Original Address) ]=inside v6 x> k7 —27 47 =7 | (inside v6
network object)

o [EHLE AT R A (Translated Address) |=[A > % —7 =4 A (Interface) ], Z DA
FarTlE, kA v F—T A ADIPVAT RLUANPAT 7 RL AL LTS
nET,
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I Network Address Translation (NAT)

NATG4/26 (O - 4458 IPVA £ 8 — % k& DNS ZH A A L=mE 6 2 k7—2 [

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT e ‘)

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
matically placed in Auto NAT rule: Dy-namic w
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside e outside
Original Address Original Port Translated Address Translated Port
inside_v6 b Any hd Interface » Any

d [OK]%ZZ7 Vw7 LET,
ZDON—UZEY, NEA B —T = A A0 2001:db8::/96 Y7 % v R NBAE A X —
T oA RZAMNITXTDO T T 4w 7D, IMEA X —T A ADIPvAT KL A%
L T NAT64 PAT B S V£ 4,
ATV T3 S IPvE F >y NI —T DAZT 4 v 7 NAT46 L— LV ERE L £7,
a) [HARZr%E7V v 7 LET,
b) ROT T 4 EFELET,
«[#A F/v (Title) ]=NAT46Rule (F 72T —H =38R 20 DOL4AID) .
o L=V DFER %I (Create Rule For) ]=[H &) NAT (Auto NAT) ]
[Z AT (Type) 1=[AXT 4 7 (Static) ]
o [B1EI5A »Z—7 = A A (Source Interface) ]=[FM56 (outside) ]
e [38%cA % —7 = A A (Destination Interface) ]= [N (inside) ]

* [t 7 KL A (Original Address) ]=outside v4 any xv hT—2 F7 =7 k
(outside_v4_any network object) ,

o [EH#EAHT KA (Translated Address) ]=inside_v6 k> N7 —2 A7V =2 K
(inside_v6 network object)

Network Address Translation (NAT) .



Network Address Translation (NAT) |

B nates P 7 LA SO IPG 7 ELRADZ S

s [FEAliA 7> 2 > (Advanced Options) | % 7 C, [ZD/L—/L & —E T HDNSIGE &4
#i (Translate DNS replies that match this rule) ] Z3%®R L £,

Add NAT Rule :

Title Create Rule for Status

NAT46Rule Auto NAT ~ e

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
1 Auto NAT rul Static bd
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside W, inside
Original Address Original Port Translated Address Translated Port
outside_vd_any A Any b inside_vb b

© [OK]%7VUvZ L%,

ZON—VEMHATDE, NEA v Z—T = A AR LM TR v N U —7 DT TDIPv4
T RUAR, MAIABD IPv4 7 R LA HFAZFEH LT 2001:db8::/96 x> hU—27 DT K
VAICESIET, 72, DNSIEEN A (IPv4) L a— RvH AAAA (IPve) L a— R
IS, 7 R LU AN IPvA 05 IPv6 ICE M S U E T,

NAT66 : IPv6 7 KL AMSHID IPv6 7 K L ANDZEE L

IPV6 % b T =7 MEBID IPv6 % v b U — 7 BB 5856, 7 RLAZNEE Y hT—7
DRIDIPv6 7 KL AIZEM|TEET, A¥T 4 v 7 NATOFEHEZHRLET, ¥4 FIv7
NAT E721XPAT 2 TE 928, IPv6 7 RLRAIZKREICH DD, XA v 7 NAT %
FERTLHIVLERH Y T A,

B DT LR XA TR TOEBRTIZRNTZ D, NAT66 BHOHE—D/L— L RBETY, =
NoOL—iE, BHEINATZMEH L CEICET LT 5 2N TE£T, 2L, UE—
YT T4 v 7 B LRWEAIEL. FEINAT OB EZFHA L CAZT 4 v 27 NAT L—/L % H
HANZTEET,
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I Network Address Translation (NAT)
NATSS Ol v kT—s R0z 27 v oz [

NAT66 Dl : =y FD—VRBDRE T4 v I K

HEINATZEHA LT, IPV6 7 RLAT—VEDRAZT (v 7 B AR ETEXET, ROBIT
1. 2001:db8:122:2091::/96 % b 7 — 27 OWNHELT KL A % 2001:db8:122:2999::/96 % ~ kU — 2
OHNET KU R AT 5 FIEZOWTHA L ET,

IPvE web server

) oﬁtside
IPvE 2001:db8:122:201b::1/96
g i

2001:db8:122:2091::121 — 2001:db8:122:2399::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
y. \ 2001:db8:122:2091::121
—

GE)  ZoflE, WA v X —T 2 A ANT IV v T N—F A 2 —T x4 A (BVD) Tl
WON—T v RA UV H—T oA ATHDLI EaFEE LTWET, WEA v F—T oA AN
BVI DA, BA L N— (X —T oA A\ — IV EERTAVENH Y F7,

FIE

ATy T1 NEEIPVE6 v RV —27 LA IPVONAT v NI — 2 2 EFTHF Y NI —7 AT V=7 b
AR L £,
a) [ 7= (Objects) ] #iBIRL LT,
b) B&MH[Fy FT—2 (Network) | ZEIRL, [H1 227 Vv 7 LET,
c) WHERIPV6 *v hT—27 H#ERLET,
Fy hT—27 A7V =7 M4 (inside v6 72 E) ZfHF. [*~ FT—2 (Network) ]
ZEIRLT, Ry hU—2 7 KL% (2001:db8:122:2091::/96) & AL £,

Network Address Translation (NAT) .
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- N T Pl LECE T

Add Network Object

Name

inside_v6

Description

Type
@ Network (_; Host

Network

2001:db8:122:2091::/96

d [OK] &7V vZ7 LET,
e) [t1Z27 Vw27 LT, HERIPV6 PAT v hU— 27 2 EF#H L ET,

Fy NU—7 77 MZ4HT (outside nat v672 ) ZFHTF, [ FTU—2 (Network) ]
FERLT, 2y FU—27 7 FL A (2001:db8:122:2999::/96) # AL E9,

Add Network Object

Name

outside_nat_vb

Description

Type
@ Network '\) Host

Network

2001:db8:122:2999::/96

ATy T2 NEIPV6 X NU—T DAXT 47 NAT b— LV EHELET,
a) [R1 I — (Policies) ] >[NAT] Z3R L £,
b) [HARZ U E7Y w7 LET,
) WOTaNRT 4R ELET,

o [#A bv (Title) ]=NAT66Rule (F 7 iF=—H —233 N T 25 Bl D4 i)

. Network Address Translation (NAT)
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NATEs Ol - &> Tz IPve A 5 —7 x4 2 PAT ]

o =L DVERHE (Create Rule For) ]1=[H &) NAT (Auto NAT) ]
o [#A 7 (Type) 1=[AXT 4 7 (Static) ]

o [IBEeA v ¥ —7 = A A (Source Interface) ]= ¥ (inside) .

e sESeA v H—7 = A A (Destination Interface) ]=[#}M5 (outside) ]

« [JtDT KL A (Original Address) ]=inside v6 *~ hU—27 47 =7 k (inside v6
network object)

o [EHk AT R LA (Translated Address) ]=outside nat v6 £ U —27 7V =7 k
(outside nat_v6 network object) ,

Add NAT Rule

Title Create Rule for Status

NAT66Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static ~

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside v outside

Original Address Original Port Translated Address Translated Port
inside_v6 W Any v outside_nat_vb v

d [OK]Z27 V7 LET,

D=L NEA v FZ—T = A A 0 2001:db8:122:2091::/96 H 7 % v kD> B AN
AUBE—T 2 A RZMPITXTORNT T 4753, 2001:db8:122:2999::/96 % v kT —7
EOT7T RVRIZA T 4 v 7 NAT66 B S E T,

NAT66 Dl : > FIL7E IPv6 1 32— = 4 X PAT

NAT66 % EHET 572D LT 7a—FL, A X —T = A ADIPv6 7 KL A LD
RAHR— FMIHNET R L2 ZBACEIY 2T 5 HETT,

Network Address Translation (NAT) .
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B natesoni oo TumiPe 428 —T x4 2 PAT

7277 L. FDMZFEHA LT, A Z—T A ADIPv6 T RLAZFERATHA X —T = A A
PAT IIiRECE EH A, fOVIZ, AILXY hU—27 ED1ODZEET RLAEZZAFT I w7
PAT 7— L& LT L FET,

IPvE
2001:db8:122:2091::121 — 2001:db8:122:201k::2
IPvE

)

IPvE web senver

outside
2001:db8:122:201b::1/36

inzide
2001:db8:122:2091::11/98

m Inside client
, 2001:db3:122:2091:121

GE)

FIE

oL, NE A v 2 —T 2 AANT Y P T N—F A2 —T A% (BVI) TlI7el, 1=
WON—T v ALV H =T 2 A RATHDHZEEFHEE LTWET, WEA v F—T = A AN
BVI DA, BALN— LA —T 2 f ADN— )L EERIT ANERH Y F9,

AT T1 NEIPV6 %> h T —27 L IPV6PAT 7 RL AR EFHRTHFR Y NT—27 7= FEERLE

B

a)
b)

<)

[ 7= 2 I (Objects) ] ZRINL E7,

BRDS [1ry hU—2 (Network) | ZERL, [+ 227V v 7 LET,

WEBIPV6 > N — 27 ZER L ET,

Fy NI —27 A7V =7 MZ4HET (inside v6 72 E) ZfHF, [F*> U —2 (Network) ]
EEIRLT, Xy FU—7 7 KL A (2001:db8:122:2091::/96) = A1 L FE T,
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NATEs Ol - &> Tz IPve A 5 —7 x4 2 PAT ]

Add Network Object

MName

inside_v6

Description

Type
@ Network (F; Host

Network

2001:db8:122:2091::/96

d [OK]ZZ7VvZ7 LET,
e) [t]Z27 Vw27 LT, #EBIPV6PAT 7 RL A& E#K L £7°,

Fv N =27 F7 V27 NI4T (inside v6 72 &) Z AT, [AA L (Host) ] &R L
T, AA N7 FLA (2001:db8:122:201b::2) Z A LET,

Add Network Object

Mame

ipv6_pat

Description

Type
:_) Network @ Host

Host

2001:dbB8:122:201b::2

ATy T2 NEEIPV6 F v NV —F DX AF I v 7 PAT V—LERELET,
a) [RY — (Policies) | >[NAT] Z&R L £,
b) [HRZ R v LET,
) WOTaNRT 4R ELET,
o [#A bV (Title) ]=PAT66Rule (F7=iTo—W— 8T 5 H]DO4HD)

Network Address Translation (NAT) .
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B vt on: oo TtiPe o o5 —7 x4z PAT

o =L DVERHE (Create Rule For) ]1=[H &) NAT (Auto NAT) ]
s [# A7 (Type) 1=[# 17 v~ (Dynamic) ]

o [HEIEA v X —7 = A A (Source Interface) 1= W (inside) .

o« [58%A % —7 =A A (Destination Interface) ]=[#MB (outside) ]

« [JtDT KL A (Original Address) ]=inside v6 *~ hU—27 47 =7 k (inside v6
network object)

o [ZH5 AT R LA (Translated Address) ]=ipv6 pat x> NV —27 A7 V=7 b
(ipv6_pat network object,

Add NAT Rule :

Title Create Rule for Status

PATE6Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
in Auto NAT rules Dvnamic g
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside M. outside
Original Address Original Port Translated Address Translated Port
inside_v6 b Any b ipv6_pat e Any

d [OK]ZZ7 Vv LET,
ZON—NVEFERTS E . NEA X —T = A A0 2001:db8:122:2091::/96 Y7 % v kb
NE A o —T 2 A AL T_NTD T 7 v 7 H32001:db8:122:201b::2 DR — MM X A
F 3 v 7 PAT66 B E i E 7,
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naroe=5y>5 I

NATOE=HR Y

NATEi 2 E=F — L C T TN a—T 4 VT HFETTHITIE, CLIa Y — V&L T

NAACLIIZR A v LTIROa<y REfEHLET,
sshownat : NAT L— /L E— L T D v MEAEFERLET, NAT OoflE 2 F£RT
HI=HOBMF—T—RK23H 0 9,
« show xlate : BIIET 7 T 4 772 EFRD NAT BH#aA FR LET,
sclear xlate: 727 7 4 7R NAT ZHA BB TE £, BEOERIIEENETT5ETH
WEHLZ Ty N AR L AT 5720, NAT L— VA EHTAREIIT 7T 4 TRE
aHIBRLRTNER 672N ERXb 0 7, BMAENHETDHZLET, 7947 O
B OB, AT ATH LWL —VZEDSNWT T T4 T v bOFH LWE#HZERR L £
T, (Zoa~<wr RNZICLlay Y —ATIHERATEETA, )

NAT 04l

PLIFD4 h By 7 Tid, Threat Defense 7 /XA A TO NAT OREH M LE T,

NES Web —/N\—~DT7 I 2 ADRE (R4 74 v BEINAT)

WOHFITIE, NEE Web — NI L TAX T 4 v 7 NAT #FITLET, EBEOT FL R T
FAR—hK Xy NT—7 LIZH D7D, N7V o7 T RUVABRKLETT, AXT 4 v NAT
WX, EET FLRIZHD Web —_R—~D K T T7 4 v 7 BRARNPBTEDLLOICTDH

&D G:M‘gw@j—o

“

GE)  Zoflx, WA 2 —T A ART IV IN—T A H—T x4 A (BVI) Tix7e<, &
WEDON—Ty RALVE—T 2 A ATHDHILERHRE LTWET, WA v F—7 = A RN
BVI D356, Web b —N—D G SV TWDRED TV v ¥ FN—T A= f 2 —T =
A A (insidel 372 &) Z@ERLET,
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B rswebv—s—~a7s£20EE (24T 1 v EBNAD

13: RNER Web H—/N\—DRX B2 T 4 % NAT

EI 209.165.201.12

—

T
( Outside
e

S

\‘_2/09‘165.201 A

Security
%% Appliance

Undo Translation
10.1.2.27 —» 209.165.201.10

FIE

ATV Tl =N —DFFTA_XR— " RARN T RLRALERTY v 7 RARNT RLAZEHETDHEXY hT—
7 AT MEERLET,
a) [ 7= b (Objects) ] #iBINL ET,
b) H®RMH [F*y FU—2 (Network) | ZZEIRL, [H1 227V v 7 LET,
) Web h— D7 T4 X—KT7 RLRAZERZLET,

T NI —2 FT7 =7 MZ4HT (WebServerPrivate 72 &) ZfHiF, [ A & (Host) ] %
BIRL T, EEORARIP T FL2 (10.1.227) # AT LET,
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P Web 4 —\—~D7 o £ XD (227« v aBmNan [

New Network Object

Name

WebServerPrivate

Description

Type
() Network (@) Host
Host

10.1.2.27

d [OK]%ZZ7VUv27 LET,
e) [H1Z227 Vw7 LT, "7V T TRLAEERLET,

Fy NU—27 37T =2 MIART (WebServerPublic 72 &) Zf31F, [ARA b (Host) | %%
LT, AT FLA (209.165.201.10) # A LFET,

New Network Object

Mame

WebServerPublic

Description

Type
(O Nework (@) Host

Haost

209.165.201.10

f) [OK] %27 VU2 LET,

AFYT2 ATV FDOAET 47 NAT 2% ELET,
a) [R')I— (Policies) 1 >[NAT] Zi&R L £,
by [HIAZ %=V LET,

) WOTaNRT 4 ERELET,

Network Address Translation (NAT) .
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B re. v, BEUSMIPOBE—7 FLR GR— FEBRERE LR 2T 4 v & BF NAT)

o [#A hJv (Title) ]1=WebServer (F7ziF—H —73RIN 5 B4 i)
o L=V OFER %S (Create Rule For) ]1=[H®) NAT (Auto NAT) ]
«[# A7 (Type) 1=[AH¥ T 4> 7 (Static) ]

o [EETLA o #—7 =4 A (Source Interface) ]=¥L (inside) .

e« [5895A > % —7 = A A (Destination Interface) ]=[#M5B (outside) ]

s [t 7 KL A (Original Address) ]= WebServerPrivate v k7 —2 F7 =7 k
(WebServerPrivate network object)

o [EHLE AT R LA (Translated Address) ]= WebServerPublic x> NV —2 47V =7
K (WebServerPublic network object)

Add NAT Rule
Title Create Rule for
WebServer Auto NAT - @O

Auto NAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address of
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type

ymatically placed in Auto NAT rules Static o

Packet Translation Advanced Options

Original Packet Translated Packet

Source Interface Destination Interface
inside g4 outside

Ongnal Address Original Port Translated Address Translated Port
WebServerPrivat v Any ind WebServerPublic v Any

d) [OK]%27YUv2r LET,

FTP. HTTP. BLXUSMIPDE—7 FL X ((R— FEBRZHRELI=X
2T 4 v % BE)NAT)

IKDOR— "NEWZRE LT AZT 4 v 7 NAT OfFTlE, VE— b =—H%—» FTP. HTTP.
BIOSMTIPIZT 7 AT AH-ODHE—DO7 FLAZERELET, 25D — S—TEEIC
. TRENERDEZT AL RE L TEBEOX Yy hU—7 FICHFEELETH, A— FEHBERE
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FIP, HTTP, 5&USMIPQB—7 KLR (R— rElERELEZ27 4 v o apnan [

L7eAET 47 NAT V=V ERET D E, AT 2~y 7 IP T FLUAIERIL T, £
EFNROR— M EEHTEET,

\}

GE)  ZofITE, NEA v ¥ —7 = A RAFAAL v FITER SNTAZEL—TFT v RA VX —T = A
T, AA v FICH—=_R=DERINTNDERELET, WA v X —T = A ANT Y v 7
N—TF A B —TxA A BVD) THY, Y—_=RRRDOT Vv T)N—T A — g H—
T oA AR SN TODIGE, & — =255 T D — L THRET DRFED A X3 — A
H—T A ABBRLET, =& 20X, V—iL Tlinside] TiEAR<, EBELA X —T =1
AD [insidel 2| . Tinsidel 3) . 35X linsidel 4] OFEEMERH Y £7,

14:R— FEBREHRELF-RZT1v Y NAT

Y
Undo Translation @\Utsf_ej

209.165.201.3:21 = 10.1.2.27 n

Undo Translation
209.165.201.3:25 —>» 10.1.2.29

Undo Translation
209.165.201.3:80 > 10.1.2.28

SMTP server
10.1.2.29

HTTP server
10.1.2.28

FIE

ATV T FTPH—N"—DFy V=7 7V =7 MEAERLET,
a) [F7 =7k (Objects) | ZEINL ET,
b) B&MH [y FU—27 (Network) | ZEIRL. [+1Z227 Vv 7 LET,
) Xy "NU—2 A7V NMZARTEAT (72 & 21X FTPserver) | [ A L (Host) ] %%
WU, FTP Y —_—DFEEDOIP 7 KA (10.1.227) # AN LET,
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B re. v, BEUSMIPOBE—7 FLR GR— FEBRERE LR 2T 4 v & BF NAT)

New Network Object

Name

FTPServer

Description

Type

() Newwork (®) Host

Host

10.1.2.27

d) [OK]%ZZ7VUv27 LET,
AFv T2 HITP Y —DOF% vy b —7 7V 27 M aERL L E T,
a) [N&x2Vy27LET,

b) Ry NT—2 A7V =V MZARTERT (728 21X HTTPserver) |, [ A & (Host) ]% i
WL, AAFT FLR (10.1.2.28) AN LET,

New Network Object

Name

HTTPServer

Description

Type

N L X
() Network @ Host

Haost

10.1.2.28

C) [OK] 2&’7U‘)7 sz—g—o
ATV T3 SMIPV—DO%y hU—7 7V =27 FEEKRLET,
a) [+ &=27V>y 27 LET,

b) Ry NT—7 F7Tx 7 MTAHTZMT (72 & 21X SMTPserver) | [7F A & (Host) ] % i3
WL, AAMT FLR (10.1.229) # AN LET,
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FIP. HTTP, 5&USMIP DB—7 FLR (f— hE#EZRELER4 T+ voaBNaD [

New Network Object

Name

SMTPServer

Description

Type

() Network @ Host

Hast

10.1.2.29

c) [OK] %27 Vv s LET,
ATV T8 300 —NMEHEND TV w7 IPT RLADFRy NI =2 A7V =7 MafEkLET,
a) [H&EZV 7 LET,
b) Xy NT—2 A7V MZAHIZAT (72 & 21X ServerPublicIP) |, [ Ak (Host) ]%
BIRL, ZA T FLR (209.165.201.3) # AL ET,

New Network Object

Mame

ServerPubliclP

Description

Type

|’::- Network @ Host

Hast

209.165.201.3

c) [OK] %27 Vv s L%ET,
AFYTE FTP $——DR— "NEMERIELTZAZT 4 v 7 NAT 2R EL, FIPR— 2 BEHIZ~ Y
v LET,
a) [R')<— (Policies) 1 >[NAT] Zi&IR L £,
by [HRZEZY v LET,

Network Address Translation (NAT) .
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B re. v, BEUSMIPOBE—7 FLR GR— FEBRERE LR 2T 4 v & BF NAT)

) ROTaRT 4 EZELET,
«[#A bsv (Title) 1=FTPServer (& 7=I3EHEDRBIDL )
o L=V OFER %S (Create Rule For) ]1=[H®) NAT (Auto NAT) ]
o [Z A7 (Type) 1=[A¥ T 4> 7 (Static) ]
o [E1Z7EA v ¥ —7 = A A (Source Interface) ]= W (inside) .
o« [58551A >4 —7 = A A (Destination Interface) ]=[#MB (outside) ]

* L7 KL A (Original Address) |=FTPServer % NV —2 A7 =2 k (FTPserver
network object)

o [Z5#a35 AT KL A (Translated Address) ]= ServerPubliclP X NV —2 +7 =7 k
(ServerPublicIP network object) ,

s [t — K (Original Port) ]=FTP ;"— K =7 =7 ~ (FTP port object) ,

o [£#ips 2R — K (Translated Port) ]|=FTP AR— k 7= 7 L (FTP port object) .

Add NAT Rule

Title Create Rule for

FTPServer Auto NAT v Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Macement Type
Automatically placed in Auto NAT rules Static ~
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside » outside
Original Address Ongmnal Port Translated Address Translated Port
FTPServer s FTP > ServerPubliclP v FTP

d [OK]%27VUvyZ7 LET,
A5 T 6 HITP $— "—DR— NEWERTELTI-AXT (v 7 NAT Zi%E L. HTTP R— b Z HHIC
v BT LFET,
a) [ ARFrE2I7Y v 7 LET,
b) WOTaRT 4 ERELET,
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I Network Address Translation (NAT)

FIP. HTTP, 5&USMIP DB—7 FLR (f— hE#EZRELER4 T+ voaBNaD [

«[#A bV (Title) 1=HTTPServer (F7IHTEDRIDLHI) .

o L=V OFER %S (Create Rule For) ]1=[H &) NAT (Auto NAT) ]
« [# A7 (Type) 1=[A&¥ T 4> 7 (Static) ]

o [EEIeA ¥ —7 = A A (Source Interface) ]= ¥ (inside) .

e [5895A % —7 = A A (Destination Interface) ]=[#M&B (outside) ]

« [7EDT KL A (Original Address) ]=HTTPserver v hU—27 47 =7 k
(HTTPserver network object) ,

o [ Ha35 AT R LA (Translated Address) ] = ServerPubliclP %> NV —2 +7 =7 k
(ServerPublicIP network object) .

s [Jt®D A — |k (Original Port) |=HTTP A"— k A7 =2 K (FTP port object) .

o [EHLF AR — b (Translated Port) |=HTTPR— k A7 =27 b (HTTP portobject) ,

Add NAT Rule :

Title Create Rule for

HTTPServer Auto NAT - @O

Auto NAT rules ranslate a specified host or network address regardiess of its appearance as the source or destination address o
packer. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translaton Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside r outside
Original Address Original Port Translated Addrass Translated Port
HTTPServer v HTTP v ServerPubliclP v HTTP

¢) [OK]%ZZ7Vvr7 LET,
ATYTT1 SMTP Y —"—DiR— NEHEZRTE LT AZT 4 v 7 NAT 3% L, SMTP iR— b ZHHIC
<7 LET,
a) [HARZ %27V vr LET,
by ROTa T 4 EHRELET,
«[#A bV (Title) 1=SMTPServer (F7IIEEDHIDLHD

Network Address Translation (NAT) .
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B re. v, BEUSMIPOBE—7 FLR GR— FEBRERE LR 2T 4 v & BF NAT)

o =L DVERHE (Create Rule For) ]1=[H &) NAT (Auto NAT) ]
[ZAT (Type) 1=[A¥T 4 v (Static) ]

o [HEIEA v X —7 = A A (Source Interface) 1= W (inside) .

o« [58%A % —7 =A A (Destination Interface) ]=[#MB (outside) ]

s [JL®7 KL A (Original Address) ]=SMTPserver * hT—2 *7 =7 k
(SMTPserver network object) .

o [EHk AT R LA (Translated Address) ]= ServerPubliclP x> bV —27 47 V=7 k
(ServerPublicIP network object) .

s [JE®D A — |k (Original Port) ]=SMTP AR— ~ A7 =27 K (SMTP port object) .

o [ZEHiiE 7R — b (Translated Port) |=SMTP AR — h 472 =2 & (SMTP portobject) .

Add NAT Rule

Title Create Rule for

SMTPServer Auto NAT v Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Onginal Packet Translated Packet
Source Interface Destination Interface
inside b outside
Onginal Address Onginal Port Translated Address Translated Port
SMTPServer N SMTP N ServerPubliclP v~ SMTP

c) [OK]Z27 V7 LET,
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skl CTRL %R (F1rsvosnean I

SERICINCTRGDEE (452 v U FE PAT)

WO, 2BDORRDY— =T 7 EALTND 10.1.2.024 F v hT—T DKRA F&ERL
F9, BRA MR —,3209.165201.11 127 7B 2T 5 L FEEOT N L A% 209.165.202.129:
R— MBS ET, AR R —,3209.165.200225 (27 7 A5 L, EEOT FL AT
209.165.202.130: 48— MMIEH I N E T,

\}

GE)  ZofITIE, WEA v Z—T = A RAIAA v FITHERSNTAEEL—T v R U Z—T = A A
T, AA v FICH—=_R=DDERINTNDEIRELET, WA v X —T = A ANT Y v 7
N—TF A B —TxA A BVD) THY, Y—_=RRDOT VT T)N—T A N— g H—
T oA AR SN TN DGE, B — =255 D — L THRET DRFED A 3 — A
B—T 2 A@RLET, 722 E, v—uid, WEA v X —7 = A A T2, #ExA
VA —T7 A AD insidel 2 I L Winsidel 3 ZFFOHAENH D 77,

R 15: 275 5%5%ET FLRAZERAY 5F 5 NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

Translation ] Translation
10.1.2.27—> 209.165.202.129 L 10.1.2.27 —> 209.165.202.130

5

Inside )
S
10.1.2.0/24

Packet
Dest. Address:
209.165.200.225

Packet
Dest. Address:
209.165.201.11 _—

FIE

AT T Ny hI—2 O3y NI —7 A7V 27 FEEKRLET,
a) [ 7= b (Objects) ] #IBINL ET,
b) H®RMSH [F*v U —2 (Network) | ZEIRL, [H1 227V v 7 LET,
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B soccimecenszn g1+ 9o FHPAD

c) Fv NI—7 AT Vx7 MZARHIZST (mylnsideNetwork 72 &) | [y hT—7
(Network) | ZER LT, EFEOXy hT—27 7 RV 2 10.1.2.024 # A JLET,

New Network Object

Name

mylnsideMNetwork

Description

Type

@ MNetwork r:, Host

MNetwork

10.1.2.0/24

d [OK]%Z7VUvyZ LET,
ATV T2 DMZ 3y hU—2 1 OFRy NI—2 7V =7 FEERLET,
a) [+ &=7V>y 27 LET,
b) Xy NIT—I7 AT V=l MZAHTZHT (DMZnetworkl 72 &) | [*> U —72 (Network) ]

FEIRL, Xy FU—27 7 R 2 209.165.201.027 # AS) LE3 (255.255.255.224 DY
Py hwART)

New Network Object

Name

DMZnetwork1

Description

Type

EE oy
@ MNetwork @) Host

Network

209.165.201.0/27

C) [OK] %_’7 U ‘)7 Li‘ﬂ—o
RFYT3I DMZFY FT—Z 1 OPATT RLAD Ry NU—7 77 FEERRLET,
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a)
b)

c)

kIS LCREBER (X1F3voFHean ]

[FHZE7YVy7 LET,
Fv NT—7 A7V =7 MZAETESHT (PATaddressl 72 &) | [ A b (Host) ] &38R
LT, A K7 FLZ209.165.202.129 # A1 L £,

New Network Object

Name

PATaddress1

Description

Type

() Network (®) Host

Hosat

209.165.202.129

[OK] &2V w7 LET,

ATY T4 DMZ Ry hU—=72DFRy NU—2 7V =7 baERLE T,

a)
b)

ME7Yyr7 LET,

Iy NI —2 ATV =7 NMZARTZEST (DMZnetwork2 72 &) | [*> hYU—72 (Network) ]
FEIRL, Xy hU—2 7 KL X 209.165.200.224/27 Z ANJJ L $£9 (255.255.255.224 DY
THy b vRT)

Network Address Translation (NAT) .



Network Address Translation (NAT) |

B soccimecenszn g1+ 9o FHPAD

New Network Object

MName

DMZnetwork?2

Description

Type
@ Network O Host

MNetwork

209.165.200.224/27

C) [OK] %_’7U ‘)7 I_/iﬁ_o
Z2FYTE DMZ Ry hTU—Z 2O PAT 7T RLADFR Yy NU—2 727 FEERLET,
a) [N&x2Vy27LET,

b) *v hI—2 A7V MZARHTZAHT (PATaddress2 72 &) | [ A b (Host) | 23R
LT, RA KM T KL Z209.165202.130 Z A1 L £,

New Network Object

Marme

PATaddressz

Description

Type

I:_,- Metwork @ Host

Hast

209.165.202.130

c) [OK] %27 Vv s L%ET,
AFYT6 DMZXy hU—27 1 DX AF I v 7 FEPAT % EL £,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
skl CTRL %R (F1rsvosnean I

a) [R1 — (Policies) | >[NAT] Z&R L £,
b) [HRZEZY v LET,
) MOTuNT 4 ZFHELET,
«[#A R~V (Title) ]=DMZNetworkl (F72IHMEZEDORIOLHE])
s L=V OFERxIS (Create Rule For) ]= F#) NAT (Manual NAT) ,
s [#A 7 (Type) 1=[¥AF = v7 (Dynamic) ]
s (BELA v ¥ —7 = A A (Source Interface) ]= N (inside) ,
s [BBSA > #—7 = A A (Destination Interface) ]=dmz,

« DEDFEIEILT R LA (Original Source Address) ]=mylnsideNetwork D% v kU —7 F
7Y =7 b (mylnsideNetwork network object) .

o [BHFE B DFIETLT R LA (Translated Source Address) ]=PATaddressl D% > kU —
7 A7 =7 & (PATaddress] network object) .

s [JED%E5E T K LA (Original Destination Address) ]=DMZnetworkl ® % v F U —7 7
7Y =7 I (DMZnetworkl network object) .

o [ D57 K LA (Translated Destination Address) | = DMZnetworkl O % v
U—27 F7Y=x7 b (DMZnetworkl network object) ,

GH)

FESET R U AIIEB LR, JTD5k%T LA LA ISWT51%7 L AICH T
T RUVAZETDHIEICE ST, 7477 47 4 NAT X ETHMERH Y F
Fo [R—F (Port) 17 4=/ FIFTNTEHDERIZLET,

Network Address Translation (NAT) .
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B soccimecenszn g1+ 9o FHPAD

Add NAT Rule

Title Create Rule for

DMZNetwork1 Manual NAT v ‘D

Manual NAT rules allow the wanslation of the source as well as the destination address of a newwork packet. Destination and pon
translation are cptional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Imerface Destination Interface
inside s dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any v PATaddress1 b Any
Destination Address Destination Port Destination Address Destination Pornt
DMZnetwork1 v Any N DMZnetworkl v Any

d [OK]Z27 Vw7 LET,
RATY T DMZAY NT—2 20X A4 F v 7 FEIPAT ZRELET,

a) [ AR &2V LET,

b) ROT T 4 ZFELET,
« %A b (Title) =DMZNetwork2 (F72IHTEDRIDOLRHD)
o L=V DER %5 (Create Rule For) 1= T8 NAT (Manual NAT) .
o [# A7 (Type) 1=[¥A 7 >7 (Dynamic) ]
o [IBEeA v ¥ —7 = A A (Source Interface) ]= W (inside) .
o [505EA % —7 = A % (Destination Interface) ]=dmz,

s [JLDFIEILT K LA (Original Source Address) ]=mylnsideNetwork D%~ U —7 %
7Y =7 I (mylnsideNetwork network object) .

o [BHLE A DIIETLT KA (Translated Source Address) ]=PATaddress2 D% > k7 —
7 A7 =7 b (PATaddress2 network object) .

s [JELD%ESET K LA (Original Destination Address) ]=DMZnetwork2 O > kU —2 7
7Y =7 & (DMZnetwork2 network object)

. Network Address Translation (NAT)



I Network Address Translation (NAT)

BT FLABEUR— ML TREAER (F4+3voF5rAD [

o [BHLE A DS T K1 A (Translated Destination Address) ]=DMZnetwork2 D% > k
U—27 F7Yx7 b (DMZnetwork2 network object) ,

Add NAT Rule '

Title Create Rule for

DMZNetwork2 Manual NAT v ()

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and porn
wranslation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lod

Placement Type
Before Auto NAT Rules w Dynamic ~
Packet Translation Advanced Options
Original Packet Translated Packet
Source Inmerface Destination Interface
inside e dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any ~ PATaddress2 B Any
Destination Address Destination Port Destination Address Desunation Port
DMZnetwork?2 » Any AL DMZnetwork?2 b Any

© [OK]%7VUvZ L%,

BWET FLABFUVR— MG L TERIER (B4 T3V IFH
PAT)

WOINZ, EEILAR— FBLUSLER— PO Z R L ET, 10.1.2.024 x>y FT—27 DR
A T Web —E R & Telnet Y —E ADWM SFEZRMET 5 1 DOFRAMIT7EALET, &K

Z R Telnet h—E R ZRDTH—R—|2T7 7 ERT AL EEOT FL Z[1F209.165.202.129:
R—MIEHRENET, AR Web F—EZEZROTR LY — =T 72T HE, &£

BT R L A1 209.165.202.130: 78— MIZE# S L E T,

Network Address Translation (NAT) .
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B o7 FLRB LR ML TRASER (X1 F3 v Y FHPAD

\)

6=

ZOFITIE, NEA v X —T = A ANRAAL v FITERE S, b— =B AL v FITEfR ST
WOHIEHENL—T » RA U B =T 2 A A THLERELET, WEA v —T A ANRT Y v
TN—T A B —=TxA A (BVI) THO, y—"_"=RNT VoY TN—T A N— f F—
Tz A R IILTNDIGE, V= =D SNV TOWDREDA L N— A v HZ—T = A A
PBINLUES, 2L 2T v—id, WA v 2 —T = A TR, BETRA v Z—7 A
A D insidel 2 ZFFOGENH D £T,

16: B 555%R— F&EAT 5F8 NAT

Web and Telnet server:
209.165.201.11

<

B
Internet )
TIJ

FIE

Translation Translation
10.1.2.27:80— 209.165.202.129 10.1.2.27:23 —»209.165.202.130
()/,_/‘__‘“L
Inside}
N
10.1.2.0/24

Telnet Packet
Dest. Address:
209.165.201.11:23

Web Packet
Dest. Address:
209.165.201.11:80

]
3
10.1.2.27

AFYvT1 N xRy hI—2 D%y NT—27 727 FEERRLET,

[4#7 =7 & (Objects) ] ZIBINL ET,
HRMD [ry hT—27 (Network) | Z&IRL, [+] %27V v 7 LET,

) Fv hU—r FT7 Vs MIAHTZAT (mylnsideNetwork 72 ) | [y FU—7

(Network) ] ZEIR LT, EEOXy hU—27 7 KL 210.1.2.024 # A S LET,

. Network Address Translation (NAT)
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BT FLABEUR— ML TREAER (F4+3voF5rAD [

New Network Object

Name

mylnsideNetwork

Description

Type

@ Network r:, Host

Network

10.1.2.0/24

d [OK]%ZZ7VUv27 LET,
AT T2 Telnet/Web — D1y NU—7 7V FEERLET,
a) [N&x2Vy27LET,

b) Xy hT—2 7V =7 MZARTZESHT (TelnetWebServer 72 &) | [ A & (Host) ] %%
RLT, AA LT KL Z209.165201.11 Z ASJLET,

New Network Object

MName

TelnetWebServer

Description

Type

ey
() Network @ Host

Host

209.165.201.11

C) [OK] 2&’7U‘)7 sz—g—o

ATY T3 Telnet T2 L XX, PATT RLADR Yy N —2 7V FEEKLET,
a) [ &=7Vy 27 LET,
b) *v hI—2 FT7 V=l MIAHTESHT (PATaddressl 72 &) | [ A b (Host) ] Z3IR
LT, AA KT RLA209.165202.129 # AJJ L ET,

Network Address Translation (NAT) .
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B o7 FLRB LR ML TRASER (X1 F3 v Y FHPAD

New Network Object

Name

PATaddress1

Description

Type

-:_) MNetwork @ Host

Host

209.165.202.129

¢) [OK] %27V vZr7 LET,
ATy T4 HITP #fiHT 5L XX, PAT 7 RLZADXy NU—27 707 FEERLET,
a) [H1227 Vv 7 LET,
b) Fv hNU—2 FT Vs MIARTENT (PATaddress2 72 E) | [ A b (Host) ] &38R
LT, &R"A KM T FLZ209.165.202.130 Z A ) L £,

New Network Object

MName

PATaddress2

Description

Type

{_ ) Network @ Host

Host

209.165.202.130

C) [OK] 2&’7U‘)7 sz—g—o
ATY TS Telnet 7 7 v ADHAF I v 7 FEYPAT % ELFT,
a) [R1 P — (Policies) | >[NAT] Zi#IRL £,
by (HARZE27Y v 7 LET,
) WDOTmNRT 4 HRELET,
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AT KLRBEUR— FBLTRAESER (F1F+2voFmeaD [

«[# A bV (Title) ]=TelnetServer (F7=IXEEDRIDLTD)

« L= L DER %S (Create Rule For) 1= F-#) NAT (Manual NAT) ,
< [Z A7 (Type) 1=[#AF v (Dynamic) ]

s [E{ETEA ¥ —7 =4 A (Source Interface) ]= R (inside) .
58251 % —7 = A A (Destination Interface) ]=dmz,

« [TEDFEIZETLT R LA (Original Source Address) ]=mylnsideNetwork D% v kU —7 7%
7Y =7 I (mylnsideNetwork network object) .

o [BHRE A DOFIEITET K LA (Translated Source Address) ]=PATaddressl O %~ kU —
7 A7 =7 b (PATaddressl network object) .

s [JED%E5ET KL A (Original Destination Address) ] = TelnetWebServer O % > kU —7
47V =7 (TelnetWebServer network object)

o [BHE D5 T R LA (Translated Destination Address) ] = TelnetWebServer O %
ND—2 #7322 k (TelnetWebServer network object)

s [JED%ESEA— b (Original Destination Port) |=TELNET7"— F 47 =7  (TELNET
port object)

o [BHLE B DSES R — ~ (Translated Destination Port) ]=TELNET -R— h A7 2= 7 b
(TELNET port object) .

G¥)

ST RLAERIIAR— F2EH LW, TDO7 RL A EEHEL DT R L
ZIWZEUT RV AZEE L, TDOR— F EEBWELOR— MR UAR— hEEETS
ZEIWEST, TAT T 4T 4 NAT RETHLERH Y 97,

Network Address Translation (NAT) .
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B o7 FLRB LR ML TRASER (X1 F3 v Y FHPAD

Add NAT Rule :

Title Create Rule for

TelnetServer Manual NAT v o

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and port
wanslation are optional. You can place manual MAT rules either before or after Auto NAT rules and inzem the rules at a specific loc

Placement Type
Before Auto NAT Rules w Dynamic w
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside b d dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any o PATaddress1 b Any
Destination Address Destination Pont Destination Address Destination Pont
TelnetWebServe TELNET i TelnetWebServe v TELNET

d [OK]Z27 Vw7 LET,
ATYT6 Web7 7 BADHAF I v 7 FBPAT Z%E L £,

a) [ AR &2V LET,

b) ROT T 4 ZFELET,
«[#A b (Title) ]1=WebServer (F7zid=—H =R 2RI D4AN)
o [L— L DERERTS (Create Rule For) 1= FH) NAT (Manual NAT)
o [# A7 (Type) 1=[¥A 7 >7 (Dynamic) ]
o [(EfETLA ¥ —7 =4 A (Source Interface) ]= N (inside) .
o [5855A % —7 = A A (Destination Interface) ]= dmz,

s [JLDFIEILT K LA (Original Source Address) ]=mylnsideNetwork D%~ U —7 %
7Y =7 I (mylnsideNetwork network object) .

o [BHLE A DIIETLT KA (Translated Source Address) ]=PATaddress2 D% > k7 —
7 A7 =7 b (PATaddress2 network object) .

s [JLD%ESET K LA (Original Destination Address) ]= TelnetWebServer O % v k7 —7
47V =7 & (TelnetWebServer network object)

. Network Address Translation (NAT)
88



I Network Address Translation (NAT)

NAT R L=DNs v Ty esEnz=az |

o [ A DFESET KA (Translated Destination Address) ] = TelnetWebServer O % v
NI —2 A7V =2 ~ (TelnetWebServer network object) .

s [JED%ESEA— & (Original Destination Port) |=HTTP ;"— K 472 k (HTTP port
object) ,

o [ A DFESEAR— b+ (Translated Destination Port) ]=HTTP AR— h A7 V=7 k
(HTTP port object) .

Add NAT Rule

Trile Create Rule for

WebServer Manual NAT v D

Manual NAT rules allow the ranslation of the source as well as the destnation address of a network packet Destination and pon
tranzlation are optional. You can place manual NAT rules either bafore or after Auto NAT rules and insert the rules at a specific lo

Placement Type

Before Auto NAT Rules w Dynamic w

et Translaton Advanced Options

Original Packet Translated Packet

Source Interface Destination Interface
inside ». dmz

Source Address Source Port Source Address Source Port
mylnsideNetwork v Any V. PATaddress2 o Any

Destination Address Destination Port Destination Address Destination Port
TelnetWebServe ~ HTTP e TelnetWebServe ~ HTTP

©) [OK]%#27VUvZ L%,

NAT Z{ERL=DNS U T LICBEDEZTIZ

JSENDT RLAZ NAT HEE —HT 57 FLAIZEEZHZ T, DNSIGEAEET D L O
FID7 A ZZRET D Z ENMENTR D585V £9, DNSEEX, £ M7 AL—1 3
YOV ERET HEEIIRETEET, DNSEIEIDNS &S A& bIFHINET,

ZORERBIZ, NAT L— L Z—8 T 5 DNS 7 =V LISEDOT RL A2 EXH2 FT (LEx
X, IPv4 D A L — K, IPv6 D AAAA L 22— K, $£7213%5|& DNS 7=V ® PTR L 22—
R) o SO BEST AU F—T oA ADBMODA U Z2—T = A ABENT D DNS JHETIE, A
La— NI~y 7INTEP D EEOME~FEEZ L ONET, M, EEDOA X —T AR

Network Address Translation (NAT) .
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DNS 64 [GEE1E

Network Address Translation (NAT) |

Mo A2 —T A AZEEIT A DNS InETlX, A La— FIIEBROENS~ v
SNTfE~EEHZ DN ET, ZOMAEIZ. NAT44, NAT66. NAT46. 3 L UINAT64 & EH)
L/i‘é—o

PLIFIZ, NAT L—/V CDNS DEX#Z 2R ET DHLENEL D ERRNERLET,

o JL—)LII NAT64 £ 72 1L NAT46 TH Y . DNS - — NI EH %y U —2712H Y £9°, DNS
Al a—F (IPvd ) & AAAA L a—F (IPv6 ) 2T 57-5H|2 DNS OEZ#Hz N
%‘%:Tﬁ—o

¢ DNSH— N3ANEIZH Y, 774 T MIWNERIZHD £, 7 74T MM+ 25—
D5EEER KA A APMBONEIR A MOk SnE T,

¢ DNS — N[ INEBIZH Y, TT7ARXR—FIPT RLRAZEHLTSELET, 77947
MIAEBIZH Y . 7T A4 T > MIRETHEA F ENTVWET—R"E2FET D558 EA R A
AT 7 A LET,

DNS 2= % (TR A 4IREIE
I DNS DEXHZ OF|IBHEL R LET,

2D A FT-ITAAAA L o — RIZEEDO PAT V— VA2 WA TE 52 LT, i3 2% PAT
V= VB REAREIZ 72 572, DNS OEEHAZ X PAT IZIT@EH S EHE A,

s FEINAT LV — L E2RETHHE. HIETT FLABIOYEET KL A%2FEET 5 &, DNS
BEEZBRECXETAL, NOLOEHEOL—IL T, AL BIZHNPSTHBAICLISDDOT R
LAWK L TR DEBPMTOND AREMENRH D 9, L7z -> T, DNSJEENDIP 7
KL A % )78 Twice NAT L—/LZ—8SH 5 Z LN TE EH A, DNSILEIZIEL, DNS
FRE ROy FNOEETLT KU R LT KL ADMAEDOEIZET 2 1E®NE
FNEHA,

o EREIZIZ, DNS OEXH I NAT L— /LTl xlate = MY TEFTEINET, L=
MNoT, XAF I v — LT xlate DWRWEE, EXHZNIELLFHTENEEA, A
T 4 w7 NAT O%AE, RL XD 2MERRAE LA,

*DNS DEXMZICL>T, DNSH¥AFTIv I T 7 T—rDAvE—Y (AL —T g
v a—FRs5) IEXBEIONETA,

WD RN 7 T, NAT L—/L"COD DNS OEXH# 2 OFlZ < LET,

WO, FMBD IPv4 £ U —2 LD FTP #—/3E DNS —Z/RLET, VAT A
X SN —SHDOAZ Tt w VEBPH Y £, T DG, WERIPV6 = — 1 — 73 fip.cisco.com
DT R A% DNSH— _R—|Z8RK$ 25 & DNS P — S—[TEEDOT KL A (209.165.200.225)
EINELET,

B —H—(Z ftp.cisco.com D~ v B> 7 7 K LA (2001:DBS8::D1AS:C8E1 : DIAS:C8EI |
IPv6 @ 209.165.200.225 1ZA0Y) ZEH SV HITIL. A X T 1 v 7 ZHUHO DNS JEEETE 2 3%
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ons e i 5EE

ETHLENRHY £3, ZOFNZIE, DNS V—"—D R X T (v 7 NAT B, B L OWE
IPv6 ;R A @D PAT — L HEFENTVET,

ftp.cisco.com

209.165.200.225

DNS Server Static Translation on Inside to:

209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:

2001:DB8::D1A5:C90F El!
1 _/
FTP Request
_/l\ 209.165.200.225
IPv4 Internet

Dest Addr. Translation
=l (2001:DB8::D1A5:C8E1—> 209.165.200.225
Security Device ko

DNS Reply Modification
209.165.200.225—>2001:DB8::D1A5:C8E1

FTP Request
2001:DB8::D1A5:C8E1

User:
2001:DB8::1
PAT Translation on Outside to:
209.165.200.230

GE)  Zoflix,. WA v 2 —T oA ANT Vo ITN—T L Z—T x4 A (BVI) TIERL, 1=
HWDON—T v R AL H—T 2 ATHDHI EEFIEELTWET, NEA X —T7 A AN
BVI D, BA L NR— [ L B —T = A ZADN— LA B 2 0ENH Y 17,

FIE

ATvF1 FIP H—/3— DNS #—— Wiixy hU—2 BLOPAT /=Dy NV —2 F7
V7 FEERLET,
a) [A7TY=Z b (Objects) ] ZHRL £,
b) HRNG [y NT—27 (Network) | Z&EIR L, [+]1 27 Vv 7 LET,
)  EBEOFTPH— T RLREZEFZLET,

X NI—7 FT V=7 NMIARITEMT (ftp_server 72 E) | [FRA & (Host) ] &R L
T, EBEORAFDOIP 7 KL X 209.165.200.225 # A1 LE T,

Network Address Translation (NAT) .
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B onses s

d)

2)

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host
Host

209.165.200.225

[OK1%Z7 Vv 7 LET,
[+]%27 YV v 27 LTDNS = _R—DEEDOT RLAEZTE#ZLET,

Fw NT—0 FT7 V=7 MZAHITZFHT (dns_server 72 E) | [ARA & (Host) | &R
LT, AA KT KL A209.165201.15 # A1 LET,

Add Network Object

MName

dns_server

Description

Type
L:; MNetwork @ Host

Host

209.165.201.15

[OK1 &7V v 7 LET,
[+ %227V v 7 LTHEIPV6 %+~ N —7 ZEHZL 7,

X NU—2 A7V MARTZMT (inside v672 L) | [ T —2 (Network) ]
FEIRLT, Xy hU—2 7 KL 2 2001:DB8::/96 # AJS1 L £,

. Network Address Translation (NAT)
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h)

)

ons e i 5EE

Add Network Object

Name

inside_v6

Description

Type
® Network () Host

MNetwork

2001:DB8::/96

[OK1 &7 Uy LET,
[+] %27 Vv 27 LCHERIPV6 % hU—27 D IPVAPAT 7 KL A& EHE L £,

X NU—2 F TV =7 MIARTEMT (ipvd pat 72 E) | [ A b (Host) ] 23R L
T, AA R T FL 2 209.165.200.230 # A1 L ¥,

Add Network Object

Name

ipvd_pat

Description

Type

'::' Network @ Host

Host

209.165.200.230

[OK]1 &7V v 7 LET,

ATV T2 FTP h—"—D7bD, DNSIEIEZHE LIZAXT 4 v 7 NAT b— IV EFELET,
a) [R1 — (Policies) ] >[NAT] Z&R L £,
b) [HARFET VT LET,
) MOTa T 4 HZHELET,

«[#A bv (Title) ]=FTPServer (F72ITLEDBID4 )

Network Address Translation (NAT) .
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B onses s

o =L DVERHE (Create Rule For) ]1=[H &) NAT (Auto NAT) ]
o [# AT (Type) 1=[AX¥T 4 7 (Static) ]

o [IB(EeA > ¥ —7 = A A (Source Interface) ]=[#M4 (outside) ]
o 5651 % —7 = A A (Destination Interface) ]=[PN#B (inside) ]

« [JED7 KL A (Original Address) ]=ftp server D> NU—27 47 =7 K (fip_server
network object) ,

o [EHE AT R LA (Translated Address) ]=inside v6 * v hU—27 7V =7 k
(inside_v6 network object) IPv4 7 KL A% IPv6 7 K L A ZEHT 554 1Pv4 fLA
IABT R AFAMEH Z TS 728, 209.165.200.225 1L IPv6 Txf)i 95 DIAS:CSEL
WCEBSIL, Xy NU—27 VT 4w 7 ARBIMESNTERRT R A
2001:DB8::D1A5:C8El & 721 9,

s [fEAlA 7> 3 > (Advanced Options) | ¥ 7 C, [Z D/L—/LIZ—E T HDNSILE &4
¥#i9-% (Translate DNS replies that match this rule) ] Z8N L £,

Add NAT Rule :

Title Create Rule for Status

FTPServer Auto NAT ~ Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside A inside
Original Address Original Port Translated Address Translated Port
ftp_server g Any o inside_v6 e Any

d [OK]%#27VUvyZ7 LET,
ATY T3 DNSH—R—DI=ODAXT 4 v 7 NAT b— LV ERELET,
a) [R1)>— (Policies) ] >[NAT] Z&IR L £,
by [HHRZE7Y 7 LET,
) MOTuNNT 4 ZFRELET,

. Network Address Translation (NAT)
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ons e i 5EE

«[#A b (Title) 1=DNSServer (FE7IIEEDBIDLTEID)

o L=V OFER %S (Create Rule For) ]1=[H &) NAT (Auto NAT) ]
« [# A7 (Type) 1=[A&¥ T 4> 7 (Static) ]

e EETEA ¥ —7 = A A (Source Interface) ]=[#M4 (outside) ]
o [5A5EA % —7 =4 A (Destination Interface) ]=[PES (inside) ]

« [JED7T KL A (Original Address) ]=dns server D% NU—27 +7 =7 ~ (dns_server
network object.) ,

o [£Hi5 AT KL A (Translated Address) ] =inside v6 x>y U —2 F 7 =7
(inside v6 network object) IPv4 7 KL 2% IPv6 7 K L AIZEH$ DA 1IPv4 A
IAAHT R A FGABEH I TOD72H, 209.165.201.15 X IPv6 Txf)ind™ 2% DIAS:CO0F
WCEBS L, Xy NU—7 TV 7 4 v 7 ARMBIMENTREERT RLA
2001:DB8::D1A5:C90F & 72V £,

Add NAT Rule

Title Create Rule for Status

DNSServer Auto NAT ) O

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static W

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside e inside

Original Address Original Port Translated Address Translated Port
dns_server v Any b inside_v6 b

d [OK]%#Z7 VU >Z7 LET,
ATv T4 NEIPV6 2y NT—7 DX AF v PAT L—VERELET,
a) [RY L — (Policies) ] >[NAT] Z#IR L £7,
by HNAZ %227 )7 LET,
) DT mNRT 4 HFELET,
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B onsiessE  si880 oNs 5 —/ 31—

«[#A b (Title) ]1=PAT64Rule (F7-iL=— —3B8H 7 2 B D4 7i)
o L=V OFER %S (Create Rule For) ]1=[H®) NAT (Auto NAT) ]

s [# A7 (Type) 1=[¥ 47 v 27 (Dynamic) ]

o [EETLA o #—7 =4 A (Source Interface) ]=¥L (inside) .

e« [5895A > % —7 = A A (Destination Interface) ]=[#M5B (outside) ]

« [JE®7 KL A (Original Address) ]=inside v6 * NV —2 A7 =7 K (inside v6
network object)

o [BHEH DT KL A (Translated Address) |=ipv4 pat DR NU—2 A7 =7 K
(ipv4_pat network object)

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT - ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatic: y plac ed in Auto NAT rules DYHEITIEC W

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside b outside

Original Address Original Port Translated Address Translated Port
inside_v6 b Any A ipvd_pat b Any

d [OK]ZZ7 V27 LET,

DNS FEEHSIE : 430D DNS +—/3—

WO, INBA > H—T = A APET 7 EAFHE/RDNS % — "%~k LE7, fip.cisco.com &
WO —RNBNEA v H—T = A A EIZHY F£F, fip.cisco.com DEFEDT KL A (10.1.3.14)

. MRy NU—27 ETHRTE S~y B 7 7 R A (209.165.201.10) ([ZAXT 4 w7
\CEBT DX OICNAT 2 ELET,
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DNs BT : s+#0 ONS H—— [

ZOHE, TOAXT 4 v 7 —/LTDNS JEBELEEZHNCTHHLENHY T3, AT
HE, EEOT RLUAZMEM LT fipcisco.com (Z7 7 EATEAZNEL—Y—E, v~ v
T RURATIHARLSEBROT FL A% DNS U — "= b2 ETE5 L9120 £9,

B A B 28 ftp.cisco.com DT KL A %R 5 DNS ERAX(E9 5 &, DNS — _—(I~ v
BT RLA (209.165201.10) ZInELET, VAT AL, WEY—ORZT 4 v 7 L—
NEZIL, DNSIGENDOT KL A% 10.1.3.14 I8 # L £9, DNS JSBEEZ B LN
e, PR A N fip.cisco.com [ZEEET 7 AT 5DV IZ, 209.165.201.10 12 8T 7 1 >
I EEETHZ EERARET,

DNS Server

DNS Query
ftp.cisco.com?

DNS Reply

209.165.201.10 Security

Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

DNS Reply
10.1.3.14

User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:

209.165.201.10

®

FTP Request
10.1.3.14
)

GE)  Zoflix,. WA v 2 —T A ANT Vo ITN—T A Z—T x4 A (BVI) TR, 1=
ON—T v RA UV F—T A ATHDLHI LEEAHEELTWET, WA v ¥ —T = A AN
BVI D&, HALN— A B —T 2 ADN— L E2 G 5 0ERH Y 7,

FIE

ATY TN FIPY—"DOFy NU—7 7V =7 NeERLET,
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B onsiessE  si880 oNs 5 —/ 31—

a) [A7 =7k (Objects) ] Z#IBINL LT,
b) B&MH[Fy FT—2 (Network) | ZBIRL, [t 227V v 7 LET,
c) EBEOFTPH— T FLAZERLET,

Fy NU—7 3TV =l MZARTEST (fp server 72 ) | [ A & (Host) ] ZE#INL
T, EEORAROIP T LA 10.13.14 Z A LET,

Add Network Object

Name

ftp_server

Description

Type
LC_:' Network @ Haost

Host

10.1.3.14

d [OK]%ZZ7 Vw7 LET,
e) [+1%27 Vv 7 LTFTP Y —R_—DLEHFEHRT L AZERLET,

Fy NT—7 77 MZA4RITEST (fip_server outside 72 &) | [RA b (Host) ] &
BIL T, AA N T KL A209.165.201.10 # A L £7,

Add Network Object

Name

ftp_server_outside

Description

Type
{_:l Network @ Host

Host

209.165.201.10
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DNs BT : s+#0 ONS H—— [

AT9 T2 FIP —_—D7=DD, DNSHEIEZRE LIZAXT 4 v 7 NAT b— VAR ELET,
a) [R1)L— (Policies) | >[NAT] Z &R L £7°,
b) [H1ARFE27 Vv LET,
) WDOTmNRT 4 HHELET,
«[#A b (Title) 1=FTPServer (F7=I3EEDRIDL )
o L=V DOER KIS (Create Rule For) ]=[H &) NAT (Auto NAT) ]
[ZAT (Type) 1=[A¥T 4 v 7 (Static) ]
o [EETEA X —7 = A A (Source Interface) 1= (inside) .
o 5851 % —7 = A A (Destination Interface) ]=[#M4 (outside) ]

¢ [JEDOT KL A (Original Address) ]=ftp server D% > hT—27 47 =7 | (fip_server
network object) ,

o [ZE#a35 A7 KL A (Translated Address) ]=ftp_server outside DR NV —27 F 7T =
7 I (ftp_server outside network object) ,

s [fEAA 7> 2 > (Advanced Options) | % 7 C, [Z D/L—/LIZ—E T HDNSIHE &4
#2942 (Translate DNS replies that match this rule) ] Z&R L £,

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static ~

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside s outside

Original Address Original Port Translated Address Translated Port
ftp_server bt Any b ftp_server_outside v Any

d) [OK]%27VUvZ LET,
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B onsiesesE Rz Ry kT—5 ED DNS H—/1—

DNS [G&FMEIE : RX b Ry T —% £D DNS H—/\—

WDOENZ, HERD FTP $— 3L DNS H—RZR L ET, VAT A2, A —SHDORX %
TA I ERPHY ET, ZOWA, WE— P —72 fip.cisco.com D7 R LA % DNS H#—/3—
ICERT % & DNS P — N—(3EEOT FL-2 (209.165.20.10) ZIS&E L £, NE2—FIC
ftp.cisco.com D~ v B 7 7 L& (10.1.2.56) ZEHIE 212X, AZ2T 4 v 7 EHHAO
DNS JSBEMEIEZRET 20BN H D 5,

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

@

DNS Query
ftp.cisco.com?

Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

DNS Reply
209.165.201.10

DNS Reply Modification
209.165.201.10 > 10.1.2.56

DNS Reply
10.1.2.56

GE) ZOFNE, NEA v —T 2 A ANT Y v T N—TF A Z—T A A (BVI) TiI<, 1=
WON—T v RA UV H—T oA ATHDHI EaFEE LTWET, WEA v F—T7 oA AN
BVI DL, AV A=A B —T oA ADN—)LEBEHTAVLERHY 1,

FIRr

AFYT1 FIP Y =Dy NI =27 7V 27 b aERLET,
a) [A7 =7 (Objects) ] #iBIRNL LT,
by HRM»L [y T —2 (Network) | Z@&IRNL, [+ 227 V7 LET,
c) EBEOFTPH— T FLAZERLET,
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d)

DNS ST : K2 &y k7—2 Lo oNs 4—i— [

Fy NT—27 7V =7 MZARTET (fip_server 72 &) | [ A K (Host) ] Z&#INL
T, EBEORA FDOIP 7 KL & 209.165.201.10 Z AN LET,

Add Network Object

MName

ftp_server

Description

Type
(-::I Network @ Host

Host

209.165.201.10

[OK] &2 U v 27 LET,
[+]%27 VU v Z LTCFTP b —_—DOEWHELT FLAZEFZLET,

Fv NI —7 ATV =y MTHETZESHT (ftp _server translated 72 &) | [ A b (Host) ]
EZRINLT, AARN T RLA10.1256 Z A LET,

Add Network Object

Name

ftp_server_translated

Description

Type
:_:l Network @ Host

Host

10.1.2.56

ATw T2 FTP YV ——D7=HD, DNSEEZRELIZAZT 4 v 7 NAT b— L E2RELET,

a)
b)

[[R1) — (Policies) ] >[NAT] Z &R L £ 7,
HEZ 22 v LETS,

Network Address Translation (NAT) .



Network Address Translation (NAT) |

B onsiesesE Rz Ry kT—5 ED DNS H—/1—

) RDTaNRT 4 ZRELET,
«[#A bsv (Title) 1=FTPServer (& 7=I3EHEDRBIDL )
o L=V OFER %S (Create Rule For) ]1=[H®) NAT (Auto NAT) ]
o [# 4T (Type) 1=[AXT 1 v 7 (Static) ]
o [(EETEA X —7 = A A (Source Interface) ]=[#M4 (outside) ]
o [5A5EA % —7 =14 A (Destination Interface) ]=[PNES (inside) ]

« [JED7T KL A (Original Address) ]=ftp server D> NU—27 47 =7 K (fip_server
network object) ,

o [543 AT KL A (Translated Address) ]= ftp_server translated D% v kU —2 F7
D/ N

* [FEfA4 7> =2 > (Advanced Options) ] % 7 C, [Z D/L—/WZ—E T HDNSILE &
#2392 (Translate DNS replies that match this rule) | 28R L £ 7,

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static ~

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside v inside

Original Address Original Port Translated Address Translated Port
ftp_server e Any ™ ftp_server_transla v Any

d [OK]ZZ7 Vw7 LET,

. Network Address Translation (NAT)
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



	Network Address Translation（NAT）
	NAT を使用する理由
	NAT の基本
	NAT の用語
	NAT タイプ
	ルーテッドモードの NAT
	自動 NAT および 手動 NAT
	自動 NAT
	手動 NAT
	自動 NAT と 手動 NAT の比較

	NAT ルールの順序
	NAT インターフェイス
	NAT のルーティング設定
	マッピングインターフェイスと同じネットワーク上のアドレス
	一意のネットワーク上のアドレス
	実際のアドレスと同じアドレス（アイデンティティ NAT）


	NAT のガイドライン
	インターフェイスのガイドライン
	IPv6 NAT のガイドライン
	IPv6 NAT のベストプラクティス
	インスペクション対象プロトコルに対する NAT サポート
	NAT の追加のガイドライン

	NAT の設定
	ダイナミック NAT
	ダイナミック NAT について
	ダイナミック NAT の欠点と利点
	ダイナミック自動 NAT の設定
	ダイナミック手動 NAT の設定

	ダイナミック PAT
	ダイナミック PAT について
	ダイナミック PAT の欠点と利点
	ダイナミック自動 PAT の設定
	ダイナミック手動 PAT の設定

	スタティック NAT
	スタティック NAT について
	ポート変換を設定したスタティック NAT
	1 対多のスタティック NAT
	他のマッピングシナリオ（非推奨）

	スタティック自動 NAT の設定
	スタティック手動 NAT の設定

	アイデンティティ NAT
	アイデンティティ自動 NAT の設定
	アイデンティティ手動 NAT の設定

	Firewall Threat Defense の NAT ルールのプロパティ
	自動 NAT のパケット変換プロパティ
	手動 NAT のパケット変換プロパティ
	詳細 NAT プロパティ


	IPv6 ネットワークの変換
	NAT64/46：IPv6 から IPv4 へのアドレス変換
	NAT64/46 の例：内部 IPv6 ネットワークと外部 IPv4 インターネット
	NAT64/46 の例：外部 IPv4 インターネットと DNS 変換を使用した内部 IPv6 ネットワーク

	NAT66：IPv6 アドレスから別の IPv6 アドレスへの変換
	NAT66 の例：ネットワーク間のスタティック変換
	NAT66 の例：シンプルな IPv6 インターフェイス PAT


	NAT のモニタリング
	NAT の例
	内部 Web サーバーへのアクセスの提供（スタティック自動 NAT）
	FTP、HTTP、および SMTP の単一アドレス（ポート変換を設定したスタティック自動 NAT）
	宛先に応じて異なる変換（ダイナミック手動 PAT）
	宛先アドレスおよびポートに応じて異なる変換（ダイナミック手動 PAT）
	NAT を使用した DNS クエリと応答の書き換え
	DNS 64 応答修正
	DNS 応答修正：外部の DNS サーバー
	DNS 応答修正：ホスト ネットワーク上の DNS サーバー




