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FRAZADE=2YLY |
B ~roxs

RAANRU S T RAN—UE, BARY =2l 20E DY £,

c T ANBLIORN T 2T AR TV EANAL—NT T ANLRY) —FHAL, 77
AN BXTEENCTHLERDD £97,

X2 VT 4 AT V2 AARVN X2 VT A AT IV AR —%F
MZLTREL, BX 7 EHMNITHALERH Y £97,

FIRr

RTYT1 AL A=a—0D[F=4%1V 7 (Monitoring) | %7 Vv 7 LET,
ATV T2 avs o YOT7T—TNnE [AX k (Events) | 2R L F 7,

AR E2—T T, AV IDEATITESNTARY R Z T EENET,
DNTIEL, ARV EEAT 12—=2) | ZBRLTIIEE N,

i3

Tl

ATYT3 RTDHBARXVNIATDETHI Y v 7 LET,
ARV R VA RTIE, ROBIEEFITTEET,

e ARV RN L HHEICHRE, T L9127 572012, HrLnA X2 FoEMEEIE
T B, [HHEIE (Pause) 1227V w7 LET, HiLnA Ry hRFEREND LT
BIiE. [FBH (Resume) 1 #27 U w7 LET,

LAy MOFRREEZHIET I, BloY 7L yia L—k (5, 10, 20, 60
W) AR EJ,

VBN T L FUN AR Ea—2ERLET, DWAF L Ea—2ERT DI, #
T R=D[+H|RE %) v 7T 50, [BT720ENM/MIE (Add/Remove Columns) | %
7V w7 LET, FRIRESINTNDIHX TIFEETEX RO, BT AEBINE - ITHIFR
THEH LN E 2 —MERSNET, FEMICOWTIE, T AX L Ea—ofRkE (11
N=) | EBRLTIEESN,

BT LEEEETHIZE, DT~y X—DBERE 7Y v 7 LT, BMOIEETCRT v 7
LET,

A XY MCET DFMERAE R T HITE, AR ORI =YV EEE, FEOR
R (ViewDetails) 1227 Vw7 LET, A X2 FDET 4 —/L ROFBEIZHOWTIE, A
Y h 74—V RO (13 3—) 22 LTSN,

ATy T4 BBERGET, T NMIT A NZEEATHIL T, SEIERANV MEEIZESHTH
DA R R DT HZENTEET,

HFIRT7 AN ZEERTAIC0E,. FuyZF o JAMMLT M o JBEREZBIRL T 41 H
ETFENTANIL, 74 NEDEEANTITDEN, TA4NF ) o TOIUEL D EEEGTeA < b
T—=TNDENET Y v I LT T A NEEERLET, FUITHDIHLIEROELVET Y v
7 LTEDORIZ ORI ZAERT 20, BB T LZHDHELET Y /7 LCHT LDMEIC
AND &fEAERRCE £, BAE 7Y v 7 LTI 4V E EZER LTZEAIR. Boniz7 4L

B 1z oE=48y2y



| #1zx0E=52)2Y
nzanta—osze ||

ZEmREL T, MUNCHTHET L Z L TEET, 7 4 F DIERHRL—VOFEHIZOWTIE, A
RO T 4 NNEZY) T (12°5—=2) 2BRLTLIEEN,

TANZEAER LTIZ D, ROBIEZFEITLET,

T ANBEFERA L TCT—TNVETHF L, 7A4NZE—HTHARX NOBRDBERIND X
T DL, [Z4 0% (Filter) | RZ 227V w7 LET,

WA LI ANEET XTI YT LT, ZA4NMZ Y TSR THRWREEOT — 7 LIZRE
HI0E, [Z 4% (Filter) | Ry 7 AD[7 42DVt kb (ResetFilters) %27 U v 7
]\/ij—o

s T UNHADNTIDT by 7 HEEEZ I VT A0, BREOLICH— YV EES, T
FOX]|EZZ7 Vw7 LET, [Z4VZ (Filter) | A& %270 v 7 LET,

HRAAL E21—DEHTE
@a@ﬁx&AHJ—%WWLT AR NOERIZKNELR T T ANHEICE RIS L D1

TEET, o, FAIERE 2 —ITREZZITHRTE EEAN, W AZ L E2—I3REE
IFHIBRTE £,

FIRr

ATy [E=2YY Y (Monitoring) 1>[4 X2k (Events) | #®IRL 7,
RT9T2 ROWTNEETLET,
BEFEOD AL I (FRITERERESNT) Ea— ([l S0 THRE 2 — 2Bk 512
FOE2—DET %Yy LThD, Ea—XT70EMIHL [H|RF %7 Vv L
E3aN
B FON AL L Ea—%RET DI, T 2a—DXTE2 7V v 7 LET,
GE)
HAHRNE 2—%BIRTDI120%, Ea—DF 7 IHA[XIRZ 2270 v 7 LET, HIERT 5
L. LICETZEITEERA,

AT T3 HAOA XY N T—=T D EIZH D EMMEIERS T 2 (Add/Remove Columns) |7 A 2> R
YEIZU Y7L, BIRLIZYANMI, Ea—llE0D T LORAREGEEND LR DHET,
BT LR E R EERR U E T,

HAREZ: (2 LR SN T 2RY) VA RERBIRENTWDH U A NOMT, 17 20%7
Vo7 LTRI 7 LET, BRESNWTWAIVAMNTHITLEZ V7 LTRI v 7L, £
MOEIZADD T =T VNTON T LDIAFEEZELTHI L HTEET, U7 AHICONTIL,
AR N 74—V RO (13 3—) 22 LT EE0,

SETLEL[OK] 227Uy 7 LT, BT LOEREEHFLET,
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B ~roonsuy

FRAZROE=SYLY |

GE)
FHERSNTCC2—2FRLRNPON T LOBRREZELTH L, Fllt 2 —MEkSnE

‘?—O

ATV T4 VBEIIGLTHTLOERL—=2% 7V 7 LTRTI v L, W7 LDRELELLET,

AREDTAILEY VG

BT T AN A EAER L CTA R b T —TVEHIR L, BEBLOH DA R hDOIHRPERS
NAHLEICTEET, WOFELHMEFITHAEDLETHEA LT, 74NV Z52ERTEF

TO

P ENOY AR

T4 NE AR T DR LR HEX, T AN TV TORREL e DA G A N2 b
F—TNDENE I ) I T AT, BRI v THE, FOMET 41—V KD
MARDLHEIZEL ERMLESNTWA L= ZEH LT, [7 4V ¥ (Filter) 17 4 —/V K
MEFENET, 2720, ZOFEEHEATHITE, A2 FOBEFEO Y A MZEOE
MEENTWDIRLERHY T3,

TRTCONTLEHT A NEY L TTH LI TEERA, BALOaLT o YaT 4R
VITTEAREIE., FOBALD EICH— VIV EEDLEEEEICTERIEREINET,

7 F2 Y ERDER

[Z7 4% (Filter) 1 74—V K&E27 Vv 7 LT, RayZZornb HNOT R v 78
FEBRRU%, BAEEZANT DO ETTANANAEERTHAZELTEET, ZhHD
BRIZT, ARV N T—=TNDODTEELTEREINZNA R N 7 40—V RBREER
FT, Flo, BRTLHAXV MEAN SN E OBREERT AN —2 DG ENE
T BT %7 Vv r7T5E0T, lTequals(=)] 7 4 NVHNRERINNETI, BFEEZRERR
T5 &, BiE7 4 —/v NI lgreaterthan (>)] F721% llessthan(<)] HEFIRTX 5 L HIT4
nET,

[Z7 4% (Filter) 17 4 —/V RIZERZBNT 5 HEICEGERLS, 74— RIZADLTAR

V._.

ZEIIMEERECEET, TN T4V EEEAT ST, [740% (Filter) %

7V w7 LET,

ARV TAILADEEF
ARV N T NFIZE, ROBERETE2HFEHTE E7,

FELW, AN MIRELMEE B LES, VANV RI—FEEHTLZ
LI TEEEA,

FLL R, AR MIFRELMEE —BLEEA, [FLILW] 0%
AT D12, EERF () ZANTDLERDHY 7,
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WOEX Y KEWV, A M2, BBELEELY B REVEREGENET,
CIOEETIIR—FRLIP T RL AR Y, HEORFHTXE9,

ROEE VNSV, AR M, HELLELY b/ASVEREERET,
ZOWFEE L, BEOHHEHTE ET,

BHTARN N T4ILEZDIL—)IL
BEOT N vV BREREETEMER T 4 VA2 BERT B5E, ROL—MCHEELTLEE

Wy,

RIUCZATOBERIZIE, ZOFATOTXTOEOBIZORBEZENRH Y £3, =& 21X,
Initiator [IP=10.100.10.10 & Initiator [P=10.100.10.11 Z&H 5 &, EETELTINHDOWT
NNOT KL RABEFOA X "R3BEINET,

s BB X AT OEHRITIL, AND BEARH Y 9, 72L& %2 1X. Initiator IP=10.100.10.10 &

Destination Port/ICMP Type=80 =% 5 &, ZDFFEILT R R L5 — O HRrEFFO
ARV EBRREINET, 10.100.10.10 2B ERZR2 D50 5N — b ~DA X MIFRSINLE
B,

*IPv4 7 RLARIPv6 7 R LU AR EOEERIIFHA L IHE CTCE ET, /=& 2L, Destination

Port=50-80 Z 8 L C, ZDOHPFANDKR—FDTRTHO T 7 4 v 7 #BHETEET,
A7 EFERLT, BHEKTORTEZXE)D 9, T XTOEHE T «—/L Rizxt LT,
FPHAEFEH CX 2T TEH Y A, 728 201E, [H1E5C (Source) JEHRIZIPT FLA
ZHRIPHCHET D LIXTE A,

« VAN NI — RELIFERKRBUMEA T EEA,

AN+ T4—IL FDERHA

AR MIIROERPEENE T, ZNODOFEWIT. A X FOFEMEREZLRT D &R
TEET, o, ANV M Ea—TRIFNZENTLE, KOLBELOHLERER R TE X

T

IR, BHARER 7 4=V ROV ANERLET, §XTOT 4 — L KR EDA X
M2 A FICHEHINDDITTIEH Y VA, HROA X2 N TRIHRERIERIZ. AT A
MDD, B, FOXIC L TEFREAZTE LT L TR ZEITHEELTL &N,

[~ 3> (Action) |

B A XU N ERITEXF 2V T4 AT VP2 2 AR NOWRE, HianX o 7L
=7 7B ARG — NV ETET 740 b T v a VICEEMIT ORTET 7 V3 v,

[#7 (Allow) |
B RAGIC 3 T &S U7,
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MEEE (Trust) ]

BETX 280, BAIDO/N Ty RBMERL— /T L o TR S 47 TCP 825t D A,
Tﬁﬁ%kT/l’/\/}\%’:iﬁkbiT VAT AL, BBty a oy o LR
WAy hEAERLET,

[FBv%Y (Block) ]

Tay 7 SNTWDLEHE, [7 7 v 2 (Block) 18EIX, ROFEMHTF T, 77 ARG
A= VBT T A Z N TEET,

RARY =tk oTxmr AT aA 3T v v 7 S8k,

s T TFANNT 7 AN KR —IlLoTT ry 7 STV DR
X2 T4 ATV VAT TT e 7 STk,

*SSLARY v —iZL»TTr vy 7 STV DHEH,

[T+ 753> (Default Action) ]
BldT 74V h T a Al ko TRBLENE LT,

Tr7ANAR NEREIN T 2T A MOGAE, 77 ANVNR—F LI —LD—
VT a B EM TN T AN =L T ar e TRCOEET ST 7 A
N I— L T IarDFFra,

[BFal S f-$#E#H (Allowed Connection) ]

VAT EANANRS D NT T 47 Ta—&FFR LT E DD,
[7 74— 3 > (Application) ]

PR TR ENT=T TV r—va v,
[7TUHr—2avDEDRREDEEM (Application Business Relevance) |

P TRt ST U r—vay NI 4w ZIZBET S B R ARSI ¢ Very High,
High, Medium, Low, F7zi% Very Low, #ft CHRHSN/IT 7V r—va 02472
SlZ, BET LR AL OBENERHY £, ZOT 4=/ FTIE, ThHD ) bb
b o (BEN R BIEY) BDERRSNET,

(77N —avhTay, 7F7V45—2 3244 (Application Categories, Application Tag) |
TV — a3 r OREE BT D DI D, T r—a Ok R R TR,
7TV r—avm1) RS (Application Risk)

i RSN T ) r—say N7 0 v ZICBET S Y A2 ¢ Very High, High,

Medium, Low., F721% Very Low, #Efi CHRILSNTZT 7V r—2a 0247201,

BET 2V A RHDET, ZOT7 44—/ RTHE, ZNHD I HRHENHDONRERRIN
i—g‘o

[(7Bv9 %47 (Block Type) |

ARVEIND NI T4y Tu—b—KT5T7 78R ar he— L b—LTHREINTLT
a2y DX A7, [Block] ¥ 7213 [Interactive Block],
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4xvk 7—nross |

[(DS5AF7 VT TVr—ar, 25472 k=2 3> (Client Application, Client Version) ]
Bt TR SN2 94T "D FAT U N T TV r—var & nR—Ta
(V547 FODEDHRR EDBEEM (Client Business Relevance) |

B TR SN2 AT b NI 7 4 o ZICBET 5 B R R & OBFEIE ¢ Very High,
High, Medium, Low, F721&VeryLow, i TSN/ IA4 7 b XA T T LIZ,
BV AL OBEMENEEM T SN TWET, 207 40— R, &RHEWL O (BEE
WNEBIRY) ZFRRLET,

(V54 F7bATIV. V547> 2% (Client Application, Client Version) ]
T7V = a COEREBIRET 5 DI, T r—3a o OREZ R R,
(9547~ FJR%S (Client Risk) ]

iRl ENT= s IA4 7 N NI 7 4 v 7IZBET 5 U A7 ¢ Very High, High,
Medium, Low, F72(% Very Low, #fii CHthisizZ 947 hps A4 72812, U A
MM ONTVWET, 207 4 — L NI, BbEWbDERRLET,

[###t (Connection) ]
WHEHBNZAER SN N T 7 4 v 7 7 —0EA ID,
#EHE IRy Y24 T4 2P —%4 (Connection Blocktype Indicator) ]

ARVINDINT T 4y Tun——HTET7 78R ary ra—L L=V THREINLZT
Oy I DEAT, Tav I ERIFIA AT IT 0T Tav s,

[##5/34 k (Connection Bytes) ]
RO B FT A MK
[$5%ERERT (Connection Time) ]
Hefor D BRI,
[$E2 A1 LR A > T (Connection Timestamp) ]
Hafe 03 S TR,
[EE S f-#&#Ht (Denied Connection) ]
VAT BIRANS DT T 4 v Ta—EERLINLE D D
[BEZEDEFE 1=1EKEE (Destination Country and Continent) ]
ZARAR A+ DOEI LUKEE,
[38% IP 7 KL X (Degtination IP) ]

BA, 7740, £~V 727 A X M TZEAFA ML > THEHASNZIP T R
LA,

[BE5ER— MICMPa— K, %E%k/R— k. 3E%klcode (Destination Port/ICMP Code; Destination
Port; Destination I code) ]

tyvary VARVEMEATZ2R— MEITICMP 22— K,
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BAEELX1UTATN—TEYJ, BELF1VTATL—T274
SESEIZ BREAT T 5T D TrustSecE X = UV 7 ¢ VY V—T7 2 T OFF L 401 ((FIET D8
) .
[/5F (Direction) ]
7 7 A IVDE(E I,
[#EM (Disposition) ]
77 A IVOME,
[wiL2xz7 (Maware) ]

AMPCloud CFD 7 7 A NN~ T 2T E LTHEEINTWDLZ L, FRi7 7 A0
DBEAIT N, 77ANVK) —TCERINTYNAT 2T LEWVEEZBL TS Z
EERLET, =N~ L T 2T 5T, 77 A Ve~ LT L C~Y—2F
HlbTEET,

[V 1) —> (Clean) ]

AMPCloud TTZED 7 7 ANNI ) — L LTHEINTWSE), 22— —nNT7 711
U U—rURARNMZEBMNMLEZ EE2 R LET,

¥ N::
AT AN AMP CloudiZf W& E LN, 77 A VOMENRE ) B THTWE
HATLE, SV 5E, AMPClowd3 7 7 AL EELLS B LTVWERATL
776

Custom Detection
I—YPNDAZ LBEHY A M7 7 AV EBINLIEZZ & &R LET,

Unavailable

AT LN AMPCloudiZBINWEHED Z ENTE RN ST AR LET, ZOME
BT AR M, DTN OEET IR £3, TP S8
fET,

[BZE7% L (N/A) ]

Ty ANBRHEL—IVETZ T AN T Oy I =)L TT 7 AIADNBLE N, VAT A
2 AMP CloudiZfiiWA bR 7o t=Z L 2R L FET,

A4 23— 4R, HAtFa) T+ J—2 (gressinterface, Egress Security Zone) ]
P T A A@ iy —v A2 —T7 x4 X,

[ A{RAEI/IL—42 (EgressVirtual Router) ]
gadeA B —T 2 A ARBET DA —F (FET D5E) DO4H,

(MR b, 1RV 24T (Event, Event Type) ]
AR NDEAT,
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1xvr74—nross

[MARV R, 1RV T4 a7 (Event Seconds, Event Microseconds) ]
AR IR ST (B EiT~ A 7 a B HAD
[Z74)LATTY (FileCategory) ]

Ty AN EAT ORI T Y (Office K¥F =2 A b, T—HAT, <VF AT 4
7. EATRREZ 7 A, PDE 77 A, = a—R Ir AN, ITT 490, VAT A
Ty ANIRE)

[D7ANARNY 24 LRE 2T (FileEvent Timestamp) ]
T ANEIIEIINANT =T T 7 A VBER S LT B,
[Z74/1L% (FileName) ]
7 7 A VDA,
[Z7A4IIL—ILDT Y 3> (FileRuleAction) ]

T ANERBLE T 7 ANVRY — —UWZEE LT 7 ay, BIXOEETHT 7
ANTIaryFrar,

[Z 7 4 JLSHA-256 (File SHA-256) ]
7 7 A )LD SHA-256 /v 3 = H,
[Z74)L P4 X (FileSize) (KB) ]

T ANDY AR (KBEN) , VAT ANT 7 A VEBEICZET DRIy 7 Lz
Wh. 77 AN YA XNEQITRDIEERHD T3,

[Z74)L% 4T (FileType) ]

77 ANDH AT (HTML X° MSEXE 72 &)
[Z7A4IRILD TR P— (FilelMalware Policy) ]

A XY FOERICEEMNTONTWND 7 7 A )L R —,
[(Z740B57RvY 24 F4 P45 —4 (Filedog Blocktype Indicator) ]

ARVEDNT T 4y Tu—b—HTDHT7 7 A )V V=V THRESNZT 0y 7 DFA
7 [Block] ¥ 7= [Interactive Block],

[Z7AT794—ILiR) o—IL—IL, T7A4 T 24—JLIL—)L (Firewall Policy Rule, Firewall
Rule) ]

PR LT 7 X ary ba— A b—LVERET 74 s T A,
[R#W®D/4y kb (First Packet) ]

Ty a VOERMONT Y SRS T IR,
[HTTPY Z 735 (HTTPReferrer) |

B CHREINIHTTP 7 7 4 v 7 OERINZURLOZML AR THTITP e (Bl
DURL~D Y 7 w4 L7- Web A FCBIO URL NS D Y > 7 %A 7" — b L7z Web
A RRE)
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[HTTPL AR X (HTTP Response) ]
7 TAT v R0 OB O HTTP ERICIS U TS S D HTTP AT —F 2 a— R,
[IDSMD % %E (IDS Classification) ]
A Xy NEER LI AV—V R T D0 HE,
AL VE—T AR, AhEFa)T+4YV—> (ngressinterface, Ingress Security Zone) ]
BN T A A AT = b A v H—T = A A,
[ADRFEIL—4% (IngressVirtual Router) ]
FETTA F—T 2 A ADRET LN —2 (FET 25E) DA
(A= —31 1/ b, 41 =2 T—%/8% vy k (Initiator Bytes, Initiator Packets) ]
tyvar A== PREELTEEFIAA MCEZITINT v M
[ =T —2DEFEIXKEE (Initiator Country and Continent) ]

vy a BB LEEAR NOFTERMOE & HIEO4 R, 1 =32 —%DIP T KL AR
=T 4 VT HEETH D EEICDOAEHTEET,

[41 =< XT—% IP (Initiator IP) ]

BGEIIExF 2 VT A AT Iz AARV Ty a Y EBBLIERARNIPT
KL 2 (5L ODNS ifENEZ 2> TODBHEADKRA M)

1254 U8R (InlineResult) ]

ATAE=FTHELTWD EEIZ, RAAMXRU FE2 NI =L T Yy P2V RAT
AN PRy Ll FRE Ry 7451377, 770271, MY T—L LTEH
SNT—n [Fay P L TA X h&AERKT 2% (Drop and Generate Events) | IZEEE &
TNz taZRLET

[BAR1 — (Intrusion Policy) ]

AR NEER LI A—ADBENIESNTAZARY >—,
Ps7owy 44 74245 —4 (IPSBlocktype Indicator) ]

ARSI DINT T4y Tu—b—HTHRAN—IAVDT 73,
[&BD/N7y b (Last Packet) ]

Ty va L OREDNSNT Y R Sz B,
[MPLSS AJL (MPLSLabel) ]

ZORAANR N N T—LEry FEBEEMTFONTWE LT r b T~
2A o F T T,

[RILDzF7 TRV EATA 2T —%4 (MawareBlocktype Indicator) ]

ARVEDINT T 4oy Tu—L—ETET7 ANV IL—)LTHRESNZT a7 DX A
7 T I ERRBRA KT I T 4T Tav T,
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[Avt—2 (Message) |

BAA R FOBE, ARV FOBMHAT AN, VT =T ERIET 7 ANA R FDOY
FlE. AT =T A Xy MIBEMT S50 TO DB,

[NetBIOSK 4 1 > (NetBIOS Domain) ]
g T & 47 NetBIOS R A A Uy
[PV 547> bOEEKE (Original Client Country and Continent) ]

oL arEHBLETOY 54T FAA NOFHEHOE & Ik 04F, DY FAT
VEDIPT RVANNL—T 4 VT HHETH D EEIZOMEATE £,

(V54T k@A) 2FI)LIP (Original Client IP) ]

HTTP G AR L1227 A4 T hDOIEDOIPT KL A, ZOT KL AL, X-Forwarded-For
(XFF) F721% True-Client-IPHTTP D~ X — 7 ¢ —)L K| F£721LZF1 5 ORI H) B HL
HanFEd,

[R)—. R >—DHKET (Policy, Policy Revision) ]

TR aryhua— L RKY = ZDOWETR, Xy MIEEM T LN TWDT 77X
(Z7A T TF—N) —NEEHRET,

[FTS547) T« (Priority) ]

Cisco Talos Intelligence Group (Talos) : [ (high) 1. [ (medium) ]. FE72IT MK (low) ]
IZR o THRED A NV b OB,

[ZB k3L (Protocol) ]
PR SND T AR—F 7Fa haLcd,
[¥EH (Reason) ]

ROXTIE, FEPVrekSNICHBEZHRA L TWES, ZBO5E, 207 4 — K
22T,

HH BLL]

[DNS7 27 (DNS| RAAL A LeXa VT 4 ATV V2 AT —XZHESNT,
Block) ] AR g s LCHRBES SNLE LT, [DNS 7R v
(DNS Block) ] ®#H{Z, DNS/L—/L 77 g 00T, [7
w7 (Block) ]. [FAA VBE-S2D £ A (Domain not
found) ]. [¥> 7 &—/L (Sinkhole) 1 DT 7 > a > bxfé LTHL
HEbINET,

DNSE=% (DNS |V AT AEFERAASL AL EX2 )T 4 AT IV AT —HI|Z
Monitor) EAONWTHRAZHESR T3 TLEN, VAT AT g 2 ERT
HOTIEHRLSE=A—THEIHITHETEINTWNET,
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B

Bl

[Z7ANVTay s
(File Block) ]

Tr7ANETFZINT =T 77 ANVNERICEENTEBY, V&
T LNEDEFEENTWET, [77 A7y 7 (FileBlock) ]
OHHIFLT [ a v s (Block) |77 v arExte LTHAGD
EhET,

T 7 AV HAH LR
H (File Custom
Detection)

AL DY A MCH LT 7 A VDPEERICEEN TR, ¥ A
T AN DEEEBTNTVET,

[Z7 A NVE=H
(File Monitor) ]

VAT DRI WTRED 7 7 A VO Z I L E Lz,

[7 7 A WVAEIFFF ]
(File Resume
Allow) ]

T ANVERNILILOIZ[Z7 7 A7 12 (Block Files) ] /L—
NEFRIZ [NV T =T 7 a v 7 (BlockMalware) |7 7 A /L /L—/b
Lo TomyrE&NE L, Z77ANVEHFAITHH LT 7&
A ay b= R =RNREASNIE, HTTP £y v a3 U H
BRI L E L7,

(77 ANMEIHT vy
7 (File Resume
Block) ]

T ANVERPILILUOIZ[7 7 A Vi (Detect Files) ] /b—/L &
72X [~V =7 2777 Kby 277 v 7 (Malware Cloud Lookup) |
Tr7ANN— UL > THASINE LT, Z7ANVET Ry 7T
DEHLNWT 7R 3 hr—L R =R S, HTTP
oy va UREEBIICEIELE LT,

BATa Y7
(Intrusion Block) ]

i chRiiSn/lc=s 27 v A b (RARY —ER) VAT
ARTay 7 Lich, 7ay 73513 CLE, IRATZ7r Y Y

(Intrusion Block) ] ®EHIZ, 7 ry 7 &= s A7 A RO
BEF[7ue 2 Block) 1. 7uv 7 ENdIETEoTm s A
g hOBEIE[FFA (Allow) 1OT 7 v arbxte LTlRARD
ShET,

(RAE=H—
(Intrusion Monitor) ]

PRIl ENTET 7 270, M AV AT ARBRH LS00,
Tuy s Lol L ERLET, ZiuE. P A—ShiciE
A=V DARTEDS [ 2 b 2Ll % (Generate Events) ] 1Za%
EENTWDLHEAITHAELET,

[IP7 vy 7 (IP
Block) ]

IP7T FLAREEXF 2T A AT VP2 AT —ZITESNT,
AVART g U LTERPESSNVE L, [IP7ry 7 (IP
Block) |OEEHIINT [7r v 2 (Block) |07 7 av bkl L
THAGDLINET,

[SSL 7 & 27 (SSL
Block) ]

VAT LN SSL A AT g VREICHE S W TR S bR A T
2y LELM, [SSL 72> 2 (SSLBlock) | DEEH F#4T [7
w7 (Block) |7 7 arbkte LTHAEDENET,

B 1z oE=48y2y
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42k 74—nronzs P

EHh B

[URLY= v 2 (URL|URL £ tEFxalT 4 ATV V2 AT —FITHEINT, A~

Block) ] AR va i UCHRNES SIVE L7z, [URL7 2 v 27 (URL
Block) |OBHIINLT [Zr 2 (Block) |07 7 a v xte L
THAGDLINET,

[3/ER5 (Receive Times) ]
AR SHPERR E T H IR,
[BHBARX b (Referenced Host) ]

Bigeoo 7 1 k@)L DNS, HTTP, £ 721X HTTPS DA . 2D 7 4 —)L RIZIZFENER
DOFa haLPMEA L TWERA MBAETRSNET,

[LRIRUHFINA b, LRKRUE /8y b (Responder Bytes, Responder Packets) |
Ty vay VARCERIEE LGRS METIE AT v M
[LARU A DEZFEIEKE (Responder Country and Continent) ]

Ty Ta NS LR A NOFEHIOE & IR D4R, VAR EZDIPT KL AN )L—
T AT ARETHD EEICOHMERTEET,

[LRKRUH IP (Responder IP) ]

B EIIExF 2T A AT VP2 AARV DB g VARV EDARA P
7 KL A (BLUDNS IFEDNH DI > TOWDBIGEDHRA N)

[SSATITVID(EF2VTA4A42T)PT U RATTY) (Sl Category I D (Security Intelligence
Category)) ]

Py NU—JZRLURL AT V2 b, 74— AT 3V D4R E, 7r v 7HEAN
EENHLTT V=7 NOL4THT

[>T #F+ (Signature) ]
T ANTNT 2T A X2 hDEAS D,
[V—RDOEFE=IEKEE (Source Country and Continent) ]

EEITAA FOEBIOKME, EETLIPT RLANIL—T 4 VI ARETHD &L EITDH
AT £,

[V—XIP (SourcelP) ]
BAL 7740, vV 72T ANV RTEFRARR MZLoTHERHENTZIP T RLX,

[FEETTR— FMICMPAR A 7, #EEFTLAR— b, E{ETAR— kitype (SourcePort/ICMP Type;
Source Port; Source Port Itype) ]

tyvarA=mvm—¥REHTAR— NEIZICMP ¥ 1 7,

Fn1zne=429>5 |}



FRAZADEZRYLY |
B~ ror—nrommn

RBEXEX1IVTA IL—T 25, ZEREX21VTA IL—T 254
EEITICEEMTONTWA TrustSec v ¥ = V7 4 FNV—T X T OFF L4 (FFHET D
)

[EEDSSLT7 Y &3> (SSL Actual Action) ]

VAT ML THBICHASNAEROT 7 gy, ZHITEBSN EEL 382D
ZERBHYFET, HEE, ERNESEEAT AL E—EHLTH, W ONDHH
TEEFTERWI ENRHY F3,

ToLav SR BA

Tav /ey |Tay s SN ERERLET,
A=
(Block/Block

with reset)

(8% (FE4) |BEAYV— GEREEZMEH L TES SN BEERER L X,
(Decrypt
(Resign)) ]

5 (F—OR|EXHMAONT-ART—ALEA YT — SSEEZEH L TES SN
#1) (Decrypt |7=®EEHEEZLET,
(Replace Key)) ]

[H5 BEamo  |BEMmoOMEX—Z2H L TEF SN EGEERERLET,
%—) (Decrypt
(Known Key)) ]

[T 4N NT 7 | BN T 740 s 77 vaillo B ENEZZ L E2RLET,
v a v (Default
Action) ]

(G5 L7y (Do| v AT Ao b Ligho ez £ LE T,
not Decrypt) ]

[SSLEERAZED 7 1+ »H—T1) > k (SSL Certificate Fingerprint) ]
AEPAE OFRFEIZAE M5 SHA 7~ v & 2 i,
[SSLEEBAZE R T—4H X (SSL Certificate Status) ]

Ik, BREAT —HZ ADSSLIV—/VEHNRE SN TV AEGRICOREH S Ed, B
FALENTZ T 7 4 v I BSSLALV—UC—FTHE, ZDOT 44—/ RIZTIRO Y — DIEEH
EDRATFT—ZZED 1 DL EREREINET,

* [B% (Self Signed) ]
s [B%h (Valid) ]

s (B4 D) (Invalid Signature) ]

B 1z oE=48y2y
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1xvk7—nrosn ]

s FEATEA ER) (Invalid issuer) ]
« HIFRGIFL (Expired) ]
« [~#] (Unknown) ]
[E£72EZTIEARVW (Not Valid Yet) ]
« [%h (Revoked) ]
BET& m\ 774y 7B SSLA—E—ET 5855, [Ty 2 LT (Not
Checked) 1 MZ D7 4 —/L RIZFERENET,
[SSLEEE XA — b (SSL Cipher Suite)
PEGLCAEF SR E A A — K,
[FEASNTSSLT7 ¥ 3> (SSL Expected Action) ]
BN —F L7- SSL L— L CHEINET Vv a v,
[SSL7B—735% (SSL Flow Flags) ]
I BAL SN ORI D 10 T8 7 LyL 75 7,
[SSL7BE—*vt—2 (SSL Flow Messages) ]

HELLO_REQUEST %> CLIENT HELLO 72 &, SSL Y Ry m A ZHIZ sS4 T v k&4 —
ANHCAHL S 77z SSL/TLS A & —, TLS #ii CARMI NIz A v B — T OFEMIZ DN
T, http:/tools.ietf.org/html/rfc5246 S L TL 72 &0y,

[SSL7R1) &— (SSL Policy)

PEGLC A Sz SSLIER R U v — D4,
[SSL/L—JL (SSL Rule) ]

PefeelZi H S 7z SSL AR B /L— L D44 R,
[SSLt v 3 >ID (SSL Session ID) ]

SSLANY Ry =A VW7 FA T e —N"—fTxrIvz— I 16 EEDO® >~
DA

rIH'

[SSLF4 v FID (SSL Ticket ID) ]
SSL Ny Ry oA ZHICEESNT-E Yy v ary F4ry MEBROD 16 DOy > 2l
[SSLURL# 71 (SSL URL Category) ]
SSL 18 BALE HR TR E S 725658 Web HH—/SOD URL 7 2V,
[SSL/A—2 3> (SSL Version) ]
Pl &7z SSL/TLS A— 3 v,
[TCPZ 54 (TCPFlags) ]
Pt TR S TCP 7 7 7,

I&

Fn1zne=429>5 |}
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FRAZADEZRYLY |
B~ ror—nrommn

Bt/ y b (Total Packets) ]
PR CIEEINT Ty FOKRE : [ = =—F X7y R+ [VAR Xy B,

[URL. URLAFTIY, URLLEaT—>3>, URLLEaT—232X37 (URL,URL
Category, URL Reputation, URL Reputation Score) ]

Ty va VHRICEHRNGORA ML > TERSINZURL &, BEMT o7 T
LEaT7—vary, BIOVEaT—vary 2a7 FIHATE2EE)
DNS /v 77 v TERT A NZ V) T OYE, A7) L a7 —3 9 L [DNS7 =
U (DNSQuery) |7 4 —/V RIZEREH 5 FQDN I T9, Web ZR Tz < DNS ZRiC
KL THT IV 2T —var vyl T v I NIETINDT2D, URL 7 1 —/L Rix2E
HIZAR 0 £,
VAT AINSSLT ) =g v EMERIE T 0y 73554, Bk &7 URL 3K
TN T 74 7NIZH LT, VAT AF, SSLAEHEICESNWT N7 7 1 v 7 Z55
LET, LER-TSSLT U r—yaroigs. 20O URLITEAEICE E 5 — KR4
EFRRLET,

[—H— (User) ]
A= —HZDIP T FLAZEEMNT N —F—,

[VLAN]
AR N YT —=UTe” Ty MZBEEA T 50TV 5 5 NE VLAN 1D,

Web7 FTUr— a3 vDEDRR EDREEME (Web App Business Relevance) |
B CRINENT=Web T 7Y r—ra vy NI 7 4y 72T 5 B2 r ARG - Very
High, High, Medium, Low, %7213 Very Low, i TS 72 Web 77U r—3 3 >

DEATT LI, EVRALOB#EMENEE#EMTONTWEST, 207 0 —L RiE, &b
Bnb o (BEMEN R LK) 2R RLET,

Web7 FTUr—>3a>DATIVELUV4EY (Web App Categories, Web App Tag) ]
Web 77U r—3 g o ORER BRET 5 DITHEILD, Web 77U 7r—3 g OFM %R
I,

Web7 FTUHr— 32D RS (Web App Risk) ]

P TRt SNz Web 7 7YV r—2a vy I 7 40 v ZICBET 5 Y A2 ¢ Very High,
High, Medium, Low, F 721X Very Low, ###i TSNz Web 77V r—2a DX A
T, VAZPEEMTONTHWET, ZO7 40— RiX, LAV DDOERRLE
‘j‘o

[Web7 14— 3> (Web Application) ]

B CHRIEENZHTTP F 7 7 4 v 7 ONBEEZITERENZURL 2% Web 77U
r—a v,

Web 77U r—a b MNA_X RO URLIC—ELAWES, FONTF 7 4 v 7 3B,
BRED T 7 497 TT (T RREAZALNDNT T4 w070 E) o AT AT, &

B 1z oE=48y2y
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WBEDNT 74w 7 EBBET 2L, BRTOT7T AV r— 3 UEARFEL (FTREREE) .
FOT SV Ir— a3 Web 7 7V r— g LTERLET,

Fn1zne=429>5 |}
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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