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DA UHE =T 2 A ADNT A =X EERET HIZE, CLINOGREICTDHDLERH Y F9,
DA v E—=T A ZTHONTDFEHRE FXOS CLI THFERT 51T, v —h V& BITHE R L.
BR—FE2ERLET,

FirePOWER connect local-mgmt

&

firepower(local-mgmt) # show mgmt-port

MBS — 7 )V E T ILSFPE Y 2 — L EY AL STV D560, mgmt-portshut 2~ > R385
ITENTVDEHEAER, LT NAANRT T TA N> TVDLEAETH, Yy —VFHA v
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YAy A Z =T =AM ARFIV B TONES, 7TV r— =
YA NS b A =T A A LRGSR 2 —
T A ATEB LS T ORI £,

Firepower # show interface Vethernet775
Firepower # Vethernet775 is down (Administratively down)

Bound Interface is Ethernetl/10
Port description is server 1/1, VNIC ext-mgmt-nic5

* Cluster : 7 7 AXALEINIZGGEET A AD 7 FAXFHIEHY 7 E L THERLET, 774
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FXOS A V3 —DJ A REFZ TV r—3 A3 —T4R
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9
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FTRCOGMAT NA AT, 7TV —2a VNICVLAN B 7 A 4 —T = f A{FRTE &
RS
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BHE Y= 77V =23 OWFT, A ¥ —T oA AEFHBIOEHICTEE
T, AV H—T oA AEBESEDITE, WHOASRXL—T 4 VT VAT AT, AV H—T =
A ABBNNT HDHENDY 9, £ F—7 oA AOWREEIZEPNHIE S D720, v —
ET TV = a VOBTA—ERRBET L ENRH Y £,

Firepower9300/\— F O 7 &V 7 bz 7DHEAEHE
DEH LATREH

Firepower 9300 (Z1E, 3 2Dt F 2 VT 4 EVa—L Ay hEEBX A T7O®X=2) T 4 F
Va—AREEINTWET, ROZBHEZZRL TIZSI0Y,
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et X2 VT 4 ET2—)b XA : Firepower 9300 [ZH72 D5 A TDEY 2a— VA A
F—LTExFT, 722 21F. SMA8 A EV 22—/l 1, SM-40 ZE 2—/L 2, SM-56 &
Ja— )3 L LTA VA R—ILTEET,

CFIATATA VAR AL AT FAVAI VA X2 )T 4B 2a—VZarTFHA
VARV ATEA VA R=ILTABEE, TOEY a— VIO T I U AF L ADHE
PR—=FTEET, FAT A TA LV AZ LV RATED 2—LDTXTO) V—RAZMHT 5
o, BEa—NMZERAT A TA VAR L ABR LI DODHA VA M—LTEES, —5D
TV 2= NVTHKATATAVAZ AL, EOMOEY 2— L Tar T A A
VABRBHT L ENTEET, e xIE. FEV 2N EEFY 22— N2 AT 4 TA
VAR AEA VANV TEETN, BV 2—A3EF I TFTA AL AT A A
N—/LTCTEET,

o = Al HYE - & AT HPELE Firepower 9300 D[R U4 A 7 OF Y 2 — VR TTORHZYHR— h ST
WET, L, 2200V Yy —VIREEY a— L EEHDH LN TEET, LI,
£ —1Z1F SM-40, SM-48, BLOSM-56 8%V £9°, SM-40 & = —/L[H], SM-48
EVa— L, BEURSM-56F Y 2 — LI AA TRA TV T 4 T H{ERTE£7,

* ASA I L U\ Firewall Threat Defense D7 7'V rr—a v 2 A7 Bp L7 7V r—a v
AT o=V HNOREDEY 22—V VA M=V THZENTEET, 2L 2L
FVa— L] EFEV2— V21T ASA B A A M—L L. F¥ =2 —/V 3T Firewall Threat
Defense 4 > A h—/L§TBHZ ENTEET,

» ASA F 7213 Firewall Threat Defense D/3— 3 > fHBIOE Y 2 — )V TRR DB NR—T g v
DT TV r—=var A AL AL THFATTHI LS, FLEY 22—/ ORI D
AVTFA VAL AL LTHEITTHZE b TEET, L& xF, Y2 —/L 1 Firewall
Threat Defense 6.3 %, <& = —/L 2 |Z Firewall Threat Defense 6.4 %, &3 = —/L 3 (Z Firewall
Threat Defense 6.5 % A b — /)L CTEX E£ 7,

MET /N RCEAT S FTEFEHEFWEIE

HA RTA 2 ERIRFEEIZONTIE, BLTFO®Z a2 L TIIZEN,

1203 =724 RICHT HEEFHLHFNER

FTIAIEOMACT LR
TNV EDOMACT RLADEID Y CiX, A X —T =2 ADX A TITE->TERRY E9,
cWFRA L HE—T 2 A A WA L H —T = A A% Burned-In MAC Address Z{# A L £,

* EtherChannel : EtherChannel D3F&1Z. FOF ¥ XV I N—TIZEGFENDHTXTOA o H—
T2 A ANETUMACT FLRAZIEF L ET, ZO#FEIC L - T, EtherChannel X% > b
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CIFRE L NWED T, A— RN TFr RN A B —T oA AL, T—ADEO—ED
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N FRLAZEY T«
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T 74N NTIE, MBA L F—T 2 A AFERZ /2> TWET, A X —T oA AEHHIZ
L. EtherChannel ZiBIML T, A > X —T oA A T a7 4 ZHRETEE7,

A3 =4 ADBEHLEITEMIL

KA H—T A AD [Admin State] Z AN ETITWYI WV EZ D ENTEET, T 74
VT, WA R —T = AT o T ET,

FIE

ATV T [ ¥ —T7 x4 A (Interfaces) | ZIIR LT, [ ¥ —7 = A A (Interfaces) | — T %[ &
£7
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F9, AT AT XA TIERIA5 FT2I1ESFPOWTINTT, BARD2 (47 EREHT 714 )
DSFPHIRIESH DL ZENTEET, REORIWNWA U F—T oA ATHEZRIHEETHZ
LI TA v H—T 2 AA ADEE (IGBA Vv Z—T7 2 AL 10GBA VX —T = A A7 L)
FIRESEL Z LI TEERTA, V74806~ a ha (LACP) TiE, 22o0F%y hU—
I TRAAMTY 7 ENIE Y e hav T —% 2=v  (LACPDU) #4252 Licko
T, AV E—T oA APERHEINET,
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EtherChannel NOEMFRT —H A4 L A —T =2 f ZAZRDO L HITRETEET,
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EtherChannel IX., 7 7 7 4 7 £7-1%/\> 37 EtherChannel & #%¢ 4 fife 3. Tx £9, LACP
N7 47 R/ NITHHERGDZGEUMNI. 777 47— REEATILNERD
D E9,

o A4 : EtherChannel iZ# 24> TH Y . LACPIHMEH INERH A, T[4 @ EtherChannel
X, B T4 ] @ EtherChannel % & #5558 A ST T £,

\}

G¥) ®— K% [On] 75 [Active] IZEE T 57, [Active] 2>5 [On] IZE# 5 & EtherChannel 23
TERIBIC R D ETRRIADPNDO T ENHY £,

BEAN— A Z—T =2 AN LACP B & 552153 % K 912, Firepower4100/9300 > ¥ — <
IZ Etherchannel 7 7 7 4 7 LACP £ — R CLM &R — s LEHA, 7277 « 7 EtherChannel
L. 777 4 7 E721%/3 > 7 EtherChannel & #t % . C&£7, LACP N7 7 1 v 7 %
INCTDMENSDGEUMNE, T2 T 47 T— REMEHTLILERHD £97,

LACP TlX, =—¥ 2 A L7 < TH, EtherChannel ~D VY > 7 @ HERBINE X OHIBRH Fi%E
SNFET, Flo, a7 4 X2 b—Ta VORRY PRI, AL U F—T = A AD[
NELWF ¥ 3V ZI—FCERINTWSZ RN F v snEzd, 4r) £—FTiE
AVH =T 2 A ANT T LI EEIZTF v RN TNV—TNORZ N, A X —T = A%
HRHTEP, #Ftar 7 Xal—avi3Fov 7 ENEHA,

Firepower 4100/9300 v — 7% EtherChannel % /£ 9 % & . EtherChannel | [ 2 1L
(Suspended) ]IRFE (Active LACP E— RDOA) 713 [# 7 (Down) ]KHEE (On LACP
EB—ROBE) 1220, MY I RT v 7 L THmET AN A AZHD Y TEHETEOEEIC
72 ¥ ¥9°, EtherChannel [ZVR D X 5 7RI TZ D [—K§fE1E (Suspended) ]IRBEIZ/2 0D £,

* EtherChannel 23, A X > 7 0 Vg T N\A ADT— X EF-I3EHBA X —T7 4 AL L
TEMmEhi-

* EtherChannel 73, 7 7 A X O—ETHHGET A AOEHA L X —T =2 A7
ZAHIEY o L L TBMENT

* EtherChannel 23, 7 7 A X D—ETHHET A ADT—H A L X —T A4 AL LTB
mEn, bbb 1o0a=y FRT TREZIZBMLTNS

EtherChannel |ZFHEET /NA AZEIV B THETEMEL W2 LR L TL 2 &V, EtherChannel

DERERT A AP HEIR SN GACMmEET A ADHIBR S 7-35545 1. EtherChannel 23 [—
REfEE ik (Suspended) ] £7213 [ 7> (Down) JIREEIZERED £,

IR T INA ADEETE

AB L RT B URBT N AL TN EIANA T XA T8V T 4 DT % Firepower 4100/9300 < ¢ —
ZBEMmMLET,
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Firewall Device Manager 311 7 4 7 A Y AZ VATHHATEES, a7 A4 AF AT
PR—=FESNTWERA, AF L RT R UVDOGRIET S AL, BlEZIEINA TS T
T A NTTEELET,

1R BHHIIZ

FRELT NA REH T T TV r— gy A A=V % CiscocomNH X 7 a—KLT,
Z DA A— % Firepower 4100/9300 > v — IZLE T,

BTN A THEHTAERA L A — T oA AERBELET, BEHA L Z—T oA AW
HTT, ZOFHA L E—T oA AL, P —TOFBOBMEREND ¥y — M
A—=FLEREUTIEDY EEA,

cFlo, AR E L1 ODT—F BATDA =T oA ARRETDLENRDH Y £7,
RO REHABELET,

DT NAADA L FZ—T = A A1d

CEHALH =T 2 A AIPT RLALERYy NTU—F <R

e F—hU A IPT FL XA

«DNS #—/"D P 7 KL %

« Firewall Threat Defense /18 A "4 & KA A 4

FIE

X2 VT 4R —DOREXRIRD HITIE, Firewall Device Manager D17 4 ¥ =2 L—1/ 3
VA REZBLTIEIN,

N TRAZEY T4 R7DEM
Firewall Threat Defense/~1 7 XA Z U T 4 (7 =— /LA —"—L TN ET) X, FXOS
TR T TV =2 a W TRESINET, 2L, "M T_A VT 4 DOv v — %
351213, WOFNEEZSZHL T E IV,

5D BRI
INATRAFTGEVT 4 DY AT LEMESBLTLIEEN,
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FIE
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ATvT2

ATvT3

ATvT4

FID #2713 20128 —7 11 20ZE [

BT N, AZF— DA A —T = A A%EI B TET,

Tx—NF ==Y 7 AT = VU PIZ1DFEF 2007 =X LA X —T oA A% E|
DYETETF,

INHDA A =T 2 A AT, 20D —VDMTNA TXATENVT 4 " TT 47 52N
DI LET, sz 7=— A==V 7 27—k V721X, 10GB DT —#
AHE—T oA AEFEHT DL EEHLELET, EHARERA VX —T A AR DLEA. B
D7 2= NG ==V J 27— Vo7 aERATEET, A7 —F U7 0NEE O K
FAMELLES, V2= NA ==V T FERIIAT— N VT IEREA T DA H—
T A AEFEHTHLITTEERA, RILAY NU—2 7 A N ETCHMOT A R % T 2 —
NWH—=N—f o BZ =T oA AL LTHEHAETIZ, v —TAAS v F 2T L2 L2868
OLET,

BT NA R TN, TRAZEVTEGINILET, " TXA TV T 4 (Fx=— LA —
N=) ZBRLTIESIN,

NATRATGEVT 4 ZFINI LT TA A —T oA AR EBRTIHIVLEND DAL, &)
WCAF U NRAEBTEREZFITLTONDL, 77T 4 7EBETEREZFITLET,

FID SRET NS ADA VE—T A ADEE

Firepower Threat Defense fiZE7 /NA A Tld, 4 V¥ —7 = A AOEIY YT Y THEFRZT
HIZENTEET, £DO%, FDM TA V=7 = A ARE Y TE £7,

LA F =T oA ZZBMLTY | RERADOA 2 F =7 =4 AZHIFRLIZD LTH,
Firepower Threat Defense D% EIZ 52 D BT/ MRTY, 72720, EX 2 V7 4 ARY v —T
RSN TWDA =T oA 2% IRT D&, REICHELZLEZET, AV F—T A A
X, 77 A L—, NAT. SSL, 74T T 47 4 /b—s, VPN, DHCP #— 372 &,
Firepower Threat Defense D% EIZBIT 5% < OGHT CEES R éﬂ'Cb\éT EMENH Y F97,
X2 VT4 = EBRTHRY T EE A, F2, BT A RCEEL L
Z23, 2>2 FDM CTORIZMLELETIC, FIv Y Tohiz EtherChannel DA IN—= T &
fETE E£7,

WA BZ—T = A ZAEHIET DRI, DA E—T oA ZAMBHDA B —T = A AITE
ErEBITCTEET,
1R BHHEIIZ

cWFRA L H—T 2 A ADFRE (6 2—) B L UEtherChannel (ZR— k F¥ x/L) DiA
m (6—=) > TA v H—7 A A%i%E L. EtherChannel 2B/ L £7,

e TTIZEI B THENTWD A ' H—T = A A% EtherChannel 23814 5 121X (71&;{
FIFN R TETRTDOA L E—T oA ANT FRAZIZED B THNET) | fﬁ'!i'r/\
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Firepower 4100/9300 £ D RE 7/ X |
B mosEs < zor8—Tz1z20%E

AANDA B —T 2 A4 ADOEY Y TEAEER L, WIZEtherChannel (24 X —7 = A A%
BINTAVLENH Y 9, 3 LU EtherChannel D34 . # D% TF /34 A|Z EtherChannel
ZEOYTHZLENTEET,

NATRATEYT 4 D=, FDM TREZFRMT 281, T_XTHOZ=y TS ¥ —
T oA ABIMELIFHIBRL TS Z L 2R LTSI, RANZAZ NN 2= |
TAVH—T 2 ARABERLTHD, 7774722y NCERTLHZLaREIOLE
T, LA v F—T oA ZTEHE LT LIRRETIENMENDS =D, A F—T oA
A TS ) TN BERIT IV EIZHERE LT &N,

CINTFAUAZ L AE= TR, ¥ 7 A ¥ =7 A A% L VLAN & 7 ZFOR] 0%
TA B =T f ALBERFTLHITNE, BNIA v F—T =2 ADOTRTORE (nameif
config # & Te) ZHIBRL T2>5 . Firepower Chassis Manager 6 A ' #—7 = A4 ZADHIV Y
TaffRT 2 0ENH Y £, BV Y THREBRISNZD, HLnA o F—7 oA A%IBNN
L. FMC b A v ¥ —7 = A ZADRMEHEH L E7,

FIE

ATFYT1 FDM TA v Z—7 oA A%[FH L TBITLET,
a) FDMicu 7 A LET,

b) [F/31 % (Deviee) |22 U v 2 LTHb, [ v8—T 4R (nterfaces) ] 9~ U —IC
BHD[TRTCDA L H—T A A%FR (View All Interfaces) |V 27 %227 Vw7 LET,

Interfaces

Enabled 3 of 13

View All Interfaces >

c) [Mv¥—T=AADAX¥x > (ScanlInterfaces) | 714 2> %27V v 7 LET,
d) S H =Tz A ARAXY L EINDIDEFHFSTHL, [OK] 227V v 7 LET,
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FID #2713 20128 —7 11 20ZE [

Scan Interfaces e

@ Interface scan completed.

Added (3) Removed (0}

unnamed

Port-channel2

unnamed
Port-channe

unnamed
Ethernet1/5

) HLWA B —T A AR IPT RLAREZHRTELET,

2)

BB 24 v 2 —7 oA ADWAFDOIPT FL R L AR EERT25HA1E, HLuvng s ¥ —
T AATINOGOREEZFEHTELLOIC, fW0WA ¥ —T oA A% X I —D4HIE TP
7 RUATHBKETDHILENRHD £,

EHNWA A =T 2 A ZAEFH LA H—T o f ATEEWZ DI, FWA v F—T = A
A [EH# (Replace) | 7 A 2> %27 Vv LET,

[BE#: (Replace) | 74/ 3>

OB RCL ST, A F—T A AR LTI TRTORET, HnA o Z—
T2 AADBF LAV Z—T o ABEEHZ ONET,

[ZHaF A > % —7 =4 A (Replacement Interface) |1: K2 v 7 H 2 URARNLH LUVA
VH—T oA AEEINLET,
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B roses s zorvs—oz1z20%E

outside (GigabitEthernet0/0)

Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemet0/4) -

—_— S .

Create new Subinterface

h) [ X —7xAA (Interfaces) | X—IIZA v b=V NFREINET, AvE—VHNDY
YOIV LET,

o

sk to migrate an interface was created. b4

the task list.

i) [#AZUAL (TaskList) | ZH~XT, BITHARII L Z L 2R LET,

Task List
8B total 0 running 7 completed 1 failures Dests sl inthod B

Start

Name Time EndTime Status Actions

Config migration from source interface outside to 06 Jun 06 Jun

destination interface outside_2 2019 2019 9 Migration is
12:37 12:37  successful

PM PM

2Ty T2 FDM TA v X —7 = A AEZBHERMLET,

[l Firepower 4100/9300 £ DRI T /A R
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7Ir—varoavy—n~nis |

1: Firewall Device Manager |IZ & 54 V3 —J 2 A ADAF ¥ >

Scan Interfaces P

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2/1

FIYHr—30o0ary—IL~DELS

FIE

ATy T

ATvT2

TZV = aroaryy =/l 212E ROFNAZHER L £,

2 — VG E 721X Telnet #fe 2E/H L T, £ 2 —/b CLLICEHE L £7

connect module slot_number {console | telnet}

BEOEX2VT 4 EVa—LEaF R LRVWT AL ADEF 2V T 4 =0 P THERET
Z1ZiX, dot_number & LCL1ZMEHALET,

Telnet #&ft 2 3 HFIE, BV 2 — /VIZRRHCEE O v a9 U ERETE | RN
W e D Z L TY,

i :

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV r—varparyy — Il LET,

connect ftd name

Firepower 4100/9300 L DiRET /N1 X ]
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B Firepower s100/9300 27 < RO BE

A VAR AL ERART HITIE, AT Tica~vr REALLET,
1 -

Firepower-modulel> connect ftd ftdl
Connecting to ftd(ftd-native) console... enter exit to return to bootCLI

[...]
>
RTFYTI 77V r—vary ar)—nLuzKTLTFXOSEY=2—/L CLLIZBE L7,
* Firewall Threat Defense : [lexit] & AJJLF9,

ZFw T4 FXOS CLI DA— 331 F LULIZED 37,
aVY—ILERTLED,
a) ~&AT]
Telnet 7 7'V r—3 2 Y0 b 97,
b) Telnet 7 7'V r—3a &K TT 5L, WEATILET,

telnet>quit

Tenet v avaETLET,
a) Ctrl-],. A

Firepower 4100/9300 5% 3£ 7 /\ 1 X DEFE

HERE N— 3 |FE
v
Firepower 4100/9300 T | 6.5.0 Firepower 4100/9300 @ Firepower Threat Defense f@EE7 /34 A TFDM Z{EH TZ 5 &L 5127
FDM O H AR — b WEL, FDMIE~LVTFA L AL AEREEEZ T R— b L TOETA, FAT 4 TA RS
YADHBPYR—FEZNTWET,
GE)
FXO0S 2.7.1 WLETT,

[ Firepower 4100/9300 £ DRI T /A X
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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