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DHETILURL ODHDOL—LDFISE L THREL TWAGEZERE, BT 7Y r—
v a v DIHETZITIURLDBZRDN— VDRI KDLERHY £3, 77V r—3 3L URL
DEELMATDOEDLZ LT, THILRWERNELDZ XS Rk 5k b
T7 4 v DEE) T2, ARERIRY ., URLET SV r—2a D7 42 ) w7 HICE
BIDON—VEERT D LB LET,

NAT &7 7R IL—IL

TI7EAL—NE, NATZREL TWAEETH, 778 A L— 1O —FERETHERIH
WCHEBEOIP T FURAZERHLET, =& xiE, NE—3—10.1.1.5 D NAT %% & L T,
IRT Y o ZWN—T 4 T AR D IP 7 K L A 209.165.201.5 % Z DY — —|ZfF 555
alE, ZORNET—N"—~DT7 V8 RAEZINT ST 7 4 v 7T 57 782 L—/LDH
T, V=== 7 7 FL A (209.165.201.5) TiI7e < EEDOT KL (10.1.1.5) 2%
BT 20ERH Y £4,

ZTRMDEXa T4 R —DT7 I RAFIEIZFEET HLHEHA

ZOMDEX2 VT 4 R —IL, T2 B ARGV — L BEE LR & — 20T B iEICe B s
52F9, T78ANV—IVERETDHEXIT, ROSITEFERLTLZE,

« [SSL# % (SSL Decryption) | Y > — : SSLEZ/L—/ L1377 & AHIE O RN G S E
T LIciio T, Wb S uicfn, Hsfbon 2o 2 A4 7 &@EM+ % SSL 1+
N—L b =T HEE, TIT 782 ar ba— LR =l ko TiHMians 71—
VIR ARN (HEA) BETT, TR A—LE, BELENTEA—T g L O
ZRLERTA, £/, b T 74 v 7% Ray 7T 5SSLESL—LE T HTRTOH
BIXT7T 78R arbo— b R —IZL-oTBREND T ENDHY WA, KEIC, E
T LRV — L L —ET L B S B L. £ OB S L SR E TR S v E T,

[(7AT T 47 4 (dentity) | RV > — : XEFEILIP T RLADZ—HF— <o BT NRDH
LGB ORI —— (BXO=2—Y =T N—7) L —FHLET, 2—WEiLs
N—T A=y FPEERTHT 7 A NL—NT, 22— TAF T AT ABTAT
CTAT A R Il TERIDE SN B O A L —HTEET,

[EX=2UT7 1 A£27 VU= A (Security Intelligence) | ARV > —: 77X ar hua—
NARY —=TE Fr y 7SN ERPZREND Z LD FHA, Ty 7 U X MI—
LRV, ZDRICZT 7 B R — L BRE S, &KERIZ, ZDT 7 & A
=T Ko T, #HEhe DL TTE GFATEZIT ey 7)) BREShET,

[VPN] (1A MHEZIZVE—FT27ER) VPN F 774 v 73T 78R 2 b
o—/LARY) = LTS, —BT 5L — ST IT T £k Fe v 7
ENET, 2770, VPN FURVAKIET 782 30 ha—L R Y —H 2l S 45 i
WiES bENnET, 7782 a3 bo—L R Y —F, FUxVAKRTIEARLS VPN b
IV A £ T D B 2 380 L £ 9,
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T EAHEHDI=HDZM4 € RAEH

TR AHERY =2 FEHTDDIERR T A B RIS ELD A,

L. 77 AR Y o —NOREDREICIE, RO T A B ABKETT, T4 X
DEREIZONTIL, A7 v ary T4 A0FMEEITENbESRL T EE0,

cURL 5/ LA :URLITIUBIN LY aTr— g v —FEEL L HEHRTAL—
NWEAERKT D720,

cThreat 7 A B A : T 7B AN—IVEIXIT 74NV T 72 3 NBARY O—%FRTET
B, 77ANKRY) —2FHTAHIZNE. ZOTA4A B A MNETT (Malware” 1 &2
\/X%)‘/IZ‘%:) o

sMawareZ7 A Z R : T ANVL—NIZT 7 ANKRY —%KET D720, Threat7 A &
VAR, T ANRY =l HMNETT,

T7o2tvRXarbrOo—)LiR) O—IZE9T 5 FEFIEEFIRE
=18

T 7R ZHHHD T2 D DN O OBIMOHIRFEZ RIS LE T, —nbHIfFER Y Off
RE/FTVLNEI DR L TINO AT LTI ZSW,

«URLT —#_N—ZXOEFHITHT IV OB CIl, &FEF) . Bk GERE) . EEHIERR
BERTVDEAIR, BEEZTHT 7 ¥ AHENL— V2 EET L5200 TN S Y
FT, BEBEEZTHLV—VIERA vV LIy —7 S, A vE—JIZiEFr—n
BT LRI OWTOMI E . 7 3V ELICET 25815 & 5 Cisco Talos
Intelligence Group (Talos) Web¥ A b ~D VU > 7 NFE# SIVE T, HKHOURLT —F X—
A CHEARIREZRRE B2 0 7 TV 2T H L9, V= EZHEHTLMLERHD £7°,

WTHARNCRHS T B2, BEIESnEEL 7T T 2HIBRETICH L BN EED
T2V @Y — VB LE T, A= VZEHIROA T T O 2G5 %ERDH Y
FT, LW T IV, EWIT T RHIBRRSRE LT —27 STV AEAICHERIC
20 ET, BT Y BREKOICHIRESNTZ S, L— L ERE L THIBRS N T 2
ZREL, REZHEBTLILERS Y 3, HiRSNW T2 2HEHT V-V E2E
ET5ET, REDEMIITry 7 SNET, HEDBLERL—NVETANEY) T D
Wi, 77O EDOEDOSH HNV— V%K T S (SeeProblemRules) [V > 7 %7 U v
7 LET,

» Firewall Device Manager 137 « L7 kU — =M 55K 50,000 A D2 —HF—{ZBHT 5 1F

WEF A —RTEET, T4 L7 NI —AR=ICZDONH LO2—F =T I 7 K
NEENBIEE. TI/HANL— L Ta—P—5BINT L L X T Ta—PF—_R—2D
By aR— REREMET D L&, TRTOMERAMEZHERT DI ENTEEHE
Mo W—VE, Fooma—RLIEINLDARITTEITICEZ AL ENTEET,

FHERarka—iL .
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B 7rexavro—n ko — By 2 2EEEL MBS

ZOFHIBRIE., A —FICBEEMT SN AR b EA S ET, Z—FICHIBREE B 2
DBAUN=NEENTWDIEAIE., ZOHIRE CORIINCK 7 a— RIN=LARIDOH»E
TN—=T R N—= T EBETEET,

fagatk T — % ~—2 (VDB) OEHIZL->TT 7V r—ra UHEIR (FELk) Shbashse
. HIRSNTT T r—va v AT L7 7 e AN — VKT T r—va v
TANBZIIEREZMZDMNERHY £, THLOHDON—VEZEIETHET, ERITERT
TEHA, IHIT, VATAY T MU =T OEHIL, BEAEETHSETSA A R—LT
TEHA, [TFTVr—2 a7 4% (Application Filters) |47 ¥ =7 h X— &z
[FV—n®D [T 7Y r— a3 (Application) | # 7 Tlk, ZNHDT 7Y r—3a 40
#iz [ (BElk)  (Deprecated) | &FRINLET,

TR R AA 4 (FQDN) Xy hU—27 7V =7 MERET RIS OREEL L
THEHATDITE, [T/A4 R (Device) | > [V R TLRE (System Settings) ] > [DNSH—
/A\— (DNSServer) | TF—% A X —7 A ADDNS bRETHLENH D £, ¥
AT HE, T7 B AL =L THERH SN TWAEQDN AT Y =7 "Dy 7T v T3
1T 272 DIEDNS — "REEM AL ¥ A, FQDN RO v T TNV a—T 1
TIZOWTIE, DNS O— 728D 8T TNy a—T7 4 T EBRL T EN,

FQDNIZ LA 7 7 B ADHIHNINA =T 43— "MID A=A L THHZ LITEELTL
a3V, WOEEZBELTIIEIN,

* DNSIWEIIA T =7 4 7 ENH RN H D128, ERITEFETE HWNEIDNS ¥ —
N=DHZ[MH L ET,

o —HRDFQDN (X, FHIFEFICARDOE N — =5 BT L3 Th,
HOIPT RLRAZROZENRDHY, FNONHBEICELTINDIZ ERHV ET, v
AT AIF Y v 2SN TWDHDNS vy 7 7 v 7O REMEHT 720, 22— —
EF Y v V2 lCHFELRWT RURAEZRUST RN H Y . Z OHEGIE FQDN /L —
A LUERA, FQDN % NU—27 47V =7 M Z2EHT 2 /0—%, 100 A
DT KL RTHRR SN DA RN L TORHEIHERE L £ 9,

100 257 RVAIZRRSILD FQDN O %y NU—27 A7V =7 b b—L & 1E
RLRNZ AR L ET, BT RLARMRIRES, T34 ADODNSF v v a
THHARETH D alREME IRV D T, 20k 5 A1k, FQDN* v hU—7 %
TV b =DV IZURL R—AD/L— /L2 L £7,

ANZDEH5H FQDN TlE, #7225 DNSH— =38 725y FOIPT R A %IRRT
AEMBHVET, LIeBnoT, 22— —0BRE L7b D LT D DNS H— —%ff
HALTWAEE, FQDNX—ADT 7B AL —LB 7 FA4 T > N TCERIALTH
HHA FOFTRXTOIPT FLAIZHEHAIN2WZ ERHD, L— L TEKLIAER
DL ER A,

—#F® FQDN DNS = h UV iZid, EFIZEAFRrTHERERH (TTL) EMNREINT
WET, TOFER. Ly T v T T — TV THEBICH I LN VAL, KR
VAT IIRNT =V ACBE 52 BEENH Y £,

s ERIFEHEIN TWANL— L ZRET H5EE, TOEEIL, Snort (2L > THREI NS
Rol, L SN TWAEERRICITER SN EE A, FLVvb—uid, FERo#EIc 9 2
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BEIEHSNES, E72. SnortlZ K> THHIN T 7 7 4 TITHRAE SN TV DHHE. Snort
I, BRIN—EFE LT 7 v a VEER B FOERICEH TE £9, BIEDOTXTO
Bt A F A ERICEAT D HERND DX, T34 A CLIICr 7' A > L, clear conn
av U REFALT, LSRN TVWAEREZKTIELZENTEET, UL, 0%
\CHERE DIBAE JTC N & B HENL 2 TR, D T2DIZH LV L— U Cxt L CEtNic e &
HZ LEEARE LTWVET,

Bee DT 7Y r—3a UETIL URL il 72OV AT AL 3 ~ 537y R &
LEST, LEN-ST, ELWT Z BRI — L THEE OB TIIT Ic—2 LW
REMERHY E4, =720, 77U 7r—2 a3 /URL VIG5 & S —d 51—
WCHESWTE I E T, B bIhEoSLA, ZHESSLNYy Ry e A 7 TOY—
PNFERE DAL IZIAE L ET,

VAT AL, TV =3 YRR SIS EERNIC A 2 — RV MIxF LT
FIFN IR —TrarEZ@mMLET,

FREZR AT EIC, —BHREEAEOEFICLET (B2 T 0 V=2 Ry FU—
TATx7 b, BEOR— AT V7 bOYR) . 22X, _XCHOA ¥ —T =
A A&EGte) =V EERTHDTIERL, EXa2 VT 4=V OFHEZEAOEFIITS
P T, VAT AF TR COA L E—T 2 A AD T T 4 v 7 2 L OIRAICBAETE %
T, BREZEEIRET S &, BELESMOARIZOWVWTT R TOMRAEDLELRAET S
VERH D FT,

BEITLFEIISEIDIEAEIZIP 7 RV AEZBET 5561, RCAL—IZIPvd 7 RL A &
IPv6 7 RLABIBIESERWNTLIEE W, IPvA 7 RL A& IPv6 7 R L AIZEB D — L
ZER L 9,

AEY ORI L. —HOEF AT, I TZEEMMES A TWRNS T Y L L
a7 —3alilioTUFEAEDURL 74V H U U IIREITENE T, 72& 2, B
URL O 74 A MRZHENRRD URL AT T L L EaT— 2 v 2o TV OHA
Th, DT A ATIE, BLURL OTFT — X DOAMRESNDIHBERHV T, Zhb
DTS AL > TRIBESND Web 8T 7 o v 7 OBy, Y AT AFITU RV Y I T
TEIAFLT, B AL F— IR RIRNYA ROHT Y L LEaF— 2 &l
TEFET, KAEUT A AL, RO ASAETANEENET : 5508-X, 5516-X,

#{Ed . Firewall Threat Defense /34 AlX, 77 A L—)LTHEHAEINLI XYy NT—7 F
TV NORNFICESNT, 778 R — LV EEROT 7 Aary hr—L ] A b
DT MR LET, A7V NIA—TREEEINCTH LT, TR EIE
NV DRBICHBEIRAT) ZMZDIENTEET, A7 V=7 NIV —TRRB AL
LA, VAT AL > TRy NT—2 4TV 7 MIEEShERAN, 7=
I RN ITN—=TDEBIHESNT—HTET 7R L—APREEINET, A7 V=7 b
N—TRFE, TI7EAV—=ANEDLIITERINDD, FILILFDMIZED L H Ik
IRSNDNITITEELEHA, 77 BAGEHL— L EEREBRAET D L EIT, T3 AN
T 72 AKIEHNA— LRI U CALER S 5 HIEORICEEL 7,

FT 2 NITN—TRBEEDNCTDE, xRy NI AT V=20 VG772 A 2
vihur— R ) =D AT ) BRI EINET, 2L, ATV NIA—TRET
WX, =y 7T T ONRT 3 —< U ABNET LT, CPUMEARNHE R 5 AIREMED H
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HTEITHERLTLSEEY, CPUILKT HBEL | FrEDT 78 Aary ba—/LRY v—
WCEHTARAEY ORI E DT U RAELANERHD T, FEAFDEE. £7
Vxl NIN—THRBEAEDNCTHE, Fy MNEAPELEINET,

FlexConfig Z il L TZ DA 7L 9 &5 iET £IZ1E. object-group-search access-control
avy REFITLET, BET 7 L—FTlE, Z0a~vry FonoBREMEH L ET,

o B RFC |23 3% GRE b xui ke y7aivEd, =& x1E, RFCIZX LT GRE
NNV DOFRIE Y MZERDAOEREENTHDEE, O M FMVEI Ry 73
F9, RO GRE b RNV EFA[THMLENR S H551F. VE— b3 —U X 2
LT, 0y va b 2EGHTHIT VI A NANV— IV ERETDHIMNENRSH Y £, Firewall
Device Manager Z I L CT L7 4 VX N— L ERETDHI LILITEERHA,

T7OE€X a2 brA—I)LRYO—%HET S

Xy NI =2 VI —=A~OT 72 AZHTHI2E, 778A a3 ba—n R o—%fH
LET, RY O —3EFMT H-—EOL— L TR S, Erb F~EishET, k
T7 4w ZICHEAINDN—VE, TRTDO T T 4 v 7 FUER—ET DM DONL—ILTT,
N7 4w =BT DNV IRRNGE XU TR RINDT IV T 7 v a R
WHINET,

TIEAaryba—LRY U—ERETDHITE, [RJ— (Policies) |>[7oV2RXav b+
O—JL (AccessControl) ] Zi®R L £7,

TrEAaY hr—AEICE, TRTONL—ANERICEREINET, FL—/L T TFE2ET
L/‘i‘é‘@

« EDINC S HN—NFE G DD I RE 227 ) v 7 L, b=V REHEET, 20K
T V=BT T4y 7 ED XD ITHIET 20 EHERITR LET, RF 2 mHES
Uy 27 LTHZMALET,

AFEAEDBNMTIA T A UIREDBFRETT, XX T varvEI Y v LTHID
BOERRINULEY . BELRXY NT—I F 77 a2 U v 7 UTEEILOSEEEM
FEFERELZY TEET,

c V=L EBBT DI, BE (move) 174 22 () BERINDLETL—MIH—
IvEEDE, RIV—LEZ Yy LTHLLES—va I RT Y7L, Ray L
T, o, = ERELTCER (Order) 1V A RTH LWLV B A —v 3 U EEIRT D
TET, V= EBETLZLETEET, AETIHNHDIEF NV — NV EZERET D L
DEETT, B2 r—n (Fric, L0 —R v — x4 2610 2 EHR T 50—
V) I B <R E LET,

e HMDFNZIZ, V= DT 7 aryREZUoRNEaENET, BT T REYTHERZ
BERSNET, -1 zmE (@) xamn (0) cx
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7ot 7ovavont ]

[T/ ATL hr—LD%E (Access Control Settings) ] (%) K¥ %27V v LT,
RY—HOREDNL— LTI, T78A ary bu—)L RY —IZHH S H30E
ZATWET,

cF—TNADOED[Ey F AT hOEIYEZ (Toggle Hit Counts) 174 2> (@) %~

Vo7 L, 7—7NVO[by AE Tk (HitCount) |FIZBMNFEITHBELET, [B v
N> b (HitCount) 1L [4 A1 (Name) [HIOHMANZH Y, v—LDEFE » MMk
BHOE v OB EEANERENET, By MUY MERIZ. VIVEXRY %27
Uy s L& XICHESET, Bffma BT 5103, Eﬁ?%:/(o)%7)/
7 LET,

«URL A7 =V OHIBRETCITIEE 22 EDRK TRE DL — VIR E LTSS, 2 b
DNV—)V DI TR T HITIE, BRBAR v 7 ADORIZSH % [See ProblemRules] U > 7 %27 1 »
JLTCT—TNET7 VB LET, DD — L ERHERLIOEIE (F723HIBR)
LT, ELTLZY—eARREns Lo LET,

WRIZ, RY —OREHFEZOWTHHAL E7,

TIAILE T3 DETE

FIE

ATvT1

ATy T2

ATvT3

RTv74

ATy T5

B NSEEDT 7B A L—NMI—BR LA WES, 778X ar ha—IL RIS —DF 7 4L
N7 a ko TAMEINET,

[/R') >— (Policies) | >[7% X3 > tA—)L (AccessControl) | &R L £,
[?7%»%77&ay(mmmmmm]74—»P@@%@%%%7Uy7bi¢o
—HT LT T4 v 7 IEAT LT 7 a s EERIRLET,

(B (Trust) ]: EDOXI BREHHDOA L ART v a U ITOTIC N T 74 v 7 B LE

ﬁ‘o

« [FFAT (Allow) ]: BARY O—DORG LD T 7 4 v 7 ZFFAILET,

s [ZuvZ Block) ]: N7 74 v 7 2EEMET Ry LET, VT 74007 DA AR
7 va s FETERNEY A,

77 varyB R (Allow) | DA, RARY —E IR L ET,

KUY —FF g VORBEIZOWTIE, BARY V—0RE 343—) Z2BRLTLEE
W,

(AT ay) TIFNNT 7 arouaX o S22 RELET,

FTIFNIT I a s il—HTA T T4y 70X T E2F v af— ROTF—H E215A

RN Ea—TIZR#EHEINDLICTHITNE. " T 7407 0uX T EAEMNITANEND
NEFT, X TORE B6-X—) 22T 7EE,
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7otz avka—u |
B oexavro—nKys—ozE

ATvT6 [OK]Z27 Vw7 LET,

TR arvkra—)LRY S—NDEKE

KUY —NOBEEDNL—ILTIERL, 778 RA a3 ba—L R —ICHEASNIREEZTT
WE,

FIE

ATy F1 [R)— (Policies) | >[7¥ XA~ kO—)L (AccessControl) ] Z &R L £,
RTFY T2 [T 7EARY —DF%E (Access Policy Settings) ] (%) Ru %27V v LET,
ATvT3 UFTOREHAZHELET,

« [TLSY—/3—=T A 5 7 17 4 H (TLS Server Identity Discovery) ]: TLS 1.3 TiZ, &

ENEDNS Ry oA 7 Ay e—URKE LIRS T2, GEEEREERICHH T £
A, TLS13 CHBILENTZ N T 7 47T, 77V —2aERIZURL 7 4 VA Y
VT EGEHT DT 7 A= UIZHIET DL, VAT DY — =D U T T XA ME
HENDDLENHY £, ZOFT a2 T5E, YATHIE, 7947k
@D Hello 737> @D IP 7 KL A XU SNI (Server Name Indication) [ZEESWT, A k
DFEAER X ¥ o ¥ 2 |\RITFINTNDIDE I D EHR L E T, RIFESNTWRWEA,
VAT AX, TLS12 7 —7 %l L CGREHELZRS L E3, T0®kiE, ZOiEHEL
AL, 770V —2a Y /URL AT VBN a7 —va VE#ETHIENT
TFET, BB LSRN #EY T 72 AHIEA— WS LTV D 2 L 2RI 5T
WIZ, TOF T2 a (G T 52 2 HRLET, ZORETIE, EHFEO LS ETG
SNET, RIS LINTZEEITRY £, TLS 13 FEHEFELRET HICiE, 2o
TarEAMNIT LT TS TY, T 5 SSLIES LV — VAT 20 EITH Y F
HFh, IEL, ¥ vz 3Nt E T, 77 2 ARBMEICNZ T, X R0RE
B— VLB Z A S E T,

[IDNSFT7 7 4 v 7 ~DLEaT7—3 3 iH (Reputation Enforcement on DNS Traffic) ] :
URL 74 NVEZ VT HTaY L aT—3 g /Lb—L& DNS /Ly 7 7 v FHERICTEH
THIIE, ZOF T arEZANILET, VoI T v THEROZERMEMNAAL 4
(FQDN) 17 2y 7 LTWAAT AR L E 2T —2 3 BN 584, A7 LIEDNS
ISEE 7Ty 7 LET, 2—HF—[XDNS iFRZZ(E LW, o—F — 38k & 5E T
TEFEHA, FEWeb N7 7 4 v ZICURL AT AV BNV E 2T —vary T4 uF Y v
TEBHATHIZIE, 2o varEERLET, SOV TIE, [DNSZERD 7 1L
2T (14~—2) | ZZRLTIEIN,

ATy T4 [OK] %227V v 7 LET,

. TR avkao—)L



| 79€xavrn—n

TO€RX Y

FIE

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FHER AV O—L IL—ILDETE .

fO—JL JL—ILDERE

TIRvAaryha— = LVEHEHLT, Xy FT—F UV —ZA~DT 7 AL E9,
TrEZR aryra—)LRY—D— %, EnS TICEHMEENET, T T4 v 7
SNBNL—L, TRTDO T T 4 v 7 EER—ET K DONL—/LTT,

[/R1) &— (Policies) 1>[7Z X3 > kO—JL (AccessControl) | Z#EIR L £,
RONTNPEFITLET,
B LV — L EERT A, [ ARZ &2 7Y v LET,
cBEAEDN— IV ERET D101, VD [k (edit) 1742 (@) 22000 LE
B

KRB o T b— L EBIBRT 511, —L o KR (delete) 174 =2 (O) 22Uv27 L
i‘ﬂ‘o

JIEFE (Order) ] T, L— A OFEHFEXY R RO L ZITN—LEHAT 05N L ET,

N— RN B L2 b O BIEICEA SN D720, RENZR T 7 4 v 7 —BOkEZ 5
N—=iZ, FC 77 4 v 7S, WARREELZRFOL—L LD b BICES BER S
Di‘g—O

F 740 M T, =T A NORBIBENENET, V=L DIEFEZ#% CEETIEE.
TOF T arERELET,

op

[#A kb (Title) JI2—LDO4RETEZ AN LET,
CDLBIIANR—AEEHDH I EIFTEERA, FRTFLEUTORGRLTEHEATEET  +

—BTBNT T4 TICERATAET v a UEEIRLET,

c[ZHE (Trust) 1: EOXHIBRFEEDA L AT v ar biThTIC T 7 4 v 7 2FTLE
7T

< [7FA] (Allow) ]: RY —TRABIOZOMDA LV AT v a VREDOMG LD NT
T4 I EFAILET,

c[7mwZ Block) 1: N7 74 v 7 &2EEMETR ey LET, NI 7497 DA AN
Jva I TENERA,

WDETOEBEDHALEDEEHEHALT, VT 70 v 7 —HBREELZTEELET,

s [(EfE7e/48 5 (Source/Destination) |: N7 7 4 v 7 BR@ETHIEX =T 40— (£
H—TxAR) (IPT RLAELIZIP T RLADE/KEE MPRGOAME) . 7 FLRI2H
DY ConNtx2 VT4 7 N—74%7 (SGT) . FE T 740 v 7 THEHASINS 1
FavBIOR—h, 74V NI, TXTOY—2 7 RLA, HEENL#E, SGT, 7
g han, BEOKR—MTT, #ME0sELEHE 27 =) 2L TIEIN,

FHERarka—iL .
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[TV —v a3y (Application) |: 7 U —a v, FREFFAT, a2 T
VA7, EVRALEOBEENR LT TV r—a v BEBRTDH T ANVE, T 74 ME
TRCOT IV r— a4, 77V r—va i 294—) 28R LTLEE
A

«[URL] : Web £721XDNS /L' v 7 7 v 7 HERD URL £721Z URL #7 2V, 574/ MZ
T _XTHOURL TY, [TURLKEHE GB1<—) | 2ZHL TS0,

o [—V— (Users) |: TAT T 4T 4 V—A, 2=V —FFa—Y— -7, 7
AT T 4T 4R —F, ==L TIN—TDERN T 7 4 v 7 OREIERTE
LMEINEERLET, ZOREELFEHTHICE, TATT 474 R —5RET
LZRENRDHY EF, 2= 33 X—) 2ZRLTIEEN,

FHEEERTHIZE, FMEAO[HAREZE2 7Yy L, BT LA TV =y NERITEFEE
HBIRL, Ry 7T o7 EAATa Ry 7 AD0OK] %227 ) v 7 LEd, KA TV =27 bR
WET, ZOFT V7 NINFAELRWGE, [FiiA 7Y =7 FOER (Create New Object) ]
7V LET, A7V 2T NERITEREZRY 0 0HIRTHI2E, 204727 b
FR3EZOX]EZ Y v LET,

KETIEA a br—L = LIBT3 5A1F. ROE LV M EBEIZLTLEEN,

1 ODDN— VIO EEEDOFMERETEET, VAR MT 7 4 v Z7IZEAEINDITIE,
N7 4 I REON—NDTXRTCOEMN BT IEILERSD 3, =& 23, FED
RANERITIXRY NU—=FVDURL 7 ANVE Y T EITHIHR—ONL— LV EFERATE X,

L= NVDFMET LT, KRS0 OKEEBINTEE T, FEOEEOWT NI —ET D

NT 74w 23O EMTELET, ExE BRSO T SV r—va £ 23T
TV —ay T4 NRCT I r—a VHlHEEAT AR oL — L 2T £
T, LIzMo T, BH—DOFATIXEEMIZORBEGENH Y £IMN, FiExA4 7 (7-& %z
X, EEsik e T ) r— g U/ IZIX AND BIRY B £,

s —HRORKEETIL, WYIR T A B AEHNCTLHILERH Y 7,

ATFw Tl (FFvay) [FF (Allow) |77 ara2HT5R) O—0BE, BE{bER TR
RS T7 49 7IZONWTEBICA VAR L a VERETXET, KOWTHLDY 7587
Vo7 LET,

« [RARY > — (IntrusionPolicy) 1: 77 4 v 7 TRABIOR=Z 27 A hEHBETS
BA1E. MBARY S— (ntrusion Policy) >[4 (On) | &KL, BARERY o —
ZBRIRLET, MRARI O —0OE B4~—) | 2ZHLTLIZIN,

c[Z77ANVAKRY >— (FilePolicy) ]: vV xT 2B 7 7 ANRT Ry 7T RET 7 A )L
DRTTA YT DA AN armFATTH77ANKI) —2ERLES, 77 A/L
R —DRFE 34—V) 2L TSN,

AFvT8 (IE) L—rouaXLrEBRELET,

T 7 AN NTIEH, V== T D T 7 4 v 7% U TR A X MIER S EE AN,
TrAN R —ERIRLTGAE, 77 ANV AR MNEIT 740 b TEKRESNE T, Z0H)
ERREFCTEEY, v rvakR—RKRTFT—ZXFEHEFARNU b Ea—TIZEENERY) —{T—
KITDHET 740X TEEHNTIMLERHY £, a2 TOHE 36 2—)
LU TSN,

. TR avkao—)L
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ATv79
EIE T/ B L

e

v F T T IRANN—=LOu TRHERICEGRRLS Fay PERET I — T L ICHRES
NTWVDIRANL—ZONTIE, FITRAAL N RBREREINET,

[OK] %227 U7 LET,

T EAN—VOEREITLEEEEME. VT T vy pRERT b2 VT oY — (S
B —Tx2AR) [ IPT RLALLIZIIP 7 FLADE/KEE (MEEAINE) . 7 KL AIZED Y
ToiceEXa VT4 7 —74%27 (SGT) | £E M7 74y CEHENS T v havk
JOR— 2EZLET, T 74V NI, T _TOY—>, 7 R A, #ELE, SGT. 7
g kal, BEXOKR—FTT,

GHEEET LI, ZORBNO[H AL %7 Y v 7 LT, BIOAT V=7 FETITE
FTEBNL, [OK]ZZ7 Vw7 LET, EBIIAT V=7 MBMET, 2047 V=7 NRFF
FELRWEA, [FiA 7Y =2 hOER (Create New Object) (227 Vv 7 LET, A7V =
I NEIZERERY —NOHIBRT DI, TOAT V=27 NERIFEROX] 27V v 7
LET,

ROIEEZLLH LT, =BT 2 MME R LU FETE £7,
EETY -, BEV—V
NI T4y BT oA B =T oA AEERT DX 2V T 4 V= AT V=T b,
1ODREERERT D, MAOEELZERT D, FLEEHODEELER LRV LR
TEET, HELRWAEREL, 3TOA U F—T =2/ AD T 7 4y 7 ICEH S E
‘a—O

U NDA Y H T A AT AL REBEND LT T 4 v ) R RAT AL, Z
DY — % (5855 — 2 (Destination Zones) ] IZiBIIL E7,

VDA Y H =T = AT AL RIS R T T 4 v s ERAT B, 20
V' — % [E{FEY — > (Source Zones) ]IZiBML E7,

s EEI Y — UM LY — SO R L—VZBINT S 5A. BT DH T
T4y I ESNEEE LY D1 OMBREL, Y —r D1 20%Ho>TH
T HRERH D F97,

NT T 4w BT AL R THEFICE SV COL— L EEAT A LER D DG
. ZOREEERFHLET, 223 FANHNEICANI TRTO NG 7 4 v 7 BRA
MEEZZITD LT DEEIL. WENY — 2 % [%E5 Y — 2 (Destination Zones) ] & L
TIEIRL, FELY —VIERBADEFEICLET, RATANAVZ Y U TEAL—IVIZEDDHIC
L. W= DT 7 a vk [FFA (Allow) 11ZL, WV TRARY —%8IRT 505
N0 ET,

FHERarka—iL .



7otz avka—u |

\)

GE) 1 2ODONL—INRy T X2 T4 V=2 —FTy R EXa VT4 V—UZIRES
HBZLITTEERA, IBIZ, Ry T X2 VT4 — U3 ETS— & LTDOH
FRETE, sy —r e LTHRETAZ LI TE A,

BIETRY FI—Y, BBEXRY FT—H

N7 497Dy NI —2 7T RLVAEIIETZ2ERTDH, Xy hI—27 727
NS VAT

«IPT RLAFEIIHBAINIEN LD NT 7 4 v 7 #RET DL, EEXRy hU—
2 (Source Networks) ] ZiE L E 7,

«IP 7 RURETITHBAMIE~D N T 7 4 v 7 ZRET DT, BExry hT—7
(Destination Networks) ] Zi%E L £

o E{E5C (Source) v b U—27 L4555 (Destination) v bV — 7 S:B:DW 5%
=BT BEE . EETIP T RLADLREININOILIP 7 KL RI2EE
ENDNT 74 v OREETHOVLERDD £77,

ZOERMEBINT 558, ROZTHHERLET,

s[> bU—2 (Network) |: #1925 ~7 7 4 v 7 OEFILEITSIHLEIP 7 KL A
BEEFRTHAY NIT—I FT V2l NERFITN—T 2 RIR LT, BB/ KA A
>4 (FQDN) ZfEHLTTY NLRAZEXRT HA 7V =7 MEHTEES, 207
RLZIEXDNS vy 77 » A2 Ko THRI S E T,

o [HIFRA7ESE R (Geolocation) ] : (ZEfEEMIEREZ BN L T, ZDOEEILE2IFSEED

ERKEICESNT N T 7 ¢ v 7 ZHIHCE ET, KEZERT H L, KENDOT
TOEPERSAIVET, V—/LIN CHIBRAIALE 2 BRI 2 DISMT, 1ERk L 7- e
MEA7Y =27 NRIRL T, BaERT 52 b TEET, MEAINLEZEH T
e, FEQETHER SN TV DT RTOEIENRIP Y FLAZMDLER £
DE~DOT 72 A ZfHHIZHIRTE 7,

A

GE) T OHMBIPINET — X 2R L C AT 7 4 v 7 &7 4 VXL
T& B X Hlc, MEfIEFEHT — ¥ —2 (GeoDB) % EHIHIIZ
EHTHIErM<BRID LET,

EETAR—F, BBEAR—FTO RO
N7 4y RSN ha LB EETHR— N AT Vs b, TCP/UDP Tl
THICR—FZ2EDHENTEET, ICMP TlE, a— REF A TH2EDDHLENTE
i—é—o
e haANFELFAR—MNODONT 7 4 v 7 #RAETHITIE, EELA— b (Source
Ports) | Z&XELET, HETLHA— FEHEHATE 2DI1E, TCP/UDP DA T,

. TR avkao—)L
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7Iur—varae I

o 7u haANELIFR—b~DNT T 4 v 7 BERET DL, BEEFR— T r han
(Destination Ports/Protocols) ] Z#&%E L £ ¥, saEA— M2 ERMHEITENT 255
X, BRD T UAR— T bavE AT L5 — MEBENTEET, ICMPE &
OZ DOfthdIE TCP/UDP fEEE 1T, 48R — hCoRFFAT SN £+, EETA— h T
RIS EHA,

FEED TCP/UDP AR — R B34 L, FED TCP/UDP AR — NI D N T 7 4 v 7 %
AT 2T, WMAFRELET, BEILA— b ESER— FOM L ZFKMFITEMNT %
e, B—0O b7 RAR—F Fa bajv TCP, %£721L UDP #F 45K — hDn
ZBMCTEEY, =& x1E, &— hTCP/807 5K — K TCP/8080O~D v 7 4 v 7 %
BRI TEFET,

ZEET SCT VIL—TF, 3Bk SGT JIL—7F

Identity Services Engine (ISE) »H X v ru— Rz, NI 74 v 2780 Y Tonz
SGT T DX VT 4 ZNV—TX% 7 (SGT) IN—TF TV b, TNHDOAT
PV MILISETAT T AT 4 Y —AEERTDIEAICORMEA T ET, LSt
DFH. ZOvT vaidERENE A, 77 B AKIBEHOZOIZ SGT 24 5 ik
DOFHANZOWTIL, Trustsec EX 2 VT 4 INV—F X T wEH L%y NU—2 Tk
ADOFIESE 41 _2—) EZRLTIIZEN,

 REINTN—T TERINIZSCTOWTNNEFFO N T 7 1 v 7 ZBET HITIL,
[i%{57cSGT 7 v—= (Source SGT Groups) ] X E L F 9,

SRS TN =T TERSNT SGT OWTNZR>O b T 7 4 v 7 ZRET DT,

[5695SGTZ /L—"" (Destination SGT Groups) | ##¢/E L £ 77,

« E1FIC SGT 5§ L 585 SGT St D)7 & N — MBI 2854, fEESNT=Z 7D
WT NN ERFOEE L BRIE S, sy 7 ONTHNIEESND N T 7 4 v 7
DHPEEINET,

TIVr—o a3 BE

TI7RAN—AOT T r—y g VHEMETIE, PERTEREINSG TSV r—var, b5
WX, A7, TN, 2T, VR FRIEECRREOBREHIC L TT Y r—2
VEERTAHTIANEDHEINET, T 74N MITRTCOT I r— 3 0 TF,

W= TEBOT TV r—a U EIRETEETH, 77V r—var 742 2R
X, AU —OER EFHEMNEHRIZRY £, &2 VAZREL, BV A EORENE
PENWT 7 r—r a3 _XCEBRLCTey 35, 778X arba—i b— & E
TEEST, 2—FRZDLIRT AV r—arondanzElLLred5L, &y
varnrTuev s EnEd,

7o, YRaE, VAT ABIOWESET — % X—X (VDB) OFEHxw@ U CHEICT U
= a T4 T A EEHRLBIMLET, 200, L— L2 FETEHNETIC. 5 27
TV r—varkET7ay T A= LEHLWT U r—a VICHEBIMICEHTE £,

TV r—=var e T A NE V=V TEHERETHZ L, TNODOREELERT DT 7Y
F=ar I A4NEFT V= FEERTHZE b TEEY, FBRIIFE T T, MR L—

FHERarka—iL .



7otz avka—u |
B r—aas

NEERT %6, A7 V=2 AR L0 ST 50 JHE O v 27 L LERFH 4
ALK 7Y £

TV r—varl 7 4B VA RNEERTLHIZIE, FMEAO[HAZ %227 v 7 L, BlO
HTWCERENDBIOT TV r—2arFid7 7 )V r—yay Z740ME 7027 b
HEIRL TS, Ry T T v TERENDEZATO IRy 7 AT[OK] 227 Vv 7 LET, W
NIOH T TREM 7 V% (Advanced Filte) 1 %227 U v 79250, E2ix7 4 V2RI
RLUCHEEDT 7V r—varz2RBELET, R —0bXZnNaHBRdT b7 7 r— s
V. TANE FREA TV b O] BV v LET, [T 4 F E LTRIE (Save As
Filter) 1V > 27 %227V v 7 LT, T§TICAT V=27 bTRHAWEREEZH LW 7 r— g
YIUNE ATV FELTIRIELE T,

)

GE) @BRLET 7Y —a BN VDB OEFHICE > THIBRESNIZHGAIE. 77 ) r—va 40
12 TDeprecated (BEIE) | BNERINET, TNOLOTF Y r—a X7 4 VI HHEIER
THMLENHY £, TNUBORBETIE, YATLAY 7 N2 TDOT7 v 77— Rn7ay
7 INET,

RO [FEM 7 V2 (Advanced Filter) | EEZEHT 2 &L, L— =T 577V r—v =
CVERRTANEEEETEET, INBIET U= ary T4 NE ATV FTHEA
SNDHHLDOLERTEFETT,

N

GE) 12507 4 VEFIENTOEROEIIORBHRIZH Y £7°, =& xIX. VAZHRN IE (High) |
F721X (OR) [IEEICHEY (VeryHigh) | &720 3, 7 4 VX BOBRIT TGRS (AND) |
ThoHizd, VAZH @ High) | £721% (OR) [FEFIZEVY (Very High) | THY . »
2 (AND) B VxR L OBEMNEN MK (Low) | £721F (OR)  FEFIZMEV (Very Low) |
ERVET, TANEEFIRT DL, TAAT VAR RINDT TV r—va U RERS
N, FJMEEHETHLORETNREREINET, IN6DOT7 4 VEEBFERTH L. ERIZBENT 5
TV r— g VERGICROTIEY L= UBNTAHEBO T fVEZRIRLTNWD 2 &
ARER LT TEET,

VR

TV = a PO 2T 4 R T AR D S BT DA
SINBHFR ( TIEFITIED ] 5 [FEFIZE V] £7T) .

EYRR EDREEME

TV r—a s, BRI, MRS EEE O SUIRN TR SN DR ( T9ER
IRV e TIERICEW £70)

247
TV r—2 g DHAT

[TV — a7 a hajb (Application Protocol) | : HTTP <2 SSH 72 £ D7k A | [
D@EERS TSV r—var Fu han,

. TR avkao—)L
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URL £:#

TET |

[/ T4 T 7 u ka3 (ClientProtocol) ]: Web 7 T UHRLE A A—IL T TAT
FeEDOKRARN ETEELCWAY 7 Ny =T 2KT 7 T4 T b,

«[Web7 7°V /r—3 3 > (WebApplication) |: HTTP b7 7 1 v 7 ONEE ITER S
M7= URL % %9 MPEG b5 4%° Facebook 72 & D Web 7 7 U /r—3 3 o,

#1173 (Categories)

TV = a O b HEREREZ AT 5 RO,
[#%7 (Tags) ]

AT AV, TV =3 BT D BIE R,

Kb SN 7 7 4 v 7 DA, AT HMEL[SSL7' 1 b =1L (SSLProtocol) ] & # 7'+
FENET TV = a g EEALTC, N7 v 7 EENB X O T o H Y T
TET, ZOFTHRRNWT TV r—a iR B lbEn T RWEIFES S T
T4 TCORRHTEET, Fo, VAT AE, BEESNTENT 70 v o (B bSh
oo FREBBILESN TRV R T 7 4 v 7 TiERL) ORTHRIHEIT) ZENTEDT
TV = a I EBEEINTc T 7 4 w7 (decrypted traffic) 1% 7 &H0 Y4 TET,

TIVr—23av YA (T4 AT LATED)

FRROVANOFT v a Db 74N EERIRTHEZOY A NREFHIND 2D, BUE
DT ANZN—HT LT TV r—a Vv EHERTEET, V—MI T 4V Z R 2BI07
HEXIZ, TANEBAMOT F U r—a a2/ R8E LTWD I EEMRT L0
DIVAMEERLES, BEOT SV r—a#BMLESIELTWAIEA, 20U R
MBZEOT ) r—a U EERLET,

7 7R )L—/)L®D URL AL, Web ZR T &4 % URL £ 72132k &2 URL BNET 5
AT AV EERZLET, BT AR BT L2HE1F. FAIELEITey 73257200 % A Fo
R LE27—va Y bIEETEET, 774/ FTIE, 7T URL 2FFa SR ET,

DNS /Wy 77w FERTZANZ ) TEHAGMNTDHE, ATV LV E 2T —2a VORE
E. vy 7Ty TEROFEREM R A A 4 (FQDN) (ZH#H S ET, DNSERT 1 L4
Vo 7WiE, A7 3V v a7 —ra VOREOHEPEASNET, FEIURL 7 4 L4V
YIEERESNET,

URLOAT IV EBIORVEaT—a iy, 778X a2y ha—Lb—LOURLS M %
TR TEET, H2E2E, TR TOFYy TNV A hE2Try 7 LY, [FETE 20
V=XV Ry NT—=F% T YA v Ty s L2 TEET, 2—PREFOHTIT) L
EaF—ya OMBEDETURLAMELLS LT5L, kv arRroy s SRET,

BTN T=ERBIOPVEaT—vary T—HEEATLET, R —DEREERD
fFLESNET, ZOHETIH, YATLNWeb bT 7 ¢ v 7 ZHIF8E 0 ICHEFZICHIE L £
T BRI, BEA T U P2 AT LWURL 2 T2 <, BEFEO URL IS T A LW
FAY LY RTTHICHEFTEND 2D, VAT MIMERITRKGFTOBRAHEH LT, Ekan-
URLZ7 4 NZLET, v uxT AL, Ry bRy b, T4y TRhE, %2

FHERarka—iL .
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T AT DB ERTEEOHDY A MI, TR v —2FH LIV TERNY o —% R
BL7-0 9 25—2% kAloTkax &EHERT2AHEMERH O 5,

URL Y A FEEFTHIZE, FMRO[HAZ %27 ) v 7 L, ROFEOWHTMEHEHL
T, BMOBI T Y E7Z URL BN LET, R —0o 73V ELEFAT V=7 b
HIBRd 212, ket 5 [x]1 227U v 27 LET,

[URL] &0

[+ %27V yZ L, URLAZT7 V=7 bETRIZIN—T%BRLT, [OK] 27V v 7 LE
T, MERAT V7 MBEELRWIEAIL, [URLOFHIER (Create New URL) ] % 7
Vo LET,

FEDOYA N =0y MITDHEIICURLA T V=7 M aRET DN, FEIURLY ¢
N2 Y o TIBET D EMEEERS A ET,

[#7 31 (Categories) | 27

[t1Z227V>yZ7 L, AOHT IV Z8RL T, [OK]Z7 U v 7 LE,

7 3V OFIZ-OVTIL, https:/www.talosintelligence.com/categories % 2/ L T < 72 &
AN

FI7 4 NTIE, V2T — g VICBRARL, BIR LA DT Y NO$To URL
W= AREHSNET, LE 2T —va UCESOTOL— A EHIRT DI, &7 2
VOFRAZZ Y v 7 LT, S (Any) 1F=v 7Ry 7 A% ERMEL, [LE27—
v a2 (Reputation) |AT7A X &MHEALTCLEaT—var LLVERIRLET, LE 2
T—=var ATA XD SN YA e, AT ey 2 ENH A FERLT
WET, LEaT7T—varREOXIHEHINENE, V=TI v a ko TR
nET,

=LK ST Web 778 A% T 0y 7 FIFEHET AT, VE2T—va v
LAV ERIRT 528 T, ZOLVLVEDRALRTRTOLE 27— g U HIERS
N4, =&z [BBEDHAHY A + (Questionablesites) | (L-)12) #7117
FLITERT DN — NV EZRE LS EG, BB TEGL (Untrusted) | (L 1)
A MLEHBMICT ey 7 FRRTERINET,

o =LA Web 77 B AZFHATHEAIE, V2T —T a3y LAULEBBIRT S &
ZOLVEVEATHRNWTRTOLE a7 —varybiERanxd, 28203, [F
FLWH A + (Favorablesites) | (L~L4) ZFA[+ 50— a2%E LEA. 1B
FTED (Trusted) | (Lv5) A S HEBICTFRISNET,

LE2T7 =2 a VRABRURLAZ L E 27— a r—EZED LI, [LEaT—v 3
VAR 7Y A &G DS (Include Sites with Unknown Reputation) | 473 = &R L
F9, WE., HLOYA MIEFHMI SN TWERA, £72, TOMOBEHETY A FOLE =
T aryPNARATHD (W cE 220 BALHY £97,

. TR avkao—)L
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1—F—H#E

a—y—z% |

URL ®AF 3 DOHESR

FFEDOURL DAT AV L LT —va 2R TEEd, [Mi2d D2URL (URL to
Check) 1Ry 27 AIZURLZAI L, [B#) (Go) 127 U7 LET, fiRkERTTDHIC
I, ANEE D Web H A MIBEIL £4, SBICFEEL2RWSEIX, [URLY T 2V OREFEA
%154 % (Submita URL Category Dispute) ] UV 7 %7 U v 7 LTEBMLELIZIN,

TR =IO —FHEL IPEFEO—FE-iFa—F /L —TE2ERLET, 77
TR —la—F—F i da—F— TN —TOREEZED B, TAT T 4T 4 RV
—LBEMITONTET 4V B = R—ERETDHILERDH Y F7,

TATUT 4T 4 RY U—F, FEOEHRICEL C2—V—T AT T 4T 4 ZIUET D)
EIOMEBRELET, TATT AT ADBHELIND E, RARDIP T KL AIZ#H S 7=
2—PF=DEEMT ONET, LR o>T, FEILXIP T FLAR2—F -y B 73
TWAHB NI 74w 7id, ZO2—HF—nbDLDERBRINET, IP /Ny FEKICIZ2—
P TAF T 4 T AEREEENTORVED, ZOPT FLALa—PF—fo~y B
THMEHARE/ R TR BUIELE 2D £,

1 OO — IR0 D2 —PF—F/ X7 =T ZBINTE 5720, @ElL. 7 v—7 %8R
THHPMEZ DA—YF—%BIRTHIVEERTT, L&, ==V 7 I L—7C
Bi% %y NT— 7 ~DT V2 AEFHAR[TAHL— L EER L. FHICEEL—LE LT, 0O
Xy NI =7 ~DMDOTXTOT 7 8 AZHERT HLV—NVEERLTEET, TDO%, LV—I%
FHL o P=TWEAT A0, 2o =T E2 5T 4L M) = RN—p =T )
I N—TVEMT 57200 T,

FDY—=ARNDTRCO2—F—ZHMHAT L7 AT VT 47 4V —A%EIRT L L HTEE
9, L7223 T, BED Active Directory K A A &R — M T H551%, FAA DN T
U —=ANDERT 7B AR ET,

22— —UJ A NEEETHIZE, FEOFIZHD[HRX o E2T7 ) T L, IROWTANDH
ECUERTAT T AT AEBBIRLET, RIS —MOTAT T 4T 4 ZHIBRT 5I120%.
BT H xR Y v LET,

[TAT T 4T 4 Y —A (Identity Sources) | : AD L)L AT —H )L 2—H— F—H X—
AL BRI Y —ANLEEG LT R CO2—F =V — NV EEATHT AT T 4
Ty V—ABBRIRLET, RERLVLVANELEFELRWES., (BT AT T 4T 4
LV ADYERL (Create New Identity Realm) 1% 2 U v 7 L CTIER L £,

« [Z V=7 (Groups) ]: HHD 22—V — N —TZ@IRLET, J—T1F, T2 b
U P ==l N—TRRESINTNDIGEAEOHEHFRETT, F—T % RINT 5 &
N—NIH T I N—T Gt I N—T DT R COA A= ZEAESNET, 77—
RO FETUERT 58580, 37 7 —7RHO@EBOT 7 A Vv—LVEERL, Thi
TR Aa v r—)LRY —NTEHIN—TDO)—D FICREBTA0LERH Y £,

o [—W— (Users) ]: 4 Dx—WF—%ERLFT, =—PF—£121X. Realm\username 73
EDTAT T AT A —ANT LT 4w 7 2L LTI bRET,

Special-Identities-Realm @ FIZILWN < DNDFAFZAI L —F =B 1) F7,

FHERarka—iL .
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o [FBREJIK (Failed Authentication) | : = —H —[IFBREZ KD HIVE L7223, KFFE
RATEENICAE D e — =4/ RAT = ROXT H ASJTEFERATL, RBAEDK
ik, ZNEERTEZ—F—DFy NT—7~DT 7 AP T ONEEAR, Zh
bOa—Y—=DFy NT—7 T 7 BAZHIRT D720ODT 7B A )L—/LZFLRTE
*7,

o[ A (Guest) |: ¥ A b a2—P—iF, ZNHD2—W—Z2FZAKNEESLHIITTA
FUT AT 4 =V DG ﬁi“éi“b“@‘é (ZhrE, RER T —YF—LEETT, A
l\:]“——'j- mqu%;k&b %hi [/7:_71)‘ Hijﬁivﬂﬁl@(lﬁ \—ntuuﬁéﬂé;kz}‘(%i“@‘
AT LT,

 [FBFEAZE (No Authentication Required) | : = — W — OB N FBAEL LI E ST
AT T AT A4 N— I LIz, 22— 3Gz RO o EFATLE,

* [RH] (Unknown) ]:IP7 RLADa2—W— <o L 7272 FiERROFSED &
DEHA, BEF. ZNX, HTTP F 7 7 4 v 7 NZEDT RUANLEER LA TR
WZEEEBRLET,

BAKY & —0FE

TJ7A4ILKR)S—D

T7AT VA=V AT MIUFEEORAR Y > —03 )& L T\ £, Cisco Cisco Talos
Intelligence Group (Talos) (ZX > THRESN DN ONDRARY U —F v A 2|2 k> TikF
ENTVWET, Talos IZE - T, RABIOT Y 7t v — LIREE L BRI ENBLE S
TWET, NT 74y 7% T 57 7 AR —LTIEL, RARY O—%2RIRLT, F7
TA v ICBITLRABLO= I AT 0, NeBAETHZENTEET, BARY —iF, #®
FEINTNT Yy NORBEZ NE —NHESWTHEL, BEEOHL NI 71 v 7 &7 uy s L
o, BELEZY LET,

Snort2 # 54T L CWAEE, T IfE M ATaE/ e ME— @f)y—f&w ERETEEYFA, =
2L, BANLV—ILDOT 73 OEFE (Snort2) THBALTWA XL HIT, FFED/NL—VITHL
TEITTHT 7 a v B2EETHI LIFARETT,

Snort 3 Z#FEITL TWABEIL. ZNHDORY U —DWTNnE BRI 50, MEOREARY
= ERTEET,

BAMEZ AT DI121E, [BARY — (Intrusion Policy) >[4 (On) ] 23R L, &

R = BRLET, ERV U —OFAZERTHIE, Raey T Fo YA RTRY
—DIERTA 2%V w7 LET,

EZHELRNY —DFMIZOWVWTIL, VAT AEZDOR Y NV =I5B LIOMEARYD —%

ZHRLTI7Z3N,

RE

Tr7ANR) =2k, ~Vvu2THhEzER L CEEOHL Y7 buT (w1 y=xT)
ERETHZENTEET, 77 A NHIEEFITIE 77 A NVKR) —%EALT, 7741
W~V 2T REENTVENE I DR, BFEDZA TDTXTHT 7 A )V EHIET
HZEHLTEET,
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<N =TT, %y FU—27 T T 4 w7 TR ENEEERN R~ VY = 7 OMWE & B
L., B—=BN~NT =T 77 A NG & FRIGEOEH 2 BUSG T 572 D12 AMP Cloud 2 H L
£, AMPCloud|Z7 7 EA L, AU =TIV I T v T HFTT 570, BEA L H—T =
A RZFA VH—Fy BADORABRIETT, TN ARKHBET 7 A Ve THE, 774
LD SHA-256 7~ 3 afliz il L T7 7 A L OPEZIZ ST AMP Cloud IZfiW&bEF5,
ARETRPEE A RIS R LE T,

e /L7 =7 (Malware) : AMPCloudiZ 7 7 A VEZ~L =T L THELELE, 77
ANKNONTNDIDT 7 A NNV T 2T THDIGEE. T—hAT 7740 (& z2iE
Zip 77 AN) FvA 2T ELTYy—7 INET,

¢« 7 J—" (Clean) : AMPCloudiZ”7 7 A Va2~ U =T INEGENRNT U — U RRIETH
HENHHLEL, TOFDOTRTCOT7ANANBT YV —0ThUE, 7T—HIA T 77 A4
W7 ) —rThdr~—r ENET,

« KRB (Unknown) : AMPCloudiZE7Z7 7 A VOB EZIRE L CWWERA, ZTOHFDOFTN
TOT 7 ANNARHTHNE, T— AT 77 ANIAHTHDL E~—7 SnET,

« AT (Unavailable) : ¥ A7 LIXAMP CloudiZkf L, Z D7 7 A LOME Z W&
HHIENTEEHATLE, ZOWEICET LA b, DTN LIFET 5 AR
PERH Y £, T THISHIZEETT, O TFIHARA] A~ R v L CRAE
LTWoaEGa, BT RLAOA 2 —Fy NERNPEFICHEEL TWDH Z L 2B LE
7T

FERARER I 7AIL R —
KONTNDLDT 7 AL RY o —EBIRTEX F4,

«[72L (None) ]1E. EEL7T7 7 A NT~IL U =T OiHiz{THT., BHEDTZ 7 A V& T
0y 7 LEHh, 2OFT a3, 77 AVKENMEEINTWD, £T7 740k
EOFREMEMEVY (E7ZITARATRETH D) . &HWET IV r—a VE2FEEL TS,
FIZURL 74 VX U 73 Fy MU — 7 N L T D —bioxt LTERIR L
£7,

[T =T BT _TT v s (Block Malware All) ] : AMP CloudiZ[ElW&bHETxy b
U= @i T 57 7 A M NA T 2 T NEENTNDNE I a2l L, EEERLT
WhH 7y A NETay 7 LET,

[/ T7U RETXCNLy 2T 7 (Cloud Lookup All) ]: AMP CloudiZflW & Tx v b
U — 7 @i T 57 7 A VO ARG L CREk LT ) A CEDBEEEF AT LET,

s (BRALT7AILKRY >—) : Firepower Threat Defense API filepolicies V ¥ — A, X
W DAt @ FileAndMalwarePolicies U > — & (filetypes, filetypecategories, ampcloudconfig,
ampservers, ampcloudconnections 72 &) ZfEH LT, MAD T 7 A VARV & —ZAF T &
F9, RV —%Emk L TEE % BB L7-1%. Firewall Device Manager T7 7 & A |4l /L —
NERET DL EICRY v —2BIRTE X, R —28RT 5L, KU U —DTFIZR
Uy —OBRANRERRENET,
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X, B X T EAENCTHLERHVET, o, BT DN T 74 v IRV AT LAEE=S
H—FT Bl DIFEHTELIFEIEFER Y v adh—RIIKMEND LI TH7201Ich, X
VT EBINITHLENRHY 9,

kDX 2T 4 EBXRa L FI3A4 T VA LOBMRIC > THifiA X 7 LT EE
W ERRT DA FOBENZ, RT3 =~ A B LSS ENRETHLIEAIE. &
MO DICEBERBHEO B X 7 DI EFNIC Liﬁobﬂb\7m774)/7mamf
Xy NT—7 NT 7 4 v 7 OJRERFRVDGLERGEIL, BNOEOn X 72 A TE
E3

A

FE Vbt 2E (DoS) WEBOMICT v v 7 SNz TCP#fHaznXr /45 L, VAT LR
T d = AE L, BEOREEOA R ML > TTF = _X— 2P EA R 72 D AT REMEA
bVET, TR = aX T EAENIT DRI, EON—LBA U E—Fy MDA
VE—=T 2 A AETIE DS WMBEEZITRT VMDA L X —T 2 A ZAERRE L TWVDHNE D
NEETLET,

¢l

wouXo 7 AT g ERETXET,
Oy 7933 nER
WDONTNDDOT 7 a RN TEET,

o (B DO BRAAIF & #& THRFIZ 1 7 2528k %  (Log at Beginning and End of Connection) ] :
Bt DBHAAIE & f& TIRFIZ A N2 b &2 FIT Liﬁ‘ PGS T A 0 MU B IS
YMIGENDLTNTOE®RE . HERTIHR O ZENTEDLTRTOERNPGENT
WHTew \#Tbiokbfmé%774/&fCi_®ﬁ7/a/%@ﬁL&w:k
EBEIOLET, MDA X bOaXr 7E VAT ANT =3 U RTHETD
AR H Y £, EL, ZhET ey 7 ENTWD T 7 4 v ZIZEFRIES LT
HMg—DF T 3 TY,

o [BEiRE THRIC 1 7 %5089 5 (Logat End of Connection) | : #46t D& TR HEi 1
DI AE T T HHEAIT. O Ty a v ARIRLET, ZREHFTENATWS, F
FIMEHEENTWD F T 7 4 w7 ICHER SN E T,

s Bt r ¥ 772 L (No Logging at Connection) | : /L—/LD ¥ 7V & M5HZ 3%
&, ZoFTvaryeaBRLET, TR T 740 FTT,
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G 778X arbr— =L THRHSNZRARY O—NMRAZBEH L TRA

AR NEAKTDHE, VAT AIV—AOa X TEREICERR S RADBAE LT-HE
BOKTEZEEBNIC X 7 LET, RABT oy 7 SN T, Biin 7N
DT 7 vavi[Zay s (Block) . BHIZ[IRAZ 2 v 7 (Intrusion Block) ] T3 23,
BRAA VAR 2 a U EFITT DI, FFAV— LV EZEHT20ERH Y £7,

T7A4IL ARk

BIESINE 7 7ANELZINV T =T AX hOux o 72 G800 ’ﬁ‘é = N D
DOu X7 (LogFiles) | Z&INLET, ZOF T a EFETHITIEL, L—NLTT7
ANRY) =% BRTHLERHY E3, L—IZT7 7 ARV /H%L?Rbfb\éb%
By ZOF T aET I ANV R TENC RS TWET, VAL, ZOFTvarER
HOFFICTHZ L EHERELET,

VAT AR EINTZ T AN EBRETDOE, ROXATDAX bO1 D& BEBINICH

X7 LET,
s T AN ARV B ERIIT ey s ENTET AN (AT =T Ty ANVEE
i) ZRLET,
NI 2T AR N BHENEERII T ey s AN 2T Ty A NVDBE
FLET,

°VFD2&7?4fvw7174NVF:uﬁm@ﬁéﬂk774W?®7wW:
TN LSS ER SN E T,

T ANVIRT By I SNTHEROGG . #in ZICBIT 080T 7 v a sid [7 =
(Block) | CTT, 77 ANVBIONTNVT 2T DA VAR v a rEFETTHITIE, 7R
”*W%ﬁﬁﬁé%gﬁ%Uiﬁo%ﬁ@ﬁﬁﬁJ774w%:&*(ﬁkaMﬂ]
(Z7ANBZATELEINVT 2T RSN | HOIWVE [T =T Tr
(Malware Block) | £721Z[77 A4V 7w 7 (FileBlock) | (77 AR Tay 7 I
=) T,

A N2 FDEER

MR syslog Y— 3—1ZA X2 b DA —EEEFT HITIE, syslog P ——ZEFXRT HY—
N F TVl e LET, RERA T V=7 MR3T TILIE LW A, [Syslog
P —R—OFRIER (Create New Syslog Server) (%27 U v 7 L T/EK L E T (syslog H—
Ne=~Ou X T HTNZT DI, ==V R MO UHEE (Any) [Z&RLET) |

TNA ADA R N AR L—=VEFROENTWNS 72, 7456 syslog Hh—r/N—~A X F &
EETD L, BRYIMARGRIENRRICR Y, A XV MMofre b T 9,

DFENL, HEfiA N FORIZHEH SN ET, RAA XY b % sysloglZiEET 521X
1’x7\T) VDR ETH—N"—ZHELET, SysloglZ7 7 AN/~ =T A F&
EET DI, [T/AM R (Device) | > [V RTLRE (System Settings) | >[AF¥F I K
7 (Logging Settings) | TH—"—ZF&ELET,
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DTORE Y7 Tk, 77 E8ZFHERY > —DF=F —HEIZONTHHA L E7,

5fvi/JJ:—'

FTOT U RAGEREHIRROE=2") 2

[E=

% 7 (Monitoring) |4 > ¥ aR— ROKEOT—XE, 77A 3 ha—/LRY

—ICEEEELTVWET, ("7 4 v Z7DF=X Y o TBIRVAT AR v 2R— K]
EBRBLTLLEE N,

[E=%#YY Y (Monitoring) 1>[792 X E L USIIL—IL (AccessAnd Sl Rules) ] iZid#x

by hLETZEBA — L EBET AMEHERNFRINE T,

o B EHEHIZ. Ry FTU— 27 BEE (Network Overview) ], [i%{5%C (Destinations) ]

BILO[V—r (Zones) | ¥ vy =aR— RTHERTEET,

«URL 7 4 V2V 7 OFEFIZ[URLAT T (URL Categories) ] ¥ X O [#(E %

(Destinations) |4 v ¥ =R — R CHERTZ£9, [URLAT3') (URL Categories) | % v~
VaR— RICERERTTHICE, < LB I DO URL 74 A E Y U 7R =R
2T,

TN = ary T4 NE ) T ORERIL [T r—3 a2 (Applications) ]3I

[Web7 7'U /r—< a3 > (Web Applications) ] oy ah— RCHEZBRTEET,

-[:L»—‘lj‘ (Users) ]&//:L-\]— KTk, 22— —_"—Z2ADOFHEREMRTEET,

2—PIHFRENET DI, TAToT A7 4 R o—%HETIZVLERLY £,

o [KEBEFE (Attackers) [ B IO [F—4 » & (Targets) ]57\‘/‘/:1“\ KT, BARY > —

DOFEHTEREHRTEET, TNOHDOF v 2R — RTHREZERT DI, Pty
1 oDOT7 7% a2 ha—L jL—/L|Z &ATJ/~ %%Téz%W&DiTo

T7ANKRI—BIW~NL T T 74X ) o THEFERIZ. [Z7 A7 (File
Logs) | BLON [T =7 (Malware) | ¥ v ¥ 2h— RTHRTEET, 20X v
A= RIZEREFERT DL, 77ANRY =% 1L EOT 7 & AL — A2 H
THMLENDY 7,

[=E 41) >4 (Monitoring) 1>[4 X2k (Events) JIZi%, 77&®A 2> he—)L jb—
WCEET 8 e T — X DA X FbRRENET,

IL—ILEYy b A2 FORE

w7 7B ARIHL—LDE v NI T heFRTHIENTEET, by MUY NI 5

BN— T HHEERLET, ZOBEREFERALC, T 7T 4 TR —NET Y

F 4 T OESNBERV L — L AR E X F9,
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74 £ AHIZEET 5 Syslog * v t—UnE=42U>5 [

B, 7273 arFREVAT AT v 77— R o TU AT A EFHEE LK OR
B, F3bANL—ALFERIZTRTOL—LDOE Yy NI "2 Uy LTINS DT
rEhET,

*7-. 73 ACLI Tshowrulehits 2~ F&2#EH L CLr—rbe vy oy MEREFERT
HZEbTEET,

ATy F1 [R1)— (Policies) |>[7#¥tAXa> kO—JL (AccessControl) ] Z 3R L 9,
AFvF2 [By b ATy hOYI L (Toggle Hit Counts) 174 =y (@) 2 Uv s LT,

[BEv bB DTy b (HitCount) 150X [£4FT (Name) [FIOLAMICHY . L—LDAEFE v MK
EEFOE y FORFERZANERRINET, by MUy MERIZ, IV EZRE %22
Uy LizEEITBEGEENET,

by AT FNOFEREFEHAL T, RETHOZENTEET,
e RNZOEMIZIE, By MUY MRRBICEFT SN EXOFRNPFRRINE T, &
DRFEFET A, BHT A2y (D) 22V v s LET,
EEDNL—NLDE v N BT NOFMFERERIZIE, T VDY N AUy FEE
7V w7 LT[y b b HitCount) | ¥A 70V Ry A%xfEEd, By b

AUy MEBRIZIE, By FORRE V— B LTe R ORERe D B AT LA E £
F£9, WU FEErIZY Y FTLOIKE [y b (Reset) 1227V v 7 LET,

—EIZTRTOL—LDe vy b b2ty bTBEEIE. T8 A~ SSH & v
TarxBE, cdearrulehitsz~r FEEITLET,

cFEE[Ew h ATy hOWIYE 2 (Toggle Hit Counts) 174 2> (@) %2 v vz L,
T—7/b By BT~ (Hit Count) | FIZHIBRL £7°,

7O EREEIZEET S Syslog A v E—SDEZAR Y DY

AR MIARY N 2—T THRT L0 TR, 778 AH#HAL—L, BFARY —,
Tr7ANM=NAT 2T R — BLOEX2 VT4 ATV V2 AR U—52RELTA
Ry b % Syslog P—N—ITXETHZENTEET, AR FTIE, RORAyE—TID BME
Hanxd,

* 430001 : R AA XU R,

* 430002 : RO PHARRFIZ 7 712508k S LD B A N |,
DR TR 7 7 IZFRek S D BEREA <X b,
* 430004 : 7 7 A I)LA X2 |,

rI&

* 430003 :
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+ 430005 : ¥V =T ANV B,

CLITO7Y+tERXarvkrA—I)LHRYS—DE=RYY

CLLzty Y — V&AL Dy, F721ET A ZADCLIICu /A LT, (kOa<wr REFEHAL, 7
JEA aryha—)L R —ERFHERICET 25EMEREZIG T b TEET,

« show access-control-config 1% 7 7 & A/ — /W B BB R L L—L T D v b
BrEFRLET,

« show access-list (37 7 & Al — L BAKR S =T 7 AHI#H Y A b (ACL) % #E/R
LET, ACLIZHI 7 4 V2 A4t L, TE DRV MERRELZEBRL LD &350,
Koy 7 EN585EaHETD (BLO, ZOEOICARLEILY Y —A&2HEETS) LB
EH 0 FHEALZOEFERICIT, by MEREENTT,

« show rule hits i%. show access-control-config 35 & O show accesslist TERINLHHI TV b
L0 bEMR, eIty MU MERRLES, By MU 2Ry M TS
(21X, clear rulehits 2~ > R&EMALE7,

« show snort statistics IZ =L/ A  ART X TH D Snort A VAT Vg VBT
HEREFRLET, Snortid, 77V —ary T4 NZ Y URL 7 4LE Y
T, BANOCORH#E, 77 ANVBLOY~V T =T 74 NZ ) T EFEELET,

« show conn | ZERIEA v —T 2 A A2 U TN SN TV D EEEICHET AR AFR R LE

‘j‘o

e showtraffic 1% A > Z—7 = A A& N L2 b T 7 4 v 7 7 a—|ZBT DG # &2 FoR
Li‘g‘@

« show ipv6 traffic |X7 /31 AZ N L7 1Pv6 b T 7 v 7 7 a—IZBT D fatEREZFR L
7

7 7 A HEH DB

=R —ADEFEZX, T 7 BAHENL— DN OO EEFNE ENTVET, ROFIE
ZHRLTLEEN,

Xy NI—=U NI T4 w7 EHND TG, ZORITIE, BB L — P iERE
WS D72 DA REZ T RSN THNET,

BT 0y T HTE, ZOBITIE, RARY =2l 5 HIENIRENTOET,

N =T Ty T 5Tk, ZOBITIE, TrANRY —riEHT 2 ER RS
Tl/\ij—o

TR THE TN a—ARY— (URL 7 4 V&V 7)) OFEEE, ZoOFTiL, URL
T4 NE ) T HEFTTDHENRINTNET,
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TRy FEBIT DG, ZOBITIE, T T 4 v T u—a i 5l Ol e T
JHAN=NEZH, LW TRy bRy MU =7 2RISHRET 2 HIEI RS T
\i‘g—(}

Ry NI —=T EDRNT T 4 T Ry Z T B IE

Iz, FOMoFERLET,

Trustsec X)) T4 JIL—T R T #FERLI=RAY FTI—U T7HEX
D FI A %

Cisco TrustSec % T —27 T KT 7 4 v 7 %4353 % 72T Cisco Identity Services Engine (ISE)
EEALTCEX2 VT 4 ZV—7 227 (SGT) ZERL THEMTL25E61T. —E8HHEL LT
SGT 2T 27 7 B AfHNL— NV EERRTE £9, ZHICLD, BEEIPT FLATERL,
X2 UT 4 TN—T A N—=2y FIZESNWTCT 7R ET 0y 7 $3HRTHZ &0
TEET,

txalYF4 HIL—TF 445 (SGT) 2DV T

Cisco Identity Services Engine (ISE) TlE, ¥X¥ =V TF 4 JA—T7 %7 (SGT) ZERL. &%
TWHRARNEREIFRY NI—=IDIP T RLRAZE VY THZ N TEET, /o, 2—H—
T MISGT #FV YT, SGTHR2—HF—D T 7 4 v 7IZEV Y TENDLIITTH
ZEBLTEET, XY FT—THDOAL v FBIOL—FREDO LI ICHES N TWDHHEHE,

IIHDZ 71X, ISE, Cisco TrustSec 7 7 7 RIZL - THlIEI SN ARy hT—ZIZABD L X
N7y MZHEID Y THNRET,

Firewall Device Manager CISE 7 A 7 7 4 7 4 Y — A %% ET 5 &, Firepower Threat Defense
VAT MFHBMICISENLSGTOY A baX v rn—RLET, 20k, 77 Al —
WCRTT 47 D—8EME LTSGT 2 TE £,

7= & 20X, [~ —3 — (ProductionUsers) | ¥ 7 Z#{Epk L, 192.168.7.0/24 % v N U — 7 %
FCEEMNT L R TEET, ZhiE, 2= == FRA b (T 7 by 7| WiFi
74T R, BEOREROT ANA R) ICZ2DOFXy N —27 ZEHAT 255128 L TWET,

TR — N—RIZ O 7 EER L, BEET LY —AN"—F 3 TRy hOIPT FL A%
ZORTIZEDYTHI ENTEET, KRIT, Firepower Threat Defense Tld, # 71235\ T
=Y =Ry NI DEEBEBY— =T 7R EHF LT T ey 7 T5 LRTE
F9, ISETH ZIWZEHEMITONTWARA MEIZRYy NTU—F T RV AZ%TERTHE
4. Firepower Threat Defense 7 /XA AIZEFR SN TWD T 7 AR — V&2 EF T 5 45T
HYFEREA,

Firepower Threat Defense |, 7 7 & A{fiN—LD T 7 ¢ v 7 —FHHEL LT SGT & 74
L&, WOBRIEM ZHEH L ET,

1. X7y FNTEZESINTWAIEEITT SGT 7 (IFET H54E) o SGT # 703347 MZ
GENDILOICTDITNE, Ry FT—THNDODARL v F L N—ENENLEBMNT D LI
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2. ISEtvyvarys4LZ MInbAFuro—REnda—HF—toyailEnYycohn
72 SGT, ZDOMD SGTMAETIE, By a T4 L7 bIFEREZY v AL TEH5F T3
VEANCTIHMLENS Y ETH, ZOF T a VIEROIWCISET AT T AT 4 Y — A
PERT D L XICT 740 P TH IR > TWET, SGTIE., HE T E-I13smke s BET
HZEMTEET, MATEDY EHAN, BEIXISETAT VT 47 4 —A% AD L
NEAEEBIHH L TNy Y TREETA T T 4T 4 =V EFHEL, =2—H ID FH %
INELFT,

3. SXPZEALTH Y yu— RENZSGT-to-IP 7 KL A =y 7, IP T KL A2 SGT
DOFHENIZH DA, VT 74 v ZIESGT 2T 27 7 Al —1 & —F L F7,
SGT IZ. HETERITFELBET AN TEET,

ISElE, ¥F¥=2VTF 4 /N —F%Hi7m hal (SXP) #FH LT, SGTvy v 75—
AR—=RA% Ty NT—T T NA R BRE L ET, ISEV—"—%HEH3 % &L 9 I Firepower
Threat Defense 7 /34 A &R ET DAL, ISENLSXP hE v 7 %2 v AT H 4T T a
VEAATTDHMNENSHY £, FD7=H, Firepower Threat Defense 7 /XA A, ISE 7>

6?%1U?47”%7ﬁﬁkvyﬁyﬁmowfﬁﬁigb\BEﬁﬁ%éﬂt?%;

VF g ON—T27bL<wy 7N T 57N E3ZT]Y £3, 2l .7
NAAETEX2 VT 4 TN—T2 T DY A SBEFHOIREICHEREEIN D729, Flrepower
Threat Defense |, ISE CTEFRINT-ARY U —Z2RMOICHEH T 5 Lk o170 £,

tXal)Ta JIL—T 25 (SGT) IZEDIL 7V £ RKIHDEE

YX2 VT4 F—TF X (SGT) & —EHUEL L THHT 7 7 & AHIE/L— V2R ET
BITIE. BUNTISE B — " — 5 SGT v v BV 75245 L5105 A A5 RET HHNE
NH FI,

WOFENETIE, SXP TABHENTWA SGTMNHIP T RLA~D~ v B 7258, ISE TFE
BINTWELETRTOS B T2 RET L VWO RHEICESW -2 Y —x2 v FoTFatk
ZWZHOWTHBHLET, £720%. TRoFELIFITTEET,
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SXP~ v B T HAMTHEIIICISEZRET HMLELH Y EHA, ZOHHRITEFCE
SEAE DM T O—BEMFIHEHTE ET,

1R BHEIIZ

ZZ T, Xy hU—21Z Cisco TrustSec 73§ TICFRE SN TWT, AU —@#HRA -~ &
L T Firepower Threat Defense 7 /N1 A& BMT 57200 ThH Z L ZRife & LTWET, Cisco
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TrustSec Z BB L T e WGEIE, ISEORMAL, Xy hT—J2RELThE, ZOFIA
IZERY F£9°, Cisco TrustSec DI, 2D F¥ = A FOFPAANTT,

SGTRERSINTWVWAIZ L, ISEMNSXP FE v 7270 v adHEICELLRESINT
WHZ L, BEOWMERBHH~ Y BV IRRESN TN Z & 2R LET,

ISE COEF2UT 4 7 N—TFLSXPXT U v 7O (44 2—2) 2L TS
Uy,

SXP hE w7 & U v A9 2% K 9T Identity Services Engine 47V =7 h&HH L £,

BEZfEHL T, =2—%—t>vaSGTvy 7, SXPEZN LIZAFXT 17 SGT nH

IP7 RLAND v BT FIFCOMGE2RGTEEY, 7740 b T, ISETA T

TAT A= AEBRETHE, a—VP—kvia sy~ 7OrNESESNET, ISEND

SXP " w7 %Y v AT HITIX, AT a BT HLERHY 7,

a) [A#7Px¥ b+ (Objects) 1>[7AToT4T4Y—A (IdentitySources) | Z &R L £,

b) ISEA7 V= MafmELET, FLEREL TWRWEEIEL, [+]>[Identity ServicesEngine]
%27V v 7 L. Identity Services Engine D% EZ ML T 72 &0,

¢) [V7 A2 FA 7%t (Subscribe To) 1 C. [SXPhE > (SXP Topic) ] Z&#INL E7,
Ry VITRBREEHEA L TWEGEEIEa—W—L SGT O~ v ¥ FRLERGA X,
[EvvarT 4L 27 FUDRE Y7 (Session Directory Topic) ] 3EEREINTWAHZ &
MR LTI,

Subscribe to

Session Directory Topic SKP Topic

d) [OK]%27VUvZ LET,
EEEERAL, VAT LANISENL X T~y B 72Xy rna— RKT50HF5ET,

ISETAT YT AT A Y —AERELTERLZEMT DL E, ISEV—_"—nbtX=2UT 47
N—7%27 (SGT) HEHIAESESNET, Frvro— KL, 2E2RETIETIrTbnEw
/Uo

T 7 ZAHE— MBS SGT I NV —T 37 V=7 N EER LET,

ISE 0 DLEG LERE T 7 B AHIEL— LV CHEBEHHAT I Z LiIdTEEtA, fbVic, ¥
vom— R U7 SGT IH# A ST 5 SGT Vv — 7% E T A LERH Y £3. SGT 7 —7
ITEHO SGT 2 TExEd, TOH, NEILUT, BET I X FDaL s va il
DNTRY v—%@HATEET,

F TV NOEERNFIT., VBT DT 7 B RHIEHAL— I > TRV 4, kROT et R
R LT, NERTRTOF TV 7 FEER LTS,

a) [#7PxH bk (Objects) 1>[SGTHIL—T (SGT Groups) | #E4R L £,
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b) [H1&27 U v7 L“C%ﬁbb\n“f*‘):ﬁ NS 20, BEHfFOA 7Y =7 FERELET,

) HLWAT V=2 FORE, Al AL, EETHHZALLET,

d) [#7 (Tags) ]T. [+ ]75:7 ) VI L, IN=TIZEGDLMENDLTNTOX T 2R L
£

Mame

prod-users

Description

Tags
G Production_Users

e) [OK]%27 VU wvZ7 LET,
AT TS SGT I/ N—T 4TV =7 NeHT 257 7 AfEL— 1V EER L £9,

ez, UToL—c kb, EBEH—F—D0 o EBRH——~D T 7 ¢ v 7 BFFA]

ézhifr =L SGT IZFERITHAF L E ¥, RIEILMSEEA v — T = A ARE DD H:HE
WX THIRZZITDZ L EHY FHA, TOH, V= MISEIERA L H—T oA A

S5ORT 7 4y 7 ICEMICEH S, ISETEX 2 VT 4 FV—T DAL N~y T HEET

HEFITHMAINET, /Ny MIEEIL SGT NWIARMIZE EN TV ARWEAE, 27y b

DIPT R 2%, a—HF—tva VMERELILSXP A~y B 7B B S5, SGT

MHIPT RUASNDw y B 7 L4 5 2 LIk - T, EERAEDORENThIVET,

a) [R1) I — (Policies) 1>[7 7 Al (AccessControl) | iR L £ 7,

b) [H1%27 YU v 7 LTHLWL—LEERT D0, BEEOL— LV ERELET,

) N—NLEANNL, 77 aré LT[H (Allow) ] ZEIRL £,

d) [%fE7/56%E (Source/Destination) ] % 7 C, [#{EJT (Source) 1>[SGTHIL—T (SGT
Groups) |D[H &7V v L, EBEB=2—F—MIUMERL LA TV =7 FERIRL £,

e) [B{57t/56%¢ (Source/Destination) ] % 7 C, [5E5E (Degtination) ]>[SGT4 IL—T (SGT
Groups) |D[H &2V v o L, EBEY— S—HIZERK LA 7V =7 FERIRLET,

f) WE T“L“Cﬂﬁ@ﬂ‘7 varvERELET, LR, eX T ERAMCLT, BARY
—HEAT A ENTEET,

g) [OK]%2YUvr LET,

ATV T6 REXREELET,

ISETODEXF1YTATIL—FESXP/RTY v U5 DER

Cisco Identity Services Engine (ISE) T, TrustSec RY > —&tEFx a2 V7 4 F—7% 7 (SGT)
AR T DT OICETELE L T OREN LD Y £, TrustSec D FELIEDFEIZ DOV TIL,
ISEO~Y==a2T7 VaZRLTIIEIN,

. TR avkao—)L
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FIE

ATy T

ISETOtF1UTFcIL—TEsXATU v 0l [

WD TFNETIX, Firepower Threat Defense 7 /NA ANAX T 4 v 7 SGTINHIPT RLA~ND~ v
Er 7 &Fy L — L TEHTED LT HDICISETRET DMERHDH AT RED
NATA MR LET, ZHUE. 77 AL — L TORE T L 5% SGT DIRAITHH T
TET, FMICOVTIE, ISED~=a2T7 LV EBRLTIEE,

ZOFMEDOKIL, ISE24IZFESNTWET, T D DOMEEICT 72T 57 DIEHMERFIEIL
B ) ) = A TCERINDAREMERH Y £908, e & EIRIFE U T4, ISE2.4 LUK, HFiz
2.6 UIBENHESE S E 28, ISE22 Xy F 1 LIETH ZOREITEMEL £,

1R BHHIIZ

SGTNHIPT RLANDART 4w/~ BT H# AL, 2—%—t v a b e SGT
~D~ B 7 & EHS LT Firepower Threat Defense 7 /3NA ANMEN L EZZETEXH L1275
(213, ISEPlus 7 A & ZANUEETT,

[P—0t>2%— (Work Centers) ]>[TrustSec] >[5%%E (Settings) ]>[SXPi%E (SXP Settings) ]
ZER L, [PxGrid CSXP/3A T 4 > 7 %/ABd (Publish SXP Bindings on PxGrid) 147+ a >
EIRL 7,

ZOF T a ALY, ISEIESXPEMEALTSGTv vy B 7 &% fELET, VA RMDSXP
MYy 7 £ T "R T 5" I2IL, Firewall Threat Defense 7 /31 A L CZ DA TV g %
BIRTHMENH Y £, ZDOFF 3 3 1%, Firewall Threat Defense 7 /31 A A3 SGT-to-1P
T RULAS B TERERIGT H-DICRIRT 20 ERH Y 9, HIZ, N7y NNTESR
EN/ZSGT # 7, Flida—V—t v a AZE0 Y THNT- SGT 2T 2 DLDEA
X, ZORT v T IINEH Y £ A,

FHERarka—iL .
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‘il Identity Servicas Engine Home ¢+ ConlextVisibdity  +Operations  » Polky  » Administraion

¥ Mobwork Access  » GuestAccess  =TrustSec | » BYOD  » Profier  » Posture  » Device Administration  » PassivelD

» Diverview » Components v TrustSec Folicy  Policy Seis *» SXF  » Troubleshoof Reporis = Seitings
—

L ]
General TrusiSec Seiiings SXP smlng‘
TrustSec Matrix Settings
Work Process Settings I @ FPublish SXP bindings on F“!Gncp Add radius mappings into SXP (P 5GT mapping table
SN Sed
= Global Password
AL Settings
Global Passwond  sserssss
This giobal passward will be ovesriden by the device specific password
Timers

Minimum Acceplable Hold 120

Tim®  seconds (1-65534, 0 ta disab &)

Reconciiation Timer 120
Seconds (0-64000)
Mirimum Hold Time 90

Seconds | 3-85534, 0 to disable)

Maximum Hold Time 180

Seconds (4-83534)

Retry Opsn Timer 120

Seconds (0-54000)

Set Dotaut | {000

ATw T2 [T—9 22— (Work Centers) ]>[TrustSec] > [SXP]>[SXPT /34 X (SXP Devices) | &%
WU, 734 2&8BMMLET,

ZHUTEBEDOT A A THDHMEILH Y £/ AN, Firepower Threat Defense 7 /34 A D4 B 1P
T RLVAEZMHATHZ b TEET, ZOT—7 T, ISE 235§ SGT-to-IP 7 KL A~ v
YT HmNRTY o aTHEDDT NA AN1OLL ERETE, B2, Ty NNTERIN
72SGT # 7, Flida—H—t v a CHD ETHNL SCGT #HT 2 0AHOHAIE, 2
DAT v I H Y £H A,

= - = -
‘S Identity Services Engine Home b Cortext Visibiity Operstions  » Polcy b Administraion

b Metwork Access i Guest Astess - TrusiSec » BYOD ¥ Profiler b Posture b Device Adrmingiraion b PassvelD

b Owverview ¢ Components b TrusiSec Pobcy  Policy Sets = SXP » Troubleshoot Reports b Seitings
e

P SXP Devices
SEP Darviols
All SXP Mappings
O Refasn o Acy & Trasnw Z Edt Assign SXP Dompn
Name IP Address  Stalus Peer Role  Pass Meget... SX... Connecled To Duration([d.. SXP Domain
FOM 192188020 OFF BOTH NONE 4 SE 24.01:15:08 detault

ATw T3 [T—Y 22— (Work Centers) | >[TrustSec] >[a vR—=FR > k (Components) ] >[EFa
)T 47— (Security Groups) | DIEIZEIR L, EX =2 VT 4 ZV—T X TREFRINT
WL EERMERLET, MBS TH LWE 7 E2ERLET,

. 7R arkrka—)L
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ISECOtFa T IL—TE STy somn [

Identity Services Engine

Home ¥ Contest Visibility b Operations b Paolicy ¢ Administration = Work Centers
b Metwork Access b Guest Access |+ TrusiSec ¢ BYOD b Profiler b Posture b Device Administration b Pazzivell

b Overview  ~Components b TrustSec Policy  Policy Sets b SEP b Troubleshoot Reports b Seftings
P AT

o
Security Groups Securlty 'GI"DUPS
For Pelicy Export go to Administration > System > Backup & Restore > Policy Export Page
P SGT Static Mapping
Security Group ACLs
Metwork Devices Edit & Acdd X import 2 Export~ I Trash ~ © Push © ‘erify Deploy
Trustsec A%4 Servers B L
Icon Mame l& SGT (Dec / Hex)  Description

@E Point_of Sale_Systems 100004, Point of Sale Security Group

@ Production_Servers 11,0008 Production Servers Security Group

@) Production_Users THO00T Production User Security Group

@ Quarantined_Systemns 2E5/00FF Quarantine Security Group

ATy T4 [T—9 23— (Work Centers) ]>[TrustSec] >[3 >R—=R > b (Components) ]>[IPSGT
AAT4vIIVvETY (IPSGT StaticMapping) | Z#IR L, mAREFXY FT—ZIPT K
VR2A%EXa2 VT4 IN—T 27~y BT LET,

Hiz, X7y "NTEEINZSGT ¥ 7, £iia—Y—k vy a U ZEH Y 4 THR7- SGT
PHEHTAOLDOEEIE, ZOAT Y FIIMNEHY FH AL

|dentity Services Engine

Home ¢ Context Visibility ¢ Operafions ¢ Paolicy ¥ Administration = 'Nork Centers
b MNetwork Access ¥ Guest Apcess | = TrustSec » BYOD ¢ Profiler ¢ Fosture b Device Administration } PassivelD

¥ Owerview = Components b TrustSec Policy  Policy Sets b SXP b Troubleshoot Reports b Setlings
-

IP SGT static mapping

Security Groups

0 Selzcted
P SGT Static Mapping
Security Group ACLs = Refrash = Add i Trazh~ Ed Move to mapping group=  Manage groups  Impart
Metwork Devicas . -
|IP address/Host  SGT Mapping group  Deploy via Deploy to
Trustzac A4A Servers
182.188.1.0/24 AppServer {16/0010) default (Mo Devices)
182.168.1.101 AppServer {16/0010) default (Mo Devices)
182.188.2 102 DataCenter (17/0011) default (Mo Devices]
182.168.7.0/24 Production_Users (7/0007) default (Mo Devices]
182.188.8.0/24 Production_Servers (11/0008) default Mo Dewvices]
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