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YW CEFI—Y Y MRE) ZERT 2HICEBMI—RTI Yy 7IhTEE L,

eStreamer eNcore |d, Firepower Management Center /\—3/3 Y 6.0 IEEBEDHZTILFTZ v b
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IZ. SEITFBEATIRY M EHATEET, eNcore lE. Python TRT—F 7L DERBKTILF
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eStreamer eNcore [CEET XD 3 DD\ IT—IhHDET,

e eNcore CLI
e eNcore Add-on for Splunk

e eNcore Dashboard for Splunk
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eNcore CLI [£. BIIREHEZ Y R— M T DI AXRTD Linux T4 AMNYE2—2 3 Y TEEL 9, Windows
ETHERITTEIITH. EFREICIEIFIELTVWEEA.

eNcore DA VA M=)V ERBDT TV M T7A—AlICIE. EIZRD 2 DDFHREHENHD XT .
e Python 2.7 £7z|& Python 3.6 LARE

e pyOpenSSL

eNcore @ CLI /\— 3 3 >/ |Z. Python 2.7 £7=13 Python 3.6 L& TEITTZF 9, F/=. Firepower
Management Center O PKCS12 7 7 1 ILZ R EIFT B FERELMNETY., 77 A4 MDAETIE.
pyOpenSSL Z 4 ~ A R —J)L L. eNcore [C& > TEHEIHICREBLE T,

(GE) encoresh RV U T KICED., TSI XRTODIEEIEREIND . TSICHEERZIRDZ L
HTEXITH, A VAM=ILODRIICChSDIEEZIBELTHELL I E2BE8HLET,

Python 2.7 K"EHEIT BN ES L 2RI HICIE. ROOYY R ZFERALET,
which python
Python 2.7 B"EET BIZMET AR T BICIF, ROOIYY RZFERALET,

whereis python

Python i'1 Y X k—ILENTULBIHFE. whichpython AYX Y RIFA VY AM=ILT4 LI MNVDI\ %
KUET, fcEZE, O ROHAD Jusr/bin/python DIFE (X, Python 4 Y A M—)LEHhTL
F9. 1VAR=ILENTULS Python V2.7 MESHZEHERT BICIE. 1 VAM=ILTaL IV
D#F (LFEDBITIE Just/bin T4 LI KMY) OARABZYZAMLET, IcEXE ROLSBITV Y
MY ZAMCRTREINTWBELET,

Irwxrwxrwx 1 root root 9 Dec 9 2015 python -> python2.7*

DIV KhYIE, python A python2.7 74 LY MUICY VI EINTED. T ZIC Pythonv2.7 HiA
VAR=ILZENTWBZEZRLTWVWET, 51 DDV Y K whereis python Z{ERL T,
python2.7 74 LY NUDFEETINEINERRT DI EHLTEXT.

GE) Splunk ZEITUTWABTFNA RICCLUN=YavEA VYA M—ILT BIEEF. Splunk (3B
D/IN— 3 D Python H*'$H % Z & ITERL T £E W, Splunk Python (3. BEDT 1 R
DE2—YavERERZAETIAVNSMILEhTWEYT, EAFHICIE. PyUnicodeUCS2 T
BEINTWVWEY, encoresh RV Y TR IChERHUTESEEZRRLET., CORBENE
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HUEEEER. FILWA—Y%EER L. ZFDI1— T eStreamer-eNcore ZE{TT 2NEHLH D
T3, KDODICSplunk PRAVERITT B EZRFATIENHDET,

pyOpenSSL ZfERR T 5 ICIE. XOOAVY Y RZFEHLEXY,
pip list | grep -i pyOpenSSL

Ko DI python3 K=Y a v &FAT S &, PyUnicodeUCS4 ([CRET 21BMS [T T 2 BN TR L
BDEF. python3 75V FICT I/ ERXTBICE. ROIAYY KERTLET,

git checkout python3

Python % CentOS ICA Y A M—J)LT BICIE, XROAYY RZ=FERALET,

sudo yum install python

pyOpenSSL (& Python 2.7 DA VAR —=ILD—ZBELTA VA R=ILENTWBRIGELHDEFIT . A1V R
R=ILENhTWBEHNIESHERRTZICE. XDIOATXY REFRALEY,

pip list | grep -i pyOpenSSL

pip A Y AR =ILENTVRBWNERIE, ROIYY RTCent0S ICA YA M—ILTEXT,
sudo python get-pip.py

RDOIATY KT pyOpensSsL =4 VA M—=)LUZE T,

sudo yum install python-pip python-devel openssl-devel gcc
sudo pip install pyOpenSSL

python3 75 v FZ2EAL TV SHHFIF. ROIVY RZRITLET,
sudo pip3 install pyOpenSSL

hSDNYT—IDA4 YA M=)LICEL THEDLHZIHEIE. EPELURI MY DFERNEADNEICK
52EDHDET, EPELUYRI NI ZA VAN =)LLTEMICTSFIEIX. 17—y b TORSE
nTtwxd,
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EPEL [CE§9 D RedHat DA A K :

https://access.redhat.com/solutions/3358
https://www.redhat.com/en/blog/whats-epel-and-how-do-i-use-it

3.1.4 Azure T® eNcore CLI DZE

1 Ubuntu18.04LTS &, FHLW Lnux Y Y —X&ZEBRLE T,

Azure services
3 n — — =
. W
-+ O Q 24 & = %} ~>
Create a2 Log Analytics Arure Sentinel Arure Data Virtual App Services Storage SQU databases  Arure Database  More services
resowce workspaces Eaplocer. machines accounts for Postgres.

Recent resources

Name Type Last Viewed
Q encore-domo-2 Virtual machine & week 290
., sentinelerkore? Log Analytics workspace a week ago
08e329d7-T798-4704-5d09-d 38857 cSble? Subscription 2 weeks ago
Navigate
L] =
Subscrnptions [ 1] Resource groups === All resources I “] Dashboard
Tools
ﬁ Microsoft Leam Azure Monior 0 Secunty Center 9 Cost Management
Leamn Azure with free online Monitor your apps and Secure your apps and Analyze and optimize your

training from Microsoft infrastructure Infrastructure cloud spend for free
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<

Microsoft Azure £ Search resources, senvices, and docs (G+/)

Home > New

Ubuntu Server 18.04 LTS »

Canonical

Ubuntu Server 18.04 LTS © <o io e
OF

Create | Start with a pre-set configuration
Deploy with Resource Manager (change 1o Clansid)

Overview  Plans

Ubuntu Seever 1804 LTS amd64 Public Azure, Azure Germany, Azure China. Ubuntu Server is the world's most popular Linux for choud environments. Updates and patches for
Ubuntu 1804 will be available until April 2023. Ubuntu Server is the perfect virtual enachine (VM) platform for all workloads from web appications to NoSCL databases and
Hadoop. For more information see Ubunty on Azure and uing M 10 deploy yout workloads.

Legal Terms

By dicking the Create button, | acknowledge that | am getting this software from Cancnical and that the legal tenms of Canonical apply 1o it. Microsoft does not provide rights
for third-party software. Also see the privacy statement from Canonical

Useful Links

Linux VM Documerntation
Ubunti Documentation
FAQ

Pricing Details

= Microsoft Azure £ Search resources, services, and docs (G+/)
Home > New > Ubuntu Server 18,04 LTS >

Create a virtual machine

Basics Disks  Networking  Management  Advanced Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

your resources.

Subscription * O [ Azure subscription 1 v 1

Resource group * () (New) Resource group v |

Create new

Instance details

Virtual machine name * © [ encore-instance -/I

Region * © | ws)EastUs v]

Availability options © | No infrastructure redundancy required v ]

Image * | Ubuntu Server 18.04 LTS - Gen? v |
Browse all public and private images

Azure Spot instance () O Yes ® No

Size* O | Standard_D4s_v3 - 4 vcpus, 16 GiB memory ($140,16/month) v

Select size

10
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Administrator account

Authentication type (®) ssH publickey (O Password

0 Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * (O | azureuser
SSH public key source Generate new key pair v
Key pair name * encore-instance_key

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * (D (O None (®) Allow selected ports

Select inbound ports * SSH (22) v

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab
to create rules to limit inbound traffic to known IP addresses.

Select a VM size
Dugtay cont - Maathly R o] WA G 1632 (Fany Tesleried 1) 'y Acd e

e Ll Ll Subac gt Anew sbaydnm | - Cumvent witw Suiierd Dty v) e Wiy Server 1AM LTS

W Sae T, Fomidy & Oy T, BAM G Y Cona ity 1, M 1095 7, Tomp stoenge G0 7, Promasm dok 7, Confmonan 7,

2 CPUZREBA VR VAICEIDYTE T eNcoreCLI TIFRAK12 ALY REHR—NTEFET,8 ~
16 A7 DFELESN-OAVE 12— Y% ERAT I E 2 HENH L E T, eNcore CLI Tl, 16 CPU F16s_v2
A7vavaEFERALT, FK7,000 /XY NBEYR—NTEET,

3 B TEESINZRY 2 —AIKIKUEREICLET, ERY 2—A (500 4 XY MK DIE
BTk, #HREIh2Hm/NCPURITA4TT,

4 AYVAIVRICLEIZMIF. PEMEIBBEZ YUY O—RULET,

1
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Propertes Mooy Capabines  Reowmererctations (1) Tutorieh

C Assdaninny + waling
-

Management Center eStreamer CEERAZE%#1ER L E 7.

Umen Sty 1004}
Siarntord D4t v (4 vzt 4 (4 mwmery’

AVAIVRICEIDYETOENTENTI Y IPZEZTHEEEXT, 2D IPZERAL T, Firepower

5 pem 774 EFERALT. AVAYVADIAIVRSAVYN—=IaVICEHZLET, ThTT Y
AM=ILEHIBTEXT, Awrellld, 747 ARV RIA VEREEMICTSVa—MAY

HHHET.

= Microsoft Arure O Search resourcas, secvices, and docs (G+/)

Home

& encore-demo-2 | Connect

il machane
Search (Cmd + /)

B Overview

B Activeylog

| Access control (IAM)

® Tags

£ Disgnose and solve problems

Settings

A Networking

# Connect

8 Dils

B sie

Q Secunty

& Advisor recommendations

[ Extensions

&% Continuous delivery

S Avalability + scalng

o Chocking whether you have a just-in-tiene accedss policy and need 10 freguest actess.

RDP SSH  BASTION
Connect via SSH with client

1. Open the chent of your choice, eg. PUTTY or other dients
2 Ensure you have read-only access to the private key.
chmod 400 arureuser pem
3. Provide a path 10 your SSH private key file.
Private key path

=/ ssh/azureuner

4 Run the pl d below to 10 your VM.
$sh 4 <private ey path> azureuser@13 6814756

Can't connect?

& Testyour
>

CONNeCton

Troubleshoat SSH connectivity dsues

ssh -l <private key path> azureuser@<public ip>

12
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. @ Azure — azureuser@encore-demo-2: ~ — ssh -i ~/Documents/Azure/encore-d...

System information as of Sat Aug 22 ©85:17:45 UTC 2020

System load: ©.04 Processes: 155
Usage of /: 14.5% of 28.90GB  Users logged in: (%]
Memory usage: 4% IP address for eth®: 10.9.0.5

Swap usage: 0%

* Are you ready for Kubernetes 1.19? It's nearly here! Try RC3 with
sudo snap install microk8s --channel=1.19/candidate —--classic

https://microk8s.io/ has docs and details.
* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch
12 packages can be updated.

@ updates are security updates.

wkx System restart required ¥k
Last login: Wed Aug 12 18:45:34 2020 from 108.40.123.72

azureuserPencore-demo-2:~$ l

3.1.5 Windows T® eNcore CLI D3

Warning: Windows (&, IRERTIE. REERBETORTICOVWTEYR—IbEKRHNTT,
U, CUN=Y 3 YDA YA =)L EZRATHER. ROIAYY RZERITI2LENHD
Y.

pip install pyOpenSSL. pip install win-inet-pton

3.2 eStreamer eNcore CLI DA VA =)L

3.2.1 Y—ZHN 5D eNcore 7 54 7 ~DHEE

RDARY RFERALT, BAN—2Yavzdy—TyhIS47 Y MIOAE-LET,

git clone https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-arcsight

BEIDIN— 3 Y DIBE : https://github.com/CiscoSecurity/fp-05-microsoft-sentinel-connector/releases

13
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eStreamer U — /NI 7 4 7 Y MERZRIES LUFOI TEDIUENH D XTI, ZD/=ICIE. eStreamer
9547 ME#EBIT S PKCS12 7 7 A ILHS eStreamer H— /N EICHWETHD., D7 74 )L% eNcore
H—NICOAE—9F 2B HNHDFET,

Firepower Management Center T PKCS12 7 7/ JLZ{ER L TH D> O— R T2 AEIC DWW TIE T8k
ZEBUTLLES,

KOAIY REFERAU T, PKCS12 7 7 A )L % eNcoreCLI DA VY A M— VBB ICRLICOE—LZE T,

scp -i /path/to/pem/encore-demo-2_key.pem /local/path/<public ip>.pkcs12
azureuser@<Public Ip>:/tmp/

FAERREZE /tmp A5 Gt 7OV MDZVF A ANRICOE—-LET,
cp /tmp/client.pkcs12 ~/fp-05-microsoft-sentinel-connector

1 XOIAXYRZFEALT. EET 1LY MY % eStreamer-eNcore ICEEL XY,

cd ~/fp-05-microsoft-sentinel-connector
2 encoresh VT )LAV VTR ZXRITLET., EMOBRARTENET,

.Jencore.sh test
AT UTNTIE, ROFTHREHENA VA M=ILEINTWS I EHLERINET,

e Python 2.7, Python 3.6 BIf&ICIZ Git @ lpython3] 7oV FHWNE

Python DIELWWEIL K
e pyOpenssL

e client.pkes12 7 7 1)L
o HBUMBAKRX K

3 Splunk, CEF, JSONDWINDT—57ZHNTEH%BIRLET, COHARKRTIE. CEF7U RN Ty
YEFERALUX I, FRON—Ia T, ERHEIN TS Sentinel AX 7 7 ICIG U TISON £7=
EZDMDHRY AR ZFERT ZAIREELAHD FT,

14
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1. A DER

Bl sb:20@centos: ~/eStreamer-eNcore 0

) centos ~/eStreamer-eNcore %
you like to output to (1) Splunk, (2) ~ (3) JSON?

ARULTWBIEENH 255G, SHIRRINT T, ROFICHADFIZRLET.
2 :pkes12 7 71 ILD R VNG E

(=] shs20@centos: ~/eStreamer-eNcore O
20 centos ~/eStreamer-eNcore>$ ./encore.sh

s12 file specified in your config (estreamer.

In order to run eNcore you need to have a v ke ir is y your FMC.
This key pair is delivered in a pkcsi2 file. ‘ e you will need
to log into your FMC and navigate to:

System > Integration

Once there, create a "New ient” and enter the IP address of this
Please note that the FMC wi vali sour connection by comparing

you are behind a NAT device yo

/client.pkcsl2

your
centos ~/eStreamer-eNcore %

4 Firepower Management Center @ IP/FQDN & PKCS12 7 7 A ILDINAT—RZAHNULE T,
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M3:/)XRAT—KRDAH

e shs20@centos: ~/eStreamer-eNcore

centos ~/eStreamer-eNcore>$ ./encore.sh test

You have not configured your FMC host

Please enter it here (enter blank host to ignore)

fmc618-hb.sbs206.com
fmc610-hb.sbs20.com
3.255084 Diagnostics

Checking that configFilepath (estreamer.

cer

PKCS12 file needs processing

center> for blank pa:snordiz

4: TANDEHIILIISE

a shs20@centos

centos ~/eStreamer-eNcore >$
-24T12:54:37.898114 Diagnostics

JeStreamer-eNcore

s INFO
.connection

connection
INFO

Diagnostics INFO
Diagnostics INFO
Diagnostics I'JFn

, @ )
,
.
o
o

nCnAyC

\ CuA
o X
HEWMFX&

gnostics MFC
Diagnostics INFO
reamer-eNcore->$%

3ceDAW 'F)r-imDE’.cef)A'.-.)(Pg.
ﬂfxd“oqceoh JwpwNApzUydtZ

/encore.

INFO (estreamer.

Check certificate
Creating connection

INFO Connecting to fmc6le-hb.sbs2e.com:

INFO
Creating
Request m

ceDBiXHgw Wr<4“0”c
WA1VHIWZSCcKCDUKSTIw!
Streaming info response
Connection successful

FANDBEINUI=EE. eNcoreCLIDA VA M—ILIETET TY,

INTA—5ZHEEE T IC encoresh ZX1TF 5 &, BHERHRAIRTRSINIT,
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X5 : ANJL7HEHHA

B <bs20@centos: ~/eStreamer-eNcore

.Sh
test |

~/eStreamer-eNcore %

stop | restart foreground

centos
{start

/encore

setu

Usage:

reé as a background task
eNcore background <
eNcore background
in the foregro
a2 quick test to crekh
change the output (splunk

w own

-~

-4

MmO Mm rt rt

runs

N ort

centos ~/eStreamer-eNcore>$

P}

PHTRITTBHRE. 747 TV VRTRITIBE, @AHFRETVNIHIZHERETEZEI, 20C¢E
BB h/cL O— RBOBEHRIEHEICRRINE T EFEEZ L E I 515513, monitor.period

wBRESRL TS,
H6: 747459y KTET

. shs20@centos.

-JeStreamer-eNcore
23:03,316 estreamer.bookmark
.5bs2@.com- bookmar
estreamer.handle
estreamer.bookmark INFO
om-8302_bookmark.dat does
estreamer.settings.settings

Startin

Bookma
not exi
INFO

<

estreamer.subscriber INFO Even

mer.bookmark INFO
ookmark.dat does
r.settings.settings

C‘J" w 00 w

w

aamer.subscriber INFO
51002000000009000c208400
o
.metadata.
block_engtn
15}). Ignori
estreamer.monitor

cache WARNING

‘check

csum

o3y

eStreamer B — /\A\DEH =L T S7-HIC. Firepower Management Center @ IP 77

L TR

Running.

B

g Han
rk fi'

st.

tamp: Start

Mo e > -
‘L“b;:d‘-‘-

tStreamReques

eamingRequestMessag
09001f002b003d000e00470004005b0

'°tauata key ('u
@, 'recordlLength’:

73

1637

2.2 TEREAE TV eNcore CLI D4 ~ R k—)L 70O+t XA Tl Firepower Management Center

RLZABZEDER
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MRIEBEZRTEIZ2NENAHDET, COEIYaVTIR, YVa—vavBEHEGLTODTT
Do—a v O—RBEBRICDOWTHRBALET,

I, eStreamer-eNcore T4 L& N U O estreamer.conf 7 7 1 JLICIRTES N E 3, |¥IE. HEICIS
UCTEETEST7AINMRENEENTVET, 771 ILIEISON FZHX T, BIEHRE RITF—H'S
FhTWEY, CCTR ZENMDEBICRZIEDEVNF—EEI Y aVITDODWTEHRALET,

FTIAILDEET 71 ILIE. TCICRTTEDLSICRESNTNET, NAIIA XTEDEE
EOMEBHBEEUTICRLET.

Zhl&. Firepower Management Center D/R A M B K U BHEIBERTI . TLS [CEAT ZRIBEHFEAE L IEIC
oL —Kd 3553, tlsVersion = 1.0 [CEETZZEY,

GE) TLSIKK—=IayvnFovIL—RiE. TR TRV TN 7 OMEERICRIEXTH,. &
HARREER E UL TIIER I nFERA. K0 DIC. BERRERZELET D EZHEMHLET,

subscription ¥ —I[CIlE. KD 2 D2DEXERYTEIVavhrHDET,

e records £ < 3> Tld. Firepower Management Center eStreamer H— /N A DIEHEEFIC eNcore H'E
KTBAIRYNDIA T2BIRTEZET,

o servers T4 3 VI(CId. Firepower Management Center DR X ~ IP L BELEBHRMAESENE T,
CDOF—ELZDEDOHERICSRLET .
8: TRV VT avy—/NNEEA

"subscription": {
"records": {

"@comment": [

"Just because we subscribe doesn't mean the server is sending. Nor does it mean",
"we are writing the records either. See handler.records[]"

1,
"archiveTimestamps": true,
"eventExtraData": true,
"extended": true,
"impactEventAlerts": true,
"intrusion": true,
"metadata”: true,
"packetData": true

}l
"servers": [
{
"host": "1.2.3.4",
"port": 8302,

"pkcsl12Filepath": "client.pkcs12",
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"@comment": "Valid values are 1.0 and 1.2",
"tIsVersion": 1.2

}
] ..

outputters £ 3 > Tld, eNcore "M XY FZHAICEZ AL AEZIBEEL XTI, eNcore CLI Tl
ROVWITNHADIEEATHATEET,

o XTIy
e ISON

e CEF for Arcsight

HAE XY bT—=UEBEZN U TSEM Z/2@FRDIL I FISEETEIN. 77MILICESRAL L

KICHIZRUET,
o UDPRRHTHI%Z ArcSight AR T ZITIEET B LD ICERES NI ArcSight CEF 7 U N v 4,

e BAILARYINZO—HDILT 7AILICEZIAL ArcSight CEF 7O k7w 4, URI @D {0} DFREC . UNIX
FALRI VT2 T 74 INAICIBATSEEERLET,

"outputters": |

{
"name": "CEF",
"adapter": "cef",
"enabled": true,
"stream": {

"uri": "udp://10.0.1.2:514",

}
b
{

"name": "CEFfile",
"adapter": "cef",
"enabled": true,
"stream": {
"uri": "relfile:///data/data.{0}.cef",
"options": {
"rotate": false,
"maxLogs": 9999

}
}
}
]

19



eNcore R4 K v.0.8

Cisco eNcore CLI

records £ > 3 > Tld, eNcore LB I B L A—RZEELET, XD2DDAHAET, EDAMRYV
ZUBYEH (XITUEBHISHRINT D) 2EEETELT,

1.

EHE (connections) B E, BRIETEARVY NI T ADE% true [CERETDHET, FEDIU TR
ZUBITEZELSICEBETEZXT, COFIDIFE. F—EMEDRT (X "connections": true [T D £ T,
W, ARXNYRINIZADEE false ITRREL T, ZDV T RAZUEBULLBVWLSICIEET S LD T
=2X97,

LO—K#% 4 7% include ¥F—F/zld exclude F—DEEL L TRRI S ET. LO—KF1T L
ICARY NI ZZADUBOFINEZIEETEE T, ISONERFITIE, EROEZH Y I TRYZHLE
NHDFET, LEZE, LOA—RFA T 98B LU 170 Z[RI T B ICIE. exclude F—EEDRT (&
ROELSICHEDFET,

"exclude": [98, 170],

records ¥ —EEDRT7 DHIZRICKULE T,

GE) uEITZLII—KRDYZ R, FHIC Firepower Management Center eStreamer 15 Ti&IR
TEIUENHBZEITTFELTLEE L, . eNcore B D subscription E7 3 VD
records SRR CH 7RV U7V a VAICKRET Z2VELHDET,

"records": {
"connections": true,
"core": true,
"excl@comment": |
"These records will be excluded regardless of above (overrides 'include’)",
"e.g. to exclude flow and IPS events use [ 71, 400 ]"

]

exclude™: [],

"inc@comment": "These records will be included regardless of above",
"include": [],

"intrusion": true,

"metadata": false,

"packets”: true,

"rna": true,

"rua": true

20



eNcore R4/ K v.0.8

Cisco eNcore CLI

eNcore T Firepower Management Center 'S5 A/ XY M ZEF L. A MY -V JBEZRIBT 5ICIE.
enabled ¥ —D{E% true ICERET DN EHNHDET., COF—DFIZRICRLET,

"enabled": true,

SBBICIE> TIRTOIERZBEYICHRE L/ S, eNcore CLI ZFAULTARY N EZARMNY—IVIE L
VEZIAHTEZET,

SFESFEBIVIINARIIVT ATV avE=FERTEET,
AYVAN—ILBES LOVERERIC (XEFNyZBIT) . XOIOYY REETT D EEF
Ta_o

./encore.sh test

LU

./encore.sh foreground
DI XTDT—XTIE. eNcore [FNY VT T VY RTERITEINDZ I EDNBEESNTT., InITIFR
DAY RHAZELET,

./encore.sh start

./encore.sh stop
./encore.sh restart
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12 : start, tail log. stop

B sbs20@centos:~/eStreamer eNcore-0

eStreamer_
on ./estr
treamer_

oN BN

o]

mn —

Dcentos:~/eStreamer_eNcore-0.15

o

N VTV yn
«4A -

D O WO
e M
o

NN
o O

o

T 7 #)L N TIE, eNcore |E estreamer.log 7 7V o —avaH AL T, OFJLANJLINFO THEET«
L0V zR&kLET. O 7 71 ILDOFEKIE. logging.format B ZERA L THREBTZ XTI,
LRNIWBLFARETZET, 774 MRERF. EFREFRIETORITOLHIC. ZOFRFRICLTHELZ L
ZHEIHLET,
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4  Cisco eStreamer eNcore for Sentinel
4.1 Sentinel NOF—4~ DIE

411 UDP ZRXNYU—I VT3 %7DD encore DFE

R— K 25226 T UDP #{EFAUTCEFF—49 %2 AN Y—I VT 5 LS ICencore #/ELE . encore H'Y
TICAIBh DIFE (. encore.sh stop/start 1YY RZ{FHL T encore 2Bi2g&IL X7,

“connectTimeout": 10,
"enabled": true,
"handler": {

padtiecomment”: "If you disabI®
outputters”: [
{

outputters it behaves as a sink",

“adapter®: “cef",
“enabled*: true,
“stream": {
“uri*: "udp://127.0.0.1:514"
}

],
*records®: {
“connections*: true,
"core": true,
“excl@comment": [
“These records will be excluded regardless of above (overrides 'include')",
"e.g. to exclude flow and IPS events use [ 71, 408 ]"
1,
“exclude": [],
“inc@comment®: “These records will be included regardless of above®,
"include": [1,
“intrusion": true,
"metadata“: true,
"packets": true,
“rna*: true,
“rua®: true
}
Y,
“logging": {
“filepath": "estreamer.log",
“format": "%(asctime)s %(name)-12s %(levelname)-8s %(message)s”,
“lev@comment": “Levels include FATAL, ERROR, WARNING, INFO, DEBUG, VERBOSE and TRACE",
"level®: "INFO",
"stdOut": true
+
"monitor": {

4.1.2 Sentinel 7—%2 AR—Z D1

Firepower Management Center & Azure f Y A9 ¥ ZADEICE IR eNcore Efi 2 I LIS, I—Yx
YhOALY 5% FERALTT—YH % Sentinel [CIL—T 4 VI TEXT,
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Sentinel 77— AXR—ZAHMRWNZEIE. KOFIEEZEITLET,

Home > Azure Sentinel workspaces > Choose a workspace to add to Azure Sentinel >

Create Log Analytics workspace

Basics  Pricingtier Tags  Review + Create

6 A Log Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations you
should take when creating a new Log Analytics workspace. Learn more

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data is
collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (O | Azure subscription 1 v ]
Resource group * | CSTA1 v I
Create new

Instance details

Name * O [ SentinelEncore \/I

Region * O | EastUS v

dpreiisl] [ NextzPriong ter>
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Microsoft Azxure B Search resources, services. and docs (G+/)

Home > Axure Sentinel workspaces > Choose a workspace to add to Axure Sentinel

Create Log Analytics workspace

Basics Priongtier Tags  Review + Create

0 A Log Analytics workspace i the basic management unt of Azure Monitor Logs. There are specific considerations you
hould take when creating a new Log Analytics workspace Learn moce

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace o the logical storage unit where your log data is
collected and stored

Project details
Select the subscription 10 manage deployed rescurces and costs. Use resource groups hke folders 1o organize and
manage all your resources.

Subscription * Azure subscription 1 v

Resource group * v

Create new

Instance details

[ SertinelEncore ]

Name *
Region * East US v

v [ e g

41.3 CEF 7—4 XU DFE

Firepower Management Center & Azure f Y 2% ¥ ZDEICHE R eNcore #Eic I LT 5.
IT—yzyvbhaALY%%FERALTT—YHI% Sentinel ICIL—FT 4 VT TEZE 9, Microsoft AR,D

H4 K (https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog) &SRB L TL 72
1AM

— Microsoft Azure L Search re

Home > Azure Sentinel workspaces > Azure Sentinel | Data connectors >

Common Event Format (CEF)
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REF1AVMNBLUERMANSNCOY Y RICIF Azure Ff Y RIVRICEBEDT— AR—RETS
IRV F—DBHEIEEND/. Sentinel ASARXRIIDRFaAAVNAARICEET7 IV ERT S
CEEBEHLET,
UTDFIEIX, Azure Sentinel €y M7y 7HA RMSEESBLI-HDTT,
GE) T—YzvhILIIDA VAN —ILEFICKRITI ZNENHDERBIAT Y RET—Y AR~
AITZ4Y IDAEEN TS, Sentinel 75y M7+ —ATEERF 2 AV N EFEH
T5EEHEHHLET,

RDESIC, BRRARI YT ERITLEY,

1. AzureSentinel DF ES — 3y AZ3—T, [T—% XY %5 (Dataconnectors) 127w ULZE
9,

2. AR D) XA S, [Common Event Format (CEF) (Common Event Format (CEF)) 1 ¥ 1 I)L%& 2
Dy L. BFICHD #EHREX—I%ZM< (Open connection page) | Ry V&I v I LET,

3. [1.2Lnux¥ Y YADCEFAL 7Y DA > A ~k—)L (1.2 Install the CEF collector on the Linux machine) ]
T URDODRAIZY T ERITUTCEFAL V7% 4 X b—)L L TERT % (Run the following script to
install and apply the CEF collector) | D FICIRENTWB Y VY., FLETEOFTFAMZIE—-L
X9,

sudo wget
https://raw.githubusercontent.com/Azure/Azure-Sentinel/master/DataConnectors/CEF/cef installer.py&&sud

o python cef_installer.py [7—7 AXR—X ID] [T—T AR—R T54 < F—]
4. RV T7RDERITHIC, TT7—FLEEBEEAYE—IPRRINBVWEZERLET,
G¥) ALYy vEEALT. 7L—Y Syslog 8LV CEF Xy t—I#EREL TLIEE WY,

COOTT7AT7—49IVEFERALTSyslog Xy tE—J & CEF 8% 9 BI55 (. Syslog B LU
CommonSecuritylog 7—7ILICH T 24XV NDEEZ#EITZT-HIC. ROFIEZEXITT Z2UENHD
ia-o

o CEFEERTI7A47—#ICOVEXETEIEY—ANI VT, SyslogB 7 71 ILZEHREL T.CEF A v
t—JDEEICERASNTNVE 772U T4 ZHIBRLET. ChICKD. CEF TEESNE 7 7Y
)7 4 &, Syslog THEEFEINBLLBED XS, ThZEITOHAEDFEFMBEFIEIC D LTI, lConfigure
Syslog on Linux agent] ZZ&BRUL T &L\,

e INHDIIYYTROIAIY REZE{TL T, Azure Sentinel D Syslog il E I —Y T NDRIEE%E
EBHICLET. ChICED., FIOFIETIT o IcBROEEN LEEShBZ<BDET,
sudo su omsagent -c 'python /opt/microsoft/omsconfig/Scripts/OMS_MetaConfigHelper.py

--disable'
https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog
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MREER V) 7 b %&EITI S &, Azure Sentinel Analytics EIHIIC T —F AERRINE T,

sah -1 Encore-Trial_key oem arureuse @52.147.206.3

CEF\ASA messages

ction for tcp and wdp

port 25228 -wv

Notice: To tep duep manually exocute the lolln-lno command ~ ‘tcpOump ~A ~ni any port 285226 ~vv'
Simulat! otk data ehich you can find in your workspace

This will take 60 seconds

sudo tcpdump A -ni any port 26226 ~wv

Notice: To t<p dump manwally execute the following command - “tcpdump -A -ni any port 29226 -wv'

Please check 9 Analytics to see if your logs are arriving, All events streamed from these sppliances asppear in raw form in Log Analytics wnder CommonSecuritylog type
Notice: If mo logs appear in workspace try looking at omsagent }:-'
tail «f /var/opt/microsaft/onss ou!Inulou-dsol-uﬂ-ﬂh-nslYeonoﬁolloolo-uocn( leg

~[fp-08-firepower-cof-connector-arceight$ s

G¥) Tz—yzv b (BER—DM25226) TCEFA Y — % %{5 (Received CEF message in agent
incoming port [25226]) | EWS Ay E—IDNRRINTWNBRIES. I—I Y FORIEEHE
AL EZ2RLET,
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Cisco eStreamer eNcore Add-on for Splunk (TA-eStreamer)
eStreamer eNcore Add-on for Splunk [£, 177 eNcore eStreamer 7 54 7Y N A—RKREUTEZEL TV /
AYJ—7RAVTY,
e T—%. 0V, BLUVRT—FADT—% AF] (inputs.conf)
o fEHTE> N (props.conf)
e eNcore ' Splunk & & ICHIIAB K MELLET % C & & AJREIC T S HLaRIERE
GE) Splunk FJ eNcore 77 R A >/ (&, Windows [} Splunk TIEHR— bk EhTLWEEA,
Cisco eStreamer eNcore Dashboard for Splunk (eStreamer ¥ v ¥ 2 7R—R)

i, BLETD Splunk [A] 17 Cisco eStreamer 77 7°1) 47—/ 3 ¥/ (https://splunkbase.splunk.com/app/1629/)
ERALI—HA VI —T A RABRZELT TV r—3a v Ty, L. O—RPILIYERRF
BFENTVERA. Thi3. EEBEFHDRE.

X0, ARVYINIAT, BLKOT7—0 70— 2aVvEFREIVYTINVGU T TIS—3 VT
ERS

eNcore Add-on for Splunk & eNcore Dashboard for Splunk [C1d, $FRIRRHREFHIIVNESHD FHHA. Ch
5 (3 Splunkbase NS5 F UV O—RA\JEET. D7 RA VP T7 TV =23V ERIUAETREAY R
‘:4 yx h_jbéhia_o

eNcore Add-on for Splunk [Z (. Python 3.6 BIfFd& K U openSSL AAIMVET Y, sxHTD Splunk 8.1 J U —2X
[C1Z Python3 BAEENTULVE T A, openSSL D Python mod [FEFN TR, TDOEFHTHHAA
SNTVWZEMOEBRFIENAVETT ., Splunk DA Y AM—=ILAARIITA XIhTWT, —A
FREWMADIAVR—RV IDRVGEGIF. PRAVEBESEILEHDICAIVAN=ILTZHEND
nET,
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(G¥) Splunk FH eNcore 7 KA > (E, Windows [A]lF Splunk TlFHR—FEShTWEEA,

eNcore Add-on for Splunk 1 Y A b —ILF BT, XOWThhEEITLET,

e http://apps.splunk.com/app/3662 57 KAV ZF v O—R L., Splunk D [Z 7L IS T7TY %
A4~ Z =)L (Install app from file) | #EEZFALTCT7 RAYZ 7y 7O—-RBLTI VYA =)L
LXY,

e Splunk @ [fthdD 77 7'\ %88 (Browse more apps)] #48E % {FF L T eNcore Z1RFE LU iR FHFER T Cisco
eStreamer Add-on for Splunk Z B D, ZDT7 RA VD A1 VA=)l (Instal) | ZT U v I LET,

Splunk ¥ —/X®D PKCS12 GERAEZ 1 Y A M —IL T 2MBENH D E T, TNICKD. eNcore 7 F1 7V b
h’ Firepower Management Center [CIEFt L TEFX 217 b VU RILZEIL T % & Z (., Firepower Management
Center N7 RAVDID ZFRAETEDLDICKEDFET,

e Firepower Management Center T PKCS12 sFRBE #1ER L £ 7,
o MFAEZYVUYO—KRULZET,
e Splunk H—/XDRD 2 DDIGZATICFEAZEZ IE—UL X T (client.pkcs12 ICRFIZZEELXT)

$SPLUNK_HOME/etc/apps/TA-eStreamer/bin/encore/client.pkcs12

$SPLUNK_HOME/etc/apps/TA-eStreamer/bin/client.pkcs12

PKCS12 EFFHEZE DERE &K U Splunk H—/IKAD I E—DEFMAICDO LTI, T8¢ 28BLTLE
AR
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5.2.2 eNcore Dashboard for Splunk (eStreamer % v ¥ 2 7Rk— K)
DA VAM—=IL

eNcore Dashboard for Splunk Z 4 Y A k=)L T BICIE. ROWIThHhZERITLET,

e http://apps.splunk.com/app/3663 NS F7 TV —a V=S VO—R U, Splunk D [7 7 ILHS
77V AV XKM=L (Installapp fromfile) 1#EEZFERALTTI RAYZ7 vy 7O0—-RE LUV
X h_)bbia_o

o Splunk @ [fttD 7 7Y 25 (Browse more apps) | #aEZEAL T leNcorel ZHREL. REHFER
T Cisco Firepower eNcore App for Splunk Z B D, ZD7 7V — 3> D[4V A M =)L (Install) ]
#VUv I ULET,

5.3 eNcore Add-on for Splunk Dt k7 v 71

5.3.1 T—% D&k

eNcore Add-on for Splunk &, 1 VA R—=ILDT—F T4 L2 MVROOT 7 7AIICARY N EEE
ABET, CDTALIRNIDSARNY N 2FHmAIRDZT—Y ANZHERAL T, Splunk ZRET 20E
KHHET,

CNEITOICIE. [BRE (Settings) 1>[T—H% AA (Datalnputs) 1>[7Z7A4ILETa4 LI MY (Files &
Directories) ] ICTZENL . /\R $SSPLUNK_HOME/etc/apps/TA-eStreamer/data & KUY — X% 4 7 (Source
type) cisco:estreamer:data ZEALTT—F ANZBHICLET,

Files & directories

v 1% » Files & drectones

Showing 130 of 10 nems

Full path 0 your data 8 Sethosts Souwcetypes Incex 3 Number App 3

of flos ¢

SSPLUNK_HOME/etc/appu/TA Constant CISC O G5 0amer (ath defoun TA-eStroamet Desabledl Enable
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eNcore Add-on for Splunk IC|d. EBERBEEZEITIDRDI DDAV TRLHDET,

e cisco:estreamer:clean : HAldH O EEAN,. LEEULEBLIET—9Y 7 71 IL2EIRT S
TeHICFERLET,

o cisco:estreamer:log : eNcore @ stdout ZEALT7 OV 7 A0V 75 ZBIBELEIT. Thid.
BEESDICUENEATOWLBWESICRIZEET, SSICEELRAIE. eStreamer eNcore 7Ot
AZzMBRTBAIV TN THBEVNSETT,

e cisco:estreamer:status : 7OJ S ADNRETENTVWEHNEIHDDIERNBAT—5 A& RFT
BIHICERMICERITLE T,

A7V T N EBWICT BITIE. [BRRE (Settings)] > [F—% AJ1(Data Inputs)]1>[Z %2 U 7k (Scripts) ]
[CIBEL. 3 DD TA-eStreamer X2 U 7 @ [B%1{t (Enable) 122 Uv o LET,

Script

Showing 110 of 10 item

Command = interval ¢ Source type ¢ App ¢ \3
& claar 300 clsco estreamernclean DicabledB Enabl

SSPLUNK_HOME/etc/apps/TA-eStreamer/bin (3> % TA-eStreamer bin 7«4 L7 MUICBEILE Y, T,
SSPLUNK_HOME (&, Splunk N\E—=T A T—=F DA VAR —=ILDR—LT 4 LI M) ZRLET,

SPLUNK_HOME 4 ¥ A b —I)LZHDR—AI/VZ (SPLUNK_HOME) ZEETBICIE. XOIAIYVK%EE
TLEY,
export SPLUNK_HOME=/opt/splunk

Jopt/splunk (£, Splunk 1 YA M —ILDKR—ALOT— 3T (MEBICKHUTEELTLE
éll\) o

BEN/TAMRIVT N ERTIBE. RDIS—HRRSNDISEENHDET,
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** Jopt/splunk/bin/openssl: error while loading shared libraries: libssl.s0.1.0.0: cannot open shared object file:
No such file or directory**

ChaEfRT BICIE. Splunklib /XADEY M7y 7ZEHZ 1 DEMULEYT., ChiFXRIZUT7MATO
AVRTIORENTWSES, EY NPy TRV TN ERITIHRIITROIARY RERITTZHNE
rHbET,

export LD_LIBRARY_PATH=$SPLUNK_HOME/lib

SPLUNK_HOME & & UF LD_LIBRARY_PATH DR FEIEO—AIiEEREY Y avICEEFNET. ChoDEE
RIFTBICIE. XOFIEEERTLUET,

[xport SPLUNK_HOME=/opt/splunk
export LD_LIBRARY_PATH=$SPLUNK_HOME/lib

[ Read 2 lines ]
gt Get Help g write Out QY Where Is W Cut Text uh| Justify ¢ Cur Pos Ul Undo Mark Text
R Exit W{i Read File Wl Replace WY Paste Text QJ To Spell Wl Go To Line @3 Redo Copy Text

Ubuntu DS :
1 ~/.bash _profile 771 Il Z=mEL £,
2 FEED export EHEXDLSICLTEMULET.,

= export SPLUNK_HOME = /opt/splunk

= export LD_LIBRARY_PATH=SPLUNK_HOME/Iib
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3 774I%EHFEFEL. source~/.bash_profile #R{TUZE T,

root@splunk-8-1:~# nano ~/.bash_profile
root®@splunk-8-1:~# source ~/.bash_profile
root@splunk-8-1:~# [

CentOS DIZE :

1 bash 7O7 7L IIFRIOIA ) 7 A& FEHALTWRIEEHNH D £, ~./profile £fzlE ~/.bashrc %=

ALTLIEED,

2 77141 %EHREL. REFELT., TDsource ANV REEITUET,

https://community.splunk.com/t5/Developing-for-Splunk-Enterprise/How-to-get-Splunk-Python-on-CentO

S-to-use-SSL-Crypto/m-p/310051

Firepower Management Center ' —/\D/RA KM IP 7 KL X Z$ 59 L 5 (C estreamer.conf 7 7 1 )L &%

BLEY,

GNU nano 4.8 estreamer.conf
"responseTimeout": 2,
"star@comment": "@ for genesis, 1 for now, 2 for bookmark"
"start": 0,
"subscription": {
"records": {
“"@comment": [

"Just because we subscribe doesn't mean the server is sending. Nor does it mean",

"we are writing the records either. See handler.records[]"

1,
"archiveTimestamps": true,
"eventExtraData": true,
"extended": true,
"impactEventAlerts": true,
“intrusion": true,
"metadata": true,
"packetData": true

}l

"servers": [

"host": "198.18.133.214",

hRlcs12Eilepatht . Ccolionduumiesio"
"port": 8302,
"tls@comment": "Valid values are 1.0 and 1.2",

“tlsVersion": 1.2
]

}I
"workerProcesses": 1

}

I
Get Help Write Out WY Where Is g Cut Text uhl Justify
Exit Read File #l Replace WY Paste Text @j To Spell
it = -

3 FRXE false ZHREL Ttrue ICEEL XTI,

4 ./splencore.shtest AV RERTLUET.

a® Cur Pos we¥ Undo
Wl Go To Line [Jg3 Redo

Modified

el Mark Text
] Copy Text
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root@splunk-8-1:/opt/splunk/etc/apps/TA-eStreamer/bin# ./splencore.sh test
2021-06-14T19:25:01.680552 Diagnostics INFO Checking that configFilepath (estreamer.conf) exists
2021-06-14 19:25:01,692 Diagnostics INFO Check certificate

2021-06-14 19:25:01,693 Diagnostics INFO PKCS12 file needs processing

Please enter the PKCS12 password (press <enter> for blank password):

2021-06-14T19:25:13.998455 Diagnostics ERROR  [no message or attrs]:

# Splunk 8.1+ Python3 does not natively support openssl, please perform the following
Run the following two commands, alernatively you can use the command line version of OpenSSL

$SPLUNK_HOME/bin/openssl pkcsl12 -in "client.pkcsl12" -nocerts -nodes -out "/opt/splunk/etc/apps/TA-eStreamer/bin/encore/19
8.18.133.214-8302_pkcs. key"

$SPLUNK_HOME/bin/openssl pkcs12 -in "client.pkcs12" -clcerts -nokeys —out "/opt/splunk/etc/apps/TA-eStreamer/bin/encore/1
98.18.133.214-8302_pkcs.cert"

Note: If you are using python3 the command to install OpenSSL is as follows, using python3 with openssl will
not require manual commands above and this script will automatically extract and process certificate files

sudo apt install python3-openssl

root@splunk-8-1:/opt/splunk/etc/apps/TA-eStreamer/bin# |

5 client.pkes FEBAZRD/NKRAT—RZANLET . RANFEKEL, ROAYY RZANTSHLSICKRD
5h¥EY,

avvVhki1:
SSPLUNK_HOME/bin/openss| pkes12 -in "client.pkcs12" -nocerts -nodes -out
"/opt/splunk/etc/apps/TA-eStreamer/bin/encore/198.18.133.214-8302_pkcs.key"

ANV R2:

SSPLUNK_HOME/bin/openssl pkes12 -in "client.pkcs12" -clcerts -nokeys -out
"/opt/splunk/etc/apps/TA-eStreamer/bin/encore/198.18.133.214-8302_pkcs.cert"

(GE) 198.18.133.214 % Firepower Management Center —/NDRA M IP PR L RICBEZHZ TL 2
Ly,

root@splunk-8-1:/opt/splunk/etc/apps/TA-eStreaner/bin

root@splunk-8-1:/opt/splunk/etc/apps/TA-eStreamer/bin# $SPLUNK_HOME/bin/openssl pkes12 -in "client.pkcs12" -nocerts -nodes -out "/opt/splunk/etc/apps/TA-eS
treamer/bin/encore/198.18.133.214-8302_pkcs. key"

WARNING: can't open config file: /opt/splunk-home/openssl/openssl.cnf

[Enter Import Password:

MAC verified 0K

root@splunk-8-1:/opt/splunk/etc/apps/TA-eStreamer/bin# $SPLUNK_HOME/bin/openssl pkesi2 -in “client.pkes12" -clcerts -nokeys -out "/opt/splunk/etc/apps/TA-e
Streamer/bin/encore/198.18.133.214-8302_pkes. cert”

WARNING: can't open config file: /opt/splunk-home/openssl/openssl.cnf

Enter Import Password:

MAC verified OK

root@splunk-8-1: /opt/splunk/etc/apps/TA-eStreamer/bin# |

6 B70Y7bDIC Firepower Management Center @ client.pkcs SEFAED/N\AT—RKZ AL XY,
BINL5E. &Y RDEIC TMACHREE OK (MAC verified OK) 1 EWSFHF A MHERRS
x9,
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7

client.pkcs1l2 configure_handler.py configure.sh encore setup.xml splencore.sh
root@ubuntu-splunk:/opt/splunk/etc/apps/TA-eStreamer/bin# ./splencore.sh test
2021-06-28T16:34:53.884468 Diagnostics INFO Checking that configFilepath (estreamer.conf) exists
2021-06-28 16:34:53,896 Diagnostics INFO Check certificate

| 2021-06-28 16:34:53,896 Diagnostics INFO PKCS12 file needs processing

|

|

Please enter the PKCS12 password (press <enter> for blank password):
2021-06-28T16:34:57.314872 Diagnostics ERROR [no message or attrs]:

# Splunk 8.1+ Python3 does not natively support openssl, please perform the following
Run the following two commands, alernatively you can use the command line version of OpenSSL

$SPLUNK_HOME/bin/openssl pkcsl2 -in "client.pkcsl2" -nocerts —-nodes —out "/opt/splunk/etc/apps/TA-eStreamer/bin/encore/198.18.133.1
94-8302_pkcs.key"

$SPLUNK_HOME/bin/openssl pkcs12 -in "client.pkcs12" -clcerts —nokeys —out "/opt/splunk/etc/apps/TA-eStreamer/bin/encore/198.18.133.
194-8302_pkcs.cert"

Note: If you are using python3 the command to install OpenSSL is as follows, using python3 with openssl will
not require manual commands above and this script will automatically extract and process certificate files

sudo apt install python3-openssl

root@ubuntu-splunk:/opt/splunk/etc/apps/TA-eStreamer/bin# $SPLUNK_HOME/bin/openssl pkcs12 -in "client.pkcs12" -nocerts -nodes -out
"/opt/splunk/etc/apps/TA-eStreamer/bin/encore/198.18.133.194-8302_pkcs.key"

WARNING: can't open config file: /opt/splunk-home/openssl/openssl.cnf

Enter Import Password:

MAC verified OK

root@ubuntu-splunk:/opt/splunk/etc/apps/TA-eStreamer/bin# $SPLUNK_HOME/bin/openssl pkcsl2 —-in "client.pkcs12" -clcerts -nokeys —out
"/opt/splunk/etc/apps/TA-eStreamer/bin/encore/198.18.133.194-8302_pkcs.cert"

WARNING: can't open config file: /opt/splunk-home/openssl/openssl.cnf

Enter Import Password:

MAC verified OK

root@ubuntu-splunk:/opt/splunk/etc/apps/TA-eStreamer/bin# [

Jsplencore.shtest IVY REX{TIDE. RDLSICRTRENET,

root@ubuntu-splunk:/opt/splunk/etc/apps/TA-eStreamer/bin# ./splencore.sh test
2021-06-28T16:36:30.492874 Diagnostics INFO Checking that configFilepath (estreamer.conf) exists

2021-06-28 16:36:30,506 Diagnostics INFO Check certificate

2021-06-28 16:36:30,506 Diagnostics INFO Creating connection

2021-06-28 16:36:30,506 Connection INFO Connecting to 198.18.133.194:8302

2021-06-28 16:36:30,506 Connection INFO Using TLS v1.2

2021-06-28 16:36:30,544 Diagnostics INFO Creating request message

2021-06-28 16:36:30,544 Diagnostics INFO Request message=b'0001000200000008ffffffff48900061"'
2021-06-28 16:36:30,544 Diagnostics INFO Sending request message

2021-06-28 16:36:30,544 Diagnostics INFO Receiving response message

2021-06-28 16:36:30,553 Diagnostics INFO Response message=b'gAN9cQAoWACAAAB2ZXJzaW9ucQFLAVgLAAAAbWVZc2FnZVR5cGVxAk@DCFgGAAAADG
VuZ3RocQNLMFgEAAAAZGFOYXEEQzZAAABOJAAAACAAAAAAAAAAAAAATIAAAAAGAAAAAAAAAAAAAGOSAAAATAAAAAAAAAABXBXUU'
2021-06-28 16:36:30,554 Diagnostics INFO Streaming info response

2021-06-28 16:36:30,554 Diagnostics INFO Connection successful

root@ubuntu-splunk:/opt/splunk/etc/apps/TA-eStreamer/bin# I

5.4 HfF

I a3y ADRBICK > TIXRTOIEEZEVICRELLER. PRAVEY Ny TIR=ID [FF
it (Isenabled) 1 Fxv IRy I XA&AVICL. [BRIZ T TRE (Saveas) 22Uy o LT (€Y
3y 43 DEEA%EZSHEE) . eNcore Add-on for Splunk Z &1L X9,

36



eNcore R4/ K v.0.8
Splunk FH Firepower 4 ¥ 2 7R— K

ERiTR. XDLDIC, ATF—F R, OF, T—9DARY N EBRETEDIETTZRAVOEIMEEZE=
YUV TEZLT,

o ATF—HA%WEFT BICIL. sourcetype="cisco:estreamer:status" ZIREUL X7,
o EFHALOJVHE N EMERT BICIE. sourcetype="cisco:estreamer:log" ZREL X9,
e eStreamer T —% Z R T (CIE. sourcetype=" cisco:estreamer:data" ZtRELF I,

Firepower 1 XY h & K DEEL < 79 %I IE. Cisco Firepower App for Splunk 24 VY A R—ILT B &
ZRFFLTLEZL,

T2y bT7A—=ATEITeNcore ITE>TRHESIN/=T 7 A )L NERTED' estreamer.conf 7 7 1 )LARICH
DNEJ., chid. Z<OERICRELEBRZIRHELET, /L. WRICKD, 2—FHHEET N
BAHBEATVavEHhET, TITEH. INSDOATYavICDWTEHULKEHRBELED,

records ©27  3 V Tld, eNcore WL ITBL A—REZEELET., XD2DDAHAET, EDAMRY
ZUBIEH (FITUEBHISHRINTDHD) 2IBETEZET,

o IE#% (connections) IRE, HHET ARV NI T ADEZ true ICBRETDET, ZDI TR
HWIBILLSICIEETEET,

COFIDBE. F—EMBDRT L "connections": true [T D £ 9, HIC, 1RV NI T ADEZ false
BRELT, ZOUVTRZUEBUBWVWESICIEET S CEHTEEY,

e LIO—R&A 7% include ¥F—F 7/l exclude F—DEE LTEHRI S ET. LOA—RFAT &
[CARY NI S ZADUEBDOFINZIEETE XY, ISONEIITIE. BROEZHYITXYZNE
NHHET,

FeEZE LA=—RYA4T98ELV 170 ZFRH T BICIE. exclude F—EEDXRTIIRDLSICIED
ia_o

"exclude": [98, 170],
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records DF —EEDOR 7 DH| = RICRLUET .

(E) WIBYTBLI—RDYU FRIE. HAIIC Firepower Management Center eStreamer {8 Ti&E
RIZBVENHB L (CE%:\ LT<aL\, 7. eNcore *ﬁﬁi@ subscription  EVL))
records B TH TRV T a vVAICRET DL ELHDET,

"records": {
"connections": true,
"core": true,
"excl@comment": [
"These records will be excluded regardless of above (overrides 'include’)”,
"e.g. to exclude flow and IPS events use [ 71, 400 |"

"exclude": [],

"inc@comment": "These records will be included regardless of above",
"include™: [],

"intrusion": true,

"metadata": false,

"packets”: true,

"rna": true,

"rua": true

EZHIEF. EZHVVIITIRVEAVTFIVRI RV EFRITIBDMILLIEALY RTY, 774K
TlE. 20 CTEICKITEINET., Chid, DEINAXY MO % eNcore AV ICEE AR, T T
AtADRATFT—7R%=Fzv I ULE9, Y770CRICHEIHZIHE. EZFEIVZ47V 8%
F—REEICL., 75147V EY Yy T OV ULET,

EZHALYRICEL>TAVICEZREND Ay E—JDHIZRICRLET,

.....

INFO « 22964900 handled; average rate 578.8¢ ev/sec
INFO . 2296400 handled; average rate 561.87 ev/sec
INFO . 2296400 handled: average rate 545.86 ev/sec

O AytE—IDW DA DIER . XDIGFFICEH B estreamer.conf &R 7 7 1 )LD monitor £ ¥ 3
VTHRETEZET,

Splunk : SSPLUNK_HOME/etc/apps/TA-eStreamer/bin/encore/estreamer.conf

Sentinel/CEF : / fp-05-firepower-cef-connector-arcsight/estreamer.conf
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RETCEZZEBIRRXDESDTY,

e period : EZHZNYTTOLADFzvIZRITLU. AT—FAAvE—IZ2O7ICEZALHER
(RBfY) &

e bookmark : true DIFHE. 7V I X—7 (Unix FZHFEXTORFHIA NV MORZ]) A{EEZ=40O7
Ayt—JICE&FTIhET,

e handled : true MIBE. eNcore K EEEFNIRICMIB LA XY hDEL,

e details : true DIFH., EZHICL>TAOVICEZATNSGBEBAT—YAAvE—JICMAT.
eNcore 7 2147V NDIREICEAET 22K DAT—7 AERZSVHMLGA Y E—IHEZIAE
nxd,

estreamer.conf 7 7 1 )LD NS DINT A—5 OERMH = RICKULET,

"monitor": {
"period": 120,
"bookmark": false,
"handled": true,
"details": true

b

92547 MNEKTIE., eStreamer —/N[CXH L CHBRHZIEE T 2WENH D XTI . Z DHKER[E
BURICHEE U1 XY bDID Firepower Management Center N SIXESINET, 3 D2DA T avh
HHET,

e 0 : Firepower Management Center CEATIEELBHFLH VAN SINRTDARY M ZEEFELET,
e 1:USAT7YIEROZFRICRELILTNTOINRY M EXELET,

o 2:T7vUXR—VZEFBRALT. HELISEAHSBRALEY. RYIORITTIE. 0H/SICRD
9.

estreamer.conf 7 7 1 )LD start IR DB Z RICRKLET,

"@startComment": "0 for genesis, 1 for now, 2 for bookmark",
"start™: 2,

F7AIBNTIE, Splunk PO R T Y I DADPEMICHE->TWVWET, T—F7 EHETHNET7 71 ILOLE
[CEZAThFIN, JIDBRRICT—72HNT5EEHTEXT, ChEZEIT SITIE. stream.uri
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7'0OJ\F 4 % file:///absolute/file/path/filename{0}.ext (CEE UL EX T, {0} I FFAM LRIV TDTL—R
RILTTT,

estreamer.conf 7 7 1 JLIND outputters R DI Z RICKLUE T,

"outputters": [

{

"name": "Splunk default”,
"adapter": "splunk”,
"enabled": true,
"stream": {
"uri": "relfile:///data/splunk/encore.log{0}",
"options": {
"rotate": true,
"maxLogs": 9999

}
}
};

"outputters”: [

{
"name": "Arcsight”,
"adapter": "cef",
"enabled": true,
"stream": {
"uri": "relfile:///data/cef/encore{0}.cef",
"options": {
"rotate": true,
"maxLogs": 9999

}
}
b

RIVF7O0€y IV IDEMICED., IX\—I 3> 4x Tl Splunk f eNcore 7 RAYDINT A=<V
ZHEELTVET. T7ALRTE, 4D20T—H—FOLRNBEA Y E—IEBELT. &P
mWAI—Ty hERRLET,

BEOTOCLRATN I A—IVRAEKBICALEIEZIENTEEZITN, 7Y RN TH—ATEICH
HORNMLRYIDERDZH, TONTA—IVRAALIEFITSY R 7 A—AICKELIKELET,
BEO7OCLATEIRAV DN ZERT S/-HDEBEMOA—/IN\—\y REMWE LRS-, CPU O
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TEOLBWT Sy b T7A—ATR. 7OCRBZEPTE. REICENT A -V IAMETT 2T
REMED' DD T

T—H—7OtZXDHEL. estreamer.conf 7 7 1 )LD workerProcesses /\T A —4% THRETEET.,
DOEIE 1~ 12 OFHEETRETEET, —WKIC. 7TV M T7A—LADHEENBWVNIE (cPUuAT7EHLZ
L\, IJODBRTWERE) . DELDT7—H—7OLRICE>T. LDEVWRIL—Ty FHRIRE
nNExd., 7z72L. EETZ2H—DAZEIE. 1. 2. 4, 8, RBEDIEXFIER/ET/NTA—T VR
HEFARNTBIETT, E<DBERIF. 7T—H—7OCR%E1DEFICTRE. 7OART—U+ Y
VIDNTNBERZESD, BERBNTA—IVANEESNET,

TANDYFVABIZRICRUET,

1. TAMRICEBAILARY RDAIEHEREINS-H, Splunk TP RAYDTF—F ANZEMICLE

3-0

2. workerProcesses DEXEE (878 ¢E) ZIBEL. start /NTA—F 0 (REBRFAHNSEE) FE R
< EBHHUVFILBKFRI T eNcore 281U E T,

3. Firepower Management Center [CX§ U TIEHMANY R ZBRKUE T (X EBNDOAZET. 28D/
o074 XY N%&XET S L D Firepower Management Center [CEXRK LX)

4, estreamerlog 77 A I TCEZY TOCRICE > THRESNCARYNL—MNZHERBLET,
5. workerProcesses DL X TTAMEEDIRLE T,

6. BB ZERELMS. workerProcesses Z ZDEICEREL. P RAVYDT—FANZEMICLT
EBERETCOERZHBALE I,

estreamer.conf 7 7 1 JLA®D workerProcesses R DHI % X ICRULET .

ARV ML=t (1#H7D) J—h—AL v ¥ Ny FHAL X (#37)
100 K 1 2

100 - 2000 1 100 (F7 A K)
2000-4000 4 100 (F7 A K)
4000-6000 8 250

8000+ 12 500

—R&BY%R Splunk NE—T # 7 —4 Tld 1 ¥ 7= D F15 4,000 ~ 5,000 FD A XY N ZUBTE LI H.
CDOL—KMEARL—TFT 4 VT RTATHARERY Y —R, BIMDNY I TV RIRI, %
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DD TA (FV/OI—F RAY) BREDHEEZTB1H. EBONT +—T Y RIJMEL 2B TTEE
M HDET.

BHRAVM ZFERY 258, ARRIENETZRY 2 —AICKEEKELET, 1#H=DH 4,000 1 XV
NZIRT 2 — AR A Y A M —ILIRIBIC DUV TIE, 3.6GHz D 8 07 CPU, 32GBRAM DY YV E /-
I& (c5.2xlargeec2 1 YV RAI VR ICA VA RN—=ILT 2 ELRHDFEIT . 1 HHIDHDDVEDA XY N (100
HERBDANRYE) UNMLEBLEBWEEY T4 7Y FDIHE. eNcore &, &/ME#k4 077, 1GBRAM
TEET D ENTRANBLUREREHTY .

Splunk FH eNcore 7 KAV Tld, RIELIEAXRY M Z/Ny FUEL, Ny FDOUSEMEICELZEEIC
DHFEDICEZALIET, NT7A—IVADMEZRDET, 774N DIy FH A XlE 100 1
NV bhTY,

ARYML—RIDEEITEWNES. Ny FHA XN 1004/ RV N THBE, Splunk TOARY hDFE
RICEF UL BWVEENAEL DAEMNHD X,

TEZIE, VEBEINZE—DAIRY MDPBAINRYNTHD, BAAIXRY ML= 1EEHIZDF
1100 /A RV M THZHE. Ny FORIDA R ME, BE. NyFHETULTT4 AVICEZIA
FNZFETICIFEAULEBET S EICBRDET, COLSWEZEZRSTICIE. batchSize DERTENE
ZINESKULET, Ffoo TRICEEZB S TICIE. batchSize Z 1ICREULE T,

batchSize & 1 [CERET S EDXAIF. BRAIL—Ty NRETEL2ENBRAIRXY NL—MELS RS
CETY, LIS, ARNVIDEIELTARAVICEZTATFNZ S, 770)l0o0y o E0—T—2 3
VHREIRBICRBAREMN DD ET, FD/s, batchSize [F2 U EICSHRET DI LM HERLET,
estreamer.conf 7 7 4 )LD batchSize IR DHIZERICRULE T,

"batchSize": 50

=R Y 12— ADFERL T, batchSize Z 500 REICRET DL . JREB/NT A IV RERIRTEZXT,
BOERUICED XTI A, batchSize ZERKE T BE. V74TV MDT 4 RVICEZATEELNBD.
774110V IRLLIEDET, ChiCED, AVE2—FT4 VT OERIPBERBULEITH, 41XV
DUBICEHETDEENELZXT,
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P54 7Y b= EBEAPRICHEIF I B C & 4. Firepower Management Center 'S5 DF—F A MU —AZE YUY
AV T BHP. Splunk DIELETRIC eNcore = BEIRICHEIN T 2 /-DICRILDIELNHDET, Ch
(&, ROEREZ true [ICBRET DI ETRIETEET,

"alwaysAttemptToContinue": true

F7AILETIEE, RBD 7L —AXKRILY H estreamer.conf 77 ILATEESI N TWET, HEICID
LU T. I % Firepower Management Center @D IP X7z IZ/RA M BICEE TE X T AEDERRFR T,
HR—FZINTVWBDIEIPVAZRLADHATY,

“host”: “1.2.3.4"

GNU nano 4.8 encor

"Just because we subscribe doesn't mean the server is sending. Nor does it mean",
"we are writing the records either. See handler.records[]"

1,

"archiveTimestamps": true,

"eventExtraData": true,

"extended": true,

"impactEventAlerts": true,

"intrusion": true,

"metadata": true,

"packetData": true

Iy
"servers": [
{
"host": "198.18.133.214",
"pkcsl2Filepath": "client.pkcsl2",
"port": 8302,
"tls@comment": "Valid values are 1.8 and 1.2",
"tlsVersion": 1.2
}
]
iy
"workerProcesses": 1
}
e Get Help Be Write Out WY Where Is Wi Cut Text aNl Justify g¢ Cur Pos
B Exit Bi Read File B Replace MY Paste Text Bl To Spell Wl Go To Line

b
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RDEIC, estreamer.conf 7 7 A I DF—EEEZRLULET,

;\:_

alwaysAttemptToContinue

K=

true | false, CLI 7O€X A& T LIZETH eNcore V5147 Y
NTEGZHERTINESHZFIELET,

batchSize

AEVICHRINTZARYNDE, COBZBRZE. T4 RVICE
ZERAFENET, TT7AINEI100 T, COLEMEICET B ET.
ARV KNIAEVADF 1 —ICREFESNhZ0. S T714v0EDN
PIEWEBIEZDEZNSCULET,

BRY 2 —ADRETIE. CDEZKRELTBHE. 77141 1/107
TERABROBHIRESIN. 77347V MDNT A=V A ELE
LEITH. ARXRVNDEELNELDAREENLHD T, BEDIEE
FEDIAH L —MTEKELE T EZIE EUDIAGHFL—B A 100
XY NPT, batchSize »* 500 DIFH. 5HTEITT—9HTF4 X
JICEZAFNZET,

enabled

true | false, eNcore ZX{Tg BN ES I ZFHIHL X,

connectTimeout

747V N EGOEIL Z G T 5E (WEL) . CoRFEZ
HBz2%E I5—ICBRDET,

responseTimeout

7747V bHREEGHT 2RE (WE) . CORHEZEBZAS
ELTALTIRNIRDET,

monitor.period

TSRV ERITS HR (BEM) . 774K 120 T,
BEANSWEFETNY TICRIUBETH, OT ST 4 v T HE
muEs.

monitor.velocity

true | false, true MIFH. V74 7Y hHL I—RZUEY 5EE
NERENZEY, IEDfEIF. eStreamer [TL > TA XY MHHEES
h3EDEEEICTVTATYIDARY N ZUEBLTWS I EZE
RLUET, BEDERZNEDBERENDZETY., RIDIKEIC
BeE, EMIATHERLEY,

monitor.bookmark

true | false, true MIZE, REDTVIIX—IDIA ARV TH
RLREINET, Ihid. eNcore 75147 ~DUEH EDIEEEN
TWBH 2tERTHDICRILEET.

monitor.subscribed

true | false, true MIFH. YT XV 47 EINfcA XY NOEEH
PERESNET,

44




eNcore R4 K v.0.8

Splunk Fj Firepower v & 1 7R— K

q:_

monitor.handled

K=
true | false, true MIFE. HAICEZAFTNIcA XY OB
wWEShET,

Start 0, FAMMELROEVNT—YZEELET,
11} BEROT—5Z2EELET.
23, Ty oR—UDERZEELET,
logging.level L XJLICIE. FATAL, ERROR, WARNING, INFO, DEBUG, VERBOSE,

TRACEAH D ZFY, BEHICKHLTAF VY IDLRILEERULEY.
EBRERIETIEIINFO LD B EDLANIEFERLBW EZELH
#gHLET,

DEBUG (FIEEICKEZROT 7 71 I ZER L. TRACE (/X7 +—
YYVRICKESEELET,

logging.format

O DORERERERAEZRLET. AvE—IBRHDTTAILME
Bld. “{date-time}{name of module}-{level of logging-message}”
T9Y,

logging.stdOut

true | false, OV HADREHADICHRRENZ N ESHZRL
ig-o

logging.filepath

F7Ur—ayvOd0BmEREELET,

maxQueueSize

NYT7E3NBAYvE—IDRRE. CO¥=ZzBZA5E. OV
Do IhiThnEd, BEXAMICIE. COERNY 7 7H4XTT,
COBENKEWNIE, Vry MU VICET ZHEHRIARCEDE
9., T7AIMERIE 100 TY, ZELRWTL IS,

subscription.servers[]

ZhIZERSITI A, eNcore TIREYR—KTEDH—/NNIE 1 DT
T9, EEHlIE. k., BROKRRNCEHRT IHEICTHIET D&
ZEMELTVET,

server.host

Firepower Management Center (eStreamer % —/\) @ IP 7KL
Ao T7AIBNEEIE1.23.4TY, eNcore DETEICKA AT Y
FUZZEITZ L, FiLWFv v, Tyoiv—7. ELUAS
T 7 7AILDERSINET,

server.port

EHEny—/)\iR—b, T74J)L6E 8302 T,
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q:_

server.pkcs12Filepath

K=

PKCS12 7 7 4 JLISADIFAT, 3 TIC eNcore ZRITU TN SIREET
ChEZEIZ5EF. FryviadnicBAF—EcWEF—%H|
RI2HELHNDET, HIFRLAZELE. eNcore TENSDF—H'F|
EREFEAINET T IS5 DF—DARE {host}-{port}_pkes.cert
& {host}-{port}_pkcs.key TY,

server.tlsVersion

B ATavIiE1.0&£ 1.2 T,

subscription.records

CDEFZELRNTL IS,

handler.records.metadata

true | false, (¥4 LARY YV TEEIBEWNZH) AFYT—5DHAN
R4 9 2158 1E. CDfEZ false ITRRELE T,

handler.records.flows

true | false, #&#7O—L d— R &[R4 9 2551, JDfE% false
ICERELET.

handler.outputters[]

eNcore [CLZEZAHDIFELTEREZEETZ 7V N TyFZ AV
D_ao)ﬁaﬁuo

outputter.name

ABENGZRDHBERDZRITY ., FELAESNhTWEI, I—KT
FEAShIEA,

outputter.adapter

T—% & eStreamer A SFEAES M. BEILS N EHBEATHRE
SNEY, 775 T EVERERICEHRUE T, EAT
BERMEIIRDEED T,

e splunk

e json

outputter.enabled

true | false, 7O N7y S 3—EICEBIEETEZXT., FEDT Y
N7y E2EBYHICTZIERIE. CDT75 7% false [CTRELET. T
NTDT7INTyHhfalse DIFE(XET UM Ty 5 HRBNER).
VU ELTEMELE T,

outputter.passthru

true | false, true MIFH., BET—F FEBILEAY T—5 DUE
ZENANALET, COBE. FEICHSRICEDETH. AR
5nEI. FHEMEITNYITT,

outputter.stream.uri

HAOZRETZHEAZEELET. 77400 URI F, #EXF/NR
(file:///absolute/path/to/file 7 &) F 1= (FHEXT/CR
(relfile:////relative/path/to/file 12 &) THEETEZE I,

RE. 7714 URLDBHDYR—EEThTVET,

outputter.stream.options

T77ANR=RADRA MY —AICIFEMA T3 VHRETT,
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F— K=

option.rotate true | false, ¥/ O—F—¥ 3 VARBRIBAICHELET. T 7 4
)L NBEIE true T, eNcore TIFHWT 7 1 ILDHEIBRIFITHON &
W EITEBELTLEEE W, ThZfT5ICR. EDRT YT hz5|
BRIEBL. RTT1—-ILT2HNENHDET,

ol -

hzcaon Ja7HhoHFUHLET,

#!/bin/bash

find /opt/splunk/etc/apps/eStreamer/log/* -mmin +1440 -exec
rm {3\

option.maxLogs O A4 X (1T8) #EELET. T 74 J)L &R 10,000 TY,
PBDOKERT 74)L (50,000 T E) ZEH TR ELHTEXT,

Splunk Fl eNcore 7 RA VI, A—HFICE>THhMDPTNWIT—AyvE—I%ZRBMHIT S L SICERETS
nTtnEg, T5—AvtE—I0flERICKUET,

eStreamer T —EZXNEHRZFAL XL, EXA5NSREREEEHHD., COBKRIETOIZ—AOJICEK
RENTWET, (TheeStreamer service has closed the connection - There are a number of possible causes

which may show above in the error log.)
I7—DE2KRRINBWEEE, ROZEMNEZSNET,
o H—)HVvryhFUYLTWNS,

o USATYIEIECKBUL (FYRNIYRIPFRLRN, SABICEENTShTVSH0
E—RBLTWBIEEERLTLESEL, TINAADNNATDONRTH BIHE. AP XT7 Y S
ARMU—ANATIPE—RILTWBREDLHDZET) ,

o H—/NICEI SMIENH S, Firepower Management Center v6.0 ZXR{TL TV BIHE L. [Sourcefire
3D Defense Center S3 Hotfix AZ6.1.0.3-1] DA Y A M—)LHANEICHED I ELHD
x9,
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BEROOMSBVNIT—PFEFUWHRANVERI S —ARELIIBEIE. YR— X TTEBLLES
W, FMBEDELE. BLUVIFT—AvE—JDHEZITVLET.

& : LMUToOEH#IE. Firepower eNcore for Splunk TA Z{E T 3BE_ICHE 5
—KREBHEZ TIPS BRI DDICRIIBLET, mEShZHOD
MEMNS, HBEOTF—VEREM. EHYt. MICBETSHMETHS
CEDRDLMO>TVET, ITFTOYRRNTIER, COLSBVFIAD—
BEED LIF, DFEICHRRT B=HDDAEERLULTVWXTH, BEH
BIEMERETIEEE. TACHR—FFI vy FEERL TS,
Microsoft Sentinel Agent D > X b— L CRIEMFHET ZEEE. XD
&EHEHTY,

HEIRETE

Microsoft T—J Y h%& Azure ICA VA M—=ILLTHAS. OMS ZBA VY AM—=ILLUTHTL I WV (F
& :

https://support.microsoft.com/en-us/help/4131455/how-to-reinstall-operations-management-suite-oms-agen

t-for-linux) ,
BE :  Splunk ICTF—FHE5hTIRL,
HEREIA

o RDIZAICH S Splunk TADT—F T4 LI MU ZERRTLZE LN,
$SPLUNK_HOME/etc/apps/TA-eStreamer/bin/encore/data/splunk (77 # JL NH&RL)
o ROMSRBVLI-—RZREL TS, —BHBAET grep T,
cat "encore*" | grep "rec_type=400" (400 [FIBA A XV K)

BERIARTINBWNSEIE, FSEAZEOMETHZH. FEDAIRY MY A TZRINL TLBRIEEMED
HND XY, estreamerlog TLT—PT A RAVBEZTRI AV E—IDHBVNIRAXRTLEZSL,
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NTGTN Y a—T 4T

X7z, inputs.conf 7 7 A I)LEFANRT, EZHDLERDT—FT4 LI MNVERAVILTWSR I ESE
LTI (F7AIDMTIERDODESICHEDEY) o

# Where data is written to
[monitor://SSPLUNK_HOME/etc/apps/TA-eStreamer/bin/encore/data]
disabled =0

source = encore

sourcetype = cisco:estreamer:data

crcSalt = <SOURCE>

FE: T—9D08LTBDREH. cdean1—F 4 VT4 TClETF—5 %2 BICEBET
=3 (AN

HEREFTH -

Splunk ZERAL TW3I5EIE. KDL SIT, inputs.conf monitor A Y »H' % batch [CEETEEXY, &
hic&kb, BDIAHFICT 71 ILDEIFRESNhET,

[monitor://SSPLUNK_HOME/etc/apps/TA-eStreamer/bin/encore/data]
LEEZETRICEELEXT,

# Where data is written to
[batch://SSPLUNK_HOME/etc/apps/TA-eStreamer/bin/encore/datal
disabled =0

source = encore

sourcetype = cisco:estreamer:data

crcSalt = <SOURCE>

Splunk ZFBiEEHI LT, EEZEBWICLET,

CLI/CEF Arcsight T7 4 3 > Tld, .Jencoreshclean 1—F 4 UFT 4 ICLK > THBEEEDMRZEFESN
FIN., ChIFFERBICERNGHETH DD, ARL—FTA VI IVATA, 774)O0—FT—2 3
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V., BEDHEETHEZITD cron TEDEBERT 7 ILREBER) V—%2FERITIVELNHDET, £
fzlE. KD IT ApacheKatkaZ 7 7 A IL/T 4« AV ERBICERATEET,

M : EGZEILTERL, Splunk [CTF—a x5 TR,

HEIREIE
RDESIC, EHEEILTSFIEIIEHHD £,

e Firepower Management Center N5 7 V7 C AR[BER Y T4 7V NEFAEZ I L X T, <bL—ZV
THARNDY VD>

o FFAAZEDEZER. ./splencore.shtest £7-ld ./encoreshtest )L —F > &FRITLU T, EHELAEMICHK S
TWBENESHZERTEEXT., V717V FORERFEFRICHZRX YN TI—JICEEEINET,
—HRIC. ZDEHELEEHIEHITHE SO TVBIHNNATIP TS —HAEELTVET, 2D & S BRIHEIF.
I Y KR4 > kH 5 Firepower Management Center [ ping A7 ) 7 ZE{TLT, Xy bhT7—2 L
TEHESA 7OV 7INTWERNZ EZERLUE T, /R— b 8042 A eStreamer 70 b JJLAICREALY
TWBZEITERLTLEEE W,

eNcore DT —YEEICETSHL 5 1 DORMEE. T—FHFO—RNFUHFICEREIN TS D, TCP Z
FRALTRY M T—ITEHESNTWVSIETY, 7927747 MCO—-AILICREL. ER
H—EXZFERAULTRXY N T—V TERIET S EZRSBEHH UL X T, eNcore [, estreamer.conf TR
DEREFERALT IKk#K] E—FTEESERZENTEET,

“alwaysAttemptContinue”: true

O—RNSYHICL>TEEIETINIGEEP. XY T —2 LT eNcore A BEFSINIZIER. C
DE—RKTIE. BFMIC python 7O R ZHAL CEEZBHLE I,

Ml : SBOBRAMNRY MHRAFREL. ZORMAKHE. MERLMALERT
Shizly,
HREE :

ISA4T7Y N TRELTWRAIRY NOENIFEICDBRWATREENH D .77 4 )L b Tld.eNcore
(F100 A XY RNSERARY N ZET A RVICEEZAL., FLEBAMNI—IVITEHLIICHESINT
WET, TDESIC. 771 IO BREERETZETNTA—IVRERFKILT DL S ICHRETS
hTWxd, Thid, estreamer.conf DROEHZFERAL T, B THAEBTEXY,

“batchSize": 2.
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batchSize Z 2 ICBRET D E. IRXV DI CICEEINETIN. NT7A—I VA LDEFHIELLR
DEd, WIC. batchSize #RKELFTBENTA—IVRIFAELLETH. AIXVIHF4RIICE
ZFAFNBIAMIVINECRHDET, Inld. ZEINDZARYMEH 1 #EH7=D 2,000 FZiBZ
BIBBICRIIDIENHDET, TDIEE. batchSize 500 ICFT B &, EEBEBICLDBLLLE
\MELRZZENHDET,

oo EEESNBAIRYPDOENFERICOBRWNGEICNYFHAXET—A—ZAL Yy REKRE<T
5L NYFOLEWMEICETDETT—IDNAETYARADF 2 —ICREFEESNBcH. T—5H Splunk
ICAESNSETICHARVEERI N SR E, BEDOHBENEET HAIEENHDET,

H—NTHR—NTEZZEZE7O0CZOHIE. 7Oy HIAT7OHEEE. BLUOY—NOERICL-
TREDZET,

AIRYEL—bF (1 8&HED) | 7—h—ZXL vy RE Ny FHA4 X (#EE)
100 K 1 2

100 - 2000 1 100 (F7#ILK)
2000-4000 4 100 (FZ7AILK)
4000-6000 8 250

8000+ 12 500

Q : batchSize % 1 [CRAE T DHENH D T,

A:Chid, CORFa2AYRMDUBION—Y 3V THERRINTVWELLD. ZRBEENEL ST
REMN DD X,

batchSize % 1 ICE8E Y % &. Firepower Management Center h 5 D3R TDIERHENEICT 4 X5
IZANY—AICEZATFNET, ChIFRIEICL > TIIRIIDIBEHH D I H. clean ¥ monitor #x
EDMDARY RARITEINICEEZICT 7AWV RATATTY ROV I D RET ZAEEELHD T,
Z0RH EEAHFTOCADHICT I AT THOT I/ 3V ERTTEDLSIC. CDfEZ 2 )L
FICRRETZ L E2EHMHLET.
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ME: KBHOBEEELHICARYINTF—YICRENEDEULRSNhS, V5
75T 5L, BEERODTZ7ICRK S,

HEIRETE :

COBRKEHEDAHAMITHESNDESIF. ERINESEELFENVKOMHD XTI, A TR
DIAHREEIFARY NREIDNRTIEINTVNEINES I ZMHEEL TS L, Splunk DERD 1A,
BICERBOT—9 YV —A0WMDiIAHIE. RDMFEHNBEHDICEDVTITONE T, Splunk TlE. 77
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Firepower Event Streamer Integration Guide :

https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-lis
t.html
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https://docs.splunk.com/Documentation/SCS/current/SearchReference/DedupCommandExamples
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https://www.cisco.com/c/m/en us/products/security/technical-alliance-partners.html

e Splunkbase : https://splunkbase.splunk.com/

e eNcore TA for Firepower 6.x D HZEHk : https://splunkbase.splunk.com/app/3662/

e Firepower App for Splunk (2019) : https://splunkbase.splunk.com/app/4388/#/overview

61


mailto:encore-community@cisco.com
https://www.cisco.com/c/m/en_us/products/security/technical-alliance-partners.html
https://splunkbase.splunk.com/
https://splunkbase.splunk.com/app/3662/
https://splunkbase.splunk.com/app/4388/#/overview

eNcore R4/ K v.0.8

(NE3

e Firepower5.4 D FTAB KUY v o a/R— K (2014) : https://splunkbase.splunk.com/app/1629/

e FTDTA : https://splunkbase.splunk.com/app/3955/

e FTIDA v a7R— K : https://splunkbase.splunk.com/app/4010/

e (Cisco Security Suite : https://splunkbase.splunk.com/app/525/

e Sourcefire TA for Firepower 5.4 : https://splunkbase.splunk.com/app/1808/

e eNcore CLI /N\—3/ 3 Y : https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-arcsight

e Firepower App for Splunk Overview on SalesConnect :
https://www.cisco.com/c/dam/en/us/products/collateral/security/solution-overview-c22-741993.pdf

eStreamer 7 A4 7V NEBAEZ £ KT 5 FIEII XD EE D T,

1 Firepower Management Center @ Web « % — 7 = A X (https://fmc-ip-address) (CFE &) L. Firepower
Management Center DO 7 1 VIgEZFEALTCOJ1 Y LET,

2 Firepower Management Center 6.x @D GUI T, [ AT A (System) | > [# & (Integration) ]> [eStreamer
(eStreamer) 1 ICEEILE T,
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"connectTimeout™: 10,
"responseTimeout”: 10,

"@startComment": "0 for genesis, 1 for now, 2 for bookmark”,
"start": 2,

"monitor": {
"period": 120,
"bookmark": false,
"handled": true,
"details": true

};

"logging": {
"@comment": "Levels include FATAL, ERROR, WARNING, INFO, DEBUG, VERBOSE
and TRACE",
"level": "INFO",
"format": "%/ (asctime)s %(name)-12s %/(levelname)-8s %(message)s"”,
"stdOut": true,
"filepath": "estreamer.log"

}!

"@queueComment": |
"Maximum number of messages buffered before throttling takes place. The more
powerful”,
"your CPU and more RAM you have, the larger this number can be. It's essentially
a’,
"buffer size. Beyond a certain size you won't see any performance gain and it will",
"just take longer to stop"

]

maxQueueSize": 100,

"subscription": {
"servers":
{
"host": "1.2.3.4",
"port": 8302,
"pkcs12Filepath”: "client.pkcs12",
"@comment”: "Valid values are 1.0 and 1.2",
"tlsVersion": 1.2
}
I

"records": {
"@comment": |
"Just because we subscribe doesn't mean the server is sending. Nor does it
mean",
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"we are writing the records either. See handler.records[]"

"packetData": true,
"extended": true,
"metadata": true,
"eventExtraData": true,
"impactEventAlerts": true,
"intrusion": true,
"archiveTimestamps": true

}
};

"handler”: {
"records": {

"core": true,
"metadata”: true,
"flows": true,
"packets”: true,
"intrusion": true,
"rua": true,
"rna": true,

"@includeComment": "These records will be included regardless of above”,
"include": [],

"@excludeComment": |
"These records will be excluded regardless of above (overrides 'include')",
"e.g. to exclude flow and IPS events use [ 71, 400 ]"

1

"exclude": []

};

"@comment": "If you disable all outputters it behaves as a sink”,
"outputters”: [

{

"name": "Splunk default”,
"adapter”: "splunk”,
"enabled": true,
"stream": {
"uri": "relfile:///data/splunk/encore.log{0}",
"options": {
"rotate": true,
"maxLogs": 9999

}
}!
{

"name": "JSON",
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"adapter”: "json",
"enabled": false,
"stream": {
"uri": "relfile:///data/json/log{0}.json",
"options": {
"rotate": true,
"maxLogs": 9999
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