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[Device Management] ASA FirePOWER

A

ASA ASA FirePOWER
ASA FirePOWER
ASA FirePOWER

. 11

» ASA FirePOWER 14

. 14

. 16
[Device Management] [Device] ASA FirePOWER
[Device] [General]

1 [Configuration] > [ASA FirePOWER Configuration] > [Device Management] > [Device]

[Device]
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2 [General] i
3 [Name]

() LY # &N <>

4 [Save]

[Device]

1:0

[System]

System ]

14

Model

Serial

Time

Version

ASA FirePOWER

Policy

ASAFirePOWER

[Device]

2:[

[Advanced]

Advanced ]

Application
Bypass

Automatic Application Bypass

Bypass Threshold

. Cisco ASA with FirePOWER Services

6.7
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N

ol

[ Advanced ]

Automatic Application Bypass AAB

Snort
AAB 10 Snort
3000 ms 250 ms 60,000 ms
S
AAB
AAB Snort
13
[Devices] [Advanced] Automatic Application Bypass

[Configuration] > [ASA FirePOWER Configuration]> [Device Management] > [Device]

[Device]
[Advanced] o
[Advanced]
[Automatic Application Bypass]
Automatic Application Bypass
13
[Automatic Application Bypass] [Bypass Threshold]
3000 ms 250 ms 60,000 ms
[Save]
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B ~saricerower

14
ASA FirePOWER
Control Protection
ASA FirePOWER ASA FirePOWER
62
ASDM CLI

ASA FirePOWER

1 [Configuration] > [ASA FirePOWER Configuration] > [Device Management] > [Interfaces]
[Interfaces]
2 e
[Edit Interface]
3 [Security Zone] [New]

4 [Store ASA FirePOWER Changes]

14

ASA FirePOWER

Snort
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[Configuration] > [ASA FirePOWER Configuration] > [Device M anagement] > [Device] [Configuration] >
[ASA FirePOWER Configuration] > [Device M anagement] > [I nterfaces]

[Device Management]

[Apply ASA FirePOWER Changes]

[ Apply ]
[Apply Device Changes] [View Changes]
[Device Management Revision Comparison Report]
15
[OK]
[Device Management]
[Configuration] > [ASA FirePOWER Configuration] > [Device Management] > [Device] [Configuration] >
[ASA FirePOWER Configuration] > [Device Management] > [Interfaces]
[Device Management]
[Apply Changes]
[Apply Device Changes]
[Apply Changes]
[ View Changes ]
[Device Management Revision Comparison Report]

[Previous] [Next]

PDF [Comparison Report]
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Firepower

2 SSL
8305/tcp
Firepower Management Center
Web
)
Cisco ASA with FirePOWER Services  Firepower Management Center
ASDM Firepower Management Center ASA FirePOWER
Firepower Management Center
ASDM Cisco ASA with FirePOWER Services
2
Firepower 3

. IP
NAT

IP

. 37

* Firepower NAT

NAT ID

NAT ID NAT ID
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1 [Configuration] > [ASA FirePOWER Configuration] > [I ntegration] > [Remote M anagement]

[Remote Management]

2 [ Add Manager ]
[Add Remote Management]

3 [ManagementHost] IP
DNS IP
NAT IP
IP Firepower
NAT ID ASA FirePOWER
IP DHCP IP

4 [Registration Key]

5 NAT [Unique NAT ID]
NAT ID
6 [Save]
[ Pending Registration ]
7 Web
NAT
Firepower Management Center
IP
Firepower
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. eStreamer eStreamer

1 [Configuration] > [ASA FirePOWER Configuration] > [I ntegration] > [Remote M anagement]

[Remote Management]

[Edit Remote Management]

3 [Name]
4 [Host] Ip
DNS IP
5 [Save]
eStreamer eStreamer
FireSIGHT + Protection
eStreamer eStreamer

eStreamer

eStreamer
eStreamer

Firepower Management Center

eStreamer

1 [Configuration] > [ASA FirePOWER Configuration] >[I ntegration] > [eStreamer]

[eStreamer Event Configuration]
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2 [eStreamer Event Configuration] eStreamer

Firepower Management Center

* [Intrusion Events]

o[ Intrusion Event Packet Data ]

* [Intrusion Event Extra Data] HTTP
IP

eStreamer
eStreamer
Firepower

3 [Save]

eStreamer

eStreamer eStreamer
eStreamer

eStreamer

eStreamer

eStreamer .

Web

eStreamer [ ]

eStreamer

1 [Configuration] > [ASA FirePOWER Configuration] > [I ntegration] > [Remote M anagement]

[Registration]
2 [eStreamer]

[eStreamer]

3 [Create Client]
[Create Client]

4 [ Hostname ] eStreamer
eStreamer IP
DNS IP
5 [Password]
6 [Save]
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. eStreamer

eStreamer eStreamer 8302
/ [Hostname]
[eStreamer]
7 2
8 SSL
eStreamer eStreamer
|
eStreamer
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ASA FirePOWER

«IP
. URL
ASA FirePOWER
1
URL PKI
~
. 22
. 24
. 25
. 31
* URL 33
. 33
. 36
. 56

57
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. 62

. 63

. 64

* PKI 66

. 75

. 76

[Configuration] > [ASA FirePOWER Configuration] > [Object

Management]
URL
PKI
PKI URL
90
URL URL
1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [Network] [Port] [URL] [PKI] [Distinguished Name]
[Object Groups]

3 [Add]
4 [Name] {3 ASCII
51 [Add]
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. Shift  Ctrl [Select All]

)

6 [Store ASA FirePOWER Changes]

20
20
¢
1
1. [Filter]
1 *
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a) [Filter]

1 *
1
IP
22
ASA FirePOWER
1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [Network] [Individual Objects]
3 [Add Network]
4 [Name] {
ASCII
5 IP [Add]
6 [Store ASA FirePOWER Changes]
90
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Protection

HTTPS P

ASAFirePOWER
VRT

HTTP
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1
500 MB
443/HTTPS
443/HTTP 80/HTTP
[Security Intelligence]
6.7
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No
No
IP
No No
IP
Protection
IP
IP
/0
/0
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/0

[Monitor] [Block]
[Source Networks] [Destination Networks]  [any]
IP
1 [Security Intelligence]
2 IP =
IP Shift Ctrl IP
[Delete]
3 [Store ASA FirePOWER Changes]
90
Protection
ASA FirePOWER
VRT IP
bogus IP bogon
IP
2
1 [Security Intelligence]

i
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2 [Update Frequency]
2 1

3 [Store ASA FirePOWER Changes]

Protection
URL URL  Punycode
md5
md5
md5
1 [Security Intelligence] [Add Security Intelligence]
2 [Name] & ASCII
3 [Type] [Feed]
4 [Feed URL] [MD5 URL]

ol

[Update Frequency]
2 1

6 [Store ASA FirePOWER Changes]
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Protection

1 [Security Intelligence]
2
3 [OK]
Protection
1
IPv4
128
IP
31
1 [Security Intelligence]
2 [Name] {3
3 [Type] [List]
4 [Browse] list.txt
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[Update Feeds]

IPv6 0 32

[Add Security Intelligence]
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5 [Store ASA FirePOWER Changes]

ASDM

Protection
1 [Security Intelligence]
2 [Download]
3 [Security Intelligence] [Browse]

[Upload]
4 [Store ASA FirePOWER Changes]

. TCP UDP
TCP(6)/22
« ICMP ICMPV6  IPV6ICMP

Cisco ASA with FirePOWER Services

ASDM

g

90

ICMP(1):3:3
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22
ASA FirePOWER

90
TCP/UDP

TCP
UDP

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [Port] [Individual Objects]
3 [Add Port]
4 [Name] {} ASCII
5 [Protocol]

[TCP] [UDP] [IP] [ICMP] [IPV6 ICMP] [Other]

[All]

6 [Port] TCP UDP

1 65535 [any]
7 [Type] [Code] ICMP IPV6 ICMP

ICMP IPv6 ICMP

ICMP

http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml
http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml
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URL B

any

any

[Other] [All]
[Port]

9 [Store ASA FirePOWER Changes]

URL

N ow N e

ol

URL URL IP
URL
22 URL
HTTPS Secure Sockets Layer SSL
URL URL
www.example.com
example.com URL
Web HTTP HTTPS
URL URL
90

URL

[Configuration] > > [ASA FirePOWER Configuration] > > [Object Management]
[URL] [Individual Objects]

[Add URL]

[Name] URL {} ASCII
URL [URL] IP

[Store ASA FirePOWER Changes]
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ASA FirePOWER IP

VDB

139
VDB
VDB
VDB
[Configuration] > [ASA FirePOWER Configuration] > [Object Management]
[Application Filters]
[Available Applications]
OR
100 50

150
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AND

[All apps matching the filter]
[Selected Applications and Filters] 50

[Application Filters]

22

90

[Configuration] > [ASA FirePOWER Configuration] > [Object Management]

[Application Filters]

[Add Application Filter]

[Name] {} ASCII
[Application Filters]

. [Check All] [Uncheck All]
. [Search by name]
. ¢
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100

6 [Available Applications]

filter]

[Clear All Filters]

[Available Applications]

[All apps matching the

[Search by name]

Shift Ctrl
[Select All]

[All apps matching the filter]

50

[Delete Selected]

8 [Store ASA FirePOWER Changes]

Protection
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[All apps matching the filter]

| 1
[Select All]



ASAFirePOWER

ASAFirePOWER

$HOME_NET
$EXTERNAL_NET

Web $HTTP_SERVERS
$HTTP_PORTS

37
$HOME_NET
$HTTP_SERVERS
Web
ASA FirePOWER
VRT
582

ASA FirePOWER

46
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ASA FirePOWER

4: ASA FirePOWER

620

$AIM_SERVERS

AOL Instant Messenger
AIM

AIM

$DNS_SERVERS

DNS
DNS

$DNS_SERVERS
1P

SEXTERNAL_NET

ASAFirePOWER

$HOME_NET

$EXTERNAL_NET
$HOME_NET

$FILE_DATA_PORTS

$FTP_PORTS

FTP
FTP

FTP
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$GTP_PORTS

GTP

General Packet Radio Service

GPRS
PDU
$HOME_NET 1P
$HTTP_PORTS Web Web
Web
SHTTP_SERVERS Web HTTP
Web
$ORACLE_PORTS Oracle Oracle
Oracle
$SHELLCODE_PORTS
$SIP_PORTS SIP
SIP
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$SIP_SERVERS SIp SIP
SIP $HOME_NET
$SIP_SERVERS
$HOME_NET
$SMTP_SERVERS SMTP SMTP
$SNMP_SERVERS SNMP SNMP
SNMP
$SNORT_BPF 5.3.0
5.3.0 ASA
FirePOWER
56
$SQL_SERVERS sQL
$SSH_PORTS SSH SSH
SSH
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$SSH_SERVERS SSH SSH
SSH $HOME_NET
$SSH_SERVERS
$HOME_NET
$TELNET_SERVERS Telnet | Telnet
Telnet
SUSER_CONF
1
56
$USER_CONF
56
Protection

ASA FirePOWER

37
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192.168.1.0/24

Varl

Custom Set 1

Default Set (oriding

Yarl customized value
CI92168.2.0024)

Yarl customized valle
CI92168.1.0024)

reset
v

reset 2
Y

Warl current cefaul set vaive
(92 168.1.024)

YVarl default valle
LA

Custom Set 2

YWarl current defaut et valle
(192.168.1.0524)

Custom Set 2
192.168.2.0/24

Custom Set2  Varl
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Varl
192.168.1.0/24

Custom Set 2
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Varl
Custom Set 1

Varl

Varl

Varl

Lo i L =l ]



Custarm Set 1 (origin Default Set Custom Set 2
WVarl cushonmized valie I copied Warl customized vaille
Ce2.163.1.0024) » (192 168 .1.0524) b
reset reset
current defauit et valle clefauit valle current cefaul set valle
CI82.168.1.0024) (any I 92 168.1.0/24
Custom Set 1 Varl Varl
Varl 192.168.1.0/24  Custom
Setl any
Varl Varl
Varl
Custom Set 2 Varl

192.168.1.0/24  Varl  Custom Set 1
Varl

Custom Set 1 (origin Ciefault Set Custom Set 2

Yarl custorized valle | Thot copied
(192.163.1.0/24) at creation |

reset

fam) Lanyy {anyy
I g

current defauit sat valle Warl defaut valle current cefaul set valle

Varl any Varl
Varl
Varl Custom Set 2
Protection
[Object Manager] [Configuration] > > [ASA FirePOWER Configuration] > > [Object
Management] > [Variable Sets]

Cisco ASA with FirePOWER Services 6.7 .
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[Configuration] > [ASA FirePOWER Configuration] > [Object Management]
[Variable Set]

[Add Variable Set]

[y

[Edit]
g [Yes]
[Delete] [Yes]
Ctrl Shift

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [Variable Set]
3

. [Add Variable Set]
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46
90
Protection
[Customized Variables] [Default
Variables]
ASA FirePOWER
[Default Variables] [Customized Variables]

[Customized Variables]

[Add Variable Set]

[y

[ Name ] [ Description ]

[Add]
46
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o

46

[Yes]

[Store ASA
FirePOWER Changes] [Yes]

1 [Configuration] > > [ASA FirePOWER Configuration] > > [Object Management]
2 [Variable Set]
3

. [Add Variable Set]

. [Add]

46

Protection
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DMZ

192.168.0.0/16

192.168.0.0/16

any
41
[New Variable]
2
3
51
TCP
any
[Include] [Exclude]
Ctrl Shift

Cisco ASA with FirePOWER Services

6.7

$DMZ

UDP

any

$DMZ

any

[Edit Variable]

53




[Add]
[Name] —
var
Var
[Type] [Network] [Port]
51 53
[Type] [Network] @)
24
[Type] [Port] &)
any
TCP UDP
31
c

. Cisco ASA with FirePOWER Services
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Ctrl Shift
[Include]
[Excluede]
[literal Network] [Port]
IP
[Add]
any [Store ASA
FirePOWER Changes]
/ ]
[Store ASA FirePOWER Changes]
[Yes]
[No] any

90

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [Variable Set]
3

. [Add Variable Set]
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. [Add]
5
 [Name]
. [Type] [Network] [Port]
6
1 [Include] [Exclude]
Ctrl Shift
7 1 [Add]
IP

8 [Store ASA FirePOWER Changes]
* [Yes]

* [No] any

9 [Store ASA FirePOWER Changes] [Yes]

90
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Protection
IP
ASA FirePOWER IP
24
IP
[Source IPs] [Destination IPs]
IP
[Network] 1 IP
IP
385
[Network]
388
[Networks]
TCP
355
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* [New Variable] [Edit Variable]

. 1P
IPv4 IPv6
IPv6
IPv6
IP
192.168.1.1
2001:db8:ca2e::fadc
192.168.1.1
192.168.1.5 IP
192.168.1.5
. any

192.168.5.0/24

. Cisco ASA with FirePOWER Services 6.7

RFC 4291

any
none

IPv6

192.168.1.1
2001:db8:ca2e::fadc

192.168.1.5

any

192.168.6.0/24

24

1Pv4 IPv6

192.168.1.1
192.168.1.1
IP

any

46



Protection
TCP UDP
TCP UDP
31
[Source Port] [Destination Port]
* [New Variable] [Edit Variable]
TCP UDP

Cisco ASA with FirePOWER Services

6.7

[Source Port] [Destination Port]

TCP/UDP

31

any




any
none

any

. any

10 50

Protection

any

60

any

46
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. any

Control

ASAFirePOWER

[Access Control]

81

90

Cisco ASA with FirePOWER Services 6.7
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173




Protection

ASA FirePOWER 2
USER_CONF
USER_CONF
USER_CONF 1
USER_CONF
USER_CONF 1 4096
8192
\
USER_CONF
Protection
DNS IP
DNS
IPv4 IPv6
DNS
90

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [Sinkhole]

3 [Add Sinkhole]

4 [Name]
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5 [IPv4 IPv4 Address ]  [IPv6

7 [Indication of Compromise (10C)]

8 [Store ASA FirePOWER Changes]

Malware

AMP
Intelligence

SHA

461

IPv6 Address ]

[Log Connections to Sinkhole]

[Block and Log Connections to Sinkhole]

[Type]

Collective Security
SHA256

Cisco ASA with FirePOWER Services
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SHA-256

SHA-256 10000
. SHA-256
. SHA-256 Csv
SHA-256
SHA-256
SHA-256
90
SHA-256
Malware
SHA-256 Csv
SHA-256
SHA-256
.CSV
#
1 SHA-256 256
LF CR+LF
SHA-256
. 10000
. 256 256
\
. SHA-256
SHA-256
SHA-256
SHA-256
. SHA-256
. SHA-256

. Cisco ASA with FirePOWER Services 6.7

SHA256

SHA-256



[T

~

[o2)

o1 SHA-256

61

[Configuration] > [ASA FirePOWER Configuration] > [Object Management]

[File List]
[Add by] [List of SHAS]
[Description]
[Browse] [Upload and Add List]
[SHA-256]
[Store ASA FirePOWER Changes]
Malware
SHA-256
SHA-256
SHA-256

Cisco ASA with FirePOWER Services
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[y

SHA-256

90




SHA-256
1 [File List]
2 [Add by] [Calculate SHA]
3 [Description]
4 [Browse] [Calculate and Add SHA]

5 [Store ASA FirePOWER Changes]

90
SHA-256
Malware
SHA-256 SHA-256
SHA-256
1 [File List]
2 [Add by] [Enter SHA Value]
3 [Description]
4 SHA-256
5 [Add]
6 [Store ASA FirePOWER Changes]
90
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o b~ w

Malware
SHA-256
61
[File List]
SHA-256 e
[SHA-256] [Description]
[Save]
[Store ASA FirePOWER Changes]
Malware
58

Cisco ASA with FirePOWER Services
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SHA-256

SHA-256
SHA-256

-




1 [File List]

i3

2 \
3 [Download SHA List]
4 [ Close ]
1 ASA
1
1
[Security Zones] ASA FirePOWER
90
1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [Security Zones]
3 [Add Security Zone]
4 [Name] { #
ASCII
5 [Type]
6 1
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Ctrl Shift
9
7 [Add]
8 8
9 [Store ASA FirePOWER Changes]
SSL TLS
SSL
SSL
SSL
SSL
S
ASDM
90
1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [Cipher Suite List]
3 [Add Cipher Suites]
4 [Name] {
ASCII
51 [Add]
« Shift Ctrl [Select All]
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6 [Store ASA FirePOWER Changes]

SSL 22
SSL
CN CN=
CN=
9.'
C 2
CN 64
/

*
0
ou
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(8]

10:

CN="*ample.com”

example.com

mail.example.com
example.text.com

ampleexam.com

CN="exam*.com”

example.com

mail.example.com
example.text.com

ampleexam.com

CN="*xamp*.com”

example.com

mail.example.com
example.text.com

ampleexam.com

CN="* example.com

mail.example.com

mail.example.com
example.text.com

ampleexam.com

example.text.com

CN="*.com” example.com mail.example.com
ampleexam.com example.text.com
CN="**com” mail.example.com example.com

ampleexam.com

90

[Configuration] > [ASA FirePOWER Configuration] > [Object Management]

[Distinguished Name]

[Add Distinguished Name]

[Name]

[DN]

ASCII

[Individual Objects]

[Distinguished Name Attributes]

Cisco ASA with FirePOWER Services
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B ~

6 [Store ASA FirePOWER Changes]

PKI

PKI

\}

SSL

SSL
CA
SSL
CA
CA CA
CA
PKI

CA

CA
CA

CA

PKI

ASA FirePOWER

CA
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CA

CA CA CA
CA
SSL CA
22 CA
S
[Decrypt - Resign] SSL CA
SSL
CA
CA
. RSA CA
. RSA CA
* RSA CA CA
CSR CA
CA CA
CA
CA CA
90
X.509 v3 CA CA

. DER
. PEM
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CA

PEM

[Decrypt - Resign]
CA

CA

254

CA

[Configuration] > [ASA FirePOWER Configuration] > [Object Management]
[PKI] [Internal CAs]
[Import CA]

[Name] CA | {3
ASCII

5 [Certificate Data] [Browse] DER PEM
X.509 v3 CA

6 [Key] [Browse] DER PEM

A oW N

7 [Encrypted, and the password is:]

8 [Store ASA FirePOWER Changes]
CA

CA

RSA CA
CA
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A oW N e

[op)

11: CA

Country Name 2 2 2

64
State or Province /

Locality or City *

Organization

Organizational
Unit

Common Name

CA 10 [Valid From]
CA

[Configuration] > [ASA FirePOWER Configuration] > [Object Management]
[PKI] [Internal CAs]
[Generate CA]

[Name] CA {
ASCII

CA
[Generate self-signed CA]

CA CA

CA CSR

* CA CA

SSL CA
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CA CSR

1 CA

a) [Configuration] > [ASA FirePOWER Configuration] > [Object Management]

b) [PKI] [Internal CAs]
c) [Generate CA]

d) [Name] CA
ASCII
e) CA
f) [Generate CSR]
g CA CSR

h) [Store ASA FirePOWER Changes]

68

¢

a) [Configuration] > [ASA FirePOWER Configuration] > [Object Management]

b) [PKI] [Internal CAs]
c) CSR

d) [Install Certificate]

e) [Certificate Data]
X.509 v3 CA

f)

g) [Store ASA FirePOWER Changes]
CA

CA

CA

CA

[Browse]

SSL

CA

L

DER PEM

[Encrypted, and the password is:]

CA

. Cisco ASA with FirePOWER Services
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N -

o o1 b

606

CA

[Configuration] > [ASA FirePOWER Configuration] > [Object Management]

[PKI] [Internal CAs]

CA
[Download]
[Password] [Confirm Password]
[Store ASA FirePOWER Changes]
CA
CA
SSL CA
22
CA
CA
CRL
CRL
CRL
CA

CA

Cisco ASA with FirePOWER Services
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CA
CA

CA

CA

90
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CA

CA X.509v3CA

. DER

. PEM

PEM

CA

CA

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]

2 [PKI] [Trusted CAs]

3 [Add Trusted CAs]

4 [Name] CA | {3

ASCII

5 [Certificate Data] [Browse] DER PEM
X.509 v3 CA

6 [Encrypted, and the password is:]

7 [Store ASA FirePOWER Changes]

CA
CA CRL CA
SSL CA
. DER
. PEM
CRL
CRL
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CRL CA
CRL CRL
CRL

CRL

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]

2 [PKI] [Trusted CAs]

3 CA (54

4 [Add CRL] DER PEM CRL
5 [Store ASA FirePOWER Changes]

SSL
22
CA
X.509v3
. DER
. PEM
PEM

90

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [PKI] [External Certs]

Cisco ASA with FirePOWER Services 6.7 .




3 [Add External Cert]

4 [Name] |
ASCII
5 [Certificate Data] [Browse] DER
X.509 v3

6 [Store ASA FirePOWER Changes]

SSL
X.509v3RSA
. DER
. PEM

PEM

90

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [PKI] [Internal Certs]
3 [Add Internal Cert]

4 [Name]
ASCII

. Cisco ASA with FirePOWER Services 6.7
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PEM

i

22



5 [Certificate Data]
X.509 v3

6 [Key] [Browse]

8 [Store ASA FirePOWER Changes]

*CA
CA

CA

GeoDB

SSL

[Browse]

DER

67
68

SSL

70

DER PEM

PEM

[Encrypted, and the password is:]

69

129

GeoDB
595

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]

2 [Geolocation]
3 [Add Geolocation]

Cisco ASA with FirePOWER Services
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4 [Name]
ASCII

6 [Store ASA FirePOWER Changes]

SGT

ISE/ISE-PIC

[
ISE/ISE-PIC

ISESGT

SGT

. Cisco ASA with FirePOWER Services 6.7

{
GeoDB
SGT

SGT

Security Group Tag ]
SGT
SGT

ISESGT SGT

1 [Configuration] > [ASA FirePOWER Configuration] > [Object Management]
2 [Security Group]

3 [Add Security Group Tag]

4 [Name]

5 [Description]

6 [Tag] SGT

7 [Store ASA FirePOWER Changes]

SGT

SGT

165

90

SGT



ASA FirePOWER 1

. 79

. 79

. 83

. 84

. 87

. 88

. 90

. 90
. 95

. 96
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Action: Trust Al Traffic
(no inspection)

[ncaming
Facket

Access Control

™ Diefault &ction [ |

Intrusion
Inspection

L

A

Actian Elluclk All T raffic

ino inspection
il

ASA FirePOWER

101

ASA FirePOWER

. Cisco ASA with FirePOWER Services
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ot
—droppeds| Destination
by IPS
o]
3
297

ASA FirePOWER

109

169



12:

ASA FirePOWER

URL

URL URL

Protection

Malware

Control

URL

URL
Filtering

Cisco ASA with FirePOWER Services 6.7
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Action: Balanced not
— Intrusion = Security & —droppeds{ Destination
Prevention |Connectiity [ by IPS

[ncarming | |Access Cantrol
Packet Default Action

|
Action: Block All Traffic

(ho inspection %
i &
[Access Control Policy] [Policies] > [Access Control]

Default Trust All Traffic

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

ASA FirePOWER ASA FirePOWER
617
2 [Name] [Description]
#
; { 1

3

o[ Block All Traffic ] [

Access Control: Block All Traffic ]
o[ Intrusion Prevention ] [

Intrusion Prevention: Balanced Security and Connectivity ]

. Cisco ASA with FirePOWER Services 6.7



81

4 [Store ASA FirePOWER Changes]

84
90
SSL
Action: Trust All Traffic
(no inspection)
Action: Mot
pommmmemdeeecoeos Intrusion --------oooo-. dropped o-----¥eooo
| Incoming | _| Access Control | Tevenlion i oiision | DYIPS o Piastiador
| Packet | | Default Action | ' Policy ! E
Action: Block All Traffic
(no inspection) =
o] & 3
169
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13:

Access Control: Block All
Traffic

Access Control: Trust All
Traffic

Intrusion Prevention

Protection

Access Control:
Block All Traffic

¥ Traffic blocked
¥ File Inspection
3 Intrusion Inspection

Access Contral:
Trust All Traffic

« Traffic allowed
¥ File Inspection

o
&
% Intrusion Inspection &

[ntrusion
Frevention

[
passed by

irtrusion palicy
\
o Traffic allowed
¥ File Inspection
o Irtrusion Inspection

. Cisco ASA with FirePOWER Services

|
dropped by

intrusion policy

il
% Traffic blocked
¥ File Inspection

« Irtrusion Inspection §

6.7




1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

3 [Default Action]
. [Access Control: Block All Traffic]

. [Access Control: Trust All Traffic]

Intrusion Prevention

Experimental Policy 1

4 [Intrusion Prevention]

[OK]
36
5
ASA FirePOWER
Syslog SNMP
477
[Access Control Policy] [Configuration] > [ASA FirePOWER Configuration] > [Policies]>

[Access Control]

Cisco ASA with FirePOWER Services 6.7 .



[Access Control Policy]

Default Allow All Traffic

14:
[New Policy]
79
84
90
ASA 617
FirePOWER
PDF
95
[Compare Policies]
96
[Rules]
6.7

. Cisco ASA with FirePOWER Services




Balanced Security and Connectivity ]

Balanced
Security &
Connectiity

; Action:
| ncarming Access Control :
Packet Diefault Action [ nrUsan
Prevention
|
Action: Block All Traffic
(no inspection
S
1
URL
109

Cisco ASA with FirePOWER Services

[
not
—droppeds| Destination
by IPS
2
S
137
[Rules]

-




81

HTTP
Web

. Cisco ASA with FirePOWER Services

URL Web
URL ASA FirePOWER
URL
Web
Web
TCP
355
175
6.7

477
HTML
156
481
155
188



60
[Access Control Policy] 30

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

2
3
4

. [Store ASA FirePOWER Changes]

. [Apply ASA FirePOWER Changes]

90
. [Cancel] [OK]
« SSL SSL Transport Layer Security TLS

Cisco ASA with FirePOWER Services 6.7 .




SSL [None]
Snort

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

2
3 [Advanced]
4 [Policy Settings]
5
6 [OK]
7
. [Store ASA FirePOWER Changes]
. [Apply ASA FirePOWER Changes]
90
. [Cancel] [OK]
[Access Control Policy] [Configuration] > [ASA FirePOWER Configuration] > [Policies] >

[Access Control]

Cisco ASA with FirePOWER Services 6.7
88



NAP

SSL

URL

. VDB

ASA FirePOWER

[Configuration] > [ASA FirePOWER Configuration] > [Object Management]

* URL

. GeoDB

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy] ASA FirePOWER
2
[Apply Access Control Policy]
3 [Out-of-date]
96 2 351
4 90
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ASA FirePOWER

. DNS
SSL
A
1 [Deploy] [Deploy FirePOWER Changes]
2 [Deploy]
3

* [Proceed]

« [Cancel]

. Cisco ASA with FirePOWER Services 6.7



[Show Warnings]

15:
@
URL
URL
Web
HTTP
144 URL 151

Cisco ASA with FirePOWER Services

6.7




. Cisco ASA with FirePOWER Services

6.7

ASA FirePOWER

IP
URL
LDAP
50 IP
IP
1

URL



[Intrusion Policy used before Access Control rule is determined]

Rule 1: allow Admin users
Rule 2: block Admin users

ICMP

Cisco ASA with FirePOWER Services 6.7 .




. LDAP
1
Monitor
1
2
Creative
Commons Flickr deviantART Facebook  Google+

Rule
Rule

Rule
Rule

: Allow Flickr, deviantART for the “Design” LDAP user group
: Block social networking

: Block social networking
: Allow Flickr, deviantART for the “Design” LDAP user group

. Cisco ASA with FirePOWER Services 6.7



Flickr deviantART

16:

Policy Information

HTTP Block Response

HTTP Interactive Block
Response

Web

Security Intelligence

Cisco ASA with FirePOWER Services
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Default Action

Rules

Advanced Settings

Referenced Objects SSL

96

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

. Cisco ASA with FirePOWER Services 6.7



PDF
2
. 2
[Running Configuration]
2
. 2
PDF
2
. 2
17:
[Previous] [Next]
[Difference]
Cisco ASA with FirePOWER Services 6.7




[New Comparison]

[Select Comparison]

98

[Comparison Report]

PDF

PDF

SSL

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

2 [Compare Policies]

[Select Comparison]
3 [Compare Against]
. 2 [Other Policy]

. Cisco ASA with FirePOWER Services 6.7



[Policy A]  [Policy B] 2

[Running Configuration]

[Target/Running Configuration A]  [Policy B] 2
[Policy A] [Policy B]
[Policy B]
[OK]
[Comparison Report]
URL ASA FirePOWER
URL 481
Web
URL

Cisco ASA with FirePOWER Services 6.7 .
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170

VLAN
Firepower Management
Center [ ] Advanced NetworkAnalysis and Preprocessing

179
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ASA FirePOWER

Protection

VRT IP

IP bogon
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Protection
. ASA FirePOWER
. ASA FirePOWER
IP

. Cisco ASA with FirePOWER Services

6.7

102

bogon

104



25

ASA FirePOWER

27

24
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Cisco

Protection

ASA
FirePOWER
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Protection

IP

27
IP
[Security Intelligence]
[Available Objects]
[Available Zones]
255
255
/0
/0
/0
[Monitor] [Block]
[Source Networks] [Destination Networks]  [any]

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]
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2
3 [ Security Intelligence ]
4
475
5 1 [Available Objects]
Ctrl Shift [Select
All]
107
6
[Any]
[Any] 1
7 [Add to Whitelist] [Add to Blacklist]
Ctrl Shift
[Select All] ] [Delete Selected]
ASA FirePOWER
8 5
7
9 [
Blacklist ] [

Monitor-only (do not block) ]
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10 [Store ASA FirePOWER Changes]

90

Protection

[Search by name or value]

[Available Objects]

Texas Office 192.168.3.0/24
US Offices
Tex 3

Cisco ASA with FirePOWER Services
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SS
. 109
. 111
. 121
URL
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incoming packet

Fule 1: Monitor

matching traffic
cortinues

Fule 2 Trust

no match

Fule 3 Block

no match
L4

Fule 4: Ao

T
no match
¥

Crefault Action:

File Palicy
(optional)

fles &
HTI &l war e -

blocked

[ntrusion Policy
[optional)

_intrusi ons
blocked

[rtrusion FPrey.

. Cisco ASA with FirePOWER Services

6.7

| Intrusion Policy
| fdefault actior)

_intrusi ons
blocked

o inspection—7m ————————d

noinspedi u:n4|

I
I
i
I
| Dest,
I
I
I
I

KI2iey e



syslog SNMP
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[Rules]

90

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

2 e
3

. [ Add Rule ]
4

30

5

. [Enabled]

. 113

. Cisco ASA with FirePOWER Services 6.7



. [Action]
117

. 114
. [Inspection]

169
* [Applications] [Safe Search] .® [YouTube EDU] i

202
* [Logging] 467
. 121
6 [Store FirePOWER Changes]
&
90
[Insert]
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94

125
[Insert] [Into Category]
[Insert] [above rule] [below

rule]

URL
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URL URL

50 50

OR

Source Networks: 10.0.0.0/8, 192.168.0.0/16
Application Category: peer to peer

IPv4 1

10.42.0.105 to anywhere, using LimeWire
192.168.42.105 to anywhere, using Kazaa

50

AND

ASAFirePOWER

90
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128
IP
IP
129
TCP UDbP
ICMP
ICMPV6 IPv6 ICMP
ICMP
132
138
URL URL
URL Web
URL
URL 145

LDAP
Microsoft Active Directory

159
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79

81

471
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Trust

l

& Traffic allowed
¥ File Inspection
% Intrusion Inspection %

472

Block,
Block with Reset

¥ Traffic blocked
¥ File Inspection @
% Intrusion Inspection 3

HTTP Web

HTTP
URL Web 156

472
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Web .

DoS TCP
DoS
Web
HTTP [Interactive Block] [Interactive Block
with reset] HTTP
Web
Web SSL
SSL

Interactive Block Interactive
Block with Reset

Allow

Interactive Block,
Irteractive Block

with Reset
[ l |
hlock by passed hlock not
by user by passed
. |
Traffic flow and ® Traffic blocked
inspection occur asif X File Inspection ]
action were Allow ® Intrusion Inspection §
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* Protection

. Protection
* Malware
AMP AMP
169
Web
119
exploit
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¥ Traffic blocked
« File Inspection

Al

dropped by
file poalicy

L

passed by file policy,
dropped by intrusion policy

¥ Traffic blocked
« File Inspection

¥ Intrusion Inspection « Intrusion Inspection

[Comments]

2 [New Comment]

[New Comment]

[OK]

[Comments]

Cisco ASA with FirePOWER Services

passed by intrusion
and file policies

;

W Traffic allowed
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=) Add Cabeqory

[Rules]

o3 AddRule  Search Rules

So
# Hame 2ol

De
20

So
Me

De
He

Us

Ap| Sr| De| UR| Action

Administrator Rules
This categqory is emoty
Standard Rules

This cateqory is emoty

MyCompany Rules

1 IPS/Malwmare & Logging o Allow
Root Rules
This categqory is emoty
[(disabled)]
18:
169

2

477

121
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\ warning [Show Warnings]

(1]
© 90

. 111

. 123

. 124

. 125

100Bao
100Bao [Applications]
100Bao [Name] [Applications]
1
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1 [Search Rules]
Enter Tab

111

. [State] > [Enable]

. [State] > [Disable]

2 [Store FirePOWER Changes]

90
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3
1
111
1
Ctrl Shift
2
[Cut]
[Paste above] [Paste
below] 2
3 [Store FirePOWER Changes]
90
3

Standard Rules  Root Rules
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1
Insert new category
[Add Category]

2 [Name]

30
3

[above Category] 2

4 [OK]

5 [Store FirePOWER Changes]
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. 129
. ICMP 132

62

[Destination Zone]  [Internal]

Allow

1 [Source Zones] [Destination
Zones] 50

[Destination Zones]
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[Zones]

[Available Zones]

[Add to Source]

90

[Source Zones]

[Zones]

[Available Zones]

[Select All]

[Add to Destination]
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o IP
IP
1 IP
IP
21
ASA FirePOWER
GeoDB
595
20:
IP
Any Any
1 [Source Networks] [Destination Networks]

50
«IP [Source Networks]
*|IP [Destination Networks]
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X-Forwarded-For XFF True-Client-IP HTTP
IP
IP
IP
3
1 IP 209.165.201.1
209.165.201.1
none any
2 IP
209.165.200.225 209.165.200.238
209.165.200.225 209.165.200.238
209.165.201.1
3 IP
[Source Networks] any
209.165.201.1
1
111
2 [Networks]
3 [Available Networks]
. [Networks]
[Geolocation]
. [Available Networks]
@ 24
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ICMP

[Available Networks] [Search by name or value]
Shift Ctrl [Select All]
4
* [Source]
* [Original Client]
IP 1
5 [Add to Source] [Add to Original Client] [Add to Destination]
6 IP
[ Source Networks ] [ Destination Networks ]
[IP Enter an IP address ] 1 IP
[ Add ]
7
90
* TCP UDP
+
TCP(6)/22
* ICMP ICMPv6  IPv6 ICMP
ICMP(1):3:3
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ICMP B

1
1 [Selected Source Ports] [Selected Destination Ports]
50
. [Selected Source Ports]
DNS over TCP DNS over UDP 1

. [Selected Destination Ports]

TCP UDP
DNS over TCP Yahoo Messenger Voice Chat TCP

Yahoo Messenger Voice Chat UDP

. 0 ICMP 129 ICMPV6
ICMP ICMP
ICMP ICMP 8 ICMPV6
128
. GRE 47
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ICMP
31
1
109
2 [Ports]
[Ports]
3 [Available Ports]
. [Available Ports]
31
. [Available Ports] [Search
by name or value]
80 ASA FirePOWER HTTP
Shift Ctrl [Select All]
4 [Add to Source] [Add to Destination]
5
. [Selected Source Ports] [Protocol] [TCP]
[UDP] 0 65535 1
. [Selected Destination Ports] [Protocol]
[All]
[ICMP] [IPv6-1ICMP]
IANA ICMP types and codes ICMP v6 types and codes
TCP UDP
0 65535 1
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URL cat. & URL
rep.
Control URL Any
ASA FirePOWER
IP
101
175
. 138
* URL 145
Control
ASA FirePOWER IP
Web
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VDB
[Selected Applications and Filters]
50 [Selected Applications and Filters]
1
[Application Filters] 1

* [Available Applications]

Available Applications ]

[SSL Protocol]

Control

[Application Filters]

33
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[Available Applications]

OR
Risks Medium High

Risk: Medium OR High

Medium 110 High 82
192 [Available Applications]

AND Risks
Medium High Business Relevance
Medium High

Risk: Medium OR HighANDBusiness Relevance: Medium OR High

Medium High Risk Medium High Business Relevance
/ /
[Risks] [BusinessRelevance] [Types] [Categories]
[Tags] [CheckAll] [Uncheck All]
[Available Filters] [Search by name]

[Available Applications]
140

Control

[Available Applications]
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100

@
[Available Applications]
. [Search by name]
. [Application Filters]
139
[Available Applications]
[All apps matching the filter] [Available Applications]
[Selected Applications and Filters]
S
[ Application Filters ] 1
[ Available Applications ]
[ Available Applications ] AND
[All apps matching the filter] [Available

Applications]

[Available Applications]

Shift Ctrl

50
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[Application Filters] [All apps matching
the filter] [Available Applications]

[Available Applications]
[Selected Applications and Filters]

50
1
[Selected Applications and Filters]
+ 3
3
Risks 2 Business Relevance

Risks: Medium, High Business Relevance: Low, Medium, High,...
[All apps matching the filter]
[any]

[All apps matching the filter]
[Selected Applications and Filters]

Control
[Selected Applications and Filters]

1 50

90
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111

2 [Applications]
3 P YouTube EDU
202
[Selected Applications and Filters]
4 [Available Applications]
[Application Filters] 1
139
5 [Awvailable Applications]
[All apps matching the filter]
140
6 [Add to Rule] [Selected Applications and Filters]
[Filters]
[Applications]
[Clear All Filters]
7 [Selected Applications and Filters]

33

90
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Control

3 5 SSL
@
SMTPS POP FTPS TelnetS IMAPS StartTLS
TLS hello Server Name Indication
[SSL Protocol]

Web
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URL B
Skype
Skype Skype
[Application Filters] [Skype]
Skype
139
URL
Web URL
URL
2
. URL URL
Web
» URL Filtering URL
Web
S
URL URL
1
Web
Web
22:URL
URL
Any
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B URL

URL Filtering
URL Filtering ASA FirePOWER Cisco Cloud
URL Web
« URL URL ebay.com  [Auctions]
monster.com  [Job Search] 1 URL
URL https://www.talosintelligence.com/categories

[Threat Categories]

* URL URL URL
[Untrusted] 1 [Trusted] 5

URL https://talosintelligence.com/reputation_center/support
[Common Questions]

URL

URL Cisco Cloud

ASA FirePOWER URL

URL

563
URL
URL URL
[Ilegal Drugs] [Untrusted]
URL
URL
Cisco Cloud
Web
URL URL
URL
[Gambling]
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URL URL B

[OnlineCommunities] URL  [Malware]

[Favorable] [Untrusted]

URL ASA FirePOWER
URL
URL
URL
URL
1 URL 50 [Selected URLS]
URL 1 URL
URL URL
URL
149
URL URL
URL
90
URL

1 CiscoCloud URL

565
2 URL
111
3 [URLS]
[URLSs]
4 [Categories and URLSs] URL
Web [Any]
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B URL

[Categories and URLS] [Search by name or value]
Shift
Ctrl
1 50 [Any]
https://www.talosintelligence.com/categories
5 [ Reputations ]
[Any]
[ Apply to unknown reputation ]
1
. Web [Block] [Block
with reset] [Interactive Block] [Interactive Block with reset] [Monitor]
[Questionable sites] 2 [Untrusted]
1
. Web
[Allow] [Trust]
[Favorable] 4
[Trusted] 5

6 [Add to Rule]

90
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URL B

URL
URL Web
URL URL
URL
URL
URL
URL URL
URL URL
URL
URL URL
URL
cisco.com URL
cisco.com
URL
Web
URL
* Web HTTP HTTPS
http://example.com/
https://example.com/ HTTP HTTPS
URL 145
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URL
HTTPS
HTTPS
URL
90

1 URL

a) xt

Block URL
b) 1 URL
https://mww.cisco.com/c/en/us/support/security/defense-center/
products-installation-and-configuration-guides-list.ntml Firepower Management Center
Configuration Guide for version 6.6 Custom Security Intelligence Lists

2

a) [Object Management] > [Security Intelligence] > [URL Lists and Feeds]

b) 30
3

a) [URLS]

b) [URLs] [URLs]

c)

d) [ Add to Rule ]

e) [ Add ]
4

. URL
Web
Web
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URL

Allow URL
URL
. URL
31
URL
URL URL
URL [ Threat Categories ]
URL
URL
. HTTP HTTPS
. URL hello
3 5
URL
URL
@
URL
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/ URL
URL [ Uncategorized ]
URL
URL [ Malicious Sites ]
URL Web
URL
URL URL
URL 149
Web
URL Web
. URL
HTTPS HTTP
HTTPS
«HTTP
URL
URL URL
amazon.com
Web amazon.com
URL
URL URL URL
URL
cisco.com URL
cisco.com
URL
URL
URL Filtering
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URL B

URL
[Dispute URL Category] [Dispute URL Reputation]
Talos Web
HTTP Web
[Interactive Block] [Interactive Block with reset]
HTTP
HTML
10 600 1
HTTP
URL
Web 156
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URL
SSL Web
SSL
Web
1 URL Web
URL URL 146 URL
149
2 [Interactive Block] [Interactive Block with reset]
117
3
169
Interactive Block Interactive
Block with reset
Allow
477
4
Web 155
5
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Web .

URL Web 156
Web

10 600 1

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

[Advanced]

[General Settings]

[General Settings]

[Allow an Interactive Block to bypass blocking for (seconds)]

0 31536000 1

[OK]

[Store ASA FirePOWER Changes]

90
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URL Web

URL

HTTP

HTTP

1 Web
84

2 [HTTP Responses]
3 [Block Response Page]

* [System-provided]

* [Custom]

Web

HTTP Web

[Block] [Block with reset]
[ Block with reset ]

HTTP

HTTP

[Interactive Block] [Interactive Block with reset]

HTML

HTTP

[Interactive Block Response Page]
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URL Web B

* [None]

4 [Store ASA FirePOWER Changes]
90
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Control

ISE
. Microsoft Active Directory LDAP
FirePOWER Management
Center
)
SGT ISE

o1 ISE/ISE-PIC

ISE ISE

ISE/ISE-PIC

LDAP AD
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ISE/ISE-PIC
Firepower
Management Center
1 50 [Selected Users]
/
S
SSL
. 160
161
* ISE 162
Control
ISE/ISE-PIC
FirePOWER

Management Center
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LDAP
Active Directory
FirePOWER Management Center

Active Directory

Active Directory
FirePOWER Management Center

. Active Directory ISE/ISE-PIC

Control
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B s

. 429
. 409
1 [Users]
2 [Available Realms]
3 [Available Users]
4 [Add to Rule]
5
Control
. 409
ISE
S
SGTISE
* ISE/ISE-PIC 436 ISE
S
ISE-PIC ISE ISE
1 [SGT/ISE Attributes]

2 [Available Attributes]
3 [Available Metadata]
4 [Add to Rule]
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ISE B

5 [Add a Location IP Address] IP

ISE ISE SGT
SGT ISESGT SGT
165
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SGT
TrustSec ISE
Cisco TrustSec  Cisco ISE

SGT SGA SGT

ISE SGT
SGT
SGT SGT
SGT FirePOWER ISE
SGT
SGT ISE/ISE-PIC

« ISE SGT SGT 165

. SGT ISE SGT 166

. SGT 166

. SGT 167
ISE ISE SGT SGT

custom SGT SGT
ISE SGT SGT
ISE SGT ISE
ISESGT ISE [SGT/ISE
Attributes] [Available Attributes] [Security Group Tag]
ISE [Available Metadata]

SGT
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SGT ISE SGT

* SGT
ISE SGT
« SGT P
SGT ISE SGT
ISE SGT
SGT ISE
SGT
[SGT/ISE Attributes] [Available Attributes] [Security Group Tag]
[Available Metadata] SGT
SGT
* SGT
SGT
* SGT
SGT

SGT
ISE/ISE-PIC
. [ Security Group Tag ]

ISE/ISE-PIC SGT
SGT SGT
. SGT
. SGT
SGT
SGT ISE
ISE SGT
ISE SGT

SGT
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~

[Available Attributes]
[Available Metadata]

SGT
[Add to Rule]
SGT
SGT
166

[SGT/ISE Attributes]

[Security Group Tag]
SGT
90
SGT
ISE/ISE-PIC
SGT
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AMP 453
SSL
AMP
23:
License
Protection
Protection

Cisco ASA with FirePOWER Services 6.7 .



License
Malware
AMP
. 170
. 175
188
Protection Malware
AMP
SSL
URL
/
117
Web
Web 119
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Protection Malware
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B v

AMP

Protection

[Logging]
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[Log Files]
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PDF

PDF

474

PDF

PDF



[N

ol

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control]

[Access Control Policy]

AMP
111
[Allow] [Interactive Block] [Interactive Block with reset]

[Inspection]

[Inspection]

[File Policy]
[None]

460

[Add]

90
Protection
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37

92

ASA FirePOWER
VRT
VRT

Balanced Security and Connectivity
[Drop When Inline ]

305

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

[y
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5 [Inspection]

[Inspection]

8 [Save]

Cisco

111
[Allow] [Interactive Block] [Interactive Block with reset]
[None]
345
[Experimental Policy 1]
90
Protection
Protection
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[E=N

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

2 e

3 [Advanced]

4 [Performance Settings] P
[Pattern Matching Limits]

« [Maximum Pattern States to Analyze Per Packet]

[Disable Content Checks on Traffic Subject to Future Reassembly]

[Disable Content Checks on Traffic Subject to Future Reassembly]

6 [OK]

90

Protection

PCRE
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PCRE

24:

Match Limit State

[Match Limit]
o[ Default
Limit ]

¢ [Unlimited]

1

o[ Custom ]

] [ Match

[ Match Limit ]
PCRE

Match Limit

PCRE

Match Recursion
Limit State

[Match Recursion Limit]

* [Default]

¢ [Unlimited]

e [Custom]

[Match Recursion Limit]

[Match Recursion Limit]

[Match Recursion Limit] 1
PCRE 0

[Match Limit]

Match Recursion
Limit

PCRE

PCRE

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]
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3 [Advanced]
4 [Performance Settings] e
[Regular Expression Limits]
5
6 [OK]
90
Protection

25:

L

Maximum Events Stored
Per Packet

Maximum Events Logged
Per Packet

[Maximum Events Stored Per Packet]
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[EE

w

[op]

Prioritize Event Logging
By

* [priority]

« [content_length]
1

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

[Advanced]

[Performance Settings]

[Intrusion Event Logging Limits]

[OK]

90

Protection

Protection

L
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Protection

377
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27:

1 Gbps 100

100 Mbps 250

5 Mbps 1000
e1
o1
1
1 100
1 250,000
1 0.25
1 4 25
100

[EEN

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

w

[Advanced]

~

[Latency-Based Performance Settings] P
[Packet Handling]

[o2)

[OK]

90
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Protection
5
L[z ]2 ][4 ][5] Packe
1100 1100 1100 500 1100 Processing time (microseconds)
{Threshold = 1000}
1 2 3 0 1 Violations
(Consecutive violations
before suspending = &)
]
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3 1000
4
5
1
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(Threshold = 1000}
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(Consecutive violations
before suspending = §)
&
|:| = Mo violation |:| = Threshold violation L::} = Mot inspected (rule suspended) 5
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6 n
377
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[Consecutive Threshold Violations Before Suspending Rule]

[Threshold] [Suspension Time]
134:1
134:2
377
28:
Consecutive Threshold
Violations Before Suspending [Threshold]
Rule
Suspension Time
CPU

29:

1 Gbps 500

100 Mbps 1250

5 Mbps 5000
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[EEN

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

w

[Advanced]

ESN

[Latency-Based Performance Settings] i
[Rule Handling]

(o]

[OK]

90

Protection

[Sampletime (seconds)]  [Minimum number of packets]

Troubleshooting Options L og Session/Protocol Distribution
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[

w

]

Troubleshooting Options Summary

Snort

[Log Session/Protocol Distribution]

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]

[Advanced]
[Performance Settings] e
[Performance Statistics]
[Sample time] [Minimum number of packets]
[Troubleshoot Options]
[OK]

90
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30:

Protection

Malware

Limit the number of
bytesinspected when
doing filetype
detection

1460
TCP

0
4294967295

4 GB

Do not calculate
SHA-256 hash values
for fileslarger than
(in bytes)

Collective Security Intelligence

10485760
10MB

0
4294967295

4GB

Allow fileif cloud
lookup for Block
Malwaretakeslonger
than (seconds)

[Block
Malware]

30

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]

[Access Control Policy]
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w
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[Advanced]

[Files and Malware Settings]

[Files and Malware Settings]

[OK]

[y

90
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All applicationsincluding unidentified

application
Inspection Performance Thresholds
IAB 0
S
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1
IAB
1
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1
I1AB 1
0 1 IAB
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Flow Rate
1
IAB
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IAB 0

Cisco ASA with FirePOWER Services 6.7
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IAB 1
1
IAB
1
Bytes per Flow
Packets per Flow
Flow Duration
Flow Velocity
KB/
IAB IAB
IAB
IAB IAB
1 [Advanced] [Intelligent Application Bypass
Settings]
[ Inherit from base policy ]
2 IAB
o[ State ] IAB [ Ooff ] [ On ] [ Test ]
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| IAB

IAB B

o[ Performance Sample Interval ] |AB
IAB 0
0 IAB
. Bypassable Applications and Filters
138
o[ All applications including unidentified
applications ] IAB
o[ Inspection Performance Thresholds ] [ Configure ]
1
o[ Flow Bypass Thresholds ] [ Configure ] 1
1 1
IAB
1 IAB
192
3 [OK] IAB
4 [ Save ]
. 90
IAB
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Trust IAB [
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2
IAB 2 [
Action ] [ Reason ] [ Application Protocol ]
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2 [Allow] IAB
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2
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IAB
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7
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2 SSL [Users]
[Users]
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Shift Ctrl
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4 [Add to Rule] [Selected Users]
5
SSL
90
Control URL Filtering
SSL
SSL
* URL Web
Web
SSL SSL
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[] 4chan (@
[ Fark =@ E
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1
. [Application Filters] 1

« [Available Applications]

[
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Control
SSL
ASA FirePOWER
SSL

Available Applications ]

ASA FirePOWER

[Application Filters]
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ASA FirePOWER
OR
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Medium 110 High
[Available Applications]

AND
Medium High
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Risk: Medium OR HighANDBusiness Relevance: Medium OR High

Medium High Risk
High Business Relevance
/
Cisco [ Risks ] [
Relevance ] [ Types ] [ Categories ]

Check All ] [
[Available Filters]

Uncheck All ]

[Available Applications]
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. Cisco ASA with FirePOWER Services 6.7

82
192

Risks
Business Relevance

Medium

Business

[

[Search by name]



| sst

SSL [Available Applications]

100

[Available Applications]

. [Search by name]
. [Application Filters]
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[Available Applications]

[All apps matching the filter] [Available Applications]

[Selected Applications and Filters]

\}

[ Application Filters ] 1
[ Available Applications ]
[ Available Applications ] AND
[All apps matching the filter] [Available

Applications] [Available Applications]

Shift Citrl

[Select All]
1 50
50 SSL
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[Available Applications]
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+ 3
3
Risks 2 Business Relevance 4
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[Selected Applicationsand Filters]

[any]

[All apps matching the filter]

[Selected Applications and Filters]

1
SSL
Control
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Applications and Filters]
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1 SSL SSL
SSL 242
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[Applications]
3 [Available Applications]
[Application Filters] 1
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4 [Available Applications]
[All apps matching the filter]
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5 [Add to Rule] [Selected Applications and Filters]
[Filters]
[Applications]
[Clear All Filters]
6
SSL
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Control
ASA FirePOWER StartTLS
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TLS
hello Server Name Indication

ASA FirePOWER
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1 SSL
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Block Block withreset Decrypt-KnownKey Decrypt - Resign Monitor
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1
. Web Do
not decrypt
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[Trusted] 5
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b=

&

=

badbakery.example.com
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Subject DNs (3) Issuer DMNs (1)
_?—‘__l Bad Bakery @ 52 BadCA |
=7 CN=badbakeryZ.examp [Jj

=]
= C=US,CN=badbakery3. [3 )

B
1 [Subject DNs] [Issuer DNs] 50
ASAFirePOWER Sourcefire Undecryptable
Sites Web

Web
DN ClientHello
ClientHello
1 SSL
SSL
SSL 242
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[DN]

3 [Available DNs]
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5
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2 SSL [Certificate]
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1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [SSL] > >

[SSL Policy]
2 SSL &

SSL
3 [Trusted CA Certificates]

[Trusted CA Certificates]
4 [Available Trusted CAs] CA

. CA [Available Trusted CAs]
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. CA [Available Trusted CAs]
[Search by name or value]

Shift Ctrl [Select All]

5 [Add to Rule] [Selected Trusted CAS]
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Expired: (ves | No | Do Not Match )
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1
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[Cert Status]
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Diffie-Hellman DHE Diffie-Hellman ECDHE
Decrypt - Resign CA
EC
[ - Decrypt - Resign ] CA
EC
293
254
* SSL
. ClientHello
ClientHello SSL
SSL
260
Decrypt - Resign Decrypt - Known Key
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ServerHello
ClientHello
ClientHello
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2 SSL [Cipher Suite]
[Cipher Suite]
3 [Awvailable Cipher Suites]
. [Available Cipher Suites]
75
. [Available Cipher Suites] [Search
by name or value]
Shift Ctrl
[Select All]
4 [Add to Rule] [Selected Cipher Suites]
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SSL
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SSL SSL
TLS SSL 3.0
TLS 10 11 12
1
S
SSL 2.0 ASA
FirePOWER SSL 2.0
SSL
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SSL TLS
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AMP
Access Control Policy
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Default Action
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TCP/IP
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e Modbus  DNP3
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TCP/IP
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. MPLS

« Encapsulated Remote Switched Port Analyzer ERSPAN I
"

. 4 IPV4
. 6 IPv6

* Internet Control Message Protocol 4 ICMPV4
« Internet Control Message Protocol 6 ICMPv6

« Point-to-Point Protocol (PPP)

* Point-to-Point Protocol over Ethernet PPPoE

 Generic Routing Encapsulation (GRE)
. ESP
* Teredo

* GPRS Tunneling Protocol GTP

. TCP

. UbP
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IP
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Web $HTTP_SERVERS
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Microsoft 1S Web
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Rules
E Advanced Settings
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SNMP Alerting
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[Policy Information]
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Rules
[ Rules ]
355
Settings Advanced Settings
[Settings]
[Settings]
[Advanced Settings]
[Advanced Settings]
348

Policy Layers

[Policy Layers]
[Policy Layers]

317

Protection
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345
1
1
« SNMP SNMP
SNMP
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1 1
Cisco ASA with FirePOWER Services 6.7




[Policy Information]

345
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[Commit Changes]
[OK]
[Discard Changes] [OK]
[Intrusion Policy]
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[ Stay on page ]
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My Changes
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Protection

My Changes
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User Layer 2

Lzer Layer 2
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355
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ASA FirePOWER
VRT

VRT

My Changes

320

Balanced Security and Connectivity
Balanced Security and Connectivity
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Protection
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1
[Policy Information]
2 [Base Policy]
3
4
314
Protection
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319

VRT

« [Generate Events]

« [Drop and Generate Events]
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[Policy Information]

[Policy Information]

2 [Manage Base Policy]

[Base Policy summary]

3 [Update when a new Rule Update is installed]

[Base Policy] [Update Now]
[Update Now]

314

Protection

[Policy Layers]
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47:

Policy Information ]

[Policy Summary]

[Policy Information]
355

341
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333
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333
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325
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[Policy Layers]
1 [Policy Layers]
[Policy Layers]
2
#unique_327 unique_327_Connect_42_Table 323
3
314
Protection
200
1 [Policy Layers]
[Policy Layers]
2 @
[Add Layer]
3 [Name] [OK]
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Protection
/
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Protection
My Changes
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2
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b

. [OK]

3
314
Protection
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-— Site-Specific Settings: Site A

Site-Specific Settings: Site A
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HTTP
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TCP A
HTTP Inspect B

HTTP Inspect
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[Policy Layers]

w

[Sharing]

[Policy Layers]

[op)

[Add Shared Layer]
[Policy Layers]

[OK] [Cancel]

[Add Shared Layer]
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[Rules]
[Rules] 355
[Rules] [Rules]

[ Rules ]

[ Rules ]
48:
377
[Inherit] [Rules]
[Inherit]
[Rules]
[ Rules ]
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380 SNMP 392
385 388
1 1
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[Drop and Generate Events]
[Disabled] [Rules]
192.168.1.1
192.168.1.2 [Rules]
192.168.1.1 192.168.1.2
1 [Policy Layers]
2 [Rules]
[Rules]
#unique_329 unique_329 Connect_42_Table
329 355
[Rules]
[Delete] [OK]
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Protection
[Rules] 1
S
[Inherit]
377
[Policy Information] [Rules]
[Rules] [Policy]
[Policy Information] [Manage Rules]
[Rules]
366
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. [Event Filtering] > [Remove Thresholds]

. [Event Filtering] > [Remove Suppressions]

. [Dynamic State] > [Remove Rate-Based Rule

States]
. SNMP [Alerting] > [Remove SNMP Alerts]
[Inherit]
377
4 [OK]
5
314
Protection
. SNMP
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2 [My Changes]

My Changes

4 [Rule State]
5

314

[Policy Layers] [My Changes]
[Rules]
[Rules]
366
375
[Inherit]
Protection
[Settings] /
[Advanced Settings] /
SSL
[Settings]
327
[Policy Layers]
[Inherit]
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[Inherit] [Settings or Advanced
Settings] [Inherit]
[Settings] [Advanced Settings]
DCE/RPC
49:
[ Name ] [ Description ]
[ Allow this layer to be used

by other policies ]

327

/ [Enabled]

[Disabled]

[Inherit]
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192.168.1.101, 192.168.4.0/24, $HOME_NET

Je

any 0.0.0.0/0

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy]
[Access Control Policy]

[Advanced]

[Detection Enhancement Settings]
[Detection Enhancement Settings]

[Adaptive Profiles - Enabled]
[Adaptive Profiles - Attribute Update Interval]

[Adaptive Profiles - Networks]
IP

36
[OK]
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VRT
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Balanced Security and Connectivity

297

310

169
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319

[Dropwhen Inline]
[Drop and Generate Events]

347

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Intrusion Policy]
[Intrusion Policy]

ASAFirePOWER

617
2 [Create Policy]
[Intrusion Policy]
[Cancel]
314
[Create Intrusion Policy]
3 [Name] [Description]
4 [Base Policy]
Experimental Policy 1
5
. [Drop when Inline]
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. [Dropwhen

Inline]
6
. [Intrusion Policy] [Create Policy]
. [Create and Edit Policy]
345
Protection
[Intrusion Policy] [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Intrusion
Policy]
. [Dropwhen Inline]

[Intrusion Policy ]

50:

[Create Policy]
343

345

e

o 349

617

5

ASA FirePOWER
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2 351
=
Protection
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[Policy Information] [Drop when Inline]
347
[Policy Information] [Base Policy] 320
[Policy Information] [Manage Base 319
Policy]
[Policy Information] [Manage Rules]
357

[Policy Information] [Manage Rules]

[Generate Events] [Drop and 365
Generate Events]

[View]
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[Advanced Settings] 348

[Policy Layers]

317
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1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Intrusion Policy]

[Intrusion Policy]

2 e

[Policy Information]

314
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. replace
[Drop when Inline]
)
FTP
AMP
[Drop when Inline]
[Drop and Generate Events]
[Generate Events]
* [Dropped]
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Would have dropped

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Intrusion Policy]
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[Intrusion Policy]

2
[Policy Information]

3

. [Drop when Inline]

. [Drop when

Inline]
4
314
Protection
[Advanced Settings]

[Advanced Settings]

[Advanced Settings]
[Edit] [Advanced Settings]

[Revertto Defaults]

[Edit]
SNMP

314
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Specific Threat Detection

ASCII

Back Orifice

Intrusion Rule Thresholds

External Responses

syslog SNMP

Protection
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539
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1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Intrusion Policy]

[Intrusion Policy]
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[Reapply Intrusion Policy]

3 [Reapply]

[Monitoring] >
[ASA FirePOWER Monitoring] > [Task Status] 625

Protection

52:

Policy
Information

Advanced
Settings

Rules

351

1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Intrusion Policy]

[Intrusion Policy]
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[New Comparison]
[Select Comparison]
352
[ Comparison Report ]
2
PDF

Protection
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350
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& 393
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[Rules] My Changes
[Rules]
317
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1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Intrusion Policy]
[Intrusion Policy]
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314
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A
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1 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Intrusion Policy]

[Intrusion Policy]

2
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56:
Summary 487
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317
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[Rule Detail]

380
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6 [Timeout] 1 2147483647 68
0
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Priority
Shift
os-linux os-windows
Category:"os-windows,os-linux"
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[Rules]
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. Category Classifications
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Priority
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[Category]  [os-linux] Category:"os-linux"
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CVEID 2007
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[Rule Content]  [SID]
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