Network Address Translation (NAT)

The following topics explain Network Address Translation (NAT) and how to configure it.
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 NAT Basics (2 ~X—2)

* Guidelines for NAT (8 ~X—2)
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s Translating IPv6 Networks (41 ~X—37)
* Monitoring NAT (55 ~=X—7)

+ Examples for NAT (56 ~3—3)

Why Use NAT?

Each computer and device within an IP network is assigned a unique IP address that identifies the host.
Because of a shortage of public IPv4 addresses, most of these IP addresses are private, not routable
anywhere outside of the private company network. RFC 1918 defines the private IP addresses you can
use internally that should not be advertised:

+ 10.0.0.0 through 10.255.255.255
* 172.16.0.0 through 172.31.255.255
* 192.168.0.0 through 192.168.255.255

One of the main functions of NAT is to enable private IP networks to connect to the Internet. NAT replaces
a private IP address with a public IP address, translating the private addresses in the internal private network
into legal, routable addresses that can be used on the public Internet. In this way, NAT conserves public
addresses because it can be configured to advertise at a minimum only one public address for the entire
network to the outside world.

Other functions of NAT include:
* Security—Keeping internal IP addresses hidden discourages direct attacks.
* IP routing solutions—Overlapping IP addresses are not a problem when you use NAT.

* Flexibility—You can change internal IP addressing schemes without affecting the public addresses
available externally; for example, for a server accessible to the Internet, you can maintain a fixed IP
address for Internet use, but internally, you can change the server address.
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* Translating between IPv4 and IPv6 (Routed mode only) —If you want to connect an IPv6 network
to an IPv4 network, NAT lets you translate between the two types of addresses.

\)

GE) NAT is not required. If you do not configure NAT for a given set of traffic, that traffic will not be
translated, but will have all of the security policies applied as normal.

NAT Basics

The following topics explain some of the basics of NAT.

NAT Terminology

This document uses the following terminology:

* Real address/host/network/interface—The real address is the address that is defined on the host,
before it is translated. In a typical NAT scenario where you want to translate the inside network when
it accesses the outside, the inside network would be the “real” network. Note that you can translate
any network connected to the device, not just an inside network. Therefore if you configure NAT to
translate outside addresses, “real” can refer to the outside network when it accesses the inside network.

» Mapped address/host/network/interface—The mapped address is the address that the real address is
translated to. In a typical NAT scenario where you want to translate the inside network when it
accesses the outside, the outside network would be the “mapped” network.

\)

(G¥)  During address translation, IP addresses configured for the device
interfaces are not translated.

* Bidirectional initiation—Static NAT allows connections to be initiated bidirectionally, meaning both
to the host and from the host.

* Source and destination NAT—For any given packet, both the source and destination IP addresses
are compared to the NAT rules, and one or both can be translated/untranslated. For static NAT, the
rule is bidirectional, so be aware that “source” and “destination” are used in commands and descriptions
throughout this guide even though a given connection might originate at the “destination” address.

NAT Types

You can implement NAT using the following methods:

* Dynamic NAT—A group of real IP addresses are mapped to a (usually smaller) group of mapped IP
addresses, on a first come, first served basis. Only the real host can initiate traffic. See Dynamic NAT

(13 X—=) .

* Dynamic Port Address Translation (PAT)—A group of real IP addresses are mapped to a single IP
address using a unique source port of that IP address. See Dynamic PAT (19 ~=X—7) .
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* Static NAT—A consistent mapping between a real and mapped IP address. Allows bidirectional
traffic initiation. See Static NAT (24 ~—737) .

* Identity NAT—A real address is statically translated to itself, essentially bypassing NAT. You might
want to configure NAT this way when you want to translate a large group of addresses, but then want
to exempt a smaller subset of addresses. See Identity NAT (33 ~=X—7) .

NAT in Routed Mode

The following figure shows a typical NAT example in routed mode, with a private network on the inside.

1: NAT Example: Routed Mode
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1. When the inside host at 10.1.2.27 sends a packet to a web server, the real source address of the packet,
10.1.2.27, is translated to a mapped address, 209.165.201.10.

2. When the server responds, it sends the response to the mapped address, 209.165.201.10, and the FTD
7 /3A A receives the packet because the FTD 7 /3 A performs proxy ARP to claim the packet.

3. The FTD 7 /3A A then changes the translation of the mapped address, 209.165.201.10, back to the
real address, 10.1.2.27, before sending it to the host.

B &) NAT and SF &) NAT

You can implement address translation in two ways: H & NAT and T-&j NAT.

We recommend using H &) NAT unless you need the extra features that &) NAT provides. It is easier

to configure H #j) NAT, and it might be more reliable for applications such as Voice over IP (VoIP). (For
VoIP, you might see a failure in the translation of indirect addresses that do not belong to either of the
objects used in the rule.)
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B &) NAT

Al NAT rules that are configured as a parameter of a network object are considered to be H %) NAT rules.
This is a quick and easy way to configure NAT for a network object. You cannot create these rules for a
group object, however.

Although these rules are configured as part of the object itself, you cannot see the NAT configuration in
the object definition through the object manager.

When a packet enters an interface, both the source and destination IP addresses are checked against the
H &) NAT rules. The source and destination address in the packet can be translated by separate rules if
separate matches are made. These rules are not tied to each other; different combinations of rules can be
used depending on the traffic.

Because the rules are never paired, you cannot specify that sourceA/destinationA should have a different

translation than sourceA/destinationB. Use F-8)) NAT for that kind of functionality, where you can identify
the source and destination address in a single rule.

FEj NAT

FH) NAT lets you identify both the source and destination address in a single rule. Specifying both the
source and destination addresses lets you specify that sourceA/destinationA can have a different translation
than sourceA/destinationB.

)

GE) For static NAT, the rule is bidirectional, so be aware that “source” and “destination” are used in
commands and descriptions throughout this guide even though a given connection might originate
at the “destination” address. For example, if you configure static NAT with port address translation,
and specify the source address as a Telnet server, and you want all traffic going to that Telnet server
to have the port translated from 2323 to 23, then you must specify the source ports to be translated
(real: 23, mapped: 2323). You specify the source ports because you specified the Telnet server
address as the source address.

The destination address is optional. If you specify the destination address, you can either map it to itself
(identity NAT), or you can map it to a different address. The destination mapping is always a static mapping.

Comparing B &) NAT and &) NAT

The main differences between these two NAT types are:
* How you define the real address.

* Auto NAT—The NAT rule becomes a parameter for a network object. The network object IP
address serves as the original (real) address.

 F-#) NAT—You identify a network object or network object group for both the real and mapped
addresses. In this case, NAT is not a parameter of the network object; the network object or
group is a parameter of the NAT configuration. The ability to use a network object group for

the real address means that F-8f) NAT is more scalable.

* How source and destination NAT is implemented.
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NAT Rule Order [

B &) NAT— Each rule can apply to either the source or destination of a packet. So two rules
might be used, one for the source IP address, and one for the destination IP address. These two
rules cannot be tied together to enforce a specific translation for a source/destination combination.

+ T-#)) NAT—A single rule translates both the source and destination. A packet matches one rule
only, and further rules are not checked. Even if you do not configure the optional destination
address, a matching packet still matches one F-#jj) NAT rule only. The source and destination
are tied together, so you can enforce different translations depending on the source/destination
combination. For example, sourceA/destinationA can have a different translation than

sourceA/destinationB.

* Order of NAT Rules.

+ H &) NAT—Automatically ordered in the NAT table.

+ F-#) NAT—Manually ordered in the NAT table (before or after H &) NAT rules).

NAT Rule Order

H &) NAT and F-8)) NAT rules are stored in a single table that is divided into three sections. Section 1
rules are applied first, then section 2, and finally section 3, until a match is found. For example, if a match
is found in section 1, sections 2 and 3 are not evaluated. The following table shows the order of rules

within each section.

3 1: NAT Rule Table

Table Section |Rule Type

Order of Rules within the Section

Section 1 FE) NAT

Applied on a first match basis, in the order they appear in the
configuration. Because the first match is applied, you must ensure
that specific rules come before more general rules, or the specific
rules might not be applied as desired. By default, &) NAT
rules are added to section 1.

By "specific rules first," we mean:
« Static rules should come before dynamic rules.
* Rules that include destination translation should come

before rules with source translation only.

If you cannot eliminate overlapping rules, where more than one
rule might apply based on the source or destination address, be
especially careful to follow these recommendations.

Network Address Translation (NAT) .
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Table Section |Rule Type

Order of Rules within the Section

Section 2 H &) NAT

If a match in section 1 is not found, section 2 rules are applied
in the following order:

1. Static rules.

2. Dynamic rules.

Within each ruletype, thefollowing ordering guidelinesare
used:

1. Quantity of real IP addresses—From smallest to largest.
For example, an object with one address will be assessed
before an object with 10 addresses.

2. For quantities that are the same, then the IP address number
is used, from lowest to highest. For example, 10.1.1.0 is
assessed before 11.1.1.0.

3. Ifthe same IP address is used, then the name of the network
object is used, in alphabetical order. For example,
abracadabra is assessed before catwoman.

Section 3 T NAT

If a match is still not found, section 3 rules are applied on a first
match basis, in the order they appear in the configuration. This
section should contain your most general rules. You must also
ensure that any specific rules in this section come before general
rules that would otherwise apply.

For section 2 rules, for example, you have the following IP addresses defined within network objects:

* 192.168.1.0/24 (static)

* 192.168.1.0/24 (dynamic)
* 10.1.1.0/24 (static)

* 192.168.1.1/32 (static)

* 172.16.1.0/24 (dynamic) (object def)

* 172.16.1.0/24 (dynamic) (object abc)

The resultant ordering would be:

* 192.168.1.1/32 (static)
* 10.1.1.0/24 (static)
* 192.168.1.0/24 (static)

* 172.16.1.0/24 (dynamic) (object abc)

* 172.16.1.0/24 (dynamic) (object def)

* 192.168.1.0/24 (dynamic)

. Network Address Translation (NAT)
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NAT Interfaces

NAT Interfaces .

Except for bridge group member interfaces, you can configure a NAT rule to apply to any interface (in
other words, all interfaces), or you can identify specific real and mapped interfaces. You can also specify
any interface for the real address, and a specific interface for the mapped address, or vice versa.

For example, you might want to specify any interface for the real address and specify the outside interface
for the mapped address if you use the same private addresses on multiple interfaces, and you want to
translate them all to the same global pool when accessing the outside.

2: Specifying Any Interface

However, the concept of “any” interface does not apply to bridge group member interfaces. When you
specify “any” interface, all bridge group member interfaces are excluded. Thus, to apply NAT to bridge
group members, you must specify the member interface. This could result in many similar rules where
only one interface is different. You cannot configure NAT for the Bridge Virtual Interface (BVI) itself,
you can configure NAT for member interfaces only.

You cannot configure NAT on passive interfaces.

Configuring Routing for NAT

The FTD device needs to be the destination for any packets sent to the translated (mapped) address.

When sending packets, the device uses the destination interface if you specify one, or a routing table
lookup if you do not, to determine the egress interface. For identity NAT, you have the option to use a
route lookup even if you specify a destination interface.

The type of routing configuration needed depends on the type of mapped address, as explained in the
following topics.

Addresses on the Same Network as the Mapped Interface

If you use addresses on the same network as the destination (mapped) interface, the FTD 7 /31 A uses
proxy ARP to answer any ARP requests for the mapped addresses, thus intercepting traffic destined for
a mapped address. This solution simplifies routing because the FTD 7 /3 A does not have to be the
gateway for any additional networks. This solution is ideal if the outside network contains an adequate
number of free addresses, a consideration if you are using a 1:1 translation like dynamic NAT or static
NAT. Dynamic PAT greatly extends the number of translations you can use with a small number of
addresses, so even if the available addresses on the outside network is small, this method can be used. For
PAT, you can even use the IP address of the mapped interface.

Network Address Translation (NAT) .
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Addresses on a Unique Network

If you need more addresses than are available on the destination (mapped) interface network, you can
identify addresses on a different subnet. The upstream router needs a static route for the mapped addresses
that points to the FTD 7 /31 A,

The Same Address as the Real Address (Identity NAT)

The default behavior for identity NAT has proxy ARP enabled, matching other static NAT rules. You can
disable proxy ARP if desired. You can also disable proxy ARP for regular static NAT if desired, in which
case you need to be sure to have proper routes on the upstream router.

Normally for identity NAT, proxy ARP is not required, and in some cases can cause connectivity issues.
For example, if you configure a broad identity NAT rule for “any” IP address, then leaving proxy ARP
enabled can cause problems for hosts on the network directly connected to the mapped interface. In this
case, when a host on the mapped network wants to communicate with another host on the same network,

then the address in the ARP request matches the NAT rule (which matches “any” address). The FTD 7
734 A will then proxy ARP for the address, even though the packet is not actually destined for the FTD

7 /3A A (Note that this problem occurs even if you have a F-#) NAT rule; although the NAT rule must
match both the source and destination addresses, the proxy ARP decision is made only on the “source”

address). If the FTD 7 /3-f A ARP response is received before the actual host ARP response, then traffic
will be mistakenly sent to the FTD 7 /XA A,

Guidelines for NAT

The following topics provide detailed guidelines for implementing NAT.

Interface Guidelines

NAT is supported for standard routed physical or subinterfaces.

However, configuring NAT on bridge group member interfaces (interfaces that are part of a Bridge Virtual
Interface, or BVI) has the following restrictions:

* When configuring NAT for the members of a bridge group, you specify the member interface. You
cannot configure NAT for the bridge group interface (BVI) itself.

* When doing NAT between bridge group member interfaces, you must specify the source and
destination interfaces. You cannot specify “any” as the interface.

* You cannot configure interface PAT when the destination interface is a bridge group member interface,
because there is no IP address attached to the interface.

* You cannot translate between I[Pv4 and IPv6 networks (NAT64/46) when the source and destination
interfaces are members of the same bridge group. Static NAT/PAT 44/66, dynamic NAT44/66, and
dynamic PAT44 are the only allowed methods; dynamic PAT66 is not supported.

IPv6 NAT Guidelines

NAT supports IPv6 with the following guidelines and restrictions.
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* For standard routed mode interfaces, you can also translate between IPv4 and IPv6.

* You cannot translate between IPv4 and IPv6 for interfaces that are members of the same bridge group.
You can translate between two IPv6 or two IPv4 networks only. This restriction does not apply
between a bridge group member and a standard routed interface.

* You cannot use dynamic PAT for IPv6 (NAT66) when translating between interfaces in the same
bridge group. This restriction does not apply between a bridge group member and a standard routed
interface.

* For static NAT, you can specify an IPv6 subnet up to /64. Larger subnets are not supported.

* When using FTP with NAT46, when an IPv4 FTP client connects to an [Pv6 FTP server, the client
must use either the extended passive mode (EPSV) or extended port mode (EPRT); PASV and PORT
commands are not supported with IPv6.

IPv6 NAT Best Practices

You can use NAT to translate between IPv6 networks, and also to translate between IPv4 and IPv6 networks
(routed mode only). We recommend the following best practices:

* NAT66 (IPv6-to-IPv6)—We recommend using static NAT. Although you can use dynamic NAT or
PAT, IPv6 addresses are in such large supply, you do not have to use dynamic NAT. If you do not

want to allow returning traffic, you can make the static NAT rule unidirectional (=) NAT only).

* NAT46 (IPv4-to-IPv6)—We recommend using static NAT. Because the IPv6 address space is so
much larger than the IPv4 address space, you can easily accommodate a static translation. If you do
not want to allow returning traffic, you can make the static NAT rule unidirectional (T-#) NAT only).
When translating to an IPv6 subnet (/96 or lower), the resulting mapped address is by default an
[Pv4-embedded IPv6 address, where the 32-bits of the IPv4 address is embedded after the IPv6 prefix.
For example, if the IPv6 prefix is a /96 prefix, then the IPv4 address is appended in the last 32-bits
of the address. For example, if you map 192.168.1.0/24 to 201b::0/96, then 192.168.1.4 will be
mapped to 201b::0.192.168.1.4 (shown with mixed notation). If the prefix is smaller, such as /64,
then the IPv4 address is appended after the prefix, and a suffix of Os is appended after the IPv4 address.

* NAT64 (IPv6-to-IPv4)—You may not have enough IPv4 addresses to accommodate the number of
IPv6 addresses. We recommend using a dynamic PAT pool to provide a large number of IPv4
translations.

NAT Support for Inspected Protocols

Some application layer protocols that open secondary connections, or that embedded IP addresses in
packets, are inspected to provide the following services:

* Pinhole creation—Some application protocols open secondary TCP or UDP connections either on
standard or negotiated ports. Inspection opens pinholes for these secondary ports so that you do not
need to create access control rules to allow them.

* NAT rewrite— Protocols such as FTP embed IP addresses and ports for the secondary connections
in packet data as part of the protocol. If there is NAT translation involved for either of the endpoints,
the inspection engines rewrite the packet data to reflect the NAT translation of the embedded addresses
and ports. The secondary connections would not work without NAT rewrite.

Network Address Translation (NAT) .
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* Protocol enforcement—Some inspections enforce some degree of conformance to the RFCs for the

inspected protocol.

The following table lists the inspected protocols that apply NAT rewrite and their NAT limitations. Keep
these limitations in mind when writing NAT rules that include these protocols. Inspected protocols not
listed here do not apply NAT rewrite. These inspections include GTP, HTTP, IMAP, POP, SMTP, SSH,

and SSL.

\)

(

;¥)  NAT rewrite is supported on the listed ports only. If you use these protocols on non-standard ports,
do not use NAT on the connections.

%% 2: NAT Supported Application Inspection

Application Inspected Protocol, Port | NAT Limitations Pinholes Created
DCERPC TCP/135 No NAT64. Yes
DNS over UDP UDP/53 No NAT support is available for name resolution | No
through WINS.
ESMTP TCP/25 No NAT64. No
FTP TCP/21 No limitations. Yes
H.323 H.225 (Call TCP/1720 No NAT64. Yes
signaling) UDP/1718
H.323 RAS For RAS,
UDP/1718-1719
ICMP ICMP No limitations. No
ICMP Error (ICMP traffic directed to
a device interface is
never inspected.)
IP Options RSVP No NAT64. No
NetBIOS Name Server | UDP/137, 138 (Source | No NAT64. No
over IP ports)
RSH TCP/514 No PAT. Yes
No NAT64.
RTSP TCP/554 No NAT64. Yes
(No handling for HTTP
cloaking.)
SIP TCP/5060 No extended PAT. Yes
UDP/5060 No NAT64 or NAT46.
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Application Inspected Protocol, Port | NAT Limitations Pinholes Created
Skinny (SCCP) TCP/2000 No NAT64, NAT46, or NAT66. Yes

SQL*Net TCP/1521 No NAT64. Yes

(versions 1, 2)

Sun RPC TCP/111 No NAT64. Yes

UDP/111
TFTP UDP/69 No NAT64. Yes
Payload IP addresses are not translated.
XDMCP UDP/177 No NAT64. Yes

Additional Guidelines for NAT

* For interfaces that are members of a bridge group, you write NAT rules for the member interfaces.

You cannot write NAT rules for the Bridge Virtual Interface (BVI) itself.

(E E NAT only.) You can only define a single NAT rule for a given object; if you want to configure
multiple NAT rules for an object, you need to create multiple objects with different names that specify
the same IP address.

* If a VPN is defined on an interface, inbound ESP traffic on the interface is not subject to the NAT

rules. The system allows the ESP traffic for established VPN tunnels only, dropping traffic not
associated with an existing tunnel. This restriction applies to ESP and UDP ports 500 and 4500.

* If you define a site-to-site VPN on a device that is behind a device that is applying dynamic PAT, so

that UDP ports 500 and 4500 are not the ones actually used, you must initiate the connection from
the device that is behind the PAT device. The responder cannot initiate the security association (SA)
because it does not know the correct port numbers.

* If you change the NAT configuration, and you do not want to wait for existing translations to time

out before the new NAT configuration is used, you can clear the translation table using the clear
xlate command in the device CLI. However, clearing the translation table disconnects all current
connections that use translations.

If you create a new NAT rule that should apply to an existing connection (such as a VPN tunnel),
you need to use clear conn to end the connection. Then, the attempt to re-establish the connection
should hit the NAT rule and the connection should be NAT'ed correctly.

\}

GE)

If you remove a dynamic NAT or PAT rule, and then add a new rule
with mapped addresses that overlap the addresses in the removed
rule, then the new rule will not be used until all connections
associated with the removed rule time out or are cleared using the
clear xlate or clear conn commands. This safeguard ensures that
the same address is not assigned to multiple hosts.
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* You cannot use an object group with both IPv4 and IPv6 addresses; the object group must include
only one type of address.

* A network object used in NAT cannot include more than 131,838 IP addresses, either explicitly or
implied in a range of addresses or a subnet. Break up the address space into smaller ranges and write
separate rules for the smaller objects.

« (FF#) NAT only.) When using any as the source address in a NAT rule, the definition of “any” traffic
(IPv4 vs. IPv6) depends on the rule. Before the FTD 7 /3 A performs NAT on a packet, the packet

must be IPv6-to-IPv6 or IPv4-to-IPv4; with this prerequisite, the FTD 7 /34 A can determine the
value of any in a NAT rule. For example, if you configure a rule from “any” to an IPv6 server, and
that server was mapped from an IPv4 address, then any means “any IPv6 traffic.” If you configure
arule from “any” to “any,” and you map the source to the interface IPv4 address, then any means
“any IPv4 traffic” because the mapped interface address implies that the destination is also IPv4.

* You can use the same mapped object or group in multiple NAT rules.

» The mapped IP address pool cannot include:

* The mapped interface IP address. If you specify “any” interface for the rule, then all interface
IP addresses are disallowed. For interface PAT (routed mode only), specify the interface name
instead of the interface address.

 The failover interface IP address.

* (Dynamic NAT.) The standby interface IP address when VPN is enabled.

* Avoid using overlapping addresses in static and dynamic NAT policies. For example, with overlapping
addresses, a PPTP connection can fail to get established if the secondary connection for PPTP hits
the static instead of dynamic xlate.

* You cannot use overlapping addresses in the source address of a NAT rule and a remote access VPN
address pool.

* If you specify a destination interface in a rule, then that interface is used as the egress interface rather
than looking up the route in the routing table. However, for identity NAT, you have the option to use
a route lookup instead.

* NAT applies to through traffic only. Traffic generated by the system is not subject to NAT.

* Do not name a network object or group pat-pool, using any combination of upper- or lower-case
letters.

* You cannot use NAT on the internal payload of Protocol Independent Multicast (PIM) registers.

* (F8) NAT) When writing NAT rules for a dual ISP interface setup (primary and backup interfaces
using service level agreements in the routing configuration), do not specify destination criteria in the
rule. Ensure the rule for the primary interface comes before the rule for the backup interface. This
allows the device to choose the correct NAT destination interface based on the current routing state
when the primary ISP is unavailable. If you specify destination objects, the NAT rule will always
select the primary interface for the otherwise duplicate rules.

* If you get the ASP drop reason nat-no-xlate-to-pat-pool for traffic that should not match the NAT
rules defined for the interface, configure identity NAT rules for the affected traffic so the traffic can
pass untranslated.
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* If you configure NAT for GRE tunnel endpoints, you must disable keepalives on the endpoints or
the tunnel cannot be established. The endpoints send keepalives to the original addresses.

Configure NAT

Network address translation can be very complex. We recommend that you keep your rules as simple as
possible to avoid translation problems and difficult troubleshooting situations. Careful planning before
you implement NAT is critical. The following procedure provides the basic approach.

FIE

AT Y1 Select Policies> NAT.
AT w 72 Decide what kinds of rules you need.

You can create dynamic NAT, dynamic PAT, static NAT, and identity NAT rules. For an overview, see
NAT Types (2 <—37) .

AT 73 Decide which rules should be implemented as manual or auto NAT.

For a comparison of these two implementation options, see H #) NAT and F#) NAT (3 ~<—) .
AT w74 Create the rules as explained in the following sections.
* Dynamic NAT (13 ~—%°)
* Dynamic PAT (19 ~X—2)
« Static NAT (24 ~—7)
s Identity NAT (33 ~X—2)
AT w75 Manage the NAT policy and rules.
You can do the following to manage the policy and its rules.

* To edit a rule, click the edit icon (& ) for the rule.

* To delete a rule, click the delete icon (2 for the rule.

Dynamic NAT

The following topics explain dynamic NAT and how to configure it.

About Dynamic NAT

Dynamic NAT translates a group of real addresses to a pool of mapped addresses that are routable on the
destination network. The mapped pool typically includes fewer addresses than the real group. When a host

Network Address Translation (NAT) .
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you want to translate accesses the destination network, NAT assigns the host an IP address from the
mapped pool. The translation is created only when the real host initiates the connection. The translation
is in place only for the duration of the connection, and a given user does not keep the same IP address
after the translation times out. Users on the destination network, therefore, cannot initiate a reliable
connection to a host that uses dynamic NAT, even if the connection is allowed by an access rule.

\)

GE) For the duration of the translation, a remote host can initiate a connection to the translated host if an
access rule allows it. Because the address is unpredictable, a connection to the host is unlikely.
Nevertheless, in this case you can rely on the security of the access rule.

The following figure shows a typical dynamic NAT scenario. Only real hosts can create a NAT session,
and responding traffic is allowed back.

3: Dynamic NAT

The following figure shows a remote host attempting to initiate a connection to a mapped address. This
address is not currently in the translation table; therefore, the packet is dropped.

4: Remote Host Attempts to Initiate a Connection to a Mapped Address

Dynamic NAT Disadvantages and Advantages
Dynamic NAT has these disadvantages:
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« If the mapped pool has fewer addresses than the real group, you could run out of addresses if the
amount of traffic is more than expected.

Use PAT or a PAT fall-back method if this event occurs often because PAT provides over 64,000
translations using ports of a single address.

* You have to use a large number of routable addresses in the mapped pool, and routable addresses
may not be available in large quantities.

The advantage of dynamic NAT is that some protocols cannot use PAT. PAT does not work with the
following:

* [P protocols that do not have a port to overload, such as GRE version 0.

» Some multimedia applications that have a data stream on one port, the control path on another port,
and are not open standard.

Configure Dynamic Auto NAT

Use dynamic auto NAT rules to translate addresses to different IP addresses that are routable on the
destination network.

B8 HHIIZ

Select Objects and create the network objects or groups needed in the rule. Alternatively, you can create
the objects while defining the NAT rule. The objects must meet the following requirements:

« Original Address—This must be a network object (not a group), and it can be a host, range, or
subnet.

 Translated Address—This can be a network object or group, but it cannot include a subnet. The
group cannot contain both IPv4 and IPv6 addresses; it must contain one type only. If a group contains
both ranges and host IP addresses, then the ranges are used for dynamic NAT, and then the host IP
addresses are used as a PAT fallback.

FIE

AT w71 Select Policies> NAT.
AT w72 Do one of the following:

* To create a new rule, click the + button.
* To edit an existing rule, click the edit icon (& ) for the rule.

(To delete a rule you no longer need, click the trash can icon for the rule.)

AT w73 Configure the basic rule options:

 Title—Enter a name for the rule.
» Create Rule For—Select Auto NAT.
» Type—Select Dynamic.

AT w74 Configure the following packet translation options:

Network Address Translation (NAT) .
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« Source Interface, Destination Interface— (77U v v —TF A N_"— A L X —T = A A
() ZONATV—ADRER SND A o Z—7 =4 A, [IXEIC (Source) NFEERDA
YE=T A AT, ZOA U E =T =2 A& LTET T4 v 73T A RTAD F
9, [585C (Destination) ]I~y B 7SN A VH—T 2 A AT, 2O HF—TxA
2B LT hT 74 v 73T A AMBHET, 774/ TR A—WET7 Y v o7
N—=T A=A B =T 2 A A% TRXTDOA o Z—T7 =4 X ([Any]) (ZHH I
ESr RN

* Original Address—The network object that contains the addresses you are translating.

* Translated Address—The network object or group that contains the mapped addresses.

AT w75 (Optional.) Click the Advanced Options link and select the desired options:

« Translate DNSrepliesthat match thisrule—DNS J[&&E D IP 7 RV AZEHT 50 E 9 vk
BELET, v v BT AU F—T oA ADDLEBEDA H—T = A AZKEIT 5 DNS
WWEDEE, 7 FL A (IPv4 A 7213 IPv6 AAAA) L a— Rii~ v B 7SN END
FEOMFEICEZ B ONFET, KA, EEOA X —T 2 A ANPLVY Yy BT A o F—
7 A ABET S DNS INEDOYE, L a— REEEOEN b~y B 7 SN EIicE
T ONET, ZOF TV a VIR THEA S, FEBXICEIVALa—RE
AAAA L o— R THEHINTHOI D NAT64/46 ZEHAD 1= DI LB Z LR Y £4, 7%
AZOWVWTIX, NATZfEH L/Z-DNS 7 = U LINEDOEESHZ (76 3—) | 25H
LTLEE,

Fallthrough to Interface PAT (Destination Interface)—% Dfthd~ v & 77 RLANTT
B B THNTWDEAIT, 55k v 2 —T =24 ADIPT RLAZ Ry 7T v 7 HK
ELTHERATAINE I DEREELEYT [V H—T 2 APAT 74— ) , 2D
FTaiE, TV T IN—=T DA R=TIE R A U H—T oA AETRIN LT
BICOHMERATEET,

AT w76 Click OK.

Configure Dynamic Manual NAT

Use dynamic manual NAT rules when auto NAT does not meet your needs. For example, if you want to
do different translations based on the destination. Dynamic NAT translates addresses to different IP
addresses that are routable on the destination network.

1R BHHEIIZ

Select Objects and create the network objects or groups needed in the rule. Groups cannot contain both
IPv4 and IPv6 addresses; they must contain one type only. Alternatively, you can create the objects while
defining the NAT rule. The objects must also meet the following requirements:

+ Original Source Address—This can be a network object or group, and it can contain a host, range,
or subnet. If you want to translate all original source traffic, you can skip this step and specify Any
in the rule.

» Translated Source Address—This can be a network object or group, but it cannot include a subnet.
The group cannot contain both IPv4 and IPv6 addresses; it must contain one type only. If a group
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Configure Dynamic Manual NAT .

contains both ranges and host IP addresses, then the ranges are used for dynamic NAT, and then the
host IP addresses are used as a PAT fallback.

You can also create network objects for the Original Destination Address and Translated Destination
Addressif you are configuring a static translation for those addresses in the rule.

For dynamic NAT, you can also perform port translation on the destination. In the Object Manager, ensure
that there are port objects you can use for the Original Destination Port and Translated Destination
Port. If you specify the source port, it will be ignored.

FIE

ATy 71 Select Policies> NAT.
AT 72 Do one of the following:

* To create a new rule, click the + button.
* To edit an existing rule, click the edit icon (& ) for the rule.

(To delete a rule you no longer need, click the trash can icon for the rule.)

AT w73 Configure the basic rule options:

* Title—Enter a name for the rule.

* Create Rule For—Select Manual NAT.

* Rule Placement—Where you want to add the rule. /L—/ /LT 7 T U N (HE) NAT D/L—/b
DHEIi%) « FITERTEL—LDOETFIHEATEET,

» Type—Select Dynamic. This setting only applies to the source address. If you define a translation
for the destination address, the translation is always static.

AT w 74 Configure the following interface options:

« Source I nterface, Destination Interface— (77U v J—7 A NR— 4 L H—T A R
\ZHH) ZONATLV—AREHENDA 2 —T7 A4 A, [F#f556 (Source) IFXFEFEDA
VHE=T 2 A AT, TOA L =T 2 A ZARB LTI 7 4 v 7IET A RIZAD £
7, [585C (Destination) ]I~ v B 7 ENTZA LV H—T oA AT, ZOA LV H—T A
AERELTCRTZ 74 v 73T A AN ET, 7740 8TE A—MEFT Y vo 7

N—T RN= A Z =T 2 AR TXTOA o F—T7 =4 A ([Any]) (ZH#HEN
i‘a—o

AT Ty R T RUA (IPvd 7203 1Pv6) . DFED ., Ty MIEREND 7y v T
R AZRELET,

TCDONT sy N EBHFE LN R OB HONWTIE, ROKESR LTI,
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Source Destination
/__/"_""x_\_\\ _/_/—-L'\.
W rsice S ¢ Outside ) |:|i
= J \ =
—) e — __J_/’ -
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 > 192.168.1.1

Original Packet Translated Packet

« [Original Source][Address] : #3257 RLAZGlery NIV =0 F TV =2 b, £700%
Fy NI—=2 T N—"T,

« [Original Destination][Address] : (A7 a ) , %7 KL 2A&2&Tery NU—T 4T
TVl b, ZHOEEICTDHE, SEICERR, FEIXT L AOEBRMNEH I E
T SEET RLAZIBELIEHEE, TOT RLRAIZAY T v I BEHERET D0, HIC
TAT T 47 4 NAT 2l C& £7,

[f X —7xAA (Interface) J[EIZTCA > % —7 = A AIP (Source Interface IP) ] % %R
LT, FEXA L Z—T oA ZAD7LO%EE ([T3T (Any) JIHERAF) 22— (2T
TET, ZOF T a yEBRRT LGE, BHUSHOEA TV 2 7 N HIBRIRT 2 BN
bV FEF, 5ET RVRICKR— NEWERELILAZT 4 v 7 A F—T A ANAT %
FEFT DL, ZOF T arEBRIRL, AR — MIELIZAR— A7V 7 b HER
L%,

AT 76 Identify the translated packet addresses, either IPv4 or IPv6; namely, the packet addresses as they appear

ATy 17

ATvT8

on the destination interface network. You can translate between IPv4 and IPv6 if desired.

» Translated Source Address—The network object or group that contains the mapped addresses.

» Translated Destination Address—(Optional.) The network object or group that contains the
destination addresses used in the translated packet. If you selected an object for Original Destination
Address, you can set up identity NAT (that is, no translation) by selecting the same object.

(FTvay) = AEBROBEHY — A R— NERELET, LD A— b (Original
Destination Port) |, [Z#ii5 44645678 — b (Translated Destination Port) ]

HAF v NAT (TR — PEBZ YR — b LTz, DEOEETAR— R (Original
Source Port) | 7 —/L R & B AEE LA — & (Translated Source Port) | 7 4 — /b RiXZ2
HOEFIZTOMERHY ET, 122 L, SMELBIIFEICRAZT 4 v 7 ThHDHID, 5udkER—
NIk L TAHR— ME#EZFATTEET,

NAT TiX, TCP 721X UDP OARY AR — b IhET, A— MELEMT 8546, EEOY—B
AFTVx2l hOTr batey BT A F TV bOT e A vOlEFRE T
WZ7eB X LET ([l e S TCP /XM & S UDP) , 747 7 47 1 NAT Tik, %
BROR—h <=y B R —FOMGIZFE L —E AL T V7 NEFHTEET,

o

(Optional.) Click the Advanced Options link and select the desired options:

« Translate DNSrepliesthat match thisrule—DNS 5D IP 7 KL A ZBHT 508 95 g
BELET, v T A H—T 2 A ANDLFEREDOA X2 —T = AZHBET 5 DNS
ISEDOEE, T R A (IPv4 A £7213 IPv6 AAAA) L a— R~ v B 7 ENEND
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EEEOEICEZRZ ONFET, KHI, EBEOA v F—T A ANy BT A X —
7z A AZBET D DNS INE DS, La— NIEREOEN O~ v B 7 SN EIE
TR ONET, TOFT v a IR S, FBEEBMRICEIVALa—RE
AAAA L o— RREITTHEHNRTHOI D NAT64/46 BHAD 72D Z L3 Y £97, 3¢
HIZOWTIE, INAT ZfEH L7ZDNS 7 =V LIREoEE L (76 2—) | 2R
LTL7EEn,

Fallthrough to Interface PAT (Destination Interface)—% Ofthd~ > ' 77 RLANRT T
WCEID Y THNTWAEAIC, ik v X —T =24 ADIPT KL RAEZRy 7T v 7 hA
ELTHATANE I NEIRELET ([ HX—T = APAT 75—/ 7)) . ZD
FTalE, TV TN—T DA N—TEIREA VX —T = AR LT
BFIZDOHEHTEET,

ATv 79 Click OK.

Dynamic PAT

The following topics describe dynamic PAT.

About Dynamic PAT

Dynamic PAT translates multiple real addresses to a single mapped IP address by translating the real
address and source port to the mapped address and a unique port.

Each connection requires a separate translation session because the source port differs for each connection.
For example, 10.1.1.1:1025 requires a separate translation from 10.1.1.1:1026.

The following figure shows a typical dynamic PAT scenario. Only real hosts can create a NAT session,
and responding traffic is allowed back. The mapped address is the same for each translation, but the port
is dynamically assigned.

5: Dynamic PAT

Security

Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021 >
10.1.1.2:1025 Z 209.165.201.1:2022 >

Inside /Outside

For the duration of the translation, a remote host on the destination network can initiate a connection to
the translated host if an access rule allows it. Because the port address (both real and mapped) is
unpredictable, a connection to the host is unlikely. Nevertheless, in this case you can rely on the security
of the access rule.

After the connection expires, the port translation also expires.

Network Address Translation (NAT) .
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\)

(3¥)  We recommend that you use different PAT pools for each interface. If you use the same pool for

multiple interfaces, especially if you use it for "any" interface, the pool can be quickly exhausted,
with no ports available for new translations.

Dynamic PAT Disadvantages and Advantages

Dynamic PAT lets you use a single mapped address, thus conserving routable addresses. You can even

use the FTD 7 731 X interface IP address as the PAT address. However, you cannot use interface PAT
for the IPv6 addresses on the interface.

You cannot use dynamic PAT for IPv6 (NAT66) when translating between interfaces in the same bridge
group. This restriction does not apply between a bridge group member and a standard routed interface.

Dynamic PAT does not work with some multimedia applications that have a data stream that is different
from the control path. For more information, see NAT Support for Inspected Protocols (9 ~<—2) .

Dynamic PAT might also create a large number of connections appearing to come from a single IP address,
and servers might interpret the traffic as a DoS attack.

Configure Dynamic Auto PAT

Use dynamic auto PAT rules to translate addresses to unique IP address/port combinations, rather than to
multiple IP addresses only. You can translate to a single address, either the destination interface's address

or another address.
188 B

Select Objects and create the network objects or groups needed in the rule. Alternatively, you can create
the objects while defining the NAT rule. The objects must meet the following requirements:

« Original Address—This must be a network object (not a group), and it can be a host, range, or
subnet.

* Translated Address—You have the following options to specify the PAT address:

* Destination I nterface—To use the destination interface IPv4 address, you do not need a network
object. You cannot use interface PAT for IPv6.

* Single PAT address—Create a network object containing a single host.

FIE

ATy 71 Select Policies> NAT.
AT 72 Do one of the following:

* To create a new rule, click the + button.
* To edit an existing rule, click the edit icon (& ) for the rule.

(To delete a rule you no longer need, click the trash can icon for the rule.)
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AT w73 Configure the basic rule options:

 Title—Enter a name for the rule.
 Create Rule For—Select Auto NAT.
» Type—Select Dynamic.

AT 74 Configure the following packet translation options:

» Source I nterface, Destination Interface— (7' v J—7 AN — 4 X —T A A
\CHZH) ZONAT V=R ESNDA X —T oA A, [1E7C (Source) JIFZFEFEDA
VA= T 2 A AT, ZOABZ =Tz A AZRHALT I T 7 4 v 7137314 ATAD F
7, [485E (Destination) ]I~ v B 7 ENIA v H—T oA AT, ZOA L HF—T = A
2B LTCRI T4y 23T A 2 HES, 774V TR =37 ) v DT
N—=T AN—= A B =T 2 ZAE R TXTOA Z—T =4 X ([Any]) (ZHEH S
EJrae

* Original Address—The network object that contains the addresses you are translating.
 Translated Address—One of the following:

* (Interface PAT.) To use the IPv4 address of the destination interface, select | nterface. You must
also select a specific destination interface, which cannot be a bridge group member interface.
You cannot use interface PAT for IPv6.

» To use a single address other than the destination interface address, select the host network object
you created for this purpose.

AT w75 (Optional.) Click the Advanced Options link and select the desired options:

« Fallthrough to Interface PAT (Destination Interface)—% Do~ » 2 77 KL AN T
IZEID YU THENTWDEAIT, FEEA v X =T =AM ADIP T RLRENY 7T v 7T HR
ELTHATEZNEIDERELEYT ([ F =Tz A APAT 74— v 7)) , O
FTaiE, TV vV IN—T DA R=TIHRSEEA v H—T = AR LT
BIZOHFEHTEET, You cannot select this option if you already configured interface PAT
as the translated address. You also cannot use this option with [Pv6 networks.

AT v 76 Click OK.

Configure Dynamic Manual PAT

Use dynamic manual PAT rules when auto PAT does not meet your needs. For example, if you want to
do different translations based on the destination. Dynamic PAT translates addresses to unique IP
address/port combinations, rather than to multiple IP addresses only. You can translate to a single address,
either the destination interface's address or another address.

5RO BRI

Select Objects and create the network objects or groups needed in the rule. Groups cannot contain both
[Pv4 and IPv6 addresses; they must contain one type only. Alternatively, you can create the objects while
defining the NAT rule. The objects must also meet the following requirements:

Network Address Translation (NAT) .
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« Original Source Address—This can be a network object or group, and it can contain a host, range,

or subnet. If you want to translate all original source traffic, you can skip this step and specify Any
in the rule.

« Translated Source Address—You have the following options to specify the PAT address:

+ Destination I nterface—To use the destination interface IPv4 address, you do not need a network
object. You cannot use interface PAT for IPv6.

* Single PAT address—Create a network object containing a single host.

You can also create network objects for the Original Destination Addressand Translated Destination
Addressif you are configuring a static translation for those addresses in the rule.

For dynamic PAT, you can also perform port translation on the destination. In the Object Manager, ensure
that there are port objects you can use for the Original Destination Port and Translated Destination
Port. If you specify the source port, it will be ignored.

FIE

AT w1 Select Policies> NAT.
AT 72 Do one of the following:

* To create a new rule, click the + button.
* To edit an existing rule, click the edit icon (& ) for the rule.

(To delete a rule you no longer need, click the trash can icon for the rule.)

AT w73 Configure the basic rule options:

« Title—Enter a name for the rule.

* Create Rule For—Select Manual NAT.

+ Rule Placement—Where you want to add the rule. /L — L7 7 U N (HE) NAT O/L—/b
DOHIE) . ERITBIRTHL—LO EFICEATEET,

» Type—Select Dynamic. This setting only applies to the source address. If you define a translation
for the destination address, the translation is always static.

AT 74 Configure the following interface options:

« Source I nterface, Destination Interface— (77U v L —TF A N"— A L X —T = A A
\ZZH) ZONATV— AR SNDA 2 —T = A A, [iEE7C (Source) JIFFEFEDA
VHA—=T 2 A AT, ZOAEF—Tx2A AZBRALTET 7 4 v 7IIT A AZAD F
7, [585C (Destination) ]I~y B 7 INTAVH—T 2 A AT, 2O HF—T A
2B LT RI 74w 7 IIT A A MET, 774V T A= WET Y v DT
N—=T A=A B =T 2 A A% TRXTDA v F—T7 =4 X ([Any]) ([ZHH I
*7,

ATFYTE TO/7 s F T RLUA (IPv4 £721FIPv6) . DFE D, TORT y MIFERENDZ Ny BT
R AZRELET,

TEDINT N EBERE TN FOBNZONTIE, RO EZHRL T ZE0,
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Source Destination
/__/"_""x_\_\\ _/_/—-L'\.
W rsice S ¢ Outside ) |:|i
= J \ =
—) e — __J_/’ -
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 192.168.2.2 ---> 192.168.1.1

Original Packet Translated Packet

« [Original Source][Address] : Z#id 57 KL A& &Ry NI—I 4TV =7 b, £721X
Ty NT—=T T N—T7,

« [Original Destination][Address] : (A7 a ) , k7 KL 2A&2&Tery NU—T 4T
Vb, ZHOEEICTDHE, SEICERR, FEIXT FRLAOEBRMNEH I E
T SEET RLAZIBE LIEHE, TOT RLRAIZAY T v I BEHERET D0, HIC
TAT T 47 4 NAT 2l C& £7,

[ > %—7 A A (Interface) J[EIZTCA > % —7 = A AIP (Source Interface IP) ] % %R
LT, FEXA L Z—T oA ZAD7LO%EE ([T3T (Any) ] IHEBRAF) 22— (2T
TET, ZOF T a yEBRRTLGE, BHUSHOEA TV 2 7 N HIBRIRT 2 BN
bV FEF, ET VAR — NEWERELILAZT 4 v 7 A F—T A ANAT %
FEFT DL, ZOF T arEBEIRL, AR — MIELIZAR— A7V 27 b HER
L%,

AT 76 Identify the translated packet addresses, either IPv4 or IPv6; namely, the packet addresses as they appear
on the destination interface network. You can translate between IPv4 and IPv6 if desired.

* Trandlated Source Address—One of the following:

* (Interface PAT.) To use the IPv4 address of the destination interface, select | nterface. You must
also select a specific destination interface, which cannot be a bridge group member interface.
You cannot use interface PAT for IPvo6.

* To use a single address other than the destination interface address, select the host network object
you created for this purpose.

* Translated Destination Address—(Optional.) The network object or group that contains the
destination addresses used in the translated packet. If you selected an object for Original Destination,
you can set up identity NAT (that is, no translation) by selecting the same object.

ATy Tl (FTvary) = AEHROELE— AR — M EEFELET, [TOsEA— b (Original
Destination Port) |, [£#ii5A %6557 — K (Translated Destination Port) ],
X AT I w7 NAT [ 3R — NEBZ AR —F LTV RWed, [tOEEILA— F (Original
Source Port) | 7 4 —/L R & [EHiiEAEE LA — & (Translated Source Port) ] 7 4 — /b RiX7%2
FOEFICTDMENDY £7, 7220, 5EEHIIFEICAZ T 4 v 7 THDHTD, sakR—
MZxE L CAR— FE#Z BT TE LT,
NAT Tix, TCP £721X UDP OABYR— FINET, A— FaZWT 24546, EROV—v
AFATVxl bOTR ANy BT PR ATVl bOT a k2O 3 E T
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ATvT8

ATvT9

Static NAT

About Static NAT

Network Address Translation (NAT) |

W25 X9 LET (MAEEHTCP £/ 5 EHUDP) . 74T 7 47 4 NAT Tid, 3£
BROR—FE~w o B R—FDOH IR Y —ERAAF T "EFEHTEET,

(Optional.) Click the Advanced Optionslink and select the desired options:

« Fallthrough to Interface PAT (Destination Interface)—% Do~ v 2 77 KL ARG T
ZEID B THNTWDEAIL, 58EA VX —T A ADIP T RLARZNY 7T v 7R
ELTHATEZNE I DERELEST ([ F—T =2 APAT 74 —N\y ) . 2O
FTvasF, TV P ITN—=T DA NR=TIERVGSA o F—T = A AGTEIR LTS
BICDOHHEHTEET,  You cannot select this option if you already configured interface PAT
as the translated address. You also cannot use this option with [Pv6 networks.

Click OK.

The following topics explain static NAT and how to implement it.

Static NAT creates a fixed translation of a real address to a mapped address. Because the mapped address
is the same for each consecutive connection, static NAT allows bidirectional connection initiation, both
to and from the host (if an access rule exists that allows it). With dynamic NAT and PAT, on the other
hand, each host uses a different address or port for each subsequent translation, so bidirectional initiation
is not supported.

The following figure shows a typical static NAT scenario. The translation is always active so both real
and remote hosts can initiate connections.

6: Static NAT

Static NAT with Port Translation

Static NAT with port translation lets you specify a real and mapped protocol and port.

When you specify the port with static NAT, you can choose to map the port and/or the IP address to the
same value or to a different value.

The following figure shows a typical static NAT with port translation scenario showing both a port that
is mapped to itself and a port that is mapped to a different value; the IP address is mapped to a different
value in both cases. The translation is always active so both translated and remote hosts can initiate
connections.

. Network Address Translation (NAT)
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One-to-Many Static NAT .

7: Typical Static NAT with Port Translation Scenario

Static NAT-with-port-translation rules limit access to the destination IP address for the specified port only.
If you try to access the destination IP address on a different port not covered by a NAT rule, then the
connection is blocked. In addition, for &) NAT, traffic that does not match the source IP address of the
NAT rule will be dropped if it matches the destination IP address, regardless of the destination port.
Therefore, you must add additional rules for all other traffic allowed to the destination IP address. For
example, you can configure a static NAT rule for the IP address, without port specification, and place it
after the port translation rule.

\)

GE) For applications that require application inspection for secondary channels (for example, FTP and

One-to-Many Static NAT

VoIP), NAT automatically translates the secondary ports.

Following are some other uses of static NAT with port translation.
Static NAT with I dentity Port Trandation

You can simplify external access to internal resources. For example, if you have three separate servers
that provide services on different ports (such as FTP, HTTP, and SMTP), you can give external users
a single IP address to access those services. You can then configure static NAT with identity port
translation to map the single external IP address to the correct IP addresses of the real servers based
on the port they are trying to access. You do not need to change the port, because the servers are
using the standard ones (21, 80, and 25 respectively).

Static NAT with Port Trandation for Non-Standard Ports

You can also use static NAT with port translation to translate a well-known port to a non-standard
port or vice versa. For example, if inside web servers use port 8080, you can allow outside users to
connect to port 80, and then undo translation to the original port 8080. Similarly, to provide extra
security, you can tell web users to connect to non-standard port 6785, and then undo translation to
port 80.

Static Interface NAT with Port Translation

You can configure static NAT to map a real address to an interface address/port combination. For
example, if you want to redirect Telnet access for the device's outside interface to an inside host, then
you can map the inside host IP address/port 23 to the outside interface address/port 23.

Typically, you configure static NAT with a one-to-one mapping. However, in some cases, you might want
to configure a single real address to several mapped addresses (one-to-many). When you configure
one-to-many static NAT, when the real host initiates traffic, it always uses the first mapped address.

Network Address Translation (NAT) .



Network Address Translation (NAT) |

. One-to-Many Static NAT

However, for traffic initiated to the host, you can initiate traffic to any of the mapped addresses, and they
will be untranslated to the single real address.

The following figure shows a typical one-to-many static NAT scenario. Because initiation by the real host
always uses the first mapped address, the translation of real host IP/first mapped IP is technically the only
bidirectional translation.

8: One-to-Many Static NAT

For example, you have a load balancer at 10.1.2.27. Depending on the URL requested, it redirects traffic
to the correct web server.

[ 9: One-to-Many Static NAT Example

. Network Address Translation (NAT)
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Other Mapping Scenarios (Not Recommended)

NAT has the flexibility to allow any kind of static mapping scenario: one-to-one, one-to-many, but also
few-to-many, many-to-few, and many-to-one mappings. We recommend using only one-to-one or
one-to-many mappings. These other mapping options might result in unintended consequences.

Functionally, few-to-many is the same as one-to-many; but because the configuration is more complicated
and the actual mappings may not be obvious at a glance, we recommend creating a one-to-many
configuration for each real address that requires it. For example, for a few-to-many scenario, the few real
addresses are mapped to the many mapped addresses in order (A to 1, B to 2, C to 3). When all real
addresses are mapped, the next mapped address is mapped to the first real address, and so on until all
mapped addresses are mapped (A to 4, B to 5, C to 6). This results in multiple mapped addresses for each
real address. Just like a one-to-many configuration, only the first mappings are bidirectional; subsequent
mappings allow traffic to be initiated to the real host, but all traffic from the real host uses only the first
mapped address for the source.

The following figure shows a typical few-to-many static NAT scenario.

10 : Few-to-Many Static NAT

For a many-to-few or many-to-one configuration, where you have more real addresses than mapped
addresses, you run out of mapped addresses before you run out of real addresses. Only the mappings
between the lowest real IP addresses and the mapped pool result in bidirectional initiation. The remaining
higher real addresses can initiate traffic, but traffic cannot be initiated to them (returning traffic for a
connection is directed to the correct real address because of the unique 5-tuple (source IP, destination IP,
source port, destination port, protocol) for the connection).

\}

GE) Many-to-few or many-to-one NAT is not PAT. If two real hosts use the same source port number
and go to the same outside server and the same TCP destination port, and both hosts are translated
to the same IP address, then both connections will be reset because of an address conflict (the 5-tuple
is not unique).

The following figure shows a typical many-to-few static NAT scenario.
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[ 11: Many-to-Few Static NAT

\ B

Instead of using a static rule this way, we suggest that you create a one-to-one rule for the traffic that needs
bidirectional initiation, and then create a dynamic rule for the rest of your addresses.

Configure Static Auto NAT

Use static auto NAT rules to translate addresses to different IP addresses that are routable on the destination
network. You can also do port translation with the static NAT rule.

48 H RIS

Select Objects and create the network objects or groups needed in the rule. Alternatively, you can create
the objects while defining the NAT rule. The objects must meet the following requirements:

* Original Address—This must be a network object (not a group), and it can be a host, range, or
subnet.

 Translated Address—You have the following options to specify the translated address:

* Destination I nterface—To use the destination interface IPv4 address, you do not need a network
object. This configures static interface NAT with port translation: the source address/port is
translated to the interface's address and the same port number. You cannot use interface PAT
for IPv6.

» Address—Create a network object or group containing hosts, ranges, or subnets. A group cannot
contain both IPv4 and IPv6 addresses; it must contain one type only. Typically, you configure
the same number of mapped addresses as real addresses for a one-to-one mapping. You can,
however, have a mismatched number of addresses.

FIE

ATy F1 Select Policies> NAT.
AT 72 Do one of the following:
* To create a new rule, click the + button.
* To edit an existing rule, click the edit icon (& ) for the rule.

(To delete a rule you no longer need, click the trash can icon for the rule.)

AT w73 Configure the basic rule options:
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» Title—Enter a name for the rule.
« Create Rule For—Select Auto NAT.
» Type—Select Static.

AT v 74 Configure the following packet translation options:

« Source I nterface, Destination Interface— (77U v JV—7 AN — 4 L X —T A R
(CWZH) TONAT V= REHSNDA X —T = A A, [ZEE5C (Source) JNEZEFEED A
VH—=T A AT, ZOAE =T oA ZAEFRA LTI 74 v 7373, ZIZAD
7, [585E (Destination) ]I~y B 7 ENTA L F—T oA AT, ZOA L H—T = A
AERBHLT A 74 v 73T A ANEHES, 774V FTE =37 ) 27
N—=T AUN—= A B =T 2 A AZRTRXTDA 2 H—T =4 X ([Any]) I[ZHEHSH
7,

* Original Address—The network object that contains the addresses you are translating.

» Translated Address—One of the following:

* To use a set group of addresses, select the network object or group that contains the mapped
addresses. Typically, you configure the same number of mapped addresses as real addresses for
a one-to-one mapping. You can, however, have a mismatched number of addresses.

* (Static interface NAT with port translation.) To use the address of the destination interface,
select Interface. You must also select a specific destination interface, which cannot be a bridge
group member interface. You cannot use interface PAT for IPv6.This configures static interface
NAT with port translation: the source address/port is translated to the interface's address and
the same port number.

* (Optional.) Original Port, Translated Port—If you need to translate a TCP or UDP port, select the
port objects that define the original and translated ports. The objects must be for the same protocol.
Click the Create New Object link if the objects do not already exist. For example, you can translate
TCP/80 to TCP/8080 if necessary.

AT w75 (Optional.) Click the Advanced Options link and select the desired options:

» Translate DNSrepliesthat match thisrule—DNS J[&&E D IP 7 RV AZEHT 50 E 9 vk
BELET, v T A E—T oA ANLEEDA ¥ —T = A ATBENT 5 DNS
ISEDEA. T KL A (IPvd A £721XIPv6 AAAA) L a— R~ v B 7 ENTEMND
FEEEOMICEZwZ bNET, RAHZ, BEOA VF =T oA Apbvy BT A 57—
7z A AZBET D DNS IGE DA, L a— NIXEBREOEN L~ v B 7 I fiicE
TR ONET, TOFT v a IR S, FBEEBMRAICEIVALa—-RE
AAAA L a— R CTHEWIRITHOI D NAT64/46 WD T= DI T2 Z XY £4, 5
HZOWTIE, INAT ZEH L7ZDNS 7 =V LIREoEE iz (76 2—) | 25
L CTL 72 &V,  This option is not available if you are doing port translation.

Do not proxy ARP on Destination Interface—~ v &> 7' IP 7 KLV A~DEFERF T v O
2% ARP 2SI LET, v B ITA =T oA ALFE LRy hU—2 EOT R
VAR LSS, VAT AT eX U ARP AL Cv vy BV 77 RLADT T
D ARP ERICIGETHZ LT, v~ v BV I T RV ARERGETDH N T 74 v 7 27%
BLET, ZOFHERLE, TAAARZEOMDO Ry NT—7 D — N T = A |27 5 BN
RNTED, VT 4 VIR S VE T, T e % ARP IILEIZS U THEMICTE E
T BN T DA, BIRICAET 50— X I e — FBRESN TN DLERH Y
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ATvT6

9, TAT T 47 4 NAT DA, BEIZT7T XY ARP RARET, BHIC L - Tl
WeMEIZBE T AMBEEZ S S EZ T REMENRH Y 7,

Click OK.

Configure Static Manual NAT

ATy T
ATy T2

Use static manual NAT rules when auto NAT does not meet your needs. For example, if you want to do
different translations based on the destination. Static NAT translates addresses to different IP addresses
that are routable on the destination network. You can also do port translation with the static NAT rule.

4 SRS

Select Objects and create the network objects or groups needed in the rule. Groups cannot contain both
IPv4 and IPv6 addresses; they must contain one type only. Alternatively, you can create the objects while
defining the NAT rule. The objects must also meet the following requirements:

« Original Source Address—This can be a network object or group, and it can contain a host, range,
or subnet. If you want to translate all original source traffic, you can skip this step and specify Any
in the rule.

» Trandlated Source Address—You have the following options to specify the translated address:

* Destination I nterface—To use the destination interface IPv4 address, you do not need a network
object. This configures static interface NAT with port translation: the source address/port is
translated to the interface's address and the same port number. You cannot use interface PAT
for IPvo6.

» Address—Create a network object or group containing hosts, ranges, or subnets. A group cannot
contain both IPv4 and IPv6 addresses; it must contain one type only. Typically, you configure
the same number of mapped addresses as real addresses for a one-to-one mapping. You can,
however, have a mismatched number of addresses.

You can also create network objects for the Original Destination Addressand Trandated Destination
Addressif you are configuring a static translation for those addresses in the rule. If you want to configure
destination static interface NAT with port translation only, you can skip adding an object for the destination
mapped addresses and specify the interface in the rule.

You can also perform port translation on the source, destination, or both. In the Object Manager, ensure
that there are port objects you can use for the original and translated ports.

FIE

Select Policies> NAT.
Do one of the following:
* To create a new rule, click the + button.
* To edit an existing rule, click the edit icon (& ) for the rule.

(To delete a rule you no longer need, click the trash can icon for the rule.)
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AT w73 Configure the basic rule options:

* Title—Enter a name for the rule.

* Create Rule For—Select Manual NAT.

+ Rule Placement—Where you want to add the rule. /L — L7 7 U N (HE) NAT O/L—/b
DOFTE) . FRITBIRTEL— L0 ETFICHATE £,

» Type—Select Static. This setting only applies to the source address. If you define a translation for
the destination address, the translation is always static.

AT 74 Configure the following interface options:

« Source Interface, Destination Interface— (77U v F—F XA NX— 4 X —T =4 A
\ZHZ) ZONATLV—ANEHINDA o F—T x4 A, [FE7L (Source) [IFFEFEDA
VA= T 2 A AT, ZOAEZ—Tx2A A%RALT I 7 4 v 7IIT A ATAD

9, [585E (Destination) ]I~y B 7 INTA v H—T =24 AT, ZOA L HF—TxA
AERHLTCRZ 74 v 7 IET A A ES, 774V FTlE A—MET T vv 7
N—T A=A B =T 2 A% R TXTOA 2 F—T =4 X ([Any]) (ZHEH S
7,

ATFYTE TONry B T RUA (IPvAd £7203IPv6) . DFED ., T MIERENE Ry v T
RLRAERBELET,

TEDINT b EBEHE Ty FOFNZONTIE, RO EZRL T ZE0,

Source Destination
/__r‘_ 'x_h\ ) /_m_\.

|:|l Inside ) { Outside ) |:|i

— S g —_ —

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

« [Original Source][Address] : Z#a3 57 RLAZ Gy NI =0 ATV =7 b, £700%
Iy NT—7 T N—T,

» [Original Destination][Address] : (47> a ) , 87 KL AEZGLRy NTU—T 4T
TVl b, ZEHOEFEICT DL, sEICERR, FEIXT FUAOEBRMAEHA S E
T SEET RLAZIELIEHE, TOT RLRAIZAZ T v I EHERET D0, HIC
TAT VT 474 NAT R C& £,

[f > % —7 xA A (Interface) [[EFIEA > ¥ —7 = A AIP (Source Interface IP) ] % &R
LT, BETXA LV H—T = ADTDO5EH ([T3C (Any) | IHERAA) 22— T
TET, TOF TV a VEIBIRT LGE. BEEHOET TV 27 b HIERRT 5 MEN
HYVET, 5%ET FLRCR— NERERELIALZ T 4 v I A ¥ —T =4 ANAT %
FHEFT DI, ZOFT v a rEBRL, SER— MIELER— A7 V=7 b HER
LET,

ATy 76 Identify the translated packet addresses, either IPv4 or IPv6; namely, the packet addresses as they appear
on the destination interface network. You can translate between IPv4 and IPv6 if desired.
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* Trandated Source Address—One of the following:

* To use a set group of addresses, select the network object or group that contains the mapped
addresses. Typically, you configure the same number of mapped addresses as real addresses for
a one-to-one mapping. You can, however, have a mismatched number of addresses.

* (Static interface NAT with port translation.) To use the IPv4 address of the destination interface,
select I nterface. You must also select a specific destination interface, which cannot be a bridge
group member interface. This configures static interface NAT with port translation: the source
address/port is translated to the interface's address and the same port number. You cannot use
interface PAT for IPv6.

* Translated Destination Address—(Optional.) The network object or group that contains the
destination addresses used in the translated packet. If you selected an object for Original Destination,
you can set up identity NAT (that is, no translation) by selecting the same object.

AT w71 (Optional.) Identify the source or destination service ports for service translation.

If you are configuring static NAT with port translation, you can translate ports for the source, destination,
or both. For example, you can translate between TCP/80 and TCP/8080.

NAT only supports TCP or UDP. When translating a port, be sure the protocols in the real and mapped
service objects are identical (both TCP or both UDP). For identity NAT, you can use the same service
object for both the real and mapped ports.

« Original Source Port, Translated Source Port—Defines a port translation for the source address.

« Original Destination Port, Translated Destination Port—Defines a port translation for the
destination address.

AT 78 (Optional.) Click the Advanced Options link and select the desired options:

« Translate DNSrepliesthat match thisrule—DNS J[&E D IP 7 KL AZ BT 50 E 9 ink
BELET, v oL T A T —T oA ANLEBEOA ¥ —T = A AZBENT 5 DNS
IGEDEA,. 7 KLU A (IPvd A £ IPv6 AAAA) L a— RiI~ v BV 7 SRl D
FEREOMEICHEZHZ ONET, KT, EEOA =T A ALYy BT A U —
7 2 A RZBET D DNS IGE DA, L a— RIFEBREOHEN L~ v B 7 S fiicE
TR ONET, ZOFT v a SFRRRRCER S, BEBRICEIVALa—RE
AAAA L o— RRTHEHNTOID NAT64/46 ZEHAD - DIZMLER Z LN £9°, 7
HZOWTIE, INAT ZfEH L7 DNS 7 = U LnEoEEHiz (76 X—V) | 25K
LT 72 &V,  This option is not available if you are doing port translation.

Do not proxy ARP on Destination Interface—~ v £ 7' IP 7 KL A~DEFE /N7 v b DT
2X T ARP M LET, v B I A =T oA ALFEI LRy NT—2 EOT K
VABER LSS, VAT AIT7TaR U ARPEZFEHL Ty B 7T RLADT T
D ARP BRIZIGETHZ LT, v BT T RLVREGERETDH N T 7 14 v 7 2 RIT%
BLET, ZOHERLE, TAAARZOMDOFR Yy NT—7 D — R~ T = A28 5 MEN
RN V=T 4 VTR S E T, e % ARP IIXEIZS U CTEMICTE E
T, BT 50, RIRICAET 20— X Z# R0 — FRERESNN TN ILERSH Y
T, TAT T 47 4 NAT DA, @FIE7 2% ARP NARET, HAICE - Tl
FEMEICBA T A A S 29 A[EEER H D 77,
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Identity NAT I}

ATv 79 Click OK.

Identity NAT

You might have a NAT configuration in which you need to translate an IP address to itself. For example,
if you create a broad rule that applies NAT to every network, but want to exclude one network from NAT,
you can create a static NAT rule to translate an address to itself.

The following figure shows a typical identity NAT scenario.
12 : Identity NAT

The following topics explain how to configure identity NAT.

Configure Identity Auto NAT

ATy I
ATFvT2

ATvT3

Use static identity auto NAT rules to prevent the translation of an address. That is, to translate the address
to itself.

1R BHHIIZ

Select Objects and create the network objects or groups needed in the rule. Alternatively, you can create
the objects while defining the NAT rule. The objects must meet the following requirements:

* Original Address—This must be a network object (not a group), and it can be a host, range, or
subnet.

* Translated Address—A network object or group with the exact same contents as the original source
object. You can use the same object.

FIE

Select Policies > NAT.

Do one of the following:
* To create a new rule, click the + button.
* To edit an existing rule, click the edit icon (& ) for the rule.

(To delete a rule you no longer need, click the trash can icon for the rule.)

Configure the basic rule options:

Network Address Translation (NAT) .
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 Title—Enter a name for the rule.
 Create Rule For—Select Auto NAT.
» Type—Select Static.

AT w74 Configure the following packet translation options:

« Source I nterface, Destination Interface— (77U v JV—7 A NR— 4 L X —T A R
WZWZH) TONAT V= REH SN DA X —T = A A, [ZE5C (Source) JNEZEFEDA
VH—=T A AT, ZOAE =T oA ZAERA LTI 74 v 7373, ZIZAD
7, [485E (Destination) ]I~y B 7 ENTA v F—T oA AT, ZOA L H—T = A
AZafH LT hI 74y 23T A 2O HES, 774V TR =37 ) vV T
N—=T AUN—= A B =T 2 A AZRTRTDA 2 H—T =4 X ([Any]) I[ZHEHSH
7,

* Original Address—The network object that contains the addresses you are translating.

* Translated Address—The same object as the original source. Optionally, you can select a different
object that has the exact same contents.

Do not configure the Original Port and Translated Port options for identity NAT.

AT 75 (Optional.) Click the Advanced Options link and select the desired options:

» Translate DNS repliesthat match thisrule—Do not configure this option for identity NAT.

« Do not proxy ARP on Destination Interface—~ v £ 7' IP 7 KL A~DEFE /T v b DT
HEARP ZENICLET, vy B IA UF =T A ALFE LY NU—T EDOT R
VAR LIESGA, VAT LE7TaX Y ARP Z2HH L Ty B 7T RLADTRT
DARP ERIIGETHZ LT, vy BT T RLVAEREHRETD N T 7 4 v 7 2 RAT%
BLET, ZOFHERLE, T ARZEOMDOFR Yy NT—7 D — R~ T = A |27 5 MEN
RNTZD, =T 4 YRR LS E T, ek ARPIIMEIS U TEICTE E
T, T 56, RIRICALET 20— Z IR — R RRESNN TN DLLERH Y
F9. TAT VT 47 4 NAT O A, BHEIET 2 ¥ ARP B ARE T, HFAIZ L - I
FEMEICBAT oA Sl S Z 3 Al EEMER B D 77,

« Perform Route L ookup for Destination Interface—scDE(EILT K LA L BHE OEE LT
RLAZHR LCRICA T Y227 FEBIRLTWT, BEExA v F—T oA RAL5EoA
=T 2 A A BRT DGE, ZOF T2 a U EBRIRL T, NAT L— VIZERTE S LT
LA B —T oA AEFEHT ROV, V=T 4 T T =TT HE SN THEA v
B =T A AZWRHIFEDHTENTEET,

AT v 76 Click OK.

Configure Identity Manual NAT

Use static identity manual NAT rules when auto NAT does not meet your needs. For example, if you want
to do different translations based on the destination. Use static identity NAT rules to prevent the translation
of an address. That is, to translate the address to itself.
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| Network Address Translation (NAT)

ATvT1
ATy T2

ATy T3

ATvT4

Configure Identity Manual NAT .

1R BHHIIZ

Select Objects and create the network objects or groups needed in the rule. Groups cannot contain both
IPv4 and IPv6 addresses; they must contain one type only. Alternatively, you can create the objects while
defining the NAT rule. The objects must also meet the following requirements:

» Original Source Address—This can be a network object or group, and it can contain a host, range,
or subnet. If you want to translate all original source traffic, you can skip this step and specify Any
in the rule.

« Translated Source Address—The same object as the original source. Optionally, you can select a
different object that has the exact same contents.

You can also create network objects for the Original Destination Addressand Translated Destination
Addressif you are configuring a static translation for those addresses in the rule. If you want to configure
destination static interface NAT with port translation only, you can skip adding an object for the destination
mapped addresses and specify the interface in the rule.

You can also perform port translation on the source, destination, or both. In the Object Manager, ensure
that there are port objects you can use for the original and translated ports. You can use the same object
for identity NAT.

FIE

Select Policies> NAT.
Do one of the following:
* To create a new rule, click the + button.
* To edit an existing rule, click the edit icon (& ) for the rule.

(To delete a rule you no longer need, click the trash can icon for the rule.)

Configure the basic rule options:

* Title—Enter a name for the rule.

* Create Rule For—Select Manual NAT.

* Rule Placement—Where you want to add the rule. /L —/ LT 7 T U N (HE) NAT DL—/L
DHIE) .« FITERTHL—NLDOLETICHEATEET,

» Type—Select Static. This setting only applies to the source address. If you define a translation for
the destination address, the translation is always static.

Configure the following interface options:

« Source I nterface, Destination Interface— (77U v J—7 A NR— 4 L H—T A R
\ZWZH) ZONATV—ANEHESNDH A Z—T A A, [EE7L (Source) [IFFEFEDA
VHE—=T 2 A AT, TOAUHE—T oA AERHBLTIT 74 v 71T 31 RAZAD F
9, [5G (Destination) | IZ~v vy B 7N A X —T oA AT, ZTOALHF—T=A
AERBHLTCRIN I 74 v 7 IET A ADGHET, 774V Tl —WEZ7 Y w2 7
N—T A N—= A B =T 2 A RAERTXTDA U F—T =14 A ([Any]) ITHEH S
EJ a8
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AT w 75 Identify the original packet addresses, either IPv4 or IPv6; namely, the packet addresses as they appear
in the original packet.

See the following figure for an example of the original packet vs. the translated packet where you perform
identity NAT on the inside host but translate the outside host.

« Original Source Address—The network object or group that contains the addresses you are
translating.

« Original Destination Address—(Optional.) The network object that contains the addresses of the
destinations. If you leave this blank, the source address translation applies regardless of destination.
If you do specify the destination address, you can configure a static translation for that address or
just use identity NAT for it.

You can select | nterface to base the original destination on the source interface (which cannot be
Any). If you select this option, you must also select a translated destination object. To implement a
static interface NAT with port translation for the destination addresses, select this option and also
select the appropriate port objects for the destination ports.

AT 76 Identify the translated packet addresses, either IPv4 or IPv6; namely, the packet addresses as they appear
on the destination interface network. You can translate between IPv4 and IPv6 if desired.

» Translated Source Address—The same object as the original source. Optionally, you can select a
different object that has the exact same contents.

» Translated Destination Address—(Optional.) The network object or group that contains the
destination addresses used in the translated packet. If you selected an object for Original Destination
Address, you can set up identity NAT (that is, no translation) by selecting the same object.

AT w71 (Optional.) Identify the source or destination service ports for service translation.

If you are configuring static NAT with port translation, you can translate ports for the source, destination,
or both. For example, you can translate between TCP/80 and TCP/8080.

NAT only supports TCP or UDP. When translating a port, be sure the protocols in the real and mapped
service objects are identical (both TCP or both UDP). For identity NAT, you can use the same service
object for both the real and mapped ports.

« Original Source Port, Translated Source Port—Defines a port translation for the source address.

« Original Destination Port, Translated Destination Port—Defines a port translation for the
destination address.

AT 78 (Optional.) Click the Advanced Options link and select the desired options:
« Translate DNSrepliesthat match this rule—Do not configure this option for identity NAT.
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« Do not proxy ARP on Destination Interface—~ v E°> 7' IP 7 KL A~DEE /T v b DT
BX¥ARP ZHEMCLETS, vy BT A =T A ALFE LRy =2 EOT R
VABRER LSS, VAT AI7TaXF Y ARP ZHAL Ty vy B 7T RLADTRT
D ARP ZRIZINETHZ LT, vy BV I T RLAERERLETDHNT 7 4 v 7 2075
BLET, ZOHELEE, T ANREOMDF Yy VT =7 D — N7 = A 272 DB
BN =T 4 VIR LIS E T, T F T ARP IIMEIR U TEIC TE F
T, BT 205G, RIRICAET 50— X I L — RARESN TV HILERSH Y
FT. TAT VT 4T 4 NAT O4, lHEIE7 7 ¥ ARP BARET, HEIC K - Tidss
FelElC BT AR Z S & & 2 T AlRetER H 0V F 97,

« Perform route lookup for Destination interface— c D E(E LT K LA L A% OXEITLT R
VRZH L TCRLA T Y =7 RE2BIRLTWT, B#EILA v H—T = A A LA 2 —
T A AERFTRTDHGE, ZOF T a rw2BIRL T, NAT V—/VIZRE I TV H%E
A VB =T A ZAEFHT ROV, V=T 4 VT T =T WIS IR A v F —
Tz A AZPRDIEDLIENTEET,

ATwv 79 Click OK.

NAT Rule Properties for FTD

Use Network Address Translation (NAT) rules to translate IP addresses to other IP addresses. You would
typically use NAT rules to convert private addresses to publically routable addresses. The translation can
be from one address to another, or you can use Port Address Translation (PAT) to translate many addresses
to one, using port numbers to distinguish among the source addresses.

NAT rules include the following basic properties. The properties are the same for auto NAT and manual
NAT rules except where indicated.

Title
Enter a name for the rule. The name cannot include spaces.
Create Rule For

Whether the translation rule is Auto NAT or Manual NAT. Auto NAT is simpler than manual NAT,
but manual NAT allows you to create separate translations for a source address based on the destination
address.

Status
Whether you want the rule to be active or disabled.

Placement (Manual NAT only.)

Where you want to add the rule. /L —/LiZ 7 F U N (HE) NAT O/L—/LOHIE) . 72X
BIRT DL — LD ETFICATE T,

Type

Whether the translation rule is Dynamic or Static. Dynamic translation automatically chooses the
mapped address from a pool of addresses, or an address/port combination when implementing PAT.
Use static translation if you want to precisely define the mapped address/port.

The following topics describe the remaining NAT rules properties.

Network Address Translation (NAT) .
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Packet Translation Properties for Auto NAT

Use the Packet Translation options to define the source addresses and the mapped translated addresses.
The following properties apply to auto NAT only.

Source Interface, Destination I nterface

(T TN—F AR — f B —T A AZHE) ZONAT L—ABNEHEIND
AU H—=Tx AR, [EEIL (Source) JIXTEFEDOA L F—T A AT, ZOA L HF—T =
ARERBEL TR 7 4 v 71 ET 3 RAIZAY £3, [5685C (Destination) | if~ > 7
ENTA A =T 2 A AT, ZOA L E =T 2 A&ERHALT T 7 4 v Z1ET 34 A
ODHET, 774NV NTEH —METV oY TNN—T A RN— 4 U F—T = f A%R
{TRTOA U H—T =24 A ([Any]) [T#HSNET,

Original Address (Alwaysrequired.)

The network object that contains the source addresses you are translating. This must be a network
object (not a group), and it can be a host, range, or subnet.

Translated Address (Usually required.)

The mapped addresses, the ones to which you are translating. What you select here depends on the
type of translation rule you are defining.

» Dynamic NAT—The network object or group that contains the mapped addresses. This can be
a network object or group, but it cannot include a subnet. The group cannot contain both IPv4
and IPv6 addresses; it must contain one type only. If a group contains both ranges and host IP

addresses, then the ranges are used for dynamic NAT, and then the host IP addresses are used
as a PAT fallback.

» Dynamic PAT—One of the following:

* (Interface PAT.) To use the IPv4 address of the destination interface, select I nterface. You
must also select a specific destination interface, which cannot be a bridge group member
interface. You cannot use interface PAT for IPv6.

* To use a single address other than the destination interface address, select the host network
object you created for this purpose.

« Static NAT—One of the following:

* To use a set group of addresses, select the network object or group that contains the mapped
addresses. The object or group can contain hosts, ranges, or subnets. Typically, you configure
the same number of mapped addresses as real addresses for a one-to-one mapping. You
can, however, have a mismatched number of addresses.

* (Static interface NAT with port translation.) To use the address of the destination interface,
select I nterface. You must also select a specific destination interface, which cannot be a
bridge group member interface. This configures static interface NAT with port translation:
the source address/port is translated to the interface's address and the same port number.
You cannot use interface PAT for IPv6.

* Identity NAT—The same object as the original source. Optionally, you can select a different
object that has the exact same contents.
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Original Port, Translated Port (Static NAT only.)

If you need to translate a TCP or UDP port, select the port objects that define the original and translated
ports. The objects must be for the same protocol. For example, you can translate TCP/80 to TCP/8080
if necessary.

Packet Translation Properties for Manual NAT

Use the Packet Translation options to define the source addresses and the mapped translated addresses.
The following properties apply to manual NAT only. All are optional except as indicated.

Source Interface, Destination I nterface

(FTV YD TN—F AR — f B —T oA ZTHE) ZONAT L—ABNEHEIND
AU H—=Tx AR, [EEIL (Source) JIXTEFEDOA L F—T A AT, ZOA L HF—T =
ARERBHL TR 7 4 v 71 ET /3 RAIZAY £3, [5685C (Destination) | id~ > 7
ENTA A =T 2 A AT, ZOA L E =T 2 A&ERHALT AT T 4 v Z1ET 34 A
ODHET, 774NV ITEH = MET N oY TNAN—T A RN— 4 U F—T = f A%R
{TRTOA U H—T =24 A ([Any]) [T#HSNET,

Original Source Address (Alwaysrequired.)

The network object or group that contains the addresses you are translating. This can be a network
object or group, and it can contain a host, range, or subnet. If you want to translate all original source
traffic, you can specify Any in the rule.

Translated Source Address (Usually required.)

The mapped addresses, the ones to which you are translating. What you select here depends on the
type of translation rule you are defining.

» Dynamic NAT—The network object or group that contains the mapped addresses. This can be
a network object or group, but it cannot include a subnet. The group cannot contain both IPv4
and IPv6 addresses; it must contain one type only. If a group contains both ranges and host IP
addresses, then the ranges are used for dynamic NAT, and then the host IP addresses are used
as a PAT fallback.

» Dynamic PAT—One of the following:

* (Interface PAT.) To use the address of the destination interface, select I nterface. You must
also select a specific destination interface, which cannot be a bridge group member interface.
You cannot use interface PAT for IPv6.

* To use a single address other than the destination interface address, select the host network
object you created for this purpose.

« Static NAT—One of the following:

* To use a set group of addresses, select the network object or group that contains the mapped
addresses. The object or group can contain hosts, ranges, or subnets. Typically, you configure
the same number of mapped addresses as real addresses for a one-to-one mapping. You
can, however, have a mismatched number of addresses.

* (Static interface NAT with port translation.) To use the address of the destination interface,
select Interface. You must also select a specific destination interface, which cannot be a
bridge group member interface. This configures static interface NAT with port translation:

Network Address Translation (NAT) .



Network Address Translation (NAT) |
. Advanced NAT Properties

the source address/port is translated to the interface's address and the same port number.
You cannot use interface PAT for IPv6.

* Identity NAT—The same object as the original source. Optionally, you can select a different
object that has the exact same contents.

Original Destination Address

The network object that contains the addresses of the destinations. If you leave this blank, the source
address translation applies regardless of destination. If you do specify the destination address, you
can configure a static translation for that address or just use identity NAT for it.

You can select | nterface to base the original destination on the source interface (which cannot be
Any). If you select this option, you must also select a translated destination object. To implement a
static interface NAT with port translation for the destination addresses, select this option and also
select the appropriate port objects for the destination ports.

Trandated Destination Address

The network object or group that contains the destination addresses used in the translated packet. If
you selected an object for Original Destination, you can set up identity NAT (that is, no translation)
by selecting the same object.

Original Source Port, Trandated Source Port, Original Destination Port, Translated Destination
Port

The port objects that define the source and destination services for the original and translated packets.
You can translate the ports, or select the same object to make the rule sensitive to the service without
translating the ports. Keep the following rules in mind when configuring services:

* (Dynamic NAT or PAT.) You cannot do translation on the Original SourcePort and Translated
Source Port. You can do translation on the destination port only.

* NAT only supports TCP or UDP. When translating a port, be sure the protocols in the real and
mapped service objects are identical (both TCP or both UDP). For identity NAT, you can use
the same object for both the real and mapped ports.

Advanced NAT Properties

When you configure NAT, you can configure properties that provide specialized services in the Advanced
options. All of these properties are optional: configure them only if you need the service.

Trandate DNSrepliesthat match thisrule

DNSJSEDIP 7 RV AZEWMT DN EINERELET, v v BV I A F—T A
MOEBEDA L H—T oA RIBET S DNS IWEDEA. 7 LA (IPv4 A £7-1% IPv6
AAAA) L a— R~y B 7 ENENDEBOMEICEEB: b ET, Ko, EE
DA B—=T 2 ANDY BT A B —T = A AIBET 5 DNSINEDSHA, L a—
NIZEBROEN O~ v B T SNTEICEES M ONE T, ZOF 7T a IR
TS, BEHZICED AL a— L AAAA L o— KT HE#R T D NAT64/46
BHDT=DIZME/RZ RV 3, FEICOWTIX, INAT ZH L7=DNS 7 =V &
ISEDOEEH L (76 ~—) | ZZM L T Z SV, This option is not available if you are
doing port translation in a static NAT rule.
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Fallthrough to Interface PAT (Destination Interface) (Dynamic NAT only.)

ZOMD~ y B TT RUARTTIZED Y TONTVDHEID, 58k v F—T = A A
DIPT RVRAaNy 7T v 7 HARELTHERTLNE I NERELEYT (¥ —T=
ARAPAT 74—y ) o ZOFTasid, 7V vy TA—TDA L —=TiERn
A B —T 2 A R BRI LTSI OAEHTE £ 7, You cannot select this option if
you already configured interface PAT as the translated address. You cannot use this option with IPv6
networks.

Do not proxy ARP on Destination I nterface (Static NAT only.)

vV EVTIPT RLANDERFNZ Yy hOTaF Y ARP L ET, ~v B 7o
VH =T 2 A ALF LRy NU—7 EOT RLRAEFEH LSS, VAT A7 oxy
ARP ZEH L C~ v B 77 RLADTRTO ARP BRIZIGETHZ LT, v~ v
T RLRESHEETDHNT 7 4 v VB RATZELET, ZOHELELE, T4 ZABRZOMM
DFy T =T D — T = A TIRDYLIENRIRNZD, v—T 4 o T LS E T,
70 %V ARP (FM BTN U T T 9, BT 256, LRicfiiET 510 —%
WY 72— RSRESNTWDHERDY T, TAT T 47 4 NAT DIGAE, @
X7 8% ARP N ARE T, HAEICL » TRt 28 E 5l Sl Z T rlEEER &
nET,

Perform Route L ookup for Destination Interface (Static | dentity NAT only. Routed mode only.)

TEDRETLT FLREEBHLEDORIETLT FLRAIZKH LTCRILA T V=7 FERBIRL TV
T, BEIXAHE—T oA ALGEA UV H—T oA ABRINT DS, O TV a vk
IR LT, NAT L—LZERE SN TINS5, ¥ —T = A AT ARz, L—
T AT T =TT, H—T 2 AR ESEH N TEET,

Translating IPv6 Networks

In cases where you need to pass traffic between IPv6-only and IPv4-only networks, you need to use NAT
to convert between the address types. Even with two IPv6 networks, you might want to hide internal
addresses from the outside network.

You can use the following translation types with [Pv6 networks:

* NAT64, NAT46—Translates IPv6 packets into IPv4 and vice versa. You need to define two policies,
one for the IPv6 to IPv4 translation, and one for the IPv4 to IPv6 translation. Although you can

accomplish this with a single T8 NAT rule, if the DNS server is on the external network, you
probably need to rewrite the DNS response. Because you cannot enable DNS rewrite on a &) NAT
rule when you specify a destination, creating two H &) NAT rules is the better solution.

\)

(G¥)  NAT46 supports static mappings only.

* NAT66—Translates IPv6 packets to a different IPv6 address. We recommend using static NAT.
Although you can use dynamic NAT or PAT, IPv6 addresses are in such large supply, you do not
have to use dynamic NAT.
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\)

(G¥)  NAT64 and NAT 46 are possible on standard routed interfaces only. NAT66 is possible on both
routed and bridge group member interfaces.

NAT64/46: Translating IPv6 Addresses to IPv4

When traffic goes from an IPv6 network to an IPv4-only network, you need to convert the IPv6 address
to IPv4, and return traffic from IPv4 to IPv6. You need to define two address pools, an IPv4 address pool
to bind IPv6 addresses in the IPv4 network, and an IPv6 address pool to bind IPv4 addresses in the IPv6

network.
* The IPv4 address pool for the NAT64 rule is normally small and typically might not have enough

addresses to map one-to-one with the IPv6 client addresses. Dynamic PAT might more easily meet
the possible large number of IPv6 client addresses compared to dynamic or static NAT.

* The IPv6 address pool for the NAT46 rule can be equal to or larger than the number of IPv4 addresses
to be mapped. This allows each IPv4 address to be mapped to a different IPv6 address. NAT46
supports static mappings only, so you cannot use dynamic PAT.

You need to define two policies, one for the source IPv6 network, and one for the destination IPv4 network.

Although you can accomplish this with a single F-&)) NAT rule, if the DNS server is on the external
network, you probably need to rewrite the DNS response. Because you cannot enable DNS rewrite on a

TF-#) NAT rule when you specify a destination, creating two H B NAT rules is the better solution.

NAT64/46 Example: Inside IPv6 Network with Outside IPv4 Internet

Following is a straight-forward example where you have an inside IPv6-only network, and you want to
convert to IPv4 for traffic sent to the Internet. This example assumes you do not need DNS translation,

so you can perform both the NAT64 and NAT46 translations in a single F=H}] NAT rule.

'_ﬂ Web server
I 208.185.200. 22527

outside
| 208.185.201.1/27

.
inzide
2001:dbE:: 1728

2001:dbS: 100 — 206.165.201.1
209.185.200.225 — 2001:db3:D1A5:CBE1

IPvd
IPvE

l-! Inside client

2001:db3::100

In this example, you translate the inside IPv6 network to IPv4 using dynamic interface PAT with the IP
address of the outside interface. Outside [Pv4 traffic is statically translated to addresses on the 2001:db8::/96
network, allowing transmission on the inside network.
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FIE

AT w71 Create a network object for the inside IPv6 network.

a) Choose Objects.
b) Select Network from the table of contents and click +.
¢) Define the inside IPv6 network.

Name the network object (for example, inside v6), select Network, and enter the network address,
2001:db8::/96.

Add Network Object

Name

inside_v6

Description

Type
@ Network (_) Host

Network

2001:DB8::/96

d) Click OK.

AT w72 Create the manual NAT rule to translate the IPv6 network to IPv4 and back again.

a) Select Policies> NAT.
b) Click the + button.
c) Configure the following properties:

* Title= PAT64Rule (or another name of your choosing).

* Create Rule For = Manual NAT.

* Placement = Before Auto NAT Rules

» Type= Dynamic.

* Source I nterface = inside.

» Destination | nterface = outside.

« Original Packet Source Address= inside_v6 network object.

* Translated Packet Source Address= Interface. This option uses the IPv4 address of the
destination interface as the PAT address.

» Original Packet Destination Address= inside_v6 network object.
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 Trandlated Packet Destination Address = any-ipv4 network object.

Title Create Rule for Status

PATG64Rule ()

Placement Type
Before Auto NAT Rules w Dynamic w
racket Translatio Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside s outside v
Source Address Source Port Source Address Source Port
inside_v6 v v Interface v b
Destination Address Destination Port Destination Address Destination Port
inside_v6 b hd any-ipvd b b
d) Click OK.

With this rule, any traffic from the 2001:db8::/96 subnet on the inside interface going to the outside
interface gets a NAT64 PAT translation using the IPv4 address of the outside interface. Conversely,

any [Pv4 address on the outside network coming to the inside interface is translated to an address on
the 2001:db8::/96 network using the embedded IPv4 address method.

NAT64/46 Example: Inside IPv6 Network with Outside IPv4 Internet and DNS Translation

Following is a typical example where you have an inside [Pv6-only network, but there are some IPv4-only
services on the outside Internet that internal users need.
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=
Web server
209.165.200.225/27

) Y =8 DNS server
> L 209165202 129/27
outside z
IPvd 209.165.201.1/27
. o) DNS: www . example.com
Aho. A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
33311228201&}22_5" iugalﬂglsft?;&%'caﬂ = 209.165.202.129 — 2001:DB8::D1A5:CAS1
S S . Lt 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

S Inside client

/ . 2001:db8::100

In this example, you translate the inside IPv6 network to IPv4 using dynamic interface PAT with the IP
address of the outside interface. Outside IPv4 traffic is statically translated to addresses on the 2001:db8::/96
network, allowing transmission on the inside network. You enable DNS rewrite on the NAT46 rule, so
that replies from the external DNS server can be converted from A (IPv4) to AAAA (IPv6) records, and
the addresses converted from IPv4 to IPv6.

Following is a typical sequence for a web request where a client at 2001:DB8::100 on the internal IPv6
network tries to open www.example.com.

1. The client’s computer sends a DNS request to the DNS server at 2001:DB8::D1A5:CAS81. The NAT
rules make the following translations to the source and destination in the DNS request:

* 2001:DB8::100 to a unique port on 209.165.201.1 (The NAT64 interface PAT rule.)
* 2001:DB8::D1AS5:CA81 10 209.165.202.129 (The NAT46 rule. D1AS5:CA81 is the IPv6 equivalent
0£209.165.202.129.)

2. The DNS server responds with an A record indicating that www.example.com is at 209.165.200.225.
The NAT46 rule, with DNS rewrite enabled, converts the A record to the IPv6-equivalent AAAA
record, and translates 209.165.200.225 to 2001:db8:D1A5:C8E1in the AAAA record. In addition,
the source and destination addresses in the DNS response are untranslated:

+209.165.202.129 to 2001:DB8::D1A5:CAS1
*209.165.201.1 to 2001:db8::100

3. The IPv6 client now has the IP address of the web server, and makes an HTTP request to
www.example.com at 2001:db8:D1A5:C8E1. (D1A5:C8E1 is the IPv6 equivalent of 209.165.200.225.)
The source and destination of the HTTP request are translated:

* 2001:DB8::100 to a unique port on 209.156.101.54 (The NAT64 interface PAT rule.)
* 2001:db8:D1A5:C8E1 to 209.165.200.225 (The NAT46 rule.)
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The following procedure explains how to configure this example.

FIE

AT 71 Create the network objects that define the inside IPv6 and outside IPv4 networks.
a) Choose Objects.
b) Select Network from the table of contents and click +.
¢) Define the inside IPv6 network.

Name the network object (for example, inside v6), select Network, and enter the network address,
2001:db8::/96.

Add Network Object

Name

inside_v6

Description

Type
@ MNetwork () Host
MNetwork

2001:DB8::/96

d) Click OK.
e) Click + and define the outside IPv4 network.

Name the network object (for example, outside v4_any), select Network, and enter the network
address 0.0.0.0/0.
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Add Network Object

MName

outside_v4_any

Description

Type
@ Metwork Host
Network

0.0.0.0/0

AT w72 Configure the NAT64 dynamic PAT rule for the inside IPv6 network.
a) Select Policies> NAT.
b) Click the + button.
¢) Configure the following properties:

* Title= PAT64Rule (or another name of your choosing).
* Create Rule For = Auto NAT.

* Type = Dynamic.

« Sour ce I nterface = inside.

« Destination Interface = outside.

* Original Address= inside_v6 network object.

» Translated Address= Interface. This option uses the IPv4 address of the destination interface
as the PAT address.
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Add NAT Rule .

Title Create Rule for Status

PAT64Rule Auto NAT e ‘)

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Dynamic w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside e outside

Original Address Original Port Translated Address Translated Port
inside_v6 b hd nterface v Ay

d) Click OK.

With this rule, any traffic from the 2001:db8::/96 subnet on the inside interface going to the outside
interface gets a NAT64 PAT translation using the IPv4 address of the outside interface.

AT 73 Configure the static NAT46 rule for the outside IPv4 network.

a) Click the + button.
b) Configure the following properties:

* Title= NAT46Rule (or another name of your choosing).
* Create Rule For = Auto NAT.

» Type = Static.

* Source | nter face = outside.

+ Destination I nterface = inside.

* Original Address= outside v4 any network object.

» Trandated Address= inside_v6 network object.

» On the Advanced Options tab, select Translate DNSrepliesthat match thisrule.
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c)

Add NAT Rule
Title Create Rule for Status
MNAT4E6Rule Auto NAT v o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Static ~
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside bt inside

Original Address Original Port Translated Address Translated Port

outside_vd_any A inside_vb

Click OK.

With this rule, any IPv4 address on the outside network coming to the inside interface is translated

to an address on the 2001:db8::/96 network using the embedded IPv4 address method. In addition,

DNS responses are converted from A (IPv4) to AAAA (IPv6) records, and the addresses converted
from IPv4 to IPv6.

NAT66: Translating IPv6 Addresses to Different IPv6 Addresses

When going from an [Pv6 network to another IPv6 network, you can translate the addresses to different
IPv6 addresses on the outside network. We recommend using static NAT. Although you can use dynamic
NAT or PAT, IPv6 addresses are in such large supply, you do not have to use dynamic NAT.

Because you are not translating between different address types, you need a single rule for NAT66

translations. You can easily model these rules using H &) NAT. However, if you do not want to allow
returning traffic, you can make the static NAT rule unidirectional using =% NAT only.

NAT66 Example, Static

You

Translation between Networks

can configure a static translation between IPv6 address pools using H #) NAT. The following example

explains how to convert inside addresses on the 2001:db8:122:2091::/96 network to outside addresses on
the 2001:db8:122:2999::/96 network.
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IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96
g i

2001:db8:122:2091::121 — 2001:db8:122:2399::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
y. \ 2001:db8:122:2091::121
—

\)

(G¥)  This example assumes that the inside interface is not a bridge group interface (BVI) but a standard
routed interface. If the inside interface is a BVI, you need to duplicate the rules for each member
interface.

FIE

AT w71 Create the network objects that define the inside IPv6 and outside IPv6 NAT networks.

a) Choose Objects.
b) Select Network from the table of contents and click +.
¢) Define the inside IPv6 network.

Name the network object (for example, inside v6), select Network, and enter the network address,
2001:db8:122:2091::/96.
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Add Network Object

MName

inside_v6

Description

Type
@ Network l\_; Host

Network

2001:db8:122:2091::/96

d) Click OK.
e) Click + and define the outside IPv6 NAT network.

Name the network object (for example, outside nat_v6), select Network, and enter the network
address 2001:db8:122:2999::/96.

Add Network Object

Name

outside_nat_v6

Description

Type

@® Network () Host

Network

2001:db8:122:2999::/96

AT w 72 Configure the static NAT rule for the inside IPv6 network.

a) Select Policies> NAT.
b) Click the + button.
¢) Configure the following properties:

* Title= NAT66Rule (or another name of your choosing).
* Create Rule For = Auto NAT.
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» Type= Static.

« Sour ce I nterface = inside.

« Destination Interface = outside.

» Original Address= inside_v6 network object.

» Trandated Address= outside nat_v6 network object.

Add NAT Rule ?

Title Create Rule for Status

NAT&6Rule Auto NAT o ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Static ~
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside i outside
Original Address Original Port Translated Address Translated Port
inside_v6 b Any b outside_nat_v6 v
d) Click OK.

With this rule, any traffic from the 2001:db8:122:2091::/96 subnet on the inside interface going to
the outside interface gets a static NAT66 translation to an address on the 2001:db8:122:2999::/96
network.

NAT66 Example, Simple IPv6 Interface PAT

A simple approach for implementing NAT66 is to dynamically assign internal addresses to different ports
on the outside interface IPv6 address.

However, you cannot configure interface PAT using the IPv6 address of an interface using the FDM.
Instead, use a single free address on the same network as a dynamic PAT pool.
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=
|
IPvE web server
outside
1PV 2001:db8:122:201b::1/96
2001:db8:122:2091::121 — 2001:db5:122:201b::2 &
inside
1PV 2001:db8:122:2091::11/98

E Inside client
! , 2001:db3:122:2091:121

N

G¥)

This example assumes that the inside interface is not a bridge group interface (BVI) but a standard
routed interface. If the inside interface is a BVI, you need to duplicate the rules for each member

interface.

FIE

7 71 Create the network objects that define the inside IPv6 network and the IPv6 PAT address.
a) Choose Objects.
b) Select Network from the table of contents and click +.
¢) Define the inside IPv6 network.
Name the network object (for example, inside_v6), select Network, and enter the network address,
2001:db8:122:2091::/96.
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Add Network Object

Name

inside_v6

Description

Type
@ Network l\_; Host

Network

2001:db8:122:2091::/96

d) Click OK.
e) Click + and define the outside IPv6 PAT address.

Name the network object (for example, ipv6_pat), select Host, and enter the host address
2001:db8:122:201b::2.

Add Network Object

Name

ipv6_pat

Description

Type
':__,I MNetwork @ Host

Host

2001:db8:122:201b::2

AT w72 Configure the dynamic PAT rule for the inside IPv6 network.
a) Select Policies> NAT.
b) Click the + button.
¢) Configure the following properties:

* Title= PAT66Rule (or another name of your choosing).
* Create Rule For = Auto NAT.
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» Type= Dynamic.

* Source Interface = inside.

* Destination I nterface = outside.

» Original Address= inside_v6 network object.

» Trandated Address=ipv6_pat network object.

Add NAT Rule Z

Title Create Rule for Status

PAT66Rule Auto NAT = c

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
wced in Auto NAT rule Dynamic ~
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside e outside
Original Address Original Port Translated Address Translated Port
inside_wv6 b hd ipv6_pat i
d) Click OK.

With this rule, any traffic from the 2001:db8:122:2091::/96 subnet on the inside interface going to
the outside interface gets a dynamic PAT66 translation to a port on 2001:db8:122:201b::2.

Monitoring NAT

To monitor and troubleshoot NAT connections, open the CLI console or log into the device CLI and use
the following commands.

* show nat displays the NAT rules and per-rule hit counts. There are additional keywords to show
other aspects of NAT.

« show xlate displays the actual NAT translations that are currently active.
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» clear xlatelets you remove an active NAT translation. You might need to remove active translations
if you alter NAT rules, because existing connections continue to use the old translation slot until the
connection ends. Clearing a translation allows the system to build a new translation for a client on
the client's next connection attempt based on your new rules. (You cannot use this command in the
CLI console.)

Examples for NAT

The following topics provide examples for configuring NAT on Threat Defense devices.

Providing Access to an Inside Web Server (Static Auto NAT)

The following example performs static NAT for an inside web server. The real address is on a private
network, so a public address is required. Static NAT is necessary so hosts can initiate traffic to the web
server at a fixed address.

\}

(G¥)  This example assumes that the inside interface is not a bridge group interface (BVI) but a standard
routed interface. If the inside interface is a BVI, select the specific bridge group member interface
to which the web server is attached, for example, insidel 3.

13: Static NAT for an Inside Web Server
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FIE

AT w71 Create the network objects that define the server’s private and public host addresses.
a) Choose Objects.
b) Select Network from the table of contents and click +.
¢) Define the web server’s private address.

Name the network object (for example, WebServerPrivate), select Host, and enter the real host IP
address, 10.1.2.27.

New Network Object

MName

WebServerPrivate

Description

Type
() Network @ Host
Host

10.1.2.27

d) Click OK.
e) Click + and define the public address.

Name the network object (for example, WebServerPublic), select Host, and enter the host address
209.165.201.10.
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New Network Object

Marme

WebServerPublic

Description

Type

Network @ Host

Host

209.165.201.10

f) Click OK.

AT w72 Configure static NAT for the object.

a) Select Policies> NAT.
b) Click the + button.
c) Configure the following properties:

* Title= WebServer (or another name of your choosing).
* Create Rule For = Auto NAT.

* Type = Static.

» Source Interface = inside.

« Destination Interface = outside.

* Original Address= WebServerPrivate network object.

» Translated Address= WebServerPublic network object.
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Single Address for FTP, HTTP, and SMTP (Static Auto NAT-with-Port-Translation) .

Add NAT Rule
Title Create Rule for
WebServer Auto NAT v D
Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address of
packet. These rules are automatically ordered and placed in the Auto NAT section
Placement Type
Static v

Packet Translation Advanced Options

Original Packet Translated Packet
Source Interface Destination Interface
inside g4 outside
Ongnal Address Original Port Translated Address Translated Port
WebServerPrivat v Ay ind WebServerPublic v
d) Click OK.

Single Address for FTP, HTTP, and SMTP (Static Auto
NAT-with-Port-Translation)

The following static NAT-with-port-translation example provides a single address for remote users to
access FTP, HTTP, and SMTP. These servers are actually different devices on the real network, but for
each server, you can specify static NAT-with-port-translation rules that use the same mapped IP address,
but different ports.

\}

GE)

This example assumes that the inside interface is a standard routed interface attached to a switch,
with the servers attached to the switch. If your inside interface is a bridge group interface (BVI), and
the servers are attached to separate bridge group member interfaces, select the specific member
interface to which each server is attached for the corresponding rule. For example, the rules might
have insidel 2, insidel 3, and insidel 4 for the source interface rather than inside.
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. Single Address for FTP, HTTP, and SMTP (Static Auto NAT-with-Port-Translation)

14 : Static NAT-with-Port-Translation

FIE

AT 71 Create a network object for the FTP server.
a) Choose Objects.
b) Select Network from the table of contents and click +.
¢) Name the network object (for example, FTPserver), select Host, and enter the real IP address for the
FTP server, 10.1.2.27.
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Single Address for FTP, HTTP, and SMTP (Static Auto NAT-with-Port-Translation) .

New Network Object

Name

FTPServer

Description

Type

.:_:E Network @ Host

Host

10.1.2.27

d) Click OK.

AT w72 Create a network object for the HTTP server.
a) Click +.
b) Name the network object (for example, HTTPserver), select Host, and enter the host address 10.1.2.28.

New Network Object

Name

HTTPServer

Descrption

T'.'ﬂ-e
¥ g, T PR ks
() Nework (@) Host

Haost

10.1.2.28|

¢) Click OK.

AT 73 Create a network object for the SMTP server.
a) Click +.
b) Name the network object (for example, SMTPserver), select Host, and enter the host address 10.1.2.29.
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New Network Object

Name

SMTPServer

Description

Type

oy 1 LA i v
) MNetwoark @ Host

Hast

10.1.2.29

¢) Click OK.

AT 74 Create a network object for the public IP address used for the three servers.
a) Click +.

b) Name the network object (for example, ServerPublicIP), select Host, and enter the host address
209.165.201.3.

New Network Object

Name

ServerPubliclP

Descrption

Type

(O Nemwork (@) Host

Haost

209.165.201.3

¢) Click OK.

AT w75 Configure static NAT with port translation for the FTP server, mapping the FTP port to itself.
a) Select Policies> NAT.
b) Click the + button.
¢) Configure the following properties:
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« Title= FTPServer (or another name of your choosing).
* Create Rule For = Auto NAT.

» Type = Static.

* Source | nterface = inside.

+ Destination I nterface = outside.

* Original Address= FTPserver network object.

» Trandated Address= ServerPublicIP network object.
* Original Port = FTP port object.

» Trandated Port = FTP port object.

Add NAT Rule

Title Create Rule for

FTPServer Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
ically i Auto NAT rules Static w
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside » outside
Original Address Ongmnal Port Translated Address Translated Port
FTPServer s FTP > ServerPubliclP v FTP
d) Click OK.

AT 76 Configure static NAT with port translation for the HTTP server, mapping the HTTP port to itself.
a) Click the + button.
b) Configure the following properties:

* Title= HTTPServer (or another name of your choosing).
* Create Rule For = Auto NAT.

» Type= Static.

* Source | nterface = inside.

» Destination I nterface = outside.
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* Original Address= HTTPserver network object.

» Trandated Address= ServerPublicIP network object.
* Original Port = HTTP port object.

» Trandated Port = HTTP port object.

Add NAT Rule

Title Create Rule for

HTTPServer Auto NAT w Q

Auto NAT rules ranslate a specified host or network address regardiess of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
tically placed in Auto NAT rules Static b
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside - outside
Qriginal Address Qriginal Port Translated Address Translated Port
HTTPServer b HTTP o ServerPubliclP v HTTP
¢) Click OK.

A7 1 Configure static NAT with port translation for the SMTP server, mapping the SMTP port to itself.
a) Click the + button.
b) Configure the following properties:

* Title= SMTPServer (or another name of your choosing).
* Create Rule For = Auto NAT.

» Type= Static.

* Source | nterface = inside.

* Destination Interface = outside.

* Original Address= SMTPserver network object.

» Trandated Address= ServerPublicIP network object.

* Original Port = SMTP port object.

» Trandlated Port = SMTP port object.
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Add NAT Rule

Title Create Rule for

SMTPServer Auto NAT v Q

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Opticns
Original Packet Translated Packet
Source Interface Destination Interface
inside v outside
Onginal Address Onginal Port Translated Address Translated Port
SMTPServer v SMTP v ServerPubliclP  ~ SMTP
¢) Click OK.

Different Translation Depending on the Destination (Dynamic Manual PAT)

The following figure shows a host on the 10.1.2.0/24 network accessing two different servers. When the
host accesses the server at 209.165.201.11, the real address is translated to 209.165.202.129:port. When
the host accesses the server at 209.165.200.225, the real address is translated to 209.165.202.130:port.

\}

GE) This example assumes that the inside interface is a standard routed interface attached to a switch,
with the servers attached to the switch. If your inside interface is a bridge group interface (BVI), and
the servers are attached to separate bridge group member interfaces, select the specific member
interface to which each server is attached for the corresponding rule. For example, the rules might
have insidel 2 and insidel 3 for the source interface rather than inside.
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. Different Translation Depending on the Destination (Dynamic Manual PAT)

15 : Manual NAT with Different Destination Addresses

FIE

AT w71 Create a network object for the inside network.

a) Choose Objects.
b) Select Network from the table of contents and click +.

¢) Name the network object (for example, myInsideNetwork), select Networ k, and enter the real network
address, 10.1.2.0/24.

New Network Object

Name

mylnsideNetwork

Descnption

Type

@ Metwork () Host

MNetwork

10.1.2.0/24
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Different Translation Depending on the Destination (Dynamic Manual PAT) .

d) Click OK.

AT 72 Create a network object for the DMZ network 1.
a) Click +.

b) Name the network object (for example, DMZnetwork1), select Networ k, and enter the network address
209.165.201.0/27 (subnet mask of 255.255.255.224).

New Network Object

Name

DMZnetwork1

Description

Type
(@ Newwork () Host
MNetwork

209.165.201.0/27

¢) Click OK.

AT w73 Create a network object for the PAT address for DMZ network 1.
a) Click +.

b) Name the network object (for example, PATaddress1), select Host, and enter the host address
209.165.202.129.

New Network Object

Name

PATaddress1

Description

Type

\;. Metwork @ Host

Host

209.165.202.129

¢) Click OK.
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AT 74 Create a network object for the DMZ network 2.
a) Click +.

b) Name the network object (for example, DMZnetwork?2), select Networ k, and enter the network address
209.165.200.224/27 (subnet mask of 255.255.255.224).

New Network Object

MName

DMZnetwork?2

Descrption

Type

@ Network (0 Host

Network

209.165.200.224/27

c¢) Click OK.

A7 75 Create a network object for the PAT address for DMZ network 2.
a) Click +.

b) Name the network object (for example, PATaddress2), select Host, and enter the host address
209.165.202.130.

New Network Object

MName

PATaddress2

Description

Type

.i/ Network @ Host

Host

209.165.202.130
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¢) Click OK.

AT 76 Configure dynamic manual PAT for DMZ network 1.
a) Select Policies> NAT.
b) Click the + button.
¢) Configure the following properties:

* Title= DMZNetwork]1 (or another name of your choosing).

* Create Rule For = Manual NAT.

» Type= Dynamic.

» Source I nter face = inside.

* Destination I nterface = dmz.

« Original Source Address= mylInsideNetwork network object.

» Translated Source Address= PATaddress1 network object.

* Original Destination Address= DMZnetwork1 network object.
 Trandated Destination Address= DMZnetwork1 network object.

GE) Because you do not want to translate the destination address, you need to configure
identity NAT for it by specifying the same address for the original and translated
destination addresses. Leave all of the port fields blank.
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Add NAT Rule ..

Title Create Rule for

DMZNetwork1 Manual NAT v ‘D

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and porn
translation are cptional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Imerface Destination Interface
inside d dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any v PATaddress1 b Any
Destination Address Destination Port Destination Address Destination Pornt
DMZnetwork1 v Any v DMZnetwork1 i Any
d) Click OK.

AT 71 Configure dynamic manual PAT for DMZ network 2.
a) Click the + button.
b) Configure the following properties:

* Title= DMZNetwork2 (or another name of your choosing).

* Create Rule For = Manual NAT.

» Type= Dynamic.

* Source | nterface = inside.

* Destination Interface = dmz.

» Original Source Address= mylnsideNetwork network object.

* Trandated Source Address= PATaddress2 network object.

* Original Destination Address= DMZnetwork2 network object.

» Trandated Destination Address= DMZnetwork2 network object.
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Different Translation Depending on the Destination Address and Port (Dynamic Manual PAT) .

Add NAT Rule

Title Create Rule for

DMZNetwork2 Manual NAT v

Manual NAT rules allow the translation of the source as well as the destination address of a network packer. Destination and port
wranslation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lod

Placement Typa

Before Auto NAT Rules w Dynamic W

Advanced Options

Original Packet Translated Packet

Source Inmerface Destination Inerface

inside b dmz
Source Address Source Port Source Address Source Port
mylinsideNetwork Any ~ PATaddress2 o

Destination Address Destination Porn Destinaton Address Destination Port

L4

DMZnetwork?2 hd Any DMZnetwork?2 M Any

Click OK.

Different Translation Depending onthe Destination Address and Port(Dynamic

Manual PAT)

The following figure shows the use of source and destination ports. The host on the 10.1.2.0/24 network
accesses a single host for both web services and Telnet services. When the host accesses the server for
Telnet services, the real address is translated to 209.165.202.129:port. When the host accesses the same
server for web services, the real address is translated to 209.165.202.130:port.

\}

G¥)

This example assumes that the inside interface is a standard routed interface attached to a switch,
with the server attached to the switch. If your inside interface is a bridge group interface (BVI), and
the server is attached to a bridge group member interface, select the specific member interface to
which the server is attached. For example, the rule might have insidel 2 for the source interface
rather than inside.
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16 : Manual NAT with Different Destination Ports

FIE

AT w71 Create a network object for the inside network.

a) Choose Objects.

b) Select Network from the table of contents and click +.

¢) Name the network object (for example, myInsideNetwork), select Networ k, and enter the real network
address, 10.1.2.0/24.

New Network Object

Name

mylnsideMNetwork

Description

Type

@ MNetwork r; Host

MNetwork

10.1.2.0/24
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Different Translation Depending on the Destination Address and Port (Dynamic Manual PAT) .

d) Click OK.

AT 72 Create a network object for the Telnet/Web server.
a) Click +.

b) Name the network object (for example, TelnetWebServer), select Host, and enter the host address
209.165.201.11.

New Network Object

Mame

TelnetWebServer

Descnption

Type

() Nework (@) Host

Host

209.165.201.11

¢) Click OK.

AT w73 Create a network object for the PAT address when using Telnet.
a) Click +.

b) Name the network object (for example, PATaddress1), select Host, and enter the host address
209.165.202.129.

New Network Object

Name

PATaddress1

Description

Type

\;. Metwork @ Host

Host

209.165.202.129

¢) Click OK.
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AT w784 Create a network object for the PAT address when using HTTP.
a) Click +.

b) Name the network object (for example, PATaddress2), select Host, and enter the host address
209.165.202.130.

New Network Object

Name
PATaddress2
Descrption
Type
Nework (@) Ho

Host

209.165.202.130

¢) Click OK.

AT w75 Configure dynamic manual PAT for Telnet access.

a) Select Policies> NAT.
b) Click the + button.
¢) Configure the following properties:

* Title= TelnetServer (or another name of your choosing).

» Create Rule For = Manual NAT.

» Type= Dynamic.

+ Source I nterface = inside.

» Destination I nterface = dmz.

+ Original Source Address= mylnsideNetwork network object.

* Transdlated Source Address= PATaddress1 network object.

* Original Destination Address= TelnetWebServer network object.
 Trandated Destination Address = TelnetWebServer network object.
« Original Destination Port = TELNET port object.

* Translated Destination Port = TELNET port object.

GE) Because you do not want to translate the destination address or port, you need to
configure identity NAT for them by specifying the same address for the original and
translated destination addresses, and the same port for the original and translated port.
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Different Translation Depending on the Destination Address and Port (Dynamic Manual PAT) .

Add NAT Rule :

Trtle Create Rule for

TelnetServer Manual NAT v o

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and port
wranslation are optional. You can place manual NAT rules either before or after Auto NAT rules and insem the rules at a specific log

Placement Type
Before Auto NAT Rules w Dynamic w
Packet Translaton Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside i dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any o PATaddress1 b Any
Destination Address Destination Pont Destination Address Destination Pont
TelnetWebServe v TELNET u TelnetWebServe v TELNET
d) Click OK.

AT 76 Configure dynamic manual PAT for web access.
a) Click the + button.
b) Configure the following properties:

* Title= WebServer (or another name of your choosing).

* Create Rule For = Manual NAT.

* Type= Dynamic.

* Source | nterface = inside.

* Destination Interface = dmz.

» Original Source Address= mylnsideNetwork network object.

» Trandated Source Address= PATaddress2 network object.

* Original Destination Address = TelnetWebServer network object.
» Trandated Destination Address = TelnetWebServer network object.
* Original Destination Port = HTTP port object.

» Trandated Destination Port = HTTP port object.
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Add NAT Rule

Title Create Rule for

WebServer Manual NAT v ‘)

Manual NAT rules allow the ranslation of the source as well as the destnation address of a network packet Destination and porn
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lo

Placement

Type
Before Auto NAT Rules w Dynamic W
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside 7 dmz
Source Address Source Por Source Address Source Port
mylnsideNetwork ~ Any v PATaddress2 v Any
Destination Address Destination Port Destination Address Destination Port
TelnetWebServe v HTTP b TelnetWebServe v HTTP
¢) Click OK.
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FID T3 A%RET D Z & BMEIZ &5%A#%Di¢om@@Ei\%b7/xv—va
V= VERETHEEICRETEET, DNSIEEIXDNS &AL I E 9,

ZOREREIZ, NAT L — L Z—8 T 5 DNS 7 =V LISEDOT RL A2 EXH2 FT (LEx
X, IPv4 D A La— K, IPv6 D AAAA L =2— K, F72135|Z DNS 7= U ®PTR L 22—
R) o OB T AU F—T oA ADBMODA 2 —T = A ZBENT H DNS JSE TIE, A
La— RE~y 7INTEP D EEOMEA~FEEZ L OET, W, EEOA X —T AR
Mowy By A F—T oA ABEIT S DNS JHETIiE, A l/:z~h IXEBEOEN G~ v
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LT,
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o JL—JLIENAT64 F721E NAT46 TH Y . DNS P — N34 R v U —2 120 £3, DNS
AL =a—F (IPv4 ) & AAAA L =— R (IPv6 ) 2 ZEHi4 57-9I2 DNS OE Xz 28
L[Z‘g’f‘ﬁ_o
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* DNSH— NIMEBIZH Y . 7 T7A4T 2 MINFIZH Y £, 7747 2 FMERT 2 —H#
DITEEAERT B A A 2 DO PFAR X MIRR S E T,

¢ DNS T — N[ INEBIZH Y, T4 RXR—=FIPT RLAZMERALTUSELET, 7947
MISEIZHY . 7 T4 T 2 MIFHTHRA PR TWA S — RZHEET HZDERM R A
A BT I RBALET,

DNS DEZFHMZ DHIREIE
RIZ DNS OEX 2 OFIRFEEZ R LET,

Ml 2 DA FT-IT AAAA Lo — RIZEEO PAT L — LA WA TEX A2 LT, i35 PAT
J— LA REAREIC /2 B 7=, DNS OEX % 13 PAT I/ EA SN E A,

s FEINAT/L— LA RETHHE. BELT FLABIUO%ET FL2%2EET S L, DNS
BEARETXETA, ZHOLOFEHED/L—ILTII, AL BIZADNSTZHAIT1IODOT R
L ANCK L CRR DEHMPTON D ATREMNH Y £9, L= -> T, DNSISENDIP 7
KL A %5878 Twice NAT b— L — S5 Z LN TX £ A, DNSILEIZIZ, DNS
TR RDTZNrw FNOBEE LT FL R LT L ADOMAEHLEIZET A E®RNE
FNFEH A,

« EEITIE, DNS OE XX 13 NAT L—/LTlide< xlate =2 b U TEITESHET, L
MNoT, XA FI w7 — il xlate R72WEE, EXBINELLETEINEFA, A
27 47 NAT O%AE, RU XD 2RMEREAE L ERA,

*DNSOEXHZIZL ST, DNS XA FTIv I TovT7T—FrDAvE—Y (AL —3
va—R35) [ TEEBMIONETA,

WD 7T, NAT L—/LTOD DNS ODEX#Z OfFl %2~ LUET,

DNS 64 Reply Modification

The following figure shows an FTP server and DNS server on the outside [IPv4 network. The system has
a static translation for the outside server. In this case, when an inside IPv6 user requests the address for
ftp.cisco.com from the DNS server, the DNS server responds with the real address, 209.165.200.225.

Because you want inside users to use the mapped address for ftp.cisco.com (2001:DB8::D1AS5:C8El,
where D1AS5:C8E1 is the IPv6 equivalent of 209.165.200.225) you need to configure DNS reply
modification for the static translation. This example also includes a static NAT translation for the DNS
server, and a PAT rule for the inside IPv6 hosts.
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I oNs 64 Reply Modification

ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:

209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:

2001:DB8::D1A5:CO0F El!

| P\.r4/|lr®

Dest Addr. Translation
=l 2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1

User:
2001:DBS8::1
PAT Translation on Outside to:
209.165.200.230

\}

GE) This example assumes that the inside interface is not a bridge group interface (BVI) but a standard
routed interface. If the inside interface is a BVI, you need to duplicate the rules for each member
interface.

FIE

AT 7F1 Create the network objects for the FTP server, DNS server, inside network, and PAT pool.
a) Choose Objects.
b) Select Network from the table of contents and click +.
c) Define the real FTP server address.

Name the network object (for example, ftp_server), select Host, and enter the real host IP address,
209.165.200.225.
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DNS 64 Reply Modification [JJj

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host
Host

209.165.200.225

d) Click OK.
e) Click + and define the DNS server's real address.

Name the network object (for example, dns_server), select Host, and enter the host address
209.165.201.15.

Add Network Object

Name

dns_server

Description

Type
'::_:' Network @ Host

Host

209.165.201.15

f) Click OK.
g) Click + and define the inside IPv6 network.

Name the network object (for example, inside v6), select Network, and enter the network address,
2001:DBS::/96.
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h)

)

Add Network Object

Name

inside_v6

Description

Type

e

® Network () Host

MNetwork

2001:DB8::/96

Click OK.
Click + and define the IPv4 PAT address for the inside IPv6 network.

Name the network object (for example, ipv4_pat), select Host, and enter the host address,
209.165.200.230.

Add Network Object

Name

ipvd_pat

Description

Type

-

(O Network @ Host

Host

209.165.200.230

Click OK.

AT w 72 Configure the static NAT rule with DNS modification for the FTP server.

a) Select Policies> NAT.
b) Click the + button.
¢) Configure the following properties:

* Title= FTPServer (or another name of your choosing).
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d)

DNS 64 Reply Modification [JJj

* Create Rule For = Auto NAT.

* Type = Static.

« Source I nterface = outside.

* Destination Interface = inside.

* Original Address= ftp_server network object.

» Trandated Address= inside v6 network object. Because the [Pv4 embedded address method
is used when converting IPv4 to IPv6 addresses, 209.165.200.225 is converted to the IPv6
equivalent D1A5:C8E1 and the network prefix is added to get the full address,
2001:DBS8::D1A5:C8EL.

» On the Advanced Optionstab, select Translate DNSrepliesthat match thisrule.

Add NAT Rule 3

Title Create Rule for Status

FTPServer Auto NAT ~ Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside P inside
Original Address Original Port Translated Address Translated Port
ftp_server b Any L inside_ve e Any
Click OK.

AT 73 Configure the static NAT rule for the DNS server.

a)
b)
c)

Select Policies> NAT.
Click the + button.
Configure the following properties:

* Title= DNSServer (or another name of your choosing).
* Create Rule For = Auto NAT.

* Type= Static.
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» Source I nterface = outside.
» Destination I nterface = inside.
*» Original Address= dns_server network object.

» Trandated Address= inside_v6 network object. Because the IPv4 embedded address method
is used when converting IPv4 to IPv6 addresses, 209.165.201.15 is converted to the IPv6
equivalent D1AS5:C90F and the network prefix is added to get the full address,
2001:DB8::D1A5:C90F.

Add NAT Rule

Title Create Rule for Status

DNSServer Auto NAT ) Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automnatically placed in Auto NAT rule Static ~

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside b inside

Original Address Original Port Translated Address Translated Port
dns_server v Ay b inside_v6 b Any

d) Click OK.

AT w74 Configure the dynamic PAT rule for the inside IPv6 network.
a) Select Policies> NAT.
b) Click the + button.
¢) Configure the following properties:

* Title= PAT64Rule (or another name of your choosing).
* Create Rule For = Auto NAT.

* Type = Dynamic.

« Sour ce I nterface = inside.

* Destination Interface = outside.

» Original Address= inside_v6 network object.

. Network Address Translation (NAT)
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DNS Reply Modification, DNS Server on Outside [

» Trandlated Address=ipv4_pat network object.

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT - D

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Dynamic w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside = outside

Original Address Original Port Translated Address Translated Port
inside_v6 b Any A ipvd_pat b Any

d) Click OK.

DNS Reply Modification, DNS Server on Outside

The following figure shows a DNS server that is accessible from the outside interface. A server,
ftp.cisco.com, is on the inside interface. You configure NAT to statically translate the ftp.cisco.com real
address (10.1.3.14) to a mapped address (209.165.201.10) that is visible on the outside network.

In this case, you want to enable DNS reply modification on this static rule so that inside users who have
access to ftp.cisco.com using the real address receive the real address from the DNS server, and not the
mapped address.

When an inside host sends a DNS request for the address of ftp.cisco.com, the DNS server replies with
the mapped address (209.165.201.10). The system refers to the static rule for the inside server and translates
the address inside the DNS reply to 10.1.3.14. If you do not enable DNS reply modification, then the inside
host attempts to send traffic to 209.165.201.10 instead of accessing ftp.cisco.com directly.

Network Address Translation (NAT) .
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DNS Server

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:
209.165.201.10

®

FTP Request
10.1.3.14
)

(G¥)  This example assumes that the inside interface is not a bridge group interface (BVI) but a standard
routed interface. If the inside interface is a BVI, you need to duplicate the rules for each member
interface.

FIE

AT w71 Create the network objects for the FTP server.

a) Choose Objects.
b) Select Network from the table of contents and click +.
¢) Define the real FTP server address.

Name the network object (for example, ftp_server), select Host, and enter the real host IP address,
10.1.3.14.

. Network Address Translation (NAT)
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Add Network Object

Name

ftp_server

Description

Type
I::;' Network @ Host

Host

10.1.3.14

d) Click OK.
e) Click + and define the FTP server's translated address.

Name the network object (for example, ftp_server outside), select Host, and enter the host address
209.165.201.10.

Add Network Object

Name

ftp_server_outside

Description

Type
'.:,' Network @ Host

Host

209.165.201.10

AT 72 Configure the static NAT rule with DNS modification for the FTP server.

a) Select Policies> NAT.
b) Click the + button.
c) Configure the following properties:

* Title= FTPServer (or another name of your choosing).

* Create Rule For = Auto NAT.

Network Address Translation (NAT) .
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. DNS Reply Modification, DNS Server on Host Network

» Type= Static.

* Source | nterface = inside.

+ Destination I nterface = outside.

» Original Address= ftp_server network object.

» Trandated Address= ftp_server_outside network object.

* On the Advanced Optionstab, select Translate DNSrepliesthat match thisrule.

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT - ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Static w
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside o outside
Original Address Qriginal Port Translated Address Translated Port
ftp_server v b ftp_server_outside v Any
d) Click OK.

DNS Reply Modification, DNS Server on Host Network

The following figure shows an FTP server and DNS server on the outside. The system has a static translation
for the outside server. In this case, when an inside user requests the address for ftp.cisco.com from the
DNS server, the DNS server responds with the real address, 209.165.20.10. Because you want inside users
to use the mapped address for ftp.cisco.com (10.1.2.56) you need to configure DNS reply modification
for the static translation.

. Network Address Translation (NAT)
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ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

DNS Query
ftp.cisco.com?

I Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

DNS Reply

209.165.201.10 Security gl

@ Appliance sd

DNS Reply Modification /L
209.165.201.10 > 10.1.2.56 e

( Inside

DNS Reply
10.1.2.56

N

(G¥)  This example assumes that the inside interface is not a bridge group interface (BVI) but a standard
routed interface. If the inside interface is a BVI, you need to duplicate the rules for each member
interface.

FIE

AT w71 Create the network objects for the FTP server.
a) Choose Objects.
b) Select Network from the table of contents and click +.
¢) Define the real FTP server address.

Name the network object (for example, ftp_server), select Host, and enter the real host IP address,
209.165.201.10.
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. DNS Reply Modification, DNS Server on Host Network

Add Network Object

MName

ftp_server

Description

Type
I:::I MNetwork @ Host

Host

209.165.201.10

d) Click OK.
e) Click + and define the FTP server's translated address.

Name the network object (for example, ftp_server_translated), select Host, and enter the host address
10.1.2.56.

Add Network Object

Name

ftp_server_translated

Description

Type
':::' Network @ Host

Host

10.1.2.56

AT 72 Configure the static NAT rule with DNS modification for the FTP server.
a) Select Policies> NAT.
b) Click the + button.
c¢) Configure the following properties:

* Title= FTPServer (or another name of your choosing).

* Create Rule For = Auto NAT.

. Network Address Translation (NAT)
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DNS Reply Modification, DNS Server on Host Network .

» Type= Static.

* Source | nterface = outside.

+ Destination I nterface = inside.

* Original Address= ftp_server network object.

» Trandated Address= ftp_server_translated network object.

* On the Advanced Optionstab, select Translate DNSrepliesthat match thisrule.

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v D

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules Static s

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside b inside

Original Address Original Port Translated Address Translated Port
ftp_server w Any b ftp_server_transla v Any

d) Click OK.

Network Address Translation (NAT) .
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