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T, WOBERITL>THREY 7,
A XU TR ANL—VT, X T EANMET AMERNH D £, 2. &
Fa )T 4 AT Y V= AR =B LU SSLHE L —/L TR R ¥ 7 AT
HT EHLTEET,
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FRAZADE=2YLY |
B ~roxs

RAANRU S T RAN—UE, BARY =2l 20E DY £,

c T ANBLIORN T 2T AR TV EANAL—NT T ANLRY) —FHAL, 77
AN BXTEENCTHLERDD £97,

X2 VT 4 AT V2 AARVN X2 VT A AT IV AR —%F
MZLTREL, BX 7 EHMNITHALERH Y £97,

FIE

RTYT1 AL A=a—O [F=4%1V 7 (Monitoring) | %7V v27 LET,
AT T2 avs o YOT—T NG [4 Xk (Events) | 2R L7,

AR N E2—=T T, ARV FDXAFITIESNTA R "R E TITHEENET, FEC
DNTIE, AN AT (1 =) 2BRLTLIEE N,

k=111

ATVT3 RRTEHARV N EATOET R ) v I LET,
AR R URABNTE, ROBIEEZRITTEET,

e AR N LY HHEICHRE, ST L9127 57012, FriLnA X FoEMEEIE
T 52, [HHEIE (Pause) 127V v 27 LET, FILWA XY ERFRIND LT
ZiE. [FBA (Resume) 1#27 VU v 7 LET,

I LWANRY FOFREEAFIET ST, MoV 7Ly 2 L—F (5. 10, 20, 60
) @R LET,

c MBI T LEFLRHNAZ L Ea—&ERLET, DWAX L Ea—% T 5I21E, #
T R=D[+HRE %7V v 7T 50, [BT7L20BNMMHEIE (Add/Remove Columns) | %
7V w7 LET, FRIREINTWVDLH TIIERETERWZD, BT LEIBINEZITHIFR
THEH LN E 2 —MER SN ET, FEMICONTE, BAX L Ea—0RE (11—
V) BB TLIEEN,

s NT LEEEFTHITINE, T L~y X —ORE7 Vv 7 LT, BHDIEETRKT v/
L/ihg‘o

o A X NMIBT AFEMIE R AR T T HITIE, AN MO R — YV EES, FEHlOR
& (View Details) |27 Vv 7 LET, ANV FDET 4 —/L ROFRIFIZHOWTIH, A
VR 74—V RO (13 =) 2B LTLIEE N,

ATV T8 BERGEIT, T—T M T AN ZEETATH LT, SEIERANY MEMIZHESWTH
HIDA R NERDOITHZENTEET,

7 ANV B E2ERT DI, FayZHF O VA RNSLT I v 7 EEAZBRL T T 4 LA
EFEITASIL, 74 NEOMEEANNT D, 74N E ) T OIEREL e BEEETeA < b
T—TNDOENEI ) v I LTI ANEEERLET, RUDTDIHIEEOELET Y v
7 LTHEDMIZ OR M ZAERLT Dy, BIpD BT DZHDHENE 7Y v 7 LTHT ADMIC
AND 2B CE £, BAra 2 ) v 7 LTI 4V E 2B LSRR, Bz~ 4 v

B 1z oE=48y2y



| Fi1z20E=2y>Y

nzanta—osze ||

ZEmREL T, MUNCHTHET L Z L TEET, 7 4 F DIERHRL—VOFEHIZOWTIE, A
RO T 4 NNEZY) T (12°5—=2) 2BRLTLIEEN,

TANZEAER LTIZ D, ROBIEZFEITLET,

T ANZHEFEMALTT =T N ERHF L, ZANZE—ET DA FOHBBRREND X
INTT DI, [Z 4% (Filter) |RZ %270 w7 LET,

WAL AN ZET XTI YT LT, ZA4NMZ) T ERTHRWIREEBO T — 7 LIZE
D120, [7 4% (Filter) |Ry 7 AD[7 4 V2D YTy & (ResetFilters) (%27 YV v 7
L/i-g‘o

s T ANEDONTNODOT M v BEFEEZ VT THIZE, BEO LAYV EES, B
FOX| 227V v LET, [Z4rH (Filter) | RE %27 w7 LET,

NAAL Ea—DEE

&
ATy T2

ATvFT3

MMEDH AL LE 2—ZER LT, £ X NORRICHERT 7 ARHHRICETRIND LI
TEET, o, FAERE 2 —IIMEEITHRTE TN, W AF L2 —TREE
THIBRTE £,

FIE

[E=%41) >4 (Monitoring) |>[4 N>k (Events) | Z3#{R L £7,
WONTNNEFEITLET,
cBEFEDH AL A (ETRITFEREFRSINT) Ea—IlESWTHRE 2 —21ERT 51213,
FOCa2—DHTE2I Vw7 LThb, Ea—HTOEMIGD [+ RX L EZ7 Vv o L
e
cBEFEDN AL L a—ERETHICIE, TO2—0F T2 7)) v LET,
GE)  HAZLAE2—%2HRTHICE. Ea—0F T IHDH[XIRZ v ES ) v LET,
HIBRT 2 &, TITRTZ LI TEERA,

FHDA Ry N T—=T N0 R 5 EIEIES Z 2 (Add/Remove Columns) |7 A 22 AR A
YEIZYU 7L, BRLEZYANMI, Ea—IlEg05 T LDOENGEND LI DET,
BT AR F T SRR L £ 9,

HEHATREZ: (7272 L S TRy U R R EBIREATVD Y X FOMT, BT L%
Vo Z LTRI 7 LET, BRENWTWAIVAMTHITILEZ V7 LTRIT v 7L, £
MOAIZADD T =T NVNTON T LDIEFEEZELTHI L HTEET, U7 LICONTIL,
AR N 74—V RO (13 3—) 22 LT 7EE0,

SETLEB[OK] 227Uy 7 LT, BT LDOEREEFLET,

Fn1zne=429>5 |}



B ~roonsuy

FRAZROE=SYLY |

(GE)  FAERINTCE2—F2RRLRDON T LORRELTT L& FHE = —03MERK

SNET,

ATYTE BBEIIELTHT LN =2 %7 Uy 7 LTRIZy 7 L, BT LOREERLET,

ARVEDT LR VY

MR 7 AN H B L CTA R b T —TVEHIR L, BEBELOH DA R hDBRERE
NDHEICTEET, WOFEAEMELITHAEDLETHEMA LT, 74 V2 2B TE

B

HhSLDY ) vy

T4 NE AR T DR R TIEX, TN F ) T ORMEL e B EE T A N2 R
T—=TNDNE T ) I THIETT, BAEI Vv rThE FOMET7 4 —/L KD
HAEDEICE L ERILENTWAL—ALEEH LT, [74 4% (Filter) 17 14—/ K
MEFHINET, 2EL, ZOFEELEHTLITIE, A X FOBEFO Y A MZHBOE
DEENTWAMENRDHY 77,

FTRTCODT LT ANA ) TTEZEEITEETA, LD T Y7 L2
VI TEDLHEAIE. TOBAD B =YV EADEEEEICTRAERENE T,

7 b2y ERDER

[Z7 4% (Filter) | 74—V FZ27 V27 LT, Rey 7o 0noHOT FI v 73
FEBRL%, MEBEEZANT LI ETTIANFEERTLHIEbTEEY, ZNAHD
BERITIE, AXUNT—=TNOHTLELTRREINBNDAR N 70—V EREEN
F9, Elo, BT AR MEANSNTMEE DBRE EEZT DAL —2BEENE
T WT7L%B7 Vw7 FTHENT, Tequals(=)] 74 NVEDBRRIIET N, EREZER
T5E, BET +—/v NIZ lgreaterthan (>)] F 721 lessthan(<)] HFEINTEBH L9174
DET,

[7 1% (Filter) 17 4 —/V FICERZBINT 2 FECEKRRLS, 74—V FIZASTLTH~
L— A MMl ERECcE £, TN T N EEATHICE, [Z 4% (Filter) 1%
7V w7 LET,

ARV T4 LVIDEEF
AR N T4 NZITIE, ROBEFE2MHATEET,

FELW, AN MIFRELMEE —BLES, VANV RI—FEEHTLZ
LIITEEREA,

FLL R, AR MIFRELMEE —BLEEA, FLILW] 0%
TERT D12, EERF () ZANTDLERHY £7,

ROMBEDREV, AR M, FHELLELY bREVEREZENET,
COERETIIR—FRIP T FLAR Y, BEORIHEHATEET,

B 1z oE=48y2y



| #1zx0E=52)2Y
42k 74—nronzs P

< WOMEIL D /NZV, AR M, BELEELY B/ IWEREGENE T,
ZOEE IR, BEOHIHEHTEET,

BHEARE T4ILEDIL—)L

BEOT R v 7 BREFUEMERT AV E 2 BT 256, ROL—/VIZEREL TS
Wy,

cRLXATOERICIT, TOXATOTXTOMEORIZORBMERH Y £4, =& 213,
Initiator IP=10.100.10.10 & Initiator [IP=10.100.10.11 Z&H 5 &, EETE LTINHDOWTE
NoOT7 RLUAERSA X hpBEINET,

c BINBH AT OEFITIL, AND RN H Y £4, =& 2 IE, Initiator IP=10.100.10.10 &
Destination Port/ICMP Type=80 # & H % &, ZDEFILT KL R LSRR — DI FFO
AR MPRBRAESINET, 10.100.10.10 225 AR D560 R — h~DA X2 MIFEREINE
A,

¢ IPv4 7 RLARCIPv6 7 R LA EOFMEERIIFHAEIHETEET, /=& 2L, Destination

Port=50-80 Zf8E L T, ZOHPHANDR—FDTXRTHO T 7 4 v 7 ZBETEET,
A7 EFERLT, BMHEKRTORTEZXED 9, TXTOHMET «—/L Rizxt LT,
HHEZHEHCTE 2D THEHY FHA, 72EZIE, [EE5C (Source) JHEHKIZIPT KL2&
EREACHRET 2 Z LIXTEERA,

c VAN NI — FELFERKBIMEA T EEA,

AR~ Ta4—)L FDEREA

AR MTIEIROERDEENFE T, TNODIERIT. A X FOFMERE L RT D & HER
TEFET, /2, ANV M Ea—TRIINEZENTDE, HODBELOHDEREF RTEE
K

LTz, FHAREZR 7 4 — /L RDSERRY A RERLET, TXTDOT 4 —/L RN EDA X
M A FIZHBEHINDIDITTIEHY A, HROA X2 N THIHAREREFRIZ. AT A
DD, BE, POXICLTHEEREATZELENCEsTRRZ ZLICEEL TR,

723> (Action) |

BA N N EFRITEF 2T A ATV A AR MBS, it uX 7L
727 78 AEEN—NVEZIZT 740 N T a SZBEEMTONTET 7 a v,

[BF9] (Allow) |
BPREGIZFF AT & AT Bt
[{E%8 (Trust) |

FHTX AR, RO/ v RBMEHL— T L o TR S 7 TCP 86 D 7,
BEGRT AN FERAERLET, AT A1 BEBEOE Y a7y Fo1EEE
AR AR LET,

Fn1zne=429>5 |}



FRAZADEZRYLY |
B~ ror—nrommn

[FBv%Y (Block) |

Ty s SNTWDEHL, (772 (Block) 18EIL, ROEET T, 72785
AV B D 2 E N TEET,

BRARY V=L T=r AT a A 37 v v 7 ST,

cTTANNT AN KY =l o TT Ry 7 STV DER,

X2 VT A AT IV RIESTT T v 7 U A MIEHE GILTO D HE,
*SSLARY > —IZ Lo TT ry 7 STV DHEER,

[T2#IL 792 3 (Default Action) |
BIXT 74V N T v a il o T ENE LT,

Tr7ANARNY NERITIN T 2T AR NOGAEE, 77AM0B—F Lz V—1D—
VT ailBEM TN T AN =L T I ark TRTCOBEET ST 7 A
W=V T T aDF T g,

[BFa S f=#E# (Allowed Connection) |

VATIEANANC D NT T 47 Ta—&FFA LTI E DD,
[7 71 -r—< 3 > (Application) |

Rt an=7 7Y r—va v,
[7TUT—2avDESHRREDBEEM (Application Business Relevance) |

P Tt s U r—rvay NI 4w ZIBET S BV R ABSEE ¢ Very High,
High, Medium. Low, F72i% Very Low, i CHHISNIZT 7V r—varoi 472
LT, BT R R L DEEERHY FT, ZOT 44—/ RTIE, TNHDI bk
b o (BEN R BIEY) BNERRSNET,

[7FUHr—2avhTal), 77U —2 32475 (Application Categories, Application Tag) |
TV = a r ORREBET 2 DIKSLD, 7Y = a v DR A R EIE,
[77UH5—2 32D RS (Application Risk) ]

e CRitisn7y 7V r—yay 77 4 v 7IZBET S5 U A2 ¢ Very High, High,
Medium, Low, 7213 Very Low, ##ft TR SNTZT TV r—a 02472812,
BET VA BHVEST, ZO7 44— /L RTIE, ZN60 9 biERbEWNHDNRRIN
e

[FRvY %47 (Block Type) |

ARVINTRI 74w 7a—n—H LT 7R ffir—LTRRESN-7ay 70X
A 7 : block F 7=1% interactive block,

(V54727 TVr—232, V54 F > /13— 32 (Client Application, Client Version) |
B CTRINSNIZ I IAT U DI FA T b T 7Y r—varn—val,

B 1z oE=48y2y



| 71 z20E=41y2y

1~ 71—nross I

(V5472 bOEDRR EDEEM (Client Business Relevance) |

R TR SN2 74T N b T 7 4 v ZIZBET S B VR A L OB  Very High,
High, Medium, Low, F721&VeryLow, i TSNz IA4 7 b2 AT T LIZ,
EURA L OREENBEEAMA T DN TWET, ZO7 40— RiE, KbHIERWbHO (BN
WNEBIRY) ZFRRLET,

(V347> bAT3Y. 25472 2% (Client Application, Client Version) |
TV = a ORRREBET D DICENLD, T r—a CORpE R R,
[254F7> k)RS (Client Risk) |

BTSN 947 N NI 74 v 7IZBEE#T 5 U A7 ¢ Very High, High,
Medium, Low, 721X Very Low, ##ft RSN AT FDOEA T T LI, U R
IWBEEMTONTOWEST, ZOT7 4=V NI bmWbDERRLET,

[##%: (Connection) |
WEBHIICER ST T 7 4 v 7 7 —DREA ID,
(EHRIOv Y24 TA > —4 (Connection Blocktype Indicator) |

ARVEINDINT T 4y Tun——HTE7 78R ay sa—L L=V THREINLZT
Oy I DEAT, Tav I ERIFA AT IT 4T Tav s,

[##E/31€ & (Connection Bytes) |
Rt DA A ML
[#Z##5E (Connection Time) |
Befoe D B AR T,
[$E#E 2 A4 L X2 > T (Connection Timestamp) |
Befoe 3 g S T2 Rl
[#EE SN 7=#&#t (Denied Connection) |
VAT EPANC DD LT T 47 Ta—EER LINE DD
3B DEFE-ILKE (Destination Country and Continent) |
ZAZAR A+ OE LUKEE,
[3E5E IP 7 K L X (Destination IP) |

BA, 7740, FRF~AT 2T AR NTZEMEA ML THERENEZIP T R
LA,

[FEkAR— F/ICMPa— K, 3B%7R— k. FE%Icode (Destination Port/ICMP Code; Destination
Port; Destination Icode) |

Tyary VARCVEPERT L8R — FEZILICMP 22— K,

Fn1zne=429>5 |}



FRAZADEZRYLY |
B~ or—nrosm

BEEEF2VTa JIN—T R 58ktF*xa)T4 JIL—T 2@ (Destination Security
Group Tag, Destination Security Group Tag Name) |

SESEICBER S 5N TS TrustSec ¥ F = V7 ZV—7 2 7 OFK G LA4HT ((FIET D
58 o
[ATE (Direction) |

7 7 A N DFEE I,
[tE[E] (Disposition) |

77 A VOMEHE,

[¥IL7 7 (Malware) |

AMP 7 77 RTCED T 7 ANNB~NLT 2T L LTHEENTWAZ L, £ 7 7
ANDBEAAT N, 77ANVKY) U—CTERSINIZVL T =T LEVEEZBEZ T
HZEEHRLET, n—AN VU T Ol TIL, 774 0E~1v =T &L Tvy—
7FTHELTEET,

[ 1)—2 (Clean) ]

AMP 7 57 RTCEDT 7 ANLNT ) — L LTHHEENTWED, 2—FRT7 74
NaEI V=2 JRANMIBMLEZ EEZRLET,

[4~BH (Unknown) ]

VAT ANAMP 7 T U RICEWEDEE LN, 77 A LVOMEENEID 4 THENRT
WEHATLE, EWVWHZ5E, AMP2Z 77 R T7 7 ANV EZIELLBFEL CWEY
ATLT,

[ A% LRH (Custom Detection) |
D—PNN AL DY A N7 7 ANV EBMLIZZ 2R LET,
[[EX A8 (Unavailable) |

VAT AINAMPY T U RIZEIWE DR TER ol b am L ET, ZOMEICET
HANR I, DTN OFEET ARSIV £3, ZIUITFH I N-E8ET
j—O

[BZ&7% L (NA) |

[7 7 A Vi (DetectFiles) 1 £721L[7 7 A/ 7 1 v (BlockFiles) [/V—AH»R7 7
ANERF L, AT LB AMP 7 70 RIZBEWEDLE RS2 EE2RLET,

A=A R, HAEFa) T4 J—2 (gress Interface, Egress Security Zone) |
BN T NA ZREBO KT Tey = A v F—T = A R,

[ARY bk, 41X 24T (Event, Event Type) |
AR bDIAT,

(MR R, ARV ETA4 207 (Event Seconds, Event Microseconds) |
AR BRI ENTREZ] (£~ A 7 n BB

B 1z oE=48y2y



| 71 z20E=41y2y

1xvr74—nross

[Z74I)LATT1) (File Category) |

T AN EATO—REGeHT Y (Office K¥ a2 AL b, T—IAT, IVF AT 4
T, FTHRETZ 7 AV, PDF 77 A, = a—R Ty AN TT7T 490 VAT A
TrANRE)

[Z7ANARY bR A LRS 2T (File Event Timestamp) |
T ANETNEINANT =T T 7 A VBER ST AR,
[Z74I)L% (File Name) |
7 7 A VDL,
[Z7AILIL—ILDF Y 32 (File Rule Action) |

T ANERBLET7 7 ALK — — VB LT 7 ay, BIOHEETS 77
ANT ITay A ra,

[Z 7 4 JLSHA-256 (File SHA-256) |
7 7 A LD SHA-256 7~ ¥ =,
[Z74)L Y4 X (File Size) (KB) |

T ANDYA X (KBHAN) , VAT IR T 7 A NVEEEICZET IR T a7 Lz
e, 77 AN A ANEQIZRDIGENRHY £,

[Z74IL% AT (File Type) |

77 ANDE AT (HTML X° MSEXE 72 &)
[Z7A4IL/7ILY TR — (FileMalware Policy) |

AR FOEFIZEEMN T N TWD 7 7 AL R —,
[Z740B570v 9434 T4 —%4 (Filelog Blocktype Indicator) |

ARCVINTIIT T 47 Ta—NRN—H L7 7A NV V= LVTHREINZTay I DX A
~ : block F 7=13 interactive block,

[Z7AT794—IKRY)—)L—IL, T74A T 24+—)LJL—JL (Firewall Policy Rule, Firewall
Rule) |

B VB LT 78R av bu— L v—LERIEIT 74N T v a vy
[E#D/84 v k (First Packet) |

Ty a VOERNIONT v N E 7 B,
[HTTP!) 7 735 (HTTP Referrer) |

PG CHRHINIZHTTP A7 7 ¢ v 7 OFER SN URL ORIt AR THTTP 2T (B
DURL~D Y 7 w4 L7- Web A FCBIO URL NS DY > 7 %A 2 7"— b L7z Web
A RRE) .

[HTTPL AR X (HTTP Response) |
54T RS OGO HTTP ERIS U TEE SN DS HTTP AT — & A2 22— K,
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FRAZADEZRYLY |
B~ or—nrosm

[IDSM%3%E (IDS Classification) |
AR N EAR LT V—V B LTV D50,

[ ARA 2B =T AR, ABtEF2)T 41— (Ingress Interface, Ingress Security Zone) |
BN T S RN AT = b =T = A R,

[M=>IT—31N1 b, £ =T —42/3 v & (Initiator Bytes, Initiator Packets) |
by a2 = FPRRE LGN P EREIIRT Y M

[ =T —2DOEFE=IXXKEE (Initiator Country and Continent) |

tyvra BB LA A NOFEMOE L HIKOA4R, f{ =T —ZDIP 7 KL AN
N—T 4 TAETH D EEICORFEHTE T,

[ =< T—%4 IP (Initiator IP) |

Bt A X FEITEF 2V T4 AT VP2 A AR TRy g U EBRIB LR
APMIPT7 FL A (BXU'DNS IR ANI 2 TODEEDRA M)

[€41 254 %58 (Inline Result) |

AUTAVE—RTEELTWD E &I, BRAAMXRU 2 N T—LTe\Ty hEV AT
AN Ry L, I ey 745137770, 77071, R FT—& L THEH
SN =N [Fay P L TA X M&AERKT 2% (Drop and Generate Events) | IZEEE &
nNTnipnz taRLET

[BA7R!) >— (Intrusion Policy) ]
AR NEER LTV — A DBENZSNIZRARY v—,
MPS7TRvY 24 T2 —4 (IPS Blocktype Indicator) |
ARVINDENT T 47 Tu—b—KTLRBANL—LVDT 7 g,
[&#%D/\7 v k (Last Packet) |
Ty va rOERBEONT Y BRI SV AR,
[MPLSS ~NJL (MPLS Label) |

ZORAANR N N T—LT "y FEBEEMTFON TS LTF T r har T~L
A v F T T,

[RILoxz7TavI 34 T2 —43 (Malware Blocktype Indicator) |

ARVEDNT T4y Tu—bt—BTET7 AN V=V THREINEZTa vy 7 DXA
7, Taw I EIIAETIT T Tay s,

[Avt—2 (Message) |

BAAXRY NOGAE, AR POFBATIA L, VU =2TERET7 7 A0 A X FDY;
BlE, =T =T A2 MIBEEEAM T STV S ENER,

[NetBIOS K 4 A > (NetBIOS Domain) |
Ty va TR & NetBIOS KA A 2,

B 1z oE=48y2y



| Fi1z20E=2y>Y

42k 74—nronzs P

[FTTD Y 547> FDEEKEE (Original Client Country and Continent) |

vy ar BB LD ATy MR A NOFEROE & HIKOLF, TDY TA T
VEDIPT RVANN—T 4 VT HHETHD EEIZOMEATE ET,

(V547> k@A) FILIP (Original Client IP) |

HTTP## #BlE L1= 27 A T FDOIEDOIPT KL A, ZOT KL A%, X-Forwarded-For
(XFF) F721% True-Client-IPHTTP D~ X — 7 ¢ —)L K, E£721EZF1 5 DIEIEE ) B HL
HanFEd,

[R1)—. R —DHET (Policy, Policy Revision) |

TR aritua—RKY T —EZDOUETR, Xy MIBEEM T LN TWAET 7 EX
(T AT T —)V) L—EEHhEtT,

[FTZ544 )T« (Priority) |

Cisco Talos Intelligence Group (Talos) (ZXVIRESNIZA X FOTTAFV T 4 (&
(high) . # (medium) . F7/IZME (Tow) ) .

[ZB k3L (Protocol) |
R SND F T o AR— b Fr han Ty,
[¥2H (Reason) |

WOEKTIL, HEPTaRSNTCHBZFTH L TWET, ZUELRVWES, 207 1 —L R
2T £,

HH BLL]

[DNS7 27 (DNS| RAAL A LeXa VT 4 ATV V2 AT —XZHESNT,
Block) ] AR g s LCHRBES SNLE LT, [DNS 7R v
(DNS Block) ] ®#H{Z, DNS/L—/L 77 g 00T, [7
w7 (Block) ]. [FAA VBE-S2D £ A (Domain not
found) ]. [¥> 7 &—/L (Sinkhole) 1 DT 7 v a > bxfé LTHL
HEbINET,

[DNSE=%4 (DNS |[YVATAEFERAAS A LEXF2 VT4 ATV AT —HIT
Monitor) ] FONWTHRAZIHET DT T TLER, VAT DI A2 IEAT
LZOTIFRSE=AFATLHEIIITHRESNTVET,

[Zr7ANTayy | T7ANVEREF~YNT =T 77 AIVRERICEENTED, VA
(File Block) ] T ANZEDEEEHNTWET, [Z77 A7 17> (FileBlock) |
OFAIFSLT [T a v 7 Block) |77 v avéxte LTHAED
SNET,

[T7ANIAZ LRG| IAZ LBEHY A NMIHDL 7 7 AR ERICEENTEY, VA
Hi (File Custom T LANBEDEEFEEHNTNET,
Detection) ]

Fn1zne=429>5 |}
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FRAZADE=2YLY |

B

Bl

[Z7ANE=H
(File Monitor) ]

VAT ADBBHRICBWTEED 7 s A LOFEEE R LE L,

[7 7 A VIR ]
(File Resume
Allow) ]

T ANVERPIILDIZ[Z 7 A /v 7 7> 7 (Block Files) ] /L—

NEIX[vNVY =T 72y (BlockMalware) |7 7 A /L L—)L
ko Tr7uav s EnE Lz, Z7ANVEHFAITHH LT 7k
A ay ha—)L R —NEREINZE, HTTP By v a V03 H
B L E LT,

(77 ANMER/T vy
7 (File Resume
Block) ]

T 7 ANVEENILDIT [7 7 A /VHEH (Detect Files) ] /L—/L %
X[~y =7 2777 Ky 77 7 (Malware Cloud Lookup) ]
TrANN— VLS THAENE LT, T7ANVET vy 7T
LHLWT A av ha—LRY —RNEESNZ%, HTTP
tya URHBIRNIEILLE LT,

RAT a7
(Intrusion Block) ]

TRl Snizo s 27 v A b (RARY —EK) 2V AT
LTy Llziy, 7ay 73533 CLi, IRATry
(Intrusion Block) | ®EFEHIX, Vv v/ shic=7 A7 a A FD
LA [7e >y 2 Block) 1. 7r v 7 ENDIETEoT-o s X
oA FOBFEXEFA (Allow) (OT 7 v arixtd LTHAED
SNET,

[(RAT=4

(Intrusion Monitor) ]

o shizc=s 270 NV AT AR LIEb OO,
Tay g LiknrolcZ R LET, ZhuE, MU T—3nzz
A=V DARFEDS [ N & EAT 5 (Generate Events) ] 123X
ESNTWDLELEICHEAELET,

(P77 a7 (IP
Block) ]

IP7 RLZEEF2 VT4 AT YD AT —HFIZHSNT,
A VAR a i LTHRMESSNE L, [IP7r Y7 (IP
Block) JOBHIZILT [Zr v 7 (Block) |07 7> ar&xte L
THAGDLINET,

[SSL 7 m 27 (SSL
Block) ]

VAT LN SSL A VAR Vg VREICHE S W TR S b A
2w LELE, [SSL 77 > 27 (SSLBlock) | DEEH F#4T [V
77 (Block) |77 varikte LTHAEDENET,

[URL7 = v~ (URL
Block) ]

URL ¢ X2 lUT 4 AT IV V2 AT —HITESNT, 4
AR va sl UCHRISER SvE L7z, [URLZ = > 7 (URL
Block) |OEEHIINT [7r v 2 (Block) |07 7 av bkl L
THAEGDLINET,

[Z{E85R (Receive Times) |
AR MPERE T H
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42k 74—nronzs P

[BHBRX ~ (Referenced Host) |

Bifio 7 1 k2L DNS, HTTP., F 771X HTTPS DL . Z D7 14—/ RITIZFNEFh
OFa FaLBRFEHLTWEARR MRFERINET,

[LRRUFINA b, LRKRUA/8%5 v k (Responder Bytes, Responder Packets) |
tyvrvary VARUVEREE LA AL MR ERIT N v M,
[LRARUFDEFET=IEKEE (Responder Country and Continent) |

Yy g UK LR A NOFHEHIOE & HURO4 R, VAR A DIPT KL AR )L—
TAVTARETHD EEICOMEATE 7,

[LRR2 S IP (Responder IP) |

WA XU FERITEF 2V T A AT IV A AR NDOE Y 3 VISEMOR A
NP7 RLA (IBLNDNS BB EII 2> TWBHFEDKRA N)

[SIATIVID(EFa)T442T) P XRHAT31)) (SICategory ID (Security Intelligence
Category)) |

Xy NT—=IZRURL AT V=V "4, 74— R AT 3VDLRRE, 7T v 7 U Ab
HANGENDILT TV =7 bDLFI,

[>T #F+ (Signature) |
Ty ANMZNT =T AR FDOES D,
[V—RDEZEIEKEE (Source Country and Continent) |

EEARANOEE KR, EETIPT RLABAL—T 4V TARETH D & ZIZOREHT
%ij—o

[V —XIP (SourceIP) |
BA, 7740, V72T ANV R TEERARZA ML THERHINTZIP T LA,

[EEFTHR— MICMPAR A F | FEETTAR— . EETHR— Fitype (Source Port/ICMP Type;
Source Port; Source Port Itype) |

tyvarA=vm—FRERTAR— NELIZICMP ¥ A 7,

EEXTEFX21VTa FN—T 25, #ETELF2)T4 YIL—TF 254 (Source Security
Group Tag, Source Security Group Tag Name) |

EEITCIZEET SN TWAD TrustSec EF = UV 5 4 V0 —7F 2 7O 481 (FET
DHE)

[EBRDSSLT 2 <3 > (SSL Actual Action) |

VAT AL o TEBICHEAISNAEROT V7 ay, ZHITHBISNAEIEEL 3RS
ERBHY FI, mEE, HERN/ES LEEAT O L— L E KL TEH, WL ODH
HTESLTERWZ E83H D 1,

Fn1zne=429>5 |}



B~ ror—nrommn

FRAZADEZRYLY |

Tovay

Bl

A=
(Block) /Yt~
rLCTrwr
(Block With
Reset) |

Tuy SRk s bR ER L ET,

g5 (HEL)
(Decrypt
(Resign)) ]

BEAY—GERELHEMN L TES S EER e £ LE T,

(B (F—D%
#) (Decrypt
(Replace Key)) ]

B ONIZARF—LACEA Y —FERE 2 L TES LS
NIREERE £ LET,

(g% (BEEo
F—) (Decrypt
(Known Key)) ]

BER DR — 2 L TE S LS BBEERE R L £,

[T 74N ET Y
v = (Default
Action) ]

BT 7V N T a il ko TR ENT-Z L2 RLET,

[1E5 L7\ (Do
not Decrypt) ]

VAT AEF L Lo T i R L E T

[SSLEEBAZ D 7 « > H—T1) > & (SSL Certificate Fingerprint) |
AEBEDOFRREICE 35 SHA /v 3 =i,
[SSLEEBAZE X T—%4 R (SSL Certificate Status) |

Ik, BREAT —HZ ADSSLILV—/VEHNRE SN TV AERICOREH S x4, B
FEENTZ RN T T 4 v IV BSSLA— T H L, ZDT7 4 —)b RIZIRDOP— DFEH
EDORTF— X ZMED 1 O ERFREINET,

*[B% (Self Signed) ]

s [F%h (Valid) ]

s (B4 2MEZ) (Invalid Signature) ]

s [FEITICMES) (Invalid issuer) |
o [HIBREIIL (Expired) ]
« ["#] (Unknown) ]

[EARTIEAR (Not Valid Yet) ]

« [&%h (Revoked) ]
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1xvr74—nrosn |

BWHETERWRNT 7 4 v 7N SSLIV—E—HT D55, [T=v 27 LTVl (Not
Checked) 1 MZ D7 4 —/L RIZFERENET,

[SSLEES X 14 — k (SSL Cipher Suite)
BRI SRS A A — b
[FHIESNTFSSL7 Y > 3 > (SSL Expected Action) |
PN —F L7 SSL L— L THEINT=T 7 a v,
[SSLZ7B—757% (SSL Flow Flags) |
R 5L SN BER O RAI D 10 TRy 7 LV 75 7,
[SSL7A—* v+ — (SSL Flow Messages) |

HELLO REQUESTX°CLIENT HELLO 72 &, SSL NNV Ry oA JHIZ T AT 2 & H—
ST S U7 SSLITLS A v —, TLS #ft TR S Tz A v & — P OFEMIZ O
TIX. http:/tools.ietf.org/html/rfc5246 S L T 7230,

[SSL7R') > — (SSL Policy)

BEfptlC i &7z SSL BB R U o — D4 i,
[SSL/L—JL (SSL Rule) |

B & 7= SSL 18 5 r— /L D4 i,
[SSLE v < 3 ~ID (SSL Session ID) |

SSLNY ¥z JHRHZZ TA T 2 F e =l TrIzm— hEniz 16K DL v v =
> 1D,

rIH-

[SSLF 4 v FID (SSL Ticket ID) |
SSL Y Ry =A 7 HICEEENTZE Yy v gy F7y MEBROD 16 5D~y ¥ 2 fH,
[SSLURLA 7 3!') (SSL URL Category) |
SSL 1 SALEE ISR E S 72565 Web H— 3D URL 17 = U,
[SSL/X—< 3 > (SSL Version) |
BERECHEH S 7z SSL/ITLS /N— 3 v
[TCPZ 5% (TCP Flags) |
Pt TR S TCP 7 7 7,
BEt/\7 v b3 (Total Packets) |
Bt CRESINTAT y FORE [ =22 —F Ty N+ [VARSE Ty B,

[URL, URLA73!), URLLEaT—Y 3>, URLLEa2T—Y3>X37 (URL,URL
Category, URL Reputation, URL Reputation Score) |

Yy va PICERARDE A MK o TEREN/ZURL &, BHEMTONZAT TV,
LEaTFr—iay, BIORLEYa2TF—v gy 2ay FIHTXAES) .

rl&

Fn1zne=429>5 |}


http://tools.ietf.org/html/rfc5246

FRAZADEZRYLY |
B~ ror—nrommn

VATANSSLT IV r—va v awiEET e v 7 55E . RS URL (3K
T T T4y 2 RICHDTD, VAT AT SSLAEHEIC %Obf%774/7%&%
LFET, LN TSSLT AU r— a3 o Oia, 20O URLIZFEAEICE TN k4
ERALET,

[2—% (User) |
A =T —=FDIP T N AZBEAT &2 —H,

[VLAN]
AR o Y= U3y MZBEEM T 5TV % & NE VLAN 1D,

[Web7 FUHr—> 3 oDEDRR EDEEM (Web App Business Relevance) |
B TR SN Web 77U r—a v FT 7 4 v 7 IZBE#T 5 YR AREME - Very
High, High, Medium, Low. F721% Very Low, i TR Sz Web 77U r—2 3 >

DEATTEIZ, EVRALOB#EMENE#EMTONTWEST, 207 0 —L RiE, &b
Bnb o (BEMEN R LK) 2R RLET,

[Web7 FUHr—>3>DAhTIAVELUAY (Web App Categories. Web App Tag) |
Web 77U r—3 g o OBREZ BRI 2 OIS, Web 77U 7r—3 3 » OFpkE %R
JHLHUE,

[Web7 T 4r—, 32D X% (Web App Risk) |

B TR SN Web 7 7Y r—ra s N7 7 4y ZIZB#T 5 U A7 ¢ Very High,
High, Medium, Low, F72l% Very Low, #fit TSz Web 7 7Y r—va D2 A
Tz, VAZPBEEMTORTHETS, 207 4= N, KRbEVLDOEZRRLE
R

[Web7 Z1)/r—<,3 > (Web Application) |
Pt CRIEESNIZHTTP N7 7 4 v 7 ONFET2ITER I URL KT Web 77V
r—33 v,

Web 77V r—2a UIRARY RO URLIC—HELARWEA, O NT 7 4 v 7 138HE,
ﬁ%%@b774/yf¢(7rﬂy4xf/b@b774/7&&)o/XTAu\
MDD N T 7 0wl T 28, 2RO T7T 7Y r—ra VERGEL (FMRERYSA)
ZOT TV = arEWeb T 7Y r—v gt LTERRLET,

B 1z oE=48y2y
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