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« TR AFIHDT=HD T A A (11 =)
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¢ T KNREAXRA N VT 7407 B EDWeb —NIZLoTERENE T 747 %
WM A1213, ZRLTWAT AU A —a Tk, 2RENAET7T IV r— a3 %
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I 7222418



7R |
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D Web ¥ A FOKRA NG EY TV r MEBBAORIZIE, 1ZEALE, FTE -7 < BHRER
RN ENRHY ET,

HTTPS 7 4 W& U > 70%, HTTP 7 4 VX U U 7 L3820 7 V=7 M EELANOY T R
AU EBHLUET, HTTPS ® URL 2 FEICTT 4 L2 U v 7+ 55E1%, 7 KA1 A5
BEEHEDIRNTLZE, 728 21, www.example.com TiX72< . example.com Z i/l L £,
Fo, VA Mo THERHENDFEHEONR LR L, V7= Muas CERHND F
AL UPIELWZ & ZOAFBHOL— L EFHAE LW LafER L TIESn (e x
X, 7 uy 759, FOARINRTFAIT D4R E EET DN D Y £F) o L&z
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SEAEREREZFIHTERWEDIC T T UFRTLS By a v AHE LS. URLA 7 V=
7 MIHTTPS hT 7 4 w7 & —FH LEHA, 20D, EEIZCURLA T V27 FERELE
BAETH, HTTPS ## Tl —BHO R WHEREMNSE LN Z 03B Y 77,

EEETO FaNICKD ST 0 v DFHIE

VAT AE, URL 7 4 VB U > T OFATRHIIK 5t~ 2 k2L (HTTP & HTTPS) % ML L
I3, 2T, FEBIOLE 27— a3 0 R_R—AWFDO URL &HETRAELET, oF Y.
URL 7 A4 V&V T Tid, RO Web A b~D FT 7 ¢ v 7 BRFRICE I N E T,
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* https://example.com

W5 CiE72<, HTTP b T 7 4 v 7 DHETZIZHTTIPS b T 7 4 v 7 DI E T HL—L %
RET HITIE, sEDFMETTCP R— MEIEET L0, 77V r—a U FEav—LiziE
MLUEF, =& xiE, #nEFn, TCPAR— hERIFT 7Y r—a V&L URL &2 &1
2007 72 ARIEHNL—NVEERTHZ EICLD, A b~D HTTPS 77 B A ZFFA L7223
5. HTTP 7 7 v 22 & Tcx £4,

DN —E Web A F~DHTTPS b7 7 4 v 7 %[ LET,
T a s ]
TCP AR— NE-137 7V r—3 =3 > : HTTPS (TCP A"— |k 443)
URL : example.com

2FBBEDONL—VIERI L Web A h~OHTTP 7 78 A&7 v 7 LET,
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TCP AR— £ 721X 7 7V #— 3> : HTTP (TCP &=— k 80)
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URLT AR Y TETTIr—232 D413 1) T DHE
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DON—)VTT TV r—a L URLOEEE A DY D2 MNER D D5E1E, 77U 7r—
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ELTHRET 28 A 2 RE, BT 7Y r—y g DA ET2IL URL DHOL— LD IR
BTAVNERNHYET, URLZANEZ VT Tay 7 b—Fz7 SV r—ay 7404
VX0 GRS AT, TV =g L DBOL—ILD FIZEETHMNERH D F1,

TN r— g UL URL OREER A EDEEHE. LVEEICRY NV —J E2F=H
L. RERYA ST IV =2 a0 ~DT 7B AZHE LWL IICTALERH Y 9,
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% /L (Internet Portals) | #7 T VICHV ET, ZNHDOHT IVICHALTRARLT 7 v =
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Liﬁ‘o
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V7 ORIRITT X TR E T,

cURLDOT7 w7 V= LiZT7 7TV lr—ay 7402 07 —)LORNCEE L £,
URL 7 A NVEZ U TIEWeb b — " kE 7oy 73501k L, 77U r—ay 74
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cHTTPHRE : ZA LT U FEZITV By FENTEEFREOBRE, BEOT T U =0
DOIZVATLADT 7N DT 0w JIEER—UNERREINET, ZOX—T01F, #
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HT2ZL2BFT LTSN, £ TRVWE, = Fa—¥RT o v 7 Sh-#ED k77
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By VAT AFIRER—TVEERLER A,
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AT DFIRER—TV R R LFET A

RA. T7A4I, RILVDITTDA VAR Y
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c 77 ANKY =L, VAT LADT 7 A ) 2 hra—/L & AMP for Firepower OFEAE % il
L ET,

oD NT 7 4w 7T TRT, BA, ZBIESNET7 740, BIXO=AL T 272250 T,
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Vo—%7 78R aryba— L b—WIlB@ft1F52 LT, 778X a2 ha—/LL—1L0D
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EEERTDHAY NI ATV bERFITN—TE2RIN L £9, BB KA A

B 7 tex%m
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7Iur—varae I

v (FQDN) AL CT RLAZERTHA TV =7 befERATEET, 207
RUAIXDNS v 77 v I Lo CHBIENET,

o [HIFRA7ESE R (Geolocation) ] : A7 fEEHIEREZ BN L T, ZDOXEILE2ITFLHED

ERREICEASNWT N T 7 4 v 7 ZHIHTE ET, KEZERT L L, KEANDOT
TOEPERSAIVET, V— /LN CHIBRAIALE £ [E ORI 2 DISMT, 1ERk L 7- e
MEA7Y=7 NRRL T, e ERT 52 L TEET, MERINEZEH T
L, T THHASNDWEMERH DT NTOIP 7 FLAZMBLRLTH, FED
E~D7 7B A HHICHIRTE £,

N

CE) EHOMBINET —XEEHLTRNT 7 4 v 7 &7 4 VX AULEE
TEBHEH1T, MBIEFRT —ZX—2 (GeoDB) % EHIMIIZ
FHT L amBEOLET,

EETAR— ., BBEAR—F/TOROL

cNF 74y TSNS TR harEERTDHAR— M AT =7 b, TCP/UDP TlI,
R—=PF2EFHLILNTEET, ICMP TlX, a— RE XA T2EHDHENTEET,

e hANFELIFIR—INODNTF T 4 v 7 ERET DI, EEITTA— (Source
Ports) | %X ELET, HEILA— FNEHHTE 5D, TCP/UDP DA TT,

e 7 NIANELFR— I ~DNT 7 v 7 ZRET HITIE, A — & (Destination
Ports) /[365c7 2 k =2/ (Destination Protocols) | &% E L 9, st — 225
BT 25681, Bb b7 AR — N7 v harzfifld R — 2Bt
9, ICMP B LU Ot IE TCP/UDP {HERIZ, 5i%eA— M COHLFFAT S ET,
EEILAR— N TSN ER A,

« B ED TCP/UDP R — hINLIFEEND T 7 4 v 7 ERFED TCP/UDP AR — M Z[HH
YT T4y 7 O GFEREGT DI, MAFERELET, EEILA— N &SR —
N DWW G # RGBT 254, B—O N7 AKR—K 71 b=z, TCP, 7zl

UDP #3F T 5K — hOLZBIMTEET, =& 21X, A— b TCP/B0 /5 AR —

TCP/8080 ~D ~ T 7 4 v 7 X —5 v MITEET,

FI)r—a o H5H#E

TIERANL—=INDOT I r—>a UEETIT, PEGETHEHSNAT U r—ay, b5
W, ZAF BTy 2T VRS FRIEIE VAL OESEIC L TT Y F— g
VEEBETDHDIANVENREEINET, T4V MIEEOT Y r—2 a3 L TY,

N—IVTEHBIOT 7V r—a VEBETCEETN, 77V r—ary 74 ME AT
X, AU —OEREEENEEICZY £3, e xX VAIZBREL, BEVRRA L OBEME
PENT 7V r—rarzd TRl Tryayr3+5, 778X arha— b— ik
HCEEST, 2—=FRZDLHIRTF IV r—varondFinzEALELr>295L, &y
varnvZuey s InEd,
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B r—aas

7R |

72, YRaE, VAT ABIOWESET — % X—X (VDB) OFEH AU CHEICT U
r—=a T4 T A EEHFLBMLET, 20D, L— L EFEITERFETIC. U RS
TV r—varkET7ay T —LEHLWT U r—a VICHBIMICEHATE £,

TTVr—var b T AN EL—VTHEHERETHZ L, TR EERTHT 7Y
T ary I ANEF T NIRRT AZ L TEET, FERIEFRI U TTR, M —
NEERT D6, A7V =7 bEMH LN EHEYS720 S0 TEHE O AT A LR % 8
272 £,

TFVr—varbt 7 4B VA RNEERT LI, JMAO[HAZ 2270 v 7 L, BIO
HTWCRREND BT 7V r—va 37 IV r—vay J4VE T V07 b
BINL TS, Ry 7T v T ERENDFA TRy 7 AT[OK] 227V v 7 LET, VT
ANDE 7T [FEM 7 4 V4% (Advanced Filte) 1 %7 U v 73570 E7137 4 V& Ffha i
WLUTREDT 7V r—varzZRBELET, R —0bENEHIERT LT ) r— =
VL TANE FEEEA T2 hOx]EZV vI LET, [T 4 AZ L LTRTE (Save As
Filter) (V27 %27V w27 LT, T TICAT V=7 FTIIRWESREZH LW F U r— 3
VIUNE FT T2 PELTIREFELET,

G¥)

BIRLAT 7V r—2 a2 U VDB OFEFICE > THIBRESN T 2EEE, 77U r—va v
L D%BAIT T (BELL (Deprecated) ) | ERREINET, ZhbDOT7 SV r—a L7 4b
ANOHIBRT D2 HERH Y £, TALUBRORMTIZ, YATLAY 7 N0 =2TOT7 v 77 L—
RB7 vy 7 SivEd,

RO [FEA~7 4 /L4 (Advanced Filter) | E#EAfEHT L, V— KT 57 7V r— =
VEFIITANERBETEET, DTS — 3y T4 B F T2 FTHEH
SNDHLDEFRUERTT,

GE)

1DD7 4 VB FRIENTOEBOFERILORBMRICH Y £7°, 72L& 21X, VAZH & (High) |
F721% (OR)  [IEFITEVY (VeryHigh) | L7280 9, 7 4 VX RIOBERIT TFHFEE (AND) |
Tholw, VA7 & (High) | £721% (OR) [FEFIZEVY (Very High) | THVH ., »n
> (AND) B VR A& OB E MR MK (Low) | £72id (OR) [FEFIZEVY (Very Low) |
ERVFET, TANFEERTDE, TAATVLARZRRINDGT SV r—a UBREHS
N, FEEHETLORETIRFRREINET, N7 4 VX 2ERTH L, BT 5
TV = a Y ERBIZROTIED . = UTBMT S ERO T 4 VE ERIRL TS Z &
FRER LT TEET,

YRY

TV = a PO X2 U T 4 RY IR D RN B D B DT I fEH]
Shnfes ( DBERIIERW] 226 DBERICEV) £70) .

EDRR & DREEY

TV —a U, BB LTI, MO FEEE OSCIRN CHEA SR (3R
IR e TFEFICE W) £70)

B 7 tex%m
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vLzz [

BAT
TNV Ir—2 g DHAT

[TV r— a7 a hajb (Application Protocol) | : HTTP X2 SSH 72 £ D7k A | [
DEEERTT 7V r—var 7aban,

[/ T4 T 7 u hzb (ClientProtocol) ]: Web 7 7 UHRLEAA—IN T TAT
RNeEDFRA N ETEHELTCWD Y 7 by =T 2RKT I 74T b,

s [Web7” 7'V Zr—3 22 (WebApplication) ]: HTTP F 7 7 ¢ v 7 ONFE 21T ER S
M7= URL % %9 MPEG EB5 4 Facebook 72 & D Web 7 7' U 7 —3 3

hFa

TS Y = a O b WE e BT — 5.
8%

BT IV, TV et 3 BT B E g .

Kb SNi= b7 7 4 v 7 DA, AT HMEL[SSL7 1 b =1L (SSLProtocol) ] & # 7't
FENeT TV r—vaFHEERLT N7 v 2 EHNBIRT o2 Y T
TET, ZOFTHRRNWT TV r—a sE B bSn T RWETIFES S T
T4 I TORMETEET, £/, VAT AR, HESNEZN T 7407 (EabEn
7oy FRERE S AEENTWRWRNT 7 4 v 7 TiERL) ORTHRIHEITH) ZENTEEHT
TV r—ya Al [BEENIe T 7 4 v 7 (decrypted traffic) | % 7 &HIV Y TET,

TIVr—23av YA (T4 AT LATED

FRROVANOAT v a v D7 AN EERIRTHEZOY A NREFHIND 2D, BE
DT ANZN—HTHT TV r—a VEERTEET, —TT 4 VEFEEBEINT
HEXIZ, TANEREHOT S r—a kiRl LTNWA D EEHERT H7-0I1C
DIVAMEHERLES, HEOT FVr—2 a2 BMLEYELTWLIEA, 20U R
ENOZEDOT SV r—ra @R L9,

URL E#

77 A L=/ 0 URL JEUEIE, Web ZRCHE/H 415 URL 7213 ZR &7z URL 2@ T2
NTAVEERLET, BT TIVDR BT H5EF, FAEiEZT7mny 73570081 ho
XL E 27—y a v biEETXET, F 740 hTlE, TXCO URL & SNET,

URLOAT IV BLRN L EaT—vaildiv, 778Aar e — — O URLEH %
FTTIHERTEET, &L, TRTOKFLENEXy I A haTry 7 LIZD,
YR DEWTRTOY =y )b Xy hNT—F 07 VYA "EESTEET, 2—FRZ0H
TAVELE 2T —varOMAEDETURLEZMELLS LT5L, Eyvariyny
7 INET,

BT AY T=HABLNV 2T —vary T—HEHHATHI LT, AU —DIEREERHT
FLENFET, ZOFETIE, PATLNB Web hT 7 4 v 7 ZHIFHEA O ITHEEIZHIE L E
T, BT, BEA T UV AFH LWURL 7213 T2 < . BEED URLIZHT A28 LW
FTAY LY AT THEICEHTEND =D, VAT MMIMEITHRKGFOBREZMHHA LT, FREnT-
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| JERTEE

7R |

URLZ 74 NZLET, w7 AL, Ry hpy b, Z4v07RE, X2l
T AT HEBERTEZOH DA M, METRY —2EH L0 FiA Y o —%
L0 T =% Lo THhA2 EHNTIIHEZ D REERH Y 7,

URL Y R FEEETHITIE, FEROHARZ L Z 7D w7 L, ROFEOWTANEMHAL
T, BO I T TV ELIFURL ZERLET, RV =07 IV EREFIA TV &
IR 2120, e d5x]1 22V v 7 LET,

[URL] % 7

[+ %27V yZ L, URLAZT7 V=7 bETRIIIN—TEBRLT, [OK] 27V v 7 LE
T MERF TV =7 NHPFEELRWIGAIL, [URLOFBIER (Create New URL) ] % 7
Uo7 LET,

N

G FEDOYA FaZ—5y MIT2DHEIICURLA T V=2 MARET DA, FEIURLY 4

WA Y BT D ER e EERS A E T,

[AHT T (Categories) | % 7
HE27Vy 7L, HOA T TV RN LT, [OK] 227V v 7 LET,

T 74N RNTIE, bEaT—Ya VCBfRe, BIRLZE T Y NOTTOD URL
=B ESNET, LE 2T —3 g LIZESWHTL— L EHIIRT 2120, 073
VOTRZZY v 7 LT, {£& (Any) | T=v /Ry 7 AZRIERL, [LE 2T —
v a3 (Reputation) |ATA X &MHLTCLEaT7—Talr LULERBINLET, LE=
T a s ATAXOEMTHFRENL YA e, AT ey 7 Snbd YA MERLT
WET, LEa2T7—2arNEOXITHERINDGNE, V=T 7 a illo TR
DET,

=X ST Web 7/ AET 0y 7 FI3EMRTHHAIEL., LE 2T —vay

VALV EBRBIRTHZ LT, TOLVV KD FEANBRTRTOLE 2T —va U HiEIRE
NET, & ziE, [EEHLWLYA + (Suspicioussites) | (L-=/L2) 27 ry 7 Fi
FE=ZTHV—NVERELLELGS. [BYAY (Highrisk) | (L1 1) H 4 kb
HEIIC 7 ny 7 £3F=Z ShE1,

=L Web 77 B AZFFATHHAIE, LE2T—v gy LoULERIRT D L&
ZDOL~LE DB TRNT_NRTOLE 2T —YarbERENET, 28203, [E
EGHY Ak (Benignsites) | (L)L 4) ZFFr[T 50—V EHRE LTSS, (B

(Well known) | (LL5) A N HEIWIICFF AT SIVET,

T IR NL—LOa—PEHEL PEHEO—YEida—Y IV —T2EHLET, 77
YA = la—HFE T —Y IN—TOEMEEZEDDHIE, TAT T 4T 4 R o—
CEBEMT T ONTET 4 LT B = RERETALERDH D £,

TAT T AT 4 RY v—id, HEDEFICEH L Ca—F TA T T 4T 4 ZWETDI0E
IMERELET, TAT T 4T ABMLEND & RARDOIPT FLRISHBIS o2 —

B 7 tex%m
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1+ [

PREEMN T ONET, LER->T, BMETIPT FLARZ—PF vy B 7ERTW5S b
T4 071, EOZ—FNPoDLEDERBRINET, PNy NAKICIEZ—F 74T
T4 T AHERITEEN T RWEZD, ZOIPT RLRALa—FHO~ v & 70l i FE
HCOREBEELE 720 £7,

1 OO —VIR KRS0 D2—FE 72T/ N—T %2 BIITE 5720, @HEIE, ZFV—7 %R
LHBMEx DA —FERIRTHLVAERTT, LEE, = v=71 7 7 L—7ICB%
Fy NI =T ~DT I AEFATHLV—NVEERL, TRk AV—LE LT, ZOX v b
7_?A®%@¢&T@77?X%ﬁfﬁéw—w%ﬁﬁfgiﬁ ZDO%, = EFH LW
TUVETICHEAT AR, =T E T4V N =R =T Y T T e—T
BT 5720 T,

ZDY=ANOTXTCOA—PIZEHT 2T AT T 4T 4 V—AZBRTHI L TEE
9, L7223 T, D Active Directory K A A &V R — T H2551%, RAA ZHEKS<Y
V= ANDFERT 7 At cx 4,

=P VR FEEFT DI, FMEOFICHL[HRZ %27 ) v 7 L, IROWTNHDITE
TTAT VT AT AEZRIRLET, R —MNOT AT T 47 4 ZHIRT 51205, #2472
X122 VyZ LET,

[TAT T 4T 4 Y —A (Identity Sources) |: AD L /L ARH —H )L 22— F—H X—
ApE, BR LY — AL LT _RCO2—WF I N— N EEmHT 74T 7T «
T = AERINLET, LERVILVABELFELRWGES, (FRTAT T 47+
LV A OVERL (Create New Identity Realm) 1% 2 Y w7 L CHERR L 9,

s [Z V=7 (Groups) |: HIID2—W FN—T %R L £9, FA—T1L, T4L27 bV
Y= NI N—=TPRESNTWDLGEEDORERETT, Z7—7%2RIRTLHL, L—
IV T I N—TF Gt SN —T DT R TCDRA A= ZHEBENET, V77 —7%5
DOIFETRIT 581X, B 7 7V —7HOEBOT 78 A —VEER L, ThET 7
R arha—nA RY S —NTBITN—T DN — LD FICRETAVNENH Y F7,

e [—H (Users) ]: fHxDax—HFEFR L F4, =—HF%I21E, Realm\username 72 & D7
ATVTAT A I—ANT VLT 4w 7 AL LTHITFLNET,

Special-Identities-Realm @ T (21X D OFAAIA I —FRH D 97,

. [nwfl:ﬁ%ﬂ’il (Failed Authentication) | : L —WIIFBFEZ RO HILE L7, KFTAFR
T NICH 2 — P4 AT — RDORT 2 AN TEEHATL, R0 KK

l?i\ FNEERTIE2—TF DOy NU—T ~DOT 72 RIFonEREALN, ZhHD
I—HFDORy NT—7 T I7RAZGIRTH-ODOT /A — L ERIRTEET,

[ AN (Guest) ]: VAR a2—HiEX, ZNobD2—HFEFTARNEERELIITTAT
T AT A N—IPREESNTND 55\3[‘%% mftﬁ’iﬁéz:'—%#kﬂﬁéfﬂ“ AN 22—
A infnﬁ%*y) HIVE L7223, Wj(ui\,‘?j——lﬁléﬁw W2 uﬁéﬂé ZENTEEHRATL
77

o [FBFEARZE (No Authentication Required) ] : = — W O F8AER LI E ST A
TUT AT A4 N— I —E LT, 2—FITFRREE RO b N EHATLT,
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7R |
B e kys—onz

. [ﬂ?fﬁ (Unknown) ] 1P ]‘]/X OD:L""H-V/ E°‘/775>7L£< i DE%E&O)HEAﬁ%% V)
FHA, BHF. ZHX, HTTP F 7 7 4 v 2 BFDT RLANLELER LA THRN
ZEEEHRLET,

BAKY & —DFE

Firepower > A7 AMIIIHEEBORARY =03 fHE L TWET, ZHH DR U 2 —id Cisco Talos
Intelligence Group (Talos) (2L - TSN TEY, BRANL—L, U Tty L—1 it
MRENHRESINTHVET, TNHDORY —IELECTxERA, 7272 L, BANL—1LDT
TarvOEETHHLTWA LI, BEOL—NANEETTAERT 7 a2 EET L2 2130
BT,

NG 74w I EHRTBET7ER v ba—L L—LTiE, IROBARY > —0WT g
BIRLT, P77 4 v 7 DRART I AT 0L MDA VART a2 FTTEET, RAKR
Vo—3, SN ry hOREBEE AF —NIESWTHEL, BEOLDL NT 7 4 v 7
E7ay s L, BEELEZY LET,

BABREEZ AT 2121E,. BARY — (Intrusion Policy) | >[4 > (On) | Z3&R L. &
FaAR ) o—Z@RINLET, R —IL, ZEEOBENLONLENHDA~DIETRRINT
WET,

[BX 2 VT ¢ K0 LEEGME A MBS (Connectivity over Security) ]: ZDRY ¥ —, F v
NI—=0 AT TFGARTIFxDEX2)T 0 X0 bERE (TXToY Y =277k
ATELHZ L) BDEESNDMMDOTZOIT/ERSNTWET, BARY —I, [tk
% b 2E% =V ¢ (Security over Connectivity) ] 7R Y ' —THZIINDHL—/L LD
XL RN — AR ENE T, NI T4y BT uy 7T hRbBEERL—L
DHPENZSNET, ZORY =X, BADLLORELZHEHT2LE N HL1, X
FNT—=27 DX VT 4120730 BENDDLILGEITERLET,

[(NFrADENTZEFX 2 U T 1 &Mt (Balanced Security and Connectivity) ]: Z DR YU
U—lE, BEMRR Y N =T RT =~ ARy NU—=T AV TTARNT I F XD
X2 VT ADONRTURAZRD LGS TVEY, ZORY —FREDZOF v b
V=712l L CWET, ZORY =ik, RAEZEH L 72O KED ORI TERTE
£75

[HEitE LV X =2 U7 ¢ 285 (Security over Connectivity) |: ZDHR U r—ik, =—
%@ﬂ@ﬁi@%*y%7~74V7§xF?ﬁ%k@t%19?4ﬂ@%éMémﬁ@

DITER SN TWET, ZORARY »—iE, EXR T 74 v 7k LT8G E
I\ 0y 7T HAREEDO B DR OF Y N7 BER ALV EHHNCLET, D
RV v—F, EX2 VT A BFHCEETHDIN, N T 74 v 7 DU A7 BEWGAE TR
LET,

[ At (Maximum Detection) |: Z DR Y S —id, MLV b=V T 1 8%
(Security over Connectivity) ]AR Y v — XLV I BIZ, XYy NIT—T AV TTFANT I Fx
DXl T 4 ZBEMATHMBOTZOIER SN THET, IE~ORENI HIZEL 7
HEREMER SV F£3, T2 & 2L, ’@&AT)/% L, v =T, = AT aA b
v b EWETIESC R 2 METE. B X OBEROWITHO= s A7 aA b egd, %

B 7 tex%m
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fptd-fdm-config-guide-640_chapter16.pdf#nameddest=unique_358

| 75 ez4#m
sr1nRus—oniz [

BB HT IV DON—NLEAINILET, ZORY —E2RIRT 548, B4 T
T4y BRI Re y TEN TV W MEEIZEMH L T &,

T74IL KR —DEKRTE

Advanced Malware Protection for Firepower (AMP for Firepower) Z#fifl L CHEEOHDH Y 7 |
U7, DFV, AU TERIETHE T ANRY) —EHEHLET, 77 A A ST
TE77AN R —%FHLT, 77 A MINT =T REENTND0E S Bk
<V FEDIATOT_NTOT7 7 ANVERIBETLZ L TEET,

AMP for Firepower I%, X U —2 T 7 ¢ v 7 TR SNTCBERN 2~ LD =7 OWE %
BEL, =N~ =T 77 A NG & FRIDEOERZ TG 572DIZAMP 7 7 7 K
ZRERMLET, AMPZ 2 U RIZT7 7 |8A L, VU =T Wy 7T v 723479570, Bl
A VB =T oA AZNFIA VH =Ky DR ARVITY, TS, ANRRT 7 A )V ERHT
He, 774D SHA256 Ny v 2@z AL T 7 A VOWEIZOWTAMP 7 7 7 Rizi
WEbEET, FAREARMEERISRLET,

e/ =7 (Malware) : AMPZ J U RiZ7 7 ANV~ =27 7577 RELTHIELE
Lz Z7ANLVHRONTNDLDT 7 A NANBSA T =T THIEE, T—IA47 774)L
(2L zip 7740) I~V =T L T~v—27 INET,

« 7 U —2 (Clean) : AMP 27 79U NiZ7 7 A NVE~L T =T NEENRNT V) — L 7khe
THHZENHELELE, TOFDOTRTOT 7 ARV —rThuE, 7T—hA7 77
AT )= Thie~—r ENET,

« KRB (Unknown) : AMP 27 77U RRERET7 7 A NOWEEZEEL TCWETA, ZOHD
TRTOT 7 ANAPRATHIUE, T—HIA T 77 A VIEIARHATHL L~—27 SNET,

o FIAART (Unavailable) : AT LlX., 77 A NVOMEEZHMTA7-DIC AMP 7 77 K

WCEIWEbETEXERATLE, ZOMEICET A X2 b, b TR RNSHEET S
REMER DV £, ZHTTHISHZEETT, EEO TRIHARAT] A~ F v L TH
HELTHWLEHEE, BT RLADA U Z—Fy MNERNIEFITHERL TWD Z LR L
e

FRTREELR I 7AIL R —
RONTNDLDT 7 A )L RY —2BIRTEXF4,

«[72L (None) 1. E¥ELET77ANLT~L Y =T Ol 21THOT. BED 77 AV ET
oy LERA, ZOF T alE, ZrAAERERMEHEINTWS, F20137 74 L%k
FBORBEMEMEY (F7ZIFAARETHD) . HOWNET TV r—ra Y E2EELTWD,
FIXURL 7 A VZ U TRy MU —7 ZEUNIRE L TV D L— Uk LRI L
7,

[N T =T HTNTTry 7 (Block Malware All) 1%, AMPZ 7 7 RIZW&EbHHET
Iy NU—7 BT L7 7 ANMIINAT =T REENTNDLNE I hEHlT L, &Rix
RLTWE 77 A V&7 a7 LET,

I 7222418



7R |
| BRI

[T D RETXT/Ly 27T v (Cloud Lookup All) 1%, AMPZ 7 ¥ RIZI\W&bET
Xy NT—=7 & d 57 7 A VO ARG L TRk L7 9 A CEDREELFTF AT LE
ﬁ—o

[AT7TA U KX AL N T vy — RSNIEPDFE T Ry 7 | EOMDO~LT =T %7
v 7 (Block Office Document and PDF Upload, Block Malware Others) ]1%., =—#I2 k3
Microsoft Office ® K¥ 2 A M & PDF DT v 7 u—R&7my 7 LEd, AMPZ 77 R
WZHWEDLETRy NV—2 2@l T2 7 7 A MYV T =T INEENTNDLNE O %k
WL, BEAERL WD 77 AV ETay s LET,

[(AT7TA Y RFX2 AL NOT TR —RET Yy FOMOYAL T 2T BTy
(Block Office Documents Upload, Block Malware Others) ]i%, ==—%1Z X % Microsoft Office
DRF¥2 A NOTvyFua—FRe7ry 27 LET, AMPYZ 77 RIZRWEHLHETR Y b
U— 7 B@iRT D7 7 ANMITNAT 2T RNEENTHENE I YT, BEEZR~RLT
WL 7 ANET ey LET,

u|
At
\'
3,
S
Ko
it

TIRAN— DX TEREL, B X SR —ET D T T 4w 7SR L TH
TFENDNEIDERELET, AN FEa—T TL—VICEET S A4 X M 2fERT5HIC
X, B X AT HORERHY T, Flo, —BITDHDNT T4 v I NV AT LEE=H
THEOIFEHTELIEIERY v Va2 R —RIIKBEND X HICTDH72DIch, axo s
EEINCT HLERH Y F7,

MR EX 2V T 4 BLRa L TP IA4 T U AOBEIC > T AR X 7 LT TIFE N, 4
T DA R MO EMZ, N7 A~ A ESEDZENEETHLIEAIL. ooz

Kﬁﬁﬁﬁﬁ@ﬁﬁyﬁ®ﬁ%ﬁﬁﬁbiﬁo*ﬁ\7D774J/7®EMT*VFU%
7 NT T 4 vV DIRFIRFRDBPMELRG AL, EOMOEROa X U 7 ERME L 7,

AR v AEE (DoS) WEBROMICT vy SN TCPERErX L 745 E, VAT LN
T —< LV ACEEBE L, HEOREDA X ML > TTF—F_X—ZNBAMIT 72 5 ATREME N
HVET, Ty I A= WlaX T EEINIT HEIT, EDON—INA 2 —Fy MUAlDA
VE—=T 2 A ZAETNI DS WELZITRTWMLDO A L F—T 2 A ZERRELTWNDLNE D
MERETLET,

WoOaX 7 F g s EBRETEXET,
Oy 749232 &R
WONTNIDT 7 a v 2@ENTEET,

o [BEGEOBRMENE & TR C v 7 &2 508%9 % (Log at Beginning and End of Connection) ] :
PRt DBAAARE E R THREC A X M ERIT L E T, B T4 X MR A1 -~
YMIEENDTARTOMERE, T 2N TELTRTOERDEENT
WL, FFAILES ELTVWDE M TI 74w 7 TRIDOF TV a @R LW &
ZREDLET, MTDOAR bOaX R, VAT LANRT < AT S

B 7 tex%m
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A\

nxvonxz

FREMEN BV £, 7272 L, ZHET Ry I SRTWA T 7 4 v ZIZHFRTEN TV
HME—D AT g T,

o [BEGERE TREIC 1 7 25089 %5 (Logat End of Connection) | : B2 D& THFICHE i &
DFREF AT 541, 2047y a v E®RLET, ZhEFTSATWD, %
TIXEHEENTWD T 7 4 v ZICHER S E T,

o [ v ¥ 772 L (No Logging at Connection) ] : /L —/b DB X 7 &N T 5
Wi, ZoF7Fva rEBRLET, X7 740 BT,

GE)

TI7EA aryhe— L b= UKo THOHSNTRARY U —BNRAZBKRE L TRA
AN REERTDE, VAT AFIA—AOu X FHREICEGERL . BANKE L
DK T HZHBEMICE X 7 LET, RANRT B v 7 SNTER TR, #ice 7 WO
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