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7 oA Rl EIEAFT 55503V £9°, Smart CLI 7 > 7 L — bk T FlexConfig 73 BB
NI-HEHEZH AT 208N H 5550%, Smart CLI 7> 7 L— F Z/Epk L TR 5 R1IC
FlexConfig Z#/ER L CREB L £9, 72 & 21X, OSPF Smart CLI 7 7' L — & LT
EIGRP /\— h Z H AT D85 A1E. &YIC FlexConfig Z{# fl L C EIGRP i E L., i
726 OSPF Smart CLI 7> 7 L— h &ER L £,

FlexConfig 7> H % E L 72 BERE & 72 13MRE DO — 2 HIFR 95 23, Smart CLI 7> 7 L — F 33
ZOBREZ SR L TV 2581, BWICHiE 29 % Smart CL1 7 > 7' L— h Ta~v
REHIBRT A LERH Y £9, ZDtk, Smart CLI TERE INTAKIENSH L0 LH I
RIEZ B L E T, FlexConfig 2> LISREAHIFR L TRRIEZ TR 2 & HAEMIZTELRHI
frexE£7,

SmartCLI A7 x4 FDEE

Smart CLI 47~ = 7 KX, Firepower Device Manager Ot T3R5 Z & 3 TE 22 BERE
EFLET, Smart CLI AT ¥ =2 MI, BEEOWEIZE N T —E L~ DI A &2 Az il
LT, fRESHIHE (T 7 L—1) 1220 T, T XTOEER 3~ RRHFRNCHIAA

| BEiEYS



| sams

sanz [l

F. AN ULEEBPBRAESNE T, Lo T, HWEZHEKRT H7-0OIZCLIZ~ > &/
LTC%H, Smart CLI 7 ¥ =7 M FlexConfig 47 ¥ =7 MEEHBEAREATIEH Y A,

Smmcu%yfv~Fm—ﬁvxw@ﬁ4EVX%hﬁLi¢ﬁ F v hU—27 TIELL B
YET DX I ETIRT H7-DIC ASARER T A Rea~<w 2 R U 77 LU R &G, AR
@ﬁ%ﬁ%%ﬁ%?éz%ﬂ%biﬁ AR, BfET S ASAHERIT T TIcH Y, HHE
LENDDIZ Smart CLIA T V=7 hTa~wy ORI Ly —7 v AZERTH 2 L2 T,

Smart CLI A7 V=7 MM, V=T 4 IR EDBRESFHICL T/ N—"fbEanE7,

GE)

ATy

ATy T2

ATvT3

ATvT4
ATy TH

ATvT6

EFR LT _TO Smart CLI A7 2 = 7 M3 &£ J7, FlexConfig & IFHER D | W< D0
D Smart CLI A7 2 =7 FEERR L, ZOHFNL@RINLTREBTZ LT Eti, HlkT
DREREIZ R LTI Smart CLI A7 ¥ =7 M &ERR L £,

FIE

[T/31 R (Device) |> [EE#IE%E (Advanced Configuration) | C [fXEDER (View
Configuration) | %7 U v 27 LE7,

ﬁﬁ&E@EﬁTLX7%FQJ@mmaﬂ]@T@=éTé%A@IJT%ﬁ)y7bi
9, =& z2iE. [RA¥— FCLI (Smart CLI) |>[JL—T 4 >% (Routing) | T,

&@w#hﬁ%iﬁbi#o
ATVl NEERT DI, [HARFE7 ) v LET,

TV N ERETDICE. ATV L ofRET A3y (@) 2V s LET,

FT s NEBIGT B, 20TV oS HET A3y @) 220 v s LET,

F T FOL4RET. SHICA TV a rTEHAEANLET,

R 9 DHEEED [CLIT > 7 L— b (CLI Template) ] Z 3R L £,

VAT AFavr RT o L— b E[T U7 L— |k (Template) 1V 1 > RUIiAAIAFE T,

BONCHE R o< ROBNEREINET, 2NOITT P L— MO ERE/IMEREFH L E

7,

GE) WL ODDHERETIZ, BEOTFT L — N EMEL LET, 7L 21F. OSPFv2 %1%
K5I, [OSPF] & [ v % —7 =A A (Interface) | 7> 7L — h&HEHA LT, 2
OO SmartCLIA 7 V=7 M EERTDZHLERH Y £9, OSPFT > 7 L — I OSPFV3
RERT DO TE RN LITEELTLEE N,

EHEAD L, DEISELTT L — hoa~vr REBEMLET,

PRAHIIIZIE, ASA F 7213 Firepower Threat Defense 7 /34 A (Firepower Management Center (&
Lo TEHEHENTWDHD) DOEEFOMBAEH L TEELET, T LTV O TIX

sz B
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BIZRry NO—TNOZDORFEDT N, ADGANIG L TIP T RLVA, f VX —T A A%
REODEBEZEEL T, 70— 2 FNICEASEILERHY £1°,

T L= ~DANCET I OO v M ERICRLET,
 BEOEZEIRT BT, BEOWTN»E 7Y v 7 L CEYIZREE AT S0, VR B

MHIEIRLET (EAFIESNTVDIEE) o« ANMELEETLIERE~ T AL —"—7
Ll BEOHFERE, A7 a v OFRERF R SINE T, —EOr — A Tl HELHE
DR STV ET,

7c& 21X, OSPF OF 7L — FTld, %22~ RO router ospf process-id &~ 7 A
F—/3—92% & [ProcessID (1-65535)] & E/REAV, process-id a7 ) v 7T 5L 74—/
R23sE RSN E T, BRICHLEOREMEEZ AN LET,

-WﬁmﬁfyaV%%WTék% AT a EERT AT O TE 3B

VRBRH DS %h%#ﬁ@%u“%éhzﬁ U TCAShEITEIC R £, =
h%@ﬁ%@:?/%%%&biﬁo

« 77 L— bk kD [FR (Show) |/[MEzh%F K~ (Hide Disabled) 1V > 7 ZfHH L T

Ea—%flfLET, Bhlea~r RIS ETAR, TRDEFER L THERT 524
BERHY FET, BT U= EFERTIHIE, T L— ]\J:O)[ﬁle%i%ﬂ“ (Show
Disabled) [V > 27 %27 Vw7 LET, IS Da~vy RORrZERRTDHITIE, T—7 b
D Lo [ AZ ISR (Hide Disabled) [V 2% 27 U v 27 LET,

s TV N ERRIARAE L CUBOT R COREE 2 ) 7T 5, T L— ok

DUty (Reset) | Vo7& 7Uvw 7 LET,

A Fvaroavy REGNIT LI, ITEBFOLEMIHD [t]|ORZ 27U v L

e

A Tvaroavy REENCTHIE, TESOLEMCHD [[(1ORZ 27 ) w7 L

9. ATEMRE LG E, MENEZHIREhEEA,

cawy REERT HI2IE, [ 7Y 3 .. (Options...) |ARZ %227V v 7 LT [#ER

(Duplicate) ]%%?RL&T a< > REBEEIANT S Z ERFEIRGEIZOR, a~
v REHERTEET,

R Lo~y REHIRT DI1I21E, [ 7> 2. (Options...) | R¥ %27V v LT[HI

B (Delete) | Z&INLET, XR—=R T T L —F DO THDa~vr NZHIFRTE 4
/\/0

ATy TT [OK]Z27 V7 LET,

| BB
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FlexConfig K1) & —ME&E .

FlexConfig 7R 1) > —MDE%E

FlexConfig 7N U ¥ —THLZ T /A XA DRERITIEBH T % FlexConfig 7 ¥ = 7 b ®D Y X T,
RV —IZEBENDINOLDOAFT V= FOHZBEE I, MITT X THRRIZERINLET
THEHASNEEA,

FlexConfig 47~ =7 N CEHRIN TS 2= NiE, SmartCLI % & ¢ Firepower Device Manager
TERSNIEROT NTOa~v Yy FORIZEHSNET, Lo T, 7/ ATH LTS
NEDa<y RBBITSNDHANIRESNTNDAT V=T b A U F—T = A A7 EIRAF
25560 & Y £9, Smart CLI 7 > 7' L — kT FlexConfig 73 &5 S AL/ B 2+ 2 222
23 %A1, Smart CLI 7 > 7 L — b & fFRk L CTRERHT 2 AlZ FlexConfig Z Rk L TR L
9, 72L& 21F, OSPFSmartCLI 7 > 7 L — s i ] L T EIGRP /L— h & BT 255813,
BT FlexConfig Zff ] L C EIGRP Z5X & L. Ziuh 6 OSPF Smart CLI 7 > 7' L — h & {EAKL
LT,

GE)

ATy T

ATy T2

ATvT3

FERED Smart CLI 7 > 7 L — M3 ® 5854, FlexConfig L TE N2 TX £+ A, Smart
CLIA7 V=7 N T20ERHY £,

bR D BRI

FlexConfig 7 ¥ =7 FE{ERLE T, RO FE Y 7 EZBHMLTIZEW,
* FlexConfig 47 ¥ = 7 FOE (16 4—)
* FlexConfig 7Y = 7 F DL OB (19 *—)

cBX— ATV FOFE (27 1—Y)
FIE

[T/34 R (Device) |> [E¥#1Z%F (Advanced Configuration) | C [fXTDFE /R (View
Configuration) 1 %7 U v 27 LE7,

AR E D HIK T [FlexConfig] > [FlexConfig/R ') & — (FlexConfig Policy) | %7 U v 7 L &
D

[ZN—7U AL (Group List) |INOA T =7 hDY A FEEHLET,

ATV NEBMNMT DI, (AR E7 )V LET, ATV MREEFEL
R E L. [Fi#iFlexConfigh 7 ¥ = 7 bk ZAFA (Create New FlexConfig Object) ] % 7
Vo7 LTERLET,

ATV FEHIRTDIE, AT V=7 b P OARIICHD [XIRF L E2s ) v
LET,

sz B



samgE |

B rexcontig 705 romE

ATv74

ATy TH

(F) HAT7Vx7 MIERICHCTEMM T, o FlexConfig4 7 ¥ =7 M TEHEILTH
DIERITEF LW 2B LET, ZHUCkY, thodT7 v =7 NMogEr b
ZTNCAT Vs NEBINERITHIRTE T,

[FLEa— (Preview) | ~A  CRESNIa~ Y FEiHEiL£7,

[ERH (Expand) 1% ¥ (Z0%#% [0 7=7-% (Collapse) 1) #7 V v 735 WMmEILKT

XFET, TNICEVEVWI<w U FRLY AR A F1,

Tl Ba—E, BREMIEL, BITSNDHEMERa~vy REERLET, Zhboa~vy R

ELSENRZ 2R LET, a~v U RRZT—%24E00, TS ABEHTE 225

RGN LR TN & 2R T2 EENH D £,

EE VAT AFavr RERBGELEY A, B a~ s RO, EOREERH D a2~
NHREAFRETYT, ZEAEMTHIANEEICS V2 — 2R LET,

[PR1F (Save) 1227 U w7 LET,

RDEZRY

FlexConfig 7N U > — %@tk L% I%, ROBAOKRZEEICH I T EZIW, =7 —0H5
BAE, A7V 27 bOCLIZEIEL £, FlexConfigik) v —D s T TNy a—T 47 (
=) ZZHRLTIZEN,

FlexConfig # 7> =4 FDEKRE

\}

FlexConfig 47 ¥ = 7 MZIX, BDJ 1L Tl Firepower Device Manager % ffi H L Tk E T & 72
WRFEDMSRER RET D12 DICRERASA A~ RBGENE T, I~y RO —F U R,
AN IABRLIELSANTZ2HERHY £9, v A7 Ald, FlexConfig 47V =7 FOWNEE
FREE L EH A,

RETHREREZ LD TV x 7 VEERT D 2B LET, 2L xiE, N
FT—%EHRL, RIP/V—TFT 47 7a halbRETHHEIE, 220N LA 7Y =7 b
ZREHLET, WEZNOA 7Y =7 MBS 2L, BIAT2A 7027 FOBRBESIC
R0, FRENT TN a—T 4 T URESITR0 FT,

GE)

ATy I

enable 15 X OF configure terminal =~ > NIE OV TLL IV, AT AX, BEIIZ=a
TA4F¥2lb—vary avy N#ENRE— FIZAD £,

FIE

[T/34 X (Device) |> [E¥#15%7E (Advanced Configuration) | T [fXEDHE /R (View
Configuration) 1% 27 V v 27 L&,

W s
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ATy T2

ATvT3

ATvT4
ATvTH

ATvT6

sanz [l

FEHIER E @ H K T [FlexConfig] > [FlexConfig4 7 < =4 k (FlexConfig Objects) | =7 U v 7
L/\i‘é—o

WDOWNTNNEEITLET,
AT V= FEAERT A, [MARE A Y v LET,

CF TVl NEFET A, ATV N ofET A2y (@) 22U s LET,

BRI TWARNWAT V=7 FEEIRT2ICE. A7V oS BmET A2y (O)
Uy 7 LET,

F T NOLHET, EBICF S a s THBEANLET,
[Z5% (Variables) | &7 a T, 7Y/ PARXNTHAT LK ZERLET,

VERLT B L BED B D MeE— DAL 13 Firepower Device Manager N CEFR SN TWAH AT V=7 b
ZHRTHOT, BEMIZIER Y FU—7 0 A= b, BIOBEX—OEEOR, E134 006
EA V=T 2 A RAEETA L F—T oA AEETT, MOEHOMTIX, BIZA TV =7 b
ARINMEZ AT)TEET,

BEEOVER & OFENIZ W TIL, FlexConfig 47 ¥ =7 s OEOIERK (19 X—) %
ZHLTIEIN,

[T 7 L—1b (Template) 127 a2, BEEZRTTIDICHERASAa~ Y RE AT
LET,

HWREAZRTETATEOICELWEFRCa~y REANTHILENSHY £9, ASACLIFER T A K
FHERALT, a~ry REANTAHEZFE LET, HEMICIE, ASAE-IEBBE LTHER
TXBHD FTID T34 25 DHERTT A MFELOHER T 7 A VDS BLTY,

B ZRE IO T B 720 Mustache Zit 25 Z &b T £9, FHMc O VTIL,
FlexConfig ZHOZ R EEOELSF (20 ~—) ZZRL TIIZIV,

F T2 NALEVERT AT D N SOk NERICELET,
ATZBINT HITiX. [TOXRBITH— YV EZEVWT, Enter T —ZF L F7,

« BREMAT2120%, ZEBINCHICEER 2 AN LET ({84, A7V =7 b &
ST LTI, BGT2HORMEZEZD L MNEN DY £3 ({8 B, A
REZRBIEE, ATV N XA TICR - TRRY 3, FHMICOVW TR, 2R
{{variable}} E72I% {{{variable}}} (20 ~—") ZZHL TIZIV,

eSmart CLIFA 7V =7 2T AT, A7 MEASLET, Smart CLIICETE
INTWDIN—T 47 Tt AT IHIMLENSILEIL. ek AIDEASILE
9, FlexConfig 47 ¥ =7 NN® SmartCLI A7 ¥ =27 FOZH (26 X—) 2S5 L T
TZEW,

e T L— "ARIKD Eo BT 540 7-72%r (Expand/Collapse) 1|V > 27 %27V v 7 L
T, AMEERELS EFhas<< LET,

Uy k Rese) V2727 v LT, AT Vs FEREICRIE LIEEIAT>T2T
NTOEREWE LT,

sz B
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ATy 717

ATvT8

| BB

samgE |

[r7— 77 L— bk (Negate Template) &7 v a2, A7 V=7 ARIKTEHELIza~
v REHIRE 7 IIANEZ DIk ER T~y FEAS LET,

RT— b7 a AIEFICEETHY, 2 OOHMERIZLET,

cBEZMHICLET, AMETa~y FeiRAT R0, ROICREEZHE LY IR
FTrblizZnbDavy FaHLET, ZhICIVIEFICEAShE T,

*FlexConfig R U = b A7V =7 F&HIBRT 5 2 LIk o> THREZHIBRT 256, v &
TLET A Apbavy FeflRd sizdicnboa~vy REERLET,

F7TV 2 NARIENTCLIZ R — FETIFAIVEZ DD B e a~y REEE LW
Gy BETET A A2EKOMKRE 7 V7 L, A7 V27 NNOa<y RETFTIERLS, 7
TORY —ZFHERTILNERHY £9, ZHICK VBRI DERNELS 2D, £/
T4y IR ENET, ATV AR TERSN TV AR E TR T 72D E e
INH0avwy RRTRTHY, ZhETTHLIZ a2 B LET, *7— b a~vr Fida
W, T 7 L— b TnolEXFE T clear B D a~ 2 Rz £, A7 - - HRE & K%
AT TG, X — ) a~r FIREBRICIIEEZ AT B0 a~ > Ricky
7,

ASAMERNATA Rea~x R U 77 L2 2L T, @l a~y F2HBLET, Hall
Ko, H—Da~v U FTEREZILICRERT ZENTEET, 72L& ZIXRIP 2T 547
Y7 NTIL, HifliZ2 no router rip 2~ KT, 7 3~ R&E D7 router rip k(K%
HIBR L £ 9,

FIERIC, BEAT DT —Z BT 5 72912 banner login 2~ > K& W< D0vE A LT2HA .
HL— no banner login =~ R Tr 7 A » NF—2KEZ 27— LET,

TUTL— N TEEORA NENEZAT V27 bEERTAHA. 77— T 7 L— R TI
WONEETAT7 V=7 FEHIRTAINERHVET (0FV, 7 V=7 FNEHIFRT HE1ICA
TV bOBBERINCHIBRLET) , & xE, FTACLEZFEKRLT, F T 7407
7 7ACTACLEZZIRL, RV —~<v 7 ThI 747 7 T7R%BRL, REICH—ER R
Vo—%2HLTRY =~ T 2GMNT 256, x7— s 77— sTCIEETI—E
AR —=ZHIFRL TR v—~v T NF7T74v 27 7T A, HEIZACLOJETHIFRL
T, REZTCICERTHLERNDH Y 77,

[OK] %27 U v 27 LET,

RDBRY

HLIZ FlexConfig 7Y = 7 M &AERT 27217 TlE, ZRZBHT20ICE+2TiEd b £8
lo 7= % FlexConfig RN Y & —I|ZBINT 24823 H Y £7°, FlexConfig AR Y > —HND
INLDOF TV FOREFHIIVET, ZHUT XY FlexConfig 47 ¥ = 7 b OUEN AIREIC
720 TATHREHBANICER I DO TIEAR W O0NIRENR RO 72 DIZF I ATRRIZ 72 1
F£9, FlexConfig NV 2 —DFE (15 ~—) 2L TIIEIV,
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FlexConfig = 7~ = ¥ FDEHDIERK .

FlexConfig &= T 149 FDZEHDERK

ATy T

ATvT2

ATv73
ATvT4

FlexConfig 47 ¥ = 7 FNETHHT LM, A7 V=7 NAKORNHTERINET, £
BO@ERBIDOY 2 MEH Y FHA, Lo T, A ER L TERBID FlexConfig 47 ¥ = 7 K
NTHEHTAZ EIETEERTA,

BEITZN OO LR R AR L £,

« Firepower Device Manager # i/l L TER SN TWNWAHAT V=7 MR LRT I & & AERIC
LES, ZhiZiE, Xy bV —2 R—h BIOWE#HA TV =7 FRGENET,

s INDIIEET AR RN L AMEE T TV "ARENSSEELEST, LR -> T, HEY

BT HENTHICERERELET, A7V 7 "AERERETILEITIHY ¥ A,
L, WD avw L RIAL VN TV =7 NEBRTHNEN D A ICHNE
<,

ZOFNETIX, FlexConfig 47 ¥ = 7 MIEMZBINT 57 2R ONTHHLET,

FIE

[T/34 X (Device) |>[F¥#IZ%%E (Advanced Configuration) | ~<— 75 FlexConfig 47 ¥ =
7 NEREETIIER L ET,

FlexConfig 47 V=7 FOEE (16 X—) 2SR LTI EIW,
[Z% (Variables) 1 &7 ¥ a > TIROWTF N EFETLET,

 BEEBMNMT DT, (AR E227 ) v 7 LET (FREBEEESESRTOARVWEAT
[ DiBM (Add Variable) 1227V v 27 LE9) ,

c EEERET BT, FosEOmET a2y (@) 22V v LETS,
TEEBIRT I, 20RO HET7A4ay (0) 220 97 LES, Z20OEK~DBR
T Uo7 — MPRENLHIBRL TWA Z & 2R LET,
TEOLHTEAN L., FETHEE AL LET,
BEDOT—2D[X AT (Type) | Z#BIRL, fEEZANEITZTIRLE T,

RDZA TOEREAFRLTEET, EREFENT 53~ FOTF—2ECEET 244 7%
BIRL F7,

« [3CFF (String) 1: 7 F A PXFHITT, LA AR M, =kl

o B (Numeric) |: BEE T, v~ /ML (A TR ED) FEFEliT 16 EE
FRREEZORNTLEE, EBEHOGAIISITINESEZFEH LT,

o [7—/VE (Boolean) ] : #wEEAY true/false T, True F 7213 False IR L E 77,

sz B
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B Fexcontig zHnBEE EOmE

[y hU—2 (Network) ]:[4 7Y =72 I (Objects) | X—Y TEHZNTVDH Ry |k
V=0 AT7V=7 bRINV=TTY, Xy bI—=27 AT V=27 FELZTN—T &R
Liﬁ—o

s [A—"bF (Port) 1:[A7 =2 k (Objects) | —T TEHKII TS TCP %721 UDP
R—=bF AT V27 bTT, R—F AT V=7 FE2RBIRLET, T A—TZDMlO7 1
NaVHOAT Y =7 IR TE EHA,

s[> H—T AR (Interface) ]:[7 /34 A (Device) [>[1 % —7 =4 A (Interfaces) ]
D=V TEBRBIN TV DHAMMEAN L X =T 2 A ATT, A F—T = AERRNLE
T AEIEFTZ2NA U H —T = A ATEIRTE A,

o[IP]: Ry hRTERITT VT 4 v 7 AENRVE—O IPv4 £721XIPV6IP 7 KL AT
j‘o

o [Fb% (Secret) ]: FlexConfiglIZERKINTMEX— AT V=V N T, A7V Naik
WLET, WEX—F T h@{’ﬁﬁk@nﬁfﬂ IZOWTIE, B — 47V =7 D%
E Q78— Y) BZRL TN,

AT w TS5 [£% (Variable) | #4712/ Ry 7 ZATLHEM (Add) 1 £721 [#1F (Save) 1227V w2 L
ijﬂo

ZHTFlexConfig 4 7 ¥ = 27 M OARNDOEL ZEN TE 4, ERESRT 5 71E1T. £
DEATIZE > TR EF, ZHHDOEBDEMGIEOFHMIOVWTE, RO My 7 25
RLTIZEw,

« BHEW . {{variable}} F 7213 {{{variable}}} (20 ~<—)
« b7 a v {{Hkey)) {{/keyl} it T a  {({Pkey}) {{/key}} (24 _—)

AT 76 [FlexConfigZ4 7Y =7 | (FlexConfigObject) | XA 7/ Ry ATOK]| %27V w7 LET,

FlexConfig Z# D SR & ED EF

FlexConfig (X7 > 7 L — F 53 & L CMustache Z i L 92, AR— ML, ko7
T3 oRICRESNE T, THOOREEZMEHL T, ZHE2SR L, ZOMEZIGL
T, WL ET,

ZH SR : {{variable}} & 7= {{{variable}}}
FlexConfig 47 ¥ = 7 "N TER LIEEBEZSRT 5121, ROKELEHEH L LT,
{{variable_name}}
Eil
{{{variable_name}}}
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RO DOEL Z2Ele, B—AEOERDOBEITZNTHoTY : [BfE (Numeric) ]. [3LF51

(String) ]. [7—/Ui (Boolean) ], [IP], 2T & 72 EDORHELFNEEN TV DL, =
EhvazMALET, £, T_XTOEKTHICZED vy a2 TEE7,

2L, T _X—ANDOF T V=27 Fe LTETULENDEREZIE LR TEHOLE
L. Ry FEFREMHEHL, BUST547 V=7 NEhEOAHIZE O L LENRSH Y £, BT
HDFATV I N BATDAPIZ I AT 0 —=F TOET N EFRDZLICE>T, ZNUHDORE
YA LR TEET, ROBEOEB AT HITITROELZEHT20ERH Y £9 1 [
% (Secret) |. [*v b7 —2 (Network) ]. [&"— F (Port) ], [f > Z—7 =A A (Interface) ],

{{variable_name.attribute} }

72 & 21X, net-objectl (R> hT—27 JN—T7TlE, Xy NI—I FT7 V=7 NaRT)
EVWILHIDOR Y NT = EHOT FLAEZTUET 5123, WEeFERLET,
{{net-objectl.value}}

FT7T=2 PADFT V=7 P LEMEEZBRLE S LT 205613, —EDO Ny MXEIY D
EYEEER LT, BAROMEIZ FYAE T T H0ERH Y £3, TLerTE A F—T=A( R
DIPT FLAIL, ipvd & ipv6 EWVWHARIOYV T AT V2V N LT, A X2 —T A A LT
Yl MIETMEEINET, L2 -> T, int-inside & W) ARTO (NEA V¥ —7 = A A%
RY) AVE—T 2 A AEELDOIPvA T RV A LW T Ry b A7 ZBUGT 512X, REHEA
LET,

{{int-inside.ipv4.ipAddress.ipAddress}} {{int-inside.ipv4.ipAddress.netmask}}

GE)  API=Z7 27'm—F%B<ITiX. 77 7% T URL Dtk DESY % /#/api-explorer [ZZ8H L E
7,
WORIZ, BEOBEZNGE2SBTHHE, A7 V=7 NOSEX, APLET VORI & fE
HI AAHeERNE WS RE R LET,
EHOR SBETIL £ BR
7 — )Vl T FmERAY true/false, 7 — VB OELRBERIL, B v a v F
(W25 50 {{variable name}} VA EYSE i e/ AV UTCT, 7ol 2R, EHIROIS FE 713 ERR

{{#variable name}}

commands W ONDF TV 27 MZh, BV aroF T a D

{{/variable name}}

REztoar:

{{"variable name}}
commands
{{/variable name}}

BREEO T TCORERELAMT DUEND LHE. 77—

tyay: NEROEEFE L Ca~y OB g v b A Ei-id

7 TEET,

BRI 572D T 2 EN DL DET VDT —)1
BOEMERH Y 9,

sz B
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| e
EHOE BRETIL B2l
AR —T A A | B : [T /34 A (Device) |>[Af v Z—7 A A (Interfaces) ]

(7Y MNE

{{variable_name.attribute}}

DR—=T TEHRSINTWDLAFIEA L F—T = A, K
LDAH—T oA ABBETDHIEITTEERA,

BAPLET VT (w4230
A B =Tz AR AUH =T 2 A AETINVTHEHATE I EIERBEEN
<) {{#variable name.attribute}} HOVEST, A EF—T A R ETTNVIX, YT LT
commands , Sl b L REPT FLARGERET,
{{/variable name.attribute}}
Wz, TS >EREEZ NSO R LET,
REzg7a: s variable namename (X1 > % — 7 = A ADFHE4 %K
| | LET,
{{*variable name.attribute}}
commands . . .
({/variable name.attribute)} . va‘rzable_name.hardwareNOame [ GlfgabltEthemetl/S 7
EDA A —T oA A R— L ERLET,
* variable name.managementOnly {3~ — /Ui ¢34, TRUE
T, AV F—T oA ANEHEREL L TERIINLTD
HZLEEWLET, FALSElL, A VX —T A A
73 through-the-device N 77 4 v 7 T D Z L EH L
9, ZoOFTvalE, B va s F—L LT
HTXxET,
* variable_name.ipv4.ipAddress.ipAddress (I > % —7 =
AADIPvA 7 RV AZIEKLET,
s variable name.ipv4.ipAddress.netmask |31 > % —7 —
AADIPVET RLADH T Xy h~A7 R LET,
P T - v bR AT ERIZT VT 4 v 7 ARBIRVE—O IPv4
(25 %0) {{variable name)} F-IXIPVvOIP 7 R LA,

| BEiEYS



| sams

sanz [l

EHOR SBETIL SBA
Xy hU—7 EH (ry hI—HFTzH M) [4 7Y =7 b (Objects) ] —Y TEZHESNTNDH R Y b

(7Y =2 NE
o APLET VI
NetworkObject T
ED)

{{variable_name.attribute}}

wHay (UIN—TATozH
k)

{{#variable name.objects}}
commands referring to one of
{{value}}
{{name}}
{{/variable name.objects}}

T— 0 F 72 NRIN—TFTY, B g a2
LTxy NT—2 TN —TF 52 TX F7,

Wiz, IS EREM AR L ET,

* {{variable_name.name}} | Ix >y NV —7 AT =7 I
FLFITN—TOLRIERLET,

* {{variable name.value}} |~ NV —2 X7 =7 k
(ry b= TN—T7TlEb o EEA) OIPT K
VAODHNEZRLET, Xy bV —7 7T =7 b
DFFONEDZ A THRE S NTza~ 2 Rk LTE
LW EZBERLET, ILexiEX, 7 xy b TR
VATIERSAA R T FLATY,

s {{variable_name.groups}} (v NT—2 J)L—F|Z
GENDFY NI—0 ATV hOY R RERL
T, IRy NT—F TA—TEERTEKTO
HMERALET, 7 N0—TONE AR K LA
L7 var Z7IEMLET, {{value}} F72i3
{{name}} OWFTNNEMHFHL T, KIZHEXY NT—
I F TV NONFERELET,

Bl zH R, =~ MM (AT RRED) EEIX
" - EFR L EZORNTL S, EBEHOLAIT T
s {{variable_name}} 16 1
(R PEHA SR LT,
N P (47 Y=7 b (Objects) ] X—Y TEFHESN TS TCP

(A7 =r bE
% . APIET )V
[%. PortObject,
tepports F 721
udpports T9)

{{variable_name.attribute}}

FXUDPHR— M AT V=7 b T, Zhix, A—hF 7
N—T T, F— M AT V=7 b THOILERHD
EJr AN
RIZ, RSO EREEEZ R LET,
s {{variable_name.port}} 1IR— " NEFEZ K LET, 7
2 haVIEENERA,

s {{variable name.name}} | IR — K 47V =7 N OLHI
IR LET,

(AT "
¥ . API T V1%
Secret T1°)

P
{{variable_name.password}}

Fo0x

{{{variable_name.password}}}

FlexConfig (ZEEINT-EXF— 477 N TT,

TERCT D BN B D ME— DB IUT, Wb S 7= 8%
X3 password JE 1T,

INRAT— RIZ &I EORRLFENE ENDGE. =BT v
aEEHLET,

sz B
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B oo o teyikeyh Lt & & 3 > (AkeylHUkeyl

EHDE SRETIL B4
pa2 7l EH THRARLFHITYT, 2L ziE KRR M, 2—F47R
(BRI %D {{variable_name}} &

t 3 {#key}{{/keyl} £t D 3 > {rkey}{/key}}

v arERITNE s aiE, B2 a v OGRS LT E OO avwy Ko7 y
7T, ARG LTHF—2HHLET, B2 a o0 HEIT. Fhas@Esnyit s s
UM R o TERY 77,

cBEDOE I vay (FRFHEICEZ V3 y) X, F—MNTRUETH DD, £72I1TZE TR
AT UV EEDREAIE EINE T, =N FALSE THDH2, £HIIA 727 M
AT UYNRWGE, B a N av s FRIERESNERA, B 2 a Uigosg
AEINET,

WIZ, BEDOEI S a OB ERLUET,

{{#key}}
one or more commands

{{/key}}

Wirraid, 87 a O TY, =N FALSE THH), FF3A TV =7 b
ICNBED R WIS ENET, F—NTRUETH I, £7-01347 V=7 Mzar s
VYNNG E, Wk g AR RAEINET,

Wiz, Wt rya O LERLET, ME—DOBWIL, F¥y Ly My a ¥ hES
Wz 52 LT,

{{"key}}
one or more commands

{{/key}}

WDORE Y 7T, B3 arBLOWitEZ v a rOFERABRCONVTHHALET,

BHREOEHENET S75E

BEEOEBOUHED ERFL, Xy NT—2 IA—T 5T Xy NU—0 BT, Z—
TIEEDOAT V=27 bNEENTVS (objects BHEDT) OT, *v hU—2 Z)L—TH
DEZBYVIKLIATL, B0 EE2HHA L CEEKRIRIC 2~y RERETE T,

7ok ziE, ARA b 192.168.30.0, 192.168.20.0, 192.168.10.0 % & E» net-group & 9 L HID TR v
NI =2 ZN—=T0b5%E1E. WOFEEHEH LT, RIPL—T 4 THOKT FLAIZ
Xy hNU—2 avw RERETEET, Xy NUV—27 7T =7 hO value B % HFAM TR
M L. net-group.objects.value IADSREZIEE LW Z LICEE LTI ZSWN, BZvaro
BH%4C net-group.objects #3252 L1X, ZOEHEZEKT 55 TT (FlexConfig 47
V7 MO Tvalue) BIEICMEOZEE ZIER LRNTZEWN) |

W s



EdiEd
T—IEFEREFEDA Tz MEDWTHBARAGLEERTT 4% .

router rip
{{#net-group.objects}}
network {{value}}
{{/net-group.objects}}

VAT AIEBET Va v OBIEERO LD ITEBRLET,

router rip
network 192.168.10.0
network 192.168.20.0
network 192.168.30.0

T—IMEFERIFZEDOA TP ) MEDWTAHRAIGELLEEFRITT DA%

I g ORGEY TNOEROa T Y BNTRUEDIGS., 2134727 RBZETRND
e, B g B ENET, 7 —/UED FALSE 7213242 (BoF 7V =7 " E) ©
v a TERENE T,

DI COERMRIET —MER T, L 2E T AEREERL, BROMETHEE Y
varNicavy Re@EEE9, £0#%, FlexConfig 4 7Y =2 NDa~ ROk r g
EENEITENCTALERNHAEE. 7NV EEOBEEEETAVLERH AT T, 2
BRI — ERLEIRT 2 LEEH Y A, AUCEY | MIHIC, BREE A E L)
WZTEET,

7= & 21X, SNMP ZH#hZF 5 FlexConfig #3284, SNMP h 7 v 7 &4 72T %
7, enable-traps & VN D A RTD 7 — VEEZAER L, BANLTRUEBICRE LE T, KIZ, FT v
TEITICTHEE, BHERE L TFALSEICER L, 7Y =7 FEREFEL T, RELZH
BT 27200 T, a~vr R =7 AR X2 0 £,

snmp-server enable

snmp-server host inside 192.168.1.5
snmp-server community clearTextString
{{#enable-traps}}

snmp-server enable traps all
{{/enable-traps}}

G TVl NNOT = IUHEIZE ST ZOX A TOUEEITH) Z L b TEET, R xiX £
ZTCW OO ERET DRI, A v F—T oA ANEHERNE I DEFT = v 7 TEE
9, WOPFIT, int-inside [T inside & WD ARTOA L F—T oA ZA%ETA F—7 = A4 A
T, AU F—T oA ANEHEIRE SN TWRWEAIZDO A, FlexConfig (XZ DA >

H—7 2 A ATEIGRP B DA X —T =2 A A AT g aELET, 7 —/UEAN FALSE
DEENZDOH A< RPRFESNDL LI, #Hitrva r2EHLET,

router eigrp 2
network 192.168.1.0 255.255.255.0
{{"int-inside.managementOnly}}

interface {{int-inside.hardwareName}}
hello interval eigrp 2 60
delay 200

{{/int-inside.managementOnly}}

sz B
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B Fexconfig #7014 rro smatcu AT U4 F0BE

FlexConfig #Z 7> =4 FA®D SmartCLIA T2 =9 FDSHE

FlexConfig 47 ¥ = 7 N & AEkT 2856, 2% %M L T, Firepower Device Manager N Tax iE
AR AT V2 NPT I ENTEET, L, AV F— T2 ABEROR Yy hT—7
FTV ) R ER AR TE T,

72720, WUFETSmart CLIA 7 Y =7 haRT 2 EIXTEEHA,

RV IZ, FlexConfig NV > —THEHT 20N H D Smart CLI A7 ¥ = 7 N &AEKT 256
IX, Y7287 C Smart CL1 A7 ¥ = 7 M D4R & HMIZ AT LET,

T ZE, e bhar A Ay v a VERETDHHEEG, VT T vy 7T AL LT, JEEE
TI7REA VAT ENHY £9, 2L, $EET 78 A U A RO Smart CLI 47
Vx/ NBMFEET D720, Smart CLIA Y V= 7 b %A L CACL Z{ET 2 LENH 570
T9, FlexConfig 47 =7 T access-list 2~ > REEHTHZ LiZTEEHA,

Tzl Z4FL 192.168.1.0/24 35 11U 192.168.2.0/24 % v + U — 2 [#] T2 1 —/3LIZ DCERPC A > A
NIV a EAMET D5 EE. ROFIREZETLET,

FIE

ATV 1 200y NU—Z |l NU—27 3727 FEERLET, 72& 21F. InsideNetwork

¢ dmz-network,
ATvT2 ZhoDAT V=7 Mo Smart CLIJEET 78 A VAN A7V x7 FTHEALET,
Name Description

deerpc_class

CLI Template

Template

access-list dcerpc class extended
configure access-list-entry p
permit network source [ Ins orkx ] destination [ dmz-network
configure permit port any .
permit port source ANY destination ANY
configure logging default -

default log set log-level INFORMATIONAL log-interval 300

ATwv 73 4RiT Smart CLI 47 ¥ = 7 % 7~7 FlexConfig 47 ¥ = 7 MEER L E T,

e ziE, A7 V=7 FOLA4FIN Tdeerpe class] DA, FlexConfigd 7Y =7 MIKRD L H
IRV ET, R —F 707 L— Tl SmartCLIA 7 ¥ =7 FIBAER LT 78X U X



| sams

ATvT4

W#E— 47

ATvT1

ATy T2

ATvT3
ATv74

wEr—A7vzs ronz |

MIEHTERVRICERE LT LS, 2047V =7 ME, FEFEIZIT FlexConfig 7> & 1

BENT-AT V7 FTIRARWEZH T,

Template

1 class-map dcerpc_inspection

2 match access-list dcerpc_class
policy-map global policy
class dcerpc inspection
inspect dcerpc

MNegate Template

1 policy-map global_policy

2 no class dcerpc_inspection
no class-map dcerpc_inspection

47V =7 k% FlexConfig /R U > —IZBI L £97,

o~ =JL =
o FDETE
WEX— 477 hOFA L M, /SR T — ROMBEMO B STTFH 54 2 & ¢F,

FlexConfig 47 ¥ = 7 N E£721% Smart CLI 7 > 7' L — h THEH &5 LT a2 NI A 6N D
UR7 T TG EIL, XTFHNOMEX— 7 V=7 FEERLET,

FIE

[ 7Y =7 b (Objects) |ZEIR L, I T Y T—T N5 [MEF— (SecretKeys) ]% %
RLUET,
RONTNDEFITLET,

ATVl NEERTHITIE, [N AXE7 Y v LET,
BRINTOWARNAT V= FEIRT B0, A7 V=2 FOZHH4T71 2y (0) &7
Vw7 LET,

ATVl NOLRT, EOICA T a rTHAEASLET,
[/SA T — R (Password) ] & [/SAU— FOfERR (Confirm Password) ] 7 o« —/L RO 712X
AT — RETITE OMFLE DO LFHN 2 AT LET,

ANNTHE, VAT LARTHFARNERELET,

sz B
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B rexcontig s —n S5 TLLa—F s

ATvTS [OK] &7 Vv 7 LET,

RDEZRY

cHLWAT Y= bOYAIX, FlexConfig TENEMHT 572912, FlexConfig 47 ¥ =
7 et L, EX—ORIOEKEZER L THT7 V=2 FERIRLET, 20%, 47
TVl NARIENTEREZR L E9, SOV T, FlexConfig 47 Y =7 DD
fER (19 ~—=2) Z2ZRLTIZSN,

* FlexConfig /8 U & —D—#Tdh % FlexConfig 4+ 7 V= 7 N THEA SN TV EHBEFOA T
Vx MEWRETLHEAIE. B LWIIFIITT AN A B 5 72Dk E BT 2%
R0 £,

e Smart CLI 7> 7'L— hCld, 2~ NICWEX—PNLEREGE, BEET LI a7 1%
WMETHILXIZINOLDOA T V27 bO—ERERENET, BICHOE Ttz —
Vi -2 1 D= S

FlexConfig R >—D S TN a—Ta 05

| BB

FlexConfig /R U ¥ — %tk L7 %13, ROBEHOFRZEEICTH ST ZS VY, [REFOLEE
(Pending Changes) | ¥ A 7 a7 R v 7 AT F %D REFITAM L E L7z (Last Deployment
Failed) | &\ 9 A v E—UBRERRINTGAIL. FEMOFRTR (SeeDetails) (V7% 7 U v
JLET, Voo hbEfn 7ﬁ§§ﬂ‘éﬂiﬁ‘o Zon 7 TRIRLIZERY a 72 T &

To FEDTZ T — Avb—U2BREFETHITIE, YaTdzlEET,

J&BA 23 FlexConfig DRIED 7= ORI L 72356, FEMICIIARIE/R 2~ > N & & T FlexConfig 47
Y MIOWTRIR S, K Licavy RRFRRanEd, ZoFRaeEHLT, 7
VxJ MEEEL, b0 —ERAZRAATIEIN, 7 V=7 MIFV 7 THY, 7V v
JLTCAT V=7 NOREDOKAT v T aREET,

72 21X, KRTCPEZ A b ¥ AKX (TCPMSS) %#FE TX T, sysoptconnectiontcpmss
avy RaH LT, ZOREZHIETEEJ, Firepower Device Manager & & V& ET 5%
H. ZOA T 3 kT B Firepower Threat Defense D7 7 4 /L hX 0 T, ASA DT 7 4 /L k
1% 1380 T3,

MTU DOF 7 /L kD 1500 5 A o #—7 = A A TIPVAVPN # EIT L TV 5S4, ASA
DT 7 4V NI Z it 325 L 9IRS TVWET, VAT AT, VPNO~y X —|Z
120 34 RRMEETT, IPV6 DA, AT A TIE 140 /31 M4BT, Firepower Threat Defense
DT 7 FHNVEDOTiE, T2 RFRA LV MIEDZMSS ORIy — "RFAIINLZTT, 2
WIBHEDO N T 7 4 w7, BT A A LEDA 2 —T A AET, 1500 LLED MTU %5

to, B D MTU ZEHT 2551237258 ETJ, TCP O MSS X7 02— LR ETH
D, AV F—TxAAZ kuﬁﬁéﬂ@w®f N7 7 4w O 0 OEEN VPN 2707
HLOTHY, WRIZHH L TWLGEDOAEHELET, £OHEIX, TCP ® MSS % MTU
~AF A 120 (IPv4 ) F721%140 (APv6 ) ICRREL, TXTHOA X —T = A AIZF T

MTU ZfEH L £,



SR E
FlexConfig D1 |}

ZOKTIE, TCPOMSS #3851 MIFRETHELET, a~v> Fidik/IMEE LT48 /31 b
EWMAHDOT, WOLHI> BB T —NEELET,

< Deployment Failed: User (admin) Triggered Deployment

“Template” field of sysopt-connection-tcpmss caused an error. ERRCOR: [3 is smaller than minimum allowed MSS of 48 by RFC 791 Config Error -
- sysopt connection tcpmss 3

sysopt connection tcpmss 3

=TT =L, INHLDOERTHERINET,

1. =7 —FAE L7 FlexConfig4 7 V=2 FOARINEENTWVWLEMTZ T — A vtE—,
F TV NUIIREX AT O T Ry 7 A 7 ERTVWHDT, A7 V=7 FERW
TS T —HEETEET, ZHIRA Yy E—VOREYIOILTT,

2. [TERROR:| MBAEEDT XA RNNT NANA ANLIREND A vE—UTT, ZHULSSH 7
TA T FOEXLR LT, #olca~y FCTANLEEAD, ASA OIEfMERIGENET
T, ZOFITIE, =7 — A vyE—UF 25— : [3]1ZRFC 791 T A I TV % MSS
DE/IME 48 LD /S TF,  (ERROR: [3] is smaller than the minimum allowed MSS of 48
by RFC 791.) J T, [ConfigError] THEDLTFA N, =T7— A vt—T &AL
TREDITHRLTWVET,

3. BOTFXAMI, =7 —%5| Xl I L7 FlexConfig A7 V=7 ML DEEOITTT, Z
DOITHEETAVERH Y £4, ZOFITIZ, MTUL500A v Z—7 =14 A (F@EDIREE)
FEDOIPVAVPN b T 7 4 o 728 LE D T 256, 32 1380 ICEELE7,

ZOFIEAEET D DX, CLI :f//—/l/%fﬁ'ﬂb\f_ii L. show running-config all sysopt
%{fﬂﬂ LT, sysopt 2> RREDT R TCEZHTETET, 1TLAEDssysopt 2+ RiZ

XA EDOR®IC ﬁﬁth7j‘/V FORENRHY . FATHOREITITFERINEE A,
m% U— Tk, WAL INEDOT 74V MRENGENET,

FlexConfig M 15

Z ZTCliX, FlexConfig ZfEH L THREZ X ET 2V OOl Z R L ET,

GO—NILTIHILE A VARG IV EHMNENZT BHHE

*%0)7”2 Fa )Tk, IP7 Ry v U TN —Y 7 —% Xy MIHLDIAE LD D,
HICH D Y ToONTAR— MIEADZY FyxAnBlinEd, ToLH%27m haroy;
é\/XTA@T4 TRy N A AR v arEFATL, NAT 2 @M LT, B &Y
F X XNEFAITELLICTIRNERDH Y T, W OO IR A VAR gy
VXTI AN RTHEDIR o TOETR, Xy NI —ZICLoTE, oA A7
UV VERMELIZD . TN RDA AR g EEMME LD T AMERLD £
T

BUEANC 2> T0DA v ANT v a v O—FaaRRT 5I12iE, CLL 2 Y —/L 723 SSH
-+ ¥ 3 > T show running-config policy-map =~ > REZHEH L E3, LLFOH L, A&

| sz B
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\)
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N7V a VOREICEREDMZ SN TWRNV AT ATRRINDINETT, ZOHIITIHE,
A DOBH%IZH 5 inspect 2~ > RO—EIZEMI > TnDFa haj L A7 g R
FERINTWET, Hf79 53~ N2k Y, inspection default N7 7 4 w7 7 T ATING
DA VARY 2 a PSR ET @BFOT 8w haL, FETLI581EFN AT v a
BT havoR— b EE) , 202 7 AF global policy R ¥ — < 7O—H T,
service-policy 2~ > N (I ICIFRER) ZHEHL T, TXTOAL 2 F—T oA A3 54
VAR va A EINET, & ZXE ICMP A AT va iE, TN A BRT S
TRTOICMP 77 4 v 7126 LTThbILET,

> show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error

GE)

EA LV ANRT g OFENZ OV TR, https://www.cisco.com/c/en/us/support/security/
asa-firepower-services/products-installation-and-configuration-guides-list html C AFFHE72 [ Cisco
ASA Series Firewall Configuration Guide] & ZH L T 72&0,

WOFETIE, 20T a—WCHEASINDIT 73NV M A VAT ay T ADA AN
7 va rERMEE IR T B HEE R LET, SO OH -

« PPTP (Point-to-Point Tunneling Protocol) ZHG#NZLEF, 2D 7w haiid, = RRA
Y RHOBA 2 Y —IRA 2 MERLD b Y IR S E T

+ SIP (Session Initiation Protocol) Z#MEZhZ LFE 3, @HFIL. AV AT a ik -> TRy

U — 7 ICRIBENRIEAE L TV A BEAICORSIP 2k L9, SIPZEb4 5854 1%.
TR Aaryhe—)LRY—TSIP 77 ¢ v 2 (UDP/TCP 5060) & EhifJizE|v 24C
ONDAR— FRFFAISINTND Z &, SIPEHUICNAT DY AR — R BB & 2R L
F9, 7/ERA s he—LARY —L NAT R U —%, FlexConfig TIE72 <, EHED
NR—=UrHEH L CEERELET,

FHEE


https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html

| mmms

ATy T

ATy T2

ATvT3

sunz

IR BRI

W Y) 725 & LT 5 Z & TFlexConfig Z % FRACMHEH T 7, Z0FITIE, WLNT 7 1 v
7T RAIEEEMAZTHOET, 2200RRHBEEEDRNA AT g VEEELTY
FI, L, ENOLOR) —EERTHMLENRD LA (FTREMEIIEVY) X, FERICERE
L/i—a—o

DI, ZOFDA AR g T EIEROFlexConfig 47 ¥ = 7 M &RAERT 52 & &
BEOLET, £9TH52L T, oA v 202 a U BERETLHZ LR, 1ODA AN
7 va DORERTHEICET TE, FlexConfig 4 7Y =7 M EfETHILELDH Y £H A,

FIE

[T/31 R (Device) |> [E¥#IE%E (Advanced Configuration) | T [ZEDETR (View
Configuration) 1 %7 U v 27 LE7,

FEHIER 7 @ H YR T [FlexConfig] > [FlexConfig4 7 < £ 4 k (FlexConfig Objects) | =27 U v 7
LET,

PPTP A VAR v a Ve ANIT DA TV =7 MafFLE7,

a) HLWAT V=7 FEERT DI, [HARZ 27 v 7 LET,

b) A7 V=2 FOA4HETEZANTLET, . Enable_ PPTP_Global_Inspection,

¢) [T 7L —1 (Template) | =7 4 ¥ T, £ T ¥ haGLkOITE A LET,

policy-map global policy
class inspection default
inspect pptp

d) [T —Fr72 71— (Negate Template) | =7 4 ¥ T, ZOREZICIZKT 2 DITHEE
ITEANTILET,

WYY 7 E— N CTa~vy ReEFNcT 2012, 27— T L—hZ, fla~r K
LRERIZZN D a<wr RLEOHIVLENRHY 7,

FlexConfig N U =6 2047V =7 MEHIRLZSGS (ERICEAINZE) |
CEANKML7ZGE TS BREZRTIOIREEIC )?/FTét ) . R — FT/7V%
FSEH S ET,

L7eRoT, ZOFITE, RT7—F T 7 b—MIRDO LI TR £,

policy-map global policy
class inspection_default
no inspect pptp

F T MIRO L DI £,

sz B
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Name

Enable_PPTP_Global_Inspection

Description

Variables

< ADD VARIABLE

Template

1 policy-map global policy
2 class inspection_default

inspect pptp

Negate Template

policy-map global policy

class inspection default

no inspect pptp

(GE)  linspection_default 7 7 AZIFENZ /> TWDZDMDA L AR g v aw
RRH BT, 7T AREKREENZIT L2 BV A, FEEIZ, global policy
R == UIFOMMD A L ART L a UINEFENTNDTZD, R —
<y THEHIT LI HY EEA,

e) [OK]Z27 Vw7 LTATY =/ FERIFELET,

ATYyT4 SIPHREZINCT D47V = FaERLET,
a) FHLWAT V=l NEERT DL, (AR %227 ) v LET,
b) ATV =7 FOA4HIZATILET, . Disable SIP_Global_Inspection,
¢) [T 7 L—1 (Template) | =7 4 ¥ T, £ T v MaFLROITEATILET,

policy-map global policy
class inspection_default
no inspect sip

d) [*7—F7 7L —1 (Negate Template) | =7 4 #Z T, ZOREXZITGCIZRT T2OITHE
PATEANTILET,

ol <> REEILT D720 Inegate] =~ NiL, Mgz a0b+5a~> KT
T, ZORD, [xF—1) Tr7b— MIEREEMET 2720 0a s RTIEA



| sams

ATy TH

<, ROF 47 o7 L— s TCOMEETTICRET -0 a~ RTY,

T — bOBELIL, BFEEZTICETRICHY £7,
L= T, ZofITIE, 75— KF T 7FL—RMIRD L5120 £4,

policy-map global policy
class inspection_default
inspect sip

FT 7 MIRO LT £,

Name

Disable_SIP_Global_Inspection

Description

Variables

4 ADD VARIABLE

Template

1 policy-map global policy

2 class inspection_default

no inspect sip

Negate Template

1 policy-map global policy

2 class inspection default

inspect sip

[OK] %27 Vw7 LTAT V=7 FERIEFELET,

47V =7 K% FlexConfig A8V v —IZEMM L £7,

FT7V 2l FEAERT DT TIEATSTT, A7V =2 M
(BLOEHEZRMF) LESGBICORRBSNET, ZHICEY, RETOERETRREN KK
TRV RZZNT e, A7 V=7 ek (BIOEZAICTET LIIREBTIRT) 2 &
MWTEET, TOH%, A7V b BIMBLOCHIRT 52 & T, HgxffiiicA /47T
EFET, ATV=7 M EEHERT O LEITH Y FEA,

H K C [FlexConfigZh U ~*— (FlexConfig Policy) 1 %2 U v 27 LE7,

b) [/ A—7Y AL (GroupList) | C[+] &2 U7 LET,

sanz [l

2T —= R T

FlexConfig 78 U —IZ3E /N

sz B
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c) Enable PPTP_Global Inspection 47— 7 k & Disable SIP_Global Inspection 47 <= 7 k
ZEIRL T, [OK] 27 U v 7 LET,

TN—T7JANMIKOI IR ET,

FlexConfig Policy

Group List

1. Enable_PPTP_Global_Inspection

2. Disable_SIP_Global_Inspection
FlbEa—37 7 r—roav s FTEHINET, PRI 3~y RBRERRENT
WAHDER L E T,
Preview
1 policy-map global_policy

class inspection default
inspect pptp

4 policy-map global policy
class inspection_default

no inspect sip

d) [fR7F (Save) 127V v LET,
INTRY U —ZFRBETE £7,

ATV T6 BHEERFLET,
a) Web X—Y 04 EIZhHD [EHEDRER (Deploy Changes) | 74 a7V v 7 LET,

b) [47 <EBA (DeployNow) | RZ %27V v 7 LET,

JEREHDE T 35 £ TRET 27 [OK] 227 U v 27 LT, %RTH A2 U R METITEME
2R L ET

ATFw 1 CLI2> Y —/VE 721X SSHY v ¥ 5 > C, show running-config policy-map ==~ > K&l L,
FTar 74X al—varyPELLERIN TSR LET,

WO I T, inspect pptp 7 inspection_default 77 7 A Dt B STV T, inspect sip |
JTACEEN TV RWNWZ EIZEELTLLEEY, ZHICX Y, FlexConfig 4~ Y =2 FTE
HINTEEENEFICEAINTZ ERERINET



| sams

FlexConfig DEE £ TICRT A% .

> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error
inspect pptp

FlexConfig DEE ZTICEY A&

ATy I

ATy T2

FlexConfig#4 7Y =7 MIELWRS — TP L— 2 ANJT5E, TOFT V=7 Ml
AL T 2 EFEOHIBRNE S 2720 £7°, FlexConfig R U ¥ —0 B BMICA T V=7 b &H|
B9 % &, WORBAKHZ, VAT LBAXT— T 7 L— b2l L TEEZTICRLET,

EHEZTICRTEOITH LA TV =7 M ElT 2 0BIETH D 8 A,

WOFNE, 7 a— L7 SIP RE L FEANCT 2 HEEZRLTWET, ZOBITiE, SIP MK
BEENME L TWD 0 — LT T 4L b A VAT g BRI T 5 515 (29—
V) T LIEAEZTIZCE L TWET,

LYo RsY- 1] b
FlexConfig4 7Y =7 MIAX T — T 7L — MRELKEESNTWNDZ L AHERLET,
ELLRWERIE, A7 V=7 FaREL TR —F 77— haBIELET,

FIE

[T/34 X (Device) |> [E¥#15%%E (Advanced Configuration) | T [fXEDHE /R (View
Configuration) 1% 27 V v 27 L7,

FEMIER E D H K T [FlexConfig] > [FlexConfig7/R ') — (FlexConfig Policy) | #7 U v 7 L &
ﬁ—o

sz B



i

®RE

ATvT3

ATv74
ATv75

ATvT6

samgE |

FlexConfig 78 U 2—@ Disable_SIP_Global Inspection 47 =7 b b OEHINZH D
X] %27 Vw27 LT, R T—noHIBRLET,

BN 2. Disable_SIP_Global_Inspection ®

FT7Vxl hoav s NE, L Ea—D006HIBRENET, negate 2~ NiE7 L E 2 —ITiX
BiNEhd, Ny 770 RTEITEINET,

[fRTF (Save) |27 U w7 LET,
EEEHRFLET,
a) Web X—T DA EIZHD [EEDER (Deploy Changes) | 714 2> %27 Uy 7 LET,

b) [47 <ER (DeployNow) | ARZ %27 U7 LET,

BB TET T ETHET S0, [OK] 227 U v 7 LT, BTHAZ URAMERITERE
JEZfERE LE T,

CLI 2> Y —)VE72iXSSHE v 3 > T, showrunning-config policy-map =~ > RZ&ffH L.
FTar 74X 2= a yBELLERIN TV 0HERLET,

RO 1T, inspect sip 73 inspection_default 7 7 A D —Z& FIZIBEMENTWDH Z LIZHEEREL
TSV, ZHUTE Y, FlexConfig A7 Y =7 N CERINTCAEENEFIZEAINZZ &
DR SNET (2D 27 T ATIEIEFITEZETIZRW 2O, inspect sip B EIZH YD . LD
FricZe< THREH D FHA) .

> show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset _dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error
inspect pptp
inspect sip

FHEE



| s

—BORST490 95ZADA VAR L avEEDIT 5% |

—BDEITA4VT VIADA VARG IV B/RIT HAE

ZOFTIR, BEDA L E—T A AD2 OO RARA L MNETRTF 7 4 v 27 D PPTP A >
AR g U EAENCLET, . = RARA 2 MEIICARA v Py —RA 2 N B LR
BEINTVABZY RRA LV DAL VAR g v ETEZ—Fy NI LET,

290Dy RiRA Y FEITPPTP A AT g U EANCT - ME R CLIICIX, AR
ODHNENEENETT,

1. BETEHENT L RRA L FDHRARDIPT FLAICHES N TS ACL,

2. ZOACLEZZBRTDHNT 74w T JTA,

3. NITUVT ITAREEGR, FDNTT 4T T TATOPPTPA VAT v a B85
T AR — <y,

4, BHIDOA v Z—T oA AR o — <= TR EHT L —E A RY —, Ziid, EEB
RV —%T 7057 4 7L T, A VAR g U EECTAFIETT,

GE)

&
ATvT2
ATvT3

ATvT4
ATy S5

A VAR g VEEOY—E R R —OFEMIZOWTIL, https:/www.cisco.com/c/en/us/
support/security/asa-firepower-services/products-installation-and-configuration-guides-list. html CAF
A[HEZ: [Cisco ASA Series Firewall Configuration Guide] %2 L T 7230,

FIE

[T/34 R (Device) |> [E£#15%7E (Advanced Configuration) | T [fXEDHE /R (View
Configuration) 1 %7 U v 27 LE7,

FEMIER E D H K T [FlexConfig] > [FlexConfigZ4- 7 < £ 4 k (FlexConfig Objects) | 27 U » 7
LE7,

HLWAT V=7 NEERT DI, [HARFE22 ) w7 LET,

FTV 2l NO4HTEZ AT LET, 5], [Enable PPTP_Inspection on_Interface],
WA v 2 —T = A4 ADEHZBMLET,

a) [£% (Variables) | VA MO EIZHD [+ 227 Vv I LET,

b) ZEOAHI, [pptp-if] ZwEEZATILET,

c) [fi¥E (Type) ] C[A > Z—7 =A% (Interface) ] ZERL £,

d) [ (Value) ] T[WNB (inside) | A > ¥ —7 = A A% L F7°,

AT TRy 7 ZATRO LI 7,

sz B



https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html

B sase

ATvT6

ATy 717

mage |

Add New Variable

MName
pptp-if

Description

Type Value
Interface v inside

e) [BAN (Add) 127V >v7 LET,
[T 7 L—1] (Template) | =7 4 ¥ T, £ T v MaBLROITEATILET,

access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1
class-map MATCH_CMAP
match access-list MATCH ACL
policy-map PPTP_POLICY
class MATCH_CMAP
inspect pptp
service-policy PPTP POLICY interface {{pptp-if.name}}

EREFERT H12E, ZEHET L—RAOMICEBEAE AT HEICEEL TSN, F2, A
VE =Tz A REERT DA TV 27 MUIZEORENERE SN TWAHT2D, BGT 2 @ik
EEIRT DI Ny MREEEZERTIVLERNDH Y 3, A ¥ —7 =4 241E Tname] B
WEBRFEF SN A T2, [{{pptp-ifname} | Z ANT 5 &, BHIZH VB THNATWES X —T =
A ZADname JBIEDENEGENET, PPTPA L AT v a DA H—T =2 A AEEETDH
VNS DG, BRERCTHMIIHDOA X —T oA AZBIRNTHLENH Y 7,

(X7 —F7 7 L— ] (Negate Template) | =7 4 ¥ T, ZDREZICIZRET T2 DITHERT
EASTLET,

ZOHITIE, 7I9A v, RV v—~<v7 BLOY—ERX KUY —, PPTP A » A~
I arEEATAEOICORGFEL TV EIRELTWET, Lzl T, ¥ — 707
L—hCINDETTHIBRLET,

2L, A F—T 2 A ADPEFEDY—E A RY —IZPPTP A » AT ¥ a & EEITIB
THHAE, R =<y TRV —E 2R =2 BRI LEHA, R — <7D
7T ABENT D), FREFR) =~ TNOT T ANTA VAT Vg U EBHICET
WCLET, 27— F 77— TCTPHERRERENE LWL S I2T D2, F0fho
FlexConfig 47 ¥ = 7 MIFEEL THWDNFIZOWTHHICHIET 2 LERH Y £7,

FA R ENTZHEA ZEIBRT A0, TERRNE & X ONES CHIRT 2L ERH Y £9, Lo
BoT, ANV —ERA RN —ZHIFRLT, REIT 77X VXA MEHIBRLET, 5L



BARE
sanz [l

rnWe AT OF T2 FEEIBRLEIE LT, VAT LANLZ T —RNIREN, BT
AR

no service-policy PPTP POLICY interface {{pptp-if.name}}

no policy-map PPTP_POLICY

no class-map MATCH_CMAP

no access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1

FT T MIRO L DI £9,

Name

Enable_PPTP_lnspection_on_Interface

Description

Variables

NAME TYPE VALLIE DESCRIPTION ACTIONS

_ “Itt‘l[i-r_r m Inbl'd.:

Template = Expand &.:'l Reset

access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.160.1
class-map MATCH CMAP

match access-list MATCH ACL

policy-map PPTP_POLICY

class MATCH CMAP
inspect pptp
service-policy PPTP_POLICY interface |

Negate Template * Expand ) Reset

no service-policy PPTP_POLICY interface {{pptp-if.name}]
no policy-map PPTP_POLICY

no class-map MATCH CMAP
no access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1

ATFvTFT8 [OK] %227V v/ L TAT V=7 bERIFELET,
ATFwF9 A7 x” % FlexConfig R Y ¥ —IZBMLET,
a) BT [FlexConfigis U — (FlexConfig Policy) 1% 7V v 7 L7,
by [Z/V—7U ALK (GroupList) | C[+H %227 V27 LET,
c) [Enable PPTP Inspection on Interface] 7> =7 AR L, [OK] %27 VU v 27 LET,

TN—T" YA RNIKDOLHIZH0 F9,

sz B



mage |
B sase

FlexConfig Policy

Group List

1. Enable_PPTP_Inspection_on_Interface

T a—I7 o= rDav s FTEHINET, ROMIIRENTWDLEHIZ, T
BLTWeavwr RRRRIN TSI 2R LET, YL Ea2—TiE, /¥ —7 =
A AEFUTAHT Tinside) (TR END Z L ICHEBE LT EE W, B3 icEE L
FEW, L Ea2a—TIELIMREENTWARWES, ZHITIEMICERINLERA, 7L
Ea—CEBNIELS E# IS E T, FlexConfig A7 ¥ =7 ML 7,

Preview

access-list MATCH ACL permit ip host 192.168.1.55 host
198.51.100.1
class-map MATCH CMAP
match access-list MATCH ACL
policy-map PPTP_POLICY
class MATCH_CMAP
inspect pptp

service-policy PPTP_POLICY interface inside

d) [fRT7F (Save) 127 VU v/ LET,
INTRY I —ZRBBETE £,

ATvTI0 EEEZRFLET,
a) Web X—Y 04 EIZhHD [EHEDORER (Deploy Changes) | 74 a7V v 7 LET,

b) [47 <EBA (DeployNow) | RZ %27V w7 LET,

JEREHDRE T35 ETRET 27 [OK] 227 U v 27 LT, %RTH A2 U R METITEME
JEZMER L ET

==

ATy 71N CLI 2> Y —)LE 71X SSH & v ¥ =2 > T show running-config =~ > NOEHKAHEH L T,
fTar74Fab—va NZEELWEERNGENTND Z 2R LET,

show running-config # A J) L TCLIORERERZHRAE LY, L Toa~vr FEEA LT, 2
DREDEH MR LT TEET,



BARE
sanz [l

* show running-config access-list MATCH_ACL show running-config access-list MATCH_ACL
(ACL OB o

+ show running-config class show running-config class (7 7 2 < v 7OfERM) . T+ XTD 7
TAR YT NEREINET,

* show running-config policy-map PPTP_POLICY show running-config policy-map PPTP_POLICY
(77 ABLORY v— v v TREOHRH) .

« show running-config service-policy show running-config service-policy (A > ¥ —7 = A AT

HHASNTWDERY =<y TOERH) o T XTOV—EARY v—=RERRENET,

ROWNNTIT, ZO—HOa~y FRFRINTEY, RENELSEH SN TWD Z L &
WTEET,

> show running-config access-list MATCH_ACL
access-list MATCH ACL extended permit ip host 192.168.1.55 host 198.51.100.1

> show running-config class
|

class-map MATCH_CMAP

match access-list MATCH ACL
class-map inspection default

match default-inspection-traffic
|

> show running-config policy-map PPTP_POLICY
!
policy-map PPTP POLICY

class MATCH_CMAP

inspect pptp
!
> show running-config service-policy
service-policy global policy global
service-policy PPTP POLICY interface inside

sz B
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