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IPv4 IPv6

Firepower Threat Defense Virtual:

NTP

IP |192.168.1.1/24
Firepower Threat Defense Virtual 192.168.45.1/24

DHCP 192.168.1.5 192.168.1.254

Firepower Threat Defense Virtual
192.168.45.46  192.168.45.254

DHCP IPv4
DHCP DHCP
WINS DNS

DHCP
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* ISA 3000 Firepower 1010

GigabitEthernet1/2

DHCP
inside_1
inside_2
IP 23
IP DHCP
IPv4  IPv6

IPv4

IPv6
IPv4 IPv6
DHCP DHCP
any IPv4 0.0.0.0/0 IPv6
::/0
inside_zone

outside_zone

Cisco Firepower Threat Defense

Firepower Device Manager




Configuration

inside_zone outside_zone
inside_zone
2
NAT
PAT
IPv4
IP
PAT
IPv4
IP
NAT
PAT
HTTPS
NAT

CLI  show nat

. Cisco Firepower Threat Defense

Firepower Device Manager

6.4.0



Firepower Device Manager

[ user
Profile ]
W
10 Device ]
2
o[ Interface ]
o[ Routing ]
o[ Updates ]

Cisco Firepower Threat Defense

]

35

189

Firepower Device Manager

Device Summary ]

VDB
2
239
279
629




o[ System Settings ]
603
o[ Smart License ]
89
o[ Backup and Restore ]
636
o[ Troubleshoot ] Cisco Technical Assistance Center
670
o[ VPN Site-to-Site VPN ]
VPN VPN 496
o[ VPN Remote AccessVPN ]
VPN
VPN 537
o[ Advanced Configuration ] FlexConfig SmartCLI Firepower
Device Manager 679
o[ Device Administration ]
642
3 [ Deploy ]
32
[ Policies ]
[
Objects ]

. Cisco Firepower Threat Defense Firepower Device Manager 6.4.0



10 Policies ]
[ Security Policies ]
2
* [SSL SSL Decryption ] HTTPS
SSL
SSL 300
o[ Identity ]
IP
324
o[ Security Intelligence ] IP
URL
Cisco
URL
339

« [NAT] IP

NAT NAT 403
o[ Access Control ]

IP
URL
URL
356

Cisco Firepower Threat Defense Firepower Device Manager 6.4.0 .



o[ Intrusion ]

Enter

. Cisco Firepower Threat Defense

384
Deploy ]
32
[ Search ]
0
? ~ 1V {3} < > %
IP
[x]
Firepower Device Manager 6.4.0



A

Firepower Device Manager

Firepower Threat Defense

34
1 Web [ Deploy Changes ]
[ Pending Changes ]
2 [ DeployNow ]
[ Deployment History ]
o[ Name the Job ] [ Deploy
Now ] [ Name the
DeploymentJob ] [ Deploy ]
Cisco Firepower Threat Defense Firepower Device Manager 6.4.0




DMZ Interface Configuration
Deployment Completed: DMZ Interface Configuration

[ Task Started ] [ Task

Completed ] [ Event Name ]

o[ Discard Changes ] [
More Options 1> [ Discard All ]
o[ Copy Changes ] [
More Options  ]>[ Copy to Clipboard ]
500
o[ Download Changes ]
[ More Options ]>[ Download
as Text ]
YAML YAML

* SSL
o1 MTU
* VDB
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Snort CPU 60%
show asp inspect-dp snort
Snort CPU
VDB
VDB
Snort
[ Device Summary ]
[ Device Summary ] [
Device ]
)
[
Interfaces ] [ Monitoring ]>[ System ]
IP
IP DHCP

BVI
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. inside
inside
. outside
DNS NTP
DNS
. [ System Settings ]>][
Management Interface |
* DNS [ System Settings ] > [DNS DNS Server ]
* NTP [ System Settings ] > [NTP] NTP
663
. [ Smart License ] [

View Configuration ]
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[ Device ]>[ Device
Administration ]>[ AuditLog ]
1 [ Task List ]
2
IP
Cisco
Technical Assistance Center TAC
. [ Success ] [
Failures ]
. [ delete ] 0o
. [
Remove All Completed Tasks ]
FTD
CLI SSH
Firepower Device Manager  CLI
show ping traceroute packet-tracer
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B«

ping
CLI

CLI

FTD CLI
FXOS CLI

Cisco Firepower Threat Defense Command Reference

CLI

CLI
FXOS
SSH

reboot

shutdown

CLI

CLI

https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_

Firepower_Threat_Defen

se.html

. ping CLI
. 2
REST API
SSH
1 Web [CLI

show perfstats

Tab

. Cisco Firepower Threat Defense

ping system

CLI Console ]
[Enter]
CLI
[Tab]
3
Ctrl+C

Firepower Device Manager

CLI

SSH

Tab


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

Firepower Device Manager ~ REST API .

. [ Expand ] <) [ Collapse ]
X
o[ Undock Into Separate Window ]
Web
[ Dock to Main Window ] =
. Ctrl+C
. [CLI cearcLi 1 H
o[ Copy LastOutput ] a
3 exit
Firepower Device Manager CLI
CLI

Firepower Device Manager  REST API

Firepower Device Manager ~ Firepower
Threat Defense REST API Firepower Device
Manager REST API

REST APl Firepower Device Manager
Firepower Device Manager
REST API

REST API Firepower Device Manager
Firepower Device Manager
VPN API
FDM API FDM

Firepower Device Manager REST API
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Firepower Threat Defense

Firepower Device Manager Firepower Threat Defense

* Firepower Device Manager 41

. 61
. URL 65
. 70

. 74

. 81

. 87

Firepower Device Manager

ISA 3000

ISA 3000

NAT
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Firepower Threat Defense |
. Firepower Device Manager

?
10 Device ] [ Smart License ]
[ View Configuration ]
[ Threat ] [ Malware ] [URL]
[ Enable ]
[ Register Device ]
Threat DISABLE

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules. You also must have this license to
apply file policies that control filas based on file type.

Includes: % Intrusion Pol cy

2 [ Device ]
[ Interfaces ]

* Firepower 1010 ISA 3000

Web
DMZ [ Save ]
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Firepower Device Manager

Edit Physical Interface

Interface Name

dmz

Mode

Routed

i interfaces. Learn More

Description

IPv4 Address

Type

Static v

IPv6 Address

Advanced Options

IP Address and Subnet Mask

192.168.6.1

192 1§

Security Zones ]

DMZ

Add Security Zone

Name

dmz-zone

Description

Mode

@ Routed

Interfaces

+

@ dmz

Cisco Firepower Threat Defense

O Passive

Status

+ @

Objects ]

DMZ

Firepower Device Manager 6.4.0
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Firepower Threat Defense |
. Firepower Device Manager

4 DHCP IP
[ Device ] [ System Settings ]>[DHCP
DHCP Server ] [DHCP DHCP Servers ]
DHCP
DHCP
[+]
WINS DNS [ Configuration ]
192.168.4.50 192.168.4.240 inside2
DHCP
Add Server
Enabled DHCP Server ()
Interface
inside2
Address Pool
192.168.4.50-192.168.4.240
5[ Device ] ] [ View Configuration ]
[ Create First Static Route ] [
Routing ]
ISP
IPv4 ipv4  0.0.0.0/0
IPv6 ipv6 ::0/0 IP
DHCP
[ System Settings 1>
Management Interface ]
IPv4 isp ISP
1P ISP

[ Gateway ] [
Create New Network ]

. Cisco Firepower Threat Defense Firepower Device Manager 6.4.0



| Firepower Threat Defense

Add Static Route

Protocol

@ 1Pva O 1pve

Gateway

isp-gateway

Interface
outside
Metric
1
Metworks
r[_.:l any-ipvd
6 [ Policies ]
NAT
NAT
* [SSL SSL Decryption ]
SSL
o [ Identity ]
‘[
URL
URL

Cisco Firepower Threat Defense

Firepower Device Manager .
HTTPS
IP
Security Intelligence ] IP
Cisco

Firepower Device Manager 6.4.0 .
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* [NAT] IP
NAT
o[ Access Control ]
IP
URL
URL
o[ Intrusion ]
DMZ
[ At End of Connection ]
[ Logging ]

Add Access Rule

Order Title Action
2w Insicie_DMZ Bl atow v
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones + | Networks +  Pons *  Zones *  Networks +  Pons/Protocols +
B inside_zone ﬂ dmz-zone
7
a) Web [ Deploy Changes ]
+
e 1
b) [ Deploy Now ]
[OK]
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Firepower Device Manager
Firepower Device Manager

Firepower Threat Defense

Web
URL
URL
URL

URL
URL 65

HTTP Web
Web
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a) [ Policies ] [
Identity ]

Active Directory

IP
IP
b) [ Enable Identity Policy ]
c) [ Create Identity Rule ] [+]
d) [ Name ] Require_Authentication
e) [ Source/Destination ]
[ Any ]
HTTP HTTP
/
328
f) [ Action ] [ Active Auth ]
[ Identity Policy Configuration ]
a) [ Captive Portal ] [SSL
SSL Decryption ]
SSL
SSL
o[ Server Certificate ]
DefaultinternalCertificate
[ Create New Internal Certificate ]
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o[ Port ]
1025 65535
o[ Decrypt Re-Sign Certificate ]
CA
NGFW-Default-Internal CA
[ CA
Internal CA ] SSL
L]
=
CA 313
[ Identity Policy Configuration ]
Identity Policy Configuration
Identity Policy
ACTIVE AUTHENTICATION
Server Certificate Port
DefaultinternalCertificate 885
SSL Decryption
Decrypt Re-Sign Certificate
NGFW-Default-InternalCA v g

@ D load the selected certificate. @ Install it on all client machines for all

browsers. Read detailed instructions (2

If you do not install the certificate, users will see warnings for untrusted HTTPS

connections.

h) [ Save ]
[ Active Authentication ] [ Action
i) [ Active Authentication ] [HTTP
NTLM HTTP

Cisco Firepower Threat Defense

Firepower Device Manager 6.4.0

885 TCP

Create

]

HTTP Negotiate ]

"



Firepower Threat Defense |

HTTPBasic HTTP NTLM
IP
HTTP DNS
firewall-hostname.AD-domain-name HTTP
IP DNS
DNS
) [AD AD Identity Source 1 [

Create New Identity Realm ]

[OK]
o[ Name ]
[ Type ] Active
Directory
o[ Directory Username ] [ Directory
Password ]

Active Directory
Administrator@example.com
Administrator

Idap-login-dn  Idap-login-password
Administrator@example.com

cn=adminisntrator,cn=users,dc=example,dc=com cn=users
users
o[ DN Base DN ]
dc=example,dc=com
DN DN
170
« [AD AD Primary Domain ]
Active Directory example.com
o[ /1P Hostname/IP Address ]
IP IP
o[ Port ] 389
LDAPS 636
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o[ Encryption ]
[STARTTLS] [LDAPS]
[ None ]
* [STARTTLS]
389
VPN
* [LDAPS] LDAP over SSL 636
o[ CA Trusted CA Certificate ]
CA
[ /IP Hostname/IP Address ]
IP 10.10.10.250

ad.example.com

ad.example.com

example.com
Administrator@ad.example.com
DN ou=user,dc=example,dc=com
Name Type
AD
Directory Usemame Directory Password
Administrator@ad.example.com
Base DN AD Primary Domain
ou=user,dc=example,dc=com example.com
DIRECTORY SERVER CONFIGURATION
B ad.example.com:389 a
Hostname [ IP Address Port
ad.example.com 389
Encryption Trusted CA certificate
NONE o
k) [AD AD ldentity Source ]
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Firepower Threat Defense

Order Title AD |dentity Source Action
1 v Require_Authentication AD ~ ﬂ Active Auth v
Source [ Destination Active authentication
Type ACTIVE AUTHENTICATION
HTTP Negotiate o For HTTP connections only, pre

Fall Back as Guest @

1) [OK]

[

€0 @-

2 Inside_Outside_Rule

Inside_Outside_Rule

Firepower 1010 I1SA 3000
Allow ]

a) [ Policies ] [

b) Inside_Outside_Rule

[ edit
[ edit
o I
Order
1 ~

] [
] 7]
Action ] [

Title

Inside_0Outside_Rule

specified identity source to obt
connections, even non-HTTP, f
prompted to authenticate agair
access. You must configure the

Turna — Qalant tha aithanticati;

Deploy ]

[ Allow ]

Inside_Inside_Rule [ Trust ]

Access Control ]

[ Actions ]
delete ]

Allow ]

Action

Firepower Device Manager 6.4.0

[
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d) [OK]

Inside_Outside_Rule

Inside_Outside_Rule

a)

Default Action ACCESS CONTROL: @) BLOCK v

b) [ Select Log Action ]>[ At Beginning and
End of Connection ]
¢) [OK]

4 VDB

VDB
VDB

VDB
VDB

a) | Device ]
b) [ Updates ] [ View Configuration ]

Updates

View Configuration >

c¢) [VDB] [ Configure ]

VDB

Configure
Set recurring VDB updates

UPDATE NOW

d)

Cisco Firepower Threat Defense Firepower Device Manager 6.4.0 .



Firepower Threat Defense

VDB

Set recurring VDB Update

Frequency

Weekly

Days of Week

Time

v at 00 w

Save ]

Deploy Changes ]

Deploy Now ]
[OK]

URL URL

IPS

Firepower Device Manager

0:00 24
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[ allow ]
[ trust ] [ block ]
[ allow ]
Firepower Cisco Talos
Intelligence Group Talos
IP URL
1 [ Threat ]
Cisco.com
Smart Software Manager
a) | Device ]
b) [ Smart License ] [ View Configuration ]

Smart License

View Conflguration >
c [ Threat ] [ Enable ]
[
Disable ]

Cisco Firepower Threat Defense Firepower Device Manager 6.4.0 .



Firepower Threat Defense

TR DISABLE
2 1
Inside_Outside_Rule
a) Policies ]
[ Access Control ]
b) Inside_Outside_Rule [ Actions ]
[ edit ] [ delete ]
[ edit ] 7]
C) [ Action ] [ Allow ]
Order Title Action
1 v Inside_Qutside_Rule
d) [ Intrusion Policy ]
e) [ Intrusion Policy ]
[
Balanced Security and Connectivity ]
[
Connectivity over Security ]
[
over Connectivity ] [ Maximum Detection ]
Firepower Device Manager 6.4.0
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Edit Access Rule

Order Title Action

1 v Inside_Qutside_Rule Allow
Source/Destination Applications URLs Users Intrusion Policy Fili
INTRUSION POLICY

@

LEVEL OF INTRUSION POLICY
Balanced Security and Connectivity v

BALANCED SECURITY AND CONNECTIVITY

This policy is designed to balance overall network performance with network infrastructure
security. This policy is appropriate for most networks. Select this policy for most situations
where you want to apply intrusion prevention.

f) [OK]
3
a) [ Device ]
b) [ Updates ] [ View Configuration ]
Updates
View Configuration >
o) [ Rule ] [ Configure ]
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Firepower Threat Defense |

Rule

Conflgure
Set recurring Rule updates

UPDATE NOW

d)
1 0:00
24
Set recurring Rule Update
Frequency
Weekly
Days of Week Time
v oa 00 v : 00 v
e) [Save]
4
a) [ Device ] [ Updates ] [ View
Configuration ]
b) [ Security Intelligence Feeds ] [
Update Now ]
c) [ Configure ]
[ Hourly ]
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d) [ Policies ] [ Security
Intelligence ]
e) [
Enable Security Intelligence ]
f) [ Network ] [ Blacklist ] [+]
[ Network Feeds ]
[i]

@ Blacklist (Block/Drop)

T Filter

Network Feed Network Object

IP
9) [OK]
IP [+1>1 Network
Objects ]
[ Create New Network Object ]

h) [URL] [ Blacklist ] [+]>[URL

URL Feeds ] URL [OK]

URL
[+]>[URL
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URL Objects ] [ URL
Create New URL Object ]

® Blacklist (Block/Drop)
+

E_‘" attackers
E-'—’l.-. bogon
I.'-E_;ﬂ bots

&4 cnc

E_*-‘l. dga

i) [ gear ] [ Connection Events

Logging ]
[OK]

syslog

Logging Settings

CONNECTION EVENTS LOGGING Q

Select a Syslog Alert Configuration... w
) [ Do Not Block ]
URL
[ Do Not Block ]
URL
URL
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[ Sl AccessandSIRules ]
[ DoNotBlock ]
URL
5
a) Web [ Deploy Changes ]
b) [ Deploy Now ]
[OK]
[ Sl Accessand SIRules ]
Web
Web
Javascript Web
Firepower AMP for Firepower
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Firepower Threat Defense |

AMP for Firepower  AMP

AMP
SHA-256
AMP [ clean ] [
malware ] [ unknown ] AMP
[ unknown ]
[ allow ]
[ trust ] [ block ]
1 [ Malware ]
Cisco.com  Smart
Software Manager
a) | Device ]
b) [ Smart License ] [ View Configuration ]
Smart License
View Conflguration ’
c [ Malware ] [ Enable ]
[
Disable ]
Malware

DISABLE
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2 1
Inside_Outside_Rule
a) [ Policies ]
[ Access Control ]
b) Inside_Outside_Rule [ Actions ]
[ edit ] [ delete ]
[ edit ] 7]
c) [ Action ] [ Allow ]
Order Title Action
1 v Inside_Qutside_Rule
d [ File Policy ]
e)
[
Block Malware All ] AMP
[ Cloud Lookup All ]
Microsoft Office Office PDF
[ Block Malware All ]
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Edit Access Rule

Order Title Action
1 ~ Inside_Outside_Rule
Source/Destination Applications URLs Users Intrusion Policy File policy
SELECT THE FILE POLICY Gy CONTR(
Use file pol
Malware Pr
Block Malware All v policles o |
regardiess
Query the AMP cloud to determine if files traversing your network contain
malware, then block files that represent threats.
[ Logging ] [ File Events ]
[ Log Files ]
FILE EVENTS
Log Files
9) [OK]
3
a) Web [ Deploy Changes ]
&
®
b) [ Deploy Now ]
[OK]
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URL B

URL

Web
URL
Web
URL
Web
URL URL
URL
URL
badsite.example.com
1 [URL]
URL
URL
Cisco.com  Smart Software Manager
a) [ Device ]
b) [ Smart License ] [ View Configuration ]
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Firepower Threat Defense
URL

Smart License

View Conflguration >
c) [URL URL License ] [ Enable ]
[
Disable ]
URL License SR
2 URL
[ Allow ]
Web URL
URL
a) [ Policies ]
[ Access Control ]
b)  [+]
c)
o[ Order ]
/
1
Inside_Outside_Rule /
[1]
o[ Title ] Block_Web_Sites
o[ Action ] [ Block ]
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URL

Order Title Action
1 v Block_Web_Sites
d) [ / Source/Destination ] [ Source ]>][ Zones ]
[+] [inside_zone] [OK]
[+]
[OK OK ]
Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks ¥
¥ Filter
DE—
a outside_zone
Create New Security Zone CANCEL “
e) [ Destination ]>[ Zones ] [outside_zone]
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks Ports +  Zones i3
8 inside_zone B outside_zone
f)  [URLs]
9) [ Categories 1 [+]

Nets ] [
Social Network ]

Cisco Firepower Threat Defense

Adult and Pornography ] [
Confirmed SPAM Sources ]

Firepower Device Manager 6.4.0
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URL
h) [ Social
Network ] [
Reputation: Risk Any ] [ Any ]
[ Benign sites with security risks ]
[ Suspicious Sites ]
[ High Risk ]
i) [URLS] [+]
)] [ URL Create New URL ]
k) URL badsite.example.com [ Add ] [OK]
URL
URL URL
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