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T, BRI LIC2—F AL NRRAT — RELELEFIZ, [RONZHMZTHTTP Y —E R (ZT
JRRATDHITIE, 2O EFEHLET, 2F0, BRI LIZ2—VPHENRRT— TR
AEL7e THHEL L O, 2—VERERE —BICERSINZT 78X h—7 U TEEHIE
T, TNEFEHTHEEEONEY V=T 78 ATE, 3EIETEHCXET,

ROMIZ, b—=2 o _X=2ADOBFEDOBEZ R L ET,
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B zzr—osx

Token-Based Authentication

REST Client REST API

HTTP GET Request
Get Access Token (Username, Password)

=
Authenticate User :
€ HTTF error Code 401 (unauthorized User)
Generate Access and Refresh tokens :
HTTP 200 OK
» Access and Refresh tokens
All HTTP actions
Request for access to the Resource (Access token) >

Validate Access token :

HTTF error Code 401 (unauthorized User)

Appropriate HTTP response
Give access to Resource

Iy
In case the access

token expires

HTTP POST
Generate new Access token (Access and Refresh token}._

Validate Access and Refresh tokens :

€ HTTF error Code 401 (unauthorized User)

Generate new Access and Refresh tokens :

HTTP 200 OK
Return Access and Refresh token

>

REST Client REST API

aaal b—72 Y DER

h—=27 Ui —F 4 V7 4%, RESTAPIZ 947 P CHRATE AGEN—7 &L
9,
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| 931472 rEnil
zir—soozs [

1R BHHIIZ

RX TE W D Firepower Management Center &, REST API Z {75 72 O O GG M A FFOT 7
U NISEETY ., EARREEZ FAITTE H RESTAPL 7 74 7 M b BT,

AFv 1 RESTAPIZ 947 bafx £,

AT 72 https://<management center IP or name>/api/fmc_platform/vl/auth/generatetoken @ URL I{ZPOST =2~ >

REITHIEHI> I IAT U M ERELET,
ATFYT3 22—V ZLRNAT— FERAFI~y X —L LTEDET, POSTAIIZEAICTHMLERDH D 97,

RDZERY
API ’\@EEE@C\ N &\“—‘ X-auth-access-token:<authentication token value> %JEJJD Liﬁo

RESTAPL 7 A 7 FinbOFRFE (9 ~—2) IZRMMINTWD K HiT, ERIZ~y ¥ —
X-auth-access-token:<authentication token value> j;o c]: U\ X-auth-refresh-token:<refresh

token value> %JEjJ[]L'C\ }"*7 \‘/%E%ﬁbij«o
P — XD FT T REST BERIZFHFE R —T7 b D Domain_UUID EEALET,

ARl F—U VDEH
Firepower Management Center REST API 8GE F— 7 1%, 30 AT, 3EIETEHTHZ
ENTEET,

1R BHHIIZ

Firepower Management Center REST API 72 b AN 72G8GEE D b —27 2 HGF L ET, i
5O =7 ORFNRIERETHD Z L EMELET,

AFv 1 RESTAPI V7 47 bafx x4,

AT 7°2 X-auth-access-token:<authentication token value> j’SJ:U‘ X-auth-refresh-token:<refresh token value>
~v H—%fEH LT, https://<management center IP_or name>/api/fmc_platform/v1/auth/refreshtoken ?> URL
WPOST A~ REATHIRI IV IAT U FERELET,

RDBRY

APl ~DELRIZ, ~~ & — x-auth-access-token:<new authentication token value> Z1BHIL

£,

BIRIZ, ~~» X — x-auth-refresh-token:<new refresh token value> Z1BIIL T, b—7 %

BHLET,
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=% =R

RESTAPI ADA T2y k

o BURMEE (13 —Y)

o L— L O—FEfEEE (15 _X—)

o JREMERE (17 ~—2)

o L— MR (19 ~—2)

e N m— ROHIE (19 ~2—3)
ATV NDOF—N=F A4 K (19—
Y — 2 (20 =)

GHAY—E R (21 —)

¢« TNA A TN—TF P—E R (21 —)
TR AT T AR (22 %—)

e TS ZAHAXT DY —E A (23 X—)
c TNAAF—ER (26 X—)

AT IV b F—EA (38D
PAT—ER (42—

ATV =R (45 3—)

e ARYT—H—ER (78 =)

s WY L—F Y TH—E R (90 N—Y)

e AT —H AP —ER (91 X—)

« VAT AfEHR (91 =)

Ny —UREH (92 X—)

A
ZRIBE
BRI
FRIZ, LA FIZ/RT Uniform Resource Identifier (URI) @D 7 4 —A @ HTTPS Exk & LT,
Firepower Management Center (2358 SAVE T,

https://<management center IP or name>:<https port>/<object URL>/object UUIDoptions

»,.,G\
— — N
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¢ <management center IP or name>
Firepower Management Center D IP 7 K L A £ 72 L5 EA/i KA A 4

* <https_port>

Firepower Management Center C{# 195 HTTPS #fit DA — F &5, T DOAR— MMIFIZ 443
T,

* <object URL>

HEIDOY Y —2DHED URL, 2N HD URLIZY V—ATLIc—ETHY., LUTOLE
D "Cﬁ—o

® options
FRTHRESNDI AT ary, 7 a T EEBLIOHERO 7 4 V2 ) 72
Hc&xd,

® {UUID}

%< O URLIZIE, ¥BETHLENRD D 1 DE-ITHEHD UUID BNEENTUVET,
AEDURIICIE, FBAER—7 VIZEEND AL L UUIDBREENTWET, 2‘7/:7
FEHIREZIIET TS, OV EDOA TV =7 MIET A EREZERT DEA.
URI DRJBIZA TP =7 + UUID 1272 0 £9°,

ERATCX2HRA Y v RiZkD L EBY TT,
* GET
~fREESNEA TVl " bT— 2R LET, GET X, wiAl SEHEETT,

¢ PUT

—HBELEAT7 V27 MIEREBINLET, 7V 7 FRFEELRWESIE, 404 =
F— )Y —=2ZARHE2500 £% A (Resource Not Found) | #iK L £,

A\

GE)  BUEPUTZHHLTH LA T V=7 FEIERTHZ N TEE
TN, ZOMWEEIZSH%DY UV —ATHIRINAAREMERH Y £
4, POSTZMHH L CTHLWAT Y =7 F&2/ER L. PUT &1 H
LCHFEOA 7Y =7 bEERLET,

® POST

—HBESHEHFR AT V27 FEER L E9, POST #1EICIE, RO LI s T
FENZ, ERENDISON AT V=7 B DH A a— R WERH Y 97,

{object]
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L—ILD—HEERER .

N

GH) AR — NV ORREIE, T ADAE VIKFLET,
BN — T IV 2 DAEY 2T 2720, REOHIRIT
HYFEEA, V= DNRT = AL DTA KT A 1
DUNTIE, Firepower Management Center DAL T A R ZZH LT
<TIZEWY,

* DELETE
—HREISNEA TV FEHIBRLET,
* PATCH
—HR—FEINTLEFA.
APLIE, IZIETRTCOERD I =) — RTA—=H PR —FLTHET, GET ERIZX L,

&@7i)—ﬂ7% ZEFEALT, IREND ATV 27 bOFLER_R—=V % — a3 VU &HIEd
L LN TEET,

* expanded

-2, VA NNOEE OFEM B ARET AN ERIISRO A E R8T, True/False
DIETT, —EHDT7 4=V RiF, TO7 T 7 PtruellBEINTWVAHEEOAFRRINE
j—o

* offset
- U X NAOBBEE R L ET,
®* limit
S R=UNTHETAHTA T 2O E R LET,
AP, TR ELITPEIND I ) = RIRA—R AL Ty NV Z ) T R—F LET,

TUANEY L TNTETNDOBEDBMICEASWTETTH N TEET, 740402 VT
FETCEANRTA—HIAT V27 ML THERARY UTOERT-ERRINET,

IL—ILD—$EELE
BEOT 7 AHIHNL— & —FEEAMREZMEN L CPOSTa~ > RTEINTEET, 20
HREIZ L D | 1,000 D/L— )L & —FEISEINTE £,
ZOMREIX, T BA LMK L TORERTE T,
Z OWRED URL TR D &Y T,

hittps://{firc. TP or name}: {httes port}/gei/firc aonfig/vl/darein/ {darein WID} /folicy/accesspolicies/ {policy UJID} accessrules ulk=tre
FFvar
?bulk=true

BEON— VN DFEROXAf a— R THEHINDZ EE2RLET,
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—fEPOSTERDXA 02— FNOA TV =7 M, TXTHELATHLIMLERNHY £, AL
—FEERNTERRDIA TV FEARDLEDLZ LI TEERA,

% D POST #EL 135720, —45POSTICIZISON A7V =7 FO—ENMLETY, JSON
FTV 2 FO—EIZIE, 1~ 1,000 E TOF T =r FRFREINET, Hx D ISON A
TV NI o ZTHODMLERH Y T, 4T V7 MII v TRYZLERH
., —EEEIIA- ZTHAEAET,

[{object}]

[{objectl}, {object2}, {object3}, {objectd}, {object5} ..]

RO 2 ) — T A—=2F, —FHPOST ZRTHAR—hShE T,
®* bulk=true

ZONRT A =L, —FEPOSTHREN 7 = ) —CHEA SN TCWAZ L2 BELET, 2D
2T A—FE — L DO— BRI HE T,

section=mandatory/default

ZONTA—=ZE, V—ARNBNENEEI v a ERELET, ZONRTA—2 %M
LWGS, B v a 3T 740 b0t s v a il £4, valflé 7740 MED &
DHFRSNET, BZ v a VERETLIEHAIR. TNUDFETLIVNERNHY £7, HFIEL
RITIVTERITRM L ES, B2 v a VERELESGAIE. W7 AV ZRETEEEA,

category=<Name of the category>

ZDONTA=HE, =P BIMEND AT TV EZIRELET, BT IV EH/ETLHEG
X, FURFET HMERH Y EF, AR LRITIUTESRIZTKRR L ET, 173V 2467E
L7eHmeld, 7 va v aEETEEE A,

insertAfter=<Index of rule>

ZONRFA=HF, BBELIENAV—NV AT v 7 ADBITV— VR AIND Z EEZIEEL
£, B varERBFIITIYERBELRVES. VI FHARA U ROBOE Y
YarERIEATAVITENESNET,

insertBefore=<Index of rule>

ZONRTA—=ZIE, BELIEA—N AT v 7 ADORNIV—ABNHASND Z EAFREL
£7, BV v arEREAT IV ERE LRWEE, L—E, FARA V SORTIOER
YarERIIHTIVITEMENET, insertBefore | L insertAfter X W HEE S D DT,
W Z4RET D & insertBefore /37 A — X N H S E T,

W= IVEFIN—ND I N—Th B aER3hT IO THLEA T v 7 A
ATDHEE, ATV EREFRIVa ORI A—E AT v 7 ALITHEH LT, L—
OWAMIBEZHRECEET, AT v 7 RAx® 7 aroh73) ¢RI ETIHEG. 1
T I ANEDR Y VarEiI AT aVIcirnt, 27 —RNERINET,

AT I AEETELRWEA, V—MIT 78 ARY —DRIHASHET, 73V F
Tixte 7 v a v BRELT, A VT v AERELRWGA, Vy— W37 3y £ieixks

Va v ORBIHEAINET,
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T |

FOPOSTHTY, T_TD/L—1E 1 DORICTEASNE T, POST ERIZEE D AHAT
HEEETAZEIITTEERE A,

\}

GE)  WV— L OJEFIL, Firepower Management Center (= & 5 1% X Ofif#T FiEIZ B % 5 2 77,

cr
p

EfEE

(G¥)  RESTAPI TlE, 1 X—=UH7=0 25MFDISEDOHRFRINETN, IR =) — T A —F %
5 F-4-201E 1000 {4 % THEE £ 4,

JREDOREEITRD X 512720 £,

« LOCATION - # L B &N U Y —Z ID, POST DIFPEDH, HLWY YV —A D %
(URTFEHE L) HELET,

* CONTENT-TYPEJGERA v —URILDAT 4 T XA Ty ISEA v B—URILOFHR LM
XERLET,

PEBEICIHITR A7 — S 2 F I idm 7 — 2 — KRG ENET, fHaiee=— R, &
OHF IV HNET,

*20x - 200 B DT — RIXRD K 5 2B O piEh & R L E 7,
® 200 OK

— B LT BRI T 2 N
® 201 Created

—FORMZET L, H LY Y — R EAER,
* 202 Accepted

—BURDZIT AN, LBUTRTET,
® 204 No Content

— = SBERE EF B LTS, 2T VIR EE,
c4xx-400 FED T — NI, ROXHIRITAT 2 MO T—%RLET,
®* 400 Bad Request

NI s ) = RT A= GREBINI2NWANT A= RELTNWDHNRTA—H2 FT-
T IME R E)

ZHUZEY ., T AR =T/ B K DT, RESTAPIRHATA T =7 b3
BFEFITHIBRENTZZEE2RTZENTEET,
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® 404 Not Found

—EENTZURL BNEEIEDOY VY —2 L —F L7\, 7=& 21X, HTTPDELETE 1. =DV
V= AN DIRIT 2560850 9,

® 405 Method not Allowed

- U Y= ATHFA S TRV HTTP ZoRM TN, T2& 2, BiARYERY Y —2
T®? POST 72 &,

® 422 Unprocessable Entity

— X B—= KPR KRETED, 2L, 2048000 X1 LY KE WA o— FEXEET DL
TWIRAELET,

— B BRI ST ISON S H v 7 A7 & MBI TE W T 4T 4 Flo1dHiH
BN T 4T 4B a— RIZEENTWS,

® 429 Too Many Requests

—APLICE G ENT-EROBMN LT E D, 20T —T, 159570 120 L EOE R A%
FTneRAELET,

—FARERNLTED, VAT A, TRCDITAT 2 b0b 10 2825 WHIEREZ
TAND Z EITTEEEA,

— =B OEZALBIEN ST E D, APl C—EIZFF 95 PUT, POST. 71X
DELETE ER IV — N LD a—5 2121 2OHTT,

¢ 5xx - 500 FEH DO a— Rid—Mllo=F7 —%2 R LET,

T —RNEAELESEAIX, =9 —a—RNIMA T, =9 —ICET M E "I =5 —F 7 V=
7 MR U Z—VIREIZEENDILERH Y £9, JISON DT —B L OEEDIGEAF—~1T

ROLFY T,

{

"error": {

"category": "FRAMEWORK",

"messages": [

{

"description": "Action is mandatory to be specified."
}

1y
"severity": "ERROR"

}
}

ZIT, ATV bOTRNRT 4 ITROERBY TT,
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L—r#iE ]
R1:A72zH b FOnTog
PA=PAv Rt 847 Bl
Ay—Y T4 vaFrIDy AR T —FFEEA -
DY AR
a—F pe Error/Warning/Info = — F
G FF) Error/Warning/Info |23 %
FEAR A v E—

L — kiR
Firepower Management Center REST APL 1%, v MV — 27 A2 EHT 570D L — MR %
ELTHET,

APLIZ., A DIP T RLANS 1557120 120225 A v b— 3% dANEEA, IPT
RLAZEIZ 10 DRIFEFROAFF T INET, ZNOITREHER/NT A—XTiEdH £
Ao

JITAT v R TINLOHBEBZ 84S, APLIZHTITP429 =7 —%iK L £,

R4 A— FO#IE

APLIE, XA 17— F732048000 31 P LD KREWVWRA =V BZITAND I ENRTEEREA,
ZHUE, RESTAPI & API =7 A7 0 —J DM FICYTETEY 3, Ziud, RERERNT
A—HTIEHY EFHEA,

A=V NZOHIREBZ 756, APLIZHTTP422 =7 — %K L F9,

FITCIY bOF—N—54 K

F—R—=F 4 NI, BELIET NNA AETIEIRAA NZH LTV AT AREHT 247 V=7
FORBEMEZERLET, H—DERTIE, =2—FIT—FERELEH L TEHOA 7Y =7 |k
WCEBOA— =T REERTEET,

FTV 2l R A—R=F 4 RENDH &, BERINTZLEZZDOF TV =7 MTREBED L
SINET, lﬂ’i@ﬁ@fﬁﬁi%% INDHZEIEHY EHA, ZOMEIF, A— =T A4 IR
HibR SN 7eHma Ik ET, A— =74 FTIiL, [4A7 (Name) ] 74—V F& [Fi#d
(Description) ] T4V RERE, ATV }‘V‘?@T’\’C@74*—ﬂ/l\ RBE D PRk =
NET,

ZOBERED URL (FIRD L350 TT,

https://:{fmc_ip or name}:{https port}/api/fmc_config/vl/domain/{Domain uuid} /object/hosts
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[1.23.5] OA—="=F A FMazfM LT, FAA > [Global \RETAIL] DA 7 ¥ =7 |
Mtesthost | DA —/N—F A REERT BT 0D~ 01— REFER L £,

"type": "Host",
"value": "1.2.3.5",
"overrides": {
"parent": {
"id": <Parent UUID>
"type": "Host"
}l
"target": {
"name": "Global \\ RETAIL",
"id": <target domain UUID>,
"type": "Domain"
}
}l
"overridable":
"description":
"name": "testhost",

}

true,

nwon
’

FTa

?bulk=true

ATV =7 bOF—N—=F 4 ROMERRAE R LET,

[GET] :

WEDA TV = MTBITL2TXTOF—""=F A4 RZ U XN 520D

URL . /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{host UUID}/overrides

FED RAAL FEIEIT A A EDOF TV 27 MZBITFHA——F 4 RO

URL : /api/fmc _config/vl/domain/{domain UUID}/object/hosts/{host UUID}?overrideTargetId={target UUID}

FED RAAL VEIZIZT A A LICBT 52T _XTOA—"—=F 1 FIZHET 5

URL : /api/fmc config/vl/domain/{domain UUID}/object/hosts?overrideTargetId={target UUID}

GE)

F—=N=F A4 RLTh, BA TV FOBEITELEIND Z LIETHY FEA,

BEEY—EX

GET auditrecords

HRk¥ A7 GET
A ERLa— REBRELET,
URL : /api/fmc config/vl/domain/{domain UUID}/audit/auditrecords

IDIZX % GET @
URL . /api/fmc _config/vl/domain/{domain UUID}/audit/auditrecords/{objectID}
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sav—tcz ||

HEBR : [ AT L& (System) ]>[F=%# U > 7 (Monitoring) ]>[EZA (Audit) ]

T4 NE ) TIHHTE 537 A—4 : username, subsystem, source, starttime, endtime

BEAH—EX

GET deployabledevices
ZRA A7 GET
Ll AR R DY . BT DERNTETVDTRTOT A, ZAO—EE2TfFLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/deployment/deployabledevices
FERR : [T /34 AIZFREEE A (Deploy Configuration to Devices) ]
TANE Y TR TE 5737 A—4 : name

POST deploymentrequests
gk % A 7 : POST
B HEIE LT3 AT S & SR BT 5 Bk & ARk L £,
URL : /api/fmc config/vl/domain/{domain UUID}/deployment/deploymentrequests/{object UUID}

MERR : [7 3 A AR E A (Deploy Configuration to Devices) ]
—™ » N (o] I\
TINARXDIL—T H—ER

DELETE devicegrouprecords

3k % (4~ : DELETE
M HE LA T V2 N ID ZFFOT A A I N—T EHHIBRLET,
URL . /api/fmc config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

MERR : [T /31 A (Devices) |>[7 731 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

PUT devicegrouprecords
gk A 7 PUT
WA HELLEAT Y27 PID ZROT AN, R TN—T 2 EHELET,

URL . /api/fmc config/v1/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}
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RESTAPINOA TSz b |
. POST devicegrouprecords

FERR : [7/3A A (Devices) 1>[7 /341 A4 H (Device Management) ]>[7 /34 ADEH (Modify
Device) ]

POST devicegrouprecords
HR S A 7" . POST
B HE LA T V=2 b ID 507 R I A—T E B L E T,
URL : /api/fmc config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

GET devicegrouprecords
ZRSZ A7 . GET

P FBELZIDICEEM T ONTWAET A, AT NA—T 28BS LET, IDEFEELRWE
HiF, TRTOFAAL A I N—TDO—EEXTELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords

ID IZ2 X% GET @
URL . /api/fmc config/v1l/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

MERR : [7 734 A (Devices) 1>[7 /34 A (Device Management) ]>[7 /31 ZADFEAx (View
Devices) ]

FINARATSRA

GET ftddevicecluster
gk & A7 : GET

S FRE L IDICEEMITONTWAFID 7 9 A% La— REREFE-IZIEE LET,
GETIZID Z$EE LAWEAIX., T _XTHOFID 7 7 AXO—EZ#ESE L £7,

URL : /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/ftddevicecluster/

ID (2L % GET ©
URL . /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/ftddevicecluster/{objectId}

HEFR : [T /34 A (Devices) 1>[7 /3 A& B (Device Management) ]>[7 /31 ADFE/R (View
Devices) ]

. Firepower Management Center RESTAPI /A—2 3 26400 A4 w9 RE—k A F
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71 2HAx7o4—Ez ||

TINA AHART7 DY —ER

DELETE ftddevicehapair

k% A 7 : DELETE
SR HRE LA TV 27 MID BFEOT A A AT 2R L £,
URL : /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{object UUID}

HERR : [7 731 A (Devices) [>[7 734 A& EL (Device Management) |>[7 /34 ADZH (Modify
Device) |

\}

GE)  configure high-availability disable 2~ > K% 34T L, FID 7 /31 ANDH 7 = — )L A —3— a3
T4 X2l —a UEHIRLET,

PUT ftddevicehapair
HRkZ A7 PUT
@B : Firepower Threat Defense 1= Al FIPET /31 215 L TIROWT N OEMELZ X E L £ T,
« TNAADT =—)vA—"— N T —FMERELET,
« TR AND AA v FOURRE

o« TNA R 7 BT E T2 3R B9 T

URL . /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{ha container UUID}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) [>[7 /34 ADZH  (Modify
Device) ]

POST ftddevicehapairs
HRHZ A 7 POST

HHHHRESNETIAVBLIOE I F) TV 27 MDD AR A AT A 2 AT
BERRLFET, —EIZ 1 2L EoE ] T @ POST #/EEZ FEIT L2V TL Z &V, kD
POST #AEICHETeHIIC, HIFED POST BMENIEWICHE T L TWA Z & 2R L £ 7,
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. GET ftddevicehapairs

\}
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GE)

B A0 POST #EIL 60 FPLLINIZISE LE T, f#D POST B{EZBRLA L7, 120 FPLL
B TS H%HED POST #EAEITT 5 Z & AL L £, POST #AEDIGEICIT, # A7
IDEHAT AT —=HAEBROH AT ATV bR EGENET, TOX AT ID ZFHOZ A
U ATVl NCGETEZFATTHI LT, FAVDRTEERT L LN TEET, 7F
FIZ DU TIE, GET taskstatuses (91 X—37) &L T &,

URL : /api/fmc config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs

FERR : [7 /31 A (Devices) 1>[7 7341 AEH (Device Management) |>[7 /3 ADZEF  (Modify
Device) ]

GET ftddevicehapairs

HRZ A7 . GET

B fRE LAl o 7 ID SRR BTV A RERITE A BUS L £, ID 2 fEE
L2WEAIE, T TCoEtEar 7 47 Y7 ho—BERELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs

ID (2L % GET D

URL . /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{ha container UUID}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE failoverinterfacemacaddressconfigs

3k 5 A 7 : DELETE

#tH « FEXE S 4172 Firepower Threat Defense 51 A 4~ (2 BH# (1T 540 TUv %, Firepower Threat
Defense & A JME Y = — VA — =RV — A X =T = AMAC T FLAD L a— F&Hl
BRLUET,

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs

HElR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE (Modify
Device) |

GET failoverinterfacemacaddressconfigs

gk & A7 : GET

A FEE SN2 FTDHA A7 IZBE AT 3T b, Firepower Threat Defense 15 7] 1 7 = —
NA—=N—= R = A H—T 2 AMACT FLADLa— RZEHLET, GETOID %
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POST failoverinterfacemacaddressconfigs .

FBE L22WGAIL, 3T Firepower Threat Defense & o] 1E 7 = — /LA —/ R — R v— A
VA =T 2 A AMACT FLADLa—FO—EZ2EE L £,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs

ID (24X % GET @ URL :

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs/{object UUID}

FEFR : [7 /34 A (Devices) 1>[7 /31 A% H (Device Management) ]

POST failoverinterfacemacaddressconfigs

23RS A 7 POST

A © $57E S 4172 Firepower Threat Defense =1 A P77 IZ BAEATH T H 41T %, Firepower Threat
Defense m A/ M7 = — N F— "= K — A4 X —T 2 AMACT RLAD L a— K&k
’ﬁ I—/ij‘o

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontaineriUUID}/failoverinterfacemacaddressconfiqs

HERR : [7 /31 A (Devices) |>[7 /34 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]

PUT failoverinterfacemacaddressconfigs

Pk & A7 PUT

ALBA : $87E & XU72 Firepower Threat Defense i ] AT~ 7 (CB#AT T 5TV 5 ., Firepower Threat
Defense i A HME Y = — A — "= KV o — A L H—T 2 AMACT RLADL a2— &%
ELET,

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs/{object UUID}

HEFR : [7 731 A (Devices) [>[7 734 A& HL (Device Management) [>[7 /34 ADZH  (Modify
Device) |

GET monitoredinterfaces

gsRZ A7 : GET

FBH  FEE &7z FTD HA X7 ZBEAF T 54TV %, Firepower Threat Defense 5 A F PERE AR
A HE =T A AR =D a— FEEHFLET, GETDID Z45E LaWHEaE, 33T
O Firepower Threat Defense & Al MEEEAR A X — T = A ARV v —DLa— FO—ExZT&EL
£
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URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces

ID IZ& % GET ® URL :

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces/{object UUID}

FEFR @ [7 734 A (Devices) |>[7 731 A& (Device Management) ]

PUT monitoredinterfaces

ZRZ A 7 PUT

WA $87E S 4172 Firepower Threat Defense =) F] FIH~< 7 (2 BT 41T %, Firepower Threat
Defense & AJHMEEE S A 4 —T7 =4 A RV =D L a— REZEHLET,

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

TINARXAY—ER

POST copyconfigrequests

FR S A 7" POST
#HA : $87E L 7= Firepower Threat Defense 7 /NA A LT NA AR ELEZ I E— L ET,
URL : /api/fmc_config/vl/domain/{domain UUID}/devices/copyconfigrequests

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE devicerecords

k% A 7 : DELETE
A FRE L2 T A A DR AR L £,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

FERR : [7 /31 A (Devices) [>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) |
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PUT devicerecords .

PUT devicerecords

HRkZ A 7 PUT
M FRE L IDICEEMIT O TWDT NS A La— REEFELET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

HERR : [7 /31 A (Devices) [>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

POST devicerecords

FR % A 7 . POST
#iBH : Firepower Managemenr Center (Z48E L 727 /3 A& Bk L £,
URL . /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords

FeRR : [T /31 A (Devices) ]>[7 7341 AEH (Device Management) |>[7 /3 ADZEF  (Modify
Device) ]

GET devicerecords

gk % A7 : GET

P TN AERERSE LET, T3 A ID ZEE LI2GEIE. fE LT 3 ZADE#
G LES, ID ZHEELRVERE. $X3TOT A 2ADEREZRGE L £,

URL ! /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords

ID (2L % GET D

URL . /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}
MERR : [T /34 A (Devices) ]>[7 /A A% H (Device Management) ]

TANEY) U TIMEATE 585 A—4 : hostName

PUT fpphysicalinterfaces

FRk & A7 : PUT
B RELET AN A LOYEA v F—T oA AEERLET,
URL : /api/finc config/vl/davain/ {davein UUID}/devices/devicerecords/{containerUUID} /fphysicalinterfaces/ {doject UUID}

HERR : [7 /31 A (Devices) [>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

GET fpphysicalinterfaces

gsRk& A7 : GET
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RESTAPINOA TSz b |

i FEE LENGIPS TS AID A v Z—T = A ZAIDICEEMIT ONTW AL &2 —
T oA ADERERELET, IDEHEELRWIEAIL, 5E L72NGIPS 7 /34 A ID |2 B f}
TONTNDERTRTOYHA L X —T 24 AD—EXEELET,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces

ID 2L % GET ©
URL : /api/fic config/vl/damein/{damein UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces/{doject UUID}

MERR : [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

TANEY U TIERTE 537 A—4 : name

DELETE fplogicalinterfaces

ZR % A 7 . DELETE

W HEE LT N A LOWEA v F—T = A ZAEHIBRLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/
fplogicalinterfaces/{object UUID}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

PUT fplogicalinterfaces

FRHZ A7 . PUT
B BELLET A A LOMBA T oA AEEHELET,
URL : /api/fmc config/vl/darain/ {darain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces/ {doject UUID}

HelR - [T /31 A (Devices) 1>[7 73 A& E (Device Management) |>[7 /31 ADEFKE  (Modify
Device) ]

POST fplogicalinterfaces

ZR 2 A7 POST
G HRE Lo T8 A RICERELA 2 =T = A A 2AER L E T
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

GET fplogicalinterfaces

SRk & A7 : GET
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DELETE inlinesets [

T HEELIENGIPS T A ZAID & A v X —T = A ZAIDICEESTT 5N TWARRELA & —
T oA AR LET, IDEEELRWGAIE, f8E L7 NGIPS 734 A ID 2B T 54
TWATRTOHRBEA L F—T oA ADO—EEZTELFT,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

IDZX% GET D
URL : /api/finc config/vl/darain/{damain UUID}/devices/devicerecords/ {container UUID}/fplogicalinterfaces/ {dbect UUID}

MERR : [7 /34 A (Devices) ]>[7 /31 A& HL (Device Management) ]

TANEY U TIERTE 537 A—4 : name

DELETE inlinesets

PUT inlinesets

ZRk % A 7 . DELETE
B RBELET AN A LA T4 2y REAIBRLET,
URL : / api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/inlinesets/{cbject UUID}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

HRkZ A7 PUT
SR BEELET A A LA Ty FEEFRLET,
URL : /api/fic_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{cbject UUID}

HERR : [7 /31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

POST inlinesets

GET inlinesets

ZR 2 A7 POST
M BEELET A AR T4y BEERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets

FERR : [T /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

SRk & A7 : GET
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RESTAPINOA TSz b |

FH HELIENGIPS TS ZAID EA T4 By FIDICEEM TN TWDEAL T4
Yty FOBFWEIRGLET, 1074y FIDEFEELZWEAIL, F5&€ L7=NGIPS 71
A4 ZID ICHEET SN TWETRTOAS U IA4 v By ho—ExBELET,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets

IDZX% GET D

URL : /api/ fme config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{dbject UUID}
MERR : [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

TANEY U TIERTE 537 A—4 : name

GET staticroutes

sk # A7 : GET
A HEE LT AN ACEEMT STV DB TR TDIPVE L IPV6 A X T 4 v Jb— hD—
BAERSLET,

URL : / api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/staticroutes

GET ID @
URL : /api/fic config/vl/darain/ {damainUUID}/devices/devicerecords/ {containerUUID} /routing/staticroutes/ {doject UUID}

MERR : [7 34 A (Devices) 1>[7 731 A& H (Device Management) ]

DELETE ipv4staticroutes

gk % 4 7 : DELETE
FA HEE L IDICEEMTONTWD IPvE A X T ¢ v 7 b— N &HIRLET,

URL :
/api/fmc config/vl/damain/ {damainUUID} /devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

FePR : [7 /31 A (Devices) ]>[7 7341 A&H (Device Management) |>[7 /3 ADZEF  (Modify
Device) ]

PUT ipvé4staticroutes

SR X A7 PUT
S HEE L IDICEEMITONTWAIPVE ZAZT 4 v 7 — NEEHR LET,
URL :

/api/fimc config/vl/damain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {cbject UUID}

FERR : [7 /31 A (Devices) |>[7 /34 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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POST ipv4staticroutes .

POST ipvastaticroutes
FR ¥ A7 . POST
FH IPVA A Z T v 7 b— R EAERLL ET,
URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipvistaticroutes

HERR : [7 /31 A (Devices) [>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

GET ipvdstaticroutes
HRHZ A7 . GET

S FRE L IDICEEMIT SN TWAIPVE AZT 4 v 7 —FE2BE LET, ID ZIEE
L72WGEIEL, T XTDOIPVE AT 4 w7 —FO—EE2EELET,

URL : /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvastaticroutes

GETID @
URL : /api/fre config/vl/davein/ {damainlUID}/devices/devicerecords/ { containerUUID} /routing/ ipvéstaticroutes/ {doject UUID}

HEMR : [7 /34 A (Devices) |>[7 /31 A& (Device Management) ]

DELETE ipv6staticroutes
ik % A~ : DELETE
FE  FRE L7 ID ICBERTTT HILTWD IPV6 AX T ¢ v 7 b— R EHIBRL £,
URL : /api/firc config/vl/darain/{daweinUUID} /devices/devi cerecords/ {containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]

PUT ipvbstaticroutes
FRk & A7 PUT
LA EE L7z ID ICBEAHT B TWD IPV6 AX T 4 v 7 — NEEHTLET,
URL : /api/firc config/vl/davain/{doveinUUID}/devices/devi cerecords/ {containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

HERR : [7 731 A (Devices) [>[7 734 A& H (Device Management) [>[7 /34 ADZH  (Modify
Device) ]

POST ipvbstaticroutes
HR 2 A 7" POST
B IPVe AT 4 v 7 — FEERL T,
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. GET ipv6staticroutes

URL : /api/fmc _config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes

FERR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE  (Modify
Device) ]

GET ipv6staticroutes
ZRZ A7 GET

A FREE L IDICEEMIT N TS IPV6 AX T v 7 — e B LET, ID 2EE
LZWGEIE, $XTDOIPV6 AXT 4 v — bhDO—EETELET,

URL : / api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipvéstaticroutes

GETID @
URL : /api/firc config/vl/darain/{daweinUUID} /devices/devi cerecords/ {containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

MERR : [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ]

DELETE virtualswitches

¥k % A4~ . DELETE
F HBELET AL A LORBAA v FEHIRLE T,
URL : /api/ fme config/vl/domain/{damain UUID}/devices/devicerecords/ {containerUUID} /virtualswitches/ {dbject UUID}

HEFR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

PUT virtualswitches
Gk Z A7 . PUT
B LT A EOIBAAL v FALEE LET,
URL : /api/fmc config/v1/domain/{UUID}/devices/devicerecords/{containerUUID} /virtualswitches/{object UUID}

HERR : [7 731 A (Devices) [>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) |

POST virtualswitches
PR & A7 . POST
B - AR LT A R BICAR A A o F AR LT
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/virtualswitches

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]
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GET virtualswitches [

GET virtualswitches

gskZ A7 : GET

A 8 L72 NGIPS 7 /34 2 ID LRARA A » T ID IZBEEM T LN TV BB AAL v T %
PG LET, (KEEAAL v T ID ZH5E L2WEATE, F5E L7z NGIPS 7 /31 A ID (2B fF 1T
BN TWLTRTOEBAL v FO—EERELET,

URL : /api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/

virtualswitches

ID(ZX% GET D

URL : /api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/
virtualswitches/{object UUID}

FEFR : [7/3A A (Devices) 1>[7 /31 A% E (Device Management) ]
TANEZY T TE H/87 A—4 @ name

PUT fpphysicalinterfaces

gk % A7 . PUT
D ERELET AN, A LOYEA =T o f AEERLET,
URL : /api/firc_config/vl/davein/{damein UUID}/devices/devicerecords/ {containerlUID} /fophysicalinterfaces/ {dbject UUID}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]

GET fpphysicalinterfaces

Bk Z A7 : GET

i FEE LZENGIPS TS AID & A v X —T = A ZAIDICEEA T SN T WAL, & —
T a2 A ADIEREREG LET, IDEZFEE LRWEAEIE., $8E L7 NGIPS 7 /31 A ID (ZBS#ff
TOENTNAETRTCOYREA, L —T 24 AD—EEZEELET,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces

ID IZ2X % GET ©
URL : /api/fc config/vl/damain/{darain UUID}/devices/devicerecords/ {container UUID}/fophysicalinterfaces/{dbject UUID}

FERR @ [7 734 A (Devices) |>[7 731 A& (Device Management) ]
T4NE ) TIFERHTE B35 A—4 : name

PUT physicalinterfaces

GsRX A7 PUT
P BELET AL A LEOMEA VX —T o AEEHE LET,
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URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/

physicalinterfaces

FERR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE  (Modify
Device) ]

GET physicalinterfaces

gk & A7 : GET

S FEELIENGEW T AL AID EA v ¥ —T = A AIDICEEMT O TW AR A 2 —
TxA AERELET, 12X —T7 x4 XD EEELBEWVWEAIT., FEE LI NGFW T /314 X
ID IZBEM T HN TV TR TCOYHA v X —T =24 AD—EEEELET,

URL . /api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/physicalinterfaces

IDIZX% GET @
URL : /api/fc config/vl/damain/ {damain UUID}/devices/devicerecords/ {container WIID}/physicalinterfaces/{doject UUID}

MERR : [T /34 A (Devices) ]>[7 /A A% H (Device Management) ]

GET bridgegroupinterfaces

gsRkZ A7 : GET

HBH HELENGFW T ARA ZAID & A v H—T =4 ZAIDICEHEMTONTWE T Y v 7
N—T A B =T oA ZAEBHBLET, A1 X —T7 = ZAID 2EELRWVWEAIX, FBELE
NGFW 7 A ZIDIZBHEAIT 5N TWD TR TOT Y vV I N—T A v F—T =24 AD—&
EERASGLET,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

ID &% GET ®
URL : /api/firc config/vl/damein/ {darain UUID}/devices/devicerecords/ {container UUID}/bridgegroupinterfaces/ {doject UUID}

FEFR : [7/3A A (Devices) 1>[7 731 A% HL (Device Management) ]

POST bridgegroupinterfaces

SR X A 7 : POST

S EELIZNGEW T ARAL ZAID EA v Z—T = A ZAIDICHEEMFITONTHAET Y v J
N—T A A —T A ZAEEKRLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

HERR : [7 /31 A (Devices) |>[7 /34 A& HL (Device Management) |>[7 /34 ADZH (Modify
Device) ]
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PUT bridgegroupinterfaces .

PUT bridgegroupinterfaces
HRZ A7 PUT
B IRELET A A DT Y Y =T (o —T = AEERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

HERR : [7 /31 A (Devices) [>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE bridgegroupinterfaces

gk % (7 : DELETE

HBHHELIENGEFW T ARA AID & A v H—T =24 ZAIDICEHEMITONTWE T Y v 7
N—T A B —T A AEHIERLET,

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

FERR : [T /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZEH (Modify
Device) ]

GET redundantinterfaces
SRk & A7 : GET

B EELENGEFW TS AL ZID EA v F—T oA ZAIDIZEEMT N TWATTEA v 7 —
TxA AERELET, 1 ¥ —T x4 XD ZRELBEWEAIX., FEE L7ZNGFW 7 /314 X
ID IZBHE#EFFITOENTVATRTOILEAS >V F—T =24 AD—Ex=TE L ET,

URL : / api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces
URL : /. api/finc_config/vl/darain/ {darmain UUID}/devices/devicerecords/ {container UUID}/redundantinterfaces/ {doject UUID}

MERR : [7 /34 A (Devices) |>[7 731 A& H (Device Management) ]

POST redundantinterfaces
TR & A7 . POST
B HEE LTS ADTLEA v H—T = A ZEERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

MERR : [7 /34 A (Devices) |>[7 731 A& H (Device Management) ]

PUT redundantinterfaces
gisk % A4 7 : PUT
B HEE LT AL R LOTEA v 4 — T =4 AR EELET,
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. DELETE redundantinterfaces

URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

FERR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE  (Modify
Device) ]

DELETE redundantinterfaces

%K% A 7 DELETE
Pl HRELLET A ADTURA v F—T7 A AZHIBRLET,
URL : /api/frc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

FEFR : [7 /34 A (Devices) |>[7 731 A% E (Device Management) ]

GET etherchannelinterfaces
SRk % A7 : GET
S EELIENGEFW T ARAL ZID EA v F—T A 2D ICBEFITONTWS A —H %y
NFYprN AT =T 24 ARG LET, IDZHEL2WEE, F5E LIZNGFW 7341
ZAIDIZEEMF T 5N TNDTXTOAS =Ry N TF ¥y RxL A U F—T oA ZAD—EETIFL
9,

URL : / api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/etherchannelinterfaces

IDIZ& % GET ®
URL : /api/fic config/vl/damein/ {darain UUID}/devices/devicerecords/ {container UUID}/etherchannel interfaces/ {doject UUID}

MERR : [7 34 A (Devices) |>[7 731 A& H (Device Management) ]

TANZY TR TEDLNTA—H ¢

POST etherchannelinterfaces
FRH¥ A7 . POST
B RBELET A AR Ry N TRV A F—T 24 ZAEERLET,
URL : /api/fic config/vl/domain/{domain UUID}/devices/devicerecords/ {container UUID}/ethernetchannelinterfaces

FeRR : [7 /31 A (Devices) ]>[7 /341 AEH (Device Management) |>[7 /3 ADZEF  (Modify
Device) ]

PUT etherchannelinterfaces
gisk % A4 7 : PUT
M HELLET A A LD =Ry N FX RN A I =T =2 A EFELET,

URL : / api/fic config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/ethernetchannelinterfaces/
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DELETE etherchannelinterfaces .

FERR : [7 /31 A (Devices) |>[7 734 A& EL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

DELETE etherchannelinterfaces

k% (7 : DELETE
D HRE LT A AP =T Ry b Fy A F =T =2 2&HIBRLET,
URL : /api/fc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/ethernetchannelinterfaces

FEFR : [7/3A A (Devices) 1>[7 731 A% E (Device Management) ]

GET subinterfaces
gk % A7 : GET

S FEELIENGEW T AL AID EA v F—T = A AIDICEEMNT O TWAY T A 2 —
T2 ARG LET, A F—7 A AID BT LARWEAIL., 5 L72 NGFW T /314 &
ID IZBEM T HNTNE TR TCOY T A v H—T oA ADO—EEEELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

IDIZ2X % GET ©
URL : /. api/fmc config/vl/domain/ {domain UUID}/devices/devicerecords/{container UUID}/subinterfaces/{cdbject UUID}

MERR : [7 /34 A (Devices) |>[7 731 A& H (Device Management) ]

POST subinterfaces
TR & A7 . POST
B RBELET A ALY T A v —T o ZAEAERRLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

MERR : [7 34 A (Devices) 1> [7 731 A& H (Device Management) ]

PUT subinterfaces
Gk 2 A7 . PUT
B SR LT AL R OV T A v B —T = AELEELET,
URL : /api/fmc config/vl/domain/{domain UUTD}/devices/devicerecords/{container UUTD}/subinterfaces/

FERR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE  (Modify
Device) ]
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[ DELETE subinterfaces

RESTAPINOA TSz b |

DELETE subinterfaces

k% A7 : DELETE
HHH B E LT A ALY T A =T oA AEHIBRLET,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

MERR : [7 /34 A (Devices) |>[7 731 A& H (Device Management) ]

GET fpinterfacestatistics

gsRZ A7 : GET

A B L2 NGIPS 731 A ID ICHHERT T B TWBTRTOA o F—T = A ADWEHE
WO—EERELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/devices/

devicerecords/{container UUID}/fpinterfacestatistics
FeBR : [T /31 A (Devices) ]>[7 /A A& H! (Device Management) ]
TANE Y TIHERTE 5787 A—4 : name

POST interfaceevents

HRZ A 7 POST
P HE L7731 A Bl netmod A X EVERLL 9,
URL : /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/interfaceevents

FERR : [7 /31 A (Devices) |>[7 /341 A& H (Device Management) |>[7 /34 ADZH (Modify
Device) ]

GET interfaceevents

FRZ A 7 . GET
S TN A DT _TD netmod 4 X hO—EAEEL E1,
URL : /api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/interfaceevents

MERR : [T /34 A (Devices) ]>[7 /31 A% H (Device Management) ]

A7)z MY —EXR

POST collections

YR Z A 7 : POST
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POST discoveryinfo .

D TAXIL Y —ADa Ly va v aBMLET,
URL : /api/fmc_tid/vl/domain/{domain UUID}/taxiiconfig/collections

MR : [ > 7 U Y= A (Intelligence) ]

POST discoveryinfo

GET element

gk & A 7 . POST
B Y — A B EREZR TAXIL 2 L7 3 2 BT R A BN L £1,
URL : /api/fmc_tid/vl/domain/{domain UUID}/taxiiconfig/discoveryinfo

FEMR : [ > 7V ¥ = A (Intelligence) ]

gk & A7 : GET

S FRELZIDICHEEM TN TWESL T ) Ve ANt s v —2BELE9, ID %
BELRZWESIZ, TXToA4 TV Pz 2Axfictrr—o—E2BELE T,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/element
ID (2 X% GET @ URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/element/{object UUID}

MERR - [4 > 7 U Y= A (Intelligence) ]

DELETE incident

PUT incident

GET incident

FR % A 7 : DELETE
M AT NEHIBRLET,
URL : /api/fmc_tid/vl/domain/{domain UUID}/taxiiconfig/incident/{object UUID}

MEBR - [4 > 7 U 2= > & (Intelligence) ]

HRkZ A7 PUT
M HRELTEAT V2 FIDEFEOA LTIV VAL VT NEERLET,
URL : /api/fmc tid/vl/domain/{domain UUID}/tid/incident/{object UUID}

FEBR - [4 > 7 U 2= > X (Intelligence) ]

gsRk& A7 : GET
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B rutindicator

PUT indicator

GET indicator

RESTAPINOA TSz b |

S HEELZIDICEEMNITONTWAL LTI P2 AL T FeRBLET, ID%
BELEWEST, TRCOA LTIV ALYV Ty hO—&EE2FELET, 741 1
TIEBEN—VIZ 25 HORRERNPFERINE TN, 1init 23T A—F ZEHT T 40 4 F THSC
ﬁi‘é—o

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/incident
ID {24 % GET @ URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/incident/{object UUID}

HEFR : [f > 7 U ¥ = A (Intelligence) |

FRZ A 7 PUT
S RELEAT V=7 NID 2R U — 2 EEHELET,
URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/indicator/{object UUID}

MERR - [ > 7 U Y= A (Intelligence) ]

gsRkZ A7 : GET

S FRE L IDICEEMIT O WAL O — 2 E A LET, ID ZEELLRWVWES
X, TR_RTOA P —2D—EE#HHELET, T 74/ b TIEEX—TI2 25 tFOfE RN
IRENVETN, limit 23T A—X ZE T 100E 40 4 F THESOE T,

URL : /api/fmc tid/vl/domain/{domain UUID}/tid/indicator
ID (24 % GET @ URL : /api/fmc tid/vl/domain/{domain UUID}/tid/indicator/{object UUID}

MR : [ > 7 U Y= A (Intelligence) ]

PUT observable

ZR A7 PUT
M HEELEAT V=2 FID 2RO T V27 FEERLET,
URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/observable/{object UUID}

MR : [ > 7 U Y= A (Intelligence) ]

GET observable

gk % A7 : GET

P fEE L IDICREEMA T DN TWABERAREAS 7 V=7 F2BELET, IDERELR
WIEEATE, T X TCOEMRAES 7V =27 FO—EB2ESLET, T 74/ FTHEEL—T1225
PEOREENFRENE TN, 1init 23T A —Z ZHEHTHIT 40 = THILE £ 9,
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PUT settings

GET settings

DELETE source

PUT source

POST source

PUT settings .

URL : /api/fmc _tid/v1l/domain/{domain UUID}/tid/observable
IDIZX % GET ® URL : /api/fmc tid/vl/domain/{domain UUID}/tid/observable/{object UUID}

MR : [ > 7 U Y= A (Intelligence) ]

ERZ A7 PUT
Bl ATV AREET VT A TICT D, RILFHT 7T 4 TICLET,
URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/settings/{value}

FEMR : [ > 7V ¥ = A (Intelligence) ]

gk & A7 : GET

P FBELEEOA /A T7REZEASLET, ID ZHEELRWEAIE., TX3TCTO TID #% /&
D—EERELET,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/settings
@GE £ 5 GET @ URL : /api/fmc_tid/v1l/domain/{domain UUID}/tid/settings/{value}

MERR - [4 > 7 U Y= A (Intelligence) ]

FR % A 7 : DELETE
B T ATV A Y —AFHIBRLET,
URL : /api/fmc_tid/vl/domain/{domain UUID}/taxiiconfig/source/{object UUID}

MEBR - [4 > 7 U 2= > & (Intelligence) ]

HRkZ A7 PUT
M CHRELEAT V2 FID BSOS T IV VA Y —RAEERLET,
URL : /api/fmc tid/v1l/domain/{domain UUID}/tid/source/{object UUID}

FEBR - [4 > 7 U 2= > X (Intelligence) ]

YR X A 7 : POST
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. GET source

GET source

RESTAPINOA TSz b |

W ATV RERO Y — A B L ET,
URL : /api/fmc tid/vl/domain/{domain_ UUID}/tid/source

MR : [ > 7 U Y= A (Intelligence) ]

gk & A7 : GET

S FBRELZIDICEEM TN TWAESL T Y V2 A Y —2AZRELET, IDEIREL
WA, TRTCOA LTI V2 AV —AD—EAEFELET, T74/1 F TIEER—
W25 EDFERNFRENE TN, linit 23T A—F 21T 40 - % THLE £,

URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/source
IDIZ X% GET @ URL : /api/fmc_tid/vl/domain/{domain UUID}/tid/source/{object UUID}

MERR : [1 > 7 U ¥ = A (Intelligence) ]

MEY—EX

PUT cloudeventsconfigs

gk Z A 7 PUT
B HEE L7 IDICBEAMIT N TS U KA XU MNOREEEELET,
URL : /api/fmc config/vl/domain/{domainUUID}/integration/cloudeventsconfigs/{objectId}

MEFR : [ 7Y =2 b~3%—T % (ObjectManager) |>[47 V=7 h~F—T ¥ DEH (Modify
Object Manager) |

GET cloudeventsconfigs

HRkZ A7 . GET

Al R L7 IDICBEMIT 6N TS 7 70 R A XU hORELZIGFLET, GET D ID
EHRELRVEAIE, TXCOI I RARVNOBREA T V27 bO—EERFLET,
—% » URL : /api/fmc_config/vl/domain/{domainUUID}/integration/cloudeventsconfigs

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domainUUID}/integration/cloudeventsconfigs/{objectId}

MERR : [A7 Y =27 b~ — % (Object Manager) ]
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DELETE externallookups [}

DELETE externallookups

DELETE externallookups
il - FETE L7z UUID 25 oS RA 7 V=7 bz HIBR L £7,
URL . /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

MEFR : [ 7Y =7 b~ —T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) ]

PUT externallookups
HRZ A7 PUT
#iBH : externallookups 47 Y =7 FEEHE L ET,
URL : /api/fmc config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

MEFR : [47 Y =2 b~3—U % (ObjectManager) |>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

POST externallookups

POST externallookups
W FRE LT/ T A —H & L C externallookups 47 = 7 R &BER L £97,
URL : /api/fmc config/vl/domain/{domain UUID}/integration/externallookups

MEFR : [47 Y =2 b~3F—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

GET externallookups

GET externallookups

FH : FEE L7 ID ICBE ST BTV D externallookups 47 Y =7 FERASLET, ID 25
ELRWEAX., TP externallookups 77 V=7 hO—BEEE&ELET,

URL : /api/fmc config/vl/domain/{domain UUID}/integration/externallookups

IDIZX % GET ®
URL : /api/fmc config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

MEFR : [ 7Y =2 h~3—T % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) |

TANG ) TINETE DT A—=H
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. DELETE packetanalyzerdevices

DELETE packetanalyzerdevices
3k 5 A 7 : DELETE
B FEE L2 UUID 285237 N 7oA A7V =7 MEHIBRLET,
URL : /api/fmc config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

FEFR : [ 7Y =2 b~3—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

PUT packetanalyzerdevices
HRkZ A 7 PUT
M HRE L UUID 2852587y b 7T I9AF A7 V=7 AR LET,
URL : /api/fmc_config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

POST packetanalyzerdevices
HR S A 7" POST
P FRE LI RT A =X RO PKIBGRA 7 V=7 MEERK L £,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/packetanalyzerdevices

FEBR . [ 7 V=7 b~ — % (Object Manager) |

GET packetanlyzerdevices
ZRSZ A7 . GET

Al FEE L7 ID ISR 540 T 5 packetanlayzerdevices 47 Y = 7 ARG L £, ID
ZHEE LW a1E, 33T packetanlayzerdevices 47 V=7 NO—EEZ G L £,

URL . /api/fmc_config/vl/domain/{domain UUID}/integration/packetanalyzerdevices

ID IZ2X& % GET @
URL . /api/fmc config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

FERR : [A 7Y =7 b~3%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]

TANZY TR TEDLNTA—H ¢
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e A |

70z b Y—EX

GET anyprotocolportobjects
HRZ A7 : GET

S BEELZIDICEEMT N TWA T e hall i R—F AT V27 bEBREBLET, ID
ERRE LW, 7o ha R [T (Al) JICRESNTZTXTHOT e ha R —h
FT7V=2 FO—HERGLET,

URL . /api/fmc config/vl/domain/{domain UUID}/object/anyprotocolportobjects

IDIZ X5 GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/anyprotocolportobjects/{object UUID}

MEFR : (A7 Y =2 h~3—Y % (Object Manager) ]

GET applicationcategories
ZRHZ A7 . GET

P EELEIDICEEMT N WA T AV r—yar 73 ) 37927 VRS LE
T, DZEZHEELRWESIL, T _XTCoOT7 7V r— gy 53 ) A7 V27 ho—EE2EG
LEd,

URL . /api/fmc_config/vl/domain/{domain UUID}/object/applicationcategories

ID IZ2 & % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/applicationcategories/{object UUID}

HEFR : [A7 Y =2 h~F—Y+ (Object Manager) ]

GET applicationfilters
HRk % A7 : GET

SR FRE LZIDICEEMT N TWAT I r—2ar T4V 2 37027 vERELE
T, IDEZHRELRWESIX., I _XTOT7 TV r—yvary 740V E2 7927 hoO—EE 5
L/i—a—o

URL . /api/fmc_config/vl/domain/{domain UUID}/object/applicationfilters

IDIZ X% GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/applicationfilters/{object UUID}

MEFR : (A7 ¥ =2 h~3—Y % (Object Manager) ]
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. GET applicationproductivities

GET applicationproductivities
HRk % A7 : GET

P HRE LEEIDICEEMT ONTW LT 7 ) r—ya VAEERA T V=7 P EBIFLET,
DEZHFELRWGEEIE, TXTOT IV r—ya VAT V=7 FO—HERSE L ET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/applicationproductivities

IDIZX % GET ®
URL : /api/fmc _config/vl/domain/{domain UUID}/object/applicationproductivities/{object UUID}

PR : [ 7 V=2 h~F— % (Object Manager) |

GET applicationrisks
ZRZ A7 GET

S HEELZIDICEEMITFONTWAT XV r— g VR 7927 FERELE
T, IDEZHRELZWEEIE, I X_XCoOT7 )V r—rary VA 3707 ho—Ex2RTEL
i‘j‘o

URL : /api/fmc_config/vl/domain/{domain UUID}/object/applicationrisks

ID iZ2 & % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/applicationrisks/{object UUID}

MERR : [A 7Y =7 h~3—T % (Object Manager) ]

GET applications
FRk % A7 . GET

S FRE LEIDICEEMIT LN TWAT ) r—y a7 v beRELET, ID%
BELRWESIZ., T _XTo7F )V r—ar 37927 ho—E2EELET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/applications

ID(ZX % GET @
URL : /api/fmc _config/vl/domain/{domain UUID}/object/applications/{object UUID}

FEBR . [ 7 V=2 h~F— % (Object Manager) |

GET applicationtags
PRZ A7 GET

S FRE L IDICEEMTONTWAE T IV r— g v X7 3727 FERELEY,
ID ZEELRVWEAIT., T R_XTOT AV r— a3y 27 3727 hO—Ex RS LET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/applicationtags
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GET applicationtypes .

ID IZ& % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/applicationtags/{object UUID}

PR : [ 7 V=2 h~F— % (Object Manager) |

GET applicationtypes
HRZ A7 . GET

S HEELZIDICEEMfITFONTWAT PV r— gy B4 3TV FERELE
T, IDEHRELLZWGEIL, I XCOT7 NV r—rar A7 7027 ho—&x2REL
i‘j‘o

URL : /api/fmc_config/vl/domain/{domain UUID}/object/applicationtypes

ID IZ2 &% GET @
URL ! /api/fmc_config/vl/domain/{domain UUID}/object/applicationtypes/{object UUID}

MERR : [A 7Y =7 F~3—T % (Object Manager) ]

GET certenrollments
gsRkZ A7 : GET

FHH FEE L IDICEEMIT DN TV A PKIDOBEEA 7V =7 F2EELET, GETHDID
PEELRWESIT., TXTOPKIDOREEA TV 27 FO—E2TELET,

URL : /api/fmc config/vl/domain/{domain UUID}/devicegroups/certenrollments

IDZX % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/devicegroups/certenrollments/{parent object UUID}

FEMR : [T /34 A (Devices) ]>[7 73 A& H (Device Management) ]>[7 /31 ADFK/R (View
Devices) ]

GET continents
gk & A7 : GET

WA FBRE L IDICEEM TN TWA KA T V27 FERGLET, IDZEE LW
BT, TRTCOKREF TV =7 FO—EXTELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/object/continents

ID 2L % GET ©
URL ! /api/fmc config/vl/domain/{domain UUID}/object/continents/{object UUID}

MEFR : [A 7Y =7 h~3—T % (Object Manager) ]

GET countries
sk 2 A7 : GET
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. DELETE dnsservergroups

RESTAPINOA TSz b |

FHHEL-IDICEEMTONTWAEA 7T V=27 FEEGLE T, ID ZH5E LARWVWES
I, T RTCOEA TV Fo—BE2TELET,

URL : /api/fmc_config/vl/domain/{domain_ UUID}/object/countries

ID IZX % GET ©
URL . /api/fmc_config/vl/domain/{domain UUID}/object/countries/{object UUID}

FEBR : [ 7 V=2 b~ — % (Object Manager) |

DELETE dnsservergroups

ik % {7 : DELETE
Ml FRE LA T V=27 b ID ZFf5 DNS $—3 7 —T ZHIR L £,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups/{object UUID}

HERR : [7 /31 A (Devices) |>[7 734 A& HL (Device Management) |>[7 /34 ADZH  (Modify
Device) ]

PUT dnsservergroups

FR & A7 PUT
G HRELZA T V=7 M ID ZFFODNS =N SN —T BB LET,
URL . /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups

HEFR : [7 731 A (Devices) [>[7 734 A& HL (Device Management) [>[7 /34 ADZH  (Modify
Device) ]

POST dnsservergroups

HRHZ A 7" POST
B FEE L7247 V=7 B ID 2F5D DNS =" Z—T B AE L £ 7,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups

FEPR - [T /31 A (Devices) 1>[7 73 A& H (Device Management) |>[7 /31 ADEFKE  (Modify
Device) ]

GET dnsservergroups

gk & A7 : GET

FLEA - FEE L2 IDWCEEEATT STV D DNS — R L —7 2B L E9, ID ZfEE L7
WAL, TRXTODNS =N I N—7D—E2 TS LET,

URL : /api/fmc_config/vl/ RAA Y /{domain UUID \\ dnsservergroups/A 7 ¥ =7 K/
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GET endpointdevicetypes .

IDIZX % GET ®
URL : /api/fmc _config/vl/domain/{domain UUID}/object/dnsservergroups/{object UUID

HEBR : [T /34 A (Devices) |>[7 731 A& (Device Management) |>[7 /31 ADFKx (View
Devices) ]

GET endpointdevicetypes
HRZ A7 GET

S EELZIDICEEMITONTWAZ L RRA VU F TARALRABZA T F TV FEE
BLET, DEHEELAVWESIT, T TOZ RRA LY N TARAABZAL T FT T MO
—EEATE L ET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/endpointdevicetypes

ID IZ2X % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/endpointdevicetypes/{object UUID}

MEFR : [ 7Y =2 h~F—Y+x (Object Manager) ]

GET extendedaccesslist
gskZ A7 : GET

A L IDICEEMITONTWAIEET 7 A VR MERAELET, IDEREELRD
AT, T R_RCOIEET 7R VA MO—EERELET,

URL : api/fmc_config/vl/domain/{domain UUID}/object/extendedaccesslis

ID IZ& % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/extendedaccesslist/{object UUID}

HeBR : [T /34 A (Devices) |>[7 731 A& (Device Management) |>[7 /31 ADFKx (View
Devices) ]

DELETE fqdns

k% A 7 : DELETE
FiBA  HRE L2 ID ICBEfT T S5 TWA FQDN A7 Y =7 R &2HIBR L £,
URL . /api/fmc_config/vl/domain/{domain UUID}/object/fgdns/{object UUID}

FBEDA T V=7 MIBIT L4 —1"—=F A FZHIRT L7200

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/fqdns/{object UUID}?overrideTargetId={target UUID}

MEFR : [ 7Y =7 h~F—T % (ObjectManager) |>[47 V=7 h~3—T v DEE (Modify
Object Manager) |
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PUT fqdns

POST fqdns

GET fqdns

RESTAPINOA TSz b |

HRkZ A 7 PUT
FLEA  HEE L72 ID ICEEATT b TWAH FQDN A7 Y =7 R &2ZEHE LET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/fqdns/{object UUID}

BEDA TV =7 MIBIT LA — "= FeimEETEHT L5700

URL : /api/fmc config/vl/domain/{domain UUID}/object/fqdns/{parent object UUID}

PR . [A 7Y =7 h~F— % (ObjectManager) [>[47 V=7 h~vF—T ¥ DEHE (Modify
Object Manager) ]

gk & A 7 : POST

B HBE LN T A= EHHLTCFQDN A7 Y27 hEEREITA— =T 4 RL %
7

URL : /api/fmc_config/vl/domain/{domain_ UUID}/object/fqgdns

—$% Post ® URL : /api/fmc_config/v1/domain/{domain UUID}/object/fqdns?bulk=truee

MERR : [A 7Y =7 h~F%— % (ObjectManager) |>[4 7Y =/ h~F—Y v DEHF (Modify
Object Manager) |

ZORZ A 7 . GET

ALEA  HRE L72 IDCEEA I B CWD FQDN A7 Y =7 &S L £4, GET D ID %
BELRVWEAIX., T XCOFQDN A7 Y =7 hO—EZ2EHEL£7,

—& ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/fgdns

FED RAA VETT A XA RIZB T HTXTOA—/"—F A KD URL :

/api/fmc_config/vl/domain/{domain UUID}/object/urls?overrideTargetId={target UUID}
ID 24X % GET D URL : /api/fmc config/vl/domain/{domain UUID}/object/fqgdns/{object UUID}

WEDAT V=l MBI LTXTOF—"—=F 4 RZ VAT 5H72DD

URL . /api/fmc_config/vl/domain/{domain UUID}/object/fqgdns/{fqgdn UUID}/overrides

FEDRAAL VEIFT A A EDF TV =27 MBI HA—"—F 4 KD

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/fqdns/{object UUID}?overrideTargetId={target UUID}

MEFR : (A7 Y =2 b~ —Y % (Object Manager) ]

GET geolocation

SRk & A7 : GET
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DELETE hosts

PUT hosts

POST hosts

DELETE hosts [}

i EBELEIDCEEM TN TWAYFalr—a v 37 V=7 FERELET, ID%E
EELAWESIZ. T ToVtuer—ary 7027 hO—E2EBELET,

URL : /api/fmc_config/vl/domain/{domain_ UUID}/object/geolocations

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/geolocations/{object UUID}

PR : [ 7 V= b~ — % (Object Manager) |

#R % A 7 . DELETE
B HEELEARA N ATV NEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{object UUID}

WEDAT V=V MIBIT LA == FEHIRT 720D

URL : / api/fmc_config/vl/domain/{domain UUID}/object/hosts/{cbject UUID}?overrideTargetId={target UUID}

MEFR : [ 7Y =2 b~3%—T % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEH (Modify
Object Manager) ]

HRkZ A7 PUT
SR RA N ATV P EEFELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/hosts/{object UUID}

BEDAT V=7 MIBIT DA — "= FefmEETEH+T 5700

URL : /api/fmc_config/vl/domain/{domain UUID}/object/fqgdns/{parent object UUID}

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) ]

SR X A 7 : POST

P RELIEANTA=ZEH L TRA N ATV = MR ETZIEA——F 4 L&
-3‘0

URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts
—¥E Post ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts?bulk=true

FERR . [A7 =7 h~3F—T % (ObjectManager) [>[4 7 ¥ =7 h<vX—T ¥ DEHE (Modify
Object Manager) |
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. GET hosts

GET hosts

RESTAPINOA TSz b |

FR S A 7 GET

EE‘EED% . ?EEL%:ID a:%@{ﬁ‘ﬂ‘j’ Eﬂ"(b\éﬂ;x k j—j:/“lﬁ ]\%H*X?%szjﬂo D %*Eﬁgbf(ﬁl{\
PAIZ, T RTORA N ATV =27 FO—EE2TELET,

—%&® URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts

FED RAAL L EITT A A RICBT 52T _XTOA— =71 FIZHET S

URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts?overrideTargetId={target UUID}
ID (24 % GET @ URL : /api/fmc config/vl/domain/{domain UUID}/object/hosts/{object UUID}

FEDAT TV =7 MBI 2T XTOF—N"=F A4 F2 U R T5720HD

URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{host UUID}/overrides

BED RAA VEIZT AR O T V27 MZBITF LA ——=F 14 RD

URL : /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{host UUID}?overrideTargetId={target UUID}

MEFR : [47 V=7 h~3—T % (Object Manager) ]

DELETE icmpv4objects

ik % A7 : DELETE

il FEE L7z ICMPv4 AR — b &2 HIBR L 97,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}
BEDAT7 V7 MIBT DA == 4 RZHIFRT 57200

URL : /api/ fre config/vl/domain/{domain UUID}/cbject/icmpvédbjects/ {dbject UUID}?overrideTargetId={target UUID}
MEFR : [47 Y =2 h~3—U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) ]

PUT icmpvdobjects

#RkZ A7 PUT
B ICMPVA R — N A7V FEEELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

FEDA TV 2l NMIBITAA—"—F 4 REmEETITEHRT L7200

URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpvdobjects/{parent object UUID}
MEFR : [ 7Y =2 h~3%—T % (ObjectManager) >[4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

POST icmpvdobjects

Bk X A 7 : POST
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GET icmpvé4objects .

W FRE LTe R T A—F 2 L TICMPVA R — N A7V = 7 FEERRE 214 — " —TF A
FLET,

URL : /api/fmc_config/vl/domain/{domain_ UUID}/object/icmpv4objects
—¥E Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpvdobjects?bulk=true

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) |

GET icmpv4objects

SRk & {7 : GET
S EELZID ICEEMITTONTWAICMPVE 7V =7 FEBISF L ET, ID ZFEE LR
WERAIE, TRTOICMPVE 47227 hO—EZ2TE L F7,

*%@ URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4object

KD RAAL VFEIITNA A BB AT _RTOL—R—=F 4 KD

URL : /api/ fmc config/vl/domain/{domain UUID}/object/icmpéobjects?overrideTargetId={target UUID

ID IZ2X % GET ©
URL : /api/fmc config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

WEDAT Yzl MIBITLTXTOF—"=F 4 RZ VAT 5H72DD

URL : /api/fmc config/vl/domain/{domain UUID}/object/icmpdobjects/{icmpvdobject UUID}/overrides

BsED RAA VETRIIT ANAALEOFT V27 NMZBITFHA—1"—F4 FD
URL : /api/frc_config/vl/domain/{domain UUID}/dbject/icmpddbjects/{icmpddbject UUID} ?overrideTargetIc={target UUID}

MEFR : (A7 Y =2 h~3—Y % (Object Manager) ]

DELETE icmpv6objects

ik % A~ : DELETE
A FRE L7 ICMPv6 AR — h A7 V= 7 MEHIBRL £ 7,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}

FBEDAT V=7 MBI L4 —1"—=F A FEHIRT L7200

URL : /api/ fmc_config/vl/domain/{domain UUID}/cbject/iampvécbjects/ {cbject UUID}?overrideTargetId={target UUID}

HEFR : [47 Y =2 b~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEH (Modify
Object Manager) ]

PUT icmpv6objects

gsRH A7 : PUT
G ICMPV6 IR— h A7V =7 FEEHE L £,
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. POST icmpv6objects

RESTAPINOA TSz b |

URL : /api/fmc _config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}

BEDAT V=7 MBI DA — =T 4 REMmEZIITEFT 572D URL :
/api/fmc_config/vl/domain/{domain UUID}/object/icmpvé6objects/{parent object UUID}

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A 7V =7 h~F—T % DOEE (Modify
Object Manager) |

POST icmpv6objects

SR X A 7 : POST

A HRE LT T A—Z EEH L TICMPV6 R — b A7 ¥ = 7 N ERAERRE I3 A — " —F A
F‘Li‘é‘O

URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects
—¥E Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects?bulk=true

FEFR : [47 =2 b~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DOEHE (Modify
Object Manager) |

GET icmpv6objects

gsRkZ A7 : GET
FHH FEE L IDICHEEMIT LN TWAICMPYe A7 Y =7 hEFASLET, IDZfEELR
WAL, TRTOICMPY6 7Y =7 FO—EEZFIGL 7,

—%& ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects

FED RAAL VEITT A A EIZBT 5T XTOF—1"—=F A FD

URL : /api/fmc config/vl/domain/{domain UUID}/object/icmpéobjects?overrideTargetId={target UUID

IDIZ X5 GET @
URL : /api/fmc config/vl/domain/{domain_ UUID}/object/icmpvéobjects/{object UUID}

RMEDA TV MIBIT 2T XTOA—"—=F 4 R U X T 5
URL : /api/ fic_config/vl/damain/ {damain UUID}/dbject/ianp6dbjects/ {ianp6dbject UUID} ?overrideTargetId={target UUIDs
FED RAA ERIIT NAALOAT V=7 MZBITFHA——TF A KD

URL : /api/fic_config/vl/domain/{domain UUID}/dbject/icmpédbjects/{icmpédbject UUID} ?overrideTargetIc={target UUID}

MEFR : [47 V=7 h~3—T % (Object Manager) ]

DELETE ikevlipsecproposals

Bisk % 1 7 : DELETE
FLEA : FEE L72 ID ICBEAT I H 47 IKEv] [Psec a2 AN—H L2 L £,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikevlipsecproposals/{ikevlipsecproposal UUID}
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PUT ikevlipsecproposals .

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

PUT ikevlipsecproposals
ZRZ A 7 PUT
il - 48 L7z ID IZBEA T H 4172 IKEv] IPsec 7' AR — WL 2B L £,

URL : /api/fmc_config/vl/domain/{domain_ UUID}/object/ikevlipsecproposals/
{ikevlipsecproposal UUID}

MEFR : [ 7Y =2 b~ —T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

POST ikevlipsecproposals
gk % A 7 : POST
B HEE L72 ID SRS 7z IKEvI IPsec 7 0 AR —H L& Ek L 37,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikevlipsecproposal

MEFR : [ 7Y =27 h~x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ OEE (Modify
Object Manager) |

GET ikevlipsecproposals
ZoRZ A 7 . GET

FLEA : FEE L72 ID IS BEAHT S 47z IKEv] IPsec 7 AR—W L A2H S L£9, GET HO ID %
FBELRZWEAIL, T XTOIKEvVl IPsec 7 aiRh—Y /L 477 hoO—EE2EELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ikevlipsecproposals

IDIC &% GET D URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikevlipsecproposals/{
ikevlipsecproposal UUID}

MEBR . [ 7 V=7 h~F— % (Object Manager) ]

DELETE ikev1policies
k5 A 7 . DELETE
B FEE L72 IDICBEEAHT STV D IKEVE R Y v — 47 P = 7 MEHIBRLE T,
URL : /api/fmc _config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) |
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[l rutikevipolicies

PUT ikev1policies
HRZ A7 PUT
B HEE L7z ID ICBEAMA T 5N TWD IKEVI R v — 47 V= NEETLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}

FEFR : [ 7Y =2 b~3—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

POST ikevipolicies
#Rk % A7 . POST
LB R L7z ID CBEAHT 5TV D IKEVI AR v — 47 V=7 b EERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/ikevlpolicies

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

GET ikev1policies
PRZ A7 GET

SLEA  FEE L IDICEREMT ONTWAIKEVI R L — A7 V=7 V2EELEST., GETH
DID ZHRELRWESIE, T XTCOKEVI R >—F 7 V=7 NO—EEZEELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ikevlpolicies

ID IZ2 &% GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}

MERR : [A 7Y =7 h~3— % (Object Manager) ]

DELETE ikev2ipsecproposals

ik % A 7 : DELETE
il FEE L7z ID (CBEEA T H a7z IKEV2 IPsec 7 R AR —H L& HIBR L £ 7,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

FERR : [A 7Y =7 b~3%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]

PUT ikev2ipsecproposals
gk Z A 7 PUT
Bl FEE L7 ID (CBEEA T H a7 IKEV2 IPsec 2 R A A H L £ 7,
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POST ikev2ipsecproposals .

URL . /api/fmc config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

MEFR : [47 Y =2 b~ —Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) ]

POST ikev2ipsecproposals
gk & A 7 . POST
B HEE L7 ID ICBEEA T 7z IKEV2 IPsec 7 0 AR —H L 2Bk L 37,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikev2ipsecproposals

MEFR : [ 7Y =2 h~3%—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

GET ikev2ipsecproposals
gk % A7 . GET

SLHA ;- F5E L7 ID WS BBESMHT H 377 IKEV2 IPsec R AR—H L2 TS L E4, GET HOID %
BELALAWESIZ., T X TOIKEVIPSec 72 R—HF L 77 ho—E2TELET,

URL ! /api/fmc config/vl/domain/{domain UUID}/policy/ikev2ipsecproposals/

ID IZ2 X % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

e . [ 7 V=2 h~F— % (Object Manager) ]

DELETE ikev2policies

k% (7 : DELETE
D HRE L7z ID IS R TCWA IKEV2 A7 V= 7 R EHIBRL ET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID

MEFR : [47 Y =2 h~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

PUT ikev2policies
gk & A7 PUT
LA fEE L2 IDICBEAT 5 TWD IKEV A7 V=7 hEEHELET,
URL : /api/fmc config/v1l/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID

MEFR : [ 7Y =2 b~ —T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]
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RESTAPINOA TSz b |

POST ikev2policies

HRHZ A 7" POST
LB HEE L7z IDCBEAHT 5 TWD IKEV2 A7V =7 b EER L ET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies

MEFR : [ 7Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) ]

GET ikev2policies

gsk& A7 : GET

S FREL IDICEEMITONTWAIKEV, A7 Y27 FEBELEST, GETHO ID %
FBELRWEEAIZ, T _XTOIKEV2IPSec 2R A7 V=7 hO—EZXEIEL F 1,

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ikev2polici

ID i2& % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID}

FEBR : [ 7 V= b~ — % (Object Manager) |

DELETE interfacegroups

gisk % 14 7 : DELETE

S HEELZIDICHEEMITONTWASL L —T oA A TN —TF F T FEHIRLE
7,

URL . /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

BEDLE T =T D
URL : /api/fmc config/vl/domain/{domain UUID}/cbject/interfacegroups/{dbject UUID}?overrideTargetIc={target UUID}

FERR : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]

PUT interfacegroups

gsRH A7 : PUT

G HEELEIDICHEEMNITONTWAS VB —T oA AT N—T F T NaEELE
j—o

URL : /api/fmc config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

BEDA T2l MBI DA == REefEEITEFRTSH72DD URL :

/api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{parent object UUID}
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POST interfacegroups .

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[A4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

POST interfacegroups
HR S A 7" POST

F HEELZIDICHEEM T ONTWAESL VT —T oA AT N—T F T =7 FEERB &
O —"—F 1 FLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups
*Ef% Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups?bulk=true

MEFR : [A7 Y =7 h~3F—T % (ObjectManager) |>[4 7V =7 h~F—T v DEE (Modify
Object Manager) |

GET interfacegroups
gk % A7 . GET

S HEELZIDICEEMTONTWAAL v F—T oA A ITN—T F TV FERSELE
T, GETHOID ZFH EELRWESIT. TXTOA v Z—T A A ITN—FF TV hD—
BAERSLET,

*ﬁﬁ‘b@ URL : /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups

FED RAAL VERITT A A BB T 5T XTOF—1"—=F A FD

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/interfacegroups?overrideTargetId={target UUID}

IDIZX % GET ®
URL : /api/fmc config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

WEDATV =/ MTBITLHTRXTOA—"—=F 4 R&2 Y X 5

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/interfacegroups/{interfacegroups UUID}/overrides

BEDRAAL VELIZTAA A LD T V=7 NTBITHA—S—F 4 RO URL :

/api/fimc config/vl/damain/ {domainUUID}/doject/interfacegroups/ {interfacegroups UUID} ?overrideTargetId={target UUID}

PR : [ 7 V= b~ — % (Object Manager) |

GET interfaceobjects
FORZ A 7 . GET

B X VT S A F—T A A TA—TDOWMFOTRTOAL v E—T =1 A
3727 PO R NERELET,

*%@ URL : /api/fmc_config/vl/domain/{domain UUID}/object/interfaceobjects

RED RAAL VEITT A A EOTRTOF—"—=F A RD

URL : /api/ fmc_config/vl/domain/{domain UUID}/object/interfaceobjects?overrideTargetId={target UUID}
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. GET isesecuritygrouptags

RESTAPINOA TSz b |

ID {2 X% GET @ URL :
/api/fmc_config/vl/domain/{domain UUID}/object/interfaceobjects/{object UUID}

WEDAT V= MTBITLTRXTOA—"—=F 4 R&2 Y X 5

URL : /api/fmc config/vl/domain/{domain UUID}/object/interfaceobjects/{interfacedbjects UUID}/overrides

BEDRAA ERIT A A LEOAT V=7 MZBIF D54 —3—F A RO URL :
/api/fmc config/vl/domain/ {davain UUID}/dbject/interfacedbjects/ {interfacedojects UJID} 2overrideTarget Io={target UUID}

MEFR : (A7 Y= 2 b~ —Y % (Object Manager) ]

GET isesecuritygrouptags

GET keychain

gk % A7 : GET

RELIID ZFDOISEXFa VT4 JN—T 27 47 =7 NG LETID #465E L72
WEAIE, TRTOISE® X2 VT4 IN—F 27 7027 bO—Exa S LET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/isesecuritygrouptags

ID IZ2XL % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/isesecuritygrouptags/{object UUID}

MEFR : (A7 Y =2 h~3F—Y+x (Object Manager) ]

PR Y A7 . GET

B HRE L IDICEEMT BN TV AR —F = — AT Vs FERS LET, GET D
ID ZHEELRWEAIE, TRXTOF—F 2= A7 V=27 FO—EZBELET,
‘*%gg)IJRLII/api/fmciconfig/vl/domain/{domainiUUID}/object/keychains

IDIZX % GET @

URL . /api/fmc config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}
BEDAT V=7 FOTRXTDOA == F&2 XA F%URL, A7 =7 b IDMEES
NTWRWGEIE, TRXTOF—F =—r A7 V=7 bR3FRENE

Tro /api/fmc _config/vl/domain/{domain UUID}/object/keychains/{keychains UUID}/overrides/{objectId}

BEDRAAL VERIZTANAA Z EOFTRTOF——F 4 RO URL :

/api/fmc_config/vl/domain/{domain UUID}/object/keychains?overrideTargetId={target UUID}

FED RAA VEZT A ALDAT V=7 MBI LA —=F A FD

URL : /api/fmc config/vl/domain/{domain UUID}/dbject/keychains/{keychain UUID}?overrideTargetId={target UUID}

GE)

Z—/y F UUID 1Z, RAA U E-1EF /34 20 UUID T,

FeBR : [ 7 V= b~ — % (Object Manager) |
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DELETE keychain [JJ]

DELETE keychain

A\

3k 5 A 7 : DELETE
B BE L IDICEEM TN TV —F =—> A7 V7 FNEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

FEDA TV =7 MIBIT LA —"=F 4 FEHIRT 57200

URL : /api/fmc config/vl/domain/{domain UUID}/dbject/keychains/{keychain UUID}?overrideTargetId={target UUID}

GE)

PUT keychain

POST keychain

% —7y FUUID 1. R AA v $7213F /34 20 UUID T,

FERR : [A7 Y =7 b~F%— % (ObjectManager) [>[47 V=7 b~ —T ¥ DEHE (Modify
Object Manager) ]

gk Z A 7 PUT
B BRELEIDIEEM TN TWSE X —F =2—2 A7V NEERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

BEDAT V=7 MBI A== FefmEETEH+T 5700

URL : /api/fmc_config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

MEFR : [ 7Y =2 b~ —T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) ]

GR ¥ A 7 : POST

A RBELIEANTA—ZEHHL T X —TF == A7 V=7 FEERETITA— =T A
F‘L/i‘d‘o

URL : /api/fmc_config/vl/domain/{domain UUID}/object/keychains

—¥E Post ® URL :

/api/fmc _config/vl/domain/{domain UUID}/object/keychains?bulk=true

WEDAT V=7 MIBIT LA —"—=F A R/l %

URL . /api/fmc_config/vl/domain/{domain UUID}/object/keychains
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. GET networkaddresses

-

EBH O F—Fx—r ATV FPOERIFICA— =T A FRRES RS T2HEIE, RO KD

12720 £,
1. PUTZHEHALTC, ¥—Fx2—0 4727 bOF—N"—=F 4 R 77 1% [true] ITF
HLET,

2. ¥—F 2= F TPl FDOPOSTA—"—F 4 FEEHRLET,

MEFR : [ 7Y =27 h~3—T % (ObjectManager) |>[A4 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) |

GET networkaddresses
ZRZ A7 . GET
M Ry R =7 ERRAMOTRTOAT V=27 FO—EEESGLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/networkaddresses

MERR : [47 V=7 h~3—T % (Object Manager) ]

DELETE networkgroups

#ik % A7 : DELETE
M BEELERY NU—7 IA—TEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

WEDAT V=7 MIBIT LA —"—=F 4 FZHIRT 2

URL : /api/fc config/vl/domain/{domain UUID}/cdbject/networkgroups/{dbject UUID}?overrideTargetId={target UUID}

MEFR : [47 Y =2 h~3—U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) ]

PUT networkgroups
2R 2 A 7 PUT
M Ry =T TN —THETFLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

BrEDA T2l MBI DA —"—=F 4 REefREEITEFRTSH72DD URL :

/api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{parent object UUID}

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A4 7V =7 h~F—T % DEE (Modify
Object Manager) ]
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POST networkgroups .

POST networkgroups
HRHZ A 7 POST

G HRELE AT A—ZEERA L TRy NI —27 TV —T 2B E I T4 ——F 14 FL &
7,

URL : /api/fmc config/vl/domain/{domain UUID}/object/networkgroups
—§& Post ® URL ! /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups?bulk=true

PR . [A 7Y =7 h~F— % (ObjectManager) [>[47 V=7 h~vF—T ¥ DEHE (Modify
Object Manager) ]

GET networkgroups
gk & A7 . GET
S FRE L IDICEEM T DTV ARy N —7 TA—T ATV 7 NERGLET,
ID ZfE LRWEAIE, T_XCOFXy hTI—7 IN—T FT V=27 bO—EERGL £,
—® D URL : /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups

BED RAA VETIZT A A EOTRTOF—1"—F A KD

URL : /api/fmc _config/vl/domain/{domain UUID}/object/networkgroups?overrideTargetId={target UUID}

ID IZ2 XL % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

WEDOAT V=7 MTBITLTRXTOA—"—=F 4 R&Z Y X T 5

URL : /api/fmc _config/vl/domain/{domain UUID}/object/networkgroups/{networkgroups UUID}/overrides

BED RAAL L ERIITAA A LEOFT V27 MBI HA—1"—F 4 KD
URL : /api/fmc _config/vl/domain/{domain UUID}/object/networkgroups/{networkgroups
_UUID}?overrideTargetId={target UUID}

FEBR : [ 7 V=7 h~F— % (Object Manager) ]

DELETE networks

k% (7 : DELETE
M HRELER Y NU—2 ATV =7 NEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/networks/{object UUID}

FrEDA 7T V=7 MIBT A== FzllRT %

URL : /api/fic_config/vl/domain/{domain UUID}/cbject/networks/{cbject UUID}?overrideTargetId={target UUID}

MEFR : [A7 Y =2 h~F— % (ObjectManager) |>[4 7V =7 h~3—T v DEE (Modify
Object Manager) |
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. PUT networks

PUT networks

POST networks

GET networks

RESTAPINOA TSz b |

HRkZ A 7 PUT
B Ry MU= ATV NEEELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/networks/{object UUID}

BEDA TV =7 MIBIT LA — "= FeimEETEHT L5700

URL : /api/fmc _config/vl/domain/{domain UUID}/object/networks/{parent object UUID}

MEFR : [47 Y =2 h~3—Y % (ObjectManager) |>[A47 V=7 h~F—T ¥ OEE (Modify
Object Manager) ]

ZRHI AT POST

M HRELIEANTA—=F B L TRy NI =2 T V=7 FPEAFRERITA =T 1
L/i‘é—o

URL : /api/fmc config/vl/domain/{domain UUID}/object/networks

—¥E Post ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/networks?bulk=true

MERR : [A 7Y =7 h~F%— % (ObjectManager) |>[4 7Y =/ h~F—Y v DEHF (Modify
Object Manager) |

ZORZ A 7 . GET

P FRELEZIDICEEf T O N TWDEI Ry NI =2 A7 V=7 VERELET, IDEIEE
L2WEAIE, TR TOXRy hNU—27 A7 V7 hOo—EEBSELET,

—& ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/networks

BrED RAAL EFIITAA A RCBIT 2T _XRTCOA—"—=F 14 KD

URL : /api/fmc config/vl/domain/{domain UUID}/object/networks?overrideTargetId={target UUID}

ID &% GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/networks/{object UUID}

WEDATV =/ MTBITLTRXTOA—"—=F 4 R&2 Y X T 5

URL : /api/fmc_config/vl/domain/{domain UUID}/object/networks/{network UUID}/overrides

BEDRAA VELZT AR LD T V7 MZBITF LA ——=F 14 RD

URL : / api/fmc config/vl/domain/{domain UUID}/cbject/networks/{network UUID}?overrideTargetId={target UUID}

MERR - [ 7Y =27 b~ — % (Object Manager) ]
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DELETE portobjectgroups .

DELETE portobjectgroups

3k 5 A 7 : DELETE
B RRELEAR— N ATV N I—TEHIBRLE T,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

FEDA TV =7 MIBIT LA —"=F 4 FEHIRT 57200

URL : /api/ fmc config/vl/domain/ {damain UUID}/dbject/portdojectgroups/{cbject UUID}?overrideTargetId={target UUID}

PR . [A 7Y =7 h~F— % (ObjectManager) [>[47 V=7 h~vF—T ¥ DEHE (Modify
Object Manager) ]

PUT portobjectgroups
k¥ A7 . PUT
HH AR — N ATV N IN—TEERELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

FrEDAT V=7 MIBIT DA —"=F A FefEE3THHF+T 5700

URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{parent object UUID}

MEFR : [ 7Y =27 h~x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ OEE (Modify
Object Manager) |

POST portobjectgroups
ZRZ A 7 POST

W HBE LTI TG A—FEZHEH L CAR— N A7 V=7 N IA—T AR E T A — =T
A4 FLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups
—#& Post ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups?bulk=true

MEFR : [47 V=2 b~3%—U % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) ]

GET portobjectgroups
HR % A7 . GET

BB BEELEIDICEEMTONTWAR— N ATV N IN—T ATV NS
LET, DEHFEELAVERIT. T R_XCOR— N FT P27 N IIN—T FT V=7 FO—&
ERELET,

—® @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups
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. GET ports

GET ports

RESTAPINOA TSz b |

FED B AL VEIET AL 2 BB 5T RCOF—"=F 4 RO

URL : /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups?overrideTargetId={target UUID}

IDIZX % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

FEDAT V=7 MBI LT XTOF—N"=F 4 F2U A T5

URL : /api/fmc_config/vl/domain/{domain UUID}/cbject/portobjectgroups/ {portobiectgroup UUID}/overrid

BEDRAAL VEFRIZT A A LOF TV 27 MEBIFTHA——F 4 RO URL :

api/fmc config/vl/damain/ {domain UUID}/doject/portdojectgroups/ {portdojectgroup UJID} ?overrideTargetId={target UUID}

MEFR : [4 7Y =7 h~3—T % (Object Manager) ]

FRZ A7 . GET
B T RTCOR— ATV FOo—BEEREGELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ports

MEFR : (A7 Y =2 h~3F—Y+x (Object Manager) ]

DELETE protocolportobjects

3k 5 A 7 . DELETE

B RELEYe har AR — b AT V=27 FEHIBRLET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}
FEDF 7T MIBIT LA — =4 REHIERT S

URL : /api/finc config/vl/damein/ {domain UUID} /doject /protocolportabjects/ {dbject UUID} 2overrideTarget Td={target UUID

MEFR : [ 7Y =2 b~3—Y % (ObjectManager) |>[A47 V=7 h~F—T % OEE (Modify
Object Manager) |

PUT protocolportobjects

gk & A7 PUT
B TE A R ATV FEERLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

FrEDAT V=7 MIBIT DA —N"=F A FefEETHHF+T 5700

URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{parent object UUID}

MERR : [A 7Y =27 h~F%— % (ObjectManager) |>[4 7Y =/ h~F—Y v DEHF (Modify
Object Manager) |
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| RESTAPIRODA T b
POST protocolportobjects .

POST protocolportobjects
HRHZ A 7 POST

M RE LRI A—FEZEH LTI ha b R — 37V 7 NEERRETLITA——
74 FLET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/protocolportobjects

—§& Post D
URL : /api/fmc config/vl/domain/{domain UUID}/object/protocolportobjects?bulk=tru

MERR : [ 7Y =2 b~ —Y % (ObjectManager) |>[A 7V =7 h~F—T ¥ DOEE (Modify
Object Manager) ]

GET protocolportobjects
HRZ A7 . GET
B HREE L IDICEEMT bR TS e ba L R— b A7 V=7 FERGLES, ID
ERELRVESE, T_TO7r hal R—h 37 V=7 hOo—E2BELET,

*%:@ URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects

FeED RAA VETIT A A LIBT3 X TOA—="—=F 4 RD

URL : /api/ fmc _config/vl/domain/{domain UUID}/cbject/protocolportobjects?overrideTargetId={target UUID}

ID IZ2 X % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

WEDODAT V=7 MTBITLTRXTOA—"—=F 4 R&Z Y X 5

URL : /api/ fme config/vl/domain/{domain UUID}/cbject/protocolportobjects/ {protocolportabject UUID}/overrides

BED R AL VELET AL A LOFT V=7 MBI BA—A—=F 4 KD
URL : /api/ firc config/vl/davein/ {damain UIID}/doject/protocolportdsjects/ {protoaolportdoject WID} 2overridelargetId={target UJID}

PR . [ 7 V=2 h~F— % (Object Manager) |

DELETE ranges

Fk % A7 . DELETE
S EELET FLAOHEHBEEEIRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{object UUID}

FrEDA 7T V=7 MIBIT A== FzilRrT %

URL : /api/frc_config/vl/domain/{domain UUID}/cbject/ranges/{object UUID}?overrideTargetId={target UUID}

MERR : [A 7Y =7 h~F%— % (ObjectManager) |>[4 7Y =/ h~F—Y v DEHF (Modify
Object Manager) |
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. PUT ranges

PUT ranges

POST ranges

GET ranges

GET realms

RESTAPINOA TSz b |

HRkZ A 7 PUT
Gl 7 RV AOREHALELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/ranges/{object UUID}

BEDA TV =7 MIBIT LA — "= FeimEETEHT L5700

URL : /api/fmc _config/vl/domain/{domain UUID}/object/ranges/{parent object UUID}

PR . [A 7Y =7 h~F— % (ObjectManager) [>[47 V=7 h~vF—T ¥ DEHE (Modify
Object Manager) ]

gk & A 7 : POST

M HRE LN TA=F 2 L TT RV AOFHZAFR E I ITA——F A4 FLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/ranges

—¥5 Post ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/ranges?bulk=true

MEFR : [T Y =2 h~3F—T % (ObjectManager) |>[4 7V = h~F—T v DEE (Modify
Object Manager) |

$xRk % A7 : GET
S EEE L IDICEEM T ONTWAT RLRAHEAA 7Y =7 F2RELET, ID ZI5E
LZ2WEGEIEL, T XTOT RLAGEEA 7 V27 ho—EZ2RELET,

“%gﬂ)IJRIJZ /api/fmc_config/vl/domain/{domain UUID}/object/range

KD RAAL FEIITRA A EIZBIT AT XTOL—R—=F 4 KD

URL : /api/fmc config/vl/domain/{domain UUID}/object/ranges?overrideTargetId={target UUID}
IDIZ &% GET D URL : /api/fmc config/vl/domain/{domain UUID}/object/ranges/{object UUID}

WEDAT V=7 MTBITLTRXTOA—"—=F 4 R&2 Y X 5

URL : /api/fmc config/vl/domain/{domain UUID}/object/ranges/{range UUID}/overrides

FEDRAAL VEIFT A A EDF TV =27 MBI HA—"—F 4 KD

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/ranges/{range UUID}?overrideTargetId={target UUID

MEFR : (A7 Y =2 b~ —Y % (Object Manager) ]

SRk & A7 : GET
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| RESTAPIRODA T b
GET realmusergroups .

i BT LEIDICEEMTONTWALALAF T 7 FERELET, IDEEELARD
BEAIZ, T TOUVALL ATV 27 FO—EEZELET,

URL : /api/fmc_config/vl/domain/{domain_ UUID}/object/realms
IDZ2X % GET @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/realms/{object UUID}

MEFR : (A7 Y =2 h~3—Y % (Object Manager) ]

GET realmusergroups
ZRZ A7 . GET

S fEE L IDICEEAMIT AN TWA LA L 2—F TN —T F T o7 N ERELET,
IDAEELAVEASIE. T RTCOLALAZ—F PN —TFF TP/ hO—EE2EE L £,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/realmusergroups

ID IZ2X % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/realmusergroups/{object UUID}

MEFR : (A7 Y =2 h~3—Y+x (Object Manager) ]
TANEZY T TE 5737 A—4 : realmUuid

\)

GE)  ZONFA=FTHMHEATT,

GET realmusers
sk 2 A7 : GET

i B E L IDICEE TN TWA LA L 2—F 7 V=7 FERELET, ID 245
ELRWEASIE, 7T THOLLL 22— F 77 FO—E2TRELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/realmusers

IDZX % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/realmusers/{object UUID}

e . [ 7 V=7 h~F— % (Object Manager) ]
TANEZY T TE 5737 A—4 & realmUuid

\}

GE)  ZoONRNTFRA—=HEFMEATT,

GET securitygrouptags
HR¥ A7 . GET
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. DELETE securityzones

RESTAPINOA TSz b |

R FEE L IDICEEMTONTWEIAZ L X2 VT 4 TJV—TF 2T F 7= b
EEALET, IDZRELRVERIE, TRXTOIAZ L X2 VT4 IN—T Z 7 47
Vxl bO—RERHFLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/securitygrouptags

ID i2 &% GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/securitygrouptags/{object UUID}

HEFR : (A7 Y= 2 h~3—Y % (Object Manager) ]
TANE Y U TIEHTE D37 A—H : name

DELETE securityzones

#ik % A7 : DELETE
M CBEELEEX 2T Y= ATV FEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

MEFR : [ 7Y =2 b~3—T % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DOEH (Modify
Object Manager) ]

PUT securityzones

gk Z A 7 PUT
B EXa VT S ATV FEEFELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

MEFR : [ 7Y =2 h~3%—U % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

POST securityzones

YR X A 7 : POST
H FBRELEARNT A= EFERA L CEX 2V T 4= ATV =7 P EERFE I A
74 RLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/securityzones
*TE Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/securityzones?bulk=true

MEFR : [T Y =2 h~3F—T % (ObjectManager) |>[47 V=7 h~F—T v DEE (Modify
Object Manager) |

GET securityzones

Bk % A7 : GET
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GET siurlfeeds

GET siurllists

GET siurlfeeds ]

FEA HEELEIDICEEM TN TWAEXa VT V=0 A7 V=7 NERELET, ID
ZRELRWESE., T ToFa2VT74 V=0 A7 V=27 bO—E2BELET,

URL : /api/fmc_config/vl/domain/{domain_ UUID}/object/securityzones

ID i2& % GET @
URL ! /api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

MEFR : (A7 Y= 2 h~3—Y % (Object Manager) ]
TANE Y O TIMERTE 5787 A—4 : name

Bk % A7 : GET

S EELEZIDICEEMA TN TWAEXF2Y T 4 AT VP2 AURL 74— R A7
VxZ FERAELET, IDEEELRVEGSIL. T TOEF2 VT4 A 0TIV R
URL 7 A — R AT V=7 bO—EZEELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/object/siurlfeeds

IDZX % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/siurlfeeds/{object UUID}

FEBR . [ 7 V=7 h~F— % (Object Manager) ]

gsk& A7 : GET

FEA HEE L IDICEEM TN TWAEFXF 2 VT 4 AT Y P2 AURLY A N TV
7 hEREGELET, DERELRWEEIE, I XToOEX=2Y T4 47 U= AURL Y
ANF TVl bO—ELERELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/siurllists

ID (2L % GET ©
URL ! /api/fmc config/vl/domain/{domain UUID}/object/siurllists/{object UUID}

MERR : [A7 Y= 27 b~ — % (Object Manager) ]

DELETE slamonitors

#R % A 7 . DELETE
B HEE L7 IDICBEEAT STV D SLAE=X A7 V=7 MEHIBRLET,
URL . /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

HEFR : [47 Y =2 b~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEH (Modify
Object Manager) ]
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RESTAPINOA TSz b |
. PUT slamonitors

PUT slamonitors
PR Y A 7 PUT
B FEE L7 ID ISR SN TVD SLAE=X A7 V=) hEERELET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

MEFR : [ 7Y =2 b~ —U % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) ]

POST slamonitors
k% A 7 : POST
A FRE LT RN T A—H E A L CSLA E= X ZER E 134 —R"—F 4 FLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/slamonitors
—4& Post ® URL : /api/fmc config/v1/domain/{domain UUID}/object/slamonitors?bulk=true

MEFR : [ 7Y =27 b~ —T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

GET slamonitors
HiskZ 17 : GET

il HEE L IDICEEMT SN TWASLAE=2 2B LET, IDEIEE LARWEAIL.
TRTOSLAE=FDO—E2*TELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors

IDIZ2X % GET ©
URL : /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

MEFR : (A7 Y =2 h~3—Y+x (Object Manager) ]

GET tunneltags
#Rk¥ A7 . GET

FHA HEE L IDICBEEMTONTWD b f NV E 7 ATV =7 FERELET, ID &5
ELRWEAIZ., TR_XTO MRV EZT ATV vO—EE2EELET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/tunneltags

IDIZX % GET ®
URL : /api/fmc config/vl/domain/{domain UUID}/object/tunneltags/{object UUID}

PR : [ 7 V=2 h~F— % (Object Manager) |
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GET urlcategories .

GET urlcategories

gskZ A7 : GET

S FRE L IDICEEMITONTCWA URL AT I 7V =27 NEBIELET, ID &38R
ELRWEAIE, T _XCOURL AT I A7V =27 ho—E2EELET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/urlcategories

IDIZX % GET ®
URL : /api/fmc config/vl/domain/{domain UUID}/object/urlcategories/{object UUID}

PR . [ 7 V=2 h~F— % (Object Manager) |

DELETE urlgroups

PUT urlgroups

POST urlgroups

Fk % A7 . DELETE
FHELIZURL VNV —F 7V =7 FEHIRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

FrEDA 7T V=7 MIBIT A== 4 FzilRT %

URL : /api/fmc _config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}?overrideTargetId={target UUID}}

MEFR : [ 7Y =27 h~x—T % (ObjectManager) >[4 7V =7 h~F—T ¥ OEE (Modify
Object Manager) |

FR 2 A7 PUT
B URL NV—7 A7 V=7 N ERLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

WEDAT V=7 MIBIT DA == FefmEEITEHRT 00

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{parent object UUID}

MEFR : [47 V=2 b~3%—U % (ObjectManager) |>[4 7 V=7 h~F—T ¥ DOEE (Modify
Object Manager) ]

YR X A 7 : POST

A HE LN T A—F EHHA L Curlgroup 47 V=7 FEERELIZA—NN—TF 4 FLE
j‘o

URL : /api/fmc_config/vl/domain/{domain_ UUID}/object/urlgroups

*:J% Post @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups?bulk=true
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. GET urlgroups

GET urlgroups

DELETE urls

PUT urls

RESTAPINOA TSz b |

MEFR : [ 7Y =2 h~3%—Y % (ObjectManager) |>[4 7 V=7 h~F—T ¥ OEE (Modify
Object Manager) |

gk ¥ A7 . GET

B FEE L7 IDICBEEAHT 5N TV AD URL ZV—7 47 V=7 NERELET, ID 28
ELARVEEIE. T_XTOURL AV —F A7 V=7 ho—EE2TEGLET,

—® @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups

B ED RAAL L FETIEIT AL A EIZBIT 2T _XTOA——=F 14 KD

URL : /api/fmc config/vl/domain/{domain UUID}/object/urlgroups?overrideTargetId={target UUID}

o

ID IZ2 XL % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

WEDODAT V=l MTBITLTRXTOA—"—=F 4 R&ZY X T 5

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{urlgroup UUID}/overrides

FED RAAL EINEIT A A EDOF TV =27 NMZBITHA—"—=F 14 KD

URL : /api/ fime config/vl/domain/{domain UUID}/object/urlgroups/{urlgroup UUID}?overrideTargetId={target UUID}

FEFR : [ 7Y =2 b~3—Y % (ObjectManager) |>[4 7 V=7 h~F—T % OEE (Modify
Object Manager) |

HRZ A 7 . GET
P fEEL7Z URL ZHIBR L 9,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}

FrEDA 7T V=7 MIBIT A== FzilRrT %

URL : / api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}?overrideTargetId={target UUID}

MERR : [A 7Y =27 h~F%— % (ObjectManager) |>[4 7Y =/ h~F—Y v DEHF (Modify
Object Manager) |

FORZ A 7 PUT
Wi URLAEELET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}

WEDAT V=7 MIBIT A== FefmEETEHRT L7200

URL : /api/fmc config/vl/domain/{domain UUID}/object/urls/{parent object UUID}
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POST urls

GET urls

posTurls [

FEBR . [ 7 V=7 h~F— % (Object Manager) ]

HRHZ A 7" POST

A HRE L7 X T A= ZfEH L CURL ZERE 72134 ——F A4 FLET,
URL : /api/fmc config/vl/domain/{domain_ UUID}/object/urls

—4& Post ® URL : /api/fmc config/v1/domain/{domain UUID}/object/urls?bulk=true

MEFR : [ 7Y =2 b~ —T % (ObjectManager) |>[A4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

gk & A7 : GET
S FRELZIDICEEMITONTWA URL A7 V=7 FE2EELET, ID ZfEL2W
BEAIE., T_XTCOURLA 7T V=7 hO—EEZFELET,

*%:@ URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls

RED RAAL VEITT A A RIZBTF 5T XTOA—"—=F A KD

URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls?overrideTargetId={target UUID}
IDIZ X% GET ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}

WEDAT V=7 MTBITLTRXTOA—="—=F 4 R&2 Y X 5

URL : /api/fmc config/vl/domain/{domain UUID}/object/urls/{url UUID}/overrides

BED K AL L EFETF AL R EOFT V=7 MeBT BA—"—F 14 KD

URL : /api/fmc config/vl/domain/{domain UUID}/object/urls/{url UUID}?overrideTargetId={target UUID}

PR : [ 7 V=2 h~F— % (Object Manager) |

GET variablesets

gk & A7 : GET

Bl HEE L IDICEEMS TN TWLER Yy A7 V=7 MR LET, IDEZHEEL
BROGEEIE, TARTOE- Yy A7 V=7 FO—EERFLET,

URL . /api/fmc_config/vl/domain/{domain UUID}/object/variablesets

IDIZX% GET @
URL : /api/fmc config/vl/domain/{domain UUID}/object/variablesets/{object UUID}

MEFR : [A 7Y =7 h~3—T % (Object Manager) ]
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DELETE vlangrouptags

3k % A 7 : DELETE

M EELLE VLAN ZV—" 27 77 M EHIRLET,

URL : /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}
FEDF 7T =7 MIBIT LA — =4 REHIERT S

URL : /api/fmc config/vl/domain/ {domain UUID}/cbject/vlangrouptags/{dbject UUID}?overrideTargetId={target UUID}}
MEFR : [47 Y =2 h~3—Y % (ObjectManager) |>[A47 V=7 h~F—T ¥ OEE (Modify
Object Manager) ]

PUT vlangrouptags

PR Y A 7 PUT
M VLAN ZV—T 2 7 A7V NaERLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

FrEDAT V=7 MIBIT DA —"=T A FefEETHHFH+T 5700

URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{parent object UUID}

MEFR : [ 7Y =27 h~x—T % (ObjectManager) >[4 7V =7 h~F—T % DOEE (Modify
Object Manager) |

POST vlangrouptags

gk % A 7 : POST

M HRE LT NT A—H B LT VLAM 7V —7 ¥ 7 Bl E i34 —"—F 14 FL %
ED

URL . /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags

‘*ﬁEPOStODIJRLIZ/api/fmc_config/vl/domain/{domain_UUID}/object/vlangrouptags?bulk:true

MR . [ 7Y =7 b~%— % (ObjectManager) >[4 7 V=7 h~F—T ¥ DEE (Modify
Object Manager) ]

GET vlangrouptags

gsRk& A7 : GET
A FEE L IDICEEMT SN TWD VLAN Vv —F 27 7027 F 2B L E7,
ID ZHELRWEASIT. T _XTOVLAN IV —F T F 727 hO—E2BRELET,

—¥ @ URL : /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups

FED RAA VFETZIT A A BIZBIT 5T XTOA——=F 14 KD

URL . /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags?overrideTargetId={target UUID}
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DELETE viantags ]

IDIZX % GET ®

URL : /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}
BEDA TVl MIBIFHZTRTOA—N"—=F 4 K2 AT 5

URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{vlangrouptag UUID}/overrides
BEDRAAL VERIFZT A ALOF TV 27 MZBIFT A4 —"—=F 4 KD

URL : /api/fic_config/vl/damain/{darain UUID}/cbject/vlangrouptags/ {vlangrouptag UUID} ?overrideTargetId={target UUID}
MERR : [A 7Y =7 h~F%— % (ObjectManager) |>[4 7Y =/ h~F—Y v DEHF (Modify
Object Manager) |

DELETE vlantags

PUT vlantags

POST vlantags

#ik % A7 : DELETE
BB HEE LI VLAN # 7 A7 V=7 MEHIBRLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

WEDAT V=7 MIBIT LA —"—=F 4 FZHIRT 2

URL : /api/fmc config/vl/domain/{domain UUID}/cbject/vlantags/{object UUID}?overrideTargetId={target UUID}

MER : [A 7Y =7 b~F%— % (ObjectManager) [>[47 V=7 h~F—T ¥ DEHE (Modify
Object Manager) ]

PR Y A 7 PUT
A VLAN 2 7 A7 V=7 NEERLET,
URL : /api/fmc config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

BrEDA T2l MBI DA == REefREEITEFRT 572D URL :

api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{parent object UUID}

MEFR : [ 7Y =2 b~ —Y % (ObjectManager) >[4 7V =7 h~F—T % DOEE (Modify
Object Manager) ]

gk % A 7 : POST

P FBRE LRI A =2 2 LT VLAN % 7 2B E T2 ITA—"—F 4 RLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags

—$F Post ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags?bulk=true

MEFR : [ 7Y =7 h~F—T % (ObjectManager) |>[47 ¥ =7 h~F3—T v DEE (Modify
Object Manager) |
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GET vlantags

RESTAPINOA TSz b |

HRZ A 7 GET

Ui HBE L7 ID ICBEM T B TWD VLAN 2 7 A7 V=7 b aBfF L ET, ID ZHEE
LBRWEAIZ, X TOVLAN Y/ 47 V=7 hO—EE2RGLET,

—%% ® URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags

FED B AL VETET AL 2 BB 5T RTCOF— =T 4 RO

URL : /api/fmc _config/vl/domain/{domain UUID}/object/vlantags?overrideTargetId={target UUID}

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

BEDFT TV =7 MIBITLTXTOA—"=F A RE2 VXN 570D

URL : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{vlangrouptag UUID}/overrides

FFED AL VENTT A A LOFT V=7 MIBIT LA —"—=F 4 FD

URL : /api/ fme config/vl/domain/{domain UUID}/cbject/vlantags/{vlantag UUID}?overrideTargetId={target UUID}

MERR : [A 7Y =7 h~3— % (Object Manager) ]

R —H—EX

DELETE accesspolicies

k5 A 7 . DELETE
B HEELEIDAEST 7R ary ha— L RBY —%HIBRLET,
URL : /api/fmc _config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

MEMR : [AR U — (Policies) ]>[7 7 A= hr—/LRY 2 — (Access Control Policy) ]>[7
JtEAay ha—ARY —0OEE (Modify Access Control Policy) ]

PUT accesspolicies

PR Y A 7 PUT
Wl T AHIEARY - AT LET,
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

HeBR : [N U > — (Policies) |>[7 7 A=z ha—/LR Y 2 — (Access Control Policy) ]>[7
AT ha—)LRY —DEE (Modify Access Control Policy) ]

POST accesspolicies

SR ¥ A 7 : POST
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GET accesspolicies .

W HEELEANTA—E AL CT 7R ary ba—L R —ZER L1,
URL : /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies

FEMR : [R U — (Policies) ]>[7 7 &A= hr—/LR Y »— (Access Control Policy) ]>[7
JERAay ha—ARY —0OEE (Modify Access Control Policy) ]

GET accesspolicies

gk % A7 : GET
S T L IDICEEM TN TWAT VR ay be—L RY U —5FELET, ID
FRELARWVESIT. TRTOT7T 78 A a2y ho—L B o—n—E2EELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies

ID IZ2 &% GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

MERR : [ Y — (Policies) ]

DELETE accessrules

k% A~ . DELETE
S RELET 7EAX ary b= R =07 7 AL — LV ZHIBRL £,
URL : /api/ fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{cbject UUID}

FEMR : [R U — (Policies) ]1>[7 7 &A= hua—/ (Access Control) ]>[7 7 &A=z |
m—/L7R U 32— (Access Control Policy) 1>[7Z7&A=2> bu—/AKRY I —0OEE (Modify
Access Control Policy) ]

PUT accessrules

PR Y A 7 PUT
B CRELET7ERXR arybe— R v—07 7B AL — LV EETLET,
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{dbject UUID}

FEBR : [NV 3 — (Policies) 1>[7 7 &A= ba—/ (Access Control) ]>[7 7Rz b
17— LR U 32— (Access Control Policy) |>[7Z7&AXA=2> bu—/LKRY I —0OEE (Modify
Access Control Policy) ]

POST accessrules

BEsR X A 7 : posT
G HEELET 7R arha—L R —DT 7 v AHEAL— IV EER L E T,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules
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. GET accessrules

HEBR : [R U — (Policies) 1>[7 7 &A= hu—/b (Access Control) ]>[7 7 &A=z k
7 —/L7R U 2— (Access Control Policy) 1>[7 7 &A= bu—/LKRY I —DEE (Modify
Access Control Policy) ]

GET accessrules
gisk % 14 7 : GET

BB HEELEARY —ID B LOL— L IDIZEEERHT ST\ 5 T 7 & Al — L & Bds
LET, V= AVIDEFRELRZWEAIE, SBELERY —IDICBEEMT SN THDETTO
TIEANL—NDO—EETELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules

IDIZ2X % GET ©
URL : / api/fc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{object UUID}

MEMR : [R U — (Policies) 1>[7 7 &A= hra—/ (Access Control) ]>[7 7 &A=z |
o —/L7R Y 2 — (Access Control Policy) ]

PUT defaultactions
gsRH A7 : PUT
SR CIEELET /X arba— L RV —IDRBIRF 74/ DT 7 g ID ICEHHE
T ENTWABTF IV DTV a v BEELET,

URL : /api/fic_config/vl/domain/{domain UUTD}/policy/accesspolicies/ {container UUID}/defaultactions/{dbject UUID}

MERR : [R Y 2 — (Policies) |>[7 7 &&= hr—/b (Access Control) |>[7 27 A= b
1 —/L7R Y 2 — (Access Control Policy) 1> [7 7t Aa > hu—/LKY —DEHE (Modify
Access Control Policy) ]

GET defaultactions
gk & A7 : GET

M EELET 7R o be— L R —IDBLIOT 74 DT 7 23 v ID I BE
HTFoNTWET 74NV OT 7 arZlGLET, 774V OT 27 a2 1D BEES
NTWARWESIT, HELET 78R a2y ha— L RY —IDICEEMT SN TS T T
DF TN EOT 7 arD—ErBELET,

URL : /api/fmc _config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions

IDIZ2X % GET ©
URL : /. api/fic config/vl/damain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions/{dbject UUID}

MERR : [AR VU — (Policies) ]>[7 7 &A= hr—/ (Access Control) |>[7 27 &A=k
72—/ LR Y 2 — (Access Control Policy) ]
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GET loggingsettings .

GET loggingsettings
HRk % A7 GET

M ELET A ary b= R —IDBLIONT 74 DT 7 ¥ a » ID (ZBE
o TWnseX U FREZEGLET, 7740 0T 7 v a v ID BHEESILTHRN
BEZ. BELETZ7EA o ba—L R Y U—IDICEEMIT LN TWDETRTHT 7 4 /b
NOT 7 aryD—EEREGLE T,

URL : /api/fmc config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/loggingsettings

IDIZ X5 GET @
URL : /api/frmc config/vl/domain/ {domainUUID} /policy/accesspolicies/ {containerUUID}/loggingsettings/ {dbject UUID}

HERR @ [AR U > — (Policies) ]

PUT loggingsettings
gk & A7 PUT

W HEEELET 7R arbg— L RV —IDEBLRT 74V DT 73 9 1D I
fFFbnTndaeX  FHREZLEE LET,

URL : /api/fimc_config/vl/domain/{domainUUID}/policy/accesspolicies/ {containerUUID}/loggingsettings/ {cbjectId}

HEBR : [ U > — (Policies) |>[7 7 A=z ha—/LR Y 2r— (Access Control Policy) ]>[7
R ar br—)LR Y —DZEE (Modify Access Control Policy) ]

GET filepolicies
FRkZ A7 . GET

B BRE L IDICEEM TN TS 77 ANV R v —FT7 V=7 bERGLET, ID
FREELRZWESIZ. T _XTOT77 ANV RIS —FT7 V27 hO—E2EELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/filepolicies

IDZX % GET @
URL : /api/fmc config/vl/domain/{domain UUID}/policy/filepolicies/{object UUID}

FeBR : [R U ~— (Policies) |>[7 7 &A= hu—/ (AccessControl) |>[~/ 7 =7 B LW
7 7 AR Y — (Malware & File Policy) ]

DELETE ftdnatpolicies

ik % A~ : DELETE
P : F8E L7z ID % £F-> Firepower Threat Defense NAT 7R U & —ZHIR L £,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}
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. PUT ftdnatpolicies

FERR : [T /3A A (Devices) ]>[NAT]>[NATYU A k (NATList) ]>[NATH Y > —DZH (Modify
NAT policy) ]

PUT ftdnatpolicies
gk & A7 PUT
#iBH : F87E L7- ID % £F> Firepower Threat Defense NAT &R U o — %2 H L 77,
URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

MEFR : [T /3A A (Devices) ]>[NAT]>[NATYU A | (NATList) ]>[NATH Y > —DZH (Modify
NAT policy) ]

POST ftdnatpolicies
23RS A 7 POST
Al FEE L7 /XT A — % Zfi] L C Firepower Threat Defense NAT 78 U > —Z{Epk L £ 7,
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies

MERR : [7/3A A (Devices) ]>[NAT]>[NAT U A  (NATList) ]>[NATA U > —DZHE (Modify
NAT policy) ]

GET ftdnatpolicies
ZoRZ A 7 . GET

FEA  FEE L 72 ID ICBSEAT T 5 40T % Firepower Threat Defense NAT 7R U & — 2 HufF L &
9, ID 245 L2 WAL, 33T Firepower Threat Defense NAT /R U & — D — 2 Buf5s L
S5 8

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies

IDZX % GET @
URL : /api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

FEBR : [7 /54 A (Devices) ]>[NAT]>[NATYU & k (NAT List) ]

DELETE ftds2svpns

gk % (7 : DELETE

FiBH : FEE L7- ID IZBE#EfH T 5 40TV D Firepower Threat Defense %4 h ] VPN kR v o—%
HIBR L £,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID

MEBR : [T /34 % (Devices) ]>[VPN]>[VPNDZHE (Modify VPN) ]
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PUT ftds2svpns

PUT ftds2svpns .

HRkZ A 7 PUT
A FEAE L72 ID ICBSEAfH S 5 40TV D Firepower Threat Defense %1 F ] VPN bR v v —%
EELET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID

FEBR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

POST ftds2svpns

GET ftds2svpns

HR K A 7" . POST
FBH  FEE L7/ T A —X & L C Firepower Threat Defense ¥ h#] VPN FR o ¥ —%{E
JE‘Z l—/ij‘o

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

gk % A7 : GET

P FEE L7z ID W REEA T 5410 T D Firepower Threat Defense ¥ Rl VPN AR o—%
B LET, ID ZHELRWEEIX. 93TO Firepower Threat Defense ¥4 K] VPN K7W &2
VDR LET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns

ID IZ2 X% GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}

FEMR : /34 A > VPN >

PUT advancedsettings

gsRH A7 : PUT
B VPN A M PR CNOFEMEREZLEE L7,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/
advancedsettings/{advancedsetting UUID

FEBR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

GET advancedsettings

gsRZ A7 : GET
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RESTAPINOA TSz b |

i VPN A M R AR r PNOREHIER EZ BT LE T, GETIZID BHEE STV RWEGE
X, PR YOE—OFMERED N 2T ) A MERE L F T,

URL : /api/fmc_config/vl/domain/{domain_ UUID}/policy/ftds2svpns/{topology UUID}/
advancedsettings

ID i2& % GET @
URL . /api/fmc_config/vl/domain/domain UUID/policy/ftds2svpns/{topology UUID}/
advancedsettinqs/{advancedSettinngUID}

MEMR : /34 A > VPN >

DELETE endpoints

PUT endpoints

gisk % 14 7 : DELETE

Pl PR YHNOTRTOT S KARA » FERIZ VPN YA M bR PHNOFEE Sz ID
BB T STV AEEDT Y RRA Y FEEIBRLET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

HERR : [7 /34 A (Devices) ]>[VPN]>[VPNOZE (Modify VPN) ]

gsRH A7 : PUT

FHH: PR PHOTRTOZ Y RARA » FEZIZ VPN YA R R AR PHNOFEE SN ID
BT BN TWARED=Y RRA Vv NEEELET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

FEBR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

POST endpoints

GET endpoints

YR ¥ A 7 : POST

P AR PHNOTRTOZ RARA > FEFIZ VPN A R hAR e PHNOFRE S ID
BB T DN TWAREED T RARA » M E{ERR LET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints

FERR : [7 /54 A (Devices) ]>[VPN]>[VPNOZHE (Modify VPN) ]

gk & A7 : GET

G AR PROTRTOT RRA v FEZIT VPN A Rl FAR PHOIEE S L7~ ID
BT BTV AHFED Y RiRA > b EEIG L E 3, GETHDID 2F6E L2WEEAIL,
FREOTRTOZ FRAV FO—BEEZEELE T,
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PUT ikesettings .

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints

IDIZ X5 GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

MERR : 7 /34 A > VPN >

PUT ikesettings

SR X A 7 PUT
SiEH VPN A R R AR e PHNOFRE S ID ICEEMIT DN TWA IKEREXZEE LE
-éAO

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/
ikesettings/{ikesetting UUID}

FERR : [T 734 A (Devices) ]>[VPN]>[VPNDOZEHE (Modify VPN) ]

GET ikesettings
FORZ A 7 ¢ GET

FEH : VPN U A R R AR PHNOfE SN ID ICEEMT SN TWS IKE REXRSE L E
T, GETDID 2 5E L72WEAIE, AR r Y0 IKE OFREZEGLET,

URL . /api/fmc config/v1l/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ikesettings

IDIZ2X % GET ©
URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ikesettings/{ikesetting UUID}/

MEBR © 5 /3 A A > VPN >

PUT ipsecsettings
HRkZ A 7 PUT
BT 0 VPN A R R AR CIND IPsec IR R EAEE L ET,
URL : /api/fic config/vl/domain/ {damain UUID} /policy/ftds2svens/{topology UUID}/ipsecsettings/{ipsecsetting UUID}

MERR : [7 734 A (Devices) ]>[VPN]>[VPNDOZEH (Modify VPN) ]

GET ipsecsettings
BRZ A7 GET

T VPN A R AR e PO IPsec #E R E X UG LE T, GET IZID 2MEE I LTV
WEEIE, PR YOR—0O IPsec X EX M E2ETL U XA MRS LET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ipsecsettings
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[ DELETE autonatrules

ID IZX % GET®D
URL : /api/fmc _config/vl/domain/DomainUUID/policy/ftds2svpns/{topology UUID
}/ipsecsettings/{ipsecsetting UUID}

MERR : /34 % > VPN >

DELETE autonatrules

Fk % A7 . DELETE
P FBE LT/ N T A — X &2 L CNAT L — L& HIBR L £,
URL : /api/fic_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules/{cbject UUID}

FEFR : [T 73A A (Devices) ]>[NAT]>[NATYU A | (NATList) ]>[NATH Y > —DZEHF (Modify
NAT policy) ]

PUT autonatrules
PR Y A 7 PUT
P FRE LRI A—H EEH L TNAT V=L E2 AR LET,
URL : /api/finc config/vl/domain/{darain UUID} /policy/ftdnatpolicies/ {container UUID}/autonatrules/{autonatrule UUID)

FEFR : [7 731 A (Devices) ]>[NAT]>[NAT U A k (NATList) ]>[NATAHR Y > —DZEH (Modify
NAT policy) ]

POST autonatrules
FR K A7 . POST
B LSS A — 2 A LT NAT B Y o — 2Bk L ¥,
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

MERR : [7 734 A (Devices) ]>[NAT]>[NATYU A k (NATList) ]>[NATRY > —DOZEH (Modify
NAT policy) ]

GET autonatrules
gsRZ A7 : GET

S FEE L IDICEEM T S TWANAT L — L2 L ET, IDEEE LR VEAIT.
T RTONAT L— L DO—EEZTFLET,

URL : /api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

IDIZ X5 GET @
URL : /api/fic config/vl/domain/{domain UUID}/policy/ftdnatpolicies{container UUID}/autonatrules/{cbject UUID}

HERR - [7 /54 A (Devices) ]>[NAT]>[NATYU &  (NAT List) ]
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DELETE manualnatrules
FR % A 7 . POST
ALEA  HRE L7 NAT AR U & — D T8 NAT L— L &2 IR L 9,
URL : /api/firc config/vl/damain/{damain UUID}/policy/ftdnatpolicies/ {container UUID}/manualnatrules/{cbject UUID}

MERR : [773A A (Devices) ]>[NAT]>[NATYU A k (NATList) ]>[NATRY > —DZEHE (Modify
NAT policy) ]

PUT manualnatrules
k& A7 PUT
B FRE LT NAT AR Y o —DOFE NAT L— L&A H L ET,
URL : /api/firc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/ {container UUID}/manualnatrules/{dbject UUID}

FEFR : [T 73A A (Devices) ]>[NAT]>[NATYU A k (NATList) ]>[NATH Y > —DZEH (Modify
NAT policy) ]

POST manualnatrules
HRZ A 7 POST
A FRE LT N T A— X Z i L CTEI NAT V— V2B L 77,
URL : /api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

MERR - [7/3A A (Devices) ]>[NAT]>[NAT U A  (NATList) ]>[NATA U > —@DZHE (Modify
NAT policy) ]

GET manualnatrules
Bk 2 A7 : GET

A FRE L IDICEEM T O TWAFENAT V— L2 B LET, ID 2T LAV
Blit. TRTOFENAT L—NLO—EEFELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

IDIZX % GET @
URL : / api/fic config/vl/damain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{cbject UUID}

MERR : [7/3A A (Devices) ]>[NAT]>[NATYU A k (NAT List) ]

GET natrules
gisk % 47 : GET
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RESTAPINOA TSz b |

TR FBE L7 NAT R Y o —IZBEEAHT 5TV D T_TO NAT V—/v (FEIB L O EE)
D—EEEELET,

URL : /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/natrules

HERR : [7 /51 A (Devices) ]>[NAT]>[NATYU & k (NAT List) ]

GET intrusionpolicies

HRZ A7 . GET

A FEE L2 ID ICBEEM T O TV DRARY > —2 G LE 7, ID Z46E LRWEGEE
X, TRTORBARY v —0—EE2FHLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/policy/intrusionpolicies

ID IZ2 &% GET @

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/intrusionpolicies/{object UUID}

MEMR : [AR U — (Policies) 1>[7 7 &A= hra—/ (Access Control) ]>[RAR Y > —
(Intrusion Policy) ]

GET prefilterpolicies

HRZ A7 GET

B FEE L2 IDICEEMS T O T LT L7 g v Z R —2 G LET, IDERELR
WEEIL, TRTOT LT s RY v—0—RHERGLET,

URL . /api/fmc _config/vl/domain/{domainUUID}/policy/prefilterpolicies

IDIZX % GET ®

URL : /api/fmc config/vl/domain/{domainUUID}/policy/prefilterpolicies/{object UUID}
HEBR : [R U — (Policies) |>[7 7 & A 22> hm—/ (Access Control) |>[7F'L 7 4 L& R
U o — (Prefilter Policy) ]

DELETE hitcounts

gk % A 7 : DELETE

S By MU MERZHIBRL, 74 ZRNOFND B THNTZRY —F 72T —D
Firepower Management Center 25Dt v b Ao h&aE¥ric -ty FLET,

BERIERIZ52 T35 &, DELETE #EIC L 5T200 D (OK) A vE—UREINADZ LI
EELTLLEEN,

URL :
* /api/firc config/vl/davein/ {dameinlUID} /policy/accesspolicies/ {containerUID} /cperational /hitcounts?filter="{filterString}"

* /api/firc config/vl/davein/{dareinUUID} /ol icy/prefilterpolicies/ {containerlUID} /aperational /hitconts?filter="{filterString}'
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PUT hitcounts

GET hitcounts

PUT hitcounts [}

HERR

« [R VU ¥ — (Policies) ]1>[7 27 A= hr—/LK Y 2 — (Access Control Policy) ]>[7 7
A be—LAR Y —0DZERH (Modify Access Control Policy) ]

o [RY 2— (Policies) 1>[7 V7 4 /L% KR Y I — (Prefilter Policy) |>["V 7 4 L& R
T —DZH  (Modify Prefilter Policy) ]

YR X A7 PUT

B B U THNERY —CxT AT AL RAORFH O v kB MER AL,
Firepower Management Center [ZfR(F L £ 7,

URL :

* /api/fmc config/vl/domain/\{domainUUID\}/policy/accesspolicies/\{containerUUID\}/operational/hitcounts?
filter = "\{filterString\}"

* /goi/frc aonfig/vl/darain/ {dareinlJUID} /policy/prefilterpolicies/ {containerlUUID} /cperational /hitoomnts?filter="{filterString}'

HERR -

« [R VU ¥— (Policies) 1>[7 27 A= hr—/LAKY 2 — (Access Control Policy) ]>[7 7
A he—AR Y —0DZEH (Modify Access Control Policy) ]

o [R VU 2— (Policies) ]>[7 V7 4 /L& RV I — (Prefilter Policy) |>[7'V 7 4% R
T —DZH  (Modify Prefilter Policy) ]

gk & A7 : GET

S B S TONTERY V—F X FDONL— T D T, ZADEFOE v N Bk
15# % Firepower Management Center 7> 5 HUfS L £ 77,

KEE DT /8 ZZx L CEITENTZRAIOESGTH H5E. GET #BIERHZE v N B w2 ME
FONA AN S AEICERNC TS S E T,

URL :
* /api/firc config/vl/davein/ {dareinlUID} /policy/accesspolicies/ {containerUID} /geerational /hitcounts?filter="{filterString}'

* /api/fic config/vl/davein/{dareinUUID} /colicy/prefilterpolicies/ {containerlUID} /aeerational /hitconts?filter="{filterString}"

HERR -

o [RV 2 — (Policies) |>[7 7 &A= hr—/,LR U — (Access Control Policy) [>[7 7
X3y be—RY —DOEE (Modify Access Control Policy) ]

o [R VU 2 — (Policies) ]>[7 V7 4 /¥ KRV I — (Prefilter Policy) |>[7'V 7 4% KR
v — DA (Modify Prefilter Policy) ]
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GET snmpalerts

RESTAPINOA TSz b |

gsR% A7 : GET
S FRE L IDICEEMITONTWASNMP 79— A7 V=2 FEBELET, ID &
BELRWEAIZ, T _XTOSNMP 79— A7 V=7 FoO—EZ2FELET,

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/snmpalerts

IDIZX5 GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/policy/snmpalerts/{object UUID}

FERR : [N U — (Policies) 1>[7 7 > a > (Actions) [>[7 77—k (Alerts) 1>[7 77— h&F*
7~ (View Alerts) ]

GET syslogalerts

ZRZ A7 . GET
P BEE L DDICEEMT O TS syslog 7 7— b A7 V=7 NaTSGLET, ID 25
ELRWEAIEL, X CDsyslog 7 7— b A7 V=7 hO—EE2BHGFLET,

URL . /api/fmc_config/vl/domain/{domain UUID}/policy/syslogalerts

ID IZ2X % GET @
URL . /api/fmc_config/vl/domain/{domain UUID}/policy/syslogalerts/{object UUID}

HEBR - [N U — (Policies) 1>[7 7 > a > (Actions) 1>[7 7— b (Alerts) ]

R —EYHTH—ER

PUT policyassignments

YsRX A7 PUT

T LWT AL RFELITEH LT AN, R T —TE BT A7, B0 Y THELAOT 7
YA R —2EHLET,

URL : /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}

HERR -

POST policyassignments

BsR X A 7 : POST
P REVYCOT I BA R —%T NS ZRELET A, R T A—TIZEY Y TET,

URL : /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments
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GET policyassignments .

HERR

GET policyassignments
#RkZ A7 GET

FA  EE L IDICEEMT LN TWAERY —EY B TE2ERELET, IDZfHE LRV
BlE. A= b TR ZAADTRTCORY —B) YT —-ELEELET,

URL : /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments

ID i2& % GET @
URL : /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}

HERR -
TANE ) TR TE 537 A—4 : name

AT—RAHY—ER

GET taskstatuses
BB HEE L7 ID 2o, DN EE SN RET O s 7% 27 2T 2 R BE L
T, ZhiE, BE, TS ADBERIVOCEBEAY g 7T R— SN TWET,

ID &% GET ®
URL : /api/fmc_config/vl/domain/{domain UUID}/job/taskstatuses/{object UUID}

FEMR @ [T /34 A/EADZEF  (Modify Devices/Deployment) ]
~ — |$
R T LIEHR

GET serverversion
Bk 2 A7 : GET

] =D —=D g UIFEREAESR L E T, ID ZEE LRWSEEIE, TR TOY—D—
RelELET,

URL : /api/fmc_platform/vl/info/serverversion
ID 12X % GET @ URL : /api/fmc_platform/vl/info/serverversion/{objectID}

HERR :
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B oor—veEn

INVIT— DT B

DELETE upgradepackages

gk % 4 7 : DELETE

#B . Firepower Threat Defense DFFEDT v 77 L— K /3w & — % | Firepower Management
Center DEH/NLHIBRL £,

URL : /api/fmc platform/vl/updates/upgradepackages/{package UUID}

GET upgradepackages
HR % A7 . GET

B KT v TR, AT F U AV =R T T L— K, BIOKy b7 1w
7 Axgte, v—7n /L CATFTA[EEZ: Firepower Threat Defense 7 v 77 L— R /8o r— D J &
FERELET,

URL : /api/fmc_platform/vl/updates/upgradepackages

ID {2 X% GET @ URL : /api/fmc_platform/vl/updates/upgradepackages/{package UUID}

GET listapplicabledevices
ZRSZ A7 GET

S BEDT v TS L= FORy =% R — b L TWABEREHRDT NA A 3T F N
—EFRIREINFET,

URL : /api/fmc_platform/vl/updates/upgradepackages/{container UUID}/applicabledevices

POST upgradepackage
FR S A 7" POST
A X A= U T, I @ POST #:1EIZ Firepower Threat Defense % 5517 L TV A %47
LT NA AFIHARER Y 7 N0 2T Ty T T =R Ry —V %7y v adbhh, 700X
Firepower Threat Defense % 1T L CWA YT 2T NA ADT v 77 L— R Futv A&k L

£, ZOTrERE ROFIRGE T, RAFZRTvr 7725 Elid@maiE~71c
HHTEET,

s TRTOFRTITBWT, RO POST BAEIZHETe R, HAED POST BENEFIZE T LT
WAZ EEMERLET,

N TRATEYVT 4 XTDTT7A~Y /) —RTPOSTH#IEZFEITLES, —EIZ1D
PLEDE R AT O POST #EZ FIT LN TL &0,
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A\

GET upgradepackages : €E=4% — .

s TPOST#MEZIFATLET

GE)

B A0 POST #-1EIL 60 B LANIZIRE LE T, HUID POST #EZ BRI L7-1%. 120 VLA
o T 6% POST #EAF(TT 5 2 L 2 HIE L £4, POST BAEDISZEIZIX, # A7
IDEHFAT AT —BABREEDZAT 727 MR EGENTET, TOX A7 ID 2EFHOH A
I ATV 2l NTGET #EZFEITTHZE T, FAITDETEEMRT L ENnTEET, i
FZ DUV T, GET taskstatuses (91 X—3) 2L T 72 &0y,

URL : /api/fmc platform/vl/updates/upgrades/

GET upgradepackages : € =4 —

Bk & A7 : GET
BB POST 7 v 7L — R X2 AT HFIT L%, Ty 7L —R 7oA aE=F#LF
7,

URL : /api/fmc_platform/vl/domain/{domain UUID}/job/taskstatuses/{task ID}
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