LIWLETATUOTAT4 R —

ZOEL, ROEB TV a TSN TVWET,
e =R L LI AIZHONT (1 2—2)
c LVARYHR—=FSH TV L= 2—=)
s LAVAICETAMBED T TN a—T 4 T (4 3—Y)
cTATYT 4T 4 RV —DHHE (5—)
o LIVADIERL (5 ~—2)
« EERBIZR VIV AFRORE (8 X—)
s LIVAT 4 L7 NUDEE (93—)
cTAT VT 4T 4 R —OFE (10 X—)
« LILLDEH (20 2—3)
cTATUT AT 4 R —OFH (22 %—)

H—/NELUVILLIZDINT

FAEB LA AEE
L LT, ASA FirePOWER £ 2 —L L B=X ) o 7V OxtE— o4y LE,
LILATIE, =GR ELHRI T AN ZORELZTEELET, LILATIIROZ L E2E
TeEET,

T I T AT 4= TRa—Pta—F FL—T%2FEET D,

HEROH D 2—PIEHT 2 —Y AT —Z|ZONWTH—R"E T 5,

LIVANDT 4 L7 U ELTEEO—"ZBIMTE T2, FUERLLVAEREILET
LHVENRHY ET, LILVANDOT 4 L7 N UL, LDAP H— D&, F721X AD — DA T
HOLVERHY £F, LILLAEEINTT DL, RIFESNTEEILRIE] ASAFirePOWER £ ¥ 2 —
NP =R ) FTHEXICHEASINET,

PR EIT O, PAR—FENDTRTOVF—RA A TDLNVLERTETHLERDH Y
F9, BV —UIINS DG AHEH LT, POP3 B X O IMAP = — W IZRH# AT ST
LT —=HIONTH—R"ERELET, TV 22—/, POP3 BLIWIMAP 17 A »NOET
A=) 7 R %M LT, Active Directory, OpenLDAP, 72| Oracle Directory Server
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Enterprise Edition #—/3 £.0D LDAP = —WICBEAf 1T £, 72 & 21X, LDAP 22— L1 A —
LT RUANF L2 —FDOPOPI T A L 2T A AT 5L, Y2 —/LIZLDAP = —
PDORAH T —H %t Oa—PIBHEANT £ T,

2—PFDT IR ar ba—NLEFETTLHEOIC, UTERETEET,
o —Y = — = M EIHISEASE-PIC 734 AICRE SN2 AD — "D LV A,

G¥)

\}

SGTISE @S2 RET AL E2FH L TWNE2 DD, =2—%, FL—F LA, =K
RA s uar—ray, TURKRA VN 7077 A NVOEEORTEITHE L CORWIES.
LIV ADFREIZA T a v TF,

X ¥ FT 4 7 R—F VI E ST Oracle £ 7213 OpenLDAP $—/ 3D L /L A,

(2—VEBRE T2 —VHEOZDIZ) VAAEBREL C2—FE2 Ly n— NT 554,
ASA FirePOWER & ¥ = — /L3 — "% EHMIc 7 =) LT, il =V EBEIZT 77 4
TAPKEINTEFR— B L OE SN2~ DA X T X ERELET,

A=Y TITAET 4 TR FAa=FTIT 4T 4 T—=IRX=RIRfFEN, 2—=F T A
TUTAT 4 T—REa—Y T IR RFENET, T/ ER 2y br— L TRIFT
XHEAMEE RV ORKEIL, T A ETT ML -TREVET, GDDa—V LT
N—TEBIRNT 5 L X, 2—FORENET LD LRIV DN L 2R LTI,
TIRA T ha—LRXT A —=FOFFNINT E D6 . ASAFirePOWER E ¥ 2 — /L T&
L1200 %< Oa—FIZETLEREIIG L, BIGTE R olca—F A Z A7 2 —TRE
LET,

G¥)

LU LAy Y

V2=l o THt SN2 — % LDAP — "5 HIBR LT, ASA FirePOWER £

Va— AT T = RXR—ZANOEY 2 —FIFHIFR S W 2D, FEICHIBR T 2 L E
HFEI, 7272 L. LDAP I T HZEF L, ASA FirePOWER T ¥ 2 — /L HMERD H 5 22—
DY ARNERICEFHF LI XT8R2 v ba—L Lb— KIS UET,

R—hFEINTULSH—/N

SAvLUA ATLE

WD H AT DY —N1Z1%, ASAFirePOWER €2 = — /)b D TCP/IP 7 7 B AR HIUE, Vv
LR E L TCHft C& 9, <Table Title:Supported Servers for Realms>
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H—nNEA47 A—HERH |2—Y T— |ISENSE-PICIC | TT 4 T K—4
C&dT— |PzUMI& [ £BT—AWM|ILICKET—2EE
AMBOY | BDT—FAREF | BOYER—b | DYR—
R—k DY R—
Windows Server 2003, PSP FIII PSS stits (NTLM %+ 7
Windows Server 2008, 5 X T4 T RN
" Windows Server 2012 | 7 %354, Windows
@ Microsoft Active Server 2003 %[ <)
Directory
Windows Server 2003 & PP FEXHIG FERFIE PSS
Windows Server 2008 _E™
Oracle Directory Server
Enterprise Edition 7.0
Linux = OpenLDAP %f I XTI EISSINN I

P =R T —=TOREICEH L TROEICEE LT EE,

s =W I N—TFEIF I N—TNOZ—FIIx LT —F i E £ T T 28558, —3T
=W I N—TEHRETLHIMNERDHY £3, —"OKARN2 ATV =/ MEE T2—
PERAE STV DA . ASA FirePOWER £ = — Ui —H% L —7Elfl % T TX F
A,

LDAP 721X AD — N Z v —TDH A Z&HFIR L, BFHDH2—VHARKTI500 552
LEHRLET, VA ABROITN—T2ED D5 (F2EBNT5) OV LAERELE
D, A XBEOL—Y I N—T %Xy NILEET 78R a2y ha— b— L EERL
720FBL, RXT7x—< A LOBENECDAHEENRNH Y F9,

e T 73/ FTIE, ADV— NI v F U TA—TnoiEd 52— oHEHIR L £
T, ZOHIRIX, B F Y TA—FDFT R TOL—H MR ASAFirePOWER £ 2 = —/L|Z
BEINDEIICHAT A AT DHYLEND Y 7,

HR—brENBdY—/NT1s—)LFE

S4B A AR

L L LADYP—/RTlL, ASA FirePOWER &Y o2 — /LR — " b a—P A X F— X 2R T
HEINT, MORICEERHSNTNWD T 4 — )V RAZHEHATL0ER BV T, h—EDT 1 —
wh%#EL<&w%éw%Amwmwm%yl%wﬁ%@74wwP@%ﬁ%ﬁmbf%%
B R—=RZ AN TE LD £,
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# 1:ASA FirePOWER 7 4 —JL EADY—N T4 —ILKDIVE VY

ARF—4A ASA FirePOWER | Active Directory Oracle Directory | OpenLDAP
EDa- Server
LDAP =— ¥4, | Username samaccountname cn cn
uid uid
4 First Name givenname givenname givenname
It Last Name sn sn sn
BT A—/L 7 K |Email mail mail mail
LA

userprincipalname (mail |Z
ERBE STV

)
R department department department ou
distinguishedname
(department [ ZAEAYEX E S
NTWRWEE)
EIEERE Phone telephonenumber e telephonenumber

UILLIZEET AEED NS ITINoa—FTa T

FSAEU A AR

THIL 220 = R OBIRICZKT NS VIVARE, 785 ARE, EEY—RED
PEABRFIL T ES N,

FHLLGVWKRBICA—Y 24 LT MAEET S

T L2WHEREC2— XA L7 7 TR TV Z LiIZ&ffnwies, 22— =—vx
k% 7213 ISE/ISE-PIC 5 /3 A A DE[E] 2% ASA FirePOWER £ = — /L OB L EH & T 5
TEEMRELET, TTIAT ARSI T WS, THEAOME C—YF DX A AT
U NIMFETSINDAREMERH D T,

LILLABRETHEE L& S ICA—AEENGL, FEBRA SN

Active Directory —/3D L)L A% | Active Directory h—/ D& B XU T )—T DA L N—T
bHA—FEBZOLNEITMINT 2 L O ITRET 2HE. WET 52— AT — 05 lR
TLHLIENDHY £,

77 # /)b hTlE. ActiveDirectory 1 — N I® h U F U T —T BT D2 —F OE AR
LET, ZOHIRIZ, XY T V=7 OFTXTO2—H) ASAFirePOWER & ¥ = —/L|Z
WEINDLLITHAZ~A ZTHMENDH Y £5,
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A—HOAYraO— KAEL
2—HDOF T a— RPNEBEWNT IR W25, LDAPEB X WNAD — 7 L— 725 K 1500

DA—YPNEGEEND Z LR LET, TA XAEBDO2—F IV —T2ED DRI D5 L5
WV NVAERETDE, XT3 —~ AORBENRAET D AREERH Y 7,

14 T4 R —DERE
FAv U AEE

TATYTAT A R —=E, TAT VT AT A V= ADREENET, TAT T 4T+
I—IVTIE, T 747Dy M| V/I/AiJctU\wunEji_t (/\//7wunE 77747;%
FE, EITREREZe L) & BhEM T £,

TAT T 4T 4 =L THOETENC, ATV LVABIORGEFRXEZZRICRELTEH
SHBERHY F9,

» [Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Realms] T7 A 7 > 7 «
F 4R —HDL NV LERELET,

[Conﬁguration] > [ASA FirePOWER Configuration] > [Integration] > [Identity Sources] T, 7 /
TRIDTAT T AT 4 V—A, 22— == b BLOISE/ISE-PIC & 7%
i ﬁ‘o

TATUTATARIT—NT, 77T A TBADTAT T AT 4V —A, ¥ T T 4
T R—ENERELET,

12U EDTAT T 4T 4 R U—%RELE, 778Aarba— LRI —D1>
DTATT AT AR —%OHITHERHYET, Xy NT—T DT T4 v I RTA
TUT AT A M= NVDOFEMEE =L, BGEFRAB Ry T EIEIT I T4 7 ThHEX, E
Va—VIRESNIELVALE N T T 4 v 7 EEBEMNT, BESNTETAT T 4T 4V —
AEMHALCIN I 74 v 7 Oa—FEHIELET,

TATUT AT 4 RV —5RELRVGAE, EVa— V2 —WGEEFEITLERA,

LIV LDYERK

AT T1
ATvT2
ATvT3
ATv7Ta4 O
ATvFT5 O

Z A& A : Control
LVILLDIERRAE -

[Configuration] > [ASA FirePOWER Configuration] > [Integration] DJEIZEER L £F, > > >
[Realms] #7 UV v 7 LET,
[New Realm] #7 U v 27 L£7,
DFNIHES T, AR VIV AEREZFZTELET, EAWRLILVLAFROFKE 8 —)
OHRINHE-T, T4LZ PIERELET, LALLAT A L7 FUVORE (93—)
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ATYT6 OB T, 2—HLa—F Ir—Toryra—F (F7ER ar e —/WolE) Z@E LE
T T—VOHBF T a— ROBE (9—)
ATYTT VIVAREERGFLET,

ATV T8 LEINU T, OFFICHESTULILLEREL, T 74V D= o a4 AT 7 bOREEE
FLET, Llbbha—HF Evyiar X470 MORE (10 2—)

AT VL AREERTFLET,

RDBERY
RDIEZE
s LV AOAEEE TG 22 ~—2) OB T, VLA ZHEMILET,

s MBIZIE LT, AT DAT—H A%FE=H LET, [Task Status] ~*—” ([Monitoring] >
> [ASA FirePOWER Monitoring] > > [Task Status]) ZZH L T 7230,

LILL 74—IL K
S4B AR

WDT 44—V REFEHRALT, LIVLAEZRELET,
LILLDERET 4« —IL

AD Primary Domain

AD LIV ADIHDLGEIL, 22— EFRFET DM E N H 5 Active Directory h—/3D KA A

AD Join Username & & U* AD Join Password

Kerberos ¥ ¥ 77 4 7 R—F NV T 7T 4 TRiEEZ BRI LT AD LIV ADSFE, 7747 b
 RAAL NZBMER DR EZ RO —V OB HAD L —V 4 LA T — K,

Kerberos (F7-1% Kerberos #4 7' a > LT AHLAIZHTTP X2 2—R) &, 7AT VT 4

7 4 JL—/L® [Authentication Type] & L CERT 5455, 1B T 5 [Realm] IE. Kerberos ¥ v

7 A A 7 R—HVEIEE FEITTE S X 912, [AD Join Username] & [AD Join Password] % {it f
TRHRETDHLENRSHD £7°,

Description

EE) VLV AOF,

Directory Username 35 & U Directory Password
WS35 2 —PIERICHEY) LR &2 Ff > T D2 —FOHBH O —H 4 L XA T — R,
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Base DN
ASAFirePOWER £ o — /L3 —H F—H OMBL BT A5V —OFT L7 R YU —,

EE., N—ADNIZIE, B¥ERAA VBIOMEZRTEARERH Y £, 72 & 2L, Example
Hotex= U7 4 (Security) FEFIDX—Z DN (., ou=security,dc=example,dc=com & 72 V) &

j—O

Group DN

ASA FirePOWER & =2 — B3 VNV —T B oo —V 2 BRI 29— L7 K Y
U—,

Group Attribute
PF—RD J N—T7 @M . [Member], [Unique Member], [Custom],

Name

LV LD—E DL H,

Type
L)L, AD., F72IXLDAP DX A 7,

User Session Timeout: Authenticated Users
2—HF oy a B LT T T DHETORKEM (HEAD) .

Ny VTREENT 2= Dy a VBN EA LT 7 b LTEEA, = —3 3 [Unknown] & 5
SN, BIEOEY a7 7R a3y be—L — OB EICIS U TCHAEIZTTa v 7
INFT, TV 2—MI, KREO T A VR —VEFER L ET,

77%47muuﬂiéﬂf_ (#‘?7747 T &/I/) :L_‘H_O)“‘E//El /75)5/1)A7'7 }‘ L/f;.iEl
/\\ :L‘—“]j- iﬁnuuﬁ%g*éhij—

User Session Timeout: Failed Authentication Users

77%47M£@ﬁﬁ%w@ Ta—HDry g NEALLT T NERAERM (GBAD) . R
R L= Dy arBIA LT U TBHE, 2—VPIEEHRIEZERINET,

User Session Timeout: Guest Users

TIT 4 TRIEEINT. (¥ T T 4T AR—F)N) AL a—FTDOkyarBNEZA LT TR
INDFETORKER (GHAD) . 2=y va b BNIA LTV THE, 22—V IIHR
AEEECR I N E T,

LILLDT4 LY M) 24—ILF
TRLOBREIE. LALANOMEL DY — (F oL M) ISERSHET,
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Encryption
PRI T D ST B bR ERET 558, 207 4 — /L FIZKRA Mi%&
BETOLLENRHY £7,

Hostname / IP Address
P —XOFAMGEITIP T LA,

Port
P REEHICERT R — K,

SSL Certificate
P — R DOFGFEICEH T % SSL AEE, SSL iEEA M H 9 521X, [Encryption] & A 7 % %
ETDHVLENRDH £97,

RREICREE AT 256, AEHEO Y — 413, ¥ —/30 [Hostname/IP Address] & —E
HENDHY ET, 7oLz, IPT RLAL LT10.10.10.250 2 H L, GEBEANT
computerl.example.com Zffi H L 7c 5513, #E RBL £,

A—4H¥nFdora—kK J4—J)L K

Download for access control

IDF =2y IRy I AEFNITHE, a—F F—FOHAHF U a— RRREINET,
a—WERHRE . RIC Lo T, 2—HV 7782 ar ha— Dol T — 2 2 TE £
R

Ao rm— ROBE X ET HI21E. [Begin automatic download at] 33 JX U8 [Repeat every] K&
THE Ama—EHEHLET,

ERXMGZ UILLIEBEROETE

ATwT1
ATvT2
ATvT3
ATvT4

ATy TH

Z A & A : Control
HEEXMWBZLUILLEBEROZRESE :

[Add New Realm] ~—<C, [Name] 3 LY, #EETIG U T [Description] 2 A7) L £,

Kay 7 Xy JA NS [Type] Z#IRL 97,

AD VIV AERET D86 1L, [AD Primary Domain] & AJJ L £79,

Kerberos ¥ v 77 4 7 R—Z IV T 77 4 TRFEEX LT AD LV AERET H%E6. =2 —FO#BIHO
[AD Join Username] & [AD Join Password] %, 27 74 7 o RA A NISIMER D720 O 72 HER TA
HLET,

G342 2 — P IEHIC @Y 22 HE R & 7 > T D —H OFk5I H @ [Directory Username] & [Directory Password]
EANILET,
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ATv7T6 T 4127 hU®D[Base DN Z AL E7,

AT9 71 T 4127 hU®[GroupDN] = AL ET,

ATV T8 A7 arT, Rry 7o UA RS [Group Attribute] 2 38R L £,
ATy T [OK]Z27 V7 LET,

RDEZRY

s DUMBNIHEST, VAL T 4L 7 MV EBRELET, LALAT L7 MNUOEE (9
~e)

LILL T4 LD F)DEE

Z A& A : Control

LIWLT4LY MIDBREFE

AT 71 [Directory] # 7 C. [Add Directory] 7 V v 7 L £,

ATV T2 b—ROFARNK/NP T RLALHR— 2 AN LET,

ATv 73 [KE5{E—F (Encryption Mode) ] 23R L 9,

RFY T8 A7 ar T, FRyFZUr A RS SSLAREZBRLET, BN7 A= (D) 220 vrT
L&, ATVl FEAEBI/ER T2 ZENTEET,

RATYTS HERaT AT 258, [Test) 22 V) v 7 LET,

ATv7T6 [OK]ZZ7 VU v7 LET,

A—OE#FA I 0— FDRE
74+ A : Control

GODH T N—TEIRE LR o284 . ASA FirePOWER £ = — VI EESNT-/8F A —%
=BT ET R TOIN—T D2 T —¥ERELET, T —~v A EOHHANL, T
JARary o= VTR —YE2ETIIN—T T BHRNICE DS L BED LE
ﬂqo

A—HOBEHFVO— FORERE :

AT w71 [User Download] % 7 C. [Download users and groups (required for user access control)] &= v 7 7R v 7 A % A
YIZLET,

ATwF2 Kay7Z 7 U A R) D [Begin automatic download at] D FEf] 2 38R L 9,
AT T3 [RepeatEBvery] Ku v 7 &2 URA Knb, Fouro— REEZRRLET,
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. LiLLhaA—4tys a3y 84 LT7I FDORE

ATvTa Fyra— Rpba—% Z—T%5050RINT HI2IE, [Available Groups] 517> b 2 —H 7 /L—7 % 35
R L. [Addto Include] F 7213 [Add to Exclude] #7 V v 7 L7,

AT 9 TS il x D2—F %55 0ERNT D21, [Groups to Include] F 721X [Groups to Exclude] D F D 7 ¢ —/L R|Z
2—HFEANL, [Add] 227V v 7 LET,

GE) Hourvo—Khba—VERATHE, TO2—FEEMHE L THEHTLIT 722y be—L
N—IVERER TE RS RV ET, BHO2—PFITh o ~TREVET, ZDOT7 4 —/LRTIL, 7
ARV AT (¥) ZUANKAI—FXFE L HEHTEET,

LILLA—F 2y ar 34 LTI FDHRE
7 A &> A : Control

N

GE)  FHLAWHERETEY 2—ARNa—F XA LT U MafToTWVWAH I LIZGffnizs, 2—3%
T —3 = v N F721F ISEASE-PIC /34 A DFERI A ASA FirePOWER & = — /L O FER & [F#]
INTWAZ EEHERLET,

LILLA—H v o3 B4 LTI ERES HHE -

AT w71 [Realm Configuration] % 7 % 3%#{R L F 7,

AT 72 [Authenticated Users], [Failed Authentication Users], 33 O\ [Guest Users] (Z2—H v g XA AT U b
a2 AN LET,

ATY T3 [Savel 27 U v 7950, LILVADOIREERTET,

TATUTATA4R)—DERE
Z A & Z : Control
L& BHII
« DFHNZHES T, 1 DU ED LIV AZIER L, AT LET, LLLDOEM (5=—)

FAFUF T4 RYS—ORERHS -

TR A EBE/T 7 RERE/ Ry VU —

AT 71 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Identity Policy] ®NEIZIER L F 9,
AT w72 [Name] # AJJ L, {£E T [Description] 2 A/ L £,
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ATFY T3 R == nNZBMTE58F. TAT 0T 47 4 —LOERK (142—2) OFBICHE-> T, [Add
Rule] 27V v 27 LT,

ATV T4 V=N AT IV EBINTDHEE. TAT T 47 4 = BT 2V OEM 23 X—) OB
T. [Add Category] &7 VU v 7 LET,

ATYTS X T T4 T R—HNVEMHT LT 77 4 TRAERETDH5EE. YT T4 T R—4N (TI7T747
FRRE) OFRE (11 =) OFBICHE - T, [Active Authentication] #727 V v 27 LE£7,

X TT4 T R—3I (FHOT4TREE) 74—ILFK
S4B AR

RDOT 4=V REMEHLT, ¥ 7T 47 R=FNVERELET,

Server Certificate

XX TT 4T KRB T PRI — NG E,

Port

XY T T T ARG T AR — NER, 2D 4 —/V ROFR— hEEIL, captive-portal
CLI =~ %A LT ASA FirePOWER 531 A TCRTE LA — FERFLE —H L W5 05
NHYET,

Maximum login attempts

ORI VERAEY 2 ko TRE SN % TIEHAS D B2 A W RITRIED
AL,

Active Authentication Response Page

Xy TT 4T R =PI L TERREND, VAT MEHEE I N A X LD HTTP IS
BR— TAT T AT A4 RV —DOT 7T 4 7FGET [Active Authentication Response Page]
EIBIRLIZD, HITPJRE =Y T1OULEDT AT U T 47 4 =V EFRGIEY A 7L LTk
ETAHMENRHY 7,

VAT AEHED HTTP G ~X— U121, [Username] & [Password] 7 « —/L RIZH1 %2, [Login as
guest] RZ U WHV, 2a—HFIZF AL L TRy NT—=J T 7 8ATEES, v/ A hik
DR FRRTIHAIE. WAX LAHTTP IGEN—VERELET,

XY TT4TR=2I (77U 71T DHEE

Z 4 & A : Control

XY T T 4T R—=FN 2—FE2RRTLHDIT, VAT LREELIIN AT LOWT LD
HTTP JGER— Y @RINTE £, VAT LD HTTP JEZE~—I21%, [Username] &
[Password] D7 ¢ —/L RIZHI %, [Loginas guest] "Z > 03H 0, 2—WFIFARELTHy b
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&

ATy T2
ATvT3

ATvT4
ATy TH

ATvT6
ATy T17

T—J T 7vATEET, H—ou /A v HiEERRTDHITIL. I AHX LAHTTPIGER—Y
ERELET,
X T 4 T R F VOGN ONTIE, EZRLTLLEIY, xS T 4T R—FNVT T
5:/1’7mqu0)77/|}74/7*/f7*4' V=R
LB
¢« TNRAANEFERL TW3B 1 DLL ED ASA FirePOWER /34 ZANR, L—F v K E£— KT
W= a2 95 URBEFITLTND Z 2R LET,

XX T T AT R ENERT IR NETCD N T T 4 v 7 EHFRTHLOICT 7 EA
av ha—L b—)LERELET,

*HTTPS b7 7 4 vV TR T T 47 R—ZNVEFERLTT 7T 4 TR EEITT 55
X, X% 7T 4 7 R— 5W%ﬁmbfmﬁfél*ﬁﬂ6%héﬂtF774/7%@F
T 5 SSL /V— /L ZAERKT 2R H D £,

XX T T AT R—ENER TN T T 4 v 7 E2 BT DHE. ¥ 7T 47 R—F L
T 2HR—=PMETDNT 7 4 v 7 %59 % SSLA—NalEl LET,
s captive-portal ASA CLI 2~ > RZHEH L TT /7 4 TRIAEDT ¥ I T 4 7 R—F V& H
BT L. ASAFirewall 227 4 Falb— gy A K (=3 9.52) L) [FGE]
(https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/
products-installation-and-configuration-guides-listhtml) DFIIZHEVY, R— R EZEZE L E T,

X TT4 T R—BILDHRESE :

[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Identity Policy] DNEIZEIR L, T4 T > 7 «
T4 R —zRELET, >>>

[Active Authentication] 27 U v 7 L &7,

Ko7 &0 A M, #2435 [Server Certificate] 23R L £9-, MLEISEL T, @7 A 2 (W)
IV LT, A7V =27 baTORTERLET,

[Port] 2 A7J L. [Maximum login attempts] % 5 7& L i'@“

F 7 a T, HTTP R~ — Y T — W &85 5121E, [Active Authentication Response Page] & 3R L
e 8

[Save] 227 U v 7 LET,

TAT T 47T 4 —OERK (14<—) OFBIIHES T, [Action] & L T [Active Authentication] % fiff
HEDT7AT T AT A N—NVERELET, AT v 75 THRESN—VZEIRLTYETX, [Authentication
Type] & L CHTTP JEER—VHBRTILELH Y £,

RDARY
RELEWABELET, ZBRLTLIFEY, RELEDEA
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| Lroer7aFoT7454 RYL—
7o574 IREN 07 TUr—varokst ]

TOT4TRENDT TV r—2 3 oDk
Z A & A : Control

TSV r—vay (HTTP 2—¥x—T = NUTFHNC K> THRESND) #ERL, v 7
T AT IHR—=EN (T 7T 4 TFGE) MORATHZENTEET, Zucky, #Ranz7r
T r—=2arnbD T T 4 v IR EZ T TICTAT T AT 4R —FBEBTE D
ARt/ = e

77°'J’7' /3/%7774 7uun].—tb\6|}/%91‘3—6755£

RTFYTN TAT T 4T 4 V—)v T 4 ¥ = [Realm & Settings] % 7 T, [Application Filters] U A hMZdH 5 v
Rk T 4N FEEN LT, 74 NVZITEBNMT 577V r—2a O A MR VIABET,

« U MERB IO N D213, 74NV Z A TORICHLRKMNE7 ) v 7 LET,

« TANE HATHEATZ Y v L. [Check All] £7-1% [Uncheck Alll 22 U v 7 LEF, 2DV A R
1T, BXATTERRLEE T A NVEEPRENDZ EICERELTLEIN,

s FTIRINDT A4 NVH %%i@ii\@‘ 121X, [Search by name] 7 4 —/V RITBRLFHEZ A LET, T
X, A7) X TOHBEIT ﬁfﬁfj" REEZE 7 VTTHIZE, 207 742y (%) #2710y

7 LET,

c T UAUNEDY A NEEHFH L., BIRLE T AN ZETRCTIYTTHI0FE, Ve—KT712r (6) %
70w LET,

T RTCOTAYNVFERRET 4=V REZ VT T DL, [TXTCDT 4% %27 VT (Clear AllFilters) ]
70 v LET,

GE)  VAMIEI—EIZ100 DT 7V r—ya U RFERENET,
AT w72 [Available Applications] U A F 226, 7 4V ZITBINT DT 7V r—va U EBRRLET,

s HIOFNETHE Lf AT _XToT7 7Y r—2a U&BIT 5%, [All apps matching the
filter) ZER L £ 7,

« RIRSINAEBIOT 7V r—2 3 &Y IATeIZIL, [Search by name] 7 1 — /L RIZHEE LTSI % AN T)
LET, RREZVT7TDF, 207 742y (%) 220y 7 LET,

-ﬁHﬂTﬁEiﬁﬂE%' OT TV r—varDl A NESETHITIE, VA RMDTEHIZHDHX—=V 7 T4 2
VEERALET,

TV —2a DV RARNEEFL, BIRLET AV A —2 g 02T XTI U745, Ve—FR
TAary (€) 27V v LET,
ATV T3 NEREENORANT D, BIRLEET SV r—raraBNMLEST, 27Uy 27 LCRT v I35, b—b
2B (AddtoRule) 1227 U v 7 T&EET, MRITKOLDOTHAINTWVET,
CBEBIRLIET IV —v gy T 4K
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B 77 77« RKus—t7owz a0 bn—u Ky o—0mEER 1+

« SR L= ERI O ATREZR T 77U /77— 3 >, F 7214 [All apps matching the filter]

RDEZRY

c DB S T, TAT YT 4T 4 M= NAOREEGETES, TAT T 4T 4 L—Ib
DOYERL (14 ~—2)

TATUoTAT4RYO—¢EF7oER a2 FA—ILKRY —DOFEE
1+

7 A4 & A : Control

ASA FirePOWER £ ¥ = —/LZi%, BITEEH SN TWD 1 2OT AT T 47 4 KU U—%5¢
ETXET, 747/7474 T Vo—%ERNCEAT D Z i TEERA, WHINEZTA
TUT 4T 4 R —, FREFHEEHINTWDEITAT T 474 R o—%2HIRT5Z
LIITEEEA,

TATUoTAT4 RIO—¢EFOERR Ay bO—L R O—%BERMITRHAEE

AT 71 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Access Control Policy] DJIEIZEER L £ 3,
AT w72 [Advanced] ¥ 7 #iEIR L £9°,

AT 73 [Identity Policy Settings] DRI H HIRET A 2> (o) 227V v 7 LET,

ATYTE FuyTHETUINGTAT T 47 4 R —2BRLET,

ATy 75 [OK] #2727 LET,

AT 76 [Store ASA FirePOWER Changes] =7 U v 7 L CEEZRFELET,

Z A & > A : Control
TATYOTATA4 IIL—ILOEREE :

AT 71 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Identity Policy] DNEIZEIR L £, > > >

ATw 72 [AddRule] 7 V v 7 LET,

ATV T3 OBMHEST, TAT T 4T 4 V= NVOEKNRIERERELET, EARNRTAT T 47 4 —
MEROBRE (17 ~—)

ATy T4 LEIIECT, OIS T, Y=V REEZBMLET, TAT 0T 47 4 V= ~DY — U FIEDIE
(19 ~—v)
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FATUTATAIL—ILT4—ILE .

GE) XX TTAT R—=BFNMN—NERELTNWT, XX TT AT R—FIL T ZRA T,
AV B =T 2 A AEN—T v ALV E =T 2 A ANEGENTWDEE/IL. TA A LDOL—TFT >
KA HE =T 2 A ADHERBRLET D — R E2RETDIMLERDLY £7,

ATy s LEZEU T, OFPFICES T, Xy MU —27 F- 3B BEROSMZBINLETST, 74T T 4
T4 =) ~DF v b U — 7 I EB RS OBEM (18 X—)

ATYT6 LEISU T, OFIIHE- T, R—=FrREZBNMLEST, TAT T 4T 4 = ~DR— b0
(18 =—3)

AT9 71 OBMAILHES T, V—NZLLVAIBEEMTET, TAT T 4T 4 V—ILTOLIVAORE#EfT T & T 7
T4 TRRERE DK E (20 X—)

ATy T8 [Add| 227 Y v 7 LET,

AT 79 [Store ASA FirePOWER Changes] %7 V v 7 L %7,

RDBERY
REEHELREHALET, 2ZRL TSN, RELHEOHA

TFATTA4T4IL—IL T4—JLFK

WDT7 4 —NVREMHEALT, 74T T A7 4 = NERELET,

Enabled

COFTvarEERTEE, TAT T AT A RV —DT AT T 4T 4 V—ILBER)
W ET, ZOFTTa v O@BREMRTDE, TAT T 4T 4 —LREHT/R0 F
T,

Action

BESNT UL TZ—FIZFTTIHREDX A 7y Ny v TRGE (22— ==V = NE
IZISE/ISE-PIC) . 7277 4 78k (XX 77 47 HR—4N) | FLIERFER LEZRIRTE E
T TAT VT AT A INV—NDT 7 ard UCRIRT 2N, RRAEFR, £ 74 7
TAT A4 V= AERBICRETDIVLENDH Y 7,

Realm

BESNETIaVvOETRHEIIRDA—FREENDL VIV L, TAT T 4T 4 /b—/LD

VLA L LTBIRT 20, LV LAEERICRET DLENDH Y 7,

Kerberos (F 7213 Kerberos 247 a v T AHAICHITP X2y =—h) &, TAT VT 4

7 4 JL—/L® [Authentication Type] & L CERT 5455, 1B T 5 [Realm] I&. Kerberos ¥ v

7 T4 7 R—HFNVEEFEE FEITTE 5 X 912, [AD Join Username] & [AD Join Password] % {it
TRHRETHLENRDD £7°,
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LLLETATUT4T4 KUL— |
B 755 cn—n20—nr

Use active authentication if passive authentication cannot identify user

DX 3 ‘/%%?ﬁ'ﬁ“ééj /\//7nuuﬁfl%ﬁ_%n&%”f%7x£b\ i 77?47nhuﬁ%
AL Ca—RRAESNE T, 20X T a U E2BIRT DI, 72774 7 (v 7
TAT HR—=HN) BRETHLERHY 7,

DX T arEEcT s e, Ny T REE TP TE 2 2 — Y [Unknown] &35 X
T, ZOT 4=V FEFRT DI, Ny U TEIECHT D= T I g CERET D
ERH Y FT,

Identify as Special Identities/Guest if authentication cannot identify user

TOF T a v ERIRT AL, ASDMA L Z—T 2 A ADTXTOZY 7 TR —F 23453
IW&thLfﬁ%éhiﬁo:@74wa%%ﬁfému\w~w77yay%77?4

TRRGEIZERTE T B>, [Use active authentication if passive authentication cannot identify user] % &R

TOMENRDH Y £,

Authentication Type

TIT 4 TRGEE FATT AR B HETY, BRI, LA, LDAP, £/ AD O
B A ST > THRRY F9,

FAEEZ TV WHTTP EEAFERE (BA) #iz M L C>=— W 2 %5ET 5121, [HTTP
Bas1c]%1§?ﬂbi@‘o 2—=PITTUFDOT 7N NORFER Y TT T T 4 R EAE
HLTxy hU—Ziza A4 LET,

T EAED Web 77 7 HIF, HHP%KH74Vﬂ%7V?VV¥N%%¥/7J L.
Ty arNEA LTI N LERBIZ—ALRIZH LWWE Yy a v EBBTATEDIZED T L
TV EHHALET,

* NTLAN Manager (NTLM) iz H L T2 —W Z2GET 254615, [NTLM] 2341 L &
T, ZO@ERII, AD LV AEZEIRT D EEICOAMEHTEET, 2—FXT7 7 vFoT
TANNDORGER Y T T v Ty 4 o RUEEHL TRy hU—2iZn A LET, 74
FUT AT 4 V—VIBIELZ A 7L LT INTLM] 28R LIZS5E, 7TA T T 4T 4 Jb—
ALADOLLAE LT Wmdows Server 2003 i3T5 Z LiXTX i&/\/o

* Kerberos #2#5t 2 il L C2— V2 FEET 2 5A 1L, [Kerberos] Z84R L £9°, Z DN
% 27 LDAP (LDAPS) DA/ > TN DH— Nk LTAD LV AEZRIRT 545
ICORATRETT, BRARRANL—F DT T IF THESNL TV DHEA. l%#iﬁ@
Bica 74 LET, BRNREIENRHE SN TV ARWGES, 2—FI3EaD 77T
TI7ANVENORFER Y T T v 7T U4 RUZFEHAL TRy hU—2lcr s A4 LET,

HeR 75 [Realm] I%, Kerberos ¥ v 77 1 7 AR — X ViRGEE E1T79 572912, [AD Join Username]
LV [AD Join Password] i L TR ET HMLENH Y £,
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ERWBETATUTA T4 L—ILBEBROFE .

\}

GE) REWHEHD DNS fifikndH v . Kerberos (F7213 Kerberos 2472 a v &4 28A1X HTTP *
Iyvxz— ) ¥ TT 47 K— &w%¥ﬁ¢6747/7474www%ﬁﬁﬁéﬁA
XX ST 4T AR— &w7A4X®%é@%bf4x%Gnmn%m&#éio_mm%—
NERETDHMLENRHY £9, FQDNIX, DNSEERIZIEE LToAA MM E—ETHHLERD
» %9, ASA with FirelPOWER Services 7 /3 ADH4A, FQDN 1L, v 7T 4 7 R—Z )L
HRHENDHZL—T v R AL H—T 2 ZADIP T L AR ENDIVERNH Y £7,

XY I T 4T R— &nw&~»%wuﬂﬁﬁi HTTP FEAFEGE, Kerberos, 721X NTLM %

IR CTE 5 K 9127 5I12iE, [HTTP Negotiate] 23R L £ 7, Z OERIL, AD LV A% 5
EINE IR @ﬁ@%f%i? 2—PET T IYVDT T L NORBIHER Y TT v T T4
VRUEMEAL TRy hU—ZiZu A LET,

95 [Realm] X, Kerberos ¥ ¥ 77 ¢ 7 AR— X )LVFBAE % 473 572912, [AD Join Username]
6 L OV[AD Join Password] Z [ L TRRET 2 ME R H VD 7,

HITP X A T— | *x T 4 T RS NEFATT DT AT T 4T 4 =L &fER L&D
ELTEY, DNSFRIRIZREE A THIGE., ¥ T T 47 R—F NV TNA ADKRA MM %
fif 9% DNS H— %7 ﬁ@“ézgmﬁ; VET, IXYTT 47 A= MHERT 2T /31 A
DR A NI, DNS OB ERHZATI LIZARA M &~ LTV DLERH Y 7,

°AMFmKNmR%/1%w%ﬁ®A%V\ikﬁﬁ%&A@HﬁTﬁ%&%y%ﬁmb
Ta—V2FFET 55A 1L, [HTTP Response Page] Z38#R L 7, = — VIR E SNzt
§~~v%ﬁmbfz/b7~7muﬁ4ybifo

VAT AEHEO HTTP & ~X—IZi%, [Username] & [Password] @7 4 —/L KiZH1 %, [Login
asguest] RZ U RHY, 2—HFIFA ML L TRy NU—ZICT 7 BATEET, BH—DOu
A VIFEEFORT DL, B A A HTTP JREN—VEHELET,

FARELTRIZA T H2—HE, WebAf v H—T A A LTI —FL[F7 A K (Guest) ]
TERREN, TOVNLVNITAT T AT 4 V=V THRESINTZLALLIZRY 9,

BERKNEBETATOTAT4 IL—ILERDERTE
Z A &> A : Control
BERKMULGTATUoTA4T4 IW—ILEROBEARE :

ARTYTN TAT T AT 4 V=)V T 4 X =TT, [Name] A/ LET,

AT T2 V=)V EHINZT D E H ) [Enabled] ZRE L 7,

ATV T3 =)L BT IV —VEEBNTHIE. Z2BRBLTLEEY, TATUT 4T 4 =)V T3 DB
23 =)

ATy T4 Fay7HZ T2 UARNSA—/LO [Action] &R L £,
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B 77 774 r—nroxy bo—s EHEEEERREE OB

AT9TS [Add) %7 U v 7T 50, —IOfREERTET,

TATOTATAIN—IADRy bT—9 FEIEMHEFRSEHDEM

Z A4 & A : Control

TATUTATA =Ry T—0 FH(SHBMEFREHZEMT 55

RTYTN TATUT 4T 4 V—)b =T 4 ¥ ~X—C, [Networks] ¥ 7 # RN L 7,
AT 72 [Available Networks] 7> 5. RO K I BT E %Ry hT—2 ZRBOF %7,

e Xy NU—27 AT V=l b (BTHREICEMAEE) %20 TiEINT 5121, [Available Networks] U
AbDECHBEMT A2y (D) 220 v LET,

CGBINT Ry U= ATV FELITHBLERRA TV =7 N ERET DT, w2 T E
I L, [Available Networks] U A @ _EIZ& % [Search by name or value] 72> 7 h& 27 U w7 LT,

F T2 "R —R L "D 1 ODF TV 2 WAFERIMMEEASN LES, ASNTHE, VAR
DEFLEINT—HTHS T V=7 FBRFREINET,

ARTYTI A7V FEBRT DI, TOF 7V 2270w 7 LET, $R_XTOLT V27 FEBEIRT DI
X, 27 U w27 LT [Select All] Z3#IR L £,

AT v 74 [Addto Source] ¥ 721 [Add to Destination] 27 V v 7 L £7,

ATy TS FETHRETHAEELELIFMEIP T RLAEZET FLA Ty 7 &28MLET, EETry hU—
7 (Source Networks) | U A h&E 721X [56%5% v NV —72 (Destination Networks) ] U A D FIZdH 5 [IP T
RLUADAT) (EnteranIPaddress) | 7Ry 7 ha27 Vv 27 L, 1 OOIPT RLVAELEFT FLA 7y
JEANLTHEEM (Add) 127V v 7 LET,

RT9T6 [Add) &7 U v 7T 50, M—ILOfFEERITET,

FATOTAT4 IL—ILADER— FEHDEN

Z A & A : Control

TFATUTAT4 IL—ILIZHKR— FEHEZEMT E5E

RTFYTN TATUT 4T 4 V=V =T 4 X X—=TT, [Ports] ¥ 7 HRIRLE7,
AT w72 [Available Ports] 725, BT 5 TCP R — hZ RO L I IR L E T,

cTCPAR— A7z b ($2THRUITENFTRE) %% D% TIEBMT 5121, [Available Ports] U A kD
Lichzemr A=y (&) 22097 LET,

BT D TCP XR—ADR—h AT V=7 BT NV—T %K%K T 5L, [Available Ports] U A b
® _FlZ# % [Search by name or value] 72> 7' N2 27 Vw7 L, A7V =2 NOARIELIZA TV =7
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FATUOTATA IL—ILADYJ—2&EnEM .

FOR—=FDEEZANILET, ANZBRBETEEV A NRETGTEN, —BT545T7 V27 FRERE
NET, 2 ziE, T443) 2 AS135 L, ASA FirePOWER £ = — /LI & TV % HTTP R —
N F T2l PIRERENFET,

ATY T3 TCP R—ADKR—F A7V b 1 OBRT DI, ZnE27 Y v7 LET, TCP RX—ADKR— h A
TVl T RTERT DI, A7V v 27 LT [Select All] Z34R L9, IETCP R—ADKR— %25
ATWNEFT V=7 M, A= FEHITBINTE 8 A,

AT v 74 [Addto Source] £ 7213 [Add to Destination] 27 V v 7 L £,

ATy TS HBEILEIIEILOR— b & FETHRET HI21E. [Selected Source Ports] F 721 [Selected Destination Ports]
UZRDTFIZHD [Port] IZAR— FEFEZ AN LET, 0~65535 DEZFD1 DOR— M fRETEET,

ATvT6 [Add] 227 Y v 7 LET,
(GE)  ASA FirePOWER € ¥ = — /L TCld, RN E & IR BV — VR RITITdR— R NBIME N E A,

AT9 71 [Add] 27V v 7 $ 50, V= LOfEEFTET,

TFATUOTAT4 IL—ILADY—2FHEDIE

Z A > A : Control

XY TT 4T R HUMHT B TEDT A AA T AV B =T 2 f REN—T
RAVHE—=T 24 ADMEREENDIHE. XY TT 4T R—FVFA A ETL—T v K
AV E—T A AT ERBELETHEICF Y T AT R—BNL TATF T 4T 4 L—LT
= G ERETHLENHY T,

X2 VT 4 VDI OVWTIE, BZRL TS, X2 VT 0 V—rOEE

FATUTAT A4 IL—ILIZY—VEHEEBMTEHE:

ATYTN TAFUT 4T 4 —)b F 4 Z _— T, [Zones] ¥ 7 % EIR L E T,

AT w72 [Available Zones] 725, BT SV —r & RO E7, BINT D5V~ 2RFETHI0E, [FIHTERY —
> (Available Zones) 1 U A F®D EIZH % [4ATTHE (Searchbyname) | 7w 7 h &2 Uy 7 L, V—
YHREANTTLET, ANTHE, VAMBEHINTET LY - RERINET,

ATFYT3 7V rdnrL, VU HEBERTEET, T XTOY 0 FBIRT 200, H27 U v 27 LT [Select All] %
53 N PR= e N

AT v 74 [Addto Source] ¥ 721 [Add to Destination] 227 V v 7 L £7,
RTYT5 [Add]| 27 ) v 7§50, M—LOfEad £7,
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B 77774 L—LTOLLLOBER 1T ET S T« TREEREDBRE

TFATUoTATAIN—ITODUIILDOBEEMITET Y T4 TREFRTE

DEXTE

ATy
ATy T2
ATvT3
ATvT4

ATy TH

ATvT6
ATy 717

ATvT8

Z A4 & A : Control

TAT VT 4T 4= V& LVACEEST, A7 a T 777 4 7RAEDBINRE Z3%
ELET,

FATUTAT A IL—ILELIVLICEERITHHE -

TATVT 4T 4 =)V T 4 % ~X— T, [Realm & Settings] ¥ 7 % =IN L 7,
ka7 Xy JA RN [Realm] Z3#I L 97,

F7°3 =2 T, [Use active authentication if passive authentication cannot identify user] = v 7 R 7 A & 4
mbiﬁo:®%ly7ﬁy7xﬁ\ﬂyy7mﬁw NERET DL EICDHRFIRSNET,

27*/703'(3:‘31/7—\1_/7;{%%—:/@ L7=8%E. £ ﬂﬁ‘77747ntuuﬁ/l/“‘/l/f%é%{:l\ AT v
R FET, ZNLSOHEIL. XT/78 A E T,

A7 2 C, [Identify as Special Identities/Guest if authentication cannot identify user] F = v 7 R v 7 X % i3
WLET,
Ke w720 U A NHvb [Authentication Type] %8R L £ 7,

WEZ)IS U T, [Exclude HTTP User-Agents] ZfEH L, 727 7 4 7RG GO T 7 U r— a Y O (
13°—=2) OFMIUHEST, FFEDT SV r—ay NI 74 v 0% T 7T 4 TRakin bR LET,

[Add] 27 U v 7§50, L—/LOFREZ R ET,

LILLODEE

&
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

Z A &> A : Control

LILLDEBAE -

[Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Realms] DJEIZEIR L 9, > > >
LIV AEHIBRT 2581, BllR7 A= (8) 220 v 7 LET,

VIV A ERET D8R, VIV LAORICHLMET A2 () 227 Vv 7 L, LILVAOER (55—
V) OB TEFEEZITVET,

VIV AEAENETITINCT HI2IE, V2O EI3EDE (22 X—) OBBIZE-> T, H%)
FEITENCTH LIV LORED [State] AT A X &7 U w7 LET,

a—Pla—F IN—TEF T RTHTyr— RT581E, AT~ vy RToa—fLa—F s
N—FDHE T a—F (21 ~—) OBMBAICE-TETra—RT74ay (L) 22097 LET,
LIV AR abt—3 58801, avt—T71ay ) 220927 LET,
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AT TT LI AR TAESIT. LLLAOKE (21 2—) 2B LT X0,

L L LD ELER

Z A & A : Control

LILLDLLE A -

AT 71 [Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Realms] DJIEIZEIR L £ 9,
AT w72 [Compare Realms] &7 VU v 7 LE7,

AT 73 [Compare Against] K2~ 7% 7> U A KD [Compare Realm] & 88K L £ 97,

ATv 74 [Realm A] BL W [RealmB] K v 7 Z 7 URA D, T 5LV AZEIRLET,
ATY 78 [OK] &2 Vv 7 LET,

ATV T6 fHx DEFZFERTHLEIT. XA L X—D LD [Previous] £721% [Next] 27 U v 7 LE7,
ATw 1 MEZE LT, [Comparison Report] 27 U v 7 LT, LIVAKEKLAR— NE2ERLET,

ATw 78 MBS LU T, [New Comparison] 7 V v 27 LT, HLWOWLILAKEE 2 —& R LET,

AT RTCOA—YHEA—TF ST IL—TDFHoo—K
Z A& > A : Control

LAVLADA—FE I I N—T Fyon— KRG A= E2EFT 546, £330 —_Ca—
FELIZIN—T2ERT LT, BEEZ22—FHIENCT IR ST 58T, =064
VFEw R a—Y X m— ROEFTE ASA FirePOWER £ = — L3 T& £,

ASA FirePOWER & ¥ = — /L B3 Y — "0 B ASG AIRE 72 2 —F O KT T A A BT M X -
TRV EST, LLLADX T — R ART X=X O#ENLETE 584, ASA FirePOWER £
Va—/MITELETEL Oa—FICHTLHEREIIG L, B TE RPN oo —VHE ¥ X
7 Fa—THELET,

[Z L& BHIIZ
« LILADOFMEETZITERE (22 2—) OFBICE- T, LIV AEAENICL £,

A—H LAY IIL—T%FoTI RTEOA—RTE5HE:
AT w71 [Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Realms] DJIEIZER L £3, > > >

AFYT2 a—Fra—F FL—FEFrra—RTLLLAOBOY Y a—R74ay (&) #7U v s L%
-éAO
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RDBERY

e MBS LT, FARATDAT—H A%E=4 L¥%7, [Task Status] ~*—<’ ([Monitoring] >
> [ASA FirePOWER Monitoring] > > [Task Status]) ZZ&M L T 7ZEW,

LILLOAMEFEIEEE

Z A &> A : Control

ASAFirePOWER & ¥ = — LAY — 27 = TXH5D1E, A2 TWB LIV AT T,
WA bEEEIET A%, LIV AZEIC L £,

VILLZBRNEIEEMNCT HHE

AT 71 [Configuration] > [ASA FirePOWER Configuration] > [Integration] > [Realms] DJIEIZEIR L £9°, > > >
RTY T2 HRAEITENS LV LOMITH D [State] 2T A X2 ) v 7 LET,

RDBERY

s MBEIZIN LT, AT DAT—H A%E=H LET, [Task Status] ~*—” ([Monitoring] >
[ASA FirePOWER Monitoring] > [Task Status]) Z#ZM L T 723y, > >

TATOTA4T4R)O—DEE

S A& A : Control
TFAToTA4T4 RO —DEEBFE :

AT 71 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Identity Policy] DJEIZEER L £ 9,
ATy T2 R)v—%abt—F2541F, avt—71a2r (L) 270y LET,
ZT7vT3 RY v—DUR—FEERTLHAE, LE—FT1ar (5) 220927 LET,

TFATOTAT4 IIL—ILOEE
Z A & A : Control
FATUTATA IL—ILEERBTEHE:

AT 71 [Configuration] > [ASA FirePOWER Configuration] > [Policies] > [Identity Policy] ®NEIZiER L F 9,
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RTYT2 TATUT 4T 4 V= NVERETDLEX, WET A2y () 22V 7L, TAT VT AT A4 b—)b
DOYERL (14 X—2) OFIIHE> TERZITWET,

RTYTI TATUT 4T 4 M—VEHIBRT 551X, HIBRT A2 (B) 220 v 7 LET,
AT 74 [Store ASA FirePOWER Changes] %7 V v 7 L %7,

RDBERY
cREAERZRALEYT, RELEOFEAZZRL TSN,

TATOTAT4IL—ILATIYDENM
Z A &> A : Control

FATUoTAT4 IIL—ILATIY) EEMTEEE:

ATFYTN TAT T 4T 4 V=)V TF 4 Z X—=UTlL, IROBIRENRH Y £,

o MO [Insert] Ku w7 Z 7 U R M5 [above Category] Z IR L72%, 2 ZFHO Fu vy 77X
AR ATIVEZBRLET, ZZTERRLEDT IV ORIV ADNERESNET,

s Ky 7 X U R G[belowrule] i8I L, BEFEONL—NVEEEZAIILET, ZOF T a0 n)m
BRheolE, RY —i2hbia &b 1 DO —ARFEET HHEDHRTT,

e Koy 77Xy R RID 5 [aboverule] IR L, BEFDONL—NEZEZANLET, ZOF T a i
FHhip D, RY —iahe &b 1 DO — LN FET DEEDHTT,

ATy T2 [OK] &7V v7 LET,
() HIBRT 207 A VICEEND V=T, ZO LD T TV ITEMSIVET,
RAT9T3 [Add) %7 U v 7T 50, —ILVOfREERET ET,

LILLETAToT4T74 RKUS— I}
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