ASA FirePOWER BV o — L Tl . 2—HF A L Z —T 2 A ATEAAL RV 2 X FESEREAT
FRTHZENTEETN HERV AT LADOERE=F ) VI NEZHICTEDL L) BAALN
Y hNONHEMEERTHIEEZBEATIRELDHY T ,syslog 77 v VT 4 ~DRFX U T %
BEBZ LD SNMP b7 v 7 = RZA R T—=HERE L0 TE T,

EREARY O—HNTIEBAASXRY NOBHFHIREEZIEE L AT X 7 77 U7 4 ~DRA
ARV NEAEYEY T v T L ARBAALXRY b~ ISEERETCEET,

|V

TFVARMIES> TR RCBAALARY MIHLTEED T 77— 2% ETDHZ LITLERN
HDOD FFEDRAA XY NOFREIZONWTUIBEELFHIRL7Z9 2 CHEAZZEFELEVWEE X
TWETEHEMIZOWTIZARAAL XY MEHORY S —HrD 7 4 V& Y 27 (2725 ~—3)
FERLTLITEI N,

BARY > —LISMT E  ASA FirePOWER &2 2 — )L CETFWRERMDZ A TDOT T— B3 H Y
FTHEDT 78 A ay ba—)L )b— Vil ko TRtk S BkiA X bRl o X A7
DA X MIZHOWT SNMP BE W syslog 77— MTEDINEZRETE £, 55MIC DN TR,
SERT T — b DRRE (38-1 =) BB L T &,

SR AA R MRH OFERE RIC OV TIT ROEAZZR L T 7Z 30y,

e SNMP JEZE DM (39-1 X—) TIXFBEEINZSNMP 7 v 7 =R X b F—X
FEETOHEAICRENRR AT a R0 SNMP 79—k 72 g U &2RET 5 FIEIC
DOWTHBH L ET,

«  Syslog & DO (39-4 ~X— ) TIX M syslog 124 Xk T — X 2R ETHEAICHRE
AREZe A T v a R syslog T T — K AT v a VERET D FIEICOW T LET,

SNMP )i~ D1 F

7 A & > X :Protection

SNMP /=7 > 73, %2y NU—Z7EBIZET 20T RAAL XY MZBET 5% % SNMP +
T (SNMP 77— FEBEND) E L TCEET DL HIICT NS AR ETE £9,4% SNMP
77— MIIIROLEDOREENET,

o NI T EERT DI —OL4TH]

e TI—FERHLETANAADIPT KL A
o TI—FERHLET A ADLHI

« ANV KT—X
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SNMP )52 O fE

SFEZERSNMP 77— XTI RA—FERECTEET MATERAATA—Z T MHTS
SNMP O NX— 5 N2 k- THERR Y 9 ,.SNMP 7 7 — &2 At L OMEM{LT 5 Tk
FNZOWTIZBARY U —NOFEMR T DR E (26-7 X—) 2L T X,

e b

F v NU— 7 Y A7 5T Management Information Base (MIB) 7 7 A /L3 LB 72 54 13 . ASA
FirePOWER £ = —/L (D /etc/sf/DCEALERT.MIB /)6 G TX £97,

SNMP v2 &7 a v
SNMP v2 DA RKOEXETHHIN TWEA IV a &2 RETEET,

#39-1 SNMPv2 37> 3>

A7 av B

NS aAT TI—hMIFERENDIPT FLAIENT D T v A7,

Xy MU= EH I 2T AL > TINET IPV4A 7 RL R % A FIRIEH
WL Z Y 7 SN EIE 23 7 U & LT (as Binary) ] # 38R C& &
T, 9 TRWEAIL XTSI & LT (as String) | N L T, 72 & %
IZ.HP Openview Tl String % A 7B LE|Z/2 Y 9,

N5 w7 H—s%  |SNMP kT v FBHEZIET D —3,

(Trap Server) B IP 7 RLAEIIAR N EHETE £,
23a=F4 AN |A2=F 14,

Y > 7 (Community
String)

SNMP v3 47/ a3 v
SNMP v3 DA ROEXETHHIN TWEA TV a v 2ETEET,

SNMPv3 Zfi 3 256,777 4 7 > AL Engine IDfEAfEH L CTA v E—V&2 T a— KL
FTSNMP ' —NTlE A vE—V% T a2— KT 257D OENMLETT, BIE, Z D Engine
ID EIZHIZ . LFHNOKEBIZ 01 ML T T IZAT U ADIP 7 RLAD 16 #EFNN—2 3 T
BROETEXESNMP 77— bEREETHT T IA T ADIP T KL AN 172.16.1.50 T
& %454 (Engine ID 1% 0xac10013201 IRV T, F72 . 7 T ITA TV ADIP 7 KL AR
10.1.1.77 CT& 5 ¥4A  Engine ID 0x0a01014p01 23 & F 9,

#39-2 SNMPv3 57> 3>

FFav 2HEH

NS EAT 7 T—hMIERENDIPT FLAIHEHNT D NI v 7 247,

X NI —=J BB AT LK 5> TINET IPV4 7 KL A Z A 73
EFICLUFY 7 ENTEHAIE [ F U & LT (as Binary) | 3%
WTEEFT, L) TRWIGEIL [SCFEFE LT (as String) ] i8R L
9,72 & 21X HP Openview Tl String % A 7N EIT/2 D £,
N7 v 7 Y= 3(Trap  |SNMP k7 v Fi@HZZ(ET 5V —3,

Server) H—DIP7 FLAELIEIAA M EHEETEET,
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snvp sEomER B

#39-2 SNMPv3 77> 3 > (FEZ)

FFa v %FEEE

FRRE/SA T — R FRREIZ M B 72 X A U — K SNMP v3 (1, i E 2t U T Message Digest

(Authentication S5(MDS) Ny Y 2B ERIT X T Ny TAITY XL

Password) (SHA) Ny v 2B oOWT U EfH L, 2 O/XATU— K& 51k
LET,
PR SA T — REFEET D & GRIEDNAFENC Y £97,

TT7AX— K RXRAT— | TF AN —HD SNMP F—,SNMP v3 | Data Encryption Standard

K (Private Password) (DES) 7 a v 7 m&EHHLT.ZONAT— REREE5{b L E7,
TIAN=F RRAU—=REHRETDHE . T TANT—BENIRY
FT,.7T7AX—hF NATU— REBRETIHIHGEIL R NAT— R
HLIEETOILERHY 97,

2 —H4 (User Name) SNMP = —H#4,

SNMP 7 7 — F DR EDZEMIT OV TIL.SNMP JGZEDOHTE (39-3 X—I)ZHZHB LT E &0,

SNMP & DR TE

FIE 1

FIE 2

FIE 3

FIE 4

Z A & > & :Protection

BARY)—TSNMP 77— F2RETEXFET . 77 RA arba— L R —D—# L LT
RV —%BEHTDHE VAT AIISNMP 7 v 7 TR LIEZEBAA R 2T XTHEMTD
X 9127220 F£9,SNMP 7 T — F DFEHNZ OV T SNMP JEE O (39-1 X—) B LT
<TZEWY,

SNMP 75—k 7Y a VORESIE:

[8% iE (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [ U & —
(Policies) ] > [{2 A7R U o — (Intrusion Policy) ] DNEIZIRN L £,

[{& AR U 2 — (Intrusion Policy) ] _X— VY NE RSN ET,
RET IR O —DORIZHDIRET A2 () &7V 7 LET,

BIORY & —ICRIEFEOEFERNH H BT [0K] 227V v 7 LTENL DOEE 23 L ALF %
BATLET HIORY O —TORBRGFEOEREDRGEHFIEZ DN TUL HEDOMR ERY o —AH
DOFETE (18-16 X—) Z B L T Z& W,

[V > —1F# (Policy Information) ] X— Y NE/REINFET,
MO F T —2 g N O [FEMEXE (Advanced Settings) | 227 U v 7 LET,
[FEAMEY E (Advanced Settings) ] X— VN ERINET,

HNEIGZ D [SNMP 7 7 — K (SNMP Alerting) ] 28 212> E 9 2620 U TR D 2 D OEREL D B
DET,

o WENAN LA MEEL)]EZ 7Y v 7 LET,
o RENELTHILEAE . [HR) (Enabled) ] 27V v 7 L [MREEdD] 227V v 7 LET,
[SNMP 7 7 — bk (SNMP Alerting) ] X— Y NE /RSN ET,

R=TUFEHDORA = IR REZEDEARY —EAZRLET FEMCHONTI. Ry b
SR —FIEBART —TOL A YOEMH(19-1 =) 2L TS0,
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FESsS P77 FLRIMHEHT L NI v 7 24 TORK%E 34 F U & LT (as Binary) ] £721% [3CF5 &
L T (as String) ] DWW F N E L £,

() Xy MNI—IEFBIATAZLSTINET IPV4AT RV A XA TREFICZL XY 7Sk
A [NNA TV E L C(asBinary) | A7 v a v EABATEET, EFICL AU T ERR
Mo T GAIE [T & LT (as String) | A7 > 2 & L £ 9, 72 & 21X, HP OpenView Tl
[XF & LT (as String) | A7 > a VIS EZ /2D £77,

FIE 6 SNMPv2 £7-1% SNMP v3 Z &N L £,

e SNMPV2 #RETAHICIIMHHTEIIN I v P —R"OIP T RL AL aa=F 44 &5 e
TAHTZ 4=V RIZASNLET SNMP V2 47 9 (392 X—=D) AL TLIZE,

e SNMPV3 Z#RETHICIFHEHTL VT v #~/\0)IP7’M/X AR AT— R T4
NR—=F RRAT—= R BIOR2—FL4EZXHET DT 4=/ FIZADLET, FHIT OV TIE,
SNMP v3 473 5 (392 R—) B LTI EN,

() SNMP v2 ¥£721% SNMP v3 ZEIRTHAMERH Y £9°,

() SNMP V3 NATU—RZANTAHEL NRRATU— NIHHRERFITITIL—r TFRANTHERIIN
FIR SN TRESNE T,

FIE7 RNV —52RTFETIRELGIT T EFEMWEST L EARY —DF 7 4L bR TIZET,
EHEVAT A Xy vy vallE L TRTT5. 00T EITOET GEHIC OV T BRSO
R L R Y O —EHEOMEE(18-16 X— ) B L T &,

Syslog Ji~2r D5

Z A & > & :Protection

VAT LA u T DFY syslogl T Ay NU—T AR N aX OB X A=A LT
T ARAA X DB TH D syslog 77— M T 7T 47 2 AD syslog IZEfFETE £,
syslog Cl.syslog WOEREEILERNIL L7 7 v U T 4 BNCHET D ENTEET, %
XTI NOEREZML, 77>V 77137 7 — AR LY TV AT LR LET,
T VT 4 BIOEBIEE X syslog DEEED A vt —| %Téhiﬁ/\ﬂb) ZDRbviz
syslog A v —VEZETHVAT M ENE DT D HEEZFERT 5720 ﬁﬁﬁéfﬂ/iﬁ_

syslog 77 — NMIIIROEHRD G ENFE T,
o T T — MDA

e ANV K RAvE—V

s ARV T—H

e MIAT—AXV DY =L —XFID
e NUBT— A2 D Snort ID

. GT

Il Cisco ASA with FirePOWER Services 2 — U /VEBEBREN A F



| 8398 EBANV—NOHETT—FORE

Syslog NEDfER u

RARY > —Tld syslog 7 7 — M Z AT L T syslog DR AA X2k O@EFNEHEAHT B
TW5 syslog DEEERB L7 7V T 2 fECEET . 778X arbe—L K v—0D
—#E L TRARNY v —%#H LGB AE . VAT A I LIZRAAL X2 F® syslog 77— b
Za—Ji) ARANERIFIAR) > —THESINTZRX U7 KA MDsyslog 7 7 VT 41215
LET. 77— FEZELIARA M syslog 77— FOBRERICRESINTE 77V T 4B &
MBS a2 EH L .7 7 — e BLET,

WDFITIL syslog 77— MR ETHLAICEINTE L 77 v VT 4 2R LETHEHT LY
EF— b syslog V= "OREZESNWTIROH L7 7 VT 4 OREEITHTLIEIN, Y

EF— b AT AITH D syslog.cont 7 7 A /L (UNIX F721% Linux N—AD T AT AT syslog

AvE—=UEaX 7 LTV ER) T =0 rou s 7y A I EDT 7T 4 BMRIF
INLENERLET,

#39-3 (& AEEZ syslog 7 7> Y 7 r

Ty VT4 A

AUTH X2 VT 4 LARICEET DA v =,

AUTHPRIV X2V T o LARICBIET DHIRMGE T 7 A A v =V B DY AT
AT, INHDAyE—=VidEXaT 774 NMICHEREINET,

CRON sy F= Nl o TEREND A vE—,

DAEMON VAT A TN o TEREND A vE—,

FTP FTP 7 —E NI Lo TAEREIND A vE—,

KERN H =RV E S TERSND A v E—TV ZLL DVAT AT, ZRHD

A —VIFFEREND LEEICar Y —LIIHDENE T,
LOCALO-LOCA [N Fu kv AL o TAERKENDE A v E—D,

L7

LPR FIRIY 7 AT DMk > THEREND A vE—,

MAIL A=)V VAT ATERENDAvE—,

NEWS Py NI — Za— A BT URAF AL > TEREINE A vE—,
SYSLOG syslog 7—FNZ Lo TEREND A vE—,

USER = LD T R Lo TAERIND A vE—,

UuCP UUCP 7V AT AZ ko TAERENDE A v E—,

ZOT7 T — FTEMRSND T RXTOBEMEFRKRT DITIE IROIEAERN 72 syslog DEEFEE L~1

OWTNNETIRLET,

2394 syslog DEESEE L~/b

KHERR B

EMERG FTRTCOL—HF|ZTr— RE¥y A T H/3= v 7 IREE
ALERT T IEET HHLEN B DHIKAE

CRIT EARARAE

ERR = 7 —RHE

WARNING B Xy —

NOTICE T T —IREETIX AW FEE N LEE IR E

Cisco ASA with FirePOWER Services 2 — W /VEBRBRET A F
[



FIE BAL—NOHNET F— FOBRE |

| Syslog & DEH

F£39-4 syslog DESEE L~ (FEE)

K YERR B
INFO WHIA —
DEBUG TNy TR G A v —Y

syslog ODENME & Z O EFEDOZFEAMZ OV TR, VAT MMM BOEREZ S L T &N,
UNIX & 721 Linux X—AD T AT LD syslog lZva 7 A > L TWAHYE  syslog.conf man 7 7
AN (a< FJ A Tnman syslog.conf &Aﬁ)%i(ﬁsyslogman T AN(a~vr RIA4 T
man syslog & AJI) I, syslog DENE L ZDREFIEICHETAERPRINET,

Syslog J&Z DFXE

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

S A &> X :Protection

RARY O —Tsyslog 77— FaRETCEET . 727X avrtmn— LR R)r—0—fL LT
RV v—%EHT 2 & VAT NT syslog TR LIZBAAL XY M AT XCTHEMTH L HI127eD
9, syslog 77— FOFEMIZ DUV TIX, Syslog JEE DO (39-4 X—) #Z ML T &0,

syslog 77— bk 7Y a LV OBREFHIE:

[% % (Configuration) ] > [ASA FirePOWER &% & (ASA FirePOWER Configuration)] > [V > —
(Policies) ] > [{2 AR U 2 — (Intrusion Policy) ] DNEIZEN L £,

[E AR Y ¥ — (Intrusion Policy) ]| S— VBRI NE T,
WET DR O —DORICHLMET A2 (o) &7 ) vy 7 LET,

BIORY O —ICRRFEOEERH HHEEIL[0K] 27V v 7 LTENSL DOEFEZE L A%
FATLETBIORY O —TCORRFEOEREDRGEHFIEZ DN TUL A DOMR EARY o —F
DOFEE (18-16 X—) S L T2 &,

[R VU > —1F# (Policy Information)] ~<— Y NFE /RSN F T,
FERDOFEF— g Lo [FEERE (Advanced Settings) ] 227 V v 7 LE7,
[FEAMER E (Advanced Settings) ] X— VU MNERINET,

NG @ [Syslog 77— b (Syslog Alerting) ] 23 A &0 E 5 23T U TR D 2 D ORI &
D ij‘o

o WENANRGE MEEAD])EZ 7Y v 7 LET,

o« WENENTHDHLEA [F%(Enabled)] 27 U v 7 L [k (Edi] 227V v 7 LET,
[Syslog 77 — b (Syslog Alerting) | X— VN FE /RS IVET,

R=UFHORA =V BREZEFLRARY O —EZRLET MO TIE, * > b
T — 7 R S —F I TBARY O —TO LA YO (19-1 =) BB LT EE,
F 7 arT [mX 7 KA b (LoggingHosts) ] 7 4 —/L Rz, B X7 KA MELTHRET D
VE—FT7I7EBAIPT RLRAZANLET HEDOFA NERRET 25H1L. 7~ TREY
ij_o
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| 398 BALV—AONHET T7— FORIE

ey 7 X UANPET7 7T 4 BLOMELEEDO L~ L2 RN L ET,

77T A BIOMEEEA 7Y a » OFEMIZ OV T, Syslog JE A DO (39-4 ~—) %

LT &,

FIE7 RNV —52RTFTIRELGIT T EFEMWEST L EARY —DF 7 4L bR TIZET,
EHEVAT A Xy vy vallE L TRTTH5. 00T EITOET GEHIC OV T BRSO

i L AR S —EHORMEE (18-16 2—) 2B L T &,

&

2

FIE 6
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