Firepower Threat Defense FH® Quality of
Service (QoS)

PLUF® b ¥ > 7 Tlid, Firepower Threat Defense 7 /XA A& > TRy NT—F NT T 4 v %
BHLT 5 72 91T Quality of Service (QoS) HEEA T 2 FIEIZ W T L 7,

* QoS O (1 ~—)
* QoS R v —{Z2>2NT 2—=Y)
cQoSARY v—IT kB L — FOHIR (3 <—)

QoS DHE

Quality of Service (QoS) 1%, 77 B AHIHIC L » CHFA £/ IHMEHEEI L TWDE (KU v—m)
X hI—7 v T 740 7% L—RHIBRLET, VATAIT 7 AMREINTZ N T T 47
2 b— MBI TV ERE A,

QoS IX. Firepower Threat Defense 7 /3N AD/V—TF > K A U H—T 2 A ADZRTHR— FZh
TWET,

L— RS -EHEoOx Y

QoSHDu X FRETH Y A, HFiTn X 7 LTl — MIRTLZENTE, £z
L— MRS TWD E WO BB T2 X /52 LIXTEET A, #HiA X b
T QoS EMAF /T HIZiX, WU eBkt D& T % Firepower Management Center 7 — & X — &
RN e X 7T HMERH Y T, REFRRENRE X 7 E2BRLTIZIN,

L— IR S =88t DS A X FIZiE, FOBREO NI 74 v 7B Ray XS, 0
QoS DREMN T 7 4 v 7 ZHIB LIZNTOVWTOHERPEENTWET, ZOFRITA N
hta— (V=2 70—)  Hyvakr—FK, LiR—bhCHEERETEET,

Firepower Threat Defense FA( Quality of Service (QoS) .


fpmc-config-guide-v622_chapter_010000000.pdf#nameddest=unique_908

B ostus—iont

Firepower Threat Defense FAD Quality of Service (QoS) |

QoS /R!) —IZDIT

\}

BRI GRT NA AZBET 5 QoS R Y v —12 kv L— MHIBRENRED £, % QoS KU v —
W, BEOT AL AEHRIZTDHIENTEET, &7 31 A CTREFHIER A[EE72 QoS ARV
T—iZ1Ho7TT,

QoSHY v —TIiL, mKR32DQoS/N—NANry NI—T "NTFTT7 4w 7 20 LES, VAT
MMIBELEIEFTQS V=% b T 7 4 v 7 ERELET, VAT AE, TXTOHEMN
N7 47— BTERHIDONL— - T T 7 4 v 7L —MlRLES, EDLr—1
WZH—H LW T 70w 7iF, L— MlBEZZ T EEA,

QoS/b—/Uid, BMETLE TR V—T 17 %) A5 =T =4 XX - THIKZR T
HZRERHYET, VAT AL, INHOEBOA L H—T 2 ATENZNMNL LT L— b
HIRAITWET, HEOA X —T 2 A ZE DO TL— MIREZIEETHZ LT TEEE
Po

QoS L—/LTlX, ZDOMMDOFy hT— 7R, 77V r— 3> URL, =—HID, B&X
CHAS L BX2 )T 4 IN—T 27 (SGT) REDaTHFAMERICLE-TET 7 4 v
7 DL — MRZITH) Z &b TEET,

N7 74707 v7a— Xy ra—RoL— MlRZ@EINZITS Z ENAEETT, VA
T AT, A v B ML L TH e — KT v a— R EHBILET,

G¥)

QoSIF~ AKX —T 7 AHIHREIZNERTHHLDOTIEIH Y T A, QoSIZMEBNIIHFTEL T,
72720, FUT S A ENZT 78R ar o —L KR —BIX QoS RV »—1x7
ATUVTATAREELFLES, 77 BAHHA~OMDORY o —DEf T 2SR LT
Y AN

QSR —ETILFTFUI—

~ITF RAL VRBTIE, RETEDBUED FAA U TERSNIEARY U—RRRENET,
Fo, WETERWIEH FAL U TERENATZARY O —bRRENET, THLDO RAA T
RENTZARY =2 FRBLOWET DI2IE, TO AL YDV EFEZET,

T R AL OBEHEIL, BRDFHREAAL DT A A2, L QoS KV v —% BT
T, FRRNAALCOEHEFIL, ZOHRME AL BRI BHH QoS AR Y v—
RS 50, Edn—hL RY —ICBEHRZH LN TEET,

. Firepower Threat Defense FA( Quality of Service (QoS)


fpmc-config-guide-v622_chapter_01000110.pdf#nameddest=unique_476

| Firepower Threat Defense FA( Quality of Service (QoS)

QoS 7R 1!)

&
ATy T2

ATvT3

U—IZ&kBL— FDOFIE

s Ky v—icksL—rosR [

AX— k514t YR—bENZT | HR—FrENBF|7OER
VR HEDSA VR | INL R AL (Access)
£E (Any) ML Firepower Threat |{£& (Any) Admin/Access
Defense Admin/Network
Admin

RY v— _R—20D L — MR Z FATT B 72010, BERET A A2 QoS KU v —H R E L
TRELET, % QoS KUY v —IdHHMDOT A A% X =4y NZT B ENTEET, &7
PN ANZRIFFICEBI C& % QoS R Y v —iX 1 5T,

AU v—OfFEIEL, 120770 U4 RUEFEHLT, —EIZ1 ADOHTITOINERDH Y
F, HEOZ—FRRIURY =2 RFE LIZEA I, HBIRESNEEENMER SN
7T, =—HFIiC &of@@ﬂ%%%ﬁbf\%TJ/—%ﬁfﬁ%LTwék(Pé%é)®%
WPRERENET, By a DT ITANRN—%E#ET DO, RV —xF 4 ANRET Y

T A4 TN 2o T D 30 HBICEENFRENE T, 60 5%I21%. AT AL 0 EED LI
INFET,
F|iE

[T/34 R (Devices) |>[QoS]Z &R L FE 7,

FBARY > — (NewPolicy) 1227 YU > 27 LT, HrLWQoS AU I —%AEk LT, MLEIZIHT
TH—=5y b TR AT B TES, FMICONTIE, QoS HY v —DfEpk (4<—2)
EHLTLEEN,

F7-. MEOFE) v—ravr— () e @) o2t bToxET,

QoS — N EFHELET, QoS /L—/LDOEE (6—) Fidr—VER . EOREE

ZRLTIZSN,

QoS RY v—=F 4 XD [Jb—s (Rules) ] ¥ 7ITi%, K/ — VRFHENEIZY X R S, —
NWEEE L— MHIBROBREDMENEL RINET, A7V v 7 DA =2—21F, L—/LOEH
F7va v (BE), Aok, BEOERe ) R0 ET,

KREMEZREB TR, FREDT A AETIT AA AD T N—T T DN — VDB EFRKRT
L. [TAA AEEHED T 4 V4 (Filterby Device) | MRICEBET, £z, L—LOREENL—
NNOHBR G ARETT, VAT AL, b—/VDkiZE (SearchRules) 17 4 —/V RIZ AT Sz
THRADEA—AVOAFBLOFEMAEERALET, JhTE, A7 V=7 beAT7V= b
TN—TIRNEENET,

Firepower Threat Defense FA( Quality of Service (QoS) .


fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_447

B ostus—onm

ATy T4

ATy TH
ATvT6

QoS 7R1) o—

AT T1
ATvT2
ATvT3
ATv74

ATy TH

GE)

Firepower Threat Defense F3 0 Quality of Service (QoS)

[EEICEE LT g,

=)L B YNTAVERL U CNERAATH T B 2 S I3 HER X A 7 T8,
T5 ECRARIgH A7 TT,

T g LT BIDOT A ARKEIC ST

PEENDGE
NET, MER LI
RLUES, B

BdYET,

b\’C{i\

TLEEW,

TAaNTEY,

v ==y
= HN

A,

JL—IiZ

O FA 72 i B A A 2T
=V BRIDN— V% T
LN T2 R E
kiUI7 NS
. [EEOFRR (Show Warnings) | #7 U » 7 L CU X h&#k

=V DINT =< AT HHA R4 SR L

[V —DFIYHET (Policy Assignments) [#27 Vv 7 LT, KUY —nF—4 v MZLTW

LEHSR BTN ZEEELET, MOV TIE, QoS R > —DF—4 v k F /R4 ZAD

RE (5 ~—2) aZRLTIZE0,
RY —DERRPIT S 2 B =0y NERE LT

. BRARZHEEL £

QoS NV v —ZRIF L £7°,
RELALZRHALET, RELZLOHEAZSHL TIIEIN,
DYERK
AYX—h+ 54+ YHR—bENET | Y R—FENEF | TIER
VAR HEDSA VR |INL R ALY (Access)
L& (Any) ML Firepower Threat |{£& (Any) Admin
Defense Access Admin
Network Admin

=L DIRWHTH QoS AR Y v —1E, L— MlRZET L 8 A,

FIE

[T/34 R (Devices) |>[QoS]ZiER L F 7,
[H LW YU > — (NewPolicy) 1227V w27 LET,

[48] (Name) ] Z AL, 3|

ELT

P8 (Description) | Z AL E7,

(F7var) RY—%EET S EHAREZRT /SA X (Available Devices) ] Z 8 L |

U 2 —IZBM (Addto Policy) 1 %7 U v 7§50

W RIZw7 To R Ry LET, BRINDIT AL ALK IATIC
74—V RIZBRBXFINE AT LET,

RY —% BT SRS

[PRAF (Save) 1227 YU v 7 LET,

. Firepower Threat Defense FA( Quality of Service (QoS)

TNA 2B B TOHRENDY 7,

[EIR = %Lt‘f/\‘/f A (Selected Devices) ]
. [ (Search) ]


fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_515
fpmc-config-guide-v622_chapter_01000000.pdf#nameddest=unique_28

| Firepower Threat Defense FA( Quality of Service (QoS)

RDBERY

ws Ky v—nsr—4y k71 20%E [

QoS RV V—ZHREBIPEALET, QSAHV —2kDL—FDOHIE 3~<—)
EHRLTLEEN,

o ~ Ny — > =M
QSR —DF—47y b T/ ADEXTE
AYX—k 214t YR—bENBZT | HR—FrENBF | 7O LR
VR HEDSA VR |INL R AL (Access)
f£7% (Any) Bizn L Firepower Threat | {£3% (Any) Admin
Defense Access Admin
Network Admin

£ QoS R Y —IIEH DT NA A% Z—Fy MIT DI ENTEET, KT /3 AZFEKIC
BRI TX % QoS RV > —id 1 >TT,

FIE

ATYF1 QSHIV v — 2T 4 X T, [RIT—DF VYT (Policy Assignments) | %27 U > 27 LET,
RTFvT2 Z—Fy N VANEERLET,
< BN 1 LU O [ FTREZR T /3A A (Available Devices) | Z3#R L C, [HR VU > —IZi8
i (AddtoPolicy) 1% 27 U > 27950 [HEIRL7ZT /31 A (Selected Devices) ] DU A k
KT 7 7R Fay 7 LET,
cHIBR : 1 2DT A AR H HHIBRT A 2 (D) 227V v 7350, HBEOT /A A
ZIEIRL T, G2V v 27 LT [BIEAIEE OHIBR (Delete Selected) ] A3 IR L £,
R RBET ANV NIRRT EANLET, RREZ VT TD0E, 207 (%)
Vv LET,
ATy T3 [0K] %227V Z7 LCHRY v —DEI DY TEEEFELET,
ATy T8 [fR1F (Save) 127V v 7 LTHRY >—%REFELET,

RDBERY

cRERFERALET, RELEOBEAZZRL TIIZEW,

Firepower Threat Defense FA( Quality of Service (QoS) .


fpmc-config-guide-v622_chapter_01000000.pdf#nameddest=unique_28

B osi—rozm:

Firepower Threat Defense FAD Quality of Service (QoS) |

QoS L—ILDERTE
AX—hk 54t YR—bEINDT | HR—bShEF| 7O LR
VR EDSAEUR|INL R Ay (Access)
L& (Any) ML Firepower Threat |{£-& (Any) Admin/Access
Defense Admin/Network
Admin
N—IVEAER E T 3RET D & X, — ke —L a7 4 ZRET HIE, —L =
TAXDEREFERALES, V—AFMEaA L bERET DI, THOXTE2FEHLE
7
Flg
ATYFT1 QSAKYv—xF 4 XD [/L—/b (Rules) | ¥ 7 T, IROBIEEZFATLET,
« =L DB : PL—/v DB (AddRule) 1227V v 7 LET,
cN—VDWRE RET A2 &) 7 Vv LET,
ATv T2 Az AT LET,
ATy T3 L—L arR—%r hERELET,

« [fi%hit (Enabled) ]: /L—AEANCT 20080 afELET,

* [QoS D] (ApplyQoSOn) ]: L— MilRRT DA & —T =4 R (BEdeA v F—T =A
AFT el NDA S —T x4 A (Interfaces in Destination Interface Objects) | & 7= (3 [2%
BrIA A =T 2 A AFT V2l FDA X —T xA A (Interfaces in Source Interface
Objects) ]) ZEINL F9, BIRTDHA X —T =A AT, ANMENTA X —T = A A
iR ((EETIERLS) =BT 208 RH Y £,

A HF—T 2 A ARTED T T 4 v IR (Traffic Limit Per Interface) |: ¥ 7> 12— K
HilfR & 7 v 7 m— RHIFR % Mbits/sec Bz CAS L ET, [HEHIFR (Unlimited) ] D7 7 +
NMEZTDE, — BT DT 74 v 2320 HmTL— MRS EEA,

« [4:fF (Conditions) ] : BN D&MICxNET 227 %27V v 27 LET, [QoSDiH (Apply
QoS On) | DFIRANFICKIET D, BETLA v F—T = A AETISEA v H—T = A A
DEMEFRET HHLERDHY £,

e[Z A2k (Comments) ]:[Z2 A2 bk (Comments) |¥ 74227V y7 LET, aAr a8
MF DI, [F#l= A2 b (NewComment) [ %27 Vv 27 LTaAr & ASL, [OK]
7Vl LET, VA ERGFETHETIOaAL FERETITHIRTE T,

=)L T UR—FR 2 FDFEINZ OV TIL, QoS /—/L I R—3% 2 b (T3—=) ZBMRL

TLTEENY,

ATV T4 V—LERFELET,
ATYTE KV —x25 4 X T, V—LONEBEEHRELET, 7V 7 LTCRITvIT50, £3hEH7

Vo7 Azma—%EHLTHY b T R X=X FEFTLET,

. Firepower Threat Defense FA( Quality of Service (QoS)



| Firepower Threat Defense FA( Quality of Service (QoS)
s L—ravk—2o

=TI D BHJE BT ONET, VAT AR, V—AFEFORIETENGIEIC, L—L
BRI T4y ERGELET, NT T4 v B —ETHRMON—IIE, TEDRNT T4 v T %
WA 25—/ T, WMURAL—NVDIEFEZHRETHI LT, XYy NIT—2 T 7 4 v 7 O/
BIZHHER Y VY —=APRHIE IS, V=D T V=T a s EERETEET,

ATYT6 [fRTF (Save) |27 Vv 7 LTARY v—2RFELET,

RDERY
REARZRALEYT, RELEOEAZZRML TSI,

EENEYD
JL—ILDIRT g —<= AT BHA T A

QS /)L—)L aVvER—%2 bk

K& (FA/ED)

T 7 4 T, V—IUEENZ > TWET, = EENTDHE, VAT AFZEDONL—
NEFRET, TOA—xtdTrEEL 2T —DAREEIELET,

A28 =T 14X (0SS DFERAXR)

TRTORNT 7 4y 7B b— MREEI TS QoS D/ —/WIHRFTE EH A, QoS D/L—
T EIT, IRDWTIDNT QoS T A2 MLERH Y £9 -

B ETXA AT 2 A AT T2 bDA L HZ—T A A L— ML, L—ILDEETA
VHE—T 2 A RAENTDHNT T 4 v ZICHIBRENET, ZOF T a s ERIRTDHE, D
2 EBH1IODEFETA v F—T =24 ADHKZBMT2MERNHY £7 (EAZRFKT
HoTHLLIWDbITTIEHY FHA) |

BEHA VAT 2 A RAF TV b b= NE, =D, v H—T = AT D
N7 4w ZICHIBEENET, ZOF T ar2@8RTHE, Dl &b 1OoD5E%A v
B —T 2 A ADHIFIZBMTI2LERNH D £ (FARFFKITHoTHLL VDT TIEH Y
FHA) .

AVE—TIARTED+ZT 1y I IR

QoS /L—/LClL, [Apply QoSOn (QoS D fHxR) 147> a vV THRETHA L F—T A A
LB L — REFIRLET, A X —T A ADE Y ML TENL— MR Z R E
THZ LI TEEEA,

N7 4970 —FilREZME Y NP E LET, [EEHIPR (Unlimited) 1 OF 7 4/ MET
., B L b7 74 v 70— MIHIRENEE A,

N7 4w D7 vy Ta— KXy ra— RO L— MlRZEBNZATS 2 EBRARETT, A
T AT, B A = —F IO TH e — N ET v e — REMERELET,

Firepower Threat Defense FA( Quality of Service (QoS) .


fpmc-config-guide-v622_chapter_01000000.pdf#nameddest=unique_28
fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_515

Firepower Threat Defense FAD Quality of Service (QoS) |
B oosi—navg—sror

AVBE—=T oA ADFRANV—T"y N2 HHlREFRET DL, VAT AT —EH LTS b
74 v 7 DL— MR TOWEEA, RAL—Ty MNIA v E =T =2 ADN—K T =T
HERRIZ LD BEZ T D ARENRH Y, 5T 314 A ([T/81 R (Devices) |> [T/ RAEE
(Device Management) |) O 1 )7 4 ITHELET,

& (Conditions)

ST, VDR T BRFED T T 4 v 7 HIEE L E T, F— VIO LM R E
TEET, NI 749703 V—NM—ETHTRTOFMHFICEHAET HLERDY £7, K5
ORI, V=V =T 4 XNITHBEOXY 7030 3, UTE#EHLT, N o774 v 2%
L— bR CE £ :

s A =T A AR Ob— FREFHDHBE DI, #ZH)
S ANEE S

« R— FBLRICMP 22— FO4At:

T TV = a Rkt (77— a il

« URL &4 (URL 7 4 V& U )

o RN LIV LSRR, BLOVISE BIESME (— )

« B A% I SGT &+4F

BLL]

N—NVTEREZRFT DN, a A MEBMT LR TEET, LxiE thor—3F
DIZDICREEERZEZI L2 . V=V OEFRH L EFHAZGL#H T LN TETET,

RV =TT 4 BT, VAT LAREOL—LDARAY MiEFRLET, V= 2T 44
TiE, [ A b (Comments) ¥ 7E2HEHLT, BEfFOa A FEaRRL, fiLnaxty bz
BIMLET,

. Firepower Threat Defense FA( Quality of Service (QoS)


fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_464
fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_465
fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_468
fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_470
fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_33
fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_471
fpmc-config-guide-v622_chapter_01000001.pdf#nameddest=unique_472

	Firepower Threat Defense 用の Quality of Service（QoS）
	QoS の概要
	QoS ポリシーについて
	QoS ポリシーによるレートの制限
	QoS ポリシーの作成
	QoS ポリシーのターゲット デバイスの設定
	QoS ルールの設定
	QoS ルール コンポーネント




