1

ZEHE DB

ZOHEITIEL, ASARTEDH] L BATY — /LN EHASE & 3 % Firepower Threat Defense D /L— /L35
FOFT7 V=7 FOBIBEENLTWET,

- 51

(1 =)

BrD*Ry hD—D %BETEHT7IERIL—IL
ASA OFHE :

access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 5.6.7.0 255.255.255.0
access—-group acpl global

IR

R1: 7R a0 bO—)LIL—ILEEFTILIAILE L—IL

[%81 (Name) ][E{ETY—|BEYV—> | FEETRY |FBESRY b | EIETAR— | &KL B1E [B%h
> (Source| (Destination| k7 —% |T7—% k (Source | R— ~ (Enabled) ]
Zone) Zone) Port) (Destination
Port) 1]
acpl#1 o T 345024 [5.67.024 |TCP(6) |15 REEOZFA |k
(Any) (Any) (Any) (True) ]

FTYRT=D F TSz M TUL—TI2&BT7I9ERIL—IL

ASA OFE :

access-list acpl extended permit ip object-group hostl object-group host2

access-group acpl global

IR

zmos |
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R2: 2 NI ATz N TN—TF

zmos |

E2:) KA B (rybT— |B4T *—inn—S54FK
)
host1 2L objl T =7 Wz (False)
obj2
host2 None obj3 Tn—7 W% (False)
obj4
RILRXYNI=O AT H FIN—TE2FERLIETIER L—IL
E=%:1] BIEXTY— |BEV—Y |EETRY |FBESY b | BETAR— |[IEHEER—|1E5F [B%h
(Name) ] | > (Source | (Destination| 7 —7% =9 k (Source | (Enabled) 1]
Zone) Zone) Port) (Destination
Port) 1]
acpl#1 LB & hostl1 host2 & IE=% RIZOFA | [1FW
(Any) (Any) (Any) (Any) (True) ]

BrDOFAY D=0 ELVR— b EHBETEIT7IERIL—I
ASA T 7 &A )L—)u

access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 eq 90 5.6.7.0 255.255.255.0
eq 80
access-group acpl global

MG

R4:T7HOER a2 bO—)LIIL—ILFEEFTILIALE L=

E=%:1] EEXTY— |BEV—Y |REETRY |FBESY b | EETAR— |[HEHEER—|1EF [B%h
(Name) ] | > (Source | (Destination| k7 —% 77— k (Source | k (Enabled) ]
Zone) Zone) Port) (Destination
Port) ]
acpl#1 i i 345032 |5.67.032 |TCP(6)90 |TCP(6)/80 |[mSem#] |[1Eu>
(Any) (Any) (True) ]

Y—ERXATSzH MZEBTHOERIIL—IL
ASA DFRIE -

object service servObjl

service tcp destination eq 78

access-list acpl extended permit object servObjl any any

access-group acpl in interface outside

B zmnosl



| zmon

zzop
MG
RER—+AToH b+
£l 247 RAqy & (Fatai |F—nN—34F
wR— k)
servObj1 F T R None TCP(6)/78 Wiz (False)
R6:T7HERaA FO—)LIL—ILFEEFTILIAILE L—IL
E=%:1] RIEFTXY— |FBEV—Y |REETHY |FBESY b | REETAR— |[HEGHLER— | 185E [B%h
(Name) ] |> (Source | (Destination| k7 —% =9 k (Source | + (Enehied) ]
Zone) Zone) Port) (Destination
Port) ]
acpl#l By (A=) (E=y e (A=) servObj1 RIZEOFA] | [T
(Any) (Any) (Any) (Any) (Any) (True) ]

H—ERXATSzH N TIL—TI2&BT7HER IL—)L
ASA DFRIE -

object-group service legServGroup tcp

port-object eq 78

access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 5.6.7.0 255.255.255.0
object-group legServGroup

access-group acpl global

MG

®K7:R—bATPzH b

Z2X:I1 24T FALY & (o ba/ |A—nN—F4F
R—F)
legServGroup F T R None TCP(6)/78 Wiz (False)

RE:T7HERAVFOA—LIIL—ILELEFXTLIAILE L—IL

[ Al REXTY— |BEV—Y |FETHRY |BERY b | FEETKR— |BEHER— | BE [B%
(Name) ] | > (Source | (Destination| 7 —% 79— k (Source | (Destination (i) ]
Zone) Zone) Port) Port) 1]
acpl#1 A= =% 3.4.5.0/24 5.6.7.0/24 | TCP(6) legServGroup | RIS DFFAT [ [1ZW
(Any) (Any) (True) ]

| zmos |
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FRRARENFEY—ER AT M ITL—TI2&KBT7OERIL—IL

ASA DFRE :

object-group
port-object
port-object
object-group
port-object
port-object
object-group

group-object legServGroupl
group-object legServGroup?2

service legServGroupl tcp

eq 78

eq 79

service legServGroup2 tcp

eq 80

eq 81

service legacyServiceNestedGrp tcp

zmos |

access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 5.6.7.0 255.255.255.0

object-group legacyServiceNestedGrp

access-group acpl global

IEHASE

KIR—+bATPz I bBLUVITL—T

Z2X:1 247 FALY & (Farkan |[A—nN—34 K
R—h)

legServGroupl 1 |47 =7 K None TCP(6)/78 Wz (False)

legServGroupl 2 |47 Y= 7 | 7L TCP(6)/79 Wz (False)

legServGroup2 1 |47 =7 K None TCP(6)/80 Wz (False)

legServGroup2 2 | A7 =7 K None TCP(6)/81 Wiz (False)

legServGroupl Tn— L legServGroupl 1 |y vz (False)
legServGroupl 2

legServGroup2 7 —F 2L legServGroup2 1 [y vz (False)
legServGroup2 2

BHSNTZREITIE, F A b E7z 2 V—7 legacyServiceNestedGrp |24 T2 L DX E £
TWRNWZ EIZERLTLEZ, ZOINV—T137 7 v MEER TV RN T,

R10: 79X bO—)LIL—LEEIETLIANLE IL—IL

[ Al REEXT |WEV—Y |EETIRY [BESRY L |FEETXTAR— |HEHFEER—F |BME [B%h
(Name) ] |V—Y (Destination | k7 —% J—9 k (Source | (Destination (Enehled) ]
(Source | Zone) Port) Port) ]
Zone)
acpl#l IEN=% 1= 3.4.5.0/24 5.6.7.0/24 TCP(6) legServGroupl | R DFFA] | [1EW
(Any) (Any) legServGroup2 (True) ]

B zmnosl
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zzop
FRRSINEIEREI—ERFT T M TL—TI2&BT7I R IL—IL
ASA DFRIE :
object service http
service tcp source range 9000 12000 destination eq www
object service http-proxy
service tcp source range 9000 12000 destination eqg 8080
object-group service all-http
service-object object http
service-object object http-proxy
object-group service all-httpz
group-object all-http
service-object tcp destination eqg 443
access-list acpl extended permit object-group all-httpz any any
access-group acpl in interface inside
G
M R—+FTPxH b+
&l 247 RAAY & (A bkai/ |#—nN—34F
R—F)
http_src FT s b None TCP(6)/9000 ~ [z (False)
12000
http dst A /ARN None TCP(6)/80 Wz (False)
http-proxy_src FT s b None TCP(6)/9000 ~ [\ % (False)
12000
http-proxy _dst A/ AN None TCP(6)/8080 Wz (False)
all-httpz-dst 2= 2L TCP(6)/443 Wz (False)

B SN EITIE, R A M Sz /70— all-httpz |
FELTIEIN,

FOT—F

R12: 79X A0 FO—)LL—LEEIETLITALE IL—IL

CHYTALDIFEER TN 2T

X7 7 v MEENTWRWE=HTT,

[%#1 (Name) ]1|:#{E7t |38k EETRY [FBESRY b | EETR— [ ER— 1BE E=E)]
J— Jy—r | kD=4 =% (Source Port) | (Destination (Fetied) ]
(Source Port) 1]
Zone)
acpl#1 1 IEN=% EN=% IEN=% Ey=Y http_src http_dst EEI2E IR
(Any) (Any) (Any) (Any) (True) ]
acpl#1 2 IEN=% =+ IEN=% =% http-proxy_src | http-proxy dst | [FI4EDFF R |1V
(Any) (Any) (Any) (Any) (True) ]
acpl#1_3 (A=A LB (A= LB L& (Any) all-httpz-dst A% OFFA] | 1TV
(Any) | (Any) | (Any) (Any) (True) ]

zmos |
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fgt] XY Tneql BEFEFEALEY—EXFTPH MEKBT7IOERIL—IL

ASA DFRE :

object service testOperator

service tcp source gt 100 destination neqg 200

access-list acpl extended permit object testOperator any any

IR

K13 HR—+FTPxH b+

22 247 ALY & (Fabkai/ |#—nN—F4F
R—F)

testOperator_src |47 =7 | 7L TCP(6)/101 ~ VW2 (False)
65535

testOperator_dst 1 | 472 =7 b L TCP(6)/1 ~ 199 |\ 2 (False)

testOperator_dst 2 | 472 = 7 | None TCP(6)/201 ~ Wz (False)
65535

testOperator_dst | 7' )L —~ L testOperator dst 1, |V % (False)
testOperator_dst 2

RM4:7HER A FO=)LIL—ILEEIETLIANLE IL—IL

[T EEX  |FEEV— |[EEXT  |(EEFRY |(EFETR—L (BEmER—L 1B Ep)
(Name) ] |V—r |V v bk A (Destination (Enchied) ]
(Source 7—7 Port) ]
Zone)
acpl#l T= T= NN =Y testOperator_src | testOperator_dst | F&EDFFA] | [1FWV>
(Any) (Any) (Any) (Any) (True) ]

Mty &Y lgt) BEFZFEAL-EXF12UTAa AT MZEKBT7HOERIL—IL

ASA OFE :

object service testOperator
service tcp source gt 100 destination 1t 200

access—-list acpl extended permit object testOperator

TG

R15:R—+FATPxH b+

any any

& 84T RS> B (FAkan |F—n—54 K
R—k)

testOperator_src AN L TCP(6)/101 ~ Wiz (False)
65535

B zmnosl
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zzop
EA1] 247 RAAL Y E (7o ta) |A—nN—54F
H— )
testOperator_dst AV /AN L TCP(6)/1 ~ 199 |\ x (False)

RI16: 7R A bO—)LIL—LEEIETLIANLE IL—IL

[E2X:D] FEERT  |(JEEYV— |FERX  |EERY [EERKR—F  |[HERER—F [B4F (B3
(Name) ] |V—Y |V vk kO—2 (Destination (Encbled) ]
(Source 7= Port) ]
Zone)
acpl#1 =% =% =% T= testOperator_src | testOperator_dst | F&=DFFA] | [1XW>
(Any) (Any) (Any) (Any) (True) ]

feql SBEFER—PMUTSIWVEZFERLETCPY—ER A TS MI&BT7I9ER IL—

L

ASA DFRIE :

object service svcObjl
service tcp source eq telnet destination eq ssh

access-list acpl extended permit object testOperator any any

ZEHAIE

F17: K— ATz H b

A0 247 RAAY & (ZFakai |A—nN—=34F
R—F)

sveObjl _sre AV ER 7L TCP(6)/21 VW Z (False)

sveObjl_dst FT=s b L TCP(6)/22 Wiz (False)

R18: 7R A FO—)LIL—ILEEIZTLITALE IL—IL

21 EEXT |EEYV— |EEXT (EERY |[FEETKR—F BEfER— b |18 B
(Name) 1 |V—> |v b ko—% (Destination (Enabled) ]
(Source =4 Port) ]
Zone)
acpl#1 a3 a3 a3 a1 svcObjl_src sveObj1_dst B O | [IEw
(Any) (Any) (Any) (Any) (True) ]

ICMP H—EX # T2V MI&BTIVER IL—IL

ASA DFXIE :

zmos |
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object-group service icmpObj

IEHE

R19:R—+rFTPxH b

service-object icmp echo-reply 8
access-list acpl extended permit object icmpObj any any

zmos |

Bl 247 FAL> e (Fabtan (A—nN—=34F
A— k)
icmpObj P AVES/ AN 7L ICMP(1)/Echo jiz |\ % (False)
&
£K20: 7R A2 A=V IL—LFELETLIALE L=
[E23:D] EIETT EEY— |EER ESY |EET (s R— b |121E B
(Name) 1] J—> > v b FD—2 |[R—F (Destination (Enabled) ]
(Source | (Destination | 7 —% (Source |Port) ]
Zone) Zone) Port)
acpl#l (E=A (E=A (E=A (E=A EE icmpOb; FISEOFFA | [T
(Any) (Any) (Any) (Any) (Any) (True) ]
TJORINHY—ERFTTOI FMIE&BT7IVEXIL—IL
ASA DFE :
object-group protocol testProtocol
protocol-object tcp
access-list acpl extended permit object testProtocol any any
I
&2:KRK—+ATzH b
&H 247 ALY E (Fabrai |#7—nN—F4F
R—H)
testProtocol F7Y=s b |7l TCP(6) Wz (False)

R2: 79X abO0—)LIL—)LELEIETLIANLE IL—IL

1] EETXT |EEYV— |EET |EERY |EETEHR—F &R — b | B [B%
(Name) ] |V—> |V b ko—5 (Destination (Enchled) ]
(Source =% Port) ]
Zone)
acpl#l (=% (=% & (=% & (Any) testProtocol RIZEDFFA | [
(Any) (Any) (Any) (Any) (True) ]

B zmnosl
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zzop
WERY—EXF TSI MIEBT7 VR IL—IL EETDOH)
ASA DFEE :
object service serviceOb]
service tcp source eq 300
service tcp source eq 800
access-list acpl extended permit object serviceObj any any
IEHASE
RB:KR—+FITPzH b+
22 247 ALY & (Farkan |[A—nN—34 K
R—F)
serviceObj src 1 |47V =7 K None TCP(6)/300 Wiz (False)
serviceObj src 2 |77 | None TCP(6)/800 Wz (False)
serviceObj 7 —F 2L serviceObj_src 1 |y vz (False)
serviceObj_src 2
R24: 77X AV A= L—ILEEETLI LS L=
E2X-1} EET EEY— |EET ALY |[EET [EfmER— b [ BE [B%h
(Name) 1] J—y > vk FO—2 |R—+F (Destination (Enabled) ]
(Source (Destination | 7 — %7 (Source |Port) ]
Zone) Zone) Port)
acpl#l £ £ £ £ £ serviceObj [FEDOFFAT | [E
(Any) (Any) (Any) (Any) (Any) (True) ]
LR —ERXR ATV I MIkBT7V R IL—IL GEETETEE)
ASA DFIE :
object service serviceObj
service tcp source eqg 300 destination eg 400
access-list acpl extended permit tcp object serviceObj any any
B
®2B:R—+bFTPxH b
Z2X:01 24T FAALY B8 (Fabrkan |[A—nN—34F
R—F)
serviceObj_src A/ None TCP(6)/300 Wz (False)
serviceObj_dst FTo 7 b 2L TCP(6)/400 Wiz (False)

zmos |
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R2WB:7HER A O—LIL—ILEEIZTLIT LT IL—IL

zmos |

[& EERT |EEYV— |EET (FEERY |[EERKR—F [ERmER— b |84 B
(Name) 1 |V—Y |V VA kDO—2 (Destination (Enebled) ]
(Source J—4 Port) ]
Zone)
acpl#l IEy=¢ IEy=¢ IEy=¢ IEy=+ serviceObj_src serviceObj_dst FZOFFR | [
(Any) (Any) (Any) (Any) (True) ]
EEFTR— FTHR—FEIBEEF Mneq) Z2FEALET7IER IL—IL
ASA DFRIE :
access-list acpl extended permit tcp any neq 300
JEHASE
£27: 7R a0 AL IL—LFEETLITLILE L—IL
E2:1] #EExX |FEkV— |[EEXT |EFRY | EETER—F [EfER— |1R1E E=E)]
(Name) 1 J—y N Tk k>7—% | (Source Port) [ (Enabled) ]
(Source | (Destinaion | 7 —% (Destination
Zone) Zone) Port) ]
acpl#1 (ESy=N (E=N & =& 1 ~299, 301 ~ |{£& (Any) |[RIZEOFFA [T
(Any) (Any) (Any) (Any) |65535 (True) ]

EETR— B LUIBER— FTR— FSIHEEF Tneq) ZFEALEZ7IER IL—IL
ASA DR E -

access-list acpl extended permit tcp any neg 300 any neg 400
TEHASE

R28: 77X bO—)LIL—ILEEIETLITALE IL—IL

[ZA] (Name) ]| EfETY— |FBEYV—2 |RETFY |BERY b | FEETR— |[EHKEER— | 2E B
> (Source | (Destination| k7 —% 0—9 k (Source | k (et ]
Zone) Zone) Port) (Destination
Port) ]
acpl#l_1 & & & & 1~ 299 1~ 399 REOFFA] | 1L
(Any) (Any) (Any) (Any) (True) ]
acpl#l_2 (EE=% & EEy=% Eo=¥ 301 ~ 1 ~ 399 RZEDFFA | 1L
(Any) (Any) (Any) (Any) 65535 (True) ]

B zmnosl
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zzop
[Z8] (Name) ]|#EETY — |BBEV—Y |EEFTFY [FBERY b | EETKR— |[BEHLR— | BE E=E)]
> (Source | (Destination| k7 —7% 0—9 k (Source | k (Eretied) ]
Zone) Zone) Port) (Destination
Port) ]
acpl#l1_3 Eoy= & Ee=% & 1~ 299 401 ~ RIZEDOFFR | [1ZW
(Any) (Any) (Any) (Any) 65535 (True) ]
acpl#1_4 B (ER=3 (E=% TE 301 ~ 401 ~ [FEOFFA | [1EW
(Any) (Any) (Any) (Any) 65535 65535 (True) ]

7T« T T7OERIL—IL
ASA OFE :

access-1list acpl extended permit tcp 3.4.5.0 255.255.255.0 5.6.7.0 255.255.255.0 inactive
access-group acpl global

MG

£29: 79X abO—=)LIL—ILFEEIETLIANLE IL—IL

E=%:1] BIEXTY— |BEV—Y |REETRY |FBESY b | RETAR— |[HEHEER—|1E5F [B%h
(Name) ] | > (Source | (Destination| k7 —% 77— k (Source | k (Enabled) ]
Zone) Zone) Port) (Destination
Port) ]
acpl#1 i i 345024 |5.6.7.024 |TCP(6) T A OZFT [V z
(Any) (Any) (Any) (False)
EBEMNI D4 v VICEBRSNST7VEZX a2 bO—IL YR F

ASA DFRE :

access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 eq 90 any eq 80

access-group acpl in inside

eI

zmos |
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RW:EX2TFA =AM E—=T AR T IL—T

[&71 (Name) ] AUVB—TAREZAT FALY BiRENTA
R i
A
acpl _inside in_zone e )L—F v K (ASA /314 A3 |None {£& (Any)
N—T v R E—RTEHIELT
WHEE)

e AL v F K (ASA T /34 AN
KZ AT Lk E—RT

BEL TWAEE)
£3: 7RO IL—LFELEETLIAILE L—IL
E2:1] EExTY—> ALYV — | EETRY |FERY | FEETKR— |[BEHGER— [BE (B
(Name) 1] (Source Zone) N koO—2 Fo—5 | k [ (Erebed) |
(Destination
Port) ]
acpl#l acpl_inside_in_zone | {1-% 3.4.5.0/24 e+ TCP(6)/90 | TCP(6)/80 RS OFFA] | [IFW
(Any) (Any) (True) ]

RIELS T vIIERINET7YVER O FA—IL YR+
ASA DFRIE -

access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 eq 90 any eq 80
access-group acpl out outside

MG

R32:2X2UTFA V=M E—=T AR T NL—T

[Z71 (Name) ] AB—T A RBAT FAL BRENFA
vE—=Jx4q
A
acpl_outside_out_zone e )L—F v K (ASA 5314 A3 |None & (Any)
N—7 v FE—FTEELT
WD 5E)

« AL v F R (ASA T /34 A3
FFL AT LY b E—RT
BFEL TV D54E)

B zmnosl
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zzop
£33: 7R A bA—LIL—LFELETLIALE L=
[#& Al EETV— JEEY— | FEETRY |FBERY |EERR— |[HEEER— |BE [B%h
(Name) ] | (Source Zone) v cO—2 FO—2 | ~ (Enebled) ]
(Destination
Port) ]
acpl#l acpl_outside_out zone | {1 3.4.5.0/24 I+ TCP(6)/90 | TCP(6)/80 FEEOFFR] | [IFW
(Any) (Any) (True) ]

zmos |
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