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EDEIR T T 4 v DAUBSCREN 2 INDDICEBRRLAITY 2N TEET b

toyvaroEia Ity v a VOB LIZHEH SN ARERER S R B {LOGEMNE E

NFET,ZE LROBEITEHRETAX METE2e ZicigsceE 1,

o TmyrZ IR (7 vy 7 Block)].[VEyY b LTTZr v 77 (Block with reset) ) D5E,
VAT AFREICE Yy a v EK T LTARN MEAERKRLET,

o (RES R HERE ([ L 720> (Do not deerypt) ) DBy, ¥ AT ATt v &3 L e TIRIZA
v hEAKLET,

=L T 7 a DB L R AL— T a PN a 52 AEEOFHFEMIZONT

T ROE® 7 v a v 2SR LT IEEN,

o [E=% Monitor) ] 77 a7 7 arORiEd a7 Ok (16-10 ~2—)

o [f55 L7\ (Do NotDecrypt) | 77 v a v ii5ib b7 7 4 v 7 kA 7e L Clizik (16-10
)

e [FuvZ Block)| 77 varv mERLTHEILNI 74y 7 %70y 7 (16-10 X—)
o [EE Decrypt)] 77 v a v : ELICMETIHEDIZNT 7 4 v 7 BEZ(16-11 X—)
o FYT—NDSSL A—/LDOER(16-13 ~2—3)
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F16FE SSLA—ILDO¥EME |

W SssLA— L oBmEE ER

[E=%4 (Monitor) | 77 > a > :T7 7 a DEEE T DR

54 &y 2 AT (Any)

[E=% (Monitor) | 727 ¥ a VI HL N7 7 4 v 7 7o —Il@8B2 5 EHADED  —&
THRT 74y IR EBICHRAERIIESESNDZ EIEbY EHA ZD0MRDY BINDONL—
NPFET HEBRITZONL—NVIZBOE LT AT 74 v 7V BBE SN EHET I Tay 745
ESTEIDPNPRESNET E=F V—NUNDO—ETLHEHDONLV—NVN T T 4T T
T—BIOBMOA LV ART g BZRELET, ILIC—ET =100 i54A ASA
FirePOWER €V 2 — VI T 74V s 77 v a v 2HLET,

F=H = VOERLAMNEIRY NI —7 " T T4 I DN T XU T ROT Y 2 —VITE
ZHARNGBRNT T 4w DK TAX e HBIICe IR LET. DED —or ¥
VIOREERIIR TERANET ST 74V b T Y a »r SITERRIC, Y 2 — W RO
ETRIZHEICR IS LET . SV 5 & X7y EBRONL— M —E®ET .7 7 4/ b
T arTaX U IRANIR o TWVRWEAETH Ny ERE=F L— T T
DR T3 A/ N =R/ MOk S A V= e BN

[155 L72v (Do Not Decrypt) | 77 v a VB EAL N T 7 4 v 7 ZKRE
72 L CHRE

4 v R ALE (Any)

[E5 L7 (Donotdecrypt) | 727 v a X727 A av ba— L R Y —DL—LEBILOT
THANE T I a Nl TSN T 7 0 v 7 B3I T 272k LE T, o7 7 X
2 hE—L L= LDEETIIEILENTWRW N T 7 4 v 7 2 REET A . 295 L=
FT7 7497l BT N NERDRLBIGEDDD ET RBARLT 7 AL A VA
VarhEMRBILN T T4 v I DT 4 =T A AT g IETTE R A

[y 7 Block)| 727 a v : BERLTCEASLN T 74 v 75T
1=/
4 v R ALE (Any)

[Zwv w7 Block) | BEIO[UEy FLTZm v 7 (Blockwithreset)] 77 v a I, 77k A 2
Yhra—n —ndO 7y 7 Block)] & [VEY bLTTZr v 7 (Block withreset)] 77 + =
VICHBPLTWET. INLDT 7 a R s TAT o R — N XKD SSLIE b v s
VOMENEREEAL N T T 4 7 DEREEBGIE L E 9, [V Ty L TT 7 v 7 (Block with reset) |
=V TR O Y £y P BITVWET,

Tu sy EREREE ST 7 4w 27125 L Tid. ASA FirePOWER E ¥ = — /L3R E S e
R=TUhEFERLBNIEICEBRL L ESN, 20ROV I, 2—FDOERT H251E X7z URL
OEfRIZ. Uy hENDID FELITXA LT T M0 FT 38>V TIZ.URL 7' 1 v 7 B
DH AL I Web ~<X—V DFKR(8-17 =) ZBML T EE,

bvh RNy TERIFACTA(F T T RNERATIE T A AR NI 7 4 v 7 HEERA LR
WOT [ ayZ (Block)] & [ty hLT7 1 v 7 (Block withreset)] 77 ¥ a3 & Tx
BRNWZEICHEBELTLKEEVN ARy VT ERFA U TA L (T EFE— RN AV F—T oA A%
GhtXa2 V70 V—UFEMHEAT [P ey 2 (Block)] & [VtEy b LT7 v 7 (Block with
reset)] 77 a Y EMEH LAV EERT HE RY — =T 4 X TL— L ORRIZEE T A
ar () MFERSNET,
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| 8516F SSL A—NVDO#E

SSL A— A DEEL R B

[1E5 Decrypt) | 727> a vV EBIBETHEZDIC N T 74 v %
k=2

T4 v A ALE (Any)

(185 - BEFN D % — (Decrypt - Known Key) ] 35 X O [1E 75 - #5544 (Decrypt - Resign) | 77 > 3 >

XK b T 7 4 v 7 HE 5 LE T ASA FirePOWER £V 2 — /L3 T 7R 2 ba—/L%&

FEHLTESSNZ N 74 v 78 RELET. 727X 2 ba— L b—E H5{bsh

TehT7 74y 7 LG LSRN TWRNWE T 7 4 v 7 TRICAHZ LEd, 2 2 TIEREAEEIL

77/(/V\7/1/‘7m70)*ﬁﬂjk7'13 VI N TEET  EV 2 — ML FFAIENTE N T 7 v 7 %
HE S L ThosEIcELET,

[E5 - BEEN D % — (Decrypt - Known Key)] 77 v a V2% E L12HEIF 1 >E - 3EHKO Y —
PEEHE B X — T ET 7 Vg VICEEAMST S k#f%iﬁ%774/7ﬂw%wc
—¥ LT, 1\774 v 7 DR ESALICE A SN ZFEREE 7 7 v a IZBEEMN T S - FEBER
—H LG E TV 2 — T MES— 2 AL Ty v a VO ELEERS T — 2 5
LET, %M%ﬁﬂ‘r~~@7&txm4£&t&> ZOTIvarPEbEL TWASDI ko
HEICHDHY—=~DAN T T 4 v BESTHHEETT,

[RIERIZ [1E 5 - B 44 (Decrypt - Resign)] 7 7 ¥ 3 > 1Zid, 1 OO)M FERGEE & R — 2 B
TR ZEMTEET, N T T4 v IR IO — I LT8BE 2 AT ML CA ZERE A {#
AL TH— FEHELZHFES LT 5, FH#F (man-in-the- mlddle) k LCHREL £9, 2 2 Tid,
12F 7 74T REeT AL ZADM B D 1 DITT A ALV — DR %E D722 20D SSL
Tyl UMERENET . By a VTS ESEREE By V3 VOFEMPNESENTE
N . EVa2a— VIl NaHHTEIZETE I 74 v 7 DESEFEEAALNMTZET . ZOT 2
a i GEAEOREX—EZFXHOEE AT —ICEEHRI Ty v ay F—2 ST
HTEOBENT 74y 7L TOVET,

P NEEAEOBEEL T GEREO AT —% CAGEHEDOAR X — %@iéﬁ)%éw
ISREESENE SR D E I, W, b — GEA & éﬁi%%%?ﬁ&zé AU, SSL BEf5e H e
452}”L7L_H%5\’C\uﬁfﬁi7ﬁ>1uﬁﬁf% éwuum)z"l J:OT%‘ZI éj/bfl/\foﬁl/\ kﬁ)ﬁ FA T b 7
TP TEEINTT L. ZFOCAR I TAT N 77UV TCREETEDLIZENFY v—
_pxﬁéé:hﬂ\éiﬂ/\ 77 UPIREHENMEHE TE RN IOV TEE LEYA ALY V)
DY — NFEAENE B4 DA ASA FirePOWER € ¥ o — VITGFEH ER R A E & 2 TH
BLTHCAZGEHEHLETHN. 2—F 077U FITEEHENRACEL SN TVWD Z 2L L F
A, ZOLGE T — iEHEOARXF 2RI 57T VT4 T b 7T U FIRGEHER

HEeB4 THDHI LE2EEL £,

[ - B4 (Decrypt - Resign) ] 727 & a VA AL—VIIRETHE N—NIED T T4 7
DOBREFT REINTOWDMONL—LEHIZINZ T . 2RI 2NE CAGEHZEOEL T LAY X
L BAFNZFESWTEmSNET 4 (B - 54 (Decrypt - Resign)] 77 ¥ a3 UZIZENE
N1o0 CAFEHENBEEMTONDD T HARDBLT LY XATHESLSNTEBED X A
TORENT 7 4 v 7 HERbT D SSL A — LITERTE FH A, £ 72 — LIS BINT 15
AA— N ESNBERAED AT V27 FOT T BEE#ET 2 CAGEREOR LT /LI Y X A
AT TIHIVNERIHY FT,

7ol ZIX AR S (EC) T ATV A AT BILENTRENT 7 4 v 7N [HSE - BE4L
(Decrypt - Resign) ] L— /U2 —&THDIX. 727 ¥ a3 VB ECX—ZAD CAGEHEEZSHRL TV
AEAT T T A ELIE AL — O — VS EVERT A A1 EC ~X— R DA EHE
EBLHE G AL — N E L= VBINT 26BN H Y 3, [AERIZ.RSA RX— 2D CA FEHEZ M
T 5 125 - FFE4 (Decrypt - Resign) ] /L—/LIX RSA 7 /LT U XA THEBAL SN %E N T

T4 EDH—HLETECT NI XATHBILENTEREFN T 740 v 71T RESNT
WAMD L=V FAERT R TC—FHLZE L TH. 2D —MIZiT—H L EH A,
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SSL L —/V DOREE & fERR

WD RITEE L TLIEE N,

SSL #&ft DML H &4 D K75 A A — b A% Diffie-Hellman Ephemeral (DHE) & 7= 1345
#% Diffie-Hellman Ephemeral (ECDHE) ¥ —& 7 L 2 Y XA ZEH L TV A A Sy v 7
JEBHTIE [B 5 - BEA1 D % — (Decrypt - Known Key) | 77 v a & TX £ A,SSLAY
VDR BNNR T ENFA U TA (BT EF—R)A L E =T A ATHY  EDR
Vo—IlZHEND [H5 - BEamox— (Decrypt Known Key) ] /b—/LC DHE % 7=1% ECDHE
B E DS AL — FEEREDLN TV 54 . ASA FirePOWER £ = — /L2 X D L—)Ld
BITHERT A 2 (@) BRRSNET ANy T EFA T4 (Fy T E—R)A

H—T oA AkEie SSL L= VIZHENDL Y — &2 BINT 5 & BV a— i kg

TA A (L) MERSNET,

FNRAAEI T T4 v 7 BEERELR2WED RNy v T EREIA T4 (X T T—
R)JEBHCIX [1E 5 - %4 (Decrypt - Resign) ] 77 v a VT EH A BX 2V T o
V= WIIRN YT ERIATA (B T T R A B —T oA A B [ - BE
Z4 (Decrypt Resign)] 7 7 v a Y EHREL TA— NV EEKRTHE R v— =F 0 X TL—
NORUZEET A a2 (L) BERSNET,SSLARY =D/ RN Ny T EiFA 7
A (B T T—R)A LB —T A ATHY . TOFEY > —IT [ E - FHE4 (Decrypt -
Resign) | V—AREENDHE EY 2 — ML W — IV OBICHERT A =22 (@) 13 FowR
SINFET AR TERIFA L TA L (BT T—R) A F—T A A% ETr SSL L—/b
WCHBPD Y — R EBINT 5L BV 2a— LD EET A 2 ( ;)753‘%'%/%3%?&?0
Ny TERFAVIA L (BT T—R) A F =T 2 AEELT A R [HE - F
B4 (Decrypt - Resign) ] —/v & &Te SSLARY U —%5@H L72HE, 20— Wl —HT 5
SSL v v a 3 _RTRELET,

Y SGEREOHELIMEMT D CAE 7 T4 7 > MBMEEL TORWEE GEH & 2ME
TERNWENWHIELE R —FICHENET, ZNESITIE. 27947 FOEFHTE S
CAARNTIZCAGEHEEZA VA= LET ERIF MBI T T4 X— N PKI BB LGE
XD A7 T4 7 MZX Y AEMICEE SN DL — ~ CA BEAT H TR CA GEHE
ERITLC.FDCAFFHEZEET NA AT v 7 r— RT3 L TEET,

SSL L — /L DB AL — FGEICEL DAL — N2 BN TEETR ROKICEELT
<TE&EW,

— ¥ A7 Al ClientHello ALEE 2 B BICIESL ORF 5 A A — M ZHIBR L £ 9, L — /L&l
A9 5 A7 L Tid.ClientHello DLEL % [ 1E3 2 7212 SSL /L — L {3 ET B M EN
HYFET MOV TIL.SSL L= L DNEFREIC L D27 —~ Al ELE T
g EGEE(16-19 X—D) EBR LT 2 &,

- VAT AT EAD AL = FTHESLESNT N T 74 v 7 FEBSETE RN
O — VT 185 - B4 (Decrypt - Resign) | £ 7213 [18 % - BEA1D % — (Decrypt -
KnownKey)]| 77 v a v 2 TE A,

IS5AT U RETFALZAOMIZHTIP 72X 0835H 0 7 547 > k& H—,378 CONNECT
HTTP A YV v R&#EHA LT RV SSL #5652 et 5 53546 . ASA FirePOWER £ = — /L
TN T 74 v VR ERALTEFRA B 22— VLA ZDNT 7 4 v 7 OMBEIZ AR
> = A 7 =5 — (Handshake Errors) D5 CERWT 7 2 g UMRE LE 1, 35/MIC OV TIEL,
BEALTERW RN T 7 47 DT 7 40 MO E (15-5 X—D) 2SR L T30,

(15755 - BEFn @ % — (Decrypt - Known Key) ] 7 7 =3 » & $5E L C SSL /b— L & {ERK L 7255
A&, [ 544 (Distinguished Name) | X° [REF]# (Certificate) ] FIFIC K 2 AT TE LA,
CZTORMRII. ZONV—=NVR T T 4 v 27 & —HT D56 GEHE V722 F DN B
K OEAITIC DN 1TV — VI BT T & L7 RE 3 & 37Tl *ﬁz{ﬁ%‘f“&)é N G =
WZOWTR =N T 7 Va2l LS ST 7 4 v 7 O L A ORE (16-9
NR=U) LTI EEN,




| 1o

SSL /L— L 0D ¥l

KUY —Rmo ssLr—rogE 1

WHES CA A7V =7 MEAFRK L CREMEE A ZR (CSR) DAEMREZRINL GG A7V

ICBAFEENEEZ Y v 72— R 5 F T, 20 CA % [1H7 - 554 (Decrypt - Resign) |
T a  IHHTEERAGEMCOVWTIX T LWVWELAMEHEORSB LT v 7
17— K243 X—=V) S LT IZE0,

[ 5 - FFE4 (Decrypt - Resign) | 77 ¥ a VA NA— VIZERE L. 1 DF - i@%ﬁz@ﬁi‘;ﬁ;ﬁﬁﬁ
BTV FEREBEFAAL =N TEBLT NIV XL XA TOR—HNELTELE. R
UV~i?4&fw—w@% HHRT A 2 (@) BFRRSNET, TN TOIBIENEFA
TV NETITT R TORESZAAL— N TEAT VTN XL XA TOR—HNAELTY
BVRY =D =V ORTITEET A 2 (0) BEIRSHSSL A U o —IZBET I 727
IR aryhe—L R —IT#EHTE <R FF MOV T GEIEIC L DK 5
bR Z7 74> 7 OFH(17-22 XR—=D) BRORES AL — MZEX D5 T 7 4 v 7 Ol
(1728 =) ML TLE S0,

[ > % T 27T 47 7 v (Interactive Block) ] £721X [Vt vy NLCA LV E T I T 4T 7
o v 7 (Interactive Block withreset) | 77 > a > D7 7 A av e —)L b— L EEENT
7 4w 7 8T D55 ASA FirePOWER £ ¥ = — /WL 8§ D8 a A 4T 7 > a v
mLTT7ry 7 LNEN—VER R LERA,

A T4 VIERET Y T at v YT [REANA 72— FOEHE (Normalize Excess Payload) |
F T arERENTLE TV Taty KD ERNT T v 7 ORI Ny
R Ry Z7ENTRI IV ENEAry MCEZSBZONDHENHY T, 20X
D%Lt//a/i%TLiﬁﬁ/b774/&#ﬁ7éﬂtﬁﬂ\h)\yféhkﬂ
o MISSLEyvaro— e LTl banET, Z0F 7> a VORI OV TR,
ATA4Y T 74 v 7 OEREQ4-6 X—) 2SR L T EEN,

TIUYNEHEE = AL T — N EA R T 2 EA X GEEICHE
%Lf%wﬁw774/7%@ﬁf%iﬁhwﬁW774/?%ﬁTﬁé 1 — R
BEOIEA TG4 & — ST D7D [ 5 L7ev (Do not decrypt) ] 77 v 3 U %
R LTSSL V— a3 ELET,

ARY T —KNOD SSL /L— /L DEH

SSL

A& A ALE (Any)
R y— 27 4 XD [b—/v(Rules)] # 7 TIE UL FORNZRT LI, AU »—HO SSL

o DI RS BB AT T IR 2 Db AT 2 £,
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WM Ry —RNDOSSLA—LDEE

) Add Category = ) Add Rule | Search Rules

e o PO W RS N Y

# Name Action

Administrator Rules

This category is empty

Standard Rules

This category is empty

MyCompany Rules ﬁv} °
1 Do not decrypt = Do not decrypt &

Root Rules

This category is em
S categqory Is &

ary;23

BN—NNZDONWT RY >— =F 4 ZTIX FOLR OV~ — BLUOAL—L T 7
VRRREINET EE 2T FOMOEERERDT A 2 TRENE T B — X
TV —TERENINV—1VEDTIZ [T (disabled)] E W) ~—7 P& E9, 74 = DOFEH
WIZHOWTIZ.SSLL—LD T TNy a—T 4 7 (16-17 X—V) 2SR L T &0,

SSL /L — /L DEFR DM DWW TILT REBHRL T FE 0,
o SSL /L— /LD (16-14 ~2—)

« SSL L—L DAL & Bk (16-15 ~=—)

o SSLAV—/LOfEEZIZAT Y OEF (16-16 ~—3)

SSL /L —/VDOR

A A ALE (Any)

AR — A F5 JOFIRI AT RE 72 Fr Bk U % & Lo e - 30+ 2 M L C.SSL v— /v D U A hT—
BT o2MEERBRTEET, SORBRTIEN— VLB IO — VBN LIV — L S lb i i &
NETNA—AFEOBETKEZA T (= Ry NT—2 TT Y r—arihl) L
BINTELEEDOAMELITEIRBERE SNET, ZHIX L DOF TV =7 M ETIZ
B IN—F 4TVl N IN—THOEE DAT V=7 M EIEE. B L0 7 7Vl
BEENET,

MR LFHN DT R TCELFT—HEFEHTEET REL— AT LI, BT 2D T LA
KARINET 72 & 2I1F 100Bac & W) LFHNOT X TEAT A2 EEIHREST 5 & D74 <
L H.100Bao 77U r— g UBBMESNZEN—D [T 7V —3 =3 > (Applications) | ¥ 53
FRAHF R SN E T ,1008a0 EWVVIARTONL—LE B HEAIL [4HT(Name) ] 5 & [T 7Y r—
= > (Applications) ] F| DOl F R RFAE R SN E T,

1 DHTEZIFROBENL — VBT L LN TEET AT —F A XAy —IIiF BiT0o—
BB LUOEF BN ERENET,
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| 8516F SSL A—NVDO#E

FIE 1

FE 2

KUY —Rmo ssLr—rogE 1

BNV O = YR PTE EOX=VTHL BRSNS AR H 0 £ 5, BRI O—
OB SN OB RO =Y TRAVER T RO ~EB R SN =Y BER S
FT RBEOHEBBITO KL o TV DLHE RO HEZERT D L RO BBERRS
NET, F O —BRBUTO—B L8> TV LHE MO —BEZBIRT D & FHthO—Bn
BREINETS,

N—NERBETHICIXKROFIEEZFETLUET,

BT 2HRY) =D SSLAKRY v— 5 ¢ ¥ T [M# /N — L (Search Rules) ] 7 2> 7 v &7 U v
7 U MREBECFHN % AT LT D Enter U E 37, B A BT HI12I%, Tab F— & H T 5 7>,
/\O_:\/\\O)jgélglgﬁj\%y U ‘)& L/i‘j‘o
—HKTHHEEELN—NVOH T ARERFEREINET FZRINTWD RAI0) — L fh & ix
XBITE 2D LD ICHEABRRINET,

HHJD /L — L% BT £97,

s WMAENL—NVOMEBET 25X RO—BT A a2 (» ) E@3HMO—BT a2 («)%
7V v 7 LET,

o R—VUErHEHL MBLFTINBIVHEMETREZZ VT THE. 2V T7 T4 ar(%)&0
V7 LET,

SSL /L—/vDE M & E2hL,

FIE 1

FIE 2

A4 v A ALE (Any)

ER% L7= SSL b — N iE T 7 40 F CHNZ > TWET L — L 52T 5 & ASA
FirePOWER €V 2 —/LiIxXy NU—2 FF 7 ¢ v 7 OFHIICE DL — LV EEHET  ZDr—
M LG L T —DAREEIELE T, SSLARY > —Db—v U R NEFRRTDH LS
= I T L —RoR ENFE TR EFIIAETT, i — v =5 ¢ X & LT SSL /L—
NEEIMEETITEILTE D Z EICERE L TL I E W, SSL b — /L OFEEE L 1B (16-4 ~2—
DN EBRLTLEEN,

SSL v —/VDRMBEEE§ 51T ROFIRITHENE T,

BNELITERN ST 2N —NEGLR) =D SSLARY v — =T 4 X T NAN—NELET Y v
LT — L DIRREZ SR L £,

o T I T 4 TIN— N EAMNT HITIL IRHE (State) ] > [ %0k (Enable) ] Z 3R L £ 77,
o T UT 4 TIV— NV E T DI IR (State) ] > [#E%) (Disable) ] Z 38R L £ 7,
[ASA FirePOWER D% ¥ D17 (Store ASA FirePOWER Changes) | %7 U v 7 L £,

ERERAENMEIEDICH.ZOSSL AR =@ fHT 727 78X av ba— R —%iH
THVENSY FTEGRELELEDORER (4-13 =) 2R LT ZEW),
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F16FE SSLA—ILDO¥EME |

WM Ry —RNDOSSLA—LDEE

SSL/V—/VONEEZIIIT I DOER

5S4 v A ALE (Any)

SSL L — /L ZfwaE L9 & 912, SSL AR U & —1Z1% . Administrator Rules (& & /L— /L) |
Standard Rules (J£#£/1— /1) .Root Rules(/l/** F — 1) £y H  ASA FirePOWER & ¥ = — /L8
T3 500 — L BT ITURHEBEIRLTWET, 2NHOH T 3 (ZBE) HIER. A RTEE
THZLIETEFECAR DAL BT IV 2ERTHZENTEET,

FEANZOWTIZ AT EZ BB L TLZ &0,
o« SSL/V—/LDOE#E(16-16 ~X—)
o HLWSSL/L—/L 7T Y DBENM16-16 X—)

SSL /L — VD E)

FIE 1

FIE 2

FIE 3

74 v A ATE (Any)

WEI7Z: SSLV— NV DIEFEZHBETHIET Ay NI—7 NTT7 4 v 7 OURBIZHLERY V—
ZANPE SIS NA—A DT Y g o EETEX ET,

WOFNEIZ.SSLRY > — F 4 X2 FEH LT 1 DFEHITEEONL— L ZREICBEIT S ik
EHHALTCWET  FE3— N =T s X &AL CEA2 D SSLA— L a2BEd52 L TX
F 9, SSL /L— /L OMEL L VERL (16-4 X—P) SR L T &,

N—NEBETHITIX ROFIEEZETLET,

BEITAHAL—LEZEHARY S —DSSLARY L — T 4 X T INA— LT LIZZZEAEynE 7 ) v
LT A= VEERLET EHEONL— N EZRINT D121, Ctrl F—& Shift F—%2FH L E 7,

IR L2V — LR I E T,

N—=NVEBHLET Y h T R R=A PRIy TN Fey P2+ 252LHTE
£75

FLUWGFTCV—NVE Ty N TV RR=ZA N LT EBR LIV —NEHZ Y 7 L[y b
(Cut) ] ZEIR L ET RIS B T oW LEICEE T 2 v — o #saH 27 ) v 27 L[k
WZHE Y £117 (Paste above) ] E 721% [ FIZHL Y 41T (Paste below) ] #i#IR L £ 9,2 DD FE72 % SSL AR
Uy =DM TIESSLV—ADat— 7 FRX=Z MITERNIZ LIZEEL T EENY,

[ASA FirePOWER D% H O£ 17 (Store ASA FirePOWER Changes) | %7 U v 7 L7,

BEERKMIEDIZE.FOSSL A Y —IZBE#EM -7 78R ar be—L R o—%iA
THOVLENRDHY if(a&“m%%@%ﬁﬁm 13R=D)EZHLTLLTEEWN),

HLVNSSL V—L B Y o8

A4k A ALE (Any)
SSL /L — /L Z#REL L9 U L 912 SSL AN U o —{Z 1% . Administrator Rules (5 H#E /L — /L) |
Standard Rules (£ #/L— /1) (Root Rules(/l/— k L—JL) L5  ASA FirePOWER & ¥ = — /L3
BT D3 00— BT ITYURHEBEEINTWET, 2NHDOH T IV IZBE . HIE. 4 RTEE
TAZELIITEXFRAN EEL—LENA— N V—AETHRE L BTFI)EERT A &N
TEEI,
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| 1o

SSL /L— L 0D ¥l

FIE 1

KUY —Rmo ssLr—rogE 1

HALRIN T IV EBMTDEGEBMORY —%ER LR TH —%E S SN < Ak
TEFET EBMLAEAT IV I ARERLHIBENCTCEET . N0 T I OBINIITE E
AN N—NDETITVEBLOLT IV NIA~OBENLA[FE T,

FLWATTY ZBINT DX KOFIEEZETLET,

N—=)b BT A BT HRY) =D SSLAKRY v— x5 4 Z T [HT 2 DEN(AA
Category) ] %7 U v 7 LE7,

|V

FIE 2

FIE 3

FIE 4

FIE 5

RY == AR T TIEEN TV DGAEIL BEFOL— LV OITOZEAMS % 7 ) v 7 LT,
FLWAT T ZBINT2RNCEDMEZFRECEETFOL—LELT U v 7 L HHD
7 2 Y O A (Insert new category) | Zi®INT 25 L b T E 9,

[#77 2V DB (Add Category) ] N>y 77 v 7 7 4 RUPRKRRINET,

[4 701 (Name) ] 12, —BEDOH T TV 4 EZ A LET,

K 30 LFORETFT O Z AT TEE T ARNIIE A= I L OHIM FTRE 72 K7 ik 7%
BHHIENTEET,

WOBRPE R H Y £,

s MHEOITIVOT S RICH LWAT IV ZELET 25513 RO A (Insert) ] K v
THE T VARG [T 3V O L (above Category) ] Z IR L2 2KHDO K v 7 X w7
VARMNOAT IV EEBRLET . ZZTEIRLIEAT TV O LIV —AREESIVET,

o MHEONL—LDOTFITHLWAT AV ZERETLH5EIZ. Fey 77Xy U RRE Lb—b
DT (below rule) ] Z N L 72 BEFDONL—NELZEZ AN LET, ZOF T a U RFRIR
DT RV = b 1 DDL—ANEET HEHEDHTT,

o BEFONL—NLD LIV — NV ERETL5EF. ey 77X 0y UARpD [L—LO Lk
(above rule) ] IR L 722 BEFDONV—AFEZEZANSILET, ZOF T a VBAER RO,
RY T —2h &b 1 DONL— A PBHFEETDHHEDHRTT,

[OK1 %27 Vw7 LET,

AT IVPREBMINET AT IVAERET DI AAXL DT I OMIZHLWET A =
eV Vw7 LET . 7Y ZHIRT AT HIBRT A2 (H) 227U v 7 LETHIR
THHTIAVICEHEENDIL—VI. ZOLEICHD T IV IZENMSET,

[ASA FirePOWER D% ¥ O {47 (Store ASA FirePOWER Changes)] %7 UV v 7 L C. KU v —%

BREFELET,

SSLV—1VD NG TN a—T 4T

54 &y 2 AT (Any)

SSL /b — L Z @ U VERR L CNER-AF T 5 2 S I3EMEREE TN R e B 28T 5 1
TARARBREETT, R U—ZEEIZFHEBE L2 —Bior— 2T 2Ty g
MBLL7Z0 BMDOTA B ANRMBEL RS20 JL—VIZEH R ENEENIHENHY £
9 ,ASA FirePOWER £V 2 — /U2 XY NI 74 v 7B THILE LBV ICHEIEICUEINS XD
T B0 SSLARY o — A v F—T = A AT NV— VT BRI AREEB IR T —0
T 4= KRNy VAT ANRHAEINRTWET,
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F16FE SSLA—ILDO¥EME |

WM Ry —RNDOSSLA—LDEE

FN—NZONTIE KRDOFRICTRT EIC R —F 4 ZDOT A 2N AEELZT—D
BRBNENFET . TA IR, U eibED L EE 2T — FHRONKEZRTTHFA M
MR TE £,

Z# 16-2 SSL Do — T4 =2

TAay #E |FEM (Details)

y g MBI L > T =R O OEE 2R LT\ 5 SSL AR U & —I(Z5i
TEDLHARHY T, Z0HA MECOLLIREITIIELNH Y THA,
2. Vg ENTEA—NTI N T T 4 v 7 B LER AL
FIELVEET A ar NI B A T —F R EETT VDR~ ERLT
WAHEAIX HENMEH SN ETEORY U—ZHEATE A,

EEPHSN TN — NV Z2 BT D L EET A A PHAETIBET
HMEZEEETICV—NE2ANIT DL EET A AV PHERINET,

1) error  |JL—/ L E72TE DM SSL AR Y —REICT T — b DG M AEY
ENHETEORY —TEMHTEEHA,

@ W ERMT7A 2L T T 4 v s DT a— T BT SRR B DRI
HAEMRERER T LET, 2RO OMBEIZEKRTIIRS AU > —0iEH
T ER A,

SSL V=V ZEUNCERTET A2 . ry N —2 NI 7 4 v 7 OLBIZHNIER Y Y — ADER
BICbFE LET BMRL— NV EER LD L— L DIEERREE TH-7-0 5 L X
T A —v A ETHAREENRH Y 7,

PRI OWTIL L T2 S L L fiéb\
e =TV T g /kﬁfﬁiﬁ DELIZDONT(16-18 X—7)
e SSL LV—/LDJEFFFREIZ L DN T 3 — v/xl"—]J:kj Uo7 g EEE(16-19 ~2—3)

|

V=NV DF )T a L BB EDESICONT

54t 2 AEE (Any)

SSL /L — L Z @ UNIEE L TR IT 2 2 L X R 72 B 2 fEE5 9 5 E CARRIRARERT
ﬁ‘%Lf)/—@W%TiSﬁJV<wT@®w—w®fUIVf/a/Wﬁitﬁﬁ\ﬁ@

RENGENT-VTIHEAERLYVET . CNOOMEAERT O EBERBIRNE T —DT A
:/ﬂk%ﬂ“éhiﬁ“

N—NDFY T arDBEEIZONT
SSL /v — /v DFUERHRFEDONL—/L L0 EE L TEH SN EROLV—IVICED T T 4 v
OHRENERESNDHENH Y £, kI Z R LET,

Rule 1: do not decrypt Administrators

Rule 2: block Administrators
FRROBRPIDONLV—MIZE ST R 7 4 v ZIFFRNICHFASN TS 2 FHDOL—/LIT Lo
ThI 749 IR T a7 ENb5T LEHY EHA,
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| 1o

SSL /L— L 0D ¥l

KUY —Rmo ssLr—rogE 1

IR EDBEIZHONT

SSL AR —MEFT DB OB TIIEE I NS AN H L7200 F2hTH - 7= SSL R Y

VRENERNRDGAENDH Y FT ROFNZONTEZL THET,

o URL T IV EHEGLNL—VIIEZNTH 725 DD URL Filtering 7 A &> A & Ffi- 72
WEV a—VEH =2y MITDHIETEMIARDAREENRS Y T4, F0RAT Lr—b
DRI T— T A aVDEREN R =2 FDT A AZHHATE 2L 2 £3, 0@
RIS T DI, 2 DN — NV EREFITHIERT 2N R o —DX =47 v FEEET L),
FEITHE R TA B REAENITHLELHD £T,

o [187% - FFE 4 (Decrypt - Resign) | L —/VZFR L Z TRy v 7 A 0 F =T 24 XA TEF =2
VT4 V=% — U FICEBM LT GA V=V ORICES T A a v RERINET,
Ny TRECHEHEOHEEAICLD N T 74 v 7 DEZIITE RO T RNy 7 A
VH—=T 2 A=A DOHIRT AN ERIFIA—N T I a v EERETAET. IO
V= IVZIFIERDH D FH A,

o NI —YEBMLZE LDAP 2 — Vil E2 A H L TZDO2—HERAT 5 &,
2—PIEXT 7R 3 br—LOMRI—F TIIRL D7D F DN — LT a7z <
A/

SSLAV—NADIEFHEEIZL A N7 —~ 2 AR LEETF Y =T g U [EEE

54 &y 2 AT (Any)

SSL ARV =D/ — 21T 1 IR E A2F 503 TuvE 9, ASA FirePOWER £ ¥ = —/L{id,
= NVEEDODHIET V=% ENBIEIC N T 7 4 v 7 EIELET . =X L— L E2fRE, b
T4 I N BT DEROIDNV—NANED ST T 4y 7 ST B 0— 20 £97,

W87 SSL V—NDIEFZBETHIET Ry NI—7 T 7 4 v 7 ORBITLERY V—
ABHR SN N —NADT ) =Ty g oEERCEET, 2—FRERT DL — I T XTO
MR BEICEAGDLOTTR, 22— F D= — XL L7 5 b 87— o A & &l ¢
X DN —IVENEFFA T T HEUCHE D RE WL OO R T A RT A4 B0 £97,

HEMRE BV —AD0 b & BBV — A ~DJEFA T

AN FERE D =— XNl T 2NV — AV ZIEFFTTL2MEROD ET T XTONT T 4 v 7
W T 2 BN B BN L — V2 R ) O — ORIl E#E LET . 2 2T &
51 ANOZ—FNEORIENT 7 4 v 71X HICE ST 20 ([(E5 - BE4
(Decrypt - Resign) ] /L—/VZ )\ ZDOEHMOMOT X TOZ—FNED T 7 ¢ v 7 I13ES
B L7 ([1E 5 L 722 (Do not decrypt) ] /L — /L Z2 ) 5613, ZDIAF T2 >0 SSLV—/v %
Bl L ET,

HEE D NV—Vin b —REH e — NV ~DIEFAT

BEDNL— L DENVWUIT BT T 4 v I DERERKV ALV — NV ERIERETHZ & T8
T A=~ AR EXED LN TEET, R AR R E RO VNSRRI XA T D
N7 4y 7 EBEL B TLVEL DB EOL—NLET )T g VABETE S &0 H B
HNDLHLEETT,

ZIZT1IOoODYFIAE LT IEEHTE D CAGood CA)NEEDH DT 47 4 (Bad CA) I
MiE->CCAFHEZRITLTCLED. ZOGEAEZRIOHE L T ARWRREEZEZ THAE L &
INEHTERVWCAIL L > THITSNTAEHETH LS NT N T 7 v 7137 ry 7 Lo
NEHTEZD CADOEEHT=—NIZHLIENUND VT 7 4 v 7 IFFFAILIznwWE LET, 2
I TCHELERDLIDIT.CAIEHERBLIOTXTOFRM CAGFHELT v 7Fr— R L., ZDHITK
DESITN—IENEFHTHZ ETT,

Rule 1: Block issuer CN=www.badca.com
Rule 2: Do not decrypt issuer CN=www.goodca.com
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F16FE SSLA—ILDO¥EME |

WM Ry —RNDOSSLA—LDEE

= NVEZ D5 B IIRO L 512720 9,
Rule 1: Do not decrypt issuer CN=www.goodca.com
Rule 2: Block issuer CN=www.badca.com
W@@w~memMm WX TREEINTZTXTO N7 4 v 7 IZ—F L, £DOPIZIE Bad
LT EHESNTE NI 74 v 7 BENE T EDN T T4 v 7 2FBDONL— VI —E
Lﬁwt&wﬁu®%éb774/&i7u/7éﬂ¢u#73ﬂ57 EMEDN S D £,

FEAZETE =V LEYA MDD NF 7 4 v 7 BFHFAITE— LV OEE

SEAEO = 7 %479 & SSL v a UAKENL. SN DN — OB —3ERHEN

P =T TICEEMS T BN TWE T T U OFEHEL — ﬁzbfb\éz’)w‘: IME T TAT

FDT T T FREIAICHERE L E I[85 - BE 4 (Decrypt - Resign)] 77 ¥ a i -H‘»«/\DE

HELZZEL TR IA T MIET LW OIEEREENLTWDTZD . 7T ‘7#‘7&@“(
DFEAEZE =7 LTV AT AT SN ENES S NE T,

LR 2747 TN GEREOE =0 72T 5% A b
windowsupdate.microsoft.com {:;}%;"fﬁéhfﬁ N.EDNTT 47 L *ﬁZTé SSL /L— /v %
[#5% - 7184 (Decrypt - Resign)] 7 7 2 > &/l L TRE T 5 L L ASA FirePOWER &
Va— VIV — NG FEICHBEA L TNL I IA T N T I URICELET, ZOER SN
72— NEEHEL. 7T UV T =7 L7 windowsupdate.microsoft.com DIFHE L —FH L
ﬁmtw7?47yhfivfm%ﬁ%ﬁﬁbif

IDRNTT 47 EFFRT 50— NGEAEOILEA LA & B S SDIC [E
& L 72\ (Do not decrypt) | 777 varvEMHALTSSL =L ERELETLSSL A Y —Tid,
ZON—=NE T T 4y 7L —ETHT T [1E5 - FE4 (Decrypt - Resign) ] /L—/L DRI
FliE L C< 7280 Web A MCIEHEICERINTZHT. 7 IA4T N 7708 hb =
SNTFEAEZRG CEET L BRPRD LIS EH  RLICGE b r ZICiieks e
Pefi A N R BAEAEEZ R R TE £,

T T4y 7 BEET AL NVEIE T ICERET S

FNIT 4y 7 DEGITY Y —RAEMBEE T LMD T N T T 4 v DEBLEFET LR

VW L— L ([ %5 L 720 (Do not decrypt) ] [ & » 7 (Block) ]) &, FE1T 9 % /L— /v ([HE 5 - BEFI D

% — (Decrypt - Known Key) |. [ % - F5% 4 (Decrypt - Resign) ]) & Y il EEESTé LT

T A=< ANRA LT HAREENRH Y FT, ZOHBIX. N T T 4 v OEBIZIETSZEDY YV —
AEWEETHHDONHLH06TT, 2. [7 77 (Block)] L—/LIZ KV (ASA FlrePOWER:E

Va—AREERA VAR v a VOB ETHIETORNT T 4 7 BNEEIT DA RN B
FI MOBEENTRACRETHE. DFVL—LDEy FT EVEELWVWI L—IRNRL T
Vo 7y a U TIE 2 WSS ITIE ROIEF TL— LV ERETH 2 E2BE LTI,

o —HITBEEHMIINT L ITTIEN N T T4 v THOT 72 a NIFEITLARAVE=H L—)L

e FAPEDA AT L VBT PICNT T4 v s BTy 2+ 5 [Ty 7 (Block) |
JL—)L

o WHbNT7 T 4 v 7 BES LRV 125 L7224 (Do not decrypt) ] /L— /b

o BHoOWEX—ZHEMLTER NT 74 v 7 217 5T 5 [1H5 - B D % — (Decrypt -
Known Key) ] /L — /L

o Y= NIEHEICHBEALTOIZLICLTHIEN I 7V 4 v 7 2 H 5T D [1EE - B84
(Decrypt - Resign) ] /L —/1
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| 1o

SSL /L— L 0D ¥l

KUY —Rmo ssLr—rogE 1

ClientHello D5 OESCNEALAHT

ClientHello D25 & % SEENLAF 19 5 121% . ServerHello F 7213V — NEEBHE S — T 5
JL— L DHEIZ, ClientHello A vt — Y CHFRRER S &K T AL — L 2EHE L T,

BHXGET SNA AN SSL Y Ry = A 7 203 % & X2, ClientHello A v £ — Y& EH LT,
Wi OREEE RO L ENTEET, /2L 21X FirePOWER ¥ A7 AFEM S izt > v a
VEEGETEROOTJEMA Y v REHIBRTX £,
VAT ML [ - BB 4 (Decrypt - Resign) | 77 ¥ 3 > & & e SSL /b — /WIT A — K S+
E) LR TEBEE ClientHello A v — Y2 EETHDHTT, VAT ARH LW —~D
b v a U EROICKRE Lz & Zid, Y —GEET — ¥ % ClientHello O ZLER (2134 H
T“% FHA, ZHFEF LS TWRWRYIOE Yy v a e b aRERH Y FT . /LY T4
TV R DDOEBFEDOEEE T,V AT AI Y — NFEAESMA & & T/ — /LT ClientHello X > & —
VEREIIC B I E A vE—V R0 L C HSORREEER I TE ET,

ServerHello ¥ 7213 ¥ — /GERAE S GEAE G4 GEAIZEDO AT —Z X 5 A A — F /N —
Vay)e %+ —% ClientHello & (V' — Fy U —27 VLAN # 7 R— h =2—
P.T TV r—a URL AT 3 Y) & —&T 50— LORNCELE T 5354 | ClientHello D2 H
A7V Ty a VB BE IR T RNE Yy Y a v OKEEST LR TEET,

NRIFp—< U AEHETSHSSL A VAT Y g VERE

A4 v A ALE (Any)

B SSL AR Y U —B XL — X Z&DOY VY —AEHET HAEEMENRH Y £9,SSL A Y
A EN D L  ASA FirePOWER £ 2 — /LT _RTCONL—LEZF EDTEM L. T 31
AWKy NT—2 877 47 OfHTZEH T2 EEOILEE Y NE{ERLET, 7 /314 AT
PR—=FENDSSLA—NVDORKEEBZ CNWDILEEETLIRY T T v 74 RURK
RENDGEDRDV ET, ZORKEIZ.TNAAZAOYEAEILCT ny T Koo 3FE
FRERICEL > TRRY £,

J— )LD B4l
WDOHA KT A4 F.SSL V— VO HH L E T —< 2 ADmH EIZ&RSLH £7,

o = LDOVERIFICIT. B 2R T D ERIIARERBO DR LET L 2IE Ry FU—
TEMETII ML DIP 7 RLVATIEARLS IPT FLA Ty 7 2 LET, R— hRET
ai\ﬁf; MEFHEFEH LET, 77V r—ra VHIIB X NURL 7 4 V&2 ) U TR FETTH

AT TV r—vary 74NV FZE URL AT AV BIOR L E 2T —va &2 HHL, . 2—
%?ﬁﬂﬁﬂ%ﬁéﬁfréfﬂ/\ X LDAP =—% Z L —TF &2 L £,

SSL L —NEHETHEMATHIA T V=27 MIBEZESLTH N7 A —< A M LEL2WN
TLICHEBEL K EEW 2T S0EDIPT FLAZ 1 DDy NI —0 T2
MIEGOTHEHTLIZ LR T =~ AW AV v MIZ2 KB 6DIP 7 R
AEERINCED D X0 BHITHER EOAY v MR ®H LT TY,

o TEXAMRY X2UF 4 Vv LA —NEHBRLET . TAAADAL L H—T =2 A A
NS —VHIREISNEAL—ILD S —2 D 1 DI NEE I—IUIF DT INA ZADINT f—<
VAR5 2 £ A,

o N—EBEICEHRELLZWVWTLSEIWMETEHE N T 74 v 7OBRAEN 1 DOFMTH54o57%
BEIIE2 2OF5MEEEH LRV TLS SN,
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F16FE SSLA—ILDO¥EME |

WM Ry —RNDOSSLA—LDEE

FFT7 4 IV EBEDRE

N7 4 v 7 EFERTT I IROEZFHEIZHE S T ZI0,

e "ITA4VIDEBTII. VT 74w B EBSL. TR ar be— a2 EHL THRET
HUMBDY Y — AV TEE LET AR ERKLVIAALTEE S LV— LV E2ERT D & ASA
FirePOWER €2 22— /AN EZ5T D5 8T 7 4 v 7 BN LB RN RHF R E 50— K0
HDOTHERELT. N T 74 v 7 EBICHERUED Y Y —A B ESNET S5 ~NT
T4 IR WoAESLIERICT 7 A o ba— b b=V EHH L CHFRE2137
0y 7350 TIERL.TELRET Ty 7 T50FERFEST LRI EE2BRLET,

o IW—FEITTLCAILESWT NI 7 4 v 7 BEHET DL IICHEHEBRT — X ZADLM AR
ETHHEAIT.L—F CAFFBHEZRB L — F CABHEHT = — L HNOTXTOHH CA FGEH
ELSSLARY —IZT7 v a—FRT5L95C LETEEHTEXS CADEEF=—NDOT
NRCOIT T4 w73 EERLTHEAINDI XD REREFEIEBINET A,
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