RFE DB RO

Xy NT—=I B AR)—TCE&FE8ERT) oy Y2 FHLC . F=4E8 12y NU—
~DRFEDKE 7= L 21% . Back Orifice KB HEDODR— AR AT BERFNT 7 4 v
JIZko TRy hY—7 ZBAMKEBICHROELY AL — F R—2KBR P AR TEE
T L BAL—LVEIFL—LO5 BN T ) Tat v OBtz nE LT 58545 % v
NO—0 5 AR) v—Da—WP A =T oA ATEFT) Tat vy bRNESLIN-E Ik
DETH. VAT MIHABICHAEORE T ) Y v b2 M LET, M VT b
AL LR =BT AHIFFEH(18-12 X—I) B L T &,

RARY Vv —=TRETHE VT 47 T—HBRHEHEAL T vy T o 7R 8ET — 5 O
MR LR EEmT A b TEET,

BEDEBOMIEOZEMICOWTIZ ROEAZBBL T ZEW,
e Back Orifice @i (28-1 ~X— ) TliZ.Back Orifice OB HIZ DWW T L TW\WEd,

o F—FAX ¥ O (283 X—V) T KFEOR— M AF ¥ 2 ONTHFH L. A— KX
Xy UM AL CORBRICEBTAHNCR Yy N Y — 2 kT 2B 203 5 kA
BALTWET,

o L— FR—ZAWEDFLIE(28-10 X—) TiE, P —ERXHE (DoS) B L SYN 7 7 v FIRE
ZHFIT D BRI L 0 ET,

e BUIVT 4T T—HBH02821 R—V) T ASCUTHFA DB YT 4T FT—H (I L
Ty b A= REGOHSREE SR E) A RH L TANY MEAERT D HEEZHH L T
ESc

Back Orifice Dfg H

Z A & > & :Protection

ASA FirePOWER ¥ = — /L (X ,Back Orifice 71 7' 7 ADOFEEZHRET 27 ) Tt v 24
HE LTV F 9, Back Orifice 77 77 A2 X Y Windows &5 A MMIXTAEFET 7 & A2 TS
SN D AREMENH VW F 9, Back Orifice 7’V 7t v iX . UDP 7 7 4 v 7 L. X7 v b
DEFMID 8 734 FIZdH W XOR THi 5/t 4 TU %, Back Orifice magic Cookie [* 1 *qury? | % i
£7,

Back Orifice 7V 7t v IEREX—URHV FITN RES 7T a iddb v £H A, Back
Orifice 7V 7ot v b RHEBI/2> TN TH LU TORIZV A RNT LY Iy Lb—1n%
A L w924 X2 MIER S EEA,
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B Buack Orifice DRH

FIE 1

FE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIE 8

& 28-1 Back Orifice GID:SID

TV Fukwyy

Jb—)v GID:SID 3B

105:1 Back Orifice b 77 1 v 7 it

105:2 Back Orifice 7 7 A4 7> b b7 7 4 v 7k
105:3 Back Orifice +—/N v 7 7 ¢ v 7 f
105:4 Back Orifice Snort /N 7 7 BBk

[Back Orifice #%0 (Back Orifice Detection) | ~_X— Y %2 #/R9 5 Hik:

[% % (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [R U ' —
(Policies) > [7 7 A 2> hm—/b 7K U - — (Access Control Policy) ] DNAIZIEIN L £ 7,

[727®A 2> hr—1 KU > —(Access Control Policy) ] X— Y NFERINFET,

WET D7 7R aryha— L R —ORIZHLmET A2 () &7V vy 7 LET,
TR arvba—L R v— T 4 ERFRINET,

[FEMIER E (Advanced) | # 7 # I L £ 77,

TIRA aryra—)L KR —OFMHEESN—VNERINET,

[y b T —27 558 L1E AR Y 32— (Network Analysis and Intrusion Policies) ] DAEIZ & 5 fRE 7 A
(g &7V v LET,

[* v b U—27 5381 4R AR U > — (Network Analysis and Intrusion Policies) ] N v 77 v 7" o7 «
Y RUBRERINET,

[y T —2 38R Y > — U A bk (Network Analysis Policy List) ] #27 U » 27 L ¥ 7,

[*y bU—27 58 Y 2— U X b (Network Analysis Policy List) | iR~ 77 v 7 7 4 > KU BFEK
RENET,

WETORY O —DRICHORET A 2 (o) &7 Vv 7 LET,

BIORY O —ICRIEGFEOEENDH HHAIT[0K] 27 Y v 7 LTENS DEE ZMHE L L%
FATLETBIDORY O —TORRFEDOEREDRGFEFIEZOWNTUL A DOMR EARY o —2F
DOFEE (18-16 X—) S L T2 &,

[V > —1F#H (Policy Information) ] X— U NERINET,
EROF T — gy SRV T [REE (Settings) ] 27 U v 7 LET,
[F%7E (Settings) ] XR— Y BF RSN FE T,
[4FF i€ D& B 1 (Specific Threat Detection) ] @ @ [Back Orifice 2 %1 (Back Orifice Detection) ] 2%
AN TNDMEINITE 2T L2 DOBRERH Y £,

o VT IRHEDIR-oTVLLEAET WMEEN) ] 227V v 7 LET,

o VT RN o TV DLGAEIX. A2 (Enabled) ] 227 VU v 7 LT b [tk

(BdiN] =27 U v 7 LET,

[Back Orifice f& %01 (Back Orifice Detection) | X— VDN ERRINFE T, X—T DO A vE—T0L,
HEEZTTRARY U—WEEZ R LET IOV TIE. Xy N7 AR Y o —F 72 13R
ARY v —=TOLAYOMH(19-1 X—=V) S LTI IZE 0,
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FIE 9

RK—rzxxvropty B

R —DOREREOUGE . EEOWE F/-I1X AT AL v v a2l lEBLELI-EETOK
TEFEITLET G OWTIT. A O LR ) =BT OfET (18-16 X—) SR L T
<TEEW,

A— MR ¥ U ORH

7 A & & :Protection
A= AF ¥ LT WEBEPBHBEOREHEMR E LTI ENTLI Xy NV —27ATOEAXT
T R— P AT ¥ U IR HBEDFINCH T L=y &2 X —47 v b RA MIEELET,
WEEIIZL DBEBANRIGET D/ Ny hERRDZETHRANTEDOR— RN
TWENZE LTI TWAR—FTEDT I r—vary 7 habRNETINLTWHEHED)
 EHBEH D VIIHERIC L > THIITE £9,

A= M A% ¥ VBRHEDBAEDNCR > THTH BARY —0 [Jb—/L (Rules) ] X—T TY = X
L—Z ID(GID) B 122 IZEE SN — L E AN LRT N AR— M AXY > T 4T 72D
HINZTIp o TDDR—FAF Y XA TRR—= A A X MEER LN EICEE
LTSV GERIZOW T TV — LIRBEDRRE (27-22 _X—) | & T3 28-5(28-8 X—) | &
ZIRL T &N,

A= AF v X ZTNEERTIEHBEOGLII 2 ) A, EZE HBENMEHT 2R — A
Xy UFEOPICIT. EYR2—F RN Ry hT—7 THATAHIAEERH LD LH D £,
AADR—FAXY Y TAT I EIXT VT A ET 4 DORE— BT HE NI FIET EER
DHDHR—FAFY VOR[REERH D HOZHBTE L L ICHKFF I N TWVWET,

WEENR Y NT— T 2R ET H2DICEEO FEEERHT2 L3 L<H Y 9, 8%, K&
FRIRLEHEOTa bavEH LT X~y N RA ML I EIERISEEFIEHLE
T FZORMIX. Tyl ENTEREXA A TOTa bar Rl EHTEARREEOH B T 1

FaLELZVIAATHN ZETT UTFORIC A= MNAXY Y T4 T I XTT I T4 7IZTE
AHre ha ) EEE L FE T,

7 28-2 V=S N= S

v h=a |3

TCP TCP 7o —7 & LET 72 & 2T SYN A%+ > [ ACK 2% ¥ TCP
connect() A ¥ ¥ > 3 L O Xmas tree, FIN.NULL & W o 7= 85727 7 7 2 fHAH
DOEZAXY 728 TT,

uDP UDP 7u—7 %2 LET .72 21X, ¥a Xf FD UDP X7 v h X TT,
ICMP ICMP = =t — 33k (ping) 2 MiH L £7°,
P IP e bal Ax 2R LET, INODOAF ¥ T WEBENFHNTHD

H—r&ROT LI ELTNEDTEARL ¥ —F Y b KX PTHHE—-bEh
TWBIP 7B FalzRBALEI ETHDDAXZTY U THDHT2D , TCP A
v UBIOUDP AF% ¥ L I3ELRY £9,

AR IR = ARy VT 4 T 7 2R o TERSHER . 7' 1 b a2 V&5 255 I3
ESNET T 74N FTIE A= P AF v VCRHEOT v b a/ VM b EE A, LT
73 T, Internet Assigned Numbers Authority IANA) |23 7' 02 b a VFEZRNED Y THNERA,
IANA TIX 255 # PRIFE S L LTHREL TWDA O A= FAF ¥ o A X R TIX, ZDA R
MZBEAT G TN EE SV RN 2RI, ZOFFHEH I ET,
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B R rxxxooBH

— I H =T P RA O AF Y IR A SO . BLXOAF v R BOR— OIS
LT AR —=FRAXY 034007 A BT ONET UTORIZBMETELR—F A%y
TITAET 4 DEA T ERBEHELET,

Z 28-3 HN— P RFF DS 17

% A 7 (Type)

B

R—FAF ¥
s

151 OFR— FAFX ¥ WEBEN1SFIZDEOFRRA NEFEH LT UK
—DH =4y b IRA N EOEROR— 22X Y T HHETT,

15f 1 D R—FAXF ¥ IR DO XD A H Y 7,

o VEORANEMHLTAF Y

o H—DEKRAMEAXRY

o ZHDOKR—FEAF ¥

ZDOFA T 2 T TCP,UDP,. B L VIP AR— h AF v U A S 1,

R—= AL =T

I KZDOR— AL —F BEEHEN 1 OFE-ITDEOFRA NEHEHL T,
WO —F vy N HmANEOB—OR— N2 AX v T34 TT,

R RN AL —=FIIRD L 5 I BN b v £4,
o VEORANEMHLTAF Y

o ZEDKRANEAF ¥

o VHOEAFDKR—FEAFXY

ZOF T 3 o TIE. TCP.UDP. ICMP . B L WVIP R— k 2 A —F 23
SnET,

FTaA R— kA
v

11 DOR—FRAF YV KHEBENRA TS —T 4 LY —RIPT RL 2R
BEEBEOAXF YL IP 7 FURICRES L4 T,

TaA R—=FRAF ¥ VICIFRO LD RFERH Y £,
o ZHORANEFEHLTAF Y

o DHOFR— e EETAF Y

s B (X3P B)DHRA & A F v

FTaAf R—hF AXy 2 A7 a3 T TCP.UDP.BLXOXIP Y1 b=
A—=FAX¥ UPBHHINET,

Sy — b &
Ty

Z5t 1 DR—F2AF % LV BHORA FRE—DKRA 27 LTHW
TWHHR— M ERD5EE5TT,

DHIAR— F A% ¥ TR O X BRFFERH Y £,
o ZHOFRAPNEHEHLTAF: Y

o ZHOKR—F 2 ELETF ATy

o HM—(FLEFAPH)DORAMEAF v/

SEIAR— R A% 72 9 TIX.TCP.UDP. B LWIP 71 k=1L
R—FAF vy BHEINET,

.

A= AX Y T4 T 72X FIZT 0 —THREARA DL OBRERZIZESNT, o —7|Z
BT 2 METSG L E 3,728 21 E Web 7 747 2 FA Web h— NI+ 5 & &7 74
TV NI = RDOR—F 80/tep MBHNT VWD Z L ZHEHV I ZDOR—FEEALET. 2721,
WEEE WY — R it T 5 & IR KBEE T T O — 30 Web —E R E BT 50 89
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RK—rzxxvropty B

POV TOBHRIIES ) F& A, B FRF ¥ F (T 7 2 FEEITE (DD ICMP F
HERREE 72X TCPRST X% v M) & B2 % & ZDISE A BIERR— h A% v o & LTRERL
FTEESEETANZ N VT TETFNRAL Z(T 7 AT T4 — AR —L 7 E)DfZ 5l
A=y N ARANBHLIGAE . ZOT RIS BICHEEICZRY £, 208 AR— A%y
VT4 T AR ERRE NI B L SN T F Y IR R R AT AN
v hEART DD ENTEET,

LIF ORI GEIRATHEZ 3 DOBE L~V 2 L7,

# 284 BB L~

1920 % AR

& (Low) Z—=0y b ARA PO OREISELTPHREHSAET  BREEZMZ L7201
OB LAV EZEBRLET L REDH A TDOR— F A% v (K
HINFTEAF Y T ANE Y T ENTAF Y ) BARS D AREEDRH D
ZEITERELTLLEEN,

OV EMHHT S E A= b ATy MO EER AR £,

1 (Medium) | A b ~OEGHICE SO THR— M AF ¥y U3 ESET, LT 7 o
N TENER— NAFy U ERHTCEET  AE L. Ry NU—7 T RN
ABWT T T AT XU E RA NRIEFICT 7T 4 T IR GAE AR
DRAETDHARENENDH Y 7,

[ A ¥ > ¥ DM (Ignore Scanned) ] 7 « —/V RIZ. T 77 4 772 A RD IP
T RLZ2ZBINTHE . FDX ) RBEREEZERETE 9,

OV EFHTAE AR — P AX Y OB OFTEREAEL 20 9,

i (High) BFICESW TR — P ARy UBRBIH S E T, L2 > TR —ZADR—
FAF YU EZRHTEET L. .2OF T a v 2 HT 28581 [AF v

¥ B D HER (Ignore Scanned) | 35 L O [ A & v F D #&4H (Ignore Scanner)] 7 4 —
JVRIZIP 7T RV RZRET H L0 ) HFIET HREZNT CEEICT 77 4 %

LTI,

ZOVV T D &R — F AX v CBRHOPTER S RIS R < 2D £,

I OWTII ROEZIRESI L T E &,
o A— FMAX¥ RO E(28-5—)
o« FB—FAFF L A2 FZHONT(28-8 —)

R— M AF ¥ U BHORTE

5 A &> X :Protection

R—=F A% Y o BHOREL TSV a 2L T R—FAXF Y T ATV RICLDAF v
TIT 4T A DOUVR— N HEABHE X £,

K= FAF ¥ VBRHBEDNZ /2> T TH, [Jb—/b (Rules) ] X—Y T = % L—# ID(GID) 28
122 ICRESNTZN— IV EFEBNI LTI R— N AXF Yy T AT 7 XDHEDTI>TND

R—=FAF Y AATNR—=FAF Y AR FEER LN EICEE L T EE W, GEM
IZOWTIE L— /WIRIEDFRE (27-22 X—) L AR — F A% ¥ Ui SID (GID:122) D3 2 &M
LTL &,

Cisco ASA with FirePOWER Services 2 — W VEBRBRENA F 1



WE  BHEOBREOBRH |

B R rxxxooBH

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIE 8

FIE 9

A— MAX ¥ UIRHERET D HEE:

Admin/Intrusion Admin

[% 7 (Configuration) ] > [ASA FirePOWER 3% i€ (ASA FirePOWER Configuration)] > [ U 3 —
(Policies) 1> [7 7 A =¥ b r—/L 7K U 2»— (Access Control Policy) ] DJAIZER L £ 9,

[77tA 2> hr—/ K Y T —(Access Control Policy) | X— Y NERIRINET,
WMET DT 78R 3y ba— L RY —DORIZHLMET A2 (o) &e2 ) v 7 LET,
T/EAavbr— L R V= =T IRERENET,

[FEHRX E (Advanced) ] # 7 &I L £ 7,

TR ary k=)L R —DFFMEESN—UNRRINET,

[ry bU—27 5541 L2 AR Y - — (Network Analysis and Intrusion Policies) ] DREIZ H B iRET A
a (g &7y 7 LET,

[y NT—27 58 L2 AR Y 2 — (Network Analysis and Intrusion Policies) | AN > 77 v 7 7 ¢
YRUBRRINET,

[y bU—Z 58 Y >— U A b (Network Analysis Policy List)] #27 U v 7 L ¥ 7,

[Fy bU—Z 544 Y > — U & b (Network Analysis Policy List) | iR 77 v 7 7 4 > KUK
RENET,

T 2RY —DMITHLWMET A 2 (&7 )y LET,

BORY o —ICRIRGFOEERH HHEIT[0K]Z 27V v 7 LTENL OET 2L LM%
FATLETBIORY O —THRIF SN TWARWNWETNEZRFT DM OV TiE, [was
Committing Intrusion Policy Changes; update xref]ZZH L T 7230,

[V > —1F# (Policy Information) ] X— Y NE/REINFET,
RO s —ay /NR)VT [ERIE (Settings) ] 227 U v 7 LET,
[FX7E (Settings) ] N— YV DERRINFE T,

[ 7€ D& B 0 (Specific Threat Detection) ] @ [N — k A 2+ > i H (Portscan Detection) ] 234 %)
7o TNDENE I MG L T2 2OEIREAH Y £7,

o RENADRGE. [WMEEI)]Z27 Y v 7 LET,
o RENENTHDHEE A% (Enabled) ] 27V v 7 L. [fWE(Edi)] %227V v 27 LET,

[R— kN A% v i (Portscan Detection) ]| S— Y NRIRINE T, N—Y DA vE—V
EREZEUDRARY O—BEEZ R LET MOV TL Xy hT—27 G5 RY >—F
TZIFRBARY > —=TO LA YOMHEH(19-1 R=P) 2B LTI ZEN,

[7'2 k2L (Protocol) ] 7 4 —/V RIZ L FOT v harvo s b BT b7 v barziEEL
£7

« TCP

« UDP
« ICMP
« IP

Ctrl F—F72XShift ¥ —Z2M LRSI ) v FT5ZLICkoTHEED 0 harzi#iRd 5
M EEDOTa hanE 7 U7 LET Mo I har 247 0EREBRLTLE
v,

TCP # N L TAX ¥ AT AHIZITTCP 2 MU — ARLENF NI > TW5HZ & UDP 4"
LTAX ¥ 2T 51212 UDP 2 MU — AR ENZ /2> TWAD D ERLE T,
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FIE 10

FIE 11

FIE 12

FIE 13

FIE 14

FIE 15

()

FIE 16

RK—rzxxvropty B

[A% ¥ > ZA 7 (Scan Type)] 7 4 —/V RIZ LA FOF NSRS RDOR— N A% v o Z2HREL
i‘j‘o

o R—FAFX ¥ U
o R—hAA—T

o TaA R—FAFyr
o EIIAR— R AF

EEOT o b a VAR E RIS B2 Ctrl = —F 7213 Shift F—ZH LN
Vo2 LET HMIOWVWTIEZ. A= FAFY L OX AT ORESHL T EEN,

[B&% L ~L (Sensitivity Level) ] Y A E T AEHT 2 L)L (R H L E7213m) 2R L £,
PRI OWTIT BEE L~ ORZZR L T Z3 0,

F 7 a TP ORI (Watch IP)] 7 4 —/V RIZ AR — NAFX % 777 4 7 ¢ OIREEEE
WIDHRAMEHELET  TRXTOXRY NUV—F b I 7 4w 7 #BEHT L5 T. 207 4 —
NREZEAOEFICLET,

HoOIP7 FVAEET FLA 70y 7 HHNEINODOWTNNEEMmG 20~ T
XE) 572U A P ZFETEETIPVEBIUIPV6 7 F LA 7oy 7 OFEIZOWTIEIP 7 F
VADRHI(1-5 ~=) 22 R LTI EE 0,

F 7 a T [AF v O (Ignore Scanners) ] 7 4 — /L RIZ,AF v+ & L THMET S KRR

FEHELET . Xy NU—2 ETHRICT 77 4 78R TORWEAR MERTET 1220
T4— )V REFHLET, ZOKRA N VA MIEMREE EHICET LT R 720WiEGgE
NHY EF,

H—OIPT7 FLAEZIIT KL A Tav s bA20IonboondTiunE-idm b 2 b ~7T
Ko7~ A N2 ETXET IPEBLIONIPV6 7 RLA 7Ty 7 OFEHIZOWWTIZIP T R
L ADOMAI(1-5 XR—=) 2B LT Z &0,

F T a T AX v VIEADOELE (Ignore Scanned)] 7 4 — /L RIZ AF ¥ DX —F v hEL
THEEETIRA N2 ELET Xy NV —2 ETHRICT 77 4 712> TWRWER A F &R
ETDICE.ZOT7 4=V FEEALET, Z2OARA L U A MIFHEBE & HICERE LA
IR BRWEERH Y £7,

H—OIPT7T FLAEEFIT RLRA oyl H50NIZN60WNTNNERIIm T2~ T
K572V 2 FEARETEXETIPVEBLIOIPV6 7 FL R 7y 7 OEHICHONTIEIP 7 R
VADOEAI(1-5 R=) 2R LT EE0,

A7 arT 2y FAMN)—ATEREGEN-E Yy a0 =% &2 HWrd 585 51L.[ACK A
X v O (Detect Ack Scans) | F = v 7Ry 7 A% F7IZLET,

Sy RAMI—A By arOBEIZACK A% U OBINCESEBEI N BRINT 7 4 v T
TREORYYy "3 Fa vy &b 3%y hT—7 TIL BoToA Xy PR ERINN B TT,

RY S — DA FREO: EHOWIE FITV AT A v v Va2 BT E2ELIEEFOK
TEEITLET MWL AR L RN Y O —EFTOMEE (18-16 X—) WL T
-
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N—hAF ¥ A X MMIZDONT

S A & X :Protection

R R 2y VBB EDNCR>TVTH. V=% L —& ID(GID) 122 & Snort® ID(SID) 1 ~ 27
DENPPERESINTZ V=V EFBNI LTI ADNCLEER— Ay XA T DA X
Y MIAR SN EEAGGEHIZOWTIT L — IR DR E (27-22 X—) 22 L T E S0,
UTFOEROITY Fat vyt L—) L SIDIFNZ KR — FAF ¥ XA 7 LTHBT D0

ERHAT) Ty L—ADSIDEY A RNLET,

£ 28-5 H— p X F+ HEH SID (GID:122)
el N IV ey —n
ZAT Fuban EELL SID
AR—hFRAFx |TCP 1% (Low) 1
Fa ¥ 5
ubDP 1% (Low) 17
7 EE 21
ICMP 1% (Low) AR FEERLEE A,
REZITE AR MEAEKRLERA,
IP 1% (Low) 9
HE T 13
N—hAA—>7 |TCP 1K (Low) 3.27
HEIEE 7
ubDpP 1K (Low) 19
HEIEE 23
ICMP 1K (Low) 25
HEIEE 26
P 1K (Low) 11
HEIEE 15
FaA R— kA |TCP 1% (Low) 2
Xy hEZEE 6
UbDpP 1% (Low) 18
HEIEE 22
ICMP & (Low) AR MEEKRLETA,
REIEE AR NEEKRLER A,
P 1% (Low) 10
HEIEE 14
SYHRI AR — & |TCP 1K (Low) 4
¥y ¥ 72 13E 8
ubDP 1K (Low) 20
HE s 24
ICMP 1 (Low) AR NEAERLERA,
HEZITE ARV MEAERLER A,
P 1 (Low) 12
HE T 16
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RK—rzxxvropty B

BET 27 Ty V—NEENITDHE R FAXY L T AT 7 XL > TRAALN
VEPAEREND LI FT EREINTEA R MEAMOTRTORAALARNERT &
INCERTEFET,ZE L A= AT ARV IOy b Ba—IlEREINSHERIT A
DEALTORAANRN FEITRLVEST 22T A= FAFY L AR MOy B
Ea—llRRINDHT A — /L FE.INLDT7 4 — /)L FOEREFEHL TRy NT—27 TiTb
NnNi=7a—70% A4 72 ET 5 HiEERHLET,

BAAXRY N Ea—Z2HBERIC AR AXFYy L ARV IOy F BEa—FTRIALF T
LET,

ER—FAX Y A NMIEBEO Ty MZESL D B—DOR—FFAF x> XFr v b
Hyoa—RTH5Z L TEFERAZEL AR FAXY 2 Xy b Ba—TC EHRERT
RTONT Y MEREBRTEET,

AR RIBR— N AX v VBT 4 7 7 XL o TAERS A, 717 b a v F 51T 255 1T
EEINET, T 74NV FTIE A= MAFX Y VFFEO Y 1 b a Vi IBEEMTF bvEE A, LTz
235 . Internet Assigned Numbers Authority (TANA) [Z(X 7' 2 h a V& SNE D B THEREE A,
IANA TiE255 2 PRIBRG L LTHEL TWATD A= FAF vy A XU TR ZDA XY
MZBEMT DN TWARSNRNZ L 2RI 72O, ZOFFHEHINET,

UFDORIZA—=FAFY U AR EDONATy b Ba—lRRENDERELEMLES,

Z# 28-6 HK— P RFF N p Bz —

& LB

Device AR "NEBRH LT NA A,

£ (Time) A R NRFEAE L TERA,

A o—v T oy Lo TEREINTZA X N A yE—U,

(Message)

Y —Z IP 2F ¥ MUBRAFDIP T RL A,

565 1P AX X VENTERARNDOIP T R A,

(Destination IP)

TIAFTVT 4 | AFYENTZER DL OFERE (TCP RSTICMP 2 AGEZR &) D

712> b (Priority |8, BEISEDENR L TNIELWEE . T T4 4V T 4 hor MREL iR

Count) D E7,

e RANETT 77 4 7 1a B, Z OEIL TCP X0 IP 72 £ O~ — A D

(Connection AX ¥y LD IEMTT,

Count)

IP Ay k(P AX ¥ UBORA MNMIESTHIP T RLAREBE IR -BEK. 72L& 2

Count) B EHIOIP 7T RUAR 10111 2EFHDOIP 7 FLANR10.1.12.3FHD
IP7 RUAN10.1.1.1 DHBEIP BT ME3 &0 £97,
TaXTRLDNS V—NRREDT T 47 KA BFTIE, ZOEEIZZE T
FEHETIIDY ¥ A,

ARy F/AX Y | AFY URBERANELIIAF Y VMR A RN (AF v DX A TITHELR)

XI5 1P # DIPT RLAD#EPH, R— FAAL —TDORE . ZDT7 4 —/L FIZITAF ¥

(Scanner/Scanned |V XHAA D IP 7 R AP RENFE T, A— M AF ¥ L OEFAIL.

IP Range) AFx AR AROIP 7 KU ARG RSVET,
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L— hR—REEDR;IE

Z 28-6 F— fXFF N f Bz —(fEE)

& #H A

A—hK7akha [TCPBIXORUDP F— FAX¥ L OESIZ AXF ¥ o tBOR— FBAEH
VIRV SN TT  ZEZIE ATy SN RPIOR— N 80.2 FHD

(Port/Proto AR— b7 8080.3 FHDKR—FNHFNE DHFAE . A—F BT M3 &7
Count) N F9,

IP782 haLiR—FAFXF v U OEEIE. ATy U RE A MR 572
WIHER SN Fa ngEE In-nkcd,

A—Kr7r ba |[TCPBLUUDP R—hAF ¥ OFAT AF ¥ SRR — bk OHibH
IV B (Port/Proto | T,

Range) IP72 ha/Ll R —FAFXFY U OBREITAF v U REGRA N ~OERRLT
THEREIN-IP P2 haL&EEo#E T,

BV TWAR— | Ax ¥ Ui RE R BTN TCP R—h, 2D 7 f—/L RiZ R— kA

I (Open Ports) X ¥ T 1O EOINIZR— bR SHEZBEICORFTRENET,

L— hR— XKD 1E

5 A & X :Protection
L— F R— 2L X R OMHE I3 KB E2IT O 2O OREMTIRGET 2 HBOZ LT
T, L— b XR—20OBMHEREELZFEHT L2 T L— b R=ZALERNTONATND Z & a2 B
L IRERREAETH LG TEET, EL  WEBINE > RITEBFEORHBREIZRERTZ &
NDTEET, L— M R—ADOKRHEERET B HEOFHMZIOWTIIUTO My 7 2B LT
<TZEW,
o L— N _R—XILEDOLH 2OV T (28-10 2— )
o L—h R—2EBHIE L FOMDT 47 (28-13 R—)
o L— b RN—2WERHIE DFLIE (28-19 X—7)
o EIEYL— LBREEIC OV T (27-33 ~X—)
o EIIL— LIRBEDFRE (27-34 ~<—)

L —F R—RAKLBOFFIEIZHOVWT

S5 A & & :Protection
L— K R—=R Ty NEEEDXy NT—=I AR V—%HETHIET Ay hUY—7 |k
DRANEXRE LIWELRT 774 8T 4 ZRHTEET A T4 E— FTEMINT
WDHTNAATZOMREEZHEHAT L L BEOHMIZT L — MR —AKBET oy 7 L . ZD%
ARVINETEEAKRLTCEN I 7 v 7% Fary 7 LAaVnKREICEEET,
U— N R—=ZXOBWEHEIX RER N T T 4 v 7 RNE—2 %A L EROERIZHT5ED
NT7T7 4y DEEBER/NRIZMA LD ELET, RIZ L— b RN—= REBITIIRDOWT I
DEERD U £,
e EBEDOFNT 74w 7T Fy NT—27 FOFRZ ML TR 2RSS TERNBET S, 2
NWIE.SYN 77 » RIBEZEWRL £7,

SYN DB H AR ET AL SYN KD IE (28-12 X—V) 2B L T 72 &,

Il Cisco ASA with FirePOWER Services 2 — U /VEBEBREN A F



| 288 HKEOBHBROMH

L—r— %o M

e FEDOITI 74w 7T Ry hU—27 FOARZ ML CREIREGENRAT S, 2T
TCP/IP £t 7 7 v FIEBAZEWL £,

RIRFEEL DR &2 5% B3 A 1IE, FIRFEERE O #liH (28-13 X—I) 2H ML T &0,

o 1O EOREDSEIP T RLAND NT 7 47 F72031 DU LEOREDEETLIP T
RLAWSD NTF T 4 w7 T I—LED—FPBENCRET S,
FEITLE IS RN — A DB L — VIREE 23R E T D IZIX, Bip L — LR AE D3R E (27-34
N=U)EZRLTLIEE N,

o TRTDOKITI T4 v 7 TCHTEDNL—ILEDO—BDBRICHKETS,

=)L R—= 2 DEIFINL— VIREEZ R T T DI BRIV — N REEDR T (27-34 X—) 2 &
LTS &,

Iy NI =T 05HARY —TiE. R Y —2Kicxk LT SYN 7 7 v FE713 TCP/IP 85t 7
Ty ROBHEZRETCEET BARY O—TIX flilx DIEANL—LEITTY) Tatr vy L—
MZKF LTl —h X=X T4 NV FERETCETET I N—L135:1 BLR 1352 I FETL— |
NR—=Z 74 VA2 EBMLTH . RITHY ¥ AGID:135 DIL—LTlX. 7 T4 T FEEE
JCOfE Y — " E 5O e LT LE T, 3OV TIX ISYN BB 1E (28-12 X—) |
L TR B DO (28-13 X—) 2B L T E &0,

L —h R—R T4 AR UTOaryR—32r bR EENET,

. TJ VK ETIIN = R=ADRETSE S ORTEDHE . XYy NI —27 T RKLVAD
BE

. %m@@ﬁ%ﬁ@w—w Bohyr v LTRESNANLV— LR
o L—hMEBBEBLEEAICETTIHLWT 7 a v

R =R ﬂL’C L— KN R—=REZHFRETDHE VAT AT — b XR—ALBEKRH L
k%ﬁf%«/b%imbiﬁW4/74/%Afi:t7/a/fb774/7%bm/
TTHZELTEET ML DL—IL—h RXR=R T 72 a 2R ETHEAIL AN
v N EART % (Generate Events) |\ [ K& > 7' LTA X2 h & 4£RKd % (Drop and Generate
Events) . [#£25129 % (Disable) ] ® 3 5D 9 b BN TE £,

o FALTUMELLTRESNDT 7 a v Ofkigi i

HLWT 7 a i BlhEns & L— b RZFOHBNICRESNIZL— 2 FE->TH,
ALT T MIETDHIETHEIND Z EIZEELTLEE N, &4AT?F%HF?75>{?ETL L—
Iﬁb%wﬁ%TEoné%QAkw@77/a/i%@w~w BB ESINET 7
VaL IRV ET RV —ERICEH SN DOREDGE. T 7 va i T T v
#é@ﬁ@»w”@?ﬁVaVKEUE?)*&T%??VHVﬁﬁﬁ%ﬂi?ﬁVHVﬁﬁi
SNET,

AU TA VRO L — b X=X OB KB A R E I3k T ey 735 8D
ICRETE LT, L— h N—=RDF REMEAENTOARWNEEES L—W [ X FEERT D
(Generate Events) | IZFRE SN TCWAIUEA XV IBRERSINE TR Ny bR Fry7En5
:km%@iﬁhdﬁi NS T 4 v 7R L— h R=2ADEERHRE SN —L
BLEBAIX.ZOL I RV — RIS [Ka vy 7 L TA Xy h&AERKT 5 (Drop and
Generate Events) | IZERE SN TWARN-T2ELTHO b= T 272 a vy B7 77 4 772
Ny RO Ray TREITINET,

L—h R=2DT 7 v a AL EN 2N — N T/ L) B\ —n e LT
T4l Ry L) TEERA L LAY — XL TL—h XR—= 7 4L F EFH
T DL FBELEHBANOBE RO SYN 7 v hEFILSYNACK A VX TV v a vk
BRI T4 7R L TAR bEAERT DI ARV IEER LTI T 7475 Ry
THZEMTEET,

Cisco ASA with FirePOWER Services 2 — W VEBRBRENA F 1



WE  BHEOBREOBRH |

W R RKBOBIE

R CA— I LTHEEDOL — N R—=Z2AD T 4 NV EEEFECEETRARY O—IZFIEIN
T DT 4V Z IR BEWVELERED Y TOoNET 22O —F X=X T 4 )LHX T
AV MBAETAEASII BEADOL—F R—R T4 NVEDOT I a v RNEFINA I LR
LTLEEWV AR AR =Rk T DL —F "= 7 L H L2 DNL—VIZFRE S
NEL— s RXR—=R T VEBRFEETHEEIL. A =D L — F R—2 7 ¢ )L F MBS
nEI,

WORNT BBEENRANMIT Z7EBALLYI ELTWAHIZRLTCNET NAT—REBRHL
L TAFITHRBOIREINA L L— F XR—AKEFIERREINTZNL—LNRN R T—E1
FT. b= F N=ZAOREIL /L —FD 10 I 5 BRAE LKA T A—VESEL [
7y 7 L TCA Xy h&AERT D (Drop and Generate Events) ] (2 L £ 9, 85 LW L— V@M
15 B%ICEA LT FLET,

BALT T EL . ZDO/ry MIkDOL—h XR=20Y 7V U Z7HBIC R vy 7&Nn5
ZEIEBELTLKEEW, BT T L= R BEERIFREOT Y SO L& W
% ER> TWAEAIX HLWT 7 va vk snE T . LT 7 v arBaolg s
FNOERRIT 7 v aCRENDZOF T IO TRICH V) 7 L—R3 L
XUMEE FES> TWAHEADHRTT,

1 234567891011 121314 1516 17 18 1920 21 22 23 24 25 26 27 28 293031 32 33 3435

Packet |} : : E
Matches|IYYYYY : ¥ YiIYYYYYYY YYYY YY¥ YY Yi YY Y
Rule? |i : ; : i
Drop? [ INNNNN: ¥ ¥YYYYYYY YYYY YVl YY Yi NN N
Alert? [ IYYYYY: ¥ YIYYYYYYY YYYY YYi YY Yi YY Y
Rat&f—base-d : Rate-based : Rale-based :
i samplidg period ! sampling perod : gampling period i
- E - - = — =
Rale-based timeout
[ |
8
Rate-based: Count = 5, Seconds = 10, New Action = Alert and Drop, Timeout = 15 A
(4]
SYN W& D51k

Il Cisco ASA with FirePOWER Services 2 — U /VEBEBREN A F

7 A & X :Protection

Xy hT =27 DHRANZ SYN 7T v RO RET DITIX.SYN B LA a V2R L E
J, ~EHETICREO DNy FOFEEEIC HxOFR A NEIFR Y NT— 7 2IRELR
HETDZLENTEET NV TEHADT N, ATIE AR AR TEET AT 08
ADTNA ATIE ARERN Ty e Ryl T52 8 TEET XA L7 7 MM OW TR
W= FEHIZE L < 2o TWIUE A X FOERB IOy o e vy 703EIELET,
72X 1ODIPT RUANLD SYN X7 hORRFFREZ 10 ITREL, 2O L X VWEID
ETHEZDIPT RLANLDOLURORRE 60 W7oy 735K 9ICRETEET,




| 288 HKEOBHBROMH

L—r— %o M

DX T arEAENNTHE NN ST VT 4TI ET, ZON— )V ETEITT
TT 47 L THIEIEH Y FH A N — VIRREIXFIC [ (Disabled)] & L TR RSN EH
SNHZ LTV ERA ZOF TV a v EAEMNITHE ERINT L — MRAEAEE LK
HTC =ML oTARY PBREREINET,

[ FRp 425 OD il
Z A &> A :Protection

F v RU—27 EOKRA NTO TCP/P i #HIRT 5 Z & T, ¥ — B A 5E (DoS) WEL, = —
FICLDAE 2T 77T 4 €T 4 ZBIETEET VAT AN AREDIP T RV AEIET KL A
FACTEFIITON TV AERNHRTEINTHREIE L L2 mET 5 & LIBORERIZ
HHLTAR MEERLET XA L7 07 M IBNHTT2ETIHE U— FRBICELRLS 2o
ThHh L—F R=2DA X MERNFITSNET AT A VEATIH L— MRERZ A L
TUMIRALZETCry beFny7XT5L0 IR ETEET,

722X 1 ODIP T RLUAND DR D KiFEEZ 10 IZHREL. 2O L VWEIZET
HEZDIPT FLANLDOLKEOBEG 2 60 B 7 o v 7525 L) IcRETEET,

DX T arEAENNCTDHE N—NIS2 KT I T 4TIV ET, ZON— Ve TEITT
IT 4 7 L THRRIEH 0 FH A, V— /VIRBBIXE I [[E%) (Disabled)] & L TERRIN AR
SINDHZEEBVETA ZOF T arBAMNIT H & ERSNTZ L — FERFE R L7
HTN—NZ ko TA Ry "R ERENET,

L— b R—=AKEPjILE ZDOMDT 4 )V H

5 A &> X :Protection

FIT 4y ARELIZV AT APERT AN M7 A V2 ) 7T HFBEE LTI,
detection_filter ¥ — U — R, L%b‘{ﬁﬁi@ﬁﬂ%ﬂ%ﬁg%@#&ﬁﬁf% iTo Lr—k A*‘Xﬁ(%ﬁjﬁﬂi
Gj:\ %sz'ffﬁﬁ—gﬂé Z k %) N L/‘éf M{E%EJZJ‘W%’J\ ifl&i detection_filter F—U— }‘ b{fﬁ%‘r\‘@:;ﬁﬂ
HEbETHNTLZ b TEET,

FEIZOWTIL L F OBl 22 L T2 &0,

o L— h _N—2KEPHIELHBHT 2 7 (28-13 ~—)

o BEL—VIREE & U & WVE E 7213 (28-15 _—2)

o RV T—REOL—F X—2RH & L& VMEREAR E 7213 (28-16 ~<X—)
o BEDOTANEY T HIRTED L — F X— 2R (28-17 =X—)

LV— N R—2AKEFIEE BB T4 NVE Y T

7 A & X :Protection

detection_filter ¥ — VU — ]\%{iﬂqﬁé L \?E”EO)EHF'H?W:/V~/V*’£Q0) L& 11‘1@@:5%'9‘—5 ES
T UT R H—EINFEH ALV detection_filter ¥ — T — RN EENTWDELHEE.
VAT LIHEOHIM NN DNRE =BT DERNRT y FOBEBILET VAT A
IXZDONL—IZONWT FFEDKEFEITLIP 7 RLANLOE v NI ETIXFFEDSE P 7 KL
AnbDOey Mk FTEET, L— =D L — MR T 5 & ED/L—/LIZH
THA R MEHMPBBRG S IVET,

Cisco ASA with FirePOWER Services 2 — W VEBRBRENA F 1



WE  BHEOBREOBRH |

W R RKBOBIE

LRI HEBEEN TN — T+ —A vl A T 505" LET,/NAY — FOHETH
BOIREINAHE TINS5 \-;X'Jﬂi_’éi’bf_ detection filter ¥— UV — R &dp/L—L 3 NV
7‘3 SNET, ZOL—IZIE b= b N ZAREIENHRE SN TWET, 10 LRI L—L

IS5k y 5L b= K RXR=2ADFEICLY S—/VEMDN 20 B[ Fa vy LTA R
]\ Z 4% % (Drop and Generate Events)] (CZE # S £ 3,

B RSN TWA LI RO 5Oy M3 —MZ—FE L TH. A X MIEKRINE
‘t’_-/u %Z"L i L— ]\ﬁ) detection_filter ¥F—U— I“"C:J:E‘Hﬂiﬂéﬂf_ L—h é’kg]ﬂj—éif JL—
MEI MY T —=EN2NTZDTT A=A N N T —END & AN MR I E T 03,
HIZSED /Yy A EIETHE T L— b R=ADEHEIC L > THLVIL—LE LT[R
1y 7L CA R b &ERT S (Drop and Generate Events) ] 28 b U B — S5 Z & idbH 0 £H A,
L—hF R=2DEHEIZ—FKT DL A X IRERENT Yy bRy 7EnET, 2h
.= RXR=2ADX A LT MIBINET L. 2D — PR LEVERMIZ/RAETHREE
T20 BRI HE L—hF R=ZA T T aNEALT UMY ETZALT U M
HEDONN Y MIkFEEDO L — F XR—=Z2AOH TV I Fa y 7S5 2 EIZER LT
STPEWEALT T IRRELERET AV I En-L— MIFTOS 7Y v 7 HIj
DLEVWVHEL—FZHEBLTWVWAEO . L— K XR—=Z2DOT7 7 a3 ViEFITINET,

[Seconds]12345 678910111213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 2829 30 3132 33 3435

Rule
Triggers

MatchEE\NNNNN. N EREN:NEEN:EEE B FEREENEN BN B: 8 NN
Rule? : ! H :

Dmp?| NNNN§ N NNNN YYYYIYYYY iNEENEE&:E Yiy v|y

? s : o s
AR IINNNNN |y yYYYIYYYYIYYY Y  YYYYYYYYY Y Y Y|y ;
Datact : I . : Detect ¢
filter : i : filter
sampling H : i Samrgvllng :
period i : : period !
5 : : i K >
i Rate-based I Rate-based i :  Rate-based ;
: sampling perlod : sampling period : : sampling period :
- - - e -
: Rate-based timaout :
» a
Detection_filter Keyword: Count = §, Seconds = 30
[
Rate-based: Count = 5, Seconds = 10, New Action = Alert and Drop, Timeout = 15 E

Il Cisco ASA with FirePOWER Services 2 — U /VEBEBREN A F



| 288 HKEOBHBROMH

L—r— %o M

ZOFNZII RSN TWEREAN [ Ky 7 LTA X N ARKT % (Drop and Generate Events) |
JL—)VIRHE% detection_filter ¥ — U — NEMAEDLETHEHIT I T A—LDE v ML
DIEDOLV—NMIETDHENT T4y 7D Ry IPRABIND LT HZENTELZ L
WHEBL TSV =ML — b XR=ZADORELMTT 2089 haikET DI v —
N[ Ry LTAXy bEAERT S (Drop and Generate Events) | IZF%E L 726 DG H &
detection_filter ¥ — VU — ]\%Eu 735 @fk%ﬁ)rj CTHDHIMNED VRN HDHU i{x]\T D)
—TlL—hLeZA LT U MO ﬁ%r‘&fjﬁﬁ‘ézgﬁﬁﬁ)éf)‘k DR LT 7SV G
WZOWTIE V= /VIREEORE (27-22 X—) 2SR L T Z 30,

By L — VIREE & L& VME F 72 i3l

Z A &> A :Protection

L& UVMEB L OH 2 LT =BT 54 X MR EZHIRT 50 £ 72134 R
AN Z OIS Z LI E 0 GRRE A A R R AERENRNE DT H I ENTEET,
L& WME &I CHERAFREZR A7 Y a VOOV TIE, A X2 b LEVEDORE (27-25
NR=U)BLWMRARY =L OMFIOFRE (27-29 X—V) ZSZH L T IZE 0,

M Z L —VICHEAT 2L VAT I L— N R—2ADT7 7 a PN EREISNEZLELTH. Z
DIV—VIZET DA XY Ml Z ST H5TXTOIP T RLRZ L THHILET, —FH. L
FUVMELE L — F _R—XDFHE L O)FHEJOD*EEVEﬁH LS DM 7,

UTICHBEERNTN— 7 —A 0l A BT o0E2RLET ANAT—RERHEL LD
ETLRITHRYIEIND & b— F N—=ABEBIENERE S NI L— AN N T—SET,
10 LRI L=z S EE y 958 L— b XR=ZXDOREIZEY N—VBEMHER 15 BRI F
vy 7 LTA XY R &EARKT S (Drop and Generate Events) | ICEAE INLE T, I 5, EfRL Z W
fElZ &0 =V THERATREZe A X2 b OB 23 BRIT 10 ITHIBR S v E T,

l WRENTWD X EBHIDOSED Ry b3—FT DL V—FA X b EAERLE

T 5D T Mw—/v THELTEB VL= XR—=RDOEERF LT 7 a LT[R
vy 7 LTCA Xy h&ARMT D (Drop and Generate Events)] 2 b U W — L KD 5 HD /N > b
M= —F LR R TA R PR ER SN ATy FE Fey 7 LET 0B DT > b
D= —FTH &, ERLUEIVEIZET 5720, A7 AFFKRY O3 » MMZOWTEA X
YINEERTHZ LR Rry T LET,

574)A7r7 FMEb . ZDNTy MIgkOL—F X=20% 7 o 7HIIC ke v~ é:hé

CEIHEELTESEW YT S b= FRBAEL IR OY 7Y o Z IS
l/‘ﬁl/_ MNEBATGEIX T LT 7o a DTS NET H LT 7 arBDied [/l’“\“
> b &A% 5 (Generate Events)] 7 7 ¥ a VIR SN DS DI Vo7V v Z I O 58 TR Y
YINY T L= R LEWEEZ FES TWHHEEDORTT,

Cisco ASA with FirePOWER Services @ — W /VEHBRET A F
[



WE  BHEOBREOBRH |

W R RKBOBIE

Seconds|1 234567891011 1213141516 17181920 2122 2324 25 26 27 28 29 3031 32 333435

Packet
Matches
Rule?

Drop?

Alart?

¥ ‘|" YYYYYYYYYYYYYY"‘(YY ' ‘r‘i‘l" Y ¥

i

NYYYY

| 1 i )

i ‘ : i

| H - -

iNNNNN Y Y“FY‘FYYYY‘FYYYY‘FYY‘YY‘Y‘ i YiINNN N
| i s i

I l . " :

i‘r“r“r“r“\" Y YW‘(YNNNNNNNNNNNN‘NNN . YIYYY ¥
i - = : - i

| Rate-based | Rate-based : Rate-based :

E sampling period | sampling period : sampling period I

O : -' ¥ 0 -
. : Rate-based timeout :

. = = .

' Threshold period ' Threshold period ...

= = -

Rate-based: Count = 5, Seconds = 10, New Action = Alert and Drop, Timeout = 15

203

Thresholding: Limit = 10, Seconds = 23

ZOFNZIEREINTOVEEAR, LEVEIZELIZA/C L— b XR=ZDEE > THLWT
7varNhI T —ENTEGE VAT AET 7y a v BNERSNEZ L ERTH—OA Y
FEART D EICEBRLTLEZSN, LER> T 2 2IF ERLEWVED 10 IZEL TV A
TANAXRY FOEREELEL N4 FBEBONRry NTT 72 a VR[4 X bEAERKT D
(Generate Events) | 205 [ K2 v 7 L TA X k& 4T 5 (Drop and Generate Events) ] (22 &
NDE VAT AIT 7 v arPERINZZ AT T I HFEIOAA XU MEARLET,

RY—2FED L — b R—XfRH & UEVERER E 7 1380

7 A & X :Protection

LEVWMERS L OISl 2 L T E e E 7213568 BB 5 4 XY MO EHIRT 25, F
el = O AN i 751 Rt w1 11131 e s il it LV BG 5F P GRNVZ N/AVA =5 < W (WA L T ol B e I
NTEET, LEVEE I CHEMTREL AT 3 VoI O T, Z 2 — L L& VED
FIE(29-3 X—) A XU P LEVEDORE (2725 2—) BLIWMRARY > — 2L oH O
a&“ﬁ(27-z9 NR=)EZRLTLZEN,

WMHEN L —VICEA SN TWBEE R V=2 K FEF IV —VEAED L — F XR—Z2ADEIEIC
FoT b= R=RDT 7 v a v PERINTZELTH Y THTXTOIP 7 KL XK
LTCTEDNL—IVICET DA MBI IHE S NET, —HF . LEWEE L — | X—ADHEUE L
OB OMAEERIZE SICHEMECR Y £,

PLFIZ Ry R —7 EOARA MK LT HEE DY — B 25 (DoS) W & T 5 il % 7~
LET R UEEILHLEZHDOARA MKt L CTRFHER D THOILD & R Y v —2Ko [[FREHE

%t D4 (Control Simultaneous Connections) | FXE2 F U H—Z N FE T, ZOREIL. 1 DD

TEHN B DOREGHN 10 BREIT 5 DIZET D & A v M EAER L’C%%W)&)Z) T4y ER
2y 7 LET,IHIC,. 77— U ERLEVEIZE Y — v FE 703G E CARATRER A N

r OHH 20 BRI T 10 FEICHIBR SN E T,

Il Cisco ASA with FirePOWER Services 2 — U /VEBEBREN A F



| 288 HKEOBHBROMH

L—r— %o M

ZOMIRENTWND LI R —2EROFEICL Y, T 2RO 10 HO 7 v M
FHLUTARIBERSIN, T T4 B Rey7ENETA0EE O B A—Il—
HIT5L FRBLEVEICETLIEZD VAT AIEY Oy MITOWTIERA Ry FEARE
FICRkey 7 LET,

51/( LT T REL . FONT y MIFEDOL— b XR—=Z2DH 7Y T Fey a5

ZEIIHEE LTSV Y v ERE L — MR BEEITRIOY ) IO L
XUVMEL— FE2BBELTWVWAEAS L— N R—Z2DT 73 a itk A4y ol NI
T4 I DRy IRETEINET . L—F X=X T 7 arRNELTE50X 7Y 7
HENET LS Ay v 7 E&RL— R LEWMEL— & FES TWAEE DI
v’C“\j_O

"I 2345678921011 121314 151617 1819 20 21 22 23 24 25 26 27 28 289 3031 32 33 34

| Packet
Matches

Y Y'\’YYYYYYYYYVYYYV“{YY '

a i
YYYYY . YYY Y
Rule? [ , i i
E ' i i
Drop? ENNNNN Y ﬁvwwvwwvwv%vw yivy YN N
al ' ]
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UH—=ENBRNTZDTT =B NI T —ENDE A2 MRANBBEINE TR, E5ITS
Dy RBEERT D2 ETIE L— b R—RAOEMEZL s TH LWL—LE LT[ Fry 7L
TA XY F AT 5 (Drop and Generate Events) | 3 b U A —& B Z Lixdb Y FHA, L—F
NR=ZDIENG - SIND L AT NI EHEND ISEE Oy MR LTA N MEAg
L. X7y heRay X LETASHEEONY Y RBALV—Z—5T 5 &, ERL X WEIZE
THEO VAT LR DRy MIZOWTIEA Xy hEERETIC ey 7 LET,

L— b R=2ADHA LT 7 SRR LT BIT ERUCHES L— F R—=20¥% 7 U > 7
Ty MRBI&ERHE Fay 7END 2 EICEELTLEENW 7Y 7 L— F23FIEO
BTV TR LE VAL — FEBIX SR T LT 7 v a v iEiTE R E T,

[Seconds]t 234567891011 1213141516 1718 1920 21 22 23 24 25 26 27 28 20 303132333435

Rule
Triggers
Packet ’ : i :
Matches [NNNNN | ¥ YYYYYYYYiIYYYY YYYYYYY | vl v vvy!
Rula? ! : E ! i
Drop? | NNNNN § N NNNMYYYYi YYYY YYYYYYY | vl Yy vy !
Alert? | NNNNN | Y YYYY¥YYYY YNNN NNNNNNN Y| ¥ vy i
Detect , : , i Detect |
filtar l ; i filter 1}
sampling i i ' sampling
period ; ' : period
" : : i : : - >
; . Rate-based ; Rate-based ' . Rate-based i
i . sampling period i sampling period ' :sampling period
[ - - : ]
: Rate-based timeout
B |
: Threshold period Threshold period ...
[ L g -

Detection_filter Keyword: Count = 5, Seconds = 30

Rate-based: Count =5, Seconds = 10, New Action = Alert and Drop, Timeout = 15

arzao

Thresholding: Limit = 10, Seconds = 20
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L— tx—2%gopEr B

L— b N—RKEEP1E DR E

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIE 8

FIE 9

5 A & X :Protection
AU — LV Tl— b XR—2AREH L EHTETHIET.SYN 7T v REEZRIEETEET,
FEEDOFEE L) b OMF 7286, 1 ITRFE DS~ DR e 2 I 752 TEET,

L— b R— R DR E

Admin/Intrusion Admin

[7% iE (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [~ U 2 —
(Policies) > [7 7 &BA 2> k@ —/ b 7K U *— (Access Control Policy) ] DNEIZIEIN L £ 7,

[727EA 2 ha—/ KU —(Access Control Policy) ] X— VU BHRRINET,

WiET 27 78R ar b= R —DRIZHLMET A2 ()22 Vv 27 LET,
FrERA ary ha—L K)o T ERERINET,

[FEMIER E (Advanced) ] # 7 238N L £ 77,

TR aryhr—)L R —DFMEESN—VNRRINET,

[ry T —27 5541 L2 AR Y 2 — (Network Analysis and Intrusion Policies) | DHEIZ & B iRET A
av (g &7V v LET,

[ry U —27 581 12 AR U o — (Network Analysis and Intrusion Policies)] N~ 77 >~ 7" 7 «
YV RUBRERREINET,

[Fy bU—=Z 5584 Y 2— U A bk (Network Analysis Policy List)] 27 U v 7 L £ 7,

[Fy bU—27 5544 Y >— U & b (Network Analysis Policy List) | N v 77 v 7 7 ¢ > KUK
IRENET,

WET DRI —DRUCH DRET A 2 ()22 Y v 7 LET,

BIORY O —ICRRFEOEERH HHEEIL[0K] 27V v 7 LTENSL DOEFEZE L A%
FATLETBIORY O —TCORRFEOEREDRGEHFIEZ O TUL BHEDOMR EARY o —F
DOFEE (18-16 X—) S L T2 &0,

[V > —15# (Policy Information) ] ~— Y NFRINE T,
FEROF T — g NRLT [EE (Settings) ] 27 U v 7 LET,
[F%iE (Settings) ] X— Y REREINET,

[ 7€ D& i 5 (Specific Threat Detection)] D FIZH 25 [L— F _X— R DS ik (Rate-Based
Attack Prevention) ] BWENZ/2 > TNEMEIMIZL > T LUTO 2 DORRENH Y £,

o REVNEDRGE.WMEEI)] 227U v 7 LET,
o RENENTHDHEE A% (Enabled)] %27V v 7 L. [fWE(Edit)] %227V v 27 LET,

[L— F _"—2KZBEDRIE (Rate-Based Attack Prevention) ] X— Y NERENFE T, _X—T FEH D
AvE—UIXRELZEUDREARY O —EE R LETGEMICOWTIE Ry N —7 SR
Uy —F3RBARY —=TO LA FTOMA(19-1 X—=) ZZRML T ES W,

WD 2ODXMUIENDH Y F7,

o RAMDTZ T vT 4 7% BMETDRERREEZ P ITIL [SYN BB OB, IE (SYN
Attack Prevention)] @ FIiZ&H 5 [BI(Ad)1Z 27V v 7 LET,

[SYN BB D[ Ik (SYN Attack Prevention) | 44 7 2 7R v 7 ANF /RS NET,
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W R RKBOBIE

FIE 10

FIE 11

FIE 12

FIE 13

TR

FIE 14

o EFE 7B DR A B W2, [IF R RS O il 8 (Control Simultaneous Connections) ] @ FIZ & 2
GEMAAD) ] 227 Y v o7 LET,

[ [ Bs 82 #5E O il 48 (Control Simultaneous Connections)] Z 4 7 2 7R v 7 ANFRIN T T,
NZ 747 BT 5 HEERIRLET,
o FEDEERLXELIIEETOFEANLSDOTXTONT 7 4 v 7 ZIBT 5% DEB XS
(Track By)] Km > 7% 5 U X ~inb [#515 70 (Source) | IR L [k v b T — 72 (Network) ]
T4 =V RIZHE—DOIP T FLAELET RLRA Ty 72 AN LET,

o FFEDFELFELIIHIEOFHEA~DTXTONT 7 4 v 7 2B T 51213, [BHFx S (Track
By)] Ka v 77X v U X N [585E (Destination) ] 23N L. [ v b U —72 (Network) ]
T4 —VKRIZE—DIPT RLVAEIET KL A Tay 72 AN LET,

VAT AE [y T —7 (Network) ] 7 4 —/V RIZEENDEIPT FLADNT 7 4 v 7 %1
BHNZEMT A2 EICHEB LTS ESWV . HO/FEDIP 7 RLANLOREINTZL— & il
TARNT T4 I BBIHEEFTDIPT RLARIZETAA RN METNRAERSINAEZ L1240
FTHELT Ry T —ZFET10.1.0.0/16 DEIETT CIDR 7' 1 v 7 Z 7% 7E L, 10 {H O [F
B NP SN CA R FEERT ISV AT LAEZRETHE LET,10.1.4.21
5 8 DDOBER NI EN.10.1.5.10 705 6 DDA SN TV HHEE . WTFROEETH B
RIS TWDHEERS MY H—% 5 & TR > TR WD VAT AdA X & ARk
LEHA,—5.10.1.421 205 11 EORIFFER DB SN TV D EA. VAT 513 10.1.4.21 05
DRI HKT L TIETA Ry b EAERKLET,

CIDR £ZREB L OT V7 4 7 AR EMHT 2 HIEZHOWTEIP 7 R L ADOMHEAI(1-5 X—) &
ZRL TSI,

L— MBBREE N - LTHEMHTS S L—FEBELET,

o SYN KB T HREDHEAIL.[V— b (Rate)] 7 4 —/L RIZ, —~EDOBEH -0 D SYN ¥
Ty NEERELET,

o RIFFREGICHT T 2R EDH AL [P 7> b (Count)] 7« — /L R Bz E LE 7,

V;; NR—2AWERLIEREIC KT D5y e Fae vy 73512k [ Ka v 7 (Drop)] Z 3R

LET,

[#4 L7 Y b (Timeout)] 7 4 —/L RIZ A XY MNERDZ A LT U MR ZEE L 3, Z DH
%8 5 & SYN £ 7 IZRBHEE O — BT 5 R T T 4 v ST B A Ny R E
A GEMT2HAIE R ey FH) kS E T,

HA LT T MEIZIE 1~ 1,000,000 DEEREFBETCEET L LA TAVBEATIE, REWD
HALTY MEERET D ERA MADOERNZRIIT ey 7 ISNDAEELH Y 7,

RY S —DIRAE FREO: EHOWIE FITV AT A Xy v Va2 BT E2ELIEEFOK
TEFITLET IOV TI A DO LR Y O —EBHOME (18-16 X—) S L T
TEEW,
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trvra7 7—smm A

Yoo T 47 T —HH

7 A & X :Protection

HBREF .7 LYy b I — RS ERGREESREDE VT 4 T T HIE A —
Xy MCERPIZ, 721358 > TRIRS D AR H Y £3, 2 A7 ATIXASCIH 7 F & |k
DeUTT AT THIIEHT AL M ERB L AKRTE BT 07 T4 Taky
DHEESNTWET, 207 et vy FICEl-s TR ESNET — X ORI L b £,

ZDVAT AT ﬂ:if_ b SNt T 4 7 T— 2 5D WIEEM £ 2135 b &
ni=Xotvr o747 5F—4% (& 21X Base64 T a— REINTE A —VORMNT 7
AN E)OBEIIITVER AL T2 & ZIE VAT MTEEE S (555)123-4567 M L E 3423,
65@1234567@&9&x«~x1%mméMtA~va//&ém
<b>(555)</b>-<i>123-4567</i> D L H|Z HTML 22— RPN ET DI N—Ta Vg LETA
72 L. <b>(555)-123-4567</b> O £ H IZ HTML |Z %74/7éﬂfﬁﬁ@ﬂ5 v DEHIC
I— RPR Ao TWRITFIEHRMESNET,

[V

Yo vT 47 T4 7Yty TILFTP £/ HTTP 2 L C7 v 77— FB XS
v — RENBEEE5{L I TV 720 Microsoft Word 7 7 A VINDY® VT 4 7 5 —H Z
T%iﬁ‘o_ﬂb>ﬁf ECHLIHAIZ. Word 77 A VN ASCIL T FA M 7 —~ v FREa~
Y RESFTINAN=TIT HHRIENSTT,

VAT NI T T 4 v 7 I LT OT =% XA T ERETHZ LICE ST TCP Yy g
Yl T 4 T T AR LET RARY =D KT —HF XA T DT T 4V Rk
TEBINTRTCOT—% XA F#EAEINDZ 70— )L 7 a DT 740 NRTIIER
TEFET, VAT FRIER SN IS FEHENDGT—% 24 7E2HBELCVET I AHX
LT =8 BT HAERT HZ L BAEETT,

ﬁyv%47?~&®ﬁuﬁmﬂy#wewi%f~5547 WREEMTONET KT —

BEALTDOR YT 4T FT=ERHEAN NMEREAINCT DI DT —F Z A 7Tk
mféfu7nty%»~»%ﬁ%ﬁbiﬂﬁﬁu~kuV&%ﬁmﬁéhtyy%47
FT=H =T 4 NHE ) T ENTEE 2 =2 b= (Rules) ] X—VICFERENET, 2D

Ea—T V=NV EANEITEDLIZY ZOMDONL— VEM LR E LY TEET,
ERERARY —IRET DR ENDA TV a VIS ko T 7 =4 44 7Bl
BN — A RENIIR > TN TR VT 47 T =2 RPN EN > TV DAL BHE)
et T7 47 7—2 7V 7Tatey 2GRN T L5 ENTEET,

FEIC OV T ROFHE SR L TSV,

o BUVT 4T FTHBHDEA(28-22 X—)

s =TT 4T TR A T Y a DR (28-22 X—)

o HRT —H Z AT FT g DERN(28-23 ~—)

o ERFEHLT —HX XA T DM (28-24 ~—)

o BT — 2B ORRE (28-25 X—)

o EZAWBOT SV — gy Fa ha)LmiER(28-27 X—)

o WRHEEA FTIP NI 7 4 v 7 TOR LT 47 FT— 2O (28-29 ~L—)

o« NAXNT—H ZATOMAH28-29 X—)
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W o7 7 PSR

bV T 4T T A BREOEA

Z A ‘& A :Protection

BUVT 4T T AR VAT LDONRT =< U RTHFICRE B A 5 2 D AR

DD T AIATIUFTOHA RTA WD Z L 2L THET,

o« F 74/ bk R — NoRules Active 2 X— A |Z/RDHRARY ¥ —& U CGRIN L £, 36/
WZOWTE VAT AL o TRESNDEARY =250 TU9-3 =) 2L T
7ZEW,

o WOBREVBKIET DRy NU—TGHARY O —THMNI > TWDHZ EZHERLET,
- [77 VS —va g7 7 at v (Application Layer Preprocessors)] @ @ [FTP &

Telnet D1 K (FTP and Telnet Configuration) |

- [FZ U AR—= b EREFXY NU—2 LA ¥ 71t v ¥ (Transport/Network Layer
Preprocessors) ] @ @ [IP fziti{t (IP Defragmentation) ] 33 X UV [TCP A k U — A DAL
(TCP Stream Configuration) |
« BYVUT AT THBREOHLRABHRY - ELT /A ary ha—L iKY —
T BT 4 T TR TR RO T S ANHEH L E T FEIC oW TR RE
EHORER (4-13 X—V) 2SR LT Z &0,

Ja— )T 47 T—2REA 7Y a VOER
S5 A & & :Protection
ra—n"\Ner T4 7 T2 TV Tatyt g L 7Y ey OEELZ S L
FT UTFTOIEERETLZ I n— L F 7 g 0 BEBRTXET,
e U TukoY N N—NERNIH—LEANry hT 2LV b — RBESE IS
R B D AL 4 HTZ RS TR COMTEZEBRT D0 E 5 2
o VUVTUT T HEET=HXTEH Iy VU= EOsEEA
o AXRVINOERBHELLE BH—Dky L arTORT—F ¥4 TOLEFTH L 2%
Ta—r e T 4T T —F F T g IR = CEHATHY T RTOT—F XA S
BWHENDZ LICEELTLLEE N,
WDTa—\)ige v T 47 T—A AT v a v ERETEET,

< 2 7 (Mask)
W= MY =Ly R T 7 LYy b h— REFE L OHESREE SO TAL 4 ]
ERRSITRTCOMEIXJNICEBRLE T, 22— S ¥ —T =2 ZADERBAAL X b Xy b
Pa—BIOX v ro—REnNzXry hTE A7 SNEEFRRREINET,

Xy hT—7
BT 4T TR EE= AT H IO EOSERA NERRELET H—DIP T RL X,
TRVA Ty 7 HENNEZONTNNELIIE O ~KXKY Y Y A NERETEE
TEHDT 4 —/V Ridany & LTRSS ET, 2T AEEDOSHELIP 7T KL AZEKR L
FTIPVE B L NIPV6 7 R LA 7y 7 OFERIZOWTIEIP 7 KLU ADOHHI(1-5 X—)
EHERLTLLESN,
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vrv747 7—4%m A

7'a—/,3)L L &\ M (Global Threshold)
Ja— )L LEVEA R MOAEREREL RS B vl a0 TORT—H A4 T7D4E
HAI DL ABERRELET . T —F 24 TOMLBEDLELZR DT, 7Y Fak v HiIiEE
ENTEEOT—F A TEBRETEE T a—rUL LEVEA NV FEAERLET, L ~
65535 DEEZHEETE F7,

VAT . ZOF T g N AR —THNITAEA DT —F ZA FI26T5HLEWN
EOENLY B REVEZERTET DI EAHEL TCWET MOV T @R T —% ¥
AT F T g DIEIR(28-23 R—)ABHB LTI E N,

7 —L LEVMEIZOSOWTHI L FORIZER LTI ZS 0,

- BEOT—H 2T by F AL AR BRI L TA R N RERT HIZIE. Y
ety —® 1391 EEDNZTHILERH Y FT EARY —TIL—LEFL
T 5 HIEIZOWTHI V= WIREEDRR T (27-22 X—V) 2B L T X0,

- TV Tavy I RNERTEZ I a— L LEWVEARY NI By v a b0 ERR
T,

- TE—= NV LEWEA XY R EERT =2 2 A7 A X MR EWITMNL L TWETS,
DFEY T VL LEWEISET D & E@HT—F ZA T4 R P LEVWE
WCELTWENEINCELLT . 7Y ey I RA X FEAERLET, ZDHH
BTIEEYET,

[RIF—% &4 F 7 3 v DRIR

5 A &> X :Protection

ARDT —42 2 A FIZX->THELLEWERXY NUV—2 T 7 v 7 TRIBLANY M a4

RCEDEL VT AT T—HERHELET UTOZEEEETDET —X XA T AT ard

FTIANVIIREELEE T ET,

o BHENTET—Z AT L TH—DEy a4y AR TARREL TS
L&V ME

o BT —HK BATHE=HTHIEER—

o KT —H AT HE=HTHT TV r—vary e kan

HKIKTH. T —F XA TTLIZARX P LEWVEZIEE L. E=492507k<Etb 1 2OKR—F
FIET V=g 7 halERRETALERD Y £,

VAATHEBEL TWAEEERFAT —F ZA T TR T 74V MENEEINRWRY 77 +&
ARBER sd_pattern ¥ — U — FefEHLT. o7+ /7(*&&#6%ﬂ%’~@7$%*‘§7 INH—
BEHRLETEBFELT —HF XA TDY A FMTHONTIL, F 28-8(28-25 X—)ZHM L TL
PEWHARL T =X XA TEER LT EOT—X XA TR L HMRIERBHZMFEH L
THBEBOT—X XY=V ERETHIELTEET MO OVWTEI DAY L T—H A4 T
DOFE (28-29 X—V) S LTS E S0,

T BATDLETENRF = NIV AT ABRIGHEA SN D Z EICHEBE LT EEWN, Z 0
FTRTCOF—F BA T F 7 a IR ) —ICE@ETT,

RORIZRECTE LT —F IAT AT armzid#@lLET,
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W o7 7 PSR

TEFETH 7

Z 28-7 BE7—4 5474723

FFav B!

F—H HAT F—R A TO—BEDLEEFRRLET,

[PR=AY i} AR NEROERELTDH . T—X XA TDEH LV AEEFRTELET,

(Threshold)

BN LT —H XA TIZH LT LEVHEZFRTETICRY O —%2HRTF

LEo2EdnL. 29— Avb—URERENET, 1~ 255 DIEEZFEET
xFET,

TV 7ay P RNHRHLET —% A Ik LTAERT D14 X2 MR,
Ty arIliZ1lOTHEI EIHEBELTLESWN, Zr—UL L&

EA R N EENT =% 2 AT A _2 MI AWM. LTS Z L)
FEELTLEEW,DFEN X XA T AR MLEVWEICETDE Y
72— UL LEVMEIZEL T DN E IO L T, 7Y T ak v ig

Ry NEERLET , FOHHEETUIED 97,

AR — b TR HATTCE=HTHHEER— P ERELET B —-OKR— b E%
(Destination DR—F a2~ TREY -7V A M ELRIHMEREDOE LR — N2 BT 5
Ports) any ZHRECTEXET, T —HF A TONL— 1V EFHN LG TOT—H4
XA TN ?(TL“C/J < EHB1OOR— b EREFT IV r—rary 7u ba
NEFREFTICRI VD —2RGFLEIETDHE . =T — A v E—UNRER
ShET,
TV r—va | T—H &47“?“%:5’#5%%800)77)/7 /3/713 = =
v 7ua kan ELETT—F XA TONV—NVEGHNLTHGE . ZDOT—% 2147
(Application HLTOR< L1 O2OFR—FERIZT TV 7r— /5 7 haLERTE
Protocols) PR —2RGFELLIETDE . 2T — A vbE—URERINET,

Z OHEHEIZIE
Control 71 &

F— R BATOT Y r—ay 7a b aVERRT B HEOZEMIC
WTIE E=FHEDOT7T U r— gy 7Fu ha/LoiREiR(28-27 =X—)

APBETT, ZZRLTIES N,
NP = HAL DT =5 ZATOLE RHT - 2BELET (22

DT —2 2 A TOFT —H R —NIFERNCERI N TWET), ZEH/MIC
DWTIE I AZ L T—H XA TOFEH (2829 X—V) 2SR LTS
W = f =T = f AL ERHELT —H XA T OMIIA TR
= FFEREINERA,

AR LT —H N — LI
AEnsdz &

BEHBT —F RNE— 3 VAT ABRIZE

WHEBELTLSEZE N,

T—F ZATOER

7 A & X :Protection

ZNENDRARY v —IZ
NIeT =% AATREENTVWET . LD T —H REZ—|C

LKL EHEND T —F N F— U ERNT 52 DICHANIER S

.7 vyy b = RESE

FA—=NLT R A KEDOEFEST . BILOKEOHESREEFRENH Y T (F I i/vl’
TNTEDNRE = NATUREDONRE—U BB ET)  FEBHFLT —F XA L. V=%
L—%Z ID(GID) W 138 ICERESNT-H—Dv oo TF 47 F—% 7 Futy HICBEEMA T D
NEFT RV —THERATIET —F XA 71 L BHB LA R MEREZAENNT S
EVRARY —TCREEMT N T 4T T—H =NV EHENTILERLD £7,
BARY 2 —TI— L EGINTT D HFEICHOWDTL A — /VIREEDRE (27-22 X—V) 5L
TLIE&E W,
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vrv747 7—4%m A

BT AT T H V=V EANCT DI EERN—VICR R IND Y 7 EFIHTEE
T 2OV 7 2HHTLE TRTOEREAE VT 4T T A—NBLOIAX L&
YUT AT T—H NNV ERRTDHTANZ Y T E T E 2 —O [JL—/ L (Rules) | ~X— U
HRENET E BT AT FT—H A= ADT 4 VE BT A ZEIR LT [b—/b
(Rules) | X—VICERE AL VT 47 T—X V=N EERTDHIEH TS ET, 50
ONTIEARARY S —NONL—L DT 4V E Y7 (27-11 R—=D) BRI TL &N, EH
BT 4T T —UE Jb—v =F 4 # (Rule Editor) ] ~X— 7 ([ U — (Policies) |
> [{2 A (Intrusion) ] > [/V—/V 5 ¢ # (Rule Editor) DIZHb UV A b &N FET, 20— Tt kY
VTAT T A NN BT AVIIRTDIEREHAE VT AT T—H N VAR TEET
DLINHDON— IV ERETDHZLITTEEEA,

DIFORIC.T—H A TR LT —HF XA TE2HRHELTARV FE2ERT 72018
N LRI oW s d 57 Fukw vy —LE Y 2 MLET,

Z# 28-8 Ty T T LT

A NA=SA
Fl 2T B JL—/V GID:SID
7LV y k H— &S |Visa® MasterCard®. Discover®. 35 J U8 American Express® D15 MHrE~ [138:2
Z16HioZ7 vy y b I— RFREF@EHOXRYY XFE L THEHINS
NA T ETNFIAR—ARGEN DL RN = bEENRNAAZ—)
W—HLET . F- Luhn 7T RAEEHLTZ LYy F I— K

=

BEORERT AR LET,
BFA—IL T KL A EBEFA—L T FLARIZ—FHLET, 138:5
KIEOEFFE KEOBEZEE S ((\A\(3\}) 2\a\{3\}-\d\{4\} D/XHF — |ZHEHL) iz— |138:6
BLET,
KE O SR EE KED MDD ER S (B 3o ) 7THR S L AN 207 1384
(N7 720) N—THBENEENNA T EHEH LT RN ES) I LET,
KE DS R KED 9O SRER 5 (B 3o 7TESLEHE R 2H0  [138:3
(N T7HY) TN—THFENEGENNA T EHHLEER) I LET,
F1 A A 2 (Custom) BEINEN T 74 v C—PFEROT —F RE = LFE 138:>999999

THEMIZOWTII I AZ L T —5 XA T O (28-29 X—V) &%
LT EEwy,

FHERRIEE SISO 9 HiOF G D OB Z BT 572012, 7V T at v ¥ Tk AR
[ D 4D LY TR GORNH D 3HTOT ) T HF5 L 2HiD T N—TF G2 HFEST 5T
NFY ZLEEMLET, 7 7 at y $13 2009 4F 11 A K E TOHSREES V— T %5 & RGE
LETS

T — Z R DR E
A & v A :Protection

FTIFN DT — AR EBLIOMERT —X A4 TORTCEERECEEI BT 28T —
B EATOTY Fatyh L— L EEMNITAHALELHD FT,
RV =Ty T4 7 T—=F 7V Fuky Y L—LEEMI LT By T 47 FT— X
EADMZLTCWRITIVUEEEARY O —ICRGFT LB BT 0 7 T =2t EzaohicT
HEI9RDBZTo T BAHENFE T EEMICOWTI A ORI &R Y O —EB T OME
(18-16 X—V) ML T E &,
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W o7 7 PSR

PUITORIZ (BT 47 T —% O (Sensitive Data Detection) ] ~X— Y CTHEITTE HE(EL

FeHELET,
Z# 28-9 BT T T2 REDIRIE
E:y] BAE

Ta—NIVERTEERET
T 5

I—PREFETX L7 0 — LB EIZONTIE FE 28-6(28-9 X—I) AL TLF
Wy,

FT—R AT AT 3
VEEFRTD

[#—7%" > b (Targets)] ~—VHEIR T . 7T —% A TOL4HE 27V v 7 LET,

[7% & (Configuration) ] ~— PRI A TH Sh, 7 — % XA FTOREORENERENE
T A= FRLEECELFT v a VICOWTE BT =4 447 FT v a v OfES
LTS ZE,

F—HR A AT TE=HT
A7V r—v g Tn
kL& BN E 72 B
T 5

Z O#EHEIZIE, Control &
A ANRMIETT,

[77V % — = 7a k2 (Application Protocols)] 7 4 —/V KN&E 27 U v 7§59,
ZDOT7 44—V ROKIZHD [WE R EZ 7 Vv 7 LET [TV r—var 7abha
)V (Application Protocols) | AR v 77 v 7 7 4 vV RUBRKREINET,

o T=ATHT TV r—var Fu haxK80) EZBMNT AR AR R A
BE (Available) | U A " s 7 F U r—a v Fu hanZz 1 L EEIR L TOA%H
GHAREEIY 7 LET,

e TFU—ar Fua bhalZEPlEBT 51213 A MO [A%)(Enabled)] U A b
HIBRT 27 7V r—vay 7u balvz@R L ERMQARE 27 Vv 7 L
e

HEEOT 7V r—ay 7 a b aLaEiERT 5848103, Ctrl £ 7213 Shift F—Z# L7232
57V 7 LET . F 7V LT RI v I THZLICL-C BETIHEHEDT
Vir—vay o balvea@Rys2 b TEEd,

() FTIP vI7 740 TRy T 47 T—FE2RHET5I21E . Ftp data 77U 7r—
vary 7a ba)mzBENTA3MNERD D I FEANC W T R A  FTP
N7 4w TORYYT 4T T—X OB (2829 X—) LT EE0,

NAB T =5 AT
EAERLT D

R—=V MO [T—H XA 7 (Data Types) | DA H D [+ it m5E2 7 Vw7 LET [T —
2 2 A7 DB (Add Data Type) | N> 77 v 7 7 4 RURERINET,

TR BATDO—EDHATE . Z DT —F XA T THRIHT /3% — 2 &8 E L T, [0K]

IV ol LETRELZWET DT [FY A (Cance) ] 227 VU v 7 LE 3,56/
DWTIE I AZ L T—H X AT O (2820 =) 2L T &0,

v T 4T T2 T
V7av oY —nimE
A

[7 7 — LR GE (Global Settings) | X— VHEIk D LI RENTWE [BU YT 47 T —
2 i HV— v D% E (Configure Rules for Sensitive Data Detection) ] Y > 27 %27 U v 7 L&
F b= (Rules) ] R—CDERNT A AEZ ) v TSN F_RTOEY VT 4T F— X
F)Fakyt L—DU R RBRFRINET,

A7 ar T IVARNINTWDNL— NV EFENERITERNCTHERTEET RA
RIS —TCHAT AT —F XA TR T4 T F—% F) Fakyh L—LiH
NCTAVENH L Z LICHEE L TL &V, ZEIC W T b — /WIRBE D% E (27-22
/\O‘—:‘/) %Zjﬁgbf< fiél/\o

[b—/v (Rules) ] ~~— ¥ T FTRE 7R 2 OO #AE L — L O] L — b R—ZXKBD
Bl EY DY v T 4 7 T—X = VR ETE T, 55/ >\ TiE v — L &4l A
LIERARY —Di# (27-1 R—D) BB LT &,

[R5 Back)] =27V v 27 LT[Ry T 47 7—HX O (Sensitive Data Detection) |
NR—=VIZREN £7,
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FIE 1

FE 2

FIE 3

FIE 4

FE 5
FIE 6

vrv747 7—4%m A

BUVT 4T T RHERET D

[% 7 (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [V > —
(Policies) ] > [f& A7~ U 2 — (Intrusion Policy) ] DNAIZ N L £ 7,

[{R AR VU 3 — (Intrusion Policy) ] _X— Y NEREINET,
WETDRY O —DORICHLMET A2 (o) &7 ) v 7 LET,

BIDORY & —ICRIEFEOEFERNH HHEAIT[0K] 227V v 7 LTENL DOEE 23 L ALH %
FATLET BORY O —CTORBRGFEOEFEDRFHFIEIZ OV TE HE DR L RY o —EH
DOFETE (18-16 X—) B L T2 &V,

[V > —1F# (Policy Information) ] X— Y NE/REINFET,
FROF BT —3 g v N0 [FEBRRE (Advanced Settings) ] 27 U v 7 LE 7,
[FEHIE € (Advanced Settings) ] X— Y NF RSN ET,

[ 7€ D& B 0 (Specific Threat Detection)] D FIZ&H 5 [ v T 4 7 T — % O (Sensitive
Data Detection) ] 2ZHZNZ/2 > TWDEMNE I MIZ K -T2 DOBIRIERH Y 77,

o WENANLA WME[Ed)]EZZ Y v 7 LET,

o BRENETH LA A% (Enabled)] %27V v 7 L. [fWEEd)] 227V v 7 LET,
(B> v T 47 5 —% O (Sensitive Data Detection) ] X— Y NE /RSN E T, X—2 FEHD
Ay E—VIE REZEDRARY U —Ea2 R LET 55OV TE %y FU =7 90K
Vo—F3BARY) —TO LA YOMH19-1 X—=) LT EEW,

U T 4T T AREOBIEORTHA SN TV EIRIELETTEET,

RY S — DR FREO: EHEOWIE 71T AT L Xy v V2 BT LELI-EEOK
TEEITLET MOV TI AR L RN O —EHTOME (18-16 X—) WL T
<TZEWY,

T AR BOT IV r— a3y e baLoER

Z A & X :Control
BT =B BT TE=EZT LT Y r—vay e balii K8 OETEET,

BT =B AT T TET IV r—agry 7 halEidRi—hadbl s 1 2FEE
THVENDY ET, 2 LFIP h 7 74w/ TRV T AT T—2 2T 55852k,
VA TR GBI IR I T 5D T Y =gy Fa halERET L
WIE T 2R — F2EETH 2 L 2HIE L CWET, 72 & 2T HTTP 2 ET 25813 BEA
DOHTTP AR —F 80O bRELET, ZOLIICKRETDHE . Xy NT—27 DHF LA A ~)S HTTP
ZFIET BRI VAT LAFFRLWHTITP 7 7 ) r—ya v 7o harzit+ 5/, R—
k80 =% LFET,

FTP N7 7 4 v 7 TRV VT 47 T—F RN T 5% 51X Frp data 7 7Y r—v 3 7 m b

ANERETHILENDY ET  A— FEEZRETHIHREIEH D EHAGEIC OV TIE Rrik
WGAEFTP b 7 4w 7 TORUYYT 47 T—XOKH (2820 X—) 2L TS,
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W o7 7 PSR

FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIg 7

TV T 4T TR ERET AT Y r— gy Fa halEERET A HE:

Admin/Intrusion Admin

[% 7 (Configuration) ] > [ASA FirePOWER &% & (ASA FirePOWER Configuration)] > [V > —
(Policies) ] > [{2 AR U 2 — (Intrusion Policy) ] DNEIZEN L £,

[{R AR VU — (Intrusion Policy) ] X— Y BHERINET,
wETDRY O —ORBIZHLMET A2 (o) &7 ) vy 7 LET,

BIORY O —ICRIRGFEOEENH D HAIT[OK] 27 Y v 7 LTENS DEE ZMHE L L%
FATLETBIDORY O —TORRFEDOEREDRGEFIEZOWTUL A DOMR EARY o —2F
DOFEE (18-16 X—) S L T2 &,

[V > —1F#H (Policy Information) ] X— U NERINET,
FERDOFEF— g XD [FEERE (Advanced Settings) ] 227 V v 7 LE7,
[FEAME E (Advanced Settings) ] X— UV MNERINET,

[ 7E D& B A0 (Specific Threat Detection)] D FiZdh % [B> v 7 4 7 7 —# OFit (Sensitive
Data Detection) ] W H NI > TWDENE I NZL -T2 DOBIRERH Y 7,

s WEDPANLEE [WE(Edi)]1 227 ) v 7 LET,
o RENENTHLYE A4 (Enabled)] %7 Y v 7 L [fREED]Z27 ) v 7 LET,
[>T 147 57— O (Sensitive Data Detection) ] ™ — U E R INE T,

NR=TUTEHDOA v =V RELEURARY U —ELE2 LTI, Mz >N TIE. x> b
T— ISR —FFIHMEARY > —TO LA O (19-1 X—D) 2SR LT F X,

[7—% %A 7 (DataTypes) | ICU A R ENTWDLT—HX XA T %% 7 Vw7 LT EETLHT —
b2 BA T EERLET,

[F%7E (Configuration) | FEIK S EH ST BRI L7 T — ¥ XA T OBHEOFKEN R RINET,
[77 V47— =3 7ua b ai(Application Protocols)] 7 4 —/V KN&EZ U v 7350, 2D
74—V FORUICH D [ (Edi)] 227 U v 7 LET,

[7 7V /r— a3 7m k@b (Application Protocols) | 8 > 77 > 7 7 4 U RUBRRINVET,

RO 2 ODOEPRERH Y £,

o T=HXTHTTUr—ar 7ubhaxk 8 D) EBENMNT DI MO [EIRATHE
(Available) ] U A "nb 7 F U r—ay 7Fu haliz | DU EER LT AEREIG)RZ v
o7 Vw7 LET,

o TV —ary Ta haLgEiRT 521X AR O [F%) (Enabled)] Y A R B HIRT S
TV r—vary 7u balEBBBIRL T ERHQARZ 270 v 7 LET,

BEOT 7V r—ay 7 b alERIRT 2551 Cul £721% Shift ¥ —2M LR 57

Vo2 LET . 227V LTRI v I T LIk CETIELEDT 7Y r— 3

y7u haliyBERTL2ELTEET,

FTP N7 7 4 v/ TRV VT 47 T—X EHRHT 2121, F1P data 7 7V 7 — 3> 7r b2
NWEBMTDHDVLEND Y F3 I OW TRV BERRES . FTP hTF 7 4 v 7 TOR VT ¢
7 F—Z DOk (28-29 X—) AR LT IFE UV,
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FIE 8

vrv747 7—4%m A

OK1Z27 Vw27 LTV r—vary 7a bharzellEd,

[Er v T 47 F—X% O (Sensitive Data Detection) ] X— Y NEREN. T TV r— a7
oI LREHINET,

BRIRBEE FTP N9 7 4 v 7 TCORY T 47 T—ZDOKRH

HAE LT

S A &> & :Control

— R BT AT TR EE=ETDHERNT T4 v 7 ERD DT EATOE=SRRO

RN—=hEHRETIN.HDOIWNIA T a7 )V r—vary 7a bharziRELET, 277
L.FTP T 7 4 v 7 TRV T 4 7 T —F BT 22X A= ERIEZT SV r—vay 7
0 haVERETHETTIEIARAT S TTFTP b7 74 v 7 DT 47 T—HIL FTP 77
Vo—varyr7abhalvdO o774y 7 TRHESNWETHNFIP T 7Y r—ay Fa hajn
IR RIC R E L, — R AR — NESEZFEHT 2D BT 4 7 T—% 2T 200K
WCTT.FTP N7 74 v 7 TRV VT 47 T ERETDHITEUTOREEED D Z &N
AL ET,

e FTP data 7 7 U — g Fa halZEELET,

FIP data 7 7 U7 —val 7u bharrEETHEFIP N T 74 v 7 TORY VT 4T
F—Z OBRENTREICR D T MO W TR BT 2G0T ) r— gy Fa o
JVDIEIR (28-27 X—) E ML T &0,

FIP N7 7 4 w7 TRy T 47 T—X BT 5 &0 Bk 54 Tl rre data 77V
r—rary 7 bharERETDLE BRENFOCHINEMNDVICFIP V77427 Tk
VYT AT TR EBNT D701 FTP/Telnet 7' 1 & H O @ #LHIF O S 4L E T, 3%
FNZDOWTIZ FTP B L O Telnet F7 7 4 v 7 DIE S (2220 2—) B L T FE0,

e REIC.BUVIT AT T—EE2F=FTEHR—IRNDREL 1 OFENTNDZ L &2k
HLET,

FTP N7 7 4 w7 TRV VT 47 T2 RMT 5 EETNRERNOGAEZRE (ZD X

IMRGEIFIFEALEHY EHA) FIP A — 2 ETILETHY SHA BHEOE

T4 T T HEREIII HITP A — hRE A=V R — "R EOMOFR— I REEND Z

LR VET E=FHEBOFTP R — 2 1 O ITHEEL MOR— FEEELRWES. >
A TEHFTP a~ 2 RR— b 23 ZFTET 52 E2HEL T E I 3 EIc oW TIE %
F—HBHORTE (2825 X—V) B L T E &V,

— & A A TDEH

Z A & > & :Protection

BETDHT —% RN —VERHT LT DDONAS LT =4 XA TE2ERBLOEETHZ L
MTEET L AR R CREE S ZRET DIDDOT =4 2 A4 T 2fFR LT2 Y (KETH
BOFEGNZ = RO FPEE S ERHT 21007 =82 2 A TEER LD T2 2 LB8E X
LbILET,

BT DB AZ L FT—H 2T LW EB—Db o547 F—2 FUFakvyd L—iLg
ERRLET, ZD/L—1LDY =% L —% ID(GID) 1% 138 T.Snort ID % 1000000 L4 I (Z #uiZ,
a—H ) =D SID) TT RV =T EDT —X XA TEBRHLTA RNV MEERT I
ZFDH AR LT —H A TFICHEEMNT N YT 47 T —% — L2 HCT H0E
DHYETARARY O —TA—LEGINIT L HFECONTIL A —/VIREEO R E (27-22 ~2—
D) EBRLTLTEE N,
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W o7 7 PSR

BT AT T H V=V EANCT DI EEN—VICR R IND Y 7 EFIHTEE

T 2OV EFHTLE T RTOEREAEL YT AT T2 N—NBLOIRAX L &
YUT AT T H NNV ERRTDHTANZ ) T E N E 2 —O [JL—/L(Rules) | ~X— U
FoRrENET 2 b= Rules)] =T TR—IN =D T A NE ) T T T mE
WTHZET AR L BT 4T F—F L= LEa—R) HAZ L L—)LE L HITHER
TEETFHFMIOVWTILRBARY O —NOL—1LDT 4 VE Y T (27-11 X—=) SR L
TLEEWIRE L VYT 47 F—HF =)L [Jb—/b =F 1 # (Rule Editor) ] ~<—2IZ
FFERENZNWZ LICEELTLEE N,

BT DAL L T—H ZATIE TRTOBRARY —ITEMENE T RHEEDH AH A
F—2 AL TEBRBLTARY FE2ERT AR AT LRI —TC FDOH AL L F—X
A TICEEM TN YT 4T T =V EAENCTAENENDH Y 7,

TS G TEXDT—F F A TICHEMN T V=V EERT DI [k v T T T
D f& H (Sensitive Data Detection) | X EX—VEZHHTO2MLE R’ HDH Z LITHEEL T EN,
N—IV T 4 B L TR YT 47 T—X V=V EERTHZ LIETEEHA,

ROV T ROBFHEZ SR L T &0,

o NABENT—H BATOT—HX ¥ —2DiEF(28-30 X—)

o NABNT—H ZATOHRE28-32 X—)

o HABZNT—H ZATOHETERTNY — 2 O (28-33 ~—)

AARAB DT =B BA T DT —F NZ—DERH

5 A &> X :Protection

HABIN T —H ZATOT—F RE—2EERT DT L TFTOERNS /25 Bl EREE
Oy bEFERALET,

e 3ODAXLF

o AANFEITINLTEL AT DO Ay —7LF

s 6 XTI TR

AP EREIN TR RBE®RZRFOV T VLT TT U TFTORIZ AT LT —H
A —HERTDHBIEATE D A X LFERHH L ET,

Z 28-10 BT T T E NI DX EZXFE

A B F A il

? WITTAXFFEITT A —T 2 —4  |colourr IE.color £721% colour IZ—
VADYaELIX1l DAL RS | ELET,

—HLET . DED HITTEILTFER
=R r—7 o= R F AT a v
T,

{n} TATT AN FERINE= R —TF v—4 (ROBIZSEIZLTLEE N,
VAD n B0 IR LIC—ELET, \d(23 . ss 12 I~ LET,
\1{3} &, abcwww 72 EI—H L E T,
\wi(3} 1F£.a1B.25C 72 Ele—F L £,
%x{5} 1d xxxxx IZ—H L ET,
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 28-10 BT T T E NI =2 DX ZFEFEE)

A B IF B il

\ AALFHEEBEOLTE L THEHTE v 3EEfFIC—&LET,

FT . FEFLFHERINEZXLFIZTA (WIEAY I ATy v ail—KLET,
ERETHEDICHHELDNLET . By a3 FIc—&HLET,

FUT TR RE—THEHTEDHL
FU T AZOWTIE, FE 28-12(28-31
R=) BB LT EE0,

DTORICEHTAXELZVTFINXLFL LTV YT 47 F—% 7Y oty HICIELL
RSB DIZIF NV I AT vy a TLFE2T A —TTH0ENH Y £7,

ZF 28-11 BT T T NI = DT R — T HKE

AT A —7XF REINBIVTILVIF
\? ?
\{ {
\} }
\ \

DIFORICHADAIL VT 4T T—F R = B EHTIRIHEHATE LI NFES I 2%
ﬁbiﬁ_o

Z# 28-12 LT T T E NI =2 DXFS TR

XF7 T A B XFT T ADER
\d ASCII LFOF 0~ 912 —HLET, 0~9
\D ASCII XFOET TRV AL Mc—%LET, 0~9 L4t
NUNTFDOTZ V) EED ASCH XFIC—H L £, a-zA-Z
\L ASCII SLFETIEA2Wn Ao M —& L £7, a-zA-Z LIS+
\w EE O ASCI #5071 —% L E 7, a-zA-70-9
PCRE EMEH LT8R T4 —2a7 ()
TEENR2NZ LICEELTLEE N,
\W ASCII #EHFTRWAA MZ—& L £7, a-zA-Z0-9 LI4+

TV Tat vy FOFEANEINZLTE I EREBHO - TIER VT IALTFELT
PNET e 2E.T—F RNF— 1234 1T 1234 1B L ET,

LTI EBELE YT 4 7 T —Z L — L1384 THEHT LT — & REZ—o Dl mLET,
TN =TI TR =T EINTBIEO LT T A BEEERT AL TFBIOA TV 3
VHETDOAZLFT VT INNA T OXF.BEOEAOREIN() XFEHEH LT CKEOE
R T AN L ET,

(\d{3}) 2\d{3}-\d{4}
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AL BT —H NE =R T DB EERMLETT U NI EEE s 2Rt 45729
DORNDT —H RA =2 FRm LET, ZD/RE — /Tiﬁﬂ&%ﬁ%@%bf“é%@@%ﬁ@
AR AT AET DA REMEN H D £,
(?\d{3})? 2\d{3}-2\d{4}

ERDO2FBBDOH T AT a v DIFEIN AT a v DAR—A G T arrong 7wl
HEDLETWDIZD BN ETHUTONY - OEFE SR SNET,
* (555)123-4567
e 555123-4567
e 5551234567
72 L2 FZBHOEIONRE — 2 TIX LT ORI IR 22 3 7 — o bR ST URE RIS 7R
HEZen 9,
* (555 1234567
e 555)123-4567
e 555) 123-4567
BEIC A BB ZRE L LU/ R¥ERXy N —2 LOTRTOBE T 7 4 v 0
T/HNIWNAR P LEVWVMEEZEH LT/ FED a 2B T57 —% RNE—VEEHRTHE L
iﬁ“o DX RT = N =T DTS T TFEVEE T bDA R MEAEKTHZ L

W20 VAT AEIRAMIZH O E D ARERH D £7,

HRBE T —8 B A TOHRE

FIE 1

FIE 2

FIE 3

Z A & > & :Protection

AR AT L T —2 XA T BRELT —X XA TERETIHELR LT —X
AT F T a v BRELET, ﬁ‘f\f@T XA TICHBORTEAS T a vV BRTT DS
BEIZOWTIREHB T — % XA 7 472 a DR (28-23 X—V) 2B LT &V, £7-,
HAB LT —H XA TICHAFET —F RE—VEREETDHILENDH Y £,

HARINT—B BATEVERTDE FOHAT LT —F ZA S ITE#EMT BT AX A
YT T T T T a b = MERENET O —VI WAL LT —F F
A TEERTLHERY) —THEMMILARTNER SRV LICEE L T EEWVRBARY »—
TIV— IV EGNNZT B HEIZOWN TR L —IREDORE (27-22 X—V) BB L T 7Z &V,

ARG DT —F FA T ERETCIIER T D k!

Admin/Intrusion Admin

[7% 7 (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [V > —
(Policies) ] > [f& A7R U 2 — (Intrusion Policy) ] DJNAIZ N L £ 7,

[{R AR VU 3 — (Intrusion Policy) ] X— Y NERINET,
LT DRY —DORIZHLMET A2 (o) &7 ) vy 7 LET,

BIORY ¥ —ICREFOEFNH D HEAIL[OK] 227 U v 7 LTENS DET 2 HE L ALH %
FATLETBIORY ¥ —TORRIFOEEDRIFHIECOWTUL FHE ORI ERY v —EH
DETE (18-16 X— V) B L T Z IV,

[V > —1F#H (Policy Information) ] X— U NERINET,
EROFES— a v NRLO [EMEEE (Advanced Settings) ] 27 U v 7 LET,
[FEMIE% € (Advanced Settings) | X— VBRI N FE T,
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FIE 4 [HFEDOE B (Specific Threat Detection) ] D FiZdH D [B v T 4 7 77— & OfiH (Sensitive
Data Detection) ] W H NI > TWDEMNE I NZL -T2 DOBIRERH Y 7,

o REVDANRGE WMEEAD])Z27 Y v 7 LET,
o WENENTHDHLEA A2 (Enabled)] 2727 U v 7 L [k (BdiN] 227V v 7 LET,
(BT 147 57— O (Sensitive Data Detection) ] ™ — VN E R INE T,

R=UTEHDOA v =V RELEURARY U—ELE2 LTI, Mz >N TIE. * > b
T— ISR —FFIHMEARY > —TDO LA O (19-1 X—D) 2SR L T F X,

FIE 5 WOBREAHY £7,

o NABNT—H ZATEAERT DITIE A=V LEMO [7—% % A 7 (Data Types) | DFEIC
HH[HREEZ Y v LET[T—4 XA 7D (AddData Type) | Ry 7T v 7 7 4 v
RyMFERINET,

T—H HATDO—EOLHIE, DT —% XA T THRIHT D% — 2 EfEL T [OK] &7
Uo7 LET RELIEIET DL [Fr A (Cance) ] 227 U v 7 LETFEMIZONT
XA AL T =2 XA T O E RS2 — 2 Ot (28-33 XR—V) 2B L T Z &V,

[Br v T 47 77— % O (Sensitive Data Detection) ] X— Y RNF /R I N E7,[0K] & 7
Vo7 30e RX=UREHINTEERRKBIINLET,

o ERBERT—H AATEHAZLT—H ZA4 7B OAT v a VEEFRT DI (X —
7 N (Targets) | — VK CT — % ¥ A T4 %7 ) 7 LET,

[F% & (Configuration) | X— VHHIEA TR S, 7 — & A TOBIEORENRRINET,
PR OW T B 7 — 2 M O E (28-25 X—V) ML T Z 30y,

o VAT ALKRICHEMEND W AZ L T —H AL TOLFBLOT —4 N4 — o iR+
DINE A AZ N T =8 XA TOLRTE R — O (28-33 X—) 2B L T2
AR

o NAZLT—=2 ZATHBIRT DT HIRT 27 —% A4 TORICH DHIRT A =2
(ENZE2Z7VU 7 LThb 0K 227U v LET.T—% 24 7OHIRZ T IET 5 8BA1.
[F¥ ot/ (Cance)] 27 U v 7 LET,

FeHB BAATDE T 4T F—F L— LR TNILORARY > —THMCER T
DEE . FDOT—X A TEHIBRTAZ LT TEERHANAZL T—F 24 7T 2HIER4
HBEFDHALZ L T—H XA TITTXRTORARY =0 bHIBRENET,

HARAE LT —E B AT OLH]ERENNZ — 2 Ok

5 A &> X :Protection

VAT AERICHEAEND N AT L VT 4T FT—H =)L OLRTB L OBE AT — &
EHRTEXET, INODORELLEET DL VAT A LEOMOTXTORY O —ICEFENEH S
NETERELIEDATL T—H XA TEFHTIREAR) O—NEENDT 7R a2 b
g—/ R U—2HEHTALNERSAZ LIZHLERELTLLEE N,

HABN T —H A TOH/HET —Z NI =V BRE AT LT —F AT L EREH»
Fe B B TDTRTDTFT—F ZAT X a 3 R —CEHETT HAZL FT—F Z
AT THEET =X RNE =V R AT a v BEBET 5 HECOWTUI AT —% 247
F 7 a DEIR (2823 X—D) E BB L TLZE N,
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FIE 1

FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIg 7

ARE DT =8 A TDARB I OT —F RE— EfmET 5751k

Admin/Intrusion Admin

[% 7 (Configuration) ] > [ASA FirePOWER &% & (ASA FirePOWER Configuration)] > [V > —
(Policies) ] > [{2 AR U 2 — (Intrusion Policy) ] DNEIZEN L £,

[{R AR VU — (Intrusion Policy) ] X— Y BHERINET,
wETDRY O —ORBIZHLMET A2 (o) &7 ) vy 7 LET,

BIORY O —ICRIRGFEOEENH D HAIT[OK] 27 Y v 7 LTENS DEE ZMHE L L%
FATLETBIDORY O —TORRFEDOEREDRGEFIEZOWTUL A DOMR EARY o —2F
DOFEE (18-16 X—) S L T2 &,

[V > —1F#H (Policy Information) ] X— U NERINET,
FERDOFEF— g XD [FEERE (Advanced Settings) ] 227 V v 7 LE7,
[FEAME E (Advanced Settings) ] X— UV MNERINET,

[ 7E D& B A0 (Specific Threat Detection)] D FiZdh % [B> v 7 4 7 7 —# OFit (Sensitive
Data Detection) ] W H NI > TWDENE I NZL -T2 DOBIRERH Y 7,

o REDNENRGE WEEdD] 227 Y v 7 LET,

o RENENTHLYE A4 (Enabled)] %7 Y v 7 L [fREED]Z27 ) v 7 LET,
[>T 147 57— O (Sensitive Data Detection) ] ™ — U E R INE T,
NR=VTHOA v E—VE REZELRARY U —FEEZ R LET MOV Ry b
D=7 53R Y V—F IR ARY o —TO LA YO (19-1 =) BB L TSN,
[#—7" > b (Targets) | X—VHHIK C. AR T DIH AL LT —X XA TOL4HI =7 ) v 7 LET,
R=UNEHFINT T —H XA TOBIEORENTRR S INE T, £/, [7%E (Configuration) |
R—=UHEROF EMIC [T —F XA TOLHE L O Z — o DOfF4E (Edit Data Type Name and
Pattern)] UV v 7 BERREINE T,

[T —% Z A T D4R L O — 2 OffF4E (Edit Data Type Name and Pattern)] UV 27 %227 U >
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[T —% %A 7 Of% (Edit Data Type) | Ry 77 v 7 7 4 > RUBRERINET,

T—H XA TDH/H T = FTXF O EEE LT [OK] 227V v 7 LET, MEE
ETHLEE [Ty (Cance) |27 Y v/ LET, T —F NZ—UERET HHECON
TIFEHAZ LT —F BT DT —H NE—DEF(2830 =) BB LT IFEWN,

(B> v T 47 F—X& O (Sensitive Data Detection) ] X— Y NERENETL,[OK] 227V v 7
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