HNELT 77— K DFEE

ASA FirePOWER EV 2 — /L CIE TV a— b A V2 —T 2 f ANTARU FOSEEEAR

Ea—Z@ft L TOWETR EERVAT LOHEREE=2 U T ERGITT D720 SMRA N

T\@;’EH@ HENRDOONDGEDRH D FT KOWT DRI ELTGEILT 7 — M &2AR L T,
B A—/L . SNMP F 7 v 7 E 7L syslog IZEVBEHTHLIIC BV 22— LERETEET,

« FYRT—IR—ADTAY 2T ANy NERRV ERARIF AT wA T 2T A |
« BEOT7EA AL bu— b s ko T R Y H =k LTHA S h D 8o < b

ASA FirePOWER £V 2 — /L CINLDT 7 — RBREFEEND LT DX ET 77— Ay
BEERTH2MENDY £7,7 77— Me& &1, 7?~%@%1;5E&@“5$m®%45/x7A
CEV 2 R HEETEL LT A0 HEORETT, FNOLDRETIT. =& 2 1E

SNMP 77—k RT A =% Fildsyslog 77 v VT 4 BLOTTA4A4Y T 4 %?Efﬁ'?‘éiﬂ/\
N0 FEI,

T I— MNEEEERLEB. T I— 2 P =L L THEHT A0S0 X0 Mol
EAFTET T T — ML A b FEBEEMT D720 00 i/k@cto ARV NDEA
FIE TR ZEIZEE L TLEE N,

e TI=MNEEEZYNLNT =T ANV EMEMTLIRAE. ENENORES—TEMHA L
£,

« SNMP B L Nsyslog 77— MbEEEFOn 7tk L BEf 285813, 778A 2>
a—)L b— LR —EEHLET,

ASAFlrePOWERLE/nh—/I/ WEVETAREZR 9 1 DD XA TDT 77— B3V £9, 2 0%

1 E 2 DR AA X R X]LL’C SNMP 1 L O syslog IZ K BRAA R MBHZHELE
?“o INHOBHITRARY —THELETARANL—IVDOINET 7 — N DO E (39-1 X—)
BLOSNMP 77— h DB (27- 36 R=) BB LTSV KROETIE. T 7 — MERKIC
MRS A2 AZHOWTEHBHLET,

Z# 38-1 T B EETEEOD T B

77— MEERT D5 VERTAEUR

BAANR R Protection

Xy hNT— I R— 2DV T T Xk Malware

Hefi A ~> b Hefgi A v J AT D DI ER T A R

FEANZOWTIL LA T2 BB LT Z &,
o T T — MOEDMER (38-2 —)
o Xy NU—Y NFT 4 v DEFORX T (36-1 X—)
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7 — MERE DA
4 v A AEHE (Any)

NHT 7 — MR ETIEORVOFIAL. T T — MNEEEEKRTDHZ ETT, 77— MEE &
.7 7 — FOEERETETFEDIIELY AT 1L ASA FirePOWER £ ¥ =2 —/L NHEEETX 5
EOCT 2700 —HORETT 77— MaEZER L T, &+ A —/1, Simple Network
Management Protocol (SNMP) k7 v 7 E/iZ T AT A a J (syslog IZ LV 7T — h&EFTE
Ee AN

77— TCRITWMAEWMIE. T 7 — 2 b U =LA FOZ A TITL->TERY £,

R L7727 7 — MISEZABRICAENRY ET. 88707 7 — MEEDOHBBT 7 — b &Rk
TEET. 77— bOERZIFLT DI RELHIRT 2RI, —FNIZT 7 — MEE %
BT HZLNTEET,

77— MSEOERIX. [T 7 — b (Alerts) ] ~~— " ([ASA FirePOWER 3% i& (ASA FirePOWER
Configuration) ] > [ U — (Policies) | >[7 7 > a > 7 7 — b (Actions Alerts)]) TITWE T, & 7
T— MNEEDOED AT A XLIIENNE I DR LET AN T 77— NEEORNT 77—
AR TEET, ORI 237782 ary ba—)L b— LO¥gE o J\IZiET 5
DR ETT 7— MNEBEPEH SN THWDENE I NLRLET YT 2FAHLEZ Y »
7 LC AR A T MR AT =2 A BLORNERLITE DO AT —Z A TT 77— MEE%
V= TEFETIRHLEFES Y v 735 & JAFBKELET,

HMIZOWTIT U TEZZRLTIES Y,

¢ SNMP 7 7 — ME&DOERK (38-2 ~—2)

o Syslog 77— MLEDOERK (38-3 ~—2)

« T T MSEOLE(38-6 N—)

o T 77— MEEOHIER(38-6 ~—2)

o T T — MEEOAH M L B (38-6 ~—)

SNMP 7 7 — b B DVERL

4 v R ALE (Any)
SNMPv1,.SNMPv2, F 7213 SNMPv3 Z{#ifl L T SNMP 7 7 — MuZEZER T £,

(#)  SNMP T 64 £y Mz E=4F 25413 SNMPV2 7213 SNMPv3 2l + 2 L E b v &
F SNMPvl (264 B hODFE=Z Y > 7Y E—KLTOEEA,

SNMP 7 7 — MSEEERT 5 Fik:

FJE 1 [%E (Configuration) ] > [ASA FirePOWER # & (ASA FirePOWER Configuration) ] > [ U ' —
(Policies) 1> [T 7 ¥ a3 > 77— b (Actions Alerts) ] DJEIZIRIN L £,

[7 77—k (Alerts) ] R— Y NERSNET,

FE 2 [77— FOER (Create Alert) ] K2y 7 X0 A =a—1b [SNMP 7 7 — k OfERL (Create
SNMP Alert)] &R L E7,

[SNMP 7 7 — MMER D% E (Create SNMP Alert Configuration)] N> 77 v 7 7 ¢ v R RFER
SNET,
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FIE 3
FE 4

FIE 5

FIE 6

FIE 7

FIE 8

FIE 9

F)E 10

FIE 11

FIE 12

75— g M

(4 Al (Name) ] 7 o —/b FIZSNMP J&& Z ikl 5 7= O T 2 4812 A LET,

[N Z v 7% — 3 (Trap Server)] 7 4 —/L RIZ  EHFEZMHH LT SNMP 7 v 7 H— DK R
MAERIZIP T FLAZADLET,

DT 4 —)L RICER 2 IPvd 7 R LA (192.169.1.456 72 E) Z AN LA TH . VAT A0 G
DEE NN k@ HEELTLLESWEHRT RLRAFHRA N & LfﬁbﬂiTo

[/N— =3 > (Version)] Ky XU A RND T 25 SNMP X— a U ARIRLET,

SNMP v3 7 7 4 /L b TF,SNMP vl F721% SNMP v2 #38IRJ %5 &L BS54 7 2 a VU RFER

INET,

EDON—=T 9O SNMP Z IR L2 LT U FO L Iz LET,

+ SNMP vl 721X SNMP v2 OGA FEHFE I3 CFGC £ ) 2HL T [=2a=
7 4 A kU 7 (Community String)] 7 4 —/L FIZ SNMP 2 2 = =7  DL4RTEZ AT L, A
T 12 IR ET,

e SNMP v3 O34 [2—H4 (User Name)] 7 4 —/b RIZ SNMP % — N CiRGET 5 2 —HF D4,
AiE AL RO AT v SR E T,

[#8FE~7" 1 b =2/l (Authentication Protocol)] K2 v & 7 U X "inb GRREICHE 57 1 k=2
NEERRLET,

[uu AE/YA U — K (Authentication Password)] 7 « —/V F{Z,SNMP W — R OFRFEIC LB /2 /SR
—Fa AN LET,

[7054’/\'7— 71 | =V (Privacy Protocol) ] U A k225 [72 L (None) | ZiBIN L CTF T A

—Ta havEHEH LW EIEL [DES] ZIBIRL T T A Ny — 7' hauls — 2

FHME N L E T,

[T A /X — /XA YT — K (Privacy Password)] 7 4 —/V RIZ,SNMP H— NIZHLER 7T A N

V= NRRAU—FRFEANLET,

[ ID(Engine ID)] 7 4 —/b RIZ,SNMP = > V> OB+ & BEAHT D 16 #EFRFTL TASIL

£75

SNMPv3 Z {4 256 A v B =V ORFS{bIZiT = ¥ ID EDMHEH S E T, SNMP ¥—

NTIEAYE—V%ET a— T LD DENLETT,

A 1% ASA FirePOWER 22— /LD IP 7 RV AD 16 EHNN—a U E2ERT5 2 L 24
TLFET. 2L 21T ASA FirePOWER £ 2 — /LD IP 7 RL AN 10.1.1.77 ThHHEAE .
0a0101400 ZfHH L F9,

[ASA FirePOWER D% ¥ D17 (Store ASA FirePOWER Changes) | %7 U v 7 LE£7,
T T — MISEDPRES L HEIRIZAEDNC 2D £,

Syslog 7 7 — M B DYERK

A4 v R ALE (Any)

syslog 7 7 — MIGE & HET DB syslog P — N THEEIZE LA IND L HIZT D721
syslog X v 2—VICBEMITONAI2EREL 77 VI T4 2BETCEET . 77U T 413 Ay
T VEERT OV T VAT AER L EREIA vy E—VOERELZERZLET ., 77 Y
T4 & EREIL syslog iR ENDEFED A v —IZIFFRREINEE AN syslog A vE—T%
ZETDHVAT LI LT Ay =V Ok R T 0SSN E T,
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Je

=

syslog DEERE & Z DORE HIEDOFHFMICOWTII. THEHN DL AT LD =2 7 VESZRL T E
X W, UNIX ~ A7 ATl syslog 3B KXW syslog.conf D man &~V’C$ﬁﬁ‘f§$&ﬁi0\%’kiillﬁ

DI SHTWETS,

syslog 7 7 — MEEDIERFFHAEEDZ A T DT 72 V) T 4 @I TE £48, syslog —3IC
EONWTERODH D b DEERTLIMENRH Y £, XTO syslog br—NBNFTXTDOT 7

V74 %R —FLTWVDEDITTHEHY £ A,UNIX syslog P — XD YE syslog.conf 7 7 A
NT . EDT 7 VT AN —=REDEDOT S 77 A VIRFESN DI D ERTLERNDH Y £7°,

WDFNT R ARE e syslog 7 7 > U T 4 R LET,

7 38-2 I/ ETgE L syslog 7 7 &Y 7

77 VT4 A

ALERT 7I—h AvE—,

AUDIT BEEY T VAT AL TEKRENDE A vE—,

AUTH X VT ¢ EAEGRICEET D A v E—,

AUTHPRIV X2 VT 0 LARGRICEE T AHIRMET 7R AvE—T DY
AT LT INHDA v =X T 77 A NMICHEESNET,

CLOCK syl T AL o TEREND A vE—Y,
Windows AL —7 ¢ > J VAT AEFELT LTS syslog —/3N1%
cLock 77 VU T 4 BT A LICERE LTS ES N,

CRON snayd TNk o TEREIND A v E—T,
Linux AXVL—7 1 7 VAT L& FLT LT D syslog — /3% cron
Ty T4 AT A EICERLTLLES N,

DAEMON VATFA T —FUICL o TEREND A v E—,

FTP FTP 7 —E NI Lo TEREIND A vE—,

KERN H—=F N Lo THERENDIA Y= LDV AT ATIZ.ZNDHD

Av—VIEFRRINDEXICary Y —MIH T ENET,

LOCALO-LOCAL7

W7 m e A Lo TERSND A v E—T,

LPR

FIRIY 7 3 A7 AZ Lo TERIND A vE—,

MAIL A=)V VAT ATEREIND A vE—,

NEWS X hI—0 Za—A VT VAT LI > TERESND A vE—,
NTP NTP 7 —FE Lo TA SN D A vE—,

SYSLOG syslog 7—E Ko THEMIND A v E—,

USER =Y LT A Lo TEREIND A vE—,

uucCp UUCP V7V AT ML > TEREND A vE—,
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WDFNT IR FTRE AL HED syslog ERE L~V ERLET,
ZF 38-3 syslog BEAXE L~/

LUL B

ALERT T BIEIET D ENH 5 IRKE,

CRIT 7 VT 4 VI IREE,

DEBUG TNy TR E T A v E—,

EMERG FTARTOZ—FITEE SN DH /3= v 7 IRTE,
ERR T 7 —iRBE,

INFO HMA vyE—,

NOTICE TR TR WVR EEN MBS,
WARNING  [#4h 2 o — 3,

syslog 77 — b DEE X P T DHNT syslog P — "RV E— M A vt —VEZETELT %
R LT IZEun,

syslog 7 — b #{ERRT 5 ik

[7% iE (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [R U & —
(Policies) > [T 7 ¥ a3 > 77— b (Actions Alerts) ] DJEIZIRIN L £,

[7Z— b (Alerts) | R—=VBRRINET [T T — b DOIERK (Create Alert) ] K v 7 X2 X
=a =26 [Syslog 7 7 — bk DfERK (Create Syslog Alert)] 2 %R L £,

[Syslog 7 7 — MERK D% E (Create Syslog Alert Configuration) | A" > 77 v 7 7 ¢ v KU RFRIR
SINET,

[42Fif(Name) ] 7 4 —/V RIS RAF SN DISE il T 21 DIEM T 24082 A LET,
[7R A (Host)] 7 4 — /L RiZ . syslog ' —/SDRA A ETAXIP T RLAZ AT LET,

@74~wh TSN IPv4 7 R LA (192.168.1.456 72 &) Z AJ LTZB B TH VAT Apb
PRV EICER LTSN N2 T FLAFAA M & LTilbhE T,

[ﬂ‘f“— K (Port)] 7 4 —/L RIZ H— 38 syslog A vE—VICHEHT R —FE AN LET,
ZOAIET 7 4V h T 514 T,
[7 7> U7 4 (Facility) | VA B 77 U T 4 ZIRLET,

AR 72U T 4 ORI HOW T A ATREZ: syslog 7 7 v U 7 4 DR ZZML TS
TZE,

[EKEE (Severity) ] U A b2y B REAZ TN L £7,

ERAIRE 72 ERE D —EIZ DWW Tid, syslog ERKE L~V OREBRL T Z I,
[# 7 (Tag)] 7 4 —/V RiZ.,syslog A v E—V L EHITRRT DX T EANTILET,
BT BINTEREO LB FRALE T A=A F 2T FRIIEHTEER A,

i) & L T.syslog IZ EREINDTRTOA v E—VDRHIT FronMC 21T 5557 4 —/V RIT
FromMC & AJJ LjﬁTo

[ASA FirePOWER D% ¥ D17 (Store ASA FirePOWER Changes)]| %7 U v 7 L7,
7 T — MIREDPRAES AL HEIRIZE DT £,

Cisco ASA with FirePOWER Services 2 — W VEBRBRENA F 1



#3388 HAEWTS—FORE |
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75— MNeEDER
54 &y 2 AT (Any)

ZEAEDEATDT T — MNIOWT. T 7 — MNEEDREHTHERTOEGEE. 77— FMe&E~D
BRI TSIIKMEINTT L ERAN M2 R d b7 78X 2 be—u
N—NANTHERAINET S — MNEEDOBEE . T/78X aryra—A R —453BEEATAETE
FEIXHENZIRD EH A,

77— MEEERRET D!

FEJE 1 [%7E (Configuration)] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [V > —
(Policies)] > [7 7 > a > 77— b (Actions Alerts) ] DJAIZEIN L £ 7,

[7 7 — b (Alerts) | X— Y MNFREINET,

FIE 2 WETLT T MNEBEORICHLWMET A2 (o V&7V vy 7 LET,
ZDT T —MEEOBRER Y TT v 7 74 RURERISNET,

FIE 3 MEOSCTEREEZMZET,

FJE 4 [ASA FirePOWER O H D77 (Store ASA FirePOWER Changes)] #7 U v 27 L¥ 7,
77— MSEPRITFESNET,

77— B DHIER

4 v A AEHE (Any)
B TROEROT 7 — MEEEHIRTE £,

77— MSEZHIBRT D 5!

FJE 1 [XE (Configuration) ] > [ASA FirePOWER &% i& (ASA FirePOWER Configuration) ] > [V ' —
(Policies)] > [7 7 ¥ a > 77— b (Actions Alerts) ] DJIAIZEIN L £ 7,

[7 7 — F(Alerts) | =Y RFRSNET,
FIE 2 HIBRT 27 77— MSEOMIZHLHIBRT A2 (W) &7V vy 7 LET,
FIE3 77— MSEZHIBRT D Z &AM LET,

77— MSENHIBRSNET,

7 7 — MRZEDHERME & Ehb
74 v & A1E (Any)

BT T — MREDHBNT 7 — LR TEET, 77— FOENREIFIET HITT RE ZHI
bRy 2ROV, —FICT 7 — MNEBELZEDICT LN TEET EOLT 5L X7 7 —
FOMER T OLE T ENC L THMA P LARIND ZEITEREL TSN,
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77— MEERAREITEMTT 2 HE:

FJE 1 [%7E (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration) ] > [V > —
(Policies)] > [T 7 2 a > 77— b (Actions Alerts) ] DJIAIZEIN L £ 7,

[77— F(Alerts) ] X— Y MERINET,
FIE 2 AHEITENCT DT 77— MNEBEOBOAENETLITENOATA X527 ) v 7 LET,
T T — NSBEBENE S T BT N2 0 £3, B S GBI AR Y £,
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