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object network objl

host 1.2.3.4

object network obj2

range 1.2.3.7 1.2.3.10

object network obj3

subnet 10.83.0.0 255.255.0.0

access-list sample acl extended permit ip object objl object obj2
access-list sample acl extended permit ip object obj3 object objl
access-group gigabitethernet access in in interface gigabitethernetl/1l
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obj2 7L 123.7-123.10 |7 KL A 4iPH False
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object network objl

host 1.2.3.4

object network obj2

range 1.2.3.7 1.2.3.10

object network obj3

subnet 10.83.0.0 255.255.0.0

object-group network obj groupl

network-object object objl

network-object object obj2

network-object object obj3
access-list sample acl extended permit ip object-group obj groupl any
access-group gigabitethernet access in in interface gigabitethernetl/1l
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object service http
service tcp destination eq www
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object-group service http-8081 tcp
port-object eqg 80
port-object eqg 81

object-group service http-proxy tcp
port-object eqg 8080

object-group service all-http tcp
group-object http-8081
group-object http-proxy

access-list FMC inside extended permit tcp host 33.33.33.33 object-group all-http host
33.33.33.33 object-group all-http

ERROBITIEH, —EAAT =7 K http-8081 35 L U http-proxy 73 all-http H— & & 7 L—7
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object-group service legServGroupl tcp
port-object eq 78

port-object eq 79

object-group service legServGroup2 tcp
port-object eq 80

port-object eq 81

object-group service legacyServiceNestedGrp tcp
group-object legServGroupl
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access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 5.6.7.0 255.255.255.0
object-group legacyServiceNestedGrp
access—-group acpl global
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RB:KR— ATz IL—T
Bl 547 N e (Fabtan (A—nN—=34F
R—F)
legServGroupl 1 |77 K 2L TCP(6)/78 False
legServGroupl 2 |47 -7 K 2L TCP(6)/79 False
legServGroup2 1 |77 K 2L TCP(6)/80 False
legServGroup2 2 | A7 =7 K 2L TCP(6)/81 False
legServGroup1 T — 2L legServGroupl 1 |False
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acpl#1 5 |5 |34.5.024 5.6.7.0/24 TCP(6) legServGroupl F&z#Fr] | True
legServGroup2
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object-group protocol TCPUDP
protocol-object udp
protocol-object tcp
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TCPUDP 1 FT 7 b 2L TCP(6) False

TCPUDP 2 FT s b 7L UDP(17) False
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port-object eqg 55

R

R26:R— ATz bBLUVTIL—T

22X 547 FAq Y e (Fabtai (A—nN—=34F
A— )

servGrp5 1 AV /AN el TCP(6)/50 False

servGrpS 2 F T R 2L TCP(6)/55 False

servGrpS Tn—=7 2L servGrp5_1 False
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object service servObjl

service tcp destination eqg ssh
object service servObj2

service udp destination eq 22
object service servObj3

service tcp destination eqg telnet
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object-group service servGrpl
service-object object servObjl
service-object object servObj2
service-object object servObj3
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R—F)

servObj1 AV /AN el TCP(6)/22 False

servODbj2 F T R 2L UDP(17)/22 False

servODb;3 A/ el TCP(6)/23 False

servGrpl 7 — 2L servODbj1 False
servObj2
servODbj3
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ICMP
Cisco ASA DR

object-group icmp-type servGrpé
icmp-object echo-reply

MG

RB:KR— ATz FBLVTL—T

Z2En) BAT FAAL> & (Faran |F7—n"—34F
R—F)

servGrp4 1 F T b 2L ICMP(1)/Echo False
Reply

servGrp4 7 —7 2L servGrp4 1 False

ICMPv6

Cisco ASA DAERL :

object-group service servObjGrp3
service-object icmp6 packet-too-big
service-object icmp6 parameter-problem

FEHE

| zmvveEry I}



B 7rexor—Fozm

R29:R— AT H bBEVTIL—T

v veEry |

Z2X-1] 24T FALY & (o ba/ |A—nN—F4F
R—h)

servObjGrp3 1 F T R 2L IPV6-ICMP(58)/2 |False

servObjGrp3 2 A /A 2L IPV6-ICMP(58)/4 |False

servObjGrp3 T —F 2L servObjGrp3 1 False
servObjGrp3 2

TR IL—TDZEH

Cisco ASA T. ACL ###H42121%, CLI T access-group A~ R&ZAS1T 570>, ASDM 7
JNN— T 4 T, EA (Apply) 122IRLET, b 0HEELZEITT S L. Cisco
ASA %7 7 A /LT access—group T b U AR EINET (UL TORIZS]K) |

access-group I~ R, VAT AN ACLZWHTHA X —T A AL, VAT EBA
B =Tz A ATA NG R LT VRAR) NTT74 07 FRZT T INT R (=71 R)
F7 74 v I ACL Z T 2008 afEELET,

Firepower ¥ A7 A ClRIFFDOEEEA AT D 121X, ROFIAZFATL £ T,

cbtXa VT 4=V EERL, EX a2 VT 4 V=B A U F—T o A ARSI, 2D
X2 VT4 EREEREY VR AT R ENT T 4y OGE) £2135E5%
=G5 (TR RN T T4 v DYR) ELTT 7RI hr—L—)LT
B £,

A E =T 2 A AT N—THEK L, A EZ—T 2 A RTN—T %A X —T x A AZH
BT, A V=T 2 A RTN—TZEETA L E—T AR TN—TEME (LT
FRT 7407 DBRE) 35kt v F—T A ZATN—T5M4E (T T RIS
T4 T DHEE) L LT L7 4 AZL— LB £,

access-group A% ]\%Qﬁé*ﬁﬁ‘é%/ﬁ\\ %??‘\/‘—Il/bi\ X274 = FETIA o H—
TaA AT N—TEER L, BET AT 7Ry ha— A — L EE T LT 4 L HL—)L
DEMFLELTEXF2 VT 4= oA =T oA AT N—T2BMTHZ LIk, AN
WEHNEREBIGE L E T, L, BTy — ML, ExX 2V T = F R A =T =
A AT N—TDHRDA o 2 —T = A ZMFEBRERFFLE TN, BHET LA 7 —T7 = AFET
LT, AR L ER- A, 2O ORERIL, B RY v—DA U KR— MEIZFH
TEMTIXNENHY T, BNz RY) —% A AR —bFLEE, R —%T /31 X
W2, X2 VT4 =V FERBA AT 2 A AT N—T A U H—T = A AT, FE)CRE
T HBERHY T,

ACLZEWT DEE, VAT AE, BEDA V¥ —7 = — AT I N5 — D%,
SVICHEA SN AL — L2 EE L E T,
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5 72 E A

Cisco ASA RN —~ ACL A A LV VLV AL VB —T 2 A AT VAL L HZ—T = A ADM
FIZHEATIHEES, V=L, ACLEAZEHL T, 220ty hOT7 7 RA=a ha—/LL—)L
LAV T A NEI—)VIIERL T,

—EDA LA —L (L)
—HDO=T 7 L A )L—)L ()
CiscOASARE N —ACL%Z 7 00 — VB X OB EDA V2 —7 oA AZHAT 5856, V—

MiE. ACLEZEHL T, 220y hOT7 /Ry ba——EtF LT 4 HL—T
B E4,

HEEDA A —T oA AZEEMT S —HEoL— (F%h)

EETL Y = L FEE Y — U (T (any) 1 WIRTE SN —EHDOL—L (%))

Bl - Fo—/\LIZERA S T- ACL
Cisco ASA DAERL :

access-list global access extended permit ip any any
access-group global access global

BATY =g, O IRICEH L £,

RW:7HERA FO—LIL—ILFEEIEZTLIALEIL—IL

&Rl RETY—/| k-4 |RIET  |EERY [EE (L |FoYar |EHH
AV8—Jx |v8—DJx4 RV b kD=5 | |R—
ARTN—=T | RTN—TF | T—=7 R— | b
+
global_access#1 53 (63 53 (653 B8 (B |ASICEF e

(True)

Bl HEDA A —T T4 XIBERASLTF= ACL
Cisco ASA DAL

access-list acpl permit tcp any host 209.165.201.3 eq 80
access-group acpl in interface outside

ROBFITIL, access-group 4~ iz &k » T, acpl EWIH ACL% outside EWH A X —T =
AALDA VNN R NI 7 40w 7 IZ@ALET,

BATY —iE, ZOBRERICER L ET,
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RN LX)V TAI—VMME—T ARG IL—T

EA: | A=A REAT KAAL Y BEIRLF=A >
R—TJxA R
acpl_outside_in_zone ¢ L—7 v K (CiscoASA T /XA AN —T v RE—F |7 L &
THEITENTVDHHA)
« 24 v F (Cisco ASA 7 /34 ANFHIWE— R TEITS
NTVDHEE)

£32: 79X FO—LIL—LEEIETLIALEIL—I

Z2: EETXTY—M Y (R EET |FEERY F EERT |WER—F | TIP3 | B
B—DIARTIL— |[4A2F3— |Fvy bk |T7—2 R— b
7 TIART|7—4
=7
acpl#l acpl_outside_in_zone |{L-7& T 209.165.201.3 |{T= TCP(6)/80 | [FEZs|z&Fn] | True
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